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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

International [Standards are drafted in accordance with the rules given in the ISO/TEC Directives, [Part 2.

The main tasi of the joint technical committee is to prepare International Standards. DraftIaternational
Standards adopted by the joint technical committee are circulated to national bodies for yoting.
Publication af an International Standard requires approval by at least 75 % of thé national podies
casting a voted.

Attention is drawn to the possibility that some of the elements of this documént may be the suljject of
patent rights.[ISO and IEC shall not be held responsible for identifying any orall such patent rights.

ISO/IEC 27000 was prepared by Joint Technical Committee ISO/IECHTC 1, Information techhology,
Subcommitteg SC 27, IT Security techniques.

This third edition cancels and replaces the second edition (}SO/IEC 27000:2012), which hap been
technically rejvised.

iv © ISO/IEC 2014 - All rights reserved
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0 Introduction

0.1 Overview

International Standards for management systems provide a model to follow in setting up and operating
amanagement system. This model incorporates the features on which experts in the field have reached a
consensus as being the international state of the art. ISO/IEC]JTC 1/SC 27 maintains an expert committee
dedicated to the development of international management systems standards for information security,
otherwise known as the Information Security Management System (ISMS) family of standards.

Through the use of the ISMS family of standards, organizations can develop and implement a framework
for ma TTaging tire SeTurity oftheir—imformatiomr—assets iududiug firamciatTmformmation, intellectual
propefty, and employee details, or information entrusted to them by customers or third‘parties. These
standdrds can also be used to prepare for an independent assessment of their ASMS 3applied to the
protedtion of information.

0.2 ISMS family of standards

The ISMS family of standards (see Clause 4) is intended to assist organiZations of all typgs and sizes to
implerent and operate an ISMS and consists of the following Internatiehal Standards, under the general
title Information technology — Security techniques (given below in grunierical order):

— ISP/IEC 27000, Information security management systems «—0Overview and vocabulary
— ISP/IEC 27001, Information security management systéins — Requirements

— ISP/IEC 27002, Code of practice for information sectrity controls

— ISP/IEC 27003, Information security management system implementation guidance
— ISP/IEC 27004, Information security management — Measurement

— ISP/IEC 27005, Information security 1isk management

— ISP/IEC 27006, Requirements_for bodies providing audit and certification of informption security
m@nagement systems

— ISP/IEC 27007, Guidelines for information security management systems auditing
— ISP/IEC TR 27008, Guidelines for auditors on information security controls

— ISP/IEC 27010\ -Information security management for inter-sector and inter-grganizational
conmunications

— ISP/IECS27011, Information security management guidelines for telecommunications|organizations
bdsed.on' ISO/IEC 27002

— ISO/IEC 27013, Guidance on the integrated implementation of ISO/IEC 27001 and ISO/IEC 20000-1

— ISO/IEC 27014, Governance of information security

— ISO/IEC TR 27015, Information security management guidelines for financial services

— ISO/IEC TR 27016, Information security management — Organizational economics

NOTE The general title “Information technology — Security techniques” indicates that these standards were
prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology, Subcommittee SC 27, IT Security

techniques.

International Standards notunder the same general title thatare also part of the ISMS family of standards
are as follows:

— 1S027799:2008, Health informatics — Information security managementin health using ISO/IEC 27002

© ISO/IEC 2014 - All rights reserved \%
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0.3

Purpose of this International Standard

This International Standard provides an overview of information security management systems, and
defines related terms.

NOTE

Annex A provides clarification on how verbal forms are used to express requirements and/or guidance

in the ISMS family of standards.

The ISMS family of standards includes standards that:

a)
b)

‘)
d)

define requirements for an ISMS and for those certifying such systems;

provide d

irect support, detailed guidance and/or interpretation for the overall process to establish,

implemer
address s

address ¢

The terms an

— do not linpit the ISMS family of standards in defining new terms for use.

vi

cover comimonly used terms and definitions in the ISMS family of standatds;

do not co

t, maintain and improve an ISMS;
ector-specific guidelines for ISMS; and
onformity assessment for ISMS.

| definitions provided in this International Standard:

Fer all terms and definitions applied within the ISMS family-ef standards; and

© ISO/IEC 2014 - All rights reserved
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Information technology — Security techniques —
Information security management systems — Overview

and

vocabulary

1 Scope

This 1
terms
applic
for-pr

and definitions commonly used in the ISMS family of standards. This Internation
ible to all types and sizes of organization (e.g. commercial enterprises, goverriment
fit organizations).

2 Terms and definitions

For th{

2.1

accesy
means
requir

2.2

analy
algorit
with a

2.3
attacK

e purposes of this document, the following terms and definitiors’apply.

control
to ensure that access to assets is authorized and. réstricted based on business
Pments

ical model
hm or calculation combining one or moré&base measures (2.10) and/or derived m
ssociated decision criteria

systems, and
hl Standard is
agencies, not-

and security

pasures (2.22)

attemppt to destroy, expose, alter, disable, steal or gain unauthorized access to or make unauthorized use

of an a

2.4

attrib
propet
by hur

[SOUR

sset

ite
ty or characteristic of an object (2.55) that can be distinguished quantitatively o1
han or automated means

CE: ISO/IE€15939:2007, modified - “entity” has been replaced by “object” in the de

qualitatively

finition.]

objectively to determine the extent to which the audit criteria are fulfilled

nd evaluating it

Note 1 to entry: An audit can be an internal audit (first party) or an external audit (second party or third party),
and it can be a combined audit (combining two or more disciplines).

Note 2 to entry: “Audit evidence” and “audit criteria” are defined in ISO 19011.

2.6

audit scope

extent

and boundaries of an audit (2.5)

[SOURCE: ISO 19011:2011]
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2.7

authentication
provision of assurance that a claimed characteristic of an entity is correct

2.8
authenticity
property that

29
availability

an entity is what it is claims to be

property of being accessible and usable upon demand by an authorized entity

2.10
base measur]
measure (2.47

[SOURCE: ISO
Note 1 to entry

2.11
competence
ability to appl

2.12

e
) defined in terms of an attribute (2.4) and the method for quantifying it

IEC 15939:2007]

: A base measure is functionally independent of other measures.

y knowledge and skills to achieve intended results

confidentiality

property that
processes (2.6

2.13
conformity
fulfilment of 3

Note 1 to entry

2.14
consequence
outcome of ar

[SOURCE: ISO
Note 1 to entry

Note 2 to entry
negative.

Note 3 to entry

information is not made available or disclosed-te-unauthorized individuals, entit

1)

requirement (2.63)

: The term “conformance” is synonymous but deprecated.

event (2.25) affecting objectives (2.56)
Guide 73:2009]
: An event candead to a range of consequences.

: A consequience can be certain or uncertain and in the context of information security is

: GonSequences can be expressed qualitatively or quantitatively.

ies, or

sually

Note 4 to entry: Initial consequences can escalate through knock-on effects.

2.15

continual improvement
recurring activity to enhance performance (2.59)

2.16
control
measure that

[SOURCE: ISO

is modifying risk (2.68)
Guide 73:2009]

Note 1 to entry: Controls include any process, policy, device, practice, or other actions which modify risk.

Note 2 to entry: Controls may not always exert the intended or assumed modifying effect.

© ISO/IEC 2014 - All rights reserved
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control objective
statement describing what is to be achieved as a result of implementing controls (2.16)

2.18

correction

action

2.19

to eliminate a detected nonconformity (2.53)

corrective action

action

to eliminate the cause of a nonconformity (2.53) and to prevent recurrence

2.20
data
collect

[SOUR]
Note 1

2.21

decisi
thresh
descri

[SOUR

2.22
derivg
measu

[SOUR]
2.23

documented information

inform
which

Note 1
Note 2
— th
— in

— eV]

ion of values assigned to base measures (2.10), derived measures (2.22) and/er.indiqg
CE: ISO/IEC 15939:2007]

fo entry: This definition applies only within the context of ISO/IEC 27004:20009.

pn criteria
olds, targets, or patterns used to determine the need forzaetion or further inves
be the level of confidence in a given result

CE: ISO/IEC 15939:2007]

d measure
e (2.47) that is defined as a function of twe, or more values of base measures (2.10)

CE: ISO/IEC 15939:2007]

ation required to be controlled and maintained by an organization (2.57) and th
it is contained

fo entry: Documentediinformation can be in any format and media and from any source.
Lo entry: Documented information can refer to

b managemenitsystem (2.46), including related processes (2.61);

ormatien created in order for the organization to operate (documentation);

dence’of results achieved (records).

ators (2.30)

[igation, or to

e medium on

2.24

effectiveness

extent

2.25
event

to which planned activities are realized and planned results achieved

occurrence or change of a particular set of circumstances

[SOURCE: ISO Guide 73:2009]

Note 1 to entry: An event can be one or more occurrences, and can have several causes.

Note 2 to entry: An event can consist of something not happening.

Note 3 to entry: An event can sometimes be referred to as an “incident” or “accident”.
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2.26

executive management

person or group of people who have delegated responsibility from the governing body (2.29) for
implementation of strategies and policies to accomplish the purpose of the organization (2.57)

Note 1 to entry: Executive management is sometimes called top management and can include Chief Executive
Officers, Chief Financial Officers, Chief Information Officers, and similar roles

2.27
external context
external environment in which the organization seeks to achieve its objectives

[SOURCE: ISOr&ttide—73-2665
Note 1 to entry: External context can include:

— the culturpl, social, political, legal, regulatory, financial, technological, economic, naturaland competitive
environmént, whether international, national, regional or local;

— key driverf and trends having impact on the objectives (2.56) of the organization (2.57); and
— relationshjips with, and perceptions and values of, external stakeholders (2.82)

2.28
governance h(Lf information security
system by whiich an organization’s (2.57) information security activities are directed and controlled

2.29
governing bqdy
person or grgup of people who are accountable for thekperformance (2.59) and conformance|of the
organization (|2.57)

Note 1 to entry: Governing body can in some jurisdictions be a board of directors.

2.30

indicator
measure (2.47) that provides an estimatetor evaluation of specified attributes (2.4) derived fjom an
analytical moglel (2.2) with respect tosdefined information needs (2.31)

2.31
information peed
insight necesgary to manage'objectives, goals, risks and problems

[SOURCE: ISOYIEC 15939:2007]

2.32
information processing facilities

any informatiph.processing system, service or infrastructure, or the physical location housing it

2.33
information security
preservation of confidentiality (2.12), integrity (2.40) and availability (2.9) of information

Note 1 to entry: In addition, other properties, such as authenticity (2.8), accountability, non-repudiation (2.54),
and reliability (2.62) can also be involved.

2.34
information security continuity
processes (2.61) and procedures for ensuring continued information security (2.33) operations

4 © ISO/IEC 2014 - All rights reserved
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2.35

information security event

identified occurrence of a system, service or network state indicating a possible breach of information
security policy or failure of controls, or a previously unknown situation that may be security relevant

2.36

information security incident

single or a series of unwanted or unexpected information security events (2.35) that have a significant
probability of compromising business operations and threatening information security (2.33)

2.37

information security incident management
proceskes (2.61) for detecting, reporting, assessing, responding to, dealing with, and learning from
informjation security incidents (2.36)

2.38
information sharing community
group pf organizations that agree to share information

Note 1 o entry: An organization can be an individual.

2.39
information system
applications, services, information technology assets, or otherxinformation handling components

2.40
integility
propefty of accuracy and completeness

241
interested party
person or organization (2.57) that can affeet;'be affected by, or perceive themselves to bg affected by a
decisi¢n or activity

2.42
internal context
internpl environment in whicli the organization seeks to achieve its objectives

[SOURLE: ISO Guide 73:2009]

Note 1 o entry: Interndl dontext can include:

— gopernance, @rganizational structure, roles and accountabilities;

— pollicies, ebjéctives, and the strategies that are in place to achieve them;

— the.cdpabilities, understood in terms of resources and knowledge (e.g. capital, time, pedple, processes,

i pa S 1. 1 H Al
Sy CCTITS~ AT CCCITITOTUETC S,

— information systems, information flows and decision-making processes (both formal and informal);
— relationships with, and perceptions and values of, internal stakeholders;

— the organization’s culture;

— standards, guidelines and models adopted by the organization; and

— form and extent of contractual relationships.

2.43
ISMS project
structured activities undertaken by an organization (2.57) to implement an ISMS

© ISO/IEC 2014 - All rights reserved 5
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2.44
level of risk

magnitude of a risk (2.68) expressed in terms of the combination of consequences (2.14) and their
likelihood (2.45)

[SOURCE: ISO

2.45
likelihood

Guide 73:2009, modified — “or combination of risks,” has been deleted.]

chance of something happening

[SOURCE: ISO

Guide 73:2009]

2.46

management
set of interre
objectives (2.9

Note 1 to entry

Note 2 to entry
operation, etc.

Note 3 to entr
identified fund
functions acro

2.47
measure

system
lated or interacting elements of an organization (2.57) to establish policies (2.6)
6) and processes (2.61) to achieve those objectives

: A management system can address a single discipline or several disciplines}

r: The system elements include the organization’s structure, roles and responsibilities, pl

tions of the organization, specific and identified sections-of the organization, or one o
s a group of organizations.

variable to which a value is assigned as the result of megsurement (2.48)

[SOURCE: ISO

Note 1 to entr
indicators.

2.48
measuremer
process (2.61)

Note 1 to ent]
information ab
controls (2.16)
decision criteri

2.49
measuremern

IEC 15939:2007]

y: The term “measures” is used to_refer collectively to base measures, derived measur

t
to determine a value

y: In the context{of ‘information security (2.33) the process of determining a value r
put the effectiveness (2.24) of an information security management system (2.46) and its ass
using a measurement method (2.50), a measurement function (2.49), an analytical model (2]
1 (2.21).

t function

D) and

hnning,

y: The scope of a management system may include the whole-ef the organization, specific and

I more

s, and

bquires
pciated
2), and

alctlation performed to combine two or more base measures (2.10)

algorithm or

[SOURCE: ISO/IEC 15939:2007]

2.50

measurement method
logical sequence of operations, described generically, used in quantifying an attribute (2.4) with respect

to a specified

scale (2.80)

[SOURCE: ISO/IEC 15939:2007]

Note 1 to entry: The type of measurement method depends on the nature of the operations used to quantify an
attribute. Two types can be distinguished:

subjective

objective:

6

: quantification involving human judgment;

quantification based on numerical rules.

© ISO/IEC 2014 - All rights reserved
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2.51
measurement results

one or more indicators (2.30) and their associated interpretations that address an information need
(2.31)

2.52
monitoring
determining the status of a system, a process (2.61) or an activity

Note 1 to entry: To determine the status there may be a need to check, supervise or critically observe.

2.53

noncoprformrity
non-fullfilment of a requirement (2.63)

2.54
non-re¢pudiation
ability|to prove the occurrence of a claimed event or action and its originating.entities

2.55
object
item characterized through the measurement (2.48) of its attributes(2.4)

2.56
objective
result ko be achieved

Note 1 o entry: An objective can be strategic, tactical, or.opérational.

Note 2 fo entry: Objectives canrelate to differentdisciplines (such as financial, health and safety, andjenvironmental
goals) 4nd can apply at different levels (such as strategic, organization-wide, project, product and|process (2.61).

Note 3 fo entry: An objective can be expressed inother ways, e.g. as an intended outcome, a purpose|an operational
criteriqn, as an information security objectiye or by the use of other words with similar meaning (e.g. aim, goal,
or targpt).

Note 4 fo entry: In the context of information security management systems, information security objectives are
set by fhe organization, consisteft with the information security policy, to achieve specific resultg.

2.57
organjzation
persor] or group of people that has its own functions with responsibilities, authorities and relationships
to achieve its objedtives (2.56)

Note 1 fo entry+Fhe concept of organization includes but is not limited to sole-trader, company, coyporation, firm,
enterpfise, @uthority, partnership, charity or institution, or part or combination thereof, whethqr incorporated
or not, public or private.

2.58

outsource

make an arrangement where an external organization (2.57) performs part of an organization’s function
or process (2.61)

Note 1 to entry: An external organization is outside the scope of the management system (2.46), although the
outsourced function or process is within the scope.

2.59
performance
measurable result

Note 1 to entry: Performance can relate either to quantitative or qualitative findings.

© ISO/IEC 2014 - All rights reserved 7
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Note 2 to entry: Performance can relate to the management of activities, processes (2.61), products (including
services), systems or organizations (2.57).

2.60
policy
intentions and direction of an organization (2.57) as formally expressed by its top management (2.84)

2.61
process
set of interrelated or interacting activities which transforms inputs into outputs

2.62
reliability
property of cgnsistent intended behaviour and results

2.63
requirement
need or expedtation that is stated, generally implied or obligatory

Note 1to entry|“Generally implied” means thatitis custom or common practice for the orgarization and intg¢rested
parties that th¢ need or expectation under consideration is implied.

Note 2 to entry: A specified requirement is one that is stated, for example in documented information.

2.64
residual risk
risk (2.68) retpaining after risk treatment (2.79)

Note 1 to entry: Residual risk can contain unidentified risk.

Note 2 to entry}: Residual risk can also be known as “retained@isk”.

2.65

review
activity undeftaken to determine the suitahility, adequacy and effectiveness (2.24) of the subject matter
to achieve estpblished objectives

[SOURCE: ISO|Guide 73:2009]

2.66
review object
specific item being reviewed

2.67
review objecftive
statement deqcribihg what is to be achieved as a result of a review

2.68
risk
effect of uncertainty on objectives

[SOURCE: ISO Guide 73:2009]
Note 1 to entry: An effect is a deviation from the expected — positive or negative.

Note 2 to entry: Uncertainty is the state, even partial, of deficiency of information related to, understanding or
knowledge of, an event (2.25), its consequence (2.14), or likelihood (2.45).

Note 3 to entry: Risk is often characterized by reference to potential events (2.25) and consequences (2.14), or a
combination of these.

Note 4 to entry: Risk is often expressed in terms of a combination of the consequences (2.14) of an event (including
changes in circumstances) and the associated likelihood (2.45) of occurrence.

8 © ISO/IEC 2014 - All rights reserved
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Note 5 to entry: In the context of information security management systems, information security risks can be
expressed as effect of uncertainty on information security objectives.

Note 6 to entry: Information security risk is associated with the potential that threats (2.83) will exploit
vulnerabilities (2.89) of an information asset or group of information assets and thereby cause harm to an
organization.

2.69
risk acceptance
informed decision to take a particular risk (2.68)

[SOURCE: ISO Guide 73:2009]

Note 1 ko entry: Risk acceptance can occur without risk treatment (2.79) or during the process of tisk treatment.
Note 2 ko entry: Accepted risks are subject to monitoring (2.52) and review (2.65).

2.70
risk ahalysis
proceqs to comprehend the nature of risk (2.68) and to determine the level of risk (2.44)

[SOURLE: ISO Guide 73:2009]

Note 1|to entry: Risk analysis provides the basis for risk evaluation (2.74) and decisions abouf] risk treatment
(2.79).

Note 2 ko entry: Risk analysis includes risk estimation.

2.71
risk agsessment
overal| process (2.61) of risk identification (2.75)¥jsk analysis (2.70) and risk evaluation (2L.74)

[SOURLE: ISO Guide 73:2009]

2.72
risk communication and consultation
continpal and iterative processes that an organization conducts to provide, share or obtaip information,
and tolengage in dialogue with-stakeholders (2.82) regarding the management of risk (2.6B)

Note 1[to entry: The information can relate to the existence, nature, form, likelihood, significaince, evaluation,
acceptgbility and treatment of risk.

Note 2 [to entry: Consultation is a two-way process of informed communication between an orgampization and its
stakehplders on ap+Ssue prior to making a decision or determining a direction on that issue. Congultation is:

— afprocess which impacts on a decision through influence rather than power; and

— an|inputto decision making, not joint decision making.

2.73
risk criteria
terms of reference against which the significance of risk (2.68) is evaluated

[SOURCE: ISO Guide 73:2009]
Note 1 to entry: Risk criteria are based on organizational objectives, and external and internal context.

Note 2 to entry: Risk criteria can be derived from standards, laws, policies and other requirements.

© ISO/IEC 2014 - All rights reserved 9
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2.74

risk evaluation
process (2.61) of comparing the results of risk analysis (2.70) with risk criteria (2.73) to determine

whether the r

[SOURCE: ISO

isk (2.68) and/or its magnitude is acceptable or tolerable

Guide 73:2009]

Note 1 to entry: Risk evaluation assists in the decision about risk treatment (2.79).

2.75

risk identification
process of finding, recognizing and describing risks (2.68)

[SOURCE: ISO

Note 1 to entr]
potential conse

Note 2 to entry|
and stakeholdd

2.76
risk manage
coordinated a

[SOURCE: ISO

2.77
risk manage
systematic a

communicatillr

monitoring a
[SOURCE: ISO

Note 1 to entryj
the risk manag

2.78
risk owner
person or ent

[SOURCE: ISO

2.79
risk treatme
process (2.61)

Guide 73:2009]
y: Risk identification involves the identification of risk sources, events, their causes an

quences.

rs’ needs.

ment
ctivities to direct and control an organization (2.57) with.¥egard to risk (2.68)

Guide 73:2009]

ment process

pplication of management policies, procedures and practices to the activif
g, consulting, establishing the contextand identifying, analysing, evaluating, tr
d reviewing risk (2.68)

Guide 73:2009]

: ISO/IEC 27005 uses the term. ‘process’ to describe risk management overall. The elements
ement process are termed ‘actiyities’.

ty with the accotintability and authority to manage a risk (2.68)
Guide 73:2009]

nt
te’modify risk (2.68)

d their

Riskidentification can involve historical data, theoretical analysis, informéd and expert opinions,

ies of
pating,

within

[SOURCE: ISO

Guide 73:2009]

Note 1 to entry: Risk treatment can involve:

taking or i

sharing th

10

avoiding the risk by deciding not to start or continue with the activity that gives rise to the risk;

ncreasing risk in order to pursue an opportunity;

removing the risk source;
changing the likelihood;

changing the consequences;

e risk with another party or parties (including contracts and risk financing); and

retaining the risk by informed choice.
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Note 2 to entry: Risk treatments that deal with negative consequences are sometimes referred to as “risk

» o« » o«

mitigation”, “risk elimination”, “risk prevention” and “risk reduction”.
Note 3 to entry: Risk treatment can create new risks or modify existing risks.

2.80
scale
ordered set of values, continuous or discrete, or a set of categories to which the attribute (2.4) is mapped

[SOURCE: ISO/IEC 15939:2007]

Note 1 to entry: The type of scale depends on the nature of the relationship between values on the scale. Four
types of scale are commonly defined:

— nominal: the measurement values are categorical;
— orflinal: the measurement values are rankings;
— inferval: the measurement values have equal distances corresponding to equal quantities of the attribute;

— rafio: the measurement values have equal distances corresponding to equal qudntities of the aftribute, where
the value of zero corresponds to none of the attribute.

These 3re just examples of the types of scale.

2.81
security implementation standard
documjent specifying authorized ways for realizing secufity

2.82
stakeholder
person or organization that can affect, be affected’by, or perceive themselves to be affected by a decision
or actiyity

[SOURLE: ISO Guide 73:2009]

2.83
threat
potentjial cause of an unwanted jhcident, which may result in harm to a system or organization

2.84
top management
person or group of people who directs and controls an organization (2.57) at the highest level

Note 1| to entryd0p management has the power to delegate authority and provide resourfes within the
organization,

Note 2 roentry: If the scope of the management system (2.46) covers only part of an organization [2.57) then top
management refers to those who direct and control that part of the organization (2.57)

2.85
trusted information communication entity
autonomous organization supporting information exchange within an information sharing community

2.86

unit of measurement

particular quantity, defined and adopted by convention, with which other quantities of the same kind
are compared in order to express their magnitude relative to that quantity

[SOURCE: ISO/IEC 15939:2007]
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2.87
validation

confirmation, through the provision of objective evidence, that the requirements for a specific intended
use or application have been fulfilled

[SOURCE: ISO

2.88
verification

9000:2005]

confirmation, through the provision of objective evidence, that specified requirements have been

fulfilled
[SOURCE: ISO

Note 1 to entry

2.89
vulnerability
weakness of g

9006:20051

: This could also be called compliance testing.

=

n asset or control (2.16) that can be exploited by one or more threats)(2.83)

3 Information security management systems

3.1 Introdpction

Organization§ of all types and sizes:

a) collect, ptocess, store, and transmit information;

b) recogniz¢ that information, and related processesysystems, networks and people are imp
assets foirl achieving organization objectives;

c) face ararnge of risks that may affect the functioning of assets; and

d) address their perceived risk exposure by:implementing information security controls.

All informatid
example, floo
security is ge
appropriate p
accurate and

is a catalyst f¢

Protecting in
security effed
enhance its le
suitable contn

n held and processed byan-organization is subject to threats of attack, error, natu

nerally based on infermation being considered as an asset which has a value reg
Fotection, for example, againsttheloss of availability, confidentiality and integrity. Exj
complete information to be available in a timely manner to those with an authorize
r business efficiency.

ortant

re (for

d or fire), etc., and is subject to vulnerabilities inherent in its use. The term inforfnation

uiring
abling
d need

formatidn)assets through defining, achieving, maintaining, and improving infor

of information security management.

As information security risks and the effectiveness of controls change depending on shifting

circumstance

s, organizations need to:

a) monitor and evaluate the effectiveness of implemented controls and procedures;

b)
‘)

identify e

select, im

merging risks to be treated; and

plement and improve appropriate controls as needed.

To interrelate and coordinate such information security activities, each organization needs to establish
its policy and objectives for information security and achieve those objectives effectively by using a

management

12

system.
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3.2 Whatis an ISMS?

3.2.1 Overview and principles

An Information Security Management System (ISMS) consists of the policies, procedures, guidelines,
and associated resources and activities, collectively managed by an organization, in the pursuit of
protecting its information assets. An ISMS is a systematic approach for establishing, implementing,
operating, monitoring, reviewing, maintaining and improving an organization’s information security
to achieve business objectives. It is based upon a risk assessment and the organization’s risk acceptance
levels designed to effectively treat and manage risks. Analysing requirements for the protection of
information assets and applying appropriate controls to ensure the protection of these information

impltementationrofantSM refoHowing fundamental

a) awareness of the need for information security;

b) aspignment of responsibility for information security;

¢) inforporating management commitment and the interests of stakehelders;

d) enhancing societal values;

e) rigk assessments determining appropriate controls to reach-aeceptable levels of risk;
f) sefurity incorporated as an essential element of information networks and systems;
g) aclive prevention and detection of information security incidents;

h) ensuring a comprehensive approach to information security management; and

i) continual reassessment of information security and making of modifications as appr¢priate.

3.2.2 | Information

Infornmation is an asset that, like other important business assets, is essential to an prganization’s
busingss and consequently needs to be suitably protected. Information can be stored irf many forms,
includng: digital form (e.g. data files stored on electronic or optical media), material form (e.g. on paper),
as wel| as unrepresented information in the form of knowledge of the employees. Infornpation may be
transmitted by various tfieans including: courier, electronic or verbal communication. Whatever form
infornjation takes, or,the’'means by which the information is transmitted, it always needs appropriate
protedtion.

In mafpy organizations information is dependent upon information and communicationjs technology:.
This tgchnologyis often an essential element in the organization and assists in facilitating the creation,
procegsing, storing, transmitting, protection and destruction of information.

3.2.3 Information security

Information security includes three main dimensions: confidentiality, availability and integrity.
Information security involves the application and management of appropriate security measures that
involves consideration of a wide range of threats, with the aim of ensuring sustained business success
and continuity, and minimising impacts of information security incidents.

Information security is achieved through the implementation of an applicable set of controls, selected
through the chosen risk management process and managed using an ISMS, including policies, processes,
procedures, organizational structures, software and hardware to protect the identified information
assets. These controls need to be specified, implemented, monitored, reviewed and improved where
necessary, to ensure that the specific information security and business objectives of the organization
are met. Relevant information security controls are expected to be seamlessly integrated with an
organization’s business processes.
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3.2.4 Management

Management involves activities to direct, control and continually improve the organization within
appropriate structures. Management activities include the act, manner, or practice of organizing,
handling, directing, supervising, and controlling resources. Management structures extend from one
person in a small organization to management hierarchies consisting of many individuals in large
organizations.

In terms of an ISMS, management involves the supervision and making of decisions necessary to achieve
business objectives through the protection of the organization’s information assets. Management of
information security is expressed through the formulation and use of information security policies,
procedures and guidelines, which are then applied throughout the organization by all individuals
associated with the organization.

3.2.5 Manajgement system

A management system uses a framework of resources to achieve an organization’s-objectivgs. The
management [system includes organizational structure, policies, planning activities, responsibilities,
practices, profcedures, processes and resources.

In terms of information security, a management system allows an organization to:

a) satisfy the information security requirements of customers and other stakeholders;
b) improve gn organization’s plans and activities;

c¢) meetthe prganization’s information security objectives;

d) comply wlith regulations, legislation and industry mandates; and

e) manage |nformation assets in an organized way that facilitates continual improvement and
adjustmeht to current organizational goals.

3.3 Process approach

Organization§ need to identify and mahage many activities in order to function effectively and
efficiently. Anly activity using resourcesneeds to be managed to enable the transformation of inpyts into
outputs using a set of interrelatedior-interacting activities - this is also known as a process. The putput
from one progess can directlyform the input to another process and generally this transformdtion is
carried out urjder planned and controlled conditions. The application of a system of processes within an
organization, fogether withithe identification and interactions of these processes, and their management,
can be referrgd to as a “process approach”.

3.4 Why an ISMS'is important

i i Axazi izt i f, 43 + dia dd dAchiagg: 1 £ i
Risks associategwithan orgattzatiohr sHtoratiofassetsheeatopeaaaressea—Acevigieormation

security requires the management of risk, and encompasses risks from physical, human and technology
related threats associated with all forms of information within or used by the organization.

The adoption of an ISMS is expected to be a strategic decision for an organization and it is necessary
that this decision is seamlessly integrated, scaled and updated in accordance with the needs of the
organization.

The design and implementation of an organization’s ISMS is influenced by the needs and objectives of
the organization, security requirements, the business processes employed and the size and structure
of the organization. The design and operation of an ISMS needs to reflect the interests and information
security requirements of all of the organization’s stakeholders including customers, suppliers, business
partners, shareholders and other relevant third parties.
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Inaninterconnected world, information and related processes, systems, and networks constitute critical
business assets. Organizations and their information systems and networks face security threats from
a wide range of sources, including computer-assisted fraud, espionage, sabotage, vandalism, fire and
flood. Damage to information systems and networks caused by malicious code, computer hacking, and
denial of service attacks have become more common, more ambitious, and increasingly sophisticated.

An ISMS is important to both public and private sector businesses. In any industry, an ISMS is an enabler
that supports e-business and is essential for risk management activities. The interconnection of public
and private networks and the sharing of information assets increases the difficulty of controlling
access to and handling of information. In addition, the distribution of mobile storage devices containing
information assets can weaken the effectiveness of traditional controls. When organizations adopt the

ISMS family of standards the ability to apply consistent and mutually-recognizable information security
princi]Eles can be demonstrated to business partners and other interested parties.

Infornjation security is not always taken into account in the design and developnient qf information
systenps. Further, information security is often thought of as being a technical(Solution.| However, the
information security that can be achieved through technical means is limited;.and may |be ineffective
withouit being supported by appropriate management and procedures within the contekt of an ISMS.
Integrating security into a functionally complete information system-coald be difficylt and costly.
An ISNIS involves identifying which controls are in place and requir€s careful planning fand attention
to detail. As an example, access controls, which may be technical\(logical), physical, administrative

(managerial) or a combination, provide a means to ensure that access'to information assetg is authorized
and reptricted based on the business and information security. requirements.

The successful adoption of an ISMS is important to protectinformation assets allowing a1 organization
to:

a) achieve greater assurance that its information assets are adequately protected against threats on a
continual basis;

b) maintain a structured and comprehensivé framework for identifying and assessing information
serurity risks, selecting and applying applicable controls, and measuring and imjproving their
effectiveness;

c) continually improve its controllenvironment; and

d) effectively achieve legal and regulatory compliance.
3.5 Establishing, monitoring, maintaining and improving an ISMS

3.5.1 | Overview

An organizatien' needs to undertake the following steps in establishing, monitoring, mgintaining and
improying(its' ISMS:

d O R 3 i Al o3 iatadd i C i3 ik 3 o (b 352.
a 1 vllLll)’ ITITUT ITIIAUIVUIT doSOSTLS dIIU LIITIT do55UCIAdlTU TIINIUT IIIAUIUIT STCTUT lLy I C\iull CIIICTILO L ee . . )

b) assess information security risks (see 3.5.3) and treat information security risks (see 3.5.4);

c) selectand implement relevant controls to manage unacceptable risks (see 3.5.5); and

d) monitor, maintain and improve the effectiveness of controls associated with the organization’s
information assets (see 3.5.6).

To ensure the ISMS is effectively protecting the organization’s information assets on an ongoing
basis, it is necessary for steps (a) - (d) to be continually repeated to identify changes in risks or in the
organization’s strategies or business objectives.
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3.5.2

Identifying information security requirements

Within the overall strategy and business objectives of the organization, its size and geographical spread,
information security requirements can be identified through an understanding of:

a)

identified information assets and their value;

b) business needs for information processing, storage and communication; and

<)

legal, regulatory, and contractual requirements.

Conducting a methodical assessment of the risks associated with the organization’s information assets

will involve

nalysing: threats to information assets; vulnerabilities to and the likelihood of a

threat

materializing
on informatid
perceived buf

3.5.3 Asses

Managing inf
which may i
stakeholders,

Risk assessm
and objective
management
controls selec

Risk assessm
analysis) and|

significance of the risks (risk evaluation).

Risk assessm|
requirements

evaluation, and when significant changes occur. These risk assessments should be undertaks

methodical m

The informat
and should in

ISO/IEC 2700
assessment, r
of risk assessi

3.5.4 Treat

to information assets; and the potential impact of any information securitytix
n assets. The expenditure on relevant controls is expected to be proportienate
iness impact of the risk materialising.

sing information security risks

brmation security risks requires a suitable risk assessment and_risk treatment n
hclude an estimation of the costs and benefits, legal requiréments, the concg
and other inputs and variables as appropriate.

ents should identify, quantify, and prioritize risks against criteria for risk acce
5 relevant to the organization. The results should guide and determine the appr
action and priorities for managing information~security risks and for implem
ted to protect against these risks.

ent should include the systematic approach of estimating the magnitude of risk
the process of comparing the estimated risks against risk criteria to determi

ents should be performed periodically to address changes in the information sg

anner capable of producing.comparable and reproducible results.

on security risk assessment should have a clearly defined scope in order to be ef]
Clude relationshipswwith risk assessments in other areas, if appropriate.

5 provides infoermation security risk management guidance, including advice ¢
isk treatment, risk acceptance, risk reporting, risk monitoring and risk review. Ex3
ment methodologies are included as well.

ing information security risks

cident
to the

nethod
rns of

ptance
priate
enting

s (risk

ne the

curity

and in the risk situation, e.g~in the assets, threats, vulnerabilities, impacts, the risk

nin a

fective

n risk
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Before consid

ering the treatment oI a risk, the organization should decide criteria Ior determining

whether or not risks can be accepted. Risks may be accepted if, for example, it is assessed that the risk
is low or that the cost of treatment is not cost-effective for the organization. Such decisions should be
recorded.

For each of the risks identified following the risk assessment a risk treatment decision needs to be made.
Possible options for risk treatment include:

a) applying appropriate controls to reduce the risks;

b) knowingly and objectively accepting risks, providing they clearly satisfy the organization’s policy
and criteria for risk acceptance;

c) avoiding risks by not allowing actions that would cause the risks to occur;
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d) sharing the associated risks to other parties, e.g. insurers or suppliers.

For those risks where the risk treatment decision has been to apply appropriate controls, these controls
should be selected and implemented.

3.5.5 Selecting and implementing controls

Once information security requirements have been identified (see 3.5.2), information security risks to
the identified information assets have been determined and assessed (see 3.5.3) and decisions for the
treatment of information security risks having been made (see 3.5.4), then selection and implementation

of controls for risk reduction apply.

Contrd
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Is should ensure that risks are reduced to an acceptable level taking into account:
guirements and constraints of national and international legislation and regulation
canizational objectives;

erational requirements and constraints;

oportional to the organization’s requirements and constraints;

by should be implemented to monitor, evaluate and improve the efficiency and ef]
formation security controls to support the organization’s'aims. The selection and in
controls should be documented within a statement of applicability to assist wit
(quirements.

e need to balance the investment in implemeéntation and operation of controls ag
ely to result from information security incidents.

ntrols specified in ISO/IEC 27002 .are acknowledged as best practices applid
zations and readily tailored to acddmmodate organizations of various sizes and
ktandards in the ISMS family of Standards provide guidance on the selection and
C 27002 controls for the information security management system.

ation security controls\should be considered at the systems and projects
cation and design stage."Failure to do so can result in additional costs and less effec
aybe, in the worst.case, inability to achieve adequate security. Controls can be
C 27002 or from(other control sets, or new controls can be designed to meet the
organization, It.is necessary to recognize that some controls may not be applic
ation system.0r environment, and might not be practicable for all organizations.

mes ittakes time to implement a chosen set of controls and during that time the ley
her than can be tolerated on a long term basis. Risk criteria should cover tolerabil

wn

pir cost of implementation and operation in relation to the risks being reduced, and remaining

fectiveness of
plementation
h compliance

ainst the loss

able to most
complexities.
application of

requirements
five solutions,
belected from
pecific needs
able to every

rel of risk may
ty of risks on

-teérm basis while controls are being implemented. Interested parties should be i

levels

implemented.

It should be kept in mind that no set of controls can achieve complete information security. Additional
management actions should be implemented to monitor, evaluate and improve the efficiency and
effectiveness of information security controls to support the organization’s aims.

The selection and implementation of controls should be documented within a statement of applicability
to assist with compliance requirements.

3.5.6 Monitor, maintain and improve the effectiveness of the ISMS

Anorganization needs to maintain and improve the ISMS through monitoring and assessing performance
against organizational policies and objectives, and reporting the results to management for review. This
ISMS review will check that the ISMS includes specified controls that are suitable to treat risks within
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the ISMS scope. Furthermore, based on the records of these monitored areas, it will provide evidence of
verification, and traceability of corrective, preventive and improvement actions.

3.5.7 Continual improvement

The aim of continual improvement of an ISMS is to increase the probability of achieving objectives
concerning the preservation of the confidentiality, availability and integrity of information. The focus
of continual improvement is seeking opportunities for improvement and not assuming that existing
management activities are good enough or as good as they can.

Actions for improvement include the following:

a) analysing and evaluating the existing situation to identify areas for improvement;
b) establishing the objectives for improvement;

c) searching for possible solutions to achieve the objectives;

d) evaluating these solutions and making a selection;

e) implementing the selected solution;

f) measurinlg, verifying, analysing and evaluating results of the implementation to determine that the
objectivef have been met;

g) formalizihg changes.

Results are r¢viewed, as necessary, to determine further opportunities for improvement. In this way,
improvementlis a continual activity, i.e. actions are repeated-frequently. Feedback from customqrs and
other interestled parties, audits and review of the information security management system can also be
used to identify opportunities for improvement.

3.6 ISMS critical success factors

Alarge numbgr of factors are critical to the suecessful implementation of an ISMS to allow an organjzation
to meet its buiness objectives. Examples of critical success factors include:

a) information security policy, objectives, and activities aligned with objectives;

b) an approgch and frameworkyfor designing, implementing, monitoring, maintaining, and impjroving
informatijon security consistent with the organizational culture;

c) visible support andcemmitment from all levels of management, especially top management;

d) anundergtandingof information asset protection requirements achieved through the applicqtion of
informatijonrseeurity risk management (see ISO/IEC 27005);

e) an effective information security awareness, training and education programme, informing all
employees and other relevant parties of their information security obligations set forth in the
information security policies, standards etc., and motivating them to act accordingly;

f) an effective information security incident management process;
g) an effective business continuity management approach; and

h) a measurement system used to evaluate performance in information security management and
feedback suggestions for improvement.

An ISMS increases the likelihood that an organization will consistently achieve the critical success
factors required to protect its information assets.
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3.7 Benefits of the ISMS family of standards

The benefits ofimplementing an ISMS will primarily result from a reduction in information security risks
(i.e. reducing the probability of, and/or impact caused by, information security incidents). Specifically,
benefits realized for an organization to achieve sustainable success from the adoption of the ISMS family
of standards include:

a) a structured framework supporting the process of specifying, implementing, operating and
maintaining a comprehensive, cost-effective, value creating, integrated and aligned ISMS that meets
the organization’s needs across different operations and sites;

b) assistance for management in consistently managing and operating in a responsible manner
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f) safisfying societal needs and expectations; and
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4.1
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FIT approach towards Information Security management, within the COntext ol g
hnagement and governance, including educating and training business and system
listic management of information security;

ing organizations the latitude to adopt and improve relevant contriols that suit
cumstances and to maintain them in the face of internal and external.changes;

hce confidence in business partners with a compliant ISMS, €specially if they requir
ainst ISO/IEC 27001 by an accredited certification body;

Crease in stakeholder trust in the organization;

bre effective economic management of information security investments.
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omotion of globally-accepted good information security practices in a rion=prescriptive manner,
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ovision of a common language and conceptual basis for information security, making it easier to
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focuseld upon normative standards describing ISMS requirements (ISO/IEC 27001) and certjification body
requirgments (ISO/IEC,27006) for those certifying conformity with ISO/IEC 27001. Other standards
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e guidance for yarious aspects of an ISMS implementation, addressing a generic pr
guidelines as well as sector-specific guidance.

nships befween the ISMS family of standards?) are illustrated in Figure 1.

ment, and contains al number of significant structural components. These cot]:nponents are

cess, control-

1) The development or revision status of any standard can be established by reference to http://www.iso.org/iso/
home.html and searching for the standard of interest.
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Vocabulary 27000
standard Overview and vocabulary
5 27006
Requirement " ; 27001 " Requirements for bodies providing audit and certification of
standards Information security management systems - Requirements s H :
information security management systems
27002 TR 27008
Code of practice for information security controls ISMS Controls Audit Guidelines
8
g 27003 27013
(= Information security management system implementation Guidance on the integrated implementation of ISO/IEC 27001
% guidance and ISO/IEC 20000-1
.
o
= Guideline 27004 27014
g standards Information security management — Measurement Governance of information security
L
(2}
= 27005 TR 27016
(2] Information security risk management Information security management — Qsganizational econpmics
27007
Guidelines for information security management systems
auditing
27010 TR 27015
Information security management guidelines for inter- Information g&curity management guidelines for finangial
Sector- sector and inter-organizational communications services
specific
guideline
standards 27011 \ ) TS 27017
Information security management guidelines for Guidglines on information security controls for the usg¢ of
telecommunications organizations based on ISO/ claud computing services based on ISO/IEC 2700
IEC 27002
Control-specific 2703x 2704x
guideline standards I T
T _ |

Figure 1 — ISMS Family‘of Standards Relationships

a) Each of the ISMS family standards is,described below by its type (or role) within the ISMS family of
standardp and its reference numper:-The applicable clauses are: standards describing an overview
and term|nology (see 4.2);

b) standard specifying requirements (see 4.3);
c) standardp describing general guidelines (see 4.4); or

d) standardp describing sector-specific guidelines (see 4.5).

4.2 Standards describing an overview and terminology

4.2.1 ISO/IEC 27000 (this document)

Information technology — Security techniques — Information security management systems — Overview
and vocabulary

Scope: This International Standard provides to organizations and individuals:
a) an overview of the ISMS family of standards;

b) an introduction to information security management systems (ISMS); and
c) terms and definitions used throughout the ISMS family of standards.

Purpose: ISO/IEC 27000 describes the fundamentals of information security management systems,
which form the subject of the ISMS family of standards, and defines related terms.
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4.3 Standards specifying requirements

4.3.1 ISO/IEC27001

Information technology — Security techniques— Information security managementsystems— Requirements

Scope: This International Standard specifies the requirements for establishing, implementing,
operating, monitoring, reviewing, maintaining and improving formalized information security
management systems (ISMS) within the context of the organization’s overall business risks. It specifies
requirements for the implementation of information security controls customized to the needs of
individual organizations or parts thereof. This International Standard can be used by all organizations,

regar
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innex A (ISO/IEC 27001) shall be selected as part of this ISMS pragess as approp,
ntified requirements. The control objectives and controls listed inr Table A.1 (ISO/I
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This International Standard specifies requirements and provides guidance for b
hnd ISMS certification in accordance withMSO/IEC 27001, in addition to the
hed within ISO/IEC 17021. It is primarily’dntended to support the accreditation
providing ISMS certification according to ISO/IEC 27001.

se: ISO/IEC 27006 supplementsISO/IEC 17021 in providing the requireme
Cation organizations are accredited, thus permitting these organizations to provig
Cations consistently against.the'requirements set forth in ISO/IEC 27001.

$tandards describing-general guidelines

ISO/IEC 27002
ation technology — Security techniques — Code of practice for information security c

This International Standard provides a list of commonly accepted control objec
e controls to be used as implementation guidance when selecting and implementir
ing/irnformation security.

equirements
certification

o}ies providing

hts by which
le compliance

pntrols

ives and best
g controls for

Purpose: ISO/IEC 27002 provides guidance on the implementation of information security controls.
Specifically Clauses 5 to 18 provide specific implementation advice and guidance on best practice in
support of the controls specified in Clauses A.5 to A.18 of ISO/IEC 27001.

4.4.2

ISO/IEC 27003

Information technology — Security techniques — Information security management system implementation
guidance

Scope: This International Standard provides practical implementation guidance and provides further
information for establishing, implementing, operating, monitoring, reviewing, maintaining and
improving an ISMS in accordance with ISO/IEC 27001.
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Purpose: ISO/IEC 27003 provides a process oriented approach to the successful implementation of the
ISMS in accordance with ISO/IEC 27001.

4.4.3 ISO/IEC 27004
Information technology — Security techniques — Information security management — Measurement

Scope: This International Standard provides guidance and advice on the development and use of
measurements in order to assess the effectiveness of ISMS, control objectives, and controls used to
implement and manage information security, as specified in ISO/IEC 27001.

Purpose: ISO/IEC 27004 provides a measurement framework allowing an assessment of ISMS
effectiveness fo be measured in accordance with ISO/IEC 27001.

4.4.4 1SO/IEC27005
Information tgchnology — Security techniques — Information security risk management

Scope: This [International Standard provides guidelines for information security risk managpment.
The approachl described within this International Standard supports the genetal concepts specified in
ISO/IEC 2700[L.

Purpose: ISP/IEC 27005 provides guidance on implementing a process oriented risk management
approach to agsistin satisfactorily implementing and fulfilling the infermation security risk management
requirements|of ISO/IEC 27001.

4.4.5 1SO/IEC 27007

Information td¢chnology — Security techniques — Guidelines for information security management systems
auditing

Scope: This International Standard provides guidance on conducting ISMS audits, as well as gzﬂdance
on the competence of information security management system auditors, in addition to the gulidance
contained in ISO 19011, which is applicable to'management systems in general.

Purpose: [§0/IEC 27007 will proyide guidance to organizations needing to conduct internal or
external audifs of an ISMS or to manage an ISMS audit programme against the requirements spgcified
in ISO/IEC 27901.

4.4.6 ISO/IECTR 27008

Information t¢chnology<< Security techniques — Guidelines for auditors on information security coptrols

Scope: This
controls, incl
an organization

Techihical Report provides guidance on reviewing the implementation and operation of
idinig technical compliance checking of information system controls, in compliande with

’s

Purpose: This Technical Report provides a focus on reviews of information security controls, including
checking of technical compliance, against an information security implementation standard, which
is established by the organization. It does not intend to provide any specific guidance on compliance
checking regarding measurement, risk assessment or audit of an ISMS as specified in ISO/IEC 27004,
ISO/IEC 27005 or ISO/IEC 27007, respectively. This Technical Report is not intended for management
systems audits.

4.4.7 1ISO/IEC27013

Information technology — Security techniques — Guidance on the integrated implementation of
ISO/IEC 27001 and ISO/IEC 20000-1
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Scope: This International Standard will provide guidance on the integrated implementation of
ISO/IEC 27001 and ISO/IEC 20000-1 for organizations intending to:

a) implement ISO/IEC 27001 when ISO/IEC 20000-1 is already adopted, or vice versa;
b) implement both ISO/IEC 27001 and ISO/IEC 20000-1 together;
c) align existing ISO/IEC 27001 and ISO/IEC 20000-1 management system implementations.

Purpose: To provide organizations with a better understanding of the characteristics, similarities and
differences of ISO/IEC 27001 and ISO/IEC 20000-1 to assist in the planning of an integrated management
system that conforms to both International Standards.

4.4.8 | ISO/IEC 27014
Information technology — Security techniques — Governance of information security

Scope} This International Standard will provide guidance on principles and processes for the governance
of information security, by which organizations can evaluate, direct and‘menitor the management of
infornjation security.

Purpgdse: Information security has become a key issue for organizations. Not only are the¢re increasing
regulatory requirements but also the failure of an organizatior’s thformation security measures can
have g direct impact on an organization’s reputation. Therefore, governing bodies, as| part of their
governance responsibilities, are increasingly required to Have oversight of informatigqn security to
ensur¢ the objectives of the organization are achieved.

4.4.9 | ISO/IECTR 27016

Information technology — Security techniques~<~ Information security management - Qrganizational
economics

Scope} This Technical Report will providea methodology allowing organizations to bett¢r understand
econoinically how to more accurately) value their identified information assets, value|the potential
risks tp those information assets,.appreciate the value that information protection contfols deliver to
these information assets, and determine the optimum level of resources to be applied in §ecuring these
infornjation assets.

Purpdse: This Technjeal*Report will supplement the ISMS family of standards by pverlaying an
econoimics perspectiye jin the protection of an organization’s information assets in the gontext of the
wider pocietal envirenment in which an organization operates and providing guidance or} how to apply
organizational economics of information security through the use of models and examplels.

4.5 $tandards describing sector-specific guidelines

4.5.1 ISO/IECZ7010

Information technology — Security techniques — Information security management for inter-sector and
inter-organizational communications

Scope: This International Standard provides guidelines in addition to guidance given in the
ISO/IEC 27000 family of standards for implementing information security management within
information sharing communities and additionally provides controls and guidance specifically relating
to initiating, implementing, maintaining, and improving information security in inter-organizational
and inter-sector communications.

Purpose: This International Standard is applicable to all forms of exchange and sharing of sensitive
information, both public and private, nationally and internationally, within the same industry or market
sector or between sectors. In particular, it may be applicable to information exchanges and sharing
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relating to the provision, maintenance and protection of an organization’s or nation state’s critical
infrastructure.

4.5.2

ISO/IEC 27011

Information technology — Security techniques — Information security management guidelines for
telecommunications organizations based on ISO/IEC 27002

Scope: This International Standard provides guidelines supporting the implementation of Information
Security Management in telecommunications organizations.

Purpose:

ISO/IEC 27011 provides telecommunications organizations with an adaptation of the

ISO/IEC 2700 guidelines unique to their industry sector which are additional to the guidance pr
towards fulfilling the requirements of ISO/IEC 27001, Annex A.

453 1SO/I
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