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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

International|Standards are drafted in accordance with the rules given in the ISO/IEC Directives,

The main task of the joint technical committee is to prepare International Standards. Draft lnterng
Standards adopted by the joint technical committee are circulated to national bodies”for Y
Publication as an International Standard requires approval by at least 75 % of thé\national |
casting a votg.

Part 2.

tional
roting.
bodies

Attention is drawn to the possibility that some of the elements of this documént may be the subject of
patent rights] ISO and IEC shall not be held responsible for identifying any o“all such patent right

S.

ISO/IEC 27000 was prepared by Joint Technical Committee ISO/IEGCJFC 1, Information technology,

Subcommitt

This third e
technically rg

SC 27, IT Security techniques.

ition cancels and replaces the second edition (ISO/IEC 27000:2012), which hag
vised.

been

iv
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0 Introduction

0.1 Overview

International Standards for management systems provide a model to follow in setting up and operating
amanagement system. This model incorporates the features on which experts in the field have reached a
consensus as being the international state of the art. ISO/IEC]JTC 1/SC 27 maintains an expert committee
dedicated to the development of international management systems standards for information security,
otherwise known as the Information Security Management System (ISMS) family of standards.

Through the use of the ISMS family of standards, organizations can develop and implement a framework
for mfimaging the security of thelr Information assets including iinancial intormation, intellectual
property, and employee details, or information entrusted to them by customers or thixd'parties. These
standards can also be used to prepare for an independent assessment of their JSMS applied to the
protedtion of information.

0.2 ISMS family of standards

The I§MS family of standards (see Clause 4) is intended to assist organizations of all typefs and sizes to
implement and operate an ISMS and consists of the following International Standards, undgr the general
title Information technology — Security techniques (given below innumerical order):

— ISO/IEC 27000, Information security management systems.—~.0verview and vocabulary
— IS0/1EC 27001, Information security management systems — Requirements

— IS0O/IEC 27002, Code of practice for information security controls

— ISO/IEC 27003, Information security managenient system implementation guidance

— ISO/IEC 27004, Information security management — Measurement

— ISO/IEC 27005, Information securityrisk management

— IS0/IEC 27006, Requirements for”bodies providing audit and certification of information security
mpanagement systems

— ISO/IEC 27007, Guidelines for information security management systems auditing
— ISO/IEC TR 27008, Guidelines for auditors on information security controls

— IS0/IEC 27010, - Information security management for inter-sector and inter-qrganizational
cdmmunications

— [S0/IEG:27011, Information security management guidelines for telecommunications prganizations
bgsed'on ISO/IEC 27002

— ISO/TIEC 27013, Guidance on the integrated implementation of ISO/IEC 27001 and ISO/IEC 20000-1

— ISO/IEC 27014, Governance of information security

— ISO/IEC TR 27015, Information security management guidelines for financial services

— ISO/IEC TR 27016, Information security management — Organizational economics

NOTE The general title “Information technology — Security techniques” indicates that these standards were
prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology, Subcommittee SC 27, IT Security

techniques.

International Standards notunder the same general title thatare also part of the ISMS family of standards
are as follows:

— 1S027799:2008, Health informatics — Information security managementin health using ISO/IEC 27002

© ISO/IEC 2014 - All rights reserved \%
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0.3 Purpose of this International Standard

This International Standard provides an overview of information security management systems, and
defines related terms.

NOTE Annex A provides clarification on how verbal forms are used to express requirements and/or guidance
in the ISMS family of standards.

The ISMS family of standards includes standards that:

a) definere

b) provide

quirements for an ISMS and for those certifying such systems;

irect support, detailed guidance and/or interpretation for the overall process to establish,

impleme
c) address{

d) address ¢

The terms and definitions provided in this International Standard:

— cover coJ
— donotco

— donotlif

1t, maintain and improve an ISMS;
ector-specific guidelines for ISMS; and

onformity assessment for ISMS.

hmonly used terms and definitions in the ISMS family of standards;
ver all terms and definitions applied within the ISMS familyof standards; and

hit the ISMS family of standards in defining new termsfor use.

vi
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Information technology — Security techniques —
Information security management systems — Overview
and vocabulary

1 Scope

This 1
terms

applic
for-pr

2 T
For th

2.1

acces
mean;
requiy

2.2

analy
algori
with 4

2.3

attack

attem
of an 2

2.4

attribute

prope

by humnan or automated means

[SOUR

2.5
audit

ternational standard provides the OVerview of Information Security management
and definitions commonly used in the ISMS family of standards. This Internations
hble to all types and sizes of organization (e.g. commercial enterprises, goverament
bfit organizations).

brms and definitions

e purposes of this document, the following terms and definitions apply.

5 control
to ensure that access to assets is authorized and réstricted based on business
ements

fical model
Thm or calculation combining one or more,base measures (2.10) and/or derived me
ssociated decision criteria

bt to destroy, expose, alter, disable, steal or gain unauthorized access to or make una
sset

'ty or characteriStic of an object (2.55) that can be distinguished quantitatively or

CE: ISO/IE€-15939:2007, modified - “entity” has been replaced by “object” in the de

syster

systems, and
| Standard is
agencies, not-

and security

asures (2.22)

ithorized use

qualitatively

finition.]

hatic, independent and documented process (2.61) for obtaining audit evidence an

evaluating it

object

ively to determine the extent to which the audit criteria are fulfilled

Note 1 to entry: An audit can be an internal audit (first party) or an external audit (second party or third party),
and it can be a combined audit (combining two or more disciplines).

Note 2

2.6

to entry: “Audit evidence” and “audit criteria” are defined in ISO 19011.

audit scope
extent and boundaries of an audit (2.5)

[SOURCE: ISO 19011:2011]
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2.7

authentication
provision of assurance that a claimed characteristic of an entity is correct

2.8
authenticity

property that an entity is what it is claims to be

29
availability
property of b

eing accessible and usable upon demand by an authorized entity

2.10
base measur
measure (2.4]

[SOURCE: ISQ
Note 1 to entry

2.11
competence
ability to app

2.12

confidential
property tha
processes (2.4

2.13
conformity
fulfilment of

Note 1 to entry

2.14
consequence

outcome of afp event (2.25) affecting objectives (2.56)

[SOURCE: ISQ
Note 1 to entry

Note 2 to entr)
negative.

Note 3 to entry

e
) defined in terms of an attribute (2.4) and the method for quantifying it

/IEC 15939:2007]

i: A base measure is functionally independent of other measures.

y knowledge and skills to achieve intended results

ty
r information is not made available or disclosed~to/unauthorized individuals, entitjies, or
1)

W requirement (2.63)

r: The term “conformance” is synonymous but deprecated.

Guide 73:2009]
- An event canJead to a range of consequences.

: A consequéence can be certain or uncertain and in the context of information security is fisually

. Consequences can be expressed qualitatively or quantitatively.

Note 4 to entry: Initial consequences can escalate through knock-on effects.

2.15

continual improvement

recurring act

2.16
control
measure that

ivity to enhance performance (2.59)

is modifying risk (2.68)

[SOURCE: ISO Guide 73:2009]

Note 1 to entry: Controls include any process, policy, device, practice, or other actions which modify risk.

Note 2 to entry: Controls may not always exert the intended or assumed modifying effect.

© ISO/IEC 2014 - All rights reserved
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2.17
control objective
statement describing what is to be achieved as a result of implementing controls (2.16)

2.18
correction
action to eliminate a detected nonconformity (2.53)

2.19
corrective action
action to eliminate the cause of a nonconformity (2.53) and to prevent recurrence

2.20
data
collection of values assigned to base measures (2.10), derived measures (2.22) and/er\indicfitors (2.30)

[SOURCE: ISO/IEC 15939:2007]
Note 1|to entry: This definition applies only within the context of ISO/IEC 27004;2009.

2.21
deciS{)n criteria

thresholds, targets, or patterns used to determine the need for action or further investligation, or to
descripbe the level of confidence in a given result

[SOURCE: ISO/IEC 15939:2007]

2.22
derived measure
measure (2.47) that is defined as a function of two or more values of base measures (2.10)

[SOURCE: ISO/IEC 15939:2007]

2.23
docurpented information
infornpation required to be contrglled and maintained by an organization (2.57) and the medium on
which|it is contained

Note 1|to entry: Documented.information can be in any format and media and from any source.
Note 2|to entry: Documented information can refer to

— thle managementsystem (2.46), including related processes (2.61);

— information ¢reated in order for the organization to operate (documentation);

— eVjidencelof results achieved (records).

2.24
effectiveness
extent to which planned activities are realized and planned results achieved

2.25
event
occurrence or change of a particular set of circumstances

[SOURCE: ISO Guide 73:2009]
Note 1 to entry: An event can be one or more occurrences, and can have several causes.
Note 2 to entry: An event can consist of something not happening.

Note 3 to entry: An event can sometimes be referred to as an “incident” or “accident”.

© ISO/IEC 2014 - All rights reserved 3
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2.26

executive management
person or group of people who have delegated responsibility from the governing body (2.29) for
implementation of strategies and policies to accomplish the purpose of the organization (2.57)

Note 1 to entry: Executive management is sometimes called top management and can include Chief Executive

Officers, Chief

2.27

Financial Officers, Chief Information Officers, and similar roles

external context
external environment in which the organization seeks to achieve its objectives

[SOURCE: IS
Note 1 to entry

the cultuy
environm,

key drivey

relationsh

2.28
governance
system by wh

2.29

Guide 73720091
- External context can include:

al, social, political, legal, regulatory, financial, technological, economic, naturat~and comp
ent, whether international, national, regional or local;

s and trends having impact on the objectives (2.56) of the organization (2.51); and

ips with, and perceptions and values of, external stakeholders (2.82);

bf information security
ich an organization’s (2.57) information security activities are directed and control

governing body

person or gr
organization

Note 1 to entry

2.30
indicator
measure (2.4]
analytical mo

2.31
information
insight neces

[SOURCE: ISQ

2.32
information

bup of people who are accountable for the performance (2.59) and conformance
[2.57)

- Governing body can in some jurisdictions be a board of directors.

/) that provides an estimate-or evaluation of specified attributes (2.4) derived fr
el (2.2) with respect to-defined information needs (2.31)

need
bary to manage objectives, goals, risks and problems

/IEC 15939:2007]

processing facilities

any informat

etitive

ed

of the

pm an

on'processing system, service or infrastructure, or the physical location housing it

2.33
information
preservation

security
of confidentiality (2.12), integrity (2.40) and availability (2.9) of information

Note 1 to entry: In addition, other properties, such as authenticity (2.8), accountability, non-repudiation (2.54),
and reliability (2.62) can also be involved.

2.34
information

security continuity

processes (2.61) and procedures for ensuring continued information security (2.33) operations

© ISO/IEC 2014 - All rights reserved
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2.35

information security event

identified occurrence of a system, service or network state indicating a possible breach of information
security policy or failure of controls, or a previously unknown situation that may be security relevant

2.36

information security incident

single or a series of unwanted or unexpected information security events (2.35) that have a significant
probability of compromising business operations and threatening information security (2.33)

2.37

information security incident management
procegses (2.61) for detecting, reporting, assessing, responding to, dealing with, and. lparning from
information security incidents (2.36)

2.38
information sharing community
group|of organizations that agree to share information

Note 1|to entry: An organization can be an individual.

2.39
information system
applicptions, services, information technology assets, or otherinformation handling compgonents

2.40
integrity
propefty of accuracy and completeness

241
intergsted party
person or organization (2.57) that can affect) be affected by, or perceive themselves to be|affected by a
decisipn or activity

2.42
internal context
internjal environment in which the organization seeks to achieve its objectives

[SOURCE: ISO Guide 73:2009]

Note 1|to entry: Internal ¢ontext can include:

— gdvernance, gbganizational structure, roles and accountabilities;

— pqlicies,.objectives, and the strategies that are in place to achieve them;

— thle €apabilities, understood in terms of resources and knowledge (e.g. capital, time, people, processes,

svistéems and technologies):
J 5re>gy

— information systems, information flows and decision-making processes (both formal and informal);
— relationships with, and perceptions and values of, internal stakeholders;

— the organization’s culture;

— standards, guidelines and models adopted by the organization; and

— form and extent of contractual relationships.

2.43
ISMS project
structured activities undertaken by an organization (2.57) to implement an ISMS

© ISO/IEC 2014 - All rights reserved 5
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2.44
level of risk

magnitude of a risk (2.68) expressed in terms of the combination of consequences (2.14) and their
likelihood (2.45)

[SOURCE: ISO Guide 73:2009, modified — “or combination of risks,” has been deleted.]

2.45
likelihood

chance of something happening

[SOURCE: ISO Guide 73:2009]

2.46

managemen
set of interre
objectives (2.1

Note 1 to entry

Note 2 to entr
operation, etc.

Note 3 to ent
identified fun
functions acro

2.47
measure
variable to w

[SOURCE: ISQ

Note 1 to entr
indicators.

2.48

measurement

process (2.61]

Note 1 to ent
information al
controls (2.16)
decision criteri

L system
lated or interacting elements of an organization (2.57) to establish policies’(2.6(
b6) and processes (2.61) to achieve those objectives

r: A management system can address a single discipline or several disciplines.
y: The system elements include the organization’s structure, roles arid‘responsibilities, plg
y: The scope of a management system may include the wholeZof the organization, speci

tions of the organization, specific and identified sections-ef the organization, or one o
5s a group of organizations.

hich a value is assigned as the result of measurement (2.48)
/1EC 15939:2007]

y: The term “measures” is used to refér collectively to base measures, derived measur

to determine a value

'y: In the context of*information security (2.33) the process of determining a value r¢
out the effectivefiess (2.24) of an information security management system (2.46) and its ass
using a measurement method (2.50), a measurement function (2.49), an analytical model (2.
g (2.21).

2.49
measureme
algorithm or

'Et function

D) and

inning,

fic and
- more

bs, and

quires
ciated
), and

alctlation performed to combine two or more base measures (2.10)

[SOURCE: ISO/IEC 15939:2007]

2.50

measurement method
logical sequence of operations, described generically, used in quantifying an attribute (2.4) with respect

to a specified

scale (2.80)

[SOURCE: ISO/IEC 15939:2007]

Note 1 to entry: The type of measurement method depends on the nature of the operations used to quantify an

attribute. Two

objective:

6

types can be distinguished:

subjective: quantification involving human judgment;

quantification based on numerical rules.

© ISO/IEC 2014 - All rights reserved
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2.51
measurement results

one or more indicators (2.30) and their associated interpretations that address an information need
(2.31)

2.52
monitoring
determining the status of a system, a process (2.61) or an activity

Note 1 to entry: To determine the status there may be a need to check, supervise or critically observe.

2.53
noncdnformity
non-fylfilment of a requirement (2.63)

2.54
non-repudiation
ability to prove the occurrence of a claimed event or action and its originating entities

2.55
object
item characterized through the measurement (2.48) of its attributes.(2.4)

2.56
objective
result|to be achieved

Note 1|to entry: An objective can be strategic, tactical, or:operational.

Note 2 fo entry: Objectives canrelate to differentdisciplines (such as financial, health and safety, and gnvironmental
goals) pnd can apply at different levels (such as strategic, organization-wide, project, product and process (2.61).

Note 3fto entry: An objective can be expressed iirother ways, e.g. as an intended outcome, a purpose,jan operational
criteripn, as an information security objective or by the use of other words with similar meaning|(e.g. aim, goal,
or target).

Note 4{to entry: In the context of infepmation security management systems, information security] objectives are
set by the organization, consistentwith the information security policy, to achieve specific results.

2.57
orgarnization
person or group of people that has its own functions with responsibilities, authorities and|relationships
to achjeve its objectives (2.56)

Note 1[to entry:The concept of organization includes but is not limited to sole-trader, company, corjporation, firm,
enterpfise,cauthority, partnership, charity or institution, or part or combination thereof, whethef incorporated
or not,|public’or private.

2.58

outsource

make an arrangement where an external organization (2.57) performs part of an organization’s function
or process (2.61)

Note 1 to entry: An external organization is outside the scope of the management system (2.46), although the
outsourced function or process is within the scope.

2.59
performance
measurable result

Note 1 to entry: Performance can relate either to quantitative or qualitative findings.

© ISO/IEC 2014 - All rights reserved 7
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Note 2 to entry: Performance can relate to the management of activities, processes (2.61), products (including
services), systems or organizations (2.57).

2.60
policy
intentions and direction of an organization (2.57) as formally expressed by its top management (2.84)

2.61
process
set of interrelated or interacting activities which transforms inputs into outputs

2.62
reliability
property of cpnsistent intended behaviour and results

2.63
requirement
need or expe¢tation that is stated, generally implied or obligatory

Note 1 to entry} “Generally implied” means thatitis custom or common practice for the organization and intgrested
parties that the need or expectation under consideration is implied.

Note 2 to entry: A specified requirement is one that is stated, for example in documented information.

2.64
residual risK
risk (2.68) refnaining after risk treatment (2.79)

Note 1 to entry: Residual risk can contain unidentified risk.

Note 2 to entry: Residual risk can also be known as “retained’risk”.

2.65

review
activity undeftaken to determine the suitability, adequacy and effectiveness (2.24) of the subject matter
to achieve esfablished objectives

[SOURCE: IS Guide 73:2009]

2.66
review objedt
specific item peing reviewed

2.67
review objedtive
statement defcribing what is to be achieved as a result of a review

2.68
risk
effect of uncertainty on objectives

[SOURCE: ISO Guide 73:2009]
Note 1 to entry: An effect is a deviation from the expected — positive or negative.

Note 2 to entry: Uncertainty is the state, even partial, of deficiency of information related to, understanding or
knowledge of, an event (2.25), its consequence (2.14), or likelihood (2.45).

Note 3 to entry: Risk is often characterized by reference to potential events (2.25) and consequences (2.14), or a
combination of these.

Note 4 to entry: Risk is often expressed in terms of a combination of the consequences (2.14) of an event (including
changes in circumstances) and the associated likelihood (2.45) of occurrence.

8 © ISO/IEC 2014 - All rights reserved
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Note 5 to entry: In the context of information security management systems, information security risks can be
expressed as effect of uncertainty on information security objectives.

Note 6 to entry: Information security risk is associated with the potential that threats (2.83) will exploit
vulnerabilities (2.89) of an information asset or group of information assets and thereby cause harm to an
organization.

2.69
risk acceptance
informed decision to take a particular risk (2.68)

[SOURCE: ISO Guide 73:2009]

Note 1|to entry: Risk acceptance can occur without risk treatment (2.79) or during the process of rjisk treatment.
Note 2|to entry: Accepted risks are subject to monitoring (2.52) and review (2.65).

2.70
risk analysis
process to comprehend the nature of risk (2.68) and to determine the level of risk (2.44)

[SOURCE: ISO Guide 73:2009]

Note 1f to entry: Risk analysis provides the basis for risk evaluation¢(2:74) and decisions about|risk treatment
(2.79).

Note 2|to entry: Risk analysis includes risk estimation.

2.71
risk arsessment
overall process (2.61) of risk identification (2.75),risk analysis (2.70) and risk evaluation (2{74)

[SOURCE: ISO Guide 73:2009]

2.72
risk communication and consultation
continual and iterative processes that an organization conducts to provide, share or obtair} information,
and td engage in dialogue with stakeholders (2.82) regarding the management of risk (2.68)

Note 1| to entry: The information can relate to the existence, nature, form, likelihood, significance, evaluation,
acceptpbility and treatmentof risk.

Note 2[to entry: Consultation is a two-way process of informed communication between an orgarfization and its
stakehplders on anissue prior to making a decision or determining a direction on that issue. Conspiltation is:

— aprocesswhich impacts on a decision through influence rather than power; and

— arf inputto decision making, not joint decision making.

2.73
risk criteria
terms of reference against which the significance of risk (2.68) is evaluated

[SOURCE: ISO Guide 73:2009]
Note 1 to entry: Risk criteria are based on organizational objectives, and external and internal context.

Note 2 to entry: Risk criteria can be derived from standards, laws, policies and other requirements.

© ISO/IEC 2014 - All rights reserved 9
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2.74

risk evaluation
process (2.61) of comparing the results of risk analysis (2.70) with risk criteria (2.73) to determine
whether the risk (2.68) and/or its magnitude is acceptable or tolerable

[SOURCE: ISO Guide 73:2009]

Note 1 to entry: Risk evaluation assists in the decision about risk treatment (2.79).

2.75

risk identification

process of fin

ding, recognizing and describing risks (2.68)

[SOURCE: ISQ

Note 1 to entt
potential cons

Note 2 to entry
and stakehold

2.76
risk manage
coordinated 4

[SOURCE: ISQ

2.77
risk manage

Guide 73:2009]

y: Risk identification involves the identification of risk sources, events, their causes an
bquences.

: Risk identification can involve historical data, theoretical analysis, informéd and expert op

brs’ needs.

ment
ctivities to direct and control an organization (2.57) withregard to risk (2.68)

Guide 73:2009]

ment process

systematic dpplication of management policies, procedures and practices to the activit

communicati
monitoring a

[SOURCE: ISQ

Note 1 to entry
the risk manag

2.78
risk owner
person or ent

[SOURCE: ISQ

2.79
risk treatme
process (2.61]

hg, consulting, establishing the context.dnd identifying, analysing, evaluating, trg
nd reviewing risk (2.68)

Guide 73:2009]

: ISO/IEC 27005 uses the term ‘process’ to describe risk management overall. The elements
ement process are termed ‘activities’.

ity with the accotintability and authority to manage a risk (2.68)
Guide 73:2009]

nt
te medify risk (2.68)

d their

inions,

ies of
ating,

within

[SOURCE: ISO Guide 73:2009]

Note 1 to entry: Risk treatment can involve:

avoiding t

removing

10

he risk by deciding not to start or continue with the activity that gives rise to the risk;

taking or increasing risk in order to pursue an opportunity;

the risk source;

changing the likelihood;
changing the consequences;
sharing the risk with another party or parties (including contracts and risk financing); and

retaining the risk by informed choice.
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Note 2 to entry: Risk treatments that deal with negative consequences are sometimes referred to as “risk

» o« » o«

mitigation”, “risk elimination”, “risk prevention” and “risk reduction”.
Note 3 to entry: Risk treatment can create new risks or modify existing risks.

2.80
scale
ordered set of values, continuous or discrete, or a set of categories to which the attribute (2.4) is mapped

[SOURCE: ISO/IEC 15939:2007]

Note 1 to entry: The type of scale depends on the nature of the relationship between values on the scale. Four
types qfscale are commanly defined:

— nqdminal: the measurement values are categorical;
— o1fdinal: the measurement values are rankings;
— iz[erval: the measurement values have equal distances corresponding to equal@uantities of the attribute;

— raltio: the measurement values have equal distances corresponding to equal quantities of the attribute, where
thie value of zero corresponds to none of the attribute.

These pre just examples of the types of scale.

2.81
securjty implementation standard
document specifying authorized ways for realizing security

2.82
stakeholder
person or organization that can affect, be affectéd by, or perceive themselves to be affected by a decision
or actyvity

[SOURCE: ISO Guide 73:2009]

2.83
threag
potential cause of an unwanted jncident, which may result in harm to a system or organizgtion

2.84

nagement
or group of peaple who directs and controls an organization (2.57) at the highest l¢vel

to entry/fop management has the power to delegate authority and provide resourdges within the
organifation.

Note 2[toentry: If the scope of the management system (2.46) covers only part of an organization (2.57) then top
management refers to those who direct and control that part of the organization (2.57).

2.85
trusted information communication entity
autonomous organization supporting information exchange within an information sharing community

2.86

unit of measurement

particular quantity, defined and adopted by convention, with which other quantities of the same kind
are compared in order to express their magnitude relative to that quantity

[SOURCE: ISO/IEC 15939:2007]
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2.87

validation

confirmation, through the provision of objective evidence, that the requirements for a specific intended
use or application have been fulfilled

[SOURCE: ISO 9000:2005]

2.88

verification

confirmation, through the provision of objective evidence, that specified requirements have been
fulfilled

[SOURCE: ISQqYUUU:Z005]
Note 1 to entry: This could also be called compliance testing.

2.89
vulnerability
weakness of gn asset or control (2.16) that can be exploited by one or more threats (2.83)

3 Information security management systems

3.1 Introduction
Organizationf of all types and sizes:
a) collect, pfocess, store, and transmit information;

b) recognize that information, and related processesysystems, networks and people are impprtant
assets for achieving organization objectives;

c) face arange of risks that may affect the functioning of assets; and

d) address their perceived risk exposure byimplementing information security controls.

All informatipn held and processed by-ap’organization is subject to threats of attack, error, natufe (for
example, flogd or fire), etc., and is subject to vulnerabilities inherent in its use. The term inforrhation
security is ggnerally based on information being considered as an asset which has a value requiring
appropriate protection, for example, against the loss of availability, confidentiality and integrity. Enabling
accurate and |complete information to be available in a timely manner to those with an authorized need
is a catalyst fpr business efficiency.

Protecting infformation) assets through defining, achieving, maintaining, and improving information
security effe¢tively<is essential to enable an organization to achieve its objectives, and maintajn and
enhance its l¢gal compllance and image. These coordmated act1V1t1es directing the implementation of
ments

of information security management.

As information security risks and the effectiveness of controls change depending on shifting
circumstances, organizations need to:

a) monitor and evaluate the effectiveness of implemented controls and procedures;
b) identify emerging risks to be treated; and
c) select, implement and improve appropriate controls as needed.

To interrelate and coordinate such information security activities, each organization needs to establish
its policy and objectives for information security and achieve those objectives effectively by using a
management system.
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3.2 Whatis an ISMS?

3.2.1 Overview and principles

An Information Security Management System (ISMS) consists of the policies, procedures, guidelines,
and associated resources and activities, collectively managed by an organization, in the pursuit of
protecting its information assets. An ISMS is a systematic approach for establishing, implementing,
operating, monitoring, reviewing, maintaining and improving an organization’s information security
to achieve business objectives. It is based upon a risk assessment and the organization’s risk acceptance
levels designed to effectively treat and manage risks. Analysing requirements for the protection of
information assets and applying appropriate controls to ensure the protection of these information
assets as TEUITEN, COMIibUtes to the Successtut impiementation ot am 1SMS-The fottowing fundamental
principles also contribute to the successful implementation of an ISMS:

a) awareness of the need for information security;

b) agsignment of responsibility for information security;

€) incorporating management commitment and the interests of stakeholders;

d) enhancing societal values;

e) ripk assessments determining appropriate controls to reach-acceptable levels of risk;
f) sdcurity incorporated as an essential element of information networks and systems;
g) adtive prevention and detection of information security incidents;

h) ensuring a comprehensive approach to information security management; and

i) cdntinual reassessment of information segtirity and making of modifications as apprdpriate.

3.2.2 | Information

Information is an asset that, like other important business assets, is essential to an qrganization’s
busingss and consequently needs £6 be suitably protected. Information can be stored in| many forms,
includiing: digital form (e.g. data files stored on electronic or optical media), material form (¢.g. on paper),
as well as unrepresented information in the form of knowledge of the employees. Infornjation may be
transmitted by various means including: courier, electronic or verbal communication. Whatever form
information takes, or.the'means by which the information is transmitted, it always needp appropriate
protegtion.

In mapy orgapizations information is dependent upon information and communicationfs technology.
This technology’is often an essential element in the organization and assists in facilitating the creation,
procegsing, storing, transmitting, protection and destruction of information.

3.2.3 Information security

Information security includes three main dimensions: confidentiality, availability and integrity.
Information security involves the application and management of appropriate security measures that
involves consideration of a wide range of threats, with the aim of ensuring sustained business success
and continuity, and minimising impacts of information security incidents.

Information security is achieved through the implementation of an applicable set of controls, selected
through the chosen risk management process and managed using an ISMS, including policies, processes,
procedures, organizational structures, software and hardware to protect the identified information
assets. These controls need to be specified, implemented, monitored, reviewed and improved where
necessary, to ensure that the specific information security and business objectives of the organization
are met. Relevant information security controls are expected to be seamlessly integrated with an
organization’s business processes.
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3.2.4 Management

Management involves activities to direct, control and continually improve the organization within
appropriate structures. Management activities include the act, manner, or practice of organizing,
handling, directing, supervising, and controlling resources. Management structures extend from one
person in a small organization to management hierarchies consisting of many individuals in large
organizations.

In terms of an ISMS, management involves the supervision and making of decisions necessary to achieve
business objectives through the protection of the organization’s information assets. Management of
information security is expressed through the formulation and use of information security policies,

procedures and guidelines, which are then applied throughout the organization by all individuals

associated with the organization.

3.2.5 Mangdgement system

A management system uses a framework of resources to achieve an organization's)objectives. The

management|system includes organizational structure, policies, planning activities, responsihilities,

practices, prdcedures, processes and resources.

In terms of information security, a management system allows an organization to:

a) satisfy the information security requirements of customers and other stakeholders;

b) improve hn organization’s plans and activities;

c¢) meettheforganization’s information security objectives;

d) comply with regulations, legislation and industry madndates; and

e) manage finformation assets in an organized way that facilitates continual improvement and
adjustment to current organizational goals.

3.3 Procegs approach

Organizations need to identify and .nfanage many activities in order to function effectively and

efficiently. Afly activity using resourdes heeds to be managed to enable the transformation of inpufs into

outputs using a set of interrelated or.interacting activities - this is also known as a process. The putput

from one process can directly form the input to another process and generally this transformagion is

carried out upder planned and eontrolled conditions. The application of a system of processes within an

organization|together with.the identification and interactions of these processes, and their manag¢ment,

can be referr¢d to as a “proecess approach”.

3.4 Why ap ISMS is important

Risks associaktedwith an nrgani7ah'nn'c information assets need to be addressed Ar‘hiﬂvihginfnrr ation

security requires the management of risk, and encompasses risks from physical, human and technology
related threats associated with all forms of information within or used by the organization.

The adoption of an ISMS is expected to be a strategic decision for an organization and it is necessary
that this decision is seamlessly integrated, scaled and updated in accordance with the needs of the
organization.

The design and implementation of an organization’s ISMS is influenced by the needs and objectives of
the organization, security requirements, the business processes employed and the size and structure
of the organization. The design and operation of an ISMS needs to reflect the interests and information
security requirements of all of the organization’s stakeholders including customers, suppliers, business
partners, shareholders and other relevant third parties.
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Inaninterconnected world, information and related processes, systems, and networks constitute critical
business assets. Organizations and their information systems and networks face security threats from
a wide range of sources, including computer-assisted fraud, espionage, sabotage, vandalism, fire and
flood. Damage to information systems and networks caused by malicious code, computer hacking, and
denial of service attacks have become more common, more ambitious, and increasingly sophisticated.

An ISMS is important to both public and private sector businesses. In any industry, an ISMS is an enabler
that supports e-business and is essential for risk management activities. The interconnection of public
and private networks and the sharing of information assets increases the difficulty of controlling
access to and handling of information. In addition, the distribution of mobile storage devices containing
information assets can weaken the effectiveness of traditional controls. When organizations adopt the
ISMS familv o andard he abili 0 apn onsistent and m ally-re I:l.l‘ll m tionsecurity
principles can be demonstrated to business partners and other interested parties.

Information security is not always taken into account in the design and development of information
systerns. Further, information security is often thought of as being a technicalsolution. |However, the
i hation security that can be achieved through technical means is limited,'and may pe ineffective
withopt being supported by appropriate management and procedures within the context of an ISMS.
ting security into a functionally complete information system. could be difficult and costly.
An ISMS involves identifying which controls are in place and requirés eareful planning and attention
to detpil. As an example, access controls, which may be technical\(logical), physical, agiministrative
(mandgerial) or a combination, provide a means to ensure that aceess to information assets|is authorized
and r¢stricted based on the business and information security requirements.

The syccessful adoption of an ISMS is important to protectinformation assets allowing an|organization
to:

a) adhieve greater assurance that its information.assets are adequately protected againgt threats on a
cqntinual basis;

b) mpintain a structured and comprehensive framework for identifying and assessing information
sqcurity risks, selecting and applyigg applicable controls, and measuring and improving their
effectiveness;

c) cqntinually improve its contrel environment; and

d) efffectively achieve legal andregulatory compliance.
3.5 Establishing, monitoring, maintaining and improving an ISMS

3.5.1 | Overview

An organization needs to undertake the following steps in establishing, monitoring, majntaining and

lee 3.5.2);

b) assess information security risks (see 3.5.3) and treat information security risks (see 3.5.4);

c) selectand implement relevant controls to manage unacceptable risks (see 3.5.5); and

d) monitor, maintain and improve the effectiveness of controls associated with the organization’s
information assets (see 3.5.6).

To ensure the ISMS is effectively protecting the organization’s information assets on an ongoing
basis, it is necessary for steps (a) - (d) to be continually repeated to identify changes in risks or in the
organization’s strategies or business objectives.
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3.5.2

Identifying information security requirements

Within the overall strategy and business objectives of the organization, its size and geographical spread,
information security requirements can be identified through an understanding of:

a)
b) business

c) legal, reg

identified information assets and their value;

needs for information processing, storage and communication; and

ulatory, and contractual requirements.

Conducting a methodical assessment of the risks associated with the organization’s information assets

will involve 3

na]ycing- threats to information accofc; vulnerahilities ta and the likelihaod of 2

hreat

materializing
on informati
perceived bu

3.5.3 Asses

Managing in
which may
stakeholders

Risk assessm
and objectivg
management
controls seleq

Risk assessmi
analysis) and
significance

Risk assessm
requirements
evaluation, a
methodical n

The informat

F

to information assets; and the potential impact of any information security linl
bn assets. The expenditure on relevant controls is expected to be proportignate
iness impact of the risk materialising.

sing information security risks

rmation security risks requires a suitable risk assessment and gisk treatment
clude an estimation of the costs and benefits, legal requireéments, the conce
and other inputs and variables as appropriate.

s relevant to the organization. The results should guide and determine the appro
action and priorities for managing informatiop~Security risks and for implem
ted to protect against these risks.

ent should include the systematic approach.of estimating the magnitude of risk
the process of comparing the estimated risks against risk criteria to determil
f the risks (risk evaluation).

ents should be performed periodi€ally to address changes in the information se

and in the risk situation, e.g~in the assets, threats, vulnerabilities, impacts, th
hd when significant changes occur. These risk assessments should be undertake
anner capable of producing comparable and reproducible results.

ion security risk assessment should have a clearly defined scope in order to be eff

and should injclude relationships:with risk assessments in other areas, if appropriate.

ISO/IEC 270
assessment, 1
of risk assess

3.5.4 Treat

isk treatment, risk acceptance, risk reporting, risk monitoring and risk review. Ex3
Iment methodologies are included as well.

ing information security risks

cident
to the

ethod
r'ns of

ents should identify, quantify, and prioritize risks against criteria for risk acceptance

priate
enting

5 (risk
he the

curity
e risk
n in a

ective

5 provides information security risk management guidance, including advice on risk

mples

Before consi

terimgthetreatmrentof @ Tisk;the orgamization shoutd decide criteria for detert

1ining

whether or not risks can be accepted. Risks may be accepted if, for example, it is assessed that the risk
is low or that the cost of treatment is not cost-effective for the organization. Such decisions should be
recorded.

For each of the risks identified following the risk assessment a risk treatment decision needs to be made.
Possible options for risk treatment include:

a) applying appropriate controls to reduce the risks;

b) knowingly and objectively accepting risks, providing they clearly satisfy the organization’s policy
and criteria for risk acceptance;

c) avoiding risks by not allowing actions that would cause the risks to occur;
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d) sharing the associated risks to other parties, e.g. insurers or suppliers.

For those risks where the risk treatment decision has been to apply appropriate controls, these controls
should be selected and implemented.

3.5.5 Selecting and implementing controls

Once information security requirements have been identified (see 3.5.2), information security risks to
the identified information assets have been determined and assessed (see 3.5.3) and decisions for the
treatment of information security risks having been made (see 3.5.4), then selection and implementation

of controls for risk reduction apply.

Contr¢ls should ensure that risks are reduced to an acceptable level taking into account:
a)
b)
c)
d)

rgquirements and constraints of national and international legislation and regulation|
o1jganizational objectives;
operational requirements and constraints;

their cost of implementation and operation in relation to the risks-being reduced, a
pioportional to the organization’s requirements and constraints;

e)

they should be implemented to monitor, evaluate and impreve the efficiency and ef

2]

hd remaining

fectiveness of

information security controls to support the organization’s aims. The selection and imjplementation

off
re

controls should be documented within a statement of applicability to assist wit
quirements.

th
lil

f)

e need to balance the investment in implementation and operation of controls ag
kely to result from information security ineidents.

The c
organ
Other
ISO/IH

pntrols specified in ISO/IEC 27002 are acknowledged as best practices applic
zations and readily tailored to accommodate organizations of various sizes and
standards in the ISMS family of standards provide guidance on the selection and
C 27002 controls for the informdtion security management system.

Inforn
specif]
and m
ISO/IH
of the

hation security controls\should be considered at the systems and projects
cation and design stage:-Failure to do so can result in additional costs and less effect
aybe, in the worst tase, inability to achieve adequate security. Controls can be 3
C 27002 or from/other control sets, or new controls can be designed to meet the §
organization. (t)is necessary to recognize that some controls may not be applic
ation system\er environment, and might not be practicable for all organizations.

-term basis while controls are being implemented. Interested parties should be in

h compliance

hinst the loss

able to most
complexities.
hpplication of

requirements
ive solutions,
elected from
pecific needs
hble to every

el of risk may

er than can be tolerated on a long term basis. Risk criteria should cover tolerability of risks on

formed of the

implemented.

progressively

It should be kept in mind that no set of controls can achieve complete information security. Additional
management actions should be implemented to monitor, evaluate and improve the efficiency and
effectiveness of information security controls to support the organization’s aims.

The selection and implementation of controls should be documented within a statement of applicability
to assist with compliance requirements.

3.5.6 Monitor, maintain and improve the effectiveness of the ISMS

Anorganization needs to maintain and improve the ISMS through monitoring and assessing performance
against organizational policies and objectives, and reporting the results to management for review. This
ISMS review will check that the ISMS includes specified controls that are suitable to treat risks within
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the ISMS scope. Furthermore, based on the records of these monitored areas, it will provide evidence of
verification, and traceability of corrective, preventive and improvement actions.

3.5.7 Continual improvement

The aim of continual improvement of an ISMS is to increase the probability of achieving objectives
concerning the preservation of the confidentiality, availability and integrity of information. The focus
of continual improvement is seeking opportunities for improvement and not assuming that existing
management activities are good enough or as good as they can.

Actions for improvement include the following:

a) analysinT and evaluating the existing situation to identify areas for improvement;
b) establishling the objectives for improvement;

c) searching for possible solutions to achieve the objectives;

d) evaluating these solutions and making a selection;

e) implementing the selected solution;

f) measuring, verifying, analysing and evaluating results of the implementation to determine that the
objectives have been met;

g) formalizing changes.

Results are rgviewed, as necessary, to determine further opportunities for improvement. In this way,
improvement is a continual activity, i.e. actions are repeatedfrequently. Feedback from customefs and
other interesfed parties, audits and review of the information security management system can glso be
used to ident]fy opportunities for improvement.

3.6 ISMS daritical success factors

Alarge number of factors are critical to the sticcessful implementation of an ISMS to allow an organigzation
to meet its bysiness objectives. Examples of critical success factors include:

a) informatjon security policy, objectives, and activities aligned with objectives;

b) an appropch and framewarkfor designing, implementing, monitoring, maintaining, and improving
informatjon security consistent with the organizational culture;

c) visible sypport andeommitment from all levels of management, especially top management;

d) anunderptandingof information asset protection requirements achieved through the application of
informatjop seéurity risk management (see ISO/IEC 27005);

e) an effective Information security awareness, training and education programme, informing all
employees and other relevant parties of their information security obligations set forth in the
information security policies, standards etc., and motivating them to act accordingly;

f) an effective information security incident management process;
g) an effective business continuity management approach; and

h) a measurement system used to evaluate performance in information security management and
feedback suggestions for improvement.

An ISMS increases the likelihood that an organization will consistently achieve the critical success
factors required to protect its information assets.
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The benefits ofimplementing an ISMS will primarily result from a reduction in information security risks
(i.e. reducing the probability of, and/or impact caused by, information security incidents). Specifically,
benefits realized for an organization to achieve sustainable success from the adoption of the ISMS family
of standards include:

a)

a structured framework supporting the process of specifying, implementing, operating and

maintaining a comprehensive, cost-effective, value creating, integrated and aligned ISMS that meets
the organization’s needs across different operations and sites;

b)

th
m|
h

by

plistic management of information security;

eir approach towards information security management, within the context of.c
Anagement and governance, including educating and training business and systént ¢

omotion of globally-accepted good information security practices in a mon*prescrij

d)

i
f)
g)

4 1§

4.1

The 1
develd
focuse
requiy
provid
relate

Relati

giving organizations the latitude to adopt and improve relevant contrels that suit
cifcumstances and to maintain them in the face of internal and external changes;

provision of a common language and conceptual basis for inforniation security, maki
pliace confidence in business partners with a compliant ISMS, especially if they requirg
against ISO/IEC 27001 by an accredited certification body;

sdtisfying societal needs and expectations; and

rease in stakeholder trust in the organization;

re effective economic management of inforniation security investments.

MS family of standards

General information

SMS family of standardsCconsists of inter-related standards, already publish
pment, and contains & number of significant structural components. These cor
d upon normative standards describing ISMS requirements (ISO/IEC 27001) and cert
ements (ISO/IEC 27006) for those certifying conformity with ISO/IEC 27001. Oth
e guidance for yarious aspects of an ISMS implementation, addressing a generic prd
1 guidelines as well as sector-specific guidance.

pnships between the ISMS family of standards? are illustrated in Figure 1.

assistance for management in consistently managing and operating in a responsible manner

brporate risk
wners on the

btive manner,
their specific

ng it easier to
e certification

ed or under
nponents are
fication body
er standards
cess, control-

1) The development or revision status of any standard can be established by reference to http://www.iso.org/iso/
home.html and searching for the standard of interest.
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Vocabulary 27000
standard Overview and vocabulary
5 27006
Requirement " ; 27001 " Requirements for bodies providing audit and certification of
standards Information security management systems - Requirements s H :
information security management systems
27002 TR 27008
Code of practice for information security controls ISMS Controls Audit Guidelines
8
g 27003 27013
(= Information security management system implementation Guidance on the integrated implementation of ISO/IEC 27001
% guidance and ISO/IEC 20000-1
.
o
= Guideline 27004 27014
g standards Information security management — Measurement Governance of information security
L
%’ 27005 TR 27016
(2] Information security risk management Information security management — Organizational econgmics
27007
Guidelines for information security management systems
auditing
27010 TR 27015
Information security management guidelines for inter- Information seeurity management guidelines for finandial
Sector- sector and inter-organizational communications services
specific
guideline
standards 27011 _ TS 27017
Information security management guidelines for Guidglines on information security controls for the use]of
telecommunications organizations based on ISO/ claud computing services based on ISO/IEC 27002
IEC 27002
Control-specific 2703x 2704x
guideline standardg I T
T |
Figure 1 — ISMS Family of Standards Relationships

a) Each of the ISMS family standards is'described below by its type (or role) within the ISMS family of
standards and its reference number.-The applicable clauses are: standards describing an ovdgrview
and termfinology (see 4.2);

b) standards specifying requirements (see 4.3);
c) standardfs describing general guidelines (see 4.4); or

d) standards descripitig sector-specific guidelines (see 4.5).

4.2 Standards-describing an overview and terminology

4.2.1 ISO/IEC 27000 (this document)

Information technology — Security techniques — Information security management systems — Overview
and vocabulary

Scope: This International Standard provides to organizations and individuals:
a) an overview of the ISMS family of standards;

b) an introduction to information security management systems (ISMS); and
c) terms and definitions used throughout the ISMS family of standards.

Purpose: ISO/IEC 27000 describes the fundamentals of information security management systems,
which form the subject of the ISMS family of standards, and defines related terms.
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4.3 Standards specifying requirements

4.3.1 ISO/IEC27001

Information technology — Security techniques— Information security managementsystems— Requirements

Scope: This International Standard specifies the requirements for establishing, implementing,
operating, monitoring, reviewing, maintaining and improving formalized information security
management systems (ISMS) within the context of the organization’s overall business risks. It specifies
requirements for the implementation of information security controls customized to the needs of
individual organizations or parts thereof. This International Standard can be used by all organizations,

regar lacc aftuna cion o dunatiien

TCSS UT Cy pCyotZC oo rrocur o

Purp
of an

opera
from |/
the id¢

I

information assets which the organization seeks to protect by operating its,ISMS. (

se: ISO/IEC 27001 provides normative requirements for the development: a
SMS, including a set of controls for the control and mitigation of the risks‘dssoci

ing an ISMS may have its conformity audited and certified. The controlobjectives
Annex A (ISO/IEC 27001) shall be selected as part of this ISMS process as approp
entified requirements. The control objectives and controls listed in Table A.1 (ISO/I}

nd operation
hted with the
rganizations
and controls
riate to cover
<C 27001) are

direct]y derived from and aligned with those listed in ISO/IEC 27002¢€lauses 5 to 18.

4.3.2 | ISO/IEC 27006

Information technology — Security techniques — Requirements.for bodies providing audit an{ certification
of information security management systems

Scopel: This International Standard specifies requirements and provides guidance for bodies providing
audit fand ISMS certification in accordance withISO/IEC 27001, in addition to the fequirements
contained within ISO/IEC 17021. It is primarilyZintended to support the accreditation of certification
bodie§ providing ISMS certification according\to ISO/IEC 27001.

Purp ISO/IEC 27006 supplements“ISO/IEC 17021 in providing the requirements by which

certification organizations are accredited, thus permitting these organizations to provid
certifications consistently against the requirements set forth in ISO/IEC 27001.

4.4

441
Inforn

Scope
practi
achiey

.

Standards describing general guidelines

ISO/IEC 27002
ation technelogy — Security techniques — Code of practice for information security ¢

: ThisJnternational Standard provides a list of commonly accepted control object

ing information security.

e compliance

ntrols

ives and best

Ce controls to be used as implementation guidance when selecting and implementinlg controls for

Purpose: ISO/IEC 27002 provides guidance on the implementation of information security controls.
Specifically Clauses 5 to 18 provide specific implementation advice and guidance on best practice in
support of the controls specified in Clauses A.5 to A.18 of ISO/IEC 27001.

4.4.2

ISO/IEC 27003

Information technology — Security techniques — Information security management system implementation
guidance

Scope: This International Standard provides practical implementation guidance and provides further
information for establishing, implementing, operating, monitoring, reviewing, maintaining and
improving an ISMS in accordance with ISO/IEC 27001.
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Purpose: ISO/IEC 27003 provides a process oriented approach to the successful implementation of the
ISMS in accordance with ISO/IEC 27001.

4.4.3 ISO/IEC 27004
Information technology — Security techniques — Information security management — Measurement

Scope: This International Standard provides guidance and advice on the development and use of
measurements in order to assess the effectiveness of ISMS, control objectives, and controls used to
implement and manage information security, as specified in ISO/IEC 27001.

Purpose: ISO/IEC 27004 provides a measurement framework allowing an assessment of ISMS
effectiveness|to be measured in accordance with ISO/IEC 27001.

4.4.4 1SO/IEC27005
Information technology — Security techniques — Information security risk management

Scope: This|International Standard provides guidelines for information security risk manag¢ment.
The approach] described within this International Standard supports the general concepts specified in
ISO/IEC 2700[1.

—

Purpose: [SO/IEC 27005 provides guidance on implementing a precéss oriented risk management
approach to apsistin satisfactorily implementing and fulfilling the infofmation security risk management
requirementg of ISO/IEC 27001.

4.4.5 1SO/IEC 27007

Information technology — Security techniques — Guidelipes for information security management systems
auditing

Scope: This [nternational Standard provides guidance on conducting ISMS audits, as well as gujdance
on the compgtence of information security mahagement system auditors, in addition to the gujdance
contained in |SO 19011, which is applicable*te’management systems in general.

Purpose: [§0/IEC 27007 will proyide“guidance to organizations needing to conduct interpal or
external audifts of an ISMS or to manage an ISMS audit programme against the requirements specified
in ISO/IEC 27001.

4.4.6 ISO/IECTR 27008
Information tgchnology<=Security techniques — Guidelines for auditors on information security controls

Scope: This|Technical Report provides guidance on reviewing the implementation and operation of
controls, inclpding technical compliance checking of information system controls, in compliancg with
an organizatien® i i i i

Purpose: This Technical Report provides a focus on reviews of information security controls, including
checking of technical compliance, against an information security implementation standard, which
is established by the organization. It does not intend to provide any specific guidance on compliance
checking regarding measurement, risk assessment or audit of an ISMS as specified in ISO/IEC 27004,
ISO/IEC 27005 or ISO/IEC 27007, respectively. This Technical Report is not intended for management
systems audits.

4.4.7 1ISO/IEC27013

Information technology — Security techniques — Guidance on the integrated implementation of
ISO/IEC 27001 and ISO/IEC 20000-1
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Scope: This International Standard will provide guidance on the integrated implementation of
ISO/IEC 27001 and ISO/IEC 20000-1 for organizations intending to:

a) implement ISO/IEC 27001 when ISO/IEC 20000-1 is already adopted, or vice versa;
b) implement both ISO/IEC 27001 and ISO/IEC 20000-1 together;
c) align existing ISO/IEC 27001 and ISO/IEC 20000-1 management system implementations.

Purpose: To provide organizations with a better understanding of the characteristics, similarities and
differences of ISO/IEC 27001 and ISO/IEC 20000-1 to assist in the planning of an integrated management
system that conforms to both International Standards.

4.4.8 | ISO/IEC 27014
Information technology — Security techniques — Governance of information security

Scopel: This International Standard will provide guidance on principles and processes for tHe governance
of infgrmation security, by which organizations can evaluate, direct and-monitor the mgnagement of
informpation security.

Purpgse: Information security has become a key issue for organizations. Not only are thgre increasing
reguldtory requirements but also the failure of an organization’s-information security fneasures can
have 4 direct impact on an organization’s reputation. Therefore, governing bodies, as|part of their
governance responsibilities, are increasingly required to have oversight of informatiop security to
ensure the objectives of the organization are achieved.

4.4.9 | ISO/IECTR 27016

Information technology — Security techniques-'=- Information security management - Qrganizational
economics

Scope: This Technical Report will provide’a methodology allowing organizations to bettgr understand
economically how to more accurately, value their identified information assets, value [the potential
risks fo those information assets; appreciate the value that information protection contiols deliver to
these Information assets, and determine the optimum level of resources to be applied in securing these
inforrl\ation assets.

Purpgse: This Technical*Report will supplement the ISMS family of standards by gverlaying an
economics perspectiyve\in the protection of an organization’s information assets in the qontext of the
wider|societal envirohment in which an organization operates and providing guidance on/how to apply
organ|zational economics of information security through the use of models and examples.

4.5 PBtandards describing sector-specific guidelines

4.5.1 —1SO/IE€ 27010

Information technology — Security techniques — Information security management for inter-sector and
inter-organizational communications

Scope: This International Standard provides guidelines in addition to guidance given in the
ISO/IEC 27000 family of standards for implementing information security management within
information sharing communities and additionally provides controls and guidance specifically relating
to initiating, implementing, maintaining, and improving information security in inter-organizational
and inter-sector communications.

Purpose: This International Standard is applicable to all forms of exchange and sharing of sensitive
information, both public and private, nationally and internationally, within the same industry or market
sector or between sectors. In particular, it may be applicable to information exchanges and sharing
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relating to the provision, maintenance and protection of an organization’s or nation state’s critical

infrastructure.

4.5.2 ISO/IEC27011

Information technology — Security techniques — Information security management guidelines for
telecommunications organizations based on ISO/IEC 27002

Scope: This International Standard provides guidelines supporting the implementation of Information

Security Man

Purpose:

agement in telecommunications organizations.

ISO/IEC 27011 provides telecommunications organizations with an adaptation of the

ISO/IEC 2700,
towards fulfi

4.5.3

Information t
services

Scope: This
family of sta
within organ

Purpose: T
Internationall
a) Initiating

system b
b) Designin

within th
4.5.4 1SO2

Health inform

Scope: This
Security Man|

Purpose: IS
unique to thg
requirementy

ISO/IEC TR 27015

hdards, for initiating, implementing, maintaining, and improving information se

ling the requirements of ISO/IEC 27001, Annex A.

bchnology — Security techniques - Information security management guidelines for fin

[echnical Report provides guidelines in addition to the guidancegiven in the ISO/IEC

zations providing financial services.

his Technical Report is a specialist supplement t¢, ISO/IEC 27001 and ISO/IEC
Standards for use by organizations providing financial services to support them in

, implementing, maintaining, and improving. of an information security manag
hsed upon the ISO/IEC 27001:2005 Internatienal Standard.

b and implementing controls defined in the ISO/IEC 27002:2005 International Stand,
is International Standard.

7799
atics — Information security’management in health using ISO/IEC 27002

nternational Standard provides guidelines supporting the implementation of Inforr
agement in health-organizations.

27799 provides health organizations with an adaptation of the ISO/IEC 27002 guid
ir industpy sector which are additional to the guidance provided towards fulfilli
of ISO/TEC 27001, Annex A.

2 guidelines unique to their industry sector which are additional to the guidance provided

ancial

27000
curity

27002

ement

ard or

nation
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