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Foreword

ISO (the

International Organization for Standardization) and

IEC (the International Electrote

chnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and non-gove
technology, IS

International S|
The main tas

Standards add
an Internations

Py [ H eyt ol o 1 o | b 4o 1 1 el fialal N 4
It ial, 1mr ndaiournt Wit To'U  diiu TEL, dloU I dRNT  PJdit 1T UIS WUTR. TTT U1 TITiUUTIriTo

D and IEC have established a joint technical committee, ISO/IEC JTC 1.
fandards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2
of the joint technical committee is to prepare International Standards.~Draft Interr

pted by the joint technical committee are circulated to national bodies for| yoting. Publicg
| Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this documentymay be the subject of]

rights. 1ISO ang
International S
under a specid
in parallel with

This second e
revised.

The second ed
e an additio
e an additio
e tone nullin
It also

relaxes th

e relocates

IEC shall not be held responsible for identifying any or all sué¢hjpatent rights.

| “fast-track procedure”, by Joint Technical Committee\ISO/IEC JTC 1, Information tech
its approval by national bodies of ISO and IEC.

Hition cancels and replaces the first edition (ISO/IEC 26907:2007), which has been tec

ition adds the following for regulatory flexibility:
nal TFI code;
nal Band Group;

g for interference avoidance.

b requirement for Band group 1,

some-assigned numbers to Ecma registries on the website,

mation

ational
tion as

patent

tandard ISO/IEC 26907 was prepared by Ecma International (as ECMA-368) and was adlopted,

hology,

hnically

adds an irfe

formation aloamant for DLAta~th
TOTT

oo T CTroTT oo Dot tootTT

© ISO/IEC 2009 — All rights

reserved


https://iecnorm.com/api/?name=b8b0964792bf6fb451479ca47b37710c

Intro

ISO/IEC 26907:2009(E)

duction

This International Standard specifies the ultra wideband (UWB) physical layer (PHY) and medium
access control (MAC) sublayer for a high-speed, short-range wireless network, utilizing all or part of
the spectrum between 3 100 MHz and 10 600 MHz, supporting data rates of up to 480 Mb/s.

This International Standard divides the spectrum into 14 bands, each with a bandwidth of 528 MHz.
The first 12 bands are then grouped into four band groups consisting of three bands. The last two
bands are grouped into a fifth band group. A sixth band group is also defined within the spectrum of the

first fo

ur, consistent with usage within worldwide regulatory requlations.

A Mul
inform
additio
spread
variety

The M

iBand Orthogonal Frequency Division Modulation (MB-OFDM) scheme is us€q
ation. A total of 110 sub-carriers (100 data carriers and 10 guard carriers) are\used
n, 12 pilot subcarriers allow for coherent detection. Frequency-domain spreading,
ing, and forward error correction (FEC) coding are provided for optimufyperforma
of channel conditions.

comm

Multipl

AC sublayer is designed to enable mobility, such that a group “of devices n

to transmit
per band. In
time-domain
nce under a

ay continue

nicating while merging or splitting from other groups of devices. To maximize flexibility, the
functignality of this MAC is distributed among devices. These functions include distributed
to avqid interference between different groups of devices by~appropriate use of ¢
distribbited medium reservations to ensure Quality of Service& The MAC sublayer provid
schemies for isochronous and asynchronous data transfer,,To-do this, a combination of G

Access (CSMA) and Time Division Multiple Access\(TDMA) is used. A Distributed

Protocpl (DRP) is used to reserve the medium for TDNMA“access for isochronous and oth
netwollk scalability, Prioritized Contention Access (PEA) is provided using a CSMA schenme. The MAC

has pd

Taken
infrast

This In]
region

licies that ensure equitable sharing of the bandwidth.

together, the PHY and MAC specifiedin. this Ecma standard are well-suited to hi
ucture communications between a mixed population of portable and fixed electroni

coordination
nannels and
ps prioritized
arrier Sense
Reservation
pr traffic. For

jh rate, zero
C devices.

ternational Standard is not intended to represent the regulatory requirements of afly country or
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INTERNATIONAL STANDARD ISO/IEC 26907:2009(E)

Information technology — Telecommunications and information
exchange between systems — High-rate ultra-wideband PHY
and MAC standard

1 Sgope

This International Standard specifies a distributed medium access control (MAC) suhblayer and a
physicpl layer (PHY) for wireless networks.

2 Conformance

Conforming devices implement the MAC sublayer and the PHY layer.'as specified herein gnd support:
1. datq rates of 53,3 Mb/s, 106,7 Mb/s, and 200 Mb/s for transmittingZand receiving;
2. atlgast one of the band groups;

3. timg-frequency codes using both TFI and FFI.

In addftion, conforming devices may implement the MAC/PHY Interface as specified in ISQ/IEC 26908.

3 Normative references

The fol]lowing referenced documents are:ifdispensable for the application of this documept. For dated
references, only the edition cited applies: For undated references, the latest edition of the referenced
documlent (including any amendments)‘applies.

IEEE 100, The Authoritative Dictionary of IEEE Standard Terms, Seventh Edition

NOTE 1 IEEE publications are available from the Institute of Electrical and Electronics Enginegrs, 445 Hoes
Lane, R.O. Box 1331, Piscataway, NJ 08855-1331, USA (http://standards.ieee.org/).

NOTE 2 The IEEE standards referenced are trademarks belonging to the Institute of Electrical apd Electronics
Enginegrs, Inc.

4 Tarms and definitions

For the purposes of this document, the terms and definitions given in IEEE 100 and the follpwing apply.

4.1

access category

AC

label for the common set of prioritized contention access (PCA) parameters that are used by a device
to contend for the medium in order to transmit MAC protocol data units (MPDUSs) with certain priorities
4.2

beacon group

BG

set of devices from which a device receives beacons that identify the same beacon period start time
(BPST) as the device

© ISO/IEC 2009 - All rights reserved 1
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4.3

beacon period

BP

period of time declared by a device during which it sends or listens for beacons

4.4

beacon period start time
BPST

start of the beacon period

4.5
channel
medium ovef which cooperating entities exchange information

4.6
data integrity

assurance that the data has not been modified from its original form
4.7

device
entity contaiping an implementation of this International Standard

4.8
distributed reservation protocol
DRP
protocol implemented in each device to support negetiation and maintenance of channgl time
reservations|binding on all neighbours of the reservatien participants
4.9

extended Qeacon group
union of a d¢vice's beacon group and the béacon groups of all devices in the device's beacon gfoup

4.10
frame
unit of data fransmitted by a devige

4.11

frame protgection
security seryice provided for a frame, including (but not limited to) payload encryption, megssage

authenticatign, and replay attack protection
4.12

MAC Clien
entity above the MAC sublayer that generates MAC service data units for delivery to corresponding
entities in other devices, and receives MAC service data units from such entities

4.13

MAC command data unit

MCDU

unit of data exchanged between peer medium access control sublayers in order to manage medium
access control functions

4.14

MAC protocol data unit

MPDU

unit of data exchanged between two peer medium access control sublayers using the physical layer
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4.15

MAC service data unit

MSDU

information that is delivered as a unit between medium access control service access points (SAPs)
4.16

message integrity code

MIC

cryptographic checksum generated using a symmetric key that is typically appended to data in order to
providedatamtegrityanmd-sourceauthrenticationsmritar-toadigitat-sigrature

4.17

neighbour

any dgvice in a device's beacon group

4.18

netwdrk allocation vector

NAV

indicator, maintained by each device capable of using PCA,.of) 'time periods when| PCA-based
transnjission onto the wireless medium will not be initiated by the/device, whether or not|the device's
clear-ghannel assessment function senses that the wireless medium is busy

4.19

priorifized contention access

PCA

prioritired CSMA/CA access mechanism used by/devices for medium access
4.20

pseudo-random number generation
proceds of generating a deterministic, Sequence of bits from a given seed that has the statistical
properties of a random sequence of bits when the seed is not known

4.21
random number generator
methofl or design that provides a sequence of bits that is unpredictable

NOTE A cryptographic random number generator is one specific type.

4.22

reseryation
named set of:-one or more medium access slots (MASs) within a superframe during which fa device has
preferTntiaI access to the medium

4.23
reservation block

one or more temporally contiguous medium access slots (MASs) within a reservation not adjacent to
other MASs in the reservation

4.24

secure frame

frame in which frame protection is applied

4.25

stream
logical flow of MSDUs from one device to one or more other devices
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4.26

superframe
periodic time interval used in this International Standard to coordinate frame transmissions between
devices, which contains a beacon period followed by a data period

4.27
symmetric

key

secret key shared between two or more parties that may be used for both encryption and decryption as
well as for message integrity code computation and verification

4.28
transmissi
TXOP

interval of tir]

pbn opportunity

onto the mediium

4.29
TXOP hold

device that h

4.30
user priori

value assign|

5 Notatid

The use of t:l:

is required t

The use of t
possibilities,

The use of the word may is meant to indicate that a particular course of action is permitted.

The use of
possibility.

All floating-p

6 Abbrey

AC
ACK
AES
AIFS
ASIE
B-ACK
BcstAddr
BM

BP
BPOIE
BPST

e r
as successfully contended for a TXOP

Ly

nal conventions

however without mentioning orexcluding these others.

ed to an MSDU by the MAC client that determines,thé MSDU's transfer priority

ne obtained by a device using prioritized contention access (PCA) to initiate transmissions

e word shall is meant to indicate a requirément which is mandated by the Standard, i.e. it
support that particular feature with ng deviation in order to conform to the Standarfl.

ne word should is meant to recommeénd one particular course of action over several other

the word can is synonymous with is able to — it is meant to indicate a capability or a

oint values have (been rounded to 4 decimal places.

iations and acronyms

Access Category

Acknowledgment

Advanced Encryption Standard

Arbitration Inter-Frame Space
Application-Specific Information Element

Block Acknowledgment

Broadcast Device Address

Burst Mode

Beacon Period

Beacon Period Occupancy Information Element

Beacon Period Start Time
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CPE
CRC
CSMA/CA
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Cipher Block Chaining-Message Authentication Code
Clear Channel Assessment

Counter Mode Encryption and Cipher Block Chaining Message
Authentication Code

Common Phase Error
Cyclic Redundancy Check

Carrier Sense Multiple Access with Collision Avoidance

CTS
DAA
DAC
DCM
DestAddr
DevAddr
DME
DRP
EO
EUI
FCS
FDS
FEC
FER
FFI
FFT
GF
GTK
HCS
ID
IDFT
IE

Clear To send

Detect And Avoid
Digital-to-Analog Converter
Dual Carrier Modulation
Destination Device Address
Device Address

Device Management Entity
Distributed Reservation Protocol
Encryption Offset

Extended Unique Identifier
Frame Check Sequence
Frequency-Domain Spreading
Forward Error Correction
Frame Error Rate
Fixed-Frequency-Interleaving
Fast Fourier Transform
Galois Field

Group Temporal Key

Header Check Sequence
Identifier

Inverse Discrete Fourier Transform

Information Element

IFFT

IFS
Imm-ACK
KCK

LQE

LQI

LSB

MAC
MAS

Inverse Fast Fourier Transform
Inter-Frame Space

Immediate Acknowledgment
Key Confirmation Key

Link Quality Estimator

Link Quality Indicator
Least-Significant Bit

Medium Access Control

Medium Access Slot
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MCDU
McstAddr
MIB
MIC
MIFS
MKID
MLME
MPDU
MSB
MSDU
NAV
No-ACK
OFDM
Oul
PAL
PAN
PCA
PDU
PER
PHY
PHY-SAP
PLCP
PLME
PMD
PMD-SAP
PMK
PPDU
PPM
PRBS
PRF
PSD
PSDU
PT

PTK
QPSK
RF

RMS

MAC Command Data Unit
Multicast Device Address
Management Information Base
Message Integrity Code

Minimum Interframe Spacing
Master Key ldentifier

MAC Sublayer Management Entity

MAC Protocol Data Unit
Most-Significant Bit

MAC Service Data Unit

Network Allocation Vector

No Acknowledgement

Orthogonal Frequency Division Multiplexing
Organizationally Unique Identifier
Protocol Adaptation Layer

Personal Area Network

Prioritized Contention Access
Protocol Data Unit

Packet Error Rate

Physical (layer)

Physical Layer Service-Access Point
Physical Layer Convergence Protocol
Physical Layer(Management Entity
Physical Medium Dependent
Physical :Medium Dependent-Service Access Point
Pair-wise Master Key

PLCP Protocol Data Unit

Parts Per Million

Pseudo-Random Binary Sequence

Pseudo-Random Function
Power Spectral Density

PHY Service Data Unit
Preamble Type

Pair-wise Temporal Key
Quadrature Phase Shift Keying
Radio Frequency

Root Mean Squared
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RS Reed-Solomon

RSSI Received Signal Strength Indicator

RTS Request To Send

RX Receive or Receiver

SAP Service Access Point

SFC Secure Frame Counter

SFN Secure Frame Number

SIFS Short Interframe Spacing

SrcAddr Source Device Address

TDS Time-Domain Spreading

TF Time-Frequency

TFC Time-Frequency Code

TFI Time Frequency Interleaving

TFI2 Time-Frequency Interleaving over 2 bands

TKID Temporal Key Identifier

TN Tone-Nulling

TPC Transmit Power Control

TX Transmit or Transmitter

TXOP Transmission Opportunity

UDA Unused DRP Reservation,Announcement

UDR Unused DRP Reservation Response

UuwB Ultra Wideband

ZPS Zero Padded-Suffix

7 General description

7.1 PHY general description

This Ipternational Standard specifies the ultra wideband (UWB) physical layer (PHY) for a wireless
personal areaxnetwork (PAN), utilizing the unlicensed 3 100 — 10 600 MHz frequency bangl, supporting
data rates (©0f)53,3 Mb/s, 80 Mb/s, 106,7 Mb/s, 160 Mb/s, 200 Mb/s, 320 Mb/s, 400 Mb/s, Jand 480 Mb/
s. SuppertAfor transmitting and receiving data rates of 53.3, 106.7, and 200 Mb/s shall be mandatory.

The UWB spectrum is divided into 14 bands, each with a bandwidth of 528 MHz. The first 12 bands are
then grouped into 4 band groups consisting of 3 bands. The last two bands are grouped into a fifth
band group. A sixth band group is also defined within the spectrum of the first four, consistent with
usage within worldwide spectrum regulations. At least one of the band groups shall be supported.

This International Standard specifies a MultiBand Orthogonal Frequency Division Modulation (MB-
OFDM) scheme to transmit information. A total of 110 sub-carriers (100 data carriers and 10 guard
carriers) are used per band to transmit the information. In addition, 12 pilot subcarriers allow for
coherent detection. Frequency-domain spreading, time-domain spreading, and forward error correction
(FEC) coding are used to vary the data rates. The FEC used is a convolutional code with coding rates
of 1/3, 1/2, 5/8 and 3/4.

The coded data is then spread using a time-frequency code (TFC). This International Standard
specifies three types of time-frequency codes (TFCs): one where the coded information is interleaved
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over three bands, referred to as Time-Frequency Interleaving (TFI); one where the coded information
is interleaved over two bands, referred to as two-band TFI or TFI2; and one where the coded
information is transmitted on a single band, referred to as Fixed Frequency Interleaving (FFI). Support
for TFI, TFI2 and FFI shall be mandatory.

Within the first four and the sixth band groups, four time-frequency codes using TFI and three time-
frequency codes using each of TFI2 and FFI are defined; thereby, providing support for up to ten
channels in each band group. For the fifth band group, two time-frequency codes using FFI and one
using TFI2 are defined. For the sixth band group, the FFI channels and one of the TFI2 channels
overlap fully with channels in the third and fourth band groups.

A mechanisin is provided to allow individual OFDM subcarriers to be nulled. This, together-wfith the
choice of freguency bands and of TFI, TFI2 and FFI time frequency codes, provides substantial'tontrol
over the usg of spectrum by the transmitted signal, allowing the PHY to be used in“a raphge of
regulatory and radio coexistence scenarios.

7.2 MAC general description

7.2.1 Geperal description of the architecture
As illustratefl in Figure 1, the MAC is a sublayer of the Data Link Layer defined in the OS| basic
reference model [2]. The MAC service is provided by means of the MAC service access point [MAC
SAP) to a gingle MAC service client, usually a higher layer protocol or adaptation layer. |n this
Standard thg MAC sublayer is represented by a device address.

Presgntation Layer

Segsion Layer

Trampsport Layer

Nefwork Layer

L.ogical
Link
Data LipK Cortil MSDU MSDU
y
Laye MAC SAP MAC SAP
MAC MAC MAC Protocol MAC
MPDU
PSDU PSDU
\J
PHY SAP PHY SAP
Physical Layer PHY PHY Protocol PHY
PPDU

Figure 1 - Architectural reference model

The MAC sublayer in turn relies on the service provided by the PHY layer via the PHY service access
point (PHY SAP). The MAC protocol applies between MAC sublayer peers.
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7.2.2 Device address

Individual MAC sublayers are addressed via an EUI-48 [1], and are associated with a volatile
abbreviated address called a DevAddr. Unicast frames carry a destination DevAddr that identifies a
single MAC sublayer.

DevAddrs are 16-bit values, generated locally, without central coordination. Consequently, it is possible
for a single value to ambiguously identify two or more MAC entities. This Standard provides
mechanisms for resolving ambiguous DevAddrs.

The MAC addressing scheme includes multicast and broadcast address values. A multicast address
identifies a group of MAC entities. The broadcast address identifies all MAC entities.

7.2.3| Features assumed from the PHY
A MAGQ sublayer is associated with a single PHY layer via the PHY SAP as specified\in Clause 15.

The MAC sublayer requires the following features provided by the PHY:
¢ Frame transmission in both single frame and burst mode

. Fra]:e reception for both single frame and burst mode transmission

e PLQP header error indication for both PHY and MAC header structures

¢ Clegr channel assessment for estimation of medium activity

* Rarjge measurement timestamps if MAC range measurement s 'supported.
Figure|2 defines the structure of a PHY frame.

* Thefre are two types of preamble: Standard and burst;

e Theg PLCP header including MAC and PHY Headersis protected by a header check sequende (HCS).

* The Frame Payload is followed by its frame check sequence (FCS).

Preamble PLCP Header. Frame Payload Frame Check T_aul Pgd
Sequence Bits Bits
PHY Tail MAC bes Tall Reed-Solomon Tail
Header Bits Header Bits Parity Bytes Bits

Figure 2 - PHY Frame Structure

Framep are transmitted)by the PHY from the source device and delivered to the destinatjon device in
identidal bit order.«The start of a frame refers to the leading edge of the first symbol of the PHY frame
at the [local antenha and the end of a frame refers to the trailing edge of the last symbq| of the PHY
frame.

Frame| transmission and reception are supported by the exchange of parameters betwgen the MAC
sublaygrand the PHY layer. These parameters allow the MAC sublayer to control, and be|informed of,
the frame transmission mode, the frame payload data rate and length, the frame preamble, the PHY
channel and other PHY-related parameters.

In single frame transmission, the MAC sublayer has full control of frame timing. In burst mode
transmission, the MAC sublayer has control of the first frame timing and the PHY provides accurate
timing for the remaining frames in the burst.

7.2.4 Overview of MAC service functionality
The MAC service defined in this Standard provides:

« Communication between cooperating devices within radio range on a single channel using the PHY;
« Addistributed, reservation-based channel access mechanism;

e A prioritized, contention-based channel access mechanism;

© ISO/IEC 2009 - All rights reserved 9


https://iecnorm.com/api/?name=b8b0964792bf6fb451479ca47b37710c

ISO/IEC 26907:2009(E)

» A synchronization facility for coordinated applications;

* Mechanisms for handling mobility and interference situations;

» Device power management by scheduling of frame transmission and reception;

» Secure communication with data authentication and encryption using cryptographic algorithms;
* A mechanism for measuring the distance between two devices.

The architecture of this MAC service is fully distributed. All devices provide all required MAC functions
and optional functions as determined by the application. No device acts as a central coordinator.

Coordination _PEriodic
beacon trangmission enables device discovery, supports dynamic network organization, and\pfovides
support for mobility. Beacons provide the basic timing for the network and carry reservatign and
scheduling ipformation for accessing the medium.

7.2.4.1 Uogical groups

The MAC pfotocol is specified with respect to an individual device, which has its own indjvidual
neighbourhojod. All MAC protocol facilities are expressed with respect to this individual neighbourhood.

In a network formed with fully distributed medium access coordination;\logical groups are formed
around eachl device to facilitate contention-free frame exchanges while-exploring medium reuse over
different spatial regions. In this Standard, these logical groups are @ beacon group and an exfended
beacon group, both of which are determined with respect to an individual device.

7.2.4.2 ontrol algorithms

MAC protocol algorithms attempt to ensure that no member, of the extended beacon group trangmits a
beacon franje at the same time as the device. Information included in beacon frames fadjlitates
contention-filee frame exchanges by ensuring that a device does not transmit frames while a neighbour
is transmitting or receiving frames.

To permit cofrect frame reception, MAC protocolzalgorithms attempt to ensure that a device's DgvAddr
is unique within the device's extended beacon-group.

7.2.4.3 Ghannel selection

When a devjce is enabled, it scans_one’ or more channels for beacons and selects a channe|. If no
beacons are|detected in the selected-channel, the device creates its beacon period (BP) by serjding a
beacon.

If one or mole beacons are detected in the selected channel, the device synchronizes its BP to existing
beacons in the selected channel. The device exchanges data with members of its beacon group using
the same chpnnel the device selected for beacons.

Each deviceg operates’in a dynamic environment and under unlicensed operation rules. Thup, it is
subject to interference from licensed users, other networks, and other unlicensed wireless entjties in
its channel. as the
capability to bf links
with its peers.

If at any time a device determines that the current channel is unsuitable, it uses the dynamic channel
selection procedure, as described in 17.10, to move to a new channel.
7.2.4.4 Beacon period protection

Each device protects its and its neighbours' BPs for exclusive use of the beacon protocol. No
transmissions other than beacons are attempted during the BP of any device. Protection of the
device's BP is implicit.

A device may protect an alien BP, detected by reception of a beacon frame unaligned with the device's
own BP, by announcing a reservation covering the alien BP in its beacon.
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7.2.4.5 The superframe

The basic timing structure for frame exchange is a superframe. The superframe duration is specified as
mSuperframelLength. The superframe is composed of 256 medium access slots (MASs), where each
MAS duration is mMMASLength.

Each superframe starts with a BP, which extends over one or more contiguous MASs. The start of the
first MAS in the BP, and the superframe, is called the beacon period start time (BPST).

Superframe N Superframe N+1
- (256 Medium Access Slots = 65 536s) T
Starf timing of Superframe N Start timing of Superframe N+1
BPST
(Time = 0)
‘ Time
-
Medium Access Slot (MAS) = 256us
[ — -~
Beacon Period Beacon Peliod
(Variable Length) (Variable Lemgth)

Figure 3 - MAC superframe structure

7.2.4.6 Medium access
The mpdium is accessed in one of three ways:

< Dur|ng the BP, devices send only beacon frames, according to the rules specified in 17.2.

« Dur|ng reservations, devices participatingzin the reservation send frames according to rules specified in
17.4.

« Outkide the BP and reservations, devices may send frames using a prioritized contention-based access
method, as described in 17.3.

7.2.4.7 Data communication between devices

Data i$ passed betweenthé MAC sublayer and its client in MSDUs qualified by certain| parameters.
MSDUE are transported.between devices in data frames. To reduce the frame error rate Tf a marginal
link, data frames can be fragmented and reassembled, as described in 17.6. Fragments afe numbered
with ap MSDU segquénce number and a fragment number.

If the qource device wishes to verify the delivery of a frame, then one of the acknowledgement policies
is usedl, as~described in 17.8. This Standard provides for three types of acknowledgements to enable
different<applications. The No-ACK policy, descnbed in 17.8.1, |s approprlate for frame that do not
require v
Imm-ACK policy, described in 17 8.2, provides an acknowledgement process in WhICh each frame is
individually acknowledged following the reception of the frame. The B-ACK policy, described in 17.8.3,
lets the source send multiple frames without intervening ACK frames. Instead, the acknowledgements
of the individual frames are grouped into a single response frame that is sent when requested by the
source device. The B-ACK process decreases the overhead of the Imm-ACK process while allowing
the source device to verify the delivery of frames to the destination.

If the source device does not receive the requested acknowledgement, then it may retransmit the
frame, as described in 17.3.7 and 17.4.10 or it may discard the frame. The decision to retransmit or
discard the frame depends on the type of data or command that is being sent, the number of times that
the source device has attempted to send the frame, the length of time it has attempted to send the
frame, and other implementation-dependent factors.
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7.2.4.8 MAC frame data rates

MAC beacon frames are intended to be received and interpreted by all devices and hence their frame
payloads are transmitted at pBeaconTransmitRate, which can be decoded by all recipients. Other
frames are exchanged in a more restricted context and their frame payloads may be transmitted at
higher data rates if possible. Frame headers are always transmitted at the lowest data rate supported

by the PHY.
7.2.4.9

Security

Wireless networks present unique security challenges due to the loss of protection provided by wires
and shielding. Distributed wireless networks present additional challenges due to the wide range of

applications
exchanges 1
can replay
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7.2.4.10

Information discovery

The protocols and facilities of this Standard are supported by the exchange of information between
devices. Information can be broadcast in beacon frames or requested in Probe commands. For each
type of information, an Information Element (IE) is defined. IEs can be included by a device in its
beacon at any time and may optionally be requested or provided using the Probe command.

A device uses the MAC Capabilities IE and PHY Capabilities IE to announce information about its
support of variable or optional facilities. Declaration of capabilities is especially useful when a device
detects changes in its immediate neighbourhood.

7.2.4.11 Support for higher-layer timer synchronization

Some applications, for example, the transport and rendering of audio or video streams, require
synchronization of timers located at different devices. Greater accuracy (in terms of jitter bounds) or
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finer timer granularity than that provided by the synchronization mechanism described in 17.5 may be
an additional requirement. In support of such applications, this Standard defines an optional MAC
facility that enables layers above the MAC sublayer to accurately synchronize timers located in
different devices. The facility is usable by more than one application at a time.

7.2.4.12 Rate adaptation

A mechanism for data rate adaptation is provided in 17.11. A receiver may use this mechanism to
inform a transmitter of the optimal data rate to increase throughput and/or reduce the frame error rate

(FER).
7.2.4.

13 Power management

An imﬂyortant goal of this Standard is to enable long operation time for battery powered

devices. An

effectiye method to extend battery life is to enable devices to turn off completely orteduce power for
long periods of time, where a long period is relative to the superframe duration.

This Standard provides two power management modes in which a device .cah operatq: active and
hiberngtion. Devices in active mode transmit and receive beacons in evety,superframg. Devices in
hibernftion mode hibernate for multiple superframes and do not transmit or receive in those
superffames.

In addition, this Standard provides facilities to support devices‘\that sleep for portipns of each
superffame in order to save power.

To codrdinate with neighbours, a device indicates its intentionyto hibernate by including g Hibernation
Mode |E in its beacon. The Hibernation Mode IE specifies the number of superframes [in which the
device|will sleep and will not send or receive beacons ofany other frames.

Powerlmanagement mechanisms are described in, 17:13.

7.2.4]14 Range measurement

A device may contain provisions to support one-dimensional ranging measurements between devices
using fwo-way time transfer techniques. Jhis Standard describes methods in the MAQ sublayer to
make fange measurements in 17.15.

7.2.5| MUX sublayer

In ordegr to enable the coexistence.of concurrently active higher layer protocols within a single device, a
multiplexing sublayer is defined, This sublayer routes outgoing and incoming MSDUs to ahd from their
corresponding higher layers. The mandatory MUX sublayer is described in Annex A.

7.2.6| MAC policie§s

It is dgsirable to allow'and facilitate equitable and efficient coexistence of devices with varying medium

access
These
MASSs

7.2.7

requirements. For this purpose, Annex B specifies policies governing sharing d
policies impose, among other things, certain restrictions on the number and cor
in DRR-xeservations, and on the location of reserved MASs within a superframe.

Jest vectors

To facl

NV . : ity : :

f bandwidth.
figuration of

oding in MAC

frames and the corresponding octet sequences passed to the PHY SAP. The examples include results
from security operation and FCS calculation.

8 PHY layer partitioning

This Clause describes the PHY services provided to the MAC. The PHY layer consists of two protocol
functions:

a.

A PHY convergence function, which adapts the capabilities of the physical medium dependent (PMD)

device to the PHY service. This function is supported by the physical layer convergence protocol
(PLCP), which defines a method of mapping the PLCP service data units (PSDU) into a framing format
suitable for sending and receiving user data and management information between two or more
stations using the associated PMD device.
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b. A PMD device whose function defines the characteristics and method of transmitting and receiving data
through a wireless medium between two or more stations, each using the Ecma PHY.

8.1 PHY function

The PHY contains three functional entities: the PMD function, the PHY convergence function, and the
layer management function. The PHY service is provided to the MAC through the PHY service
primitives.

8.2 PLCP sublayer

In order to allow the MAC to operate with minimum dependence on the PMD sublayer, the PHY
convergence_suhlayer is defined This function simplifies the PHY service interface to the MAC

services.

8.3 PMD sublayer
The PMD suplayer provides a means to send and receive data between two or more stations.

8.4 PH)Y layer management entity (PLME)

The PLME performs management of the local PHY functions in conjunction with the MAC manadement
entity.

9 Description of signal

9.1 Mathematical framework
The transmifted RF signal can be written in terms of the complex baseband signal as follows:

N 1

packet —

srr(f) =Re ¢ > sp(t - nTgymexp(2pfe(a)) 1)
n=20

where Re(") represents the real part of the*signal, Tgyy is the symbol length, Npacket is the number of
symbols in the packet, f.(m) is the centre frequency for the mth frequency band, gq(n) is a functipn that
maps the n symbol to the appropriate frequency band, and s,(t) is the complex baseband|signal
representation for the nth symbol, which must satisfy the following property: s,(t) = 0 for t ¢[0, Tsym)-

The exact stfucture of the Nt symbol depends on its location within the packet:

Ssync, a() 0<n< Nsync
Sn(t) = Shrir n—N y”L(t) Ncynr <n< Nc\llnr* + th:’ ’ (2)
Sframe, N—Ngync = thr(t) Nsync + thr sn< Npacket

where Sgync n(t) describes the n" symbol of the preamble, Shdr,n(t) describes the n" symbol of the

header, Sfame n(t) describes the nth symbol of the PSDU, Ngypnc is the number of symbols in the
preamble, Npg, is the number of symbols contained in the header, and Npacket = Nframe * Nsync + Nhar
is the number of symbols in the payload. The exact values of Ngync, Nhdr, Nframe, @and Npacket Will be
described in more detail in Clause 10.
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https://iecnorm.com/api/?name=b8b0964792bf6fb451479ca47b37710c

ISO/IEC 26907:2009(E)

The potentially complex time-domain signal s,(t) shall be created by passing the real and imaginary
components of the discrete-time signal s,[K] through digital-to-analog converters (DACs) and anti-alias
filters as defined in Figure 4. When the discrete-time signal s,[K] is real, only the real digital-to-analog
converter and anti-aliasing filter need to be used. Clause 10 describes how to generate sy[K].

Figure 5 shows one realization of the transmitted RF signal using three frequency bands, where the
first symbol is transmitted on a centre frequency of 3 432 MHz, the second symbol is transmitted on a
centre frequency of 3 960 MHz, the third symbol is transmitted on a centre frequency of 4 488 MHz, the
fourth symbol is transmitted on a centre frequency of 3 432 MHz, and so on. In addition, it is apparent
from Fi i i - ' IFFT output,
or eqyivalently, to the OFDM symbol. The zero-padded suffix serves two purposesinit provides a
mechgnism to mitigate the effects of multi-path; and, it provides a time window (acguarg interval) to
allow gufficient time for the transmitter and receiver to switch between the different centre|frequencies.

A symbol is defined as an OFDM symbol (IFFT output) plus a zero-padded_suffix.

Anti-
Re{s,[k]} ——{ DAC »| Aliasing® ———Re{sn(t)}
Filter

Anti-
Aliasing |—Im{s,(1)}
Filter

v

Im{s,[k]} —— DAC

Figure 4 - Conversion from discrete-time signals to continuous-time signals

Symbol

3168
Band# 1

3696
Band#2

4224
Band # 3

4752 » Time

(>
v
Freq (M) e ou

Figure 5 - Example realization of a transmitted RF signal using three bands

9.2 Tone-Nulling

In order to support avoidance of other users of the UWB band, the transmitted signal is sent in the
context of a configured array TN of 384 tone-nulling elements. These correspond to the subcarriers of
each band within the current band group, so that TN[O to 127] apply to the subcarriers of the lowest
frequency band in the current band group, TN[128 to 255] to the middle band, and TN[256 to 383] to
the highest band, if present. See 11.1.2 for a description of bands and band groups.
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Each tone-nulling element can take the value ONE or ZERO. If the value is ZERO, then the transmitter
should take steps to minimize the transmitted signal energy at the frequency of the corresponding
subcarrier. If the value is ONE, then the signal is unaffected by tone-nulling. No specific reduction in
energy for any tone null is specified in this document. Tone-nulling is an optional feature. Tone-nulling
applies to all symbols, including the preamble sequence.

A device shall transmit at least 86 useful tones per band, where useful tones relate to tones containing
data, pilot, the preamble or the channel estimation sequence. This limit prevents unacceptable
degradation of packet detection performance, and other receive performance. If more tones in a band

must be avo
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packet.

The simples
generate the

10 PLCP {
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PSDU shall
At the recei
and delivery

10.1 PP
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er band. If additional tones are nulled then this shall be done consistently through

possible implementation is to set to zero the corresponding values of \FFT inputs,
sync symbols through the same IFFT process as other symbols.

ublayer

provides a method for converting a PSDU into a PPDU:/During the transmissig
be pre-appended with a PLCP preamble and a PLCP header in order to create the
er, the PLCP preamble and PLCP header serve aSsaids in the demodulation, deq
of the PSDU.

DU

Figure 6 defines the format for the PPDU, which is, composed of three components: the

preamble, th
The PLCP p
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estimation.

The PLCP h

e PLCP header, and the PSDU. The components are listed in the order of transm
eamble is the first component of the RPDU and can be further decomposed into a |
onization sequence, and a channel(@stimation sequence (see 10.2). The goal of theg

to aid the receiver in timing “synchronization, carrier-offset recovery, and c¢
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PHY header
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PLCP header can be further decomposed into a PHY header, MAC header, headern
CS), tail bits, and~Reed-Solomon parity bits (see 10.3). Tail bits are added betwe
and MAC header;"HCS and Reed-Solomon parity bits, and at the end of the PLCP
eturn the cohvolutional encoder to the “zero state”. The Reed-Solomon parity b
er to improxe the robustness of the PLCP header.

the lastcomponent of the PPDU (see 10.4). This component is formed by concate
hyload with the frame check sequence (FCS), tail bits, and finally pad bits, whi
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inserted in o

derto align the data stream on the boundary of the symbol interleaver.

When transmitting the packet, the PLCP preamble is sent first, followed by the PLCP header, and
finally by the PSDU. The PLCP header is a codeword of a systematic Reed-Solomon code, appended
with tail bits as explained above. As defined in Figure 6, the systematic part of the PLCP header is
always sent at a data rate of 39,4 Mb/s. The PSDU is sent at the desired data rate of 53,3 Mb/s, 80 Mb/
s, 106,7 Mb/s, 160 Mb/s, 200 Mb/s, 320 Mb/s, 400 Mb/s or 480 Mb/s.

The least-significant bit (LSB) of an octet shall be the first bit transmitted.
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10.1.1 PSDU rate-dependent parameters
The PSDU data rate-dependent modulation parameters are listed in Table 1.

Table 1 - PSDU rate-dependent Parameters

Data Rate Coding Coded Bits / Info Bits /
(Mb/s) Modulation Rate FDS | TDS | 6 OFDM Symbol | 6 OFDM Symbol
(R) (Ncepes) (Nigpes)
53,3 QPSK 1/3 YE YE 300 100
S S
80 QPSK 1/2 YE YE 300 150
S S
146,7 QPSK 1/3 NO | YE 600 200
S
160 QPSK 1/2 NO | YE 600 300
S
2P0 QPSK 5/8 NO | YE 600 375
S
3p0 DCM 1/2 NO | NO 1200 600
4p0 DCM 5/8 NO | N@ 1200 750
480 DCM 3/4 NO [MNO 1200 900

10.1.2 Timing-related parameters

The timing p

arameters associated with the, OFDM PHY are listed in Table 2.

Table 2.8 Timing-related Parameters

Parameter Description Value
fs Sampling frequency 528 MHz
Neer Total number of subcarriers (FFT 128
size)
Np Number of data subcarriers 100
N Numberofpilet-subearriers 12
Ng Number of guard subcarriers 10
Ny Total number of subcarriers used 122 (= Np + Np + Ng)
D¢ Subcarrier frequency spacing 4,125 MHz (= fg / Nggt)
Teer IFFT and FFT period 242,42 ns (4
Nzps Number of samples in zero-padded 37
suffix
Tzps Zero-padded suffix duration in time 70,08 ns (= Nypg / f5)

18
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Table 2 - Timing-related Parameters(concluded)

Parameter Description Value
Tsym Symbol interval 312,5ns (= Tger + Tzps)
Fsym Symbol rate 3,2 MHZ (= Tsym ™)
Nsym Total number of samples per sym- 165 (= Npet + Nzps)
bol
10.1.3 Frame-related parameters
The frame parameters associated with the PHY are listed in Table 3, where [ -] is the)ceiling function,
which feturns the smallest integer value greater than or equal to its argument.
Table 3 - Frame-related Parameters
Parameter Description Value
Npt Number of symbols in the Standard Preamble: 24
packet/frame synchronization Burst Preamble: 12
sequence
Tof Duration of the Standard Preamble: 7,5 ps
packet/frame synchronization Burst Preamble: 3,75 ug
sequence
Nee Number of symbols-in the 6
channel estimation sequence
Tee Duration of the 1,875 us
channel estimation sequence
Nsync Number ef'symbols in the PLCP pre- Standard Preamble: 3C
amble Burst Preamble: 18
Tsync Duration of the PLCP preamble Standard Preamble: 9,373 us
Burst Preamble: 5,625 s
Nhar Number of symbols in the PLCP 12
header
Thdr Duration of the PLCP header 3,75 us
Nrrame Number-of-symbelsirthe-PSBU
6 x {8 x LENGTH + 38"‘
Nigpes
Thrame Duration for the PSDU
6 x {8 x LENGTH + 38] % Taym
Nigpes
Npacket Total number of symbols in the Nsync+NndrtNirame
packet
Tpacket Duration of the packet (Nsync+tNpartNirame) X Tsym

© ISO/IEC 2009 - All rights reserved
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10.2 PLCP preamble

A PLCP preamble shall be added prior to the PLCP header to aid the receiver in timing
synchronization, carrier-offset recovery, and channel estimation. In this Clause both a Standard PLCP
preamble and a burst PLCP preamble are defined. A unique preamble sequence shall be assigned to
each time-frequency code (TFC).

The preamble is defined to be a real baseband signal, which shall be inserted into the real portion of
the complex baseband signal. Tone-nulling (see 9.2), if implemented, is the applied. The PLCP
preamble consists of two portions: a time-domain portion (packet / frame synchronization sequence)
followed by a frequency-domain portion (channel estimation sequence).

In this Clauge two preambles are defined: a Standard PLCP preamble and a burst PLCP prepmble.
The burst pfeamble shall only be used in the burst mode when a burst of packets is tfapsmitted,
separated by a minimum inter-frame separation time (pMIFS). For data rates of 200 Mb/scand loyver, all
the packets jn the burst shall use the Standard PLCP preamble. However, for data rates higher than
200 Mb/s, the first packet shall use the Standard PLCP preamble, while the remaining\packets mpy use
either the Standard PLCP preamble or the burst PLCP preamble. Support fofotransmissign and
reception of|burst PLCP preamble is mandatory for all supported data rates above 200Mbpss. The
preamble type (PT) bit in the PHY header (see 10.3.1.5) describes the typé«f preamble that shall be
used in the next packet.

10.2.1 Stgndard PLCP preamble

Figure 7 defines the structure of the Standard PLCP preamble. Thé preamble can be sub-divided into
two distinct portions: a packet/frame synchronization sequenceand a channel estimation seqpence.
The packet/frame synchronization sequence shall be constructed as defined in Figure 8:

1. For a given time-frequency code, select the appropriate Base time-domain sequence sy,5e[l] from Table
4 through Table 10 and the appropriate Standard coyer sequence S¢qe/[m] from Table 21.

2. Form gn extended time-domain sequence Sg,{l}\by appending Nzpg “zero samples” to the lengfh Nggt
sequerjce Spyaselll-

3. The k! sample of the nth symbol in the Standard preamble sgync n[K], corresponding to the packef/frame
synchrpnization sequence, is given by:

Ssync,nlK] = Scover[N] % SextlKl, 3)

where n e [0, Ny - 1], k € [07 Nisypm - 1], Ny is defined in Table 3 and Ngyy is defined in Table 2.

Packet/Frame Channel Estimation
. } _)(—
Synchronization Sequence Sequence
Ssync,O[k] Ssync,l[k] e Ssync,za[k] Ssync,24[k] ¢ Ssync,zg[k]

\ 4

A

Tsync = 9,375 ﬂs, Nsync = 30

Figure 7 - Block diagram of the Standard PLCP preamble
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Extended Base Sequence
Sexd[ I, | € [0, Nsym-1]

1

SPREADER

Channel Estimation Sequence
Sest[l], I € [0, Nsym-1]

|

SPREADER

Cover Sequence

Scover[m]’ me [O! 23]

l—

Cover Sequence
[111111]

S, (1] S, Wl
JLien1E R B SYTIC, T <17

ne [0, 23], k e [0, NSYM']-] ne [24, 29], k e [O, NsyM'l]
A \ 4
Pac_ket_/ Frame Channel Estimation Sequénce
Synchronization Sequence
¢————— Standard PLCP Preamble ————————
Figure 8 - Block diagram of standard PLCP preamble construction

The channel estimation sequence shall also be constrdcted as defined in Figure 8. A Qase channel
estimajtion sequence sqqll] is created by taking the .inverse discrete Fourier transform (IDFT) of the

freque

Nzps *
the St

seque
11]. M
as:

where

The p4g
carrier
Where
respor

chann

hcy-domain sequence defined in Table 23cand appending a zero-padded suffix
vero samples” to the resulting time-domain output. The channel estimation sequen

andard preamble is created by successively appending N.. periods of the bas

ce, or equivalently, spreading the base channel estimation sequence with a sequen
athematically, the channel estimation sequence portion of the Standard preamble ¢

Ssyn(:,n[k] = Sest[k]a

N € [Npf, Ngyne - 1],K'& [0, Ngyp - 1], Ny is defined in Table 3 and Ngyy is defined in

Lcket/frame synchronization sequence can be used for packet acquisition and dete
frequency/-estimation, coarse symbol timing, and for synchronization within th
as, thechannel estimation sequence can be used for estimation of the chann
se, Ainé" carrier frequency estimation, and fine symbol timing. The first samplg

consisting of
ce portion of
e estimation

ceof[1111
AN be written

(4)

Table 2.

Ction, coarse
e preamble.
e| frequency
of the first

el eéstimation symbol, Ssync N f[0] , shall be used as the timing reference poi

nt for range

measu

rements, as described in Clause 14.

The time-domain sequences in Table 4 through Table 10 and the frequency-domain channel estimation
sequence defined in Table 23 should be normalized (as needed) to ensure that these sequences have
the same average power as the PLCP header and the PSDU.

10.2.2 Burst PLCP preamble

The burst PLCP preamble, which is defined in Figure 9, is similar in structure to the Standard PLCP
preamble. This preamble can also be sub-divided into two distinct portions: a packet/frame
synchronization sequence and a channel estimation sequence. The packet/frame synchronization
sequence shall be constructed as defined in Figure 10:
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1. For a given time-frequency code, select the appropriate base time-domain sequence Sp,se[l] from Table 4
through Table 10 and the appropriate burst cover sequence S.qye[m] from Table 22.

2. Form an extended time-domain sequence sqy[l] by appending Nzpg “zero samples” to the length Ngpt
sequence Spasell]-

3. The ki sample of the nth symbol in the burst preamble sgync o[K], corresponding to the packet/frame
synchronization sequence, is given by:

Ssync,nlK] = Scover[N] * SextlKl, )

where n e [0, Ny - 1], kK € [0, Ngyim - 1], Npy is defined in Table 3 and Ngyy is defined in Table.2:

The construction method used to create the channel estimation sequence portieh 0f thg burst
preamble is jidentical to the method used to construct the channel estimation sequence portion| of the
Standard preamble. Mathematically, the channel estimation sequence portion of\the burst prgamble
can be writtgn as:

Ssync,n[k] = Sest[k]v (6)

where n e [Ny, Ngync - 1], K € [0, Ngyp - 1], Ny is defined in Table 3 and Ngyy is defined in Table 2.

Packet/Frame Channel Estimation
Synchronization Sequence Sequence
Ssync,O[k] Ssync,l[k] e Ssync,ll[k] Ssync,lz[k] ¢ Ssync,17[k]

\ 4

A

Tsync = 5!625 ﬂSa Nsync = 18

Figute)9 - Block diagram of the burst PLCP preamble

The time-domain sequences for TF codes 1-7, defined in Table 4 through Table 10, have been
spectrally flattened for a 4,125 MHz resolution bandwidth. The time-domain sequences for TF codes 8-
10, defined in Table 11 through Table 13, have been flattened for a 1 MHz resolution bandwidth.
Alternate base time-domain sequences for TF codes 1-7, which are flattened for a 1 MHz resolution
bandwidth, are defined in Table 14 through Table 20. Devices using TF codes 1-7 shall use time-
domain sequences in Table 4 through Table 10 or the sequences in Table 14 through Table 20.
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Extended Base Sequence  Channel Estimation Sequence

Sex ], I € [0, Ngym-1] Sest[1], | € [0, Nsym-1]
Cover Sequence Cover Sequence
SeoveM], M € [0, 11] —>»| SPREADER SPREADER j¢e=— [111111]
35)/”0,”['"]1 sznc,n{lf\] Y
n e [0, 11], k € [0, Nsym-1] n e [12, 17], k € [0, Nsyw ]

\ 4 \ 4

Packet/ Frame

Synchronization Sequence Channel Estimation Sequénce

Burst PLCP Preamble

r
A\ 4

Figure 10 - Block diagram of burst PLCP preamble construction
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Table 4 - Base time-domain sequence for TF code 1

I Spasel!] | Spasell] | Spasell] | Spasel]
0 0,656 4 32 -0,084 4 64 -0,209 5 96 0,423 2
1 -1,367 1 33 1,197 4 65 1,164 0 97 -1,268 4
2 -0,995 8 34 1,226 1 66 1,233 4 98 -1,8151
3 -1,398 1 35 1,440 1 67 1,533 8 99 -1,482 9
4 0,848 1 36 -0,598 8 68 -0,884 4 100 1,030 2
5 1708972 37 -0,467 5 69 -0,385 7 10T 09419
6 -0,862 1 38 0,852 0 70 0,773 0 102 -1,147 2
7 1,151 2 39 -0,892 2 71 -0,97514 103 1,485'8
B 0,960 2 40 -0,560 3 72 -0,2315 104 0,679 4
O -1,358 1 41 1,188 6 73 0,557 9 105 0,957 3
10 -0,8354 42 1,112 8 74 0,403 5 106 1,080 7
11 -1,324 9 43 1,083 3 75 0,424 8 107 1,144 5
12 1,096 4 44 -0,907 3 76 -0,3359 108 -1,231 2
13 1,3334 45 -1,6227 77 -0,9914 109 -0,664 3
14 -0,737 8 46 1,001 3 78 0,597 5 110 0,383 6
15 1,356 5 47 -1,606 7 79 -0,840 8 111 -1,148 2
16 0,9361 48 0,336 0 80 0,358 7 112 -0,0353
17 -0,821 2 49 -1,3136 81 -0,960 4 113 -0,674 7
18 -0,266 2 50 -1,444 7 82 -1,000 2 114 -1,165 3
19 -0,686 6 51 -1,723'8 83 -1,163 6 115 -0,889 6
20 0,843 7 52 1,028 7 84 0,959 0 116 0,241 4
21 1,123 7 53 0,6100 85 0,7137 117 0,116 0
22 -0,326 5 54 -0,923 7 86 -0,677 6 118 -0,698 7
23 1,0511 55 1,261 8 87 0,982 4 119 0,478 1
24 0,792.7 56 0,597 4 88 -0,5454 120 0,182 1
25 -0,336 3 57 -1,097 6 89 1,102 2 121 -1,067 2
26 207134 2 58 -0,977 6 90 1,648 5 122 -0,967 6
27 -0,154 6 59 -0,998 2 91 1,330 7 123 -1,232 1
28— 10,6955 60 0,896 7 92 128572 127 06,5003
29 1,060 8 61 1,764 0 93 -1,265 9 125 0,741 9
30 -0,1600 62 -1,0211 94 0,9435 126 -0,893 4
31 0,944 2 63 1,691 3 95 -1,680 9 127 0,8391
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Table 5 - Base time-domain sequence for TF code 2

| Spasel] | Spasell] | Spasell] | Spasell]
0 0,967 9 32 -1,2905 64 1,528 0 96 0,519 3
1 -1,018 6 33 1,104 0 65 -0,9193 97 -0,343 9
2 0,488 3 34 -1,240 8 66 1,124 6 98 0,142 8
3 0,543 2 35 -0,806 2 67 1,262 2 99 0,625 1
4 -1,470 2 36 1,542 5 68 -1,440 6 100 -1,046 8
5 -1,45077 37 T0955 69 -1,2492°9 10T -0,57918
6 -1,1752 38 1,428 4 70 -1,150 8 102 -0,823|7
7 -0,073 0 39 -0,459 3 71 0,412 6 103 0,266 |7
8 -1,2445 40 -1,040 8 72 -1,046 2 104 -0,956|4
9 0,314 3 41 1,054 2 73 0,723 2 105 0,601 6
10 -1,3951 42 -0,444 6 74 -1,157 4 106 -0,996/4
11 -0,969 4 43 -0,792 9 75 -0,7102 107 -0,354|1
12 0,456 3 44 1,673 3 76 0,850 2 108 0,396 b
13 0,307 3 45 1,756 8 77 0,626 0 109 0,5201
14 0,640 8 46 1,327 3 78 0,953 0 110 0,47313
15 -0,9798 a7 -0,246 5 79 -0,497 1 111 -0,236|2
16 -1,411 6 48 1,6850 80 -0,863 3 112 -0,689|2
17 0,603 8 49 -0,709:1 81 0,691 0 113 0,478 |7
18 -1,386 0 50 1,139 6 82 -0,363 9 114 -0,260|5
19 -1,088 8 51 1511 4 83 -0,887 4 115 -0,588|7
20 1,103 6 52 -1,434 3 84 15311 116 0,941 11
21 0,706 7 53 -1,5005 85 1,154 6 117 0,736 4
22 1,166 ¢ 54 -1,257 2 86 1,1935 118 0,671 @4
23 -1,022'5 55 0,827 4 87 -0,2930 119 -0,174|6
24 «1,247 1 56 -1,5140 88 1,328 5 120 1,1776
25 0,778 8 57 1,142 1 89 -0,7231 121 -0,880|3
26 -1,2716 58 -1,0135 90 1,283 2 122 1,254p
27 -0,8745 59 -1,0657 91 0,787 8 123 0,51111
28— 11 .2x75 60 14073 92 -0;8095 o7 0,820 9
29 0,841 9 61 1,8196 93 -0,746 3 125 -0,897 5
30 1,288 1 62 1,167 9 94 -0,897 3 126 -0,9091
31 -0,821 0 63 -0,4131 95 0,556 0 127 0,256 2
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Table 6 - Base time-domain sequence for TF code 3

I Spasel!] | Spasell] | Spasell] | Spasel]
0 0,404 7 32 -0,967 1 64 -0,729 8 96 0,242 4
1 0,579 9 33 -0,981 9 65 -0,966 2 97 0,570 3
2 -0,340 7 34 0,798 0 66 0,969 4 98 -0,6381
3 0,434 3 35 -0,8158 67 -0,805 3 99 0,786 1
4 0,097 3 36 -0,918 8 68 -0,905 2 100 0,917 5
5 -0,763 7 37 5146 69 15933 10T -0,4595
6 -0,6181 38 0,813 8 70 0,841 8 102 -0,220 &
7 -0,653 9 39 1,377 3 71 1,536 3 103 -0,77515
8 0,376 8 40 0,210 8 72 0,308 5 104 10,296 5
¢ 0,724 1 41 0,924 5 73 1,301 6 105 1,122 0
10 -1,2095 42 -1,213 8 74 -1,554 6 106 1,715 2
11 0,602 7 43 1,125 2 75 15347 107 -1,2756
12 0,458 7 44 0,966 3 76 1,0935 108 -0,7731
13 -1,387 9 45 -0,841 8 77 -0,897.8 109 1,072 4
14 -1,059 2 46 -0,681 1 78 -0,971 2 110 1,173 3
15 -1,405 2 47 -1,300 3 79 -1,376 3 111 14711
16 -0,843 9 48 -0,3397 80 -0,636 0 112 0,488 1
17 -1,599 2 49 -1,1051 81 -1,294 7 113 0,752 8
18 1,197 5 50 1,240.0 82 1,643 6 114 -0,641 7
19 -1,9525 51 -1,397°5 83 -1,656 4 115 1,036 3
20 -1,5141 52 <0,746 7 84 -1,1981 116 0,800 2
21 0,721 9 53 0,270 6 85 0,871 9 117 -0,007 7
22 0,698 2 54 0,729 4 86 0,999 2 118 -0,233 6
23 1,292 4 55 0,744 4 87 1,487 2 119 -0,465 3
24 -0,946.0 56 -0,397 0 88 -0,458 6 120 0,686 2
25 -1.240 7 57 -1,071 8 89 -0,840 4 121 1,271 6
26 0,457 2 58 0,664 6 90 0,698 2 122 -0,888 0
27 -1,2151 59 -1,1037 91 -0,7959 123 14011
28 -0,9869 60 05716 92 -0,5692 127 0,953
29 1,279 2 61 0,900 1 93 1,352 8 125 -1,121 0
30 0,688 2 62 0,731 7 94 0,953 6 126 -0,948 9
31 1,258 6 63 0,984 6 95 1,178 4 127 -1,256 6
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Table 7 - Base time-domain sequence for TF code 4

| Spasel] | Spasell] | Spasell] | Spasell]
0 1,154 9 32 -1,2385 64 1,309 5 96 -1,0094
1 1,007 9 33 -0,788 3 65 0,667 5 97 -0,759 8
2 0,7356 34 -0,795 4 66 1,258 7 98 -1,078 6
3 -0,743 4 35 1,087 4 67 -0,999 3 99 0,669 9
4 -1,3930 36 1,1491 68 -1,005 2 100 0,981 3
5 1728138 37 -1, 4780 69 06601 10T -0,550]3
6 -1,103 3 38 0,887 0 70 -1,022 8 102 1,054 8
7 -0,252 3 39 0,469 4 71 -0,748 9 103 0;892 6
8 -0,7905 40 1,506 6 72 0,508 6 104 -1,365|6
9 -0,426 1 41 1,126 6 73 0,156 3 105 -0,847|2
10 -0,9390 42 0,993 5 74 0,067 3 106 -1,311|0
11 0,434 5 43 -1,246 2 75 -0,837°5 107 1,189/
12 0,443 3 44 -1,786 9 76 -1,074 6 108 1,512
13 -0,307 6 45 1,746 2 77 0,445 4 109 -0,747\4
14 0,564 4 46 -1,488 1 78 -0,783 1 110 1,467 8
15 0,257 1 47 -0,409 0 79 -0,362 3 111 1,029pb
16 -1,003 0 48 -1,4694 80 -1,365 8 112 -0,921|0
17 -0,7820 49 -0,792:3 81 -1,0854 113 -0,478|4
18 -0,406 4 50 -1;460 7 82 -1,492 3 114 -0,502|2
19 0,903 5 51 0,911 3 83 0,423 3 115 1,21513
20 1,540 6 52 0,845 4 84 0,674 1 116 15783
21 -1,461 3 53 -0,886 6 85 -1,0157 117 -0,771|8
22 1,274 5 54 0,885 2 86 0,830 4 118 1,2384
23 0,371h5 55 0,491 8 87 0,487 8 119 0,669 b
24 1,813 4 56 -0,609 6 88 -1,499 2 120 0,882 1
25 0,943 8 57 -0,432 2 89 -1,1884 121 0,780 8
26 1,3130 58 -0,1327 90 -1,400 8 122 1,053/
27 -1,307 0 59 0,495 3 91 0,7795 123 -0,079|1
28 1534672 60 097072 92 126276 o7 -0;284'5
29 1,686 8 61 -0,866 7 93 -1,204 9 125 0,579 0
30 -1,2153 62 0,680 3 94 1,293 4 126 -0,466 4
31 -0,677 8 63 -0,024 4 95 0,812 3 127 -0,1097
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Table 8 - Base time-domain sequence for TF code 5

| Spasel!] | Spasell] | Spasell] | Spasell]
0 0,957 4 32 0,8400 64 0,5859 96 -0,852 8
1 0,527 0 33 1,398 0 65 0,305 3 97 -0,697 3
2 1,592 9 34 1,114 7 66 0,894 8 98 -1,247 7
3 -0,2500 35 -0,473 2 67 -0,674 4 99 0,624 6
4 -0,253 6 36 -1,717 8 68 -0,8901 100 0,768 7
5 -0,302°3 37 -0,847 7 69 -0,8133 10T 0,796 6
6 1,2907 38 1,508 3 70 0,920 1 102 -1,280 9
7 -0,425 8 39 -1,436 4 71 -1,0841 103 1,102 3
8 1,001 2 40 0,385 3 72 -0,803 6 104 0;4250
9 1,770 4 41 1,567 3 73 -0,3105 105 0,161 4
10 0,859 3 42 0,029 5 74 -1,0514 106 0,754 7
|1 -0,3719 43 -0,420 4 75 0,764 4 107 -0,669 6
12 -1,346 5 44 -1,4856 76 0,730 1 108 -0,392 0
13 -0,741 9 45 -0,840 4 77 0,978'8 109 -0,758 9
14 15350 46 10111 78 -3,130 5 110 0,670 1
15 -1,280 0 47 -1,426 9 79 1,3257 111 -0,9381
16 0,695 5 48 0,303 3 80 0,780 1 112 -0,748 3
17 1,720 4 49 0,775 7 81 0,786 7 113 -0,9659
18 0,164 3 50 -0,137 0 82 1,099 6 114 -0,9192
19 -0,3347 51 -0,525'0 83 -0,562 3 115 0,392 5
20 -1,724 4 52 <1,158 9 84 -1,2227 116 1,286 4
21 -0,744 7 53 -0,8324 85 -0,822 3 117 0,678 4
22 11141 54 0,633 6 86 1,207 4 118 -1,090 9
23 -1,354 1 55 -1,269 8 87 -1,2338 119 1,114 0
24 -0,729.3 56 -0,785 3 88 0,295 7 120 -0,6134
25 0,268 2 57 -0,7031 89 1,099 9 121 -1,546 7
26 217,240 1 58 -1,1106 90 -0,0201 122 -0,303 1
27. 1,052 7 59 0,607 1 91 -0,586 0 123 0,945 7
28 05199 60 07164 92 -1;228%4 27 9645
29 1,149 6 61 0,830 5 93 -0,9215 125 1,454 9
30 -1,054 4 62 -1,2355 94 0,794 1 126 -1,276 0
31 1,317 6 63 1,175 4 95 -1,412 8 127 2,210 2
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Table 9 - Base time-domain sequence for TF code 6

| Spasel] | Spasell] | Spasell] | Spasell]
0 1,294 7 32 -0,997 3 64 1,070 3 96 0,951 6
1 -0,818 8 33 0,854 8 65 -0,862 5 97 -1,259 3
2 0,900 7 34 -0,696 3 66 0,698 6 98 0,459 4
3 0,778 6 35 -0,687 4 67 1,098 9 99 1,303 8
4 0,6301 36 -0,5015 68 0,460 0 100 0,109 0
5 -0,12873 37 0,7003 69 -0,655 9 10T -0,508]2
6 -0,797 2 38 0,358 2 70 -0,608 7 102 -1,818|1
7 -0,3897 39 0,577 2 71 -0,420 6 103 -0,774]7
8 1,1794 40 0,742 1 72 -0,845 4 104 0,767 8
9 -1,259 2 41 -0,676 6 73 1,0317 105 -1,534|2
10 0,813 6 42 0,624 2 74 -0,762 4 106 0,491 4
11 0,887 2 43 0,424 1 75 0,0619 107 0,719
12 0,579 7 44 0,5891 76 07311 108 0,3353
13 -1,230 4 45 -0,904 5 77 1,363 4 109 -1,583|2
14 -0,562 8 46 0,162 5 78 -0,1379 110 -0,994|7
15 -0,827 2 47 -0,5105 79 0,840 1 111 -1,032|9
16 -1,541 8 48 -1,418 7 80 16371 112 -1,966|9
17 1,280 4 49 1,5169 81 -1,0201 113 0,994 6
18 -1,152 4 50 -:0;958 0 82 0,924 3 114 -1,327|3
19 -0,984 6 51 -1,1237 83 2,0931 115 -1,557|2
20 -0,917 8 52 -0,678 2 84 0,4511 116 -0,874|6
21 1,183 4 53 1,3557 85 0,076 8 117 0,057
22 0,429 3 54 1,022 9 86 -1,797 4 118 1,226 9
23 0,9021 55 0,949 0 87 -0,468 5 119 0,449 |7
24 1,1152 56 1,6308 88 1,472 7 120 -1,475|1
25 -0,982 8 57 -0,9325 89 -1,3387 121 1,389/
26 0,789 1 58 1,146 1 90 0,777 9 122 -0,992|2
27 0,9391 59 1,167 5 91 2,008 0 123 -1,295|0
28 0,594 60 0;8163 92 0;3026 o7 -0;683°9
29 -0,837 6 61 -0,1551 93 -0,426 3 125 1,211 3
30 -0,5320 62 -0,8657 94 -1,9751 126 1,055 9
31 -0,6335 63 -0,369 6 95 -0,842 1 127 0,814 7
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Table 10 - Base time-domain sequence for TF code 7

I Spasel!] | Spasell] | Spasell] | Spasel]
0 0,814 7 32 -0,842 1 64 -0,369 6 96 -0,6335
1 1,055 9 33 -1,9751 65 -0,865 7 97 -0,532 0
2 1,211 3 34 -0,426 3 66 -0,1551 98 -0,837 6
3 -0,683 9 35 0,302 6 67 0,816 3 99 0,594 4
4 -1,2950 36 2,008 0 68 1,167 5 100 0,9391
5 -0,99272 37 0,777 9 69 1461 10T 07891
6 1,3897 38 -1,3387 70 -0,9325 102 -0,982 8
7 -1,4751 39 1,472 7 71 1,6308 103 1,115 2
8 0,4497 40 -0,468 5 72 0,949 0 104 0,902 1
¢ 1,226 9 41 -1,797 4 73 1,022 9 105 0,429 3
10 0,057 9 42 0,076 8 74 1,3557 106 1,183 4
11 -0,874 6 43 0,4511 75 -0,678 2 107 -0,917 8
12 -1,557 2 44 2,0931 76 -1,123 7 108 -0,984 6
13 -1,327 3 45 0,924 3 77 -0,958.0 109 -1,152 4
14 0,994 6 46 -1,0201 78 1516 9 110 1,280 4
15 -1,966 9 47 16371 79 -1,418 7 111 -1,541 8
16 -1,032 9 48 0,840 1 80 -0,5105 112 -0,827 2
17 -0,994 7 49 -0,137 9 81 0,162 5 113 -0,562 8
18 -1,5832 50 1,363 .4 82 -0,904 5 114 -1,230 4
19 0,3353 51 -0,731"1 83 0,589 1 115 0,579 7
20 0,7197 52 0,061 9 84 0,424 1 116 0,887 2
21 0,491 4 53 -0,762 4 85 0,624 2 117 0,813 6
22 -1,534 2 54 1,0317 86 -0,676 6 118 -1,259 2
23 0,767 8 55 -0,8454 87 0,742 1 119 1,1794
24 -0,774.7 56 -0,420 6 88 0,577 2 120 -0,3897
25 -18181 57 -0,608 7 89 0,358 2 121 -0,797 2
26 20,508 2 58 -0,6559 90 0,700 3 122 -0,128 3
27 0,109 0 59 0,460 0 91 -0,501 5 123 0,630 1
28113638 60 10989 92 0,687 % o7 07786
29 0,459 4 61 0,698 6 93 -0,696 3 125 0,900 7
30 -1,259 3 62 -0,862 5 94 0,854 8 126 -0,818 8
31 0,951 6 63 1,070 3 95 -0,997 3 127 1,294 7
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Table 11 - Base time-domain sequence for TF code 8

I sbase[l] | sbase[l] I shase[l] | shase[l]
0 -1,541 8 32 1,599 1 64 1,272 4 96 -1,085 3
1 -1,869 3 33 0,9815 65 1,182 6 97 -1,157 8
2 0,737 6 34 -0,397 2 66 -1,062 4 98 0,500 2
3 0,705 3 35 -0,6359 67 -0,870 3 99 0,783 7
4 -0,389 4 36 0,995 2 68 0,678 5 100 -0,5400
5 0,151 3 37 -0,720 2 69 -0,960 8 101 0,428 9
§ -0,000 5 36 0,/765 /0 0,450 1 102 -0,610 1
7 -0,377 9 39 -0,565 1 71 -0,794 7 103 0,417.0
8 -1,961 0 40 -0,850 1 72 -0,835 3 104 -1,676 4
9 -2,446 4 41 -0,726 7 73 -0,782 2 105 +1,307 0
10 1,854 8 42 0,799 5 74 0,495 3 106 1,419 8
11 1,366 2 43 0,7100 75 0,506 8 107 1,1201
12 -0,356 1 44 -0,365 7 76 -0,389 2 108 -1,063 0
13 0,681 6 45 1,1825 77 0,34556 109 1,6335
14 -0,8745 46 -0,2209 78 -0,3371 110 -0,419 7
15 0,1451 47 0,9133 79 0,232 7 111 1,450 9
16 -1,292 6 48 1,355 6 80 -0,401 3 112 1,400 5
17 -1,922 8 49 1,378 1 81 -0,382 6 113 1,3187
18 2,112 7 50 -0,867 7 82 0,422 4 114 -1,205 1
19 1,3233 51 -0,601 8 83 0,122 6 115 -1,234 3
20 -0,149 2 52 0,7494 84 -0,253 4 116 0,635 4
21 0,852 0 53 7151 0 85 0,504 9 117 -0,932 8
22 -0,309 7 54 0,385 6 86 -0,047 4 118 0,556 5
23 0,618 9 55 -0,8235 87 0,319 7 119 -0,883 4
24 -0,492 3 56 -1,2252 88 1,722 4 120 0,627 8
25 -0,970 4 57 -0,861 1 89 1,4156 121 0,559 1
26 1,804-2 58 0,908 0 90 -1,265 0 122 -0,9759
27 0,807 6 59 0,9312 91 -1,249 4 123 -0,744 2
28 <0,041 8 60 -0,848 6 92 0,955 6 124 0,416 7
29 1,186 9 61 1,274 6 93 -1,622 7 125 -1,174 9
30 0,246 4 62 -0,450 0 94 0,454 0 126 -0,086 5
31 1,049 1 63 1,081 8 95 -1,3700 127 -1,138 2
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Table 12 - Base time-domain sequence for TF code 9

| shase[l] | shase[l] I shase[l] I sbase[l]
0 -0,450 4 32 1,503 3 64 0,795 4 96 1,3196
1 -0,020 4 33 0,580 0 65 0,398 4 97 0,305 1
2 0,603 8 34 -1,132 4 66 -0,711 4 98 -1,4177
3 0,003 7 35 0,885 8 67 0,311 2 99 0,4358
4 0,545 4 36 -0,964 2 68 -0,584 5 100 -1,2758
5 0,697 5 37 -1,750 0 69 -0,906 4 101 -1,653 4
[§ 0,960 9 36 -1,4539 5 (0 -0,695 6 102 -1,/551
7 -0,303 2 39 0,8150 71 0,374 1 103 0,552 2
8 1,038 8 40 -0,606 2 72 -0,398 1 104 -0,855,4
9 1,170 3 41 -1,347 9 73 -0,8359 105 -1,28%7
10 -0,773 3 42 0,782 5 74 0,634 3 106 0,166 7
11 1,3224 43 -1,3437 75 -0,758 1 107 41,5739
12 -1,313 8 44 1,837 4 76 1,334 8 108 0,686 1
13 -1,396 5 45 1,434 8 77 0,690 2 109 1,0134
14 -1,136 2 46 1,623 3 78 1,518 3 110 -0,074 2
15 1,104 8 47 -1,328 4 79 -1,070 4 111 -0,655 5
16 -0,363 5 48 0,946 1 80 13250 112 -1,243 8
17 -0,886 9 49 1,2935 81 1,020 8 113 -0,379 8
18 0,327 4 50 -0,317 1 82 -0,364 3 114 0,8051
19 -0,691 7 51 1,464 7 83 1,406 8 115 -1,059 8
20 1,3433 52 -1,265 1 84 -0,864 2 116 0,196 9
21 1,0400 53 -1,289-4 85 -1,837 7 117 1,102 1
22 1,127 8 54 -0,210°3 86 0,060 4 118 0,073 9
23 -0,899 2 55 0,903 5 87 0,4115 119 -0,008 6
24 0,916 0 56 1,076 7 88 1,693 3 120 -1,573 2
25 1,0211 57 0,403 2 89 0,332 6 121 -0,606 3
26 -0,1955 58 -1,128 7 90 -1,309 5 122 1,057 5
27 1,066 2 59 1,006 6 91 1,2839 123 -0,8190
28 -0,675.2 60 -0,369 2 92 -0,7327 124 0,8400
29 -0,987 6 61 -0,937 7 93 -1,962 3 125 1,708 4
30 0,160 0 62 -0,663 5 94 -0,870 1 126 0,751 4
31 0,413 7 63 0,284 2 95 0,192 7 127 -0,250 7
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Table 13 - Base time-domain sequence for TF code 10

I shase[l] | sbase[l] I shase[l] | shase[l]
0 -0,809 9 32 1,028 7 64 -0,091 1 96 -0,704 8
1 0,816 6 33 -1,7755 65 0,038 7 97 0,163 2
2 0,398 2 34 -2,049 8 66 -0,458 7 98 1,589 6
3 0,8259 35 -1,220 7 67 0,142 6 99 1,053 1
4 -0,763 4 36 1,1135 68 0,737 7 100 -1,7931
5 0,160 7 37 -1,505 3 69 -0,685 3 101 0,573 8
§ -0,6491 36 0,700 0 /0 0,152 5 102 -1,422 5
7 0,006 2 39 1,746 8 71 0,818 2 103 -1,4751
8 0,3393 40 0,528 4 72 1,092 1 104 0,682 5
9 -1,080 1 41 -0,089 1 73 -0,464 2 105 +1,705 3
10 -1,385 2 42 -1,588 6 74 -1,2317 106 -1,138 5
11 -0,541 0 43 -0,876 9 75 -1,270 4 107 -1,284 0
12 0,663 0 44 1,466 2 76 1,869 0 108 0,2915
13 -1,148 5 45 -0,545 1 77 -0,557(7 109 -1,058 3
14 0,1131 46 1,070 8 78 1,686-5 110 0,393 5
15 1,172 7 47 1,476 5 79 1,141 3 111 0,7718
16 0,822 7 48 -0,8321 80 -0,564 0 112 -0,086 3
17 -0,429 8 49 1,271 6 81 1,686 9 113 -0,459 3
18 -1,778 5 50 0,387 8 82 1,690 4 114 -0,853 3
19 -1,382 6 51 11351 83 1,388 6 115 -0,223 6
20 1,538 5 52 -0,477'3 84 -0,604 9 116 0,330 8
21 -0,579 1 53 04239 85 1,370 8 117 -0,670 4
22 1,416 8 54 0,720 4 86 -0,530 6 118 -0,172 9
23 1,144 5 55 0,116 2 87 -1,365 7 119 0,740 0
24 -1,294 2 56 0,465 7 88 0,040 4 120 0,220 6
25 1,520 8 57 -0,564 4 89 04111 121 -0,182 5
26 1,3324 58 -1,3117 90 1,228 4 122 -1,356 7
27 1,542 7 59 -0,656 9 91 0,348 9 123 -0,694 7
28 1,066 3 60 0,590 8 92 -1,041 0 124 0,658 6
29 0,365 6 61 -0,639 9 93 1,100 2 125 -0,306 6
30 -1,089 1 62 0,663 8 94 -0,246 7 126 0,482 3
31 -0,4340 63 1,218 3 95 -1,372 0 127 0,876 6
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Table 14 - Alternate base time-domain sequence for TF code 1

| shase[l] | shase[l] I shase[l] I sbase[l]
0 0,720 5 32 0,054 5 64 -0,227 3 96 0,379 9
1 -1,552 6 33 1,048 5 65 1,104 4 97 -1,174 6
2 -1,260 4 34 1,1810 66 1,158 1 98 -1,7011
3 -1,564 0 35 1,358 3 67 15211 99 -1,4319
4 0,972 3 36 -0,5355 68 -0,895 4 100 0,966 6
5 1,366 4 37 -0,366 3 69 -0,352 3 101 0,796 3
[§ -1,008 0 36 0,000 2 (0 0,/411 102 -1,0/10
7 1,428 1 39 -0,8357 71 -0,926 7 103 1,327 7
8 0,9722 40 -0,514 7 72 -0,3157 104 -0,675 4
9 -1,368 0 41 1,1416 73 0,666 7 105 0,9074
10 -0,820 3 42 1,116 5 74 0,471 0 106 1,069 9
11 -1,297 5 43 1,027 9 75 0,490 8 107 1,087 0
12 1,0359 44 -0,880 0 76 -0,410 6 108 -1,195 6
13 1,398 5 45 -1,653 8 77 -1,072 5 109 -0,727 8
14 -0,781 3 46 0,994 9 78 0,6315 110 0,427 0
15 1,3388 47 -1,629 9 79 -0,926 8 111 -1,194 4
16 1,046 2 48 0,247 4 80 04670 112 0,051 9
17 -1,054 8 49 -1,196 4 81 1,165 5 113 -0,737 2
18 -0,4917 50 -1,3109 82 -1,218 4 114 -1,162 6
19 -0,897 3 51 -1,6109 83 -1,327 9 115 -0,9210
20 0,961 4 52 0,900 0 84 1,1136 116 0,377 9
21 1,297 4 53 0,4191 85 0,953 1 117 0,1775
22 -0,489 5 54 -0,8341 86 -0,813 9 118 -0,6310
23 1,2113 55 1,0763 87 1,2429 119 0,5395
24 0,9397 56 0,4772 88 -0,4808 120 0,1006
25 -0,5617 57 -1,0323 89 1,0782 121 -0,6751
26 -0,2846 58 -0,9790 90 1,6726 122 -0,4944
27 -0,2956 59 -0,9650 91 1,3107 123 -0,7774
28 0,8050 60 0,8004 92 -1,2466 124 0,3183
29 142805 61 1,6412 93 -1,1728 125 0,4327
30 <0,2843 62 -1,0196 94 0,9184 126 -0,5049
31 1,0961 63 1,5773 95 -1,6176 127 0,4425
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Table 15 - Alternate base time-domain sequence for TF code 2

I sbase[l] | sbase[l] I shase[l] | shase[l]
0 0,808 0 32 -1,357 7 64 1,574 2 96 0,512 7
1 -0,858 1 33 1,104 1 65 -1,014 4 97 -0,418 3
2 0,410 3 34 -1,263 9 66 1,1335 98 0,136 9
3 0,3750 35 -0,829 2 67 1,298 4 99 0,617 9
4 -1,1453 36 1,555 8 68 -1,581 0 100 -1,128 7
5 -1,203 7 37 1,1352 69 -1,624 1 101 -0,649 2
§ -0,9100 36 145572 /0 -1,2270 102 -0,042 0
7 -0,138 3 39 -0,475 8 71 0,383 4 103 0,197.1
8 -0,910 3 40 -0,982 1 72 -1,2225 104 -0,981 6
9 0,1211 41 1,0277 73 0,8418 105 0,606 6
10 -1,080 7 42 -0,4314 74 -1,357 3 106 -1,118 0
11 -0,798 4 43 -0,753 7 75 -0,845 7 107 -0,402 0
12 0,2775 44 15726 76 1,000 6 108 0,392 6
13 0,053 4 45 1,7216 77 0,8114 109 0,463 3
14 0,441 9 46 1,240 9 78 1,147-8 110 0,511 7
15 -0,888 5 47 -0,211 7 79 0)5715 111 -0,304 1
16 -1,406 6 48 1,626 2 80 -0,811 7 112 -0,915 6
17 0,5815 49 -0,667 7 81 0,7199 113 0,597 2
18 -1,386 9 50 1,1157 82 -0,321 3 114 -0,437 6
19 -1,099 4 51 1,461 4 83 -0,887 7 115 -0,7959
20 1,091 4 52 -1,3852 84 1,568 8 116 1,187 9
21 0,6750 53 17359 6 85 1,198 4 117 0,981 7
22 1,1587 54 1,163 2 86 1,176 0 118 0,942 4
23 -1,043 6 55 0,809 0 87 -0,248 2 119 -0,316 8
24 -1,3499 56 -1,202 3 88 1,469 5 120 1,279 4
25 0,845 2 57 1,005 6 89 -0,849 4 121 -0,850 0
26 -1,359'\5 58 -0,810 6 90 1,453 4 122 1,264 8
27 0,936 7 59 -0,895 5 91 0,887 5 123 0,608 9
28 1,3111 60 1,166 8 92 -0,955 6 124 -0,8259
29 0,897 8 61 1,618 6 93 -0,921 2 125 -0,954 4
30 1,3377 62 0,932 7 94 -1,075 1 126 -0,937 3
31 -0,842 0 63 -0,313 3 95 0,606 1 127 0,345 4
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Table 16 - Alternate base time-domain sequence for TF code 3

| shase[l] | shase[l] I shase[l] I sbase[l]
0 0,484 2 32 -1,036 8 64 -0,749 8 96 0,292 2
1 0,776 1 33 -1,058 0 65 -1,040 8 97 0,650 5
2 -0,4555 34 0,795 7 66 1,1121 98 -0,723 8
3 06411 35 -0,816 0 67 -0,893 1 99 0,833 9
4 0,232 9 36 -0,852 2 68 -1,0191 100 0,9231
5 -0,921 0 37 1,6805 69 1,678 1 101 -0,688 5
[§ -0,/57 2 36 0,962 6 (0 0,059 7 102 -0,509 0
7 -0,815 4 39 1,457 5 71 1,654 4 103 -0,920 6
8 0,384 6 40 0,253 5 72 0,158 3 104 -0,252,6
9 0,672 6 41 0,934 7 73 1,2150 105 -1,099,8
10 -1,027 0 42 -1,167 6 74 -1,537 7 106 1,728 9
11 0,454 9 43 1,188 7 75 1,4870 107 41,364 2
12 0,293 6 44 1,097 9 76 0,997 7 108 -0,934 3
13 -1,397 7 45 -0,738 5 77 -0,752 6 109 0,948 9
14 -1,020 9 46 -0,566 2 78 -0,930 2 110 1,0754
15 -1,268 6 47 -1,2756 79 -1,243 8 111 1,461 9
16 -0,7915 48 -0,249 7 80 -0,667 7 112 0,480 8
17 -1,518 5 49 -1,020 3 81 1,303 6 113 0,823 0
18 1,084 6 50 1,199 2 82 1,7219 114 -0,909 0
19 -1,9135 51 -1,2291 83 -1,7171 115 1,090 2
20 -1,517 2 52 -0,5531 84 -1,259 9 116 0,799 8
21 0,650 1 53 0,257 1 85 0,884 6 117 -0,188 4
22 0,640 4 54 0,7848 86 1,025 3 118 -0,3517
23 1,247 0 55 0,697 2 87 1,541 2 119 -0,605 6
24 -1,002 5 56 0,067 2 88 -0,460 7 120 0,672 4
25 -1,319 8 57 -0,666 1 89 -0,896 2 121 1,187 4
26 0,512 4 58 0,402 0 90 0,846 5 122 -0,893 7
27 -1,301 7 59 -0,728 4 91 -0,909 2 123 1,234 2
28 -1,058.1 60 -0,243 8 92 -0,6700 124 0,862 8
29 14403 4 61 0,5755 93 1,3787 125 -1,1059
30 0,784 4 62 0,491 9 94 0,979 7 126 -0,856 4
31 1,376 1 63 0,614 4 95 1,2407 127 -1,188 7
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Table 17 - Alternate base time-domain sequence for TF code 4

I sbase[l] | sbase[l] I shase[l] | shase[l]
0 0,942 3 32 -1,005 4 64 1,3254 96 -0,968 7
1 0,7879 33 -0,672 2 65 0,764 0 97 -0,7245
2 0,563 4 34 -0,628 5 66 1,428 5 98 -1,0307
3 -0,587 3 35 0,948 1 67 -0,986 5 99 0,6409
4 -1,103 8 36 0,989 5 68 -1,016 8 100 0,9355
5 0,996 1 37 -1,3717 69 0,691 0 101 -0,469 3
§ -0,001 1 36 0,270 /0 -1,009 7/ 102 1,032 5
7 -0,171 3 39 0,364 0 71 -0,770 7 103 0,930.0
8 -0,609 3 40 1,504 4 72 0,797 4 104 -1,427 2
9 -0,3209 41 1,1055 73 0,353 0 105 0,854 4
10 -0,768 2 42 0,952 6 74 0,274 1 106 -1,407 2
11 0,330 1 43 -1,303 8 75 -1,072 8 107 1,2758
12 0,316 6 44 -1,856 8 76 -1,382 3 108 1,529 2
13 -0,156 5 45 1,7911 77 0,750 2 109 -0,794 1
14 0,402 8 46 -1,518 1 78 -1,0819 110 1,506 0
15 0,190 9 47 -0,390 8 79 {0)535 4 111 1,105 2
16 -1,030 3 48 -1,693 6 80 -1,579 3 112 -0,866 8
17 -0,746 2 49 -0,943 1 81 -1,217 7 113 -0,407 1
18 -0,412 3 50 -1,686 6 82 -1,612 4 114 -0,506 1
19 0,9157 51 1,059 8 83 0,522 1 115 1,187 0
20 1,491 8 52 1,029'6 84 0,852 9 116 1,466 0
21 -1,388 6 53 -17061 6 85 -1,174 5 117 -0,730 6
22 1,216 7 54 1,090 1 86 0,993 5 118 1,152 4
23 0,378 8 55 0,6131 87 0,509 1 119 0,663 2
24 1,695 3 56 -0,630 7 88 -1,407 9 120 0,857 7
25 09116 57 -0,458 3 89 -1,164 9 121 0,773 3
26 1,267.0 58 -0,146 6 90 -1,266 2 122 0,980 3
27 1,203 2 59 0,546 4 91 0,732 9 123 -0,1235
28 +1,222 2 60 1,047 6 92 1,308 0 124 -0,3459
29 1,584 7 61 -0,8735 93 -1,176 9 125 0,663 1
30 -1,0791 62 0,658 9 94 1,2555 126 -0,526 2
31 -0,621 8 63 -0,0717 95 0,758 0 127 -0,1395
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Table 18 - Alternate base time-domain sequence for TF code 5

| shase[l] | shase[l] I shase[l] I sbase[l]
0 0,780 5 32 0,953 5 64 0,580 6 96 -0,873 9
1 0,599 4 33 1,154 5 65 -0,048 3 97 -0,369 7
2 1,4392 34 1,248 8 66 1,0337 98 -1,300 3
3 -0,049 2 35 -0,520 4 67 -0,7325 99 0,725 3
4 -0,306 2 36 -1,576 9 68 -0,660 4 100 0,460 1
5 -0,111 9 37 -0,8400 69 -0,7215 101 0,768 0
[§ 11516 36 1,498 2 70 0,041/ 102 -1,228 5
7 -0,237 9 39 -1,389 5 71 -0,883 9 103 0,953 8
8 1,0310 40 0,320 6 72 -0,750 7 104 0,327 3
9 1,988 8 41 15175 73 -0,3510 105 -0,084,8
10 0,996 9 42 -0,161 2 74 -0,904 8 106 06129
11 -0,284 8 43 -0,497 1 75 0,691 8 107 10,6727
12 -1,4350 44 -1,556 1 76 0,860 1 108 -0,482 7
13 -0,718 9 45 -0,850 2 77 0,893 3 109 -0,787 0
14 1,7156 46 1,057 5 78 -1,163 2 110 0,783 8
15 -1,344 0 47 -1,485 2 79 1,322 7 111 -1,052 2
16 0,458 2 48 0,295 9 80 0,802 4 112 -0,547 2
17 1,6358 49 0,644 0 81 0,758 7 113 -1,000 2
18 -0,157 4 50 -0,265 5 82 1,268 8 114 -0,6155
19 -0,1059 51 -0,650 2 83 -0,452 5 115 0,378 0
20 -1,378 3 52 -1,106 0 84 -1,153 3 116 1,4913
21 -0,583 5 53 -0,937-3 85 -0,812 5 117 0,665 2
22 0,907 6 54 0,452'5 86 1,1291 118 -0,995 8
23 -1,153 4 55 41,3191 87 -1,1752 119 1,114 6
24 -0,804 7 56 -1,1201 88 0,356 8 120 -0,4421
25 -0,148 1 57 -1,248 6 89 1,3055 121 -1,421 3
26 -1,349 8 58 -1,427 9 90 0,160 4 122 -0,132 4
27 1,113 0 59 0,7393 91 -0,509 9 123 0,694 3
28 0,4878 60 1,176 8 92 -1,480 4 124 1,7816
29 12275 61 1,0735 93 -0,961 0 125 1,114 4
30 =1,197 5 62 -1,7301 94 0,942 5 126 -0,884 9
31 1,461 6 63 1,605 8 95 -1,540 2 127 1,708 3
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Table 19 - Alternate base time-domain sequence for TF code 6

I sbase[l] | sbase[l] I shase[l] | shase[l]
0 0,808 0 32 -0,490 3 64 1,080 4 96 0,908 0
1 -0,511 6 33 0,444 2 65 -1,022 3 97 -1,172 2
2 0,520 4 34 -0,379 9 66 0,706 0 98 0,443 1
3 0,633 7 35 -0,235 7 67 1,102 4 99 1,300 4
4 0,367 1 36 -0,295 3 68 0,5312 100 0,031 3
5 0,054 2 37 0,532 7 69 -0,826 3 101 -0,469 7
§ -0,6006 7 36 -0,059 4 /0 -0,905 3 102 -1,654 b
7 -0,187 5 39 0,3871 71 -0,529 9 103 -0,757 8
8 0,9309 40 0,778 3 72 -1,1357 104 0,769 3
9 -1,028 9 41 -0,764 1 73 1,257 6 105 41,553 3
10 0,657 7 42 0,599 8 74 -0,921 9 106 0,501 8
11 0,774 0 43 0,616 3 75 -0,263 2 107 0,691 7
12 0,478 5 44 0,541 0 76 -0,824 6 108 0,338 4
13 -1,0955 45 -0,986 7 77 1,4339 109 -1,667 3
14 -0,413 4 46 -0,045 6 78 0,160-2 110 -1,005 6
15 -0,723 8 47 -0,546 5 79 0,951 7 111 -1,092 2
16 -1,624 9 48 -1,5629 5 80 15319 112 -1,825 8
17 1,376 9 49 1,605 5 81 -0,868 0 113 0,854 5
18 -1,1916 50 -1,098 9 82 0,868 7 114 -1,213 4
19 -1,0910 51 -0,988 8 83 1,950 8 115 -1,5335
20 -0,927 2 52 -0,8032 84 0,418 9 116 -0,7312
21 1,1771 53 15955 85 0,253 2 117 -0,034 2
22 0,554 9 54 0,854 6 86 -1,6350 118 1,259 6
23 0,9013 55 1,036 4 87 -0,321 2 119 0,359 0
24 1,2194 56 1,947 4 88 1,588 2 120 -1,403 7
25 -1,0155 57 -1,248 3 89 -1,337 6 121 1,3295
26 0,831.0 58 1,352 3 90 0,877 1 122 -0,897 7
27 1,000 3 59 1,471 4 91 2,1033 123 -1,374 1
28 0,642 9 60 0,959 4 92 0,3300 124 -0,581 6
29 -0,691 4 61 -0,426 3 93 -0,378 0 125 1,148 1
30 -0,610 8 62 -1,1915 94 -1,998 1 126 1,1815
31 -0,602 9 63 -0,6151 95 -0,817 2 127 0,770 2
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Table 20 - Alternate base time-domain sequence for TF code 7

| shase[l] | shase[l] I shase[l] I sbase[l]
0 0,770 2 32 -0,817 2 64 -0,615 1 96 -0,602 9
1 1,1815 33 -1,998 1 65 -1,1915 97 -0,610 8
2 1,148 1 34 -0,378 0 66 -0,426 3 98 -0,691 4
3 -0,581 6 35 0,3300 67 0,959 4 99 0,642 9
4 -1,374 1 36 2,1033 68 1,471 4 100 1,000 3
5 -0,897 7 37 0,877 1 69 1,352 3 101 0,831 0
[§ 1,529 5 36 -1,0576 (0 -1,248 3 102 -1,0155
7 -1,403 7 39 1,588 2 71 1,947 4 103 1,2194
8 0,359 0 40 -0,321 2 72 1,036 4 104 0,901 3
9 1,259 6 41 -1,6350 73 0,854 6 105 0,554\9
10 -0,034 2 42 0,253 2 74 1,5955 106 1771
11 -0,7312 43 0,418 9 75 -0,803 2 107 0,927 2
12 -1,5335 44 1,950 8 76 -0,988 8 108 -1,0910
13 -1,213 4 45 0,868 7 77 -1,098 9 109 -1,1916
14 0,854 5 46 -0,868 0 78 1,605 5 110 1,376 9
15 -1,825 8 47 1,5319 79 -1,529 5 111 -1,624 9
16 -1,092 2 48 0,951 7 80 -0,546 5 112 -0,723 8
17 -1,005 6 49 0,160 2 81 0,045 6 113 -0,413 4
18 -1,667 3 50 1,4339 82 -0,986 7 114 -1,095 5
19 0,338 4 51 -0,824 6 83 0,5410 115 0,478 5
20 0,691 7 52 -0,263 2 84 0,616 3 116 0,774 0
21 0,501 8 53 -0,921-9 85 0,599 8 117 0,657 7
22 -1,553 3 54 1,2576 86 -0,764 1 118 -1,028 9
23 0,769 3 55 41,1357 87 0,778 3 119 0,930 9
24 -0,757 3 56 0,529 9 88 0,387 1 120 -0,187 5
25 -1,834 6 57 -0,565 3 89 -0,039 4 121 -0,688 7
26 -0,469 7 58 -0,826 3 90 0,532 7 122 0,054 2
27 0,031 3 59 0,531 2 91 -0,295 3 123 0,367 1
28 1,300:4 60 1,102 4 92 -0,2357 124 0,633 7
29 0443 1 61 0,706 0 93 -0,379 9 125 0,520 4
30 1,172 2 62 -1,022 3 94 0,444 2 126 -0,511 6
31 0,908 0 63 1,080 4 95 -0,490 3 127 0,808 0
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Table 21 - Cover sequence for Standard preamble

m Scover[M] ScoverlM] ScoverM] Scover[M]
for TF codes 1,2 for TF codes 3,4 for TF codes 5,6,7 for TF codes 8,9,10
0 1 1 -1 1
1 1 1 -1 1
2 1 1 -1 -1
3 1 1 -1 -1
4 1 1 1 1
5 1 1 -1 1
6 1 1 -1 -1
7 1 1 1 -1
8 1 1 -1 1
9 1 1 -1 1
10 1 1 1 -1
11 1 1 -1 -1
12 1 1 51 1
13 1 1 1 1
14 1 1 -1 -1
15 1 1 -1 -1
16 1 1 1 1
17 1 1 -1 1
18 1 1 -1 1
19 1 -1 1 1
20 1 1 -1 1
21 -1 -1 1 1
22 -1 1 1 -1
23 -1 -1 1 -1

© ISO/IEC 2009 - All rights reserved

41


https://iecnorm.com/api/?name=b8b0964792bf6fb451479ca47b37710c

ISO/IEC 26907:2009(E)

42

Table 22 - Cover sequence for burst preamble

m Scover[M] Scover[M] ScoverlM] ScoverlM]
for TF codes 1,2 for TF codes 3,4 for TF codes 5,6,7 | for TF codes 8,9,10
0 1 1 -1 1
1 1 1 -1 1
2 1 1 -1 -1
3 1 1 1 -1
4 1 1 1 1
5 1 1 -1 1
6 1 1 -1 1
7 1 -1 1 1
8 1 1 -1 1
9 -1 -1 1 1
10 -1 1 -1
11 -1 -1 -1
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Table 23 - Base frequency-domain channel estimation sequence

Tone Value Tone Value Tone Value Tone Value
-61 (-1+)) /N2 | -30 (1-) /2 1 (1+) [ V2 32 (1+j) [ V2
-60 (-1+) /N2 | -29 (-1+j) [ V2 2 (1+) [ V2 33 (1+j) V2
-59 (-1+)) /N2 | -28 (-1+j) [ V2 3 (-1-j) [ V2 34 (-1-j) [ V2
-58 (-1+)) /N2 | -27 (1-) I'~2 4 (1+j) [ V2 35 (-1-j) N2
-57 (-1+) /N2 | -26 (1) /2 5 (-1-j) [ \2 36 (1+) [ V2
56 (7 ~2 =25 (=72 6 T2 37 CE N2
-55 (1-) /N2 -24 (-1+j) [ V2 7 (1+j) [ V2 38 @)y V2
-54 (-1+) /N2 | -23 (1-) /2 8 (-1-j) [ \2 39 (+j) /N2
-53 (1-) /N2 -22 (1) /2 9 (1+j) /2 40 (1+j) [[\2

52 | (@) /v2 | 21 | @)/ 10 L) T V2 A7 1)) 1\2
51 | L)) /v2 | 20 | () /v2 | 11 (1+) 1 V2 42 (-1-) V2
-50 @A) /N2 | 19 | @72 12 (1+)) 2 43 (1+)) /N2
29 (1-) /N2 -18 (-1+j) [ \2 13 (-2 V2 44 (1+)) /N2
-48 | (-1+) /N2 | -17 () /N2 14 (1) N2 45 (-1-) N2
47 | @)/N2 | 16 | @/ 15 (1) T \2 46 (-1-) N2
46 | (-14)/V2 | -15 | (L) /2 | 46 (1+) 1 V2 47 (1+) /N2
45 | (14)/V2 | 14 | @) /2 |~ 17 (1+) 1 V2 48 (-1-) V2
44 (1-) /N2 -13 (-14j) /&2 18 (-1-)) /2 49 (1+j) ]N2
43 AD7Iv2 | 12 | aprv 19 (1+)) T 2 50 (1+) N2
42 | 1+ /N2 | 11 (1) /2 20 (1) /2 51 (1+)) [[\2
a1 | (14) /V2 | o] () T2 | 2t a+) V2 52 (1+) /N2

20 | (1) /2 o[ @z [ 22 | @wp/2 | s | amlv
39 | (1) / V2 8 | (1+)/N2 | 23 (1+) /N2 54 (-1-) ]2
-38 (1-) / §2 7 (1) I'v2 24 (-1-) [ V2 55 (1+j) [\2
-37 (-1%j):/\2 -6 (-14j) N2 25 (1+j) [ V2 56 (1+j) /N2
36 | ) V2 5 | (14)/v2 | 26 a+) V2 57 (-1-) 42
-35 L (-1+)) /N2 4 (1) N2 27 (1+)) [ 2 58 (-1-) N2
347 | (-1+)) [ V2 3 | C(i+)/~N2 | 28 (-1-) /N2 59 (-1-) N2
=33 (72 =2 (7 V2 29 CH)7 2 oV CH)7 V2
-32 (1-) / V2 1 1)) 7 V2 30 (1+)) 1 2 61 (-1-) /N2
-31 (1-) 7 V2 31 (1+)) /N2

10.3 PLCP header

A PLCP header shall be added after the PLCP preamble to convey information about both the PHY and
the MAC that is needed at the receiver in order to successfully decode the PSDU. The scrambled and
Reed-Solomon encoded PLCP header shall be formed as defined in Figure 11:

1. Format the PHY header based on information provided by the MAC.
2. Calculate the HCS value (2 octets) over the combined PHY and MAC headers.
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HCS) is scrambled according to 10.5.

Apply a shortened Reed-Solomon code (23,17) to the concatenation of the PHY header

(5 octets), scrambled MAC header and HCS (12 octets).

The resulting HCS value is appended to the MAC header. The resulting combination (MAC Header +

Insert 6 tail bits after the PHY header, 6 tail bits after the scrambled MAC header and HCS, and append

the 6 parity octets and 4 tail bits at the end to form the scrambled and Reed-Solomon encoded PLCP
header.

The resulting scrambled and Reed-Solomon encoded PLCP header is encoded, as defined in

Figure 12, usi
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Figure 13 - PHY Header bit assignment

10.3.1.1 Data rate field (RATE)
Depending gn the data rate (RATE), bits R1-R5 shall be set according to the valuesin Table 24

Table 24 - Rate-dependent parameters

Rate (Mb/s) R1-R5
53,3 00000

80 00001
106,7 00010
160 00011
200 00100
320 00101
400 00110
480 00111

Resetrved 01000 - 11111

10.3.1.2 HLCP length\field (LENGTH)
The PLCP l¢ngth fieldshall be an unsigned 12-bit integer that indicates the number of octets|in the
frame payload (which-does not include the FCS, the tail bits, or the pad bits).

10.3.1.3 HLCP-“scrambler field (SCRAMBLER)

1l | (ol [aXs) P~ H +ha Ll il YT 1 Tl + |2
The MAC SI arll DCL Vilo O1™J4 ﬂb\.rululllu I.U uarc ourTAaltiuiITT oTTU IUCIILIIICI valucT., LILLLE= LA AA AN VA Value

corresponds to the seed value chosen for the data scrambler.

10.3.1.4 Burst mode (BM) field

The MAC shall set the burst mode (BM) bit, as defined in Table 25, to indicate whether the next packet
is part of a packet “burst”, i.e. burst mode transmission. Support for transmission and reception of burst
mode is mandatory. In burst mode, the inter-frame spacing shall be equal to pMIFS (see 11.3).

Table 25 - Burst Mode field

Burst Mode (BM) bit Next Packet Status

ONE Next packet is not part of burst
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Table 25 - Burst Mode field(concluded)

Burst Mode (BM) bit Next Packet Status

ZERO Next packet is part of burst

In burst mode, the minimum value of LENGTH shall be 1; while, in standard mode, the minimum value
of LENGTH shall be 0.

10.3.1.5 Preamble type (PT) field

The MpECshattsetthe preambie type (P T) bit i burst mode to mdicate the type of PCCP preamble

(standpard or burst) used in the next packet according to Table 26. For data rates of;2p0 Mb/s and
below,|the PT bit shall be always set to ZERO (consistent with 10.2).

The prieamble type bit only has meaning during a burst mode transmission. When device$ are not in a
burst mode transmission, the value of the preamble type bit shall be set to ZERO.

Table 26 - Preamble Type field

Preamble Type (PT) bit Type of Preamble Used for Next Packet
ZERO Standard Preamble
ONE Burst Preamble

10.3.1.6 TF code used at the transmitter (ITX_TFC) field

The MAC shall configure the TX_TFC field to indicate the time-frequency code used at thje transmitter
for the| current packet. Depending on the time*frequency code used, bits T1-T4 shall be 4et according
to the palues in Table 27.

Table 27 - Encoding of the TX_TFC field

TFCode T1-T4

1000
0100
1100
0010
1010
0110
1110
0001
1001
10 0101
Reserved all other values

O (0N |B|W|N|F
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10.3.1.7 L

SB of band group used at the transmitter (BG_LSB) field

The MAC shall configure the BG_LSB field to indicate the LSB of the Band Group used at the
transmitter for the current packet. Depending on the Band Group used at the transmitter, bit BG_LSB
shall be set according to the values in Table 28.

Table 28 - Encoding of the BG_LSB field

10.3.2 Re
The PLCP H

robustness ¢f the R = 1/3, K = 7 inner convolutional code. The Reed-Solomon~cede is defing

GF(28) with
For brevity,
byz® + byz? 4
is the MSB 3

which is spe

where g(x) i
The mapping
Mo, Is, T4, -

where m(x) i

Band Group Band Group LSB (BG_LSB)
1,35 1
2,4,6 0

bd-Solomon outer code for the PLCP header
eader shall use a systematic (23, 17) Reed-Solomon outer code toGmprove up

h primitive polynomial p(z) = 78+ 7%+ 2%+ z° + 1, where a is the ro6tof the polynomi

his Galois field is denoted as F. As notation, the element M =7z’ + bgz® + bgz® +
b,z + by, where M TF, has the following binary representationb;bgbsbbgb,b,bg, w
nd by is the LSB.

pn the
d over

Al p(2).
b,z* +
ere by

The generafor polynomial is obtained by shortening a systematic (255, 249) Reed-Solomon| code,
cified by the generator polynomial
6
g0 = JT - al) = x8 + 126x>+ 4x* + 158x3 + 58x2 + 49x + 117, (7)
i=1
5 the generator polynomial ovet'\F, x 1 F and the coefficients are given in decimal notation.
of the information octets:m.= (My4g, Moa7, ..., Mg) to codeword octets ¢ = (Myag, MAa7z, .-,
ro) is achieved by computing the remainder polynomial r(x)
5
rx) = 3 rix' =x°m(x) mod g(x), (8)
i=0
s the information polynomial
248
me) =y myx! 9)
i=0
...,5,and m;,i=0, ..., 248, are elements of F.

and r;, i =0,

The shortening operation pre-appends 232 zero elements to the incoming 17 octet message as follows

48

m,=0,i=17, ..., 248,
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where the 17 octet message is formed by concatenating the 5 octets from the PHY header to the 12
octets from the scrambled MAC header and HCS. The message order is as follows: myg is the first

octet of the PHY header, my5 is the second octet of the PHY, my, is the last octet of the PHY, mq; is
the first octet of the scrambled MAC header and HCS, my; is the first octet of the scrambled MAC
header and HCS and mg is the last octet of the scrambled MAC header and HCS. The bit mapping
within the PLCP header is LSB first, such that the first bit of the PLCP header (or PHY header) is
mapped to the LSB of my4, the 9" bit of the PLCP header is mapped to the LSB of mys, and so on. The
order of parity octets is as follows: rg is the first octet, r, is the second octet, and rq is the last octet of
the Reed-Solomon parity section. Again, the mapping within the Reed-Solomon parity section of the

PLCP
the 9Ot

implenpentation of this operation is defined in Figure 14, with additions and multiplications

Mo ha
input o

eader is LSB first, such that the first bit of the Reed-Solomon parity is mapped to,t
bit of the Reed-Solomon parity is mapped to the LSB of ry, and so om:A

been inserted into the shift register, the switch shall be moved from the ‘messag
onnection to the shift register output connection (right-to-left).

e LSB of rs,
shift-register
over F. After
e polynomial

© ISO/IEC 2009 - All rights reserved
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Message Polynomial: m(x)x®
(input my4g first, my last)
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Figure 14 - Shift-register implementation of systematic Regd:Solomon encoder
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10.3.3 Header check sequence

The combination of PHY header and the MAC header shall be protected with a 2 octet CCITT CRC-16
header check sequence (HCS). The CCITT CRC-16 HCS shall be the ones complement of the
remainder generated by the modulo-2 division of the combined PHY and MAC headers by the

polynomial: x1® + x12 + x5 + 1. The HCS bits shall be processed in the transmit order. All HCS
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calculations shall be made prior to data scrambling. A schematic of the processing order is defined in

Figure

10.4
The P

1.

The r
convo
a bit i
the re
order

© ISO/I

15. The registers shall be initialized to all ONEs.

Preset

Register
to ONES
Serial Serial
Data — (S;éTfe — Data
Input Output

Serial
EEEEEEEEEEEEEE

Serial
Data
Output

(MSB First)

ONES
Complenent

Figure 15 - CCITT CRC-16 block diagram

PSDU
DU is the Tast major component of the PPDU and shall be constructed as defined in Figure 16:

Form the non-scrambled PSDU by appending the frame payload with the 4-octet FCS, six tail bits, and
a sufficient number of pad bits (see 10.4.1) in order to ensure that the PSDU is aligned on the
interleaver boundary.

The resulting combination is scrambled according to 10.5.

The six tail bits in the PSDU shall be produced by replacing the six scrambled “ZERO” bits with six non-
scrambled “ZERO” bits (see 10.6).

esulting scrambled PSDU is encoded, as defined in Figure 17, using a R = 1/3, K = 7
lutional code and punctured to achieve the appropriate coding rate (see 10.7), interleaved using
nterleaver (see 10.8), mapped onto either a QPSK or DCM constellation (see 10.9), and finally,
sulting complex values are loaded onto the data subcarriers of the OFDM symbol (see 10.10) in
to create the real or complex baseband signal, depending on the desired data rate. Tone-nulling
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(see 9.2), if implemented, is then applied.

When the PLCP length field (i.e., the length of the frame payload) is zero, the length of the PSDU shall
also be zero.

6 Zero Bits .
Frame Payload FCS (Tail Bits) Pad Bits
A4 A 4 A 4 A\ 4
Append and
Scramble
6 Zero Bits
y A\ 4 A 4
Scrambled Scrambled Unscrambled Scrambled
Frame Payload FCS Tail Bits Pad Bits
32 bits 6 bits
I: Scrambled PSBU :I

Figure 16 - Block diagram of PSDU construction

dframe[k]
Convolutional : QPSK
qg
\_c';aSnI;bLljed —| Encoderv ™ 1t I|3|t »1 or DCM > MOCIJ:DINtl ——> Siramen[K]
Runcturer nterieaver Mapper odulator

Figure 172Block diagram of the encoding process for the scrambled PSDU

10.4.1 Pad bits
Pad bits shall be appended after the 6 tail bits prior to scrambling and encoding in order to ensufre that

the resultinglPSDLU is aligned with the houndaries of the hit interleaver defined in 10 .8 The number of

pad bits, Npaq, that shall be inserted is a function of the number of information bits per 6 OFDM
symbols Ngpgs and the number of octets in the frame payload:

Npad = Nigpes * [8 x LENGTH + 38} _ (8 x LENGTH + 38), (11)
NlBPGS

where LENGTH specifies the number of octets in the frame payload and is defined according to
10.3.1.2, and where the value 38 represents the length in bits of the FCS and tail bits section when the
length of the PLCP length field is non-zero (LENGTH > 0). The appended pad bits shall be set to
ZEROs and scrambled with the rest of the PSDU.
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Data scrambler

A side-stream scrambler shall be used to whiten only portions of the PLCP header, i.e., the MAC
header and HCS, and the entire PSDU. In addition, the scrambler shall be initialized to a seed value
specified by the MAC at the beginning of the MAC header and then re-initialized to the same seed
value at the beginning of the PSDU.

The polynomial generator, g(D), for the pseudo-random binary sequence (PRBS) generator shall be:

g(D) = 1 + D + D1° where D is a single bit delay element. Using this generator polynomial, the
corresponding PRBS, x[n], is generated as

where
which

where
data b

where
be initi
vector

The 15
29.Th

X[n] =x[n-14] D x[n-15,n=0,1, 2, ...

“@" denotes modulo-2 addition. The following sequence defines the initialization
s specified by the parameter “seed value” in Table 29:

Xinit = [Xi[—l]xi[—Z] . X[-14] Xi[-15ﬂ ,

xj[-K] represents the binary initial value at the output of the Kth delay element. Th
ts, v, are obtained as defined in Figure 18:

v[m] = s[m] @ x[m}{m=0, 1, 2, ...

s[m] represents the non-scrambled data bits.. The side-stream de-scrambler at the
alized with the same initialization vector, Xj,t,"used in the transmitter scrambler. The

-bit initialization vector or seed valug“shall correspond to the seed identifier as def
b MAC shall set the seed identifier\value to 00 when the PHY is initialized and this v

(12)

vector, Xinit»

(13)

e scrambled

(14)

eceiver shall
initialization

is determined from the seed identifier contained in the PLCP header of the received frame.

ned in Table
alue shall be
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incremented in a 2-bit rollover counter for each frame sent by the PHY.

Table 29 - Scrambler Seed Selection

Seed Seed Value PRBS Output
Identifier _ " First 16 bits
Xinit = Xi[-1] Xi[-2]... %;[-15]
(81, S2) X[0] X[1] ... X[15]
00 0011 1111 1111 111 0000 0000 0000 1000
01 0111 1111 1111 111 0000 0000 0000 0100
10 1011 1111 1111 111 0000 0000 0000 1110
11 1111 1111 1111 111 0000 0000 0000 0010

All consecut|ve packets, including retransmissions, shall be sent with a different initial seed valle.

Unscrambled Scrambled
Data Data
sin] —>€9—> v[n]
x[n] x[n-1] x[n-13] xX[n-14] x[n-15]
D D * o o D D

fan)
U

Figure 18 - Block diagram of the side-stream scrambler

10.6 Tail bits

The tail bit fields are required to return the convolutional encoder to the “zero state”. This procedure
improves the error probability of the convolutional decoder, which relies on the future bits when
decoding the message stream. The tail bit fields after the PHY header and the HCS shall consist of six
non-scrambled ZEROs, and the tail bit field after the Reed-Solomon parity bit field shall be a punctured
tail bit sequence consisting of four non-scrambled ZEROs.

The tail bit field following the scrambled frame check sequence shall be produced by replacing the six
scrambled ZERO bits with six non-scrambled ZERO bits.
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Convolutional encoder

The convolutional encoder shall use the rate R = 1/3 code with generator polynomials, gg = 1334, g1 =
165g, and g, = 1714, as defined in Figure 19. The bit denoted as “A” shall be the first bit generated by

the encoder, followed by the bit denoted as “B”, and finally, by the bit denoted as “C”. Additional coding
rates are derived from the “mother” rate R = 1/3 convolutional code by employing “puncturing”.
Puncturing is a procedure for omitting some of the encoded bits at the transmitter (thus reducing the
number of transmitted bits and increasing the coding rate) and inserting a dummy “zero” metric into the
decoder at the receiver in place of the omitted bits. The puncturing patterns are defined in Figure 20
through Figure 22. In each of these cases, the tables shall be filled in with encoder output bits from left

to righ

Eor the last block of hits_the process. shall he anlnrmd atthe pninf atwhich encod

er output bits

are ex

The PI
Zero s
reset t
PSDU
rate of

Decod

hausted, and the puncturing pattern applied to the partially filled block.

| CP header shall be encoded using a coding rate of R = 1/3. The encoder shallstart
ate. After the encoding process for the PLCP header has been completed; the enc
b the all-zero state before the encoding starts for the PSDU; in other werds, the en
shall also start from the all-zero state. The PSDU shall be encoded using the appro
R =1/3, 1/2, 5/8, or 3/4.

ng by the Viterbi algorithm is recommended.

from the all-
pder shall be
coding of the
briate coding
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Source Data
Encoded Data E
A
c

D Stolen Bit

0

0

0
Bit Stolen Data
(sent/received data ) o1
Decoded Data

Figure 20 - An example of bit-stealing andbit-insertion for R = 1/2 code

Bit Inserted Data

|:| Inserted.Dummy Bit

Source Data | Xo | X1 | X2 | X3 | X4 |

4

Ao AL Ao | As | As

Encoded Data Bo|B:|B:]|B:|Bs DStolen Bit

C|1C|C |GG

¥

|Ao|Bo|C1|A2|Bz|C3|A4|B4|

.

Ao | Acf Az | As | As

Bit Stolen Data
(sent/received data)

Bit Inserted Data By |B,|B:|Bs]| B, |:| Inserted Dummy Bit

GGG |GG

¥

Decoded Data | Yo | Y1 | Y2 | Y3 | Ya

Figure 21 - An example of bit-stealing and bit-insertion for R = 5/8 code
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Source Data

Al A A
Encoded Data Bo| B | B |:| Stolen Bit
Glc|c

Bit Stolen Data
(sent/received data ) E

Al Al A
Bit Inserted Data By | B | B |:| Inserted Dummy Bit
G| Ci|Ce

Decoded Data

Figure 22 - An example of bit-stealing and bit<insertion for R = 3/4 code

10.8 Bitinterleaving
The coded fnd padded bit stream shall be interleaved prior to modulation to provide robustness
against burst errors. The bit interleaving operation\is performed in three distinct stages, as def|ned in
Figure 23:

1. Symbd| interleaving, which permutes thebits across 6 consecutive OFDM symbols, enables the PHY
to explpit frequency diversity within a band group.

2. Intra-symbol tone interleaving, which permutes the bits across the data subcarriers within an|{OFDM
symbol|, exploits frequency diversity across subcarriers and provides robustness against narroy-band
interferers.

3. Intra-symbol cyclic shifts,;which cyclically shift the bits in successive OFDM symbols by deterministic

amounfs, enables magdes that employ time-domain spreading and the fixed frequency interleavirjg (FFI)
modes|to better exploit frequency diversity.

The additionfal patameters needed by the interleaver are listed in Table 30 as a function of the data
rate.

ag[i] ar[i]
Symbol - Tone .| Cyclic
Interleaver "1 Interleaver "l Shifter

a[i] ——> — bfi]

Figure 23 - A block diagram of the various stages of the bit interleaver
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Table 30 - Parameters for the Interleaver

The sy
bits (c
6 / Nt

repres
symboj

where

D?S bllqsa)lte TD(E fsgor o?r%dladslsfb/o | Toréelcl)zlt(ersliaever Cycliclsr;]tie]:ctrleaver
(Ncgps) (Nint) (Neye)

53,3 2 100 10 33

80 2 100 10 33
106,7 2 200 20 66

160 2 200 20 66

200 2 200 20 66

320 1 200 20 33

400 1 200 20 33

480 1 200 20 33

mbol interleaving operation is performed by first grouping the coded bits into bloc
brresponding to six “on-air” OFDM symbols) andithen using a block interleaver of s
hs to permute the coded bits. Let the sequences a[i] and ag[i], where i = 0, ...

block interleaver is given by the following relationship:

agli] = a HN J+( } ,

| -] is the floor function, which returns the largest integer value less than or equal to

) x mod(i, Negps)

N
CBPS TDS

ks of Ncgpes
ze Ncgps by
Ncepes - 1,

ent the input and output bits of the symbol block interleaver, respectively. The qutput of the

(15)

its argument

value, Jland mod(a,b) is the_modulus operator, which returns the non-negative integer remajnder when a
is divided by b.
The otitput of the symbol interleaver, which is grouped together into blocks of Ncgpslbits, is then
permuted using @ regular block intra-symbol interleaver of size Nyj,; x 10. Let the sequenfces ag[j] and
atli], where j =0/ ..., Ncgps - 1, represent the input and output bits of the tone interleaver, |respectively.
The odtput'ofithe tone interleaver is given by the following relationship:

arfi] = as HWJ_J +10 x modj, Nm)} . (16)

Tint

The output of the tone interleaver is then passed through an intra-symbol cyclic shifter, which consists
of a different cyclic shift for each block of Ncgpg bits within the span of the symbol interleaver. Let the

sequences ag[i] and b[i], where i = 0, ..., Ncgpgs - 1, represent the input and output bits of the cyclic
shifter, respectively. The output of the cyclic shifter is given by the following relationship:

bli] = ar [M(i) x Ncgpg + mod(i + m(i) x Neye, Negps)] (17)

where m(i) =i/ NegpsJ, where i =0, ..., Negpes - 1.
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10.9 Co

nstellation mapping

This Clause describes the techniques for mapping the coded and interleaved binary data sequence
onto a complex constellation. For data rates 200 Mb/s and lower, the binary data shall be mapped onto
a QPSK constellation. For data rates 320 Mb/s and higher, the binary data shall be mapped onto a
multi-dimensional constellation using a dual-carrier modulation (DCM) technique.

10.9.1 QP

SK

The coded and interleaved binary serial input data, b[i] where i=0, 1, 2, ..., shall be divided into groups
of two bits and converted into a complex number representing one of the four QPSK constellation
points. The conversion shall be performed according to the Gray-coded constellation mapping, defined

in Figure 24
stream. The
j(2 xb[2k+1]-1

The normali

normalizatio
requirement
in Table 31.

with the input bit, b[2k] where k=0, 1, 2, ..., being the earliest of the two
output values, d[k] where k=0,1, 2, .., are formed by multiplying (2%xh[2
) value by a normalization factor of Ky,gp, as described in the following equation:

dIK] = Kyop % | (2xb[2K]-1) + j(2xb[2k+1]-1) |, where k=0, T, 2, ...,

zation factor Kyop = 1/42 for a QPSK constellations-An approximate value

n factor may be used, as long as the device confoarms to the modulation ac
5. For QPSK, b[2k] determines the | value, and b[2k+1] determines the Q value, as g

Q A
QPSK (b[2K], b[2k+1])
° +14 °
01 11
! NN
Y

Figure 24 - QPSK constellation bit encoding

in the
k]-1) +

(18)

of the

curacy
efined

60

Table 31 - QPSK Encoding Table

(b[zlrIZ]F,) lét[zli'i 1) I-out Q-out
00 -1 -1
01 -1 1
10 1 -1
11 1 1
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10.9.2 Dual-carrier modulation (DCM)

The coded and interleaved binary serial input data, b[i] where i=0, 1, 2, ..., shall be divided into groups
of 200 bits and converted into 100 complex numbers using a technique called dual-carrier modulation.
The conversion shall be performed as follows:

1. The 200 coded bits are grouped into 50 groups of 4 bits. Each group is represented as (b[g(k)], b[g(k)+1],
b[g(k) + 50], b[g(k) + 51]), where k € [0, 49] and

s |2k k e [0, 24]

(19)
[2k+50 ke [25,49]

2. Eadh group of 4 bits (b[g(k)], b[g(k)+1], b[g(K) + 50], b[g(k) + 51]) shall be mapped anto’a fouy-dimensional
conptellation, as defined in Figure 25, and converted into two complex numbers Y(d[k], d[k + 50]). The
mapping between bits and constellation is enumerated in Table 32.

3. Thelcomplex numbers shall be normalized using a normalization factor Kyjop!

The ngrmalization factor Kyop = 1/4/10 is used for the dual-carrier-modulation. An approkimate value

of the jnormalization factor may be used, as long as the device@enforms to the modulatjon accuracy
requirgments.
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62

DCM dolK]
(b[g(K)], blg(k)+1], b[g(k)+50], b[g(k)+51])
° ° +3 4 ° °
0011 0111 1011 1111
° o +1 4 o [
0010 0110 1010 1110
(@) : : : — dy[K]
-3 -1 +1
L] [ ] -1 =+ [ ] [ ]
0001 0101 1001 1101
. . -3+ ° .
0000 0100 1000 1100
do[k+50
bCM olk+50]
(ba()], blg(k)+11, b[g(k)+50], blg(k)+51])
[ [ +3 + ° °
0110 1110 0010 1010
° ° +1 4 ° °
0100 1100 0000 1000
(b) : : : — Gi[k+50]
w3 -1 +1 +3
L] [ ] -1 [ ] L]
0111 1111 0011 1011
. . -3 <4 ° )
0101 1101 0001 1001

Figure 25 - DCM encoding: (a) mapping for d[k]; (b) mapping for d[k+50]
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Table 32 - Dual-carrier Modulation Encoding Table

Input Bit d[k] dik] | dlk+50] | d[k+50]
(b[g(K)1, blg(k)+1], blg(k) + 50)], b[g(k) + 51]) [-out Q-out I-out Q-out
0000 -3 -3 1 1
0001 -3 -1 1 -3
0010 -3 1 1 3
0011 -3 3 1 -1
0100 -1 -3 -3 ]
0101 -1 -1 -3 -B
0110 -1 1 -3 3
0111 -1 3 -3 -1
1000 1 -3 3 ]
1001 1 -1 3 -B
1010 1 1 3 3
1011 1 3 3 -1
1100 3 -3 -1 ]
1101 3 -1 -1 -B
1110 3 1 -1 3
1111 3 3 -1 -1
10.10 OFDM modulation
The discrete-time signal, s,[k], shall be created by taking the IDFT of the stream of complex values as
followg:
ND
sylk] = J# [ " Conllexp(2oMpfilk / Negy) +
[ 1=0
Ng Np
S Conlllexp(2oMglilk / Negr) + 3 Cpplllexp(2pMplilk / Negr) |, (20)
=0 =0

where k € [0, Nepr- 1], n € [Ngyne, Npacket - 11, Np is the number of data subcarriers, Ng is the number of
guard subcarriers, Np is the number of pilot subcarriers, Nggt is the number of total subcarriers, and

Cpnlll; Caplll, Cppll] are the complex numbers placed on the " data, guard, and pilot subcarriers of the
nt" OFDM symbol, respectively. The relationship between Cp, [I] and Cgy[l], and the stream of complex
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values is defined in 10.10.2 and 10.10.3. The values for Cp[l] are defined in 10.10.4. The functions
Mplll, Mg[l], and Mp[l] define a mapping from the indices [0, Np-1], [0, Ng-1], and [0, Np-1] to the logical
frequency subcarriers [-N1 /2, Nt/ 2] excluding O, respectively. The exact definitions for the mapping
functions Mp|l], Mg[l], and Mp[l] are given below:

1-56 I=0
|-55 1<1<9
I-54 10<1<18
I-52 28<1<36
I-51 37<I1<45
Mafl1= ] 1-50 46<1<49 ’ 21
D[] I-49 50<I1<53 (21)
1-48 54<1<62
1-47 63<I<71
1-46 72<1<80
I-45 81<1<89
1-44 90<1<98
1-43 =99
N
—61+1 le[o,—z‘é-l}
Mglll = : (22)
Ng
52410 e [7, NG—lJ
Mp[l]= —55+101 e [0,Np—-1]. (23)
The mapping of the data, pilot and guard’subcarriers within an OFDM symbol is defined in Figule 26.
Finally, the Hiscrete-time signals for the PLCP header, spg ,[k]l, and the PSDU, sqamenlkl, shall be
created as follows by appending.a zero-padded suffix (ZPS) to every IDFT output:
sn[K] k e[0,N -1]
Sharnlkl = 7 " FET : (24)
0 ke [Nepr, Nsym — 11

for n € [Ngync, Nsync + Nhgr - 11, and

s, [K ke[0, Ngpr—-1
Strame,nlk] = L] [ Frr— , (25)
0 K€ [Nepr Nsym — 11

for n € [Ngync + Nhdr, Npacket - 1]. The zero-padded suffix is typically used to mitigate the effects of multi-

path as well as to provide a time window or guard interval to allow the transmitter and receiver
sufficient time to switch between the different centre frequencies.

64 © ISO/IEC 2009 - All rights reserved


https://iecnorm.com/api/?name=b8b0964792bf6fb451479ca47b37710c

ISO/IEC 26907:2009(E)

Within the OFDM modulation process, frequency-domain spreading within a symbol and time-domain
spreading across two consecutive symbols is used to obtain further bandwidth expansion, beyond that
provided by the forward error correction code and the time-frequency codes. Frequency-domain
spreading entails transmitting the same information (complex number) on two separate subcarriers
within the same OFDM symbol. Time-domain spreading involves transmitting the same information
across two consecutive OFDM symbols. This technique is used to maximize frequency-diversity and to
improve the performance in the presence of other non-coordinated devices.
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Figure 27 - Input and outputs relationship ofthe IFFT

1 Implementation considerations

mon way to implement an inverse discrete Fourier transform is by using an inverse
brm (IFFT) algorithm. In this example, the logical fréguency subcarriers [-Nt /2, N{
d according to Figure 27. The logical frequency.'subcarriers 1 to 61 are mapped
red IFFT inputs, while the logical frequency sub¢arriers —61 to —1 are mapped intq
| 27, respectively. The rest of the inputs, 62.t0 66 and the 0 (DC) input, are set
rier falling at DC (Oth subcarrier) is not used to avoid difficulties in DAC and AD(
feed-through in the RF chain. In Figure<27, d,, indicates logical frequency subcarr

2 Data subcarriers

apping between the stream of-ecomplex values and the data subcarriers is depe
of the PPDU and the data rate. In the following Clauses, a detailed mapping
of complex values and the(data subcarriers is provided.

2.1 Mapping for PLCP header

Both f
this ¢

in 10.9.1 for the PLCP Header data. The stream d4[k] shall be grouped into sets of

compléx numbers:~This group of complex values shall be mapped onto the " data subcar
OFDM[symbol;.Cp, [l], as follows:

equency-domain andtime-domain spreading techniques shall be used for the PLCH
e, the stream of'‘camplex values, dyq[k], where k=0, 1, 2, ..., shall be the sequenc

Fast Fourier
/ 2] shall be

to the same

IFFT inputs
to zero. The
offsets and
er n.

ndent on the
between the

header. For
e d[k] defined
Np/2 =50
ier of the nt

Np

. . [ ]
Co,znlT = Unar| = ¥ (2= Ny #1T

Np

2

Np

—2—:| = dhdr |:—4'-—X(2n—NSynC)+(

—1—0J,

CD,Zn[l +

ND
CD,Zn + l[l] = pspread[n] x dhdr|:—i— X (Zn - Nsync) + Ij| )
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Np «Np Np
CD,2n + 1|:I + 7} = pspread[n] x dhdr [T X (2n - Nsync) + (7 -1- DJ , (29)

where

N
Pspread[N] = p[mOd(n - _szuc +6, Nppr - 1)} , (30)

and where g[n] is a length 127 pseudo-random sequence, whose values are defined in Table/83, | €

N N N +N . . .
[O, TD—l} In e [ SZV“C, Sy”°2 hdr—l} , Np is the number of data subcarriers, Ngyc iS the nunjber of

symbols in the PLCP preamble and Ny, is the number of symbols in the PLCP header.
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Table 33 - Length 127 pseudo-random sequence

n p[n] n p[n] n p[n] n p[n]
0 1 32 1 64 -1 96 -1
1 1 33 1 65 -1 97 -1
2 1 34 -1 66 1 98 -1
3 1 35 1 67 -1 99 -1
4 -1 36 1 68 1 100 -1
5 -1 37 -1 69 -T 10T T
6 -1 38 -1 70 1 102 -1
7 1 39 1 71 1 103 1
8 -1 40 1 72 -1 104 1
9 -1 41 1 73 -1 105 -1
10 -1 42 -1 74 -1 106 1
11 -1 43 1 75 1 107 -1
12 44 -1 76 1 108 1
13 1 45 -1 77 -1 109 1
14 -1 46 -1 78 -1 110 1
15 1 47 1 79 -1 111 -1
16 -1 48 -1 80 -1 112 -1
17 -1 49 1 81 1 113 1
18 50 =1 82 -1 114 -1
19 51 -1 83 -1 115 -1
20 -1 52 1 84 1 116 -1
21 1 53 -1 85 -1 117 1
22 1 54 -1 86 1 118 1
23 41 55 1 87 1 119 1
24 1 56 1 88 1 120 -1
25 1 57 1 89 1 121 -1
26 1 58 1 90 -1 122 -1
27 1 59 1 91 1 123 -1
28 T 60 -1 92 -1 2% -I
29 1 61 -1 93 1 125 -1
30 -1 62 1 94 -1 126 -1
31 1 63 1 95 1

10.10.2.2 Mapping for data rates of 53,3 Mb/s and 80 Mh/s

Both frequency-domain and time-domain spreading techniques shall be used when the PSDU is
encoded at a data rate of 53,3 Mb/s or 80 Mb/s. For this case, the stream of complex values, damelK]

where k=0, 1, 2, ..., shall be the sequence defined in 10.9.1 for the PSDU. The stream dg,me[K] shall
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be grouped into sets of N /2 = 50 complex numbers. This group of complex values shall be mapped
onto the I data subcarrier of the n'" OFDM symbol, Cp, ,l], as follows:

N
CD, Zn[l] = dframe|:—4I2 X (2n - Nsync - thr) + IJ ) (31)

Np «Np Np
CD,ZH[H?J =di . [T ><(2n—NSynC—thr)+(7—1—lﬂ, (32)

ND
Cp, 2n+1[1] = Pspreadln] x dframe[—l‘r— x (2N =Ngyne = Npgr) £ '} ' (33)
ND
CD, 2n+ 1[' + 7:| = Pspreadln] x
«Np Np
dframe [T X (Zn_NsynC_thr)"'(_Z__l_l)} , (34)

N
where pprdagln] is defined in (30), pln] is defined n) Table 33, | « [0,7'3_1] n e

|:Nsync + thr Npacket_l
2 1T 2

PLCP preanjble, Npq, is the number of symbols in the'PLCP header and Npacket is the total number of

symbols in tihe packet.

10.10.2.3 NMapping for data rates of 106,7 Mb/s, 160 Mb/s, and 200 Mb/s

Only time-dgmain spreading techniques shall be used when the PSDU is encoded at a data fate of
106,7 Mb/s, 160 Mb/s, or 200 Mb/s. Forhis case, the stream of complex values, dgamelk], wherg k =0,

1, 2, ..., shajl be the sequence definedin 10.9.1 for the PSDU. The stream dg,melK] shall be gfouped
into sets of Np = 100 complex numbers. This group of complex values shall be mapped onto the " data

} , Np is the number of data subcartiers, Ngy,c is the number of symbols|in the

subcarrier of the n" OFDM symbol, Cp y[l], as follows:

ND
CD,Zn[I] = dframe[—z_ ><(2“_NsynC_thr)+I} ) (35)
(_ L I_ND
CD, 2n + l[l] = pspread[n] x ilmagkdframe\‘? X (2n - Nsync - thr) + (ND -1- l):D
. Np
+jreal (dframe[—z— x (2N =Ngyne=Npgr) + (Np -1 - I)D : (36)
where Pgpread[n] is defined in (30), pI[n] is defined in Table 33, | € [0,Np-1], n €

|:Nsync *+ Npgr Npacket_1

2 2
PLCP preamble, Ny, is the number of symbols in the PLCP header and Np,cket is the total number of
symbols in the packet.

} » Np is the number of data subcarriers, Ngync is the number of symbols in the
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10.10.2.4 Mapping for data rates of 320 Mb/s, 400 Mb/s, and 480 Mb/s

No spreading techniques shall be used when the PSDU is encoded at a data rate of 320 Mb/s, 400
Mb/s, or 480 Mb/s. For this case, the stream of complex values, dyamelk]l, where k=0, 1, 2, ..., shall be
the sequence defined in 10.9.2 for the PSDU. The stream dg,mnelk] shall be grouped into sets of Np =

|th

100 complex numbers. This group of complex values shall be mapped onto the I'' data subcarrier of the

n" OFDM symbol, Cp ,[l], as follows:

CD,n[l] = dframe[ND>< (n_NsynC_thr)+ l]’ (37)

where
numbsg
Npacket

10.10

For ed
there

subca
subca:l
i.e., frg
levels

meets
regula

The 1
subcal
over th
below:

where
numbe

Individ

thall be ten subcarriers, 5 on each edge of the occupied frequéency band, alloca
e

for the guard subcarriers shall be chosen in such away as to ensure that the trans

D guard subcarriers are located on either ‘edge of the OFDM symbol; at logic

'€ [0,Np=1], N € [Ngypc+Npgp Npacker=11, Np is the number of data subcarriers
r of symbols in the PLCP preamble, Nyg, is the number of symbols in the.'PLCP
is the total number of symbols in the packet.

3 Guard subcarriers
ch OFDM symbol, starting with the channel estimation sequence’ within the PLQ

Ngync is the
header and

P preamble,

riers. The relationship between the power levels of the guard subcarriers and th
riers shall be implementation dependent. This relationship.shall remain constant w
m the start of the channel estimation sequence to the@nd of the packet. In additig

the local regulatory requirements of minimum/occupied bandwidth and any othg
ory conditions.

riers -61, -60, ..., -57, and 57, 58, ..., 62(The data on these carriers shall be create
e five outermost data-bearing subcartiers from the nearest edge of the OFDM symb

Cp,nll]
Ca.nlll =

Z

Conll +90] e [—2—,

Cgnll] is)the 1™ guard subcarrier of the n" OFDM symbol, n € [Ng,c. Npacer1]
r of symbols in the PLCP preamble and Npaciet is the total number of symbols in thg

ed as guard
of the data
in a packet,
n, the power
mitted signal
br necessary

bl frequency
d by copying
pl as defined

(38)

Nsync is the
packet.

ualMimplementations may exploit the guard subcarriers for various purposes, inclu

ling relaxing

the specs on analog transmit and analog receive filters, and possibly improving performance.

10.10.

4 Pilot subcarriers

In all of the OFDM symbols following the PLCP preamble, twelve of the subcarriers shall be dedicated
to pilot signals in order to allow for coherent detection and to provide robustness against frequency
offsets and phase noise. These pilot signals shall be placed in logical frequency subcarriers -55, -45, -
35, -25, -15, -5, 5, 15, 25, 35, 45, and 55. The mapping between actual pilot sequence and the pilot
subcarriers is dependent on the data portion of the PPDU and the data rate. In the following Clauses, a
detailed mapping between the stream of complex values and the data subcarriers is provided.

10.10.4.1 Mapping for PLCP header

During the PLCP header portion of the PPDU, the information for the |th pilot subcarrier of the nth
OFDM symbol shall be defined as follows:
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where

and where p|
the number

10.10.4.2 N

When the P
subcarrier of

where dpilOt

N
Co.2nll] = p[mod(n - =22 Nepr - 1) | x dyjorcsll (39)
stnc
CP, m+1lll = p[mOd(n R Nepr - 1)} x PspreadN] x dpilot,cs(l]; (40)
1-] 1=0,3
/\/é 9
‘17” 1=1,2,4,5
oioresll = | +2, , (41)
=2l |=8,11
J2
el | = 6, 7,910
J2
] is defined in Table 33, Pgpreaq[n] is definediin (30), n e [NSZY“C, NSV”°2+ N“df_l} Nisyn is

lapping for data rates of 53,3 Mb/s and 80 Mb/s

PDU is encoded at a data rate of\'53,3 Mb/s or 80 Mb/s, the information for the |
the n" OFDM symbol shall be:defined as follows:

N
CP, 2n[l] = p|:m0d(n - _szm:’ NFFT - 1)} X dpilot,cs[l]a

N
CP,2n w1l = p[mOd(n - _52m99 Nepr — 1)} x PspreadlN] * dpilot,cs(l];

pf symbols in the PLCP preamble and Npgfis the number of symbols in the PLCP hgader.

h pilot

csH]\is defined in (41), p[n] is defined in Table 33, Pgpreaq[n] is defined in (30

|:Nsync+ thr
2 s

symbols in the PLCP header and Npacket is the total number of symbols in the packet.

10.10.4.3 Mapping for data rates of 106,7 Mb/s, 160 Mb/s, and 200 Mb/s
When the PPDU is encoded at a data rate of 106,7 Mb/s, 160 Mb/s, or 200 Mb/s, the information for
the I pilot subcarrier of the n" OFDM symbol shall be defined as follows:

72

N
CP, Zn[l] = p[mOd(n - _szm:’ Nepr— 1)} x dpilot,ncs[l]v
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N
Cp on+ 1] = [mOd(n - _Szﬂ:a Neer — 1)} x Pspread[N] * pilot,ncs

1+] 1=0,38, 11

dpilot,ncs[l] = )

[, (45)

(46)

and where p[n] is defined in Table 33, Pgpread[N] is defined in (30), n e [

the nu
Npacket
10.10

When
I pilof

where
numbe

N packet

11 G

11.1
11.1.1
This P

11.1.9
The rq
equati

— 1=1,2,4,5,6,7,9,10

Nsync ® thr Npacke

2 ’ 2
mber of symbols in the PLCP preamble, Nyq, is the number of symbols in the PLCH
is the total number of symbols in the packet.

4.4 Mapping for data rates of 320 Mb/s, 400 Mb/s,»and 480 Mb/s

t—l} » Ngync is

header and

the PPDU is encoded at a data rate of 320 Mb/s, 400 Mb/s, or 480 Mb/s, the infornpation for the

subcarrier of the n" OFDM symbol shall be definedras-follows:

_ thr
CP,n[l] = p[mOd n_NsynC_T’ NFFT_l } X dpilot,ncs[l]v

dpitot,ncs[!] is defined in (46), p[n] is defiried in Table 33, n € [Ngyne+ Nygp N 1]
r of symbols in the PLCP preamble] Nyg, is the number of symbols in the PLCP
is the total number of symbols in the packet.

sync packet™

bneral requirements

Operating band frequencies
Operating frequency range

HY operates in the 3 100 — 10 600 MHz frequency band.
Band-numbering

lationship between centre frequency, f., and BAND_ID number, ny, is given by
D

(47)

» Ngync is the
header and

he following

fop) = 2904+ 528 xn, (MHz) n,=1,...,14.

(48)

This definition provides a unique numbering system for all channels that have a spacing of 528 MHz
and lie within the band 3 100 — 10 600 MHz. As defined in Figure 28, six band groups are defined. Band
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groups 1 to 4 consist of 3 bands each, spanning the bands 1 to 12. Band group 5 contains the two bands 13
and 14. Band group 6 contains the bands 9, 10 and 11. The band allocation is summarized in Table 34.

Band Group #6
0 Band Group #1 Band Group #2 Band Grouf) #3 Band Group #4 Band Group #5
Band Band Band ; Band Band Band i Band Band Band i Band Band Band ; Band Band
#1 #2 #3 #4 #5 #6 E #H1 #8 #9 #10 #11 #12 #13 #14
3432 3960 4488 5016 5 544 8072 68600 2128 1656 2184 8712 Q240 Q768 10296 ;f
MHz MHz MHz MHz MHz MHz MHz MHz MHz MHz MHz MHz MHz MHz
Figure 28 - Diagram of the band group allocation
Table 34 - Band Group Allocation
Band BAND_ID Lower Frequency Center Upper
Group (Ne) (MH2) Frequency Frequency
b (MHz) (MHz)
1 1 3 168 3432 3 696
2 3 696 3 960 4224
3 4224 4488 4752
2 4 4752 5016 5280
5 5280 5544 5 808
6 5 808 6 072 6 336
3 7 6.836 6 600 6 864
8 6 864 7128 7392
9 7 392 7 656 7 920
4 10 7920 8 184 8448
11 8448 8712 8 976
12 8976 9240 9 504
5 13 9504 9768 10 032
14 10U UsZ 1U 290 1U o6V
6 9 7 392 7 656 7 920
10 7920 8 184 8448
11 8448 8712 8 976

11.2 Channelization

Unique logical channels are defined by using up to ten different time-frequency codes for each band
group. The TFCs and the associated base sequences (and corresponding preambles) for band group 1
are defined in Table 35 as a function of BAND_ID values. Similarly, the definitions for the TFCs and the
associated base sequences (and corresponding preambles) for band groups 2, 3, 4, 5, and 6 are
enumerated in Table 36 through Table 40.
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Table 35 - Time-Frequency Codes and Preamble Patterns For Band Group 1

TFC Base Sequence / Pre- BAND_ID (ny) for TFC
Number amble

1 1 1 2 3 1 2 3
2 2 1 3 2 1 3 2
3 3 T T Z Z 3 3
4 4 1 1 3 3 2 2
5 5 1 1 1 1 1 1
6 6 2 2 2 2 2 2
7 7 3 3 3 3 3 3
8 8 1 2 1 2 1 2
9 9 1 3 1 3 1 3
10 10 2 3 2 3 2 3

fable 36 - Time-

Frequency Codes and

Preamble Patterns For Band G

TFC Base Sequence / Pre- BAND_ID (np) for TFC
Number amble

1 1 4 5 6 4 5 6
2 2 4 6 5 4 6 5
3 3 4 4 5 5 6 6
4 4 4 4 6 6 5 5
5 5 4 4 4 4 4 4
6 6 5 5 5 5 5 5
7 7 6 6 6 6 6 6
8 8 4 5 4 5 4 5
9 9 4 6 4 6 4 6
10 10 5 6 5 6 5 6

oup 2

Table 37- Time-Frequency Codes and Preamble Patterns For Band Group 3

TFC Base Sequence / Pre- BAND_ID (ny) for TFC
Number amble
1 1 7 8 9 7 8 9
2 2 7 9 8 7 9 8

© ISO/IEC 2009 -

All rights reserved

75


https://iecnorm.com/api/?name=b8b0964792bf6fb451479ca47b37710c

ISO/IEC 26907:2009(E)

Table 37- Time-Frequency Codes and Preamble Patterns For Band Group 3
(concluded)

TFC Base Sequence / Pre- BAND_ID (ny) for TFC
Number amble

3 3 7 7 8 8 9 9
4 4 7 7 9 9 8 8
5 5 7 7 7 7 7 7
6 6 8 8 8 8 8 8
7 7 9 9 9 9 9 9
8 8 7 8 7 8 7 8
9 9 7 9 7 9 7 9
10 10 8 9 8 9 8 9

Table|38 - Time-Frequency Codes and Preamble Patterns For Band Group #

TFC Base Sequence / Pre- BANE_ID (ny) for TFC
Number amble
1 1 1011 | 12 | 10 | 11 | 12
2 2 0121110112 11
3 3 10 ] 10 | 11 11 |1 12 | 12
4 4 1010} 12|12 11 11
5 5 10 1 10 J 10 | 10 | 10 | 10
6 6 njp1unpun i 11
7 7 12 | 12 | 12 | 12 | 12 | 12
8 8 011 j1o0]J11yj101 11
9 9 10 | 12 | 10 | 12 | 10 | 12
10 10 11 112 111 )12 | 11} 12

Table 39 - Time-Frequency Codes and Preamble Patterns For Band Group 5

TFC Base Sequence / Pre- BAND_ID (ny) for TFC
Number amble
5 5 13 1 13| 13| 13 | 13 | 13
6 6 14 1 14 | 14 |1 14 | 14 | 14
8 8 13 114 |13 | 14| 13| 14
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Table 40 - Time-Frequency codes and preamble patterns for Band Group 6
MAC MAC PHY Base
TFC Band TFC P'ét(iand Sequence / BAND_ID (n,) for TFC
Number | Group number P Preamble
1 6 1 6 3 9 10 11 9 10 11
2 6 2 6 4 9 11 10 9 11 10
3 6 3 6 1 9 9 10 10 11 11
4 6 4 6 2 9 9 11 11 10 10
5 6 7 3 7 9 9 9 9 9 9
6 6 5 4 5 10 10 10 10 10 10
7 6 6 4 6 11 11 11 11 11 11
8 6 9 6 9 9 10 9 10 9 10
9 6 10 6 10 9 11 9 11 9 11
10 6 8 4 8 10 11 10 11 10 11
Band group 6 requires special consideration due to.overlap with band groups 3 and 4.|Referring to
Table §0, the MAC TFC number and MAC BG areythe ones used by the MAC when $electing the
current channel. If the MAC-PHY interface is implemented then the MAC TFC number and|MAC BG are
used ip the TXCHAN and RXCHAN registers<(see ISO/IEC 26908 for definitions of thege registers).
The MAC TFC number also indicates the hepping pattern and cover sequence to be us¢d. The PHY
TFC number and the PHY BG are th&“values encoded in the PHY Header, TXVECTOR and
RXVECTOR. The mapping in Table 40, ensures that fully overlapping channels appear iflentical over
the air
The PHY layer channelization,scheme is based on the definition of band groups, as deflned in Table
34, angl the definition of TFCs, as defined in Table 35 through Table 40, and is summarized in Table 41.
The PHY channels are idéntified by channel numbers as defined in this table. The chaphnel number
takes ¢n values from 04255 (decimal). The values not defined in Table 41 are reserved fgr future use.
Channjels using TFCs 134 are also referred to as time-frequency interleaved (TFI) channels, and those
using [TFCs 5-7 atevalso referred to as fixed-frequency interleaved (FFI) channels. Channels using
TFCs 8-10 are réferred to as two-band time-frequency interleaved (TFI2) channels.
Talle 41\-"Mapping of Channel Number to Band Group and Time-Frequency Code
Channel Channel
Number Number (Band Group, TF Code)
(decimal) (octal)
9-15 011 - 017 1,1-7)
17 - 23 021 - 027 2,1-7)
25-31 031 - 037 3,1-7)
33-39 041 - 047 4,1-7)
45 - 46 055 - 056 (5,5-6)
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Table 41 - Mapping of Channel Number to Band Group and Time-Frequency

A band grou

For band grg

The current

indicates thdg

11.3 PH
The values f

11.3.1 Int
The interfran

(concluded)

Code

Channel Channel

Number Number (Band Group, TF Code)
(decimal) (octal)

49 - 55 061 - 067 6,1-7)
72-74 110 - 112 (1,8-10)

80 -82 120 - 122 (2, 8-10)

88 -90 130 - 132 (3, 8-10)

96 - 98 140 - 142 (4, 8-10)

104 150 (5, 8)

112 - 114 160 - 162 (6, 8-10)

Y layer timing

D is supported if all channels in the band group are supported.

pDr the PHY layer timing parameters are defined in Table 42.

Table 42 - PHY l\ayer timing parameters

PHY Parameter

Value

pMIES 6 x Tgym = 1,875 ms

pSIFS 32 xTgypm = 10,0 ms
pCCADetectTime 18 xTgym = 5,625 ms
pBandSwitchTime 9,47 ns

erframe spacing

he.spacing parameters are given in Table 43.

up 6, the Band Group and TFC in Table 41 indicate:the MAC Band Group and MA(Q TFC.

channel number for transmit or receive indicates an intended band group, which |n turn
use of bits in the Tone-Nulling mask.

11.3.2 Receive-to-transmit turnaround time

Table 43 - Interframe spacing parameters

MAC Parameter Value
MIFS pMIFS
SIFS pSIFS

The RX-to-TX turnaround time shall not be greater than pSIFS. This turnaround time shall be
measured at the air interface. The time elapsed from the leading edge of the last received symbol,
where a symbol is composed of the OFDM symbol (IFFT output) and a zero-padded suffix, to the
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leading edge of the first transmitted symbol of the PLCP preamble for the next frame shall not be
greater than pSIFS + Tgyp.

11.3.3 Transmit-to-receive turnaround time

The TX-to-RX turnaround time shall not be greater than pSIFS. This turnaround time shall be
measured at the air interface. The time elapsed from the leading edge of the last transmitted symbol
until the receiver is ready to begin the reception of the next PHY frame shall not be greater than pSIFS

+ Tsym

11.3.4 Time between successive transmissions

For un
the pa
length
PLCP

leading edge of the first transmitted symbol of the PLCP preamble for the folloewing pa

equal {
of the
for the|

For bu
by a d
interfa
the firs

Tsym 4
See 1

11.3.5

The b3
samplg
freque
pBand

12 T
12.1

The transmitted spectral-mask shall have the following break points: an emissions level

relativ
freque
For all
transim
Figure

LS

vice shall be fixed to pMIFS +1 ns. The interframe spacing time shall be measuied at the air

& PR | H " H H 1 | H H " ol ] ol ") HY £
IMCTTUpPLtU SULLTSSIVE LIAllollloSIUTIS Uy a UTVILT T Sstaliuaru Tmouc, it micrrarnic

cket shall be pSIFS if PLCP length field is zero, and shall not be less than pNVHFES
field is non-zero. The interframe spacing time shall be measured at the air irterfag
ength field is zero, the time elapsed from the leading edge of the last trapsmitted s

0 pSIFS + Tgyy. When the PLCP length field is non-zero, the time elapsed from the

ast transmitted symbol to the leading edge of the first transmitted symbol of the PL
following packet shall not be less than pMIFS + Tgyp.

t mode transmissions, the interframe spacing between uninterrupted successive t

Ce. The time elapsed from the leading edge of the last transmitted symbol to the led
t transmitted symbol of the PLCP preamble for the/following packet shall be fixeq
1 ns.

.3.1.4 for details on LENGTH constraints for burst mode.

Band frequency switch time

ind frequency switch time is defined as\the interval from when the PHY receives
e of a symbol on one band frequency-until it is ready to receive the next symbol on
hcy. For best performance, the switching time between band frequencies should
SwitchTime.

ansmitter specifications

Transmit PSB.mask

b to the maximum spectral density of the signal) from -260 MHz to 260 MHz aroun
ncy, -12 dByat 285 MHz frequency offset, and -20 dBr at 330 MHz frequency offse
other intermediate frequencies, the emissions level is assumed to be linear in the
itted_spectral density of the transmitted signal shall fall within the spectral mask,
29.

pacing after
if the PLCP
e. When the
ymbol to the
tket shall be
eading edge
CP preamble

ansmissions

ding edge of
to pMIFS +

he last valid
a new band
not exceed

of O dBr (dB
d the centre
t and above.
B scale. The
s defined in
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Power Speciral Density (dB)

s Transmit Spectrum Mask

0 dBr| P\ A F Al n
i Example Signal ' .
' Spectrum i
_12 dBr
i :
: \
i \
i L1
-20 dBr 4 %
ﬁ”"l i
~330-285 fc 285330

Frequency (MHz)

Figure 29 - Transmit power spectral density.mask

12.2 Transmit centre frequency tolerance
The transmifted centre frequency tolerance shall be 20 ppm maximum.

12.3 Symbol clock frequency tolerarce
The symbol glock frequency tolerance shall be £20 ppm maximum.

12.4 Clack synchronization

The transmif centre frequencies and,the symbol clock frequency shall be derived from thel same
reference oscillator.

The transmi{ carrier frequencies shall be phase coherent within a single band over the duratign of a
single packef. Lack of phase coherence may contribute to Transmitter Constellation Error as degcribed

Phase cohefenceSin*TFI mode or TFI2 mode means that the phase of the LO is coherent When it
same frequency. For example, let o) = radian frequency and 6,=phase, k={1,2,3}. The
LO Can be VVVV a - ' g e ne -n-..n Da arn _ne egLe

" o hoppingpattern-be 3 3 sgquency hops
occur when t = NT, T=symbol duration. Thus at the hopping points, the LO is sin(o,T + 04), sin(w,2T +
02), Sin(w33T + 03), sin(w14T + 07), sin(w,5T + 6,), sin(wgbT + 63),... which is phase coherent by
definition since the LO returns to the same phase 0, for N=1,4,...; 8, for N=2,5,...; 65 for N=3,6,...

12.6 Transmit power control

A device shall provide support for transmit power control (TPC). The objective of a power control

algorithm is to minimize the transmit power spectral density, while still providing a reliable link for the
transfer of information.

When the device is using time-frequency interleaving, the monotonic dynamic range for the attenuation
of the transmit power shall be 0 — 12 dB, with a step size granularity of 2 dB. When the device is using
time-frequency interleaving over 2 bands, the monotonic dynamic range for the attenuation of the
transmit power shall be 0 — 10 dB, with a step size granularity of 2 dB. When the device is using fixed-
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frequency interleaving, the monotonic dynamic range for the attenuation of the transmit power shall

be 0 — 8 dB, with a step size granularity of 2 dB. Table 44 summaries the mapping between the
TXPWR_LEVEL and the associated transmit power attenuation.

Table 44 - Mapping between TXPWR_LEVEL and transmit power attenuation

TXPWR_LEVEL TX Power Attenuation TX Power Attenuation TX Power Attenuation
for TFl Modes for TFI2 Modes for FFl Modes
0 0dB 0dB 0dB
1 2dB 2dB 2dB
2 4dB 4dB 4dB
3 6 dB 6 dB 6 dB
4 8 dB 8 dB 8 dB
5 10 dB 10 dB RESERVED
6 12 dB RESERVED RESERVED
7 RESERVED RESERVED RESERVED

In eith
*1 dB
chang
dB, re

Finally
least 2

12.7

The re
and o
conste
error \
dB for
that th
200 M

br case, the relative accuracy of change in transmiit power attentuation shall be the

maximum of

or £20% of the change in the attenuation (in.thé dB scale). As an example, for an attenuation

e of 4 dB and an attenuation change of 8 dB;.the allowed relative accuracy is +1,0
pectively.

the device shall support a value for the“signal-to-carrier leakage at transmitter out
0 dB.

Transmitter constellatien error

ative constellation RMS errof,.averaged over all data and pilot subcarriers of the OR
er all of the frames, shall“not exceed the values given in Table 45. Note thaf
llation error values are“a’function of the transmit power attenuation. The relative
alues are based on ‘a multi-path margin of 2,5 dB for data rates of 200 Mb/s and |
data rates 320 Mb/s~and higher, and an implementation loss of 2,5 dB. In addition, i
b degradation dueto the relative constellation error can be no more than 0,5 dB for
b/s and loweryand 1,0 dB for data rates of 320 Mb/s and higher.

Table 45 - Permissible Relative Constellation Error

dB and £1,6

but port of at

DM symbols
the relative
constellation
pwer and 3,6
It is assumed
data rates of

Relative Constellation RMS Error

TX Attenuation of TX Attenuation of

No TX

Data Rate Attenuation 2,4,6dB 8,10,12dB
(All TFCs) (All TFCs)
53,3 Mb/s, 80 Mb/ -17,0 dB -15,5dB -14,5 dB
S,
106,7 Mb/s, 160
Mb/s,
200 Mb/s
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Table 45 - Permissible Relative Constellation Error (concluded)

Relative Constellation RMS Error

TX Attenuation of TX Attenuation of

Data Rate Att’;'r?uz(ion 2,4,6dB 8,10, 12 dB
(All TFCs) (Al TFCs)
320 Mb/s, 400 Mb/ -19,5dB -18,0 dB -17,0 dB
Sl
46U MD/s

The relative| constellation RMS error calculation shall be performed using a devic€) eapgble of
converting the transmitted signal into a stream of complex samples at 528 Msample/s or morg, with
sufficient acguracy in the 1/Q imbalance, DC offset, phase noise, etc. The sampled signal shall then be
processed il a manner similar to that of an ideal receiver including adding the first)32 samples| of the
zero-padded suffix to the received OFDM symbol via the overlap-and-add method. An example| of the
minimum stgps necessary for receiver processing is listed below:

1. Detect|the start of the packet and frame boundary.

2. Estim:[e the correct sampling time and frequency offset. Correct as heeded.

3 Estimale the channel frequency response.

4 For each symbol estimate the common phase error (CPE) ffom the pilot sub-carriers, then fifter the
sequerjce of CPE estimates using a single-pole low-pass\filter with a 3 dB cut-off frequency as ¢lefined
in Tablg 46. De-rotate each OFDM symbol with the filtered phase estimate.

Table 46 - CPE measurement 3 dB cut-off frequency
3dB cu_toff frequency (radians/ TEC number
filter updaterate)
w4 1,2,3,4
n/12 56,7
nl6 8,9, 10

27 correspohds to theAilter update rate of Fgy)y for FFI Modes, Fgy\/3 for TFI Modes and Fgyfy/2 for

TFI2 Modes] The value for Fgy)y is defined in Table 2.

5. Equalize.the channel with the estimated channel frequency response.

6. For each of the data and pilot subcarriers, find the closest constellation point and compute the
Euclidean distance.

7. Compute the RMS error, averaged over all the data and pilot subcarriers and over all frames, as
follows:

Np Np
2 2
\P Npacket Z ’RD,n[k]_CD,n[k” + Z ’RP,n[k]_CP,n[k”
1 - -
RMS - L k=1 k=1 ’
error Nf'z Z (ND + NP)NframePO (49)
i=1 r1::l""’\‘sync""\lhdr
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where Nt is the number of packets under test, Npacket IS the number of symbols in the packet, Ngync is
the number of symbols in the PLCP preamble, Nyq, is the number of symbols in the PLCP header,
Nframe = Npacket = Nsync = Nhgr is the number of symbols in the PSDU, Np is the number of data
subcarriers, Np is the number of pilot subcarriers, Py is the average power over all payload symbols of
the data and pilot constellations, Cp, 4[k] and Cp,[K] are the transmitted k! data subcarrier and k" pilot
subcarrier for the n'™ OFDM symbol, respectively, and Rp y[k] and Rp[K] are the observed kh data

subcarrier and ki pilot subcarrier for the n" OFDM symbol, respectively. The values for Ny and Np are
defined in Table 2, while the values for Ngync, Nhgr Nirame, @nd Npacket are defined in Table 3. The RMS

error smmmmmﬂmmwrm]{each packet.
The tept shall be performed over a minimum of Ny = 100 packets, where the PSDU of-edch packet is at

least 30 symbols in length and is generated from random data.

The RMS error shall be measured without any tone-nulling applied.

13 Receiver specification

13.1 | Receiver sensitivity

For a packet error rate (PER) of less than 8% with a PSDU_0of-1 024 octets, the mininpum receiver
sensitivity numbers in AWGN for the different data rates are liSted in Table 47 for Band Grpup 1, where
a nois¢ figure of 6,6 dB (referenced at the antenna), an implementation loss of 2,5 dB, andl a margin of
3 dB have been assumed. For band groups 2 - 6 an additional 1 - 2 dB noise figure degraglation can be
expected. In addition, the sensitivity numbers are subjegct to variations in noise figure over prdcess, voltage
and ternperature.

Table 47 - Minimum Receiwver Sensitivities for Band Group 1

Data Rate (Mb/s) Minimum Receiver Sensitivity (dBm)

53,3 -80,8

80 -78,9

106;7 -77,8

160 -75,9

200 -74,5

320 -72,8

400 -71,5

480 -70,4

13.2 Receiver CCA performance

The start of a valid OFDM transmission at a receiver level equal to or greater than the minimum
sensitivity for a 53,3 Mb/s transmission (-80,8 dBm) shall cause CCA to indicate that the channel is
busy with a probability > 90% within pCCADetectTime.

13.3 Link quality indicator

A device shall be capable of estimating the link quality of the received channel, where the link quality
shall be defined as an estimate of the SNR available after the FFT and will include all implementation
losses associated with that particular receiver architecture (quantization noise, channel estimation
errors, etc.). Devices capable only of data rates up to 200Mbps shall be capable of estimating values in
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the range from -2 dB to +7 dB. Devices capable of data rates above 200Mbps shall be capable of
estimating values in the range from —2 dB to +12 dB. Estimating values below —2 dB or above +12 dB is
optional. All estimated values, when measured under static channel conditions, shall be monotonically
increasing with signal strength over the entire reporting range. Note that the estimates may exhibit
saturation behaviour at values higher than +12 dB. Finally, the link quality estimates shall be made on

a packet-by-

packet basis.

When reporting the estimates of the link quality, the device shall quantize these values to the nearest
dB in the range from —6 dB to +24 dB and report them as the link quality estimate (LQE). The accuracy
of the LQE is defined as the standard deviation of the packet-by-packet estimates for a static AWGN

channel and

a fixed SNR valile Table 48 enumerates the allowed standard deviation of the est

jmates

as a functiorf
the SNR aftg
intended or |

Table 49

of the reporting range. Even though the reported estimates should be nominally_e

mplied by this specification.

- Allowed Standard Deviation for the LQE with a payload,of 1 024 By
Link Quality Estimate (LQE) Standard Deviation for Estimate (o)

-6dB, ...,-4dB 1,3dB

-3dB, ...,0dB 1,1-dB

1dB,...,6dB 0,9dB

7dB, ..., 24 dB 0,7 dB

The mapping
encoding is
The all-ZER
LQE is too s
the range fr
information.

The test for
N; = 1 000 p
from random

ised to report the estimates in the range from —6 dB (0000 0001) to +24 dB (0001
D bit representation implies that reporting of LQE is not supported by the device,
mall to be measured accurately. JAdditionally, the range from 1000 0000 to 1011 11
bm 1100 0000 to 1111 1111~are defined to allow vendors to report additional link
All other bit representations-are reserved for future use.

he accuracy of the link quality estimate shall be performed over a minimum of
hckets, where the RSDU of each packet is at least 1 024 bytes in length and is gen

data.

Table 49 - Encoding for the Link Quality Estimates

LQI

Description

qual to

r the FFT, no bounds on absolute accuracy with respect to an external reference-plgne are

tes

between LQE and the Link Quality Indicator (LQI) is summarized in Table 49. A Standard

1111).
pr that
11 and
quality

erated

0000 0000 Link Quality is too low to be measured

0000 0001 — 0001 1111 LQI = (LQE + 7dB)

0010 0000 - 0111 1111 RESERVED

1000 0000 — 1011 1111 Vendor specific Link Quality encoding

1100 0000 — 1111 1111 Vendor specific Link Quality encoding

13.4

Receive Signal Strength Indicator

A device may indicate the strength in decibels of the incoming signal. The RSSI is a monotonically
increasing function of the energy received at the antenna. It is a value between 0 and RSSIMaximum.
RSSIMaximum is implementation defined, up to 255.

84

© ISO/IEC 2009 - All rights

reserved


https://iecnorm.com/api/?name=b8b0964792bf6fb451479ca47b37710c

ISO/IEC 26907:2009(E)

14 Ranging and location awareness

A device may support the capability to determine the round trip delay between itself and another
device, hereafter referred to as ranging. This round trip delay may be used to calculate the distance
between the devices. The distance can be estimated by multiplying the speed of light by the measured

propagation delay between the devices.

14.1

Ranging requirements

If ranging is supported, all devices shall support ranging capabilities with an accuracy and precision of
+60 cm or better.

14.2

The pr
rangin

i.e., th
Figure

14.3

If rang
genersa

32-bit
list of

If rang
a 15-b

Implen

descri

To su
betwe

more d

Ranging reference signal
ppagation delay between two devices should be measured with respect to a referen
j reference point is the beginning of the first channel estimation symbol in the PLC

e first sample of the first channel estimation sequence f[O] (see 10.2

8 and (4)).

PHY ranging resources

ing is supported, the PHY shall contain a MIB attribute pRangingTimer to capturg
tion or detection of the ranging reference signal. This attribute captures the value
ranging counter which is running at the clock frequency specified in Table 59. See T
alid ranging timer configurations.

Ssync,Np

ng is supported, implementations shall support atlleast a pRangingTimer containing
t counter in the Active Timer Bits [17:3] clocked at.528 MHz. Bits [31:18] and [2:0] sha

hentations may provide more timer bits and higher clock frequencies to increase
bed in 2.4.

pport MAC algorithms that use multiple ranging transactions to correct for freq
bn two stations, longer counters may be provided in PHY hardware. If supported
f the bits [31:18] will be active. All'inactive bits shall be ZERO.

[

Ce point. The
P preamble,

.1, Figure 7,

e the time of
Df a 15-bit to
able 59 for a

the value of
Il be ZERO.

precision as

uency offset
in the PHY,

14.4 | PHY ranging operation

If rangjng is supported, the PHY shall set the pRangingTimer to the ranging counter valug when either

of the following occurs:

1. PHY is in transmitsmade, and the PHY reaches the ranging reference point.

2. PHY is in receive-mode, and the PHY recognizes the ranging reference point

14.5 | Rangifg calibration constants

If rang|ng is supported, the following constants shall be made available. These values allow the MAC to

correct the'pRangingTimer values for delays in the PHY and associated circuits.

1. RANGING_TRANSMIT DELAY = the time from the PHY sampling the ranging counter gorresponding
to its processing the ranging reference point to the time that ranging reference point is emitted from the
local antenna.

2. RANGING_RECEIVE_DELAY = the time from the arrival of the ranging reference point at the local

antenna to the time that ranging reference point is first recognised in the PHY, corresponding to its

sampling the ranging counter.

These constants are 16-bit unsigned integer values, in units of 4 224 MHz clock periods. These values
allow the MAC to correct the pRangingTimer values for delays in the PHY and associated circuits.

14.6

Example range measurement (informative)

Figure 30 shows a pair of ranging frames being exchanged between two devices. Ry, is designated as
the initial ranging measurement frame transmitted by device #1, whereas Ry, is designated as the
reply ranging measurement frame transmitted by device #2. Each device must take two measurements:
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one when the ranging measurement frame is sent (T;, where i =1, 2), and one when the ranging
measurement frame is received (R;, where i = 1, 2). Next, each device must apply the ranging

calibration constants (see 14.5) to account for signal processing delays through the transmit and
receive chains:

Tic = T; + RANGING_TRANSMIT_DELAY, (50 a)

R = R;- RANGING_RECEIVE_DELAY, (50 b)

where i = 1,[Z and where Tic and R;. are the calibrated time measurements. Finally, device #2 must

deliver the measurement values T,. and R, to device #1.

— o ——} |

Tie Ric
Device #1 Preamble Header | Payload Preamble Header | Payload
4
[} e
[] [
. 3
H ’
H RZC ,' TZc
L] [
. [
[} [
| l
Device #2 Preamble Header | Payload Preamble Header | Payload

_’l |‘_Propagation _’l |‘_Propagation
Time Time

Eigure 30 - Example ranging measurement frame pair

Given the fd

ur compensated time measurements, a simple range estimate, D, can be calculated as
follows:

(51)

D=c x { (RZC_TlC);(TZC_ Rlc) J,

where c is the speed of light.

15 PHY and MAC service access points (informative)

This informative clause presents one conceptual interface to illustrate the functionality of a device that

implements this specification. It is not intended for physical implementation or as a computer language
interface.
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Service access points (SAPs) are provided for data transfer and for management of the physical (PHY)
layer and medium access control (MAC) sublayer.

The reference model in Figure 31 illustrates the logical entities and the relationships between them.

All SAPs are logical interfaces and do not necessarily imply a particular implementation or an exposed
interface.

The PHY provides data services to the MAC sublayer through the PHY service access point (SAP).
These services are described in this Clause in terms of PHY primitives exchanged between the MAC
and the PHY via the PHY SAP.

The
descrilbed in this Clause in terms of MAC primitives exchanged between the MAC and\th
via thg MAC SAP.

Kervices are
p MAC client

led the MAC
nese entities
hctions. For
I within each
F and MLME

Both the MAC sublayer and the PHY layer conceptually include management entities, ca
sublayer management entity (MLME) and physical layer management entity(PLME). T
provid¢ the layer management service interfaces for the layer management fu
manadement of the MAC and PHY, a device management entity (DME)(should be presen
device| The PLME and MLME provide management services to the DME-through the PLM

a)

SAPs.
manag
this en
status
param

The DME is a layer-independent entity that may be yviewed as residing in
ement plane or as residing "off to the side." The DME is Qutside the scope of this §
tity may be viewed as being responsible for such functions as the gathering of laye
from the various layer management entities and similarly setting the value of |
bters. The DME typically performs such functionson*behalf of the general system

a separate
btandard, but
r-dependent
ayer-specific
management

entitie$ and implements Standard management protocols

MAC client

MAC SAP

Medjumnaccess
control (MAC)
sublayer

MAC sublayer
management
entity (MLME)

0>

Device
nagement
tity (DME)

MLME SAP

m g

PHY SAP en

> <

Physical layer
management
entity (PLME)

PHY layer

<I7DT
PLME SAP

Figure 31 - The SAP reference model used in this Standard

15.1 Generic MIB management primitives

The management information specific to the PHY layer or the MAC sublayer is represented in a
management information base (MIB). Devices are not intended to be managed across a network.
Devices use the management information to ascertain and control certain characteristics of the PHY
layer and MAC sublayer.

The management entity is viewed as "containing" the MIB. The MIB-related management primitives
exchanged across the management SAP allow the DME to either "GET" the value of a MIB attribute, or
to "SET" the value of a MIB attribute. The invocation of a SET.request primitive may require the PHY
layer or the MAC sublayer to perform defined actions.
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The GET and SET primitives are represented as requests with associated confirm primitives.

The primitives for the PHY layer management SAP are prefixed by PLME and for the MAC sublayer
are prefixed by MLME. XX in the table and following Clauses denotes MLME or PLME. The primitives
are summarized in Table 50.

Table 50 - Summary of generic management primitives

Name Request Confirm
XX-GET 15.1.1 15.1.2
XX-SET 15.1.3 15.1.4

The paramefers used for these primitives are defined in Table 51.

Table 51- Generic management primitive parameters

Narpe Type Valid range Description
MiBatrib- | Octetstring | Any MIB attribute as defined in The name of the MIB
ute 15.3 or 15.5 attribute
MIBvplue Variable As defined in 15.3 or 15.5 The value of the MIB
attribute
ResultCode Enumera- SUCCESS, Indicates the result of thg
tion INVALID_MIB_ATTRIBUTE_N | PLME or MLME request
AME;
INVALID_MIBAATTRIBUTE_V
ALUE,
READ_ONLY_MIB_ATTRIBU
TE,
WRITE_ONLY_MIB_ATTRIBU
TE

15.1.1 XX}GET.request
This primitive requests information about a given attribute. The definition of this primitive is:
X-GET. request(

MiBattribute
)

The primitivc parameter is defined in Table 51

15.1.1.1 When generated
This primitive is generated by the DME to obtain information from the PHY or MAC.
15.1.1.2 Effect of receipt

The PLME or MLME attempts to retrieve the requested PHY or MAC attribute from its database and
responds with XX-GET.confirm that gives the result.

15.1.2 XX-GET.confirm

This primitive reports the results of an information request about the PHY or MAC. The definition of this
primitive is:

XX-GET.confirm(
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ResultCode,
MIBattribute,
MIBvalue

)

imitive parameters are defined in Table 51.

15.1.2.1 When generated
This primitive is generated in response to an XX-GET.request by the DME.

15.1.2.2 Effect of receipt

The pr
otherw
would
15.1.3

This p
primiti

The pri
15.1.3
This p
15.1.3
The P
implies
resporn
15.1.4
This p
of this

The pr

MITIVE Teturns the appropriate MIB atribute value 1t the ResultCode 1S SUCCESS,
ise it returns an error indication in the ResultCode. Possible values of the ReS§
ndicate an error are INVALID_MIB_ATTRIBUTE_NAME and WRITE_ONLY_AWB_A|
XX-SET.request
rimitive attempts to set the indicated MIB attribute to the given value! The defi
eis:
XX-SET.request(

MIBattribute,
MIBvalue

)

mitive parameters are defined in Table 51.

.1 When generated
imitive is generated by the DME to set the indicated MIB attribute.

.2 Effect of receipt

| ME or MLME attempts to set the requested MIB attribute in its database. If this
a specific action, then this requests that the action be performed. The PLM
ds with XX-SET.confirm that gives'the result.

XX-SET.confirm
imitive reports the results\of an attempt to set the value of an attribute in the MIB. T
primitive is:
XX-SET.confirm(

ResultCode,
MiBattribute

)

mitiv&;parameters are defined in Table 51.

15.1.4

ultCode that
TTRIBUTE.

nition of this

MIB attribute
E or MLME

he definition

2 When generated

This primitive Is generated In response to an XX-SET.request by the DME.

15.1.4.2 Effect of receipt

If the ResultCode is SUCCESS, this confirms that the indicated MIB attribute was set to the requested
value; otherwise it returns an error condition in the ResultCode. If this MIBattribute implies a specific
action, then this confirms that the action was performed. Possible ResultCodes for an error are:

- INVALID_MIB_ATTRIBUTE_NAME
- INVALID_MIB_ATTRIBUTE_VALUE
- READ_ONLY_MIB_ATTRIBUTE
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15.2 PHY SAP interface

Table 52 lists the PHY SAP primitives for peer-to-peer interactions. Table 53 lists the PHY SAP
primitives for sublayer-to-sublayer interactions only.

Table 52 - PHY-SAP Peer-to-Peer Service Primitives

Primitive Request Indication Response Confirm

PHY-DATA X X X X

Table 53 - PHY-SAP Sublayer-to-Sublayer Service Primitives

Primitive Request Indication Response Confirm
PHY-TX-START x x
PHY-TX-END x x
PHY-CCA-START x x
PHY-CCA-END x x
PIHY-RX-START x X x
PHY-RX-END x X x

The remainder of this sub-clause describes the services provided using these PHY primitives.

15.2.1 Dajta transfer

This mecharjism supports the procedure of transferring an octet of data from the MAC sublayer to the
PHY layer of vice versa. Table 54 lists the parameters that appear in the primitives of this Claus

®

Table 54(-yPHY-DATA Primitive Parameters

Name Type Valid Range Description

DATA Bit«String 0x00 - OxFF Appears in PHY-DATA.request and
PHY-DATA.indication; specifies an
octet of bit string for transfer from the
MAC to the PHY or vice versa.

15.2.1.1 PHY-DATATEqQUESt
This primitive requests the transfer of an octet of data from the MAC to the PHY. The definition of this
primitive is as follows:

PHY-DATA.request(

DATA
)
15.2.1.1.1 When generated

This primitive is generated by the MAC to request the transfer of a single octet of data from the MAC to
the PHY. It may only be issued following a transmit initialization confirmation (PHY-TX-START.confirm)
from the PHY.
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15.2.1.1.2 Effect of receipt

The PHY transfers a single octet of data from the MAC. It subsequently issues a PHY-DATA.confirm to
the MAC.

15.2.1.2 PHY-DATA.confirm

This primitive reports the transfer of an octet of data from the MAC to the PHY. The definition of this
primitive is as follows:

PHY-DATA_.confirm(

)
15.2.1.2.1 When generated

The piimitive is generated by the PHY following the transfer of an octet of data from thg MAC to the
PHY.

15.2.1.2.2 Effect of receipt

The MAC generates the next PHY-DATA.request to transfer the next octet of data tol the PHY, if
applicable.

15.2.1.3 PHY-DATA.indication

This pfimitive indicates a transfer of an octet of data from the REHY-to the MAC. The def{nition of this
primitiye is as follows:

PHY-DATA.indication(
DATA
)

15.2.1.3.1 When generated

This pfimitive is generated by a receiving PHY_layer to transfer an octet of available data to the local
MAC pBublayer. It may only be issued {following a receive initialization confirmatign (PHY-RX-
START.confirm) from the PHY.

15.2.1.3.2 Effect of receipt

The MAC transfers a single octetof data from the PHY. It subsequently issues a PHY-DATA.response
to the PHY.

15.2.1.4 PHY-DATA.response

This pfimitive responds(to the transfer of an octet of data from the PHY to the MAC. The¢ definition of
this pr|mitive is as follows:

PHY=DATA_response(

)
15.2.1.4.,2~ When generated

The pH Haitve—is nnnnrafnd h\/ the—MAC—to rncpnnd to—the—PRPHY after-an—octet—of-data has been
transferred from the PHY to the MAC.

15.2.1.4.2 Effect of receipt

The PHY will generate the next PHY-DATA.indication for the transfer of the next available octet of data
to the MAC, if applicable.

15.2.2 PHY transmission control

This mechanism supports the procedure of controlling the start or end of a PHY transmission. Table 55
lists the parameters that appear in the primitives of this Clause via TXVECTOR.
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Table 55 - TXVECTOR Parameters

Name

Type

Valid Range

Description

LENGTH

Integer

0 .. pMaxFramePayloadSize
for standard mode;

1 .. pMaxFramePayloadSize

Specifies the number of octets in
the frame payload (which does
not include the FCS, tail bits,
and pad bits) that the MAC is
requesting the PHY to transmit.

for burst mode

R/

TE

Bit String

5 bits

Specifies the data ratel\at which
the frame body is to.be
transmitted (see Table 24).

BURST

| MODE

Enumera-
tion

ZERO = Standard Mode;

ONE = Burst Mode

Indicates whéther the
transmission js in the middle |of
a burst,de., whether the current
PPDU will be followed by
another PPDU transmitted by
this\device with a MIFS
separation.

PREAMBLE_TY

=

E

Enumera-
tion

ZERO = Standard Preamble;

ONE = Burst Preamble

D

Specifies the type of preamb
for the next PPDU when

BURSTMODE is set to ONE
Reserved when BURSTMOQE
is set to ZERO.

SCRA

MBLER

Bit String

2 bits

Provides a 2-bit value to

initialize the scrambler for thdg
current PPDU transmission (3ee
Table 29).

TXPWR

LEVEL

Integer

Specifies a transmit power
attenuation for the current
PPDU transmission (see Tabje
44).

TX

TFC

Bit String

4 bits

Specifies the TFC code used|for
transmission of the current
packet (see Table 27).

Bit_String

3 bits

Specifies the Band Group usgd
for transmission of the currernt
packet (see Table 28).

MAC_H

EADER

Octet
String

10 octets

Provides the MAC header fo
the current PPDU for
transmission.

T

BitString

384 its

Spetifies Tutted frequercy
carriers (see 9.2)

15.2.2.1 PHY-TX-START.request

This primitive requests the local PHY layer to start the transmission of a PPDU onto the wireless

medium. The definition of this primitive is as follows:
PHY-TX-START.request(
TXVECTOR

)

15.2.2.1.1 When generated

The primitive is generated by the MAC sublayer to initiate the transmission of a PPDU by the local PHY

layer onto the wireless medium.
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15.2.2.1.2 Effect of receipt
The PHY begins transmitting a PLCP preamble. It subsequently issues a PHY-TX-START.confirm to
the MAC.

15.2.2.2 PHY-TX-START.confirm

This primitive reports the start of the PLCP preamble transmission by the PHY. The definition of this
primitive is as follows:

PHY-TX-START.confirm(
)

15.2.2
This p
onto th
15.2.2
The M
if any,
transnm
15.2.2

This p

followg:

15.2.7
This p
for the

15.2.2
The P

15.2.3
This p

15.2.
This p
15.2.7

.2.1 When generated

[imitive is generated by the PHY to indicate to the MAC the start of transmission
e wireless medium.

.2.2 Effect of receipt
AC proceeds to issue PHY-DATA.request primitives to transfer the TXYECTOR and

ission.
.3 PHY-TX-END.request
imitive requests the local PHY layer to end the transmission. The definition of this p

PHY-TX-END.request(

)

.3.1 When generated

imitive is generated by the MAC following reception of the last PHY-DATA.confirm f
current MPDU transfer.

.3.2 Effect of receipt
HY stops the transmission and“subsequently issues a PHY-TX-END.confirm to the N

.4 PHY-TX-END.confirm
imitive reports the PHY’s"exit from the transmission. The definition of this primitive i

PHY-TX-END.confirm(

)

4.1 When generated
imitivesjs_generated by the PHY upon stopping the local transmission.

.4.2 ) Effect of receipt

pf the PPDU

frame body,

to the PHY when they are available, or to issue a PHY-TX-END.fequest primitive o end PHY'’s

rimitive is as

rom the PHY

IAC.

5 as follows:

The M

AC.is in_a position to initiate the next transmit, receiver, or power management ope

ation.

15.2.3 PHY reception control
This mechanism supports the procedure of controlling the start or end of a PHY reception. Table 56

lists th

e parameters that appear in the primitives of this Clause via RXVECTOR.
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Table 56 - RXVECTOR Parameters

Nam

e

Type

Valid Range

Description

LENGTH

Integer

0 .. pMaxFramePayloadSize
for standard mode;

1 .. pMaxFramePayloadSize

Specifies the number of octets in
the frame payload (which does
not include the FCS, tail bits,
and pad bits) that the PHY will
be transferring to the MAC.

Tor burst mode

RAT

Bit String

5 bits

Specifies the data rat€ at’'which
the frame body is received (see
Table 24).

BURST_

VIODE

Enumera-
tion

ZERO = Standard Mode;

ONE = Burst Mode

Indicates whether the recegtion
is in the middle of a burst, ije.,
whether the current PPDU will
be follewed by another PPDU
transmitted by the same deyice
with a MIFS separation.

PREAMB
PE

E_TY

Enumera-
tion

ZERO = Standard Preamble;

ONE = Burst Preamble

Specifies the type of preamp
for the next PPDU when
BURSTMODE is set to ONE;
Reserved when BURSTMOQDE
is set to ZERO.

e

TX_T

Bit String

4 bits

Specifies the TFC code usef for
transmission of the currgnt
packet (see Table 27).

BG

Bit String

3 bits

Specifies the Band Group (ised
for transmission of the curfent
packet (see Table 28).

MAC_HE

ADER

Octet
String

10 Octets

Provides the MAC header fpr
the received PPDU.

HEADER
R

ERRO

Integer

0-255

Value = 0: HCS and all field
valid

Bit 4 = 1: HCS invalid
Bit 3 = 1: Unsupported datd rate
Bit 2 = 1: wrong channel

(2]

RSSI

nteger

0 .. RoSIMaximum

Provides the receive signal
strength indication, in decibels,
a measure of the energy
observed at the antenna used to
receive the PLCP preamble of
the current PPDU, and a mono-
tonically increasing function of
the received power.

LQI

Bit String

8 bits

Provides a monotonically
increasing measure of the link
quality as assessed by the PHY
(see Table 49).
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15.2.3.1 PHY-RX-START.request

This primitive requests the local PHY layer to start reception. The definition of this primitive is as
follows:

PHY-RX-START .request(

)

15.2.3.1.1 When generated

The primitive is generated by the MAC sublayer to initiate or continue the acquisition of a PLCP
preamble by the local PHY layer for an anticipated PPDU reception.

15.2.3.1.2 Effect of receipt

The PHY begins PLCP preamble acquisition. It subsequently issues a PHY-RX-START.cpnfirm to the
MAC.

15.2.3.2 PHY-RX-START.indication

This pfimitive indicates acquisition of a PLCP preamble by the local PHYlayer. The definition of this
primitiye is as follows:

PHY-RX-START. indication(

)
15.2.3.2.1 When generated

This pfimitive is generated by a receiving PHY layer upah detecting the end of the synchronization
sequenhce of a PLCP preamble.

15.2.3.2.2 Effect of receipt

The MAC is provided with a reference time for determining the start of the received framq on the local
air intgrface.

15.2.3.3 PHY-RX-START.confirm

This pfimitive reports reception of the . PLCP header by the PHY. The definition of this pfimitive is as
follows:

PHY-RX-START...confirm(
RXVECTOR
)
15.2.3.3.1 When generated
This primitive is geperated by the PHY following complete reception of the PLCP header qr a timeout.
15.2.3.3.2 Effect of receipt

If the Yalue-of HEADER_ERROR is zero and the value of LENGTH is non-zero then thel MAC is in a
positiojn to receive PHY-DATA.request primitives for the transfer of the RXVECTOR and ffame body, if
any, ot 1 e D} D ¥ ND a cel 1

15.2.3.4 PHY-RX-END.request

This primitive requests the local PHY layer to end reception. The definition of this primitive is as
follows:

PHY-RX-END.request(

)
15.2.3.4.1 When generated

This primitive is generated by the MAC following reception of the last PHY-DATA.indication from the
PHY for the anticipated receive MPDU transfer.

15.2.3.4.2 Effect of receipt
The PHY stops the reception and issues a PHY-TX-END.confirm to the MAC.
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15.2.3.5 PHY-RX-END.indication

This primitive indicates completion of a PPDU reception from the wireless medium. The definition of
this primitive is as follows:

PHY-RX-END. indication(

)

15.2.3.5.1 When generated

This primitive is generated by a receiving PHY layer upon receiving the complete PPDU from the
wireless medium.

15.2.3.5.2 | Effect of receipt

The MAC is [provided with a reference time for determining the end of the received frame(on-the local
air interface,

15.2.3.6 HHY-RX-END.confirm
This primitive reports the PHY’s exit from reception. The definition of this primitiveis as follows:

PHY-RX-END.confirm(

)
15.2.3.6.1 | When generated
This primitivg is generated by the PHY upon stopping reception.

15.2.3.6.2 | Effect of receipt
The MAC is |n a position to initiate the next transmit, receiver,” or power management operation.

15.2.4 PH|y CCA control
This mechanism supports the procedure of controlling the start or end of a PHY CCA. There are no
parameters that appear in the primitives of this Clause.
15.2.4.1 HHY-CCA-START.request

This primitive requests the local PHY layerto start its CCA operation. The definition of this primiitive is
as follows:

PHY-CCA-START . request(

)
15.2.4.1.1 | When generated
This primitivg is generated by the MAC sublayer to initiate the CCA by the PHY layer.

15.2.4.1.2 | Effectaf receipt

The PHY stgrts itsSCCA operation and reports the CCA result in the PHY MIB pCCAStatus attripute. It
subsequently issues a PHY-CCA-START.confirm to the MAC. The PHY updates the CCAStatug value
whenever the ECA result is changed, until a subsequent PHY-CCA-END.request is issued by the|MAC.

15.2.4.2 PHY-CCA-START.confirm

This primitive reports the start of the CCA operation by the PHY. The definition of this primitive is as
follows:

PHY-CCA-START.confirm(

)
15.2.4.2.1 When generated
This primitive is generated by the PHY to indicate to the MAC the start of the CCA.

15.2.4.2.2 Effect of receipt

The MAC/MLME may proceed to issue generic management primitives PLME-GET (CCAStatus) to
obtain and update the CCA result.
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15.2.4.3 PHY-CCA-END.request

This primitive requests the local PHY layer to end the CCA operation. The definition of this primitive is
as follows:

PHY-CCA-END.request(
)

15.2.4.3.1 When generated
This primitive is generated by the MAC whenever CCA is no longer needed.

15.2.4. 32 Fffect of receipt

The P

15.2.4
This p

follows:

1Y stops the CCA operation.

.4 PHY-CCA-END.confirm
rimitive reports the end of the CCA operation by the PHY. The definition, af this p

PHY-CCA-END.confirm(
)

15.2.4.4.1 When generated

This p

imitive is generated by the PHY upon stopping the CCA.operation.

15.2.4.4.2 Effect of receipt

imitive is as

The MIAC stops issuing generic management primitives"\PLME-GET (pCCAStatus) to obfain the CCA
result.
15.3 | PLME SAP interface
The PHY management service is provided using the generic management service prim|tives PLME-
GET and PLME-SET operating on PHY MIB-attributes defined in Table 57 and Table 58, ahd the PLME
SAP Sgervice Primitives operating on not:specific PHY MIB attributes as listed in Table 60.
Table 57 - PHY MIB Attributes
Name Type Valid Range Description
pMaxFramePayload- Integer 4 095 Specifies the maxi-
Size mum allowed length
of the frame payload
(which does npt
include an FCS) in
any MPDU.
pPowerState Enumera- SLEEP, STANDBY, Specifies the power
tion READY state of the PHY.
pCCAStatus Enumera- CHANNEL_BUSY, | Indicatesthe medium
tion CHANNEL_CLEAR | activity of the chan-
nel.
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Table 58 - PHY MIB Ranging Attributes

Name Type | Valid Range Description
pRCLKOp- Inte- | See Table Specifies the ranging support capabilities.
tions ger 59
Value set to 0 if ranging is not support.
bt OTSer it Tanging 1S SUPpOTted;
bit 1: set if a 528 MHz timer is used;
bit 2: set if a 1 056 MHz timer is used:
bit 3: set if a 2 112 MHz timer is uSed;
bit 4: set if a 4 224 MHz timer isused;
bit 5: set if pRangingTimer bits\[23:18] are
active;
bit 6: set if pRangingTimer bits [31:24] are
active,
pRCLKToler- Inte- 0-255 Specifies the PHY ¢anging timer accuracy in
ance ger PPM.
pRanging- Inte- | O- (231-1) Specifies thie ranging timer value via a 32-bit
Timer ger unsigned integer.
If bit4’of pPRCLKOptions is 0, Timer[0] = 0.
If\bit 3 of pPRCLKOptions is 0, Timer[1] = 0.
If bit 2 of pPRCLKOptions is 0, Timer[2] = 0.
If bit 5 of pPRCLKOptions is 0, Timer[23:18] =
0x00.
If bit 6 of pPRCLKOptions is 0, Timer[31:24] =
0x00.
Table 59 - Ranging pRCLKOptions Valid Values
alue (Héx) Active Timer Bits Clock Frequency (MHz) Timer Span
00 N/A N/A N/A
083 731 528 62-1+ms
05 [17:2] 1056 62,1 ms
09 [17:1] 2112 62,1 ms
11 [17:0] 4224 62,1 ms
23 [23:3] 528 3,97 ms
25 [23:2] 1056 3,97 ms
29 [23:1] 2112 3,97 ms
31 [23:0] 4224 3,97 ms
63 [31:3] 528 1,02s
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Table 59 - Ranging pRCLKOptions Valid Values (concluded)

Value (Hex) Active Timer Bits Clock Frequency (MHz) Timer Span
65 [31:2] 1 056 1,02s
69 [31:1] 2112 1,02s
71 [31:0] 4224 1,02s

Table 60 - PLME SAP Service Primitives

e parameters that appear in the primitives of this Clause;

Table 61 - PLME-RESET Primitive Parameters

Primitive Request Indicate Response Confirln
PLME-RESET X X
PLME-RANGING-TIMER-START X X
PLME-RANGING-TIMER-END X X
PHY reset
echanism supports the procedure of resetting the PHY layerand its management entity. Table 61

Name Type Valid Range Description
ResetResultCode Enumera- -~ SUCCESS, FAILED | Indicates the rest
tion the PHY reset pr
dure.

It of
bce-

.1 PLME-RESET.request

imitive requests to reset'the’ PHY data path and its management entity and MIB. T
primitive is as follows:

PLME-RESET: request(

)

.1.1 When*generated
imitive_is generated by the MLME on behalf of itself or the DME whenever the PHY

he definition

needs to be

{2 Effect of receipt

The P

HY resets both the transmission and reception, the CCA operation, and its manag

and MIB. The PLME subsequently issues a PHY-RESET.confirm to the MLME.

15.3.1.2 PLME-RESET.confirm
This primitive reports the results of a reset procedure. The definition of this primitive is as follows:

PLME-RESET .confirm(

ResetResultCode
)

15.3.1.2.1 When generated
This primitive is generated by the PLME as a result of a PLME-RESET.request.
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15.3.1.2.2
The DME or

Effect of receipt
MLME is notified of the results of the PHY reset procedure.

15.3.2 PHY ranging timer control

This mechanism supports the procedure of enabling or disabling the PHY ranging timer. There are no
parameters that appear in the primitives of this Clause.

15.3.2.1 PLME-RANGING-TIMER-START.request
This primitive requests to enable the PHY ranging timer. The definition of this primitive is as follows:

PLME-RANGING-TIMER-START . request(

15.3.2.1.1
This primitiv
timer.

15.3.2.1.2

The PLME ¢
attribute pR
MLME.

15.3.2.2 H
This primitiv
follows:

15.3.2.2.1
This primitiv
15.3.2.2.2
The DME or
15.3.2.3 H
This primitiv

15.3.2.3.1
This primitiv
timer.

)

When generated
P is generated by the MLME on behalf of itself or the DME to enable the PHY r

Effect of receipt

angingTimer. It subsequently issues a PHY-RANGING-THMER-START.confirm

LME-RANGING-TIMER-START.confirm
e reports the enabling of the PHY ranging timer..The definition of this primitive

PLME-RANGING-TIMER-START.confirm(
)

When generated
b is generated by the PLME as a re8ult of a PLME-RANGING-TIMER-START.reque
Effect of receipt
MLME is notified of the enabling of the PHY ranging timer.
LME-RANGING-TIMER-END.request
b requests to disablexthe PHY ranging timer. The definition of this primitive is as foll

PLME-RANGING=TIMER-END. request(
)

When¢generated
P is generated by the MLME on behalf of itself or the DME to disable the PHY r

Anging

hables the PHY ranging timer. The PHY captures the value of the ranging timer in the MIB

to the

is as

OWS!:

Anging

15.3.2.3.2

—EffectofTecept

The PLME disables the PHY ranging timer. It subsequently issues a PHY-RANGING-TIMER-
END.confirm to the MLME.

15.3.2.4 PLME-RANGING-TIMER-END.confirm
This primitive reports the disabling of the PHY ranging timer. The definition of this primitive is as

follows:

15.3.2.4.1

PLME-RANGING-TIMER-END.confirm(
)

When generated

This primitive is generated by the PLME as a result of a PLME-RANGING-TIMER-START.request.
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15.3.2.4.2 Effect of receipt

The DME or MLME is notified of the disabling of the PHY ranging timer. The DME or MLME ceases to
get the value of the MIB attribute pRangingTimer.

15.4 MAC sublayer management primitives

The MAC sublayer management primitives are described in 15.1, Generic MIB management primitives.

15.5 MAC management information base (MIB)

The MAC MIB objects listed in Table 62 may be read and written using the MLME-GET and MLME-SET
primitives.

Table 62 - MAC MIB attributes

Managed Object Range
mDevAddType {Private, Generated}
mSecurityModeSelected {0,1,2}

15.6 MLME SAP interface
15.6.1 Reset

The service primitives in this Clause are provided for the :-DME to reset the MAC spblayer. The
primitiyes covered in this Clause are listed in Table 63.

Table 63 - Reset\primitives

Service Primitive Request Indication Response Confirm

MLME-RESET 15.6.1.1 15.6.1.2

Table 64 lists the parameters that appeanin the primitives of this Clause.

Table 64 - Reset primitive parameters

Name Type Valid range Description
ResgultCode Enumeration SUCCESS, Appears in MLME-RESET.confirm only; indicate$ the result
FAILURE of the corresponding MLME RESET.requpst.

156.1.1 MLME=RESET.request
This pfimitive fequests to reset the MAC sublayer data path and its management entity and MIB.

The ddfinition®of this primitive is:

MIME-RESFT request(

)

15.6.1.1.1 When generated
This primitive is generated by the DME when it needs to reset the MAC sublayer.

15.6.1.1.2 Effect of receipt

The MAC sublayer resets both the transmit and receive state machines, its management entity and
MIB to the default power on states or default values. The MAC sublayer discards all MSDUs and their
fragments, if any, that are buffered for transmission to a peer MAC sublayer or delivery to the MAC
client. Until the MLME receives other primitives, the MAC sublayer will not perform any transmit or
receive operations. The MLME issues an MLME-RESET.confirm when the reset has completed, to
reflect the results of the reset request.
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15.6.1.2 MLME-RESET.confirm
This primitive reports the results of a reset procedure.

The definition of this primitive is:
MLME-RESET .confirm(
ResultCode

15.6.1.2.1

This primitive_

the reset op

15.6.1.2.2
The DME is

15.6.2 Sc
The service

The primitive

an

)

When generated

£ration.

Effect of receipt
hotified of the results of the reset procedure.

primitives in this Clause are provided for the DME to perform chanhel scan oper
s covered in this Clause are listed in Table 65.

Table 65 - Scan primitives

tion of

ations.

Service Primitive Request Indication Response Confirm
MLME-SCAN 15.6.2.1 15.6.2.2
MLNE-SCAN-PLCP-HEADER-RECEIVED 15.6.2.3
Table 66 list$ the parameters that appear in the primitives of this Clause.
Table 66 - Scan pr¥imitive parameters
Name Type Valid range Description
ChannelNumiber | Enumeration PHY dependent The physical channel to be scanned.
BPSTOffs¢t Integer 0-65535 The offset of the start of a received frame relafive to
the BPST of the device, measured in
microseconds.
LQI Integet: 0-255 Link quality indication.
PLCPHeadpr PLCP The PLCP header of the received framgq.
header
ResultCode Enumeration SUCCESS, FAILURE Indicates the result of the corresponding request.
RSSI Integer 0-255 Receive signal strength indication.
ScanState Enumeration SCAN_ONLY, Sets the scan state in the MLME-SCAN primitive.

SCAN_OUTSIDE_BP,
SCAN_WHILE_INACTIVE,
SCAN_DISABLED

15.6.2.1 MLME-SCAN.request
This primitive begins a scan operation.

The definition of this primitive is:
MLME-SCAN.request(
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ChannelNumber,
ScanState

)

ScanState indicates the requested scanning state. Table 67 shows the possible scan types:

Table 67 - Scan State parameter values

ScanState Value Description
SCAN_ONLY Scan only. No other transmit or receive operation is performed until the scan is
carripieted.
SICAN_OUTSIDE_BP Scan at all times except in the BP.
SCAN_WHILE_INACTIVE Scan only when not scheduled to transmit or_receive.
SCAN_DISABLED Scanning is disabled. This is the default scanning state-on power up of after an
MLME-RESET request completes suceessfully.

The C
15.6.2
This p
15.6.2
The M

15.6.2

This p
succes

The de

Result

nannelNumber indicates the PHY channel to use during the scan:

.1.1 When generated
imitive is generated by the DME to change the scanning state.

.1.2 Effect of receipt

.2 MLME-SCAN.confirm

rimitive confirms that a scanning state chahge initiated by the MLME-SCAN requsg
sfully completed or that the state change attempt has failed.

finition of this primitive is:
MLME-SCAN.confirm(

ResultCode
)

Code indicates whether the operation to change the scan state has successfully

changing the scan stateydoes not succeed, it is a vendor specific decision when to

operat

15.6.4
This p
scan §

15.6.2

on and return FAILURE.
.2.1 When‘generated

tate has*been entered or the operation has failed.

2{2 Effect of receipt

| ME initiates a change of the scanning state to the new state indicated by the requést.

pst has been

ompleted. If
fime out the

rimitive_is)generated by the MLME as a result of an MLME-SCAN.request once the requested

The re

cipient is notified of the results of the procedure of changing the scan state.
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15.6.2.3 MLME-SCAN-PLCP-HEADER-RECEIVED.indication

This indication informs the DME that a PLCP header was received. This indication only occurs when
the scan state is not SCAN_DISABLED.

The definition of this primitive is:
MLME-SCAN-PLCP-HEADER-RECEIVED. indication(

PLCPHeader,

ChannelNumber,

BPSTOffset,

WaV |

Channel Number is the PHY channel on which the PLCP header was received.

15.6.2.3.1

v ar

RSSI
)

When generated

This indicatipn is generated by the MLME when the device receives a PLCP header and th¢ MAC
ot in the SCAN_DISABLED state.

sublayer is n

15.6.2.3.2

The recipient is notified that a PLCP header has been received.

15.6.3 Begacon transmission and reception

The service

reception. The primitives covered in this Clause are listed in“Table 68.

Effect of receipt

primitives in this Clause are provided for the DME"“to control beacon transmissi¢n and

Table 68 - Beacon ‘primitives

Service Primitive Request Indication Response Confirm
MILME-BEACON-START 15.6.3.1 15.6.3.2
MLME-BEACON-STOP 15’6.3.3 15.6.3.4
MLME-BEACON-CHANGE- 15.6.3.5 15.6.3.6
CHANNEL
MLME-BEACON 15.6.3.7
MLME-BEACON-MERGE-BP 15.6.3.8 15.6.3.9 15.6.3.10
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Table 69 lists the parameters that appear in the primitives of this Clause.

Table 69 - Beacon primitive parameters

Name Type Valid range Description
Beaconinfo Array Variable A variable size array containing all information
for a transmitted or received beacon
ChannelChangelECount Integer 0-255 The number of superframes in which to
include a Channel Change IE prior to
cnanging charnnels
ChannelNumber Enumeration PHY dependent The physical channel on gvhich the beacon
will be transmitted or was rgceived
BARMoveCountdown Integer 0-255 The number of superframes before a BP
merge commenges, based on a jpeighbour's
BP Switch IE
BPSTOffset Integer 0-65535 The offsgt.of the start of a receiyed beacon
relativeto the BPST of the devicg¢, measured
in microseconds
BeaconType Enumeration NEIGHBOR, The type of beacon reported, |[ndicating
ALIEN, whether a received beacon was ¢lassified as
OWN a neighbour or an alien, or if the peacon was
transmitted by the devite
LQI Integer 0-255 The relative value of the PHY-dependent link
quality indication associated with a received
frame
ResultCode Enumeration SUCCESS, Indicates the result of the corr¢sponding
FAILURE, MLME-BEACON-START or MLME-BEACON-
FAILURE_NO_SLOTS STOP request
RSSI Integer 0-255 The relative value of the PHY-mependent
received signal strength indicatiof associated
with a received framg

15.6.3
This p

.1 MLME-BEACON-START.request

The ddfinition of this primitive is:

imitiveninstructs the MAC sublayer to begin beacon transmission on the specified channel.

ChannelNumber

ChannelNumber is the physical layer channel on which beacon transmission will begin.

15.6.3.1.1 When generated
This primitive is generated by the DME to instruct the MAC sublayer to begin beacon transmission.

15.6.3.1.2 Effect of receipt
When the MLME receives the request it initiates the process of starting to transmit beacons on the

indicat

ed channel.
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15.6.3.2 MLME-BEACON-START.confirm

This primitive confirms the completion of an MLME-BEACON-START request. This confirmation
indicates whether the first beacon has been transmitted.

The definition of this primitive is:
MLME-BEACON-START.confirm(

ResultCode
)

ResultCode indicates whether beacons have begun to be successfully transmitted. If an operation to
start beacor] transmission is not succeeding, it is a vendor specific decision when to time,qut the
operation and return FAILURE.

15.6.3.2.1 | When generated

This primitive is generated by the MLME as a result of an MLME-BEACON-START-trequest to indicate
that the first|peacon has been successfully transmitted or that the operation has failed.

15.6.3.2.2 | Effect of receipt
The recipient is notified of the results of the procedure of starting to transmit beacons.

15.6.3.3 NMLME-BEACON-STOP.request
This primitive causes the MAC sublayer to stop transmitting beagons.

The definitioh of this primitive is:

MLME-BEACON-STOP.request(

)
15.6.3.3.1 | When generated

This primitive is generated by the DME to stop.lbeacon transmission that was started with the MLME-
BEACON-START request.

15.6.3.3.2 | Effect of receipt
The MLME ilnmediately initiates ending-the transmission of beacons.

15.6.3.4 NILME-BEACON-STOP.confirm

This primitive confirms that beacon transmission has been stopped by the MLME after the DME jssued
the MLME-BEACON-STOP (request.

The definitioh of this primitive is:
MLME~BEACON-STOP.confirm(

ResultCode
)

ResultCode indicates whether the beacon operation successfully stopped. If ending beacon
transmission is not successful, it is a vendor specific decision when to time out the operation and
return FAILURE.

15.6.3.4.1 When generated

This primitive is generated by the MLME as a result of an MLME-BEACON-STOP.request once beacon
transmission has been successfully stopped or the operation has failed.

15.6.3.4.2 Effect of receipt

The recipient is notified of the results of the procedure of stopping beacon transmission. A successful
confirmation indicates at least one BP has passed without a beacon being transmitted.
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15.6.3.5 MLME-BEACON-CHANGE-CHANNEL.request

This primitive causes the MAC sublayer to change the channel on which it transmits beacons (and all
other frames).

The definition of this primitive is:

MLME-BEACON-CHANGE-CHANNEL . request(

ChannelNumber,
ChannelChangelECount

)

15.6.3
This p
15.6.3
The M

.5.1 When generated
imitive is generated by the DME to select a new channel for transmission.

.5.2 Effect of receipt
LME includes Channel Change IEs in zero or more superframes as specified by

the DME. It

changés the PHY channel it uses to the channel indicated by the ChannelNumber parameter at the end

of the puperframe in which the Channel Change Countdown field was zerq, '0r at the end d

superf
15.6.3

This pfimitive confirms that the MLME has changed PHY channels as a result of a MLM
CHANGE-CHANNEL request.

The dg

Result
chann
FAILU

15.6.3
This

CHAN
15.6.3
The re

indicates at least<one BP has passed with beacon transmission and reception on the new

15.6.4
This in

ame if the ChannelChangelECount parameter is zero.
.6 MLME-BEACON-CHANGE-CHANNEL.confirm

finition of this primitive is:
MLME-BEACON-CHANGE-CHANNEL . confirm(
ResultCode
)

Code indicates whether the PHY channel was changed successfully. If chang
| is not successful, it is a vendor'specific decision when to time out the operatio
RE.

.6.1 When generated
brimitive is generated by the MLME as a result of an MLME-BEACO
NEL.request once the*PHY channel has been changed or the operation has failed.
.6.2 Effect(ofreceipt

Cipient is notified of the results of the procedure of changing channels. A successful

.7 MEME-BEACON.indication
dication informs the DME that a beacon was received or transmitted. The indicatio

f the current

E-BEACON-

ng the PHY
n and return

N-CHANGE-

confirmation
channel.

N OCcurs any

time th

e device receives-a heacon ortransmits its awn haacon

The definition of this primitive is:

MLME-BEACON. indication(

BeaconlInfo,
ChannelNumber,
BPSTOffset,
BeaconType,
LQl,

RSSI

)
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Beaconinfo is an array including the MAC Header, beacon parameters, and all information elements for
the received or transmitted beacon. Channel Number is the PHY channel on which the beacon was

received or t

ransmitted.

If the device is active, the MAC sublayer always indicates at least one beacon, its own, during its BP.

15.6.3.7.1

When generated

This indication is generated by the MLME when it determines it has transmitted or received a beacon
frame. Beacon indications for received beacons can occur any time a device's receiver is enabled,
whether scanning is enabled or not.

15.6.3.7.2

The recipien
the beacon.

15.6.3.8 N
This primitiv
BPs.

The definitio

BPSTOffset

15.6.3.8.1
This primitiv

15.6.3.8.2
When the M
17.2.6.3.
15.6.3.9 N
This indicati
a BP merge

The definitio

—ff + £ H 4
LTTTCLLU UT TTULTTPYU

[ is notified that a beacon has been received and provided with all information conta

ILME-BEACON- MERGE-BP.request
b allows the DME to request initiation of the merging process of twocpreviously se

h of this primitive is:
MLME-BEACON-MERGE-BP . request(

BPSTOffset
)

dentifies the BPST of the alien BP where the device will move.

When generated
b is generated by the DME to instruct the MAC sublayer to merge its BP with an alig

Effect of receipt
LME receives this primitive, theldevice relocates its BP to the alien BP accorg

ILME-BEACON-MERGEfBP.indication

bn informs the DME that a neighbour has announced it will change its BPST as a re
operation.

h of this primitive(is:
MLME-BEAGON-MERGE-BP . indication(

BRSTOffset,
BPMoveCountdown

)

ned in

parate

n BP.

ing to

sult of

15.6.3.9.1

When generated

This indication is generated by the MLME when the device receives a BP Switch IE in a beacon from a

neighbour.

15.6.3.9.2
The recipien

Effect of receipt
t is notified that a BP Switch IE was received and a BP merge may result.

15.6.3.10 MLME-BEACON-MERGE-BP.confirm
This primitive confirms that a BP merge has completed or terminated.

The definitio

108

n of this primitive is:
MLME-BEACON-MERGE-BP.confirm(

ResultCode
)
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ResultCode indicates whether the merge operation successfully completed or was terminated.

15.6.3.10.1 When generated

This primitive is generated by the MLME as a result of an MLME-BEACON-MERGE-BP.request once
the BP merge operation has completed or terminated.

15.6.3.10.2 Effect of receipt

The recipient is notified of the results of the BP merge procedure.

15.6.4 IE management

The service primitives in this Clause provide access to and control of information contained in certain
IEs, fof use by higher layers. The primitives covered in this Clause are listed in Table 70.

Table 70 - IE Management primitives

Service Primitive Request Indication Response Confim
MLME-SET-CAPABILITY-IE 15.6.4.1 15.6.4.2
MLME-IDENTIFICATION-IE 15.6.4.3 15.6.4.4

Table T1 lists the parameters that appear in the primitives of this‘Clause.

Table 71 - IE Management primitive parameters

Name Type Valid range Description
(aplEData Array Variable A variable size array containing Capabilities |E data
IdentificationlEData Array Variable A variable size array containing the Identificatign IE data
RlesultCode Enumeration | SUCCESS," | Indicates the result of the MLME-SET-CAPABILITIES-IE request
FAILURE

15.6.4.1 MLME-SET-CAPABJLITIES-IE.request

This pfimitive changes the content of the Capabilities IE in the beacon.
The dgfinition of this primitiveis:
MLME-SET-CAPABILITIES-IE.request(

CaplEData
)

CaplEpata is-the data to use in the Capabilities IE in subsequent beacons.

15.6.4.X71~ When generated
This primitive s generated—uy the DMEto mstroct the MACsubtayer to citange the Capabilities 1E

content in the beacon.

15.6.4.1.2 Effect of receipt
When the MLME receives the request it initiates changing the Capabilities IE content in the beacon.

15.6.4.2 MLME-SET-CAPABILITIES-IE.confirm

This primitive confirms the result of an operation to change the Capabilities IE content in the beacon in
response to an MLME-SET-CAPABILITIES-IE request.

The definition of this primitive is:
MLME-SET-CAPABILITIES-I1E.confirm(

ResultCode
)
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ResultCode indicates the result of the attempt to change the Capabilities IE content in the beacon. If
the Capabilities IE content can not be changed the primitive is generated with a FAILURE status.

15.6.4.2.1 When generated

This primitive is generated by the MLME as a result of an MLME-SET-CAPABILITIES-IE.request with a
successful return status to indicate that the first beacon has been transmitted with the changed
Capabilities IE content. If MLME-SET-CAPABILITIES-IE.request was called when beacons were not
being transmitted, a successful status indicates that the new Capabilities IE content will be in the
beacon when the next beacon is sent.

15.6.4.2.2 Effect of receipt

The recipient is notified of the results of the procedure of changing the Capabilities IE contenfl in the
beacon.

15.6.4.3 MLME-IDENTIFICATION-IE.request

This primitive controls the contents of the Identification IE in the beacon.
The definitioh of this primitive is:
MLME-IDENTIFICATION-IE.request(

IdentificationlEData
)

15.6.4.3.1 | When generated

This primitiye is generated by the DME to instruct the"MAC sublayer to change the device's
Identificatior] IE content.

15.6.4.3.2 | Effect of receipt
When the MLME receives the request it changes thevldentification IE content.

15.6.4.4 MLME-IDENTIFICATION-IE.confirm
This primitive confirms the result of an operation to change the Identification IE content.

The definitioh of this primitive is:
MLME-IDENTIFICATAON-IE.confirm(

ResultCode
)

ResultCode |indicates the result of the attempt to change the Identification IE content. [If the
Identification] IE content.cannot be changed the primitive is generated with a FAILURE status.
15.6.4.4.1 | When'generated

This primitivg is 'generated by the MLME as a result of an MLME-IDENTIFICATION-IE.request|with a
successful return’ status to indicate that the new content is stored and will be used in the next heacon
to contain an Identification IE.

15.6.4.4.2 Effect of receipt

The recipient is notified of the results of the procedure of changing the ldentification IE content.

15.6.5 PTK establishment

The mechanism supports the procedure of establishing a new PTK with a peer MAC sublayer. The
primitives covered in this Clause are listed in Table 72.

Table 72 - PTK establishment primitives

Service Primitive Request Indication Response Confirm

MLME-PTK 15.6.5.1 15.6.5.2 15.6.5.3 15.6.5.4
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Table 73 lists the parameters that appear in the primitives of this Clause.

Table 73 - PTK establishment primitive parameters

Name Type Valid range Description
SrcEUI EUI-48 Any valid unicast EUI-48 Specifies the EUI-48 of the device
requesting to establish a new PTK by a 4-
way handshake as described in Clause 18
DestEUI EUI-48 Any valid unicast EUI-48 Specifies the EUI-48 of(th¢ device
requested to establish a-new PTK by a 4-
way handshake as desg¢ribed in Clause 18
MegsageNumber Integer Any valid positive number as | Specifies the number of the mefsage being
specified in Clause 18 conveyed(in,the 4-way handshake
$tatusCode Integer Any valid value as specified in Specifies the status of thg 4-way
Clause 18 handshake
PTKID Integer A non-zero number as Specifies the TKID of the new PTK
specified in Clause 18 established by the 4-way handshake
MKID Octet string 16 octets as specified in Identifies the master key used|to establish
Clause 18 a new PTK by a 4-way hapdshake
PTK Octet string 16 octets as specified in Specifies the new PTK established by the
Clause18 4-way handshake
PTKFailureTimeout Integer >1 Specifies a time limit in micros¢conds after
which the procedure of establishing a new
PTK must be terminajed
ResultCode Enumeration RESPONSE_RECEIVED, Indicates the result of the corfesponding
INVALID_PARAMETERS, MLME-PTK.request
TIMEOUT
15.6.9.1 MLME-PTK.reguest
This pfimitive requests-establishment of a new PTK with a specified peer MAC sublayer as|described in
Clause 18.
The ddfinition of<his primitive is:

DestEUI,

MLME-PTK . request(

Mnccannl\lllmhnr’

9
StatusCode,
PTKID,
MKID,

PTKFailureTimeout

)

15.6.5.1.1 When generated

This primitive is generated by the DME for the local MAC sublayer to start a 4-way handshake
procedure to establish a new PTK with a specified peer MAC sublayer. This primitive is also generated
by the DME for the local MAC sublayer to continue with an ongoing 4-way handshake procedure upon
receiving a valid PTK command containing a Message Number of 2 and a StatusCode of zero.
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15.6.5.1.2

Effect of receipt

The MAC sublayer initiates or continues with a 4-way handshake using the master key specified by the
MKID parameter to establish a new PTK with a specified peer MAC sublayer specified by the DestEUI.
If the MessageNumber in the MLME-PTK.request is 1, the MAC sublayer generates a new random
number as the I-Nonce and transmits a PTK command containing the first message of the 4-way
handshake to the peer MAC sublayer. If the MessageNumber in the MLME-PTK.request is 3, the MAC
sublayer uses its I-Nonce generated for the first message of the same 4-way handshake and transmits
a PTK command containing the third message of the 4-way handshake to the peer MAC sublayer. The
MLME subsequently issues an MLME-PTK.confirm to reflect the results.

I\

15.6.5.2

ML _ DT H o 1
LA == | LILAYLLLAZ LA %1 L AAL

This primitiv

The definitio

15.6.5.2.1
This primitiv
a specific pe
by the MLMH
15.6.5.2.2

The DME is
MLME-PTK.

If the Messa|
not being us
the MKID w
verification i

If the Mess
PTK.respons

15.6.5.3 N
This primitiv
sublayer.

b reports the request or establishment of a new PTK with a specific peer MAC sublg
h of this primitive is:
MLME-PTK.indication(

SrcEul,
MessageNumber,
StatusCode,
PTKID,

PTK,

MKID

)

When generated

b is generated by the MLME as a result of the¥equest or establishment of a new PT
er MAC sublayer via a 4-way handshake protedure. Specifically, the primitive is gen
E upon receiving a valid PTK command centaining a Message Number of 1 or 3.

Effect of receipt
notified of the request or establishment of a new PTK. The DME subsequently iss
esponse to reflect the actions_taken.

geNumber in the MLME-PTK:indication is 1, the DME verifies that the proposed PT
ed by the local MAC sublayer for any temporal key and that establishing a new PTK
th the requesting DME+is an acceptable action. The DME includes the results
n the StatusCode parameter of MLME-PTK.response.

ageNumber in~the MLME-PTK.indication is 3 and the StatusCode in the |
e is zero, thenxDME follows to issue an MLME- KEY-UPDATE.request.

ILME-PTK response
e responds to the request or establishment of a new PTK with a specific pee

yer.

K with
erated

es an

KID is
using
of the

MLME-

MAC

The definition

15.6.5.3.1

of this primitiveis:
MLME-PTK.response(

SrcEul,
MessageNumber,
StatusCode,
PTKID,

MKID

)

When generated

This primitive is generated by the DME as a result of an MLME-PTK.indication reporting a valid request
or establishment of a new PTK with a specific peer MAC sublayer via a 4-way handshake procedure.
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15.6.5.3.2 Effect of receipt

If the MessageNumber is 2, the MAC sublayer generates a new random number as the R-Nonce and
transmits a PTK command containing the second message of the 4-way handshake to the specific peer
MAC sublayer. If the MessageNumber is 4, the MAC sublayer uses its R-Nonce generated for the
second message of the same 4-way handshake and transmits a PTK command containing the fourth
message of the 4-way handshake to the specific peer MAC sublayer. The PTK command carries the
StatusCode parameter in its Status Code field.

15.6.5.4 MLME-PTK.confirm
This primitive reports the results of the attempt to establish a new PTK with a specified peer MAC

sublayj
The dg

15.6.5
This p
with a
receivi
INVAL
15.6.5
The D
specifi
If the

the DN
15.6.4

The m
peer M

eT.
finition of this primitive is:
MLME-PTK.confirm(

DestEUI,
MessageNumber,
StatusCode,
PTKID,

PTK,

MKID,
ResultCode

)
.4.1 When generated

imitive is generated by the MLME as a result:of an MLME-PTK.request to establis
specified peer MAC sublayer. Specifically,“the primitive is generated by the

ng a valid PTK command containing a Meéssage Number of 2 or 4; or generate]
D_PARAMETERS or PTKFailureTimeout:

.4.2 Effect of receipt

ME is notified of the intermediate, or final results of the procedure to establish a ne

ed peer MAC sublayer.

MessageNumber is 4, the\StatusCode is zero, and the ResultCode is RESPONSE|
IE follows to issue an MEME-KEY-UPDATE.request.

GTK solicitation/distribution

pchanism supports the procedure of soliciting a new GTK from, or distributing a ned
AC sublayer.\The primitives covered in this Clause are listed in Table 74.

Table 74 - GTK solicitation/distribution primitives

N a new PTK
MLME upon
d in case of

v PTK with a

| RECEIVED,

w GTK to, a

Service Primitive

Request

Indication

Response

Confirm

MLME-GTK

15.6.6.1

15.6.6.2

15.6.6.3

15.6.6.4
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Table 75 lists the parameters that appear in the primitives of this Clause.

Table 75 - GTK request/distribution primitive parameters

Name Type Valid range Description
SrcEUI EUI-48 Any valid unicast EUI-48 Specifies the EUI-48 of the device soliciting
or distributing a new GTK.
DestEUI EUI-48 Any valid unicast EUI-48 Specifies the EUI-48 of the device
requested to distribute or receive a new
GTK.
TKICO Integer A non-zero number as Identifies the PTK used to distribute the
specified in Clause 18 new GTK.
MessageNumber Integer Any valid positive number as | Specifies the number of the message being
specified in Clause 18 conveyed in the(GTK solicitation of
distribUtion process.
StatusCode Integer Any valid value as specified Specifies the\status of the GTK solicitation
in Clause 18 ordistribution process.
GTK Octet string 16 octets as specified in Specifies the new GTK being distribued.
Clause 18
GTKID Integer A non-zero number as Specifies the TKID of the new GTK bging
specified in Clause 18 solicited or distributed.
GroupkUI EUI-48 Any valid multicastor Specifies the multicast group for whiclj the
broadcast EUI~48 GTK is being solicited or distributed,|or
specifies the GTK is for broadcast
Global Boolean FALSE;, TRUE If TRUE, indicates that the GTK updgte
applies to all broadcast and multicast tfaffic
from the device that distributed this GTK. If
FALSE, indicates the update applies orjly to
the specific GroupEUI identified.
GTKFailure[limeout Integer >1 Specifies a time limit in microseconds pfter
which the procedure of soliciting o
distributing a new GTK must be terminpted.
ResultQode Enumeration RESPONSE_RECEIVED, Indicates the result of the corresponding
INVALID_PARAMETERS, MLME-GTK.request.
TIMEOUT
15.6.6.1 MME-GIK+reguest

This primitive requests that the MAC sublayer solicit a new GTK from, or distribute a new GTK to, a

specified peer MAC sublayer as described in Clause 18.

The definition of this primitive is:

MLME-GTK.request(

DestEUIL,
TKID,

MessageNumber,

StatusCode,
Global,
GTK,

GTKID,
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GroupEUIL,
GTKFailureTimeout

)

15.6.6.1.1 When generated

This primitive is generated by the DME for the local MAC sublayer to solicit a new GTK from, or
distribute a new GTK to, a specified peer MAC sublayer.

15.6.6.1.2 Effect of receipt
The MAC sublayer initiates a new GTK soI|C|tat|on or distribution procedure based on the value of

Messa
new G

distribyites a new GTK to the specified peer MAC sublayer. The MLME subsequently-issug
GTK.cpnfirm to reflect the results.

15.6.46
This p
The de

15.6.6
This p
new G

15.6.46

The D
zero,
GTK.rg
issues
GTK.

If the
UPDA]

TK from the specified peer MAC sublayer If MessageNumber is one, the (M

.2 MLME-GTK.indication
imitive reports the solicitation or distribution of a new GTK by a spegific peer MAC

finition of this primitive is:
MLME-GTK. indication(

SrcEUl,

TKID,
MessageNumber,
StatusCode,
Global,

GTK,

GTKID,
GroupEUI

)
.2.1 When generated
imitive is generated by the MkME as a result of receiving a valid solicitation or dis
TK from a specific peer MAC:sublayer.
.2.2 Effect of rece€ipt

ME is notified of the ‘solicitation or distribution of a new GTK. If the received Messa
bnd if the DME (aceepts the solicitation for a new GTK, it subsequently issue
pquest to distribute a new GTK. If the received MessageNumber is one, the DME
an MLME-GTK.response to reflect the actions taken with respect to the distribut

StatusCode in the MLME-GTK.response is zero, the DME follows to issue an
[E request.

15.6.¢

d soliciting a
C sublayer
s an MLME-

Sublayer.

tribution of a

peNumber is
5 an MLME-
ubsequently
on of a new

MLME-KEY-

3 MLME-GTK response

This primitive responds to the solicitation or distribution of a new GTK by a specific peer MAC sublayer.

The definition of this primitive is:

MLME-GTK . response(

SrcEUlI

TKID,
MessageNumber,
StatusCode,
GTK,

GTKID,
GroupEUI

)
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15.6.6.3.1

When generated

This primitive is generated by the DME as a result of an MLME-GTK.indication reporting a distribution
of a new GTK from a specific peer MAC sublayer.

15.6.6.3.2

Effect of receipt

The MAC sublayer transmits a GTK command responding to the distribution of a new GTK from the
specific peer MAC sublayer. The GTK command carries the StatusCode parameter in its Status Code

field.
15.6.6.4 MLME-GTK.confirm
Thls prImItIV‘ ICPUItO thC ICOU:tO Uf thC attcmpt t\.l OU:I\;It A TICTVV GT:\ flum, Ul dlotllbutc A TICVV GT N\ tO, a.
specified pegr MAC sublayer.
The definitioh of this primitive is:
MLME-GTK.confirm(

DestEUIL,

TKID,

MessageNumber,

StatusCode,

GTK,

GTKID,

GroupEUI,

ResultCode,

)
15.6.6.4.1 | When generated
This primitive is generated by the MLME as a result 0f an MLME-GTK.request to solicit a neyv GTK
from, or distfibute a new GTK to, a specified peer MAE sublayer. Specifically, the primitive is generated
by the MLNE upon successfully transmitting -&*GTK command soliciting a new GTK o upon
successfully|receiving a GTK command responding to the distribution of a new GTK; the primjtive is
also generated in case of INVALID_PARAMETERS or GTKFailureTimeout.
15.6.6.4.2 | Effect of receipt
The DME is hotified of the results of'the procedure to solicit a new GTK from, or distribute a nejv GTK

to, a specifie

15.6.7 Ter

The mechan
covered in tH

d peer MAC sublayer.

hporal key update

is Clause are\listed in Table 76.

Table 76 - Temporal key update primitives

sm supports theprocedure of installing or deleting either a PTK or a GTK. The primitives

Seryice Primitive Request Indication Response Confirm
MLME-KEY- 15.6.7.1 15.6.7.2
UPDATE
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Table 77 lists the parameters that appear in the primitives of this Clause.

Table 77 - Temporal Key update primitive parameters

Name Type Valid range Description
PeerEUI EUI-48 Any valid unicast EUI-48 For a PTK, specifies the EUI-48 of the peer device
sharing the PTK being updated. For a GTK,
specifies the EUI-48 of the device which
distributed the GTK being updated.
GrpupEUt EU28 ANy vatid mutticastor Specifies the mutticastor broadcast EUI-48 to
broadcast EUI-48 which the new GTK applies
KeyType Enumeration PTK, GTK Indicates whether the update is for a P[TK or GTK.
Global Boolean FALSE, TRUE If TRUE, indicates that the\GTK updatq applies to
all broadcast and multicast traffic from|the device
that distributed this GTK. If FALSE, inglicates the
update applies‘only to the specific roupEUI
identified.
THKID_Old Integer A non-zero number as Specifies'the TKID of the old PTK or GTK being
specified in Clause 18, or 0 replaced: If zero, indicates no old PTK or GTK is
being replaced.
TKID Integer A non-zero number as Specifies the TKID of the new PTK or [5TK being
specified in Clause 18, or.0 installed. If zero, indicates no new PTH or GTK is
being installed.
KEY Octet string 16 octets as spegified in Specifies the new PTK or GTK being|installed.
Clause 18
RegultCode | Enumeration SUCEESS, Indicates the result of the corresponding MLME-
INVALIDyPARAMETERS KEY-UPDATE.request.
15.6.7.1 MLME-KEY-UPDATE.request
This pfimitive requests an update of a specified PTK or GTK.
The ddfinition of this primitive is:
MLME-KEY-UPDATE . request(
PeertEul,
GroupEUI,
KeyType,
Global,
TKID_0Old,
TKID,
KEY
)

15.6.7.1.1 When generated
This primitive is generated by the DME for the local MAC sublayer to update a PTK or GTK.

15.6.7.1.2 Effect of receipt

The MLME removes the keying credential identified by TKID_Old that was previously installed if
TKID_OId is not zero. The MLME then installs the new PTK or GTK along with the TKID for the
specified (PeerEUI, GroupEUI) if TKID is not zero. The MLME subsequently issues an MLME-KEY-

UPDATE.confirm to reflect the results.
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15.6.7.2 MLME-KEY-UPDATE.confirm
This primitive reports the results of the attempt to update a PTK or GTK.

The definition of this primitive is:
MLME-KEY-UPDATE .confirm(

Peertul,
GroupEUI,
TKID_Old,
TKID,

ResaltCode
)

15.6.7.2.1 | When generated
This primitive is generated by the MLME as a result of an MLME-KEY-UPDATE réquest to update a
PTK or GTK
15.6.7.2.2 | Effect of receipt

The DME is hotified of the results of the procedure to update a specified RTIK or GTK.

15.6.8 Segurity violation report

The mechanjsm supports the procedure of reporting a security violation. The primitives covered|in this
Clause are listed in Table 78.

Table 78 - Security violation report primitives

Service Primitive Request Indication Response Confirm

MLME-SECURITY-VIOLATION 15.6.8.1

Table 79 list$ the parameters that appear in the' primitives of this Clause.

Table 79 - Security-violation report primitive parameters

Name Type Valid range Description
ViolationCode Enumeration INVALID_MODE, Indicates the cause of a
INVALID_MIC, security violation.
INVALID_TKID,
REPLAYED_FRAME

15.6.8.1 NLME=SECURITY-VIOLATION.indication
This primitive.reports a security violation.

The definition of this primitive is:
MLME-SECURITY-VIOLATION. indication(

ViolationCode

)

15.6.8.1.1 When generated
This primitive is generated by the MLME as a result of encountering a security violation.

15.6.8.1.2 Effect of receipt
The DME is notified of the cause of the security violation.
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15.6.9 Pseudo-random function (PRF)

This mechanism provides higher layers through the DME with access to the MAC PRF. For simplicity,
this primitive only provides 256-bit random numbers. Smaller quantities may be extracted from the
result without compromising the randomness of the result. The primitives covered in this Clause are
listed in Table 80.

Table 80 - PRF primitives

Service Primitive Request Indication Response Confirm

1 1L
T = oy

1L 6.0
T TIOOTT"

Table 81 lists the parameters that appear in the primitives of this Clause.

Table 81 - PRF primitive parameters

Name Type Valid range Description
Key Octet string A 16-octet symmetric key The key to be used for genergting a
as specified in Clause 18 random number
Nonce Octet string 13 octets as specified in The nonce to be used for genefating a
Clause 18 random number
DataBlocks Octet string 0 - 65 535 octets Arbitrary data to be used as inpyit to the
MAC PRF
DatalLength Integer 0-65535 Length in octets of DataBlogks
RandomNumber Octet string 320ctets The generated 256-bit random humber
ResultCode Enumeration SUCCESS, The result of the MLME-PRF.request
INVALID_PARAMETERS

15.6.9.1 MLME-PRF.request
This pfimitive requests generatioh of a 256-bit pseudo-random number using the MAC PRJF.

The ddfinition of this primitive ‘is:
MLME-PREZ request(

Key,

Nonce,
DataBlocks,
DatalLength

)

15.6.9.1.1 When generated
This primitive is generated by the DME to request that the MAC sublayer generate a random number
using the MAC PRF facility.

15.6.9.1.2 Effect of receipt

The local MAC sublayer calls the PRF defined in Clause 18 with the parameters contained in the
primitive to generate a 256-bit random number. The semantics of the call to the PRF are:
PRF-256(Key, Nonce, "MLME_PRFrequest™, DataBlocks, DatalLength)

15.6.9.2 MLME-PRF.confirm
This primitive returns the result of the previously initiated MLME-PRF.request.

The definition of this primitive is:
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MLME-PRF.confirm(

RandomNumber,
ResultCode

)
15.6.9.2.1 When generated

This primitive is generated by the MLME as a result of an MLME-PRF.request to generate a 256-hit
random number using the MAC PRF.

15.6.9.2.2 Effect of receipt

The DME is [notified of the results of the procedure ol generating a -bit random number using the
MAC PRF faI;iIity.

15.6.10 Application-specific IE (ASIE) management

The service|primitives in this Clause allow the DME to add or remove an ASIE from the heacon
content. The| primitives covered in this Clause are listed in Table 82.

Table 82- ASIE management primitives

Service Primitive Request Indication Response Confirm
MLME-ASIE-ADD 15.6.10.1 15.6.10.2
MLME-ASIE-
REMOVE 15.6.10.3 15.6.10.4
MLME-ASIE 15.6.10.5

Table 83 list$ the parameters that appear in the primitives of this Clause.

Table 83 - ASIE management primitive parameters

Ngme Type \alid range Description
ASIBData Array Variable A variable size array containing ASIE ddta
ASIEHandle Integer 0-255 A handle associated with an ASIE that hps
been added to the beacon content
PositiopAdvice Integer 0-255 The recommended position of the ASIE(in
the beacon
ResuftCode Enumeration SUCCESS, Indicates the result of the MLME-ASIE}
FAILURE ADD or MLME-ASIE-REMOVE requests

15.6.10.1 MIME-ASIF-ADD request

This primitive changes the beacon content by adding an ASIE.
The definition of this primitive is:
MLME-ASIE-ADD.request(

ASI1EHandle,
ASI1EData,
PositionAdvice

)

ASIEData is the data to be added to the beacon as an ASIE. PositionAdvice indicates the position
where the new ASIE is added to the beacon. The ASIE is added after any IEs with Element ID less
than or equal to PositionAdvice, and before any IEs with Element ID greater than PositionAdvice.
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15.6.10.1.1 When generated

This primitive is generated by the DME to instruct the MAC sublayer to add an ASIE to the beacon
contents.

15.6.10.1.2 Effect of receipt
When the MLME receives the request it initiates adding the ASIE to the beacon contents.
15.6.10.2 MLME-ASIE-ADD.confirm

This primitive confirms the result of an operation to add an ASIE to the beacon in response to an
MLME-ASIE-ADD request.

The ddfinition of this primitive is:
MLME-ASIE-ADD.confirm(

ASIEHandle,
ResultCode

)

ResultlCode indicates the result of the attempt to add an ASIE to the beacon. If an operatijon to add an
ASIE to the beacon is not succeeding, it is a vendor specific decision‘when to time out the operation
and refurn FAILURE. If the ASIE has been successfully added to the'beacon contents, ASIEHandle is
returne¢d with a handle to the ASIE. This handle can be used with'the MLME-ASIE-REMOVE request to
remove the ASIE from the beacon content.
15.6.10.2.1 When generated

This pfimitive is generated by the MLME as a result of\an MLME-ASIE-ADD.request with |a successful
return |status to indicate that the first beacon has<been successfully transmitted with [the ASIE. If
MLME[ASIE-ADD.request was called when beacons were not being transmitted, a succpssful status
indicates that the ASIE will be in the beacon when’the next beacon is sent. If the ASIE canpot be added
to the peacon content the primitive is generated with a FAILURE status.

15.6.10.2.2 Effect of receipt
The regipient is notified of the results, 0f the procedure of adding an ASIE to the beacon content.

15.6.10.3 MLME-ASIE-REMO¥E.request
This pfimitive instructs the MAC jsublayer to remove an ASIE from the beacon content.

The ddfinition of this primitive is:
MLME-ASHE-REMOVE . request(

ASTEHandle
)

ASIEHandletis*the handle of an ASIE that was successfully added to the beacon.

15.6. 1073 t—Wtremr gemerated

This primitive is generated by the DME to remove an ASIE from the beacon.

15.6.10.3.2 Effect of receipt

The MAC sublayer immediately initiates removing the ASIE indicated by ASIEHandle from the beacon
content.

15.6.10.4 MLME-ASIE-REMOVE.confirm

This primitive confirms that the attempt to remove an ASIE from the beacon in response to an MLME-
ASIE-REMOVE request has completed.

The definition of this primitive is:
MLME-ASIE-REMOVE.confirm(
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ResultCode

ASI1EHandle,
ResultCode

)

indicates the status of the operation to remove an ASIE from the beacon content.

15.6.10.4.1 When generated

This primitive is generated by the MLME as a result of an MLME-ASIE-REMOVE.request. If beacons
are being transmitted a beacon must have been sent without the ASIE for a successful confirmation. If
beacons are not being transmitted a successful confirmation indicates that the next beacon sent will

not include t

he ASIE.

15.6.10.4.2
The recipien

15.6.10.5 N
This primitiv
The definitio

15.6.10.5.1
This primitiv
15.6.10.5.2
The recipien

15.6.11 Mu

The mechan
deactivating
Table 84.

I is notified of the results of the procedure of removing an ASIE from the beacoen.

Effect of receipt

ILME-ASIE.indication
b indicates the reception of an ASIE from a neighbour.

h of this primitive is:
MLME-ASIE. indication(

ASIEData
)

When generated
b is generated by the MLME when a beacon is received that contains an ASIE.

Effect of receipt
k is notified of reception of an ASIE.

ticast address binding

specific multicast EUI-48s for reception. The primitives covered in this Clause are li

Table 84 - MuMicast Address Binding primitives

sm supports binding of multicast EUI-48s to McstAddrs for transmission and activating or

sted in

ServicePrimitive Request Indication Response Confirm
MLME-MULTICAST- 15.6.11.1 15.6.11.2
REGISTER
MLME-MULTICAST- 15.6.11.3 15.6.11.4
DEREGISTER
MIME-MULTICAST- 15.6.11.5 15.6.11.6
ACTIVATE
MLME-MULTICAST- 15.6.11.7 15.6.11.8
DEACTIVATE
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Table 85 lists the parameters that appear in the primitives of this Clause.

Table 85 - Multicast Address Binding primitive parameters

Name Type Valid range Description
DestEUI EUI-48 Any valid multicast Specifies the multicast group address to
EUI-48 which the primitive applies
ResultCode Enumeration SUCCESS, FAILURE | Indicates the result of a multicast address
binding request

15.6.1
This p
The de

15.6.1
This p
param
registd
15.6.1
The M

Multicast Binding IE.

The M
DATA.
MLME

15.6.1

This p
The de

15.6.1

1.1 MLME-MULTICAST-REGISTER.request

imitive binds the multicast EUI-48 DestEUI to a McstAddr.

finition of this primitive is:
MLME-MULTICAST-REGISTER.request(

DestEUI
)

1.1.1 When generated

[imitive is generated by the DME for the device to bipd. the multicast EUI-48 spe
bters of the primitive to a McstAddr selected by the,MAC sublayer. Multicast EUI-
red before being used in any MAC-DATA.requestatithe MAC SAP.

1.1.2 Effect of receipt
\C sublayer generates a binding between DestEUI and a McstAddr and declares thg

AC sublayer will use the bound McstAddr as the DestAddr for MSDUs passed to it
equest primitive with corresponding DestEUI. The MAC sublayer subsequentl
-MULTICAST-REGISTER.confirm to reflect the results.

1.2 MLME-MULTICAST-REGISTER.confirm
imitive reports the result of a specified multicast address registration request.

finition of this primitive is:
MLME-MULTICAST-REGISTER.confirm(

ResultCode
)

1.2.1) When generated

cified by the

18s must be

binding in a

ia the MAC-
y issues an

This

primnitive  is generated by the MAC sublayer as a result of an MLME-

MULTICAST-

REGISTER.request to bind the multicast EUI-48 specified in that request to a McstAddr.

15.6.11.2.2 Effect of receipt
The DME is notified of the results of the multicast address binding.

15.6.11.3 MLME-MULTICAST-DEREGISTER.request
This primitive invalidates the binding between the multicast EUI-48 DestEUI and a McstAddr.

The definition of this primitive is:

MLME-MULTICAST-DEREGISTER. request(

DestEUI
)
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15.6.11.3.1

When generated

This primitive is generated by the DME for the device to release the binding of the multicast EUI-48

specified by
15.6.11.3.2

the parameters of the primitive to a McstAddr.

Effect of receipt

The MAC sublayer invalidates its binding between DestEUI and a McstAddr.
The MAC sublayer subsequently issues an MLME-MULTICAST-DEREGISTER.confirm to reflect the

results.

15.6.11.4 MLME-MULTICAST-DEREGISTER.confirm

This primitiv
The definitio

15.6.11.4.1
This primiti
DEREGISTH
and a McstA|

15.6.11.4.2
The DME is
15.6.11.5 N
This primitiv
The definitio

15.6.11.5.1
This primitiv
EUI-48 spec

MAC sublay|
DATA.indica

15.6.11.5.72

P reports the result of a specified multicast address de-registration request.
h of this primitive is:
MLME-MULTICAST-DEREGISTER.confirm(

ResultCode

)
When generated
Ve is generated by the MAC sublayer as a result¢of an MLME-MULTI
R.request to release any binding between the multicast. EUI-48 specified in that r

ddr.

Effect of receipt

hotified of the results of the multicast address dé€-registration request.
ILME-MULTICAST-ACTIVATE.request

b activates the multicast EUI-48 for reception of multicast traffic.

h of this primitive is:

MLME-MULTICAST-ACTIVATE. request(

DestEUI
)
When generated

b is generated by the DME for the device to activate reception of traffic on the m
fied by the paranteters of the primitive. A multicast address must be activated bef
er will deliver any MSDUs with the multicast DestEUI to the MAC client via the
ion at the MAE-SAP.

Effect of receipt

The MAC su
the source o

blayermodifies its receive multicast filters to receive traffic addressed to a McstAd
f the\traffic has announced is bound to the multicast EUI-48 specified by the primiti

!

ICAST-

bquest

lticast
re the
MAC-

dr that
e.

The MAC subtayersubseguentlty issues arm MEME-MOtTICAS T-ACTIVATE confirmto—Teftect the

results.

15.6.11.6 MLME-MULTICAST-ACTIVATE.confirm
This primitive reports the result of a multicast traffic activation request.

The definitio

n of this primitive is:
MLME-MULTICAST-ACTIVATE.confirm(

ResultCode
)

15.6.11.6.1 When generated

This primitive

is generated by the MAC sublayer as a result of an MLME-MULTI

ACTIVATE.request to activate the multicast EUI-48 specified in that request.
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1.6.2 Effect of receipt

The DME is notified of the results of the procedure of activating the specified multicast EUI-48.

15.6.11.7 MLME-MULTICAST-DEACTIVATE.request

This primitive deactivates the multicast EUI-48 for reception of multicast traffic. If the multicast EUI-48
is the NULL address (FF FF FF FF FF FF) all multicast EUI-48s are deactivated.

The de

finition of this primitive is:
MLME-MULTICAST-DEACTIVATE. request(
DestFUI

15.6.1

This p
EUI-4§

15.6.1

The MAC sublayer modifies its multicast receive filters to discard MSDUs-received with De
a McstAddr that the source of the MSDU has announced is bound to\thé multicast EUI-48
the primitive.

The M

results.

15.6.1
This p
The de

15.6.1
This
DEAC

15.6.]
The D

15.6.]

)
1.7.1 When generated

imitive is generated by the DME for the device to deactivate reception of traffic on
specified by the parameters of the primitive.

1.7.2 Effect of receipt

AC sublayer subsequently issues an MLME-MULTCAST-DEACTIVATE.confirm t

1.8 MLME-MULTICAST-DEACTIVATE.confirm

imitive reports the result of a multicast fraffic deactivation request.

finition of this primitive is:
MLME-MULTICAST-DEACTIVATE .confirm(

ResultCode
)

1.8.1 When generated

brimitive is generated by the MAC sublayer as a result of an MLME-
[IVATE.requestto-deactivate the multicast traffic specified in that request.

1.8.2 Effeet of receipt
ME is natified of the results of the procedure of deactivating the specified multicast

2Limk events

the multicast

StAddr set to
specified by

p reflect the

MULTICAST-

raffic.

d to the link

The s

rvice primitives in this Clause are provided for the DME to monitor events relatd

status.

THeprimmitives tovered T this Clause are fisted T Tabte 86:

Table 86 - Link event primitives

Service Primitive Request Indication Response Confirm

MLME-LINK-EVENT 15.6.12.1 15.6.12.2 15.6.12.3
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Table 87 lists the parameters that appear in the primitives of this Clause.

Table 87 - Link event primitive parameters

Name Type Valid range Description
AccessMethod Enumeration PCA, DRP The access method used for transmission or
receipt of a frame
Beacon Enumeration FALSE, TRUE Indicates whether a received frame was a
beacon
BPSTOffselt Integer 0-65535 The offset of the start of a received’flame
relative to the BPST of the device,medsured
in microseconds
RemoteEYI EUI-48 Any valid unicast EUI-48 Specifies the EUI-48 of the-remote deyice in
the\link
LinkEveneType | Enumeration RECEIVE_SUCCESS, The type of link event that occurred onfa link
RECEIVE_ERROR, being monitored
TRANSMIT_SUCCESS,
TRANSMIT_ERROR
MonitorStae Enumeration DISABLED, Specifies whether link event observation is
ENABLED active for the specified link
PayloadSiZe Integer 0 to pMaxPayloadSize Size of a transmitted or received frgme
payload
PHYRate Enumeration RATE_53_3; PHY data rate at which a frame was
RATE_80; transmitted or received
RATE_106; 7,
RATE=160,
RATE_200,
RATE_320,
RATE_400,
RATE_480
ResultCodp Enumeration SUCCESS, Appears in MLME-LINK-EVENT.confirm and
FAILURE indicates the result of the corresponfling
MLME-LINK-EVENT request
RetryCourft Integer Variable Retry count for this transmission
ReceiveErrorjnfo ( Enumeration PAYLOAD_ERROR, Provides additional information forjan
UNSUPPORTED_RATE_ERROR, RECEIVE_ERROR
CENERAL ERRhOoR
DeliverilD integer As defined in 16.2.1.5 The Delivery ID associated with a
transmitted or received frame

15.6.12.1 MLME-LINK-EVENT.request
This primitive enables or disables the observation of link events for a specified link.

The definition of this primitive is:

MLME-LINK-EVENT.request(

RemoteEUI,
MonitorState

)
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RemoteEUI is the EUI-48 for the remote device for which the link monitoring state is to be changed.
MonitorState indicates whether monitoring link events is to be enabled or disabled for the specified link.
Links are not monitored by default.

15.6.12.1.1 When generated
This primitive is generated by the DME to enable or disable link monitoring for the specified link.

15.6.12.1.2 Effect of receipt
The MLME initiates enabling or disabling observation of link events for the specified link.

15.6.12.2 MLME-LINK-EVENT.indication

This indication informs the DME that an event occurred for a link with monitoring enabled.

The ddfinition of this primitive is:
MLME-LINK-EVENT . indication(

AccessMethod,
Beacon,
BPSTOffset,
LinkEventType,
PayloadSize,
PHYRate,
RemoteEUI,
RetryCount,
ReceiveErrorinfo,
DeliverylD

)

AccessMethod indicates if the frame associated'with this event occurred during a DRP r¢

during

PCA access time. Beacon indicates, whether the event is associated with the

beacol. AccessMethod is undefined if Bea¢on is TRUE. RemoteEUI is the EUI-48 of the r¢
associpted with the link event. LinkEventType indicates the type of event that has occurre
that is|being monitored. The possible. link event types and their meaning for frames that ar,
differept ways are summarized and/described in Table 88.

Table 88 - Link event types

pservation or
receipt of a
bmote device
d for the link
P received in

Beacon DRP/PCA No-ACK DRP/PCA IMNI-ACK, B-
ACK]
RECEIVE_SUCCESS Beacon from RemoteEUI Frame received correctly Frame receivefl correctly
received correctly from RemoteEUI from RemqteEUI
RECEIVE. ERROR Beacon from RemoteEUI Frame received from Frame receiyed from
received with RemoteEUI with RemoteEYI with
RECEIVE ERROR RECEIVE ERROR RECEIVE ERROR

TRANSMIT_SUCCESS N/A Frame transmitted to Frame transmitted to
RemoteEUI RemoteEUI and
acknowledgement
received
TRANSMIT_ERROR N/A N/A Frame transmitted to

RemoteEUI

acknowledgement
received

and no

PayloadSize is the size of the frame associated with the link event (not including the FCS). PHYRate is

the

rate at which the frame associated with the

link event was transmitted or

received.

ReceiveErrorinfo provides additional information if the even type is an RECEIVE_ERROR - it is
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undefined for other event types. RetryCount is number of times the transmission was attempted.
DeliverylD is the Delivery ID associated with the frame that produced the link event if the event
occurred during a reservation.
15.6.12.2.1 When generated
This indication is generated by the MLME when it determines a link event has occurred for a link that is
being monitored.

15.6.12.2.2 Effect of receipt

The recipient is notified that an event has occurred for a link that is being monitored.

15.6.12.3 NICME-CINK-EVENT.conifirm

This confirm
LINK-EVENT

The definitio

ResultCode
completed. |
operation an
15.6.12.3.1
This primitiv
requested st
15.6.12.3.2
The recipien
the specified
15.6.13 Prd

The service
another devi

ation indicates that a request to enable or disable link monitoring initiated by-the-]
[ request has been completed.

h of this primitive is:

MLME-LINK-EVENT .confirm(

ResultCode
)

indicates whether the operation to change whether a linkis“monitored has succe
changing the state is not succeeding, it is a vendor specific decision when to time
d return FAILURE.

When generated
e is generated by the MLME as a result of\an MLME-LINK-EVENT.request on
pte has been entered or the operation has failed.
Effect of receipt
t is notified of the results of the procedure of changing whether events are monito
link.
be

primitives in this Clause are'provided for the DME to request Information Element
ce. The primitives covered.in this Clause are listed in Table 89.

Table 89 - Probe primitives

Service Primitive Request Indication Response Confirm

MLME-PROBE 15.6.13.1 15.6.13.2 15.6.13.3 15.6.13.4

MLME-

ssfully
put the

ce the

red for

s from
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Table 90 lists the parameters that appear in the primitives of this Clause.

Table 90 - Probe primitive parameters

Name Type Valid range Description
Explicit Boolean FALSE, Controls whether a probe request is implicit or
TRUE explicit
DestEUI EUI-48 Any valid EUI-48 Specifies the EUI-48 of the target of the probe
request
IEElelementID Integer 0 - 255 The element ID of an IE being rqquested
SpecifierlD Integer 0-65535 The “Specifier ID” described in Annex C
ASIHRequestInformation Array Variable Specifies the contents.ofthe Application-specific
Request Information field to include in the
Applieation-specific Probe|IE
IEInfo Array Variable A variable\sizé array containing all the data for
an |IE sent or received via the probelmechanism
ResultCode Enumeration SUCCESS, Indicates the result of the corresponfling request
TIMEOUT
SrcEUI EUI-48 Any valid unicast Specifies the EUI-48 of the source df a received
EUI-48 probe request
RequestTimeout Duration 0 - 65535 The time, in milliseconds, allotted for the
completion of an MLME request. If this time
elapses while the request is pengling, it is
terminated with a ResultCode of TIMEOUT

15.6.13.1 MLME-PROBE.request
This p
The ddfinition of this primitive is:

MLME-PROBE: request(

imitive begins a request to@nother device for an IE.

Explicit,
DestEUI,
IEElementliD,
SpecifierliD,
RequestTimeout

)

Explicit indicates whether the probe request is to be performed through beacons or using command
frames. Explicit probe requests are performed using command frames, while implicit probe requests
are made through beacons. DestEUI is the device ID of the target device for the probe request. The
IEElementID is the element ID for the Information Element that is being requested through the probe
request. If IEElementID specifies an ASIE, then SpecifierlD and ASIERequestinformation must be
provided. SpecifierlD identifies the organizational definer of the ASIE, and ASIERequestinformation
specifies the organization-specific information to include in the request. RequestTimeout is the
maximum time a device should wait to complete the probe request, and should account for request and
response delays up to mMaxLostBeacons superframes if the request is implicit.

The definition of the request primitive to request a single IE does not prohibit an implementation from
requesting multiple IEs in a single request.
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15.6.13.1.1 When generated

This primitive is generated by the DME to initiate a probe request. A probe request is only sent to a
device that indicates it supports probe requests in its Capabilities IE.

15.6.13.1.2 Effect of receipt

The MLME initiates the probe request through the specified mechanism. If implicit, the request must be
attempted in the next beacon transmitted. If the mechanism is explicit, the MAC sublayer issues the
probe request using command frames, using an immediate acknowledgement policy.

15.6.13.2 MLME-PROBE.indication

Th H d t af +ha DA kot [N P + H Af A +ha A H
IS In ICa I PITITITUTTITO TINTC IV At a PJTUVT TUYUT oL WAoo TTLUTIVEU TTUTTT AlnfutiicT Ut vivT.

The definitioh of this primitive is:
MLME-PROBE. indication(

IEElementlID,
SpecifierliD
Explicit
SrcEUl

)

SrcEUI is the device ID of the device that sent the probe request. ThelEElementID is the elenjent ID
for the Informpation Element that is being requested through the probe.request.
15.6.13.2.1 When generated

This indicatipn is generated by the MLME when it receives a‘probe request.

15.6.13.2.4 Effect of receipt
The recipient is notified that a probe request was recgived.

15.6.13.3 MLME-PROBE.response

In response| to a probe request, this primitive’ causes the requested Information Element|to be
transmitted fo the requestor.

The definitioh of this primitive is:
MLME-PROBE . respohse(

Explicit,

DestEUL {

IEInfo}
TransmissionTimeout

)

Explicit indigates-whether the probe request is to be performed through beacons or using corpmand
frames. The|use'ef Explicit must be set to the same value as what was delivered in the corresppnding
probe requept:DestEUI is the device ID of the target device for the probe request. The IEInfg array
contains the full IE to be transmitted. Transmission timeout is the timeout for the probe response if
explicit access is used. Transmission timeout is not used if the request is implicit.

15.6.13.3.1 When generated

This primitive is generated by the DME in response to receipt of a Probe Request IE, whether received
in the beacon or signalled by MLME-PROBE.indication.

15.6.13.3.2 Effect of receipt

The MLME initiates the probe response through the specified mechanism. If mechanism is through the
beacon, the response is attempted in the next beacon transmitted. If the mechanism is explicit, the
MLME issues the probe response using an immediate acknowledgement policy.

15.6.13.4 MLME-PROBE.confirm

This indication informs the DME that a probe response was received from another device.
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The definition of this primitive is:

MLME-PROBE .confirm(

IEInfo,
SrcEUIl,
ResultCode

)

SrcEUI is the device ID of the device that sent the probe response. The IEInfo is the information
element data provided in the probe response. ResultCode indicates SUCCESS if the confirmation is

receiv

d within the RequestTimeout period or TIMEFOUT if RequestTimeout expired hef

re receiving

the confirmation.

15.6.1
This in

probe fesponse through a beacon is received by the DME through a MLME-BEACON.indi

15.6.]

The regipient is notified that a probe response was received.

15.6.1

The s¢
ancho
in Tabl

3.4.1 When generated
dication is generated by the MLME when it receives a probe response_through P

3.4.2 Effect of receipt

4 Hibernation and sleep cycle

prvice primitives in this Clause are provided for the DME’to control hibernation
support, and sleep cycles during a superframe. The primitives covered in this Clau
e 91.

Table 91 - Hibernation primitives

CA traffic. A
cation.

hibernation
se are listed

Service Primitive Request Indication Response Confirm
MLME-HIBERNATE 15.6.14:2 15.6[14.2
MLME-WAKE 15%6.14.3 15.6.14.4 15.6[14.5
MLME-HIBERNATION-ANCHOR 15.6.14.6 15.6.14.7 15.6]14.8
MLME-SLEEP-SCHEDULE 15.6.14.9 15.6.14.10
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Table 92 lists the parameters that appear in the primitives of this Clause.

Table 92 - Hibernation primitive parameters

Name Type Valid range Description
Start Integer 0-N The number of superframes before the
device will enter hibernation mode. N is
implementation-specific
InitialCountdown Integer 1-255 The number of superframes a device
Wit Tdicate s ment o mbernate pefore
hibernation begins
HibernationDuration Integer 1-255 The number of superframesthe device
intends to hibernate
Repetitive Boolean FALSE, TRUE TRUE if the device will enter hibgrnate
mode periodically based on the
HibernationDuration and WakeDyration
parameters
WaleDuration Integer 1-N The number of superframes that a
device will be in active mode after
leaving hibernation mode, if Repetitive
is used. N is implementation-spgcific
AnchprOperation Enumeration ACTIVATE, Specifies whether device will start or
DEACTIVATE stop operating as a hibernation ahchor
OnInNeighbdrHardReservations Boolean FALSE, " TRUE Indicates if a device in ON_PER_| OAD
sleep mode should be on durihg
neighbours' hard reservations
OninNeighbgrSoftReservations Boolean FALSE, TRUE Indicates if a device in ON_PER_| OAD
sleep mode should be on duriphg
neighbours' soft reservation$
OnForPCA Boolean FALSE, TRUE Indicates if a device in ON_PER_| OAD
sleep mode should be on during MASs
available for PCA
PCAMASCount Integer 0-255 Indicates the maximum numbeyr of
MASSs per superframe that the dgvice
should be on for PCA
RepultCode Enumeration SUCCESS, Indicates the result of the correspgnding
FAILURE, MLME-HIBERNATE or MLME-WAKE
FAEURENG—SEOTS request
SleepMode Enumeration ALWAYS_ON, Indicates the type of sleep operation a
ON_PER_SCHEDULE, device should perform
ON_PER_LOAD
SleepSchedule Bitmap one bit per MAS Each bit indicates if the device should
sleep or receive traffic during the
corresponding MAS

15.6.14.1 MLME-HIBERNATE.request

This primitive instructs the MAC sublayer to begin the hibernation process. During hibernation the
MAC sublayer ceases all operations on the medium including transmission of beacons.
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The definition of this primitive is:
MLME-HIBERNATE . request(

Start,
InitialCountdown,
HibernationDuration
Repetitive,
WakeDuration

)

Before_hibhernation begins the MAC sublayer adds the Hibernation Mode IE to its beacon.
InitialGountdown indicates how many superframes the Hibernation Mode IE will be_indluded in the
beacop before hibernation begins. HibernationDuration indicates the number of~supérframes the
hiberngtion is intended to last. HibernationDuration is used in the Hibernation Mode IE which includes
the number of superframes the device intends to hibernate.

15.6.14.1.1 When generated

This pfimitive is generated by the DME to instruct the MAC sublayer to begin the hibernagion process.
This rpquest may be made at any time after the MLME-WAKE.iddication is received if another
hibernfation request was previously active.

15.6.14.1.2 Effect of receipt
When the MLME receives the request it initiates the hibernatiofn process.

15.6.14.2 MLME-HIBERNATE.confirm

This primitive confirms the result of the hibetnation operation started by |jthe MLME-
HIBERNATE.request.

The ddfinition of this primitive is:
MLME-HIBERNATE . confirm(¢

ResultCode
)

ResultCode indicates the result ofthe attempt to begin the hibernation process. If an opefation to start
the hibernation process is not,succeeding, it is a vendor specific decision when to fime out the
operatjon and return FAILURE. A return code of SUCCESS indicates that a beacon hgs been sent
contaiing the Hibernation-Mode IE.

15.6.14.2.1 When generated
This pfimitive is genéerated by the MLME as a result of an MLME-HIBERNATE.request to|indicate that
the firgt beacop-has been transmitted with the Hibernation Mode IE or that the operation has failed.
15.6.14.2 2<Effect of receipt

The regipient is notified of the results of the procedure of starting the hibernation process.

15.6.14.3 MLME-WAKE.request

This primitive instructs the MAC sublayer to immediately exit hibernation mode and resume
transmission of beacons as soon as possible, regardless of a previously-scheduled hibernation period
length. This primitive also cancels any previous hibernation mode request and instructs the MAC
sublayer to remain in active mode until further notice.

The definition of this primitive is:
MLME-WAKE . request(
)

15.6.14.3.1 When generated

This primitive is generated by the DME to end the hibernation process and resume transmission of
beacons.
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15.6.14.3.2

Effect of receipt

The MAC sublayer immediately ends hibernation and resumes transmission of beacons. If this
primitive is used before the MAC sublayer has begun hibernation (while it is still transmitting beacons
with the Hibernation Mode IE) the MAC sublayer attempts to remove the Hibernation Mode IE from the
beacon and does not continue the hibernation process.

15.6.14.4 MLME-WAKE.indication
This indication informs the DME that the MAC sublayer has begun the process of exiting hibernation.

The definition of this primitive is:

15.6.14.4.1]

This indicati
resuming trg
MLME-WAK

15.6.14.4.7

The recipient is notified that the MAC sublayer is scanning the chanpel.and is preparing to r

transmission
receiving a N

15.6.14.5 N
This primitiv
completed.
beacons.

The definitio

ResultCode
passed with
hibernation i
FAILURE.

15.6.14.5.1
This primitiv
successfully
last beacon

MLME-WAKE . Thndrcation(

)

When generated

on is generated by the MLME when it begins to scan the channelcinpreparat
nsmission of beacons after a hibernation period. This indication is-génerated eve
E request was not issued.

Effect of receipt

of beacons. The DME may make another MLME-HIBERNATE request at any tim
ILME-WAKE indication.

NLME-WAKE.confirm

b confirms that the attempt to end hibernation in response to an MLME-WAKE requs
Jpon successful completion of this request ¢he*device will have resumed transmis

h of this primitive is:
MLME-WAKE .confirm(

ResultCode
)

indicates whether transmijssion of beacons has successfully resumed. A BP mus
a beacon being transmitted for the confirmation to complete successfully. If
5 not succeeding, itis*a vendor specific decision when to time out the operation and

When generated

on for
h if an

bsume
E after

st has
sion of

t have
bnding
return

e is generated by the MLME as a result of an MLME-WAKE.request. The oper

once a bea

resume, a COTHIMITAtIoON TS gEIIEIHtEd withr e status of FATTORE:

tion is

compléeted once a beacon has been transmitted. If the wake request occurred befgre the
with_ the Hibernation Mode IE was transmitted, the operation is completed succgssfully
on(jis transmitted without the Hibernation Mode IE. If transmission of beacons fannot

15.6.14.5.2 Effect of receipt

The recipien

t is notified of the results of the procedure of exiting hibernation.

15.6.14.6 MLME-HIBERNATION-ANCHOR.request
This enables the transmission of the Hibernation Anchor IE in the beacon.

The definitio

134

n of this primitive is:
MLME-HIBERNATION-ANCHOR . request(

AnchorOperation

)
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15.6.14.6.1 When generated
This primitive is generated by the DME to enable support for the Hibernation Anchor IE.

15.6.14.6.2 Effect of receipt

The MAC sublayer indicates support for acting as a hibernation anchor in its Capabilities IE and
includes a Hibernation Anchor IE in its beacon after receiving a Hibernation IE from any neighbour.

15.6.14.7 MLME-HIBERNATION-ANCHOR.indication

This indication informs the DME of reception of a Hibernation Anchor IE.
The definition of this primitive is:

MLME-HIBERNATION-ANCHOR . indication(

)
15.6.14.7.1 When generated
This pfimitive is generated by the MLME when a Hibernation Anchor IE is received in the peacon.

15.6.14.7.2 Effect of receipt
The regipient is notified of the reception of a Hibernation Anchor IE.

15.6.14.8 MLME-HIBERNATION-ANCHOR.confirm
This pfimitive indicates the result of an MLME-HIBERNATION-ANCHOR.request.

The dgfinition of this primitive is:
MLME-HIBERNAT ION-ANCHOR . confirm(

ResultCode
)

ResultCode indicates the result of the request to act as a hibernation anchor. Possible codes are
SUCCESS and FAILURE.

15.6.14.8.1 When generated
This pfimitive is generated by the MLME in response to a MLME-HIBERNATION-ANCHOR.request.

15.6.14.8.2 Effect of receipt
The regipient is notified of the.completion of the request to act or cease acting as a hibernation anchor.

15.6.14.9 MLME-SLEEP-SCHEDULE.request

This rgquest informs the device in what MASs it should be available to receive traffic and when it can
turn off its receiver:

The ddfinition.ef this primitive is:
MLME-SLEEP-SCHEDULE. request(

SleepMode;
OnlnHardReservations,
OnInSoftReservations,
OnForPCA,
PCAMASCount,
SleepSchedule

)

SleepSchedule specifies the MASs during which the device should be capable of receiving a
transmitted frame.

15.6.14.9.1 When generated
This primitive is generated by the DME to control reception in the MAC sublayer.
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15.6.14.9.2 Effect of receipt
When the MLME receives this request, it updates its sleep schedule and PCA Availability IE.

15.6.14.10MLME-SLEEP-SCHEDULE.confirm
This primitive indicates the result of an MLME-SLEEP-SCHEDULE.request.

The definition of thi

S primitive is:

MLME-SLEEP-SCHEDULE .confirm(

ResultCode
)

ResultCode

re

ndicates the result of the request to change the sleep schedule.

15.6.14.10]1 When generated
This primitivg is generated by the MLME as a result of an MLME-SLEEP-SCHEDULE:request.

15.6.14.10)2 Effect of receipt

The recipient is notified of the results of the request.

15.6.15 Higher layer synchronization support

This mecharjism supports the process of synchronization among higherzlayer protocol entities rgsiding
within differgnt devices. The actual synchronization mechanism in the“higher layer is out of the|scope
of this Standard. In principle, the MLME indicates the transmissionf{reception of frames with a gpecific
multicast adgiress in the DestAddr field of an MSDU of type data.‘The primitives covered in this Clause
are listed in [fable 93.

Table 93 - Higher layer synchroniZation support primitives

Servic

e Primitive

Request

Indication

Response Confirm

MLME

-HL-SYNC

15.6.15.1

15.6.15.2

Table 94 list$ the parameters that appear in the primitives of this Clause.

Table 94 - Higher Layer Synchronization primitive parameters

Name

Type

Valid range

Description

GroupeUI

EUI-48

Any valid multicast EUI-48

Specifies the multicast group to whith
the synchronization frames are
addressed. A synchronization frame Is a
data type frame with higher layer
synchronization information

ResultCode

Enumeration

SUCCESS,

NOT_SUPPORTED

Indicates the result of the MLME-HL-
SYNC.request

SrcEUI

EUI-48

Any valid unicast EUI-48

Specifies the EUI-48 of the device that
transmitted the higher layer
synchronization frame

SequenceNumber

Integer

As defined in the frame format

Specifies the Sequence Number of the
higher layer synchronization frame
received or transmitted

MLME-HL-SYNC.request

This primitive requests activation of the synchronization support mechanism.

136
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The definition of this primitive is:
MLME-HL-SYNC.request(

GroupEUI
)

15.6.15.0.1 When generated

This primitive is generated by the DME when a higher layer protocol initiates a synchronization
process.

15.6.15.0.2 Effect of receipt

This rgquest activates the synchronization support mechanism at the device. The MLME\$ubsequently
issues|an MLME-HL-SYNC.confirm that reflects the results of the higher layer synchroniztion support
requedt. If the request has been successful, and the higher layer synchronization.'supporf mechanism
has bpen activated, the MLME issues an MMLE-HL-SYNC.indication whenever a figher layer
synchhonization frame, which is a data type frame with the specified McstAddrin the DestAddr field, is
receiveéd or transmitted.

15.6.15.1 MLME-HL-SYNC.indication

This pfimitive indicates the transmission or reception of a higherlayer synchronizatior) frame. The
indicatfon is delivered with respect to the start of the frame on_the medium, whether tfansmitted or
receiveéd by the MAC sublayer.

The ddfinition of this primitive is:
MLME-HL-SYNC. indication(

GroupEUI,
SrcEUl,
SequenceNumber

)
15.6.15.1.1 When generated

This primitive is generated by the MLME when the successful reception or transmission of a higher
layer gynchronization frame is detected, as indicated by the PHY. The higher layer synchronization
frame |s identified by the McstAddr registered by an earlier MLME-HL-SYNC.request pripitive, in the
DestAdgldr field of a data type.frame.
15.6.15.1.2 Effect of-receipt

The DME is notified of the reception or transmission of a higher layer synchronization frame.

15.6.15.2 MLME=HL-SYNC.confirm
This primitive_Confirms the activation of the higher layer synchronization support mechanigm.

The définition*of this primitive is:
MLME-HL-SYNC.confirm(
ResultCode
)

15.6.15.2.1 When generated

This primitive is generated by the MLME as a result of an MLME-HL-SYNC.request to activate the
higher layer synchronization support mechanism for a particular multicast address.

15.6.15.2.2 Effect of receipt

The DME is notified of the activation of the higher layer synchronization support mechanism. The result
code of NOT_SUPPORTED is issued if the MLME does not support the higher layer synchronization
support mechanism or if the address provided by the MLME-HL-SYNC.request is not a multicast
address.
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15.6.16 Reservation management

The DRP provides methods for devices to establish, modify and release reservations. Reservation
negotiations are requested by the DME and confirmed by the MLME via the service primitives defined
in this Clause. There are two conceptual interface options between the DME and MLME defined in this
Clause. The MLME-RESOURCE primitives provide a high-level interface where resource allocation is
handled within the MLME. The MLME-DRP primitives provide a low-level interface where resource
allocation is handled in the DME using information obtained from the MLME using the MLME-LINK-
EVENT primitives. Clause 15.6.16.1 illustrates a reference model and indicates the interface locations.
Table 95 summarizes the reservation management service primitives.

Table 96 def]

Table 95 - DRP service primitives

Service primitive Request Indication Response Confirm
MLME-RESOURCE 15.6.16.2 15.6.16.3 15.6.16.4 15.6.16:5
MLME-DRP 15.6.16.6 15.6.16.7 15.6.16.8 15:616.9

Table 96 - DRP service primitive parameters

nes the parameters used by the DRP service primitives.

Nafne

Type

Valid range

Description

AvailabilifyBitmap

Implementation-dependent

Specifies the MASs available for DRP
reservation.

DestEUI EUI-48 Any valid EUI-48, or NULL for Identifies the respondent (either 4
PCA reservations single device or a multicast group) jn
the DRP negotiation initiated by thp
device identified by SrcEUI.
Explicit Boolean FALSE, TRUE Controls whether DRP negotiation |s
implicit or explicit.
FinalReskrvation Boolean FALSE, TRUE Valid for multicast reservations, only.
When TRUE, the final reservation |s
signaled to the multicast recipientg.
MinBW Integer 0 - 480 000 Minimum required bandwidth for tHe
reservation, in Kbps.
DesirddBW Integer 0 - 480 000 Desired bandwidth for the reservatign,
in Kbps. Shall not be lower than the
MinBW parameter.
AvailaiieBW rteger 0—480-600 Bandwidth-estimated-te-be-availablelfor
the reservation, in Kbps. For the initiator
of the reservation shall not exceed the
DesiredBW parameter and shall not be
below MinBW.
ReasonCode Enumeration ACCEPTED, CONFLICT, Additional completion status information
PENDING,DENIED for the MLME request.
MaxServicelnterval Integer 1-255 Maximum service interval acceptable

for the reservation, in units of MASSs.
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Table 96 - DRP service primitive parameters (concluded)

Name Type Valid range Description
QoSGoal Enumeration PREMIUM, The Quiality of Service goal of the
HIGH, connection to be served by the

BEST_EFFORT

reservation. May be mapped to target

Packet Error Rate (PER) and

margins

(SNR, reservation time) for the

connection.

Re|

ervauonpltmap

Implemenaton-dependent

Specifies the MASS JesiTed
for the reservation.

obtained

ReservationType Enumeration HARD, SOFT, PRIVATE, or Reservation type
PCA as specified by Table
118
ResultCode Enumeration FAILURE, SUCCESS, Completion status of the MLME request
TIMEOUT, MODIFIED
SrcEUI EUI-48 Any valid unicast EUI-48 Identifies the DRP negotiatign initiator
Streamindex Integer 0 - 7, as specified in 16.2.1.5 Identifies a stream from the¢ device

identified by SrcEUI to the dlevice(s)

identified by DestEU

NOTE
one at

Althou

conceptually it is an array of 256 entries, each”of which corresponds to one of the 256 M
ame. The zero entries identify MASS that are to be excluded from the reservatio
htries identify MASs that are to be-included.

superf
zero e

15.6.1

Figure
Requir

For the recipient of the reservation request the estimation of the available bandwidth may
he initiator side due to asymmetric link conditions:

6.1 Resource allocation and rate adaptation reference model

32 shows a reference_model for the resource allocation and rate adaptation
ements for resources coming from an application are expressed in terms of requirgd bandwidth

differ from the

gh the actual format of AvailabilityBitmap~and ReservationBitmap is implementation-dependent,
ASs within a
n while non-

architecture.
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and quality of service parameters. Depending on the specific implementation of higher layer functions,
specific functionality may be allocated either in the MAC sublayer or in the DME.

Resource Requests from Applications

DME /

Arbitration / AIIocatiop Rules .
.. . & Policies Resource Allocation MAC
Decision Makmg ) (Priorities, Arbitration and Rules & Policies .
Logic preemption rules) Cl lent
— s o - eess e MLME-RESOURCE interfaceons o @ e oo oo oo oo cass o
RESOURCES. ——MASs Allocation Policy————
Reqyest R ESCOO:#;,iES' Y

MAC

. PHY Data Rates,

. QoS Target—— Rate Adaptation + ACK Polidy

Resqurce Allocation . '
«—Effective Data Rate—| TPC Number of refries,
Aggregation Holicy,

JLME-DRP interfac n Fragmentation [Policy,
\ LQI, RSSI TPC.
Re-Allocation.Request PESRt 8; R;_e-TX g,c\),g I:AIX\((:;
MAS Map to MAC | B
Interference Perfermance
. . BadMAS— L
Mitigation Monitoring

To / From PHY

Figure 32 - Resource allocationpiand rate adaptation reference model

15.6.16.2 NLME-RESOURCE.request

This primitive requests the creation of ashew reservation or the modification or release of an existing
reservation. [The primitive's semantics\are as follows:

MLME-RESOURCE . request(

DestEUI 4
Streamlndex,
ReservationType,
MiABW,

DesiredBW,
MaxServicelnterval,
QO0SGoal,

Explicit

)

The MinBW and DesiredBW parameters define the BW requirements for the reservation. If these
parameters are set to zero, this indicates the release of the reservation.

15.6.16.2.1 When generated

The DME signals this primitive to the MLME in order to create a new reservation, modify an existing
reservation or release an existing reservation.

15.6.16.2.2 Effect of receipt

Based on the parameters of the resources request primitive and the condition of the link with the
respondent of the reservation, the MLME constructs one or more DRP IEs that provide the desired new
reservation or changes to the reservation and either a) includes the DRP IEs in a subsequent beacon
transmission or b) transmits the DRP IEs in a command frame to the device identified by DestEUI.
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Once DRP negotiation, either implicit or explicit, respectively, is initiated, the MLME completes it as
specified in 17.4.

If the source is not able to support the requested resource reservation with the parameters included in
the MLME-DRP.request, the MLME responds with an MLME-RESOURCE.confirm with ResultCode set
to FAILURE and does not initiate the DRP negotiation process.

15.6.16.3 MLME-RESOURCE.indication

This primitive indicates a request from a peer DME to create a new reservation or to modify or release
an existing reservation. The primitive's semantics are as follows:

ollnor = = - 4= L
VUNUL - TTTURTCATCRTUTTI

DestEUI,

SrcEUl,
Streamlndex,
ReservationType,
AvailableBW,
ReservationBitmap,
Explicit

)

The RgservationBitmap identifies the MASs proposed by the reservation owner to be in¢gluded in the
new of modified reservation. If no MASs are identified in the\ReservationBitmap, the rgservation is
released.

15.6.16.3.1 When generated
The MLME generates this primitive either when a, DRP request to create a new reservatijon or modify
an exigting reservation is received, or when changes in PHY channel conditions cause g decrease in
AvailableBW. Note that the MLME also generates-this primitive when a reservation is released.
15.6.16.3.2 Effect of receipt
The DME evaluates the reservation request in terms of the device's availability and denerates an
MLME|RESOURCE.response.

15.6.16.4 MLME-RESOURCEesponse
The DME uses this primitive(to respond to a request for the creation of a new reseryation or the
modifi¢ation or release of an existing reservation. The primitive's semantics are as followq:
MLME-RESQURCE . response(

DestEUIl,
SrcEuUl,
Streamlndex,
ReasonCode,
ResultCode
)

15.6.16.4.1 When generated
The DME generates this primitive in order to trigger a response to a reservation request.

15.6.16.4.2 Effect of receipt

The MLME constructs one or more DRP IEs that describe the DRP reservation response and either a)
includes the DRP IEs in a subsequent beacon transmission or b) transmits the DRP IEs in a command
frame to the device identified by DestEUI.

15.6.16.5 MLME-RESOURCE.confirm

This primitive signals the completion, successfully or in error, of DRP negotiations initiated by a
corresponding MLME-RESOURCE.request. The primitive's semantics are as follows:

MLME-RESOURCE .confirm(
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AvailableBW,
ResultCode,
ReasonCode

)

15.6.16.5.1 When generated

The MLME signals this primitive to the DME in order to confirm the success or failure of DRP
negotiations initiated by a corresponding MLME-RESOURCE.request, or to indicate to the DME that
there is a change in available bandwidth (AvailableBW).

For explicit unicast negotiations, if a DRP reservation response command frame is not received within

an applicatig
by issuing a
response C(
RESOURCE

n-specific timeout after the DRP reservation request is sent, the MLME informs th
MLME-RESOURCE.confirm with ResultCode equal to TIMEOUT. Once a DRP-fese
mmand frame is received, the source informs the DME by generating)  an |
.confirm with the appropriate ResultCode.

For implicit Winicast negotiations, if a DRP reservation response is not received within a time i

equal to mM

hxLostBeacons after the final DRP reservation request is sent, the MLME informs th

by issuing ap MLME-RESOURCE.confirm with ResultCode equal to TIMEOUT.

Once a DRH
RESOURCEH|

If the PHY c
reservation
equal to MO

15.6.16.5.7
Depending g
example, if
transfer data
changed, the
15.6.16.6 N
This primitiv
reservation.

reservation response is received, the source informs the DME' by generating an |
.confirm with the appropriate ResultCode.

nannel conditions change in a way that modifies the effective bandwidth available
AvailableBW), the MLME will also issue the MLME<RESOURCE.confirm with Resu
DIFIED, and the new estimated AvailableBW parameter.

Effect of receipt

the reservation was established successfully, the DME may signal the MAC cl
to the MAC for that stream. If the DRP nhegotiation failed, or the available bandwig
DME should signal the lack of resaurces to the MAC client.

ILME-DRP.request

b requests the creation of ashew reservation or the modification or release of an ¢
The primitive's semantics.are as follows:

MLME-DRP . request(

DestEUI 4
Streamindex,
ReservationType,
ReservationBitmap,
FinalReservation,
Explicit

)

e DME
vation
MLME-

hterval
> DME

MLME-

or this
tCode

n the value of ResultCode and ReasonCode»the DME should take appropriate acti¢n. For

ent to
th has

Xisting

The ReservationBitmap parameter defines the MASSs to include in a new or modified reservation. If no
MASs are identified in the ReservationBitmap, that indicates the reservation is released.

15.6.16.6.1 When generated

This DME signals this primitive to the MLME in order to create a new reservation, modify an existing
reservation or release an existing reservation.

15.6.16.6.2 Effect of receipt

The MLME constructs one or more DRP IEs that describe the desired new reservation or changes to
the reservation and either a) includes the DRP IEs in a subsequent beacon transmission or b)
transmits the DRP IEs in a command frame to the device identified by DestEUI. Once DRP negotiation,
either implicit or explicit, respectively, is initiated, the MLME completes it as specified in 17.4.

In order to negotiate a reservation, the MAC sublayer constructs DRP IEs according to the parameters
of the MLME-DRP.request provided by the DME. If the source is not able to support the requested DRP
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reservation with the parameters included in the MLME-DRP.request, the MLME responds with an
MLME-DRP.confirm with ResultCode set to FAILURE and does not initiate the DRP negotiation
process.

15.6.16.7 MLME-DRP.indication

This primitive indicates a request from a peer DME to create a new reservation or to modify or release
an existing reservation. The primitive's semantics are as follows:

MLME-DRP . indication(
DestEUI,

(el —L1lL
Streamlndex,
ReservationType,
ReservationBitmap,
Explicit

)

The RgservationBitmap identifies the MASs proposed by the reservation owner to be in¢gluded in the
new of modified reservation. If no MASs are identified in the ReservationBitmap, the rgservation is
released.

15.6.16.7.1 When generated
The MLME generates this primitive when a DRP request to create a new reservation pr modify an
existing reservation is received. It also generates this primitive when a reservation is relegsed.
15.6.16.7.2 Effect of receipt
The DME evaluates the reservation request in terms of the device's availability and denerates an
MLME|DRP.response.

15.6.16.8 MLME-DRP.response
The DME uses this primitive to respondto a request for the creation of a new reseryation or the
modifi¢ation or release of an existing reservation. The primitive's semantics are as followq:
MLME-DRP.response(

DestEUI,

SrcEul,
Streambndex,
ResérnvationType,
ResérvationBitmap,
Explicit,
ReasonCode,
ResultCode

)
15.6.1638.1 When generated
The DME generates this primitive in order to respond to a reservation request.

15.6.16.8.2 Effect of receipt

The MLME constructs one or more DRP IEs that describe the DRP reservation response and either a)
includes the DRP IEs in a subsequent beacon transmission or b) transmits the DRP IEs in a command
frame to the device identified by DestEUI.

15.6.16.9 MLME-DRP.confirm

This primitive signals the completion, successfully or in error, of DRP negotiations initiated by a
corresponding MLME-DRP.request. The primitive's semantics are as follows:

MLME-DRP .confirm(

AvailabilityBitmap,
ResultCode,
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ReasonCode

)

When generated

The MLME signals this primitive to the DME in order to confirm the success or failure of DRP
negotiations initiated by a corresponding MLME-DRP.request.

For explicit unicast negotiations, if a DRP reservation response command frame is not received within
an application-specific timeout after the DRP reservation request is sent, the MAC sublayer informs the
DME by issuing a MLME-DRP.confirm with ResultCode equal to TIMEOUT. Once a DRP reservation
response command frame is received, the source informs the DME by generating an MLME-

DRP.confirm

For implicit Winicast negotiations, if a DRP reservation response is not received within a_fime i

equal to mM
sublayer infg

Once a DRH
DRP.confirm

15.6.16.9.72

Dependent U
For examplg
transfer datg
the lack of re

15.6.17 Co

This mecha
covered in th

hnection configuration primitives
nism provides control over the rate adaptation algorithm and metrics. The primitives

with the appropriate ResultCode.

axLostBeacons superframes after the final DRP reservation request is sent, thg
rms the DME by issuing an MLME-DRP.confirm with ResultCode equal toONTMMEOU

reservation response is received, the source informs the DME by g€gnerating an |
with the appropriate ResultCode.

Effect of receipt

pon the value of ResultCode and ReasonCode, the DME_should take appropriate
, if the reservation is established successfully, the DME-may signhal the MAC cl
to the MAC sublayer for that stream. If the DRP negotiation failed, the DME should
sources to the responsible MAC client (higher-layeréntity).

is Clause are listed in Table 97.

Table 97 - Connection.gonfiguration primitives

hterval
e MAC
[

MLME-

action.

ent to
signal

Service primitive Request Indication Response Confirm

MLMH

-CONNECTION-CONFIG 15.6.17.1 15.6.17.2
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Table 98 defines the parameters that appear in the primitives of this Clause.

Table 98 - Connection configuration primitive parameters

for a given conneq

Name Type Valid range Description
DestEUI EUI-48 Any valid EUI-48 Specifies the EUI-48 of remote
responding device
DeliverylD Integer 0-15 Specifies the user priority of the
MSDU for a value in range 0 through
7, orthe stream mdex ofjthe MSDU
for a value in range-8-:through 15
PHYRate Enumeration RATE_53 3, PHY data rate at which pafkets are to
RATE_80, be transmitted for thg given
RATE_106 7, connection
RATE_160,
RATE_200,
RATE_320,
RATE_400,
RATE_480
ACKPolicy Enumeration No_ACK / Imm-ACK / B-ACGK ACK policy to be used ol the given
connection
NOfReTX Integer 1 - MaxNOfReTX Number of re-transmissigns allowed
for a given connedgtion
OptimalMPDUSize Integer PHY>dependent Optimal MPDU size fof a given
connection
AdgregationPolicy Enumeration ENABLED, DISABLED Aggregation policy enabled / disabled

tion

Fral

pmentationPolicy

Enumeration

ENABLED, DISABLED

Fragmentation policy €
disabled for a given co

nabled /
nnection

ResultCode

Enumeration

FAILURE, SUCCESS

Completion status of th
request

e MLME

15.6.1
This p
definit

7.1 MLME-CONNECTION-CONFIG.request

rimitive is-used to configure the rate adaptation parameters of a particular con
on of this primitive is:

MLME-CONNECTION-CONFIG. request(

DestEUI,

DeliverylD,
PHYRate,

ACKPolicy,

NOfReTX,
OptimalMPDUSize,
AggregationPolicy,
FragmentationPolicy

)

15.6.17.1.1 When generated

The primitive is generated by the DME whenever there is a need to update the parameters of the
connection related to PHY rate adaptation.
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15.6.17.1.2 Effect of receipt

Upon reception of the primitive, the MLME will update the configuration of the specific connection with
the parameters of the primitive, and will generate the MLME-CONNECTION-CONFIG.confirm
response.

15.6.17.2 MLME-CONNECTION-CONFIG.confirm

The definition of this primitive is:

MLME-CONNECTION-CONFIG.confirm(

DestEUIL,
DeTiverylD,
ResultCode

)
15.6.17.2.1 When generated
This primitivg is generated by the MLME in response to the MLME-CONNECTIONsCONFIG.reqyest.

15.6.17.2.3 Effect of receipt

Upon recept|on of this primitive, the DME is notified of the success or failure ofthe updated connection
configuration.

15.6.18 Rapge measurement

This mechapism supports range measurement between a devicé)and a neighbour. The primitives
covered in this Clause are listed in Table 99.

Table 99 - Range measurementiservice primitives

Service primitive Request Indication Response Confirm

MLME}RANGE-MEASUREMENT 15.6.18.1 15.6.18.2 15.6.18.3

Table 100 dgfines the parameters used by the range measurement service primitives.

Table 100 -.Range measurement parameters

Name Type Valid Range Description
Result Enumeration FAILURE, SUCCESS Indicates the result of the rarjge
measurement operation
LREnable Boolean FALSE, TRUE If TRUE, enable local rangg¢
measurement, otherwise disgble
DestEUI EUI-48 Any valid unicast EUI-48 Specifies the EUI-48 of the refote
responding device
SrcEUI EUI-48 Any valid unicast EUI-48 Specifies the EUI-48 of the remote
requesting device
RMN Integer 0-255 Number of measurements
requested
MeasurementResultSet Array As described in Figure 55 Range measurement results
MeasurementResultSetCount Integer 0 - 255 Number of measurement results in

MeasurementResultSet

15.6.18.1 MLME-RANGE-MEASUREMENT.request
This primitive is used to initiate one or more consecutive ranging measurements.
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MLME-RANGE-MEASUREMENT . request(
DestEUI,
RMN
)
15.6.18.1.1 When generated

The DME signals this primitive to the MLME to initiate range measurement with a neighbour of the
device. Parameter RMN may be one (for a simple estimate) or greater than one, so that the results of
repeated measurements can be used to improve accuracy.

15.6. 8.1.2 Effcut Uf ICL’CIPt
The MLME generates frames to deliver over the medium to carry out the requpsted range
measurements, and then delivers the result data to the DME.
15.6.18.2 MLME-RANGE-MEASUREMENT.indication
This pfimitive is used to inform the DME that a range measurement request was received.,

MLME-RANGE-MEASUREMENT . indication(

SrcEUl,
RMN

)
15.6.18.2.1 When generated
The MLME signals this primitive to the DME when it receives a range Measurement conpmand frame
with Range Type set to Range Measurement Request.

15.6.18.2.2 Effect of receipt

The DME is advised that a range measurement-0peration has started.

15.6.18.3 MLME-RANGE-MEASUREMENT.confirm
This primitive reports the results of a range“measurement operation.

MLME-RANGE-MEASUREMENT .confirm(

Result,
MeasurementResul tSet,
MeasurementResultSetCount

)
15.6.18.3.1 When generated
The MLME signalsithis primitive to the DME when it has completed a requested range measurement
operatjon.

15.6.18.3:2\Effect of receipt

As specified in Annex G, the DME may use a single measurement result to calculate a|single range
estimater tocatamdTemote Tanginy clock options Tmay be usedto catcutate corfidernce tevels or error
probabilities. Multiple measurements may be used to detect and correct for frequency errors between
the local and remote clock frequencies.

15.6.19 Application-specific command management

The MAC sublayer provides application-specific command frames for sending control information for
the MAC client. At the sending device, command data is passed via the primitives in this Clause, along
with the parameters describing the attributes of the command, to the MAC sublayer for transfer to a
peer MAC sublayer for unicast traffic or a group of MAC entities for multicast or broadcast traffic. At the
recipient device, the MAC sublayer delivers received application-specific command data to the MAC
client.

Application-specific commands may be fragmented for transfer between peer MAC entities.

Application-specific commands may be transmitted using PCA or within DRP reservations.
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The primitives covered in this Clause are listed in Table 101.

Table 101 - Application-specific command management primitives

Service primitive Request Indication Response Confirm

MLME-AS-COMMAND 15.6.19.1 15.6.19.2 15.6.19.3

Table 102 lists the parameters that appear in the MLME-AS-COMMAND primitives defined in this
Clause.

Thble 102 - Application-specific command management parameters

Name Type Valid range Description
DestEUl EUI-48 Any valid EUI-48 Specifies the EUI-48 of the recipient device ¢f the
MCDU.
SrcEU EUI-48 Any valid unicast EUI-48 Specifies the EUI-48,0f the sending device ¢f the
MCDU.
TKID Integer Any valid TKID as defined Specifies a PTKor GTK used for protecting the
in 16.2.6.1, or zero MCDU. If zeronindicates no security protection for
this MCDU.
ACKPoligy Enumeration ACK, NO_ACK Specifies whether or not the MCDU requifes

acknowledgement.

TxTimeoput Duration 0-65535 Specifies the amount of time in milliseconds in
which the MCDU needs to be successfully gent.

ASCommangiData Array Variable Specifies the data passing the MLME-A$-
COMMAND before transmission or after recgption.
ResultCofe Enumeration SUCCESS, Indicates the result of the MCDU transfer attempt.
TXNFIMEOUT,

OTHER_REASONS

15.6.19.1 MLME-AS-COMMAND.request

This primitive requests the transfer of an application-specific command to a peer MAC sublayér or a
group of pedr MAC entities.

The definitioh of this primitive is:
MLME=AS-COMMAND . request(
DestEUI,

Il LD
AN g

ACKPolicy,
TxTimeout,
ASCommandData

)
15.6.19.1.1 When generated
This primitive is generated by the MAC client when an application-specific command is to be
transferred to a specified recipient.
15.6.19.1.2 Effect of receipt

The MAC sublayer attempts to transmit the application-specific command frame using PCA or in a
DRP reservation based on the other parameters provided in the primitive. The MAC sublayer
subsequently issues a MLME-AS-COMMAND.confirm to reflect the results.
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15.6.19.2 MLME-AS-COMMAND.indication
This primitive reports the reception of an application-specific command from a specified sender.

The definition of this primitive is:
MLME-AS-COMMAND. indication(

SrcEUI,
DestEUI,
TKID,
ACKPolicy,
ASCommandData

)

15.6.19.2.1 When generated
This pfimitive is generated by the MAC sublayer to deliver to the MAC client-a-correctly received valid
application-specific command frame addressed to this device.
15.6.19.2.2 Effect of receipt

The MAC client is provided with a valid application-specific command frame addressed tp this device
from a|specified sender.

15.6.19.3 MLME-AS-COMMAND.confirm

This primitive reports the result of an application-speCific command frame transfer attempt to a
specified recipient.

The dgfinition of this primitive is:
MLME-AS-COMMAND.confirm(

DestEUI,
ResultCode

)
15.6.19.3.1 When generated

This pfimitive is generated by the MAC sublayer as a result of a MLME-AS-COMMAND.request to
transfgr an application-specific command frame to a specified recipient.

15.6.19.3.2 Effect of receipt

The MIAC client is notified of the results of the attempt by the MAC sublayer to transfer ar application-
specific command\:frame based on the parameters specified in an earlier] MLME-AS-
COMMAND.request.

15.7| MAC SAP interface

The MAC sublayer provrdes a data transfer service to the MAC clrent vra the MAC SAP th logical data
interfate-betweentheMAC—chentand-the-vA ' e . s-passed via the
MAC SAP in MSDUs, along with the parameters descrrbrng the attributes of the MSDU, to the MAC
sublayer for transfer to a peer MAC sublayer for unicast traffic or a group of MAC entities for multicast
or broadcast traffic. At the recipient device, the MAC sublayer delivers received data also in MSDUs to
the MAC client.

Each MSDU is tagged with a user priority or stream index as indicated by the Delivery ID parameter
passed along with the MSDU at the MAC SAP. There are eight levels for user priority, and eight values
for Stream Index designating up to eight possible streams between the sender and recipient. Legal
values for the Delivery ID parameter are in the range of 0 to 15. A number in the range between 0 and
7, inclusive, denotes a user priority as defined by the IEEE 802.1D priority tag. A number in the range
between 8 and 15, inclusive, identifies a stream from the sender to the recipient. The Delivery ID
parameter is propagated across the wireless medium in the Delivery ID field of the Frame Control field
of the MAC header.
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Each device has an EUI-48 that, if non-NULL, uniquely identifies the device. This identifier is included
in beacon frames, along with a 16-bit DevAddr selected by the device.

When an MSDU is delivered to the MAC sublayer by the MAC client, the device determines the
DevAddr of the intended recipient based on the EUI-48 provided with the MSDU and information it
receives in neighbours' beacons.

Before passing an MSDU to the MAC client, a device determines the EUI-48 of the sender of the

MSDU using

information it receives in neighbours' beacons.

All MSDUs labelled with the same Delivery ID and addressed to the same destination EUI-48 are

transmitted i

the order in which they arrived at the local MAC SAP when they are subject to th

Imm-

ACK or No-A
B-ACK ackn
and/or addre
they arrived
on their prio

MSDUs of the same Delivery ID received by the recipient MAC sublayer are released to the MAC

via the local
recipient MA
fashion that

MSDUs may
passed throd

The MAC s
transfers us
based trans
tagged with

transmitted primarily in a reservation and optionally*by PCA.

The primitive

bwledgement policy is applied. However, MSDUs labelled with different Delivery~ID

at the local MAC SAP, since the MAC sublayer may reorder them for transmission

Liblayer provides contention and reservation-based frame transfers. Contention

b

CK acknowledgement policy. They may be transmitted out of order due to retries Wi
ssed to different destination EUI-48s are not necessarily transmitted in the order in

ities and other considerations or constraints.

MAC SAP in the same order as they arrived at the MAC SAP of the sending devig
C sublayer delivers MSDUs bearing different Delivery ID values to the MAC clie

be fragmented or aggregated for transfer between peer MAC entities, but are
gh the MAC SAP in whole MSDUs.

the prioritized contention access (PCA) method as specified in 17.2.3, while reser
rs use the distributed reservation protocol{(DRP) method as specified in 17.2.4. N
a user priority are transmitted using PCA. MSDUs tagged with a Stream Ind

s covered in this Clause are listed.in,Table 103.

Table 103(> MAC-SAP primitives

Service primitive Reguiest Indication Response Confirm

MAC-DATA 15.7.1 15.7.2 15.7.3

en the

values

which
based

client

e. The
Nt in a
preserves the respective orders of the MSDUs carrying the-same Delivery ID values.

hlways

based
ation-

1SDUs
EX are
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Table 104 lists the parameters that appear in the MAC SAP primitives defined in this Clause.

Table 104 - MAC-SAP primitive parameters

Name Type Valid range Description
DestEUI EUI-48 Any valid EUI-48 Specifies the EUI-48 of the recipient device of the
MSDU
SrcEUI EUI-48 Any valid unicast EUI-48 Specifies the EUI-48 of the sending device of the
MSDU
TKID Integer Any valid TKID as defined Specifies a PTK or GTK used for pr<ltecting the
in 16.2.6.1 or zero MSDU. If zero, indicates no security grotection for
this MSDU
DeliverylD Integer 0-15 Specifies the user priority~of the MSDU for a value

in range 0 through-Z{orthe stream ihdex of the
MSDU for a.value in range 8 thrqugh 15

TrangmitTimeout Duration 0-65535 Specifies thetamount of time in milliseconds in
which thé MSDU needs to be succepsfully sent

MSDU Octet string Specifies the data passing the MAC SAP before
transmission or after reception

ResultCode Enumeration SUCCESS, Indicates the result of the MSDU trangfer attempt
TRANSMIT_TIMEOUT,
OTHER_REASONS

15.7.1 MAC-DATA.request
This pfimitive requests the transfer of ansMSDU to a peer MAC sublayer or a group ¢f peer MAC
entities.

The dgfinition of this primitive is:
MAC-DATA . request(

DestEUIL,

TKID,
DeliverylD,
TransmitTimeout,
MSBU

))

15.7.1.1 ~AWhen generated
This primitive is generated by the MAC client when an MSDU is to be transferred tq a specified
recipient:

15.7.1.2 Effect of receipt

The MAC sublayer attempts to transmit the MSDU based on the other parameters provided in the
primitive. The MAC sublayer subsequently issues a MAC-DATA.confirm to reflect the results.

15.7.2 MAC-DATA.indication

This primitive reports the reception of an MSDU from a specified sender.

The definition of this primitive is:
MAC-DATA.indication(

SrcEUl,
DestEUI,
TKID,
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DeliverylD,
MSDU

)

15.7.2.1 When generated

This primitive is generated by the MAC sublayer to deliver to the MAC client a received MSDU
addressed to this device.

15.7.2.2 E

ffect of receipt

The MAC client is provided with an MSDU addressed to this device from a specified sender.

15.7.3 MA
This primitiv
The definitio

15.7.3.1
This primitiv
MSDU to a s
15.7.3.2 H

The MAC cl
based on thd

16 MAC fr

This Clause
common fiel
of informatio

16.1 Fr
The followin

16.1.1 Fig
MAC frames

C-DATA.confirm
P reports the result of an MSDU transfer attempt to a specified recipient.

h of this primitive is:
UAC-DATA.confirm(

DestEUI,
DeliverylD,
ResultCode

)

Vhen generated
e is generated by the MAC sublayer as a result of a“MAC-DATA.request to trang
pecified recipient.
ffect of receipt

ent is notified of the results of the attempt.by the MAC sublayer to transfer an
parameters specified in an earlier MAC-DATA.request.

ame formats

specifies the format of MAC frames. An overview of the MAC frame with descript
s is followed by Clauses for;each frame type and subtype. The final Clause contain
n elements that may appear in beacon frames and some command frames.

hme format conventions

) conventions and definitions apply throughout this Clause.

ures

are described as a sequence of fields in a specific order. Figures in Clause 16

fields in the
transmitted

on the right o the " most-significant bit on the left.

order they are delivered to the PHY SAP, from left to right, where the left-most
irst in time. In field figures, bits within the field are numbered from the least-signifidg

fer an

MSDU

ons of
s a list

depict
ield is
ant bit

An example

sequence of fields is defined in Figure 33.

1 4

octets: 2

Fi

rst field transmitted (2 octets) | Second field transmitted (1 octet) Last field transmitted (4 octets)

Figure 33 - Example sequence of fields

16.1.2 Octet order

Unless otherwise noted, fields longer than a single octet are delivered to the PHY SAP in order from
the octet containing the least-significant bits to the octet containing the most-significant bits.
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An example of a bitmap specification for a two-octet field is defined in Figure 34.

bits: b15-b13 b12-b8

b7-b0

Most-significant bits of second octet transmitted | Least-significant bits of second octet transmitted | First octet transmitted

16.1.3 Encoding

Figure 34 - Example bitmap specification for a field

Valueqspecified in decimal are encoded In unsigned binary unless otherwise stated.

A bitmpp is a sequence of bits, labelled as bit[0] through bit[N-1]. A bitmap is encoded’ir] a field such
that bjt[0] corresponds to the least-significant bit of the field and subsequent bitmpp elements
correspond to subsequent significant bits of the field. Octets of the field are presented to the PHY SAP
in ordgr from least-significant octet to most-significant octet.

Reseryed fields and subfields are set to zero on transmission and ignered on reception). Fields and
subfields are not set to reserved values on transmission. Unless othérwise noted, fields or subfields
that ar set to reserved values or are defined based on other fields ok stibfields that are set to reserved
values|are ignored on reception.

16.2| General MAC frame format

A MAQ frame consists of a fixed-length MAC Header andah optional variable-length MAC [Frame Body.
The MAC Header is defined in Figure 35.

octets: 2 2 2 2 2

Frame Control | DestAddr | SreAddr | Sequence Control | Access Information

Figure 35 - MAC Header format

The MAC Frame Body, when present, contains a Frame Payload and Frame Check Sequence (FCS) as

definedl in Figure 36.

octets: L, 4

Frame Payload FCS

Figure 36 - MAC Frame Body format

In secure frames the Frame Payload includes security fields as defined in Figure 37. The left-most four
fields in Figure 37 are collectively referred to as the Security Header.

octets: 3 1 2 6 P 8
Temporal Key Security Encryption Offset Secure Frame Secure Message Integrity
Identifier Reserved (EO) Number (SFN) Payload Code (MIC)

(TKID)

Figure 37 - Frame Payload field format for secure frames
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The Frame Payload length ranges from zero to pMaxFramePayloadSize. If the Frame Payload length

is zero, the
includes the

In this Claus

FCS field is not included, and there is no MAC Frame Body. The Frame Payload length
length of the security fields for a secure frame.

e, a reference to the payload of a frame indicates the Frame Payload field of a non-secure

frame, or the Secure Payload field of a secure frame. The payload is a sequence of octets labelled as
payload[0] through payload[P-1]. Octets are passed to the PHY SAP in ascending index-value order.

16.2.1 Frame control
The Frame Control field is defined in Figure 38.

bits:

b15-b14 | b13 b12-b9 b8-b6 b5-b4 b3 b2-b0

Re

served Retry | Frame Subtype / Delivery ID | Frame Type | ACK Policy | Secure | Protocol Version

16.2.1.1 H

The Protoco
this revision

16.2.1.2 9
The Secure

Figure 38 - Frame Control field format

rotocol version
Version field is invariant in size and placement across all revisions of this Standafd. For
of the Standard, Protocol Version is set to zero. All other valués are reserved.
ecure

hit is set to ONE in a secure frame, which is protectéd using the temporal key specified by

the Temporall Key Identifier (TKID). The Secure bit is set to ZERO otherwise. Frames with the $ecure

bit set to ON
for the Secu
16.2.1.3 A

The ACK H
Acknowledg
defined in Tg

E use the Frame Payload format for secure frames as defined in Figure 37. Valid spttings

e bit in each frame type are listed in Table £31in 18.2.
CK policy
olicy field is set to the type of+vacknowledgement requested by the trangmitter.

bment procedures are described in'd7.8. The allowed values for the ACK Policy fi¢ld are
ble 105.

Table 105 - ACK Policy field encoding

Value ACK policy type Description
0 No-ACK The recipient(s) do not acknowledge the transmission, and the sender treats
the transmission as successful without regard for the actual result. The usg
of this policy is defined in 17.8.1.
1 Imm-ACK The addressed recipient returns an Imm-ACK frame after correct receptior,
according to the procedures defined in 17.8.2.
2 B-ACK The addressed recipient keeps track of the frames received with this policy
until requested to respond with a B-ACK frame, according to the procedures
defined in 17.8.3.
3 B-ACK Request The addressed recipient returns a B-ACK frame after reception, according
to the procedures defined in 17.8.3.
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.4 Frame type

The Frame Type field is set to the type of frame that is being sent. Table 106 lists the valid frame type
values, descriptions, and the Clauses that describe the format and use of each of the individual frame

types.
Table 106 - Frame type field encoding
Value Frame type Clause
0 Beacon frame 16.3
1 Control frame 16.4
2 Command frame 16.5
3 Data frame 16.6
4 Aggregated data frame 16.7
5-7 Reserved
16.2.1.5 Frame subtype / delivery ID
The Frjlame Subtype / Delivery ID field is used to assist a receiver in the proper processin
framegq. In control or command frames, this field is used as Frame Subtype, as defined in
16.4 apd Table 112 in 16.5. In data frames and aggregatedidata frames, this field is used &

as def

This f

16.2.1
The R4
an ear
16.2.2

The D
specifi
a broa

ned in Table 107.

Table 107 - Delivery ID e€ncoding in Frame Control

b12 b11-b9
0 User Priority
1 Stream Index

eld is reserved in all other'frame types.

.6 Retry

ier frame. It is reserved in all other frame types.
DestAddr

estAddrifield is set to the DevAddr of the intended recipient(s) of the frame. T
es a'single device for a unicast frame, a group of devices for a multicast frame, or gl devices for
fcast frame. DevAddr values are described in 17.1.1.

j of received
Table 110 in
s Delivery ID

ptry bit is set to ONE in any data, aggregated data, or command frame that is a retrgnsmission of

he DevAddr

16.2.3 SrcAddr

The Sr

cAddr field is set to the DevAddr of the transmitter of the frame.

16.2.4 Sequence control

The Sequence Control field identifies the order of MSDUs/MCDUs and their fragments. The Sequence
Control field is defined in Figure 39. The Sequence Control field is reserved in control frames.

bits: b15 b14 b13-b3 b2-b0

Reserved

More Fragments | Sequence Number | Fragment Number

Figure 39 - Sequence Control field format
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16.2.4.1 F

ragment number

The Fragment Number field is set to the number of the fragment within the MSDU or MCDU. The
fragment number is zero in the first or only fragment of an MSDU or MCDU and is incremented by one
for each successive fragment of that MSDU or MCDU.

16.2.4.2 Sequence number
The Sequence Number field is set to the sequence number of the MSDU or MCDU, as defined in

17.1.9.3.

The Sequence Number field is used for duplicate frame detection, as described in 17.1.7, and to

preserve fra

me order when using the B-ACK mechanism _as described in 17 8 3

The Sequen

16.2.4.3 N

The More F
fragment of

16.2.5 Ac
The Access

16.2.5.1 0

The Duration field is 14 bits in length and is set td an expected medium busy interval after the

ce Number field is reserved in control frames.

lore fragments

fagments field is set to ZERO to indicate that the current fragment isCthe sole d
he current MSDU or MCDU; otherwise the field is set to ONE.

cess information

nformation field is defined in Figure 40.

bits: b15 b14 b13-b0

Access Method More Frames Dutation

Figure 40 - Access Informatien field format

uration

r final

end of

the PLCP hgader of the current frame in units of‘microseconds. The duration value is set as defjned in
17.1.9.1 and used to update the network allecation vector (NAV) according to the procedures defined
in 17.3.2.

16.2.5.2 MNore frames

In frames sént with the Access _Method bit set to ONE, the More Frames bit is set to ZERQ if the
transmitter will not send furtherframes to the same recipient during the current reservation|block;
otherwise it |s set to ONE.

In frames sgnt with the Access Method bit set to ZERO, the More Frames bit is set to ZERQ if the
transmitter will not send-further frames to the same recipient during the current superframe; otherwise
it is set to ONE.

The More Flameés)bit is reserved in beacon and control frames. Additional rules regarding the¢ More
Frames field| ate/specified in 17.1.9.2.

16.2.5.3 Access method

The Access Method bit is set to ONE in all frames transmitted within a hard or private DRP reservation
block by the reservation owner or target prior to the release of the reservation block, including the UDA
and UDR control frames that release the reservation block.

The Access Method bit may be set to ONE in frames transmitted within a Soft DRP reservation block
without backoff by the reservation owner.

The Access Method bit in an Imm-ACK, B-ACK or CTS control frame is set to the same value as the
Access Method bit in the corresponding received frame.

The Access Method bit is set to ZERO in frames transmitted at all other times, other than in beacon
frames.

The Access Method bit is reserved in beacon frames.
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16.2.6 Frame payload

The Frame Payload field is a variable length field that carries the information that is to be transferred to
a device or group of devices. In a secure frame, it includes the required security fields as defined in

Figure 37 and defined below.
16.2.6.1 Temporal key identifier (TKID)

The TKID field is an identifier for the temporal key used to protect the frame. The TKID uniquely

identifies this key from any other temporal keys held by the sender and the recipient(s) of
does not need to uniquely identify the key for devices not holding the key.

16.2.6.2 _Security reserved

the frame. It

The S¢curity Reserved field is reserved, but included in authentication of the frame.

16.2.6.3 Encryption offset (EO)

The Epcryption Offset field indicates where encryption starts, in octets, relative-to.the bed
Securg¢ Payload, as defined in Figure 37. A value of zero indicates that the.‘entire Secur
encrygted. A non-zero value in this field indicates that the first EO octetscof-the Security
not erjcrypted. Regardless of the value of this field, the entire Secure Payload, alon
appropriate fields, is authenticated by the MIC.

16.2.4
The S
secure
used b
16.2.6.5 Secure payload

The S¢cure Payload field in secure frames is the counterpart of the Frame Payload field i
framegq. It contains the information specific to individual frame types and protected by th
key identified in the TKID field of the same frame.

16.2.6.6 Message integrity code (MIC)

The M|IC field contains an 8-octet cryptographic checksum used to protect the integrity,
Headef and Frame Payload.

16.2.7 FCS

The FCS field contains a 32-bit-value that represents a CRC polynomial of degree 31.

.4 Secure frame number (SFN)

—N field provides message freshness as a defence against replay attacks. The S
frame is set to the next value of the sender's secure frame counter (SFC) for the
y this frame. SFC setting and replay protection are~-described in 18.4.2.

The CRC is calculated-over a calculation field, which is the entire Frame Payload
specification. The calculation field is mapped to a message polynomial M(x) of degree k-
the number of bits in .the calculation field. The least-significant bit of the first octet pres

PHY YAP is theGoefficient of the x*'1 term, and the most-significant bit of the last octet t
the cogfficient.of'the x° term.

The CRCjs-calculated using the following Standard generator polynomial of degree 32:

inning of the
e Payload is
Payload are
g with other

FN field in a
emporal key

N non-secure
e symmetric

of the MAC

ield for this
L, where k is
ented to the

ransmitted is

G(X):X\JL+XLU+XL\J+XLL+XJ.‘J+XJ.L+XJ.J.+XJ.V+XU+XI+X\J+X-P+XL+X+1

The CRC polynomial is the one's complement of the modulo 2 sum of the following remainders:

- The remainder resulting from x* x (x31 + x30 + .. + x + 1) divided (modulo 2) by G(x).

- The remainder resulting from x32 x M(x), divided (modulo 2) by G(x).

The FCS field value is derived from the CRC polynomial such that the least-significant bit is the
coefficient of the x3! term and the most-significant bit is the coefficient of the x0 term. Figure 41 defines

the encoding of the FCS field for the CRC polynomial:
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a31X31 + 330X30 + azgng + ...+ a2X2 + ax + ap
bits: b31 b30 b29 b2 bl b0
Ao a a A azo aa

Figure 41 - FCS field encoding

In a common |mpIementat|on at the transmitter, the initial remamder of the d|V|S|on is preset to all

T ' e g ). The
one’s compl bment of this remainder is the FCS fleld At the receiver, the initial remainder is-prgset to
all ONEs. The serial incoming bits of the calculation field and FCS, when divided by,\G(X) |in the
absence of fransmission errors, results in a unique non-zero remainder value. The uniqué remainder
value is the polynomial:

31 4+ 30 4 426 4 25 4 24 18 L (15 14 012 L A1 4 010 L 8 4 36 L (5 A4 083 Ly 4

16.3 Beacon frames

MAC Headef field settings for beacon frames are described in Table~108. Beacon frames ate also
referred to ap beacons throughout this specification.

Table 108 - MAC Header field values«or beacon frames

Header field Value
Protocol Version 0
Secure 0
ACK Policy 0 (No-ACK)
Frame Type 0 (beacon frame)
Frame Subtype / Delivery ID Reserved
Retry Reserved
DestAddr BcstAddr
SrcAddr DevAddr of the transmitter

Sequence Control

As defined in 16.2.4 and 17.1.9.3

Duration As defined in 16.2.5.1 and 17.1.9.1
More Frames Reserved
Access Method Reserved
The beacon frame payload is defined in Figure 42.
octets: 8 [ Ln

158

Beacon Parameters

Information Element 1

Information Element N

Figure 42 - Payload format for Beacon frames
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The information elements (IEs) that may be included in a beacon frame are listed in Table 116 in 16.8.
IEs are included in order of increasing Element ID, except for ASIEs. ASIEs do not appear prior to any
IE with Element ID zero through seven, but may appear anywhere after those IEs. DRP IEs that have
the same Target DevAddr and Stream Index are adjacent to each other in the beacon.

The Beacon Parameters field is defined in Figure 43.

octets: 6 1 1

Device ldentifier Beacon Slot Number Device Control

The D¢
a NUL
a sequ
are th
selecte
order.

The B¢
the be
slots. |

The D

The M
otherw

The Si
and is

The Sq

Figure 43 - Beacon Parameters field format

pvice Identifier field is set to the EUI-48 [1] of the device sending the beagoen. A devi
| EUI-48 value (all bits set to ONE) to indicate it does not have a unigu@EUI-48 vall
ence of 6 octets, labelled as eui[0] through eui[5]. The first threg- octets (eui[0] th
e manufacturer's OUI, and the last three octets (eui[3] through &ui[5]) are the n
ed extension identifier. Octets of the EUI are passed to the PHY SAP in ascending

bacon Slot Number field is set to the number of the beaCon slot where the beacon
acon period (BP), in the range of [0, mMaxBPLength-1], except in beacons sent
n signaling slots it is set to the number of the devjce's non-signaling beacon slot.

bvice Control field is defined in Figure 44.
bits: b7-b6 b5-b2 bl b0
Security Mode Reserved Signaling Slot Movable

Figure 44 - Device Control field format
ovable bit is set to ONFE’ if the beacon is movable according to 17.2.5, and is
ise.

pnaling Slot bit is\set to ONE if the beacon is sent in a signaling beacon slot accord
set to ZERO gtherwise.

bcurity Mode-field is set to the security mode at which the device is currently operat

Ce may use
e.The EUl is
ough eui[2])
anufacturer-
index-value

s sent within
in signaling

et to ZERO

ng to 17.2.3,

ng.
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16.4 Control frames

Default MAC Header field settings for control frames are listed in Table 109. Specific MAC Header field
settings and payload descriptions for each of the control frames are defined in the following Clauses.

160

Table 109 - MAC Header field values for control frames

Header field

Value

Protocol Version

0

Secure As definedin 16212
ACK Policy 0 (No-ACK)
Frame Type 1 (control frame)

Frame Subtype

Value from Table 110

Retry Reserved
DestAddr DevAddr of the recipient
SrcAddr DevAddr of the transmitter

Sequence Control

Reserved

Duration

As described in 16:2:5/1 and 17.1.9.1

More Frames

Reserved

Access Method

As-déscribed in 16.2.5.3
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Table 110 lists valid values for the Frame Subtype field for control frames.

Table 110 - Frame Subtype field encoding for control frames

16.4.1

In ImmM-ACK frames, the DestAddr field

Value Control frame subtype Description
0 Imm-ACK Acknowledges correct receipt of the
previously-received frame
1 B-ACK Acknowledges correct or incorrect receipt of
one or more preceding frames
2 RTS Announces to a recipient device that a frame|
is ready for transmission and requests
confirmation of ability to receive
3 CTS Responds to an RTS control frame that the
recipient is able to receive
4 UDA Announces to neighbeurs!of the transmitting
device that the remainder of a reservation
block it owns is‘available for use by other
devices via PCA
5 UDR Announces to neighbours of the transmitting
devicedthat the remainder of a reservation
bleckef which it is the target is available for
use by other devices via PCA
6-13 Reserved Reserved
14 Application-specific At discretion of application owner
15 Reserved Reserved

Immediate acknowledgement (Imm-ACK)

is set to the SrcAddr of the received fr

acknoyledged. Imm-ACK frames have no frame payload.

16.4.2

The B

B-ACK

Block acknowledgement (B-ACK)
In B-ACK frames, the(DestAddr field is set to the SrcAddr of the frame that requested the

ACK framgSacknowledges correct or incorrect receipt of the previous sequence o
provides information for the transmission of the next sequence of frames as described in

frame_payload is defined in Figure 45.

ame that is

B-ACK.

frames and
17.8.3. The

octets: 2

1 1

2 0-n

Buffer Size

Frame Count | Reserved

Sequence Control Frame Bitmap

Figure 45 - Payload format for B-ACK frames

The Buffer Size field specifies the maximum number of octets in the sum of the frame payloads of all
frames in the next B-ACK sequence.

The Frame Count field specifies the maximum number of frames in the next B-ACK sequence.

The Sequence Control and Frame Bitmap fields together specify an acknowledgement window of
MSDU fragments and their reception status. The Sequence Control field specifies the Sequence
Number and Fragment Number that start the acknowledgement window.
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16.4.4 Cld
In CTS fram
no frame pay
16.4.5 Un
The UDA frg
reservation

The UDA fr
as defined ir

16.4.6 Un

bits: b15-14 b13-b3 b2-b0

Reserved Sequence Number Fragment Number

Figure 46 - Sequence Control field format

Bitmap field varies in length. A zero-length Frame Bitmap field

indicates an

ment Window o1 length Zero. OMerwise, the least-significant octet of the Frame
onds to the MSDU indicated by the Sequence Control field, and each bit of-thg
to a fragment of that MSDU. The least-significant bit in each octet corresponds)to t
 successive bits correspond to successive fragments. Successive octets, présent
p field correspond to successive MSDUs, and each bit corresponds to-a fragmentj
acknowledgement window ends at fragment seven of the MSDU that-corresponds
ant octet in the Frame Bitmap.

vithin the Frame Bitmap, a value of ONE indicates that the caoresponding fragme
either the current sequence or an earlier one. A valuecofs ZERO indicates th
g fragment was not received in the current sequence (although it may have been re
one). Bits of the least-significant octet of the Frame ‘Bitmap field correspong
ior to the start of the acknowledgement window are’ undefined. Frames with a Sed
jer than the Sequence Number indicated in the Sequence Control field were not re
ACK sequence. Such frames were previously received or are no longer expected.

juest to send (RTS)

s, the DestAddr field is set to the DevAddr of the device to receive the following
smitter. RTS frames have no frame payload.

ar to send (CTS)

bs, the DestAddr field is set to the SrcAddr of the received RTS frame. CTS frame
load.

ised DRP reservationuannouncement (UDA)

me is used to explicitly release the remaining time of the current Hard or Privat
ck. The DestAddrfield is set to BcstAddr.

lo
:['ne payload includes a list of DevAddrs of the devices that will respond with a UDR

Figure 47.

octets: 2 2

Bitmap
b octet
ne first
in the
of the
to the

ht was
at the
ceived
ing to
uence
ceived

frame

have

=]

e DRP

frame,

I~ Amlmlraid B Ambmbraied
UTVAUUTD L UTVAUUT TN

Figure 47 - Payload format for UDA

used DRP reservation response (UDR)

The UDR frame is used to respond to UDA frames to explicitly release the remaining time of the
current Hard or Private DRP reservation block. The DestAddr field is set to the SrcAddr of the received

UDA frame.

16.4.7 Ap
The payload

162

UDR frames have no frame payload.
plication-specific
format for Application-specific control frames is defined in Figure 48.
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Figure 48 - Payload format for Application-specific

octets: 2

Specifier ID Data

ISO/IEC 26907:2009(E)

The Specifier ID field is set to a 16-bit value that identifies a company or organization. See Annex C.

Th £+l [al H 1D_daf +la £ + <l £ 4+l Dot fialcl
e 0 T Ur urc JlJC\.oIIICI T UTTITITO TIIT TUTTTITAU ATl UoT UT UTT JAld 1TITTU.

16.5| Command frames
Default MAC Header settings for command frames are defined in Table 111.

Table 111 - Default MAC Header field values for comm@nd frame

Header field

Value

Protocol Version

0

Secure As defined in16.2.1.2
ACK Policy 0 (No-ACK),or-1 (Imm-ACK)
Frame Type 2qeommand frame)

Frame Subtype

Value from Table 112

Retry As defined in 16.2.1.6
DestAddr DevAddr of the recipient
SrcAddr DevAddr of the transmitter

Sequence€ontrol

As defined in 16.2.4

Duration

As defined in 16.2.5.1 and 17.1.9.1

More Frames

As defined in 16.2.5.2

Access Method

As defined in 16.2.5.3

U7
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Table 112 contains a list of valid values for the Frame Subtype field for command frames.

Table 112 - Frame Subtype field encoding for Command frames

Value Command frame subtype Description

0 DRP Reservation Request Used to request creation or modification
of a DRP reservation

1 DRP Reservation Response Used to respond to a DRP reservation
request command

2 Probe Used to request for, or respond with,
information elements

3 Pair-wise Temporal Key (PTK) Used to derive a PTK via a 4-way
handshake between two devices

4 Group Temporal Key (GTK) Used to solicit or distribute a'GTK within a
secure relationship

5 Range Measurement Used to exchangertiming information for
range(measurement

6-13 Reserved Reserved
14 Application-specific Atdiscretion of application owner
15 Reserved Reserved

16.5.1 DRJP reservation request

The DRP Regservation Request command frame _issused to create or modify a DRP reservation. The
DRP Reservption Request command frame payload is defined in Figure 49.

octets: M1 M, Mn

DRPIE-1 DRP IE-2 DRP IE-N

Figure 49 - Payload format for DRP Reservation Request command frames

Each DRP I field included in the command frame corresponds to a reservation request identified by
the Target/Owner DevAddr, Stream Index, and Reservation Type in the IE. The DRP IE is defined in
16.8.6.

16.5.2 DRP reservation response

The DRP Reservation Response command frame is used to respond to a DRP Reservation Request
command frame. The DRP Reservation Response command frame payload is defined in Figure 50.

octets: M; M, My 2to 34

DRP IE-1 DRP IE-2 DRP IE-N DRP Availability IE

Figure 50 - Payload format for DRP Reservation Response command frames
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The DRP Reservation Response command frame includes all the DRP IEs from the reservation
request. The DRP Availability IE is included according to the rules defined in 17.4.

16.5.3 Probe

The Probe command frame is used to request information from a device or respond to a Probe request.
The payload format is defined in Figure 51.

Octets: M, M, My

Information Flement 1 Information Flement 2 Information Flement N

Figure 51 - Payload format for Probe command frames

If the |payload includes a Probe IE, the command requests information'dfrom the redipient. Each
Informption Element field contains one information element.

16.5.4 Pairwise temporal key (PTK)

The PTK command frame is used in a 4-way handshake by a pair.of devices, as described in 18.3.1, to
autherfjticate each other and to derive a shared symmetric PTK/ for securing certain unicast traffic
between the two devices. The PTK command frame is defineghin Figure 52.

octets: 1 1 3 11 16 16 8
Message Status PTKID Reserved MKID I-Nonce / PTK MIC
Number Code R-Nonce

Figure 52 - Payload format for PTK command frames

The Mlessage Number is set to 132, 3, or 4, respectively, in the PTK command contairjing the first,
secondl, third, or fourth message:of the 4-way handshake. The other values of this field arg reserved.

The Status Code in a PTK command indicates the current status of the 4-way handshake gt the device
sendinlg this command. Itsisiencoded as defined in Table 113.

Table/113 - Status Code field encoding in PTK commands

Value Meaning
0 Normal-the 4-way handshake proceeds
1 Aborted-the 4-way handshake is aborted per

security policy

2 Aborted-the 4-way handshake is aborted in order
to yield to a concurrent 4-way handshake using
the same master key

3 PTKID not accepted-it is the TKID of a PTK or
GTK being possessed by this device

4 - 255 Reserved

The PTKID is set to a non-zero number as the TKID of the PTK to be derived from this 4-way
handshake procedure. The initiator of the 4-way handshake chooses this value after determining that
this value is different from the TKID of the PTK, if any, that is to be replaced by the new PTK, and the
TKID of any PTK or GTK it currently possesses.
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The MKID identifies the master key used in this 4-way handshake as described in 18.3.1.

The I-Nonce/R-Nonce is a random number generated by the initiator or responder for this 4-way
handshake. This field is set to I-Nonce, the random number generated by the initiator in the command
containing a Message Number of 1 or 3, and is set to R-Nonce, the random number generated by the
responder in the command containing a Message Number of 2 or 4.

The PTK MIC in the PTK command containing a Message Number of 1 is set to zero on transmission
and is ignhored on reception.

The PTK MIC in the PTK command containing a Message Number of 2, 3, or 4 is set to the MIC that
protects the _fi i ' i irst two
messages of the 4-way handshake as specified in 18.3.1.

The MAC Hgader for the PTK command frame is set as indicated in Table 111, with the A€K Policy set
to Imm-ACK
16.5.5 Group temporal key (GTK)
The GTK command frame is used to solicit or distribute a GTK following a PTK|update. The GTK is
used to secuire certain multicast traffic from a sending device to a group of reg¢ipient devices, |and is
chosen by the sending device. The GTK command frame is always in sectwre form, and the $ecure
Payload field is defined in Figure 53.

octets: 1 1 3 3 2 6 16

Message Status GTKID | Reserved GroupAddr | GTK SFC GTK

Number Code

Figure 53 - Payload format forGTK command frames

The Message Number is set to 0 in the GTK command transmitted by a multicast recipient depice to

solicit a new
transmitted
Number is s
distribution

The Status (
at the devicHq

GTK from a multicast sender.” The Message Number is set to 1 in the GTK con
by a multicast sender toldistribute a new GTK to a multicast recipient. The Mg
bt to 2 in the GTK command transmitted by a multicast recipient device to respond
f a new GTK command-

ode in a GTK command indicates the current status of the GTK solicitation or distr
sending this,command. It is encoded as defined in Table 114.

Tabledl14 - Status Code field encoding in GTK commands

nmand
ssage
to the

bution

Value Meaning

0 Normal-GTK solicitation or distribution

proceeds
1 Rejected-GTK solicitation or distribution is
rejected per security policy
2 GTKID not accepted-it is the TKID of a PTK or
GTK being possessed by this device

3-255 Reserved

The GTKID in the GTK command containing a Message Number of 0 is set to the TKID of the GTK
being solicited. It is set to zero if the soliciting device does not know the TKID of the GTK it is soliciting.

The GTKID in the GTK command containing a Message Number of 1 is set to a non-zero number as
the TKID of the GTK being distributed. The distributor chooses this value after determining that this
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value is different from the TKID of the GTK, if any, that is to be replaced by the new GTK, and the TKID
of any PTK or GTK the distributor or recipient currently possesses.

The GTKID in the GTK command containing a Message Number of 2 is set to the GTKID in the last
received GTK command containing a Message Number of 1.

The GroupAddr is set to the McstAddr or BestAddr for which the GTK is being solicited or distributed. It

is set to 0x0001 if the GTK is applied to all broadcast and multicast traffic from the device distributing
this GTK.

The GTK SFC in the GTK command containing a Message Number of 0 is set to zero on transmission
and ignared on reception

The G[JTK SFC in the GTK command containing a Message Number of 1 is set to theccuryent value of
the segure frame counter set up for the GTK being distributed.

The GJIK SFC in the GTK command containing a Message Number of 2 is set-to.the GTK SFC in the
last refeived GTK command containing a Message Number of 1.

The GTK is the GTK distributed by the multicast sender for the McstAddr.. Inla GTK command soliciting
a GTK| the GTK is set to zero prior to encryption.

The MAC Header for the GTK command frame is set as indicated in“Table 111, with the ACK Policy set
to Imm-ACK.

16.5.4 Range measurement
The Range measurement command frame payload is defined in Figure 54.

octets: 1 N

Range Type Range Payload

Figure 54 - Payload format for Range Measurement command frames

The Range Payload field format definition depends on the Range Type as defined in Tablg 115.

Table 115 - Range Type field encoding

Value Range Payload
0 Range Measurement Request
1 Range Measurement
2 Range Measurement Report
3-255 Reserved

The Range Payload field for Range Measurement Request type is defined in Figure 55.

octets: 1

Requested Measurement Number

Figure 55 - Range Payload field format for Range Measurement
Request type
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The Requested Measurement Number field contains the number of consecutive two-way time transfer
measurements.

The Range Payload field for Range Measurement type contains zero octets.

The Range Payload field for Range Measurement Report type is defined in Figure 56.

octets: 1

1

1

4

4

4

Measurement Count

Range Supported

PHYClockAccuracy

R1C:

T2C,

R1Cy

T2Cy

The Measur¢ment Count field indicates the number of measurements reported.

Figure 56 - Range Payload field format for Range Measurement Report type

The Range [Supported field is defined in Figure 57, and indicates range measurement suppqrt and
range measprement precision. Bits are set to ONE to indicate support or,t0 ;ZERO to indicqte the
feature is not supported.
bits: b7 b6 b5 ba b3 b2 bl b0
Reserved 32-hit 24-hit 4224 MHz 2112 MHz 1 056 MHz 528 MHz Range
counter counter sample sample sample sample measuremerts
supported supported precision precision precision precision supported
Figure 57 - Range Suppeorted field format
PHYClockAdcuracy indicates the accuracy of thePHY clock in units of ppm.
Each pair df R1C and T2C fields contains the range measurement reception timer and|range

measuremer

16.5.7 Ap
The payload

blication-specific
format for Applicatian-specific command frames is defined in Figure 58.

t transmission timer value respectively.

octets: 2

Specifier ID

Data

Figure 58 - Payload format for Application-specific command

£
Irarrre

The Specifier ID field is set to a 16-bit value that identifies a company or organization. See Annex C.

The owner of the Specifier ID defines the format and use of the Data field.

16.6

Data frames

MAC Header and Frame Payload fields in data frames are set as described in 16.2.

168
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In aggregated data frames, the payload contains an Aggregation Header and multiple MSDUs, each

aligned to a 4-octet boundary. The aggregated data frame payload is defined in Figure 59.

octets: 2+(2xN) Oor?2 My 0-3 M, 0-3 My
Aggregation Pad to 4-octet MSDU Pad to 4-octet MSDU Pad to 4-octet MSDU
Header boundary 1 boundary 2 boundary N

The Ffame Payload size for aggregated data frames is subject to the same maximum
Frame|Payload.

Figure 59 - Payload format for aggregated data frames

The Aggregation Header field is defined in Figure 60.

size as any

octets: 1

1

2

2

MSDU Count

Reserved

Length of MSDU 1

Length of MSD

Figure 60 - Aggregation Header field format

The MBDU Count field contains the number of MSDUSs included in the aggregated frame.

The Leéngth fields in the Aggregation Header<field indicate the length in octets of the ¢
MSDUE. The lengths do not include the Padtoctets.

16.8

frameqg.

Information elements
This CJause defines the information elements (IEs) that can appear in beacons and cert3

The ggneral format of all IEs is-defined in Figure 61.

octets: 1

1

N

Element ID

Length (=N)

|E-specific fields

Figure 61 - General IE format

brresponding

in command

The Element ID field is set to the value as listed in Table 116 that identifies the information element.

The Length field is set to the length, in octets, of the |E-specific fields that follow.

The |IE-specific fields contain information specific to the IE.

Table 116 contains a list of IEs defined in this Standard.
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Table 116 - Information elements

Element ID Information element Description
0 Traffic Indication Map (TIM) IE Indicates that a device has data buffered for transmission via
PCA
1 Beacon Period Occupancy |IE Provides information on neighbours' BP occupancy in the
(BPOIE) previous superframe
2 PCA Availability IE Indicates the MASs that a device is available to receive |PCA
frames and transmit the required response
3-7 Reserved Reserved
8 DRP Availability IE Indicates a device's availability for newDRP reservatigns
9 Distributed Reservation Indicates a reservation with another device
Protocol (DRP) IE
10 Hibernation Mode IE Indicates the device will go to hibernation mode for one orjmore
superframes but intends to wake at a specified time in the [future
11 BP Switch IE Indicates the device will change its BPST at a specified future
time
12 MAC Capabilities IE Indicatesswhich MAC capabilities a device supports
13 PHY Capabilities IE Indicates which PHY capabilities a device supports
14 Probe IE Indicates a device is requesting one or more IEs from anpther
device or/and responding with requested IEs
15 Application-specific Probe IE Indicates a device is requesting an Application-specific 1§ from
another device
16 Link FeedbacK IE Provides data rate and power control feedback
17 Hibernation.Anchor IE Provides information on devices in hibernation moded
18 Chanpel Change IE Indicates a device will change to another channel
19 Identification IE Provides identifying information about the device, including a
name string
20 Master Key Identifier (MKID) IE | Identifies some or all of the master keys held by the transnitting
device
21 Relinquish Request IE Indicates that a neighbour requests that a device release one or
more MASs from its reservations
22 Multicast Address Binding Indicates an address binding between a multicast EUI-48 and a
(MAB) IE McstAddr
23 Tone-nulling IE Announces tone-nulling information for DAA operation
24 Regulatory Domain |IE Announces regulatory domain information
25 - 249 Reserved Reserved
170 © ISO/IEC 2009 - All rights reserved
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Table 116 - Information elements(concluded)

Element ID Information element Description
250 WiMedia Logical Link Control
Protocol IE
251 WiMedia Platform Test IE
252 Bluetooth Protocol IE For use by Bluetooth protocols
253 - 254 Resepned Resernved
255 Application-Specific IE (ASIE) Use varies depending on the applicatign
16.8.1 Application-specific IE (ASIE)
The AS$IE is defined in Figure 62.
octets: 1 1 2 N
Element ID (=255) | Length (=2+N) | Specifier ID | _Application-specific Data
Figure 62 - ASIEXfermat
The Specifier ID field is set to a 16-bit value thatidentifies a company or organization. Se¢ Annex C.

The owner of the Specifier ID defines the format and use of the Application-specific Data field.

16.8.2

definedl in Figure 63.

The Tqrget DevAddr field is set to the DevAddr of the device from which an ASIE is reque

Application-specific probe &
The Application-specific Probe IE is tsed to request an application-specific IE from a

octets: 1 1 2 2 N
Element Length Target Specifier ID Application-specific Request
ID (=15) (=4+N) DevAddr Information

Figure 63 - Application-specific Probe IE format

device. It is

sted.

The Specifier ID is set to a 16-bit value that identifies a company or organization. See Annex C.

The owner of the Specifier ID defines the format and use of the Application-specific Request
Information field.
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16.8.3 Beacon period occupancy IE (BPOIE)

The BPOIE provides information on the BP observed by the device sending the IE. The BPOIE is
defined in Figure 64.

octets: 1 1 1 K

2 2

Element ID (=1)

Length (=1+K+2xN) BP Length

Beacon Slot Info Bitmap

DevAddr 1

DevAddr N

Figure 64 - BPOIE format
The BP Length field is set to the length of the BP, measured in beacon slots, as defined in\L7.2.R.
The Beacon| Slot Info Bitmap field consists of K octets of 2-bit elements to indicate~the beacpn slot
occupancy and movability in the BP, where K = Ceiling (BP_Length/4). Each element-hn, numberdd from
0 to 4xK-1, ¢orresponds to beacon slot n and is encoded as defined in Table 117} Element zerd is the
least-signifidant two bits of the field. Unused elements, if any, are set to zero,
Table 117 - Beacon Slot Info Bitmap elementsencoding
Element i
Beacon slot status DevAddr encoding
value
0 Unoccupied (non-movable) No DevAddr is included in the DeyAddr
No PHY indication of medium activity was received inthe fields for this beacon slot.
corresponding beacon slot in the last superframe:-
1 Occupied & non-movable The corresponding DevAddr field js set
A\ beacon frame aligned to the device's BPSTwas received in o the_ Srgﬁddr n t?e MAC hgadetr tht::e
he corresponding beacon slot in the last\superframe, and the rgCEIde eftalt(;]onh_rtz)ame,tc_)r IS se h% €
Movable bit in that beacon was set to,ZERO, or a beacon ev rorine hibérnating neigibor.
frame was received in the corresponding beacon slot in a
previous superframe that indicated a hibernation period that
has not expired, as described in 17.13.4.
2 Occupied & movable If a beacon frame header was recgived
A PHY indication ef.medium activity was received in the v;/;gllgozxnrggruagd:ltrﬂg ?rfatr:2 Ezzlc::
corresponding heaeon slot in the last superframe, but did not FCS er;Jor ch‘ ngAddr field is skt to
result in reception of a beacon frame aligned to the device's the SrcAddr in the MAC header dof the
BPST.
beacon frame. In all other caseq, the
DevAddr field is set to BcstAdgir.
3 Occupied & movable The corresponding DevAddr field js set
A beacon frame aligned to the device's BPST was received in tohe SreAddrin the VAL header fthe
- - received beacon frame.
the corresponding beacon slot in the last superframe, and the
Movable bit in that beacon was set to ONE.

The DevAddr fields correspond to beacon slots encoded as occupied in the Beacon Slot Info Bitmap.
They are included in ascending beacon slot order.
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16.8.4 BP switch IE
The BP Switch IE indicates a device will change its BPST to align with an alien BP. It is defined in

Figure

65.

6907:2009(E)

octets: 1 1

Beacon Slot

Element ID (=11) Offset

Length (= 4) BP Move Countdown

BPST Offset

The BI
BPST.
by this

The B
numbe
normal

micros

16.8.1
A Cha

The C

r when changing its BPST or is set to zero to indicate the device will join the ali
BP join rules.
The BPST Offset field is set to the positive amount of timeZthe device will delay
econds.
Channel change IE
hnel Change IE announces that a device is preparing to change to another channel

The C
chang
the cu

The N
will ch

16.8.6
A DRH

Figure 65 - BP Switch IE format
P Move Countdown field is set to the number of superframes after which the-device

If BP Move Countdown is zero, the next beacon frame transmitted will be ‘at the ti
IE.

nannel Change IE is defined in Figure 66.

octets: 1 1 1 1

Element ID (=18) Length (22))| Channel Change Countdown | New Channel Number

Figure 66 - Channel Change IE format

nannel Change Countdown field is set to the number of superframes remaining un
s to the new channel. If this field is zero, the device will change to the new channel
rent superframg.

pw ChannelSNumber field is set to the channel number of the new channel to whig
hnge.

Distributed reservation protocol (DRP) IE

pacon Slot Offset field is set to a positive number by which the device will adjust its

will adjust its
me specified

beacon slot
en BP using

ts BPST, in

il the device
at the end of

h the device

to announce

|E‘is used to negotiate a reservation or part of a reservation for certain MASs and

the res

A MNAC Tk PR L= dafi P | Fnder 4
CIVCOU IVIiAOO., TTIC UINT T To UcTTinmicu 1ir 1 IBUIC A\
octets: 1 1 2 2 4 4
Element ID (=9) | Length (=4+4xN) | DRP Control | Target/Owner DevAddr | DRP Allocation 1 DRP Allocation N

© ISO/IE

Figure 67 - DRP IE format
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The DRP Control field is defined in Figure 68.

bits: b15-b13 b12 bll b10 b9 b8-b6 b5-b3 b2-b0
Unsafe Conflict Tie- Owner Reservation Reason Stream .
Reserved breaker Status Code Index Reservation Type

Figure 68 - DRP Control field format

The Reservdtion Type field is set to the type of the reservation and is encoded as defined in(Table 118.

Table 118 - Reservation Type field encoding

Value Reservation Type
0 Alien BP
1 Hard
2 Soft
3 Private
4 PCA
5-7 Reserved

The Stream |ndex field identifies the stream of data‘to be sent in the reservation. This field is regerved
if the Reservation Type is Alien BP or PCA.

The Reason|Code is used by a reservation target to indicate whether a DRP reservation requejst was
successful and is encoded as defined in Table 119. The Reason Code is set to zero in a DRP [E sent
during negofjiation by a reservation owngr:and by a device maintaining an established reservatign. The
Reason Codg is set to Modified by a-device if some of the MASs claimed in the reservation have been
removed or if DRP IEs have been combined, split or both. The field is reserved if the Reservatioh Type
is Alien BP qr PCA.

Table 119 - Reason Code field encoding

Value Code Meaning
0 Accepted The DRP reservation request is granted
1 Conflict The DRP reservation request or existing reservation is in

conftlict with one or more existing DRP reservations

2 Pending The DRP reservation request is being processed

3 Denied The DRP reservation request is rejected or existing DRP
reservation can no longer be accepted

4 Modified The DRP reservation is still maintained but has been
reduced in size or multiple DRP |IEs for the same reservation
have been combined

5 Cancelled The DRP reservation has been cancelled

6-7 Reserved Reserved
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The Reservation Status bit indicates the status of the DRP negotiation process. The Reservation
Status bit is set to ZERO in a DRP IE for a reservation that is under negotiation or in conflict. It is set to
ONE by a device granting or maintaining a reservation, which is then referred to as an established
reservation.

The Owner bit is set to ONE if the device transmitting the DRP IE is the reservation owner, or to ZERO
if the device transmitting the DRP |E is a reservation target. The bit is reserved if the Reservation Type
is Alien BP.

The Conflict Tie-breaker bit is set to a random value of ZERO or ONE when a reservation request is
made. The same value selected is used as long as the reservation is in effect. For all DRP IEs that
represpnt the same reservation, the Conilict T1le-breaker DIt IS Set 10 the same value.

The Tprget/Owner DevAddr field is set to the DevAddr of the reservation target if the device
transnitting this DRP IE is the reservation owner. The reservation target may be a‘unicasf or multicast
DevAddr. The field is set to the DevAddr of the reservation owner if the device transmitting the DRP IE
is a refervation target. The field is reserved if the Reservation Type is Alien BPyor PCA.

The Upsafe bit is set to ONE if any of the MASs identified in the DRP Allocation fields is qonsidered in
excesg of reservation limits.

A DRH IE contains one or more DRP Allocation fields. Each DRR"Alocation field is encpded using a
zone gtructure. The superframe is split into 16 zones numbered-from 0 to 15 starting from the BPST.
Each Zone contains 16 consecutive MASs, which are numbered from 0 to 15 within the zope.

The foymat of a DRP Allocation field is defined in Figure 69¢

octets: 2 2

Zone Bitmap MAS Bitmap

Figure 69 <DRP Allocation field format

The Zpne Bitmap field identifies the zones that contain reserved MASs. If a bit in the fleld is set to
ONE, the corresponding zone eontains reserved MASs, where bit zero corresponds to zore zero.

The MAS Bitmap specifies\which MASs in the zones identified by the Zone Bitmap field afe part of the
reservation. If a bit in the{ield is set to ONE, the corresponding MAS within each zone ideptified by the
Zone Bitmap is included-in the reservation, where bit zero corresponds to MAS zero withif the zone.

16.8.1 DRP availability IE

The DRP Availability IE is used by a device to indicate its view of the current utilization gf MASs. The
DRP Availahility’IE is defined in Figure 70.

octets: 1 1 N (0 to 32)

Element ID (=8) | Length (=N) | DRP Availability Bitmap

Figure 70 - DRP Availability IE format

The DRP Availability Bitmap field is up to 256 bits long, one bit for each MAS in the superframe, where
the least-significant bit of the field corresponds to the first MAS in the superframe and successive bits
correspond to successive MASs. Each bit is set to ONE if the device is available for a DRP reservation
in the corresponding MAS, or is set to ZERO otherwise. If the DRP Availability Bitmap field is smaller
than 32 octets, the bits in octets not included at the end of the bitmap are treated as ZERO.

16.8.8 Hibernation anchor IE
The Hibernation Anchor IE is defined in Figure 71.
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The Hiberna]

octets: 1

3

Element ID (=17)

Length
(=3xN)

Hibernation Mode
Device Information 1

Hibernation Mode
Device Information
N

Figure 71 - Hibernation Anchor IE format

lion Mode Device Information field is defined in Figure 72.

octets: 2

1

Hibernation Mode Neighbour DevAddr

W akeup Countdown

Figure 72 - Hibernation Mode Device Information field

format

The Hibernaftion Mode Neighbour DevAddr field is set to the DevAddrof the neighbour in hibefnation

mode.

The Wakeuf

Countdown field is set to the number of remaining superframes before the de

ice in

hibernation qode is expected to wake up. A value of zero_indicates that the device is scheduled to be

in active mo

16.8.9 Hih
The Hiberna]

ernation mode

e in the next superframe.

IE

lion Mode IE is defined in Figure 73.

octets: 1

1

1

1

Element ID (=10)

Length (=2)

Hibernation Countdown

Hibernation Duration

The Hibernalion Countdown field is set to the number of superframes remaining until the device
A value of zero indicates that the device will enter hibernation mode at the end

hibernation.

current supefrframe.

Figure 73 - Hibernation Mode IE format

begins
of the

The Hibernafion Durafion field IS Set to the number of superirames for which the device intends to

hibernate.

16.8.10 Identification |IE

The ldentification IE provides identifying information about the device, including a name string. The
Identification IE is defined in Figure 74.
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octets:1

1

M,

My

Element ID (=19)

Length (=M+...+ My)

Device
Information 1

Device
Information N

Figure 74 - Identification IE format

The g4

The en

The D
that fo

The D

neral format of the Device Information field is defined in Figure 75.

octets: 1

1

N

Device Information Type

Device Information Length (=N)

Device Information Data

Table 120 - Device Information<pype field encoding

Figure 75 - Device Information field foriat

coding for the Device Information Type field is defined in“Table 120.

Devige Information Data
Value \
field contents
0 PHY ID
1 Vendor Type
2 Name String
3- 255 Reserved

pvice Information Lengthfield indicates the length, in octets, of the Device Informatiq
lows.

bvice Informatign ,Data field, if Device Information Type is PHY ID, is defined in FigU

octets: 3

Vendor ID

Figure 76 - Device Information Data field format for PHY ID

n Data Field

re 76.

The PHY ID is set to an OUI that indicates the vendor of the device. The OUl is a sequence of 3 octets,
labelled as oui[0] through oui[2]. Octets of the OUI are passed to the PHY SAP in ascending index-
value order.

The Device Information Data field, if Device Information Type is Vendor Type, is defined in Figure 77.
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octets: 3 3

Vendor ID Device Type ID

Figure 77 - Device Information Data field format for Vendor Type

The PHY ID# A cheates AtHy—Hrat—e
Type ID field. The Device Type ID field indicates the type of device.

The Device Information Data field, if Device Information Type is Name String, contains th€)hamg of the
device encogled in Unicode UTF-16LE format, and is defined in Figure 78.

octets: 2 2
Name String Name Stting
Unicode Char 1 Unicode Chiar N

Figure 78 - Device Information Data fi€ld)format for Name
String

16.8.11 Link feedback IE

The Link Fe¢dback IE contains information on theskecommended change to the data rate and trpnsmit
power level py a recipient device for one or mopre source devices. The Link Feedback IE is deflned in
Figure 79.

octets: 1 1 3 3

Element ID (=16) Length (=3xN) Link 1 Link N

Figure 79 - Link Feedback IE format

The Link fielf is defined in Figure 80.

bits: b23-b20 b19-b16 b15-b0

Data Rate Transmit Power Level Change DevAddr

Figure 80 - Link field format

The DevAddr field is set to the DevAddr of the source device for which the feedback is provided.
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The Transmit Power Level Change field is set to the change in transmit power level that the recipient
recommends to the source device. The Transmit Power Level Change field encoding is defined in Table
121.

Table 121 - Transmit Power Level Change field encoding

Value Power level change
1000 - 1101 Reserved
1110 -2
1111 -1
0000 no change
0001 +1
0010 +2
0011 - 0111 Reserved

The Data Rate field is set to the data rate that the recipient devicerecommends that the spurce device
use. The Data Rate field is encoded as defined in Table 122.

Table 122 - Data Rate field encoding

Value Data Rate (Mbit/s)
0 53,3
1 80
2 106,7
3 160
4 200
5 320
6 400
7 480
8-15 Reserved

16.8.12MAC capabilities IE
The MAC Capabilities IE is defined in Figure 81.

octets: 1 1 2 X

Element ID (=12) Length (=2+X) MAC Capability Bitmap Reserved

Figure 81 - MAC Capabilities IE format

The MAC Capability Bitmap field indicates capabilities supported by the MAC entity. A bit is set to ONE
if the corresponding attribute is supported, or is set to ZERO otherwise. This field is encoded as
described in Table 123. Subsequent octets are reserved and may or may not be present.
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Table 123 - MAC Capability Bitmap

Octet Bit Attribute Description
0 PCA Capable of transmitting and receiving frames using the PCA
mechanism
1 Hard DRP Capable of being the owner and target of Hard DRP reservations
0 2 Seft-DRP Capable-otbeingthe-ownerant-target o Soft- DRPreservatipns
3 Block ACK Capable of transmitting and acknowledging frames using-the)BHACK
mechanism
4 Explicit DRP negotiation | Capable of negotiating a DRP reservation using-command frames
5 Hibernation anchor Capable of acting as a hibernation-anchor
6 Probe Capable of responding to Probe IEs réceived in command frapnes
7 Link feedback Capable of generating and interpreting a Link Feedback IH
1 0 Range measurement Capable of initiating and participating in range measurement
calculations
1-7 Reserved Reserved

16.8.13 Mapter key identifier (MKID) IE

The MKID IH is used to identify some or all of the master keys possessed by the device. The MKID IE
is defined in|Figure 82.

octets: 1 1 16 16

Element ID (=20) | Length (=16xN) MKID 1 MKID N

Figure 82 - MKID IE format

Each MKID field is setit0the identifier of a master key possessed by the device.

16.8.14 MufticaSt*address binding (MAB) IE

Each device|maps multicast EUI-48s to McstAddrs in the 16-bit DevAddr address range. The MIAB IE
declares thd-bindirg—between—a—mutics 483 hat the device—willusd when
transmitting frames destined for that multicast EUI-48.

The format of the MAB IE is defined in Figure 83.

octets: 1 1 8 8
Element ID (=22) Length (=8xN) Multicast Address Binding Multicast Address Binding
Block 1 Block N

Figure 83 - MAB IE format

The format of the Multicast Address Binding Block field is defined in Figure 84.

180 © ISO/IEC 2009 - All rights reserved


https://iecnorm.com/api/?name=b8b0964792bf6fb451479ca47b37710c

ISO/IEC 26907:2009(E)

octets : 6 2

MEUI MDevAddr

Figure 84 - Multicast Address Binding Block format

The MEUI field is set to the multicast EUI-48 supplied by the MAC client at the MAC SAP.

The MDevAddr field is set to the multicast DevAddr bound to the MEUI field hy the MAC p']tity from the
McstAfldr address range.

16.8.15 PCA availability IE

The PCA Availability IE identifies the MASs in which a device will be available/to receive PCA traffic
and trgnsmit the required response.

The PCA Availability IE is defined in Figure 85.

octets: 1 1 1 N (0 to 32)

Element ID (=2) Length (=N+1) Interpretation PCA Availability Bitmap

Figure 85 - PCA Availability IE format

The Interpretation field contains information that specifies the meaning of each bit|in the PCA
Availability Bitmap field. The Interpretation field\s defined in Figure 86.

bitsib7-b1 b0

Reserved TIM IE Required

Figure 86 - Interpretation field format

The TIM IE Required'bit is set to ONE if the device will only be available to receive PCA|traffic in the
specified MASs afterreceiving a TIM IE that addresses it. The bit is set to ZERO if the device will be
availalple to receive PCA traffic in the specified MASs regardless of TIM IE reception.

the legst-significant bit of the field corresponds to the first MAS in the superframe and sugcessive bits
correspond to successive MASs. Each bit is set to ONE if the device is available to receive PCA traffic
and transmit the required response in the corresponding MAS, or is set to ZERO otherwise. If the PCA

Availability Bitmap field is smaller than 32 octets, the bits in octets not included at the end of the bitmap
are treated as ZERO.

16.8.16 PHY capabilities IE
The PHY Capabilities IE pertaining to the PHY is defined in Figure 87.

The PCA Availability Bitmap field is up to 256 bits long, one bit for each MAS in the superanme, where
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octets: 1 1 3 X

Element ID (=13) Length (=3+X) PHY Capability Bitmap Reserved

Figure 87 - PHY Capabilities IE format

The PHY Cajpability Bitmap field indicates capabilities supporied by the . as derined in the Physical
Layer Clausgs of this specification (Clauses 7 - 15). A bit is set to ONE if the corresponding attripute is
supported, dr is set to ZERO otherwise. This field is encoded as described in Table 124~ 'Subs¢equent
octets are rglserved and may or may not be present.
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Table 124 - PHY Capability Bitmap

Octet Bit Attribute Description
0 0 Band group 1 TFI Capable of transmitting and receiving frames using TFI channels
in band group 1
1 Band group 1 FFI Capable of transmitting and receiving frames using FFI channels
in band group 1
2 Band group 2 TFI Capable of transmitting and receiving frames using TE\ghannels
in band group 2
3 Band group 2 FFI Capable of transmitting and receiving frames using FFI ¢hannels
in band group 2
4 Band group 3 TFI Capable of transmitting and receiving ftrames using TFI ¢hannels
in band group 3
5 Band group 3 FFI Capable of transmitting andreceiving frames using FFI ¢ghannels
in.band group 3
6 Band group 4 TFI Capable of transmittingyand receiving frames using TFI ¢hannels
in band group 4
7 Band group 4 FFI Capable of transmitting and receiving frames using FFI ¢hannels
in band group 4
1 0 Band group 5 TFI Capableof transmitting and receiving frames using TFI4 channel
in band group 5
1 Band group 5 FFI Capable of transmitting and receiving frames using FFI ¢hannels
in band group 5
2 Band group 6.FFI Capable of transmitting and receiving frames using TFI ¢hannels
in band group 6
3 Band group 6 FFI Capable of transmitting and receiving frames using FFI ¢hannels
in band group 6
4-6 Reserved Reserved
7 TFI2 Capable of transmitting and receiving frames using|TFI2
channels in any band group for which TFI capability is indicated
2 0 53,3 Mb/s Capable of receiving frames using the 53,3 Mb/s PHY gata rate
T 8Os Capabteof receiving frames using the 80 Mb/sPHY data rate
2 106,7 Mbl/s Capable of receiving frames using the 106,7 Mb/s PHY data rate
3 160 Mb/s Capable of receiving frames using the 160 Mb/s PHY data rate
4 200 Mb/s Capable of receiving frames using the 200 Mb/s PHY data rate
5 320 Mb/s Capable of receiving frames using the 320 Mb/s PHY data rate
6 400 Mb/s Capable of receiving frames using the 400 Mb/s PHY data rate
7 480 Mb/s Capable of receiving frames using the 480 Mb/s PHY data rate
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16.8.17 Probe IE
The Probe IE is used to request information from a device. It is defined in Figure 88.

octets: 1 1 2 1 1
_ _ Requested Requested
Element ID (=14) Length (=2+N) Target DevAddr Element ID 1 Element ID N

Figure 88 - Probe IE format for standard IEs

The Target DevAddr field is set to the DevAddr of the device from which IEs are requested |or the
device that requests IEs.

Each Requepted Element ID field is set to the element ID of a requested IE.

16.8.18 Regulatory Domain IE

The Regulatory Domain IE is used to announce the operational regulatory domain and| other
information potentially relevant to regulatory requirements. It is defined in Figure 89.

octets: 1 1 2

Element ID (=24) | Length (=2) | Regulatory,Bemain Control

Figure 89 - Regulatory Domain IE format

The Regulatpry Domain Control field is defined in-Figure 90.

Bits : b15-b9 b8-b7 b6-bl b0

Reserved Mains Copnection Status Regulatory Domain Number Location-aware

Figure 90 - Regulatory Domain Control field format

The Locatioph-aware bit)1s* set to ONE if the transmitting device knows the device is located|in the
regulatory dg¢main indicated in the Regulatory Domain Number field through external means. It i§ set to
ZERO otheryvise.

The Regulatory’,Domain Number field is set to a number indicating the regulatory domain. The
numbers for reguater-demams—eanbetourdr-the Regulatery DematrRegister—Ydsethe ket http://
www.ecma-international.org/publications/standards/Ecma-368.htm to view the Regulatory Domain
Register.

The Mains Connection Status field indicates the minimum number of hops from the sending device to a
device that is connected to a mains power source. It is set to zero by a device that is connected to a
mains power source. If a device is not connected to a mains power source, it is set to one greater than
the minimum value found in this field of a Regulatory Domain IE received from any neighbour, but not
more than mMaxMainsHopCount. If a device is not connected to a mains power source and no
Regulatory Domain IE is received from any neighbour, the field is set to mMaxMainsHopCount.
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16.8.19 Relinquish request IE

The Relinquish Request IE is used to request that a device release one or more MASs from one or
more existing reservations. It identifies the target device and the desired MASs, and is defined in

ISO/IEC 26907:2009(E)

Figure 91.
octets: 1 1 2 2 4 4
Element ID (=21) | Length (=4+4xN) | Relinquish Request Control | Target DevAddr | Allocation 1 Allocation N

Figure 91 - Relinquish Request IE format

The Relinquish Request Control field is defined in Figure 92.

bits: b15-b4

b3-b0

Reserved

Reason Code

Figure 92 - Relinquish Request Control«field format

The R¢ason Code field indicates the reason for the request, and is encoded as defined in|Table 125.

Table 125 - ReasonkCode field encoding

Value Code Meaning

0 Non-specific No reason specified

1 Over-allocation The target device holds more MASs than permitted by golicy
2-15 Reservéed Reserved

The Tdrget DevAddr field is.set to the DevAddr of the device that is requested to release MIASs.

A Relinquish Request IE_contains one or more Allocation fields. Each Allocation field is efcoded using
a zong structure. The'superframe is split into 16 zones numbered from 0 to 15 starting frgm the BPST.
Each Zone contaigs:16 consecutive MASs, which are numbered from 0 to 15 within the zope.

The ggneral format of an Allocation field is defined in Figure 93.

octets: 2

2

Zone Bitmap

MAS Bitmap

Figure 93 - Allocation field format

The Zone Bitmap field identifies the zones that contain requested MASs. If a bit in the field is set to
ONE, the corresponding zone contains requested MASSs, where bit zero corresponds to zone zero.

The MAS Bitmap specifies which MASSs in the zones identified by the Zone Bitmap field are part of the
request. If a bit in the field is set to ONE, the corresponding MAS within each zone identified by the
Zone Bitmap is included in the request, where bit zero corresponds to MAS zero within the zone.
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16.8.20 Tone-nulling (TN) IE

The TN IE is used to announce which PHY tones are not used (nulled) when transmitting frames from
this device and to request neighbour devices to null specific tones in frames they transmit. To null a
tone, a device transmits with reduced energy on that tone. The TN IE is defined in Figure 94.

octets: 1 1 2 2xN
Element ID (=23) | Length (=2+2xN) TN Control TN Map
Figure 94 - Tone-nulling IE format
The TN Conftrol field is defined in Figure 95.
Bits : bj15-b7 b6 b5-b4 b3 b2 B1 bo
Resefved Avoided Avoided Protected Tone Avoided Tong Origin Co-locatgd
Symmetric Adjacent Request Indication Indication Radio
Tones Tones Indicatiop
Figure 95 - Tone-nulling Control{ield format
The Co-locajed Radio Indication bit is set to ONE if the tone-nulling announcement is transmittgd by a
device with I co-located radio and the TN Map requests to null tones because of that radio, and is set
to ZERO otherwise. A co-located radio is angther radio in the same end product for which gertain
frequencies must be protected or avoided.
The Origin Inpdication bit is set to ONE if;the transmitting device is the originator of the informgtion in
the TN IE, and is set to ZERO otherwise.
The Avoided Tone Indication bit is set to ONE if the transmitting device nulls the tones identified in the
TN Map field in frames it transmits, and is set to ZERO otherwise.
The Protect¢d Tone Request-bit is set to ONE if the transmitting device is requesting its neighbors to
null the tonep identifiedsincthe TN Map field in frames they transmit, and is set to ZERO otherwige.
The Avoided Adjacent/Tones field contains the number of tones adjacent to each side of each nptch in
the TN map fieldthat are nulled by the transmitting device.
The PHY poftion“of this specification identifies certain tones to have associated symmetric tongs. The
Avoided Symmetric Tones bit is set to ONE to indicate that the transmitting device will also null tones

symmetric to those indicated in the Tone-nulling Map field.

The Avoided Adjacent Tones field and Avoided Symmetric Tones bit permit a device to indicate that it
nulls tones in frames it transmits in addition to those tones that it requests to be nulled by a neighbour.

The TN Map field consists of one or more TN Map Segment fields identifying disjoint subsets of tones
in the operational band group. The TN Map Segment fields of a TN Map field are ordered successively
from the lowest-numbered to the highest-numbered TN elements identified in the TN Map Segment
field. The format of each TN Map Segment field is defined in Figure 96.
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Bits : b15 b14-b6 b5-b0

Reserved Tone Offset Tone Count

Figure 96 - TN Map Segment field format

Each TN Map Segment field identifies a set of consecutively numbered TN elements. TN elements
correspond to tones in the operational band group as defined and numbered in the Physical Layer
Specification.

The Tdne Count field is set to the number of TN elements identified by the TN Map Segmeént field.
The Tdne Offset field is set to the smallest TN element number identified by the PN Map Sgegment field.

The sdt of TN elements identified by the TN Map Segment field consists of the)TN elemepts identified
by the [Tone Offset field and the following (Tone Count - 1) consecutive highef-numbered TN glements.
16.8.21 Traffic indication map (TIM) IE

The TIM IE is used to indicate that an active mode device has data-buffered for transmisgion via PCA.
The TIM IE is defined in Figure 97.

octets:1 1 2 2

Element ID (=0) Length (=2xN) DevAddr 1 DevAddr N

Figure 97~TIM IE format

Each DevAddr field is set to a valid target*\DevAddr for which PCA traffic is buffered.

17 MAC sublayer functional description

This Jlause specifies MAC sublayer functionality. The rules for transmission and recegtion of MAC
frameq, including setting-and processing MAC header fields and information elements, are specified in
17.1.

Channgel time is\divided into superframes, with each superframe composed of two majpr parts, the
beacon periad (BP) and the data period. Beacon transmission and reception in the BP and merging of
BPs afle specified in 17.2

DuringLthe data period devices send and receive data using prioritized contention access (PCA) or in

reservations established using the distributed reservation protocol (DRP). PCA permits multiple
devices to contend for access to the medium based on traffic priority, and is specified in 17.3. The DRP
enables a device to gain scheduled access to the medium within a negotiated reservation, and is
specified in 17.4.

Device synchronization is specified in 17.5. The fragmentation and reassembly of MSDUs is specified
in 17.6. Aggregation of multiple MSDUs in a single frame is specified in 17.7. Acknowledgement
mechanisms are specified in 17.8. Clauses 17.9 through 17.15 specify probe commands, dynamic
channel selection, multi-rate support, transmit power control, power management mechanisms, use of
ASIEs and range measurement. Clause 8.16 specifies values for all MAC sublayer parameters.

17.1 Frame processing

This Clause provides rules on preparing MAC frames for transmission and processing them on
reception. The rules cover MAC header fields and information elements.
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17.1.1 Frame addresses

Frames are addressed using DevAddrs. There are four types of DevAddrs: Private, Generated,
Multicast, and Broadcast. Table 126 defined the range for each type of DevAddr.

Table 126 - DevAddr types and ranges

Type Range
Private 0x0000 - OxO00FF
Generated 0x0100 - OXFEFE
Multicast 0xFFOO0 - OXFFFE
(McstAddr)
Broadcast OxFFFF
(BcstAddr)

A device shd
beacon. A d{
with equal p

Il associate a Generated DevAddr with its local MAC sublayer and_use that DevAdg
pvice shall select the a Generated DevAddr from the Generated.DevAddr range at r
robability and should ensure that the generated value is unigue among all device

rinits
andom
5 in its

extended bepcon group.

Except in Pr|vate reservations, in all frames transmitted, a device shall set the SrcAddr field to its own
DevAddr. In unicast frames, the DestAddr field shall be set to the‘DevAddr of the recipient. In mdilticast
frames, the DestAddr field shall be set to an address from th€ Mdlticast DevAddr range, as specjfied in
17.1.10.14. In broadcast frames, the DestAddr field shall be\set to the Broadcast DevAddr.

A device shall not transmit frames addressed with a Rrivate DevAddr at any time outside a Private
reservation.

17.1.1.1 DQevAddr conflicts

A device with a Generated DevAddr shall recognize that its DevAddr is in conflict if any of the following

conditions o

not corres
not corres
IE with a K

A device thg
DevAddr cor

17.1.2 Frd
Unless other

It receives

It receives

CCUTS:

a frame header in which the SrcAddr is the same as its own DevAddr; or

ibernation duration that has not yet expired.

flict and use that DevAddr starting in its next transmitted beacon.

me(reception
WiS€ indicated, a frame is considered to be received by the device if it has a valid

t recognizés-that its DevAddr is in conflict shall generate a new DevAddr to reso

a beacon frame in whichthe BPOIE contains a DevAddr that is the same as its own biit does
bond to a beacon slet'in which the device transmitted a beacon in the last superframe, an
pond to a beacon(slot in which the device transmitted a beacon containing a Hibernation Mode

d does

ve the

neader

check sequence (HCS) and frame check sequence (FCS) as defined in 16.2.7 and indicates a protocol
version that is supported by the device. The HCS is validated by the PHY, which indicates whether or
not a header error occurred.

A frame header is considered to be received by the device if it has a valid HCS and indicates a
protocol version supported by the device, regardless of the FCS validation.

17.1.3 Frame transaction

A frame transaction consists of an optional RTS/CTS frame exchange, a single frame, and the
associated acknowledgement frame if requested by the ACK policy.

Figure 98 shows some frame transaction examples.

NOTE For the PHY, header errors are reported in the RXVECTOR parameter, as defined in Table 56.
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Frames < Frame transaction . p Frame transactlonﬁ
transml'([jted_by - Frs 3 —
source device (I-ACK) (1-ACK)
Frames CTS I-ACK] I-ACK
transmitted by
recipient device
. Frame _
Hrames < Frame transaction , tr<ansact|o;n < Frame transaction S
tran; mlged_by RTS Frame 3| | Frame 4| | Frame 5
soutce device e-Ack)| |e-ack)| | @RrEQ)

Hrames CTS B-ACK
trangmitted by

reciplent device
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Figure 98 - Frame transaction examples

17.1.4 Frame transfer

A soulce device shall transmit MSDUs associated with the same Delivery ID and addrpssed to the
same (lestination EUI£48-in the order in which they arrived at the local MAC SAP. The devire shall treat
each MSDU of length n as a sequence of octets, labelled MSDU[0] to MSDU[n-1], and shall place
these pctets in thie-payload field in ascending index-value order. The device shall transmit|fragments of
an MSPpU or MCDU in order of increasing fragment number.

The C (entity shall translate the EUI-48 provided by the MAC client along with an MISDU to the
DevAddt of the target for use in the transmission of the MSDU over the medium.

When using the B-ACK mechanism, a source device may retransmit some previously transmitted
frames, causing the sequence numbers and fragment numbers of the retransmitted frames to be out of
order with respect to previously transmitted frames.

A source device may reorder MSDUs for transmission if their associated Delivery IDs or destination
EUI-48s are different.

A recipient device shall release MSDUs to the MAC client that were transmitted by the same source
device with the same Delivery ID in order of increasing sequence number values.

A source device may fragment or aggregate MSDUs for transfer between peer MAC entities, but the
recipient device shall deliver whole individual MSDUs through the MAC SAP to the MAC client.
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17.1.5 Frame retry

A frame retry is a retransmission of a previously transmitted frame from the same source device to the
same recipient device. In a frame that is retransmitted, the source device shall set the Retry bit to
ONE.

Unless otherwise stated, in this specification "transmission” means transmission of a new frame or
retransmission of a previously transmitted frame.

A device may retransmit a frame as needed, taking into consideration such factors as delay
requirements, fairness policies, channel conditions, and medium availability. A device shall apply the
medium access rules for new frame transmissions when retransmitting frames, unless stated
otherwise.

17.1.6 Inter-frame space (IFS)

Three types|of IFS are used in this Standard: the minimum inter-frame space (MIFS)/the shor} inter-
frame spacd (SIFS), and the arbitration inter-frame space (AIFS[i]). There are fourwalues of AIFS
depending on the access category of the traffic. The actual values of the MIFS, (SIFS, and AIFS are
PHY-depenclent. The derivation of the values of AIFSJi] is described in 17.3.4.1.

A device shall not start transmission of a frame on the medium with non-zeto length payload [earlier
than MIFS, jor with zero length payload earlier than SIFS, after the end of a frame it trangmitted
previously on the medium. A device shall not start transmission of a frame on the medium earli¢r than
SIFS duration after the end of a previously received frame on the médium.

17.1.6.1 NIFS

Burst frame fransmissions are those frames transmitted fromdhe’same device where the timing qf each
frame in the|burst after the first is related to the preceding-frame through use of the PHY burst|mode.
In this case &4 MIFS duration will occur between frames inthe burst, as defined in Figure 99. All frames
in a burst eXcept the last frame shall be sent with the ACK Policy field set to No-ACK or B-ACK. The
last frame in|a burst may be sent with any ACK Policy.

MIFS MIFS MIFS
<> <> <>
Frame 1 Frame 2 Frame 3 Frame 4
PCA TXOP or DRP reservation block

Figure 99 - Use of MIFS

Within a buyrsti“the Duration field shall cover only consecutive frames addressed to the| same
destination. If the burst continues after the Duration is exhausted, the next frame shall use a Standard
preamble. The length of MIFS is given by the pMIFS parameter defined in Table 130.

17.1.6.2 SIFS
Within a frame transaction, all frames shall be separated by a SIFS interval.

The length of SIFS is given by the pSIFS parameter defined in Table 130.

17.1.6.3 AIFS

The AIFS is the minimum time that a device using PCA defers access to the medium after it determines
the medium to have become idle.

17.1.7 Duplicate detection

Because a device might not receive an Imm-ACK or B-ACK response for a frame it transmitted, it might
send duplicate frames even though the intended recipient has already received and acknowledged the

190 © ISO/IEC 2009 - All rights reserved


https://iecnorm.com/api/?name=b8b0964792bf6fb451479ca47b37710c

ISO/IEC 26907:2009(E)

frame. A recipient device shall consider a received frame to be a duplicate if the Retry bit is set to ONE
and the Sequence Control field has the same value as the previous frame received with the same
SrcAddr, DestAddr, and Delivery ID field values. A recipient device shall not release a duplicate frame
to the MAC client.

17.1.8 RTS/CTS use

An RTS/CTS exchange, when used, precedes data, aggregated data, or command frames to be
transferred from a source device to a recipient device. Without a frame body, the RTS frame allows the
source device to regain medium access relatively quickly in case of an unsuccessful transmission. With

an appropriately set Duration f|eld as specmed in 17.1.9.1, the RTS and CTS frames prevent the

neighbet
recipi
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device
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its owm or a neighbour’s established reservation block<However, a device should not transmit a CTS

frame

f the Duration indicated in the RTS frame extefnids beyond a point in time pSIFS prig

r to the start

of the hext BP or the start of its own or a neighbour’s established reservation block.

On redeiving an expected CTS response, the source device shall transmit the frame, or the first of the

framegq, for which it transmitted the preceding RTS frame pSIFS after the end of the rgceived CTS

frame.| If the source device does not réceive the expected CTS frame pSIFS plus thg CTS frame

transnjission time after the end of theClRTS frame transmission, and it transmitted the RT|S frame in a

PCA TXOP, it shall invoke a backeff. as specified in 17.3. If it transmitted the RTS frame|in one of its

reservation blocks, it shall not_retransmit the RTS frame or transmit another frame earlief than pSIFS

after the end of the expected CTS frame.

17.1.9 MAC header fields

17.1.9.1 Duration

A devite shall set the Duration field in beacon frames to one of the following:

e The time remaining in the BP measured from the end of the PLCP header of the beagon frame, as
det¢rmined-by the largest BP length announced by neighbours of the device in the previous g$uperframe;

e Thetransmission time of the frame body of the beacon frame; or

e Zero.

A device shall set the Duration field in RTS, command, data, or aggregated data frames to the sum of:

The

transmission time of the frame body of the current frame;

The transmission time of the expected response frame for the current frame (CTS, Imm-ACK, or B-ACK
frame), if any;

The transmission time of subsequent frames, if any, to be sent to the same recipient up to and including (a)
the next RTS frame or frame with ACK Policy set to Imm-ACK or B-ACK Request or (b) the last frame in
the PCA TXOP or reservation block, whichever is earlier; or, alternatively, the transmission time of the next
frame in the PCA TXOP or reservation block to be sent to the same recipient, if any; and

All t

he IFSs separating the frames included in the Duration calculation.
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A device shall not set the Duration field in an RTS, command, data, or aggregated data frame to a
value that extends beyond the end of its current TXOP or reservation block.

The calculated value for Duration has a required accuracy of +/- one microsecond per frame included
in the calculation.

A device may estimate the transmission time of a B-ACK frame body based on the expected length and
data rate, or may assume a zero-length frame body.

A device shall set the Duration field in CTS, Imm-ACK and B-ACK frames to the larger of zero or a
value equal to the duration value contained in the previous frame minus pSIFS, minus the transmission
time of the frame body of the received frame to which the CTS Imm-ACK or B-ACK is respgnding,

minus the transmission time up to the end of the PLCP header of this CTS, Imm-ACK or B-ACK [frame.

The following exceptions to previous rules are allowed:

» For framep with ACK Policy set to B-ACK Request, a device may set the Duration #0 ‘\the sum| of the
transmissipn time of the frame body of the B-ACK Request frame plus a SIFS‘plus the esfimated
transmissipn time of the expected B-ACK response frame.

» A device may set the Duration for any frame sent in a Hard or Private reservation-block other than UDA or
UDR framgs to zero.

A device shgll set the Duration field in UDA and UDR frames to a timetinterval extending from the end
of the PLCP |header of the current frame to the time when the remaining DRP reservation block is to be
released.

Examples of| Duration field values are defined in Figure 100.
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17.1.9.2 More frames

If a device sets the More Frames bit to ZERO in a frame sent with Access Method set to ONE, it shall
not transmit additional frames to the same recipient(s) within the reservation block.

If a device sets the More Frames bit to ZERO in a frame sent with Access Method set to ZERO, it shall
not transmit additional frames using PCA to the same recipient(s) within the current superframe unless
the recipient did not include a PCA Availability IE in its beacon or included a PCA Availability IE in its

beacon with

the TIM IE Required bit set to ZERO.

17.1.9.3 Sequence number

The Sequen
acknowledg
the B-ACK

A device sh
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A device shg

A single seq
increment th
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with the sam
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e sequence number counter by one for each transmitted aggrégated data frame.

Il use a dedicated counter for MCDUSs.

Il use a dedicated counter for each sequence of MSDUS,addressed to the same De
e Delivery ID using B-ACK acknowledgement policy:

y use one counter for all other MSDUs, or may‘use a dedicated counter for MSDU
livery ID field value addressed to the same DestAddr.
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counter that increments once per superframe, modulo 2 048, or shall set it to zero.
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A device shall always include a BPOIE in its beacon. In the BPOIE the device shall indicate beacons
received from neighbours in the previous superframe, as well as information retained based on
hibernation mode rules. It shall also indicate PHY medium activity that resulted in HCS errors, beacon
frame headers received and alien beacons received within its BP in the previous superframe. It may
also indicate non-beacon frames received within its BP. If the device receives a beacon within
2xmGuardTime of the start of a signaling slot with the Signaling Slot bit set to ONE, it shall also
indicate that beacon as if it were aligned to its BPST. The device shall encode all indicated information
in the BPOIE as described in 16.8.3, except a device is not required to indicate any activity in its own
beacon slot.

17.1.10.4 BP switch IE
A device should include a BP Switch IE in its beacon prior to changing its BPST, as specified in 17.2.6.
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17.1.10.5 Channel change IE

A device should include a Channel Change IE in its beacon prior to changing to a different channel. A
device that includes a Channel Change IE should change channels as indicated in the IE.

17.1.10.6 Distributed reservation protocol (DRP) IE

A device shall include DRP IEs in its beacon for all reservations in which it participates as a reservation
owner or target, as described in 17.4.

If a device receives a frame containing a DRP IE with the Reservation Type field set to a reserved
value, it shall not respond to the DRP IE, but shall treat the DRP IE as if the Reservation Type field
were set to Private

A device shall interpret a DRP IE transmitted or received in the current superframe ¢g-drant or deny
accesg to the medium in the next superframe, depending on the access rules specific to fhe indicated
Reseryation Type in the IE.

17.1.10.7 DRP availability IE

A device shall include a DRP Availability IE in its beacon as required to,Support DRR reservation
negotiation, as described in 17.4. A DRP Availability IE received in _the) current superfijame reflects
availalility prior to that superframe.
17.1.10.8 Hibernation anchor IE
A device that indicates it is capable of acting as a hibernation ‘anchor should include g Hibernation
Anchof IE in its beacon to provide information on neighbours'that are currently in hibernation mode as
descrilped in 17.13.5.

17.1.10.9 Hibernation mode IE

A device shall include a Hibernation Mode IE in\its beacon before entering hibernatipn mode, as
specified in 17.13.4. A device that receives a Hibernation Mode IE shall report the beacaon slot of the
transnlitter as occupied and non-movable in the BPOIE included in its beacons during [the reported
hiberngation duration.
17.1.10.10ldentification IE
A device may include an Identification IE in its beacon to provide its own identifying information to
neighfours.

17.1.10.11Link feedback IE
A device may include a_kink Feedback IE in its beacon to provide feedback on a link wfth a specific
neighdour.

17.1.10.12MAC . capabilities IE

A devife may include a MAC Capabilities IE in its beacon.

17.1.10.13Waster key identifier (MKID) IE
A devitedmay include a MKID IE in its beacon to identify some or all of the master keys it possesses.

17.1.10.14Multicast address binding (MAB) IE

A device may include a MAB IE for any active multicast bindings between multicast EUI-48s and
McstAddrs. A device should include a MAB IE in its beacon for at least mMaxLostBeacons+1
superframes on activating a multicast address binding for transmission and upon detection of a change
in the beacon group.

A device shall not transmit frames with a McstAddr destination address in the current superframe
unless a binding to a multicast EUI-48 has been declared by inclusion of a corresponding MAB IE in its
beacon in the prior and current superframes.

On receipt of a MAB IE the MAC sublayer shall establish an association between the source of the
MAB IE and the multicast DevAddr and multicast EUI-48 in each Multicast Address Binding Block, to
be used in address translations for the bound multicast addresses.
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The MAC entity shall deliver received MSDUs addressed to an activated multicast DevAddr to the MAC
client on the multicast EUI-48 bound to that multicast DevAddr by the source device of the MSDU.

17.1.10.15PCA availability IE

A device may include a PCA Availability IE in its beacon as needed to facilitate PCA in the presence of
reservations or power constraints. Information in a PCA Availability IE received in the current
superframe indicates availability of the device in that superframe.

17.1.10.16 PHY capabilities IE
A device may include a PHY Capabilities IE in its beacon.

17.1.10.17Probe TE

A device maly include a Probe IE in its beacon to request certain IEs from another device. If\a
receives a beacon containing a Probe IE in the current superframe, and is required to re
according to|17.9, it shall respond in the next superframe.

17.1.10.18Regulatory Domain IE

A device that has information about the operational regulatory domain should include a Reg
Domain IE ip its beacon at least once every mDAAAnnouncelnterval superframes, with the Lo
aware bit sef to ONE and the Regulatory Domain Number field set as defined”in 16.8.18. A devi
does not haye information about the operational regulatory domain shallinclude a Regulatory O
IE with the location-aware bit set to ZERO in its beacon at least once-every mDAAAnnouncel
superframesg| if in the last mDAAIEPersistence superframes it received a beacon from a nei
containing a| Regulatory Domain IE with the Location-aware bit'set to ONE. The device shall
Regulatory Ppomain Number field to the most recent value“received in that field within t
mDAAIEPersgistence superframes from a neighbour with the Location-aware bit set to ONE.
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A device thaf is operating in a regulatory domain that requires actions based on connection to a
power sourcg shall act as follows: If the device is in~active mode and is connected to a mains
source it phall include a Regulatory Domain” IE in its beacon at least once

mDAAAnnoyncelnterval superframes, with the Mains Hop Count field set to zero. If the devic
active mode| and is not connected to a mainsipower source or its power source is unknown |t shall
include a Rejgulatory Domain IE in its beacen’at least once every mDAAAnnouncelnterval superframes
if in the last MDAAIEPersistence superframes it received a Regulatory Domain IE. The device shall set
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t shall

include in its beacon a DRP Availability IE and a Relinquish Request IE identifying those MASs with
the Target DevAddr field set to the DevAddr of the reservation owner. The device shall include the IEs
in its beacon for mMaxLostBeacons+1 superframes following the superframe in which it received the
relinquish request, unless the reservation owner changes the reservation such that it does not contain
the requested MASSs.

17.1.10.20Tone-nulling IE

An active mode device that nulls one or more tones during its transmissions shall include a Tone-
nulling IE that identifies the nulled tones and has the Avoided Tone Indication bit set to ONE in its
beacon at least once every mDAAAnnouncelnterval superframes. An active mode device may request
neighbour devices to null tones in frames they transmit by including a Tone-nulling IE with the
Protected Tone Request bit set to ONE in its beacon at least once every mDAAAnnouncelnterval
superframes.
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The required response to reception of a Tone-nulling IE is dependent on the operational regulatory
domain and other factors, and is out of scope of this standard.

A device should minimize the number of Tone-nulling IEs sent in a beacon by combining tone-nulling
information into a single IE.

If a device determines that any information in its Tone-nulling IEs has changed, it should include Tone-

nulling

IEs in its beacon in the next mMaxLostBeacons + 1 superframes.

A device that did not receive a Tone-nulling IE from a neighbour in the last mDAAIEPersistence
superframes shall discard the Tone-nulling information previously received from that neighbour.
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C€ that enters hibernation mode for a period less than mDAAANNouncelnierval supe
 |[Es in its beacon as required for an active mode device. A device that enters hibe
eriod equal to or longer than mDAAAnnouncelnterval superframes shall include re
beacon prior to hibernating and its first beacon after hibernating.

0.21Traffic indication map (TIM) IE

ce shall include a TIM IE in its beacon in the current superframe‘if,it has frame
ission to one or more recipients that require a TIM IE. A device_shall consider 3

a TIM IE if the most recent beacon received from\the recipient,
| ostBeacons+1 superframes, contained a PCA Availability |E with the TIM IE Requi
'he TIM IE shall include the DevAddrs of all such recipients.

Beacon period

uperframe starts with a BP, which has a maximum length of mMaxBPLength beac
of each beacon slot is mBeaconSlotLength. Beacon slots in the BP are numbered
j at zero. The first mSignalSlotCount beacon, slots of a BP are referred to as signal
bd to extend the BP length of neighbours.

live mode device shall transmit and “receive beacons as described in this cl
itting in a beacon slot, a device shall start transmission of the frame on the m
ing of that beacon slot.

ce shall transmit beacons at ‘pBeaconTransmitRate. The transmission time of be
ot exceed mMaxBeaconLength. This allows for a guard time of at least mGuardTim
bn the end of a beacon and'the start of the next beacon slot.

101 illustrates an example of a BP observed by a device in a given superframe.
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Figure 101 - Example BP structure

17.2.1 Beg@con slot state

A device shall consider a beacon slot unavailable if.in any of the latest mMaxLostBeagons+1
superframes};

» The beacqn slot was considered to be occupied (according to Table 117); or

» The beacgn slot was encoded as occupied (aceording to Table 117) in the BPOIE of any beacon rdgceived
by the deice.

A device shdll consider a beacon slot avadilable in all other cases.

17.2.2 BP|length

A device shpll consider a beacan slot to be monitored if in any of the latest mMaxLostBeagons+1
superframes|.

* The device received a beacon frame in that beacon slot that is aligned to its BPST;

» The devide received’a‘beacon frame with an invalid FCS within 2xmGuardTime of that beacpn slot
boundary;|or

» The beacqn slot was encoded as occupied (according to Table 117) with a DevAddr not equal to B¢stAddr
in the BPQIEOf any beacon received by the device.

A device shall announce its BP length in its beacon as a count of beacon slots starting from the BPST.
The announced BP length shall include a) The device's own beacon slot in the current superframe, b)
All monitored beacon slots in the BP of the prior superframe, and ¢) The beacon slot indicated in any
beacon received in a signaling slot in the prior superframe.

The announced BP length shall not include more than mBPExtension beacon slots after the latest of a,
b, and ¢ above, unless otherwise indicated in 17.2.6. The announced BP length shall not exceed
mMaxBPLength. Power-sensitive devices generally should not include any beacon slots after the last
monitored beacon slot in their announced BP length.

The BP length reported by a device varies, as new devices become members of its extended beacon
group, and as the device or other devices in its extended beacon group choose a new beacon slot for
beacon slot collision resolution or BP contraction.
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17.2.3 Beacon transmission and reception
17.2.3.1 Beacon transmission

Before a device transmits any frames, it shall scan for beacons for at least one superframe, or at least
two superframes if no beacon frame is received. If the device receives no frame headers during the
scan, it shall create a new BP and send a beacon in the first beacon slot after the signaling slots. If the
device receives one or more frame headers, but no beacon frames with a valid FCS during the scan,
the device should scan for an additional superframe.

If the device receives one or more beacons during the scan, it shall not create a new BP. Instead, prior
to communicating with another device, the device shall transmit a beacon in a beacon slot selected
bacon slot in

the lagt superframe and within mMaxBPLength after the BPST.

not transmit
con received
not change

With the exception of transmitting its own beacon as described in 17.2.3, a device shall
framegq in the current superframe during the BP length indicated in the most recent bea
from of any neighbour in the previous mMaxLostBeacons+1 superframes. Aldevice shal

beacon slots to a slot earlier than the highest-numbered unavailable beacon slot in the last superframe
except as specified in 17.2.5.

17.2.3.2 Neighbours

A device shall consider another device to be a neighbour if it has-received a beacon from that device

within fthe last mMaxLostBeacons+1 superframes, and the latest beacon from the device indicated a
BPST |aligned with its own. If a device has not received ,a beacon from another devicg for the last
mMaxlostBeacons+1 superframes, it shall not consider the.device a neighbour.

A devite shall not consider a received beacon with the Signaling Slot bit set to ONE as redeived from a
neighdour.

17.2.3.3 Beacon slot collision

If a deyice detects a beacon slot collision as\déscribed in 17.2.4, it shall select a different beacon slot
for its|subsequent beacon transmissionsgffom up to mBPExtension beacon slots locajed after the
highest-numbered unavailable beacon slot in the last superframe and within mMaxBPLength after the
BPST.

17.2.3.4 Use of signaling.slots

If the Qeacon slot in which a device will transmit its beacon in the current superframe is logated beyond

the B
superf

ONE, in a randomly selected signaling slot, except as follows:

Ad

If a
sha
not

P |length indicated in ‘any beacon the device received from a neighbour in
ame, the devicershall also transmit the same beacon, except with the Signaling §

pvice should, follow 17.2.6.4 if applicable.

| notrtransmit a beacon in a signaling slot in the next mMaxLostBeacons+1 superframes,
transmit a signaling slot beacon for an additional aperiodic interval that does

he previous
lot bit set to

device«fransmits a beacon in a signaling slot for mMaxLostBeacons+1 consecutive sliperframes, it

and it should
not exceed

mM

axSignalingSletBackoff-superrames
ackoff-superirames-

Subject to the preceding exceptions, a device also may send a beacon in a signaling slot in response
to abnormal conditions, such as failure to receive a beacon from a neighbour that previously did not
include the device's beacon slot in its BP Length, or failure of a neighbour to report reception of the
device's beacon in its BPOIE.

A device may consider a beacon received in a signaling slot as if it were not a received beacon, except
to report reception as required in 17.1.10.3 and to process the Beacon Slot Number field as required in
17.2.2 and 17.2.4.

17.2.3.5 Required reception interval

An active mode device shall listen for neighbours’ beacons in the first N beacon slots in each
superframe, where N is the greater of its BP Length values for the current and previous superframes,
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as defined in 17.2.2. At a minimum, the device shall listen for intervals such that it would receive a
frame with a reception time within mGuardTime of the start of any of the N beacon slots.

If a device received a beacon with invalid FCS, or detected a medium activity that did not result in
reception of a frame with valid HCS in a signaling slot in the previous superframe, no BP length
adjustment is required, but it shall listen for beacons for an additional mBPExtension beacon slots after
its BP length indicated in the current superframe, but not more than mMaxBPLength beacon slots.

17.2.3.6 Skipping beacon transmission

An active mode device shall transmit a beacon in each superframe, except as follows: In order to
detect beacon slot collisions with neighbours, a device shall skip beacon transmission aperiodically,
and listen fo’{ a potential neighbour in its beacon slot. A device shall skip beacon transmissions, but not

any associafed signaling slot beacon, at least every mMaxNeighborDetectionInterval. When\a [device

skips beacon transmission, it shall act as if the skipped beacon were transmitted.

17.2.4 Begacon slot collision detection

A device shall consider itself involved in a beacon slot collision with another device in its exfended
beacon group if one of the following events occurs:

* Its beacon slot is reported as occupied in the BPOIE in any beacon it receives’in the current supefframe,
but the cofresponding DevAddr is neither BcstAddr nor its own DevAddr used in the previous supefframe.

» After skipping beacon transmission in the previous superframe, its beacon slot is reported as occypied in
the BPOIKE in any beacon it receives in the current superframe, and‘the corresponding DevAddf is not
BcstAddr.

* When skipping beacon transmission in the current superframe, it receives a MAC header of type beacon
frame in its beacon slot

* ltreceivega signaling slot beacon aligned with one of its’own signaling slots, with the Beacon Slot Number
field set tg its own beacon slot.

Certain everts indicate a potential beacon slot _collision. A device should consider the possibility of a
beacon slot|collision and take appropriate action if one or more of the following anomalous pvents
occurs, or ogecurs consistently over multiple'superframes:

» The devicg's beacon slot was reported.as occupied and the corresponding DevAddr was BcstAddy in the
BPOIE of[a beacon it received in the ‘current superframe, and it sent a beacon in its beacon slof in the
previous dquperframe.

» After skipping beacon transmission in the previous superframe, its beacon slot is reported as occypied in
the BPOIE in any beacon)it receives in the current superframe and the corresponding DevAddr is
BcstAddr.

*  When skipping beacon transmission in the current superframe, it receives a PHY indication of medium
activity in [ts beacon slot that does not result in correct reception of a frame header.

In reaction tt|> events that indicate a potential beacon slot collision, a device should:

» consider itself involved in a beacon slot collision and change slots as required in 17.2.3.3;
» skip beacon transmission; or
» send a beacon in a signaling slot, subject to requirements in 17.2.3.4.

At a minimum, a device shall execute at least one of these recommended reactions in the next
superframe if in mMaxBeaconSlotCollisionDetectionLatency consecutive superframes one or more of
the anomalous events described above occurs, and the device has not executed a recommended
reaction in those mMaxBeaconSlotCollisionDetectionLatency superframes.

Other events can also indicate a potential beacon slot collision. For example, if a device's beacon slot
is frequently reported as unoccupied in the BPOIE of a beacon it receives, it could indicate a collision,
and the device may take action as described above.
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17.2.5 BP contraction

A device shall consider its beacon to be movable if in the previous superframe it found at least one
available beacon slot between the signaling slots and the beacon slot it indicates in its beacon in the
current superframe. However, for purposes of BP contraction, a device may consider an unoccupied
beacon slot to be occupied for up to mMaxMovableLatency superframes, if it detects conditions that
indicate contraction into that beacon slot might lead to a beacon slot collision, such as a previous
beacon slot collision or indication of poor link conditions in that beacon slot.

A device that includes a Hibernation Mode IE in its beacon shall consider its beacon to be non-movable
during the announced hibernation period.

A device not involved in a beacon slot collision or a BP merge shall shift its beacon int¢ the earliest
availalple beacon slot following the signaling beacon slots in the BP of the next superframej if in each of
the latest mMaxLostBeacons+1 superframes:

* Theldevice’s beacon was movable; and

< the device did not receive a beacon from a neighbour that indicated a beacon-slot after its owp and had the
Movable bit set to ONE; and

< the device did not receive a beacon from a neighbour that contained a\BPOIE that encoded ja beacon slot
aftef its own as Movable (per Table 127).

Howe\er, if in the last mMaxLostBeacons+1 superframes the device received a begacon from a
neighbour that indicated a BP Length that did not include, the device's beacon slot, and|that beacon
had the Movable bit set to ONE, the device should not-ehange to an earlier beacon sidt in the next
superffame.

Figure|102 shows some examples of BP contraction.

~
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Figure 102 - Illustration for BP contraction by example devices

17.2.4 Merger{of multiple BPs

Due td changes’in the propagation environment, mobility, or other effects, devices using|two or more
unalighed BRSTs may come into range. This causes overlapping superframes. A received| beacon with
valid HCS.and FCS that indicates a BPST that is not aligned with a device's own BPST is referred to as
an alien beacon. The BP defined by the BPST and BP length in an alien beacon Is referred to as an
alien BP.

Synchronization problems could cause the beacon of a fast device to appear to be an alien beacon. A
device shall consider a BPST to be aligned with its own if that BPST differs from its own by less than
2xmGuardTime. A device shall consider an alien BP to overlap its own if its BPST falls within the alien
BP or if the alien BPST falls within its own BP. A device shall not consider a beacon that has the
Signaling Slot bit set to ONE to be an alien beacon.

If a device does not receive an alien beacon for up to mMaxLostBeacons superframes after receiving
one in a previous superframe, it shall use information contained in the most-recently received beacon
as if the alien beacon were received at the same offset within the current superframe.
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17.2.6.1 Overlapping BPs

If the BPST of a device falls within an alien BP, the device shall relocate its beacon to the alien BP
according to the following rules:

1. The device shall change its BPST to the BPST of the alien BP.

2. The device shall adjust its beacon slot number such that its new beacon slot number is its old
beacon slot number plus one, plus the number of the highest occupied beacon slot indicated in any
beacon received in the alien BP, minus mSignalSlotCount. Alternatively, it shall follow normal BP join

rules as specified in 17.2.3.1 to relocate its beacon to the alien BP.

3. The deVbU oha” IIUt OUIId fulthcl bCG\JUIID ;II |to FICV;UUO BP

17.2.6.2 Non-overlapping BPs

If a device (letects an alien BP that does not overlap in time with its own BP, it shall merde BPs
according to|the following rules.

1. The device shall include in its beacon a DRP IE with Reservation Type set to Alien BP for the alien
BP. Since the MAS boundaries may not be aligned, the device may need to include an additiongl MAS
in the reservation to completely cover the alien BP. If the device received multiple beacons fropm the
alien BP, it shall include all MASs used by the largest reported BP length.in the reservation] If the
MASs occupjed by the alien BP change over time, the device shall updatethe DRP IE accordingly.

2. The deyvice shall start the relocation process to the alien BP," according to 17.2.6.3,|within
mBPMergeWaitTime if the alien BPST falls within the first,half of the superframe, or|within
1.5xmBPMefgeWaitTime if the alien BPST falls within the secand half of the superframe, but shall not
start the reldcation process if a beacon received in that alien\BP includes a BP Switch IE.

A device thgt transmits or receives a beacon in its ownBP that contains a DRP IE with Rese[vation
Type set to Alien BP shall observe the following rules:

1. The devjce should not change beacon slots except as required by merge rules in 17.2.6, unjless a
collision is dptected.

2. If the deyice transmits the beacon that contains the Alien BP reservation, it shall listen for bgacons
during the MASs indicated in the reservation. If the device receives the beacon that contains th¢ Alien
BP reservatipn, it should listen for beacons during the MASs indicated in the reservation.

17.2.6.3 Beacon relocation

If a device dtarts or has started:the beacon relocation process and receives an alien beacon, |t shall
follow these Jrules:

A. If the dgvice did not.dnclude a BP Switch IE in its last beacon, it shall include a BP Switch IE in its
beacon in the following/superframe with the fields set as follows:

Al. The device shall'set the BP Move Countdown field to minitialIMoveCountdown.

A2. The deyvice shall set the BPST Offset field to the positive difference in microseconds betwden the
alien BPST and-the—device's—BR h i he—field—contains—the—-nuHnberof-microseconds—that the

device must delay its own BPST to align with the alien BPST. If multiple alien beacons are received,
the device shall set the BPST Offset field to the largest calculated value.

A3. The de

a.

vice shall set the Beacon Slot Offset field to:

alien BP, based on the Beacon Slot Number field and BPOIE, minus mSignalSlotCount; or

b.
B.

following superframe as follows:

B1.

One plus the number of the highest occupied beacon slot indicated by any beacon received in the

Zero to indicate the device will join the alien BP using normal join rules as specified in 17.2.3.

If the device included a BP Switch IE in its last beacon, it shall modify the BP Switch IE in the

If the elapsed time between the device's BPST and the following alien BPST is larger than the

device's BPST Offset field + 2xmGuardTime, the device shall set the BP Move Countdown field, the
BPST Offset field, and the Beacon Slot Offset field as described in A1, A2 and A3 above respectively.
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B2. If the elapsed time between the device's BPST and the following alien BPST is larger than the
device's BPST Offset field - 2xmGuardTime and smaller than the device's BPST Offset field +
2xmGuardTime, the device shall set the BPST Offset field as described in A2. It shall set the Beacon
Slot Offset field as described in A3 if the value in the field would be increased, or leave it unchanged
otherwise. It shall set the BP Move Countdown field to one less than the value used in its last beacon if
the Beacon Slot Offset field is unchanged, or set it as described in Al if the Beacon Slot Offset field is
changed.

If a device receives a neighbour’s beacon that contains a BP Switch IE, it shall follow these rules:

C. If the device did not include a BP Switch IE in its last beacon, it shall include a BP Switch IE in its

field of the

by any alien
beacon received in the alien BP identified by the neighbour’s BP-Switch IE, based on the|Beacon Slot
Numbgr field and BPOIE, minus mSignalSlotCount; or the Beacon Slot Offset field confained in the
neighHour’s beacon; or

b. Zdro, to indicate the device will join the alien BRTusing normal BP join rules as|specified in
17.2.3]1.

D. |If fhe device included a BP Switch IE in its last:heacon, it shall modify the BP Switch IE as follows:

D1. If the BPST Offset field contained in therfieighbour’'s beacon is larger than the dqvice's BPST
Offsetffield + 2xmGuardTime, the device shall set the BP Move Countdown field, the BPST Offset field,
and thg Beacon Slot Offset field as descrilged in C1, C2 and C3 above respectively.

D2. If the difference between the BRST Offset field contained in the neighbour’s begcon and the
device[s BPST Offset field is smaller than 2xmGuardTime, the device shall modify its BP |Switch IE as
follows:

a. |If the Beacon Slot Offset*field contained in the neighbour’'s beacon is larger than|the device's
Beacop Slot Offset field, the.device shall set the BP Move Countdown field, the BPST Offget field, and
the Bejacon Slot Offset field as described in C1, C2 and C3 above respectively.

b. If the Beacon Slot Offset field contained in the neighbour’s beacon is equal to or sm&ller than the
device[s Beacon’)Slot Offset field, the device does not receive alien beacons from the alien BP
indicated by _its) current BPST Offset field, and the BPMoveCountdown field contgined in the
shall set the
d. It shall set

If a device included a BP Switch IE in its beacon of the previous superframe and none of the conditions
within B or D apply, the device shall not change the BPST Offset field or the Beacon Slot Offset field,
and shall set the BP Move Countdown field to one less than the value used in its beacon of the
previous superframe.

If a device includes a BP Switch IE in its beacon, it shall continue to do so until it completes or halts the
relocation process.

If a device receives an alien beacon that indicates relocation earlier than its planned relocation, the
device shall halt the relocation process.

To halt the relocation process, a device shall include a BP Switch IE in its beacon with BPST Offset
field set to 65 535, Beacon Slot Offset field set to zero, and BP Move Countdown field set to
minitiaIMoveCountdown. In following superframes, it shall follow the rules above. In the superframe
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after sending a BP Switch IE with BPST Offset set to 65 535 and BP Move Countdown set to ze
device shall remove the BP Switch IE from its beacon, but shall not change its beacon slot an
continue to synchronize to current neighbours.

ro, the
d shall

At the end of the superframe in which a device includes a BP Switch IE with a BP Move Countdown
field equal to zero, the device shall adjust its BPST based on its BPST Offset field. It may transmit a
beacon in that superframe, or delay one superframe to begin beacon transmission in its new BP. After

relocating its beacon to the alien BP, the device shall include neither the BP Switch IE nor the al

ien BP

DRP IE in its beacon. If the Beacon Slot Offset field was non-zero, the device shall transmit a beacon
in the beacon slot Wlth number equal to |ts prior beacon slot number plus the value from the Beacon

follow the ndrmal BP join rules as described in 17 2.3 to relocate its beacon to the alien BP.

17.2.6.4 se of signaling slots after BP merge

After changing its BPST, regardless of whether due to overlapping or non-overlapping/BPs, if a
is required to send a beacon in a signaling slot according to 17.2.3.4, it should (wait for a r
number of superframes before sending a beacon in a signaling slot. The devige(should choo
random number with equal probability in the range zero to the BP Length declaréd in its last k
before relocating to the alien BP.

17.2.6.5 BP extension

e shall

device
andom
se the
eacon

A device thaft receives an alien beacon with a BP Switch IE with Beacon Slot Offset field greatér than

zero shall sgt its BP length to at least the sum of the Beacon Slot Offset field and the BP
reported in the alien beacon, but not greater than mMaxBPLength'.
17.3 Prjoritized contention access (PCA)

The PCA mgchanism provides differentiated, distributed contention access to the medium f
access categories (ACs) of frames buffered in a device¢for transmission. A device employs a prid

length

pr four
ritized

contention pfocedure for each AC to obtain a TXOP*{ar the frames belonging to that AC using the PCA

parameters associated with that AC.

For data and aggregated data frames, the four”ACs are mapped from eight user priorities as def
Table 127.

Table 127 - UserPriority to access category mappings

ned in

User Priority . .
Priority (Same @as;802.1D 892‘1D. AC De5|gnat_|on
) Designation (Informative)
User Pfiority)
Lowest 1 BK AC_BK Background
2 - AC_BK Background
0 BE AC _BE Best Effort
3 EE AC_BE Best Effort
4 CL AC_VI Video
5 \ AC_VI Video
v 6 VO AC_VO Voice
Highest 7 NC AC_VO Voice

For command frames, any appropriate AC may be selected.
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17.3.1 PCA medium availability
A device shall consider the medium to be unavailable for PCA at all of the following times:

< Within the device's BP or neighbours' BPs;

< Within alien BP reservation blocks announced by itself or its neighbours;

e Within hard and private reservation blocks with Reservation Status set to ONE announced by itself or its
neighbours, unless the reservation block has been released;

e Within soft reservation blocks with Reservation Status set to ONE if a neighbour is the reservation target
and the reservation owner is not a neighbour, unless the device is the reservation owner; and

e For

At all ¢

17.3.2
A devi
that cqg
device
field if
NAV v

A devi
update

A devi

least mClockResolution.

17.3.3
For P(

 Wh
« Wh
 Wh
* Wh
 Wh
At all g

17.3.4

A devi
for this

ther times, a device shall consider the medium available for PCA.

NAV

Ce that transmits or receives frames using PCA shall maintain a netwerk allocation
ntains the remaining time that a neighbour device has indicated-it will access th
that receives a frame header not addressed to it shall update its'"NAV with the recei
the new NAV value is greater than the current NAV value~A_device shall consider
hlue to start at the end of the PLCP header on the medium,

Ce that receives a frame header with invalid HCS outside its unreleased reservation
its NAV as if the frame were correctly received withyDuration equal to zero.

Ce shall reduce its NAV as time elapses until it\reaches zero. The NAV shall be ma

Medium status
A purposes, a device shall consider the medium to be busy for any of the following

bn its CCA mechanism indicates that\the medium is busy;

bn the device's NAV is greater than zero;

bn the device is transmitting.or'receiving a frame on the medium;

bn the Duration announced in a previously transmitted frame has not yet expired; and
en the medium is unavailable for PCA.

ther times a device shall consider the medium to be idle.

PCA parameters

ce shalhuse the set of PCA parameters defined for an AC to obtain a TXOP or pef
AC( Tjhese parameters are summarized below. The parameter values are specified

in17.1

a zero-length interval at the start of soft or PCA reservation blocks with Reservation Statllns set to ONE
if a heighbour is the reservation owner, for purposes of determining TXOP limits.

vector (NAV)
b medium. A
ved Duration
the updated

blocks shall

ntained to at

conditions:

form backoff
in Table 129

6.

17.3.4.1 AIFS[AC]
A device shall wait for the medium to become idle for AIFS[AC] before obtaining a TXOP or starting/

resumi

ng decrementing the backoff counter for the AC. AIFS[AC] is defined below:

AIFS[AC] = pSIFS + mAIFSN[AC] x pSlotTime
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AIFS[AC] is related to other timings as defined in Figure 103 and Figure 104.

<7AIFS[AC_BE]4ﬂ
«——AIFS[AC_VI /
«—AIFS[AC_VO}>| /

[ «——Contention window———»|
«su:sﬂ

/ Busy medium | / Back;zﬁff slotf / Next frame
—» FpSIotTim%
Select slot and decrement backoff
— Defer access———

17.3.4.2 n

A device sh3g
backoff for t
variable unif

17.3.4.3 MTXOPLimit[AC]

A device sh
transaction
mGuardTime

17.3.5 Ob
A device shg

The devic
this AC;

The devic
the arrival

The devic

The devic
some othg
those ACS

as long as medium is idle

Figure 103 - IFS relationships for PCA

NCWmin[AC] and mCWmax[AC]

Il set CW[AC] to an appropriate integer in the rangemCWmin, mCWmax] after invq
he AC, and shall set the backoff counter for the AC)to an integer sampled from a r
brmly distributed over the interval [0, CW[AC]].

all not initiate a frame transaction in a~FXOP it obtained for an AC unless the
can be completed within mTXOPLimit[AC] of the start of the TXOP and pSIF
before the medium becomes unavailable for PCA.

faining a TXOP
Il consider itself to have obtained a TXOP for an AC if it meets the following conditi

b has one or more newly arrived data frames or newly generated command frames belon

b had a backoff counter of zero value for this AC and had no frames belonging to this AC
or generation of the'new frames;

b determinestthat the medium has been idle for AIFS[AC] or longer; and

r ACs, but such ACs have a lower priority than this AC or the device has no frames belon
that are ready for transmission.

king a
andom

frame
5 plus

ons:

ging to

prior to

b has no\backoff counters of zero value for other ACs, or has backoff counters of zero value for

ging to

The device shall start transmitting a frame belonging to this AC, which may be an RTS frame, as soon
as the above conditions are satisfied, subject to the criteria stated in 17.3.6. The device shall treat the
start of the frame transmission on the wireless medium as the start of the TXOP.

A device shall also consider itself to have obtained a TXOP for an AC if it meets the following

conditions:

The device has one or more frames belonging to this AC buffered for transmission, including retry;

The device set the backoff counter for this AC to zero in the last backoff for this AC and determines that the

medium has been idle for AIFS[AC] since that backoff at the end of the current PCA slot, or the device
decrements its backoff counter for this AC from one to zero in the current PCA slot; and

The device has no backoff counters of zero value for other ACs, or has backoff counters of zero value for

some other ACs, but such ACs have a lower priority than this AC or the device has no frames belonging to
those ACs that are ready for transmission.
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The TXOP shall start at the end of the current PCA slot, i.e., the start of the next PCA slot.
Figure 104 illustrates the timing relationships in obtaining a TXOP.

- AIFS[AC] for mAIFSN[AC] =2- >

——AIFS[AC] for mAIFSN[AC] = I——————p»|

(«¢———————pS|F S————p»-¢—pSlotTime——p»¢——pSlot Time——p»¢—pSlotTime

\

Medium busy

CCA CCA CCA
MACDelay MACDelay MACDelay
~ PHYDelay PHYDelay N PHYDelay
For mAIFSN[AC] =1 and T FordmAIFSN[AC] = 2 and T
backoff counter = 0, if bacKoff counter = 1, if
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=> frame into medium
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CCA_R It = Idle, MAC CCA_R It = Idle, MAC . .
_resy ° _Resu © => frame into medium

prepares for a frame prepares for a frame
transmission transmission

CA = pCCADetectTime
IACDelay = Time required by MAC for preparing a frame transmission and tfansfering the frame to PHY SAP
HYDelay = Time required of PHY to transfer the frame from PHY -SAP to/wireless medium

o]

Figure 104 - PCA timing relationships

A devife shall ensure that the TXOP it has-obtained for an AC is not longer than mTXOPUimit[AC] and
ends gSIFS plus mGuardTime before themedium becomes unavailable for PCA.

17.3.6 Using a TXOP

A devite that has obtained a TXOP;is referred to as a TXOP owner. A TXOP owner shall ipitiate one or
more frame transactions that bejong to the same AC without backoff, in the TXOP it has|obtained for
this AC, subject to the following criteria:

e Eadh transaction in the TXOP will be completed within the obtained TXOP; and
e The| recipient device'will be available to receive and respond during that frame transmission.

A device may retry'a frame in a new TXOP that will result in a frame transaction that [exceeds the
mTXOPLimit[AC] restriction under the following circumstances:

e The|framelis the sole frame transmitted by the device in the current TXOP; and

¢ Theldrametransactionwillbe completed-pSIES-and-mGuardTime before-the medium-becomes unavailable

for PCA.

A recipient device shall not transmit a CTS frame in response to a received RTS frame if its NAV is
greater than zero. A recipient device shall not transmit a CTS, Imm-ACK or B-ACK response to a
received frame requiring such a response if the response will not be completed pSIFS before the
medium becomes unavailable for its PCA.

Under the rules stated above, the following timings apply to transmissions, including responses, in a
TXOP (these timings are referenced with respect to transmission to or reception from the wireless
medium):

¢ The TXOP owner shall transmit the first frame of the first or sole frame transaction in the TXOP at the start
of the TXOP.
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After transmitting a frame with the ACK Policy set to No-ACK or B-ACK, the TXOP owner shall transmit
any subsequent frame pMIFS or pSIFS after the end of that transmitted frame.

After receiving an RTS frame or a non-RTS frame with the ACK Policy set to Imm-ACK or B-ACK Request,
the recipient device shall transmit a CTS frame or an Imm-ACK or B-ACK frame pSIFS after the end of the
received frame.

After receiving an expected CTS, Imm-ACK or B-ACK response to the preceding frame it transmitted, the
TXOP owner shall transmit the next frame, or retransmit a frame it transmitted earlier in the case of

receiving a B-ACK, if available, pSIFS after the end of the received frame.

» After rece

iving a requested B-ACK frame with a valid HCS but an invalid ECS_the TXQOP owner shall

retransmit

ACK fram

If a device ¢

the last frame it transmitted, or transmit the next frame, if available, pSIFS after the end’o

a}

A device shall not transmit frames using PCA to a recipient device within a MAS if the recipie

indicated in
that indicate

TIM IE ReqU

medium is a

MASs where

its DevAddr.
receive fram

17.3.7

Inv

h PCA Availability IE in the current superframe that it is unavailahle;in that MAS. A
5 available MASs in a PCA Availability IE in the current superframe and does not

Vailable for PCA. If the device sets the TIM IE required hitit shall listen during ing
the medium is available for PCA in a superframe in which'it received a TIM IE con
If a device does not include a PCA Availability IE/in‘its beacon, it shall be avail
s during all MASs available for PCA.

oking a backoff procedure

A device shall maintain a backoff counter for each AC to-transmit frames belonging to the AC

PCA.

A device sh
uniformly dis

device shall

CWI[AC] in tf

AC as descr

The device

frame heade

the AC, oru

A device shd

after discard

A device shd

1.

A devicsd
arriving at its

all set the backoff counter for an AC to an integer sampled from a random v
tributed over the range [0, CW[AC]}inclusive, when it invokes a backoff for this A

e range [MCWmin[AC], mCWmax[AC]], inclusive, in the course of performing PCA
bed below.

bhall set CW[AC] back to/ mCWmIn[AC] after receiving a CTS or Imm-ACK frame
r of a B-ACK frametexpected in response to the last transmitted frame that belon
bon transmitting aframe with ACK Policy set to No-ACK or B-ACK that belongs to t
Il also set CW[AC] back to mCWMIn[AC], but shall not select a new backoff counter|
ng a bufferedframe belonging to the AC.

Il invoke a“backoff procedure and draw a new backoff counter value as specified bg

shatt invoke a backoff for an AC, with CW[AC] set to mMCWmin[AC], when it has an
MAC SAP, or a command generated at the MAC sublayer that belongs to this AC,

the B-

Annot transmit its next frame according to these timing requirements, it shall.consiger the
TXOP ended.

nt has
device
set the

ired bit shall be available to receive frames during those MASSs in that superframe if the

icated
aining
ble to

using

priable
C. The

initialize CW[AC] to mCWminJAC] before invoking any backoff for the AC, adjusting

for the

or the
ged to
ne AC.
value,

low.

MSDU
under

the followin

conditians:

* The device had a backoff counter of zero value for this AC but is not in the middle of a frame transaction

2.

belonging to the same AC; and

The device determines that the medium is busy, or the device has a backoff counter of zero value for
another AC, and such an AC has a higher priority than this AC and the device has frames belonging to that
AC that are ready for transmission.

A device shall invoke a backoff for an AC, with CW[AC] set to mCWmIn[AC], at the end of

transmitting a frame with the ACK policy set to No-ACK or B-ACK, or at the end of receiving an
expected Imm-ACK or B-ACK response to its last transmitted frame, under the following condition:

208

The device has no other frames belonging to this AC for transmission in the current TXOP obtained for this
AC.
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3. A device shall invoke a backoff for an AC, with CW[AC] set to mCWmin[AC], at the end of
transmitting a frame with the ACK policy set to No-ACK or B-ACK, or at the end of correctly receiving
the frame header of an expected Imm-ACK or B-ACK response frame to its last transmitted frame,

under the following conditions:

4,
kept tq
conditi

5.
2xCW
under

6.
2xCW
frame

17.3.9
Upon i
startin
slot to
define
busy. /

A devi
result
MAIFS

The device has one or more frames belonging to this AC that need to be transferred over the wireless
medium; and

The device finds that there is not enough time remaining in the current TXOP obtained for this AC to
complete the next frame transaction belonging to this AC.

A

evice shall invoke a backoff for an AC _with CWJ[AC] (but not the bhackoff counte

r in general)

The
AC

A

The

The
meq
dec

The
this

A

The
heal

the same value for this AC, at the start of a TXOP obtained for the AC unde€p
on:

device finds that there is not enough time to complete a pending frame transaction bel
n the obtained TXOP.

device shall invoke a backoff for an AC, with CW[AC] set to the smaller of mCV\
AC]+1 (the latter CW[AC] being the last CW value for this AC), at the end of the cur
he following conditions:

device has one or more frames belonging to this AC buffered fortransmission, including

ium has been idle for AIFS[AC] since that backoff at the*end of the current PCA slot,
rements its backoff counter for this AC from one to zefoyin the current PCA slot; and

device has a backoff counter of zero value for angther AC, and such an AC has a highe
AC and the device has frames belonging to that\AC that are ready for transmission.

device shall invoke a backoff for an A€y with CW[AC] set to the smaller of mCV
AC]+1 (the latter CW[AC] being the last CW value for this AC), at pSIFS plus t
ransmission time after the end of the Tast frame it transmitted, under the following ¢

device does not receive an expeeted CTS or Imm-ACK frame, or does not correctly recq
der of a requested B-ACK frame by this time.

Decrementing a backoff counter

nvoking a backoff for an AC, a device shall ensure that the medium is idle for AlF
j to decrement thesbackoff counter for the AC. To this end, a device shall define
start at the time.when the medium has been idle for pSIFS after the backoff in
l in Figure 104-with subsequent PCA slots following successively until the medi
A\l PCA slotsthave a length of pSlotTime.

ce shall\treat the CCA result at pCCADetectTime after the start of a PCA slot to
or that.PCA slot. If the medium is idle in a PCA slot, and the medium has been idl

he following

bnging to this

Vmax[AC] or
ent PCA slot

retry;

device set the backoff counter for this AC to zero in the last'backoff for this AC and deteriines that the

or the device

r priority than

Vmax[AC] or
ne Imm-ACK
ondition:

ive the frame

S5[AC] before
he first PCA
vocation, as
Im becomes

be the CCA
e for at least

[AC],"the device shall decrement the backoff counter for that AC by one at that time. This
procecmhmdmmw+1' i i-Fi .

The device shall freeze the backoff counter for each AC when the medium becomes busy. The device
shall treat the residual backoff counter value as if the value were set due to the invocation of a backoff
for the AC, following the above procedure to resume decrementing the backoff counter.

17.4 Distributed reservation protocol (DRP)

The DRP enables devices to reserve one or more MASs that the device can use to communicate with
one or more neighbours. All devices that use the DRP for transmission or reception shall announce
their reservations by including DRP IEs in their beacons (see 16.8.6). A reservation is the set of MASs
identified by DRP IEs with the same values in the Target/Owner DevAddr, Owner, Reservation Type,
and Stream Index fields.
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Reservation negotiation is always initiated by the device that will initiate frame transactions in the
reservation, referred to as the reservation owner. The device that will receive information is referred to
as the reservation target.

A reservation defined by DRP IEs with the Owner/Target DevAddr field set to a McstAddr and the
Owner bit set to ONE is referred to as a multicast reservation. A reservation defined by DRP IEs with
the Owner bit set to ZERO and made in response to a multicast reservation is also referred to as a
multicast reservation.

17.4.1 Reservation type

Each DRP IE, whether included in a beacon or separately transmitted during explicit DRP negotiation,
specifies a reservation type. A device shall decode all DRP IEs in the most recent beacongglceived
from each neighbour within the last mMaxLostBeacons+1 superframes, and shall not transmijt’frames
within the MASs indicated in the reservation except as permitted by the reservation type. A device
shall interpret DRP IEs in beacons sent or received in the current superframe to permit or festrict
access to the medium in the following superframe. For all reservation types, a device-shall not |nitiate

a frame transaction in a reservation block if that transaction would not cofplete pSIF$ plus
mGuardTimg before the end of the reservation block.

Reservation|types are defined and summarized in Table 128.

Table 128 - Reservation Types

Resenjation Type Description Referencq
Allen BP Prevents transmission during MASs oC¢upied by an alien BP. 174.1.1
Hard Provides exclusive access to the medium for the reservation owner 17.41.2

and target; unused time should be released for PCA.

Soft Permits PCA, but the reservation owner has preferential access. 17.4.1.3

Private Provides exclusive access to the medium for the reservation owner 17414

and target. Channel access methods and frame exchange sequences

are out of scope of this specification; unused time should be released
for PCA.

PCA Reservestime for PCA. No device has preferential access. 17.4.1.5

17.4.1.1 Alien BP reservations

A device shall announce an.alien BP reservation to protect alien BPs as described in 17.2.6. A device
shall not trapsmit framés_during an alien BP reservation except possibly to send a beacon in the alien
BP.

17.4.1.2 Hard neservations

In a hard redervation, devices other than the reservation owner and target(s) shall not transmit ffames.
Devices other than the reservation owner shall not initiate frame transactions. If there is remaining
time in a reservation block that will not be used, the reservation owner and target(s) should release the
reservation block by transmitting UDA and UDR frames as described in 17.4.9. A device may consider
the remainder of a reservation block available, subject to other medium access rules, after it has
received a UDA or UDR frame that releases the reservation block and the duration indicated in that
received frame has expired.

A device shall not transmit a data or aggregated data frame in a hard reservation unless the Delivery
ID field is set to a Stream Index that is the same as the Stream Index for the reservation and the
DestAddr of the frame is the same as the Target DevAddr for the reservation or the DestAddr of the
frame matches the DevAddr of any target of an established multicast reservation. A device may
transmit any command or control frame in a hard reservation.
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17.4.1.3 Soft reservations

In a soft reservation, devices access the medium following PCA rules. The reservation owner may
access the medium with the highest priority AIFS and without performing backoff. It may begin
transmission at the beginning of each reservation block. It may initiate an additional frame transaction
after any transaction it initiated but shall not initiate such a transaction later than pSIFS after the end of
the previous frame transaction. The reservation owner shall not transmit a data or aggregated data
frame without backoff unless the Delivery ID field is set to a Stream Index that is the same as the
Stream Index for the reservation and the DestAddr of the frame is the same as the Target DevAddr for
the reservation or the DestAddr of the frame matches the DevAddr of any target of an established
multicast reservation. The reservation owner may transmit any command or control frame without
backoff. neighbours of a reservation owner shall follow PCA rules to access the medium=reighbours of
a resefvation target that are not neighbours of the reservation owner shall not access/the medium.

17.4.1.4 Private reservations

The channel access method and frame exchange sequences used during a private reserviation are out
of the |scope of this Standard. A device shall use standard frame formats.and frame tyge and frame
subtyple field values in frames transmitted within a private reservation. In.a private reservation, devices
other than the reservation owner and target(s) shall not transmit frames. If there is reaining time
unused during a reservation block, the reservation owner and targef(s)’should release th¢ reservation
block by transmitting UDA and UDR frames. A device may consider the remainder of the reservation
block available, subject to other medium access rules, after it.has’received a UDA or UDR frame that
releases the reservation block and the duration indicated (n* that received frame has| expired, as
describped in 17.4.9.

17.4.1.5 PCA reservations
During a PCA reservation, any device may accesscthe medium using PCA rules.

17.4.2 Medium access

A devite shall not transmit a unicast frame within a reserved MAS in a hard, soft, or privat¢ reservation
in the gurrent superframe unless:

* jtingluded a DRP IE with the Reservation Status bit set to ONE that included that MAS in its peacon in the
previous superframe;

« the destination device is a neighbour; and

« the most-recently received beacon from the destination device included a DRP IE with thg¢ Reservation
Stafus bit set to ONE thatincluded that MAS.

A dev|ce shall not_transmit a multicast frame within a reserved MAS in a hard, soft, or private
reservgtion in the eurrent superframe unless:

* jtingluded a(DRP IE with the Reservation Status bit set to ONE that included that MAS in its peacon in the
previous.superframe;

17.4.3 JDRP availability IE
The DRP Avallability IE identifies the MASs where a device is able to establish a new DRP reservation.

The combination of information from DRP Availability IEs and DRP IEs allows an owner to determine
an appropriate time for a new DRP reservation. In order to facilitate the DRP negotiation process,
devices that are aware of existing neighbours' DRP reservations should mark the reserved MASs as
unavailable.

A device should mark a MAS unavailable if the device includes it in a DRP IE with the Reservation
Status bit set to ONE. It should mark a MAS unavailable if a neighbour includes it in a DRP IE with a
target other than the device, whether the Reservation Status bit is ZERO or ONE. It shall mark a MAS
unavailable if any BP occupies any portion of that MAS, based on information in any beacon received
in the latest mMaxLostBeacons+1 superframes.
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17.4.4 DRP reservation negotiation

There are two mechanisms used to negotiate a reservation: explicit and implicit. For explicit
negotiation, the reservation owner and target use DRP Reservation Request and DRP Reservation
Response command frames to negotiate the desired reservation. For implicit negotiation, the
reservation owner and target use DRP IEs transmitted in their beacons. For either negotiation
mechanism, the reservation owner completes the negotiation by including an appropriate DRP IE in its
beacon.

A device shall not negotiate for MASs that are included in a DRP IE received from a neighbour or any
other DRP IE included in the device's beacon, unless the MASs are referenced only in a DRP IE with

Reason Cod

A device shg
negotiation.

A device shd

For reservat
appropriate
17.2.6.
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+t D ra-cl
SCLU U JTTITTU.
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DRP |E with Reservation Status set to ONE on detection of an alien BP, as spec

S to include in a reservation of type PCA. The device shallZnot set the Reservation

 the same MASSs, with Reservation Type set to PCAsand Reservation Status set to
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ating a reservation, the reservation owner shall set the Target/Owner DevAddr field
e DevAddr of the reservation target. It:shall set the Reservation Status bit to ZER
Code to Accepted in the DRP IE. For new streams, the Stream Index shall be s
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acons+1 superframes. To negotiate additional MASs for an existing stream, the §
e set to the value used for thexgxisting stream.

ating a reservation, a reservation target shall set the Target/Owner DevAddr field

Status bit to ONE and the Reason Code to Accepted. If a multicast reservation is gf
he Reservation Status bit to the same value included in the DRP IE by the rese
bhall set the Reasen Code to Accepted. If the reservation is not granted, it shall
Status bit to ZERO. If the reservation cannot be granted due to a conflict with its ow
reservations; the reservation target shall set the Reason Code to Conflict.
s not granted, it shall set the Reason Code to Denied. If the reservation target
ervatian*immediately, it may set the Reason Code to Pending, and deliver a final res

t DRP
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Status
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unicast reservation, the reservation target shall set the DRP Allocation fields to

those in the

request, or to include a subset of the MASs included in the request.

17.4.4.2 Explicit negotiation

request. For a multicast reservation, it shall set the DRP Allocation fields to maitch the

To start explicit DRP negotiation, the reservation owner shall send a DRP Reservation Request
command frame to the target device, as defined in 16.5.1.

On reception of a DRP Reservation Request command the reservation target shall send a DRP
Reservation Response command, as defined in 16.5.2, to the reservation owner. The fields in the DRP
IE shall be set according to 17.4.4.1. If the reservation cannot be granted due to a conflict with its own
or its neighbours' reservations, the reservation target shall include a DRP Availability IE in the DRP
Reservation Response command frame.

In a DRP Reservation Response command frame for a multicast reservation, the reservation target
shall include a DRP Availability IE for a Reason Code other than Denied. Final multicast reservations
are established implicitly, as described in 17.4.4.3.
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17.4.4.3 Implicit negotiation

Implicit negotiation is carried out by transmitting DRP IE(s) in beacon frames. A device that supports
the DRP shall parse all beacons received from neighbours for DRP IE(s) whose Target/Owner DevAddr
field matches either the device's DevAddr or a multicast DevAddr for which the device has activated
multicast reception. From this initial selection, the device shall process the DRP IE(s) that are new with
respect to DRP IE(s) included in the most recently received beacon from the same device as a DRP
reservation request or a DRP reservation response.

To start implicit negotiation, a reservation owner shall include a DRP IE that describes the proposed

reservation

in its beacon. The device should continue to include the DRP
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n.4.1. If the Reason Code indicates Conflict, the reservation target./shall inc
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ce that elects to receive traffic in an already established multicast reservation does
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htions, a device shall include correspending DRP IE(S) in its beacon with Reservat
DNE and Reason Code set to Accepted.

ce that cannot join an establishiéd multicast reservation because of an availability
the source by including the.corresponding DRP IE(S) in its beacon with Reservati
VERO, and the Reason Code set to Conflict. The device shall also include the DR
e beacon.
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clude negotiation for a unicast reservation, the reservation owner shall set Reserva
h the DRP IEtinTits beacon after receiving a beacon from the reservation target th
bonding DRP-'IE with Reservation Status set to ONE. To conclude negotiation fo
btion, the néservation owner may set Reservation Status to ONE in a DRP IE in its I
iperframe after transmitting the same DRP IE with Reservation Status set to ZER(
onses from potential multicast recipients. If a reservation conflict exists, the reser

all include a
hs described
ude a DRP
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eption of a multicast DRP reservation request, a resenyation target shall include & reservation

the targeted
ation Status
n its beacon

not negotiate
ther existing
on Status bit

conflict may
pn Status bit
P Availability
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ot\set the Reservation Status bit to ONE except as specified in 17.4.6.

17.4.5 DRP reservation announcements

Once negotiation for a reservation successfully completes, the reservation owner and target shall
include DRP IE(s) in their beacons that describe the reservation. Within each DRP IE, the Reason
Code shall be set to Accepted and the Reservation Status bit shall be set to ONE. The devices shall
include the DRP IEs in each beacon transmitted until the reservation is modified or terminated.

17.4.6 Resolution of DRP reservation conflicts

Devices engaged in independent DRP negotiation could attempt to reserve the same MAS, or due to
mobility, devices could have reserved the same MAS. A conflict exists between DRP reservations if a
MAS is included in both reservations. A device might detect a conflict during a DRP negotiation or after
a reservation has been established. Reservations of type Alien BP never conflict with other
reservations of type Alien BP. Reservations of type PCA never conflict with other reservations of type
PCA.
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A device shall apply the following rules to a conflict between a DRP IE included in its beacon and
another DRP IE included by a neighbour, unless the neighbour's DRP IE Owner/Target DevAddr field
identifies the device, or the neighbour's DRP IE has the same Stream Index, Reservation Type, Owner,
and Owner/Target DevAddr fields as the device's DRP IE and the device's DRP IE is in response to a
multicast reservation:

1

2) If the neighbour’s reservation is of type Alien BP, the device shall not transmit frames in conflicting
MASs in the following superframe. If the device is the reservation target, it shall also set the Reason
Code in its DRP IE to Conflict in its beacon in the following superframe.

3) If the de
the Reserva

If the device's reservation is of type Alien BP, the device shall maintain the reservation.

IE has
E and

vice's DRP IE has the Reservation Status bit set to ZERO and the neighbour’s DRR
ion Status bit set to ONE, the device shall not set the Reservation Status bit t0~ON

shall not trannsmit frames in conflicting MASs. If the device is the reservation target, it shall also set the
Reason Codg in its DRP IE to Conflict.

4) If the dejvice's DRP IE has the Reservation Status bit set to ONE and the neighbour’s DRP |IE has
the Reservation Status bit set to ZERO, the device may maintain the reservation.

5) If the dgqvice's DRP IE and neighbour’'s DRP IE have the Reservation Status bit set to thg same
value and orje of the following conditions is true, the device may maintain the reservation.

a) The device's DRP IE and neighbour’s DRP IE have the Conflict\Fie-breaker bit set to thg same

value and th
neighbour; o

b) The de\

neighbour.

6) |If the de
one of the fo
device is thg

a) The dev
value and th
neighbour; o

b) The de\
values and

e device's occupied beacon slot number is lower thapn the beacon slot number
r

vice's DRP IE and neighbour’'s DRP IE<have the Reservation Status bit set to ZER
llowing conditions is true, the device-shall not set the Reservation Status bit to ONE
reservation target, it shall set the \Reason Code in its DRP IE to Conflict.

ice's DRP IE and neighbour's<DRP IE have the Conflict Tie-breaker bit set to the
e device's occupied beacon:slot number is higher than the beacon slot number
r

he device's occupied beacon slot number is lower than the beacon slot number

of the

ice's DRP IE and neighbour’s DRP IE have the Conflict Tie-breaker bit set to different
values and the device's occupied beacon slot number js<higher than the beacon slot number

of the

O and
. If the

same
of the

ice's DRP IE and neighbour’s DRP IE have the Conflict Tie-breaker bit set to different

of the

neighbour.

7) If the dgqvice's DRP«lE*and neighbour’'s DRP IE have the Reservation Status bit set to ON
one of the fgllowing conditions is true, the device shall not transmit frames in conflicting MASS
following superframie-t shall remove the conflicting MASs from the reservation or set the Rese
Status to ZERO  in its beacon in the following superframe. If the device is the reservation target,
also set the Réason Code in its DRP IE to Conflict.

E and
in the
vation
t shall

a) The device's DRP IE and neighbour’s DRP IE have the Conflict Tie-breaker bit set to the same
value and the device's occupied beacon slot number is higher than the beacon slot number of the
neighbour; or

b) The device's DRP IE and neighbour’s DRP IE have the Conflict Tie-breaker bit set to different
values and the device's occupied beacon slot number is lower than the beacon slot number of the
neighbour.

When a reservation owner withdraws a reservation or part of a reservation due to a conflict, it shall
invoke a backoff procedure prior to requesting additional MASs in any reservation. The device shall
initialize the backoff window BackoffWin to mDRPBackoffWinMin. When the backoff algorithm is
invoked, the device shall select a random number N uniformly from [0, BackoffWin-1]. The device shall
not request additional MASs for N superframes. If a further negotiation fails due to a conflict, the
device shall double BackoffWin, up to a maximum of mDRPBackoffWinMax. After a negotiation
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completes, the device shall generate a new backoff N. If a device does not request any MASs for
4xBackoffWin superframes, the device may terminate this backoff procedure and request MASs at any
time unless another conflict occurs.

If a reservation target sets Reason Code to Conflict in any DRP IE in its beacon, it shall include a DRP
Availability IE in the same beacon.

17.4.7 BPST realignment and existing DRP reservations

A device that realigns its BPST as described in 17.2.6 may assert new DRP reservations with
Reservation Status bits set to ONE in the new beacon so long as they are equivalent to its old DRP
reservations with the Reservation Status bit set to ONE in the prior BP. For this purpose, two DRP
tions are equivalent if their target and owner are the same, their corresponding,$tream Index
servation Type fields are the same and the number of MASs claimed by the newrgservation is
n or equal to the number claimed by the old reservation.

ice that realigns its BPST shall not assert DRP reservations with MASs that,conflict with any BP it
ced or detected. The device shall not assert DRP reservations with;’MASs that|conflict with
tions with Reservation Status equal to one announced in the new BB unless no other MASs are
le. Any conflict with existing reservations shall be resolved \a¢cording to thel procedures
ied in 17.4.6.

Modification and termination of existing DRP reservations

rvation owner may reserve additional MASs for a stream by negotiating an addition to the
tion using a DRP IE with the same Target/Owner,DevAddr, Stream Index, and|Reservation
nce negotiation has completed successfully, the reservation owner should combine the DRP
hen combining DRP IEs, the reservation owner¢shall set the Reason Code to Modified until a

is received from the reservation target that describes the combined reservation.

A resgrvation owner may remove MASs frony,;an established reservation without dhanging the
Reseryation Status bit in the DRP IE. If a resétyation owner removes some MASs from an established
reservgtion, it shall set the Reason Code-in* its DRP IE to Modified until the reservatign target has
changed its DRP IE to match.

A resgrvation target may remove *MASs from an established reservation without dhanging the
Reseryation Status bit in the DRP-IE due to a conflict, as described in 17.4.6 or due to r¢ception of a
Relinquish Request IE. If the reservation target is unicast, the reservation owner shall remove the
same MASs from the reservation or terminate the reservation in the current or following syiperframe.

inate a reservation;the reservation owner shall remove the DRP |E from its beacop.

ervation owner.changes or removes a DRP IE, the reservation targets shall update or remove
respondingsBRP IE from their beacons in the current or following superframe. This|also permits
a resefvation owner and target that decide to modify or drop a reservation through other means to

inate’a reservation, a reservation target shall set the Reservation Status bit to ZEERO and the
Code to an appropriate value, as if responding to an initial reservation nequest. The
reservation owner shall terminate the corresponding reservation or set the corresponding Reservation
Status bit to ZERO in the current or following superframe.

If a reservation owner or target does not receive a beacon or any other frame from the other participant
in the reservation for more than mMaxLostBeacons superframes, it shall consider the reservation
terminated, and shall remove the corresponding DRP IE(s) from its beacon.

17.4.9 Release of hard or private DRP reservation blocks

If time remains in a hard or private DRP reservation block after a reservation owner completes
transmission of associated buffered traffic, it should release the reservation block by sending a UDA
frame. If the remaining time in the reservation block is not sufficient for the exchange of UDA and UDR
control frames, no action should be taken. The transmitter of the UDA control frame shall include a list
of device(s) that shall respond to this announcement. The list should consist of those devices that have
previously included the corresponding DRP IE(s) in their beacons. The order in which the DevAddrs of
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the devices are mentioned in the list is the order in which they shall respond with a UDR control frame.
This allows devices around the transmitter as well as the devices in the list to be informed about the
early end of the reservation block.

On reception of a UDA control frame that includes its DevAddr in the device list, a device should
respond with a UDR control frame. A device shall transmit a UDR control frame after a delay given by:

Time to send Response = pSIFS + pSlotTime + (Position_in_list_in_UDA) x
(UDR_control_frame_duration + pSIFS)

Time to send Response is calculated from the end of reception of the UDA control frame. Possible

values of Po

sition in list in UDA are in the range [0 _N-1] inclusive

UDA and U
control fram
and the end

DR control frames release the time between the end of PLCP header of the™las
b, as indicated by the Duration value in the MAC header of UDA and UDR centrol f
of the reservation block. Other MASs described by the reservation that do not be

t UDR
ames,
ong to

the current
released.

reservation block, either in the same superframe or following superframes, are not

1 UDR
in the
ne and

The Duration value in the UDA control frame shall cover the UDA control as well as all expecte
control framegs. The Duration value in the UDR control frames shall be set to{the Duration valug
UDA control|/frame minus the time between the end of the PLCP header@©fthe UDA control fran
the end of the respective UDR control frame. This value is given by thé-following equation:

Duration val
pSlotTime +
UDR_contro

17.4.10 Re

In a hard D
Imm-ACK or
frame within

e in UDR = Duration value in UDA - (UDA_frame_body)transmission_time + pSIFS
(Position_in_list_in_UDA) x (UDR_control_frame_transmission_time + pSIFS)) -
_frame_transmission_time.

b +

ransmit procedures in DRP reservations

RP reservation block, if the reservation owner transmits a frame with ACK Policy
B-ACK, but does not receive the expected acknowledgement frame, it may retrans
the same reservation block if the resetvation block has not been released.

set to
mit the

In a soft DR
described in
reservation

off, as
t DRP

P reservation block, the reservation owner may retransmit a frame with no back
17.4.1.3. Devices other than the reservation owner that retransmit frames in a so
lock shall follow the PCA rules defined in 17.3.

A device ghall not retransmit a frame earlier than pSIFS after the end of an ex
acknowledgeément or CTS frame, whether or not it receives the expected frame. A device sh
retransmit al frame in the current reservation block if there is not enough time remaining
reservation Ilock for the entire_frame transaction.

bected
all not
in the

17.5 Syhchronization of devices

Each device| shall maintain a beacon period start time (BPST). The device shall derive all tinpjes for
communication withujts neighbours based on the current BPST. The device shall adjust its BPST in
order to maintaif_superframe synchronization with its slowest neighbour. A device shall synchronize
with such a gleviee before it sends its first beacon.

When a device receives a beacon from a neighbour, the device determines the difference between the
beacon's actual reception time and the expected reception time. The beacon's actual reception time is
an estimate of the time that the start of the beacon preamble arrived at the receiving device's antenna.
The expected reception time is determined from the Beacon Slot Number field of the received beacon
and the receiving device's BPST. If the difference is positive, then the neighbour is slower. In order to
maintain superframe synchronization with a slower neighbour, the device shall delay its BPST by the
difference, but shall limit the adjustment to a maximum of mMaxSynchronizationAdjustment per
superframe. This might require adjustment of its BPST in multiple superframes, based on the latest
BPST observed via any beacon received from a neighbour in the last mMaxLostBeacons+1
superframes. A device must consider its own sampling and round-off error in calculating the BPST
difference, and shall ensure that the BPST it indicates via its beacon is not later than the known or
estimated BPST of its slowest neighbour in the previous superframe. The adjustment to BPST may
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occur at any time following the detection of a slower device, but shall be done before the end of the
superframe.

A device shall not use a beacon with the Signaling Slot bit set for synchronization.

If a device does not receive a beacon from a neighbour, the device may use historical measurements
to estimate the impact on superframe synchronization and increment its BPST accordingly. This
estimate may be applied for up to mMaxLostBeacons consecutive superframes.

Beacon transmit time and measured beacon receive time shall be accurate to at least
mClockResolution.

17.5.F Clock accuracy

MAC dublayers shall maintain a clock at least as accurate as mClockAccuracy. All timé mgasurements,
such gs MAS boundary and frame reception time measurements, shall be measured’with a minimum
resolution of mClockResolution.

17.5.2 Synchronization for devices in hibernation mode

Devicgs in hibernation mode may become unsynchronized beyond the mGuardTime palue during
hibernption. Prior to returning to active mode and sending a beacon, a.device in hibernation mode shall
wake Qp at least one superframe plus the maximum possible drift\during its hibernatign, and shall
realigr its BPST to its slowest neighbour without regard to the mMaxSynchronizationLimit

17.5.3 Guard times

Due tq inaccuracies in superframe synchronization and drift between synchronization ¢vents, MAS
start times for different devices are not synchronized perfectly. To ensure a full SIFS intefval between
transnlissions in adjacent MASs, the devices shall maintain at least a SIFS interval and duard interval
at the fend of a reservation block. Guard times apply,to all boundaries of DRP reservation blocks and
BPs.

Figure|105 is an illustration of how a device-'uses the guard interval to maintain a $IFS interval
betweén transmissions in adjacent reservation blocks.

Slower DEV \
MAS boundary

Slower DEV TX SIFS | Guard

Faster DEV
MAS boundary

Faster DEV TX

Figure 105 - Guard Time

The length of the guard interval, mGuardTime, depends on the maximum difference between devices'
MAS boundary times. The difference arises from synchronization error and drift. The guard time is
determined as follows:

mGuardTime = MaxSynchronizationError + MaxDrift,
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where MaxSynchronizationError is the worst case error in superframe synchronization and MaxDirift is
the worst case drift.

Synchronization is achieved during the BP as described in 17.5. For purposes of determining guard
time, MaxSynchronizationError is calculated as twice mClockResolution.

Drift is a function of the clock accuracy and the time elapsed (Synchronizationinterval) since a
synchronization event. The maximum drift, MaxDrift, is calculated using the worst case value for clock
accuracy, mClockAccuracy, and the longest Synchronizationinterval:

MaxDrift = 2 x mClockAccuracy (ppm) x 1E-6 x Synchronizationinterval,

where
Synchronizationinterval = (mMaxLostBeacons+1) x mSuperframelLength.

Propagation|delay will also affect timing uncertainty, but in a short-range network propagation delays
are small. At 10 m range, the propagation delay is around 33 ns. This is much smaller than
mClockResdlution and it is ignored in calculating the length of the guard interval,

A device trapsmitting in a reservation block may start transmission of the preamble for the first frame at
the point where it calculates the start of the reservation block to be based oqts local clock. For frames
that use No-ACK or B-ACK acknowledgement policy, the transmitting device shall ensure that there is
enough timg remaining in the reservation block to transmit the frame and allow for a SIFE plus
mGuardTimg before the end of the reservation block as calculated by, that device.

Start of End of
reservation block reservation block >
SIFS SIFS
Frame or Frame or Frame SIFS |Guald
MIFS MIFS

Figure 106 - SIFS and.guard time in a DRP reservation block - No-ACK

If Imm-ACK|is used, or a B-ACK is-requested by the last frame, the transmitting device shdll also
ensure therg is enough time for a SIFS interval, the ACK, another SIFS interval, and the guard time, as
defined in Figure 107.

Start of End of

- . )
reservation block reservation block

4,

Frame | SIFS | ACK | SIFS | Frame | SIFS | ACK | SIFS | Frame | SIFS | ACK | SIFS |Guafd

Figure 107 - SIFS and Guard Time in a DRP reservation block - Imm-ACK

A device shall be able to receive a frame that is transmitted within the bounds of allowable
transmission, accounting for the worst case drift. A device shall begin listening mGuardTime prior to
the start of a DRP reservation block, the start of a BP, or the start of a MAS in which the device
announced it would be available.

17.6 Fragmentation and reassembly
A source device may fragment each MSDU/MCDU.

A device shall not fragment any MSDU/MCDU to more than mMaxFragmentCount fragments.
Fragments may be of varying sizes. Once a device transmits a frame containing a whole MSDU/MCDU
or a fragment thereof, the device shall not fragment or refragment the frame. The device shall not
create frame fragments smaller than mMinFragmentSize.
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The device shall set the Fragment Number field in the first fragment to zero. It shall set each
subsequent fragment to the Fragment Number field in the previous fragment plus one. The device shall
not increment the Fragment Number field when a fragment is retransmitted.

A device shall assign the same Sequence Number to all fragments of an MSDU/MCDU.

The device shall completely reassemble an MSDU/MCDU in the correct order before delivery to the
MAC client. The device shall discard any MSDU/MCDU with missing fragments. If the No-ACK policy is
used, the recipient device shall discard an MSDU/MCDU immediately if a fragment is missing.
Otherwise, a recipient device shall discard the fragments of an MSDU if the MSDU is not completely
received within an implementation-dependent timeout.

If B-ACK is used, unacknowledged fragments from multiple MSDUs belonging to the samg stream may
be retjansmitted in the same sequence. In this case it is the responsibility of the regipi¢nt device to
deliven the MSDUs in the correct order to the MAC client.

If a soyrce device discards a fragment of an MSDU/MCDU, the device shall dis¢ard all fragments of the
MSDUJMCDU.

17.7| Aggregation

A trangmitter may aggregate multiple MSDUs with identical Delivery\lD”into a single frame payload. A

device|shall aggregate no more than mAggregationLimit MSDUs into' an aggregated data frame.
A single MAC header is associated with an aggregated payload and it shall apply equally to each
MSDU] in the aggregated payload. In terms of acknowledgement and retransmissign, both the

On receiving
d to its MAC

transnlitter and receiver shall treat the aggregated paylead as a single indivisible entity.
an aggregated data frame, the recipient shall deliver MSDUs from the aggregated payloa
client maintaining the ordering from the payload.

The ag 3 pad octets

shall b

gregated MSDUs shall be aligned on 4-octet boundaries. Prior to each MSDU, 0 to
e inserted such that the MSDU starts on a 4-octet boundary.

17.8| Acknowledgement poligiges

This Clause defines three acknowledgement policies: no acknowledgement (No-ACK), immediate
acknoyledgement (Imm-ACK) and block acknowledgement (B-ACK).

A devige shall acknowledge all-received unicast frames with the ACK Policy field set to Imm-ACK, B-
ACK gr B-ACK Request and the DestAddr field set to the DevAddr of this device. The|device shall
acknoyledge the receptionwithout regard to security validation. A device that receives alframe with a
higher|Protocol Version(than it supports shall discard the frame without acknowledgement

17.8.1 No-ACK

A frame with ACK policy set to No-ACK, as defined in 16.2.1.3, shall not be acknowlgddged by the
recipignt. The transmitting device MAC sublayer assumes the frame has been successfully transmitted
and prpceeds to the next frame upon completion of current frame. All broadcast and muljicast frames
shall hiave ACK Policy set to No-ACK.

17.8.Z ITmmediate ACK

On reception of a frame with ACK Policy set to Imm-ACK, a device shall respond with an Imm-ACK
frame, as defined in 16.4.1, transmitted pSIFS after the end of the received frame.

17.8.3 Block ACK

The B-ACK mechanism allows a source device to transmit multiple frames and to receive a single
acknowledgement frame from the recipient indicating which frames were received and which need to
be retransmitted.

A source device initiates the use of the B-ACK mechanism with a recipient device for frames either
from the same stream or of the same user priority. If the recipient device accepts use of the B-ACK
mechanism, it indicates the maximum number and size of the frames it can buffer. The source device
transmits a sequence of frames to the recipient, each from the same stream or of the same user
priority, limited by the announced buffer size and maximum number of frames. The initial frames in the
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sequence are all transmitted with ACK Policy set to B-ACK. The final frame in the sequence is
transmitted with ACK Policy set to B-ACK Request. On receipt of such a frame, the recipient device
returns a B-ACK frame giving feedback on the frames received and indicating the buffer space
available for the next B-ACK sequence.

A source device may invoke multiple instances of the B-ACK mechanism with the same recipient
device, each for a different stream or user priority. A source device may also invoke the B-ACK
mechanism with multiple recipient devices.

17.8.3.1

A source device may activate the B-ACK mechanism independently for any stream or user priority
traffic to any potential recipient device advertising B-ACK capability in its MAC Capabilitieg IE. A
source devide shall initiate use of the B-ACK mechanism by transmitting a frame with ACK Palicy set to
B-ACK Request to the recipient device. A source device shall use a dedicated Sequenee Number
counter for pach stream or user priority traffic using the B-ACK mechanism with a’recipient. After

Initiation

transmitting

When recei\
user priority
follows:

To ackno
mechanism,

To accep
respond with
octets) for th
its reception

A recipient d
has an inval
frame paylo
acknowledge

A recipient d
request to ug
or a lengthy
may keep try
to B-ACK Re

17.8.3.2 (
After transm

a B-ACK frame in respanse and takes one of the following actions:

If the sou
receive th

the frame, the source device shall follow the rules of operation as descried in 17.8

h

ing a frame with ACK Policy set to B-ACK Request from a source device for a stre
traffic not currently using the B-ACK mechanism, the recipient 'device shall resp

lvledge receipt of the frame but reject the request for statting a new instance of
the recipient device shall respond with a B-ACK frame with no frame payload.

the request for starting a new instance of B-ACK @mechanism, the recipient devic
a B-ACK frame with a frame payload indicating the allowed maximum size (in fram
e next B-ACK sequence. The recipient shall acknowledge the received frame by ind
in the acknowledgement window.

evice may also accept a request to use_the B-ACK mechanism even if the request
d FCS. To accomplish this, the recipient-device shall respond with a B-ACK frame
hd that indicates the allowed maximum size for the next B-ACK sequence, but
ement of the frame with the invalid\FCS.

evice, even though it advertisés'B-ACK capability in its MAC Capabilities IE, may r
e the B-ACK mechanism far,;any reason, including a temporary unavailability of res
setup process requiring adelayed start time. Thus, after being rejected, a source
ing to initiate use of the B-ACK mechanism by sending the next frame with ACK Po
quest.

peration
tting a frame-with ACK Policy set to B-ACK Request, the source device expects to 1

ce device does not receive a B-ACK frame, it shall assume that the recipient device

frame with

3.2.

am or

bnd as

B-ACK

e shall
s and

cating

frame
with a

vithout

bject a
burces
device

cy set

eceive

did not

4.

b request frame. To continue B-ACK operation, the source device shall retransmit the fequest
the’same ACK Policy using applicable medium access rules as described in 17.3 and 1]’

If the source device receives a B-ACK frame with no frame payload, it shall treat the transmitted frame as
received and consider this use of the B-ACK mechanism to be terminated. The B-ACK provides no
acknowledgement of any other frames.

If the source device receives a B-ACK frame with a frame payload and with either Frame Count or Buffer
Size set to zero, it shall process the acknowledgement as described below. To continue the B-ACK
operation, the source device shall retransmit the requesting frame with the same ACK Policy,
independently of whether the frame was indicated as received or not. If the requesting frame was indicated
as received, the source device alternatively may transmit a zero-length payload frame with the same
Sequence Control and Delivery ID to the recipient device.

If the source device receives a B-ACK frame with a frame payload containing non-zero values for both
Frame Count and Buffer Size, then it shall process the acknowledgement as described below. To continue
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the B-ACK operation, the source device shall send frames with ACK Policy set to B-ACK or B-ACK

Request as described below.

The source device processes the B-ACK frame acknowledgement as follows:

Frames being held for retransmission with a sequence number earlier than the one indi
Sequence Control field were not received in the last B-ACK sequence, but shall not be retran

Frames being held for retransmission with sequence and fragment number within the ackn
window (specified by the Sequence Control field and the Frame Bitmap field) with correspon
ONE were received and shall not be retransmitted.

mMpxBlockACKSequences sequences, ordered by increasing sequence and fragment ruf
the frames will never be retransmitted.

After neceiving a B-ACK frame with non-zero values for Frame Count and Buffer Size
device| may transmit a sequence of frames. Each sequence of frames shall.consist of 2
frameg with ACK Policy set to B-ACK followed by a single frame withhACK Policy s
Requejst. The total number of frames must not exceed the Frame Count value specified i
frame |and the sum of the lengths of the frame payloads shall not{exceed the Buffe
ied in the B-ACK frame. The sequence of frames may be transmitted in multiple P(
DRP reservation blocks and may be interleaved with frames to.6ther recipients or of othg
user pfiorities, subject to all the medium access rules. Within a sequence, the frames sh
by incfeasing sequence and fragment numbers. Due to retransmissions, this ordering m
from ope sequence to the next and frames transmitted within a sequence might not have
sequence and fragment numbers.

When [the recipient device receives a frame with ACK Policy set to B-ACK Request, it S
using $IFS with a B-ACK frame. To continue operation, the B-ACK frame shall contain a frg
If the recipient device receives a frame with a*valid HCS but an invalid FCS and with ACK
B-ACK Request, the device shall also respend with a B-ACK frame with a frame payload.
ACK flame payload, the recipient deviceshall set the Frame Count and Buffer Size field
size of the next sequence of frames. It-shall also set the Sequence Control and Frame Bit
indicate to the source device which frames should be retransmitted.

A reci
allowir

bient device may implement a timeout that indicates when to stop waiting for mis
g some MSDUs to be released to the MAC client and B-ACK buffer resources tag

cated by the
smitted.

owledgement
ding bit set to

the next
hbers, unless

, the source
€ero or more
bt to B-ACK
n the B-ACK
I Size value
A TXOPs or
r streams or
| be ordered
ght not hold
consecutive

hall respond
Ime payload.
Policy set to
Within the B-
S to limit the
map fields to

sing frames,
be freed. A
chanism that

Policy set to

recipignt device may alse_implement a timeout to expire an instance of the B-ACK me

appeafs to be inactive.

17.8.3.3 Termination

To terminate use~of the B-ACK mechanism, the source device shall transmit a frafne from the
appropriate stream or of the appropriate user priority to the recipient device with ACK

anyth

ing other than B-ACK or B-ACK Request.
The reTc

igient device may terminate use of the B-ACK mechanism by responding to a frape with ACK

Policy set to B-ACK Request with a B-ACK frame with no frame payload. To terminate cleanly, a
recipient device should send one or more B-ACK frames with the Frame Count field set to one, so that
the sending device can transmit remaining unacknowledged frames and receive acknowledgements for
them.

17.9 Probe

The Probe IE and Application-specific Probe IE may be used in beacons and probe commands to
request one or more |IEs from the target device identified in the probe IE. Target devices are not
required to respond with all requested IEs. If a target device supports the Probe command frame for
one or more IEs, it shall set the Probe bit in its MAC Capabilities IE to ONE, or otherwise it shall set the
bit to ZERO.
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A device shall include a MAC Capabilities IE or a PHY Capabilities IE in its beacon if it is the target of
a Probe IE received in a beacon that includes the MAC Capabilities IE Element ID or the PHY
Capabilities IE Element ID, respectively.

On reception of either probe IE in a beacon, a target device shall include a response in its beacon for
the next mMaxLostBeacons superframes.

On reception of either probe IE in a Probe command frame, a target device should respond with a
Probe command frame addressed to the sender within one superframe or include a response in its
beacon for the next mMaxLostBeacons superframes.

In the Probe cammand frame or heacon the target device shall include:

1. A ProRQe IE, with Target DevAddr set to the DevAddr of the requestor, that includes no Requested
Element IEs to reject the probe; or

2. One offmore requested IEs.

17.10 Dyjnamic channel selection

Dynamic ch@nnel selection is a process that allows a group of devices t@ ¢hange channels in a
coordinated manner.

A device may initiate dynamic channel selection after it has performed a'channel scan, as descrjbed in
17.2.3. If a device initiates dynamic channel selection, it shall inclode’ a Channel Change IH in its
beacon sent|in the current channel, as described in 16.8.5.

In a Channe| Change IE, the device shall set the New Channel"Number field to the number of the new
channel. It ghall set the Change Channel Count field to the<cemaining number of superframes [before
the device will move to another channel. In successive superframes, the Change Channel Coupt field
should be dgcremented.

If the value get in the Change Channel Count field isxzero, the device shall move to the new chahnel at
the end of the current superframe.

On reception of the Channel Change IE, &\ ‘device that also intends to change channels in a
coordinated manner should include a Channel Change IE with the same field values in its beacqn.

17.11 M(lti-rate support
A device shall transmit beacons at pBeaconTransmitRate.

Devices shdll transmit non-beacon frames only at data rates supported by the intended regipient,
based on infprmation from therecipient's PHY Capabilities IE.

A recipient dlevice may wse’ the Link Feedback IE to suggest the optimal data rate to be usefd by a
source devide, for example, to increase throughput and/or to reduce the frame error rate. The data rate
in the Link Feedback.E should be interpreted as the maximum data rate that the source device ghould
use for this [particular link, for an acceptable frame error rate. The source device is not requjred to
follow the recommendation. The method to determine the optimal data rate in the recipient is heyond
the scope oftthis-Standard-

17.12 Transmit power control

A device shall not transmit frames at a higher transmit power level than that used for its most-recently
transmitted beacon.

A recipient device may recommend a transmit power level change to be used by a source device by
including a Link Feedback IE in its beacon. A device that receives a Link Feedback IE is not required to
change its transmit power level. The method to determine transmit power recommendations is out of
the scope of this Standard, but the recipient device might use the signal to noise ratio, received signal
strength, frame error ratio or other parameters to determine the transmit power change to recommend
to the source device.
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17.13 Power management mechanisms

17.13.

1 Power management modes

A device may be in one of two power management modes in each superframe:

Active mode: the device will send and receive beacon(s) in the current superframe.

Hibernation mode: the device will not send a beacon or other frames in the current superframe.

Before entering hibernation mode, a device shall announce in previous superframe(s) that it is entering
hibernation mode.

ar-ctatac
A2 Tt

17.132-bevice—pow

Active|mode devices may be in one of two power states within a superframe:

L]

L]

A devife that is changing from Sleep to Awake state and has a frame in queue to transm

shall
mediu

The v
transni

17.13
Active
1) A
partici

2) If
superf

its trapsmission. The device may go intgZSleep state for the rest of the reservation bl

pendin
before
transm

3) If
signal
device
device
using

4) I

Awdke: device is able to transmit and receive.

Sle¢p: device does not transmit or receive.

La—

erform CCA for mAccessDelay time, or until a frame header is reCejived, before det
state.

lue of mAccessDelay is equal to the time required to transmit one maximum |
itted at the lowest mandatory data rate, plus the time to, transmit an Imm-ACK plus

3 Power state transitions
mode devices shall transition between Awake and. Sleep states according to the fol

bate in the transmission and reception of beagons.

a device has data traffic pending to(be transmitted in DRP reservations in
ame, it shall be in Awake state prior_tg the start of each relevant DRP reservation

g transmissions completed succéssfully. The device should release the DRP rese
entering Sleep state. A deviee shall set the More Frames bit to ZERO in the
its during a reservation block:

it using PCA
ermining the

bngth frame,
pSIFS.

owing rules:

device shall be in the Awake state mGuardTime prior to its BPST in every sdperframe to

the current
block to start
pck if all the
rvation block
last frame it

a device has data traffic_pending to be transmitted via PCA in the current superf

PCA during a‘superframe.

indica

ame, it shall

its intent with a relevant TIM IE in its beacon. Once all of its transmissions are cgmpleted, the
may go into Sleep, state for the rest of the superframe, subject to other rules in this Clause. A
shall set the More Frames bit to ZERO in the last frame it transmits to a particlilar recipient

h devicesis‘expecting to receive transmissions from other devices in a DRP reservation block, as
d in the-beacons of those devices, it shall be in Awake state mGuardTime prior tp the start of

the regeryation block for the reception of the planned transmission. It may go into Sleep state either at
the enp\of/the reservation block or when all the pending data has been received, as indicated by the
More Frames DIt. IT the device receives a UDA frame, It shall not go into Sleep state until after
transmitting a corresponding UDR frame.

5) If a device is expecting to receive transmissions from other devices via PCA, it may include a PCA
Availability IE in its beacon and shall be in Awake state mGuardTime prior to the announced MASs. A
device that does not include a PCA Availability IE in its beacon shall be in Awake state in all MASs
available for PCA in the current superframe. Once all pending data has been received, as indicated by
the More Frames bit, the device may go into Sleep state for the rest of the superframe.
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Figure 108 - Power state transitionfor devices in active mode

Figure 108 illustrates the power state transition fafdevices in active mode.

 DEV Ais @ device that has data traffic pending:to be transmitted in a DRP reservation block in the furrent
superframge.

« DEVBIis
block in th

device that is expecting to receive a planned transmission from DEV A in a DRP resgrvation
current superframe.

« DEV C is @ device that has data'traffic pending to be transmitted via PCA in the current superframel.

 DEVDis§
superframe.

« DEV E is f device that-does not have any traffic pending in its transmission queues, and is not expecting
any planngd transinission from other devices.

17.13.4 Hiernation mode operation
Adeviceusi hibernation mode ap= Qe

device that is expecting to receive a planned transmission from DEV C via PCA in the purrent

» A device shall signal its intent to go into hibernation mode by including a Hibernation Mode IE in its
beacon, as defined in 16.8.9. The Hibernation Duration field in the Hibernation Mode IE shall contain a
non-zero value that specifies the duration of the hibernation period.

A device may signal its intent to go into hibernation mode in several superframes. The value of the
Hibernation Countdown field in the Hibernation Mode IE shall be set to indicate the number of
remaining superframes before the device enters hibernation mode. In each successive superframe, the
device shall reduce the value of the Hibernation Countdown field by one. If this field is set to zero, the
device enters hibernation mode at the start of the next superframe.

* When in hibernation mode, the device shall not send a beacon or other traffic. The device should terminate
all established DRP reservations before entering hibernation.
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A device may leave hibernation mode prior to the end of its announced hibernation period by sending its

beacon.

A device in hibernation mode shall scan for beacons during the BP for one or more

immediately prior to the end of its hibernation period, in order to re-establish synchronization.

superframes

If a device exiting hibernation mode finds that its former beacon slot is neither occupied (per Table 127) nor

encoded as occupied (per Table 127) with a DevAddr not its own in the BPOIE of any beaco

n received by

the device in the last superframe, the device may transmit a beacon in that beacon slot. Otherwise, the

device shall transmit a beacon as if it were doing so for the first time.

Active maode devi

If an active mode device receives a neighbour’s beacon that includes a Hibernation Made

shall consider all DRP reservations with that neighbour to be terminated at the start)of i
peripd. An active mode device shall not commence any communication with a hibhérnation
unti| that device leaves hibernation mode. After receiving a beacon that includes a Hiberna
withl Hibernation Countdown less than or equal to mMaxLostBeacons, an active ‘mode devig
the [remaining expected beacons shall consider the device to be in hibernation mode as in
Hibgrnation Mode IE.

If a|device does not receive a beacon from a neighbour at the end of\the hibernation duratig
the jneighbour’s Hibernation Mode IE, it shall treat the neighbour's~beacon slot as occupied
indicate it as occupied in its BPOIE, for up to mMaxHibernationProtection after the neigh

E, the device
s hibernation
mode device
tion Mode |E
e that misses
Hicated in the

n indicated in
but shall not
bour entered

hibgrnation or until any beacon is received in the neighbour’s beacon slot.

During| a neighbour’s hibernation period an active mode“device shall continue to mark the hibernation
mode [device's beacon slot as occupied and non-movable in its BPOIE. If the active mode device
receives another neighbour’s beacon in the hibernation mode device's beacon slot, the|device shall
still adiertise the hibernation mode device's DevAddr in its BPOIE.

« |f an active mode device has unicast traffic for & hibernation mode device, it should buffer its fraffic until the
hibgrnation mode device enters active mode.

« If an active mode device has multicast or broadcast traffic it should not delay transmission| of the traffic,
evep if it is aware that some intended recipients are in hibernation mode. It may buffer its njulticast traffic
for & hibernation mode device until the intended recipient enters active mode, and then delivgr the buffered

muliicast data.
17.13|5 Hibernation anchor operation
Active|mode devices that are capable of acting as a hibernation anchor should indicate hibernation
anchofr capability in its“MAC Capabilities IE. A device that indicates such capability shotld include a

Hibernation AnchofE in its beacon to convey information about neighbours in hibernafion mode. A

device| may terminate its role as a hibernation anchor at any time, but at that time it should remove
indicatjon of<thé capability from its MAC Capabilities IE.

Devicgs{such as those that were recently off or in hibernation mode, may not have information about
the hibernation—state—of—thei—neighbours hese—devices—m use—the—informationprovided by

Hibernation Anchor IEs for scheduling communication with neighbours in hibernation mode.

Upon reception of a beacon containing a Hibernation Mode IE in which the Hibernation Countdown is
set to zero, a hibernation anchor should include a Hibernation Anchor IE. It shall set the Wakeup
Countdown field in the Hibernation Anchor IE based on the Hibernation Duration field in the received
Hibernation Mode IE. It shall decrement the Wakeup Countdown field in each successive superframe
until the field reaches zero. After it transmits a beacon with a Hibernation Anchor IE that contains a
Hibernation Mode Device Information field with Wakeup Countdown set to zero, it shall remove the
corresponding Hibernation Mode Device Information field from the Hibernation Anchor IE. It shall not
include a Hibernation Anchor IE if there are no Hibernation Mode Device Information fields in the IE.

If the hibernation anchor receives a beacon from a hibernation mode device prior to the end of the
announced hibernation duration, the hibernation anchor shall remove the corresponding Hibernation
Mode Device Information field from the Hibernation Anchor IE in the next beacon.
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After receiving a neighbour’s beacon that includes a Hibernation Mode |IE with Hibernation Countdown
less than or equal to mMaxLostBeacons, a hibernation anchor device that misses the remaining
beacons from the neighbour shall consider the device to be in hibernation mode as indicated in the
Hibernation Mode IE and should include that device in the Hibernation Anchor IE.

17.14 ASIE operation

Zero or more ASIEs may be included in each beacon. ASIEs may appear within the IE area in a
beacon as defined in 17.1.10. Unrecognized ASIEs shall be ignored. The format of the ASIE payload is
defined by the owner of the value in the Specifier ID field (See Annex C) and is outside the scope of
this document.

17.15 Range measurement operation

This Clause [describes the support for cooperative two-way time transfer measurements.
ting in
device

The support[of range measurement is optional. A device that is capable of initiating and\particip3
range measurements shall declare Range Measurement capability in its MAC Capabilities IE. A

shall not ini
measuremer

If the MAC
specified ren

In order to p
send a Rang
Policy field
Request. Th
Measuremer

ate a range measurement with a neighbour that does not declare dt\is capable ofj
t.

sublayer is instructed to initiate one or more consecutive ranging measurements

erform a range measurement, the initiator device shalliturn on the PHY range tim
e command frame of type Range Measurement Request to the recipient device. Th
shall be set to Imm-ACK in the Range command\frames of type Range Measu
b request contains the number of range measurements to be performed in the Req
t Number field. Upon acknowledgement of therequest, the initiator shall send the

hote device, it shall use Range Measurement command frames'as described in 16.%.

range

with a
6.

er and
e ACK
ement
lested
Range

command frame of type Range Measurement to the recipient device with the ACK Policy field| set to

Imm-ACK.
For each Rahge command frame of type Range Measurement the initiator device shall:

the PHY range timer value at the\time of transmission of the Range command frame of
type Range Measurement, Ti{and add the calibration constant:

1) Capture

Tlc = T1l + gRangingTransmitDelay.

2) Capture|the PHY range tinfervalue, R2, at the time of reception of the Imm-ACK and subtrfict the

calibration constant:

R2c = R2 - gRangingReegeiveDelay.

on ofthe Range command frame of type Range Measurement Report, the initiator passes
the\report to the DME. The PHY range timer may be turned off.

Upon recept
the values in

If a device i e a a—Ra A 3 ;
Measurement Request, it shall turn on the PHY range timer. For each Range command frame
Range Measurement received, the recipient shall:

Range
of type

1) Capture the PHY range timer value = R1 at the time of reception of the Range command frame of
type Range Measurement and subtract the calibration constant:

R1c = R1 - pRangingReceiveDelay.

2) Capture the PHY range timer value at the time of transmission of the Imm-ACK, T2 and add the
calibration constant:

T2c = T2 + pRangingTransmitDelay.

The recipient shall further send a Range command frame of type Range Measurement Report to the
initiator after reception of all Range command frames of type Range Measurement. The number of
Range command frames of type Range Measurement is specified in the Requested Measurement
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Number field in the Range command frame of type Range Measurement Request. After the report
command frame is sent, the PHY range timer may be turned off.

Initiating Device (Devl) sends RM1 frame

preamble RM1 preamble RM2
\
SESIoT SESIoT
flight times /
Sest[0] Sest[0]
[ SIFS [
preamble RM1 |<¢——p»| preamble RM2

Responding Device (Dev2) replies with"ACK (RM2)

Figure 109 - Example of range mgasurement frame pair
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DEV1 DEV1 DEV1 DEV2 DEV2
DME MAC PHY PHY MAC
Range
Measurement
set request
> turn on
range timer
>
Send RRQ
turn on o
IMM-ACK < range timer
to RR
< Q
Send RM1
to DEV2 Send RM1
-
Read T1 Read R1
IMM-ACK -
to RM1
Read R2 Read T2
l P
Compute: Computg:
T1lc =T1+TRD R1c = R1-HRD
R2c = R2-RRD T2c = T2-TRD
Send RMR
< turn off
Range range timer -
Measurement ”;/IMR_':\A(I:?K
set confirm 0 >
turn off
< | g—(2nge timer
Figure 110 - Single pair range measurement transaction
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Table 129 contains the values for the MAC sublayer parameters.

Table 129 - MAC sublayer parameters

Parameter Value

mAccessDelay 652 ps
mAggregationLimit 63

mBeaconSlotLength 85 us

mBPEXxtension

8 beacon slots

mBPMergeWaitTime 128 superframes
mClockAccuracy 20 ppm
mClockResolution Lus
mDAAAnnouncelnterval 16
mDAAPersistence 256
mDRPBackoffWinMax 16 superframes

mDRPBackoffWinMin

2 superframes

mGuardTime

12 ps

minitialMoveCountdown

3 x mMaxLostBeacons

mMasLength

256 ps

mMaxBeacenLength

mBeaconSlotLength - pSIFS -
mGuardTime

mMaxBeaconSlotCollisionDetectionLatency 16

miviaxBlockACKSequences 2
mMaxBPLength 96 beacon slots

mMaxFragmentCount 8

mMaxHibernationProtection

128 superframes

mMaxLostBeacons 3
mMaxMainsHopCount 3
mMaxMovableLatency 32

mMaxNeighborDetectionInterval

128 superframes

mMaxSignalingSlotBackoff 128
mMaxSynchronizationAdjustment 4 us
mMinFragmentSize 1

mSignalSlotCount

2 beacon slots

mSuperframeLength

256 x mMasLength
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Table 129 - MAC sublayer parameters (concluded)

Parameter Value
mMCWMiIn[AC_BK] 15
mCWMIn[AC_BE] 15
mCWMIn[AC_VI] 7
mCWMIn[AC_VO] 3
mCWMax[AC BK] 1023
mCWMax[AC_BE] 1023
mCWMax[AC_VI] 511
mCWMax[AC_VO] 255

MAIFSN[AC_BK] 7
MAIFSN[AC_BE] 4
MAIFSN[AC_VI] 2
MAIFSN[AC_VO] 1

MTXOPLIMItAC_BK] 512 pus
MTXOPLImitAC_BE] 512 pus
MTXOPLIMitAC_VI] 1024 ps
MTXOPLImit[AC_VO] 256 s

Table 130 contains the values of the PHY dependént parameters used by the MAC sublayer for the
PHY.

Table 130 - PHY-dependent-MAC sublayer parameters for the PHY

Parameter Value
pBeaconTransmitRate 53,3 Mbps
pCCADetectTime 5,625 ps
pClockAccuracy 20 ppm
pPMaxFramePayloadSize 4 095 octets
PMIFS 1,875 ps
pRangingReceiveDelay Implementation-dependent
pRangingTransmitDelay Implementation-dependent
pSIFS 10 ps
pSlotTime 9us

18 Security

This Clause specifies available security mechanisms. 18.1 reviews these security mechanisms. 18.2
defines security modes that govern the security operation of devices. 18.3 specifies the 4-way
handshake procedure for two devices to establish pair-wise temporal keys (PTKs) and a secure
relationship. This Clause also describes how a device may solicit or distribute group temporal keys
(GTKs) within a secure relationship. 18.4 describes the procedures for frame reception and replay

230 © ISO/IEC 2009 - All rights reserved


https://iecnorm.com/api/?name=b8b0964792bf6fb451479ca47b37710c

ISO/IEC 26907:2009(E)

prevention. 18.5 provides the parameters needed in applying the AES-128 CCM cryptography to
compute the message integrity code (MIC) and encrypt the secure payload for secure frames.

18.1 Security mechanisms

The security mechanisms specified in this Standard control the security operation of devices by setting
appropriate security modes. They allow devices to authenticate each other, to derive PTKs, and to
establish secure relationships. They also enable devices to solicit or distribute GTKs within established
secure relationships. In addition, the security mechanisms provide replay attack prevention measures
through the use of secure frame counters (SFCs) and replay counters. The security mechanisms
specify the parameters needed in applying the AES-128 CCM to protect the privacy and integrity of
unicas| T T T ; T P IS protected by
encrypgting the secure payload, while integrity is protected by including a MIC.

shment and
ide the MAC

Two devices use a shared master key to establish a secure relationship. The' establ
management of master keys are additional security facilities that need to be providéd outg

ges. Mode 2 restricts a device to use security facilities\in transmitting and recdiving certain

ite announces its selected security mode in the Be&acon Parameters field in its beac

18.1.7
The 4-

DNS.

4-way handshake

way handshake mechanism enables two devices to use a shared master key to aut
identity of each other and to establish a new PTK“for protecting certain frames exchanged
two degvices. By way of a successful 4-way handshake, the two devices establish a secure
with each other.

A devi

nenticate the
between the
relationship

ce initiates a 4-way handshake-with another device only if it has determined thalt it shares a

master key with that device. The master key is not exposed in the 4-way handshake; it is specified by a
mastefr key identifier (MKID).

18.1.3 Key transport

Two devices establish a new PTK via a 4-way handshake. The PTK is derived from a shared master
key and two new random_humbers generated by the two devices. A PTK is never transmitted directly in
any frgme, encrypted ‘er not.

Two devices, after-establishing a secure relationship via a successful 4-way handshake, distribute their
respedtive GTKs)for protecting their broadcast traffic to each other, if applicable. Additionally, a device
may d{stribute GTKs for protecting certain multicast traffic addressed to those devices wjth which the

device| hasa valid secure relationship. A device may also request, or solicit, GTKS usg

bd to protect

multicastitraffic from the multicast saurce devices

A GTK is sent in encrypted form.

18.1.4 Freshness protection

Freshness protection insures that no parties can successfully replay previously captured messages as
an attack. This Standard defines secure frame counters and replay counters on a per-temporal key

basis to provide freshness protection.

18.1.5 Data encryption

Data encryption uses a symmetric cipher to protect data from access by parties not possessing the
encryption key. This key is a PTK for unicast traffic transmitted between two devices and a GTK for

broadcast/multicast traffic transmitted from a sender to a group of recipients.

AES-128 counter mode is used for data encryption in this Standard.

© ISO/IEC 2009 - All rights reserved

231


https://iecnorm.com/api/?name=b8b0964792bf6fb451479ca47b37710c

ISO/IEC 26907:2009(E)

18.1.6 Frame integrity protection

Frames are protected from modification by other parties by message authentication using a MIC. The
MIC also provides assurance that the sender of the frame possesses the correct temporal key. This
key is shared among a group of devices or only between two devices. The MIC is a cryptographic
checksum of the message to be protected.

AES-128 cipher block chaining - message authentication code (CBC-MAC) is used for MIC calculation
in this Standard.
18.2 Security modes

The security—ode—rdicate
relationship

secure

Two devices| establish a secure relationship by a 4-way handshake based on a shared master key as
described in|18.3.

Once two devices establish a secure relationship, they shall use secure frames-far frame trgnsfers
between them as specified in Table 131 and Table 132. Either device shall discard a received| frame
from the oth¢r device if the frame is required to be a secure frame but was transmitted as a non-gecure
frame.

Data and aggregated data frames shall be transmitted using the temporal key specified by thg¢ TKID
passed through the MAC SAP along with the corresponding MSDU.\Command and control ffames,
when transnpitted as secure frames in a secure relationship, shalDemploy a temporal key cuyrrently
possessed i that secure relationship.
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In Table 131, "N" indicates a non-secure frame, and "S" indicates a secure frame.

Table 131 - Frame protection in a secure relationship

Frame .
Frame type or subtype . Meanin
yp yp protection 9
Beacon frame N Beacon frames shall be sent as non-secure frames.
Imm-ACK control frame N Imm-ACK frames shall be sent as non-secure frames.
RALCL . L£ Dl RALCL £ hball k. i £
L=y gu\ ) | CUTTaOuTIimanime L DT AACUCINVTTAUITICO OTTAINTN VO OCUTIU Ao TIVTT ot LurTe ||uu||.,s.
RTS control frame N RTS frames shall be sent as non-secure-framep.
CTS control frame N CTS frames shall be sent as non-seGure framep.
UDA control frame N UDA frames shall be sent as non=secure framepg.
UDR control frame N UDR frames shall be sent(as non-secure frames.
Application-specific control N, S Application-specific control frames may be sentjas
frame secure or'non-secure frames.
DRP Reservation Request N, S DRP Reservation Request frames may be sent as sgcure
command frame or non-secure frames.
DRP Reservation Response N,S DRP Resefvation Response frames may be senf as
command frame secure or non-secure frames.
Probe command frame N, S Probe frames may be sent as secure or non-secpre
frames.
PTK command frame N, S PTK frames may be sent as secure or non-secyre
frames.
GTK command frame S GTK frames shall be sent as secure frames.
Range Measurement N, S Range Measurement frames may be sent as secure or
command frame non-secure frames.
Probe command frame N, S Probe frames may be sent as secure or non-secpre
frames.
Application-specific N, S Application-specific command frames may be sent as
command frame secure or non-secure frames.
Data frame S Data frames shall be sent as secure frames.
Aggrpga’rpd data frame S Annrpgatpd data frames shall be sent as secure frames.
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Table 132 specifies the values of the Encryption Offset (EO) field in secure frames

Table 132 - EO values in secure frames

Frame type or subtype

EO value

Application-specific control frame

Application defined

DRP Reservation Request command

Length of Secure Payload

frame
DR D +1 =) &l l +la £ C D 1 &l
JT\T M\Ccotrvauurt I\CJ'JUIIQC CUTTITTTATTU I_CIIHI.II Ul IJUUCUrc i uyluuu
frame
PTK command frame 0
GTK command frame 0

Range Measurement command frame

Length of Secure Payload

Probe command frame

Variable

Application-specific command frame

Application-éefined

Data frame

Vatiable

Aggregated data frame

Length of(Aggregation Header +

Aggregation Header Pad octets)

18.2.1 Seg¢urity mode O

A device opgrating in security mode 0 shall use nonssecure frames to communicate with other devices.
Such a devige shall not establish a secure relationship with any other device.

If a device operating in this mode receives a sécure frame, the MAC sublayer shall discard the frame.

18.2.2 Segurity mode 1

A device operating in security mode: 1 shall use non-secure frames to communicate with devices
operating in| security mode 0. The(device shall also use non-secure frames to communicafe with
devices opetfjating in security mode'1 with which it does not have secure relationships. The device shall
use secure |frames according-to Table 131 and Table 132 to communicate with another (device
operating in| security mode~1-with which it has a secure relationship. It shall not establish secure
relationshipg with other devices unless those devices are also operating in security mode 1.

A device opprating inisecurity mode 1 may or may not respond to command frames receivefd from
other devicep with_ which it does not have a secure relationship.

If a device operating in security mode 1 receives a secure frame from a device with which it dges not
have a secutexelationship, the MAC sublayer shall discard the frame.

If a device operating in mode 1 receives a non-secure frame from a device with which it has a secure
relationship, but the frame is required to be a secure frame per Table 131, the MAC sublayer shall
discard the frame.

18.2.3 Security mode 2

A device operating in security mode 2 shall not establish a secure relationship with devices operating
in either security mode 0 or security mode 1. The device shall use secure frames based on Table 131
and Table 132 to communicate with another device operating in security mode 2 and having a secure
relationship with it. A device operating in security mode 2 shall establish a secure relationship with
another device operating in the same security mode by a 4-way handshake prior to data exchanges.

If a device operating in mode 2 receives a secure frame from a device with which it does not have a
secure relationship, the MAC sublayer shall discard the frame.
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If a device operating in mode 2 receives a non-secure frame that is required to have frame protection
per Table 131, regardless of whether the device has a secure relationship with the device transmitting
the frame, the MAC sublayer shall discard the frame.

18.3 Temporal keys

Two devices establish a secure relationship based on a shared master key by employing a 4-way
handshake to derive a PTK as described in this Clause. They may establish a PTK for each master key
they share. Two devices have a secure relationship as long as they possess a currently installed PTK.
A device's DevAddr is part of the information used in deriving a PTK. Once a PTK is established, it
shall n

ot be changed due to a change in the device's DevAddr.

A devi
in this
Maste
is it rq
advert
anothsg
beaco
report

18.3.1

This S
device
"initiat
messal
device
respor

18.3.1

The in
to the
propos
I-Nong
MAC 9§
Nonce

On re
curren

exchamge). The responder shall perform the following steps:

1. Ge
2. De
3. Co

ce solicits a GTK from, or distributes a GTK to, another device sharing a PTK ascal
Clause.

keys are identified by MKIDs. A device is not required to include an MKID 1E/in itg
quired to advertise every MKID it possesses in the MKID IE included in its be
se some or all of the MKIDs it possesses in an MKID IE in its beaeon. A devic
r device for the MKIDs possessed by that device by addressing.aniappropriate H
h or Probe command to that device. If a device responds to a Prebe request for M
all the MKIDs it possesses.

Mutual authentication and PTK derivation

fandard uses a 4-way handshake to provide mutual authentication and PTK gener
S sharing a master key. To perform a 4-way handshake, the two devices assume
br'" and "responder”, respectively. A 4-way hahdshake consists of four mess
ge 1, message 2, message 3, and message 4,<¢hat are sent back and forth betw
5. The device sending message 1 becomes' the initiator. The other device &
der.

.1 4-way handshake message 1

tiator shall begin a 4-way handshake,; by composing and sending message 1 in a P]
fesponder. In this command, the initiator shall specify the MKID for use in the 4-way
e a TKID for the PTK to be derived, and include a unique 128-bit cryptographic ran
e. The proposed TKID shallh\be different from any TKID currently installed in the in
ublayer or being used in“an in-progress 4-way handshake involving this initiator d
shall be generated anew’each time the initiator starts a new 4-way handshake.

eption of messagé:l, the responder shall verify that the requested TKID is uni
ly installed for-'an active temporal key or requested by an in-process 4-way

herate a ew 128-bit cryptographic random number, R-Nonce.
ive the-PTK and KCK as specified in 18.3.4.

50 described

beacon, nor
hcon. It may
P may probe
robe IE in a
KIDs, it shall

ation for two
the roles of
hges, called
een the two
ecomes the

K command
handshake,
jlom number,
tiator's local
evice. The I-

ue (i.e., not
handshake

hstruct and send message 2 in a PTK command.

18.3.1.2 4-way handshake message 2

The responder shall send message 2 to the initiator as specified in 18.3.1.1. In this command, the
responder shall include an appropriate Status Code, the newly generated R-Nonce, and the PTK MIC
value computed for the message using the newly derived KCK according to 18.3.5. If the proposed
TKID in message 1 is not unique, the responder shall so indicate in the Status Code.

On reception of message 2, the initiator shall perform the following steps:
1. Derive the PTK and KCK as specified in 18.3.4.

2. Recalculate the PTK MIC for the received message using the KCK according to 18.3.5. If the
recalculated PTK MIC does not match the PTK MIC field from this message, discard and disregard
message 2 and abort the 4-way handshake. Otherwise, consider this message a proof that the
responder holds the correct master key, and proceed to the next step.
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3. Check the Status Code returned in the received message. If the Status Code indicates an abortion
of the 4-way handshake by the responder, stop the 4-way handshake as well. If the Status Code
indicates a conflict of the proposed TKID at the responder, restart the 4-way handshake with a different
TKID. If the Status Code indicates a normal status, proceed to the next step.

4. Construct and send message 3 in a PTK command.

18.3.1.3 4-way handshake message 3

The initiator shall send message 3 to the responder as specified in 18.3.1.2. In this command, the
initiator shall include the same I-Nonce as contained in message 1 and a PTK MIC computed for this
message using the newly derived KCK according to 18.3.5.

On receptiorn

1. Verify the PTK MIC for this message using the KCK according to 18.3.5. If the calculated PT
does not mafch the PTK MIC field from this message, discard and disregard messagge’8 and ab)
4-way handghake. Otherwise, consider this message a proof that the initiator holdscthe correct
key, and profeed to the next two steps.

2.
3.

18.3.1.4 4

The respong
responder s
this messag:s

of message 3, the responder shall perform the following steps:

K MIC
ort the
master

Constru¢t and send message 4 in a PTK command.

Save th¢ PTK for future use with this secure relationship.

-way handshake message 4

er shall send message 4 to the initiator as specified¢in 18.3.1.3. In this command, the
hall include the same R-Nonce as contained in message 2 and a PTK MIC computed for
e using the KCK according to 18.3.5.

On receptior

1. Verify the PTK MIC for this message using the KCKzaccording to 18.3.5. If the calculated PT
does not mafch the PTK MIC field from this message; discard and disregard message 4 and ab)
4-way handghake. Otherwise, save the PTK for future use with this secure relationship.

18.3.2 GT

of message 4, the initiator shall perform the following step:

K MIC
ort the

K exchange

Upon succe
and respond
respective G
GTK for prot

On receptior

bsful completion of a 4-way hatidshake and installation of the resulting PTK, the i
er each shall use GTK command frames (with Message Number set to 1) to distribu
TKs for broadcast traffic'to-each other. Each may also use a GTK command to distr
ecting certain multicast traffic to an intended recipient with which it holds a valid PT

of a valid GTK command frame marked as Message Number 1, a device shall ver

hitiator
e their
bute a
K.

fy that

the GTKID is
Number set

a unique TKID. The device shall then respond with a GTK command frame with Mg
0 2 and Status. Code set to the appropriate value.

ssage

A recipient
Message Nu

may request a GTK for certain multicast traffic in the form of a GTK command (with
mber setto 0) from the source device if it holds a valid PTK with the source.

On receptio of a’ valid GTK command marked as Message Number 0 the multicast source [device
shall respond-w G ain the
requested GTK. The requestmg deV|ce upon rece|V|ng this GTK command and verlfymg the
uniqueness of the proposed TKID, shall further return a GTK command with Message Number set to 2
and Status Code set to the appropriate value.

A source device distributing a GTK shall check the Status Code indicated in the returned GTK
command (Message Number set to 2). If the Status Code indicates a conflict of the proposed TKID at
the recipient device, the source device shall propose a new TKID and re-distribute the GTK to the
recipient. After receiving a returned GTK command from the recipient with the Status Code indicating a
normal status, the source device shall use the new TKID to re-distribute the GTK to each of the
devices to which it has previously distributed the GTK and with which it maintains a secure
relationship.
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A GTK shall be a 128-bit cryptographic-grade random number. A fresh GTK shall be generated when
the distributing device establishes a new group relationship. 18.3.6 provides an example means of
generating a fresh GTK.

18.3.3 Pseudo-random function (PRF) definition

A PRF is used in several places in the security specification. Depending on the use, the PRF may need
to output values of 64 bits, 128 bits, and 256 bits. This Clause defines three PRF variants:

¢ PRF-64, which outputs 64 bits,
« PRF-128, which outputs 128 bits, and
¢ PREF-256, which outputs 256 bits.

In the [following, K denotes a 128-bit symmetric key, N denotes a 13-octet nonce value, [A denotes a
uniqug 14-octet ASCII text label for each different use of the PRF, B denotes the linput data stream,
Blen specifies the length of this data stream, and || denotes concatenation. Blocks are egch 16 octets
long, gnd are defined as inputs to the AES-128 CCM for the MIC generationcas’specified in 18.5.

CCM-MAC-FUNCTION(K, N, A, B, Blen)

begin

Form authentication block B_0 from flags = 0x59, N, and I(m) = 0
Form authentication block B_1 from I(a) = 14 + Blen and A

Form additional authentication blocks from B

(with last block zero padded as needed)

Form g¢ncryption block A_0 from flags = 0x01, N,<and Counter_ 0 =0
R« MIC (K,B_0,B_1, ..., A_0)

return|R

PRF(K, N, A, B, Blen, Len)

fori«]1to (Len + 63)/64 do

R < R||| CCM-MAC-FUNETION(K, N, A, B, Blen)
N« NJ+ 1

return|L(R, 0, Len):="Len most-significant bits of R

PRF-6K(K,(N,'A, B, Blen) = PRF(K, N, A, B, Blen, 64)
PRF-1R8kK N-AB Blen)=PRFEK NA B Blen-128)
PRF-256(K, N, A, B, Blen) = PRF(K, N, A, B, Blen, 256)

18.3.4 PTK and KCK derivation

PRF-256 shall be employed to generate the PTK and KCK associated with a 4-way handshake as used
in 18.3.1 based on the following parameters as defined in Table 133.

K- The PMK
N - B12-11= InitiatorDevAddr, B10-9= ResponderDevAddr, B8-6 = PTKID, B5-0 = zero

A - "Pair-wise keys"
B - I-Nonce || R-Nonce
Blen - 32
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Table 133 - PTK and KCK generation parameters

Name Size (octets) Description
InitiatorDevAddr 2 DevAddr of device with role of initiator
ResponderDevAddr 2 DevAddr of device with role of responder
I-Nonce 16 Random number selected by initiator (in message 1)
R- Nonce 16 Random number selected by responder (in message 2)
PTKID 3 Negotiated TKID value for the PTK to be derived (in message 1)
PM 16 A pre-shared pair-wise master key identified by the MKIDY(in message 1)

The PRF-256 is called with these parameters to compute a 256-bit key stream

KeyStream 4- PRF-256(K, N, A, B, Blen)

This key stream is then split to form the desired PTK and KCK. ‘The least-significant 16 oc
KeyStream Qecome the KCK while the most-significant 16 octets’rbecome the PTK, as defined ir

134.

Table 134 - KCK and, PTK Source

Key Source
KCK KeyStream octets 0 through 15
PTK KeyStream octets 16 through 31

18.3.5 PTK MIC generation

The 4-way handshake uses an.'out-of-band MIC" calculation for the PTK MIC field in hang

messages 2t4. PRF-64 shall\be used to provide the PTK MIC calculation. The PRF-64 para
shall be defiped as follows based on Table 133:

K- The KCK

N - B12-11 = InitiatorDevAddr, B10-9 = ResponderDevAddr, B8-6 = PTKID, B5-0 = zero
A - "out-oftbandMIC"

tets of
Table

shake
neters

B - Fields from MesSage Number 1o I-Nonce/R-Nonce contained in the PTK command

Blen - Length in octets of B = 48

PTK MIC « PRF-64(K, N, A, B, Blen)

18.3.6 Random number generation

To implement the cryptographic mechanisms outlined in this Standard, devices need to generate
cryptographic grade random numbers. RFC 4086 [4] gives a detailed explanation of the notion of
cryptographic grade random numbers and provides guidance for collecting suitable randomness. It
recommends collecting random samples from multiple sources followed by conditioning with PRF. This
method can provide a means for an implementation to create an unpredictable seed for a pseudo-
random generation function. The example below shows how to distill such a seed using random
samples and PRF-128.
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LoopCounter =0

Nonce =0

while LoopCounter < 32 begin

result = PRF-128(0, Nonce, "InitRandomSeed", DevAddr || Time || result || LoopCounter, dataLen)
Nonce « Nonce + 1

result « result || <randomness samples>

end

GlobalSeed = PRF-128(0, Nonce, "InitRandomSeed", DevAddr || Time || result |[DUoopCounter,
datalLgn)

Once the seed has been distilled, it can be used as a key for further random numbgr.'genenation. The 4-
way handshake requires each party to supply a 128-bit random number. This pumber can e generated
using fhe seed and PRF-128.

GenergteRandomNonce
begin
N = DgvAddr || DevAddr || zero
Collect randomness samples

result £ PRF-128(Global Seed, N, "Random Numbers", <rahdomness samples>, length offsamples)
returnfresult

18.4| Frame reception steps and replay prevention measures

A recipient device shall carry out the reception.steps and replay prevention measures ag specified in
this Clpuse.

18.4.1 Frame reception
The MAC sublayer shall perform the following validation steps when receiving frames:

1. Vaglidate the FCS. If this validation fails, discard the frame. Otherwise, acknowledge [the received
frame lsing the appropriate acknowledgment rules, and proceed to the next step.

2. Vdlidate the Secure bit'setting in the MAC Header and take the appropriate actions acpording to its
securify mode as specified in 18.2. If the frame is not discarded and the Secure bit is|set to ONE,
proceqd to the next.step.

3. Vaglidate theCFKID. If the TKID does not identify a currently installed PTK or GTK] discard the
frame.|Otherwise, proceed to the next step.

4. V4glidate )the MIC using the identified PTK or GTK as specified in 18.5. If this validation fails,
discard the’frame. Otherwise, proceed to the next step.

5. Detect frame replay as specified in 18.4.2. If replay is detected, discard the frame. Otherwise,
update the replay counter that was set up for the PTK or GTK used for this frame as also specified in
18.4.2, and proceed to the next step.

6. Process the frame as specified in Clause 17, including duplicate frame filtering. If the frame was
already received, discard it. Otherwise, proceed to the next step.

7. Decrypt the frame. This step may be taken in parallel with the MIC validation step.

18.4.2 Replay prevention

Each transmitting MAC sublayer shall set up a 48-bit SFC and initialize it to zero when a temporal key,
PTK or GTK, is installed to it. The MAC sublayer shall increment the SFC by one before transmitting a
secure frame - whether a new frame or a retry - that uses the temporal key, and shall set the SFN in
that secure frame to the value of the SFC after the increment.
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Each recipient MAC sublayer shall set up a 48-bit replay counter when a temporal key, PTK or GTK, is
installed to it. The MAC sublayer shall initialize the replay counter to zero for an installed PTK, and to
the GTK SFC for an installed GTK which was contained in the GTK command distributing the GTK.

Upon receipt of a secure frame with valid FCS and MIC, the recipient shall perform replay attack
detection and protection as follows:

The recipient shall compare the SFN extracted from the received frame with the reading of the replay
counter for the temporal key used by the frame. If the extracted SFN is smaller than or equal to the
replay counter reading, the recipient MAC sublayer shall discard the frame. Otherwise, the recipient
shall set the corresponding replay counter to the received SFN.

The recipienl shall insure that the frame passes FCS validation, replay prevention, and MIC veriﬁcation

before using

the SFN to update its replay counter.

18.4.3 Implications on GTKs

Because a rgecipient maintains only one replay counter per installed temporal key(that recipignt can
receive traffic from only one source using a given temporal key. A scheme that allows multiple fource
devices to use the same GTK will result in frames sent from some of those~solrces being s¢en as
replay attacks. To avoid this problem, each source device in a group is reqdired to distribute a binique
GTK to the recipients in the group.

18.5 AHS-128 CCM Inputs

AES-128 CQM provides confidentiality, authentication, and integrity)for secure frames defined|in this

Standard. TH

18.5.1 Ov

AES, the Ad
block cipher
MAC, is spe
for authenti
messages.

Encryption is
integrity cod

is Clause specifies the various fields required for AES-128 CCM operation.
Erview

vanced Encryption Standard, is specified in(RIPS PUB 197. AES-128 defines a synj
that processes 128-bit data blocks using>128-bit cipher keys. CCM, counter with

Cified in RFC 3610. CCM employs counter mode for encryption and cipher block ch
cation. AES-128 CCM combines AES-128 with CCM to encrypt and authe

done on part or all of the Secure Payload, while authentication is provided by a me
e (MIC) that is included in eaeh secure frame. MIC also protects the integrity of th

metric

CBC-
aining
hticate

ssage
e MAC

Header and Frame Payload in a secure-frame.

CCM has twp input parameters - M"(number of octets in authentication field) and L (number of ogtets in
length field).| For this Standard, M= 8 and L = 2.

CCM requirg¢s the use of ‘ajtemporal key and a unique Nonce for each transmitted frame|to be
protected. The SFN is cembined with frame addressing and temporal key identification information to
provide a urligue Nonge-for every secure frame. Since every frame protection with a key reqliires a
unique Nonge, temporal keys have a known lifetime. Each temporal key can be used to protect yip to n

frames, whe

e n(ds,the maximum value of the SFN. All security guarantees are void if a honce V|

alue is

used more tlran once with the same temporal key.

In the following figures in this Clause defining the format of Nonce and CCM blocks, the most-
significant octet is represented to the left of the other octets.

18.5.2 No

The CCM Nonce is a 13-octet field, consisting of the 2-octet SrcAddr, 2-octet DestAddr,

nce

3-octet TKID,

and 6-octet SFN for the current frame. The Nonce is used as a component of authentication block B_0,
an input to CBC-MAC. It is also used as a component of input block A_i for CCM encryption. It provides
the unigqueness that CCM requires for each instance of authentication/encryption. The CCM Nonce
shall be formatted as defined in Figure 111. In this figure, each component of the Nonce is represented
with the most-significant octet on the left and the least-significant octet on the right.
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octets: 2 2 3 6

SrcAddr DestAddr TKID SFN

Figure 111 - Nonce input to the CCM algorithm

18.5.3 CCM blocks

The C
below.

CM authentication blocks shall be formatted as defined Iin Figure 112 and furthpr described

octegs: 1| 13 2 2 10 2 1 1 EO 0-15 P H{EO 0-15
Flags (= |Nonce | Encrypted | Additional MAC Encryption | Security | O Securé Zero Segure Zero
0x$9) data length |authenticated| Header | Offset (EO) | Reserved Payload |padding| Payjoad |padding
I(m) =P — | datalength partion not portipn to
EO (@) =14+ to be be
EO encrypted encrypted
B_O B_1 B 2, .., B_(M1) B|M, ..., B_N

18.5.3.1 Authentication block B_0
Authentication block B_0 is the first input hlock to the CBC-MAC algorithm. It shall be

define

the legst-significant octet on the right. The Nonce component is represented with the leal
octet gn the left and the most-significant octet on the right.

18.5.3.2 AAuthentication block B_1

Authe

Figure 112 - Input to C€M-authentication blocks

i in Figure 113. The component I(m)4ds represented with the most-significant octet o

octets: 1 13 2

Flags = 0x59 Nonce I(m)

Figure 113 - Format of authentication block
B O

tication block B_1 is the second input block to the CBC-MAC algorithm. It shall be

formatted as
n the left and
St-significant

formatted as

define

cant octet on

. = 14 4 1 o Ll L +la Lo o +acl S P % H £
d T T TyuUrTc LLS. 1T Lo JTULUR, TN T1(A) CUTTTPUTITTIUTO TCUYTTOTTIITU VWILIT UITC TITU ST OoTY I

the left and the least-significant octet on the right. The EO and MAC Header components are
represented with the first octet transmitted into the wireless medium on the left and the last transmitted
octet on the right.

© IS0/l

octets: 2 10 2 1 1

I(a) MAC Header EO Security Reserved 0

Figure 114 - Format of authentication block B_1
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18.5.3.3 Authentication blocks B_2, ..., B_N
Authentication blocks B_2, ..., B_(M-1) and B_M, ..., B_N, if any, are additional input blocks to the

CBC-MAC al

gorithm. They shall be formatted as defined in Figure 115. They are formed by breaking

the Secure Payload portion not to be encrypted into 16-octet blocks and the Secure Payload
portion to be encrypted into 16-octet blocks. The last block constructed from the Secure Payload

portion not t

o be encrypted is padded with zero values as needed to insure 16-octet block length.

Likewise, the last block constructed from the Secure Payload portion to be encrypted is padded with
zero values as needed to insure 16-octet block length. The padding octets are not transmitted onto the
wireless medium.

In each of th
encrypted sk
and the lateq
the right.

18.5.3.4 H

CCM uses e
the CBC-MA
defined in H
shall be init
encryption b

octets: EO 0-15 P-EO 0-15
Secure Payload Zero Secure Payload Zero
portion not to be padding portion to be padding

encrypted encrypted
B_2,..,B_(M-1) B_M, ..., B_N

Figure 115 - Format of authentication blocks
beginning from B_2

e blocks B_2, ..., B_(M-1) or B_M, ..., B_N, the Sectre Payload portion not to be, of to be,
all be represented with the earliest octet transmitted into the wireless medium on the left
t transmitted octet on the right. When needed,"B*(M-1) and B_N are padded with z¢ros to

ncryption blocks A_0, A_1, ..., Aym
ncryption blocks A_0, A_1, ..., A_m to.generate key stream blocks that are used to gncrypt
C and the Secure Payload portiofisto be encrypted. These blocks shall be fornped as
gure 116. In this figure, Counteri is a 2-octet monotonically incrementing countgr that
alized to 0 for each secure frame. It shall be incremented by one for each sucdessive
ock. The Counter i component of A_i shall be represented with the most-significart octet

on the left apd the least-significant oCtet on the right. The Nonce component shall be representgd with

the least-sig

hificant octet on the left and the most-significant octet on the right.

octets: 1 13 2

Flags = 0x01 Nonce Counter i

Figure 116 - Format of A_i blocks
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Annex A
(normative)

MUX sublayer

The MUX sublayer is the MAC client as depicted in Figure 31 and routes data between the MAC sublayer
and MUX clients.

Al MUX service

The MUX sublayer is expressed in terms of the MUX SAP, the MUX service, and the MUX-client. Each MUX
client i$ associated with a unique protocol. Service data units presented at the MUX/SAP by the MUX client
are therefore associated with that protocol.

The protocol is encoded in a MUX header as either:

« A protocol identifier and an OUI; or
¢ An [EEE Ethertype value [6].

The MUX service adds a MUX header to the MUX service data énit to construct a MUX protgcol data unit.
The MUX sublayer makes use of the service provided by the MAC sublayer for the transfer ¢f its protocol
data units.
On recgipt of a MUX protocol data unit from the MAC sublayer, the MUX service removes the] MUX header
and delivers the transported service data unit to the appropriate MUX client based on the identifled protocol.

A.2 MUX protocol data unit format

A MUX protocol data unit consists of a MWUX Header and a MUX Payload and is illustrated in Figure
A.l.

octets:)2or 5 N

MUX Header MUX Payload

Figure A.1 - MUX protocol data unit format

The MUX Payload field contains the MUX service data unit that is a payload data unit of the protocol
identified inthe'MUX Header.

H P 'y £ _ilo ML L1 pu | alaal H el la. 1 pu | pu | H
The first-two—octets—of-the v Header-are—encoded—as—unsigned-binary—valtresand—are—delivered to the

MAC sublayer in order from the octet containing the most-significant bits to the octet containing the least-
significant bits. The octet order for this field is the reverse of that for most fields in this specification.

The MUX Payload is a sequence of octets labeled as MUX Payload[0] through MUX Payload[M-1]. Octets
are passed to the MAC sublayer in ascending index-value order.

The MUX Header and MUX Payload together form the payload of the MAC sublayer, which appears to the
MAC as a sequence of octets labelled as payload[0] through payload[P-1], as specified in 16.2.

There are three versions of the MUX Header, which are distinguished based on the value of the first two
octets of the header.
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A.2.1 MUX Header - OUI version

The first version has a length of five octets and is defined in Figure A.2.

octets: 2

Protocol ID

Oul

(00000 - OXO0FF)

Figure A.2 - Format of first version of MUX Header

The Protocol|ID field is restricted to values from 0 through 255 and is set to a value thatidentifies a grotocol
defined by the owner of the OUI specified in the OUI field. The OUI is a sequenge of 3 octets, labglled as

oui[0] through

A.2.2 MUX Header - reserved version

The second \ersion of the MUX Header has a length of two octets and iS defined in Figure A.3

The Protocol |ID field has values between 256 and 1 535 as defined in Table A.1.

oui[2]. Octets of the OUI are passed to the MAC sublayer in ascending index-value ordgr.

Figure A.3 -Format of second version of MUX Header

Table A.1 - Protocol ID in the MUX Header

octets: 2

Protocol'1D

(00100 - 0XO5FF)

244

Value Description
Q.-.255 Defined h‘,’ the QU owner
256 Protocol ID value for WiMedia Logical Link Control
Protocol
257 Protocol ID value for Bluetooth
258 - 1535 Reserved for future use
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A.2.3 MUX Header - Ethernet type version

The third version of the MUX Header has a length of two octets and is defined in Figure A.4.

octets: 2

Ethernet Type

(00600 - OXFFFF)

Figure A.4 - Format of third version of MUX Header

The Ethernet Type field is restricted to values from 1 536 through 65 535 and is set to th¢ value of an
Etherngt type [6] identifying a protocol.

© ISO/IEC 2009 - All rights reserved 245


https://iecnorm.com/api/?name=b8b0964792bf6fb451479ca47b37710c

ISO/IEC 26907:2009(E)

B.1

Annex B
(normative)

MAC Policies

Beacon slot selection

When a device selects an initial beacon slot after scanning for beacons as described in 17.2.3, the device

shall transmit

B.2 Re

A reservation

Row compon
within every 2

a beacon only if it selected a slot within mMaxBPLength/2 after the BPST.

servation limits

consists of a row component and a column component.

ent: A portion of a reservation that includes an equal number of MASs,'at the same 0
one, optionally excluding zone zero, as indicated in the DRP IEs.

Column component: The portion of the reservation that is not a row component,

Rules stated

n this Clause apply independently to a device whether it is a resepvation owner or a rese

target. They dlo not apply to DRP IEs with Reservation Type set to Alien BR,

A device may
if they were g
A device sha

consider contiguous reservation blocks from multiple colimn components in the same 7
single reservation block in a single column component.

| not allocate more channel time than necessary fohits optimal operation.

ffset(s)

rvation

one as

A device shall set the Unsafe bit of the DRP Control field of a DRP IE according to the following rules:

A) A device shall not identify more than mTotalMASLKimit MASs in DRP IEs with the Unsafe bif set to
ZERO,

B) A devicp shall not identify more than Y consecutive MAS in the same zone within a column component
in DRHA IEs with the Unsafe bit set to ZER©, where Y is a function of the MAS number within tHe zone
(countipg from zero) of the earliest reserved MAS within the set of consecutive MASs, as defined in
Table B.1.

Table B.1 - Reservation block size limits
First MAS number Y
0 8
1 7
2 6
3 5
4 4
5 4
246 © ISO/IEC 2009 - All rights reserved



https://iecnorm.com/api/?name=b8b0964792bf6fb451479ca47b37710c

ISO/IEC 26907:2009(E)

Table B.1 - Reservation block size limits (concluded)

First MAS number Y

©| 0| N| O

11

12

13

14

=
o
RPIN WD

15

C) Aldevice shall not set the Unsafe bit to ONE in DRP IES except to comply with A) or B).
A devige shall not include MASs in zone zero in the columncomponent of a reservation.

A devi¢ge may at any time send a Relinquish RequestE'in its beacon where the Target DevAdgdr identifies a
device|transmitting its beacon with one or more DRP IEs with the Unsafe bit of the DRP IE Cantrol field set
to ONH (unsafe DRP IEs). The device shall not.set the Target DevAddr field to identify a device if that device
does npt include any unsafe DRP IEs in its beacon, unless forwarding a received Relinquish Request IE to
its resgrvation owner, as specified in 17.1.10.19.
The Allocation fields of the Relinquish Request IE should identify MASs in one or more unsafe DRP IEs.

The Re¢ason Code of the RelinquishuRequest Control field should be set to a valid Reason Cgde indicating
the regson for requesting the identified MASSs.
If a device receives a beacon ‘that contains a Relinquish Request IE with Target DevAddr get to its own
DevAdgr that identifies MASS it includes in an unsafe DRP IE, it shall:

¢ Maodify its DRP IEs;t0 remove the identified MASSs; or

*  Maodify its DRP-IEs such that the Unsafe bit in any DRP IE that includes one or more identified MAS is
sef to ZERO-per the previous rules in this Clause.

The device-shall make this adjustment within mUnsafeReleaseLimit superframes after first |receiving the
Relinquish’Request IE

If a device requests a neighbour to release MASs in an unsafe DRP IE, the device shall not include a new
unsafe DRP IE in its beacon or change a DRP IE to set the Unsafe bit to ONE until mOwnerUnsafeHoldoff
has passed.

If a device includes an unsafe DRP IE in its beacon and it receives a Relinquish Request IE that identifies
MASSs included in the DRP IE, it shall not include a new unsafe DRP IE in its beacon or change a DRP IE to
set the Unsafe bit to ONE until the neighbour requesting release establishes a new DRP IE or
mTargetUnsafeHoldoff has passed.

B.3 PCA reservations

If a device initiates frame transactions in PCA reservations established by its neighbours, it should also
establish PCA reservations that include the MASs it uses. A device shall not initiate frame transactions in
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