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Notices

Copyright © OASIS Open 2002-2011. All Rights Reserved.

All capitalized terms in the following text have the meanings assigned to them in the OASIS
Intellectual Property Rights Policy (the "OASIS IPR Policy"). The full Policy may be found at the
OASIS website.

tha comment onor otherW|se explaln |t or assist in |ts |mpIementat|on may be prepared copied,
published, and distributed, in whole or in part, without restriction of any kind, provided that-the
abave copyright notice and this section are included on all such copies and derivative works.
Hopever, this document itself may not be modified in any way, including by removing'the
copyright notice or references to OASIS, except as needed for the purpose of deyéloping any
dogument or deliverable produced by an OASIS Technical Committee (in which case the rules
applicable to copyrights, as set forth in the OASIS IPR Policy, must be followed) or as required fo
trapslate it into languages other than English.

This document and the information contained herein is provided on"an "AS IS" basis and OASI
DIFCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED T¢(
ANY WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE A
OWNERSHIP RIGHTS OR ANY IMPLIED WARRANTIES,OF MERCHANTABILITY OR FITNE
FOR A PARTICULAR PURPOSE.

Nz ow

OASSIS requests that any OASIS Party or any otherparty that believes it has patent claims that
wollld necessarily be infringed by implementations of this OASIS Committee Specification or
OASIS Standard, to notify OASIS TC Administrator and provide an indication of its willingness
grant patent licenses to such patent claims:in a manner consistent with the IPR Mode of the
OASIS Technical Committee that produced this specification.

O

OASIS invites any party to contact the’OASIS TC Administrator if it is aware of a claim of
ownership of any patent claims that would necessarily be infringed by implementations of this
spgcification by a patent holdenthat is not willing to provide a license to such patent claims in a
mahner consistent with the.IPR Mode of the OASIS Technical Committee that produced this
spgcification. OASIS mayinclude such claims on its website, but disclaims any obligation to do
sO.

OASIS takes no position regarding the validity or scope of any intellectual property or other rights
that might be elaimed to pertain to the implementation or use of the technology described in thig
dogument orthe extent to which any license under such rights might or might not be available;
neither dees’it represent that it has made any effort to identify any such rights. Information on

OASIS'(procedures with respect to rights in any document or deliverable produced by an OASI$
Te hnlcal Commlttee can be found on the OASIS web3|te Copies of clalms of rights made

attempt made to obtaln a general I|cense or perm|SS|on for the use of such proprletary nghts by
implementers or users of this OASIS Committee Specification or OASIS Standard, can be
obtained from the OASIS TC Administrator. OASIS makes no representation that any information
or list of intellectual property rights will at any time be complete, or that any claims in such list are,
in fact, Essential Claims.

The names "OASIS", “OpenDocument”, “Open Document Format”, and “ODF” are trademarks of
OASIS, the owner and developer of this specification, and should be used only to refer to the
organization and its official outputs. OASIS welcomes reference to, and implementation and use
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of, specifications, while reserving the right to enforce its marks against misleading uses. Please
see http://www.oasis-open.org/who/trademark.php for above guidance.
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1 Introduction

1.1 Introduction

This document is part of the Open Document Format for Office Applications (OpenDocument)
Version 1.2 specification. It defines a package format for OpenDocument documents.

1.2 Terminology

All fext is normative unless otherwise labeled.

Text with a gray background color which is contained in boxes is informative. It Jists the XML
element-element and element-attribute relations for cross reference purposes;

Within the normative text of this specification, the terms “shall”, “shall not?; “should”, “should no}”,
“may” and “need not” are to be interpreted as described in Annex H of ISO/IEC Directives].

XML Element, attribute names, attribute value types, and attribute-values appear in monospacg
font.

1.8 Normative References

[ISO/IEC Directives] ISO/IEC Directives, Part 2 (Eifth Edition) Rules for the structure and
draffting of International Standards, International Organization for Standardization and Internatignal
Electrotechnical Commission, 2004

[OYVL] Deborah L. McGuinness, Frank van:Harmelen, OWL Web Ontology Language Overview,
http://www.w3.0rg/TR/2004/REC-owl-features-20040210/, W3C, 2004.

[PNG] David Duce, Portable Netwark Graphics (PNG) Specification (Second Edition),
httg://www.w3.0rg/TR/2003/REC=RNG-20031110, W3C, 2003.

[RDF-CONCEPTS] Graham Klyne, Jeremy J. Carroll, Brian McBride, Resource Description
Framework (RDF): Concepts and Abstract Syntax, http://lwww.w3.0rg/TR/2004/REC-rdf-concepts-
20040210/, W3C, 2004

[ROF-XML] Dave)Beckett, Brian McBride, RDF/XML Syntax Specification (Revised),
httg://www.w3.0rg/TR/2004/REC-rdf-syntax-grammar-20040210/, W3C, 2004.

[REC2898] B. Kaliski, PKCS #5: Password-Based Cryptography Specification Version 2.0,
httg://www:ietf.org/rfc/rfc2898.txt, IETF, 2000.

[REC3474] D. Eastlake, 3rd, P. Jones, US Secure Hash Algorithm 1 (SHA1),

htt L H Y 4 Sk o el DA 74 4.4 1T _ONNA
STWWVWLICTL.UTYITTUIMTTOO TTS.IAL, TE T, ZUUT.

[RFC3986] T. Berners-Lee, R. Fielding, L. Masinter, Uniform Resource Identifier (URI):
Generic Syntax, http://www.ietf.org/rfc/rfc3986.txt, IETF, 2005.

[RFC3987] M. Duerst, M. Suignard, Internationalized Resource Identifiers (IRIs),
http://www.ietf.org/rfc/rfc3987 .txt, IETF, 2005.

[RFC4288] N. Freed, J. Klensin, Media Type Specifications and Registration Procedures,
http://lwww.ietf.org/rfc/rfc4288.txt, IETF, 2005.
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[RNG] ISO/IEC 19757-2 Document Schema Definition Language (DSDL) -- Part 2: Regular-
grammar-based validation -- RELAX NG, International Organization for Standardization and
International Electrotechnical Commission, 2003

[Schneier] Bruce Schneier, Applied Cryptography (Second Edition), John Wiley & Sons,
ISBN: 0-471-11709-9, 1996

[XAdES] XML Advanced Electronic Signatures (XAdES) (ETSI TS 101 903 v1.4.1 June
2009), ETSI, 650 Route des Lucioles, F-06921 Sophia Antipolis Cedex, FRANCE,
http://webapp.etsi.org/workprogram/Report_ Workltem.asp?WKI_1D=28064, 2009.

[xml-names] Tim Bray et al., Namespaces in XML 1.0 (Second Edition),

[XNIL1 0] Tim Bray, Jean Paoli, C. M. Sperberg McQueen Eve Maler, Frangois Yergeau ,

[xmldsig-core] Donald Eastlake, Joseph Reagle, David Solo, Frederick Hirsch, Thomas
Roessler, XML Signature Syntax and Processing (Second Edition),
http://www.w3.0rg/TR/2008/REC-xmldsig-core-20080610/, W3C, 2008.

[xmlenc-core] Donald Eastlake, Joseph Reagle, XML Encryption Syntax and Processing,
http://www.w3.0rg/TR/2002/REC-xmlenc-core-20021210/, W3€, 2002.

[xmlschema-2] Paul V. Biron, Ashok Malhotra, XML Schéma Part 2: Datatypes Second Edition,
http://www.w3.0rg/TR/2004/REC-xmIschema-2-20041028/, W3C, 2004.

[ZIP] PKWARE Inc. Zip APPNOTE Version 6.2.0; available at
http://www.pkware.com/support/application-ngte-archives, 2004

1.4 Non Normative References

[Sghneier-Errata] Bruce Schneir, Applied Cryptography 2nd. Ed. - Errata,
http://www.schneier.com/book-applied-errata.html, 1998.

1.p Namespaces

The namespaces used or defined by OpenDocument part 3 are listed in tables 1 and 2.

The prefix coldmn in tables 1 and 2 lists the namespace prefixes this specification uses when
referring to €lements and attributes in different namespaces. Conforming OpenDocument
doguments-may substitute other namespace prefixes, bound to the listed namespace URI's, in

Recommendatlon [xml- names]

Table 1 - XML Namespaces defined by the OpenDocument specification part 3

Prefix Description Namespace
manifest Elements and attribute contained in urn:oasis:names:tc:opendocument:xmins:
the package manifest. manifest:1.0
OpenDocument-v1.2-o0s-part3 29 September 2011
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Prefix Description Namespace
dsig Elements and attribute contained in urn:oasis:names:tc:opendocument:xmins:
digital signature files. digitalsignature:1.0

Table 2 - XML Namespaces defined by the OpenDocument metadata manifest ontology

Prefix Description Namespace
pkg OWL classes and properties http://docs.oasis-
caontained in metadata manifest files aopen nrg/nq/nffi(‘p” 9/mpfn/pkgﬁ
Table 3 - XML Namespaces used by the OpenDocument digital signature schema
Prefix Description Namespace
ds XML Digital Signature Syntax and http://www.w3.0rg/2000/09/xmldsig#
Processing namespace (see [xmldsig-
core])
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2 Packages, Package Consumers and Package
Producers

2.1 Introduction

The-OperBDesument-spesification-definesconformance-forpackages—package-conrsumers—and
pagkage producers, with two conformance classes called conforming and extended conforming.
This chapter defines the basic requirements for the individual conformance targets.

2.2 Packages

2.2.1 OpenDocument Package

An|OpenDocument Package shall meet the following requirements:

A) |t shall be a Zip file, as defined by [ZIP]. All files contained in thé-Zip file shall be non
compressed (STORED) or compressed using the “deflate” (DEFLATED) algorithm.

=

o

t shall contain a file “META-INF/manifest.xml”. This filehall meet the following requirements:

B.1) The file shall be a well formed XML document in’ accordance with the [ XML1.0]
specification.

[72]

B.2) The XML root element of the file shall beya <manifest:manifest> element 4.2,

B.3) The XML file shall be valid with respect to the manifest schema defined in appendix A.1
OpenDocument Manifest Schema.

Cc

~

t should contain a file “mimetype’

D) |t may contain files whose relative paths begin with “META-INF/” and whose names contain the
string “signatures”. These fileshall meet the following requirements:

D.1) The files shall bexwell-formed XML files in accordance with [XML1.0].

D.2) The XML root.element of each file shall be a <dsig:document-signatures> elemgnt
5.2.

D.3) The files-shall be valid with respect to the digital signature schema defined in appendix
A.2 OpenDocument Digital Signature Schema.

E) [t shallnot contain other files whose relative path begins with “META-INF/” other than than
thope listed in B) and D).

F) The files listed in (B) and (D) meet the following requirements:

F.1) They shall be namespace-well-formed with regard to the XML Namespaces specification
[xml-names].

F.2) They shall conform to the xml-id specification [XML-ID].
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2.2.2 OpenDocument Extended Package

G) An OpenDocument Extended Package shall meet all requirements of a conforming package
except item E) of 2.2.1.

2.3 Producers

2.3.1 OpenDocument Package Producer

An|OpenDocument Package Producer is a program that creates conforming OpenDocument
pagkages, and that meets the additional requirements:

A) |t may produce conforming OpenDocument extended packages, but it shall have a made of
opgration where all OpenDocument packages that are created are conforming OpenDocument
pagkages.

B) |t shall be accompanied by a document that defines all implementation-defined values used py
thel OpenDocument package producer.

2.3.2 OpenDocument Package Extended Producer

An|OpenDocument Package Extended Producer is a program that creates conforming
OpenDocument extended packages. It shall be accompanied'by a document that defines all
implementation-defined values used by the OpenDocument'package producer.

2.4 OpenDocument Package Consumer

An|OpenDocument Package Consumer is a program that can parse and interpret OpenDocumgnt
pagkages, and that meets the following additional requirements:

A) |t shall be able to parse and interpret\OpenDocument packages and OpenDocument extended
pagkages, but it need not interpret theysemantics of all elements, attributes and attribute values|.

B) 'he XML parser used to parse the files listed in 2.2.1 (B) and 2.2.1 (D) meets the following
requirements:

.1) It shall be a nonvalidating XML processor with regard to the XML 1.0 specification
XML1.0].

.2) It shall be a*eonforming processor with regard to the XML Namespaces specification [xml-
ames].

.3) It shall conform to the xml-id specification [XML-ID].
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3 Packages

3.1 General

OpenDocument defines a package file to store the XML content of a document as separate parts

], whose structure is described in Appendix C. OpenDocument .Packages impose additiona

strycture on the Zip file to accomplish the representation of OpenDocument Format documents.

document within a package may consist of a set of files creating a unit, for instance the set of
filey specified by OpenDocument part 1. These files may be located in the root of the'package,
within a directory. If they are contained in the root of the package, they are called \document. If
thel are located within a directory, the document they constitute is called a sub-document. A
pagkage may contain multiple sub documents, but only a single document.cai be contained in
roof of the package. Unless otherwise stated, the term document refersto.the document
corjtained in the root of the package. This may include sub documents:

3.2 Manifest

All ODpenDocument packages shall contain a file named ‘META-INF/manifest.xml”. This file is t
OpenDocument package manifest. The manifest provides-

- | Alist of all of the files in the package (except those specifically excluded from the manifest].

- | The MIME media type of each file in the package.

- | If afile is stored in the file data in encrypted form, the manifest provides information requirg
to decrypt the file correctly when the-ercryption key is also supplied.

The format of the manifest file is specified in chapter 4.

For all files contained in a package, with exception of the “mimetype” file and files whose relativ
path starts with “META-INF/1, the “META-INF/manifest.xml” file shall contain exactly one
<mgnifest:file-entry> element whose manifest: full-path attribute's value refereng
the|file.

The¢ “META-INF/manifest.xml” file need not contain <manifest:file-entry> elements 4.3
whpse manifesti»full-path attribute 4.8.4 references files whose relative path start with
"META-INF/".<The file shall not contain <manifest:file-entry> elements whose
mahifestufall-path attribute value references the “META-INF/manifest.xml” file itself or th

mimetype? file.

together with associated binary data as file entries in a single package file. These file entries may

the

ne

o

4%

a)
-

The “META-INF/manifest.xml” file should contain a <manifest:file-entry> element whos

manifest:full-path attribute has the value "/". This element specifies information regarding

the document stored in the root of the package. This entry shall exist if the package contains a
"mimetype"

3.3 MIME Media Type

file

If a MIME media type for a document exists, then an OpenDocument package should contain a
file with name “mimetype”. The content of this file shall be the ASCIl encoded MIME media type

associated with the document. See [RFC4288].
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The “mimetype” file shall be the first file of the zip file. It shall not be compressed, and it shall not
use an 'extra field' in its header.

If the file named “META-INF/manifest.xml” contains a <manifest:file-entry> element
whose manifest: full-path attribute has the value "/", then a "mimetype" file shall exist, and
the content of the “mimetype” file shall be equal to the value of the manifest:media-type
attribute 4.8.10 of that element.

Note: The purpose is to allow the type of document represented by the package to be discovered
through 'magic number' mechanisms, such as Unix's file/magic utility. If a Zip file contains a file at
the beginning of the file that is uncompressed, and has no extra data in the header, then its file
namre—at |u' Uldtd vall bc fUUI Id dt fi)\cu' PUbitiUI 15 fIUI LI t: 1c IUUHEI L} Iil LI®) Uf ti 1< pdb:\dUU. ?v'iun C
spgcifically, one will find:

« | the string 'PK' at position 0 of all zip files
« | the string 'mimetype' beginning at position 30

- | the media type itself beginning at position 38.

3.4 Encryption

3.4.1 General

OpenDocument packages may be encrypted by encrypting/some or all files within the package
The encryption process takes place in the following stages:

- | Asingle start key is generated and used for all of.the keys that will be derived.
« | The derived key is generated based on the start key.
- | The files are encrypted based on the derived key and the encryption algorithm.

Thie information regarding the algorithms:that were used to encrypt a file and required paramefers
are| contained in the manifest. The manifest shall not be encrypted.

Each file entry that is encrypted shall be compressed with the “deflate” algorithm before being
engrypted. Encrypted file entries-shall be flagged as 'STORED' rather than 'DEFLATED' in the Zip
filels central directory. The size of the encrypted file should replace the real size value in the filg
enfry's central directory records, its local file header and the data descriptor, if any. The original
ungompressed, unengrypted size shall be contained in the manifest:size 4.8.13 attribute of
thel<manifest:file=entry> 4.3 element for the file entry.

The encryptedform can be of greater size than the DEFLATED file used as the plaintext.

Note: The'encrypted form may be of greater because of padding of plaintext, inclusion of
additional information, and other characteristics of the encryption technique).

e

The¢ encryption method shall be such that the exact size and value of the plaintext DEFLATED f{i
is recovered by the corresponding decryption process.

3.4.2 Encryption Process

The three stages of the encryption process proceed as follows, using the legacy algorithms to
illustrate each stage:

1.The start key is generated: The byte sequence representing the password in UTF-8 is used to
generate a 20-byte SHA1 digest (see [RFC3174]).
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2.For each file to be encrypted, a separate derived key is generated from the start key: The
PBKDF2 algorithm based on the HMAC-SHA-1 function (see [RFC2898]) is used for the key
derivation. For each file, a 16-byte salt is generated by a random generator. The salt is used

together with the start key to derive a unique 128-bit key for each file. The default iteration count

for the algorithm is 1024.

3.The files are encrypted: The random number generator is used to generate the 8-byte

initialization vector for the algorithm. The derived key is used together with the initialization vector

to encrypt the file using the Blowfish algorithm in 8-bit cipher feedback (8-bit CFB) mode (see
[Schneier]).

3.p Digital Signatures

Filgs within a package may have a digital signature applied. Digital signatures are stored|ifrone
more files whose relative paths begin with “META-INF/”. The names of these files shall)contain
thelterm “signatures”.

The format of digital signature files is specified in chapter 5.

3.6 Metadata

Mefadata for documents contained in an OpenDocument packagé-may be expressed using the
mofel of the W3C Resource Description Framework [RDF-CONCEPTS].

A document or sub document that is stored in a package may contain any number of metadatg
files. The content of a metadata files shall conform to the\J[RDF-XML] specification.
Implementations that are consumers as well as produceérs should preserve all metadata files.

All
file] which has the file name “manifest.rdf’. This.file enumerates metadata files and their
relgtionships to other files in an OpenDocument package. See chapter 6.

In gddition to metadata files, the "manifestirdf” file may list other files which are contained in the
dogument or sub document that contain"RDF metadata, like files that contain RDFa metadata.
The "manifest.rdf" file need not exist.if'a document or sub document does not contain any files
that contain RDF metadata.

All references to a resource within the same package that occur within metadata file shall be
represented by relative IRIs to the resource. This includes values of rdf : about attributes
ocdurring within metadata‘files or metadata manifest files.

3.Y Usage of IRIs Within Packages

Within the files contained in a package, relative IRIs as defined by [RFC3987] may be used to
reférence other files within the same package.

OpenBecument Package Consumers shall resolve relative IRIs that occur within a file of a
package as TolIoOWS?

1. The file entry path is the file name of the file within the Zip file which contains the relative IRI,
including its relative path.

2. The package base IRl is the base IRI which would be established for the package itself as
defined in §5.1 of [RFC3986].

3. If the relative IRl does not match the rule for "relative-ref" defined in §4.2 of [RFC3986] or if t

or

etadata files of a document or sub document’shall be listed in a separate metadata manifgst

he

relative IRI does start with a "/" character (U+002F, SOLIDUS) then it is resolved as defined in

§5.2 of [RFC3986] with the package base IRI as base URI.
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4. If the relative IRI references matches the rule for "relative-ref" defined in §4.2 of [RFC3986]
and its "relative-part" component matches the "path-empty" rule it shall be resolved as a
"Same-Document" references defined in §4.4 of [RFC3986].

5. Otherwise the "relative-part" component of the relative IRl is copied into a relative IRI buffer
and an empty file entry path buffer is created

6. If the file entry path does contain a "/" character (U+002F, SOLIDUS) then the file path up to
and including the last "/" character is copied into the file entry buffer.

7. If the relative IRI buffer starts with the character sequence "./* (U+002E, FULL STOP, followed
by U+002F, SOLIDUS) then that character sequence it removed from the buffer. Continue with
step 7.

8. |f the content of the relative IRI buffer is the character sequence "." (U+002E, FULL STOP),
the content of the relative IRI buffer is removed. Continue with step 11.

9. |f the content of the relative IRI buffer is the character sequence ".." (U+002E, FULL,STOP,
followed by U+002E, FULL STOP) and

+  if the file entry path buffer is empty, then the content of the relative IRI buffer’is replaced
with "." (U+002E, FULL STOP). The query and fragment componentsqaf.the relative IRI,
present, are appended to the relative IRI buffer, including the "?" (U+003F, QUESTION
MARK) and "#" (U+0023, NUMBER SIGN) delimiter characters. Thecontent of the relatiye
IRI buffer then is resolved as defined in §5.2 of [RFC3986] with'thé package base IRI as
base URI.

> if the file entry path buffer contains at least one relative path component, the last relative
path component up to and including the last "/" charactep(U+002F, SOLIDUS) is remove
The ".." character sequence is removed from the IR[Quffer. Continue with step 11.

==

o

10.]f a fragment buffer has been created and is not emipty, its content may be resolved as
fragment identifier, as defined by §3.5 of [RFC3988].

¢ if the file entry path buffer is empty, then the “../" is replaced with "./" (U+002E, FULL STOP,
followed by U+002F, SOLIDUS) in the relative IRI buffer. The query and fragment
components of the relative IR, if present, are appended to the relative IRI buffer, including
the "?" (U+003F, QUESTION MARK)*and "#" (U+0023, NUMBER SIGN) delimiter
characters. The content of the relative IRI buffer then is resolved as defined in §5.2 of
[RFC3986] with the package base IRI as base URI.

»  if the file entry path buffer contains at least one one relative path component, the last
relative path component\up to and including the last "/" character (U+002F, SOLIDUS) is
removed. The "../" character sequence is removed from the IRI buffer. Continue with step 7.

11.[The content of the file entry buffer is inserted into the relative IRI buffer before any existing
content.

12.[The content of.the'relative IRI buffer is interpreted as a file or directory name within the
package, thatis, as the name of a file or directory including its relative path within the Zip filg.
An empty-buffer denotes the package root. Path segments in the relative IRI buffer that

priginally.came from the relative IRI shall be interpreted according to IRI syntax rules, while
segments that originally came from the file entry path must be interpreted according to Zip path
hame syntax rules.

13.If the relative IRT contains a fragment component, it is resolved as fragment identfifier, as
defined by §3.5 of [RFC3986].

Note: Files whose relative path starts with “META-INF/” are considered to be part of the
OpenDocument package rather than of the content stored within the package. Therefore, different
rules regarding the resolution of relative IRIs may apply.

OpenDocument-v1.2-o0s-part3 29 September 2011
Copyright © OASIS Open 2002 - 2011. All Rights Reserved. Standards Track Work Product Page 16 of 35

© ISO/IEC 2015 — All rights reserved


https://iecnorm.com/api/?name=582e155deb5be611ff7121bf2f50a869

ISO/IEC 26300-3:2015(E)

3.8 Preview Image

Unless a document is encrypted, package producers should generate a preview image of the
document that is contained in the package. It should be a representation of the first page, first
sheet, etc. of the document. For maximum re-usability of the preview images they shall be
generated without any effects, surrounding frames, or borders.

Note: Such effects might interfere with effects added to the preview images by the different file
system explorers or may not be desired at all for certain use cases.

The preview image shall be contained in a file named “Thumbnails/thumbnail.png”.

Prgview images shall be saved in [PNG] format.

Note: Current desktops display preview images within squares of up to 256 pixel width and’height,
and 24 bit per pixel. While this specification does not define upper or lower limits for preview
imgge sizes, producers should only use image sizes that are displayed with a reasgnable quality if
scdled to fit into 256x256 pixel square.

Engrypted documents are intended to be unreadable for unauthorized users‘and package
producers shall not generate preview images for such documents. They,may include a preview
imgge that is independent of the contents of the document. Such previéw.images should not be
engrypted.
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4 Manifest File

4.1 Introduction

The format of the manifest file is defined by the OpenDocument manifest Relax-NG [RNG]
schema. See appendix A. This chapter describes the semantics of the elements and attributes

d f bt [
e MU Vy o oulitcITid.

4.2 <manifest:manifest>

Th
<m
dirg

<manifest:manifest> elementis the root element of the manifest file. It contains
hnifest:file-entry> child elements 4.3, each of which specifies information for a a file
ctory in the package.

or

Th

Th
4.9

Th

en

4.]

The <manifest:file-entry> element specifies the media type of a single file or sub

doq

For
dirg
cor
ha

Di

r

Th

<m|

Th
4.9

ma

Th

b <manifest:manifest> element is a root element.

b <manifest:manifest> element has the following attribute: fianifest:version
14.2.

b <manifest:manifest> element has the following child element: <manifest:file-
try>4.3.

8 <manifest:file-entry>

ument within the package. It may also specify the data required to decrypt a file.

directories, the manifest file should.contain a <manifest:file-entry> elementonly if g
ctory contains a document or a sub document. See 3.1. A directory for administrative or

e an entry in the manifest fil€.

bctories have no corresponding file entries within the Zip file.

B <manifest: file—éntry> element is usable within the following element:
onifest:manilfest> 4.2

b <manifesti'file-entry> element has the following attributes: manifest:full-pat}
4, manifest :media-type 4.8.10, manifest:preferred-view-mode 4.8.11,
hifest®size 4.8.13 and manifest:version 4.8.14.1.

b<fanifest: file-entry> element has the following child element:

<m

nifestrencryption-datas 44-

4.4 <manifest:encryption-data>

The <manifest:encryption-data> element contains information required to decrypt a file

ent

ry.

The <manifest:encryption-data> element is usable within the following element:

<m

anifest:file-entry>4.3.

venience purposes, such as adirectory that contains various unrelated image files, should not
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The <manifest:encryption-data> element has the following attributes:
manifest:checksum4.8.2 and manifest:checksum-type 4.8.3.

The <manifest:encryption-data> element has the following child elements:
<manifest:algorithm> 4.5, <manifest:key-derivation> 4.7 and <manifest:start-
key-generation> 4.6.

4.5 <manifest:algorithm>

The <manifest:algorithm> element specifies the algorithm used to encrypt data.

Depending on the algorithm specified by the manifest:algorithm-name attribute 4.8.1\,'thie
<m@nifest:algorithm> element may have further child elements.

WHen the manifest:algorithm-name attribute value matches one of those defined in sectipn
§3.P of [xmlenc-core], the <manifest:algorithm> element shall not have child.elements
exdept those permitted as child elements of the [xmlenc-core] <EncryptionMethod> element
whese Algorithm attribute value is the same as the <manifest:algorithm>
mapifest:algorithm-name attribute value.

WHen the value of the manifest:algorithm-name attribute identifies’the legacy Blowfish
algprithm, <manifest:algorithm> shall be an empty element,

The <manifest:algorithm> element is usable within the fdlIoWing element:
<mpnifest:encryption-data> 4.4.

The <manifest:algorithm> element has the following attributes: manifest:algorithm
napme 4.8.1 and manifest:initialisation-ve¢tor 4.8.5.

4.6 <manifest:start-key-generation>

[

The <manifest:start-key-generation> element specifies how the encryption start key i
dernived from a user specified password. The password shall be provided as a sequence of byte
in YTF-8 encoding.

(2

WHen a <manifest:start-key-generation> elementis absent as a child of a
<mgnifest:encryption-data> element, interpretation is the same as if the element is
present with default attribute values.

The <manifest:dtart-key-generation> element is usable within the following element:
<mpnifest:endxyption-data> 4.4.

The <manifest:start-key-generation> element has the following attributes:
mahifestskey-size 4.8.7 and manifest:start-key-generation-name 4.8.6.

The&Manifest:start-key-generation> element has no child elements.

4.7 <manifest:key-derivation>

The <manifest:key-derivation> element specifies how the encryption key was calculated
from the encryption start key.

The <manifest:key-derivation> element is usable within the following element:
<manifest:encryption-data> 4.4.
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The <manifest:key-derivation> element has the following attributes:
manifest:iteration-count 4.8.8, manifest:key-derivation-name 4.8.9,
manifest:key-size 4.8.7 and manifest:salt 4.8.12.

The <manifest:key-derivation> element has no child elements.

4.8 Manifest Attributes

4.8.1 manifest:algorithm-name

Thl manifest:algorithm-name attribute specifies the algorithm and mode used to encrypt|a
filelentry.

The¢ defined values for the manifest:algorithm-name attribute are:

« | An IRl listed in §5.2 of [xmlenc-core]: The algorithm and mode specified in §5:2 of [xmlenc{
core] for this IRI.

« |Blowfish CFB: The Blowfish algorithm in 8-bit CFB mode. See [Schngier].

[4%

* |urn:ocasis:names:tc:opendocument:xmlns:manifestg N 0#blowfish: The sam
algorithm as identified by Blowfish CFB.

« | The IRI of an alternative algorithm as specified in §5.1 of [xmlenc-core]. Alternative algorithms
may be specified by extended conforming packages ofly. They shall not be specified by
conforming packages.

- | Package producers that support encryption shall.support the value Blowfish CFB. Package
consumers that support encryption shall support'the values Blowfish CFB and
urn:oasis:names:tc:opendocumengexmlns :manifest:1.0#blowfish.

Note: An errata for [Schneier] is available at[Schneier-Erratal.

The manifest:algorithm-name attribute is usable with the following element:
<mpnifest:algorithm>4.5.

The values of the manifest<algorithm-name attribute are Blowfish CFB or a value of type
anyURT .

4.8.2 manifest:checksum

The manifest):¢hecksum attribute specifies a digest in BASE64 encoding that can be used tp
detect password correctness as specified by a manifest:checksum-type attribute 4.8.3 .

The mah i Fest : checksum attribute is usable with the following element:
<mpnifest:encryption-data> 4.4.

The manifest:checksum attribute has the data type base64Binary .

4.8.3 manifest:checksum-type

The manifest:checksum-type attribute specifies the name of a digest algorithm that can be
used to check password correctness. The digest is build from the compressed unencrypted file.

The defined values for the manifest:checksum-type attribute are:
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The manifest:full-path attribute desgfibes the location of a file or directory within the
pagkage. It's value is the name of a file orfolder within the Zip file for which the manifest entry

de
as

The attribute value "/" denotes.a manifest entry for the package itself.

No
Th

en

Th

4.1;.5 manifest:initialisation-vector

SHA1/1K: SHA1 algorithm (see [RFC3174]) applied to first 1024 bytes of the compressed
unencrypted file.

SHA1: The same as http://www.w3.0rg/2000/09/xmldsig#shal.

urn:oasis:names:tc:opendocument:xmlns:manifest:1.0#shal-1k: The same as
SHA1/1K.

urn:oasis:names:tc:opendocument:xmlns:manifest:1.0#sha256-1k: SHA256
algorithm (see [RFC3174]) applied to first 1024 bytes of the compressed unencrypted file.

An IRl listed in §5.7 of [xmlenc-core]: The algorithm specified in §5.7 of [xmlenc-core] for this

IRI.

The IRI of an alternative algorithm as specified in §5.1 of [xmlenc-core]. Alternative algorithms
may be specified by extended conforming packages only. They shall not be specifiedby
conforming packages.

tkage producers that support encryption should use the
(:oasis:names:tc:opendocument:xmlns:manifest:1.0#sha25%6%1k algorithm,
ckage consumers that support encryption shall support the values sHAT /1K,
h:0asis:names:tc:opendocument:xmlns:manifest:1.0#shal-1k and
L:0asis:names:tc:opendocument:xmlns:manifest:1.0#sha256-1k.

P manifest:checksum-type attribute is usable with the follb;ving element:
hnifest:encryption-data> 4.4.

e values of the manifest:checksum-type attributé are SHA1 /1K or a value of type
yURT .

.4 manifest:full-path

nes additional information, including its relative path in the package. The notation is the sanje
for the “filename” fields of the Zip*file's central directory.

te: The Zip file's central directory and the manifest file may have different text encodings.

e manifest: fuli:};ath attribute is usable with the following element: <manifest:filel
cry>4.3.

b manifestTfull-path attribute has the data type string .

Themanifest:initialisation-vector attribute value provides the byte-sequence for the
initialization vector used by the encryption algorithm when delivery of a required initialization vector
is not specified as part of the encryption algorithm definition. The initialization vector is a BASE64
encoded binary sequence. The format and length of an initialization vector, in bytes, shall be as

req

uired by its encryption algorithm specification.

Themanifest:initialisation-vector attribute is usable with the following element:
<manifest:algorithm> 4.5.

The manifest:initialisation-vector attribute has the data type base64Binary .
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4.8.6 manifest:start-key-generation-name

The manifest:start-key-generation-name attribute specifies the algorithm used to
generate a start key from the user password.

The defined values for the manifest:start-key-generation-name attribute are:

SHA1: The SHA1 algorithm (see [RFC3174]).

An IRl listed in §5.7 of [xmlenc-core]: The algorithm specified in §5.7 of [xmlenc-core] for this

IRI.

The default value for this attribute is SHAL.

Pa
ht
suf]
ht
ht

Th

<m|

Th
typ

Th

an

may be specified by extended conforming packages only. They shall not be specified-by
conforming packages.

tkage producers that support encryption should use the
tp://www.w3.0rg/2000/09/xmldsig#sha256 algorithm. Package consumers that
port encryption shall support the values sHA1, and
‘p://www.w3.0rg/2000/09/xmldsig#shal and
tp://www.w3.0rg/2000/09/xmldsig#sha256.

P manifest:start-key-generation-name attribute isqusable with the following elemer
hnifest:start-key-generation> 4.6.

p values of the manifest:start-key-generatidn-name attribute are SHA1 or a value
e anyURT .

b manifest:start-key-generation-name attribute has the value SHA1 or a value of data type
yURT.

Th
de

For

No
ger

For

No
acq

4.I.7 manifest:key-size

manifest:key-size attributespecifies the length in octets of a key delivered by a key-
eloping algorithm.

a<manifest:start-Key-generation> element, the default value for this attribute is 4

te: The value used-will'need to be compatible with the result obtain from the start-key-
eration algorithnr and the input requirements of the key derivation algorithm.

a <manifest: key-derivation> element, the default value for this attribute is 16.

te: The value used will need to be one obtainable from the key-derivation algorithm and
eptable for the encryption algorithm being used.

The IRI of an alternative algorithm as specified in §5.1 of [xmlenc-core] Alternative algorithllns

—_

Df

Th

b manifest -key-size attribute is usable with the fnllnwing elements <manifest -key-

derivation>4.7 and <manifest:start-key-generation> 4.6.

The manifest:key-size attribute has the data type nonNegativeInteger .

4.8.8 manifest:iteration-count

The manifest:iteration-count attribute specifies the number of iterations used by the key
derivation algorithm to derive a key.
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The manifest:iteration-count attribute is usable with the following element:
<manifest:key-derivation>4.7.

The manifest:iteration-count attribute has the data type nonNegativeInteger .

4.8.9 manifest:key-derivation-name

The manifest:key-derivation-name attribute specifies the password-based key-derivation
algorithm used to derive a cryptographic key for use in encryption and decryption of the file.

The-defined-vattesforthe e festrey—dertvatonr—Tame-attribtte-are——————————

- | PBKDF2: The PBKDF2 key derivation method with HMAC-SHA-1 for the Pseudo-Random
Function(PRF). See [RFC2898] sections 5.2 and B.1.1.

* |urn:ocasis:names:tc:opendocument:xmlns:manifest:1.0#pbkdf2iThe same
algorithms as identified by PBKDF2.

« | The IRI of an implementation-defined alternative algorithm. Alternative algorithms may be
specified by extended conforming packages only. They shall not be specified by conforming
packages.

Pactkage producers that support encryption shall support the valug: BBKDF2. Package consumgrs
that support encryption shall support the values PBKDF2 and
urp:oasis:names:tc:opendocument:xmlns:manifest}l. 0#pbkdf2.

If the value of this attribute is PBKDF2 or

urp:oasis:names:tc:opendocument:xmlns:manifest:1.0#pbkdf2 the
<mgnifest:encryption-data> 4.4 shall contain@’<manifest:start-key-generation>
4.6|child element that specifies the start key for the'PBKDF2 algorithm.

The manifest:key-derivation-name aftribute is usable with the following element:
<mpnifest:key-derivation> 4.7.

The values of the manifest: key-derivation—-name attribute are PBKDF2 or a value of typ
anyURT .

()

4.I.10 manifest:media-type

The manifest:mediartype attribute specifies the MIME media type of a file or directory. Se
[RAC4288].

1%

Anjanifest ymedia-type attribute should be present for all files and directories where a MIME
mefia type éxists for the content of the file, or the document or sub document contained in a
directory.

Thewmanifest :media-type attribute is usable with the following element: <manifest:filp-
entry> 4.3,

D

The manifest:media-type attribute has the data type string .

4.8.11 manifest:preferred-view-mode

The manifest:preferred-view-mode attribute specifies a preference on how the author of
the document would like the document to be presented upon the document being opened. This
attribute is only applicable to the root file entry with the manifest:full-path 4.8.4 attribute

value of "/".
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The defined values for the manifest:preferred-view-mode attribute are:

edit: The author's preference is to open the document as an editable document.

presentation-slide-show: The author's preference is to open the document as
presentation slide show.

read-only: The author's preference is to open the document as a read-only document.

A namespaced token value: Specifies an implementation defined view.

Preferred view modes are not necessarily generally applicable to all media types. The default

prei
ma

Th
<m|

Th
sl

Th

deg
to
oth

Th
de

Th

efred view mode is iImplementation defined. The benhavior 1or cases where the
1ifest:preferred-view-mode attribute is absent is implementation defined.

b manifest:preferred-view-mode attribute is usable with the following element
hnifest:file-entry> 4.3.

b values of the manifest:preferred-view-mode attribute are edit, présentation-
i de-show, read-only or a value of type namespacedToken 7.3.1.

4.1.12 manifest:salt

manifest:salt attribute carries the value of a cryptographically-random binary value
igned to mitigate certain cryptographic attacks on the passwerd. There is no maximum leng
he salt. See [RFC2898] for further considerations in theduse of salts with key-derivation and
er cryptographic functions. The salt is encoded in the@attribute value as base64binary.

b manifest:salt attribute is usable with the following element: <manifest:key-
rivation> 4.7.

e manifest:salt attribute has the data type base64Binary .

4,

.13 manifest:size

The manifest:size attribute shall be present for encrypted files. See 3.4. Its value shall be §

of

Th

443.

Th

e uncompressed, unencrypted file in bytes.

e manifest:size attribute is usable with the following element: <manifest:file-entr

e manifest:gize attribute has the data type nonNegativeInteger .

4.8.14 manifest:version

th

ize

>

4,

14.1 <manifest:file-entry>

The manifest:version attribute specifies the format version of a file entry. For documents that

are composed from multiple files, this attribute is specified at the manifest entry that references

the

folder that contains these files.

The interpretation of the attribute value depends on the MIME media type specified in the
manifest:media-type attribute.

The manifest:version attribute is usable with the following element: <manifest:file-
entry>4.3.
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‘The manifest:version attribute has the data type string .

4.8.14.2 <manifest:manifest>

The manifest:version attribute identifies the version of OpenDocument specification that
defines the schema and interpretation of the package manifest. The value of the
manifest:version attribute shall be "1.2".

The manifest:version attribute is usable with the following element:
<manifest:manifest>4.2.

The only value of the manifest:version attribute is 1. 2.
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5 Digital Signatures File

5.1 Introduction

The format of the digital signature files is defined by the OpenDocument digital signature schema
Relax-NG [RNG] schema. See appendix A. This chapter describes the semantics of the elements

£ o] T Aafi P~ I SOV 1 PN k.
an ditivulCo UTInicUu vy Ullo oUlTTITid.

5.2 <dsig:document-signatures>

The <dsig:document-signatures> root element serves as a container for any number of
<d$:Signature> 5.3 elements. If the <dsig:document-signatures> element contains
multiple <ds:Signature> elements, then there should be a relation between(the digital
signatures they define, for instance, they may all apply to the same set of files:

Conpsumers may require that a digital signature includes a certain set ¢ffiles. That is, they may
corsider a digital signature to be valid if, and only if,

- | the digital signature itself is valid, and

- |if the <ds:Reference> child elements of the <ds: S¥gnature> element reference a cerfain
set of files.

In particular, consumers may require that a digital signature references all files contained in a
pagkage.

If a|digital signature file is not encrypted, consumers shall not decrypt files that are referenced by
<dg:Reference> elements and that are encrypted before validating the signature.

If aldigital signature file is encrypted, consumers shall decrypt files that are referenced by
<dg:Reference> elements and thatare encrypted before validating the signature.

The <dsig:document-signattires> element is a root element.

The <dsig:document-signatures> element has the following attribute: dsig:version
5.41.

The <dsig:document-signatures> element has the following child element:
<dk:Signature>5.3.

5.8 <ds:Signature>

The «ds:Signature> element is defined by the [xmldsig-core] specification. Each
<ds:Signature> element shall contain an 1d attribute specifying a unique value. A producer
may use the XAdES extensions as specified in ETSI TS 101 903 v1.4.1 [XAdES], or later versions
of the XAdES specification.

A <ds:KeyInfo> element, as specified in [xmldsig-core], section 4.4 shall be included. The
<ds:KeyInfo> element should contain an <ds:X509Data> element containing an
<ds:X509IssuerSerial> element specifying the issuer and serial number of the signing
certificate, and an <ds:xX509Certificate> element specifying the full signing certificate.
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Additional <ds:x509Certificate> elements may be placed in the <ds:x509Data>, or may

be

placed in the <xades:CertificatevValues> element of the XAdES <ds:0bject>, as

defined in [XAdES] section 7.6.1. The additional certificates should represent the entire certificate
chain used for verification at signing time.

<ds:Reference> elements contained within a <ds: SignedInfo> element shall be resolved
according to the following specification:

1.

sh3gll be canonicalization transforms, as specified in [xmldsig-core], section 6.5.

The signing time should be recorded using one or more/of the following approaches:

1.

If ah <ds:0bject> containing XAdES elements is present, then a document compliant with thjs
sp4gcification uses theAfellowing options:

5.

OpenDocument-v1.2-o0s-part3
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. [The <xades:SignedSignatureProperties> element shall contain a

A <ds:Reference> element which has a Type attribute value of "http://docs.oasis-
open.org/office/v1.2/0S/0OpenDocument-vl.2.odt" shall refer to files in the same
package in the accordance with the procedure for resolving IRIs 3.7, except that the file entry

ote: Consequently, an IRI-Reference consisting entirely of "#" followed by an ifragment (§2.2
f [RFC3987]) refers to the ID of an XML element within the same XML document conifaining
his <ds:signature> element.

<ds:Reference> element which has a Type attribute with a value of
'http://uri.etsi.org/01903#SignedProperties"” refers to an XAdES
ignedProperties element. A <ds:Reference> element which refers to, theyXAJES
ignedProperties element (if present) shall be as specified in [XAdES],section 6.3.1.

<ds:Reference> element which does not have a Type attributeéshall be processed the
ame a <ds:Reference> element which has a Type attribute with a value of
'http://docs.ocasis-open.org/office/v1.2/0S/Opefibocument-vl.2.odt"

only permitted <ds: Transform> elements which apply to\files contained within the archiy

[¢)

An <ds:0bject > element containing a <ds 4SdgnatureProperty> element with:
a. An Id attribute with a value containing.aunique identifier.
b. A Target attribute corresponding to-the 1d attribute of the <ds: Signature> element.

c. A <date> element from the namespace "http://purl.org/dc/elements/1.1/"
containing the UTC time as [xmlschema-2] dateTime value.

A <xades:SigningTime>glement as specified in [XAdES] section 7.2.1.

xades:SigningCertificate> property as specified in [XAdES] section 7.2.2.
A <xades:SigningTime> element should be present as specified in [XAJES] section 7.2.1.

f anytimestamp elements of type XAdESTimeStampType are present, such as the
xades:SignatureTimeStamp> Or <xades: SigAndRefsTimestamp> elements, the
time stamp information shall be specified as an EncapsulatedTimeStamp element containing
DER encoded ASN.1. Data.

If references to validation data are present, the <xades:SigAndRefsTimestamp> element
as specified in [XAdES] sections 7.5.1 and 7.5.1.1 shall be used.

There shall be a <ds:Reference> element specifying the digest of the SignedProperties
element, as specified in [XAdES], section 6.2.1. This <ds:Reference> element shall be
contained within the <ds: SignedInfo> element of the <ds:Signature> element.
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The <ds:Signature> element is usable with the following element: <dsig:document-
signatures> 5.2.

5.4 Digital Signatures Attributes

5.4.1 dsig:version

The dsig:version attribute identifies the version of OpenDocument specification that defines
the schema and interpretation of the digital signature file. The value of the dsig:version
attjbute shall be "1.2".

The dsig:version attribute is usable with the following element: <dsig:document+
sipnatures> 5.2.

The only value of the dsig:version attribute is 1. 2.
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6 Metadata Manifest Files

6.1 General

Metadata manifest files (see 3.6) have the file name “manifest.rdf’. The metadata manifest file for
a document (see 3.1) shall be stored in the root of the package. The metadata manifest file for a

SuQ-eoecd armo O v o~ GO€CU v Oty

6.

Anlinstance of the pkg: Document class in the metadata manifest file represents the document
or $ub document itself.

The

pkg:Document

following property is defined for the pkg: Document class: pkg:hasPart 6.6.

6.3 pkg:File

A file in an OpenDocument package is represented by an instance of class pkg:File or by on
of ifs subclasses, for example pkg:MetadataFile.

[

Anlinstance of the pkg:File class (or one of its subclasses) is identified by an IRI.
ThI relationship between a file and'a.package is expressed using the property pkg:hasPart 6.6.

The following property is defined-for the pkg: File class: pkg:mimeType 6.7.

6.4 pkg:MetadataFile

Anlinstance of the pkg:MetadataFile class represents a metadata file.

The pkg:MettadataFile class is a subclass of pkg:File 6.3.

6.5 pkg:Element

The pkg:Element class describes an XML element contained in a file within an OpenDocument
package.

6.6 pkg:hasPart

The pkg:hasPart property locates a file described by pkg:File or its subclasses within a
document or sub document.

This property can be used with the following class: pkg: Document 6.2.
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