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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.
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Abstract

OpenID Connect 1.0 is a simple identity layer on top of the OAuth 2.0
protocol. It enables Clients to verify the identity of the End-User based
on the authentication performed by an Authorization Server, as well as
to obtain basic profile information about the End-User in an
interoperable and REST-like manner.

This sgecification defines a logout mechanism that uses front-channel
communication via the User Agent between the OP and RPs being
logged|out that does not need an OpenlID Provider iframe on Relying
Party pages. Other protocols have used HTTP GETs to RP URLsthat
clear lggin state to achieve this. This specification does the same thing.

© ISO/IEC 2024 - All rights reserved
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Information technology — OpenID Connect — OpenlID
Connect Front-Channel Logout 1.0

1. Introduction TOC

OpenID Connect 1.0 is a simple identity layer on top of the OAuth 2.0
[RFC6749] protocol. It enables Clients to verify the identity of the End-
User based on the authentication performed by an Authorization $erver,
s well as to obtain basic profile information about the End-Usérih an
mteroperable and REST-like manner.

=

his specification defines a logout mechanism that uses front-channel
pmmunication via the User Agent between the OP and RPs being
pgged out that does not need an OpenID Provideriframe on Relyjng
arty pages, as OpenlD Connect Session Management 1.0
DpenID.Session] does. Other protocols have used HTTP GETs to RP
RLs that clear login state to achieve this; this specification does the
ame thing.

W Ccr— =0 —

n contrast, the OpenID Connect Back-Channel Logout 1.0

DpenlD.BackChannel] specificatioftuses direct back-channel
pmmunication between the OP.and RPs being logged out; this differs
rom front-channel logout mechanisms, which communicate logoyt
pquests from the OP to RPsWia the User Agent. The OpenID Connhect

P-Initiated Logout 1.0 [@penID.RPInitiated] specification complements
nese specifications by-defining a mechanism for a Relying Party to
pquest that an OpenID Provider log out the End-User.

= ct|sg 3 S hoO M/

his specificationican be used separately from or in combination with
penID Connect RP-Initiated Logout 1.0, OpenID Connect Session
lanagement 1.0, and/or OpenID Connect Back-Channel Logout 1}.0.

=2 Q-

1.1. Requirements Notation and Conventions TOC

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL
NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT
RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be
interpreted as described in RFC 2119 [RFC2119].

In the .txt version of this specification, values are quoted to indicate
that they are to be taken literally. When using these values in protocol
messages, the quotes MUST NOT be used as part of the value. In the

© ISO/IEC 2024 - All rights reserved
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HTML version of this specification, values to be taken literally are
indicated by the use of this fixed-width font.

1.2. Terminology

This srprifirafinn uses the terms "Autharization Server" "Client" "Client

Identif

term "User Agent" defined by RFC 7230 [RFC7230], and the terms
defined by OpenID Connect Core 1.0 [OpenID.Core].

This sp

q

]

[#a)

2. Rely

RPs supporting HTFP-based logout register a logout URI with the OP as

part of]

URL MUST be the same as that of a registered Redirection URI value.
The logout URI MUST be an absolute URI as defined by Section 4.3 of

[REC39

er", and "Redirection URI" defined by OAuth 2.0 [RFC6749], the

ecification also defines the following terms:

ession
Continuous period of time during which--an End-User
accesses a Relying Party relying on the Authentication of the
End-User performed by the OpenID Provider.

ession ID

Identifier for a Session.

ng Party Logout Functionality

their client.registration. The domain, port, and scheme of this

)861. The logout URI MAY include an application/x-www-form-

urlencoded formatted query component, per Section 3.4 of [RFC3986],

which MUST be retained when adding additional query parameters. The

logout

URI MUST NOT include a fragment component.

The OP renders <iframe src="frontchannel logout uri"> in a page

with th

e registered logout URI as the source to trigger the logout

actions by the RP. Upon receiving a request to render the logout URI in
an iframe, the RP clears state associated with the logged-in session,
including any cookies and HTMLS5 local storage. If the End-User is
already logged out at the RP when the logout request is received, the

logout

is considered to have succeeded.

© ISO/IEC 2024 - All rights reserved
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The OP MAY add these query parameters when rendering the logout

URI, and if either is included, both MUST be:
iss

Issuer Identifier for the OP issuing the front-channel logou
request.

sid

Identifier for the Session.

Tlhe RP MAY verify that any iss and sid parameters match the'i g
slid Claims in an ID Token issued for the current session ot-a rece
session of this RP with the OP and ignore the logout request if the
not.

Tlhe RP's response SHOULD include the cache-conffol HTTP resp
header field with a no-store value, keeping the-response from bg

requests. An example of this is:

Cache-Control: no-store

—

n the case that the RP is also an @P serving as an identity provid
ownstream logged-in sessions; it is desirable for the logout requ
the RP to likewise trigger downstream logout requests. This is ach

y having the RP serve content in the iframe that contains logout
requests to the downstream sessions, which themselves are nestq
ifframes rendering the downstream logout URIs.

" the RP supports OpenID Connect Dynamic Client Registration 1

t

s and
nt
y do

onse
ing

cgched to prevent cached responses from interfering with future lpgout

er to
pst to
ieved

d

0

DpenID.Registration], it uses this metadata value to register the
RI:

(—r— -

froftchannel_logout_uri

OPTIONAL. RP URL that will cause the RP to log itself ou

logout

t

when rendered in an iframe by the OP. This URL SHOULI

D

use the https scheme and MAY contain port, path, and
query parameter components; however, it MAY use the

http scheme, provided that the Client Type i

S

confidential, as defined in Section 2.1 of OAuth 2.0
[RFC6749], and provided the OP allows the use of http RP
URIs. An iss (issuer) query parameter and a sid (session
ID) query parameter MAY be included by the OP to enable
the RP to validate the request and to determine which of the
potentially multiple sessions is to be logged out; if either is

included, both MUST be.

© ISO/IEC 2024 - All rights reserved
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It SHOULD also register this related metadata value:

frontchannel_logout_session_required

OPTIONAL. Boolean value specifying whether the RP
requires that iss (issuer) and sid (session ID) query

parameters be included to identify the RP session with the
OP when the frontchannel logout uri is used. If

omitted, the default value is false.

3. OpenlID Provider Logout Functionality

OPs su
logged
URISs tq
"visiteq
constry
src="f1
logout

If the (
it uses
logout

f

pporting HTTP-based logout need to keep track ofithe set of

-in RPs so that they know what RPs to contact (at their logout

p cause them to log out. Some OPs track this.state using a

| sites" cookie. OPs contact them in paralleDusing a dynamically
Icted page with HTML <iframe

rontchannel logout uri"> tags rendering each logged-in RP's
URI.

DP supports OpenID Connect Discovery 1.0 [OpenlID.Discovery],
this metadata value to advertise its support for HTTP-based

rontchannel_logout_supported

OPTIONAL. Boolean value specifying whether the OP
supports HTTP-based logout, with true indicating support.

If omitted; the default value is false.

It SHOULD als¢ register this related metadata value:

f

Fontchannel_logout_session_supported

The si

OPTIONAL. Boolean value specifying whether the OP can
pass iss (issuer) and sid (session ID) query parameters to
identify the RP session with the OP when the
frontchannel logout uri is used. If supported, the sid
Claim is also included in ID Tokens issued by the OP. If
omitted, the default value is false.

d (session ID) Claim used in ID Tokens and as a

frontchannel logout uri parameter has the following definition:

© ISO/IEC 2024 - All rights reserved
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sid

OPTIONAL. Session ID - String identifier for a Session. This
represents a Session of a User Agent or device for a logged-
in End-User at an RP. Different sid values are used to
identify distinct sessions at an OP. The sid value need only
be unique in the context of a particular issuer. Its contents
are opaque to the RP. Its syntax is the same as an OAuth
2.0 Client Identifier.

(98]

.1. Example Front-Channel Logout URL Usage

n this non-normative example, the RP has registered the
rontchannel logout uri value

URL in an iframe:

https://rp.example.efyg/frontchannel logout
n a second example, in which

D values are also sent. This example uses an Issuer value of

breaks for display purposes only):

hftps://rp.example.org/frontchannel logout
?iss=https%3A%2F%2Fserver.example.com
&si1d=08a5019c-17e1-4977-8f42-65a12843ea02

4. Implementation Considerations

This specification defines features used by both Relying Parties and
OpenlID Providers that choose to implement Front-Channel Logout. All
of these Relying Parties and OpenID Providers MUST implement the
features that are listed in this specification as being "REQUIRED" or are

described with a "MUST".

© ISO/IEC 2024 - All rights reserved
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f]
https://rp.example.org/frontchannel legout" with the OP. In the
simple case, in which frontchannel logeut’ session required IS
alse, the OP causes the front-channel logout to occur by rendering this

flrontchannel logout session required is true, Issuer and Segsion
I

https://server.example.com and a Session ID value of 08a5019c-
1|7e1-4977-8f42-65412843ea02. In this case, the OP causes the front-
channel logout teroccur by rendering this URL in an iframe (with line
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4.1. User Agents Blocking Access to Third-Party Content

Note that at the time of this writing, some User Agents (browsers) are
starting to block access to third-party content by default to block some
mechanisms used to track the End-User's activity across sites.
Specifically, the third-party content being blocked is website content
with an origin different that the origin of the focused User Agent

window. Site data includes cookies and any web storage APIs
(sessignStorage, localStorage, etc.).

This cgn prevent the ability for notifications from the OP at the/RP from
being able to access the RP's User Agent state to implementdecal logou
actiong. In particular, the frontchannel logout uri might'not be ableg
to accgss the RP's login state when rendered by the OP.in-an iframe

becauge the iframe is in a different origin than the OR's'page. Therefore
deployments of this specification are recommended-to include defensive

code t¢ detect this situation, and if possible, notify the End-User that
the requested RP logouts could not be performed. The details of the
defensjve code needed are beyond the scopel of this specification; it
may vary per User Agent and may vary aver time, as the User Agent
tracking prevention situation is fluid and continues to evolve.

OpenlD Connect Back-Channel Logeut 1.0 [OpenID.BackChannel] is no
known|to be affected by these developments.

5. Security Considerations

Collisigns between Session IDs and the guessing of their values by
attackers are'prevented by including sufficient entropy in Session ID
values

(s

174

© ISO/IEC 2024 - All rights reserved
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6. IANA Considerations

6.1. ]SON Web Token Claims Registration

D

—

—

Tlhis specification registers the following Claim in the IANA "JSON
Tloken Claims" registry [IANA.JWT.Claims] established by [JWT].

.1.1. Registry Contents

6.2. OAuth Dynamic Client Registration Metadata Registration

Tlhis specification registers the following client metadata definition
ne, IJANA "OAuth Dynamic Client Registration Metadata" registry
[ANA.OAuth.Parameters] established by [RFC75911:

Claim Name: sid

Claim Description: Session ID

Change Controlleri‘OpenID Foundation Artifact Binding
Working Group.siopenid-specs-ab@lists.openid.net

Web

Specification Document(s): Section 3 of this specification

s in

6.2.1. Registry Contents

Client Metadata Name: frontchannel logout uri

Client Metadata Description: RP URL that will cause the

RP to log itself out when rendered in an iframe by the

© ISO/IEC 2024 - All rights reserved
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e Change Controller: OpenID Foundation Artifact Binding
Working Group - openid-specs-ab@lists.openid.net

o Specification Document(s): Section 2 of this specification

o Client Metadata Name:
frontchannel logout session required

e Client Metadata Description: Boolean value specifying
whether the RP requires that a sid (session ID) query

parameter be included to identify the RP session with the

OP when the frontchannel logout uri IS used

e Change Controller: OpenID Foundation Artifact Binding
Working Group - openid-specs-ab@lists.openid.net

e Specification Document(s): Section 2 of this specification

6.3. OAuth Authorization Server Metadata Registry

This specification registers the following metadata name in the IANA
"OAuth Authorization Server Metadata"aegistry
[IANA.DAuth.Parameters] established by [RFC8414].

6.3.1. Registry Contents

e Metadata Name: frontchannel logout supported

¢~ “Metadata Description: Boolean value specifying whether
the OP supports HTTP-based logout, with true indicating
support

e Change Controller: OpenlID Foundation Artifact Binding
Working Group - openid-specs-ab@lists.openid.net

e Specification Document(s): Section 3 of this document

© ISO/IEC 2024 - All rights reserved
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