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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.
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Abstract

OpenID Connect 1.0 is a simple identity layer on top of the OAuth 2.0
protocol. It enables Clients to verify the identity of the End-User based
on the authentication performed by an Authorization Server, as well as
to obtain basic profile information about the End-User in an
interoperable and REST-like manner.

This specification defines the core OpenID Connect functionality:
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communicate information about the End-User. It also describes the
security and privacy considerations for using OpenID Connect.

+ E il E
authe L:CaLiGn Uuill. Gn LGp Ul \Jl_\ul..ll e \J

© ISO/IEC 2024 - All rights reserved
iv



https://iecnorm.com/api/?name=9798091fd96f48acafb0153c5c1dcb29

ISO/IEC 26131:2024(en)

Table of Contents

1. Introduction

1.1. Requirements Notation and Conventions
1.2. Terminology
1.3. Overview

2. ID Token
3. Authentication

3.1. Authentication using the Authorization Code

Flow

User

Consent/Authorization

User

3.1.1. Authorization Code Flow Steps

3.1.2. Authorization Endpoint
3.1.2.1. Authentication Request
3.1.2.2. Authentication Request Validation
3.1.2.3. Authorization Server Authenticates End-

3.1.2.4. Authorization Server Obtains End-Usefr

3.1.2.5. Successful Authentication Response
3.1.2.6. Authentication Error Response
3.1.2.7. Authentication Response Validation
3.1.3. Token Endpoint
Token Request
Token Request Validation
Successful Token Response
Token:Error Response
Token Response Validation
ID Token
ID Token Validation
Access Token Validation
ut ntlcatlon using the Implicit Flow
3.2-5 Implicit Flow Steps
Authorization Endpoint
3.2.2.1. Authentication Request
3.2.2.2. Authentication Request Validation
3.2.2.3. Authorization Server Authenticates End-

.1.3.
.1.3.
.1.3.
.1.3.
.1.3.
.1.3.
.1.3.
1.3

he

OO\ICJ\U'I-l>(.».)|\)|—l

W
N

ww‘.
www'.\“\’>wwwwwwww

NNN'.\’

3.2.2.4. Authorization Server Obtains End-Use

Consent/Authorization

3.2.2.5. Successful Authentication Response
3.2.2.6. Authentication Error Response
3.2.2.7. Redirect URI Fragment Handling
3.2.2.8. Authentication Response Validation
3.2.2.9. Access Token Validation

3.2.2.10. ID Token

3.2.2.11. ID Token Validation
Auth

3.3. entication using the Hybrid Flow
3.3.1. Hybrid Flow Steps
3.3.2. Authorization Endpoint

© ISO/IEC 2024 - All rights reserved
\%


https://iecnorm.com/api/?name=9798091fd96f48acafb0153c5c1dcb29

ISO/IEC 26131:2024(en)

3.3.2.1. Authentication Request

3.3.2.2. Authentication Request Validation

3.3.2.3. Authorization Server Authenticates End-
User

3.3.2.4. Authorization Server Obtains End-User
Consent/Authorization

3.3.2.5. Successful Authentication Response
3.3.2.6. Authentication Error Response
3.3.2.7. Redirect URI Fragment Handling
3.3.2.8. Authentication Response Validation
3.3.2.9. Access Token Validation
3.3.2.10. Authorization Code Validation
3.3.2.11. ID Token
3.3.2.12. ID Token Validation

3.3.3. Token Endpoint
3.3.3.1. Token Request
3.3.3.2. Token Request Validation
3.3.3.3. Successful Token Response
3.3.3.4. Token Error Response
3.3.3.5. Token Response Validation
3.3.3.6. ID Token
3.3.3.7. ID Token Validation
3.3.3.8. Access Token

3.3.3.9. Access Token Validation
. Initiating Login from a Third Party
). Claims
5.1. Standard Claims
5.1.1. Address Claim
5.1.2. Additional Claims

ol

5.2. Claims Languages and Scripts

5.3. UserInfo.-Endpoint
5.3.1. UserInfo Request
5.3.2. Successful UserInfo Response
5.3.3x. UserInfo Error Response
5.34. UserInfo Response Validation

5.4.-Requesting Claims using Scope Values
5(5. Requesting Claims using the "claims" Request
Parameter

5.5.1. Individual Claims Requests
5.5.1.1. Requesting the "acr" Claim

5.5.2. Languages and Scripts for Individual Claims
5.6. Claim Types

5.6.1. Normal Claims

5.6.2. Aggregated and Distributed Claims

5.6.2.1. Example of Aggregated Claims
5.6.2.2. Example of Distributed Claims
5.7. Claim Stability and Uniqueness
6. Passing Request Parameters as JWTs
6.1. Passing a Request Object by Value

© ISO/IEC 2024 - All rights reserved
vi


https://iecnorm.com/api/?name=9798091fd96f48acafb0153c5c1dcb29

ISO/IEC 26131:2024(en)

6.1.1. Request using the "request" Request
Parameter
6.2. Passing a Request Object by Reference
6.2.1. URI Referencing the Request Object
6.2.2. Request using the "request_uri" Request
Parameter
6.2.3. Authorization Server Fetches Request
Object
6.2.4. "request_uri" Rationale
6.3. Validating JWT-Based Requests

6.3.1. Encrypted Request Object
6.3.2. Signed Request Object
6.3.3. Request Parameter Assembly and Validation
7. Self-Issued OpenlID Provider
7.1. Self-Issued OpenID Provider Discovery
7.2. Self-Issued OpenlID Provider Registration
7.2.1. Providing Information with the
"registration" Request Parameter
7.3. Self-Issued OpenID Provider‘Request
7.4. Self-Issued OpenID Provider Response
7.5. Self-Issued ID Token Validation
8. Subject Identifier Types
8.1. Pairwise Identifier Algorithm
9. Client Authentication
10. Signatures and Encryption
10.1. Signing
10.1.1. Rotation’of Asymmetric Signing Keys
10.2. Encryption
10.2.1. Rotation of Asymmetric Encryption Keys
11. Offline Access
12. Using Refresh Tokens
12.1. Refresh Request
12.2-Successful Refresh Response
12:3.” Refresh Error Response
13¢{’Serializations
13.1. Query String Serialization
13.2. Form Serialization
13.3. JSON Serialization

14. String Operations
15. Implementation Considerations

15.1. Mandatory to Implement Features for All
OpenlID Providers

15.2. Mandatory to Implement Features for Dynamic
OpenlID Providers

15.3. Discovery and Registration

15.4. Mandatory to Implement Features for Relying
Parties

15.5. Implementation Notes

15.5.1. Authorization Code Implementation Notes

© ISO/IEC 2024 - All rights reserved
vii


https://iecnorm.com/api/?name=9798091fd96f48acafb0153c5c1dcb29

ISO/IEC 26131:2024(en)

15.5.2. Nonce Implementation Notes
15.5.3. Redirect URI Fragment Handling
Implementation Notes
15.6. Compatibility Notes
15.7. Related Specifications and Implementer’'s
Guides
16. Security Considerations
16.1. Request Disclosure
16.2. Server Masquerading
16.3. Token Manufacture/Modification

16.4. Access Token Disclosure

16.5. Server Response Disclosure

16.6. Server Response Repudiation

16.7. Request Repudiation

16.8. Access Token Redirect

16.9. Token Reuse

16.10. Eavesdropping or Leaking Authorization Codes
(Secondary Authenticator Capture)

16.11. Token Substitution

16.12. Timing Attack

16.13. Other Crypto Related Attacks

16.14. Signing and Encryption Order

16.15. Issuer Identifier

16.16. Implicit Flow Threats

16.17. TLS Requirements

16.18. Lifetimes of Access Tokens and Refresh

16.19. Symmetric Key Entropy

16.20. Need for Signed Requests

16.21. Need for Encrypted Requests
16.22. HTTP 307 Redirects

16.23. Custom URI Schemes on iOS

17. Privacy-Considerations

17.1. Personally Identifiable Information
17.2.<Pata Access Monitoring
17.3./Correlation

7:4. Offline Access

18</IANA Considerations

—

18.1. JSON Web Token Claims Registration
18.1.1. Registry Contents

18.2. OAuth Parameters Registration
18.2.1. Registry Contents

18.3. OAuth Extensions Error Registration
18.3.1. Registry Contents

18.4. URI Scheme Registration
18.4.1. Registry Contents

19. References
19.1. Normative References
19.2. Informative References

© ISO/IEC 2024 - All rights reserved
viii


https://iecnorm.com/api/?name=9798091fd96f48acafb0153c5c1dcb29

ISO/IEC 26131:2024(en)

Appendix A. Authorization Examples
A.1. Example using response_type=code
A.2. Example using response_type=id_token

A.3. Example using response_type=id_token token
A.4. Example using response_type=code id_token
A.5. Example using response_type=code token
A.6. Example using

response_type=code id_token token
A.7. RSA Key Used in Examples

© ISO/IEC 2024 - All rights reserved
ix


https://iecnorm.com/api/?name=9798091fd96f48acafb0153c5c1dcb29



https://iecnorm.com/api/?name=9798091fd96f48acafb0153c5c1dcb29

ISO/IEC 26131:2024(en)

Information technology — OpenID Connect — OpenlID
Connect Core 1.0 incorporating errata set 2

1. Introduction TOC

OpenID Connect 1.0 is a simple identity layer on top of the OAuth 2.0
REC6749] protocol. It enables Clients to verify the identity of the End-
ser based on the authentication performed by an Authorization $erver,
as well as to obtain basic profile information about the End-User in an
interoperable and REST-like manner.

he OpenID Connect Core 1.0 specification defines the(core Open[D

onnect functionality: authentication built on top of OAuUth 2.0 and the
se of Claims to communicate information about the End-User. It|also
escribes the security and privacy considerations)for using OpenlID
onnect.

s background, the OAuth 2.0 Authorization Framework [RFC6749] and
Auth 2.0 Bearer Token Usage [RFC6750] specifications provide &
eneral framework for third-party applications to obtain and use Ijmited
alccess to HTTP resources. They define mechanisms to obtain and|use
ccess Tokens to access resources but do not define standard methods
tp provide identity informations*Notably, without profiling OAuth 2.0, it
i$ incapable of providing information about the authentication of gn
nd-User. Readers are expected to be familiar with these specifications.

penID Connect implements authentication as an extension to thg
Auth 2.0 authorization process. Use of this extension is requestgd by
lients by including the openid scope value in the Authorization
equest. Information about the authentication performed is returped in
a JISON Web-Token (JWT) [JWT] called an ID Token (see Section 2).
Auth 2:0 Authentication Servers implementing OpenlID Connect are
also referred to as OpenlID Providers (OPs). OAuth 2.0 Clients using
penID Connect are also referred to as Relying Parties (RPs).

1374

This specification assumes that the Relying Party has already obtained
configuration information about the OpenID Provider, including its
Authorization Endpoint and Token Endpoint locations. This information
is normally obtained via Discovery, as described in OpenID Connect
Discovery 1.0 [OpenID.Discovery], or may be obtained via other
mechanisms.

© ISO/IEC 2024 - All rights reserved
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Likewise, this specification assumes that the Relying Party has already
obtained sufficient credentials and provided information needed to use

the Op

enlID Provider. This is normally done via Dynamic Registration, as

described in OpenID Connect Dynamic Client Registration 1.0
[OpenlID.Registration], or may be obtained via other mechanisms.

The previous versions of this specification are:

1.1. Re

The ke
NOT",

RECOMMENDED", "MAY", and "OPTIONAL" in4his document are to be
interpreted as described in RFC 2119 [RFC2¥19].

In the
that th
messa
HTML

indicat

All use

(JWE)

Compdct Serialization'or the JWE Compact Serialization; the JWS JSON
Serialization and the JWE JSON Serialization are not used.

e OpenlID Connect Core 1.0 incorporating errata set 1
[OpenID.Core.Erratal]

e OpenID Connect Core 1.0 (final) [OpenID.Core.Final]

juirements Notation and Conventions

v words "MUST", "MUST NOT", "REQUIRED! ""SHALL", "SHALL
'SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT

.txt version of this specification, yalues are quoted to indicate
ey are to be taken literally. When using these values in protocol
pes, the quotes MUST NOT be used as part of the value. In the
ersion of this specification, values to be taken literally are

cd by the use of this fixed-width font.

5 of JISON Web Sighature (JWS) [JWS] and JSON Web Encryption
[ JIWE] data structures in this specification utilize the JWS

1.2. Terminology

This specification uses the terms "Access Token", "Authorization Code",

"Autho
"Client
"Grant

rization Endpoint”, "Authorization Grant", "Authorization Server",
" "Client Authentication", "Client Identifier", "Client Secret",
Type", "Protected Resource", "Redirection URI", "Refresh Token",

"Resource Server", "Response Type", and "Token Endpoint" defined by
OAuth

Web Token (JWT)", "JWT Claims Set", and "Nested JWT" defined by
JSON Web Token (JWT) [JWT], the terms "Base64url Encoding"”,

2.0 [RFC6749], the terms "Claim Name", "Claim Value", "JSON

© ISO/IEC 2024 - All rights reserved
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"Header Parameter"”, and "JOSE Header" defined by JSON Web
Signature (JWS) [JWS], the term "User Agent" defined by RFC 7230
[RFC7230], and the term "Response Mode" defined by OAuth 2.0
Multiple Response Type Encoding Practices [OAuth.Responses].

This specification also defines the following terms:

Authentication

Process used to achieve sufficient confidence in the binding
hetween the Entity and the prpcpnfprl ponfify

Authentication Request

OAuth 2.0 Authorization Request wusing  rextensiop
parameters and scopes defined by OpenID¢Connect tp
request that the End-User be authenticated by the
Authorization Server, which is an OpenlID Connect Providey,
to the Client, which is an OpenID Conngct*Relying Party.

Authentication Context

Information that the Relying<Party can require before it
makes an entitlement décision with respect to ap
authentication response. Suich context can include, but is
not limited to, the actual authentication method used or
level of assurance suchias ISO/IEC 29115 [ISO29115] entity
authentication assurance level.

Authentication Context Class

Set of authentication methods or procedures that ar
considered to be equivalent to each other in a particula
context.

D

=

Authentication Context Class Reference
Identifier for an Authentication Context Class.

Authorization Code Flow

OAuth 2.0 flow in which an Authorization Code is returned
from the Authorization Endpoint and all tokens are returned
from the Token Endpoint.

Authorization Request
OAuth 2.0 Authorization Request as defined by [RFC6749].
Claim

Piece of information asserted about an Entity.

© ISO/IEC 2024 - All rights reserved
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Claim Type
Syntax wused for representing a Claim Value. This
specification defines Normal, Aggregated, and Distributed
Claim Types.

Claims Provider

Server that can return Claims about an Entity.

Credential

Data presented as evidence of the right to use an identity or
other resources.

gnd-User
Human participant.
gntity

Something that has a separate and distinct existence and
that can be identified in a context./An End-User is one
example of an Entity.

Bssential Claim

Claim specified by the Clientas being necessary to ensure a
smooth authorization . experience for the specific task
requested by the End-User.

Hybrid Flow

OAuth 2.0 flow in which an Authorization Code is returned
from the, Authorization Endpoint, some tokens are returned
from the-Authorization Endpoint, and others are returned
from_the Token Endpoint.

ID Token

JSON Web Token (JWT) [JWT] that contains Claims about

theAothenticatiomevent— it MAYcontaimothrer Etaims:
Identifier

Value that uniquely characterizes an Entity in a specific
context.

Identity

Set of attributes related to an Entity.

© ISO/IEC 2024 - All rights reserved
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Implicit Flow
OAuth 2.0 flow in which all tokens are returned from the
Authorization Endpoint and neither the Token Endpoint nor
an Authorization Code are used.

Issuer

Entity that issues a set of Claims.

Issuer Identifier

Verifiable Identifier for an Issuer. An Issuer Identifier is
case-sensitive URL using the https scheme that contain
scheme, host, and optionally, port number @and pat
components and no query or fragment components.

(2R

-

Message

L

Request or a response between an OpenlD Relying Party an
an OpenlD Provider.

OpenID Provider (OP)

OAuth 2.0 Authorization:»Server that is capable df
Authenticating the End-User and providing Claims to
Relying Party about the-Authentication event and the End
User.

jey)

Request Object
JWT that contains a set of request parameters as its Claimsg.
Request URI

URLthat references a resource containing a Request Object.
The Request URI contents MUST be retrievable by th
Authorization Server.

D

Pairwise Pseudonymous Identifier (PPID)

Identifier that fdentifies the Entity to0 a Relying Party that
cannot be correlated with the Entity's PPID at another
Relying Party.

Personally Identifiable Information (PII)

Information that (a) can be used to identify the natural
person to whom such information relates, or (b) is or might
be directly or indirectly linked to a natural person to whom
such information relates.

© ISO/IEC 2024 - All rights reserved
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Relying Party (RP)

OAuth 2.0 Client application requiring End-User
Authentication and Claims from an OpenlD Provider.

Sector Identifier

Host component of a URL used by the Relying Party's
organization that is an input to the computation of pairwise
Subject Identifiers for that Relying Party.

[fa)

elf-Issued OpenlD Provider

Personal, self-hosted OpenID Provider that issues self-
signed ID Tokens.

[fa)

ubject Identifier

Locally unique and never reassigned identifier‘within the
Issuer for the End-User, which is intended to.be consumed
by the Client.

UserInfo Endpoint

Protected Resource that, when presented with an Access
Token by the Client, returns atthorized information about
the End-User represented® by the corresponding
Authorization Grant. The UserInfo Endpoint URL MUST use
the https scheme and.MAY contain port, path, and query
parameter components.

Pl

alidation

Process intended to establish the soundness or correctness
of a construct.

Verification

Process intended to test or prove the truth or accuracy of a
fact or value.

oluntary Claim

Claim specified by the Client as being useful but not
Essential for the specific task requested by the End-User.

IMPORTANT NOTE TO READERS: The terminology definitions in this
section are a normative portion of this specification, imposing
requirements upon implementations. All the capitalized words in the
text of this specification, such as "Issuer Identifier", reference these
defined terms. Whenever the reader encounters them, their definitions
found in this section must be followed.

© ISO/IEC 2024 - All rights reserved
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For more background on some of the terminology used, see Internet
Security Glossary, Version 2 [RFC4949], ISO/IEC 29115 Entity
Authentication Assurance [IS029115], and ITU-T X.1252 [X.1252].

1.3. Overview TOC

Tlhe OpenID Connect protocol, in abstract, follows the following, steps.

=3

1. The RP (Client) sends a request to the OpenlID Providg
(OP).

2. The OP authenticates the End-User and obtains
authorization.

3. The OP responds with an ID Token(and usually an Accg¢ss
Token.

4. The RP can send a request with the Access Token to the
UserInfo Endpoint.

5. The UserInfo Endpointreturns Claims about the End-
User.

Tlhese steps are illustrated in_the following diagram:

- ———— + +————ft—-——+
I I I I
| | —€o>————- (1) AuthN Request-------- > | |
I | I I
| R + | |
I [ I I I
| | | End- |<-—-(2) AuthN & AuthZ-->| |
I | | User | I I
| RP [ I | op I
| | A + | |
I I | I
| |[<-=——————- (3) AuthN Response-------- | |
I I I I
| | === (4) UserInfo Request----- > | |
I I I I
| |E=m=mm=== (5) UserInfo Response—-—-——--- | |
I I I I
- ———— + - ———— +

© ISO/IEC 2024 - All rights reserved
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2. ID Token TOC

The primary extension that OpenID Connect makes to OAuth 2.0 to
enable End-Users to be Authenticated is the ID Token data structure.
The ID Token is a security token that contains Claims about the
Authentication of an End-User by an Authorization Server when using a
Client, and potentially other requested Claims. The ID Token is
repres¢nted as a JSON Web Token (JWT) [JWT].

The following Claims are used within the ID Token for all OAuth 2.0
flows 4sed by OpenID Connect:

i$s

REQUIRED. Issuer Identifier for the Issuer of the/response.
The iss value is a case-sensitive URL using the https
scheme that contains scheme, host, and“optionally, port
number and path components and no ‘query or fragment
components.

REQUIRED. Subject Identifier.” A locally unique and never
reassigned identifier within the Issuer for the End-User,
which is intended to b€ consumed by the Client, e.g.,
24400320 or
ATtOawmwtWwcTOk51BayewNvutrJUgsv1egs7A4. It MUST
NOT exceed 255 ASCII [RFC20] characters in length. The
sub value is a case-sensitive string.

REQUIRED. Audience(s) that this ID Token is intended for.
It MUST contain the OAuth 2.0 client id of the Relying
Party as an audience value. It MAY also contain identifiers
for other audiences. In the general case, the aud value is an

array of case-sensitive strings. I the common spectal case
when there is one audience, the aud value MAY be a single

case-sensitive string.

exp

REQUIRED. Expiration time on or after which the ID Token
MUST NOT be accepted by the RP when performing
authentication with the OP. The processing of this parameter
requires that the current date/time MUST be before the
expiration date/time listed in the value. Implementers MAY
provide for some small leeway, usually ho more than a few

© ISO/IEC 2024 - All rights reserved
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minutes, to account for clock skew. Its value is a JSON
[REC8259] number representing the number of seconds
from 1970-01-01T00:00:00Z as measured in UTC until the
date/time. See RFC 3339 [RFC3339] for details regarding
date/times in general and UTC in particular. NOTE: The ID
Token expiration time is unrelated the lifetime of the
authenticated session between the RP and the OP.

iat

REQUIRED. Time at which the IWT was issued. Tts value i

S
a JSON number representing the number of seconds from
1970-01-01T00:00:00Z as measured in UTC until'the
date/time.

auth_time

Time when the End-User authentication occurred. Its valu
is @ JSON number representing the number of seconds fron
1970-01-01T00:00:00Z as measured—in UTC until th
date/time. When a max age request is made or whe
auth time is requested as an/Essential Claim, then thi
Claim is REQUIRED; otherwisg,’ its inclusion is OPTIONAL.
(The auth time Claim semantically corresponds to th
OpenID 2.0 PAPE [OpénlD.PAPE] auth time respons
parameter.)

U 2O (U I (D

D

nonce

String value tused to associate a Client session with an II
Token, and-to mitigate replay attacks. The value is passe
through wnmodified from the Authentication Request to th
ID Token. If present in the ID Token, Clients MUST verif
that.the nonce Claim Value is equal to the value of th
rionce parameter sent in the Authentication Request. 1
present in the Authentication Request, Authorization Server
MUST include a nonce Claim in the ID Token with the Clain
Value being the nonce value sent in the Authenticatio
Request. Authorization Servers SHOULD perform no othe
processing on nonce values used. The nonce value is

=) - D U0 - DX D LU

case-sensitive string.
acr

OPTIONAL. Authentication Context Class Reference. String
specifying an Authentication Context Class Reference value
that identifies the Authentication Context Class that the
authentication performed satisfied. The value "0" indicates
the End-User authentication did not meet the requirements
of ISO/IEC 29115 [ISO29115] level 1. For historic reasons,
the value "0" is used to indicate that there is no confidence
that the same person is actually there. Authentications with
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level 0 SHOULD NOT be used to authorize access to any
resource of any monetary value. (This corresponds to the
OpenID 2.0 PAPE [OpenID.PAPE] nist auth level 0.) An
absolute URI or an RFC 6711 [RFC6711] registered name
SHOULD be used as the acr value; registered names MUST
NOT be used with a different meaning than that which is
registered. Parties using this claim will need to agree upon
the meanings of the values used, which may be context
specific. The acr value is a case-sensitive string.

Q)

ID Tok
undersg
7.4 fon

LLALI

Zp

OPTIONAL. Authentication Methods References. JSON array
of strings that are identifiers for authentication methods
used in the authentication. For instance, values might
indicate that both password and OTP authentication
methods were used. The amr value is an array of case-
sensitive strings. Values used in the amr ClaimmSHOULD be
from those registered in the IANA Authentication Method
Reference Values registry [IANA.AMR] “established by
[REC8176]; parties using this claim will need to agree upon
the meanings of any unregistered valies used, which may
be context specific.

OPTIONAL. Authorized party - the party to which the ID
Token was issued. If present, it MUST contain the OAuth 2.0
Client ID of this party. The azp value is a case-sensitive
string containing a,;StringOrURI value. Note that in practice,
the azp Claim-only occurs when extensions beyond the
scope of this specification are used; therefore,
implementations not using such extensions are encouraged
to not use)azp and to ignore it when it does occur.

ens MAY/contain other Claims. Any Claims used that are not
tood MUST be ignored. See Sections 3.1.3.6, 3.3.2.11, 5.1, and

additional Claims defined by this specification.

ID Tok

ens MUST be signed using JWS [JWS] and optionally both signe

and then encrypted using JWS [JWS] and JWE [JWE] respectively,
thereby providing authentication, integrity, non-repudiation, and
optionally, confidentiality, per Section 16.14. If the ID Token is

encrypted, it MUST be signed then encrypted, with the result being a
Nested JWT, as defined in [JWT]. ID Tokens MUST NOT use none as the
alg value unless the Response Type used returns no ID Token from the

Authorization Endpoint (such as when using the Authorization Code

Flow) and the Client explicitly requested the use of none at Registration

time.
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ID Tokens SHOULD NOT use the JWS or JWE x5u, x5c, jku, Or jwk
Header Parameter fields. Instead, references to keys used are
communicated in advance using Discovery and Registration parameters,
per Section 10.

The following is a nhon-normative example of the set of Claims (the JWT
Claims Set) in an ID Token:

{

"iss": "https://server.example.com",
"sub": "24400320",

"aud": "s6BhdRkgt3",

"nonce": "n-0S6 WzA2Mj",

"exp": 1311281970,

"iat": 1311280970,

"auth time": 1311280969,

"acr": "urn:mace:incommon:iap:silver"”

(98]

. Authentication

QpenID Connect performs authentication to log in the End-User of to
determine that the End-Userds already logged in. OpenID Connect
returns the result of the Authentication performed by the Server to the
dlient in a secure manner so that the Client can rely on it. For this
rason, the Client is-called Relying Party (RP) in this case.

-

he Authentication result is returned in an ID Token, as defined in
ection 2. It has Claims expressing such information as the Issuef, the
ubject Identifier, when the authentication was performed, etc.

nlin -

uthentication can follow one of three paths: the Authorization Cqde
low(response type=code), the Implicit Flow
reSponse type=id token token.Orresponse_type=id_token),Orthe
ybrid Flow (using other Response Type values defined in OAuth 2.0
Multiple Response Type Encoding Practices [OAuth.Responses]). The
flows determine how the ID Token and Access Token are returned to
the Client.

T~ 7>

The characteristics of the three flows are summarized in the following
non-normative table. The table is intended to provide some guidance on
which flow to choose in particular contexts.

© ISO/IEC 2024 - All rights reserved
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Propert Authorization CodelImplicit Hybrid
perty Flow Flow Flow
All tokens returned from no es o
Authorization Endpoint y
All tokens returned from Token

X yes no no
Endpoint
Tokens not revealed to User Agent yes no no
CIienlt can be authenticated yes no yes
Refrgsh Token possible yes no yes
Communication in one round trip  no yes no
Most| communication server-to-

yes no varies

server

OpenlID Connect Authentication Flows

The flow used is determined by the response type value contained in
the Authorization Request. These response type values select these
flows:

"response_type" value|Flow

code Authorization Code Flow
id token Implicit Flow
id token token Implicit Flow
code id token Hybrid Flow
code token Hybrid Flow

code id token token Hybrid Flow

© ISO/IEC 2024 - All rights reserved
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OpenlID Connect "response_type" Values

All but the code Response Type value, which is defined by OAuth 2.0

[RFC6749], are defined in the OAuth 2.0 Multiple Response Type

2.0 also defines the token Response Type value for the Implicit Fl
QpenID Connect does not use this Response Type, since no ID'To
would be returned.

3l1. Authentication using the Authorization Code‘Flow

his section describes how to performa@uthentication using the
uthorization Code Flow. When using-the Authorization Code Flow
pkens are returned from the Token*Endpoint.

o >

Tlhe Authorization Code Flow returns an Authorization Code to the
dlient, which can then exchange it for an ID Token and an Access
directly. This provides thebenefit of not exposing any tokens to ti
User Agent and possibly-other malicious applications with access t
User Agent. The Authorization Server can also authenticate the Cl
before exchanging the Authorization Code for an Access Token. Tk
Authorization Code flow is suitable for Clients that can securely m
g Client Secret between themselves and the Authorization Server

ErrcodingPractices fOAuthResponsestspecification—NOTE—White]OAuth

oW,
ken

, all

Token
ne

o the
ient
ne
aintain

3.1.1. Authorization Code Flow Steps

The Authorization Code Flow goes through the following steps.

1. Client prepares an Authentication Request containing the

desired request parameters.
2. Client sends the request to the Authorization Server.

3. Authorization Server Authenticates the End-User.

© ISO/IEC 2024 - All rights reserved
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4. Authorization Server obtains End-User
Consent/Authorization.

5. Authorization Server sends the End-User back to the
Client with an Authorization Code.

6. Client requests a response using the Authorization Code
at the Token Endpoint.

7. Client receives a response that contains an ID Token and
Access Token in the response body.

3.1.2. A

The Al
This is
Author
reques
and pa

Comm
Sectior

8. Client validates the ID token and retrieves the End-
User's Subject Identifier.

uthorization Endpoint

thorization Endpoint performs Authentication of the End-User.
done by sending the User Agent to thel Authorization Server's
zation Endpoint for Authentication and Authorization, using

t parameters defined by OAuth 2.0:and additional parameters
rameter values defined by OpenlD® Connect.

inication with the Authorization Endpoint MUST utilize TLS. See
' 16.17 for more information on using TLS.

3.1.2.1.

An Aut
reques|
Server

Authentication Request

hentication Request is an OAuth 2.0 Authorization Request that
ts that the End-User be authenticated by the Authorization

Authorization Servers MUST support the use of the HTTP GET and POST
methods defined in REC 7231 [RFC7231] at the Authorization Endpoint.

Clients
Author

MAY use the HTTP GET or POST methods to send the
ization Request to the Authorization Server. If using the HTTP

GET method, the request parameters are serialized using URI Query

String

Serialization, per Section 13.1. If using the HTTP p0oST method,

the request parameters are serialized using Form Serialization, per
Section 13.2.
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OpenID Connect uses the following OAuth 2.0 request parameters with
the Authorization Code Flow:

scope

REQUIRED. OpenID Connect requests MUST contain the
openid scope value. If the openid scope value is not
present, the behavior is entirely unspecified. Other scope
values MAY be present. Scope values used that are not

this specification. o
response_type

REQUIRED. OAuth 2.0 Response Type value that-determine

the authorization processing flow to be used; in¢luding wha

parameters are returned from the endpoints used. Whe
using the Authorization Code Flow, this~vatue is code.

- + U

client_id

REQUIRED. OAuth 2.0 Client® Identifier valid at th
Authorization Server.

D

redirect_uri

REQUIRED. Redirection URI to which the response will b
sent. This URI MUST exactly match one of the Redirectio
URI values for) the Client pre-registered at the Openll
Provider, with the matching performed as described i
Section 6271 of [RFC3986] (Simple String Comparison).
When using this flow, the Redirection URI SHOULD use th
httess scheme; however, it MAY use the http scheme
provided that the Client Type is confidential, as define
in Section 2.1 of OAuth 2.0, and provided the OP allows th
use of http Redirection URIs in this case. Also, if the Clien
is a native application, it MAY use the http scheme wit
localhost or the IP loopback literals 127.0.0.1o0or [::1
as the hostname. The Redirection URI MAY use an alternate
scheme, such as one that is intended to identify a callback
into a native application.

D = J I (D

- ~+ (D L <

state

RECOMMENDED. Opaque value used to maintain state
between the request and the callback. Typically, Cross-Site
Request Forgery (CSRF, XSRF) mitigation is done by
cryptographically binding the value of this parameter with a
browser cookie.

© ISO/IEC 2024 - All rights reserved
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which is defined in OAuth 2.0 Multiple Response Type Encoding
Practices [OAuth.Responses]:

response_mode

This sp

OPTIONAL. Informs the Authorization Server of the
mechanism to be used for returning parameters from the
Authorization Endpoint. This use of this parameter is NOT
RECOMMENDED when the Response Mode that would be

ecification also defines the following request parameters;

OPTIONAL. String value used to associate a Client session
with an ID Token, and to mitigate replay attacks. The value
is passed through unmodified from the-ZAuthentication
Request to the ID Token. Sufficient entropy.MUST be present
in the nonce values used to prevent attackers from guessing
values. For implementation notes, see’Section 15.5.2.

isplay

OPTIONAL. ASCII string \value that specifies how the
Authorization Server . displays the authentication and
consent user interface~pages to the End-User. The defined
values are:

page

TheyAuthorization Server SHOULD display the
authentication and consent UI consistent with
a full User Agent page view. If the display
parameter is not specified, this is the default
display mode.

popup

The Authorization Server SHOULD display the
authentication and consent UI consistent with
a popup User Agent window. The popup User
Agent window should be of an appropriate size
for a login-focused dialog and should not
obscure the entire window that it is popping up
over.

© ISO/IEC 2024 - All rights reserved
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touch

The Authorization Server SHOULD display the
authentication and consent UI consistent with
a device that leverages a touch interface.

wap

The Authorization Server SHOULD display the
authentication and consent UI consistent with
a "feature phone" type display.

The Authorization Server MAY also attempt to detect ith
capabilities of the User Agent and present an appropriat

display.

If an OP receives a display value outside the set define
above that it does not understand, it MAY #eturn an error or
it MAY ignore it; in practice, not returning errors for not
understood values will help facilitatephasing in extension

using new display values.

prompt

OPTIONAL. Space-delimited, case-sensitive list of ASCI
string values that specifies whether the Authorization Serve
prompts the End-Userfor reauthentication and consent. Th

defined values are:

none

ThevAuthorization Server MUST NOT display
any authentication or consent user interface
pages. An error is returned if an End-User is
not already authenticated or the Client does not
have pre-configured consent for the requested
Claims or does not fulfill other conditions for
processing the request. The error code will
typically be login required,
interaction required, or another code

[ AN

L

[%2)

defined in Section 3.1.2.6. This can be used as
a method to check for existing authentication
and/or consent.

login

The Authorization Server SHOULD prompt the
End-User for reauthentication. If it cannot
reauthenticate the End-User, it MUST return an
error, typically login required.

© ISO/IEC 2024 - All rights reserved
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consent

The Authorization Server SHOULD prompt the
End-User for consent before returning
information to the Client. If it cannot obtain
consent, it MUST return an error, typically
consent required.

select_account

The Authorization Server SHOUIL D prompt the
End-User to select a user account. This enables
an End-User who has multiple accounts at the
Authorization Server to select amongst the
multiple accounts that they might have current
sessions for. If it cannot obtain an account
selection choice made by the End-User, it MUST
return an error, typicatly
account selection required.

The prompt parameter can be used by the Client to make
sure that the End-User is still present for the current session
or to bring attention to the request. If this parameter
contains none with any other value, an error is returned.

If an OP receives a prompt~Value outside the set defined
above that it does not understand, it MAY return an error or
it MAY ignore it; in practice, not returning errors for not-
understood values will"help facilitate phasing in extensions
using new prompt values.

maX_age

OPTIONAL.-"Maximum Authentication Age. Specifies the
allowable elapsed time in seconds since the last time the
End-User was actively authenticated by the OP. If the
elapsed time is greater than this value, the OP MUST
attempt to actively re-authenticate the End-User. (The
max age request parameter corresponds to the OpenID 2.0
PAPE [OpenID.PAPE] max auth age request parameter.)

When max age is used, the ID Token returned MUST include
an auth time Claim Value. Note that max age=0 is
equivalent to prompt=1login.

ui_locales

OPTIONAL. End-User's preferred languages and scripts for
the user interface, represented as a space-separated list of
BCP47 [RFC5646] language tag values, ordered by
preference. For instance, the value "fr-CA fr en" represents
a preference for French as spoken in Canada, then French
(without a region designation), followed by English (without

© ISO/IEC 2024 - All rights reserved
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a region designation). An error SHOULD NOT result if some
or all of the requested locales are not supported by the
OpenlD Provider.

id_token_hint

OPTIONAL. ID Token previously issued by the Authorization
Server being passed as a hint about the End-User's current
or past authenticated session with the Client. If the End-User
identified by the ID Token is already logged in or is logged

in as a result of the request (with the OP possibly evaluatin
other information beyond the ID Token in this decisioh
then the Authorization Server returns a positive response
otherwise, it MUST return an error, suckr a
login required. When possible, an id tgoken hin
SHOULD be present when prompt=none is tised and a
invalid request error MAY be returned fif it is not;
however, the server SHOULD respond :sUccessfully whe
possible, even if it is not present. The (Authorization Serve
need not be listed as an audience of the ID Token when it i
used as an id token hint values

- (I U) ~= ~ U\

N = 2D ~

If the ID Token received by the'RP from the OP is encrypted
to use it as an id tokenihint, the Client MUST decryp
the signed ID Token contained within the encrypted II
Token. The Client MAY-tre-encrypt the signed ID token to th
Authentication Server using a key that enables the server t
decrypt the ID Token and use the re-encrypted ID token a
the id token hint value.

OO W YU+~

login_hint

OPTIONAL. Hint to the Authorization Server about the logi
identifier the End-User might use to log in (if necessary).
This hint can be used by an RP if it first asks the End-Use
for their e-mail address (or other identifier) and then want
to pass that value as a hint to the discovered authorizatio
service. It is RECOMMENDED that the hint value match th
value used for discovery. This value MAY also be a phon
number in the format specified for the phone numbe

-

M W 2 0 =

Claim. The use of this parameter is left to the OP's
discretion.

acr_values

OPTIONAL. Requested Authentication Context Class
Reference values. Space-separated string that specifies the
acr values that the Authorization Server is being requested
to use for processing this Authentication Request, with the
values appearing in order of preference. The Authentication
Context Class satisfied by the authentication performed is
returned as the acr Claim Value, as specified in Section 2.
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The acr Claim is requested as a Voluntary Claim by this
parameter.

Other parameters MAY be sent. See Sections 3.2.2, 3.3.2, 5.2, 5.5, 6,
and 7.2.1 for additional Authorization Request parameters and
parameter values defined by this specification.

The following is a hon-normative example HTTP 302 redirect response
by the Client, which triggers the User Agent to make an Authentication
Request to the Authorization Endpoint (with line wraps within values for
display purposes only):

HTTP/1.1 302 Found

Location: https://server.example.com/authorize?
response type=code
&scope=openid?20profile$20email
&client id=s6BhdRkgt3
&state=af0ifjsldkj
&redirect uri=https%3A%2F%2Fclienthexample.orgs2Fcb

The following is the non-normative example request that would be sent
by the|User Agent to the Authorization Servef.in response to the HTTP
302 redirect response by the Client above (with line wraps within value
for display purposes only):

[92]

GET /authorize?
response_ type=code
&scope=openid?20profiles20email
&client id=s6BhdRkgt3
&state=af0ifjsidkj

&redirect uri=https%3A%2F%2Fclient.example.org32Fcb
HTTP/1.1

Host: server.example.com

3 1 2 2 Asail 43 43 A p) + VUalidais TOC
sdsban: AULIITIILIVAUIUIL I\C\luCDL vaililualivll

The Authorization Server MUST validate the request received as follows:

1. The Authorization Server MUST validate all the OAuth 2.0
parameters according to the OAuth 2.0 specification.

2. Verify that a scope parameter is present and contains
the openid scope value. (If no openid scope value is
present, the request may still be a valid OAuth 2.0
request but is not an OpenID Connect request.)

© ISO/IEC 2024 - All rights reserved
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3. The Authorization Server MUST verify that all the
REQUIRED parameters are present and their usage
conforms to this specification.

4. If the sub (subject) Claim is requested with a specific

value for the ID Token, the Authorization Server MUST
only send a positive response if the End-User identified

by that sub value has an active session with the
Authorization Server or has been Authenticated as a
result of the request. The Authorization Server MUST
NOT re i

different user, even if they have an active session with
the Authorization Server. Such a request can be made
either using an id token hint parameter or by
requesting a specific Claim Value as described-in
Section 5.5.1, if the claims parameter is-supported b
the implementation.

5. When an id token hint is present; the OP MUST
validate that it was the issuer ofithe ID Token. The OP
SHOULD accept ID Tokens wheh the RP identified by t
ID Token has a current session or had a recent sessior
at the OP, even when the)axp time has passed.

b~

s specified in OAuth 2.0 [RFC6749]}, Authorization Servers SHOU
gnore unrecognized request parameters.

—

" the Authorization Server encounters any error, it MUST return g
rror response, per Section3.1.2.6.

D

3.1.2.3. Authorization Server Authenticates End-User

It the request is valid, the Authorization Server attempts to
Authenticate the End-User or determines whether the End-User ig
Authenticated, depending upon the request parameter values use

LD

n

TOC

d. The

methods used by the Authorization Server to Authenticate the End-User

(e.g., username and password, session cookies, etc.) are beyond

the

scope of this specification. An Authentication user interface MAY be
displayed by the Authorization Server, depending upon the request

parameter values used and the authentication methods used.
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the following cases:

The Au
followi

When [nteracting with the End-User, the Authorization-Server MUST

employ
Clickja
[RFC67

3.1.2.4.

Once t
obtain
Relying
MAY be¢
makes
conditi
previol
inform

e The End-User is not already Authenticated.

e The Authentication Request contains the prompt
parameter with the value 1ogin. In this case, the
Authorization Server MUST reauthenticate the End-User
even if the End-User is already authenticated.

thorization Server MUST NOT interact with the End-User in the

g case:

e The Authentication Request contains the prompt
parameter with the value none. In this case, the

Authorization Server MUST return an error if an_End-User
is not already Authenticated or could not be silently
Authenticated.

appropriate measures against Cross-Site Request Forgery and
cking as, described in Sections 10.12 and 10.13 of OAuth 2.0
149].

Authorization Server Obtains End-User Consent/Authorization

ne End-User is authenticated, the Authorization Server MUST
an authorization decision before releasing information to the

) Party. When -permitted by the request parameters used, this
> done through’an interactive dialogue with the End-User that
it clear what is being consented to or by establishing consent viz
bns for-processing the request or other means (for example, via
Is administrative consent). Sections 2 and 5.3 describe

ation’ release mechanisms.

3.1.2.5.

Successful Authentication Response

An Authentication Response is an OAuth 2.0 Authorization Response
message returned from the OP's Authorization Endpoint in response to
the Authorization Request message sent by the RP.
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When using the Authorization Code Flow, the Authorization Respo

nse

MUST return the parameters defined in Section 4.1.2 of OAuth 2.0
[RFC6749] by adding them as query parameters to the redirect uri
specified in the Authorization Request using the application/x-www-

form-urlencoded format, unless a different Response Mode was
specified.

The following is a hon-normative example successful response usi

ng

this flow (with line wraps within values for display purposes only):

HTTP/1.1 302 Found

Location: https://client.example.org/cb?
code=Splx10BeZQQYbYS6WxSHIA
&state=af0ifjsldkj

-

or implementation notes on the contents of the Authorization Co
e Section 15.5.1.

[0)]

311.2.6. Authentication Error Response

n Authentication Error Responsée is an OAuth 2.0 Authorization E
esponse message returned from the OP's Authorization Endpoint
esponse to the Authorization’Request message sent by the RP.

0 >

-

" the End-User denies:theé request or the End-User authentication
ne OP (Authorization:Server) informs the RP (Client) by using the
esponse parameters defined in Section 4.1.2.1 of OAuth 2.0
RFC6749]. (HTEP errors unrelated to RFC 6749 are returned to tl
ser Agent using the appropriate HTTP status code.)

nless the-Redirection URI is invalid, the Authorization Server ret
ne Client to the Redirection URI specified in the Authorization Re
ith(the appropriate error and state parameters. Other parametel

in<s ct CcCr—m gt -

de,

rror
in

fails,
p Error

he

LIrns
quest
S

HOULD NOT be returned. If the Redirection URI is invalid, the

Authorization Server MUST NOT redirect the User Agent to the invalid

Redirection URI.

If the Response Mode value is not supported, the Authorization Server
returns an HTTP response code of 400 (Bad Request) without Error

Response parameters, since understanding the Response Mode is
necessary to know how to return those parameters.

© ISO/IEC 2024 - All rights reserved
23

TOC


https://iecnorm.com/api/?name=9798091fd96f48acafb0153c5c1dcb29

ISO/IEC 26131:2024(en)

In addition to the error codes defined in Section 4.1.2.1 of OAuth 2.0,
this specification also defines the following error codes:

interaction_required

The Authorization Server requires End-User interaction of
some form to proceed. This error MAY be returned when the
prompt parameter value in the Authentication Request is
none, but the Authentication Request cannot be completed
without displaying a user interface for End-User interaction.

lpgin_required

The Authorization Server requires End-User authentication.
This error MAY be returned when the prompt parameéeter
value in the Authentication Request is none, bub the
Authentication Request cannot be completed , without
displaying a user interface for End-User authentication.

Q)

ccount_selection_required

The End-User is REQUIRED to selett a session at the
Authorization Server. The End-User.MAY be authenticated at
the Authorization Server with different associated accounts,
but the End-User did not select‘@.session. This error MAY be
returned when the prompf’ parameter value in the
Authentication Request is, none, but the Authentication
Request cannot be completed without displaying a user
interface to prompt fora session to use.

donsent_required

The Authorization Server requires End-User consent. This
error MAY-be returned when the prompt parameter value in
the Authentication Request is none, but the Authentication

Request cannot be completed without displaying a user
int&rface for End-User consent.

nvalid_request_uri

The request uri in the Authorization Request returns an
error or contains invalid data.

invalid_request_object
The request parameter contains an invalid Request Object.
request_not_supported

The OP does not support use of the request parameter
defined in Section 6.
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request_uri_not_supported

The OP does not support use of the request uri
parameter defined in Section 6.

registration_not_supported

The OP does not support use of the registration
parameter defined in Section 7.2.1.

Tiheerror Tesporse parameters are the foltowing:

error
REQUIRED. Error code.
error_description

OPTIONAL. Human-readable ASCII enceded text descriptio
of the error.

-

error_uri

OPTIONAL. URI of a web _‘page that includes additiona
information about the error,

state

OAuth 2.0 stater“value. REQUIRED if the Authorizatio
Request included the state parameter. Set to the valu
received from. the Client.

-

U

When using the Authorization Code Flow, the error response parameters
ﬂre added to the:query component of the Redirection URI, unless |a
ifferent Response Mode was specified.

The following is a non-normative example error response using thiis flow
(with line wraps within values for display purposes only):

T—T'T"T‘D,/'I 1 302 Found

Location: https://client.example.org/cb?
error=invalid request
&error description=
Unsupported%20response type%20value
&state=af0ifjsldkj
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Authentication Response Validation

When using the Authorization Code Flow, the Client MUST validate the

respon

se according to RFC 6749, especially Sections 4.1.2 and 10.12.

3.1.3. Tioken Endpoint

To obtx
Token,
obtain
[RFC67

Comm
Sectior

hin an Access Token, an ID Token, and optionally a Refresh

the RP (Client) sends a Token Request to the Tokeh, Endpoint to
a Token Response, as described in Section 3.2 of QAuth 2.0
'49], when using the Authorization Code Flow.

inication with the Token Endpoint MUST utilize TLS. See
W 16.17 for more information on using FLS.

3.1.3.1.

A Clien
(in the

grant |

of OAuth 2.0 [RFC6749]. If the Client is a Confidential Client, then it

MUST
metho

Token Request

t makes a Token Request by presenting its Authorization Grant
form of an Authorization Code) to the Token Endpoint using the
[type value authorization code, as described in Section 4.1.3

huthenticate-to the Token Endpoint using the authentication
1 registered for its client id, as described in Section 9.

The Client-sends the parameters to the Token Endpoint using the HTTP
POST nmpethod and the Form Serialization, per Section 13.2, as describeg
in Secic‘n—a—rﬁ—mm—z—w 1 . 749T-

The following is a hon-normative example of a Token Request (with line

wraps within values for display purposes only):

POST /token HTTP/1.1

Host: server.example.com

Content-Type: application/x-www-form-urlencoded
Authorization: Basic c¢czZCaGRSa3F0MzpnWDFmQmEOM2JW
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grant type=authorization code&code=Splx10BeZQQYbYS6WxSbI
A
&redirect uri=https%3A%2F%2Fclient.example.org%2Fcb

3.1.3.2. Token Request Validation TOC

Tlhe Authorization Server MUST validate the Token Request as folllows:

e Authenticate the Client if it was issued Client Credentia
or if it uses another Client Authentication method, per
Section 9.

S

e Ensure the Authorization Code was issued to the
authenticated Client.

o Verify that the Authorization Code’is valid.

o If possible, verify that the Authorization Code has not
been previously used.

o Ensure that the redixect uri parameter value is
identical to the redirect uri parameter value that was
included in the._initial Authorization Request. If the
redirect ux¥ parameter value is not present when
there is only one registered redirect uri value, the
Authorization Server MAY return an error (since the
Clieptshould have included the parameter) or MAY
proceed without an error (since OAuth 2.0 permits the
parameter to be omitted in this case).

o) Verify that the Authorization Code used was issued in
response to an OpenID Connect Authentication Request
(so that an ID Token will be returned from the Token
Endpoint).

3.1.3.3. Successful Token Response TOC

After receiving and validating a valid and authorized Token Request
from the Client, the Authorization Server returns a successful response
that includes an ID Token and an Access Token. The parameters in the
successful response are defined in Section 4.1.4 of OAuth 2.0
[RFC6749]. The response uses the application/json media type.
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The OAuth 2.0 token type response parameter value MUST be Bearer,

as spe

cified in OAuth 2.0 Bearer Token Usage [RFC6750], unless

another Token Type has been negotiated with the Client. Servers
SHOULD support the Bearer Token Type; use of other Token Types is
outside the scope of this specification. Note that the token type value
is case insensitive.

In add
followi

All Token Responses that contain tokens, secrets, or other sensitive

inform
values

The fol
Respor
the ke

ition to the response parameters specified by OAuth 2.0, the
ng parameters MUST be included in the response:

H token

ID Token value associated with the authenticated session.

ation MUST include the following HTTP response header fields an

j=

Header Name|Header Value

Cache-Control no-store

HTTP Response Headers and Values

lowing isf@ainon-normative example of a successful Token
1se. TheID Token signature in the example can be verified with
at Appendix A.7.

"

alrtep/1.1 Z00U OK
Content-Type: application/json
Cache-Control: no-store

{

"access token": "S1AV32hkKG",
"token type": "Bearer",
"refresh token": "8xLOxBtZp8",
"expires in": 3600,

"id token":

eyJhbGciOiJSUzIINiIsImtpZCI6IjF10OWdkazcifQ.ewogImlzc
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yI6ICJodHRWO18vc2VydmVyLmV4YWlwbGUuY29tTIiwKICIJzdWIiOiAiM

jo4Mjgs

NzYxMDAxIiwKICJhdWQiOiAiczZCaGRSa3FOMyIsCiAibmOuY2UiOiAl

biOwUzZ

fV3pBMk1qIiwKICJ1leHA1OiAXMzEXM)gxOTcwLA0ogImlhdCI6IDEZMTE

yODA5SNz

b~

s specified in OAuth 2.0 [RFC6749], Clients SHOULD ignore
unrecognized response parameters.

.1.3.4. Token Error Response

" the Token Request is invalid or unauthorized, the Authorization
erver constructs the error response. The parameters of the Toke
rror Response are defined as in Section 5.2 of OAuth 2.0 [RFC67
he HTTP response body uses the application/json media type

I
S
B
1
|_

TTP response code of 400.

AKEO- 991\—/\78112 TEovVEoxNoot JI\A_VS a_uMAL.ROEHRDRUj \J\_lkd_J_ OoF
6Sr Pog

Jp6IcmD3HP990bilPRs-cwh3L0O-
pl4d6wad8ThehcwL7F09Jd1ijmBgkvPeB2T9CJ

NgeGpe-
gccMg4vEiKjkM8FcGvnzZUN4 KSPOaApltOJlzZwgirgGByKHiO

QyHE51cMiKPXfEIQILVgOpc E2DzL7emopWoadZTF m0 NOYzF
bOEoROS

K5hoDalrcvRYLSrQAZZKE1yuVCyixEOVIGENQC3 osjzw2PAit]
BLuVVk4
XUVrWOLrL10nx7RkKUBNXNHg-rvKMzgg"
}

n
49].
with

The following is a hon-normative example Token Error Response:

HTTP/1.1 400 Bad Request
Content-Type: application/json
Cache-Control: no-store

{

"error": "invalid request"

}

© ISO/IEC 2024 - All rights reserved
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3.1.3.5. Token Response Validation

The Client MUST validate the Token Response as follows:

1. Follow the validation rules in RFC 6749, especially those
in Sections 5.1 and 10.12.

2. Follow the ID Token validation rules in Section 3.1 .3.7

3.1.3.6.

The co
the Au
followi

c

3. Follow the Access Token validation rules in
Section 3.1.3.8.

ID Token

htents of the ID Token are as described in Section 2. When using
chorization Code Flow, these additional‘requirements for the
ng ID Token Claims apply:

t_hash

OPTIONAL. Access Token® hash value. Its value is the
base64url encoding of-the left-most half of the hash of the
octets of the ASCILk(epresentation of the access token
value, where the hash algorithm used is the hash algorithm
used in the alg, Header Parameter of the ID Token's JOSE
Header. For .instance, if the alg is RS256, hash the
access (token value with SHA-256, then take the left-most
128 bits and base64url-encode them. The at hash value is
a case-sensitive string.

3.1.3.7. ID Token Validation

Clients MUST validate the ID Token in the Token Response in the
following manner:

1. If the ID Token is encrypted, decrypt it using the keys
and algorithms that the Client specified during
Registration that the OP was to use to encrypt the ID
Token. If encryption was negotiated with the OP at

Registration time and the ID Token is not encrypted, the

RP SHOULD reject it.
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. The Issuer Identifier for the OpenID Provider (which is
typically obtained during Discovery) MUST exactly match
the value of the iss (issuer) Claim.

. The Client MUST validate that the aud (audience) Claim
contains its client id value registered at the Issuer
identified by the iss (issuer) Claim as an audience. The
aud (audience) Claim MAY contain an array with more
than one element. The ID Token MUST be rejected if the
ID Token does not list the Client as a valid audience, or if

ftTontaims additionat audiences ot trusted by the Ciient.

. If the implementation is using extensions (which-are
beyond the scope of this specification) that resultin the
azp (authorized party) Claim being present,.it'SHOULD
validate the azp value as specified by thosé&extensions.

. This validation MAY include that whentan azp
(authorized party) Claim is present, the Client SHOULL
verify that its client id is the-Claim Value.

S

. If the ID Token is received via direct communication
between the Client and the Token Endpoint (which it ig in
this flow), the TLS server-validation MAY be used to
validate the issuer in“place of checking the token
signature. The Client MUST validate the signature of a
other ID Tokens.according to JWS [JWS] using the
algorithm specified in the JWT alg Header Parameter.
The Client MUST use the keys provided by the Issuer.

. The alg value SHOULD be the default of RS256 or the
algarithm sent by the Client in the

id ‘token signed response alg parameter during
Registration.

. If the JWT alg Header Parameter uses a MAC based
algorithm such as HS256, HS384, or HS512, the octetg of
the UTF-8 [RFC3629] representation of the

client secret corresponding to the client id

contained in the aud (audience) Claim are used as the

key to validate the signature. For MAC based algorithms,
the behavior is unspecified if the aud is multi-valued.

. The current time MUST be before the time represented
by the exp Claim.

10.The iat Claim can be used to reject tokens that were

issued too far away from the current time, limiting the
amount of time that nonces need to be stored to prevent
attacks. The acceptable range is Client specific.
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11.If a nonce value was sent in the Authentication Request,
a nonce Claim MUST be present and its value checked to
verify that it is the same value as the one that was sent
in the Authentication Request. The Client SHOULD check
the nonce value for replay attacks. The precise method
for detecting replay attacks is Client specific.

12.If the acr Claim was requested, the Client SHOULD

check that the asserted Claim Value is appropriate. The
meaning and processing of acr Claim Values is out of

3.1.3.8.

When
at hag
same 1
using t

£ o - H = o
SLUPC TUT Uhs spTliitativlt.

13.If the auth time Claim was requested, either through.a
specific request for this Claim or by using the max agé
parameter, the Client SHOULD check the auth time
Claim value and request re-authentication if it
determines too much time has elapsed since the last
End-User authentication.

Access Token Validation

Ising the Authorization Code Flew, if the ID Token contains an

h Claim, the Client MAY use’it to validate the Access Token in th
nanner as for the Implicit Flow, as defined in Section 3.2.2.9, bu
he ID Token and Access-Token returned from the Token

Endpoint.

3.2. Au

thentication using the Implicit Flow

This s¢

ction describes how to perform authentication using the Implicit

D

[gm ol

Flow. When using the Implicit Flow, all tokens are returned from the

Author

ization Endpoint; the Token Endpoint is not used.

The Implicit Flow is mainly used by Clients implemented in a browser
using a scripting language. The Access Token and ID Token are
returned directly to the Client, which may expose them to the End-User

and ap
Author

plications that have access to the End-User's User Agent. The
ization Server does not perform Client Authentication.
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TOC

The Implicit Flow follows the following steps:

1.

Client prepares an Authentication Request containing the
desired request parameters.

(98]

ection.

. Authorization Server Authenticates the End-User.

. Authorization Server sends the End-User,back to the

ection 3.1.2, with the exception of the differences specified in thjs

Client sends the request to the Authorization Server

Authorization Server obtains End-User
Consent/Authorization.

Client with an ID Token and, if requested, an Access
Token.

Client validates the ID token and retrieves the End-
User's Subject Identifier.

.2.2. Authorization Endpoint TOC

When using the Implicit Flow, the Authorization Endpoint is used in the
same manner as for the Authorization Code Flow, as defined in
(&
S

3.2.2.1. Authentication Request TOC

Authentication Requests are made as defined in Section 3.1.2.1, except
that these Authentication Request parameters are used as follows:

response_type

REQUIRED. OAuth 2.0 Response Type value that determines
the authorization processing flow to be used, including what
parameters are returned from the endpoints used. When
using the Implicit Flow, this value is id token token or
id token. The meanings of both of these values are defined
in OAuth 2.0 Multiple Response Type Encoding Practices
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[OAuth.Responses]. No Access Token is returned when the
value is id token.

NOTE: While OAuth 2.0 also defines the token Response
Type value for the Implicit Flow, OpenID Connect does not
use this Response Type, since no ID Token would be
returned.

redirect_uri

The fol
Flow th

REQUIRED. Redi ion LRI hich t] 0|
sent. This URI MUST exactly match one of the Redirection

URI values for the Client pre-registered at the OpenID
Provider, with the matching performed as described .in
Section 6.2.1 of [RFC3986] (Simple String Comparison).
When using this flow, the Redirection URI MUST NOTUse the
http scheme unless the Client is a native application, in
which case it MAY use the http scheme with 1g€alhost or
the IP loopback literals 127.0.0.1 or _[::1] as the
hostname.

once

REQUIRED. String value used to-associate a Client session
with an ID Token, and to mitigate replay attacks. The value
is passed through unmodified from the Authentication
Request to the ID Token. Sufficient entropy MUST be present
in the nonce values usedto prevent attackers from guessing
values. For implementation notes, see Section 15.5.2.

lowing is a non-normative example request using the Implicit
at would be sent-by the User Agent to the Authorization Server

in resplonse to a corresponding HTTP 302 redirect response by the Clien
I

(with

ne wraps within values for display purposes only):

GET /duthorize?
response type=id token%20token
gclient id=s6BhdRkqgt3

gredirect uri=https23A22F22Fclient . .example.org®?2Fch

&scope=openid%20profile

&state=af0ifjsldkj

&gnonce=n-0S6 WzA2Mj HTTP/1.1
Host: server.example.com
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.2.2.2. Authentication Request Validation

TOC

When using the Implicit Flow, the Authentication Request is validated in
the same manner as for the Authorization Code Flow, as defined in
Section 3.1.2.2.

(n o <

.2.2.3. Authorization Server Authenticates End-User

/hen using the Implicit Flow, End-User Authentication’is perform
ne same manner as for the Authorization Code Flow, as defined i
ection 3.1.2.3.

(98]

.2.2.4. Authorization Server Obtains’End-User Consent/Authorization

/hen using the Implicit Flowy, End-User Consent is obtained in the
nanner as for the Authorization Code Flow, as defined in
ection 3.1.2.4.

Vi
S

.2.2.5. Successful Authentication Response

/hen,using the Implicit Flow, Authentication Responses are madse
ame manner as for the Authorization Code Flow, as defined in

TOC

bd in

TOC

. Ssame

TOC

in the

Section 3.1.2.5, with the exception of the differences specified in this

section.

When using the Implicit Flow, all response parameters are added to the
fragment component of the Redirection URI, as specified in OAuth 2.0
Multiple Response Type Encoding Practices [OAuth.Responses], unless a

d

ifferent Response Mode was specified.
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These parameters are returned from the Authorization Endpoint:

access_token

OAuth 2.0 Access Token. This is returned unless the
response type value used is id token.

token_type

OAuth 2.0 Token Type value. The value MUST be Bearer or
another token type value that the Client has negotiated

with the Authorization Server. Clients implementing this
profile MUST support the OAuth 2.0 Bearer Token Usage
[RFC6750] specification. This profile only describes the use
of bearer tokens. This is returned in the same caseshas
access_ token is.

id_token
REQUIRED. ID Token.
dtate

OAuth 2.0 state value. REQUIRED. if¢he state parameter is

present in the Authorization Request. Clients MUST verify
that the state value is eqgual to the value of state
parameter in the Authorization Request.

gxpires_in

OPTIONAL. Expiration time of the Access Token in seconds
since the response was generated.

Per Settion 4.2.2 of ©QAuth 2.0 [RFC6749], no code result is returned
when ysing the Implicit Flow.

The following-is/a non-normative example of a successful response
using the Implicit Flow (with line wraps for the display purposes only):

MTTD /1] 1 202 oo
11l L L L/ L e L ~ U L AL ITCA

Location: https://client.example.org/cb#
access token=S1AV32hkKG
&token type=bearer
&id token=eyJ0 ... NiJ9.eyJlc ... I6IjIifX0.DeWt4Qu
ZXs0
gexpires 1in=3600
&state=af0ifjsldkj
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When using the Implicit Flow, Authorization Error Responses are made
in the same manner as for the Authorization Code Flow, as defined in
Section 3.1.2.6, with the exception of the differences specified in this

ISO/IEC 26131:2024(en)

.2.2.6. Authentication Error Response

section.

/henever Error Response parameters are returned, such as when End-
ser denies the authorization or the End-User authentication fails} the
uthorization Server MUST return the error Authorization Response in
ne fragment component of the Redirection URI, as defined in Seqdtion
.2.2.1 of OAuth 2.0 [RFC6749] and OAuth 2.0 Multiplé-Responsd Type

2im b o>

(98]

C s ohoh(n

lode was specified.

.2.2.7. Redirect URI Fragment Handling

ince response parameters are‘returned in the Redirection URI
ragment value, the Client needs to have the User Agent parse the

RI fragment handling.

.2.2.8. Authentication Response Validation

=

1. Verify that the response conforms to Section 5 of
[OAuth.Responses].

2. Follow the validation rules in RFC 6749, especially those

in Sections 4.2.2 and 10.12.

3. Follow the ID Token validation rules in Section 3.2.2.11.

4. Follow the Access Token validation rules in
Section 3.2.2.9, unless the response type value used

is id token.
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/hen using the Implicit Flow, the Client MUST validate the response as
folTows:
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Access Token Validation

date an Access Token issued from the Authorization Endpoint

with an ID Token, the Client SHOULD do the following:

3.2.2.1(

The co
the Im
Token

i

1. Hash the octets of the ASCII representation of the
access token with the hash algorithm specified in JWA

[OWAT for the aTg Header Parameter of the ID ToRen's
JOSE Header. For instance, if the alg is RS256, the hash
algorithm used is SHA-256.

2. Take the left-most half of the hash and base64url-
encode it.

3. The value of at hash in the ID Token MUST match the
value produced in the previous step.

). ID Token

htents of the ID Token are as‘described in Section 2. When using
plicit Flow, these additional requirements for the following ID
Claims apply:

once

Use of thesnonce Claim is REQUIRED for this flow.
t_hash
Acgess Token hash value. Its value is the base64url encoding

of the left-most half of the hash of the octets of the ASCII
representation of the access token value, where the hash

gtgorithmrused-is the hastratgorithmrosedimthe =g Header
Parameter of the ID Token's JOSE Header. For instance, if
the alg is RS256, hash the access token value with SHA-
256, then take the left-most 128 bits and base64url-encode
them. The at hash value is a case-sensitive string.

If the ID Token is issued from the Authorization Endpoint
with an access token value, which is the case for the
response type value id token token, this s
REQUIRED; it MAY NOT be used when no Access Token is
issued, which is the case for the response type value
id token.
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3.2.2.11. ID Token Validation

When using the Implicit Flow, the contents of the ID Token MUST
validated in the same manner as for the Authorization Code Flow,
defined in Section 3.1.3.7, with the exception of the differences
specified in this section.

according to JWS [JWS] using the algorithm specified
the alg Header Parameter of the JOSE Header.

Authentication Request. The Client SHOULD check the

detecting replay attacks is Client specific.

(98]

.3. Authentication using the Hybrid Flow

uthorization Endpoint and others are returned from the Token

1. The Client MUST validate the signature of the 1D [okelr

2. The value of the nonce Claim MUST be checked to ver
that it is the same value as the one that was sent in th

nonce value for replay attacks. The precise method fo

his section describes how ta’perform authentication using the Hy
low. When using the Hybrid Flow, some tokens are returned fron

ndpoint. The mechanisms for returning tokens in the Hybrid Flow

pecified in OAuth.2:0 Multiple Response Type Encoding Practices
DAuth.Responses].

— v m> -

(98]

.3.4: Hybrid Flow Steps

be
as

n

ify
e

brid
n the

are

The Hybrid Flow follows the following steps:

1. Client prepares an Authentication Request containing the

desired request parameters.
2. Client sends the request to the Authorization Server.
3. Authorization Server Authenticates the End-User.

4. Authorization Server obtains End-User
Consent/Authorization.
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5. Authorization Server sends the End-User back to the
Client with an Authorization Code and, depending on the
Response Type, one or more additional parameters.

6. Client requests a response using the Authorization Code
at the Token Endpoint.

7. Client receives a response that contains an ID Token and
Access Token in the response body.

8. Client validates the ID Token and retrieves the End-

3.3.2. A

When using the Hybrid Flow, the Authorization Endpoint is used in the

User's Subject Identifier:

uthorization Endpoint

same manner as for the Authorization Code Flow as defined in
Section 3.1.2, with the exception of the differefces specified in this

section.

3.3.2.1.

Authen

Authentication Request

tication Requests are made as defined in Section 3.1.2.1, except

that these Authentication Request parameters are used as follows:

f

esponse_type

REQUIRED. OAuth 2.0 Response Type value that determines
the authorization processing flow to be used, including what
parameters are returned from the endpoints used. When
using the Hybrid Flow, this value is code id token,

nonce

code token, OF code 1ol_toJ<en Token. Ine meanlngs or
these values are defined in OAuth 2.0 Multiple Response
Type Encoding Practices [OAuth.Responses].

REQUIRED if the Response Type of the request is
code id tokenorcode id token token and OPTIONAL
when the Response Type of the request is code token. It
is a string value used to associate a Client session with an
ID Token, and to mitigate replay attacks. The value is passed
through unmodified from the Authentication Request to the
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ID Token. Sufficient entropy MUST be present in the nonc

e

values used to prevent attackers from guessing values. For

implementation notes, see Section 15.5.2.

The following is a non-normative example request using the Hybr
that would be sent by the User Agent to the Authorization Server

id Flow
in

response to a corresponding HTTP 302 redirect response by the Client

(with line wraps within values for display purposes only):

/L

SEF—Fagthorizes
response type=code%20id token
&client id=s6BhdRkqgt3
&redirect uri=https%3A%2F%2Fclient.examphe-.’org
&scope=openid?20profile$20email
&nonce=n-0S6_ WzA2Mj
&state=af0ifjsldkj HTTP/1.1
Host: server.example.com

313.2.2. Authentication Request Validation

ne same manner as for the Authorization Code Flow, as defined i
ection 3.1.2.2.

(n o <

3.3.2.3. Authorization Server Authenticates End-User

/hen uSing the Hybrid Flow, End-User Authentication is performe
ne same manner as for the Authorization Code Flow, as defined i
ection 3.1.2.3.

(N ot <

s 2Fcb

TOC

/hen using the Hybrid Flow, the Authentication Request is validated in

3.3.2.4. Authorization Server Obtains End-User Consent/Authorization

When using the Hybrid Flow, End-User Consent is obtained in the
manner as for the Authorization Code Flow, as defined in
Section 3.1.2.4.
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3.3.2.5.

When using the Hybrid Flow, Authentication Responses are made in the
same manner as for the Implicit Flow, as defined in Section 3.2.2.5,

with th

These Authorization Endpoint results are used in the following manner:

ISO/IEC 26131:2024(en)

Successful Authentication Response

e exception of the differences specified in this section.

g

The fol
using t

ccess_token

OAuth 2.0 Access Token. This is returned when the
response type value wused is code token,. 2or

code id token token. (A token type value s’ also
returned in the same cases.)

H token

ID Token. This is returned when the response type value
used is code id token or code id-foken token.

ode

Authorization Code. This is always returned when using the
Hybrid Flow.

lowing is a non-normative example of a successful response

HTTP/1.1 302, Found
Location: hftps://client.example.org/cb#
code=SpPlX10BeZQQYbYSO6WxSHIA

Z2XS@
&state=af0ifjsldkj

he Hybrid Flow (with line wraps for the display purposes only):

&id _tQken=eyJ0 ... NiJ9.eyJlc ... I6IjIifX0.DeWt4Qu

3.3.2.6.

When using the Hybrid Flow, Authorization Error Responses are made in

Authentication Error Response

the same manner as for the Authorization Code Flow, as defined in

Section 3.1.2.6, with the exception of the differences specified in this

section.
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Whenever Error Response parameters are returned, such as when End-

U
A

ser denies the authorization or the End-User authentication fails, the
uthorization Server MUST return the error Authorization Response in

the fragment component of the Redirection URI, as defined in Section

4
E

.2.2.1 of OAuth 2.0 [RFC6749] and OAuth 2.0 Multiple Response Type
ncoding Practices [OAuth.Responses], unless a different Response

Mode was specified.

o <

= <

313.2.7. Redirect URI Fragment Handling

3(3.2.8. Authentication Response Validation

/hen using the Hybrid Flow, the same requirements for’Redirectipn URI
ragment parameter handling apply as do for the Implicit Flow, as
ﬂefined in Section 3.2.2.7. Also see Section 15.5.3 for implementation

otes on URI fragment handling.

/hen using the Hybrid Flow,“he Client MUST validate the response as
bllows:

1. Verify that the response conforms to Section 5 of
[OAuth.Responses].

2 .~Follow the validation rules in RFC 6749, especially those
in Sections 4.2.2 and 10.12.

3. Follow the ID Token validation rules in Section 3.3.2.1P
when the response type value used is
code id token or code id token token.

rU”UVV thc AL.L.CDD TU:’\CII VG“dOt;UII |u=c:3 ;II
Section 3.3.2.9 when the response type value used is
code token or code id token token.

I

5. Follow the Authorization Code validation rules in
Section 3.3.2.10 when the response type value used
is code id token or code id token token.
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3.3.2.9. Access Token Validation

When using the Hybrid Flow, Access Tokens returned from the
Authorization Endpoint are validated in the same manner as for the
Implicit Flow, as defined in Section 3.2.2.9.

3.3.2.10. Authorization Code Validation

To validate an Authorization Code issued from the Authorization
Endpoint with an ID Token, the Client SHOULD do the fallowing:

1. Hash the octets of the ASCII representation of the code
with the hash algorithm specified in JWA [JWA] for the
alg Header Parameter of the ID Token's JOSE Header.
For instance, if the alg is RS25%,the hash algorithm
used is SHA-256.

2. Take the left-most half ofithe hash and base64url-
encode it.

3. The value of ¢c_hasti in the ID Token MUST match the
value produced’in’ the previous step if ¢ _hash is present
in the ID Token.

3.3.2.11. ID Token

The coptents of the ID Token are as described in Section 2. When using
the Hybrid Flow, these additional requirements for the tolfowing 1D
Token Claims apply to an ID Token returned from the Authorization

Endpoint:

nonce

If a nonce parameter is present in the Authentication
Request, Authorization Servers MUST include a nonce Claim
in the ID Token.
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at_hash

Access Token hash value. Its value is the base64url encoding
of the left-most half of the hash of the octets of the ASCII
representation of the access token value, where the hash
algorithm used is the hash algorithm used in the alg Header
Parameter of the ID Token's JOSE Header. For instance, if
the alg is RS256, hash the access token value with SHA-
256, then take the left-most 128 bits and base64url-encode
them. The at hash value is a case-sensitive string.

If the ID Token is issued from the Authorization Endpoin
with an access token value, which is the case for th

response type value code id token token,\this i
REQUIRED; otherwise, its inclusion is OPTIONAL.

U U

c_hash

Code hash value. Its value is the base64url encoding of th
left-most half of the hash of the.ectets of the ASCI
representation of the code value, where the hash algorithn
used is the hash algorithm~udsed in the alg Heade
Parameter of the ID Token'ssJOSE Header. For instance,
the algis HS512, hash the¢code value with SHA-512, the

take the left-most 256 bits'and base64url-encode them. Th
c_hash value is a case-sensitive string.

M DO —H 3 = = (D

If the ID Token_is“issued from the Authorization Endpoin
with a code,Which is the case for the response typ
values codetid token and code id token token, thi
is REQUIRED; otherwise, its inclusion is OPTIONAL.

U U

3.3.2:12. ID Token Validation

Vhen using the Hybrid Flow, the contents of an ID Token returned from
the Authorization Endpoint MUST be validated in the same manner as
for the Implicit Flow, as defined in Section 3.2.2.11.
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3.3.3. Token Endpoint

When using the Hybrid Flow, the Token Endpoint is used in the same

manner as for the Authorization Code Flow, as defined in Section 3.1.3,

with th

e exception of the differences specified in this section.

3.3.3.1.

When
manne
Sectior

Token Request

Ising the Hybrid Flow, Token Requests are made in"the same
r as for the Authorization Code Flow, as defined.in
n 3.1.3.1.

3.3.3.2.

When
manne
Sectior

Token Request Validation

Ising the Hybrid Flow, Token, Requests are validated in the same
r as for the Authorization. Code Flow, as defined in
n 3.1.3.2.

3.3.3.3.

When
manne

Successful-Token Response

Ising,the Hybrid Flow, Token Responses are made in the same
ras for the Authorization Code Flow, as defined in

Section 3.1.3.3.

3.3.3.4.

Token Error Response

When using the Hybrid Flow, Token Error Responses are made in the
same manner as for the Authorization Code Flow, as defined in
Section 3.1.3.4.
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3.3.3.5. Token Response Validation

When using the Hybrid Flow, Token Responses are validated in the

same manner as for the Authorization Code Flow, as defined in
Section 3.1.3.5.

3.3.3.6. ID Token

When using the Hybrid Flow, the contents of an ID Token returne
the Token Endpoint are the same as for an ID Token returned fror
Authorization Endpoint, as defined in Section 3.8.2.11, with the
gxception of the differences specified in this section.

It an ID Token is returned from both the-Authorization Endpoint a
from the Token Endpoint, which is the<¢ase for the response typ
values code id token and code id token token, the iss and s
dlaim Values MUST be identical incboth ID Tokens. All Claims abo
Authentication event present in“either SHOULD be present in both
gither ID Token contains Claims about the End-User, any that are
present in both SHOULD have the same values in both. Note that
QP MAY choose to return-fewer Claims about the End-User from tl
Authorization Endpoint, for instance, for privacy reasons. The at
and c¢_hash Claims MAY be omitted from the ID Token returned fr
the Token Endpeint even when these Claims are present in the ID
Tloken returned-from the Authorization Endpoint, because the ID 7
and Access‘Token values returned from the Token Endpoint are a
cryptographically bound together by the TLS encryption performe
the Token Endpoint.

] from
m the

nd

4%

b

ut the
If

the
ne
hash
om

foken
ready
d by

3.3.3.7. ID Token Validation

When using the Hybrid Flow, the contents of an ID Token returned from
the Token Endpoint MUST be validated in the same manner as for the

Authorization Code Flow, as defined in Section 3.1.3.7.
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Access Token

TOC

If an Access Token is returned from both the Authorization Endpoint and
from the Token Endpoint, which is the case for the response type

values code token and code id token token, their values MAY be the
same or they MAY be different. Note that different Access Tokens might

be rett

endpoi

them might also be different.

3.3.3.9.

When
Endpoi

Flow, gs defined in Section 3.1.3.8.

4. Initi{

In som
anothg
redired
the RP
login in
defaulf
Registi

rned be due to the different security characteristics of the two
hts and the lifetimes and the access to resources granted by

Access Token Validation

Ising the Hybrid Flow, the Access Tokenreturned from the Toker
nt is validated in the same manner as-for the Authorization Code

iting Login from a Third Party

e cases, the login flow is initiated by an OpenID Provider or

r party, rathersthan the Relying Party. In this case, the initiator
ts to the RP-at’its login initiation endpoint, which requests that
send an Authentication Request to a specified OP. Note that this
itiation‘endpoint can be a different page at the RP than the RP's
landing page. RPs supporting OpenID Connect Dynamic Client
ation 1.0 [OpenlID.Registration] register this endpoint value

using

he“initiate login uri Registration parameter

The pa

rty initiating the login request does so by redirecting to the login

initiation endpoint at the RP, passing the following parameters:

iss

REQUIRED. Issuer Identifier for the OP that the RP is to send
the Authentication Request to. Its value MUST be a URL
using the https scheme.
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login_hint

OPTIONAL. Hint to the Authorization Server about the End-
User to be authenticated. The meaning of this string-valued
parameter is left to the OP's discretion. In common use
cases, the value will contain an e-mail address, phone
number, or username collected by the RP before requesting
authentication at the OP. For example, this hint can be used
by an RP after it asks the End-User for their e-mail address
(or other identifier), passing that identifier as a hint to the
— OpenlD Provider. It is RECOMMENDED that the hint value
match the value provided for discovery. Other uses MAY
include using the sub claim from the ID Token as the\hint
value or potentially other kinds of information about thge
requested authentication.

target_link_uri

OPTIONAL. URL that the RP is requested\to redirect to afte
authentication. RPs MUST verifyt-the value of th
target link uri to prevent being used as an ope
redirector to external sites.

=2 (U =

Tlhe parameters can either be passed-as query parameters using the
HTTP GET method or be passed as .HTML form values that are auto-

submitted in the User Agent, and thus are transmitted via the HTTP
POST method.

ther parameters MAY be_sent, if defined by extensions. Any
arameters used that are not understood MUST be ignored by the
lient.

nd-Users froem‘being logged in by third party sites without their
nowledge through attacks such as Clickjacking. Refer to Section

C

P

C

dlients SHOULD=employ frame busting and other techniques to prevent
E

K

4.4.1.9 of TREC6819] for more details.

5. Claims TOC

This section specifies how the Client can obtain Claims about the End-
User and the Authentication event. It also defines a standard set of
basic profile Claims. Pre-defined sets of Claims can be requested using
specific scope values or individual Claims can be requested using the
claims request parameter. The Claims can come directly from the
OpenlID Provider or from distributed sources as well.
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TOC

This specification defines a set of standard Claims. They can be
requested to be returned either in the UserInfo Response, per

Section 5.3.2, or in the ID Token, per Section 2.

Memn

ber

Type

Description

sub

name

giver

famil

midd

_nhame

ly_name

le_name

string

string

string

string

string

Subject - Identifier for the End~User at the|Issuer.

End-User's full name in-displayable form including
all name parts, possibly including titles and
suffixes, ordered according to the End-Userls locale
and preferences

Given name(s) or first name(s) of the End-User.
Note thatwin some cultures, people caph have
multiple“given names; all can be present, with the
names-being separated by space characterg.

Surname(s) or last name(s) of the End-Usg¢r. Note
that in some cultures, people can have multiple
family names or no family name; all [can be
present, with the names being separated bly space
characters.

Middle name(s) of the End-User. Note that |n some
cultures, people can have multiple middle jnhames;
all can be present, with the names being separated
by space characters. Also note that in some
cultures, middle names are not used.

nickname

string

Casual name of the End-User that may or may not
be the same as the given name. For instance, a

nickname value of Mike might be returned
alongside a given name value of Michael.
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string

string

Shorthand name by which the End-User wishes to
be referred to at the RP, such as janedoe or

j.doe. This value MAY be any valid JSON string
including special characters such as @, /, or
whitespace. The RP MUST NOT rely upon this value
being unique, as discussed in Section 5.7.

URL of the End-User's profile page. The contents of

this Web page SHOULD be about the

End-User.

picture

website

email

email_verified

string

string

string

boolean

URL of the End-USers profilé pIGty
MUST refer to an image file (for.exd
JPEG, or GIF image file), ratherthan {
containing an image. Note that this
specifically reference a profile phot
User suitable for displaying when ¢
End-User, rather than.an arbitrary p
the End-User.

URL of the End=User's Web page or b
page SHOULD contain information pu
End-User-or an organization that th
affiliated with.

End-User's preferred e-mail addre
MUST conform to the RFC 5322 [RH

re. This URL
mple, a PNG,
0 a Web page
URL SHOULD
b of the End-
escribing the
noto taken by

log. This Web
blished by the
e End-User is

5s. Its value
C5322] addr-

spec syntax. The RP MUST NOT rely upon this value

being unique, as discussed in Section

True if the End-User's e-mail addr
verified; otherwise false. When this
true, this means that the OP tod
steps to ensure that this e-mail
controlled by the End-User at t
verification was performed. The mear
e-mail address is verified is context
dependent upon the trust framework
agreements within which the parties

5.7.

bss has been
Claim Value is
k affirmative
address was
he time the
s by which an
specific, and
or contractual
pre operating.

gender

string

Enmd=Users —gender._Vatues defin

specification are female and male.

ed by this
Other values

MAY be used when neither of the defined values

are applicable.
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End-User's birthday, represented as an ISO 8601-
1 [ISO8601-1] YYYY-MM-DD format. The year MAY
be 0000, indicating that it is omitted. To represent
only the year, YYYY format is allowed. Note that
depending on the underlying platform's date
related function, providing just year can result in
varying month and day, so the implementers need
to take this factor into account to correctly process
the dates.

birthdate string
zone|nfo string
localg string
phone_number string

String  from  IANA  Time Zone Database
[IANA.time-zones] representing the, End-User's
time zone. For example, Européj/Paris or
America/Los_Angeles.

End-User's locale, represented as a | BCP47
[RFC5646] language tag. This is typically |an ISO
639 Alpha-2 [ISO639] language code in loyercase
and an ISO 3166-1 Atpha-2 [ISO3166-1] country
code in uppercase, ‘separated by a dash. For
example, en-US,orfr-CA. As a compatibility note,
some implemehtations have used an undergcore as
the separator rather than a dash, for example,
en US; Relying Parties MAY choose to accgpt this
locale syntax as well.

End:User's preferred telephone number| E.164
[E.164] is RECOMMENDED as the format| of this
Claim, for example, +1 (425) 555-1212|or +56
(2) 687 2400. If the phone number confains an
extension, it is RECOMMENDED that the exXtension
be represented using the RFC 3966 [RAC3966]
extension syntax, for example, +1 (604) 555-
1234;ext=5678.

True if the End-User's phone number h3as been
verified; otherwise false. When this Claim Value is
true, this means that the OP took affirmative

phone_number_verifiedboolean

ctanc o ensHre +|'\:+ +|'\|c phnna AR r was

ICTP o O

controlled by the End-User at the time the
verification was performed. The means by which a
phone number is verified is context specific, and
dependent upon the trust framework or contractual
agreements within which the parties are operating.
When true, the phone number Claim MUST be in
E.164 format and any extensions MUST be
represented in RFC 3966 format.
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End-User's preferred postal address. The value of
JSON the address member is a JSON [RFC8259]
object structure containing some or all of the members
defined in Section 5.1.1.

address

Time the End-User's information was last updated.
updated_at number Its value is a JSON number representing the
- number of seconds from 1970-01-01T00:00:00Z

as measured in UTC until the date/time.

Table 1: Registered Member Definitions

5.1.1. Address Claim TOC

Tlhe Address Claim represents a.physical mailing address.
Implementations MAY return only a subset of the fields of an addfess,

epending upon the information available and the End-User's privacy
areferences. For example,the country and region might be retufned
without returning morefine-grained address information.

—

mplementations MAY return just the full address as a single string in
ne formatted sub-field, or they MAY return just the individual
pmponent fields using the other sub-fields, or they MAY return bpth. If
oth variants-are returned, they SHOULD represent the same address,
ith the formatted address indicating how the component fields afe
combined.

o +

ll<the address values defined below are represented as JSON stripgs.

formatted

Full mailing address, formatted for display or use on a
mailing label. This field MAY contain multiple lines,
separated by newlines. Newlines can be represented either
as a carriage return/line feed pair ("\r\n") or as a single line
feed character ("\n").
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street_address

Full street address component, which MAY include house
number, street name, Post Office Box, and multi-line
extended street address information. This field MAY contain
multiple lines, separated by newlines. Newlines can be
represented either as a carriage return/line feed pair ("\r\n")
or as a single line feed character ("\n").

locality

City or locality component.

region

State, province, prefecture, or region component.
postal_code

Zip code or postal code component.

dountry

Country name component.

5.1.2. Additional Claims TOC

While this specification defines only a small set of Claims as standard
Claims|, other Claims MAY be used in conjunction with the standard
Claims| When using‘such Claims, it is RECOMMENDED that collision-
resistapt names be-used for the Claim Names, as described in the JSON
Web Token (JWT) [JWT] specification. Alternatively, Private Claim
Nameg can_be’safely used when naming conflicts are unlikely to arise,
as des¢ribed in the JWT specification. Or, if specific additional Claims
will hayve‘broad and general applicability, they can be registered with
Registered Claim Names, per the JWT specification.

5.2. Claims Languages and Scripts TOC

Human-readable Claim Values and Claim Values that reference human-
readable values MAY be represented in multiple languages and scripts.
To specify the languages and scripts, BCP47 [RFC5646] language tags
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are added to member names, delimited by a # character. For example,
family name#ja-Kana-JP expresses the Family Name in Katakana in
Japanese, which is commonly used to index and represent the phonetics
of the Kanji representation of the same name represented as

family name#ja-Hani-JP. As another example, both website and
website#de Claim Values might be returned, referencing a Web site in
an unspecified language and a Web site in German.

Since Claim Names are case sensitive, it is strongly RECOMMENDED

: : . . o
character case with which they are registered in the IANA "Language
ubtag Registry" [TIANA.Language]. In particular, normally langtage
ames are spelled with lowercase characters, region names. are spelled
ith uppercase characters, and scripts are spelled with mijXed casg
characters. However, since BCP47 language tag values are case
imsensitive, implementations SHOULD interpret the language tag yalues
supplied in a case-insensitive manner.

er the recommendations in BCP47, language-tag values for Claims
HOULD only be as specific as necessary. For instance, using fr might
e sufficient in many contexts, rather than fr-ca or fr-rr. Where
ossible, OPs SHOULD try to match requested Claim locales with Claims
it has. For instance, if the Client asks for a Claim with a de (Germgan)
language tag and the OP has a value tagged with de-cH (Swiss
German) and no generic German value, it would be appropriate fqr the
QP to return the Swiss Germah value to the Client. (This intentionally
moves as much of the complexity of language tag matching to the OP
als possible, to simplify:Elients.)
C
t
r

penID Connect defines the following Authorization Request parameter
b enable specify.the preferred languages and scripts to be used fpr the
eturned Claims”

claims® locales

OPTIONAL. End-User's preferred languages and scripts for
Claims being returned, represented as a space-separated ligt
of B( E&ER&M—@W—\L&U@&—QLCW/
preference. An error SHOULD NOT result if some or all of the
requested locales are not supported by the OpenID Provider.

When the OP determines, either through the claims locales
parameter, or by other means, that the End-User and Client are
requesting Claims in only one set of languages and scripts, it is
RECOMMENDED that OPs return Claims without language tags when
they employ this language and script. It is also RECOMMENDED that
Clients be written in a manner that they can handle and utilize Claims
using language tags.
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5.3. UserInfo Endpoint

The UserInfo Endpoint is an OAuth 2.0 Protected Resource that returns

Claims
Claims
Endpoi

about the authenticated End-User. To obtain the requested
about the End-User, the Client makes a request to the UserInfo
nt using an Access Token obtained through OpenID Connect

Authentication. These Claims are normally represented by a JSON

object

Comm

that contains a collection of name and value pairs for the Claims

inication with the UserInfo Endpoint MUST utilize TLS. See

Section 16.17 for more information on using TLS.

The UserInfo Endpoint MUST support the use of the HTTP GE7 and HTTH
POST methods defined in REC 7231 [RFC7231].

The UserInfo Endpoint MUST accept Access Tokens as-OAuth 2.0 Beare

Token

Usage [RFC6750].

The UgerInfo Endpoint SHOULD support the uSeof Cross-Origin
Resourice Sharing (CORS) [CORS] and/or other methods as appropriate

to ena
it.

ple JavaScript Clients and other Browser-Based Clients to access

5.3.1. UserInfo Request

The Client sends the UserInfo Request using either HTTP GET or HTTP
POST. The Access:JToken obtained from an OpenID Connect
Autherftication‘Request MUST be sent as a Bearer Token, per Section 2

of OAu

th 2.0.Bearer Token Usage [RFC6750].

It is REEOMMENDED that the request use the HTTP GET method and the

Access

v

Token be sent using the Authorization header field.

The following is a non-normative example of a UserInfo Request:

GET /userinfo HTTP/1.1
Host: server.example.com
Authorization: Bearer S1AV32hkKG
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5.3.2. Successful UserInfo Response TOC

The UserInfo Claims MUST be returned as the members of a JSON
object unless a signed or encrypted response was requested during
Client Registration. The Claims defined in Section 5.1 can be returned,
as can additional Claims not specified there.

or privacy reasons, OpenlID Providers MAY elect to not return values
br some requested Claims. It is not an error condition to notfeturn a
pquested Claim.

= —h

—

" a Claim is not returned, that Claim Name SHOULD be omitted from
ne JSON object representing the Claims; it SHOULD NOT be presgent
ith a null or empty string value.

< Tt

he sub (subject) Claim MUST always be returned in the Userlnfo
esponse.

T
R

NOTE: Due to the possibility of token substitution attacks (see
Section 16.11), the UserInfo Response<s not guaranteed to be about
the End-User identified by the sub (subject) element of the ID Token.
Tlhe sub Claim in the UserInfo Response MUST be verified to exactly
n
R
U
r
S
S
B

natch the sub Claim in the ID . Token; if they do not match, the UserInfo
esponse values MUST NOT. be used.

pon receipt of the UserInfo Request, the UserInfo Endpoint MUST
eturn the JSON Serialization of the UserInfo Response as in
ection 13.3 in the HTTP response body unless a different format|was
pecified during.Registration [OpenlID.Registration]. The UserInfo
ndpoint MUST_return a content-type header to indicate which format is

eing returned. The content-type of the HTTP response MUST be
gpplication/json if the response body is a text JSON object; the¢
psponse’ body SHOULD be encoded using UTF-8.

v

-

It the UserInfo Response is sighed and/or encrypted, then the Claims
are returned 1n a JWT and the content-type MUST be application/jwt.
The response MAY be encrypted without also being signed. If both
signing and encryption are requested, the response MUST be signed
then encrypted, with the result being a Nested JWT, as defined in

[JWT].

If signed, the UserInfo Response MUST contain the Claims iss (issuer)
and aud (audience) as members. The iss value MUST be the OP's
Issuer Identifier URL. The aud value MUST be or include the RP's Client
ID value.
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The following is a hon-normative example of a UserInfo Response:

HTTP/1.1 200 OK
Content-Type: application/json

{
"sub": "248289761001",

5.3.3. U

When i
Respor
[RFC67
User A

The fol

5.3.4. U

"name": "Jane Doe",

"given name": "Jane",

"family name": "Doe",

"preferred username": "j.doe",

"email": "janedoel@example.com",

"picture": "http://example.com/janedoe/me. jpg"

serInfo Error Response

An error condition occurs, the UserInfo,Endpoint returns an Error
1se as defined in Section 3 of OAuth:2.0 Bearer Token Usage
’50]. (HTTP errors unrelated to RFE'6750 are returned to the
gent using the appropriate HTTP status code.)

HTTP/1.1 401 Unauthorized
WWW-Authenticagtes” Bearer error="invalid token",
error description="The Access Token expired"

serhifo Response Validation

lowing is a non-normative €xample of a UserInfo Error Response:

The Cli

ent MUST validate the UserInto Response as rollows:

1. Verify that the OP that responded was the intended OP
through a TLS server certificate check, per RFC 6125
[RFC6125].

2. If the Client has provided a
userinfo encrypted response alg parameter
during Registration, decrypt the UserInfo Response using
the keys specified during Registration.

3. If the response was signed, the Client SHOULD validate
the signature according to JWS [JWS].
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5.4. Requesting Claims using Scope Values TOC

OpenID Connect Clients use scope values, as defined in Section 3.3 of
OAuth 2.0 [RFC6749], to specify what access privileges are being
requested for Access Tokens. The scopes associated with Access Tokens
determine what resources will be available when they are used to

a i ints
AY perform different actions and return different information based on
the scope values and other parameters used when requesting the
resented Access Token.

For OpenID Connect, scopes can be used to request that specific sets of
information be made available as Claim Values.

dlaims requested by the following scopes are treated by Authorization
Servers as Voluntary Claims.

QpenID Connect defines the following scape’values that are used|to
request Claims:

profile

OPTIONAL. This scope: value requests access to the End-
User's default profile Claims, which are: namd,

family name, given name, middle name, nicknamg,
preferred wusername, profile, picture, websitgq,
gender, pbirthdate, zoneinfo, locale, and
updatedat.

email

OPTIONAL. This scope value requests access to the email
and email verified Claims.

address

OPTIONAL. This scope value requests access to the address
Claim.

phone

OPTIONAL. This scope value requests access to the
phone number and phone number verified Claims.

Multiple scope values MAY be used by creating a space-delimited, case-
sensitive list of ASCII scope values.
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The Claims requested by the profile, email, address, and phone
scope values are returned from the UserInfo Endpoint, as described in
Section 5.3.2, when a response type value is used that results in an

Access

Token being issued. However, when no Access Token is issued

(which is the case for the response type value id token), the resulting

Claims

are returned in the ID Token.

In some cases, the End-User will be given the option to have the
OpenlID Provider decline to provide some or all information requested

by RPs

being asked to disclose, an RP can elect to only request a subset of the

inform

The fol

request:

5.5. Re

Openll
to ena

apply t

d

The c1
Claims
It is re

. To minimize the amount of information that the Fnd-Useris

ation available from the UserInfo Endpoint.

lowing is a non-normative example of an unencoded scdpe

scope=openid profile email phone

questing Claims using the "claims" Request Parameter

D Connect defines the following-Authorization Request parameter
ple requesting individual Claims and specifying parameters that
o the requested Claims:

laims

OPTIONAL. This parameter is used to request that specific
Claims besreturned. The value is a JSON object listing the
requested-Claims.

=ims Authentication Request parameter requests that specific
be returned from the UserInfo Endpoint and/or in the ID Token.
presented as a JSON object containing lists of Claims being

reque

ed from these locations Drnpnrﬁnc of the Claims hning

reques

ted MAY also be specified.

Support for the claims parameter is OPTIONAL. Should an OP not
support this parameter and an RP uses it, the OP SHOULD return a set
of Claims to the RP that it believes would be useful to the RP and the
End-User using whatever heuristics it believes are appropriate. The
claims parameter supported Discovery result indicates whether the
OP supports this parameter.

The c1

aims parameter value is represented in an OAuth 2.0 request as

UTF-8 encoded JSON (which ends up being form-urlencoded when
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passed as an OAuth parameter). When used in a Request Object value,
per Section 6.1, the JSON is used as the value of the c1aims member.

The top-level members of the Claims request JSON object are:

userinfo

OPTIONAL. Requests that the listed individual Claims be
returned from the UserInfo Endpoint. If present, the listed
Claims are being requested to be added to any Claims that

are being requested using scope values, If not present, the
Claims being requested from the UserInfo Endpoint are obly
those requested using scope values.
When the userinfo member is used, the request MUST alsp
use a response_type value that results in an-Access Tokep
being issued to the Client for use at the Userlnfo Endpoint,
id_token
OPTIONAL. Requests that the listed individual Claims bge
returned in the ID Token. If present, the listed Claims arg
being requested to be added_ to the default Claims in the ID
Token. If not present, the default ID Token Claims arg
requested, as per the ID<Token definition in Section 2 angd
per the additional pefr=flow ID Token requirements in
Sections 3.1.3.6, 3.2.2.10, 3.3.2.11, and 3.3.3.6.
Qther members MAY be present. Any members used that are not
understood MUST be ignored.
An example Claims'‘request is as follows:
{
"wserinfo":
{
"given name": {"essential": true},
"nickname": null,
"email": {"essential": true},
"emall veriried': {ressencial": truer,
"picture": null,
"http://example.info/claims/groups”: null
b
"id token":
{
"auth time": {"essential": true},
"acr": {"values": ["urn:mace:incommon:iap:silver"]
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Note that a Claim that is not in the standard set defined in Section 5.1, the
(example) http://example.info/claims/groups Claim, is being
requested. Using the claims parameter is the only way to request specific
combinations of Claims that cannot be specified using scope values.

5.5.1. Individual Claims Requests TOC

The userinfo and 1d_token members of the claims request both are
JSON ogbjects with the names of the individual Claims being requested
as the member names. The member values MUST be one of the
following:

null

Indicates that this Claim is being requested in\the default
manner. In particular, this is a Voluntary’ Claim. For
instance, the Claim request:

"given name": null
requests the given name Claim in the default manner.

JSON Object

Used to provide additionalinformation about the Claim being
requested. This specification defines the following members:

essential

OPTIONAL. Indicates whether the Claim being
reguested is an Essential Claim. If the value is
true, this indicates that the Claim is an
Essential Claim. For instance, the Claim
request:

Clu.t].l_tJ..J.lLC = . { "CDDClltJ..Cll
true}

can be used to specify that it is Essential to

return an auth time Claim Value.

If the value is false, it indicates that it is a
Voluntary Claim. The default is false.

By requesting Claims as Essential Claims, the
RP indicates to the End-User that releasing
these Claims will ensure a smooth
authorization for the specific task requested by
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the End-User. Note that even if the Claims are
not available because the End-User did not
authorize their release or they are not present,
the Authorization Server MUST NOT generate
an error when Claims are not returned,
whether they are Essential or Voluntary, unless
otherwise specified in the description of the
specific claim.

value

OPTIONAL. Requests that the Claim be
returned with a particular value. For instance,
the Claim request:

"sub": {"value":
"248289761001"}
can be used to specify that the request apply
to the End-User with Subject Identifier
248289761001.

The value of the valu& member MUST be a
valid value for thesClaim being requested.
Definitions of individual Claims can include
requirements on.how and whether the value
qualifier is to\be used when requesting that
Claim. An. cequality comparison is used to
determine-whether the requested Claim value
matches:

When the Claim value does not match the
requested value, the Claim is not included in
the response. If the Claim was sub, a mismatch
MUST cause the authentication to fail, as
described in Section 3.1.2.2.

values

OPTIONAL. Requests that the Claim be

returned with one of a set of values, with the
values appearing in order of preference. This is
processed equivalently to a value request,
except that a choice of acceptable Claim values
is provided.
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For instance, the Claim request:

"acr": {"essential": true,
"values":
["urn:mace:incommon:iap:silver"

4

"urn:mace:incommon:iap:bronze"]

}

nnnnn finc th~t 1+ ic Eccantin]l +ht i-l—\ln

H 4 E b
Ql.J\—\—III\.—J CITTUL TU TO oo CTiIuiddr Criac LUrrne

be returned with either the value
urn:mace:incommon:iap:silver or
urn:mace:incommon:iap:bronze.

The values in the values member array MUST
be valid values for the Claim being requested.
Definitions of individual Claims can inclade
requirements on how and whether the'\zalues
qualifier is to be used when requesting that
Claim. An equality comparison “is used to
determine whether the requested Claim values
match.

When the Claim value does not match any of
the requested values;:the Claim is not included
in the response.

Other members MAY be defined to provide additional
information about.the requested Claims. Any members used
that are not understood MUST be ignored.

Note that when the ctaims request parameter is supported, the scope
values|that request Claims, as defined in Section 5.4, are effectively
shorthand methods for requesting sets of individual Claims. For
example, usingithe scope value openid email and a response type
that refurns-an Access Token is equivalent to using the scope value
openiq and the following request for individual Claims.

Equivalent of using the email scope value:

{

"userinfo":

{
"email": null,
"email verified": null

}
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5.5.1.1. Requesting the "acr" Claim

If the acr Claim is requested as an Essential Claim for the ID Token

with a value or values parameter requesting specific Authenticat
Context Class Reference values and the implementation supports

Server MAY ask the End-User to re-authenticate with additional fa
tp meet this requirement. If this is an Essential Claim and the
requirement cannot be met, then the Authorization Server™™MUST {
that outcome as a failed authentication attempt.

Note that the RP MAY request the acr Claim as a Valuntary Claim
using the acr values request parameter or by notiincluding
"essential": true in an individual acr Claim request. If the Claim ig
ssential and a requested value cannot be provided, the Authoriz:
erver SHOULD return the session's currentacr as the value of th
laim. If the Claim is not Essential, the;Authorization Server is no
pquired to provide this Claim in its response.

30N (nMm

—

" the client requests the acr Claim using both the acr values re
arameter and an individual acr"Claim request for the ID Token li
pecific requested values, the'resulting behavior is unspecified.

()]

(9] |

.5.2. Languages.and Scripts for Individual Claims

s described in Section 5.2, human-readable Claim Values and CI

nultiple languages and scripts. Within a request for individual Cla

A
\alues:that reference human-readable values MAY be representec
n

ion
the

n
ctors

‘reat

by

b not
htion
e acr

k

quest
sting

Him
in
ms,

reqiiested languages and scripts for particular Claims MAY be reqi

lested

by including Claim Names that contain #-separated BCP47 [RFC5646]
language tags in the Claims request, using the Claim Name syntax

specified in Section 5.2. For example, a Family Name in Katakana
Japanese can be requested using the Claim Name family name#j

Kana-JP and a Kanji representation of the Family Name in Japanese can

be requested using the Claim Name family name#ja-Hani-JP. A

in
a-

German-language Web site can be requested with the Claim Name

websitet#de.
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If an OP receives a request for human-readable Claims in a language
and script that it does not have, any versions of those Claims returned
that do not use the requested language and script SHOULD use a
language tag in the Claim Name.

5.6. Claim Types

Three
\

I

1

Norma
Distrib

5.6.1. N

Norma

representations of Claim Values are defined by this specification:

lormal Claims
Claims that are directly asserted by the OpenID Provider.
ggregated Claims

Claims that are asserted by a Claims Provider other than the
OpenID Provider but are returned by QpénID Provider.

Distributed Claims
Claims that are asserted by a Claims Provider other than the

OpenID Provider but are returned as references by the
OpenID Provider.

Claims MUST be supperted. Support for Aggregated Claims and
Ited Claims is OPTIONAL.

ormal Claims

Claims are re

©

o tha

Name

The fol

resented as members in a JSON object. The Clain
Fhao

a ar N ~r Claim \/aluan ictha mmarmabhaer vl
& CITe TTIGIrTld A\ LA™ | IUTTTT VOUTUGWC To UG TTTCTTTioCld VA LA A™T]

lowing is a non-normative response containing Normal Claims:

"sub": "248289761001",

"name": "Jane Doe",

"given name": "Jane",

"family name": "Doe",

"email": "janedoel@example.com",

"picture": "http://example.com/janedoe/me. jpg"

}
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5.6.2. Aggregated and Distributed Claims TOC

Aggregated and distributed Claims are represented by using special
_claim names and claim sources members of the JSON object
containing the Claims.

_claim_names

JSON object whose member names are the Claim Names fi
the Aggregated and Distributed Claims. The memberryalue
are references to the member names _ "in th
_claim sources member from which the actual Clain
Values can be retrieved. The OP MAY omit‘some Claim
available from referenced Claims Providers'\from the set ¢
Claim Names.

=G V) I B ) B V) B

_claim_sources

JSON object whose member names are referenced by th
member values of the ©I'4im names member. Th
member values contain sets of Aggregated Claims o
reference locations for_Distributed Claims. The membe
values can have one of the following formats depending o
whether it is providing Aggregated or Distributed Claims:

D

=

= =

Aggregated Claims

JSON~ object that MUST contain the JWT
member whose value is a JWT [JWT] that MUST
contain all the Claims in the claim names
object that references the corresponding
_claim sources member. Other members

MAY be present. Any members used that are
not understood MUST be ignored.

JWT

REQUIRED. JWT containing Claim
Values.

The JWT SHOULD NOT contain a sub (subject)
Claim unless its value is an identifier for the
End-User at the Claims Provider (and not for
the OpenID Provider or another party); this
typically means that a sub Claim SHOULD NOT
be provided.
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Distributed Claims

JSON object that contains the following
members and values:

endpoint

REQUIRED. OAuth 2.0 resource
endpoint from which the
associated Claim can be retrieved.

Rl MLICT

Tha aondaaoians 11 ratien
T CITApPuUlTTt UL T'TUJT1 reeutrT Tt

the Claim as a JWT.
access_token

OPTIONAL. Access Token enabling
retrieval of the Claims from the
endpoint URL by using the OAuth
2.0 Bearer Token Usage
[RFC6750] protocol. Claims
SHOULD be requested using. the
Authorization Request < -header
field and Claims Providers MUST
support this method.:If the Access
Token is not available, RPs MAY
need to retrieve-the Access Token
out of band.or use an Access
Token thaty;was pre-negotiated
between_the Claims Provider and
RP, or*the Claims Provider MAY
reauthenticate the End-User
afd/or reauthorize the RP.

Sin€g'it is not an error condition to not return
a requested Claim, RPs MUST be prepared to
handle the condition that some Claims listed in
~claim sources are not returned from the
Claims Provider. They SHOULD treat this the
same as when any other requested Claim is not
returned.

A sub (subject) Claim SHOULD NOT be
returned from the Claims Provider unless its
value is an identifier for the End-User at the
Claims Provider (and not for the OpenID
Provider or another party); this typically means
that a sub Claim SHOULD NOT be provided.

An iss (issuer) Claim SHOULD be included in any JWT issued by a
Claims Provider so that the Claims Provider's keys can be retrieved for
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signature validation of the JWT. The value of the Claim is the Claims

Provider's Issuer Identifier URL.

In general, it is up to the OP when it is appropriate to use Aggregated
Claims and Distributed Claims. In some cases, information about when
to use what Claim Types might be negotiated out of band between RPs

and OPs.

5.6.2.1. Example of Aggregated Claims

In this non-normative example, Claims from Claims Provider A arg
combined with other Claims held by the OpenID provider, with thg
C

— N

ssuer Identifier URL.)

{
"iss": "https://a.example.con",
"address": |
"street addresg®: "1234 Hollywood Blvd.",
"locality": "Los Angeles",
"region": “CA",
"postal cwode": "90210",
"country'™: "United States of America"},
"phone, number": "+1 (310) 123-4567"
}

al_la)

{
"sub": "248289761001",

"name": "Jane Doe",

"given name": "Jane",

"family name": "Doe",
"birthdate": "0000-03-22",

"eye color": "blue",

"email": "janedoel@example.com",
" claim names": {
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laims from Claims Provider A being returned as Aggregated Claims.
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penID Provider.
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"address": "srcl",
"phone number": "srcl"
b
" claim sources": {
"srcl": {"JWT": "jwt header.jwt part2.jwt part3"}

}
}

5.6.2.2.

In this
Claims
Claims
Claims

In this
Providg
Providg

Also in
Providg
Providg

Example of Distributed Claims

non-normative example, the OpenID Provider combines.Normal
that it holds with references to Claims held by two different
Providers, B and C, incorporating references to some of the
held by B and C as Distributed Claims.

example, these Claims about Jane Doe arecheld by Claims
er B (Jane Doe's bank). (The example also‘includes the Claims
er's Issuer Identifier URL.)

{

"iss": "https://bank.example.com",
"shipping address": ({
"street address": @234 Hollywood Blvd.",
"locality": "Los,Angeles",
"region": "CA",
"postal codef$o"90210",
"country": “"Wnited States of America"},
"payment info": "Some Card 1234 5678 9012 3456",
"phone number": "+1 (310) 123-4567"

}

this example, this Claim about Jane Doe is held by Claims
br C (areredit agency). (The example also includes the Claims
pr's(Issuer Identifier URL.)

{

"iss": "https://creditagency.example.com",
"credit score": 650

}

TOC

The OpenlID Provider returns Jane Doe's Claims along with references to

the Distributed Claims from Claims Provider B and Claims Provider C by

sending the Access Tokens and URLs of locations from which the

Distrib

uted Claims can be retrieved:
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{
"sub": "248289761001",

"name": "Jane Doe",

"given name": "Jane",

"family name": "Doe",

"email": "janedoel@example.com",
"birthdate": "0000-03-22",

"eye color": "blue",

" claim names": {

A | a1
SIrcT

"J_ua_ymcut_iufu i
"shipping address": "srcl",
"credit score": "src2"

by

" claim sources": {
"srcl": {"endpoint":

"https://bank.example.com/claim source’},
"src2": {"endpoint":

"https://creditagency.example.com/claims here",
"access token":~"ksj3n283dke"}

}
}

Note that not returning phone néimber, which is held by Claims Prpvider
B, demonstrates that not all Claims held by a utilized Claims Provider
need be included.

5,7. Claim Stability and Uniqueness TOC

Tlhe suls(subject) and iss (issuer) Claims from the ID Token, used
bgether, are the only Claims that an RP can rely upon as a stablg
dentifier for the End-User, since the sub Claim MUST be locally upique
and Never reassigned within the ISSUer for a particular End-USer, as
described in Section 2. Therefore, the only guaranteed unique identifier
for a given End-User is the combination of the iss Claim and the sub
Claim.

=

All other Claims carry no such guarantees across different issuers in
terms of stability over time or uniqueness across users, and Issuers are
permitted to apply local restrictions and policies. For instance, an Issuer
MAY re-use an email Claim Value across different End-Users at different
points in time, and the claimed email address for a given End-User MAY
change over time. Therefore, other Claims such as email,
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phone number, preferred username, and name MUST NOT be used as
unique identifiers for the End-User, whether obtained from the ID Token
or the UserInfo Endpoint.

6. Passing Request Parameters as JWTs TOC

OpenlID Connect defines the following Authorization Request parameters
to enable Authentication Requests to be signed and optionally
encrypted:

nequest

OPTIONAL. This parameter enables OpenlD “Connect
requests to be passed in a single, self-contained parameter
and to be optionally signed and/or encrypted«The parameter
value is a Request Object value, as specified in Section 6.1.
It represents the request as a JWT whose Claims are the
request parameters.

request_uri

OPTIONAL. This parameter enables OpenID Connect
requests to be passed by-reference, rather than by value.
The request uri value is a URL referencing a resource
containing a Request'Object value, which is a JWT containing
the request parameters. This URL MUST use the https

scheme unless'the target Request Object is signed in a way
that is verifiable by the OP.

Requests using these parameters are represented as JWTs, which are
respectively passed by value or by reference. The ability to pass
requests by reference is particularly useful for large requests. If one of
these parameters is used, the other MUST NOT be used in the same
request.

Note that the Request Objects defined here are compatible with those
specified by The OAuth 2.0 Authorization Framework: JWT-Secured
Authorization Request (JAR) [RFC9101].
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6.1. Passing a Request Object by Value TOC

The request Authorization Request parameter enables OpenlID Connect
requests to be passed in a single, self-contained parameter and to be
optionally signed and/or encrypted. It represents the request as a JWT
whose Claims are the request parameters specified in Section 3.1.2.
This JWT is called a Request Object.

upport for the request parameter is OPTIONAL. The
equest parameter supported Discovery result indicates ,whether the
P supports this parameter. Should an OP not support thiS parameter
and an RP uses it, the OP MUST return the request no® supportled
rror.

hen the request parameter is used, the OpenID Connect request
arameter values contained in the JWT supersede those passed using
the OAuth 2.0 request syntax. However, patameters MAY also be
assed using the OAuth 2.0 request syntax even when a Request|Object
used; this would typically be done to<enable a cached, pre-signed
(gnd possibly pre-encrypted) Request Object value to be used
cpntaining the fixed request parameters, while parameters that can
ary with each request, such as*state and nonce, are passed as QAuth
.0 parameters.

o that the request is a valid OAuth 2.0 Authorization Request, values
for the response typegiand client id parameters MUST be inclugded
sing the OAuth 2.0_request syntax, since they are REQUIRED by|OAuth
.0. The values for these parameters MUST match those in the Request
bject, if preséent.

ven if a_scope parameter is present in the Request Object value/ a
slcope parameter MUST always be passed using the OAuth 2.0 request
syntax containing the openid scope value to indicate to the undenlying
Audth 2.0 logic that this is an OpenID Connect request.

The Request Object MAY be signed or unsigned (unsecured). When it is
unsecured, this is indicated by use of the none algorithm [JWA] in the
JOSE Header. If signed, the Request Object SHOULD contain the Claims
iss (issuer) and aud (audience) as members. The iss value SHOULD be
the Client ID of the RP, unless it was signed by a different party than
the RP. The aud value SHOULD be or include the OP's Issuer Identifier
URL.
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The Request Object MAY also be encrypted using JWE [JWE] and MAY
be encrypted without also being signed. If both signing and encryption
are performed, it MUST be sighed then encrypted, with the result being
a Nested JWT, as defined in [JWT].

request and request uri parameters MUST NOT be included in
Request Objects.

The following is a hon-normative example of the Claims in a Request
Object before base64url-encoding and signing:

{

"iss": "s6BhdRkgt3",
"aud": "https://server.example.com",
"response type": "code id token",
"client id": "s6BhdRkgt3",
"redirect uri": "https://client.example{org/cb",
"scope": "openid",
"state": "afOifjsldkj",
"nonce": "n-0S6 WzA2Mj",
"max age": 86400,
"claims":
{
"userinfo":
{
"given name": {"esgsential": true},
"nickname": null,
"email": {"essential": true},
"email verified": {"essential": true},

"picture": .Aaull
b
"id tokem!:

{

"gender": null,

"barthdate": {"essential": true},

"acr": {"values":
"urnsmace:incommon:iap:silver"]}

}
}

}

Signing it with the rRs256 algorithm results in this Request Object value
(with line wraps within values for display purposes only):

eyJhbGciOiJSUzIINiIsImtpZCI6ImsyYmR)In0.ewOKICIpc3MiOiAl
czZCaGRSa3

FOMyIsDQogImF1ZCI6ICJodHRwczovL3NlcnZlci5leGFtcGx1ImNvbS
IsDQogInJdl

© ISO/IEC 2024 - All rights reserved
74


https://iecnorm.com/api/?name=9798091fd96f48acafb0153c5c1dcb29

ISO/IEC 26131:2024(en)

c3BvbnN1X3R5cGUi01A1Y29kZSBpZF90b2t1biTIsDQogImNsaWvVudF 9p
ZCI6ICJzNk

JOoZFJrcXQzIiwNCiAicmVkaXJ1lY3RfdXJIpIjogImhOdHBzO1i8vY2xpZW
50LmV4YWlw

bGUuUb3JnL2NiIiwNCiAic2NvcGUi101Aib3BlbmlkIiwNCiAic3RhdGUL
OiAiYWYwaW

NS Kk EyFWoTEFASKI CItYX

7
F
N
h
(-
Ny
0)]
HH
fe
HH
P
7
[«
L—-i
H
op
Hi
=

(=] D] Do T A AT A
YL L ARALOU L LAVINTC

hfYWd1lIjog

ODYOMDASDQogImNsYWltcyI6IAOKICB7DQogICAiIidXN]lémluZmBiOiAN
CiAgICB7DQ

0gICAgICJInaXZlbl9uYW1l1lIjogeydlc3NlbnRpYWwiOiBOcnVI1fESwWNCi
AgICAgImbp

Y2tuYW11IjogbnVsbCwNCiAgICAgImMVtYWEsIjogeyJdlc3NlbnRpYWwi
0iB0OcnV1fS

WNCiAgICAgIMVEtYWlsX3ZlcmlmaWVKkIjogeyJlc3NlbnRpYWwiPiBOcn
V1fSwNCiAg

ICAgInBpY3R1cmUiOiBudWxsDQogICAgESWNCiAgGICIpZEFO0b2E1biI6
TIAOKICAgIH

SNC1iAgICAgImdlbmRIciI6IG51bGwsDQogICAgICIiaXJ0aGRhaGUi01
B7ImVzc2Vu

dG1lhbCI6IHRYdWVIOLAOKICAGICAIYWNyIjogeyJ2YWx1ZXMiOiBbInVy
bjptYWN1Om

1uY29LtbWoOulmlhcDpzaWx2ZXIiXXONCiAgICBODQogIHONCNO . hwwnNs

kl<Zkbmnvs
F6zTHm8CHERFMGQPhos-EJcaH4Hh-

SMgk8ePrGhw trPYs8KQxsn6RI9Emo wHwajyF

RZUMXZFSZ3p6MbBARXTtVyJoyZGlzvudT U /PKYZTBQUIRJBCHS68Pky]
DVTrGluRTx

0GxFbuPbj96tVujllpTnmFCURGIEOXKYr7iGOCRB3bt£JhMO AKQUfQgK
nR1rRscc8K

ol-
CcSLWoYE9150gholImzjT cMnNIznWOE7CDyWXTsO70xnB4SkGopXfLS]
LL1xmPG

iyon -TelllV8uE83I1zCYIb NMXvtTIVcljpspnTSD7xMbpL-
20gwUsA1MGzw
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The following RSA public key, represented in JWK format, can be used
to validate the Request Object signature in this and subsequent Request
Object examples (with line wraps within values for display purposes

only):

6.1.1. Request using the "requést” Request Parameter

The Client sends the Authorization Request to the Authorization
Endpoint.

The following is;a*hon-normative example of an Authorization Request

using

purposes only):

{
"kty":"RSA",
"kid":"k2bdc",
"n":"y9Lgv4fCpbEi-u2-
CKg83YvbEFEK6JIMs pSi76eMkddWRUNWX2aBKGHATKIEOP

1 vn_  PCKZWePt3vGkB6ePgzAFuO8NmKemwESbQIOeokIChtt 6KzT5
gaXDF

]6gCLImk51Cc4VYFaxggevMncYrzaW 50mzZlyGSFIQzLYR8PbijAHGV]
HFgZa

EN91lsn GAWLaJpHrB3RO1S50E45wxrlg9xMncVih8gDPuXZarvghLLO
OuYR

I\N| NN

adBJVoWZowDNTpKpk2Rk1Z7Q0aBO7%Dv3uR7s sf2g-

KA SYRYUGSQKNAIDb3XV
W53am UZZ3tZbFTTh557JICHKHIW] SuzeXaw",
" e " : " AQAB "

}

he redquest parameter (with line wraps within values for display

ol

TOC

https://server.example.com/authorize?
response type=code%20id token
&client id=s6BhdRkqgt3
&redirect uri=https%3A%2F%2Fclient.example.org%2Fcb
&scope=openid
&state=af0ifjsldkj
&nonce=n-0S6_WzA2Mj]

&request=eyJhbGciOiJSUzIINiIsImtpZCI6ImsyYmRIIn0.ewOKIC
Pc3MiOiA
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1czZCaGRSa3F0MyIsDQogImF1ZCI6ICJodHRwczovL3NlcnZ1lci51eGF
tcGx1LmN

vbSIsDQogInJlc3BvbnN1X3R5cGUi01AiY29kZSBpZF90b2t1lbiIsDQo
gImNsaWVv

udF9pZCI6ICIzNkJOZFJrcXQzIiwNCiAicmVkaXJ1lY3RfdXJpIjogImh
0dHBzO1i8

=
f
=
f
=
H
0

Blbml
kIiwNCiA

1c3RhdGUiOiAiYWYwaWZgc2xka20iLAOKICJub25jZ2SI6ICJuLTBTNLS
XekEyTWo

1iLAOKICJtYXhfYWd1IjogODYOMDASDQogImNsYWltcyI6IAOKICB7DQo
gICAidXN

1lcmluZm8i0iANCiAgICB7/DQogICAgICInaXZ1bl9uYWl1lIjogeydlc3N
1bnRpYWw

10iB0cnV1fSWNCiAgICAgImSpY2€uYW11IjogbnVsbCwNCiAgICAgImV
tYWlsIjo

geyJ1c3N1bnRpYWwiOiBOcAV1fSWNCiAgICAGImMVEYW1sX3Z1lcmlmaWVv
kIjogeyd

1c3N1bnRpYWwiOiBQenV1£fSWNCiAgICAgGInBpY3R1cmUiOiBudxsDQo
gICAgfSw

NCiAgICJIpZF90b2t1biT6IAOKICAgIHSNCiAgICAgImdlbmRIciI6IGS
1bGwsDQo

gICAGICJ1iaXJ0aGRhdGUi0iB7ImVzc2VudGlhbCI6IHRydWVILAOKICA
gICALYWN

yI1jogeyJ2YWx1ZXMiOiBbInVybjptYWNIOmluY29tbW9uOmlhcPpzaWx
27ZXTiXX0

NC1IAgLICBYDOOgLHUNCNU . nwwnNskl-
ZkbmnvsF6zTHm8CHERFMGQPhos-EJcaH4H

h_
sMgk8ePrGhw trPYs8KQxsn6ROEmo wHwa]yFKzuMXZFSZ3p6Mb8dkxt
Vyjoy2

GIzvuJT u7PkY2t8QU9h]jBcHs68PkgjDVTrGluRTx0GxFbuPbjo6tvVuj
11pTnmFC

UR6IEOXKYr7iGOCRB3btfJhMO AKQUfgKnRlrRscc8Kol-
cSLWoYE9150gholImz
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JT cMnNIznWOE7CDyWXTsO70xnB4SkGopXfLSJLL1xmPGiyon -

TelllV8uE83I1l

zCYIb NMXvtTIVcljpspnTSD7xMbpL-20gwUsAIMGzw

6.2. Passing a Request Object by Reference

The repguest urt

Conne
param
the Re

param
requeq

When {
param
passed
also be
requeq
pre-sig
used c
can va
OAuth

So tha
for the
using t
2.0. Th
Object

t requests to be passed by reference, rather than by value. This
ter is used identically to the request parameter, other than tha
uest Object value is retrieved from the resource at the specified
ther than passed by value.

quest uri parameter supported Discovery result-indicates
r the OP supports this parameter. Should an OR\not support this

bter and an RP uses it, the OP MUST return the
t uri not supported error.

he request uri parameter is used, the’OpenID Connect reques
bter values contained in the referenced JWT supersede those
using the OAuth 2.0 request syntax. However, parameters MAY
passed using the OAuth 2.0 request syntax even when a

t uri is used; this would typically be done to enable a cached,
ned (and possibly pre-encrypted) Request Object value to be
pntaining the fixed request parameters, while parameters that
r'y with each request,such as state and nonce, are passed as
2.0 parameters.

. the request jsta valid OAuth 2.0 Authorization Request, values
response type and client id parameters MUST be included
he OAuth:2.0 request syntax, since they are REQUIRED by OAut
e values. for these parameters MUST match those in the Request
if present.

Lgu ot

-

Even fif

a-$cope parameter is present in the referenced Request Object,

TOC

a scope parameter MUST always be passed using the OAuth 2.0 request

syntax
OAuth

containing the openid scope value to indicate to the underlying
2.0 logic that this is an OpenID Connect request.

Servers MAY cache the contents of the resources referenced by Request
URIs. If the contents of the referenced resource could ever change, the
URI SHOULD include the base64url-encoded SHA-256 hash of the
referenced resource contents as the fragment component of the URI. If
the fragment value used for a URI changes, that signals the server that
any cached value for that URI with the old fragment value is no longer

valid.
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Note that Clients MAY pre-register request uri values using the
request uris parameter defined in Section 2.1 of the OpenID Connect
Dynamic Client Registration 1.0 [OpenlID.Registration] specification. OPs
can require that request uri values used be pre-registered with the
require request url registration discovery parameter.

The entire Request URI SHOULD NOT exceed 512 ASCII characters.

The contents of the resource referenced by the URL MUST be a Request
Object. The scheme used in the request uri value MUST be https,
unless the target Request Object is signed in a way that is verifiahle by
the Authorization Server. The request uri value MUST be reachgble by
the Authorization Server and SHOULD be reachable by the,Client.

Tlhe following is a hon-normative example of the contents of a Request
Qbject resource that can be referenced by a request, Yri (with lipe
wraps within values for display purposes only):

eyJhbGciO0iJSUzIINiIsImtpZCIoImsy¥YmR)In0.ewOKICIpc3MiOiAi
czZCaGRSa3

FOMyIsDQogImF1ZCI6ICJodHRwWeZzovL3NlIcnZlci5leGFteGx1ImNvDbS
IsDQogIndl

c3BvbnN1X3R5cGUi01AL¥29kZSBpZF90b2t1biIsDQogImNsaWyudF 9p
ZCI6ICJzNk

JoZFJrcXQzIiwNCiAicmVkaXJ1lY3RfdXJIpIjogImhOdHBzO18vY2xpZW
50LmV4YWlw

bGUuUb3JnEZ2NiIiwNCiAic2NvcGU1i01Aib3BlbmlkIiwNCiAic3RhdGUL
OiAiYWYwaW

729e2%ka20iLAOKICJub25jZSI6ICJUuLTBTN1 9XekEyTWoiLAOKICJItYX
hEYWd1Ijog

ODYOMDASDQogImNsYW1ltcyI6IAOKICB7DQogICAidXNlcmluZmBiOiAN
CiAgICB7/DQ

0gICAgICJInaXZlbl9uYWllIjogeyJlc3N1lbnRpYWwiOiBOcnV1£fSwNCi
AgICAgImbp

Y2tuYW11IjogbnVsbCwNCiAgICAgImVtYWlsIjogeyJdlc3N1lbnRpYWwi
0iBOcnV1f£S

WNCiAgICAgImVtYW1lsX3ZlcmlmaWVkIjogeyJlc3N1bnRpYWwiOiBOcn
V1fSwNCiAg
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AOKICAQIH

B7ImVzc2Vu

dG1lhbCI6IHRYAWVILAOKICAGICALIYWNyYIjogeyJ2YWx1ZXMiOiBbInVy
bjptYWN1Om

o

6.2.1. U

The Cli
at a UR

reques;

e WaWlE Mg & ot J.1 . A d el ] T L o T\ o O i i A = | L b=
Ul JLOWIJUVINLIICUYZAdWALZ AL ILIAAUVINC LAY LUD IJUYVOY LITUINUITU . TITWWITIN

1-Zkbmnvs
F6zTHm8CHERFMGQPhos-EJcaH4Hh-
Mgk8ePrGhw trPYs8KQOxsn6RI9Emo wHwajyF

VIrGluRTx

R1rRscc8K
ol-

L1xmPG

iyon -TelllV8uE83I1zCYIb NMXwtTIVcljpspnTSD7xMbpL-
QgwUsA1MGzw

RI Referencing the Request Object

ent stores the-Request Object resource either locally or remotely
L the Server can access. This URL is the Request URI,

t uri.

If the Request’Object includes requested values for Claims, it MUST

NOT b

revealed to anybody but the Authorization Server. As such, the

()]

zZzUuMXZFSZ3p6Mb8dkxtVyjoy2GIzvudT u7PkY2t8QUON)BCHs68Pkq[j

GxFbuPbj 96tVuj1llpTnmFCUR6IEOXKYr71GOCRE3bt fThMO AKQUFfQK

SLWoYE915Q0gholImzjT cMnNIznWOE7ChyWXTsO70xnB4SkGopXLfLSf

requegtiari MUST have appropriate entropy for its lifetime. It is
RECOMMENDED that it be removed if it is known that it will not be used

again or after a reasonable timeout unless access control measures are

taken.

The fol
line wr

lowing is a non-normative example of a Request URI value (with
aps within values for display purposes only):

https://client.example.org/request.jwt#
GkurKXf5TOY—mnPFCHqWOMiZi4VSl38cQO_V7PZHAdM

© ISO/IEC 2024 - All rights reserved
80

TOC


https://iecnorm.com/api/?name=9798091fd96f48acafb0153c5c1dcb29

6.

ISO/IEC 26131:2024(en)

2.2. Request using the "request_uri" Request Parameter

The Client sends the Authorization Request to the Authorization
Endpoint.

The following is a non-normative example of an Authorization Request
using the request uri parameter (with line wraps within values for

display purposes only):

U
l_
R
A
N

caching-the request uri.

6.2.3. Authorization Server Fetches Request Object

https://server.example.com/authorize?
response type=code%20id token
&client id=s6BhdRkgt3

&request uri=https33A%2F%2Fclient.exafiple.org%2Fre
Jjwt
$23GkurKxf5T0Y-mnPFCHQWOMiZ14VS138cQ0 V7PZHAAM
&state=afO0ifjsldkjé&nonce=n-086 WzA2M]
&scope=openid

pon receipt of the Request, the Authorization Server MUST send
TTP GET request to-the request uri to retrieve the referenced

equest Object, unless it is already cached, and parse it to recrea
uthorization Request parameters.

ote that the RP SHOULD use a unique URI for each request utiliz
istinct parameters, or otherwise prevent the Authorization Serve

he following is a non-normative example of this fetch process:

juest.

an

te the

ing
r from

GET /request.jwt HTTP/1.1
Host: client.example.org
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6.2.4. "request_uri" Rationale TOC

There are several reasons that one might choose to use the
request uri parameter:

1. The set of request parameters can become large and can
exceed browser URI size limitations. Passing the request
parameters by reference can soive this probiemt.

2. Passing a request uri value, rather than a complete
request by value, can reduce request latency.

3. Most requests for Claims from an RP are constant: The
request uri is a way of creating and sometimes also
signing and encrypting a constant set of request
parameters in advance. (The request urj value
becomes an "artifact" representing a patticular fixed set
of request parameters.)

4. Pre-registering a fixed set of request parameters at
Registration time enables OPs.to cache and pre-validate
the request parameters at Registration time, meaning
they need not be retrieved at request time.

5. Pre-registering a fixed 'set of request parameters at
Registration time enables OPs to vet the contents of the
request from consumer protection and other points of
views, either itself or by utilizing a third party.

6.3. Validating JWT-Based Requests TOC

When the 'request or request uri Authorization Request parameters
are us A additional ctanc muick ha narfarmad o validata thao

CO OO OTTroOT O T otC P o Moot TP TT TOUT T TCO co vammuaatT—CTrc

Authentication Request beyond those specified in Sections 3.1.2.2,
3.2.2.2, or 3.3.2.2. These steps are to validate the JWT containing the
Request Object and to validate the Request Object itself.
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6.3.1. Encrypted Request Object

If the Authorization Server has advertised JWE encryption algorithms in

the request object encryption alg values supported and

request object encryption enc values supported elements of its
Discovery document [OpenID.Discovery], or has supplied encryption

Ignrifhmc hy other means, these are used hy the Client to encry

JWT.

Tlhe Authorization Server MUST decrypt the JWT in accordance wif
JSON Web Encryption [JWE] specification. The result MAY 'be eithe
S
S

gned or unsigned (unsecured) Request Object. In the'former caj

gnature validation MUST be performed as defined in Section 6.3}

t the

h the
i a
e,
2.

Tlhe Authorization Server MUST return an error if\decryption fails.

[®)

.3.2. Signed Request Object

o perform Signature Validation, the al1g Header Parameter in thg
eader MUST match the value of the request object signing 3
uring Client Registration:[OpenID.Registration] or a value that w
re-registered by other'means. The signature MUST be validated
gainst the appropriate key for that cl1ient id and algorithm.

0T O T

—

fails.

he Authorization Server MUST return an error if signature validat

JOSE
1g set
as

on

6.3.3. Request Parameter Assembly and Validation

The Authorization Server MUST assemble the set of Authorization

Request parameters to be used from the Request Object value and the

OAuth 2.0 Authorization Request parameters (minus the request

or

request uri parameters). If the same parameter exists both in the

Request Object and the OAuth Authorization Request parameters,

the

parameter in the Request Object is used. Using the assembled set of

Authorization Request parameters, the Authorization Server then
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validates the request the normal manner for the flow being used, as
specified in Sections 3.1.2.2, 3.2.2.2, or 3.3.2.2.

7. Self-Issued OpenlID Provider

Openl

Connect supports Self-Issued OpenlD Providers - personal, self-

hosted
special

The m:¢
the sai
for the
param

7.1. Self-Issued OpenlD Provider Discovery

If the i
issued
followi

OPs that issue self-signed ID Tokens. Self-Issued OPs use the
Issuer Identifier https://self-issued.me.

bssages used to communicate with Self-Issued OPs are mostly
ne as those used to communicate with other OPs. Specifications
few additional parameters used and for the valuesof'some
bters in the Self-Issued case are defined in this séction.

nput identifier for the discovery-process contains the domain self
me, dynamic discovery is not' performed. Instead, then the
ng static configuration values are used:

{

"authorization’/endpoint":
"openid:&y

"issuer'.:
"httpst//self-issued.me",

"scopes supported":
["openid", "profile", "email", "address", "phone"]|,

/response types supported":
["id token"],

NOTE:

https:

“subject types _Supported’ts
["pairwise"],

"id token signing alg values supported":
["RS256"],

"request object signing alg values supported":
["none", "RS256"]

}

The OpenID Foundation plans to host the OpenID Provider site
//self-issued.me/, including its WebFinger service, so that

performing discovery on it returns the above static discovery
information, enabling RPs to not need any special processing for
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discovery of the Self-Issued OP. This site will be hosted on an

experimental basis. Production implementations should not take a
dependency upon it without a subsequent commitment by the OpenID
Foundation to host the site in a manner intended for production use.

7.2. Self-Issued OpenlD Provider Registration

hen using a Self-Issued OP, registration is not required. Thée Cli¢

cgn proceed without registration as if it had registered with.the O
btained the following Client Registration Response:

client_id
redirect uri value of the Client.
client_secret_expires_at

0

NOTE: The OpenID Foundation plans'to host the (stateless) endpq
hfttps://self-issued.me/regidtration/1.0/ that returns the

response above, enabling RPs:to not need any special processing
registration with the Self-Isstued OP. This site will be hosted on an
gxperimental basis. Production implementations should not take 3
dependency upon it without a subsequent commitment by the Op

7,2.1. Providing Information with the "registration” Request Parameter

Foundation to host the site in a manner intended for production ug

U

nt
P and

Dint

for

cnID

Cnr\nTn Connoc + daofinac tha faollawwina Aunbthoriza Hon Roanac F e
P\a'lll—/ UTITICWOUU UCTITIGo Ui |U||va|||3 l‘\uLIIUI 112G CTVT1 I\\—\.-'U\-JL Pulu

meter

to enable Clients to provide additional registration information to Self-

Issued OpenID Providers:

registration

OPTIONAL. This parameter is used by the Client to provide
information about itself to a Self-Issued OP that would
normally be provided to an OP during Dynamic Client
Registration. The value is a JSON object containing Client
metadata values, as defined in Section 2.1 of the OpenlD
Connect Dynamic Client Registration 1.0
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[OpenID.Registration] specification. The registration

parameter SHOULD NOT be used when the OP is not a Self-
Issued OP.

None of this information is REQUIRED by Self-Issued OPs, so the use of
this parameter is OPTIONAL.

The registration parameter value is represented in an OAuth 2.0
request as a UTF-8 encoded JSON object (which ends up being form-
urlencoded when passed as an OAuth parameter). When used in a
Request Object value, per Section 6.1, the JSON object is used as the
value of the registration member.

The Rggistration parameters that would typically be used in requests to
Self-Issued OPs are policy uri, tos uri, and logo uri. Ifthe Client
uses mjore than one Redirection URI, the redirect uris parameter
would pe used to register them. Finally, if the Client is reéquesting
encrypted responses, it would typically use the jwks-‘uri,

id toKen encrypted response alg and

id tolen encrypted response enc parameters.

7.3. Self-Issued OpenlD Provider Request

The self-issued OP's Authorization Endpoint is the URI openid:.

The Cliﬁnt sends the Authentication Request to the Authorization
Endpoint with the following parameters:

qcope

REQUIRED. scope parameter value, as specified in
Section 3.1.2.

rnesponse_type

REQUIRED. Constant string value id token.
client_id

REQUIRED. Client ID value for the Client, which in this case
contains the redirect uri value of the Client. Since the
Client's redirect uri URI value is communicated as the
Client ID, a redirect uri parameter is NOT REQUIRED to
also be included in the request.
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id_token_hint

OPTIONAL. id token hint parameter value, as specified
in Section 3.1.2. Encrypting content to Self-Issued OPs is
not supported.

claims

OPTIONAL. claims parameter value, as specified in
Section 5.5.

registration

OPTIONAL. This parameter is used by the Client to provide
information about itself to a Self-Issued OP that would
normally be provided to an OP during Dynamic Client
Registration, as specified in Section 7.2.1.

request
OPTIONAL. Request Object value, as specified ip
Section 6.1. Encrypting content te’ Self-Issued OPs is nat

supported.

ther parameters MAY be sent. Note’that all Claims are returned |n the
D Token.

he entire URL MUST NOT exteed 2048 ASCII characters.

he following is a non-nefmative example HTTP 302 redirect resppnse
y the Client, which triggers the User Agent to make an Authentiqdation
equest to the Self<Issued OpenID Provider (with line wraps within
alues for display purposes only):

HTTP£1.1 302 Found

Location: openid://?
response type=id token
&client id=https%3A%2F%2Fclient.example.orgs2F
&scope=openid%20profile

E s =de me AL B = T Al
uuuuuuuuuuuuuuuuu

&nonce=n-0S6_WzA2Mj]
&registration=%$7B%2210g0 uri%22%3A%22httpss3A%2FS2F
client.example.org%2Flogo.png%22%7D

7
o
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7.4. Self-Issued OpenlD Provider Response

OpenID Connect defines the following Claim for use in Self-Issued
OpenlID Provider Responses:

sub_jwk

REAQLITDED

The Se

Dokl e icad o chacle Fl o ol b o A€ 0 T
NLYUILIINLL . T UUIIc I\Cy UotTU LU CUINICUN LUTIC DIBIIC—ILUIC vl dilh 1
Token issued by a Self-Issued OpenID Provider, as specified
in Section 7. The key is a bare key in JWK [JWK] format (not
an X.509 certificate value). The sub jwk value is a JSON
object. Use of the sub jwk Claim is NOT RECOMMENDED

when the OP is not Self-Issued.

If-Issued OpenID Provider response is the same.as the normal

Implicit Flow response with the following refinements,; Since it is an

Implici
URL fr3
specifig

pd.

1.

3.

t Flow response, the response parameters will be returned in the
ngment component, unless a different Response Mode was

The iss (issuer) Claim Valueris https://self-
issued.me.

. A sub jwk Claim is present, with its value being the

public key used to-check the signature of the ID Token.

The sub (subject) Claim value is the base64url-encoded
representation of the thumbprint of the key in the

sub jwk Claim. This thumbprint value is computed as
the SHA-256 hash of the octets of the UTF-8
representation of a JWK constructed containing only the
REQUIRED members to represent the key, with the
member names sorted into lexicographic order, and with
no whitespace or line breaks. For instance, when the kty
value is RSA, the member names ¢, kty, and n are the
ones present in the constructed JWK used in the

thumbprint computation and appear in that order; when
the kty value is EC, the member names crv, kty, x,
and y are present in that order. Note that this
thumbprint calculation is the same as that defined in the
JWK Thumbprint [JWK.Thumbprint] specification.

No Access Token is returned for accessing a UserInfo
Endpoint, so all Claims returned MUST be in the ID
Token.
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7.5. Self-Issued ID Token Validation

To validate the ID Token received, the Client MUST do the following:
1.

The Client MUST validate that the value of the iss
(issuer) Claim is https://self-issued.me. If iss
contains a different value, the ID Token is not Self-

The following is a non-normative example of a base64url-decoded Self-
Issued ID Token (with line wraps within values for display purposes

only):

. The Client MUST validate the signature of the ID Token

ISSUed, and nstead ITMUST be valldated according to
Section 3.1.3.7.

The Client MUST validate that the aud (audienee)’Claim
contains the value of the redirect uri that-the Client
sent in the Authentication Request as an audience.

according to JWS [JWS] using the algorithm specified |n

the alg Header Parameter of the-JOSE Header, using the

key in the sub jwk Claim; the-key is a bare key in JWK
format (not an X.509 certificate value).

The alg value SHOULD:be the default of RS256. It MAY
also be ES256.

The Client MUST, validate that the sub Claim value is the

i)

base64url-encoded representation of the thumbprint o
the key in the sub jwk Claim, as specified in
Section. 7.4.

The(current time MUST be before the time represented
by the exp Claim (possibly allowing for some small

[eeway to account for clock skew).

The iat Claim can be used to reject tokens that were
issued too far away from the current time, limiting the

amount of time that nonces need to be stored to prevent

attacks. The acceptable range is Client specific.

— 8. ATonce CtammMST bepresentand-its vatuethectked to

verify that it is the same value as the one that was sent

in the Authentication Request. The Client SHOULD check

the nonce value for replay attacks. The precise method
for detecting replay attacks is Client specific.
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"iss": "https://self-issued.me",

"sub": "NzbLsXh8uDCcd-6MNwXF4W 7noWXFZAfHkxZsRGCOXs"
"aud": "https://client.example.org/cb",

"nonce": "n-0S6 WzA2Mj",

"exp": 1311281970,
"iat": 1311280970,
"sub jwk": {

"kty" : "RSA"’

4

1l

10vx7agoebGecQSuuPiLIXZptNOInndrOmbXEps2aiAFbWhM78LhWx

4cbbfAAtVT86zwulRK7aPFFxuhDR1IL6tSoc BJECPebWKRXjBRC1FV4
JoknjhMs

tn64tZ 2W-5JsGY4Hc5n9yBXArwl931gt7 RN5w6GfEDh4QyQ5v
45YGIQRO_FDW2

Qvzg¥368Q0MicAtaSqzs8KJIZgnYb9c7d0zgdAZHzubgMQOVvRLShajrnl

91CbOpbI
SDO8gNLyrdkt-

RETWhATI4vMQFhoWeZu0fM41Fd2NcRwr3XPKsINHaQ-G xBniIgb

w0Ls1l]jF44-csFCur-kEgU8awapJdzKnhgDKgw",
" e " : " AQAB "

8. Subject Identifier Types

A Subject Identifier is'a locally unique and never reassigned identifier

within

the Client. Two(Subject Identifier types are defined by this specification|:

the Issuer'for the End-User, which is intended to be consumed b

public

T

is the default if the provider has no
subject types supported element in its discovery
document.

pairwise

This provides a different sub value to each Client, so as not
to enable Clients to correlate the End-User's activities
without permission.
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The OpenlID Provider's Discovery document MUST list its supported

Subject Identifier types in the subject types supported elemen
there is more than one type listed in the array, the Client MAY ele

t. If
ct to

provide its preferred identifier type using the subject type parameter

during Registration.

8.1. Pairwise Identifier Algorithm

When pairwise Subject Identifiers are used, the OpenlID Provider
cplculate a unique sub (subject) value for each Sector Identifier.
Subject Identifier value MUST NOT be reversible by any party oth
than the OpenID Provider.

roviders that use pairwise sub values and suppott Dynamic Clien

TOC

MUST
[he

D
=

t

egistration [OpenID.Registration] SHOULDwse the
ector identifier uri parameter. It provides a way for a grou

P
R
S
websites under common administrative ;control to have consistent
pairwise sub values independent of the'individual domain names.
A
h

rovides a way for Clients to changéredirect uri domains withg
aving to re-register all of their.dsers.

" the Client has not providedia value for sector identifier urj
ynamic Client Registration [OpenID.Registration], the Sector Idsg
sed for pairwise identifier calculation is the host component of th
cgistered redirecturi. If there are multiple hostnames in the
pgistered redirect uris, the Client MUST register a

ector identaf\fer uri.

n 5 = C /0 =

glculation. The value of the sector identifier uri MUST be a

/hen a sector identifier uri is provided, the host component

b of

It also
but

L in
ntifier
e

of

URL

V
that URL:is used as the Sector Identifier for the pairwise identifier
C
u

sing-the https scheme that points to a JSON file containing an a

e +——vatges—hevalvesof the registered+——+——+——

MUST be included in the elements of the array. -

-

rray of
S

Any algorithm with the following properties can be used by OpenID

Providers to calculate pairwise Subject Identifiers:

e The Subject Identifier value MUST NOT be reversible b
any party other than the OpenlD Provider.

o Distinct Sector Identifier values MUST result in distinct
Subject Identifier values.

e The algorithm MUST be deterministic.
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Three example methods are:

1.

The Sector Identifier can be concatenated with a local
account ID and a salt value that is kept secret by the
Provider. The concatenated string is then hashed using
an appropriate algorithm.

Calculate sub = SHA-256 ( sector_identifier ||
local_account_id || salt).

9, Clien

This s€
by Clie
Token

metho

These

d

Client Authentication methods are:

N

3.

t Authentication

ction defines a set of Client Authentication methods that are use
nts to authenticate to-the Authorization Server when using the
Endpoint. During .Client Registration, the RP (Client) MAY registe
a Client Authentication:method. If no method is registered, the default
1 is client (seCret basic.

lientssecret_basic

Clients that have receiveda client secret value from the

The-SectorIdentifier cam beconcatenated withafocat—— ]
account ID and a salt value that is kept secret by the
Provider. The concatenated string is then encrypted
using an appropriate algorithm.

Calculate sub = AES-128 ( sector_.identifier ||
local_account_id || salt ).

The Issuer creates a Globally Unique Identifier (GUID)
for the pair of Sector Identifier and local account ID and
stores this value.

A

Authorization Server authenticate with the Authorization
Server in accordance with Section 2.3.1 of OAuth 2.0
[RFC6749] using the HTTP Basic authentication scheme.

client_secret_post

Clients that have received a client secret value from the
Authorization Server, authenticate with the Authorization
Server in accordance with Section 2.3.1 of OAuth 2.0
[RFC6749] by including the Client Credentials in the request
body.
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client_secret_jwt

Clients that have received a client secret value from the
Authorization Server create a JWT using an HMAC SHA
algorithm, such as HMAC SHA-256. The HMAC (Hash-based
Message Authentication Code) is calculated using the octets
of the UTF-8 representation of the client secret as the

shared key.

The Client authenticates in accordance with JSON Web

TFoken W Profile for OAuth 2 0 Client Authenticaticnand
Authorization Grants [OAuth.JWT] and Assertion Framework
for OAuth 2.0 Client Authentication and Authorization Grants
J
J

[OAuth.Assertions]. The JWT MUST contain the followin
REQUIRED Claim Values and MAY contain the followin
OPTIONAL Claim Values:

iss

REQUIRED. Issuer. This MUST contain the
client id of the OAuth Client.

sub

REQUIRED. Subject: This MUST contain the
client id of the’OAuth Client.

aud

REQUIRED. Audience. The aud (audience)
Claimu" Value that identifies the Authorization
Server as an intended audience. The
Authorization Server MUST verify that it is an
intended audience for the token. The Audience
SHOULD be the URL of the Authorization
Server's Token Endpoint.

jti

REQUIRED. JWT ID. A unique identifier for the

token, which can be used to prevent reuse of
the token. These tokens MUST only be used
once, unless conditions for reuse were
negotiated between the parties; any such
negotiation is beyond the scope of this
specification.

exp

REQUIRED. Expiration time on or after which
the JWT MUST NOT be accepted for processing.
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iat
OPTIONAL. Time at which the JWT was issued.

The JWT MAY contain other Claims. Any Claims used that
are not understood MUST be ignored.

The authentication token MUST be sent as the value of the
[OAuth.Assertions] client assertion parameter.

The value of the [OAuth.Assertions]

client assertion type parameter MUST be
"urn:ietf:params:oauth:client-assertion-type:jwt-bearer",

per [OAuth.JWT].
rivate_key_jwt

Clients that have registered a public key sign & JWT using
that key. The Client authenticates in accordance ‘with JSON
Web Token (JWT) Profile for OAuth 2.0 Client-Authentication
and Authorization Grants [OAuth.JWT] “~and Assertion
Framework for OAuth 2.0 Client » Aduthentication and
Authorization Grants [OAuth.Assertions]. The JWT MUST
contain the following REQUIRED, ‘Claim Values and MAY
contain the following OPTIONAL Claim Values:

iss

REQUIRED. Issuer. This MUST contain the
client id ofithe OAuth Client.

sub

REQUIRED. Subject. This MUST contain the
¢lient id of the OAuth Client.

aud

REQUIRED. Audience. The aud (audience)
Claim. Value that identifies the Authorization

Server as an_ Intended audience. The
Authorization Server MUST verify that it is an
intended audience for the token. The Audience
SHOULD be the URL of the Authorization
Server's Token Endpoint.

jti

REQUIRED. JWT ID. A unique identifier for the
token, which can be used to prevent reuse of
the token. These tokens MUST only be used
once, unless conditions for reuse were
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negotiated between the parties; any such
negotiation is beyond the scope of this
specification.

exp

REQUIRED. Expiration time on or after which
the JWT MUST NOT be accepted for processing.

iat

OPTIONAL. Time at which the JWT was issued.

The JWT MAY contain other Claims. Any Claims uséed that
are not understood MUST be ignored.

The authentication token MUST be sent as th€e value of th
[OAuth.Assertions] client assertion parameter.

D

The value of the [OAuth.Assertiond|]
client assertion type parameter MUST be
"urn:ietf:params:oauth:client-assertion-type:jwt-bearer",
per [OAuth.JWT].

For example (with line wraps within values for
display purposes-only):

POST /tdken HTTP/1.1

Host iy server.example.com

Content-Type: application/x-www-form-
urlencoded

grant type=authorization codeé&
code=11WsRnluBlé&
client id=s6BhdRkgt3&
client assertion type=
urn%3Aietf$3Aparams%3Acauth%3Aclient
assertion-type%3Ajwt-bearers
client assertion=PHNhbWxwOl ... ZT

norie

The Client does not authenticate itself at the Token
Endpoint, either because it uses only the Implicit Flow (and
so does not use the Token Endpoint) or because it is a Public
Client with no Client Secret or other authentication
mechanism.
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10. Signatures and Encryption

Depending on the transport through which the messages are sent, the
integrity of the message might not be guaranteed and the originator of
the message might not be authenticated. To mitigate these risks, ID

Token,

UserInfo Response, Request Object, and Client Authentication

JWT values can utilize JSON Web Signature (JWS

JWS] to sign their
contents. To achieve message confidentiality, these values can also usg

JSON Web Encryption (JWE) [JWE] to encrypt their contents.

When {
first an
Nested
metho

The OF
Discov
The RFA
Dynanm
other 1

The OF
supply
via its
inform

10.1. Si

The sig
algorit

he message is both signed and encrypted, it MUST be signed
d then encrypted, per Section 16.14, with the result being a
JWT, as specified in [JWT]. Note that all JWE encryption

s perform integrity checking.

ery document or may supply this information by other means.
declares its required signing and encryption algorithms in its

ic Registration request or may commauonicate this information by
heans.

advertises its public keys via its‘Discovery document or may
this information by other means. The RP declares its public keys
Dynamic Registration request or may communicate this
ation by other means.

gning

ning.party MUST select a signature algorithm based on the
nmsS._supported by the recipient.

advertises its supported signing and encryption algorithms in it$

Asymmetric Signatures

When using RSA or ECDSA Signatures, the alg Header
Parameter value of the JOSE Header MUST be set to an
appropriate algorithm as defined in JSON Web Algorithms
[JWA]. The private key used to sign the content MUST be
associated with a public key used for signature verification
published by the sender in its JWK Set document. If there
are multiple keys in the referenced JWK Set document, a
kid value MUST be provided in the JOSE Header. The key

usage of the respective keys MUST support signing.
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Symmetric Signatures

When using MAC-based signatures, the alg Header
Parameter value of the JOSE Header MUST be set to a MAC
algorithm, as defined in JSON Web Algorithms [JWA]. The
MAC key used is the octets of the UTF-8 representation of
the client secret value. See Section 16.19 for a
discussion of entropy requirements for client secret
values. Symmetric signatures MUST NOT be used by public
(non-confidential) Clients because of their inability to keep
SECTets.

n

ee Section 16.20 for Security Considerations about the ne€d for [signed
pquests.

-

1/0.1.1. Rotation of Asymmetric Signing Keys TOC

Rotation of signing keys can be accomplished with the following
approach. The signer publishes its keys in a JWK Set at its jwks yri
Ipcation and includes the kid of the signing key in the JOSE Headgr of
glach message to indicate to the'verifier which key is to be used to
vialidate the signature. Keys ¢an be rolled over by periodically adding

ew keys to the JWK Set at'the jwks uri location. The signer car begin

sing a new key at its discretion and signals the change to the vefifier

sing the kid value. . The verifier knows to go back to the jwks uni
Ipcation to re-retrieve the keys when it sees an unfamiliar kid value.
he JWK Set document at the jwks uri SHOULD retain recently
ecommissioned signing keys for a reasonable period of time to
facilitate a.smooth transition.

10.2. Encryption TOC

The encrypting party MUST select an encryption algorithm based on the
algorithms supported by the recipient.

Asymmetric Encryption: RSA

The public key to which the content was encrypted MUST be
a public key used for encryption published by the recipient
in its JWK Set document. If there are multiple keys in the
referenced JWK Set document, a kid value MUST be
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provided in the JOSE Header. Use the supported RSA
encryption algorithm to encrypt a random Content
Encryption Key to be used for encrypting the signed JWT.
The key usage of the respective keys MUST include
encryption.

Asymmetric Encryption: Elliptic Curve

Create an ephemeral Elliptic Curve public key for the epk
element of the JOSE Header. The other public key used for
he | . MUST | blic_|
published by the recipient in its JWK Set document. If there
are multiple keys in the referenced JWK Set document, a
kid value MUST be provided in the JOSE Header. Use the
ECDH-ES algorithm to agree upon a Content Encryption_Key
to be used for encrypting the signed JWT. The key usage of
the respective keys MUST support encryption.

Symmetric Encryption

The symmetric encryption key is derived from the
client secret value by using the)left-most bits of a
truncated SHA-2 hash of the ~octets of the UTF-8
representation of the client secret. For keys of 256 or
fewer bits, SHA-256 is used; forkeys of 257-384 bits, SHA-
384 is used; for keys of 385512 bits, SHA-512 is used. The
hash value MUST be truncated retaining the left-most bits to
the appropriate bit length’for the AES key wrapping or direct
encryption algorithm used, for instance, truncating the SHA-
256 hash to 128 bitsfor A128KwW. If a symmetric key with
greater than 512 'bits is needed, a different method of
deriving the key/from the client secret would have to be
defined by_an extension. Symmetric encryption MUST NOT
be used by public (non-confidential) Clients because of their
inability-to keep secrets.

See Sqction.16.21 for Security Considerations about the need for
encryptedrequests.

10.2.1. Rotation of Asymmetric Encryption Keys TOC

Rotating encryption keys necessarily uses a different process than the
one for signing keys because the encrypting party starts the process
and thus cannot rely on a change in kid as a signal that keys need to

change. The encrypting party still uses the kid Header Parameter in the
JWE to tell the decrypting party which private key to use to decrypt,
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however, the encrypting party needs to first select the most appropriate
key from those provided in the JWK Set at the recipient's jwks uri
location.

To rotate keys, the decrypting party can publish new keys at its

jwks uri location and remove from the JWK Set those that are being
decommissioned. The jwks uri SHOULD include a Cache-Control
header in the response that contains a max-age directive, as defined in
RFC 7234 [RFC7234], which enables the encrypting party to safely

cwwmw very
ncryption event. The decrypting party SHOULD remove
ecommissioned keys from the JWK Set referenced by jwksur1 but

ctain them internally for some reasonable period of time, ‘coordinated
ith the cache duration, to facilitate a smooth transition"between |keys
y allowing the encrypting party some time to obtain the new keys. The
ache duration SHOULD also be coordinated with theissuance of hew
ghing keys, as described in Section 10.1.1.

o o< 3

111. Offline Access TOC
QpenID Connect defines the following scope value to request offlipe
access:
offline_access

OPTIONAL. This scope value requests that an OAuth 2.p

Refresh* Token be issued that can be used to obtain an

Access Token that grants access to the End-User's UserInfp

Endpoint even when the End-User is not present (not loggegd

in).

When“offline access is requested, a prompt parameter value of consent
MUST be used unless other conditions for processing the request
pErmitting offline access to the requested resources are in place. The
OP MUST always obtain consent to returning a Refresh Token that
enables offline access to the requested resources. A previously saved
user consent is not always sufficient to grant offline access.

Upon receipt of a scope parameter containing the offline access
value, the Authorization Server:

e MUST ensure that the prompt parameter contains
consent unless other conditions for processing the
request permitting offline access to the requested
resources are in place; unless one or both of these
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conditions are fulfilled, then it MUST ignore the
offline access request,

e MUST ignore the offline access request unless the
Client is using a response type value that would result
in an Authorization Code being returned,

e MUST explicitly receive or have consent for offline access
when the registered application type is web,

e SHOULD explicitly receive or have consent for offline

The us
case. T
contex

12. Usi
A requ
the gr

OAuth
Conne(

12.1. R

To ref

access when the registered application type is
native.

e of Refresh Tokens is not exclusive to the offline accéss use
he Authorization Server MAY grant Refresh Tokens inther
ts that are beyond the scope of this specification.

hg Refresh Tokens

est to the Token Endpoint can also use a Refresh Token by using
int type value refresh tokern, as described in Section 6 of
2.0 [RFC6749]. This section-defines the behaviors for OpenID

't Authorization Servers when Refresh Tokens are used.

pfresh Request

esh an Access Token, the Client MUST authenticate to the Token

Endpoint using the authentication method registered for its client id,

as doc

imented in Section 9. The Client sends the parameters via HTTP

POST to the Token Endpoint using Form Serialization, per Section 13.2.

The fol
line wr

lowing is a non-normative example of a Refresh Request (with
aps within values for display purposes only):

POST /token HTTP/1.1
Host: server.example.com
Content-Type: application/x-www—-form-urlencoded

client id=s6BhdRkgt3
&client secret=some secretl2345
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&grant type=refresh token
&refresh token=8xLOxBtZp8
&scope=openid%20profile

The Authorization Server MUST validate the Refresh Token, MUST verify
that it was issued to the Client, and must verify that the Client
successfully authenticated it has a Client Authentication method.

12.2. Successful Refresh Response TOC

—

pon successful validation of the Refresh Token, the response bodly is
ne Token Response of Section 3.1.3.3 except that it might not cgntain
N id token.

—t

Q)

—

- an ID Token is returned as a result of a token-refresh request, the
pllowing requirements apply:

—h

e its iss Claim Value MUST be the same as in the ID
Token issued when the original authentication occurred,

e its sub Claim Value MUST be the same as in the ID
Token issued whenthe original authentication occurred,

e its iat Claim MUST represent the time that the new ID
Token is issued,

e its audcClaim Value MUST be the same as in the ID
Token'issued when the original authentication occurred,

o fithe ID Token contains an auth time Claim, its valug
MUST represent the time of the original authentication| -
not the time that the new ID token is issued,

o if the implementation is using extensions (which are
beyond the scope of this specification) that result in thie
azp (authorized party) Claim being present, those
EXteNnsIons mignt specity that Its azp Claim value MUST
be the same as in the ID Token issued when the original
authentication occurred; likewise, they might specify that
if no azp Claim was present in the original ID Token, one
MUST NOT be present in the new ID Token,

e it SHOULD NOT have a nonce Claim, even when the ID
Token issued at the time of the original authentication
contained nonce; however, if it is present, its value
MUST be the same as in the ID Token issued at the time
of the original authentication, and
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o otherwise, the same rules apply as apply when issuing
an ID Token at the time of the original authentication.

The following is a hon-normative example of a Refresh Response:

HTTP/1.1 200 OK
Content-Type: application/json
Cache-Control: no-store

{

"aCCess_toKent: "TIBNZ5JURg™,
"token type": "Bearer",
"refresh token": "9yNOxJtZab",
"expires in": 3600

}

12.3. Refresh Error Response TOC

If the Refresh Request is invalid or unauthorized, the Authorization
Server|returns the Token Error Response.as defined in Section 5.2 of
OAuth 2.0 [RFC6749].

13. Serjalizations TOC

Messages are serialized using one of the following methods:
1.-Query String Serialization

27 Form Serialization

3. JSON Serialization

This section describes the syntax of these serialization methods; other
sections describe when they can and must be used. Note that not all
methods can be used for all messages.
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3.1. Query String Serialization

the Client constructs the string by adding the parameters and values to
the query component of a URL using the application/x-www-form-
urlencoded format as defined by [W3C.SPSD-htmI401-20180327].

he following is a non-normative example of this serialization (wit

raps-withinvalues for display purposes only):
sonly )

POST /authorize HTTP/1.1
Host: server.example.com
Content-Type: application/x-www—-form-urlencoded

response_ type=code
&scope=openid
&client id=s6BhdRkqgt3

Juery String Serialization is fypirally used in HTTP cET requests he
sgpme serialization method is also used when adding parametersitp the
fragment component of a URL.

Tlhe following is a non-normative example of this serialization (with line
wraps within values for display purposes only):
GET /authorize?
response type=code
&scope=openid
&client id=s6BhdRkqgt3
&redirect uri=https$3A%2E32Fclient.example.orgg2Fcb
HTTP/1.1
Host: server.example.cont
1[3.2. Form Serialization
Parameters and their values are Form Serialized by adding the
parameter names and values to the entity body of the HTTP request
using the apflication/x-www-form-urlencoded format as defingd by
[W3C.SPSP-html401-20180327]. Form Serialization is typically used in
HTTP POST requests.
T h line
W

&redirect uri=https%3A%2F%2Fclient.example.org%2Fcb
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13.3. JSON Serialization

The parameters are serialized into a JSON object structure by adding
each parameter at the highest structure level. Parameter names and
string values are represented as JSON strings. Numerical values are
represented as JSON numbers. Boolean values are represented as JSON
booleans. Omitted parameters and parameters with no value SHOULD

be omitted from the object and not represented by a JSON null value,

unless|otherwise specified. A parameter MAY have a JSON object ora

JSON 3
The foll

rray as its value.

owing is a non-normative example of this serialization:

{

"access token": "S1AV32hkKG",
"token type": "Bearer",
"expires in": 3600,

"refresh token": "8xLOxBtZp8"

}

14. String Operations

Procesging some OpenIDConnect messages requires comparing values

in the messages to known values. For example, the Claim Names

returned by the Userlnfo Endpoint might be compared to specific Claim

Names
has sig

Therefpre, camparisons between JSON strings and other Unicode string

such as suk. Comparing Unicode [UNICODE] strings, however,
nificant security implications.

MUST be performed as specified below:

TOC

TOC

2]

1. Remove any JSON applied escaping to produce an array
of Unicode code points.

2. Unicode Normalization [USA15] MUST NOT be applied at
any point to either the JSON string or to the string it is to
be compared against.

3. Comparisons between the two strings MUST be
performed as a Unicode code point to code point equality
comparison.
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In several places, this specification uses space-delimited lists of strings.

In all such cases, a single ASCII space character (0x20) MUST be
as the delimiter.

15. Implementation Considerations

used

his specification defines features used by both Relying Parties-an

penID Providers. It is expected that some OpenlD Providers.will
require static, out-of-band configuration of RPs using them, wherg
hers will support dynamic usage by RPs without a pre-establishg
elationship between them. For that reason, the mandatory-to-
rlnplement features for OPs are listed below in two,.groups: the fir
all OPs and the second for "Dynamic" OpenID Providers.

|

15.1. Mandatory to Implement Features for All OpenID Providers

[l OpenID Providers MUST implement the following features defir
nis specification. This list augments the set of features that are a
isted elsewhere as being “REQUIRED" or are described with a "Ml
nd so is not, by itself,@ comprehensive set of implementation
equirements for OPs.

-+

o Q

Signing ID _Tokens with RSA SHA-256

QOPs MUST support signing ID Tokens with the RSA SHA-25
algorithm (an alg value of RS256), unless the OP onl
supports returning ID Tokens from the Token Endpoint (a
is the case for the Authorization Code Flow) and only allow
Clients to register specifying none as the requested II

d

bas
pd

st for

ed in
lready
JST",

OO XOY

i i laorithm
—-I:Oken—SFg-nmg—a.:,v. HHA-

Prompt Parameter

OPs MUST support the prompt parameter, as defined in
Section 3.1.2, including the specified user interface

behaviors such as none and login.

Display Parameter

OPs MUST support the display parameter, as defined in
Section 3.1.2. (Note that the minimum level of support
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required for this parameter is simply that its use must not
result in an error.)

Preferred Locales

15.2. M

In add

OPs MUST support requests for preferred languages and
scripts for the user interface and for Claims via the
ui locales and claims locales request parameters, as
defined in Section 3.1.2. (Note that the minimum level of
support required for these parameters is simply to have their

use not result in errors )
uthentication Time

OPs MUST support returning the time at which the End-User
authenticated via the auth time Claim, when requested,
as defined in Section 2.

Maximum Authentication Age

OPs MUST support enforcing a maximum authentication age
via the max age parameter, as defined, in’ Section 3.1.2.

uthentication Context Class Reference

OPs MUST support requests, for specific Authentication
Context Class Reference xvalues via the acr values
parameter, as defined in* Section 3.1.2. (Note that the
minimum level of support required for this parameter is
simply to have its use)not result in an error.)

andatory;to' Implement Features for Dynamic OpenlD Providers

dynam

tion to the features listed above, OpenID Providers supporting
iciestablishment of relationships with RPs that they do not have

pre-configured relationship with MUST also implement the following
features defined in this and related specifications.

Response Types

These OpenID Providers MUST support the id token

Response Type and all that are not Self-Issued OPs MUST
also support the code and id token token Response

Types.
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Discovery

These OPs MUST support Discovery, as defined in OpenID
Connect Discovery 1.0 [OpenID.Discovery].

Dynamic Registration

These OPs MUST support Dynamic Client Registration, as
defined in OpenID Connect Dynamic Client Registration 1.0
[OpenID.Registration].

ecessary to support dynamic discovery of information about iden
0'1 . I . i CHarts:

However, if installations choose to support unanticipated interactions
between Relying Parties and OpenID Providers that do not have pre-
configured relationships, they SHOULD accomplish this by implementing

UserInfo Endpoint

All dynamic OPs that issue Access Tokens MUST support th
UserInfo Endpoint, as defined in Section 5.3. (Self-Issue
OPs do not issue Access Tokens.)

D

L

Public Keys Published as Bare Keys

These OPs MUST publish their public keys as bare JWK key
(which MAY also be accompanied by X.509 representation
of those keys).

2B 2]

Request URI

a3

These OPs MUST support.requests made using a Reques
Object value that is retrieved from a Request URI that i
provided with the nequest uri parameter, as defined i
Section 6.2.

= )

5.3. Discoveryand Registration
ome QpenID Connect installations can use a pre-configured set ¢f
penID Providers and/or Relying Parties. In those cases, it might

the facilities defined in the OpenID Connect Discovery 1.0

[OpenID.Discovery] and OpenID Connect Dynamic Client Registration

not be
tities

1.0 [OpenlID.Registration] specifications.
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15.4. Mandatory to Implement Features for Relying Parties

In general, it is up to Relying Parties which features they use when
interacting with OpenlID Providers. However, some choices are dictated
by the nature of their OAuth Client, such as whether it is a Confidential
Client, capable of keeping secrets, in which case the Authorization Code
Flow may be appropriate, or whether it is a Public Client, for instance, a
User Agent Based Application or a statically registered Native
Applicgtion, in which case the Implicit Flow may be appropriate.

When using OpenID Connect features, those listed as being
"REQUIRED" or are described with a "MUST" are mandatory_to
implement, when used by a Relying Party. Likewise, those features that
are described as "OPTIONAL" need not be used or supported unless
they provide value in the particular application context) Finally, when
interagting with OpenlID Providers that support Discovery, the OP's
Discovery document can be used to dynamically determine which OP
featurgs are available for use by the RP.

15.5. Inplementation Notes

15.5.1. |Authorization’'Code Implementation Notes

When tsing the Authorization Code or Hybrid flows, an ID Token is

returnged, from the Token Endpoint in response to a Token Request using

an Autharization Code. Some implementations may choose to encode
state about the ID Token to be returned in the Authorization Code
value. Others may use the Authorization Code value as an index into a
database storing this state.
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15.5.2. Nonce Implementation Notes

The nonce parameter value needs to include per-session state and be
unguessable to attackers. One method to achieve this for Web Server
Clients is to store a cryptographically random value as an HttpOnly

session cookie and use a cryptographic hash of the value as the nonce

compared to the hash of the session cookie to detect ID Token-re
y third parties. A related method applicable to JavaScript Clients
her Browser-Based Clients is to store the cryptographically-rand
alue in HTMLS5 local storage and use a cryptographic hash' of this

V

[

5.5.3. Redirect URI Fragment Handling Implemeéntation Notes

/hen response parameters are returned in the Redirection URI

—h —h <

ragment encoded values and pass’them to on to the Client's prog
pgic for consumption. User Agents that have direct access to
Fyptographic APIs may be able to be self-contained, for instance
Il Client code being written in JavaScript.

o

[JiNe)

However, if the Client'does not run entirely in the User Agent, ong
tp achieve this is topost them to a Web Server Client for validatic

he following iSyan example of a JavaScript file that a Client migh{

its redireet uri. This is loaded by the redirect from the
uthorization Server. The fragment component is parsed and ther
y posT to a URI that will validate and use the information receivg

o —

Howing is a non-normative example of a Redirect URI response

ragment value, the Client needs tohave the User Agent parse the

Dlay

and
om
value.

essing

with

2 way
n.

r host

1 sent
pd.

GET /cb HTTP/1.1
Host: client.example.org

HTTP/1.1 200 OK
Content-Type: text/html

<script type="text/javascript">
// First, parse the query string

var params = {}, postBody =
location.hash.substring(1l),
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regex = /(["&=]1+)=(["&]*) /g, m;
while (m = regex.exec (postBody)) {
params [decodeURIComponent (m[1])] =

decodeURIComponent (m[2]) ;

}

// And send the token over to the server

var req = new XMLHttpRequest() ;

// using POST so query isn't logged

reqg.open ('POST', 'https://' + window.location.host +

1

Uyrlencoded') ;

reqg.onreadystatechange = function (e) {
if (reqg.readyState == 4) {
if (reg.status == 200) {
// If the response from the POST is 200) OK, perform a
redirect
window.location = 'https://'

'/batbh_LCDPUUDC', t;uc),
req.setRequestHeader ('Content-Type',
'application/x-www-form-

+ window.location.host #
/redirect after login'

}

// if the OAuth response is invalid, generate an erro

essage
else if (reg.statusi== 400) {
alert ('There was~ an error processing the token'
} else {

alert ('Something other than 200 was returned')

}
}
i
req.send (poestBody) ;

15.6. CJlllpdti‘Ui}ity Notes

NOTE:

Potential compatibility issues that were previously described in

the original version of this specification have since been addressed.
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15.7. Related Specifications and Implementer's Guides TOC

These related OPTIONAL specifications MAY be used in combination with
this specification to provide additional functionality:

e OpenID Connect Discovery 1.0 [OpenID.Discovery] -
Defines how Relying Parties dynamically discover
mformatiomabout-OpentbProviders

e OpenID Connect Dynamic Client Registration 1.0
[OpenID.Registration] - Defines how Relying Parties
dynamically register with OpenID Providers

e OAuth 2.0 Form Post Response Mode [OAuth.Post] -
Defines how to return OAuth 2.0 Authorization Responjse
parameters (including OpenID Connect Authentication
Response parameters) using HTML form values that arle
auto-submitted by the User Agent using HTTP POST

e OpenID Connect RP-Initiatéd Logout 1.0
[OpenID.RPInitiated] - Defines how a Relying Party
requests that an OpenlD Provider log out the End-User

e OpenID Connect Séssion Management 1.0
[OpenID.Session] - Defines how to manage OpenID
Connect sessions, including postMessage-based logout
and RP-initiated logout functionality

e OpenlD Connect Front-Channel Logout 1.0
[OpenID.FrontChannel] - Defines a front-channel logouit
mechanism that does not use an OP iframe on RP pagé¢s

e " OpenID Connect Back-Channel Logout 1.0
[OpenID.BackChannel] - Defines a logout mechanism
that uses direct back-channel communication between
the OP and RPs being logged out

a

Tlhese implementer's guides are intended to serve as self-containg
references ror Implementers of basic Web-based Relying Parties:

e OpenID Connect Basic Client Implementer's Guide 1.0
[OpenID.Basic] - Implementer's guide containing a
subset of this specification that is intended for use by
basic Web-based Relying Parties using the OAuth
Authorization Code Flow

e OpenID Connect Implicit Client Implementer's Guide 1.0
[OpenID.Implicit] - Implementer's guide containing a
subset of this specification that is intended for use by
basic Web-based Relying Parties using the OAuth Implicit
Flow
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16. Security Considerations

This specification references the security considerations defined in

Section 10 of OAuth 2.0 [RFC6749], and Section 5 of OAuth 2.0 Bearer
Token Usage [RFC6750]. Furthermore, the OAuth 2.0 Threat Model and

Security Considerations [RFC6819] specification provides an extensive

list of threats and controls that apply to this specification as well, given

that it
providg
accoun
detail 3

In add
considé

16.1. R

If appr
an atts

In add
standa
end to
where

approp
User A

is based upon OAuth 2.0. ISO/IEC 29115 [IS029115] also

ps threats and controls that implementers need to take into

t. Implementers are highly advised to read these references’in
ind apply the countermeasures described therein.

tion, the following list of attack vectors and remedies‘are also
pred.

pquest Disclosure

opriate measures are not taken, a request might be disclosed to
cker, posing security and privacy threats.

tion to what is stated inSection 5.1.1 of [RFC6819], this

rd provides a way to provide the confidentiality of the request
end through the use'of request or request uri parameters,
the content of the - request is an encrypted JWT with the

riate key and cipher. This protects even against a compromised
gent in the case of indirect request.

16.2. Server Masquerading

A malicious Server might masquerade as the legitimate server using
various means. To detect such an attack, the Client needs to
authenticate the server.

In addition to what is stated in Section 5.1.2 of [RFC6819], this

standa
use of

rd provides a way to authenticate the Server through either the
Signed or Encrypted JWTs with an appropriate key and cipher.
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16.3. Token Manufacture/Modification TOC

An Attacker might generate a bogus token or modify the token contents
(such as Claims values or the sighature) of an existing parseable token,
causing the RP to grant inappropriate access to the Client. For example,
an Attacker might modify the parseable token to extend the validity
period; a Client might modify the parseable token to have access to
information that they should not be able to view.

Tlhere are two ways to mitigate this attack:

1. The token can be digitally signed by the OP. The Relying
Party SHOULD validate the digital signatureto verify that
it was issued by a legitimate OP.

2. The token can be sent over a protécted channel such 3s
TLS. See Section 16.17 for more.information on using
TLS. In this specification, the token is always sent over a
TLS protected channel. Notéchowever, that this measufre
is only a defense against’third party attackers and is nlot
applicable to the case where the Client is the attacker.

16.4. Access Token Disclosure TOC

Access Tokens are credentials used to access Protected Resources, as
defined in Section 1.4 of OAuth 2.0 [RFC6749]. Access Tokens
represent an(End-User's authorization and MUST NOT be exposed|to
unauthorized parties.

16.5. Server Response Disclosure TOC

The server response might contain authentication data and Claims that
include sensitive Client information. Disclosure of the response contents
can make the Client vulnerable to other types of attacks.

The server response disclosure can be mitigated in the following two
ways:
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16.6. Server Response Repudiation

A resppnse might be repudiated by the server if the proper mechanism
are not in place. For example, if a Server does not digitally sign a
response, the Server can claim that it was not generated through the
servicgs of the Server.

To mit

Server|using a key that supports non-repudiation."The Client SHOULD
validate the digital signature to verify that it-inas issued by a legitimate
Server|and its integrity is intact.

16.7. Rpquest Repudiation

Since i

request to the wrongsparty, a Client that was authenticated using only

bearer

To mit
digitall

The Sgrver SHOULD validate the digital signature to verify that it was

issued

16.8. A

ISO/IEC 26131:2024(en)

1. Using the code Response Type. The response is sent

over a TLS protected channel, where the Client is
authenticated by the client id and client secret.

2. For other Response Types, the signed response can be
encrypted with the Client's public key or a shared secret
as an encrypted JWT with an appropriate key and cipher.

gate this threat, the response MAY be digitally signed by the

L is possible for a-compromised or malicious Client to send a

token can repudiate any transaction.

gate this-threat, the Server MAY require that the request be
v signed by the Client using a key that supports non-repudiation

by-a legitimate Client and its integrity is intact.

\"2J

ccess Token Redirect

An Attacker uses the Access Token generated for one resource to obtain

access

to a second resource.
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To mitigate this threat, the Access Token SHOULD be audience and
scope restricted. One way of implementing it is to include the identifier
of the resource for whom it was generated as audience. The resource
verifies that incoming tokens include its identifier as the audience of the
token.

6.9. Token Reuse TOC

[y

An Attacker attempts to use a one-time use token such as:an

Authorization Code that has already been used once with. the intepded
Resource. To mitigate this threat, the token SHOULD ineclude a
timestamp and a short validity lifetime. The Relying(Party then checks
the timestamp and lifetime values to ensure that the token is curgently
vialid.
A
a

Iternatively, the server MAY record the state of the use of the token
nd check the status for each request.

1/6.10. Eavesdropping or Leaking Authorization Codes (Secondary TOC
Authenticator Capture)

Ih addition to the attack patterns described in Section 4.4.1.1 of
[RFC6819], an Authorization Code can be captured in the User Agent
where the TLS(session is terminated if the User Agent is infected by
malware. However, capturing it is not useful as long as either Clignt
Authentication or an encrypted response is used.

16.11. Token Substitution TOC

Token Substitution is a class of attacks in which a malicious user swaps
various tokens, including swapping an Authorization Code for a
legitimate user with another token that the attacker has. One means of
accomplishing this is for the attacker to copy a token out one session
and use it in an HTTP message for a different session, which is easy to
do when the token is available to the browser; this is known as the "cut
and paste" attack.
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The Implicit Flow of OAuth 2.0 [RFC6749] is not desighed to mitigate
this risk. In Section 10.16, it normatively requires that any use of the
authorization process as a form of delegated End-User authentication to
the Client MUST NOT use the Implicit Flow without employing additional
security mechanisms that enable the Client to determine whether the ID
Token and Access Token were issued for its use.

In OpenID Connect, this is mitigated through mechanisms provided
through the ID Token. The ID Token is a signed security token that
provides Claims such as iss (issuer), sub (subject), aud (audience),
at hadh (access token hash), and ¢ hash (code hash). Using the ID
Token,[the Client is capable of detecting the Token Substitution Attack.

The ¢ |hash in the ID Token enables Clients to prevent Authorjzation
Code slubstitution. The at hash in the ID Token enables Clieats to
prevent Access Token substitution.

Also, a| malicious user may attempt to impersonate aimore privileged
user by subverting the communication channel between the
Authorjzation Endpoint and Client, or the Token Endpoint and Client, for
example by swapping the Authorization Code_or reordering the
messages, to convince the Token Endpoint that the attacker's
author|zation grant corresponds to a grant.sent on behalf of a more
privileged user.

For thg HTTP binding defined by this\specification, the responses to
Token Requests are bound to thecorresponding requests by message
order in HTTP, as both the response containing the token and requests
are praotected by TLS, which will detect and prevent packet reordering.

When ¢designing another binding of this specification to a protocol
incapaple of strongly binding Token Endpoint requests to responses,
additiopal mechanisms to address this issue MUST be utilized. One such
mechapism couldibe to include an ID Token with a ¢_hash Claim in the
token requestand response.

16.12. Timing Attack TOC

A timing attack enables the attacker to obtain an unnecessary large
amount of information through the elapsed time differences in the code
paths taken by successful and unsuccessful decryption operations or
successful and unsuccessful signature validation of a message. It can be
used to reduce the effective key length of the cipher used.
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