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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,

ISO/IEC JTC

1.

The procedy
described in
the different
editorial rul

Attention is
of patent ri
rights. Deta
Introduction

Any trade nj

constitute ap endorsement.

For an expl
assessment,
Barriers to 1

The committ

ISO/IEC 251
existing AS-

ISO/IEC 251
circuit card d

Part 1: B

res used to develop this document and those intended for its further maintendng
the ISO/IEC Directives, Part 1. In particular the different approval criteria needg
types of document should be noted. This document was drafted in accordance wit
s of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

drawn to the possibility that some of the elements of this document'miay be the st
phts. ISO and [EC shall not be held responsible for identifying any or all such p

and/or on the ISO list of patent declarations received (see wwW/iso.org/patents).

ime used in this document is information given for the cenyenience of users and dog

hnation on the meaning of ISO specific terms and expressions related to confo
as well as information about ISO’s adherence~te/the WTO principles in the Tec}
rade (TBT), see the following URL: Foreword Supplementary information.

ee responsible for this document is ISO/IE€ JTC 1, Information technology.

b185 Australian standard as a submission to ISO/IEC JTC 1, Information technology.

B5 consists of the following pairits, under the general title Identification cards — Integ
uthentication protocols:

rotocol for Lightweight Authentication of Identity

e are
d for
h the

ibject
atent

Is of any patent rights identified during the development of the"document will be in the

S not

rmity
inical

85-1 was prepared by Standards Australia under the JTC1 Fast Track process from the

rated

© ISO/IEC 2016 - All rights reserved


http://www.iso.org/directives
http://www.iso.org/patents
http://www.iso.org/iso/home/standards_development/resources-for-technical-work/foreword.htm
https://iecnorm.com/api/?name=a27e4e1d31b4c57ee84f882ee08bf133

ISO/IEC 25185-1:2016(E)

Introduction

PLAID (Protocol for Lightweight Authentication of IDentity) is an ICC (smartcard) authentication

protocol, which is designed to expressly support contactless applications. The protocol is

designed to

fill the gap in standardized protocols between tag and RFID based technologies which do not utilize
cryptography but are fast, and PKI based authentication, which can be very strong cryptographically,

but slower, and unsuitable for many contactless use-cases.

It is based on a cryptographic method, which uses both symmetric and asymmetric cryptography in

a hybrid protocol to protect the communications between ICCs and terminal devices. Th

is is done in

such a way that strong authentication of the ICC and credentials is pnccih]p in a fast

and private fashion without the exposure of card or cardholder identifying information
information which is useful to an attacker.

PLAID uses standards-based cryptography commonly available on ICCs, computer 5
embgddded devices and is consequently highly portable to a wide range of ICC gatds and IF]]

ISO/IEC draws attention to the fact that it is claimed that compliance with/this Internatio
may Jnvolve the use of intellectual property concerning PLAID.

ISO/IEC takes no position concerning the evidence, validity_and scope of such an
property right.

The Holder of the right has assured ISO/IEC that they are willing to negotiate licences undg
and fon-discriminatory terms and conditions with appli€ants throughout the world. In thi
licenge provided is perpetual, irrevocable, world-widej\non-exclusive, royalty free and no
statefnent of the holder of this intellectual property right is registered with ISO/IEC. Info
be obtained from:

The Commonwealth of Australia, acting threugh the Commonwealth Services Delivery
known as “Human Services” or such othern agency as may, from time to time, administe
Licenjce on behalf of the Commonwealth 6f Australia.

Address: Attn: PLAID; Human Sertices; PO Box 7788, Canberra M.C. ACT 2910, Australid
Enjail: PLAID@humanserviges/gov.au

Li

—

dence: https://www.plaid.gov.au

ISO/IEC wishes to thahk the Australian Commonwealth for their support of the developm
and the provision of the associated intellectual property in a royalty free and no-charge lig

Attenftion is drawn to the possibility that some of the elements of this International Stan
the stibject of patent rights other than those identified above. ISO and IEC shall not be held
for identifying any or all such patent rights.

ighly secure
or any other

ystems and
D devices.

hal Standard

intellectual

I reasonable
5 respect the
-charge. The
'mation may

Agency, also
r the PLAID

ent of PLAID
ence.

dard may be
responsible

This Isthe first ISO/EC edition, the previous-Australian Standard, AS 5185:2010 is technic

Sax—a-a

hlly identical

other than for references where ISO/IEC standards are required to differ due to ISO convention including
compliance to nominated normative standards and where cipher strengths have been updated.
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Identification cards — Integrated circuit card
authentication protocols —

Part 1:
Protocol for Lightweight Authentication of Identity

1 3

This
acces
RSA-

cope

nternational Standard provides an authentication protocol suitable for use in physicg
s control systems based on ICCs and related systems which support standaxds based
P048 ciphers and the SHA-256 hashing algorithm.

The s
implg

tandard specifies PLAID and its implementation in sufficient detail to allow any f{
mentations to be interoperable.

This
contr

nternational Standard does not address how implementations share cryptographic
ol system credential records (including revocation) or fianage payload entities

PINHpsh, or biometric templates or other payload objects.
2 Normative references
The flollowing documents, in whole or in part, are normatively referenced in this docun

indispensable for its application. For dated x€ferences, only the edition cited applies.
refergnces, the latest edition of the referenced’ document (including any amendments) appl

ISO/IEC 7816-4, Identification cards —\Integrated circuit cards — Part 4: Organization,
commands for interchange

ISO/IEC 7816-5, Identification:cards — Integrated circuit cards — Part 5: Registration 9
proviflers

[SO/IEC 8824-1, Information technology — Abstract Syntax Notation One (ASN.1) — Part 1:
of bagic notation

ISO/IEC 9797-1,sInformation technology — Security techniques — Message Authentiq
(MA(s) — Part3; Mechanisms using a block cipher

ISO/IEC 10116, Information technology — Security techniques — Modes of operation for an n-bi

1l and logical
AES-128 and

WO Oor more

keys, access
tuch as PIN,

nent and are
For undated
ies.

security and
f application
Specification

ration Codes

¢ block cipher

hash-functions

3: Dedicated

ISO/IEC 18033-2, Information technology — Security techniques — Encryption algorithms — Part 2:

Asymmetric ciphers

ISO/IEC 18033-3, Information technology — Security techniques — Encryption algorithms — Part 3:

Block ciphers

IETF RFC 3447, Public-Key Cryptography Standards (PKCS) #1: RSA Cryptography Specifications Version 2.1

© ISO/IEC 2016 - All rights reserved
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3 Terms and definitions

For the purposes of this document, the terms and definitions in ISO/IEC 7816-4, ISO/IEC 7816-5,
ISO/IEC 8824-1, ISO/IEC 10116, ISO/IEC 10118-3, ISO/IEC 18033-2, ISO/IEC 18033-3, IETF RFC 3447,
and the following apply.

4 Symbols and abbreviated terms
For the purposes of this document the following symbols and abbreviated terms apply.

[l Logical concatenation of bit strings

ACS Access Control System

AES Advanced Encryption Standard (as defined in ISO/IEC 18033-3)
AESpecryptXqy Perform AES Decryption using Key

AESEncrypthy Perform AES Encryption using Key

AID Application IDentifier (as defined in ISO/IEC 7816-4)

AP Authentication Protocol (as defined in ISO/IEC 24727-3}

APDU Application Protocol Data Unit (as defined is ISO/IEE.7816-4)
ASN.1 Abstract Syntax Notation Number 1 (as defined in'ISO/IEC 8824-1)
BER Basic Encoding Rules of ASN.1 (as defined iniISO/IEC 8825-1)

CBC Cipher Block Chaining (as defined in ISQ/IEC 10116)

CLA Class Byte (as defined in ISO/IEC 7816-4)

CRT Chinese Remainder Theorem

DivData Diversification Data — Seed data used in cryptographic operations
eSTR Encrypted version of\data object (STR in this case)

FA Final Authentieate

IA Initial Authenticate

ICC Integrated Circuit Card, logically equivalent in this International Standard to PICC
IFD [nterFace Device

INS [hstruction Ryte (as defined in ISQ/IEC 7816-4)

IV Initialisation Vector

Key(DIV) Diversified version of key

KeySetID A 2 byte value specifying which keyset the protocol will negotiate or use
LACS Logical Access Control System

OpModelD A 2 byte value specifying which operational mode the protocol will use
PACS Physical Access Control System

PICC Proximity Integrated Circuit Card, logically equivalent to ICC in this
International Standard

2 © ISO/IEC 2016 - All rights reserved


https://iecnorm.com/api/?name=a27e4e1d31b4c57ee84f882ee08bf133

ISO/IEC 25185-1:2016(E)

PIN Personal Identification Number

PKI Public-Key Infrastructure

PKCS1.5 RSA padding method (as defined in IETF RFC 3447)

PLAID Protocol for Lightweight Authentication of IDentity

RNG Random Number Generator

RSA Asymmetric cryptographic cipher (as defined in ISO/IEC 18033-2)
RSA WWLKF‘V Perform RSA Decryptionusing Key

RSAghcryptXey Perform RSA Encryption using Key

SHA Secure Hash Algorithm (as defined in ISO/IEC 10118-3)

SW1-SW2 Status Bytes (as defined in ISO/IEC 7816-4)

TLV Tag, Length, Value

UID Unique [Dentifier

UuID Open credential numbering system (as defined in{JETF RFC 4122)

Wieghnd PACS credential numbering system based)on Wiegand effect card re¢aders from

the 1980s

5 Ipata dictionary

Table 1 defines the size and details of PLAID.data objects.

Table 1 — Data dictionary

system record

NOTE ACSRecord plus
Payload should not exceed
64 bits unless a secondary
transmission error check
such as CMAC is imple-
mented.

Object Purpose Size Data type Comnjents
npme
ACSRecord |Access control Variable. Open An access contjrol system

record for eacly supported
Operational Mpde Identi-
fier for the puipose of au-
thorization anfl revocation
by back office PACS or LACS
access controlsystems.
This record is mapped

by the OpMod¢ID to the
particular back office num-

beringsystemthe protocol
is supporting. This record
is returned by the final
authenticate command
response.

© ISO/IEC 2016 - All rights reserved
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Table 1 (continued)

Object Purpose Size Data type Comments
name

DivData Symmetric key di- |128 bits Binary A seed value which is set
versification data during PLAID enablement

for use in the key diversifi-
cation algorithm to ensure
that loss of an individual
ICC symmetric key cannot
result in a breach of the
system master keys, This
seed is determined by

the owner of the keyapd
should preferably-be ran-
dom or uniqtie per PLAID
ICC issued AND per system.

FAKey Undiversified final |128 bits Binary The undiversified AES
authenticate key master key.
(AES-128)

FAKey(DIV) || Diversified final 128 bits Binary The key derived from
authenticate key FAKey by the specified
(AES-128) diversification procesg.

1\% Initialisation 16 bytes Binary The IV shall be set to afll
Vector zero bits.

[AKey Initial authenticate |2 048 bits Binary An instance of an initial
key (RSA-2048) authenticate RSA key pair.

KeySetID Uniquely identi- 2 bytes Binary One or more two byte fjden-
fies a keyset that tifiers sent in a list to the
consists of an ICC in the initial authep-
FAKey(div) and ticate command so as to
[AKey pair determine and/or neggtiate

the keyset to be used fpr
authentication.

OpModelD [|Operating mode 2 bytes Binary An identifier sent to the ICC
identifier in the final authenticate

command that determjines
which ACSRecord and [Pay-
load is passed in the fihal
authentication responfge
from the ICC.

Payload Transfer of exten- |Variable. Open Container for carriage|of
sibleuser related NOTE In the instance of optlonal_data. Payload|is
data : : always linked to the OpMo-

the Final Authenticate Re- delD val
spense-the ACSRecord-plus vaue.
Payload should not exceed

64 bits unless a secondary

transmission error check

such as CMAC is imple-

mented.

RND1 Random number |16 bytes Binary Random number generated
one by the ICC using its RNG.

RND2 Random number |16 bytes Binary Random number generated
two by the IFD or back office

system using a RNG.

STR1 First APDU body |50 bytes Binary Internal to ICC only.
object

4 © ISO/IEC 2016 - All rights reserved
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Table 1 (continued)
Object Purpose Size Data type Comments
name
eSTR1 RSA-2048 En- 256 bytes RSA-2048 en- Transmitted RSA is en-
crypted version of crypted binary crypted.
First APDU string
STR(2,3) 2nd and 3rd APDU |Variable Binary Internal to ICC/IFD only.
body objects
eSTR(2,3) AES encrypted Variable AES encrypted Transmitted AES is en-
version of 2nd and binary crypted.
3rd APDU body
objects
KeysHash Key Hash 128 bits Binary String.generatpd by the IFD
and ICC separdtely calculat-
ing SHA-256[RIND1|RND2].
Additional trajling output
bits shall be trjuncated to
the required lgngth.
SessipnKey |[Session key 128 bits Binary Key generated|by the IFD
and ICC separdtely calculat-
ing KeysHash.
ShillKey Shill key (RSA/ 2 048/128 bits respectively |Binary A Shill key is randomly
AES) generated by the ICC and
is only known fo the ICC
application. A $hill key
is generated far both the
initial authent{cate (RSA)
and the final apthenticate
(AES) commarnds. Shill key
is used by the |CC in place
of the actual k¢y when an
error in the regponse is
detected, ther¢by removing
any indicationfto a poten-
tial attacker tHat an error
has been detedted.
NOTE The stream byte'order of all data objects is big-endian.
6 Authentication Protocol Description
This Clausé&discusses the steps involved in the PLAID mutual authentication involving g Physical or
Logidalaceess control use-case. Figure 1 illustrates this process.

© ISO/IEC 2016 - All rights reserved


https://iecnorm.com/api/?name=a27e4e1d31b4c57ee84f882ee08bf133

ISO/IEC 25185-1:2016(E)

PLAID Client PLAID
IFD Application ICC Applet
™ ™
Step1 Step 2
Initial Authenticate Initial Authenticate
Command Commeand Evaluation ~
J J
- -
Step 4 Step 3
Initial Authenticate Initial Authenticate
Response Evaluation Response
A A

<

™ ™
Step 5 Step 6
Final Authenticate Final’ Authenticate ———|
Command bnimand Evaluation ~
J J
s
Step 8 Step 7
Final Authenticate A Final Authenticate
Response Evaluation Response

Figure 1'— PLAID Authentication Protocol Overview

The steps refjuired to ¢arry out a mutual authenticate using PLAID shall be as follows:

6.1 Step 1 —dINITIAL AUTHENTICATE command

a) The IFDlsends an Initial Authenticate APDU rnqnncf tothe ICCin orderto gbtain the Diversifidation
Data (DivData).

b) The body of the APDU contains the complete list of authorized KeySetID values (BER-TLV encoded)
that will be acknowledged by the IFD.

c) This list shall be ordered with the preferred KeySetID first, followed by lesser preferred
KeySetID values.

d) The formal ASN.1 representation of the body of the Initial Authenticate APDU is:

6 © ISO/IEC 2016 - All rights reserved
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PLAID {iso(l) standard(l) iccap(25185) partl(l) plaid(l)}
DEFINITIONS IMPLICIT TAGS ::=

BEGIN

KeySetID ::= OCTET STRING (SIZE (2))

KeySetIDSequence ::= SEQUENCE OF

KeySetID

END

NOTEA BER-TI\L onrnr‘]ingic r\n]y usedinthe ]’\r\r‘y ofthe Initial Authenticate command

NOTH2  The KeySetID values are passed in the clear by the IFD and should not be considered'to be secured.

6.2 |Step 2 — INITIAL AUTHENTICATE command evaluation

a) The ICC parses the BER-TLV listing of KeySetID values and retrieves the first [AKey found which
matches a KeySetID supported by the ICC.

b) The ICC should traverse the entire list of KeySetID values irrespective of when a keyset match is
bund. This serves to prevent potential timing attacks.

&
—

F none of the KeySetID values identified match a key stored by the ICC then the ICC responds as per
tep 3 using a random byte string encrypted with the ShillKey, thereby preventing any indication
hat an error has occurred.

& W

6.3 |Step 3 — INITIAL AUTHENTICATE response

a) The ICC generates a random value (RNDH@sing its RNG. The size of RND1 is identicpl to the key
ize of the selected AES-128 cipher (16 bytes).

(%)

b) The ICC retrieves the unique diversification data DivData.
c) The ICC creates the bit string STR1: KeySetID || DivData || RND1 || RND1.

d) The ICC computes the hit string eSTR1 where eSTR1 = RSAgncrypt!AKey (STR1). Thi$ encryption
nly uses the modulus and public exponent of the IAKey. PKCS1.5 padding shall be incprporated in
he encryption.

o O

e) The ICC transmitsithe string eSTR1 to the IFD.

6.4 |Step 4~ INITIAL AUTHENTICATE response evaluation

a) The IFD receives string eSTR1 and calculates STR1 where STR1 = RSApecrypt!AKey (§STR1) using
he KeySetID values identified in the list.

—

b) The IFD compares the two copies of RND1 for each value to confirm that decryption was successful.

c) The IFD should traverse the entire list of KeySetID values irrespective of when the first successful
decryption is performed and store the successful KeySetID values. This serves to prevent potential
timing attacks.

d) Authentication fails if all KeySetID values have been used and decryption fails. Note that the same
Asymmetric keys might be used in multiple key sets for large implementations.

e) The IFD extracts the ICC diversification seed data DivData and KeySetID value from the first
successful STR1 decryption.

6.5 Step 5 — FINAL AUTHENTICATE command

© ISO/IEC 2016 - All rights reserved 7
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The IFD generates a random value (RND2) using a RNG. The size of RND2 is identical to the key size
of the selected AES-128 cipher (16 bytes).

calculates SHA-256 [RND1||[RND2]; the result is denoted as KeysHash.

The IFD uses the diversification data (DivData) and calculates the diversified final authenticate key
where FAKey(Piv) = AESgncryptFAKey (DivData). The FAKey to be used is referenced by the KeySetID
identified as successful in the earlier [A Response evaluation.

creates the bit string STR2: OpModelD || RND2 || <Payload> || KeysHash

If needed, padding shall consist of one mandatory byte set to 0x80 followed, if required, by 0

Command step and RND2 extracted from STR2.

ytes set to 0x00, until the respective data block 1s filled up to k bytes, complying|
9797-1 padding method 2.

calculates eSTR2 where €eSTR2 = AESgncryptfAKey(Div) (STR2). The cipher,mode fo
n is CBC.

transmits the Final Authenticate string eSTR2 to the ICC.

) — FINAL AUTHENTICATE command evaluation

calculates STR2 where STR2 = AESpecryptfAKey(Div) (eSTR2).)The FAKey(Piv) to be u
ed by the KeySetID used in the earlier IA Response.

calculates KeysHash as SHA-256 [RND1||RND2] usiihg RND1 generated in the previo

compares KeysHash with the KeysHash extracted from STR2. If a mismatch occurg

ptional payload is sent then itsis decrypted and processed as required b
bntation rules.

| — FINAL AUTHENTICATE response

retrieves the appropriatefields, based on the OpModelD extracted from STR2. These v
 be the appropriate Wiegand, ID or UUID numbers.

creates the bit §tying STR3: ACSRecord || <Payload>|| DivData

d, padding)shall consist of one mandatory byte set to 0x80 followed, if required,
ytes set to' 0x00, until the respective data block is filled up to k bytes, complying
97971 padding method 2.

with

I this

bed is

us 1A

then

‘esponds using a random byte string encrypted with the ShillKey, thereby preventing any
indicatiIn that an error has occurred.

/' the

vould

by 0
with

cdlculates eSTR3 where eSTR3 = AESgpcryptKeysHash (STR3). The cipher mode fo

" this

operation shall be CBC.

transmits the Final Authenticate string €eSTR3 to the IFD.

6.8 Step 8 — FINAL AUTHENTICATE response evaluation

calculates STR3 where STR3 = AESpecryptKeysHash (eSTR3).

The IFD compares the transmitted DivData with the IFD copy received in the IA Response.
Authentication fails if they do not match.

The ACSRecord and Payload is extracted from STR3 and can now be considered to be authenticated.

a)
b) ThelFD
c)
d) ThelFD
e)
to k-1 H
ISO/IEC
f) The IFD|
operatid
g) ThelFD
6.6 Step €
a) The ICC
referend
b) The ICC
c) The ICC
the ICC
d) If the
implem¢
6.7 Step
a) ThelCC
normall
b) TheICC
c) If neede
to k-1 b
ISO/IEC
d) The ICC
e) ThelCC
a) ThelFD
b)
c)
d) The opti
8

onal payload may now be processed as required by the implementation rules.

© ISO/IEC 2016 - All rights re
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The ACSRecord may now be passed to whichever back office system is appropriate to check for

revocation and then open a door or to be part of some further process. The exact means of securing
the record beyond this point is outside the scope of this standard.

f)

Further authentication protocols or card access protocols may optionally use the generated session

key KeysHash as a secure messaging, session or encryption key in subsequent sessions. The cipher
mode for this operation shall be CBC.

7

Application identification

The PLAID application shall be selected by either

a)
b)

)

(e

S
t
5
S
Altha
supp
8 (
The
this

The 1
1SO/1

alling the generic PLAID default AID directly at “EO0 28 81 C4 61 01”, or
etting PLAID to be the default application, or

he scheme manager registering a specific AID for a specific scheme accerding to IS
, using the appropriate ISO/IEC registration authority listed hete:™http://wwwl

0/1EC 7816-
.iso.org/iso/

tandards_development/maintenance_agencies.htm.

ugh there can only be one default application on an ICC morethan one implements
prted per card or reader as long as the appropriate AID is explicitly called.
ommand set

ollowing are the specific commands from ISO/IE€ 7816-4, which are required to
ternational Standard. These commands use-the General Authenticate command in

tion may be

comply with
two modes.

A and FA commands denote related INS values representing the RSA and AES ciphlers found in

EC 7816-4 General Authenticate operationy respectively.

Table 2 —ASO/IEC 7816-4 command set

Operation CLA INS P1value | P2value | LCvalue Bo

dy

Initigl Authenticate

0x00 0x87 0x00 0x00 0x00 BER-TLV

Final

Authenticate 0x00 0x86 0x00 0x00 Variable

Binary encry)

pted data

NOTE
under

9 9

Errox

Standard length-APDU response of 256 bytes length is supported by short length LC
ISO/IEC 7816-4;see’the notes to Table 1. This removes the need for an additional APDU.

tatus bytes and error handling

to m
gene

Jnimize useful information available to an attacker, an error during a PLAID operat

an inconsistency or failed attempt has occurred. Instead, the I

codes'shall be in accordance with ISO/IEC 7816-4. In order to protect from identity

value of 0x00

leakage, and
jon shall not

operation and return a status byte of SW_OK.

Table 3 — Status Bytes

ndicate that

CC shall use a ShillKey to complete the

Error code name SW1-SW2 Value

Comment

SW_OK 0x9000

See ISO/IEC 7816-4
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10 Key diversification

PLAID utilizes key diversification of the AES symmetric keys to ensure that the system remains secure
should an individual ICC be compromised and its secret keys determined. The algorithm used to
diversify the FAKey is as follows:

FAKey(Div) = AESgncryptFAKey (DivData)

11 Session key generation

PLAID results in the generation of an AES session key that may optionall

communica
cipher selec
bytes). Sinc
to the next

The default
digest that

algorithm pi
trailing outp

be used for subse
ions with the ICC. The size of this session key is determined by the key size of thg
ed. Currently there are only three legitimate key sizes supported by AES (16,.24
AES uses 128-bit (16-byte) blocks for encryption/decryption, padding may be‘tequir
ock. The process used to generate the session key is as follows:

SessionKey (KeysHash) = SHA-256 [RND1 || RND2]

hashing algorithm is SHA-256. The hashing algorithm used needs to produce a me
matches the key size of the selected AES cipher. Where this/is-not possible, a ha
oducing a message digest larger than the AES key size is to'\be“used, with the addit
ut bytes truncated to the required length.

12 Default mode

PLAID may
ciphers or hg

Table 4 prov
using the de

be implemented with a number of options involving differing ciphers and modes of
ishing algorithms.

des the default mode of operation and ciptters which should be utilized by implementg
fault AID ‘E0 28 81 C4 61 01’ and seeking'interoperability.

Table 4°— Default Mode

quent
2 AES
por 32
ed up

ssage
shing
ional

those

tions

Symmetric
cipher

AES
mode

RSA
option

Key Hash
length

(bits)

AES Padding Asymmetric

cipher

Key
length
(bits)

RSA pad-
ding

algorithm

ing

AES

128 ISO/IEC 9797-1

padding method 2

CBC (see
note)

RSA 2048 PKCS1.5 |CRT SHA-23

6

NOTE Ke

y Diversification of DivData under AES uses a single block of data and therefore no mode is reg

uired

10
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Annex A
(normative)

Test vectors

This Annex defines test vectors for PLAID, using default modes discussed in Clause 12, and based on the

numbered transaction steps in Figure 1.

Due fo the large size of RSA-2048, AES-128 and SHA-256 binary test vectors, and thé

ikelihood of

trangposition mistakes in both their publication and transposition for subsequentiise, the content of
this Annex is provided in a separate .rtf file available at http://standards.iso.org/iso/2518%/-1/.

© ISO/IEC 2016 - All rights reserved
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Annex B
(informative)

Key management policy

While specific methodologies for key management are outside the scope of this International Standard,
any implementation could be compromised without an adequate key management policy.

PLAID is dif
and thatitp
point of view

In order to f
in the clear,
most implen

The Initial
diversificati

authenticati

This hybrid
even though
different tha

This is because for PLAID the Initial Authenticate (firsg) pass proves the ICC knows secrets knowr

to the IFD ra

In effect bot
on-card app

symmetric Keys.

‘erent to most other APs in that it is a hybrid of symmetric and asymmetric cryptogy
prforms a mutual authentication rather than just an “external” authenticate (from the

r)_

rotect from directed and privacy attacks, after the first [IFD APDU, no datd is ever p
ind the only data that is obtainable freely is the [FDs list of KeySetID yalues (data whi
jentations would be obvious from the location of the reader in any case)

Authenticate steps use an asymmetric or one-way ciphér,, This protects th¢

bn protocols.

huthentication protocol is therefore very differentto.the more familiar PKI authentig
both use Asymmetric ciphers. The role of RSA public and private keys in PLA
n a PKIL.

ther than secrets known by the ICC. In the second pass (Final Authenticate) this is revg

h the public and private RSA keys;«as well as the AES keys need to be secured by bot
et as well as the reader. These keys should therefore be managed as if they were sl

aphy,
card

hssed
ch for

e ICC

bn seed (DivData) and the first random number challenge/(RND1) from exposure in the
clear. The Final Authenticate is a symmetric key authentication similar to other common conta

Ctless

ation
ID is

| only
rsed.

h the
hared

Key manage
as certified |
with strong

ment policy should theréfore ensure all keys are stored in secure cryptographic modules,
CCs, Security Access Modules, or specialist Hardware Security Modules and in the back
ey Management Systems, preferably with hardware based cryptographic support.

such

bffice

NOTE Ad|
cost ICC, SAM
both PLAID a
the PLAID ref

hieving these levels of security on hardware modules has recently become much easier wif
and IFD chips'becoming available that are both highly certified and which can natively sy
hd its keymanagement. Examples of the code required for these devices can be downloaded
prenceiniplementation (refer to Annex D).

h low

pport
from

12

© ISO/IEC 2016 - All rights re

served


https://iecnorm.com/api/?name=a27e4e1d31b4c57ee84f882ee08bf133

ISO/IEC 25185-1:2016(E)

Annex C
(informative)

Keyset management

This International Standard allows for up to 65 535 Keysets determined by the 2-byte KeySetID record.
The ICC may therefore support a minimum of two and as many other Keysets as is viable, given the

mem
the Iy
ICCwW

This

hTy Of the ICC. This International standard also supports negotiation of Keysets, whete the IFD, in
itial Authenticate command, gives the ICC a list of supported Keysets, in preference-oyder, and the
ill utilize the most preferred Keyset of the set or sets it has loaded.

hllows that different levels of trust and interoperability may be achieved depending on|the business

requirements of the implementation. These might be building, role or function based stfructuring of

Keys

Fore

¢ts or some combination of these or other factors.

kample, an implementation might utilize the following Keysets:

Table 5 — Keyset management

Admjnistration Keyset=0 For administration of the PLAID application only.

Sharpd Keyset =1 For authentication to shared public areas of a range of buildinjgs where
trusted persons could enter the outer perimeter only.

Physjcal Access Keyset =2 For authentication:to PACS systems within the outer perimeter.

Computer room Keyset =3 For authentication for computer room access and highly secufe areas with
separate PACSSystem.

Othef Access Keyset = 4 For authéntication for printer access, etc.

© ISO/IEC 2016 - All rights reserved

13


https://iecnorm.com/api/?name=a27e4e1d31b4c57ee84f882ee08bf133

ISO/IEC 25185-1:2016(E)

Annex D
(informative)

Reference implementation

A reference implementation for PLAID and PLAID SAM is available to assist in the comprehensive
understanding of how to implement this standard.

The referende implementation, test vectors and other useful developer’s tools may be downloadéd| from
the following URL: https://www.plaid.gov.au.
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check

E.3

ISO/IEC 25185
Annex E
(informative)

Identity leakage considerations

General

akage may occur in passive or active forms. Passive ID-Leakage is where unig
r scheme data is available simply by recording the session between IFD and IC
hge is where specific tools or viruses scan the ICC for useful identificatign, or pri
addresses on the card.

ve attacks are relatively easily eliminated by the methods used by PLAID, subject to

e attacks may be impractical to fully eliminate, since mosteXisting standards re
hble information to be available at predictable ICC addresses{and resolving this is beya
s Standard. The discussion below provides some optiongfor consideration in order
hpact of [D-leakage.

Passive ID-Leakage

er to remove possible passive ID-leakage*when implementing PLAID, the followin
s should be considered as part of the pre-personalization set up of a PLAID ICC.

h the case of contactless PICC, the UID generated by the PICC for the anti-collision |
50/1EC 14443-3 should be specified:to use the “random” option according to ISO/IEC 1
enerally needs to be set prior to-card personalization or in some cases at manufactur

qQ = =

h implementations where. [D-leakage of any form cannot be tolerated, care may neec
b ensure the ATR/ATQ response does not contain unique per card or per schemsé
ata, particularly in the historical bytes found in ISO/IEC 7816-3 and ISO/IEC 7816
ata which must besset may be best set to null values. This generally needs to be set
ersonalization er.in some cases at manufacture.

o = o.Q o ==

heck for any-possible session dialogue with other applications on the ICC, particular
are set as-the default application.

Active ID-Leakage

-1:2016(E)

ue per card
L. Active ID-
vate data at

appropriate

quire freely
nd the scope
to minimize

g additional

brocedure in
1443-3,. This

h

| to be taken
e identifying
4. Any such
brior to card

ly any which

— Checkthestatusand session dialogue ofall applications on the card, particularly generic or diagnostic
applications from the manufacturer which may be instantiated in the Read Only Memory (ROM)

mask, and may or may not be formally documented or normally disclosed by the manu

Administrative functions such as card management are generally carried out using a co

facturer.

ntactreader.

Many ICCs can differentiate programmatically between contact and contactless interfaces, and can

refuse access to selected applications from the contactless interface. Consider switchi

ng off access

to administrative applications from contactless interfaces, particularly ones which store unique

card identification information such as the GlobalPlatform Card Production Life Cycle

© ISO/IEC 2016 - All rights reserved
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Annex F
(informative)

Operational mode management

This International Standard allows for up to 65 535 operational modes determined by the 2-byte ACS
record field sent to the ICC in the Final Authenticate command. Different values for the ACSRecord are
subsequent%}r.‘autnentlcated and returned by the Final Authenticate response. This facility allowy that

a different ajnd distinct ACS record can be passed to the IFD and back-end systems depending-gn the
business requirements for authorization for the implementation.

For examplef an implementation might utilize the following operational modes:

Table 6 — Operational mode management

New Buildinigs ACSRecord =1 E.g. RFC 4122 based UUID string being returned for authorizakion
within new building systems.

Old buildings ACSRecord = 2 E.g. 26 bit Wiegand string beingreturned for authorization within
older building systems.

Logical Accéss ACSRecord =3 E.g. FIPS 201 based CHUID/FASCN string being returned for ap-
thorization to system lggin, printer access, etc.

Computer rqom ACSRecord = 4 E.g. RFC 4122 based UUID string being returned for authorizafion
to computer room‘access and highly secure areas.

NOTE There may or may not be a one-one correspehdence between OpModelD and KeySetID in any one

implementatipn. For instance during transition there may be a single KeySetID utilized for building accegs, but
new building$ might use one OpModelD whilst old.buildings use another in order to transition from their use of
the older Wiegand based numbering.
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