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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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Introduction

High-quality software products and computer systems are crucial to stakeholders. Quality models,

quality requirements, quality measurement, and quality evaluation are standardize
International Standards on SQuaRE, see Annex A for further information.

d within the

Al systems require additional properties and characteristics of systems to be considered, and

stakeholders have varied needs. Al systems have different properties and characteristics
Al systems can:

replace human decision-making;

. For example,

bg based on noisy, or incomplete data;

bq probabilistic;

adapt during operation.

ing to ISO/IEC TR 24028,[2] trustworthiness has been understood.anétreated as bqg
zational process as well as a non-functional requirement specifying emergent p
— that is, a set of inherent characteristics with their attributes™— within the con

Accorq
organi

betwepn many Al systems and conventional systems and concludes that “the ability of t}
to achieve the planned and desired result ... may not always be measurable by convention
to software testing”. Testing of AL8ystems is addressed in [SO/IEC TR 29119-11:2020.[3]

This
specified in ISO/IEC 25010t

th an ongoing
Foperties of a
rext of quality

conventional
inpredictable
identifies the
haracteristics

hd evaluation
software and
al differences
e [AI] system
al approaches

ocument outlines an, application-specific Al system extension to the SQuaRE quality model

Al systems perform tdsks. One or more tasks can be defined for an Al system. Quality reqliirements can

be spefified for the 'evaluation of task fulfilment.

The qyality model is considered from two perspectives, product quality as described in
quality in use-in Clause 6. The relevance of these terms is explained, and links to other st
delivefables/{e.g. the ISO/IEC 24029 series[4I[3]) are highlighted.

Clause 5 and
hndardization

ISO/IEC 25012:2008I2I contains a model for data quality that is complementary to the mo
this document. ISO/IEC 25012:2008 is being extended for Al systems by the ISO/IEC 5259
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INTERNATIONAL STANDARD ISO/IEC 25059:2023(E)

Software engineering — Systems and software Qual

ity

Requirements and Evaluation (SQuaRE) — Quality model

for Al systems

1 Scope
This
the stdndards on SQuaRE. The characteristics and sub-characteristics detailed in the
consisfent terminology for specifying, measuring and evaluating Al system quality.The c

and sub-characteristics detailed in the model also provide a set of quality characterisStics
stated|quality requirements can be compared for completeness.

2 Normative references

The following documents are referred to in the text in such a way that some or all of
constifutes requirements of this document. For dated references, only the edition cite
undate¢d references, the latest edition of the referenced docunient (including any amendmnj

[SO/IHC 25010:2011, Systems and software engineering ~-Systems and software Quality
and Evialuation (SQuaRE) — System and software qualitjymodels

ISO/IEC 22989:2022, Information technology — Artificial intelligence — Artificial intellig
and tefminology

ISO/IEC 23053:2022, Framework for ArtificialIntelligence (Al) Systems Using Machine Lear

3 Terms and definitions

For the purposes of this decument, the terms and definitions given in ISO/IEC
ISO/IHC 23053:2022 and the . foHowing apply.

[SO and IEC maintain terminology databases for use in standardization at the following a

— ISP Online browsing platform: available at https://www.iso.org/obp

— IE[C Electropedia: available at https://www.electropedia.org/

3.1 General

extension to
hodel provide
haracteristics
hgainst which

their content
d applies. For
ents) applies.
Requirements

ence concepts

ning (ML)

22989:2022,

Hdresses:

3.1.1
measure, noun
variable to which a value is assigned as the result of measurement

Note 1 to entry: The term “measures” is used to refer collectively to base measures, derived
indicators.

[SOURCE: ISO/IEC/IEEE 15939:2017, 3.15]

3.1.2
measure, verb
make a measurement

[SOURCE: ISO/IEC 25010:2011, 4.4.6]

© ISO/IEC 2023 - All rights reserved
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3.1.3

software quality measure

measure of in

ternal software quality, external software quality or software quality in use

Note 1 to entry: Internal measure of software quality, external measure of software quality or software quality
in use measure are described in the quality model in ISO/IEC 25010.

[SOURCE: ISO

3.1.4
risk treatme

/1IEC 25040:2011, 4.61]

nt measure

pI'OtE‘CtiVG‘ measure

action or mea
[SOURCE: ISO

3.1.5
transparenc
degree to whi

Note 1 to entr
components, p

3.2 Produg

3.21
user controll

4 1 3 o la | < 1l
SO CTIIrrraccIrazZar oS O TCOUCCTTISRNS

[EC Guide 51:2014, 3.13, modified — change reduction to treatment.]

y
ch appropriate information about the Al system is communicated tor¢levant stakel

y: Appropriate information for Al system transparency can include ‘aspects such as fe
ocedures, measures, design goals, design choices and assumptions.

't quality

ability

olders

atures,

degree to which a user can appropriately intervene in an Alsystem’s functioning in a timely manner

3.2.2

functional ac
degree to wh
actions, and u

3.2.3
functional cc
degree to whi

Note 1 to entr
functional corr

[SOURCE: ISO

3.2.4

intervenabil
degree to whi
harm or haza

3.2.5
robustness

Japtability
ch an Al system can accurately acquire information from data, or the result of py
se that information in future predictions

rrectness
ch a product or system provides the correct results with the needed degree of preg

ectness in all obsefved circumstances.

[EC 25010:2011, 4.2.1.2, modified — Note to entry added.]

ty

evious

ision

y: Al systems, and qarticularly those using machine learning models, do not usually provide

clvanroperator can intervene in an Al system’s functioning in a timely manner to
rd

[1revent

degree to which an Al system can maintain its level of functional correctness under any circumstances

©ISO/IEC 2023 - All rights r
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3.3 Quality in use

3.3.1

societal and ethical risk mitigation
degree to which an Al system mitigates potential risk to society

ISO/IEC 25059:2023(E)

Note 1 to entry: Societal and ethical risk mitigation includes accountability, fairness, transparency and
explainability, professional responsibility, promotion of human value, privacy, human control of technology,
community involvement and development, respect for the rule of law, respect for international norms of
behaviour and labour practices.

4 A hhraviatad
O e viatetr

farmc

Al
ML

machine learning

CCTIITY

artificial intelligence

5 Product quality model

5.1 General

An Al

using

compadred to the ISO/IEC 25010 model. The modifications, additions and differences ar¢
huse. The unmodified original characteristicsare part of the Al system product m

this cl

be intdrpreted in accordance with ISO/IEC 25010

Al system product
quality

bystem product quality model is detailed in Figure 1. The. model is based on a modi
a genefal system model provided in ISO/IEC 25010. New arid modified sub-characteristics
 lettered footnote. Some of the sub-characteristics have different meanings or contexts as

ied version of
are identified

described in

bdel and shall

Fu1.1c 1<.)r.131 Perf(.)r.mance Compatibility Usability Reliability Security Maintainability Portability
suitability efficiency
Funclional Time behayionr| | Co-existence | |Appropriateness Maturity Confidentiality Modularity Installability
complteness Resolirce Interoperability] recognisability Availability Integrity Reusability Replaceability
Funcfional ufilisation Learnabiility
correctness m Fault tolerance| [Non-repudation| | Analysability Adaptability
Capacity Operability
Funchional Recoverability | | Accountability | | Modifiability
Appropifiatehess User error - s
1 protection Robustness a Authenticity Testability
Funchianal

adaptability 2

User interface
aesthetics

Accessibility

User
contrallability 2

Transparency 2

[ntervenability 3

a New sub-characteristics.

m  Modified sub-characteristics.

Figure 1 — Al system product quality model

© ISO/IEC 2023 - All rights reserved
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Each of these modified or new sub-characteristics are listed in the remainder of this clause.

5.2 User controllability

User controllability is a new sub-characteristic of usability. User controllability is a property of an Al
system such that a human or another external agent can intervene in its functioning in a timely manner.
Enhanced controllability is helpful if unexpected behaviour cannot be completely avoided and that can
lead to negative consequences.

User controllability is related to controllability, which is described in ISO/IEC 22989:2022, 5.12.

5.3 Functipnatl adaptabilit_y

Functional adaptability is a new sub-characteristic of functional suitability. Functional adaptability of
an Al system {is the ability of the system to adapt itself to a changing dynamic environment itis deployed
in. Al system$ can learn from new training data, production data and the results of{prévious gctions
taken by the pystem. The concept of functional adaptability subsumes that of contintious learnfing, as
defined in ISQ/IEC 22989:2022, 5.11.9.2.

Continuous lg¢arning is not a mandatory requirement for functional adaptability. For example, a
system that switches classification models based on events in its environment can also be congidered
functionally adaptive.

Functional adpptability in Al systems is unlike other quality charactévistics as there are system specific
consequenceq that cannot be interpreted using a straight-line lin€ar scale (e.g. bad to good). Gernerally,
higher functignal adaptability can result in improvements forthe outcomes enacted by Al systems.

For some sysfems, high functional adaptability can cause’additional unhelpful outcomes to hecome
more likely Hased on the system’s previous choices, Weightings of a decision path with relptively
inty, reinforced based on previous Al system decisions, can result in higher likelilood of
unintended npgative outcomes. In this fashion, fufictional adaptability can reinforce negative human

ional algorithms usually produce the same result for the same set of inputs, Al sylstems,
due to continjlous learning, can exhibit different behaviour and therefore can produce different results.

5.4 Functipnal correctness

Functional cqrrectness exists;in ISO/IEC 25010. The Al system product quality model amends the
description sjnce Al systéms, and particularly probabilistic ML methods, do not usually provide
functional cofrrectness¢hecause a certain error rate is expected in their outputs. Thereforg, it is
necessary to measurg correctness and incorrectness carefully. Numerous measurements exist fof these
purposes in the context of ML methods and examples of these as applicable to a classification moglel can
be found in ISOAEE'TS 4213.[11]

Additionally, there can be a trade-off between characteristics such as performance efficiency,12]
robustness[13] and functional correctness.

Annex C provides further information about why functional correctness is preferred to other terms
such as the more general performance to describe the correctness of the model.

5.5 Robustness

Robustness is a new sub-characteristic of reliability. It is used to describe the ability of a system to
maintain its level of functional correctness (see Annex C for discussion on the term performance) under
any circumstances including:

— the presence of unseen, biased, adversarial or invalid data inputs;

— external interference;

4 © ISO/IEC 2023 - All rights reserved
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— environmental conditions encompassing generalization, resilience, reliability;
— attributes related to the proper operation of the system as intended by its developers.

The proper operation of a system is important for the security of the system and safety of its
stakeholders in a given environment or context. Information about functional safety in the context of Al
systems can be found in ISO/IEC TR 5469:—1).[14]

Robustness is discussed in ISO/IEC TR 24028:2020, 10.7,[21 and methods for assessment are described

in ISO/IEC TR 24029-114] and defined in ISO/1EC 24029-2.[5]

5.6 Transparency

Transparency is sub-characteristic of usability in the product quality model and a subich
satisfdction in the quality in use model.

It relates to the degree to which appropriate information about the Al system’ is com
stakeholders.

Transparency of Al systems can help potential users of Al systems, fojchoose a syste]

hracteristic of

municated to

m to fit their

requirgments, improving stakeholders’ knowledge about the applicability and the limitations of an Al

benchinarks, logs and the management practices of an organization responsible for the sy

Transparent Al systems document, log or display their internal processes using introsped
data filles. The flow of data can be trackable at each’/step, with applied decisions, excepti
docuniented. Log output can track processes in the pipeline as they permute data, as well 4
calls. Brrors are logged explicitly, particularly'in transform steps. Highly transparent Al s
built of well-documented subcomponentswhose interfaces are explicitly described. The
of Al systems eases investigations of system malfunctions.

A syqtem with low transparency has internal workings which are difficult
externfally. Unavailability of detailed processing records can impair testability and socief
impacf assessment and risk treatment.

Ultimgtely, transparency-of Al systems contributes to establishing of trust, 4
and dommunication,among stakeholders. Some aspects of transparency are
ISO/1EC TR 24028:2020, 10.2.2]

5.7

the system'’s
performance
stem.

tion tools and
ons and rules
s system level
ystems can be
transparency

to inspect
al and ethical

iccountability
discussed in

\] system can
unsafe state

toa safe state. Operability is the degree to which an Al system has attributes that enable operation and
control, which emphasizes the importance of an Al system’s user interface. Compared to operability,
intervenability is more fundamental from a quality perspective and is intended to prevent an Al system
from doing harm or hazard.

Intervenability is related to controllability, which is described in ISO/IEC 22989:2022, 5.15.5.

1) Under preparation. Stage at the time of publication ISO/IEC CD TR 5469:2023.

© ISO/IEC 2023 - All rights reserved
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6 Quality in use model

6.1 General

An Al system quality in use model is detailed in Figure 2. The model is based on a modified version of a
general quality in use model provided in ISO/IEC 25010. New sub-characteristics are identified using a
lettered footnote. Some of the sub-characteristics have different meanings or contexts as compared to
the ISO/IEC 25010 model. The additions and differences are described in this clause. The unmodified
characteristics are part of the quality in use model and shall be interpreted as defined in ISO/IEC 25010.

Al system
quality in use

Effectiveness Efficiency Satisfaction Freedc?m Context
from risk coverage
Effectiveness Efficiency Usefulness Economicwisk Context
mitigation completeness
Trust
Health and Flexibility
Pleasure safety
risk mitigation
Comfort
Environment
Transparency 2 risk mitigation
Societal and
ethical risk
mitigation @

a New sub-characteristics.

Figure 2 — Al system quality in use model

6.2 SocietTl and ethical risk mitigation

Societal and ethical risk mitigation is a new sub-characteristic of freedom from risk.
ISO/IEC TR 24368:2022,[15] explores this topic and outlines the following themes:

— accountability;

— fairness and non-discrimination;

— transparency and explainability;

— professional responsibility;

— promotion of human values;

— privacy;

6 © ISO/IEC 2023 - All rights reserved
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— safety and security;

— human control of technology;

— CO

mmunity involvement and development;

— human-centred design;

— respect for the rule of law;

— respect for international norms of behaviour;

— environmental sustainability;

— lal

These
desira

Safety
charad
not ou

Annex
and, th

hbour practices.

themes should be considered along with the information in ISO/IEC TR 24368y with
ble characteristics of systems in order to mitigate societal and ethical risk;

and security as well as sustainable environments are included @ithin the exi
teristics health and safety risk mitigation, and environment risk mitigation, and
[lined in this document.

rough examples, demonstrates how the two can be used in support of each other.

Bias, ijcluding in the context of fairness and non-discrimihation, is described in ISO/IEC

6.3

Transy
infornj

Transparency

arency is also a sub-characteristic of satisfaction in the product quality model. See |
ation.

regard to the

sting SQuaRE
therefore are

B describes how a risk-based approach relates to a quality=based approach and quality models

'R 24027.[16]

b.6 for further

© ISO/IEC 2023 - All rights reserved


https://iecnorm.com/api/?name=c3fa8d17b95463fe44c3c35209b07fbe

ISO/IEC 25059:2023(E)

Annex A
(informative)

SQuaRE

A.1 SQuaRE divisions
Figure A.1 (pdapted from ISO/IEC 25000:2014[1) illustrates the organization of thenSQuaRE

International|Standards, further called divisions.

The divisions|within SQuaRE are:

Quality Model Division

ISO/IEC 2501n
Ql.lahty Quality Management Quall‘Fy
Requirements o Evaluation
Division Division Division
ISO/IEC 2303n [S0/IEC 2500n ISO/IEC 2304n

Quality Measurement
Division
ISO/IEC 2502n

Extension Division ISO/IEC:25050 to ISO/IEC 25099

Figure A.1 — Organization of SQuaRE International Standards

ISO/IEC [2500n - Quality \Management Division. The International Standards that form
this divigion define all common models, terms and definitions further referred to by all] other
Internatipnal Standardsrelating to SQuaRE. The division also provides requirements and gulidance
for a supporting functionthat is responsible for the management of the requirements, specifjcation
and evalyation of seftware product quality.

ISO/IEC 2501n-="1Quality Model Division. The International Standards that form this djvision
present detailed quality models for computer systems and software products, quality in use and
data. Pra¢tical guidance on the use of the quality models is also provided.

ISO/IEC 2502n - Quality Measurement Division. The International Standards that form this
division include a software product quality measurement reference model, mathematical definitions
of software quality measures, and practical guidance for their application. Examples are given
of internal and external measures for software quality and measures for quality in use. Quality
Measure Elements (QME) forming foundations for these measures are defined and presented.

ISO/IEC 2503n - Quality Requirements Division. The International Standards that form this
division help specify quality requirements based on quality models and software quality measures.
These quality requirements can be used in the process of quality requirements elicitation for a
software product to be developed or as input for an evaluation process.

ISO/IEC 2504n - Quality Evaluation Division. The International Standards that form this division
provide requirements, recommendations and guidelines for software product evaluation, whether

© ISO/IEC 2023 - All rights reserved
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performed by evaluators, acquirers or developers. The support for documenting a measure as an
Evaluation Module is also present.

— ISO/IEC 25050 to ISO/IEC 25099 - SQuaRE Extension Division. These International Standards
currently include requirements for quality of Commercial Off-The-Shelf software and Common
Industry Formats for usability reports, as well as for this document.

© ISO/IEC 2023 - All rights reserved 9
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Annex B
(informative)

How a risk-based approach relates to a quality-based approach

and quality models

B.1 Generpt

Risk-based and quality-based approaches use two complementary methodologies to contribtte
specification pf systems requirements, developing systems in accordance with the reguiréemen
evaluating sy$tem functionality. In most cases a combined approach is necessary to cover all asp

a specific sys

including, but
chain, and th
or regulatory
order to achig

Using a qualif
specific meas|
mature techn
specified as a

For new tech
negative risk
are specified

For new or ey
collaboration

A risk-based
for many cha
approachisu

B.2 Relati

1SO 31000[18]
and any actiyj
customizes t}

em behaviour. The applicability and exact use of each methodology relies'on many f
not limited to the maturity of technologies in use, the role of thelsystem in thg
e field of application. Such factors are taken into considerationwhen specifying p
requirements or a framework for the development and evaluation of a certain sys
ve practical results and appropriately manage customer or user expectations.

y model is most effective in situations where quantifidble or clearly qualifiable s
ures are established for all characteristics as welllas for many sub-characteristi
ologies in a context of a specific application fiéld, the values of the measures
part of the system requirements.

ituations. In such cases, only the measureWvalues for high negative risk sub-characte
hnd evaluated.

olving technologies, software quality measures are often subject to active resear
between academia and industry,

acteristics or important sub-characteristics. In addition, and by definition, a risk
hiquely suited to deal with unexpected events.

pnship with other International Standards

defines atisk management framework and process applicable to any kind of organ
ity, inchuding decision-making at all levels. ISO/IEC 23894[18] is based on 1SO 31
e risk management framework and process to managing risks to organizatio]

projects dealipgwith Al

to the
ts and
ects of
hctors,
value
roduct
tem in

ystem-
cs. For
can be

hologies or new applications, using a partial quality model can still be effective in high

ristics

ch and

\pproach is better suited.for situations where quantifiable measures are not established

tbased

zation
000; it
1s and

ISO/IEC 25010 defines two quality models. A product quality model contains characteristics and sub-
characteristics of a software or a computer system. A quality in use model contains characteristics and
sub-characteristics describing the interaction of a system with its environment. This can be viewed as
a two-layered approach with the product quality properties providing the foundation for many of the
properties demonstrated during the use of the product.

“Freedom from risk” is identified as one of the quality characteristics under the quality in use model.
Its sub-characteristics are called “risk mitigations” and correspond to common high-level societal
concerns about economy, health, safety, environment, and ethics. In comparison, according to the risk-
based approach, the essential societal properties related to economy, health, safety, environment, and
ethics are called “objectives”. Furthermore, in a risk-based approach, objectives are not limited to
societal considerations. They include all relevant engineering considerations, for example, those related
to system security, reliability, and transparency. Subsequently, for each identified objective, potential
risks are identified and mitigated by applying selected risk treatment measures or “controls”. Therefore,
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each relevant property (societal, system, etc.) can be expressed both in terms of characteristics and in
terms of objectives.

B.3  Comparison of approaches

The main challenge of specifying or evaluating systems using a quality-based approach alone is that
quality sub-characteristics are often not specific enough and do not directly correspond to accepted
qualifying or quantifying measures.[19]

Looking at “fairness” as an Al system quality model sub-characteristic, being “fair” can carry drastically
different meanings across different application areas and systems with different purpose.ll6l No
single fairness measure exists to measure a system “fairness”. Moreover, the availability and maturity
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Assum k assessment,
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ing that “fairness” was stated as oné&’of the Al system requirements, as a result of rig
owing potential risks sources were identified:

la

'k of experience in the application field;

bi

hsed training data.

The selected mitigationrisk treatment measures (or “controls”) included:

— afunctional specification review by experts in the application field;

reducing selection bias in the training data using appropriate data quality methods.

The ngxt layer of objectives is:

— im

plpmpn‘ring the m(pprfc' review recommendations:

— keeping the data bias at an acceptable level as specified using selected statistical measures of data
quality.

The risk-based approach can also assist with developing new software quality measures. It can be used
to assess the behaviour or the value of a new measure under various conditions and risk levels as a
function of existing “proxy” measures.

Suppose that in the process of requirements specification for an Al classification system used for
people hiring, Demographic Parity and Equality of Opportunityl16] have been identified as suitable
measures for judging a system’s fairness. Nevertheless, currently no sufficient experience exists to
determine the required measure’s values. In such a situation, the risk-based approach will still allow
the implementation of the Al system by identifying the appropriate risk mitigation risk treatment
measures and assessing their results.
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