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Foreword

ISO (the International Organization for Standardization) and |IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and ngn= —i—tiat t - i - t of information
techno|ogy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

ional Standards are drafted in accordance with the rules given in the ISO/IEC Directives| Part 2.

in task of the joint technical committee is to prepare International Standards. Draft International
Standgdrds adopted by the joint technical committee are circulated to national badies for voting.| Publication as

ion is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ]SO and IEC shall not be held responsible for identifying any .or-all such patent rights.

ISO/IELC 25041 was prepared by Joint Technical Committee’ ISO/IEC JTC 1, Informatidn technology,
Subcommittee SC 7, Software and systems engineering.

This fifst edition of ISO/IEC 25041 cancels and replaces ISO/IEC 14598-3:2000, ISO/IEC 14598-4:1999 and
ISO/IE[C 14598-5:1998.

© ISO/IEC 2012 — All rights reserved \%
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Introducti

on

As the use of information technology grows, the number of critical systems also grows. Such systems include,
for example, security critical, life critical, economically critical and safety critical systems. The quality of
systems and software product of such critical systems is particularly important because software faults may

lead to serious

consequences.

Evaluation is
evaluation of
importance of
the system of
characteristics

This Internatid
contains gene
general conce
and independs

The general g
unified series
evaluation, su
standards is td
requirements.
and evaluatior]
development p
be used by de

SQuaRE provi
e termsand
reference
general g

individual

standards
purposes
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product quality is vital to both the acquisition and development of software. The
the various characteristics of software quality depends on the intended usage or ©bjec
Which the software is a part; products need to be evaluated to decide whether relevant
meet the requirements of the system.

nal Standard is part of the ISO/IEC 250nn SQuaRE series of standards. ISO/IEG
ral requirements and recommendations for product quality evaluation as well as ass
pts. This International Standard provides specific issues related {o(the developers, ad
nt evaluators based on ISO/IEC 25040.

bal of creating the SQuaRE set of standards is to move toxa logically organized, enrich
Covering two main processes: software quality requirements specification and software
pported by a software quality measurement process.» The purpose of the SQuaRE
assist those developing and acquiring products with the specification and evaluation off
. It includes a quality model for aligning customer definitions of quality with properties
rocess. In addition, the series provides recommended measures of product properties f
elopers, acquirers, and independent evaluators.

Hes:

definitions;

models;

hide;

division guides;.and

for requirements specification, planning and management, measurement and eva

a. The
relative
ives of
quality

25040
bciated
quirers

ed and
quality
set of
quality

It establishes criteria for the specification of product quality requirements, their measufement,

of the
nat can

luation

SQuaRE inclu

les International Standards on quality modes and measures _as well as on quality requir

pments

and evaluation

SQuaRE replaces the current ISO/IEC 9126 series and the ISO/IEC 14598 series.

The SQuaRE series of standards consists of the following divisions under the general title Systems and
software Quality Requirements and Evaluation:

\Y

ISO/IEC 2500n - Quality Management Division,
ISO/IEC 2501n - Quality Model Division,

ISO/IEC 2502n - Quality Measurement Division,

© ISO/IEC 2012 — Al rights
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e ISO/IEC 2503n - Quality Requirements Division, and

e ISO/IEC 2504n - Quality Evaluation Division.

This International Standard is intended to be used in conjunction with the other parts of the SQuaRE series of
standards, and with the ISO/IEC 14598 series and ISO/IEC 9126 series until superseded by the
ISO/IEC 250nn series of standards.

The descriptions in this International Standard are mainly based on the descriptions in ISO/IEC 14598-3,
ISO/IEC 14598-4, and ISO/IEC 14598-5, which will be replaced by this International Standard.

Figure 1 illustrates the organization of the SQuaRE series representing families of standards, further called
Divisiops.

Quality Model
Division
2501n

Quality Quality Management Quality
Reguirements Divisian E"-’E_il'-_li_itlﬂﬂ

Division 2500n Division

2503n 2504n

Quality Measurement
Division
2502n

Extension Division 25050 - 25099

Figure 1—Organization of SQuaRE series of International Standards

The DiVisiens within the SQuaRE model are:

-ISO/IEC 2500n - Quality Management Division. The International Standards that form this division define
all common models, terms and definitions referred to by all other standards from the SQuaRE series.
Referring paths (guidance through SQuaRE documents) and high level practical suggestions in applying
proper standards to specific application cases offer help to all types of users. The division also provides
requirements and guidance for a supporting function which is responsible for the management of product
requirements specification and evaluation.

*ISO/IEC 2501n - Quality Model Division. The International Standard that forms this division presents
detailed quality models for software, quality in use and data. Practical guidance on the use of the quality
model is also provided.

-ISO/IEC 2502n - Quality Measurement Division. The International Standards that form this division include
a product quality measurement reference model, mathematical definitions of quality measures, and practical

© ISO/IEC 2012 — All rights reserved Vi
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guidance for their application. This division presents internal measures of software quality, external measures
of software product quality and quality in use measures. Measurement primitives forming foundations for the
latter measures are defined and presented.

-ISO/IEC 2503n - Quality Requirements Division. The International Standard that forms this division helps
specifying quality requirements. These quality requirements can be used in the process of quality
requirements elicitation for a product to be developed or as inputs for an evaluation process. The
requirements definition process is mapped to technical processes defined in ISO/IEC 15288:2008.

-ISO/IEC 2504n - Quality Evaluation Division. The International Standards that form this division provide
requirements, recommendations and guidelines for product evaluation, whether performed by independent
evaluators, acquirers or developers. The support for documenting a measure as an Evaluation Module is also
presented.

ISO/IEC 25050 to ISO/IEC 25099 are reserved to be used for SQuaRE extension International Stqndards

and/or Technigal Reports.
This International Standard is part of the 2504n - Quality Evaluation Division that cufrently consisty of the
following Interpational Standards:

tion of
ality of
Asis for
for the
sure of

‘ISO/IEC 25040 - Evaluation process: contains general requirements for specification and evalug
software qualify and clarifies the general concepts. It provides a process description for evaluating qu
product and states the requirements for the application of this process. The evaluation process is the b
product quality evaluation for different purposes and approaches. Therefore the process can be used
evaluation of quality in use, the external measure of software product quality and the internal mea

software prod
custom softwa

-ISO/IEC 2504
specific requirg

-ISO/IEC 2504
subcharacteris
It determines
when the infor
to a series of
process that b

ISO/IEC 2504(

ISO/IEC 25041

ISO/IEC 14598-5.

ct quality, as well as for the evaluation of the quality of pre-developed software pro
e product during its development process.

1 - Evaluation guide for developers, acquirers and independent evaluators: c
ments and recommendations for developers, acquirers and independent evaluators.

5 - Evaluation module for recoverability: provides the specification to evaluz
tics of recoverability defined under the characteristic of reliability of the quality
he external measures of software product quality of resiliency and autonomic recoven
mation system composed of 6ne or more software products’ execution transactions is su
disturbances. A disturbance' could be an operational fault (e.g. an abrupt shutdown of
ings down a system) or'an event (e.g. a significant increase of users to the system).

is a revised version and replaces ISO/IEC 14598-1.

is a _revised version and replaces ISO/IEC 14598-3, ISO/IEC 14598-4

The term “pr
International S‘Fandard.

duct’ )is used as a simplified term for “systems and software product” througho

Huct or

bntains

te the
model.
index

bjected

an OS

and

ut this

The term “evaluation process” is used as a simplified term for “product quality evaluation process” throughout
this International Standard.

The term “evaluation report” is used as a simplified term for “product quality evaluation report” and the term
“evaluation plan” is used as a simplified term for “product quality evaluation plan” throughout this International
Standard.
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Systems and software engineering — Systems and software
Quality Requirements and Evaluation (SQuaRE) — Evaluation
guide for developers, acquirers and independent evaluators

1 Sq

This In
evalua

cope

ion specifically for developers, acquirers and independent evaluators. It is net'restricted

applicdtion area and can be used for quality evaluation of any type of products.

This In
specifi
and ing
proces
softwa

This In
approp

This |
require

2 C

b requirements for the application of the evaluation process from.the viewpoint of develo
ependent evaluators. The evaluation process can be used fop-different purposes and ag
5 can be used for the evaluation of the quality of pre-developed software, commerc
e or custom software and can be used during or after the development process.

riate for developers, acquirers and independent evaluators of products.

nternational Standard is not intended for, evaluation of other aspects of produ
ments, process requirements, business reguirements, etc.).

bnformance

Claus
confor

3 N

The fo
referen
docum

6 and 7, if acquirers ¢onform to requirements of Clauses 6 and 8, and if independ
to requirements of Clauses 6 and 9.

Evalu%on of product quality conforfns to this International Standard if developers conform to r

prmative references

llowing. teferenced documents are indispensable for the application of this docum
ces,-only the edition cited applies. For undated references, the latest edition of
ent (including any amendments) applies.

ternational Standard provides requirements, recommendations and guidelines for product quality

to any specific

ternational Standard provides a process description for evaluating-product quality and states the

bers, acquirers
proaches. The
al-off-the-shelf

ternational Standard is intended for those who are;xesponsible for product quality evaluation and is

cts  (functional

bquirements of
ent evaluators

nt. For dated
he referenced

ISO/IEC 25000, Software Engineering — Software product Quality Requirements and Evaluation
(SQuaRE) — Guide to SQuaRE

ISO/IEC 25001, Software engineering — Software product Quality Requirements and Evaluation
(SQuaRE) — Planning and management

ISO/IEC 25030, Software engineering — Software product Quality Requirements and Evaluation
(SQuaRE) — Quality requirements

ISO/IEC 25040, Systems and software engineering — Systems and software Quality Requirements and

Evalua

tion (SQuaRE) — Evaluation process
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4 Terms and definitions
For the purposes of this document, the terms and definitions given in ISO/IEC 25000 and the following apply.

41

deliverable product

any unique and verifiable system or software product to perform a service, that is subject to approval by the
project sponsor or customer

4.2
dynamic product
system or software product that is measurable during execution in testing and/or operational environment

4.3
evaluation
systematic determination of the extent to which an entity meets its specified criteria

[ISO/IEC 12207%:2008]

4.4
evaluation level
rigour to be applied during the evaluation that defines the depth or thoroughness of the evaluation in tgrms of
evaluation techniques to be applied and evaluation results to be achieved

4.5
evaluation reg¢ords
documented opjective evidence of all activities performed and. of all results achieved within the evgluation
process

4.6
evaluation requester
person or organization that requests an evaluation

4.7

evaluation to
instrument tha} can be used during evaluation to collect data, to perform interpretation of data or to aytomate
part of the evaluation

NOTE Examples of such tool§ ‘are source code analysers to compute code metrics, CASE tools to produce
formalized modgls, test environmentyto run the executable programs, checklists to collect inspection data or spreafsheets
to produce syntheses of measures:

4.8
evaluation stringency
degree requir¢dfor/the product quality characteristics and subcharacteristics to fulfil the expectged use
criticality of thg product

49
independent evaluator
individual or organization that performs an evaluation independently from developers and acquirers

NOTE The individual or organization who performs as developer or acquirer for the target system to be evaluated
may not become the independent evaluator for the system. The independent evaluator may be an organization. The
independent evaluator may belong to the same organization as the developer as long as they are independent from
developers and acquirers.

4.10

intermediate product

system or software product of the development process that is used as inputs to other stages of the
development process

2 © ISO/IEC 2012 — All rights reserved
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4.1
product quality
degree to which the product satisfies stated and implied needs when used under specified conditions

NOTE This definition differs from the ISO 9000:2005 quality definition because the software quality definition refers to
the satisfaction of stated and implied needs, while the ISO 9000 quality definition refers to the satisfaction of requirements.

[ISO/IEC 25000:2005 definition, rephrased as “degree to which”]
412

static product
non-executable system or software product for reviewing

5 Concept of evaluation from the viewpoint of each role

5.1 FKramework of the product quality evaluation from the perspective of each rogle

Develapers, acquirers and independent evaluators perform different activities during system product quality
evaluation according to each specific role and the category of the evaluation target entity.

Basica|ly, product quality evaluation process of each role is the same; but the target entity qf evaluation is
differet according to purposes of the evaluation depending on the:requester’s needs.

Figure 2 is the general framework of the product quality evaluation process.

Produdt quality evaluation is regarded as a system, which is composed of inputs for, outcomes| of, constraints
and regources of the evaluation process. They are different for each role and evaluations purpoge.

Constraints for
the evaluation

Inputs for
the evaluation ‘
Outcomes of
Evaluation u .
the evaluation
needs
Evaluation
Static process Evaluation
product report
Dunamic
Dynamie
product

Resources for
the evaluation

Figure 2 — General framework of the product quality evaluation process

The following are the examples of inputs for and outcomes of an evaluation process.

© ISO/IEC 2012 — All rights reserved 3
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Inputs for the evaluation process:
-evaluation needs for developers, acquirers and independent evaluators;
-target entities of evaluation such as static products and dynamic products.

NOTE Product quality evaluation needs of each stakeholder, such as developers, acquirers and independent
evaluators, are decided from the viewpoint of each role.

Outcomes of the evaluation are the evaluation report, results of improvement of the evaluation process and
profit.

In this figure, SQuaRE (ISO/IEC 25010, ISO/IEC 25020, ISO/IEC 2502n, ISO/IEC 25030, ISO/IEC 2504n) are
included as resources for the evaluation.

Constraints for] the product quality evaluation process can include the following:
a) spgcific user needs for the evaluation;
b) the evaluation project schedule;
c) the evaluation project budget;
d) the environment used for the evaluation project;
e) the tools and the methods used for the evaluation project;
f) spcific requirements for reporting of the evaluation.
Resources for the product quality evaluation process can include.the following:
a) applicable|measurement tools and method;
b) applicable|SQuaRE series of international standard;
¢) human resources used for the evaluation;
d) financial rgsources used for the evaluation;
e) information systems used for therevaluation;
f) knowledgg data base used for the quality evaluation.
The software product quality evaluation reference model can be applicable to those responsible for product

quality evaluation. It {is_intended and appropriate for such organizations, in their role, but not lim|ted to,
developers, agquirers.and independent evaluators.

Product qualityevaluation can be performed during or after the development process or acquisition protess.

5.2 Target entity of software product quality evaluation

The evaluation purpose is different depending on the role of developers, acquirers and independent
evaluators.

The target entity of the evaluation is defined depending on the evaluation purpose.

The target entity of the evaluation is categorized as static products and dynamic products.

Static products, which are either intermediate products or deliverable products, can include the following:
-specification of quality requirements;
-software design specifications;
-program source codes;
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-specification of the test planning;
-specification of result of the testing report;
-explanation of the product;

-operation manuals.

Dynamic products can include the following:

-executable intermediate products, which are being executed during dynamic testing in a testing
environment;

-deliverable products, which are being executed during operation by an operational environment.

Developers review static products at each development stage of the software life cycle, such as design stage,
implementation stage and testing stage in order to evaluate quality of the intermediate product to achieve its
role.

Develgpers test intermediate dynamic products during unit testing stage and deliverable)dyrjamic products
during pystem integration testing stage.

NOTE The target entities of the evaluation according to the developer’'s viewpeint are static and dynamic
intermefiate and/or deliverable products.

Acquirgrs review the static products at the design stage and testing. stage for the purpgse of product
acquisition in order to achieve their role.

Acquirgrs test the dynamic product at the acceptance or operational testing stage.

Acquir¢rs evaluate both the static and dynamic products in“order to compare the quality of spme candidate
products and to select the higher quality product based on‘th€ir role.

NOTE 3 The target entities of the evaluation according te'the acquirer’s viewpoint are static and dynapmic intermediate
and/or deliverable products.

Independent evaluators may review the static:products and test the dynamic products in order fo evaluate the
quality| of the product and make an evaluation report based on their contract with the quality evaluation
requesters.

NOTE 3 The target entities of the (evaluation according to the independent evaluator's viewpoint|are static and
dynam|c intermediate and/or deliverable products based on the contract with requesters.

Table 1 — Example of target entity of each role

Target entity of the evaluation

Role Static product Dynamic product

Develppers Intermediate and deliverable products for | Intermediate and deliverable | products for
reviewing testing

Acquirers Quality  requirements and  design | Deliverable products for selection and
documents for reviewing | acceptation

deliverable product

Independent Intermediate or deliverable products for | Intermediate or deliverable products for
Evaluators reviewing testing

Every kind of evaluation activities can be performed from the viewpoint of both static and dynamic product
quality evaluation based on the role of developers, acquirers and independent evaluators according to their
purpose of evaluation.
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5.3 Roles and responsibilities

5.3.1 Roles and responsibilities of developers
.Responsibility of developers concerning product quality evaluation can include the following:

-to assure the quality of developed deliverable product;

-to accept the custom-made software product with a required quality from subcontractors;
-to select suitable off-the-shelf software product with a required quality from vendors;

-to improve the productivity of testing process;

-to train the personnel for product quality evaluation.

When implemeénting a custom-made software product, developers evaluate the intermediate and deli
products in order to ensure the quality of the developed software product including the following:
-quality reqdiirements documents in the early stages of development;
-intermediatg products, such as design documents and program source codes during implementation
-deliverable poftware products that are included in the target system during testing.

erable

When buying |an off-the-shelf software product in order to adapt it to the deliverable system, developers

evaluate and gompare the candidate products, then select a product that satisfies the-required quality.

Developers cgn use the results of product quality evaluation to ensure that‘products meet required
criteria, which £an be set by the acquirers, or by comparison with other products.

5.3.2 Roles|and responsibilities of acquirers
Responsibility pf acquirers in charge of quality evaluation includes the following:

-to accept the custom-made software products that satisfy_quality requirements;

-to select an|off-the-shelf software product of acceptable quality;

-to improve the effectiveness of dynamic products included in the operational target system;
-to improve the productivity of the acquisition process;

-to train the personnel for quality evaluation.

When acquiring a custom-made software pfoduct, acquirers evaluate the intermediate or deliverable p
in order to enspre the quality of the acquired product.

quality

oducts

When acquiring a custom-made_software product, acquirers establish quality in use requirements, product
quality requirements, specify the.requirements to the supplier, and evaluate potential suppliers against these
requirements Qefore acquisition:

When acquiring an off-the-shelf software product, acquirers evaluate the candidate deliverable prod
order to compare and select the product.

[s is to

ucts in

When acquiring an off-the-shelf software product, evaluation can be used to compare the alternative products

and to ensure that the selected product meets the quality requirements. Possible activities inclu
following:

-to review the documents of deliverable products before selecting the product to be acquired;
-to test the deliverable products in order to select the product to be acquired that best fit the
requirements.

In the acceptance testing stage, acquirers test the products in order to accept a high quality product.
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When improving an operational product included in a target system, acquirers evaluate the dynamic product in
order to improve the quality of the product. Possible activities include:

-to review the quality of static deliverable product during operation stage;

-to test the quality of dynamic deliverable product during operation stage.
When evaluating an operational product included in a target system, the product is tested and measured by
using quality in use measures.

NOTE 1 The operator can be a part of acquirers. The individual or organization, which operates a target system of
which the product is a part, can perform software product quality evaluation to validate that the product meets the quality
requirements under variable operating conditions, and to specify needs for changes to those responsible for maintenance.

NOTE 4 he-raiA ear-b : 5—AA
which the product is a part, can perform software e to validat
ents, and especially requirements for maintainability and portability.

target system of
till meet quality

5.3.3 | Roles and responsibilities of independent evaluators
Responsibilities of independent evaluators are defined by the contract with the fequesters.
The evpluation process can be performed from the viewpoint of either developers or acquirers.

Responsibility of independent evaluators concerning quality evaluatiomcan include the following:
-to eyaluate the target product based on the contract with requesters;
-to apsure the quality of the product quality evaluation report;
-to improve the quality of the evaluation result;
-to improve the productivity of the evaluation process;
-to improve information systems, which support the quality evaluation process;
-to trpin the personnel for evaluation.

The infependent evaluators review the scope ‘of evaluation based on the contract before performing the
evaluation and provide the suitable solution and environment for evaluation.

When |evaluating a target product, theyindependent evaluators evaluate the intermediate |or deliverable
products in order to ensure the product quality.

This evaluation can be performed by the request from developers, acquirers or some other parties.

6 Organization level requirements and recommendations for software prpduct
quality evaluation

6.1 Generalrequirements and recommendations

The software product quality evaluation process reference model describes the process gnd details the
activitieSand tasks providing their purposes and complementary information that can be used to guide a
product quality evaluation (see ISO/IEC 25040).

It is appropriate for organizations in their role as developers, acquirers and independent evaluators.

It is intended but not limited to, developers, acquirers and independent evaluators of products.

The software product quality evaluation process reference model intends that the evaluation should be based
on a product quality requirements specification by using ISO/IEC 25030 before the evaluation and making

clear the objectives and criteria for evaluations. Product quality requirements express the user’s needs for the
product under consideration, and are defined prior to the development (see ISO/IEC 25030).
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ISO/IEC 25001 is applicable to the evaluation group, which provides the organization-wide support to all product
quality evaluation projects during software development, software acquisition and performed by independent
evaluators.

ISO/IEC 25001 provides requirements and recommendations for an organization responsible for implementing
and managing the product quality requirements specification and software quality evaluation activities through the
provision of technology, tools, experiences, and management skills.

Software product quality evaluation can be performed during or after the development process or acquisition
process by the developers, the acquirers or the independent evaluators.

As a product is decomposed into major components, the quality requirements derived from the overall product
may differ for the different components, and may require different evaluation criteria.

Software product quality can be evaluated within a defined quality structure throughout the life,cycle|stages
relating to implementation process defined in ISO/IEC 12207:2008, software life cycle)process¢s and
ISO/IEC 15288:2008, system life cycle processes.

6.2 Documgpntation of software product quality evaluation

For the produc sults of

the evaluation

t quality evaluation, information about input documents, constraints, resources and re
activities shall be specified.

In order to as;s Ctivities
shall be specifi

ure the results of evaluation, actual result of the evaluation process and evaluation a
ed.

fficient
quality

The evaluation records shall include a detailed description of agtivities performed and shall contain st
information required for the management of the product quality evaluation while executing the product
evaluation plan.

The evaluatiof records shall include any intermediate data for clarifying the results of evaluation.

The decisions rds as

specified in the

made during the evaluation proecess shall also be included in the evaluation recd
evaluation plan.
The evaluatio nce of
subsequent ac

n records shall contain Sufficient information for each activity for effective performa
tivities of the product quality evaluation.

of the

A product qud
evaluation.

When a tool is
report. The ref

A more detailg

lity evaluation report shall be prepared documenting evaluation activities and results|

used to petform an evaluation activity, reference to the tool shall be included in the evd
brence_shall consist of the identification of the tool, its suppliers and the version of the tod

d reference to the tools used shall be included in the evaluation records. It shall inclu

luation
l.

de the

detailed config

NOTE 1

uratiorofthe—toot—amd—=amy pertiment-informatiomr meededtobe—abtetorepeatthre—evaluation
activity in order to obtain the same intermediate result.

information to be recorded include the following, since they are used during evaluation:

- results of reviewing of design specification (static intermediate or deliverable product);

- results of testing (program unit test, system integration test, operation test before product release);

- any predictive model specification to be used as a product quality indicator.

From perspectives of the developers that include not only designers but also programmers or testers,

- identification of any subcontracted developers or tester’'s organizations and products or any artefacts produced by such

organizations.
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NOTE 2  From perspectives of the acquirers, information to be recorded include the following, since they are used
during evaluation:

- results of reviewing of design specification (static intermediate or deliverable product);

- results of testing (operational system test during operation stage, demonstration system test before selecting a most
suitable product);

- any predictive model specification to be used as a product quality indicator;
- identification of any subcontracted developer’s or tester’'s organizations and products or any artefacts produced by such
organizations.

NOTE 3  From perspectives of the independent evaluators, information to be recorded include the following, since they
are used during evaluation.

- resulty of reviewing of design specification (static intermediate or deliverable product);

- resultg of testing (program unit test, system integration test, operation test before product release, opgrational system
test dur|ng operation stage, demonstration system test before selecting a most suitable product);

- any predictive model specification to be used as a product quality indicator.
6.3 Organization level requirements and recommendations to stpport each rolg

6.3.1 | General requirements

In order to ensure repeatability, reproducibility, impartiality .and objectivity of the evalpation results,
indepehdent quality evaluation group for managing and suppaetting evaluation projects within the organization
shall aft in an organizational context that provides all necessary assurance to obtain sufficient quality for its
activitigs.

Any ornganization that includes the quality evaluation-'group shall identify the associated software product
quality [evaluation responsibilities and incorporate.them into an organization policy.

Any organization that includes the quality evaluation group should perform the following:

-to tpke organizational approach forlthe purpose of supporting the individual development project and
improvement of effectiveness of évaluation process;

-to eptablish the total quality manhagement system and the supporting information systems in ¢rder to control
and support specific evaluation projects from the viewpoint of total optimization;

-to eptablish the resaurces and infrastructures of evaluation process;
-to define the evaluation constraints from the viewpoint of general evaluation framework shown in Figure 2;

-to provide‘the common industry format for creating the evaluation plan and report in order{to control and
suppaft specific evaluation projects;

-to define the common policy, rule and regulations for controlling the specific evaluation projects;

-to establish and maintain supporting systems, standards and guides, including tools and methods for
managing and executing evaluation, to be used by projects within the organization.

The roles of any organization include motivating people from the independent evaluation group and training them
for the requirements specification activities and the evaluation activities, preparing appropriate documents,
identification or development of required methods, and responding to queries on relevant technologies.

Technology management is related to the planning and management of a software quality requirements
specification and evaluation process, measures and tools. This includes the management of development,
acquisition, standardisation, control, transfer and feedback of requirements specification and evaluation
technology experiences within the organization.
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6.3.2 Organizational level recommendations for developers

Developers should establish the independent evaluation group for supporting the individual development

projects within

the organization in order to achieve their role.

Independent evaluation group should perform organizational approaches in order to support individual
evaluation projects for the purpose of ensuring the quality of design and intermediate products, assure the
quality of delivered products and improve the effectiveness of development and evaluation process.

The set of measurements may imply a change in the organizational structure used to produce the software

system.

The quality as
the measurem

If the impleme
team may nee

Hardware or s
the measurem

6.3.3 Organization level requirements and recommendations for acquirers

Acquirers shoy
within the orgd

The acquirer’'s
-to provide t
-to provide t
-to evaluate

-to take org
ensuring th

-to provide
method for g

Target control
-quality of dy

-effectiveneq

surance / control organization or the entire development team may need training for the
bnts and data collection procedures.

ntation of measurements has caused changes in the development process, the.'devel
] to be educated about the changes.

bftware tools may have to be located, evaluated, acquired, adapted or. developed to img
ents.

Id establish the independent evaluation group for supporting the individual acquisition g
nization in order to achieve their role.

organization that include independent evaluation.group shall perform the following:
ne standardized common evaluation methodsfor accepting delivered products;

ne standardized common evaluation methods for controlling the suppliers of products;
the effectiveness and quality of dynamic operational products;

anizational approaches in_.order to support individual evaluation projects for the purg
E quality of accepted product'and improving the effectiveness of acquisition process;

the list or data base of off-the-shelf software products, standardized common com
elect the most suitable product from the viewpoint of product quality.

tems from thiewiewpoint of software product quality and quality in use includes the follow

namic.operational products to be included in the actual executing operation system;

use of

bpment

lement

rojects

ose of

parison

ing:

s.af productivity of actual using products;

-quality of accepted products;

-technical level of suppliers;

-maturity level of software product development;

-maturity level of software product maintenance;

-human resources of quality evaluation for acquisitions.
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6.3.4 Organization level requirements for independent evaluators
The independent evaluator’s organization should perform the following:

-to establish the independent evaluation group for supporting the individual evaluation projects within the
organization in order to achieve their roles;

-to take organizational approaches in order to support each individual evaluation projects for the purpose of
ensuring the quality of submitted results, and improving the effectiveness of the evaluation process;

-to establish the infrastructures and resources of the organization for supporting specific individual
evaluation projects based on the needs from evaluation requesters;

-to p}ovide the infrastructures from the viewpoint of developers, acquirers or independent.eviluators based
on the contract and experience of past similar individual evaluation projects;

NOTE 1 In order to provide effective and reliable evaluation from an expert view with experience and knowledge, the
indeperjdent evaluation group promotes the adaptation of best methods and tools faf-executing the| product quality
evaluation.
NOTE 3 Most typical independent evaluators are experts who work for asdifferent company fromp acquirers and
develogers, and who evaluates product objectively, based on the request ffom any of users, such as acquirers and

develogers. Then, common information data base for software product quality~evaluation is maintained in|order to use the
information about different stakeholders.

7 Requirements and recommendation for developers evaluation process|

7.1 General requirements

This clpuse defines requirements and recommiendations for the practical implementation of product quality
evaluation by developers during developmentlife cycle.

It is uged by organizations that are planning to develop a new product or enhance an existirjg product and
intendipg to perform product quality evaluation using members of its own technical staff.

It focuses on the use of indicators that can predict deliverable products quality by measuring intermediate
products developed during.the life cycle.

When japplying the process of development, the evaluators shall take into account the following specific
issues

Produdgt quality.evaluation directly supports development of software, which meets user and cugtomer needs.

When developers are planning and conducting software quality measurement and evaluation, trne developer’s

procesb-should-be-taken-inte-account:

NOTE 1 Related Life cycle processes are described in ISO/IEC 12207:2008. Including activities are described in sub
clause 6.4 and 7.1.

NOTE 2  An overview of software product quality evaluation process can be found in ISO/IEC 25040.

Developers shall coordinate evaluation activities with supporting processes and activities.

NOTE 3  Software supporting processes are described in ISO/IEC 12207:2008, including in particular the quality
assurance process (sub clause 7.2.3), the software verification process (sub clause 7.2.4), the software validation process
(sub clause 7.2.5) and the software audit process (sub clause 7.2.7).

Many data analysis methods require data from previous projects developed under similar conditions and with
comparable quality requirements.
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Developers should, therefore, apply a development model similar to one that has been used in previous
projects in the developer's organization, not excluding additional requirements, in order to achieve the
developer’s purposes.

7.2 Establish the evaluation requirements

7.2.1 Inputs and outcomes of this process
The following should be inputs for this activity:

a) product quality evaluation needs;

b) product quality requirements specification;

c) applicable[measurement tools and methodologies;

d) product to pe evaluated including intermediate and deliverable products

The following ghould be outcomes of this activity:

a) specificatipn of product quality evaluation purposes;

b) specificatipn of product quality evaluation requirements;

c) high level product quality evaluation plan.

All product parts to be included in the evaluation shall be identified and documented.

From the developer's perspective, information about product includes also static artefacts such |as the
following:

-product spdcification;
-program solirce codes;
-production manuals;
-product degcriptions.

This activity cgnsists of the following tasks.

7.2.2 Establish the purpose of the evaluation

The purpose of the product quality evaluation shall be documented based on the role of developers as p basis
for the further ¢valdation activities and tasks.

Developers shouldevaluate both static and dynamic miermeadiate, as well as deliverable product in order to
achieve their role.

The purpose of evaluation of static and dynamic intermediate product quality may include the following:

-to assure the quality of intermediate products design;

-to improve the quality of intermediate products;

-to assure the quality of intermediate products;

-to predict or to estimate deliverable products quality;

-to determine the cause of failures of intermediate products during testing;
-to decide the acceptance of the intermediate products from subcontractors;
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-to decide the completion of life cycle stages and when to send products to the next stage;

-to collect information of intermediate products in order to control and manage the development process;
-to access the ongoing feasibility of the development project;

-to improve the productivity of design, implementation and testing process;

-to train a personnel for product quality evaluation project.

The purpose of evaluation of static and dynamic deliverable product quality may include the following:

-to assure the quality of deliverable products;
-to decide when to release the products;

-to apsess both positive and negative effects of a product when it is used;
-to select a product from among alternative products in order to use a system product;
-to cpmpare the product with competitive products in order to use a system product.

7.2.3 | Obtain the software product quality requirements
The stakeholders of the product development shall be identified.

Prior tp software product quality evaluation, quality requirements—should be defined in terms of quality
characjeristics and subcharacteristics (see ISO/IEC 25010) and the product quality requirements specification
shall b¢ provided as the following:

-In the| case of evaluation of design documents, product/quality requirements should be defined by using
external quality measures and/or quality in use measures;

-In the|case of evaluation of intermediate products,product quality requirements should be dgfined by using
internal quality measures;

-In the|case of evaluation of deliverable products, product quality requirements should be dgfined by using
external quality measures and/or quality in_use measures.

Evaluators should examine the product'quality requirements based on the target entities of thg evaluation for
each qgality characteristics and subCharacteristics.

The extent to which the quality evaluation covers the specified software quality requirements shall be defined,
taking |into account the preduct quality requirements, in order to specify the product quglity evaluation
requiredments. This decision should be made based on constraints such as evaluation budget, target date for
the evaluation, purpose-ef the evaluation and use criticality of the product.

At the [nitial stage‘of evaluation, these quality requirements should be studied and identified, fqr planning and
implementing-the“evaluation.

Develgpers’should establish both product quality requirements and quality in use requirements| by using each

The completeness and correctness of the quality requirements specification should be evaluated to ensure the
product quality evaluation that all the necessary requirements are specified and unnecessary requirements
are excluded.

The developers need to evaluate the product against these requirements before delivery.

In order to achieve software product quality to satisfy both stated and implied needs, it is important to make
every effort for exploring and specifying implied needs in sufficient detail for all relevant quality characteristics.

The quality requirements specification should be assessed by the acquirers, and by the end users to assess
the specified implied needs.
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User experience with prototypes frequently leads to the more accurate statements of requirements for quality

in use.

Software product quality evaluation should be used to predict and verify product quality during development,
by specifying requirements for internal measures of software product quality for intermediate products in the
development process.

The measured value of software product quality of the deliverable products for specific intended users can
subsequently be evaluated against initial requirements.

The goal is to identify problems in achieving the desired product quality at the earliest possible stage in the
development process.

Developers sh
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these using a
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be the requirements for internal measures of software product quality te~verify the qu
oducts during development.

es of development, requirements for internal measures of software product quality are
ne quality of intermediate products to be verified.

of target static software product (e.g. the specification or-Source codes) can be meast
res of software product quality.

res of software product quality are the most interesting during development process.

is an example of quality measures that ¢can be measured by internal measures.

br external measures of software product quality. Internal measures of software product
ed as indicators to estimate external measures of software product quality.
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quality assdrance of deliverable products, the target entities of the evaluation should b
eliverable-products as the following:

cification;

dentify
product
ality of

Hefined

red by

res of software product quality can be used as indicators of external measures of properties.

pf the required internal measures—of software product quality will contribute to me¢et the

quality

broduct

b static

wea-codes:
cH 0S5

-program so

-production manuals;

-deliverable
-testing resu
-executable

product descriptions;
Its (system integration test, operation test before product release);
program of testing.

In the case of improvement of product quality and productivity of development process, target entities of

evaluation sho

uld be static and dynamic intermediate products as the following:

-design documents;

-specification of products;

-program source codes;

14

© ISO/IEC 2012 — Al rights

reserved


https://iecnorm.com/api/?name=35718cecfc271ca1de0485e20b7d0d7f

ISO/IEC 25041:2012(E)

-testing document (unit test, system integration test);

-executable program of testing.

7.2.5

Define the stringency of the evaluation

The evaluation stringency for each target product part shall be defined based on the product quality

require

ments specification.

In the case of evaluation of requirements specification during design review stage, the evaluation stringency
shall be defined for each product quality characteristics and quality in use characteristics from external view.
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hed for each product quality characteristics from internal view.

b defined for each product quality characteristics from internal view.

case of evaluation of deliverable products during prototyping or system)integration tes
ion stringency shall be defined for each product quality characteristics and quality in use
ternal view.

aluation stringency should be related to a set of characteristics and subcharacteristics
bd evaluation levels which define the evaluation techniques to be applied and evaluatio
bd.

7.3 $pecify the evaluation

7.31
The fol

a) spg

Inputs and outcomes of this process
owing should be inputs for this activity:

pcification of the product quality evaluation requirements;

b) specification of the product quality requirements;

c) hig

The fol

h level product quality evaluation plan.

owing should be-ouicomes of this activity:

a) specification of'selected quality measures;

b) specification-of decision criteria for product quality measures;

tringency shall

case of evaluation of deliverable products quality during unit testing stage, the evaluafion stringency

ting stage, the
characteristics

that establish
n results to be

c) spfcification of decision criteria for product quality assessment;

d) revised high level product quality evaluation plan.

From the developer’s perspective, information about the product include also static artefacts such as the
following:

-product specification;

-list of target entities that include static and dynamic intermediate products and deliverable products.

This activity consists of the following tasks.
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7.3.2 Select quality measures (evaluation modules)

The evaluators shall select quality measures (evaluation modules) to cover all software product quality
evaluation requirements.

The product quality measures for each target product parts to be evaluated shall be defined based on the
purpose of quality evaluation.

In the case of evaluation of requirements specification during design review stage, the quality measures shall
be selected from the set of external quality measures and quality in use measures.

In the case of evaluation of intermediate products during the implementation stage, the quality measures shall

be selected frd

In the case of
shall be select

In the case of
shall be select

Product quali
appropriate qu

m the set of internal quality measures.

evaluation of intermediate deliverable products during unit testing stage, the quality me
bd from the set of internal quality measures.

bvaluation of deliverable products during system integration testing stagefthe quality me
bd from the set of external quality measures and quality in use measures.

y evaluation requirements should be allocated to each preduct component, to
blity measures that are used to evaluate the product quality can'be assigned.

The product quality evaluation methods shall be documented, takingyinto account the activities

performed in o

When the spe
the evaluation

Such identific
suppliers, the

The descriptio
which the meth

When specify
the interpretati

Rigorous mea;s
of the target pr

Measurement
characteristics
set and comq
comparing pro

rder to achieve the evaluation results.

pified evaluation methods are based on the use of a-software tool, the tool shall be iden
pblan.

velopers).

n of the evaluation methods shall be*completed by the identification of product compong
ods are to be applied.

he evaluation, expert analysis of the measurement is required in order to interpret the
bn procedure shall be specified.

surements are required to make reliable comparisons, between measured value of the p
oducts and criterion values.

procedurés —should be able to apply a measurement function to the software
(or subcharacteristics) they claim to be measuring with sufficient accuracy to allow criter|
arisons. to be made. Data from checklists and expert opinion may not be reliablg
Hucts with different properties.

asures

asures

which

to be

ified in

ion shall include at least the name of the:fool, its version identification and its origins (¢.g. the

P

bnts on

results,

roperty

quality
a to be
when

Permissible error range should be specified for possible measurement errors caused by measurement tools or

human errors.

The evaluation specification shall comprise the following:

-scope of the evaluation referring to the product components as identified in the product description;

-cross-reference between the information needed to perform the evaluation and the target product
components and other related documents listed in the product description;

-specification of measurements and verifications to be performed and references to the target product
components;

16

© ISO/IEC 2012 — Al rights

reserved


https://iecnorm.com/api/?name=35718cecfc271ca1de0485e20b7d0d7f

ISO/IEC 25041:2012(E)

-mapping between the specification of measurements and verifications and the evaluation requirements
together, with the reference to standards or the justification for each measurement or verification listed.

This task is usually executed by iterations, mainly when evaluating quality of intermediate products, since
some measures can only be selected as the design of the software artefacts evolve.

Internal measures of properties can be used as quality indicators of intermediate products.
In particular, internal measures of software properties are often used as indicators of deliverable product

quality; however, there is no validated general or direct relationship between measured values by internal
quality measures and those by external quality measures.

However, It is commonly accepted that quality indicators provide useful guidance when used wiih care.

Use ofl quality indicators allows the software developers to identify possible quality preblenps early in the
development and to take corrective actions immediately.

There Is no known universal set of quality indicators that is suitable for every software development effort.
There are differences in applications area of target systems and software products, development methods and
tools uped, project organizations and corporate culture. Therefore, someé.guality indicators may be useful in

one organization, but not in others.

For eath requirement for external measures of software product-quality, one or more propertigs are selected
to represent that are required during development.

Assigned values by the internal measures to the target Software properties are used to confrol the quality
during development.

The evpluators shall define a set of internal measures of software properties that:
- coVers every relevant intermediate products and activities,
- is gppropriate for the application domain and for the method to be used in the development,

-covers identified product and. development risks. Examples of development risks inglude unstable
spegcifications, identified problems not being resolved, running behind schedule, etc.

Approgriate internal meaSures as the trend measures for estimate the quality of intermediate products should
be incllided.

When pppropriaté/internal measures are applied periodically, some measures are useful for|identifying the
trends pf the quality of products in the software development process.

r of resolved

Examples/of such trend measures are ‘Number of testing completed modules’, ‘Numbg
proble 3 i neek etc

The evaluators shall define the set of internal measures to software properties that relate to external
measures of software properties, or correspond to quality requirements.

These values of internal measures of properties are used as indicators of product quality characteristics or
subcharacteristics. Relevant intermediate products should be analyzed and internal measurement data be
collected for the following two purposes:

-to evaluate the quality of the intermediate products to find whether the quality requirements are
satisfied;

-to predict the quality of deliverable products.
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ISO/IEC 2502n can be used as guidance for selecting quality measures.

The evaluators shall describe the predictive model for the defined quality indicator; i.e., the relationship
between the indicators and the external measures of software properties.

An indicator does not require a rigid one to one relationship with the properties it seeks to measure. However,
the link between the indicator(s) and the relevant property(s) should be clearly defined.

For efficient management use, the number of indicators should be kept low. Priority should be given to
indicators that can be supported by data already collected during existing processes, such as configuration
management or system integration testing.

The evaluatorg shall define conditions under which the measurement is to be performed.

This means identifying other properties whose value influence the measurement and define-the vajues of
these propertigs.

By definition the value of software properties by internal measures can be obtained independently qf other
properties.

7.3.3 Defing decision criteria for quality measures

Decision criter|a for defining a mapping from measured values of each selected quality subcharacterigtics or
characteristics|to rating levels shall be defined for the each selected quality'measures.

The rated levgl of each selected quality subcharacteristics or characteristics of the target product shall be
determined by[a measured value for each selected measure by:using the defined mapping.

In the case of evaluation of requirements specifications-by design review, the decision criteria for|quality
measures shall be defined for each product quality characteristics and quality in use characteristics.

In the case of valuation of intermediate product during implementation stage, the decision criteria for|quality
measures shall be defined for product quality characteristics.

In the case of evaluation of intermediate €xecutable product during unit testing stage, the decision criteria for
quality measures shall be defined for preduct quality characteristics.

In the case of ¢valuation of deliverable product during system integration testing stage, the decision criteria for
quality measures shall be defined-for each product quality characteristics and quality in use characterisfics.

7.3.4 Defing decision<riteria for evaluation

Decision criterja for-evaluation of the target product by summarizing the results of rating (quality measures)
shall be defined based on the quality requirements for the target product.

The evaluators should prepare a procedure for further summarization, with separate criteria for different
quality characteristics, each of which may be in terms of individual subcharacteristics and quality measures, or
a weighted combination of subcharacteristics and quality measures.

The summarization results should be used as a basis for the product quality assessment.

In the case of assessment of requirements specifications by design review, the decision criteria for quality
evaluation shall be defined for each product quality characteristics and quality in use characteristics.

In the case of assessment of intermediate product during implementation stage, the decision criteria for quality
evaluation shall be defined for product quality characteristics.
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In the case of assessment of intermediate product during unit testing stage, the decision criteria for quality
evaluation shall be defined for each product quality characteristics and product quality subcharacteristics.

In the case of assessment of deliverable product during system integration testing stage, the decision criteria
for quality evaluation shall be defined for each product quality characteristics and quality in use
characteristics.

7.4 Design the evaluation

7.4.1 Inputs and outcomes of this process

The foljewirg-sheuld-be-irputsforthisactvity:

a) specification of product quality evaluation requirements;

b) specification of product quality requirements;

c) spegcification of selected quality measures (evaluation modules);
d) spegcification of decision criteria for product quality measures;

e) spegcification of decision criteria for product quality assessment;
f)

The foljlowing should be outcomes of this activity:

=.
Q

h level product quality evaluation plan.

a) defailed product quality evaluation plan;
b) prqduct quality evaluation methods.

All prodluct parts to be included in the evaluation shall be identified and documented.

From the developer's perspective, information about product include also static artefacty such as the
following:

-spetification of products;
-program source codes;
-prodluction manuals;
-prodluct descriptions.

This agtivity, consists of the following task.

7.4.2 Plan evaluation activities

The identified product quality evaluation activities shall be scheduled, taking into account the availability of
resources such as personnel, software tools and computers.

Evaluators should create the product quality evaluation plan based on the purpose of evaluation and the
target entities of evaluation.

Developers should create the product quality evaluation plan corresponding to quality requirements of static or

dynamic, intermediate or deliverable product by using internal or external measures of software product
quality.
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The quality evaluation plan for each development stage should include 5W3H (Why, What, When, Who,

Where, How to

-purpose of t

, How much and How many) as the following:

he quality evaluation for each product life cycle;

-target product parts to be evaluated;

-evaluation activities, including the schedule and resources involved correspond to each stage of
development;

-responsibilit

y of evaluation activities correspond to each stage of development;

-area and erq

-measures, method, and measurement tools used for evaluation;

-budget.

In the case th4
internal measu

In the case th
system integrg
measures.

Quality evalua
Evaluation of ¢
stages of devsg

development.

Prototyping pr
order to verify

The evaluation

The evaluatior
why the evalug

This should b
considering at

-evaluati

-evaluati

vironment for quality evaluation;

t the target entity is a static product, the method of evaluation is a design' review based
res of software product quality.

at the target entity is a dynamic product; the method of evaluation is a testing (unit
tion testing) based on the external measures of software ‘preduct quality and quality
ion activity shall be performed at suitable timing during software development life cycle §

esign document and requirements specification‘should be performed at the practically
lopment in order to achieve high quality product and improvement of productivity of s

he feasibility of high quality product-realization that corresponds to the quality requireme
plan should have no duplicating tasks.

plan should include the decision points in the evaluation process which determine wh
tion can be completed\(i.e. acceptance or rejection criteria) and/or be stopped.

b done in order. to decrease the risk of errors and to reduce the planned evaluatior
east the follewing items:

bn budget;

bnimethods and adapted standards;

on the

esting,
in use
fage.

parliest
pftware

bduct should be developed and evaluated for the purpose of the new product developinent in

nts.

en and

effort,

-evaluation tools;

-evaluation activities, including the schedule and resources involved.

The evaluation plan shall include the evaluation purpose. The evaluation plan should consider the evaluation
context within the organization (see in ISO/IEC 25001 the role of an evaluation support group and in
ISO/IEC 25001 Annex A: The quality evaluation project plan template). The evaluation plan should include the

following:

-purpose of the product quality evaluation;

-organizations involved in the evaluation, such as the independent evaluation organization, product

developers
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-evaluation budget;

-information products expected from the evaluation;
-schedule for the evaluation milestones;

-responsibilities for the parties involved in the evaluation;
-environment for evaluation;

-evaluation methods and tools;

-decision criteria for product quality measures;
-decision criteria for product quality assessment;
-adopted standards;
-actiyities for evaluation.

During|early stages of the evaluation, some of the items of the evaluation.plan can only be de

level. Therefore, the evaluation plan shall be revised as the evaluation activities evolve, provi
information that allows the plan to be adjusted or detailed.

Develdpers shall define in which life cycle processes and agctivities the measurement and ev
product properties will be implemented. The measurement) and evaluation of the internal
normally take place during development process.

Develagpers shall consider any influences on the spftware development activities. The set of
may inmply a change in the development process;.through its need for data acquisition.

Develagpers shall define contingency actions{dike extra evaluation, if measurement results are
alarming.

Hardware or software tools may /have to be allocated, evaluated, accepted, adapted or
implenjent the measurements.

The sgt of measurements qmay imply a change in the organizational structure used to produg
systent.

The qyality assurance:/ control organization or the entire development team may need trainin
the mepsurements‘and data collection procedures.

If the implementation of measurements has caused changes in the development process, th

fined at a high
ding additional

aluation of the
properties will

measurements

nconclusive or

developed to

e the software

j in the use of

b development

team nllay need to be educated about the changes.

7.5 Execute the evaluation

7.5.1 Inputs and outcomes of this process

The following should be inputs for this activity:

a) detailed product quality evaluation plan;

b) specification of product quality evaluation requirements;

c) specification of product quality requirements;
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h) product to

specification of selected quality measures;
specification of decision criteria for product quality measurement;
specification of decision criteria for product quality assessment;

specification of product quality evaluation methods;

be evaluated including intermediate products.

The following should be outcomes of this activity:

a) results of measurement of product quality;
b) results of groduct assessment and evaluation.
From the deVeloper's perspective, information about product include also static artefacts such
following:
-product spdcification;
-program solirce codes;

-production manuals;

-product des

This activity cq

7.5.2 Make

Evaluators shg
diagrams and

In the case of
Appropriate p€

Measurement
quality evaluat

-detected iss

-used check

criptions.

nsists of the following tasks.

measurements

esting document, executable product) based on the evaluation plan.
static product measurement, target entities should be reviewed.
rson should be assigned.for design review.

value should be-recorded based on the result of design review corresponding to the

ues list;

list for/design review that includes decision criteria for measures.

uld measure the quality of static and dynamic products (e.g. requirements specification,

on plan. Additional information about design review should be recorded as the following:

as the

design

product

In the case of dynamic product measurement, target entities ot executable product should be tested.

Appropriate person should be assigned for testing.

Measurement value should be recorded based on the result of testing corresponding to the product quality
evaluation plan. Additional information about testing should be recorded as the following:

-detected faults list;

-testing plan

-testing document includes decision criteria for measures.

22

© ISO/IEC 2012 — Al rights

reserved


https://iecnorm.com/api/?name=35718cecfc271ca1de0485e20b7d0d7f

ISO/IEC 25041:2012(E)

Result of measurement should be reported to the organization at appropriate timing during development life
cycle and be considered at the next stage of development. If result of measurements could not be accepted,
activity should not be forwarded to the next stage before resolving the issues.

Evaluation report should be reported before the next stage of development.

Detected issues of product quality should be recorded and resolved before the next stage of development in
order to improve the product quality and productivity of development.

Detected Issues of product quality shall be resolved at the earliest possible stages of development in order to
avoid remaining issues for further development stages in order to obtain effective improvement of the product

quality

and productivity of development.

The sglected product quality measures shall be applied to the products and components;, aq
evaluation plan, resulting in values on the measurement scales.

Quality] monitoring and control takes place during development. Actual values for-.the internal
collectg¢d. In case of undesirable values, the cause is analysed, thereby allowing¢he’developers
and react to problems.

Develagpers shall collect actual measurement values for defined internal~\properties according

data c
specifi

7.5.3

The de
the me

diagrams and testing document, executable productyduring software development life cycle.

In the
quality
in use

In the
applieg

In the
applied

NOTE 1
limitatio|

NOTE 2
limitatio|

llection actions. If the product quality requirements are changed) the developers shall
ation of the evaluation and the design of the evaluation.

Apply decision criteria for quality measures

cision criteria for the product quality measures based on the quality requirements shal
asured values in order to evaluate static and dynamic products (e.g. requirements speci
case of evaluation of requirements spegifications during design review stage, the decis
Characteristics.

case of evaluation of static inférmediate products, the decision criteria for quality mez
to the measured values forproduct quality characteristics.

case of evaluation ef\dynamic deliverable product, the decision criteria for quality med
to the measured Values for each product quality characteristics and quality in use chara

In the case.\of evaluation of static intermediate product, the decision criteria for quality meag
h of the number of detected issues.

Inthe case of evaluation of dynamic deliverable product, the decision criteria for quality meag
h of the number of detected faults.

cording to the

properties are
to understand

to the defined
reconsider the

be applied to
ication, design

bion criteria for

measures shall be applied to the measured values for each product quality characterisfics and quality

sures shall be

sures shall be
Cteristics.

ures can be the

ures can be the

7.5.4

Apply decision criteria for evaluation

The decision criteria for the product quality assessment based on the quality requirements shall be applied to
the result of the summarised values by using quality characteristics and subcharacteristics, in order to
evaluate static and dynamic products (e.g. requirements specification, design diagrams and testing document,
and executable product) during software development life cycle.

NOTE 1 In the case of evaluation of static intermediate products, the decision criteria for quality assessment can be the
limitation of the summarised values of detected issues based on the results of reviewing.

NOTE 2  In the case of evaluation of dynamic intermediate products, the decision criteria for quality assessment can be
the limitation of the summarised values of detected faults based on the results of unit testing.
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The set of decision criteria shall be summarised into subcharacteristics and characteristics, producing the
assess results as a statement of the extent to which the product meets quality requirements. The evaluation

results should:

1.

requirements;

establish an appropriate degree of confidence that the product is able to meet the evaluation

that is

2. identify any specific deficiencies with regard to the evaluation requirements and any additional
evaluations needed to determine the scope of those deficiencies;

3. identify any special limitations or conditions placed on the use of the product;

4. identify any weaknesses or omissions in the evaluation itself and any additional evaluation
neede;

5. identify any options for the use of the product uncovered by the evaluation.

During softwa
established in
decisions abol
be changed or

Developers sh
from the deve
account. Quali

collect indicat¢r values and product measurement values for several projects to get the set of va

indicators.
Developers sh
Quality evalu
the product p

development s

Developers sh
stages of deve

7.6 Conclu
7.6.1

The following ¢

a) specifi

arti)on of the product takes place when the development has been completed. Actual val

de the evaluation

Inputg and outcomes of this process

e development, it is usual to perform several assessments according,-to the milg
the evaluation plan. The results of the evaluation are important for supporting mar
t next stages in the software development life cycle. For instance, do.the requirements

are more resources needed for the development process.

buld use actual values of defined indicators to estimate deliverable product quality. Exp

opment organization’s previous projects with similar qualitysrequirements should be ta
ty prediction is dependent on validated indicators. A deVelopment organization will first

buld use actual values to monitor trends in order to identify development risks.

perties are collected. If possible, components of the product may be measured bef
completed.

opment, maintenance of the-product or the next software development.

re requiredtinputs for this activity:

cation of product quality evaluation requirements;

T

stones
agerial
have to

Brience
n into
ed to
lidated

ues for
bre the

ould appropriately feedback-the results of measures and evaluation to successive tasks or

b) actual

results of product quality evaluation plan;

c) specification of product quality evaluation methods;

d)

results of evaluation.

The following are outcomes of this activity:

a) product qu

ality evaluation report.

From the developer's perspective, information about product includes also static artefacts such as the

following:
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-product specification;
-program source codes;
-production manuals;
-product descriptions.

This activity consists of the following tasks.

7.6.2 Review the evaluation results

The evpluators and the requesters shall carry out a joint review of the evaluation results.

Evaluators group shall review the results of evaluation of static deliverable products’ (e.g| requirements
specifigation, design diagrams and testing document).

Target| entities of review are the results of static intermediate or deliverable) products (e.g| requirements
specifigation, design diagrams and testing document).

Result jof the evaluation should be reviewed based on the records of results and the process of gvaluation.
Necessary information about evaluation can be taken into accountiin order to perform suitable review.
Indepehdent evaluation organization should be assigned for/eviewing.
Approgriate person should be assigned for reviewing.

Reviewing the results of static product quality evaluation should be performed based on the quglity evaluation
plan and evaluation report. Additional information‘about reviewing may be necessary as the follpwing:

-detqcted issues list;

-usefl checklist for design review that includes decision criteria for measures.
Reviewing the results of dynamic product quality evaluation should be performed based fon the quality
evaluation plan and evaluation- report. Additional information about reviewing should be ned¢essary as the
following:

-detgcted faults list;

-test|ng document including decision criteria for measures.

Reviewing the results of product quality evaluation should be performed at suitable timing during development
life cycje:

Reviewing report should be submitted before the next stage of development.

Quality of evaluation results should be assured and improved by the reviewing in order to achieve the
deliverable product quality and improvement of productivity of development.

Joint review between the persons acting at the previous stage and after stage of development should be
performed during development life cycle.

The evaluators group shall review the results of the evaluation and the validity of the evaluation process,

indicators and measures applied. Feedback from the review should be used in order to improve the evaluation
process and evaluation techniques (evaluation modules).
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When it is necessary to improve the evaluation modules, the data collection for extra indicators should be

included, in order to validate them for later use.

7.6.3 Create the evaluation report

Evaluators should create the quality evaluation report based on the quality evaluation plan and the final
of evaluation of static and dynamic products (e.g. requirements specification, design diagrams and
document, executable program).

The quality evaluation report should be created based on the fixed quality evaluation plan.

results
testing

The quality evaluation report should include the results of both reviewing static product and testing dynamic

product based|on the quality evaluation plan.

The quality evaluation results shall be reviewed in order to assure the quality of quality evaluation report.

The quality evaluation report is different depending on the target entities of the evaluation.

The quality evaluation report for static product should include the following information:;
-detected isgues list;

-used check|list for design review that includes decision criteria for measures.

The quality evaluation report for dynamic product should include the fellowing information:
-detected fauilts list;
-testing plan

-testing docyment.

The quality evgluation report should be submitted tdtthe organization at suitable timing before the next stage

of development.

For example, the quality evaluation report of static intermediate products such as testing specification
be submitted Hefore testing.

The quality evpluation report of static. and dynamic deliverable products should be submitted before
release.

The quality evaluation report.should be confirmed by the concerning stakeholders.

Joint review fof the quality evaluation report between the persons acting at the previous stage and at t
stage should be performed during development life cycle.

should

product

ne next

Depending on kew
1. the product quality evaluation requirements;
2. the product quality requirements;
3. the product quality evaluation plan;
4. results from the measurements and analysis performed;
5. intermediate results or interpretation decisions, when specified the evaluation plan;

6. any limitations, constraints, deficiencies, or exclusions in an evaluation activity, including their
on the use, configuration, modification, or general maintenance of the product over time;
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7. the evaluators and their qualifications;

8. any differences between the product versions assessed and the corresponding evaluation inputs; i.e.,
documentation or courses;

9. resolutions or workarounds in the event of a deficiency;
10. any other information necessary to be able to repeat or reproduce the evaluation;
11. results of the evaluation.

As a results of the analysis of the quality evaluation activities, the quality evaluation report should identify:

1. | each deficiency, any relevant analysis, and how each deficiency was resolved/| Resolution of
deficiencies may include the fact that:

-one of the evaluation methods has provided assurance that the deficiency-is*not majorn
-a satisfactory “workaround” can be found to alleviate the impact of the deficiency; e.g.|modification to
the product, disable or remove unneeded functionality, regenerate/missing design requjrements using
reverse engineering;

-the original requirement is not mandatory and the deficiency-ean be accepted;

-the deficiency is acceptable provided that the usé€,of the product will be controlled by specific
conditions or limitations;

-additional evaluation works are required to resolve the deficiency or gaps in the evalugtion.
2. | any additional quality evaluations performi€d to resolve any identified deficiencies:
-to determine the scope or impact of@a deficiency;

-to establish confidence that there is no deficiency;

-to verify that a workaroundis technically feasible and/or suitable and acceptable;

-to verify the correctiand acceptable performance of the software once a design change or changes
have been madg to correct deficiency.

3. | In a case where it is necessary to limit or control the use of the product, whether the limjtation:
-interferes with the product meeting the mandatory requirements of the application;

4dmpacts on the application's design, budget, and schedule;

-requires additional evaluation work;
-introduces any possibility of failure in the application.

4. any exclusions from scope of quality evaluation and/or restrictions on the results for each evaluation,
such as:

-this evaluation does not include a detailed review of the functionality of the product;

-this product is deemed to be qualified to the required integrity level provided a full evaluation of the
required functionality for the product is completed successfully.
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5.

the product to be made.

the integrated results of all the evaluation activities to allow an overall conclusion for the evaluation of

Comments to the quality evaluation report shall be disposed and included in the final version of the report.

7.6.4 Review quality evaluation and provide feedback to the organization

Evaluators should report the final results of quality evaluation of static and dynamic product (e.g. Quality
evaluation report, requirements specification, design diagrams and testing document) to organization in order
to reuse the next development or evaluation project.

Evaluators shq

mation

system that ing

Evaluators sh
personnel prof

Developers sh

Evaluators sh4
measures app

Feedback fron
techniques (ev

When it is neq

included, in ordler to validate them for later use.

NOTE1  Qud

NOTE2 The
development prq

7.6.5

Evaluators shq
(e.g. requirem
development 0

Evaluators shq
using common

When the evaluation.is completed, the data and the evaluation items shall be disposed accor

requirements ¢

Perform disposition of evaluation'data

uld refer tha-information about nraviaus similar avaluation nraiact hyv usina commaon-info.
tHe—+8+8— 8- HHoHRaHOR—-abOH—PFeHOU HRHa—8VatbaHoR-projectby-HsSHg

luded in database in order to perform next evaluation project.

puld feedback the information about actual results of evaluation project such.'as kno
le and other useful information in order to reuse and support the next evaluation‘project.

bll make the data collected available to the organization for use in other evaluation projed

ied.

n the review should be used in order to improve the-evaluation process and eva
aluation modules).

essary to improve the evaluation modules, the data collection for extra indicators shq

ity evaluation review and feedback is describeddn1SO/IEC 25001.

results of product quality evaluation can>be used to obtain feedback on the extent to which
cesses, design methods or CASE tools.can be used to meet quality requirement.

uld review and dispose the final results of quality evaluation of static and dynamic p
ents specification, design diagrams and testing document) in order to reuse at th
r evaluation project:

uld refer to the.previous actual results of quality evaluation of static and dynamic prod
informatiofsystem or data base.

f the requesters.

w-how,

Il review the results of the evaluation and the validity of the evaluation process, indicatprs and

luation

uld be

Hifferent

oducts

e next

icts by

ling to

This shall be done in the one of the following ways, depending on the type of data:

-the documents submitted to the evaluation shall be either returned to the requesters or archived for a
specified duration or destroyed in a secure way;

-the evaluation report and the evaluation records shall be archived for a specified duration;

-all other d

ata shall be either archived for a specified duration or destroyed in a secure way.

When the specified archiving duration expires for some data, it shall be either archived again for a specified
duration or destroyed in a secure way.
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8 Requirements and recommendations for acquirers evaluation process

8.1 General requirements

The quality evaluation process for acquirers approach contains requirements, recommendations and
guidelines for the systematic measurement and evaluation of product quality during acquisition of
“Commercial-off-the-shelf’ products, custom products, or modifications to existing products.

It is used by organizations that are planning to acquire or reuse an existing or pre-developed product. It can
be applied for the purposes of deciding on the acceptance of the product or for selecting a product from
among alternative products (a product may be self contained, a part of system, or it may be part of larger

produ

)

When applying the process of acquisition, the evaluators shall take into account the following*sp

7

Acquir¢rs should evaluate both static and dynamic product in order to achieve their role:

Acquirgrs should evaluate static product in order to achieve the following purposes:

-to in
-to a

hprove the quality requirements of acquiring product;
ssure the design specification of acquiring product before an acquisition.

ecific issues.

Acquirgrs should evaluate both static and dynamic product in order ta-achieve the following purposes:

-toc
-to a
-to in
-to tn

bmpare and to select the off-the-shelf product;

ccept the custom-made product supplied from developers;
hprove the productivity of acquisition process;

pin the personnel for product quality evaluation.

Acquirgrs shall coordinate evaluation activities with supporting processes and activities.

Many dlata analysis methods require data from ‘previous projects acquired under similar cond

compa

rable quality requirements.

Acquir¢rs should, therefore, apply an acquisition model similar to one that has been used in pr

in the
purpos

Also th

Produd
prior to

acquirers’ organization, not_exeluding additional requirements, in order to achieve
eS.

e same set of properties should be applied in the projects to allow for data analysis.

t quality requirements express the users’ needs for the product under consideration, a
the acquisition (see ISO/IEC 25030).

8.2 [Establish'the evaluation requirements

8.21

Inputs and outcomes of this process

tions and with

bvious projects
the acquirer’'s

hd are defined

(for inputs and outcomes of this process refer to clause 7.2.1).

From the acquirer’s perspective, information about product includes static artefacts such as the following:

-product specification;

-production manuals;

-product descriptions.

This activity consists of the following tasks.
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8.2.2 Establish the purpose of the evaluation

The purpose of the product quality evaluation shall be documented based on the role of acquirers as a basis

for further evaluation activities and tasks.

Acquirers should especially evaluate static and dynamic deliverable product in order to achieve their specific

role.
The purpose of evaluation of static intermediate product quality may include the following:

-to improve the quality of requirements specification;

-to improve the Ir\rr\r’h mﬁ\/ify of s\r\nlllieiﬁnn Process;

-to train the personnel for quality evaluation of the product acquisition.

The purpose of evaluation of static and dynamic deliverable product quality may include the following:

-to accept a jhigh quality product;

-to decide o acceptance of a custom-made product from developers;

-to assess bpth positive and negative effects of a product when it is used;
-to select an|off-the-self product from the vendor;

-to select a product from among alternative products;

-to compare|a product with competitive products;

-to assess the needs of modification to existing products.

The evaluatior} process according to the acquirer's perspective’is, in general, part of an acquisition p
as defined in ISO/IEC 12207:2008. In such case the purpese of the evaluation should be established

following:

-the acquisifjon process to be followed and how €valuation input requirements are to be communic

the supplief;

-whether thg product will be used for a-specific application, for a collection of specific applications,

generic range of applications;

-whether any| evaluation has been-done by second or third parties, or whether any evaluation activit

planned to bg performed later-

NOTE See|examples of-aicombined evaluation and acquisition process in Figures 3 and 4.

focess,
as the

ated to

br for a

ies are
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Preselect products and suppliers based on

product user feedback, review of product documentation and
training courses, literature surveys, and product trial.

Prepare software and acquisition requirements

and issue request proposal/tendering

ISO/IEC 25041:2012(E)

Evaluate suppliers based on quality system,
software engineering process, software
maintenance process, and capability

Evaluate software products based on
external evaluation results, product
documentation, product operating
experience, product prototyping, other
product evaluation methods.

I

Select product and supplier and issue
contract

Perform acceptance testing and

accept/reject the product

Perform any additional evaluation

Integrate product into larger system or
use standalone

Figure 3 — Example evaluation/acquisition process for “off-the-shelf’ products
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Issue request for information

v

Preselect supplier based on other customer feedback,
quality system, software engineering/maintenance
and capability.

v

Prepare software and acquisition requirements

And issue request for proposal/tendering

|

Evaluate suppliers based on formal evaluation of
quality system, software engineering process, and

capability.

v

Select supplier

v

Specify requirements on supplier quality plan
software engineering development process, verification‘and
validation process, joint review and audit process,
deliverables.

v

Issue contract along with any software productito be modified (if

required) +

Manage and monitor supplier-performance to supplier quality

plan +

Perform acceptance testing and accept/reject delivery of
ustom/modified software product

v

Perform any additional evaluation

Integrate product into larger system
or use standalone

Figure 4 — Example evaluation/acquisition process for custom software or modifications to existing
software

The evaluation process may be combined with the acquisition process (defined in ISO/IEC 12207:2008)
summarized below, so that the evaluation results can contribute to the final acquisition objectives:

-Initiation - identification of software requirements for the product to be acquired, the acquisition plan, and
the acceptance strategy and criteria;

-request-for-proposal (-tender) preparation - specification and documentation of acquisition requirements;

32 © ISO/IEC 2012 — All rights reserved


https://iecnorm.com/api/?name=35718cecfc271ca1de0485e20b7d0d7f

ISO/IEC 25041:2012(E)

-contract preparation and update - supplier selection, contract preparation and negotiation
change control;

, and contract

-supplier monitoring - evaluation activities performed during contract execution leading to acceptance and

delivery of the product;

-acceptance and completion - activities performed during product acceptance and delivery of the deliverable

product.

The acquirer needs to define both the evaluation process and the acquisition process to achieve the
evaluation requirements during acquisition. In the context of larger system development, the acquisition and
evaluation activities to be followed needs to be integrated with other development and integration activities,

and identified in a project measurement plan as speciied in ISO/IEC 25007T; 1.€., SpeC
implementation considerations for evaluation include the following considerations:

-a product quality requirements specification required for evaluation can form the.basis
requirements required for the request-for-proposal (-tender);

-separate preliminary evaluation activities may be needed to pre-select products and supplier|

-supplier and product information requirements for evaluation need\to” be specified in
requirements or during contract preparation;

-evaluation activities can be executed as part of proposal*evaluation, during monitori
exgcution, as part of product development, as part of formal product acceptance, or after p

The evpluation process should consider:
-all project management constraints; i.e. Availability-of resources and expertise to perform

activities, schedule and budget allowance,~possible dependencies or risks, key as
assumptions about the evaluation effort itself;

UJ

fic acquisition

for acquisition

he acquisition

g of contract
oduct delivery.

the evaluation
sumptions, or

-the pcquisition process and information.required from suppliers during tendering; evaluations performed
byl other second (for example, acquirers who evaluate the product provided by supplier) pr third parties

that could be used to reduce the evaluation effort for the product;

-whgther the product will be reused in future applications and the documentation necessary
futyre evaluations of the product;

to support any

-whgther the evaluatjon-methods are still compatible with the sproduct quality requirements specification;

-the different views of evaluation according to the acquisition perspective as in Figure 5. Th
thaf the evalUation of a product may take into account information from different views such

viey, the process view and product in use view, resulting in the view of the evaluation results.

s figure shows
as the product
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VIEWS OF EVALUATION INPUTS

PRODUCT VIEW
User & Technical Software Quality  Cost P
v Documents Requirements * A ¢cocoment g
I ~a D
E U
\%
w I §
Quality System Operating ET
P \ . / . W
R Ensineer Evaluation History IN
o) ngineering Process Eailuyre
g Process Information V)
S
S Maiftenance — — E
S Process . .
Prototyping/ilesting

Necesspry Level of Confidence Additional Verification

Constraints
That Quality Requirements Met Usage of Product Activities Required

VIEW OF EVALUATION RESULTS

Figure 5 — Product quality evaluation process overview from acquirer’s perspective

8.2.3 Obtain the software product quality requirements

(see clause 7.2.3)

The end user ¢f the product shall.bg identified.

Acquirers sholld define the product quality requirements based on the target entities of the evaluation.

In the case of evaluation* of design documents, product quality requirements should be defined by using
internal measUyres ofsseftware product quality.

In the case of levallGation of dynamic deliverable products, product quality requirements should be defjned by
using external measures of software product quality and/or quality in use measures.

The product quality requirements specification forms the basis for the acquisition requirements used during
the tendering step in the acquisition process and the basis against which subsequent product quality
evaluation is performed.

8.2.4 Identify product parts to be included in the evaluation
(see clause 7.2.4)

In the case of improvement of accepted product quality or productivity of existing operational product, the
target entities of the evaluation should be both static and dynamic deliverable products such as the following:

-product specification;
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-production manuals;
-product descriptions;

-executable product during operation stage including in the operable system.
All product parts to be included in the quality evaluation shall be identified and documented.
NOTE 1 From the acquirer’s perspective, information about product includes also static artefacts such as the following:

-quality evaluation plan;

-quality evaluation report.

NOTE

- iye products, the
productk to be evaluated are mainly deliverable products or components.

Candidates for use and acquisition are products, which can be integrated into a larger system as components
or whigh can be used stand-alone. They are classified as the following:

a) commercial-off-the-shelf products;

b) exsting products developed or acquired for other applications, af,for a wide range of common
applications;

¢) custom products or modifications to existing products.

In the| case of software configuration items that are to~be integrated into a larger system, software
requirdments need to be defined for each item. In other cases, the system and the softwarg configuration
items doincide, and may be considered equivalent.

Hardware configuration items to be acquired may-€ontain software such as an operating sysfem resident in
firmwafe (i.e. ROM, PROM). When the existing software forms an integral part of the hardware|in this fashion,
it usually needs to be evaluated with the hardware configuration items.

In addifion the following shall be taken inte consideration:

a)| whether the suppliers ori.acquirers are willing and able to provide access to| the required

documentations, equipments, tools, software, courses and/or training, and the costs gssociated with
this;

b)| whether any conditions associated with the provision of access to any confidential| or proprietary
information exist’or not;

c)| whether the suppliers or third parties are willing and able to provide access to indivlduals with the
suitable. expertise to answer questions, and what are the costs associated with this, including travel
costs;

d) whether the evaluators have the expertise that is required to conduct the evaluation based on the
evaluation requirements, and budgets for obtaining the expertise;

e) whether any pre-tests required to establish that a product is fit for full scale testing or not.
8.2.5 Define the stringency of the evaluation
(see clause 7.2.5)

From the acquirer’s perspective, information about stringency of the product includes also static artefacts such
as the following:

-requirements specification of product.
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The scope of the evaluation process can be reduced through access to the results of evaluation activities
performed by third parties as long as the results are trustworthy. Such evaluation activities can comprise
preexisting certifications, product quality evaluations and/or process assessments. For example:

-software engineering processes for product development may be standardized to meet the requirements of

ISO/IEC 1

2207:2008, ISO/IEC 90003, or other sector-specific standards;

-the supplier's quality system under which the software is developed may be certified to 1SO 9001
requirements by a third party;

-the product

-the suppliel
parties to

-the softwarg¢ may be functionally evaluated as part of a larger system development stage;

-the produc
requireme

-the level o
previous €

-evaluations
informal o

The additional
application m3

suppliers in order to attain adequate confidence in the resultstof)others.

The evaluatiorn
and evaluator’

-acquirers of
-acquirers of

-a small or s
evaluation;

-for consum
product fro
purchase, 4

The acquisition]
ISO/IEC 12207

may be evaluated by third parties to ISO/IEC 25040 or ISO/IEC 25051 conformance;

SO/IEC 15504 conformance;

ts may have been previously evaluated for another application wijth )different i
nts;

coverage relative to the evaluation requirements that is necessary after reviewing
valuations conducted by others;
r formal evaluation activities.

costs and time required to obtain and interpret produet quality evaluation results for the
y affect the feasibility of this method. It may still be necessary to consult the evalus

process can be applied to a wide range of acquisition requirements, integrity require
5 group objectives; for example:
software packages may wish to evaluate a software package using only ISO/IEC 25051

products may use ISO/IEC 25040 and independent evaluation;

br software that'the evaluation process objective may simply be to select, test and acqu
m among other ‘similar products. The formal acquisition process is then reduced to
nd does noetinclude contract preparation.

process can also be tailored as for the evaluation process using the tailoring guidance ¢
:2008" and the required integrity level for the specific product to be acquired. Acquis

complete soft

y third

ntegrity

of any

on the products may have been performed by other parties within the organization through

target
tors or

ments,

ole acquirers may require a less formal evaluation process with minimum documentation of the

re one
putright

iven in
tion of

hare qufpme with high infpgrify rpqnirpmpnh will lmllally invoke the full set of ac

Jisition

activities and tasks, along with corresponding supply process activities and tasks that are specified in
ISO/IEC 12207:2008. Generally, as the integrity level increases, so should the amount of rigor, and the
number of activities and tasks associated with the acquisition and the evaluation process.

8.3 Specify the evaluation

8.3.1 Inputs and outcomes of this process

(for inputs and

outcomes of this process refer to clause 7.3.1)

From the acquirer's perspective, information about the product includes also static artefacts such as the

following:
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-list of candidate products and suppliers;

-results of actual number of installation;

-target system demonstrated.

This activity consists of the following tasks.

8.3.2

Select quality measures (evaluation modules)

(see clause 7.3.2)

The se
more o

-prog
-prog
-soft
-prog
-prog
-sup
-prot
-prog

A com
produc

a)

NOTE
quality

b)

f:
uct user and technical documentation (including on-line documentation);

uct quality evaluation based on supplier’s courses and training;

vare engineering process, including intermediate products;

uct operating history with suppliers;

uct operating history with customers;

bliers capability, support, and quality system (see ISOAEC 25040:2011, Annex B.6);
ptyping or other evaluation methods (see ISO/IEC.25040:2011, Annex B.7);

uct deficiency lists and related information (usually found on web sites).

bination of evaluation methods should be specified to allow selection of the products or
I's fitness for use. Issues to be evaluated include:

whether some of the considerations may be mutually conflicting (e.g. "Are costs ¢

evaluation requirements?")xIn this case it is up to the evaluators to make the nece
based on the prioritisation’of evaluation requirements.

ISO/IEC 2504032011, Annex C shows an example of ranking evaluation method
characteristics iy cost and effectiveness.

whether _the-evaluation provides adequate coverage or scope in the combination of m
considering:

L how-to demonstrate that software meets its specifications;

lection of product quality evaluation methods to be used includes reviewing or assessinent of one or

o establish the

f the selected

methods within budget?” may-not be compatible with "Do the methods collectively add@iress all of the

Esary tradeoffs

s for software

ethods chosen

- overlapping of coverage of methods to provide additional confidence;

- whether the set of activities, as a whole, provides an acceptable level of assurance that
complete coverage for those software quality characteristics of concern;

- the degree to which the methods complement each other;

there is

- the effectiveness and objectivity of each method in addressing a variety of characteristics;

- the variety of distinct approaches among the evaluation methods (e.g. some reviewing,
analysis, and some testing based methods);

some

- taking credit for any evaluation activities on the application that will ultimately be conducted as part of

the overall system development life cycle;
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- crediting evaluations performed by others.

c) use of “informal” preliminary evaluation activities like reviews or surveys or peer/user anecdotal
experience, trade journal product reviews, accessible product user documentation, or database
repositories of product reviews, in order to narrow the selection of products considered functionally
suitable for further evaluation.

Before crediting evaluations performed by others, the following should be considered:

a) whether the evaluation addressed the evaluation requirements with a degree of rigor consistent with
the integrity level of the application;

b) whethér the evaluation report identified the version of the product being assessed, the exten

evalu

c) whethgr the evaluation report identified any deficiencies in the products or the software” engi
process, recommended any corrective action to address those deficiencies,. and wheth

correc

d) whethgr the evaluators had appropriate profile, including:

-experig
-experig
-experti
-total in
8.3.3 Define
(see clause 7.

In the case of
quality measur

In the case of
shall be define

8.3.4 Defing
(see clause 7.

In the case of

ion, the decision criteria used, and the conclusions reached;

ive action was carried out;

nce in performing evaluation and analysis;
nce in software quality relative to internationally accepted standards;
5e in software engineering issues;

lependence from the supplier.

decision criteria for quality measures

3)

es shall be defined for each product quality characteristics and quality in use characterist

bvaluation of dynamic product during operation stage, the decision criteria for quality me
d for each product quality characteristics and quality in use characteristics.

decision criteria for evaluation
4)

assessment of requirements specifications for the purpose of acquisition, the decision

of the

heering
er the

pvaluation of requirements specifications for the purpose of acquisition, the decision criteria for

ics.

asures

criteria

for quality e

aluation shall be defined for each product quality characteristics and quality

n use

characteristics

In the case of assessment of dynamic product during operation stage, the decision criteria for quality

evaluation sha

8.4 Design

Il be defined for each product quality characteristics and quality in use characteristics.

the evaluation

8.4.1 Inputs and outcomes of this process

(for inputs and

outcomes of this process refer to clause 7.4.1)

From the acquirer’s perspective, information about product also includes static artefacts such as the following:
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-product specification;

-product descriptions;

-list of candidate products and suppliers;
-result of actual number of installations;
-target system demonstrated.

This activity consists of the following tasks.

8.4.2 | Plan evaluation activities
(see clause 7.4.2)

The identified product quality evaluation activities shall be scheduled, taking into™account thg availability of
resour¢es such as personnel, software tools and computers.

AcquirIrs should create the product quality evaluation plan based on the_purpose of the evaluation and the
target éntities of evaluation.

Acquirgrs should create the product quality evaluation plan corresponding to the product quality requirements
by using quality measures.

The qyality evaluation plan for the purpose of acquisition should include 5W3H (Why, Whaj, When, Who,
Where| How to, How much and How many) as the following:

-purpose of the quality evaluation for product acquisition;

-target product parts to be evaluated;

-evaluation activities, including the schedule and resources involved that for acquisition;
-responsibility of evaluation activities for acquisition;

-areg and environment of quality evaluation for acquisition;

-megsures, method, and/measurement tools used for evaluation;

-budpet.

In the |case ofithe target entities are the static products such as the design documents, the method of
evaluation is a'design review by using the internal quality measures.

In the case of Target entities are the dynamic software products such as the executable product, the method of
evaluation is a testing by using the external measures of software product quality and quality in use measures.

Quality evaluation activities shall be performed at suitable timing in order to achieve the due date of
acquisition, testing, and operation stage.

Product prototyping should be developed and evaluated for the purpose of new product acquisition in order to
verify the feasibility of realization of a product with a quality that corresponds to the quality requirement.

The evaluation plan should consider the following aspects that are mainly related to the acquirer’s
perspective:

a) any costs associated with providing the testing environment (e.g. testing hardware, supporting
equipment and tools, specialized personnel) for performing the evaluation;
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b) respo

c)

nsibility for the evaluation and the required schedule;

any limitation or deficiency in the evaluation method in providing assurance of quality, and whether

that limitation or deficiency is covered elsewhere in the plan; e.g. the evaluation method is unable to cover
all subcharacteristics for a specific quality characteristic;

d)

any interdependencies between the various evaluation methods used; i.e., order dependencies

(information obtained in one testing may be useful in another testing), establishing an optimal sequence of

evaluation

e)

methods;

the resources required and the cost for the total evaluation and for each evaluation method;

f)  the ti
evaluation

g) thed
be considg

h)  wheth
made in dg

NOTE Sonj
and conditions g

8.5 Execut

8.5.1
(for inputs and

From the acq
following:

-product spg
-product des
-list of candi
-result of actug
-target system

This activity cg

b points between evaluation activities and acquisition activities (see examples of co
and acquisition process in Figures 3 and 4);

peision points in the evaluation process which determine when and why the evaluation
red complete (i.e. acceptance or rejection criteria) and should be stopped;

er the rationale, justification, and assumptions behind any unusual or lexceptional de
fining the evaluation plan are documented;

e of the previous issues may be applied to the general evaluation process, according to the requi
f each particular product quality evaluation.

b the evaluation

Inputg and outcomes of this process

outcomes of this process refer to clause 7.5)

lirer’'s perspective, information about.the product also includes static artefacts such

cification;

criptions;

late products and sUppliers;
| number of installations;
demonstrated.

nsists of the following tasks.

mbined

should

cisions

ements

as the

8.5.2

Make measurements

(see clause 7.5.2)

The results of measurement should be reported to organization at an appropriate time for the purpose of
acquisition. If the results of measurement could not be accepted, activity should not be forward to the next
stage before resolving the issues.

An evaluation report should be reported before the next stage of acquisition.

Detected issues of product quality should be recorded and resolved before next stage of acquisition in order to
improve the accepted product quality and productivity of acquisition.
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Quality monitoring and control takes place during development. Actual values of the internal properties are
collected. In the case of undesirable values, the cause is analysed, thereby allowing acquirers to understand
and react to problems.

Acquirers should collect actual measurement values for defined internal properties according to the defined
data collection actions. If the quality requirements are changed, acquirers shall reconsider the specification of

the evaluation and the design of the evaluation.

8.5.3 Apply decision criteria for quality measures

(see clause 7.5.3)

8.5.4 | Apply decision criteria for evaluation
The de
the rejg
evalua
for the

cision criteria for the product quality assessment based on the quality requirements sha
ult of the summarised values by using quality characteristics and subcharacteristig
e static and dynamic product (e.g. requirements specification, design diagfams and tes
purpose of acquisition.

NOTE
limitatio|

In the case of evaluation of intermediate static products, the decision cfiteria for quality assesg
h of the summarised values of detected issues based on the results of reviewing.

NOTE 2
the limit

In the case of evaluation of dynamic deliverable products, the décision criteria for quality asg
ation of the summarised values of detected fault based on the results of testing.

The se
assess
results

t of decision criteria shall be summarised into subeharacteristics and characteristics,
results as a statement of the extent to which the product meets quality requirements.
should:

tablish an appropriate degree of confidence that the product is able to meet
uirements;

-e9g
reg

-identify any specific deficiencies _with regard to the evaluation requirements and
evaluations needed to determine the-scope of those deficiencies;

bntify any special limitations or conditions placed on the use of the product;

bntify any weaknesses or omissions in the evaluation itself and any additional evd
bded,;

bntify any options for the use of the product uncovered by the evaluation.

nclusions-/should state whether the product is adequate and appropriate for use ir
tion taking into consideration the application integrity level and the actual evaluation req

| be applied to
s, in order to
ing document)

ment can be the

lessment can be

producing the
The evaluation

he evaluation

any additional

luation that is

the intended
uirements. If it
of evaluation

due to deficiencies discovered or due to lack

control or limit

The conclusions may be formalized using a "statement of requirements compliance" which would describe for
each of the specific requirements the feature(s), function(s), or service(s) of the product used to meet that
requirement, and the evaluation method (s) that provide adequate confidence that the requirement has been
met. Potential design strategies such as implementation of design diversity, redundancy in configuration,
interface integrity checks and recovery techniques may compensate for deficiencies or potential failures of the
product.

It is possible that the evaluation may result in a decision not to accept the product for use, or a decision not to
attempt to comply with the evaluation requirements, and provide a recommendation to re-evaluate alternative
approaches. The ultimate decision is to buy or not to buy.
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