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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Introduction

As information system (ICT products, software, data) and IT services are widely used, the target of
their effect and influence of using them can extend from their direct users to organizations and the
society. To control the effect and influence as much as possible is a social responsibility of enterprises
and public/society administrations.

A wide variety of organizational functions and personal activities are increasingly performed by
information systems and IT services. Therefore, high-quality information systems and IT services
are essential to providing value and avoiding potential negative consequences for th stakeholders.
Unfortunately, quality assurance has traditionally focused primarily on functional requirements, giving

far lesp attention to the non-functional attributes of a system/product. Comprehensive
design, and evaluation of all quality attributes of information systems and IT services
optimizing the value of information systems to their stakeholders.

The ppurpose of the "quality-in-use” model is to represent the effects and"influencey
experienced by using information system and IT service system; that is, to-défine, mea
and improve the quality of systems and software products and IT services when using the
use ca

If context of use changes, effect and influence on a stakeholder als¢ changes.

Suchc
sub-ch
back t¢ the next quality improvement cycle.

bntext of use changes are monitored through quality evaluations of quality-in-use ch

Full dqtails of the changes to the quality-in-use modehare in Annex A. The comprehensive
of quadlity characteristics associated with a spe€ific type of information system is r
a quallity model. A quality model can be usedfas an objective reference supporting
definition, evaluation, and validation/verification. By establishing agreed quality chara
their heasurement, the SQuaRE family of standards provides a framework for reliable
and ddlivery of information systems and\IT services.

This

devel
(2501
across
model

ocument introduces the structure of SQuaRE quality models and provides req

) can be used in conjundtion with other SQuaRE standards to guide quality-rels
the information system lifecycle regardless of the development methodology.
5 can guide the development of measures for evaluating the quality of informatioy
IT seryices to meet the requirements of their stakeholders. These models provide a com
for degcribing quality- characteristics that can be understood by all stakeholders. They 3
basis for defining’standard quantitative measures of quality characteristics for evaluati
properties of d.target entity.

The cqmplexity of information systems has grown exponentially with the advent of n

specification,
hre critical to

that can be
bure, evaluate
m. Quality-in-

h be influenced by many factors including the quality of softwapejdata and IT services.

aracteristics/

aracteristics so that changes/gaps from initially specified context of use are identified and fed

specification
ppresented in
requirements
Cteristics and
development

1lirements for

ing them. ISO/IEC 25002 /describes how SQuaRE quality models in the quality model division

ted activities
[hese quality
| systems and
mon language
\Iso provide a
g the quality

odern digital

techndlogies. This complexity elevates the importance of non-functional requirements

and qualities.

SQuaRE quality models can help guide the development of modern digital technologies that are

trustworthy and that delight their users.

Figure 1 (adapted from ISO/IEC 25000) illustrates the organization of the SQuaRE family of
International Standards. Similar standards are grouped into divisions. Each division provides guidance
and resources for performing a different function in ensuring system and software product quality.
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The divisions|within the SQuaRE family are:

Vi

ISO/IEC 2501n: Quality
model division

ISO/IEC 2503n: ISO/IEC 2500n: Quality ISO/IEC 2504n:
Quality management Quality
requirements division evaluation
division division

ISO/IEC 2502n: Quality

measurement
division
N
ISO/IEC 25050 - 25099: Extension division Q.)Q
ql

Figure 1 — Organization of SQuaRE family of International Standards

ISO/IEC 2500n - quality management division. The International Standards that form this djvision
define allf common models, terms and definitions referred to by all other International Stapdards
from the [SQuaRE family. The division also provides réquirements and guidance for a supgorting
function that is responsible for the management of the-requirements, specification and evaluation
of softwafe product quality. Practical guidance on-the use of the quality models is also provided.

— ISO/IEC 25000: Guide to SQuaRE
— ISO/IEC 25001: Planning and management
— ISO/IEC 25002: Quality models overview and usage

ISO/IEC 2501n - quality model“division. The International Standards that form this djvision
present detailed quality models for computer systems and software products, data, IT servides and
quality-ir-use. This docunient belongs to the quality model division. This document is alignegd with
ISO/IEC 25002 on qualityzmodels overview and usage.

— ISO/IEC 25010<Product quality model
— ISO/IEC 25011: IT service quality models
— ISO/IE€25012: Data quality model

— ISO/IEC 25019: Quality-in-use model

ISO/IEC 2502n - quality measurement division. The International Standards that form this division
include a quality measurement framework, mathematical definitions of quality measures, and
practical guidance for their application. Examples are given of quality measures for internal and
external property of product, data, IT services and quality-in-use. Quality measure elements (QME)
forming foundations for quality measures for internal and external property of product are defined
and presented.

ISO/IEC 2503n - quality requirements division. The International Standards that form this division
help specify quality requirements based on quality models and quality measures. These quality
requirements can be used in the process of eliciting quality requirements for information systems
and IT services to be developed or as input for an evaluation process.
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— ISO/IEC 2504n - quality evaluation division. The International Standards that form this division
provide requirements, recommendations, and guidelines for software product evaluation, whether
performed by evaluators, acquirers, or developers. The guideline for documenting a measure as an
evaluation module is also provided.

— ISO/IEC 25050 to ISO/IEC 25099 - SQuaRE extension division. These International Standards
currently include requirements for quality of ready-to-use software product (RUSP), commercial
off-the-shelf software and common industry formats for usability reports, and quality models and
measures for new technologies such as cloud services and artificial intelligence.

The SQuaRE standards can be used in conjunction with ISO/IEC/IEEE 12207 and ISO/IEC/IEEE 15288,
particularly the processes for the specification and evaluation of quality requirements. ISO/IEC 25030
descr%es how quality models can be used for systems and software quality requirements; and

ISO/IFC 25040 describes how the quality models can be used for system and(3oftware quality
evaluaftion.

The SQuaRE standards can also be used in conjunction with the ISO/IEC 33000-family of{International
(whicH are concerned with software process assessment) to provide. Standards which gre concerned
with spftware process assessment to provide:

— aframework for quality requirements in the customer-supplier process;

— support for quality review, verification and validation, astwell as a framework fo establishing
gqyantitative quality characteristics;

— sujpport for setting organizational quality goals in the.management process.

The SQuaRE standards can be used in conjunction with ISO 9001 and ISO/IEC/IEEE 90003 (which are
conceljned with quality assurance processes) to pfovide:

— s:lsport for setting quality goals (and certification where applicable);

— support for design review, verificationjand validation.

© ISO/IEC 2023 - All rights reserved vii
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Systems and software engineering — Systems and software
Quality Requirements and Evaluation (SQuaRE) — Quality-
in-use model

1 Scope

This

subdiyj
used i a specified context of use. This model is applicable to the entire spectrum of.infor

and

This

improy

In this
necess
of use

The

produ
evaluaftors. Activities during product development thdt can benefit from the use of the
canin

2

IT|
d

m]

id

validating the comprehensiveness of a guality-in-use requirements specification;

id
id
id
Sy

es

pr
Sy

supporting governance of digitalization activities.

ided into sub-characteristics) that can influence stakeholders when products ©

service system, including both computer systems in use and software produets in

ocument provides a set of quality characteristics for specifying, mieasuring, e
Fing quality-in-use.

document, because context of use is specified as prerequisite 6f quality-in-use, co
ary to be re-specified to change prerequisite when a productor'service intend to fu
changes.

't quality, such as developers, acquirers, quality_ asSurance and control staff, ang

rlude, but are not limited to:

entifying requirements for information system and IT service system in use;

bntifying information system and™IT service system design objectives for quality-in

entifying quality-in-use control criteria as part of overall quality assurance;

stems;

esenting evaluation items for ethics considerations when using information system
stem;

bntifying acceptance criteria for information system and IT service system or

tgh are further

' systems are
nation system
1se.

aluating and

htext of use is
Ifil to context

pdel can be applied, in particular, by those responsible for specifying and evaluating software

independent
Huality model

-use,;

information

tablishing meagtye’s to address the consequences of using products in specified context-of -use;

hnd IT service

Normative references

There are no normative references in this document.

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

[SO and IEC maintain terminology databases for use in standardization at the following addresses:

ISO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at https://www.electropedia.org/
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3.1 Quality-in-use

3.1.1

affect

change the attitude of a user (3.1.31) or other stakeholder (3.1.26) regarding a decision to acquire or use
a system (3.1.29)

3.1.2

attribute

inherent property or characteristic of an entity that can be distinguished quantitatively or qualitatively
by human or automated means

[SOURCE: ISOfTEC Z5000:2014, 4.1, modified — NOtes to entry have been removed.]

3.1.3

component
entity with discrete structure, such as an assembly or software module, within_a\system (B.1.29)
considered at|a particular level of analysis

3.1.4
context of us(r
combination ¢f users (3.1.31), goals and tasks, resources, and environment

Note 1 to entry: The “environment” in a context of use includes the technical, physical, social, cultufal and
organizationallenvironments.

[SOURCE: 1S0O[9241-11:2018, 3.1.15]

3.1.5
customer
organization (3.1.13) or person that receives a produet\(3.1.14) or service

Note 1 to entry}: In interactive system (3.1.29), customiers are sometimes the same as operators (3.1.12).

[SOURCE: ISOYIEC/IEEE 12207:2017, 3.1.16,shodified — The original note 1 to entry and EXAMPLE has
been removed; a new note to entry has béén added.]

3.1.6

data quality
capability of fhe characteristies,of data to satisfy stated and implied needs (3.3.3) when used|under
specified condlitions

[SOURCE: ISQ/IEC 25000:2014, 4.5, modified — “degree to which the characteristics of data sptisfy”
has been charged to ‘Capability of the characteristics of data to satisfy”.]

3.1.7
developer
individual or organization (3.1.13) that performs development activities [including requirements (3.1.21)
analysis, design, testing through acceptance] during the system (3.1.29) or software life cycle process

[SOURCE: ISO/IEC 25000:2014, 4.6]

3.1.8
direct user
person who directly interacts with the product (3.1.14)

Note 1 to entry: This definition of the term “direct user” is originally for the term “user” that is defined in

ISO/IEC 9241-11:2018, 3.1.7. In this document, the term “direct user” is addressed to distinguish from “indirect
user" (3.3.4).

2 © ISO/IEC 2023 - All rights reserved
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information system
system (3.1.29) that comprises ICT products (3.3.2), ICT environment, and the people who use them or
are impacted by them which become a combination of interacting elements organized to achieve one or
more stated purposes

Note 1 to entry: While information systems can be part of larger systems that include other electro-mechanical
products and their users (3.1.31), this document considers these components (3.1.3) as part of the context of use
(3.1.4) of the system only if they have a direct relevant relationship to the ICT products and users who are part of
the information system. However, many of the quality attributes (3.1.2) can be applied to these larger systems of
systems as well.

Note 2

with the other

interad
defined
stated

Note 3
inform
entitied
produc

to-entrtnformationsystemin-this-doctmenteanberecoghizedasasystemofinterest
ting systems comprising the operational environment. An individual system is the samng

in ISO/IEC/IEEE 15288, i.e. “a combination of interacting elements organized to @chiey
purposes”.

to entry: An embedded software system is not an information system for thespurpose of
htion system in this usage is intended to describe a scope for quality cencerns that inc
(3.1.30) effect on each other. The target entities included under the tepm information sysf

variab

Note 1
indicat

[SOUR

3.1.11
meas
set of

Note 1
progra

[SOUR
da new

3.1.12
opera
indivic

[SOUR
3.1.13

3.1.10
measnlre, noun

e to which a value is assigned as the result of measurement (3.1.11)

fo entry: The plural form “measures” is used to refer cdllectively to base measures, derived
DTS,

CE: 1SO/IEC/IEEE 15939:2017, 3.15]

rement
perations having the object of detefmining a value of a measure (3.1.10)

to entry: Measurement can include assigning a qualitative category such as the langug
m (C, C++, Ruby, etc.).

CE: ISO/IEC/IEEE 15939:2017, 3.17, modified — The original note 1 to entry has beg
pne.]

tor
lual or organization (3.1.13) that performs the operations of a system (3.1.29)

CE: [SOQAEC/IEEE 12207:2017, 3.1.29, modified — Notes 1 to 3 to entry have been r

s (3.3.2), IT services and their operational environment comprised of one or more systemsq.

as the system
fe one or more

this document.
ude the target
em include ICT

measures, and

ge of a source

n replaced by

bmoved. ]

organ

ization

group of people and facilities with an arrangement of responsibilities, authorities and relationships

EXAMPLE company, corporation, firm, enterprise, institution, charity, sole trader, associati
combination thereof, whether incorporated or not, public or private.

on, or parts or

[SOURCE: ISO/IEC/IEEE 12207:2017, 3.1.30, modified — "whether incorporated or not, public or
private" has been added in the EXAMPLE; note 1 to entry has been removed.]
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3.1.14

product

artefact that is produced, is quantifiable, and is deliverable to user (3.1.31) as either an end item in itself
or a component (3.1.3) item

Note 1 to entry: In this document, product refers to an ICT product (3.3.2) that is part of an information system
(3.1.9). ICT product components include subsystems, software, firmware, hardware, data, communication
infrastructure, and other elements that are part of the ICT product.

[SOURCE: ISO/IEC 25030:2019, 3.12, modified — The original notes 1 and 2 to entry have been replaced
by a new note to entry.]

3.1.15
quality-in-usJe
extent to whig¢h the system (3.1.29) or product (3.1.14), when it is used in a specified context gfuse [3.1.4),
satisfies or exceeds stakeholders’ (3.1.26) needs to achieve specified beneficial goals or outcomes.

Note 1 to entrfy: Beneficial goals can be stated as targets, in predefined conditions with{managed ec¢nomic,
environmentalf organizational, and societal risks (3.1.22).

Note 2 to entry: The quality-in-use model can be used as a guide to represent the user’s (3.1.31) expedtations
about the systdm's behaviour.

Note 3 to entryf: Users of the quality-in-use includes direct and indirect users (3.3.4). When applied to direft users
(3.1.8), qualitytin-use appears as “effect”, and to other stakeholders it appedrs as “influence”.

3.1.16
quality meadure
derived measpre (3.1.10) that is defined as a measurement(3.1.11) function of two or more vajues of
quality measufe elements (3.1.17)

[SOURCE: ISOYIEC 25020:2019, 3.13, modified — The abbreviated term "QME" has been removed.]

3.1.17
quality meaqure element
measure (3.1.10) defined in terms of a property and the measurement (3.1.11) method for quantifying it,
including optionally the transformationby a mathematical function

[SOURCE: ISOYIEC 25020:2019, 3.14, modified — The abbreviated term "QM" and note 1 to entrly have
been removed.]

3.1.18
quality property
property of { target eitity that is related to a quality measure element (3.1.17), and which fan be
quantified byfa meastirement (3.1.11) method

3.1.19
quality requirenrent
requirement (3.1.21) for quality properties (3.1.18) or attributes (3.1.2) of an information system (3.1.9)
and IT service system that satisfy needs which ensue from the purpose for which that information
system and IT service system is to be used

[SOURCE: ISO/IEC 25030:2019, 3.15, modified — "ICT product, data or service" has been replaced by
"information system and IT service system" twice.]

3.1.20

quality sub-characteristics

set of one or more quality properties (3.1.18) that represent a unique aspect of a quality characteristic
(3.3.12)

4 © ISO/IEC 2023 - All rights reserved
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requirement
statement which translates or expresses a need and its associated constraints and conditions

[SOURCE: ISO/IEC/IEEE 15288:2023, 3.36]

3.1.22
risk

effect of uncertainty on objectives

Note 1 to entry: An effect is a deviation from the expected — positive and/or negative. In this document the focus
is on negative deviations leading to adverse consequences.

Note 2

of thesg.

Note 3
change
as the

occurr

Note 4
goals a

Note 5
knowld

[SOUR|

3.1.23
societ
peopld

Note 1
society]

to entry: Risk is often characterized by reference to potential events and consequencesf oy

h

to entry: Risk is often expressed in terms of a combination of the consequences, of an e
s in circumstances) and the associated likelihood of occurrence. In this dogument risk is
combination of the severity of the adverse consequence and the likelihoddyof an advers

ng.

to entry: Objectives can have different aspects, such as financial, h&alth and safety, and
hd can apply at different levels, such as strategic, organization-wide) project, product (3.1.1

to entry: Uncertainty is the state, even partially, of deficiency of information related to, un
dge of, an event, its consequence, or likelihood.

CE: ISO/IEC/IEEE 15026-1:2019, 3.4.2]

y
in general, living together in communities or in geo-political defined areas

to entry: Society means civil society(ised in Sustainable Development Goals (SDGs) aj
i.e. society at large.

3.1.2
softw
set of ¢

Note 1
develop

Note 2
(3.3.9).

[SOUR|

re product
omputer programs, proeedures, and possibly associated documentation and data

Lo entry: Products (3.1:14) include intermediate products, and products intended for users
ers (3.1.7) and maintainers (3.3.6).

Lo entry: InSQuaRE standards, software quality (3.1.25) has the same meaning as software

CE: ISO/IEC 25000:2014, 4.31]

3.1.25

a combination

vent (including
characterized
e consequence

environmental
), and process.

derstanding or

d geo-political

3.1.31) such as

[product quality

software quality
capability of software product (3.1.24) to satisfy stated and implied needs (3.3.3) when used under
specified conditions

Note 1 to entry: This definition differs from the definition of quality in ISO 9000:2015 in that it refers to the
satisfaction of stated and implied needs, while the ISO 9000:2015, 3.6.2, quality definition refers to the fulfilment
of requirements (3.1.21); i.e. quality is defined as extent to which a set of inherent characteristics of an object
fulfils requirements.

[SOURCE: ISO/IEC 25000:2014, 4.33; modified — Note 1 to entry has been rephrased.]
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3.1.26
stakeholder

individual or organization (3.1.13) having a right, share, claim, or interest in a system (3.1.29) or in its

possession of

EXAMPLE

characteristics that meet their needs and expectations

End users (3.1.31), end user organizations, supporters, developers (3.1.7), customers

(3.1.5),

producers, trainers, maintainers (3.3.6), disposers, acquirers, suppliers, regulatory bodies, and people influenced
positively or negatively by a system.

Note 1 to entry: Some stakeholders can have interests that oppose each other or oppose the system.

[SOURCE: IS0/

3.1.27

stakeholder
prerequisite |
intended outd

3.1.28
sub-sub-chaj
subdivision o
(3.3.10) to py
(3.1.30)

3.1.29
system
combination

Note 1 to entry
Note 2 to entry
noun, e.g. aircr

(e.g. aircraft),

Note 3 to enty

programs, firmware, technical documentation, services and personnel required for operations and sup

the degree nec

3.1.30
target entity|
fundamental
to be measurd

Note 1 to entr)
services for IS(

[SOURCE: ISO
entry has bee

IEC/IEEE 15288:2023, 3.44]

heed
dentified as necessary for a stakeholder (3.1.26), or a set of stakeholders, to;achi
ome, implied or stated within a specific context of use (3.1.4)

racteristic
f a quality sub-characteristic (3.1.20) established by the user {3.1:31) of a quality)|
ovide more granular representation of the quality attributes-(3.1.2) of a targef

df interacting elements organized to achieve onegr.more stated purposes

: A system is sometimes considered as a product(3.1.14) or as the services it provides.

- In practice, the interpretation of its meaning is frequently clarified by the use of an ass
hft system. Alternatively, the word “system” is substituted simply by a context-dependent sy

hough this potentially obscures a systemrprinciples perspective.

y: A complete system includes _all of the associated equipment, facilities, material, co

bssary for self-sufficient use-ifi its intended environment.

Fhing of relevance to the user (3.1.31), about which information is kept, and which
d (3.3.7)

. Target entities include ICT products (3.3.2) and their components (3.1.3) for ISO/IEC 25
/1IEC 1S\25011, and data for ISO/IEC 25012.

[E€25021:2012, 4.17, modified — "need" has been changed to "which needs"; nog

eve an

model
entity

pciated
nonym

nputer
port to

needs

010, IT

te 1 to

added]

3.1.31
user

individual or group that interacts with a system (3.1.29) or benefits from a system during its utilization

Note 1 to entry: Primary users (3.3.8) and secondary users (3.3.11) interact with a system, and primary, secondary,
and indirect users (3.3.4) can benefit from a system.

[SOURCE: ISO/IEC/IEEE 12207:2017, 3.1.70, modified — The original note to entry has been replaced by
anew one.]
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3.2 Quality-in-use characteristics and sub-characteristics

3.2.1
beneficialness
extent of benefit resulting from the use of a product (3.1.14), system (3.1.29) or service

3.2.11
usability

extent to which a system (3.1.29), product (3.1.14) or service can be used by specified users (3.1.31) to
achieve specified goals with effectiveness, efficiency, and satisfaction in a specified context of use (3.1.4)

[SOURCE: I1SO 9241-11:2018, 3.1.1, modified — Notes to entry have been removed.]

3.2.1.
accesgibility

extent|to which products (3.1.14), systems (3.1.29), services, environments and facilities ©
peopld from a population with the widest range of user (3.1.31) needs, characteristics ar
to achieve identified goals in identified contexts of use (3.1.4)

Note 1 fo entry: Context of use includes direct use or use supported by assistive technologies.
[SOURCE: ISO 9241-112: 2017, 3.15]

3.2.1.
suitalility

extent{to which behaviours or outcomes, or both, of a product (3.1.14) meet (satisfy) sp

requir¢gments (3.1.19) when used

Note 1 [to entry: When a product or system (3.1.29) is especially recognized as an information sys
an IT sprvice, suitability, which is a kind of sub-characteristic in quality-in-use (3.1.15), is impon
affects|(3.1.1) the gain or loss of opportunities for'a'more diverse and broader group of stakehol

an be used by
d capabilities

pcified quality

tem (3.1.9) and
tant because it
ers (3.1.26) to

obtain faluable benefits of use.

m from risk
to which a product (3.1.14)er system (3.1.29) mitigates the potential risk (3.1.22]) to economic
human life, health, society(3.1.23), financial values, enterprise activities, or the environment

extent
status

Note 1 o entry: Risk includesieconomic risk, health risk, human life risk and environmental and spcietal risk.

3.2.2.1
freedgm from economic risk

extent|to which@.product (3.1.14) or system (3.1.29) mitigates the potential risk (3.1.22
status| efficient operation, commercial property, reputation, or other aspects in the intej
of use (3.1.4)

) to financial
nded contexts

Note 1|teentry: When a product or system is especially recognized as an information system (3.1.9) and IT
service, there s concern that the economic risk has more impact to the economics in a more diverse and broader
group of stakeholders (3.1.26) so that the risk monitoring used is often considered to be more focused in addition
to risk mitigation.

3.2.2.2

freedom from environmental and societal risk

extent to which a product (3.1.14) or system (3.1.29) mitigates the potential risk (3.1.22) to the
environment and society (3.1.23) at large in the intended contexts of use (3.1.4)

Note 1 to entry: When a product or system is especially recognized as an information system (3.1.9) and IT
service, there is concern the environmental and societal risk impacts on public properties in societies, and on
environments including societal or natural ecology systems in a diverse and broad group of stakeholders (3.1.26)
so that the risk monitoring used is often considered to be more focused in addition to risk mitigation.
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3.2.2.3

freedom from health risk
extent to which a product (3.1.14) or system (3.1.29) mitigates the potential risk (3.1.22) to people’s
health in the intended contexts of use (3.1.4)

3.2.2.4

freedom from human life risk
extent to which a product (3.1.14) or system (3.1.29) mitigates the potential risk (3.1.22) to people’s lives
in the intended contexts of use (3.1.4)

3.2.3

acceptability

extent to whi
(3.1.29) or set

3.2.31
experience
extent to wh

Ch a human response 1s favourable when accepting or installing a product (3.1.14),
vice software tool designed to perform some frequently used function

ch users (3.1.31) or stakeholders (3.1.26) accumulate knowledge or{skill acquire

time, especially that gained in a particular profession

EXAMPLE
weather data c

3.2.3.2

Data analyses or replaying, simulating, or detecting similar/different{patterns based on rq
hn help weather monitoring users to improve their knowledges or“skills for a weather fore

trustworthiness

extent to whi
in a verifiable

Note 1 to entry
security, priva

Note 2 to ent
technology, daf

EXAMPLE

such as produg
of return and 1
product photos

way

- Aspects to ensure trustworthiness can include,/for example, reliability, availability, reg
y, safety, accountability, transparency, integrity, authenticity, quality, and usability.

y: Trustworthiness is an attribute (3.1.2) that can be applied to services, products
a and information as well as, in the context of governance, to organizations (3.1.13).

When purchasing a product from @seller through an online shopping system (3.1.29), infor
t specifications, previous transaction history, comments or rating by the purchasers, desd
efund procedures, and ratjngs’ or warnings by the online store operation service site, as
, are used to determine the extent to which the product and seller will meet potential ci

(3.1.5) expectaftions for the purchase;

[SOURCE: ISO
been changed
met"; the orig
note 2 to entr

3.2.3.3
compliance

[EC TR 24028:2020, 3.42, modified — "ability to meet stakeholders' expectatior
to "extent te_which users or stakeholders have confidence that their expectatiqg
inal notes~INand 2 to entry has been removed; the original note 3 to entry has b
y; 2 newhotes to entry have been added.]

kystem

d over

corded
asting.

Ch users (3.1.31) or stakeholders (3.1.26) have confidence that their expectations ajre met

ilience,

(B.1.14),

mation
ription
well as
stomer

s" has
ns are
ecome

extent to wh

system (3.1.29), software, or service in use meets requirements, as required by rules or laws

3.3 Related SQuaRE concepts

3.31
evaluator

individual or organization (3.1.13) that performs an evaluation

[SOURCE: ISO/IEC 25000:2014, 4.10]

ch a user (3-1.31) or other stakeholder (3.1.26) has contidence that a proauct (3.1.14),
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3.3.2

ICT product

product (3.1.14) which uses information and communication technologies (ICTs) and can be a part of
information system (3.1.9)

Note 1 to entry: ICT product can constitute other ICT products (sub-products) and sometimes a component (3.1.3)
of an ICT product can also be considered as ICT products by themselves. Examples of ICT products includes
computer hardware, software products (3.1.24), software components, and data.

Note 2 to entry: ICT product refers to combination of one or more technology components (e.g. cloud, internet,
data, multimedia, communication, hardware, firmware, software, and middleware) that enables modern
computing and allows people and organizations (3.1.13) to interact and operate in the digital world.

Note 3|to entry: ICT product does not include people, machines, infrastructure, and other fagiljties which are
indepehdent from communication and data. ICT product includes hardware with embedded comhputer, such as
firmwdre, sensors, and communicators, but not the users (3.1.31).

Note 4[to entry: While many artefacts like data sheets, user manuals, installation manuals, opdrations guides,
and cofpfiguration guides contribute to the quality of an ICT product and the information system that constitutes
it, theylare not ICT products by themselves.

[SOURCE: ISO/IEC 25030:2019, 3.8, modified — The original note 1.tolentry has been removed; 4 new
notes fo entry have been added.]

3.3.3
impligd needs
needs fhat may not have been stated but are actual needs

Note 1 fo entry: Some implied needs only become evidentwhen the software product (3.1.24) is us¢d in particular
conditipns (context of use).

EXAMRLE Implied needs include needs not stated but implied by other stated needs, and n¢eds not stated
becausg they are considered to be evident or obvious.

[SOURCE: ISO/IEC 25000:2014, 4.12]

3.34
indirect user
person who receives output frem a system (3.1.29), but does not interact with the system

EXAMBLE Business managers, acquirers, product managers
[SOURLE: ISO/IEC 25030:2019, 3.9, modified — EXAMPLE has been replaced.]

3.3.5
IT seryice quality
capability ©fjan IT service to satisfy stated and implied quality needs when delivered unpder specified
conditjoehs

Note 1 to entry: This definition differs from the ISO 9000:2015 quality definition mainly because the IT service
quality definition refers to the satisfaction of stated and implied needs (3.3.3), while the ISO 9000 quality
definition refers to the satisfaction of requirements (3.1.21).

[SOURCE: ISO/IEC TS 25011:2017, 3.3.10, modified — "degree to which an IT service satisfies" has been

changed to "capability of an IT service to satisfy"; "quality"” has been added; "used" has been changed to
"delivered"; note 1 to entry has been added.]

3.3.6
maintainer
individual or organization that performs maintenance activities

[SOURCE: ISO/IEC 25000:2014, 4.17, modified — Note 1 to entry has been removed.]
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3.3.7
measure, verb
make a measurement (3.1.11)

[SOURCE: ISO/IEC 25000:2014, 4.18, modified — Note 1 to entry has been removed.]

3.3.8
primary user
person or entity who interacts with the system (3.1.29) to achieve the primary goals

[SOURCE: ISO/IEC 25030:2019, 3.11, modified — "user" has been changed to "person or thing"; note 1 to
entry has been removed.]

3.39
product quality
capability of gn ICT product (3.3.2) or its components (3.1.3) to satisfy stated and implied-quality needs
when used under specific conditions

Note 1 to entry: This definition differs from the ISO 9000:2015 quality definition maindy because the s¢ftware
quality (3.1.25) definition refers to the satisfaction of stated and implied needs (3.3.3), while the ISO 9000 [quality
definition refets to the satisfaction of requirements (3.1.21).

Note 2 to entryf: Typically, users (3.1.31) do not consider systems (3.1.29) that enly satisfy requirements gs high-
quality systemjs. Quality is related to satisfying and even surpassing expectations with associated congtraints
and conditions

3.3.10

quality mode
defined set of characteristics, and the relationships between them, which provides a framew¢rk for
specifying quglity requirements (3.1.19) and evaluating guality

[~

3.3.11
secondary user
user (3.1.31) who interacts with the product (3:1:14) to support the primary users (3.3.8)

EXAMPLE:
a) content pfpovider, system (3.1.29)(manager, administrator, security manager;

b) maintaingr (3.3.6), analyser, porter, installer.

[SOURCE: ISOfIEC 25030:2019,3.17, modified — More examples have been added.]

3.3.12
quality charjcteristie
category of quality (3.1.25) attributes (3.1.2) that bears on the quality of the ICT product (3.8.2) or
information systém

Note 1 to entry: Quality characteristics can be further divided into quality sub-characteristics (3.1.20). While
characteristics typically represent one aspect of quality that is of interest to stakeholders, quality sub-
characteristics can help subdivide quality characteristics into individual aspects that help in mapping them to
quality properties (3.1.18).

3.3.13

validation

confirmation, through the provision of objective evidence, that the requirements (3.1.21) for a specific
intended use or application have been fulfilled

Note 1 to entry: The objective evidence needed for a validation is the result of a test or other form of determination
such as performing alternative calculations or reviewing documents.

Note 2 to entry: The word “validated” is used to designate the corresponding status.
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Note 3 to entry: The use conditions for validation can be real or simulated.

3.3.14

verification

confirmation, through the provision of objective evidence, that specified requirements
been fulfilled

(3.1.21) have

Note 1 to entry: The objective evidence needed for a verification can be the result of an inspection or of other

forms of determination such as performing alternative calculations or reviewing documents.

Note 2 to entry: The activities carried out for verification are sometimes called a qualification process.

Note 3 to entry: The word “verified” is used to designate the corresponding status

4 Quality-in-use model

4.1 General

The target of quality-in-use is not limited to direct interaction. It also/includes any stal

keholders and

societgl elements that are influenced indirectly by the use of systends, software products and/or IT

Services.

There fare three main quality characteristics in the quality-insuseé model: beneficialness,
risk, and acceptability. These three quality characteristicstare chosen to represent a
needs.

As system and software products are widely used, they can affect and influence not onl

freedom from
1 stakeholder

y direct users

but al4o organizations and elements of society atdarge. Quality-in-use can be considered a result that

is affefted and influenced not only by the quality of the system's software products, b
management principles and practices adopted\by the stakeholders who govern them.

Manufpcturers have a responsibility to so¢iety at large to provide means to allow for (
much &s possible, the effects and influences of using the system’s software products.

There
use of pystems software products'and/or IT services. The purpose of the quality-in-use
improye quality-in-use by measuring and evaluating its influence.

it also by the

ontrolling, as

ore, quality-in-use can be regarded as the effect and influence on stakeholders reﬁiloting from the

del is to help

users but can
ferentiated by
following four

— Opera or orsystemand/or sortware [ primary user and secondary user wnich are a ectedbysystem

and software)

— Organization which is responsible for the system and/or software management (secondary user
which is affected by system/software and indirect user which is influenced by system/software)

— Customer using system and/or software (primary user, secondary user, and indirect user)

— Public and societal elements influenced by the existence and use of the system and/or software

(non-user)

© ISO/IEC 2023 - All rights reserved
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4.3 Quality-in-use in context

When developing a system or product, context of use is closely analysed because understanding how
a target system or product is used by various stakeholders is very important information in deciding
user system interactions and the user interface specification.

Therefore, systems or products are developed based on an assumed or specified context of use, which
is a prerequisite. As systems or products are used under the context of use, quality-in-use is also
measured and evaluated accordingly.

When evaluating quality-in-use, it is necessary to identify deviations or changes from the initially
assumed and specified context of use during actual use, and to distinguish between cases in which

the user's intmn €d goal is not fully satistied even If it IS a Specified CONtext, and cases in which 1
satisfied becajuse it is not a specified context.

Without a tirhely cycle that monitors, evaluates, and identifies actual deviations or.changes
context of use} and reflects the results in the improvement of the product, the risk of fregquently fa

achieve the u

to users themfselves, including operators and societal public stakeholders.

When impro

adaptability ¢r other quality characteristics can be achieved through the‘application of an it

development
maintenance)
specified con

4.4 Quality

Quality-in-usg
operation und

Stakeholder 1
their needs cq

/-in-use model structure

er the specified context of use.

eeds are classified as “beneficialness”, “freedom from risk” and “acceptability”

process, a maintenance process in a timely manner{e.g. perfective or prev

or concurrent development and operation processés (e.g. DevOps) to the initially
ext of use and/or to the re-specified extended context'to cover the deviated or c}
context of usd.

b is the extent that the IT system or ICT‘product satisfies the stakeholder needs w

rrespond to quality characteristics. The quality-in-use model is shown in Figure 2.

F is not

in the
ling to

er's goals during use will increase. This can cause risks (e.g. economic;-trustworthiness)

ying the product, improvement to quality (sub-)Jcharacteristics such as inclysivity,

brative
entive

anged

hen in

when
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Quality-in-use

I

Beneficialness Freedom from risk Acceptability

-Usability -Freedom from -Experience
economic risk

-Acfessibility -Trustworthiness
-Freedom from

-Sujtability environmental and ¢Gomplianfe

societal risk

-Freedom from health
risk

-Freedom from human
life risk

Figure 2 — The quality-in-use model

In Figure 2, “beneficialness”, “freedom from> risk” and “acceptability” are the puality-in-use
charadteristics. The boxes below each quality-in-use characteristic show the corresponding sub-
charadteristics.

» o«

According to 4.2, stakeholders are divided into four groups: “operators”, “customers”| “responsible
organizations” and “society”. .The relationship between characteristics, sub-characteristics,
stakeholders, and their aspects.ofinterest is shown in Annex B; examples of quality chargcteristics and
sub-cHaracteristics are shown in"Annex C.

4.5 Target of the quality-in-use model
Figurg 3 illustrates the quality models and their target entities.

The gpality-in“use model focuses on information system and IT service system that] includes ICT
produ¢t anddPF service under specified context of use.

The tqrget information system and IT service system also include hardware and cgmmunication
facilities, as well as data which are the subject of the data quality model.

The information system is within a wider human-computer system (such as an enterprise system,
embedded system, or large-scale control system) and can include users and the technical and physical
usage environment.

The evaluation scope can be determined by the user requirements or needs. Although the quality of the
system results from the aggregated quality of each component, the users generally perceive the quality
of the system as a whole instead of the individual components the system comprises.

EXAMPLE If the users of an aircraft with a computer-based flight control system are considered to be the
passengers, then the system upon which they depend includes the flight crew, the airframe and propulsion
systems, and the hardware and software in the flight control system; whereas if the flight crew are considered to
be the users, then the system upon which they depend consists only of the airframe and propulsion systems, and
the flight control system.
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Other stakeholders, such as software developers, system integrators, acquirers, owners, maintainers,
contractors, quality assurance and control professionals, are also concerned with the quality.

Figure 3 depicts how different quality models apply to different components of an information system or
IT service system. The quality models together serve as a framework to ensure that all relevant aspects
of quality are considered in specifying requirements, developing, or evaluating information systems,
ICT products, data, or IT services. However, the priorities assigned to the quality characteristics in each
model depend on the context in which the information system is used. The context of use represents a
collection of interacting factors including:

— users: types of people or entities who will be using the system;

— goals: usgrs-intentiom toachieve by using the systerT;
— user envifonment: situation in which users are using the system;

— system cqntext: nature and technical context of the system being used.

Data

quality
model

Information system .~ O _____

/ ICT product
A\ 4
Product

quality g Software Data
model 4

\\-

Context of use

/o

INJ

User

Hardware and environment

communication facility.

System conte

R
- T~
IT service system \Q _____________
IT service : Context of use
I
I
s
I
quality ice provision system | i
model I User i
N ll environment [K
- I H
I I
[l System context |: :
I I
R — W

NOTE Arrpws. indicate the target entities within information systems or IT services to which §QuaRE
quality modelsappiy:

Figure 3 — Quality models and their target entities
NOTE1 When an IT service does not contain an ICT product and its components, the IT service is evaluated
separately from them.

NOTE 2  The product quality model is indirectly applied to hardware and communication facilities when they
are a component of an ICT product.

NOTE 3  Service provision system is an information system to provide IT service to users, including people,
processes, technology, facilities and information.
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4.6 Using the quality-in-use model

The purpose of the "quality-in-use” model is to characterize the effects and influences that can be
experienced by using information system and IT service system; that is, to define, measure, evaluate and
improve the quality of systems and software products and IT services when using them. Characteristics
and sub-characteristics of quality-in-use models cannot be represented as specifications because they
are affected and influenced by the result of use by humans or other entities.

Annex D shows examples of applying the quality-in-use model for certain kinds of systems.

This SQuaRE family of International Standards includes some standards about design and evaluation.
ISO/IEC 25030 and ISO/IEC 25040 can be referred to for design and evaluation of quality-in-use at the
systenfr Tever; can be referred to for detail and measurement or quality cllaracteristics;
and ISP/IEC 25062, ISO/IEC 25063, ISO/IEC 25064, ISO 25065 and ISO/IEC 25066 can'befeferred to for
commen industry format for usability-related information.
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Annex A
(informative)

Comparison with the quality-in-use model in ISO/IEC 25010:2011

Figure A.1 shows the quality-in-use model defined in ISO/IEC 25010:2011.

Quality
In Use
I
| | | | |
. _ . . Freedom Context
Effectiveness Efficiency Satisfaction .
From risk coverage
Effectiveness Efficiency Usefulness Economic risk Context
Trust mitigation completeness
Pleasure Health and Elexibility
Comfort safety risk
mitigation
Environmental
risk mitigation

After this mq@del was defined, as system and softwa¥é products are widely used, their effe
influence canlextend from their direct users to organizations and society at large.

On the other Hand, Figure A.2 shows the usabilitjxconcept and definition described in [SO 9241-11
Figure A.2 shows that usability which consists of “effectiveness”,
is the outconje by “use” of the product,.system and service under the identified context of
“effectivenesy”, “efficiency” and “satisfaction” are parts of quality characteristics in the quality

)

model defined in ISO/IEC 25010: 2011, this model is mainly focused on “use”, that is, direct users

C %Qt off use
@Q User
Q.

System,
Products,
or
Service

Figure A.1 — Quality-in-use model in ISO/IEC 25010:2011

Goals
and
Tasks

Use —Pp

» o«

efficiency” and “satisf:

Outcome of use
c— Usability —%\

Effectiveness

Efficiency

Satisfaction

ct and

:2018.
iction”
se. As
in-use

it

Resources

A 4

- Ut'her_muwmes\

o Accessibility

e User Experience

¢ Avoidance of
harm from use

\( . etc. /;

“Outcome of use” is emphasized

Figure A.2 — the usability that results from use of a system, product, or service in a context of
use in IS0 9241-11:2018
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To expand the target of quality-in-use to not only direct users but also indirect users and other
stakeholders, the quality-in-use model has been revised. Figure 2 shows the revised quality-in-use
model in this document.

The major changes are the range of quality characteristics and sub-characteristics. Concretely, the
following changes have been made.:

a) As a kind of quality characteristic, “beneficialness” which includes “usability” as a sub-
characteristics is defined.

b) Though “freedom from risk” remains as a quality characteristic, the range of sub-characteristics
are wider.

c) Aq a kind of quality characteristic, “acceptability” is defined. These charactefistics and sub-
racteristics did not appear in the previous model. However, they are Wefy important
racteristics to explain the influence on not only direct users but also organizatiofs and society

d) THhe range of context of use is based on the prerequisite of context caverage. So, in this document,
text coverage is not a quality characteristic.

»n o«

In Figyre A.1 and Figure A.2, the term “effectiveness”, “efficiency/~and “satisfaction” apgear. They are
still ugable as elements of usability which is one of the quality sub=sub-characteristics in this document.

Tylpical resources include time, human effort/ costs, and materials, e.g., information $ystem and IT

isfaction: extent to which a user\or other stakeholder perceives the results of usge of a system,
prioduct, or service to meet their, needs and expectations.

For a fiser who directly interact§ with the product or system, effortless (i.e. physically comfortable
withoyt fatigue) and enjoyability'(i.e. psychologically comfortable with positive feelings o motivations)
and udefulness (i.e. useful to'achieve its own purpose) are relevant to satisfaction. For a yiser who does
not difectly interact with{the product or system, only usefulness is relevant.

These pre referring,to-and modified from ISO 9241-11:2018.
In ISOfIEC 25010¢2011, “context coverage” is defined as follows:

“degree towhich a product or system can be used with effectiveness, efficiency, freedom|from risk and
satisfa1ction in both specified contexts of use and in contexts beyond those initially explicifly identified”.

This quality characteristic has two sub-characteristics. Their titles and definitions are as follows:

— contextcompleteness: degree to which a product or system can be used with effectiveness, efficiency,
freedom from risk and satisfaction in all the specified contexts of use;

— flexibility: degree to which a product or system can be used with effectiveness, efficiency, freedom
from risk and satisfaction in contexts beyond those initially specified in the requirement.

From these definitions, context coverage is defined as whether or not the target information system
and IT service system can be used under the assumed context of use.

Firstly, as these definitions focus on the previous quality-in-use description, the range of targets is
narrow.
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Casel
Context of
use

Case N
Context of

Case2
Context of

CaseY
Context of

[ Assumed all context of use J

Figure A.3 — Concept of context coverage

Secondly, Fighire A.3 illustrates the concept of context coverage; that is, the relationship bdtween

assumed all

possible contexts of use (N) and each context of use which can actually be uged. In

Figure A.3, cdse 3 and case X are contexts which actually cannot be used. So, the’degree of dontext
coverage is (-2)/N. However, as the proposed quality-in-use model focuses onthe effect and inflluence

of usage, con
contexts are

fexts which cannot be used are not included in the target.Fhis means that assumed
h prerequisite. If the context changes and the target information system and IT gervice

system cannoft be used, quality-in-use cannot be measured because “usé”is a prerequisite in quality-in-

use. When co

predefined context of use.

However, res
quality impr

hsidering “use”, a context of use is predefined. So, whert.context changes, the cont¢xt is a

bonding to the change of context is importanti/This issue can be resolved by it¢rative
bvements to “user assistance” of “interaction capability” and/or “adaptability” of

“flexibility” defined in the product quality model in the.ISO/IEC 25010 revision. The produdt then
has better “njaintainability”. Whether information systém and IT service system can be used|under
assumed context or not is dependent on their specification. So, context coverage can be one ¢f sub-

characteristids in product quality.

18
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Annex B
(informative)

The relationship between quality characteristics, quality sub-

characteristics, and their stakeholder’s needs

Table B.1 shows the relationship among quality characteristics, quality sub-characteristics, and their

stakeh

Table

becaus
for ev
charag

Aspecf
use; af
depen
across
intere
documn
to des

older's needs.

B.1 illustrates the example of clustering and naming each stakeholder’s tdeeds
e each stakeholder’s needs can be clustered into four groups, and hard to de
bry group. From the description of stakeholders’ needs in each group; their

teristics, sub-characteristics, and measures are defined as requirements.

s of interest represent various concerns of stakeholders who afre involved in thg
d they are sources of stakeholder’s needs. They are described:and named different
ling on various types of stakeholders. It is difficult to define §uch aspects of interest
these different stakeholders. However, it can be considéred to describe most
ts by using quality-in-use sub-characteristics or theik combinations that are d

ribe quantitatively aspects of interests.

for reference
fine uniquely
quality-in-use

e products-in-
y or similarly
s consistently
of aspects of
bfined in this

ent. Similarly, it can be considered to adapt measures for quality-in-use sub-chardcteristics and

Table B.1 — An example of the relationship.between quality characteristics, quality sub-

characteristics, stakeholders, and their aspects of interest

Skope of needs to be satisfied Aspécts of interests (as sources of needs) for each stakeholdgr’s type
Characteristics Sub-characteristics |Responsible organ- |Operator Customer Public 3nd society
ization
beneficialness — usability —costand benefit |— effectiveness — effectiveness |— taxfevenue
— accessibility + man-hour for — efficiency — efficiency — stock price Index
o management . . . .
— suitability — Satisfaction — Satisfaction |— emplloy people
— man-hour for
operation
— stock price
— advantage
freedon from risk + freedom from — reliability — safety — safety — atmpspheric temper-
economic risk . . . ature
— accountability — privacy — privacy
— freedom from . i — amojunt of COx
health risk — safety — self-authority — self-authority |oyhaust
— freedom from — privacy — reliability — reliability — noisp
environmental and ;
— securit ;
societal risk Y — water quality
_ freedom from — availability — the number of acci-
human life risk — confidentiality dents or matters
— maintainability — damage cost
— crime

© ISO/IEC 2023 - All rights reserved
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Table B.1 (continued)

Scope of needs to be satisfied Aspects of interests (as sources of needs) for each stakeholder’s type
Characteristics Sub-characteristics | Responsible organ- |Operator Customer Public and society
ization
acceptability — experience — trust — trust — trust — trust
— trustworthiness |— transparency — transparency — transparency |— transparency
— compliance — brand image — ethics — ethics — ethics
— corporate identi- |— good tools — fair trade
fication . .
— good manuals — consideration to
— loyalty . nature
— good training
— traceapility
— service support
— no previous
conviction
— ethics
20 © ISO/IEC 2023 - All rights reserved
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Annex C
(informative)

Example of quality-in-use characteristics and their effect and
influence

Table C.1 shows examples of different stakeholder needs and quality-in-use characteristics. These
examples describe a case of goods delivery by using a drome. In this example, actiyities of each
stakeHolder, each stakeholder’s needs, and their details are shown.
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Table C.1 — Examples of different stakeholder needs and quality-in-use characteristics

flighf route _andload it on the

working onerationsiobswith
ST ¥

Quality-in-use Beneficialness Freedom from risk Acceptability
characteristics
corresponding
to stakeholder
needs
Operators Usability (effectiveness and Freedom from economicrisk |Experience
efficiency of usability) — Sustainable enough, with — Learnable about what is the
— Easy to pick up a designated |highly successful ratio of faster route and how long it takes
EXAMPLE: commodity correctly, to input delivery with very few incident | for delivery and return.
When a delivery service op- and check delivery address, set  |[occurrences in order to continue

— Learnable regarding the

erator sets up to y
drones to deliver
by air to custome
intends to complg
delivery service.

ST lllulLilJlC
rommodities

s, the operator
te a successful

drone to be ready to fly and be
sent to its customer.

— Easy to set flight delivery
route within a short time with
the drone able to automatically
adjust its flight route in real
time.

— Free from operational
mistakes when inputting and
checking the destination address
and command as to when and
where to depart from.

— Easy to check the current
location and status (e.g. flying at-
titude, speed, directions, height)
of a flying drone.

— Easy to check potential mal-
functions of an individual drone
and a drone delivery system
throughout the process when the
drone is prepared to depart, is
flying, and is returning.

Usability (satisfaction)

— Not feeling tired and stxess-
ful and feeling comfortable
physically and mentally-during
daily operations,

Accessibility

— Easily.operable from multi-
ple places and able to take over
monitering and controlling of
flying’drone at any time.

= Operable by disabled oper-
ator.

Suitability

— Easy to make sure the drone
completely and successfully

stable incomes.

Freedom from environmental
and societal risk

— Sufficient and certain oper-
ations to prevent the working
environment from deteriorat-
ing for the operator (e.g. noisy,
longer working hours).

Freedom from risk to human
life

— Sufficient automatic acei-
dental collision avoidance with
operators and peopley

— Sufficiently,secured against
unauthorized-acgess to avoid
high jacking of the control
operationfor intentional attacks
againstoperators and people.

—Sufficiently capable to
continuously provide operations
jobs that ensure low physiolog-
ical and psychological loading
during operation of the system
and service (e.g. reduce stress of
drone operators by ensuring de-
livery job with fewer incidents).

commanding or helping the
machine learning of:thé drone,
about the places tg-be.avdided in
the flying route§and dangerous
behaviours tobe preventpd.

Trustworthiness

— Avgilability to monitdr and
reeord/accurate informatjon on
the actual status of the dfone
transparently in real time¢ (e.g.
flying to geometric point$,
attitude, speed, acceleratjon,
directions, height).

— Availability to monitdr and
record accurate informatjon of
the actual status of the dfone
sufficiently transparent tpo
demonstrate that the drope
completely avoids prohibjted
behaviours in routine and emer-
gency operation, even whien the
drone operates autonomdusly
or receives instructions qr com-
mands from the operator]

Compliance

— Availability to monitdr and
record accurate informatjon on
the actual status of the flying
drone to determine the fdllow-
ing: whether it conforms fo what
is agreed with the custonper;
whether it automatically felects
its flying route through oply
allowable flight areas acdording
to regulations or laws.

delivered the commodity to

the designated customer (e.g.
personal identification, address
or place).

22
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(Person who purchased a com-
modity and is going to use the
flying drone delivery service)

efficiency of usability)

— Easy to order without
mistakes in inputting of delivery
information.

— Demonstrable convincing
data that there are very few
occurrences of damage or loss of
the purchased commodity (e.g.
droptoa

EXAMPLE:

When afcustomer decides to
request|delivery using the
flying dfone, the customer can
purchade the commodity and
request|with necessary input
informaftion for the flying drone
delivery service.

— Easy to change where and
when the customer can receive
products even after the drone
departs.

— Canreceive a commodity
without any damage.

— Easy to make sure the drone
is approaching to deliver the
commodity and to prepare to
receive in a timely manner.

Usability (satisfaction)

— Deliverable on desired date
and time without damages
frequently enough to feel com-
fortable.

— Sufficiently affordable and
cost-effective performance when
using the flying drone delivery
service compared to other
methods.

Accessibility

— Canrequest changing the
destination.

— Can monitérwhere the drone
is flying and/ehange the destina-
tion from anywhere.

— Canse regularly or emer-
gently from anywhere in wide
areas and locations with high
successful ratio of delivery with
few incident occurrences.

— Operable by disabled em-
ployees.

Suitability

— Canregularly and emer-
gently receive commodities on
desired date and time without

to a wrong person who is not the
customer, collide with something
during the flight).

— Customers are well informed
on provision of insurance to
waiver of payment or compensa,
tion for damages to commodity,
or other entities or peoples
caused by an accident or jncident
during the delivery to the’ciis-
tomer.

Freedom from efivironmental
and societal risk

— Demaonstrable convincing
data thatthere are very few
accidénts or incidents that
adversely affect the environment
around the customer (e.g. noise
of approaching drone, collision
with trees, flowers, pollution of
natural resources such as water,
soil or air used by customer).

Freedom from risk to human
life

— Demonstrable convincing
data of automatic avoidance of
taccidental collisions with the
customer.

— Sufficiently secured against
unauthorized access in order to
highjack the control operation
for intentional attacks against
operators and people.

lwhether to use
delivery seryicg
ods.

Trustworthing

— \Convincing
threugh the usd
the flying drong
ficiently availalf
punctually as rg
customer.

Compliance

—Convincingly]
through the useg
the system and
ated in adheren|
between the cu
service provide

Table C.1 (continued)
Quality-in-use Beneficialness Freedom from risk Acceptability
characteristics
corresponding
to stakeholder
needs
Customers Usability (effectiveness and Freedom from economicrisk |Experience

— Learnable from usage
records about the cost versus
convenient performance and
improvement determinations

the flying drone
or other meth-

Ss

ly clear that,

of the service,
delivery is suf-
le correctly and
quested by the

clear that,

of the service,
kervice are oper-
Ce to agreements
tomer and the

.

damages.

— Canreceive commodities
with flying drone with negotia-
tion to operators even under bad
weather conditions.
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EXAMPLE:

A delivery service provider in-

efficiency of usability)

— Easy to pick up a designated
commodity and load it on the
drone to be ready to fly and send
to its customer within a short

— Recoverable within a suffi-
ciently short duration to mitigate
compensation liability when
system failure occurs.

Table C.1 (continued)
Quality-in-use Beneficialness Freedom from risk Acceptability
characteristics
corresponding
to stakeholder
needs
Responsible organization Usability (effectiveness and Freedom from economicrisk |Experience

— Learnable regarding pre-
venting accidents and incidents
that can possibly cause expen-
sive compensation, from records
ofincidents experienced during

tends to demonstpat
es, to extend servjce available
areas and to incrdase customer
of an accelerated flelivery ser-
vice using flying qrones at the
customer's requeft.

< s
aevafcas

lead time.

Can deliver a lot of commod-
ities to the customers within a
short delivering time.

— Can optimize or decrease
efforts of operations and admin-
istration to continue to business
operation.

Usability (satisfaction)

— Justification that the system
and service are competitive
enough to attract customers
compared to other delivery ser-
vice methods by demonstrating
with operations data that these
are able to deliver commodities
by fulfilling various customer
requests, and continuing distant
and just in time delivery within
acceptable delay and tolerable
damage parameters.

Accessibility

— Easily operable from multiple
places and locations for extenda-
ble service areas.

— Can employ disabled person-
nel as operators.

— Inorder to perform one of
societal responsibilities, the
system dirdhits service can be
capable of delivering essentials
with flying drones even when it
iSsunder difficult circumstances
such as support materials that
are requested to be carried in
for recovery from accidents or
natural disasters.

Suitability

Freedom Irom environmental
and societal risk

— Sufficiently capable to
continuously minimize incident
occurrences which adversely
affect the environment or soci-
etal properties (e.g. the drone
crashes possibly igniting a fire
on a mountain, in a forest, or a
person’s house).

Freedom from risk to human
life

— Sufficient automatic acei-
dental collision avoidance with
operators and peaple.

— Sufficiently'secured against
unauthorized@ccess in order to
highjack thé\control operation
for inténtional attacks against
operators and people.

—=_Sufficiently capable of con-
tinuously assigning employees to
jobs that assure low physiolog-
ical and psychological loading
during operation of the system
and service (e.g. reduced stress
of employees by ensuring deliv-
ery jobs with fewer incidents,
reduced effort to check and
clean the drone when returned
to base).

operation of the flying-drpne
delivery service.

TrustworthineSs

— Availability)of monitdring
and recording reliable informa-
tion on{the-actual status ¢f the
dronfe transparently enoygh to
demonstrate that the drope com-
pletely avoids prohibited|behav-
iours and follows instrucfions

or commands from the ogerator,
even when the drone canfuto-
matically do machine leafning or
operate autonomously.

or-
and its

— Ease of analysing per
mance data of the system
service to determine sucdessful
delivery ratio including ifor-
mation for improving buginess
processes, such as time t¢ deliv-
ery, idle time, damaged lgvels of

commodities and frequerfcy and
severity of incidents.
— Certainty of sustainaple

delivery service business|with-
out critical incidents, proplems
or accidents by demonstrpting
the reliable daily operatign of

system and its service.

— Accountability to proplem/
incident reports by respopding
and publishing them quickly.

— Available to access fe¢dback
information on the voice pfthe
customer to know whethér
service operation provid¢s good
correspondence for custgmers
and society at large or nof (e.g.
status of resolutions for qustom-
er claims or negative opiijions,

Contintousiy-operate-thefly
ing drone delivery service with
sufficiently successful delivery
ratio in maximum available
circumstances (e.g. under bad
weather, natural disasters, acci-
dents) to earn a good reputation
from customers and the public
and to gain beneficial revenue
enough to continue the delivery
service business.

TCpUtatIo aNoITg CUStoMmers and

society at large).
Compliance

—Convincingly reliable daily
operations to evidently conform
to global, or local regulations or
laws (e.g. flying routes, areas,
altitudes, drone behaviour in the
vicinity of people).
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