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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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The target of the product quality model has been extended to include various types of ICT product

Safety has been added as a quality characteristic with subcharacteristics, i.e. operational constraint,

Usability and portability have been replaced with interaction capability and flexibility respectively.

Inclusivity and self-descriptiveness, resistance,and scalability havebeenadded as subcharacteristics

User interface aesthetics and maturity have been replaced with user engagement and faultlessness
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— Several characteristics and subcharacteristics have been given more accurate names and definitions.

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Introduc

tion

ICT (information and communication technology) products, including software products, are
increasingly used to perform a wide variety of organizational and personal activities. Realization of
goals and objectives for personal satisfaction, organizational success and/or human safety relies on
high-quality ICT products. High-quality ICT products are essential to providing value and avoiding
potential negative consequences for the stakeholders. The term “product” is used for ICT products which
can include software, data, hardware and communication facilities, and other ICT products throughout
this document. A product has a variety of influences on many classes of stakeholders including those
who develop, acquire, and use the product. Stakeholders also include customers of businesses using the
product, as well as the public under the influence of information systems using the product under real

operation.
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Figure 1 — Organization of SQuaRE family of International Standards

within the SQuaRE family are;

— ISO/IEC 2500n - quality management division. The International Standards that form this division
define all common models, terms, and definitions referred to by all other International Standards
from the SQuaRE family. This division also provides requirements and guidance for a supporting
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function that is responsible for the management of the requirements, specification, and evaluation
of software product quality. Practical guidance on the use of the quality models is also provided.

ISO/IEC 25000: Guide to SQuaRE
ISO/IEC 25001: Planning and management

ISO/IEC 25002: Quality models overview and usage

ISO/IEC 2501n - quality model division. The International Standards that form this division present

detailed quality models for computer systems and software products, data, IT services and quality-

in-

use.
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ISO/IEC 25010: Product quality model
ISO/IEC TS 25011: Service quality models
ISO/IEC 25012: Data quality model
ISO/IEC 25019: Quality-in-use model

D/IEC 2502n - quality measurement division. The International’Standards that forn

actical guidance for their application. Examples are giveirof quality measures fo
ternal property of product, data, IT services and quality<in-use. Quality measure el
'ming foundations for quality measures for internaland’external property of produ
d presented.

D/IEC 2503n - quality requirements division. The International Standards that forn
Ip specify quality requirements based on quality models and quality measures.
guirements can be used in the process of€liciting quality requirements for inform|
d IT services to be developed or as inputfor an evaluation process.

D/IEC 2504n - quality evaluation division. The International Standards that form
ovide requirements, recommendations and guidelines for software product evalug

aluation module is also previded.

0 this division

Clude a quality measurement framework, mathematical definitions of quality measures, and

- internal and
ements (QME)
ct are defined

1 this division
These quality
htion systems

this division
tion, whether

rformed by evaluators, acquirets or developers. The guideline for documenting a feasure as an

D/IEC 25050 to ISQ/IEC 25099 - SQuaRE extension division. These Internatiopal Standards
currently include reqiirements for quality of ready-to-use software product (RUSP) an

" testing, Common-ndustry Format (CIF) for usability reports, and quality models
" new technolegiés such as cloud services and artificial intelligence.

)uaRE stanidards can be used in conjunction with ISO/IEC/IEEE 12207 and ISO/IE(

d instructions
hnd measures

/1EEE 15288,

hlarly<thé processes for the specification and evaluation of quality requirements. I

50/1EC 25030

bes (how quality models can be used for systems and software quality requirements; and
C\25040 describes how the quality models can be used for systems and soffware quality

evaluation.

The SQuaRE standards can also be used in conjunction with ISO/IEC 33000 family of International
Standards which are concerned with software process assessment to provide:

quantitative quality characteristics;

su

pport for setting organizational quality goals in the management process.

a framework for software product quality definition in the customer-supplier process;

support for quality review, verification, and validation, as well as a framework for establishing

The SQuaRE standards can be used in conjunction with ISO 9001 (which is concerned with quality
assurance processes) to provide:

— Su

pport for setting quality goals;
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— support for design review, verification, and validation.
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Systems and software engineering — Systems and software
Quality Requirements and Evaluation (SQuaRE) — Product

quality model

1 Scope

This ;

commuynication technology) products and software products. The product quality mede
of nin¢ characteristics (which are further subdivided into subcharacteristics) that)rel
properties of the products. The characteristics and subcharacteristics provide-a réfere
the quplity of the products to be specified, measured and evaluated.

This model can be used for requirements specification and evatuation of the target pro
throughout their lifecycle by several stakeholders, including«developers, acquirers, qual
and cdntrol staff and independent evaluators. Activities in the product lifecycle that car
the us¢ of this model include:

— eliciting and defining product and information system requirements;
— vadlidating the comprehensiveness of requirements definition;

— identifying product and information systém design objectives, and design necessat
achieving quality;

— identifying product and information system testing objectives;
— identifying quality control €riteria as the part of quality assurance;

— identifying acceptance, criteria for a product and/or an information system;

— esfablishing measures of product quality characteristics in support of these activities.

NOTE2Z  Usage ofthe quality model for measurement is explained in Annex C.

2 Normative references

prmation and
| is composed
hte to quality
hce model for

m. [CT product
fure, and other

ducts’ quality
ity assurance
benefit from

y process for

There Areno normative references in this document

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and [EC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

© ISO/IEC 2023 - All rights reserved
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31

functional suitability

capability of a product to provide functions that meet stated and implied needs of intended users when
it is used under specified conditions

Note 1 to entry: Functional suitability is concerned with whether the functions meet not only stated and implied
needs, but also the functional specification (see C.1).

3.1.1

functional completeness

capability of a product to provide a set of functions that covers all the specified tasks and intended
users’ objectives

3.1.2
functional cqrrectness
capability of § product to provide accurate results when used by intended users

Note 1 to entry}: Precision is one of the attributes of correctness.

EXAMPLE In case of the products requiring high precision such as scientific software, the prodfict can
provide precis¢ results with the needed degree as well as accurate results.

3.1.3
functional appropriateness
capability of & product to provide functions that facilitate the accomplishment of specified tasks and
objectives

EXAMPLE A product provides the necessary and sufficient{steps to complete a task, excludihg any
unnecessary sfleps.

Note 1 to entry: Functional appropriateness corresponds to-suitability for the task in ISO 9241-110.

3.2
performancge efficiency
capability of 3§ product to perform its functiens within specified time and throughput parametqrs and
be efficient in|the use of resources under specified conditions

Note 1 to entry: Resources can be CPU, nientory, storage, and network devices.

Note 2 to entry|: Resources can includé other software products, the software and hardware configuratioh of the
system, energy, and materials (e.g. print paper, storage media).

3.21
time behaviqur
capability of 4 product.to perform its specified function under specified conditions so that the response
time and throughputrates meet the requirements

3.2.2
resource utilization

capability of a product to use no more than the specified amount of resources to perform its function
under specified conditions

3.2.3
capacity
capability of a product to meet requirements for the maximum limits of a product parameter

Note 1 to entry: Parameters can include the number of items that can be stored, the number of concurrent users,
the communication bandwidth, the throughput of transactions, and the size of a database.

3.3

compatibility

capability of a product to exchange information with other products, and/or to perform its required
functions while sharing the same common environment and resources

2 © ISO/IEC 2023 - All rights reserved
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3.31

co-existence

capability of a product to perform its required functions efficiently while sharing a common
environment and resources with other products, without detrimental impact on any other product

3.3.2

interoperability

capability of a product to exchange information with other products and mutually use the information
that has been exchanged

Note 1 to entry: Information is meaningful data; and information exchange includes transformation of data for
exchange.

34
interaction capability
capabiI:ity of a product to be interacted with by specified users to exchange information between a user
and a §ystem via the user interface to complete the intended task

Note 1[to entry: Interaction capability in the product quality model and its sub€haracteristics fgcus on a set of
attribufes that enable interaction by users (or operators) to complete specific tasks in a variety of fontexts of use.
On theother hand, usability as defined in the quality-in-use model (ISO/IEG25019) comprehensiyely focuses on
outconjes of use to determine whether tasks are achieved by users with effectiveness, efficiency gnd satisfaction
in a sp¢cific context of use.

Note 2 ko entry: Interaction capability is a prerequisite for usability:

Note 3 [to entry: Interaction itself is defined in ISO TR 25060/as)“exchange of information betweeh a user and an
interadftive system via the user interface”.

3.4.1
approlﬁ)riateness recognizability
capability of a product to be recognized by users as appropriate for their needs

Note 1 [to entry: Appropriateness recognizahility depends on the ability to recognize the appropriateness of the
produd functions from initial impressionsyof the product or system and/or any associated documlentation.

Note 2|to entry: The information cafibe provided by the product to assist users in making decigions about the
adoptign, acquisition, or use of products prior to the start of full-scale use, through demonstrations, tutorials,
documentation or, for a website, the information on the home page.

3.4.2
learngbility
capabillity of a product to have specified users learn to use specified product functions within a specified
amount of time

3.4.3
operability

ontrol

Note 1 to entry: Operability is related to controllability, user error robustness and conformity with user
expectations as defined in ISO 9241-110. It is also related to the effectiveness and efficiency of physical interface
devices (e.g. mouse, touch pen).

344
user error protection
capability of a product to prevent operation errors

© ISO/IEC 2023 - All rights reserved 3


https://iecnorm.com/api/?name=e578f05c05f41ef9dd8564cac5490485

ISO/IEC 25010:2023(E)

3.4.5

user engagement
capability of a product to present functions and information in an inviting and motivating manner
encouraging continued interaction

Note 1 to entry: This refers to properties of the product that increase the pleasure and satisfaction of the user,
such as harmonious colour, intuitive user interface and friendly voice guidance.

3.4.6
inclusivity

capability of a product to be utilised by people of various backgrounds

Note 1 to entry,
languages, gen

3.4.7

user assistar
capability of ¢
achieve speci

Note 1 to entryj
hearing, use of]

Note 2 to entr

aphical locations and life situations.

a v, ¥y e
s, education, geogr

Hers, economic situation

jce
product to be used by people with the widest range of characteristicsand capabil
ied goals in a specified context of use

The range of capabilities includes language differences and disabilities associated with ag
hands, arms and legs, etc.

: A set of specific rules and methods for software accessibility can be applied to ensur

assistance” in this document and in ISO/IEC 25019.

EXAMPLE
and touch, in 4
that can be mo

A system that can interact with users using multiplednput/output methods, such as voic

yed, or changes in these areas.

mpicities,

ties to

b, sight,

e “user

e, gaze,

ddition to visual display, in order to accommodate différences in vision, hearing, and body parts

Note 3 to entry: Inconveniences or less effectiveness for usérs caused by differences or changes in theif actual

contexts of us¢ beyond those initially specified in the réquirements can be resolved by repeating the [quality

improvement dycle to find and resolve problems through iterative evaluation and requirements definitign from

this quality chdracteristic perspective.

Such differencgs or changes in the context of usé.can include, for example, the following cases:

— when usinjg the system while driving.a€ar or flying in an airplane;

— when using the system interactively for emergency within short-time use and small screen view dye to an
accident of a disaster;

— when a usgr is a beginner or.is changing own task goal of use, usage, or skill and knowledge;

— when a usgr having different physical capabilities due to the type of injury or illness, or changes in tilme due
to healing|or progression.

Also, other quality~(sub)characteristics, typically such as adaptability (3.8.1) or flexibility (3.8), fan be

collaboratively|applied to improve user assistance and interaction capability (3.4).

3.4.8

self-descriptiveness

capability of a product to present appropriate information, where needed by the user, to make its
capabilities and use immediately obvious to the user without excessive interactions with a product or
other resources

Note 1 to entry: Other resources include user documentation, help desks, other users and other sources of
assistance.

EXAMPLE Instructions for user operation are divided and displayed or talked through step-by-step
interactively at the helpful timing of operation, in order to help users understand easily what is going on with the
system/software and to prevent users from becoming confused by receiving too many instructions at once.

© ISO/IEC 2023 - All rights reserved
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3.5

reliability

capability of a product to perform specified functions under specified conditions for a specified period
of time without interruptions and failures

Note 1 to entry: Wear does not occur in software. Limitations in reliability are due to results from faults in
requirements, design and implementation, or from contextual changes.

Note 2 to entry: Dependability is often used as a synonym for reliability. However, dependability has a larger
scope in that it includes security (3.6), performance efficiency (3.2), and continuing support and others in addition
to the subcharacteristics of reliability as discussed in Annex B.

[SOUR , product or

n,on

compdnent performs” has been changed to "capability of a product to perform"; "withgut|interruptions
and fajlures" has been added; the original note 1 to entry has been replaced by two new nptes to entry.]

3.5.1
faultl¢ssness
capabillity of a product to perform specified functions without fault undernérmal operatipn

Note 1[to entry: The concept of faultlessness can also be applied to other guality characteristics|to indicate the
degree[to which they meet required needs under normal operation.

ability

or component is in an up state. Availability is therefore a combination of faultlessness (which governs
the frequency of failure), fault tolerance (3.5.3) and recoverability (3.5.4) (which governs the length of down time
followihg each failure).

Note 2 ko entry: Failover or duplication of systems can be applied to support availability.

[SOURLCE: ISO/IEC/IEEE 24765:2017, 3-313, modified — "degree to which a system or component is" has
been changed to "capability of a product to be"; the original note to entry has been replaced by two new
notes fo entry.]

3.5.3
fault tplerance
capability of a product.to.operate as intended despite the presence of hardware or softwdre faults

[SOURLE: ISO/IEGAEEE 24765:2017, 3.1574, modified — “degree to which a system, product or
compdnent operates” has been changed to “capability of a product to operate”.]

3.54

recoverability

capabilitye idectly affected

and re-establish the desired state of the system

Note 1 to entry: The length of the unavailable period following a failure, during which a product is not available
at the same level of use as before the failure, is determined by its recoverability. However, the recoverability of
a product depends on the recoverability of the computer system on which the product operates or a subset of its
functions.

3.6

security

capability of a product to protect information and data so that persons or other products have the
degree of data access appropriate to their types and levels of authorization, and to defend against attack
patterns by malicious actors

Note 1 to entry: As well as data stored in or by a product or system, security also applies to data in transmission.

© ISO/IEC 2023 - All rights reserved 5
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3.6.1
confidentiali

10:2023(E)

ty

capability of a product to ensure that data are accessible only to those authorized to have access

3.6.2
integrity

capability of a product to ensure that the state of its system and data are protected from unauthorized
modification or deletion either by malicious action or computer error

3.6.3

non-repudiation
capability of a product to prove that actions or events have taken place, so that the events or actions

cannot be rep

3.64
accountabili
capability of

[SOURCE: ISQ

udiated later

Ly
product to enable actions of an entity to be traced uniquely to the entity

7498-2:1989, 3.3.3, modified — "The property that ensures that" has been charlged to

"capability of p product to enable"; "may be" has been changed to "to be".]

3.6.5

authenticity

capability of § product to prove that the identity of a subject or resoufkce'is the one claimed

[SOURCE: IS(
capability of

3.6.6
resistance
capability of 3

Note 1 to entryj
actions. Then,

/IEC/IEEE 24765:2017, 3.302, modified — “degrée to which” has been changed to”

product”; the structure of the sentence has beefychanged accordingly.]

product to sustain operations while urider attack from a malicious actor

- A malicious attack can include a denialéf service attack, a ransomware attack, or other m
the following approaches can be applied to improve the capability of a product for the

licious
quality

subcharacteristic:

— to continuously protect itself from wel=known attacks by removing potential flaws or weaknesse$ of the
product wjth the use of security (3.6)tools such as a security weakness diagnostic tool, vulnerability canner
and staticpnalysis tool;

— to minimize vulnerability-of-a product with secure software coding and/or by incorporating spcurity
enhancemjent functions er mechanisms;

— to maintain productipdates during its life time for security reasons.

3.7

maintainability

capability of dproductto-bemodified by the intendedmaintainerswith-effectivenessand-efficiency

Note 1 to entry: Modifications can include corrections, improvements or adaptation of the product to changes
in environment, and in requirements and functional specifications. Modifications include those carried out by
specialized support staff, and those carried out by business or operational staff, or end users.

Note 2 to entry: Maintainability includes installation of updates and upgrades.
Note 3 to entry: Maintainability can be interpreted as either an inherent capability of the product to facilitate

maintenance activities, or the quality-in-use experienced by the maintainers for the goal of maintaining the
product.

© ISO/IEC 2023 - All rights reserved
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3.71
modularity
capability of a product to limit changes to one component from affecting other components

Note 1 to entry: Modularity implies that the product is composed of discrete modules or components with
cohesive content and minimal coupling to other modules or components.

3.7.2
reusability
capability of a product to be used as assets in more than one system, or in building other assets

3.7.3

analysability
capability of a product to be effectively and efficiently assessed regarding the impactdf an intended
chang¢ to one or more of its parts, to diagnose it for deficiencies or causes of failuyé€s, [or to identify
parts §o be modified

Note 1 fo entry: Implementation can include providing mechanisms for the product to)analyse itsjown faults and
providing reports prior to a failure or other event.

3.74

modiffability
capability of a product to be effectively and efficiently modifjed without introducihg defects or
degrading existing product quality

Note 1 fo entry: Implementation includes coding, designing, docdmenting and verifying changes.
Note 2 fo entry: Modularity (3.7.1) and analysability (3.7.3).can influence modifiability.
Note 3 fo entry: Modifiability is a combination of changeability and stability.

3.7.5
testability
capability of a product to enable an ebjective and feasible test to be designed and performed to
determine whether a requirement isunet

[SOURCE: ISO/IEC/IEEE 24765:2017, 3.4271, modified — “extent to which an objective and feasible test
can bd” has been changed to\!capability of a product to enable an objective and feasible test to be”;
“desighed” has been changed to “designed and performed”.]

3.8
flexibjlity
capab(:Lity of a product to be adapted to changes in its requirements, contexts of upe, or system
enviropment

Note 1| to, entry: Flexibility to context of use should consider two distinguished aspects, i.e] technical and
non-te¢hnical. The technical aspect is related with the execution environment of products, su¢h as software,
hardwdre and commumntcation factity; amnd the mon-technicat asSpect 15 Tetated Witl the soctat environment, such
as user and task, and the physical environment, such as climate and nature.

3.8.1

adaptability

capability of a product to be effectively and efficiently adapted for or transferred to different hardware,
software or other operational or usage environments

Note 1 to entry: Adaptations include those carried out by specialized support staff, and those carried out by
business or operational staff, or end users.

Note 2 to entry: If the product is to be adapted by the end user, adaptability corresponds to suitability for
individualization as defined in ISO 9241-110.
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Note 3 to entry: Ineffectiveness or inefficiencies for users caused by differences or changes in their actual
contexts of use beyond those initially specified in the requirements can be resolved by repeating the quality
improvement cycle, in which evaluation and requirements definition are iterated from the perspective of this
quality characteristic, and problems are discovered and solved.

Also, other quality subcharacteristics, typically such as inclusivity (3.4.6) and user assistance (3.4.7), can be
collaboratively applied to improve adaptability and flexibility (3.8).

Such differences or changes in the context of use can include, for example, the following cases:
— when using the system initially unintended circumstances, e.g. underwater or in outer space;

— when using the system in limited operation mode with less energy supplies or no communication network
connectivity dUe to alm accIdent or a atSaster;

— when initiplly unintended types of users are involved or influenced.

3.8.2

scalability
capability of h product to handle growing or shrinking workloads or to adapt itS-capacity (3.L.3) to
handle variabjility

3.8.3

installability
capability of p product to be effectively and efficiently installed successfully and/or uninstall¢d in a
specified environment

Note 1 to entry: If the product is to be installed by an end user, installability can affect the resulting functional
appropriatenesp (3.1.3) and operability (3.4.3).

3.8.4
replaceabilitly
capability of|a product to replace another specified product for the same purpose in thg same
environment

Note 1 to entry} The replaceability of a new versionof a software productis important to the user when upgrading.

Note 2 to entry: Replaceability can include.attributes of both installability (3.8.3) and adaptability (3.8]1). The
concept has bepn introduced as a subcharatteristic of its own because of its importance.

Note 3 to entryf: Replaceability rediices lock-in risks, so that other software products can be used in placp of the
present one, fo example by the useof standardized file formats.

3.9

safety
capability of 4§ produet-under defined conditions to avoid a state in which human life, health, property,
or the enviropment is endangered

Note 1 to entry-ttrisdecurientsafetisdefined-todesertbecapabiityefproduetto-beabletoaveidexposures
which is not tolerable. Then, the definition is different from the other standards relating to safety that define
safety as freedom from unacceptable risks.

[SOURCE: ISO/IEC/IEEE 12207:2017, 3.1.48, modified — “expectation that a system” has been changed
to “capability of a product”; “does not, under defined conditions, lead to a state” has changed to “under
defined conditions to avoid a state”; note to entry has been added.]

3.9.1

operational constraint

capability of a product to constrain its operation to within safe parameters or states when encountering
operational hazard

Note 1 to entry: Operational hazard is a hazardous situation, a circumstance in which people, property or the
environment are exposed to an unacceptable risk during operation.
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EXAMPLE1 A constraint that prevents an airplane from entering a stall condition caused by environmental
conditions or pilot error.

EXAMPLE 2 A constraint that limits the amount of radiation released by a radiology device to a safe threshold
regardless of the operator input.

3.9.2

risk identification

capability of a product to identify a course of events or operations that can expose life, property or
environment to unacceptable risk

3.9.3

fail safe
capabiﬁity of a product to automatically place itself in a safe operating mode, or to(refert to a safe
conditjon in the event of a failure

Note 1|to entry: When the fail safe quality subcharacteristic is applied to a complex 'system oy software, it is
often very difficult to determine which behaviour is safer. In such a case, functionalssafety (3.9) [concept can be
used and then, hazard analysis and safety risk assessment can be conducted to-derive safety gpals and safety
requir¢ments to be achieved.

Note 2 [to entry: The following approaches can be applied to improve the ‘¢capability of a product{for the quality
subchafracteristic:

— toloperate in a manner that eliminates or minimizes damage cdused by a failure;

— tolimplement a mechanism to transfer control of a sufficient set of operations to continue safe performance
when a failure occurs.

EXAMBLE A traffic light that reverts to blinking red‘in‘all directions when normal operation fails.

[SOURLCE: ISO/IEC/IEEE 24765:2017, 3.1558, modified — “pertaining to” has been changed to “capability

of”; “alsystem or component that” has been changed to “a product to”; “or to revert to a spfe condition”
has bepn added; the notes to entry and EXAMPLE have been added.]

394
hazar{ warning
capabillity of a product to provide warnings of unacceptable risks to operations or internal controls so
that they can react in sufficienttime to sustain safe operations

EXAMRBLE A pedestrianctraffic light gives a warning sign, such as showing the remaining Jeconds, before
revertipg from green toryellow or red.

3.9.5
safe integration
capability of~@~product to maintain safety (3.9) during and after integration with [one or more
compdnents

4 Product quality model

4.1 Product quality model structure

The product quality model categorizes product quality properties into nine characteristics:
functional suitability, performance efficiency, compatibility, interaction capability, reliability,
security, maintainability, flexibility and safety. Each characteristic is composed of a set of related
subcharacteristics (Figure 2).
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Functional completeness
Functional correctness
Functional appropriateness

Product Quality Functional suitability

Time behaviour
Resource utilization
Capacity
Co-existence
Interoperability

—  Performance efficiency

[1 [T1 [T]

— Compatibility

Appropriateness recognizability

Learnability
Operability

User error protection

User engagement
Inclu_sivity
User assistance
Self-descriptiveness

— Interaction capability

Faultlessness
Availability
Fault tolerance
Recoverability

— Reliability

Confidentiality
Integrity
Nonrepudiation
Actountability
Authenticity
Resistance

— Security

Modularity
Reusability
Analysability
Modifiability
Testability

— Maintainability

Adaptability
Scalability
Installability
Replaceability

- Flexibility

[TT]

Operational constraint
Risk identification
Fail safe
Hazard warning
Safe integration

— Safety,

Figure 2 — Product quality model

4.2 Targetp of the product quality model

Figure 3 depigts how different quality models apply to different components of an information sygtem or
IT service system. The.quality models together serve as a framework to ensure that all relevant gspects
of quality arg conSidered in specifying requirements, developing, or evaluating information systems,
ICT products,|data, or IT services. However, the priorities assigned to the quality characteristics {n each

+1 i £ Laal +l 'y 43 4 H Jd _TL 4 £ o f
model depenc o the Cofrte Xt T witrC e HIrormatotr systefrsHsetr— e conrexcoruasetreptre ents a

collection of interacting factors including:

— Users: types of people who will be using the system

— Goals: users’ intention to achieve by using the system

— User environment: situation in which users are using the system

— System context: nature and technical context of the system being used

The product quality model focuses on the target ICT product that includes the target software product.
The target ICT product also includes hardware and communication facilities, as well as data which is
the subject of the data quality model. The target ICT product is included in an information system that
can also include one or more ICT products.
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Data
quality

model

Information system

/ ICT product
Product

quality Software Data
model

Hardware and
communication facility

Quality-

in-use
IT service system moce
IT service Context of use |
quality Service provision system E '
model ] :
NOTE Arrows indicate the target entities within information systems or IT services to which 2501n quality

modeld apply.
Figure 3 <+ Quality models and their target entities

NOTE1 When an IT service does not contain an ICT product and its components, the IT kervice can be
evaluafed separately from them.

NOTE?2Z  The productquality model is indirectly applied to hardware and communication faciljties when they
are a cgmponent of anICT product.

NOTE 3  Servicé provision system is an information system to provide IT service to users, influding people,
processes, technology, facilities and information.

5 Relationship to the quality-in-use model
The properties of the product determine the product quality in particular contexts of use (Table 1).

The functional suitability, performance efficiency, compatibility, interaction capability, reliability,
security, flexibility and safety have a significant influence on the quality-in-use for primary users.
Functional suitability, performance efficiency, interaction capability, reliability, security, flexibility and
safety can also be specific concerns of other stakeholders who specialize in these areas.

Performance efficiency, compatibility, reliability, security, maintainability, flexibility and safety have a
significant influence on quality-in-use for secondary users who maintain the system.

NOTE Types of users and stakeholders are explained in Annex D.
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Table 1 — Influence of the quality characteristics

Product quality Influence on Influence on Information
characteristics | quality-in-use for | quality-in-use system quality
primary users | for maintenance |concerns of other

tasks stakeholders

Functional suita-

bility X X

P_erformance effi- X X X

ciency

Compatibility X X

Iteraction capa-

bility X X

Reliability X X X

Security X X X

Maintainability X

Flexibility X X X

Safety X X X

Key

X product quality influences quality-in-use for these stakeholders
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Comparison with the product quality model in

Annex A
(informative)

ISO/IEC 25010:2011

ISO/IEC 25010:2023(E)

This document revises ISO/IEC 25010:2011 and incorporates the same quality characteristics with

some 4

mendments.

— Sdfety hasbeen added as a quality characteristic with subcharacteristics, i.e. opetrational constraint,

rif

— Udability and portability have been replaced with interaction capabilitydnd flexibility

— Influsivity and self-descriptiveness, resistance, and scalability have beenadded as subc

k identification, fail safe, hazard warning and safe integration.

offinteraction capability, security, and flexibility respectively.

— Ugder interface aesthetics and maturity have been replaced with/user engagement ang

regpectively.

— Adcessibility has been split into inclusivity and user aSsistance.

Dé

finitions have been based on those from existing ISO/IEC documents when possil

r respectively.

haracteristics

faultlessness

le; and terms

ddfined in this document have been worded to represent the general meaning of the ferm.

— Several characteristics and subcharacteristics have been given more accurate names aj

hd definitions.

Table A.1 lists the differences of the charaeteristics and subcharacteristics between this locument and
ISO/IHC 25010:2011.

T;1ble A.1 — Comparison with-the previous product quality model in ISO/IEC 25010:2011
Claus¢ ISO/IEC 25010:2023 ISO/IEC 25010:2011 Notes
3.1 Functional suitability Functional suitability
3.1.1 Functional completeness Functional completeness
3.1.2 Functionalicorrectness Functional correctness
3.1.3 Functidnal appropriateness Functional appropriateness
3.2 Performance efficiency Performance efficiency
3.2.1 Time behaviour Time behaviour
3.2.2 Resource utilization Resource utilization
3.2.3 Capacity Capacity
3.3 Compatibility Compatibility
3.3.1 Co-existence Co-existence
3.3.2 Interoperability Interoperability
3.4 Interaction capability Usability Renamed
341 Appropriateness recognizability |Appropriateness recognizability
3.4.2 Learnability Learnability
3.4.3 Operability Operability
344 User error protection User error protection
3.4.5 User engagement User interface aesthetics Renamed
© ISO/IEC 2023 - All rights reserved 13
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Table A.1 (continued)
Clause [ISO/IEC 25010:2023 ISO/IEC 25010:2011 Notes
3.4.6 Inclusivity o )
: Accessibility Split and renamed
3.4.7 User assistance
3.4.8 Self-descriptiveness New subcharacteristic
3.5 Reliability Reliability
3.5.1 Faultlessness Maturity Renamed
3.5.2 Availability Availability
3.5.3 Fault tolerance Fault tolerance
3.5.4 Recgpverability Recoverability O
3.6 Secyrity Security ,\dl/d
3.6.1 Confidentiality Confidentiality (-\“ .l/'
3.6.2 Integrity Integrity ) N~
3.6.3 Nontrepudiation Non-repudiation q(f.)v
3.6.4 Accguntability Accountability , C) "
3.6.5 Authenticity Authenticity AQ(/
3.6.6 Resistance CA i\Iew subcharacteristig
37 Maiptainability Maintainability <N
3.71 Modularity Modularity & ~
3.7.2 Reufability Reusability OQ‘
3.7.3 Analysability Analysability \\\\
3.74  |Modifiability Modifiability "~
3.7.5 Testjability Testabilitys&v
3.8 Flexibility Portal;;&y Renamed
3.81 |Adaptability Adaptability
3.8.2 Scalpbility \O New subcharacteristiq
3.8.3 Instpllability . OfInstallability
3.84 Replaceability C)\‘ Replaceability
39 Safgty N\ New characteristic
39.1 Operational constrai);lo\‘ New subcharacteristig
3.9.2 RisK identificatioAn\\;) New subcharacteristiq
3.9.3 Faillsafe AQF New subcharacteristiq
394 Hazprd w:@ﬁg‘ New subcharacteristiq
3.9.5 Safe in}@tion New subcharacteristi
N
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Example of mapping to dependability

This annex gives an example of how an organization can map its own model of software quality to the

product quality model in this document.

Depenfability is defined in IEC 60050-192 as the “ability to perform as and whemrgquired”. One

examp]le of an alternative categorization of product qualities based on dependability(l] is:

— Avjailability: ability to be in a state to perform as required [SOURCE: IEC 60050-192-(1-23]

— Radliability: ability to perform as required, without failure, for a given(time interval, under given
conditions [SOURCE: IEC 60050-192-01-24]

— Rdgcoverability: ability to recover from a failure, without cerrective maintenamce [SOURCE:

IEC 60050-192-01-25]

— Maintainability: ability to be retained in, or restored to a State to perform as requiregl, under given

copnditions of use and maintenance [SOURCE: IEC 60050-192-01-27]

— Maintenance support performance: effectiveness of’an organization in respect of| maintenance
support [SOURCE: IEC 60050-192-01-29]

— Durability: ability to perform as required, under given conditions of use and maintengnce, until the
end of useful life [SOURCE: IEC 60050-192-01-21]

— Sdfety: This term is not defined as vo¢abulary of dependability in IEC 60050-192.
— Security: This term is not defined:as vocabulary of dependability in IEC 60050-192.

To corfform to this document,-this definition of dependability can be mapped onto th¢ parts of the
ISO/IHC 25010 quality model shown in Table B.1.

Table B.1 — Mapping of dependability

Claus¢ ISO/IEC-25010:2023 Dependability

3.1 Fuiictional suitability *

3.2 Performance efficiency *

3.3 Compatibility *

3.4 fteractiomrcapabitity *

3.5 Reliability Reliability

3.5.2 Availability Availability

3.5.3 Fault tolerance Durability

3.5.4 Recoverability Recoverability

3.6 Security Security

3.7 Maintainability Maintainability
Maintenance support performance

3.8 Flexibility *

3.9 Safety Safety

If this definition of dependability was used as part of a wider assessment of product quality, it would
also be necessary to consider functional suitability, performance efficiency, compatibility, interaction

© ISO/IEC 2023 - All rights reserved
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capability, flexibility and quality-in-use characteristics and subcharacteristics, although these are not
explicitly described to contribute to dependability defined in IEC 60050 (they are indicated by asterisk
in Table B.1).
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Annex C
(informative)

Using the quality model for measurement

C.1 Software properties

Some
produ
propet

NOTE
provid
the pri

Inherg
propet
softw3
assign
can be
propet

Functi
conce
from f
can su
from ¢
quality

pnal properties and quality properties are ngeded to be distinguished to be consiste

oftware properties are inherent in the software product; some are assignedto
't. The quality of a software product in a particular context of use is determined 1t
ties. Also, system properties can be often similar to software properties.

Examples of inherent properties are number of lines of code and the accuracy of a num
bd by the software. Examples of assigned properties are the owner of a software product,
fe of a software product.

nt properties can be classified as either functional propertie$.or quality properti
ties determine what the software is able to do. Quality (ppoperties determine
re performs. Quality properties are inherent to a softwaré product and associate
ed property is therefore not considered to be a quality characteristic of the soff
changed without changing the software. Figure €/ illustrates this classificatio
ties.

t that quality requirements are identified ones of non-functional requirements,
unctional requirements, required to bg(achieved, evaluated and improved. Both
pport mutually. For examples, some of functional properties emerge sufficiently
uality properties such as of faultlegs; fault tolerant, enough real time processing ef
r properties can be fleshed out with functional properties.

the software
y its inherent

bric calculation
h warranty and

bs. Functional
how well the
bd system. An
ware, since it
n of software

nt to the basic
distinguished
of properties
by supports
c. Conversely,

Software properties Inherent properties Domain-specific functional propert

Quality properties (functional

suitability, reliability, performance
efficiency, interaction capability, sed
compatibility, maintainability, flexib
safety)

urity,
ility,

Assigned properties Business properties like, for exampl
price, delivery date, future product,

product supplier

Figure C.1 — Software properties

C.2 Quality measures on internal properties, quality measures on external
properties and quality-in-use measures

For each subcharacteristic, the capability of the software is determined by a set of static internal
properties that can be measured. Examples of quality measures on internal properties (i.e. internal
measures) are given in ISO/IEC 25023 and ISO/IEC 5055. The characteristics and subcharacteristics
can be measured externally by the extent to which the capability is provided by the system containing
the software. Examples of quality measures on external properties (i.e. external measures) are also

given i
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