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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrote
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and non-govel
technology, IS

International S
The main tas

Standards ado
an Internationg

Attention is drawn to the possibility that some of the elements of this documentymay be the subject of]

rights. ISO ang

ISO/IEC 2501(
Subcommittee

This first editiq
revised.

ISO/IEC 2501(
divisions:

e Quality Mg
e Quality Mg
e Quality Me
e Quality Re
e Quality Ev

e SQuaRE H

D and IE’C have established a joint tech’nical committee, ISO/IEC JfC 1.
fandards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2,
of the joint technical committee is to prepare International Standards:.Draft Intern

pted by the joint technical committee are circulated to national bodies forl yoting. Publice
| Standard requires approval by at least 75 % of the national bodies casting a vote.

IEC shall not be held responsible for identifying any or all su¢h-patent rights.

was prepared by Joint Technical Committee ISOMEC JTC 1, Information tech
SC 7, Software and systems engineering.

n of ISO/IEC 25010 cancels and replaces ISONEC 9126-1:2001, which has been tec
is a part of the SQuaRE series of International Standards, which consists of the fo

nagement Division (ISO/IEC 2500n),
del Division (ISO/IEC 2501);
asurement Division (ISO/IEC 2502n),
quirements Division (ISO/IEC 2503n),
pluation Division (ISO/IEC 2504n),

xtension Division (ISO/IEC 25050 — ISO/IEC 25099).

chnical

mation

ational

tion as

patent

hology,

hnically

llowing

© ISO/IEC 2011 — All rights

reserved


https://iecnorm.com/api/?name=acc8c7346b30fa11d073a75731d8e331

Intro

ISO/IEC 25010:2011(E)

duction

Software products and software-intensive computer systems are increasingly used to perform a wide variety
of business and personal functions. Realization of goals and objectives for personal satisfaction, business
success and/or human safety relies on high-quality software and systems. High-quality software products and
software-intensive computer systems are essential to provide value, and avoid potential negative
consequences, for the stakeholders.
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This Ipternational Standard revises ISO/IE€9126-1:2001, and incorporates the same s¢

charac

o The scope of the quality models-has been extended to include computer systems, and qua

as

e Co
cof

e Se
suli

e Co

quality characteristics associated with the stakeholders' goals and objectives for th
s quality characteristics related to the software system and data as well 'as the impact t
stakeholders. It is important that the quality characteristics are spécified, measured,
er possible using validated or widely accepted measures and mé&asurement method
in this International Standard can be used to identify relevant quality characteristics that
establish requirements, their criteria for satisfaction and the coerresponding measures.

ternational Standard is derived from ISO/IEC 9126:1994, Software engineering — H
wvas developed to support these needs. It defined sixquality characteristics and descri
f evaluation process model.

C 9126:1991 was replaced by two related multipart standards: ISO/IEC 9126, Software
t quality and ISO/IEC 14598, Software engineering — Product evaluation.

eristics with some amendments.

ystem perspective.

htext coverage has been added as a quality in use characteristic, with subcharacts
npleteness and flexibility.

Curity has been_added as a characteristic, rather than a subcharacteristic of fun
characteristies confidentiality, integrity, non-repudiation, accountability and authenticity.

mpatibility (including interoperability and co-existence) has been added as a characteristi

e Th

pratection, accessibility, availability, modularity and reusability.

following subcharacteristics have been added: functional completeness, capac

re products and software-intensive computer systems have many stakeholders including those who
D, acquire, use, or who are customers of businesses using software-intensivel computer systems.
bhensive specification and evaluation of the quality of software and software<intensive computer
s is a key factor in ensuring value to stakeholders. This can be achieved by defining the jnecessary and

system. This
he system has
and evaluated
s. The quality
can be further

roduct quality,
pbed a software

engineering —

ftware quality

ity in use from

ristics context

ctionality, with

C.

{y, user error

e The compliance subcharacteristics have been removed, as compliance with laws and regulations is part of
overall system requirements, rather than specifically part of quality.

e The internal and external quality models have been combined as the product quality model.

e When appropriate, generic definitions have been adopted, rather than using software-specific definitions.

e Several characteristics and subcharacteristics have been given more accurate names.

Full details of the changes are in Annex A.

This International Standard is intended to be used in conjunction with the other parts of the SQuaRE series of
International Standards (ISO/IEC 25000 to ISO/IEC 25099), and with ISO/IEC 14598 until superseded by the
ISO/IEC 2504n series of International Standards.
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Figure 1 (adapted from ISO/IEC 25000) illustrates the organization of the SQuaRE series representing
families of standards, further called divisions.

CQuality Model
Division
2501n

Quality Quality Management Quality

The divisions

e ISO/IEC 2
define all
from the S
that is res
product qu

e ISOJ/IEC 2

Requrements Ervisomn ':“‘?'Il.,la.tiﬁ"
Division 2500n Division
2503n 2504n

Quality Measurement
Division
2502n

Extension Division 25050 - 25099

Figure 1 — Organization of SQuaRE series of International Standards

vithin the SQuaRE series are:

b00n - Quality Management Division. The International Standards that form this
common models, terms and defifitions further referred to by all other International St3g
QuaRE series. The division also provides requirements and guidance for a supporting f]
ponsible for the management of the requirements, specification and evaluation of s
ality.

601n - Quality Model Division. The International Standards that form this division

detailed quiality models fof computer systems and software products, quality in use, and data. P|

guidance q

e ISOI/IEC 2
include a
measures,

n the use of the quality models is also provided.

b02n -.Quality Measurement Division. The International Standards that form this
software” product quality measurement reference model, mathematical definitions of
and-practical guidance for their application. Examples are given of internal and e

measures

division
ndards
Linction
pftware

present
ractical

Hivision
quality
xternal

onrsoftware quality, and measures for quality in use. Quality Measure Elements (QME)

orming

foundation

s for these measures are defined and presented.

e ISO/IEC 2503n - Quality Requirements Division. The International Standards that form this division help
specify quality requirements, based on quality models and quality measures. These quality requirements
can be used in the process of quality requirements elicitation for a software product to be developed or as
input for an evaluation process.

e ISO/IEC 2504n - Quality Evaluation Division. The International Standards that form this division provide
requirements, recommendations and guidelines for software product evaluation, whether performed by
evaluators, acquirers or developers. The support for documenting a measure as an Evaluation Module is
also present.

Vi
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o ISO/IEC 25050 — 25099 SQuaRE Extension Division. These International Standards currently include
requirements for quality of Commercial Off-The-Shelf software and Common Industry Formats for usability
reports.

The quality models in this International Standard can be used in conjunction with ISO/IEC 12207 and
ISO/IEC 15288, particularly the processes associated with requirements definition, verification and validation
with a specific focus on the specification and evaluation of quality requirements. ISO/IEC 25030 describes
how the quality models can be used for software quality requirements, and ISO/IEC 25040 describes how the
quality models can be used for the software quality evaluation process.

This International Standard can also be used in conjunction with ISO/IEC 15504 (which is concerned with
software process assessment) to provide:

o affamework for software product quality definition in the customer-supplier process;

o support for review, verification and validation, and a framework for quantitative quality evaluation, in the
support process;

e support for setting organizational quality goals in the management process.

This International Standard can be used in conjunction with ISO 900 (which is concerngd with quality
assurahce processes) to provide:

o support for setting quality goals;

e support for design review, verification and validation.

© ISO/IEC 2011 — All rights reserved Vi
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INTERNATIONAL STANDARD
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Systems and software engineering — Systems and software
Quality Requirements and Evaluation (SQuaRE) — System and
software quality models
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quality in use model composed of five characteristics (some of whigh are further
bcharacteristics) that relate to the outcome of interaction when a product'is used in a pa
use. This system model is applicable to the complete human‘computer system,
mputer systems in use and software products in use.

product quality model composed of eight characteristics” (which are further s
bcharacteristics) that relate to static properties of software' and dynamic properties of
stem. The model is applicable to both computer systemis’and software products.

aracteristics defined by both models are relevant.to-all software products and compute
eristics and subcharacteristics provide consistentterminology for specifying, measuring
and software product quality. They also provide a set of quality characteristics agains
requirements can be compared for completeness.

Although the scope of the product guality model is intended to be software and computer s
acteristics are also relevant to wider systems and services.

C 25012 contains a model for'data quality that is complementary to this model.

ope of the models excludes purely functional properties (see C.6), but it does inc
ity (see 4.2.1).

ubdivided into
Iticular context
including both

bdivided into
the computer

systems. The
and evaluating
t which stated

stems, many of

ude functional

pn of software

ope of application of the quality models includes supporting specification and evaluati
bftware-intensive computer systems from different perspectives by those associa

ed with their

tion, requirements, development, use, evaluation, support, maintenance, quality assuranfe and control,
dit. The.moadels can, for example, be used by developers, acquirers, quality assurance and control staff
Jependent evaluators, particularly those responsible for specifying and evaluating software product
Activities during product development that can benefit from the use of the quality modelg include:

val

identifying software and system requirements;

idating the comprehensiveness of a requirements definition;

identifying software and system design objectives;
identifying software and system testing objectives;

identifying quality control criteria as part of quality assurance;

establishing measures of quality characteristics in support of these activities.

© ISO/IEC 2011 — All rights reserved
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2 Conformance

Any quality requirement, quality specification, or evaluation of quality that conforms to this International

Standard shall

either:

a) use the quality models defined in 4.1 and 4.2; or

b) tailor the quality model giving the rationale for any changes and provide a mapping between the tailored
model and the standard model.

3 Quality model framework

3.1 Quality|models

The quality of

b system is the degree to which the system satisfies the stated and implied needs of its

stakeholders, and thus provides value. These stated and implied needs are represented inithe SQuaRHE

of Internationa
cases are fi
sub-subcharad
However, the
representative

The measurah
measures. To
subcharacteris
together cover
computationall
subcharacteris
subcharacteris

Standards by quality models that categorize product quality into characteristics, which i
irther subdivided into subcharacteristics. (Some subcharacteristics are divide
teristics.) This hierarchical decomposition provides a convenient bréeakdown of product

set of subcharacteristics associated with a characteristi¢ have been selected
of typical concerns without necessarily being exhaustive.

le quality-related properties of a system are called quality properties, with associated
arrive at measures of the quality characteristic or subcharacteristic, unless the characte
tic can be directly measured, it will be necessary to identify a collection of properti
the characteristic or subcharacteristic, obtain quality measures for each, and combin
y to arrive at a derived quality measure_‘corresponding to the quality character
tic (see Annex C). Figure 2 shows thectrelationship between quality characteristi
tics, and quality properties.

Quality

L] v ! ¥

various
series
N some
d into
uality.
to be

quality
istic or
s that
e them
stic or
s and

l Characteristic 1 | | Characteristic 2 | | Characteristic 3 |

‘ Characteristic n

' '

[ Subcharacteristic 1 I | Subcharacteristic 2 |"""" [ Subcharacteristic n

!

\ Quality property 1 I | Quality property 2 | eennean l Quality property n

¥

¥

+ ¥
Quality property 1 | l Quality property 2 I ‘ Quality property 3 |-"--"-[ Quality property n I

Figure 2 — Structure used for the quality models

Currently there are three quality models in the SQuaRE series: the quality in use model and the product
quality model in this International Standard, and the data quality model in ISO/IEC 25012. The quality models
together serve as a framework to ensure that all characteristics of quality are considered. These models
provide a set of quality characteristics relevant to a wide range of stakeholders, such as: software developers,
system integrators, acquirers, owners, maintainers, contractors, quality assurance and control professionals,
and users.

© ISO/IEC 2011 — All rights reserved
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The full set of quality characteristics across these models will not be relevant to every stakeholder.
Nonetheless, each category of stakeholder should be represented in reviewing and considering the relevance
of the quality characteristics in each model before finalizing the set of quality characteristics that will be used,
for example to establish product and system performance requirements or evaluation criteria.

3.2 Quality in use model

The quality in use model in 4.1 defines five characteristics related to outcomes of interaction with a system:
effectiveness, efficiency, satisfaction, freedom from risk, and context coverage (Figure 3 and Table 3). Each
characteristic can be assigned to different activities of stakeholders, for example, the interaction of an operator
or the maintenance of a developer.

Quality
In Use
I | | |
Effectiveness Efficiency Satisfaction ?reedqm Contex{ coverage
rom(risk
Effectiveness Efficiency Usefulness Economic risk Cqntext
Trust miligalion compleleness
Health and ibili
Pleasure ealth an Flekibility
safety risk
Comfort mitigation
Environmental
risk mitigation

Figure-3 — Quality in use model

The qyality in use of a system characterizes the impact that the product (system or software product) has on
stakehplders. It is determined by the quality of the software, hardware and operating enviroryment, and the
characjeristics of the users, tasks and social environment. All these factors contribute to the quality in use of
the sygtem.

Definitipns and explanations of each quality characteristic for quality in use are given in 4.1.

Examples of quality in use measures are given in ISO/IEC TR 9126-4 (to be replaced by ISO/IEC 25024).

3.3 ITroduct quality model

The product quality model in 4.2 categorizes system/software product quality properties into eight
characteristics: functional suitability, performance efficiency, compatibility, usability, reliability, security,
maintainability and portability. Each characteristic is composed of a set of related subcharacteristics (Figure 4
and Table 4).

© ISO/IEC 2011 — All rights reserved 3
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System/Software
Product Quality

I

Functional Performance - _— Maintain- o
- ) Compatibilit Usabilit Reliabilit Securit - Portabilit
Suitability efficiency P Y y y > y ability Y
Functional Time-behaviour Co-existence Appropriateness Maturity Confidentiality Modularity Adaptability
completeness Resource utlisation | | Interoperability recognisability Availability Intesgrity Reusabillity Installability
Functional Capacily Learnabiity Fault tolerance Non-repudiation Analysability Replaceability
correc?ncss Uperability Recoverability Accountability Modifiability
Functional User error Authenticity Testability
appropristaness prolection
User interface
acsthetics
Accessibility
Figure 4 — Product quality model
NOTE The|need for compliance with standards or regulations can be identified as part of requirements for a|system,

but these are ou

The product q
software, as m

Definitions and

explanations of each quality characteristic for praduct quality are given in 4.2.

3.4 Targetg of the quality models

tside the scope of the quality model.

Figure 5 illustrates the targets of the quality models @nd the related entities.

The product q
and the quality

software prodd

The target co
systems and

control system) and can .nclude users and the technical and physical usage environment. Wh

Liality model can be applied to just a software product, or-to a computer system that includes
ost of the subcharacteristics are relevant to both software and systems.

Lality model focuses on the target’computer system that includes the target software groduct,

in use model focuses on the'whole human-computer system that includes the target computer
system and tanget software product. The-target computer system also includes computer hardware, non-target

cts, non-target data, and-target data, which is the subject of the data quality model (sge C.8).

puter system is included in an information system that can also include one or more computer
mmunication systems, such as a local area network and the Internet. The information pystem
is within a wider human-computer system (such as an enterprise system, embedded system or largp-scale

re the

boundary of the system is judged to be, depends upon the scope of the requirements or evaluation, and upon
who the users fare.

EXAMPLE

then the system|upon which they depend includes the flight crew, the airframe, and the hardware and software in

IfAhe-users of an aircraft with a computer-based flight control system are taken to be the pasgengers,

e flight

control system, whereas if the flight crew are taken to be the users, then the system upon which they depend consists only
of the airframe and the flight control system.

Other stakeholders, such as software developers, system integrators, acquirers, owners, maintainers,
contractors, quality assurance and control professionals, will also be concerned with the quality.

© ISO/IEC 2011 — All rights reserved
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Quality Models

Product Data Quality
Quality Model Quality Model in Use Model
\ <
Human-Computer Sys
I A\N are” A
[ A\ o . Primary,
Information System I s A $econdary
. Communication or indirect
\\ RS System ‘isers
r \\\\ S ",
** - .". — 2
Target Computer System \‘.,." & L
- Usage
Computer | | Non-target Target Target Non-target envjronment
Hardware Software Software Data Data i
Key: Other
. » What is measured by the model: Stakeholders
2 TU CEEETED e Some of the factors that influence quality in usé
NOTE This is conceptually the same as Figure 2 in ISQ/AEC 25012 and Figure 5 in ISO/IEC 2503(, but a different
version [that focuses on quality models.

3.5

The pr
and pe
checkli
the cor
quality
compu

It is nd
system
possib

Using a quality model

Figure 5 —Targets of quality models

bduct quality and quality jn\use models are useful for specifying requirements, establish
rforming quality evaluations (see Annex C). The defined quality characteristics can

5t for ensuring a comprehensive treatment of quality requirements, thus providing a basis
sequent effort and activities that will be needed during systems development. The chara
in use model and product quality model are intended to be used as a set when specifyin
er system or.software product quality.

t practically possible to specify or measure all subcharacteristics for all parts of a |
or software product. Similarly it is not usually practical to specify or measure quality
e User-task scenarios. The relative importance of quality characteristics will depend on

nd” objectives for the project. Therefore the model should be tailored before use

goals

ing measures,
be used as a

for estimating

Cteristics in the
 or evaluating

Arge computer

in use for all
the high-level
s part of the

decomposition of requirements to identify those characteristics and subcharacteristics that are most important,
and resources allocated between the different types of measure depending on the stakeholder goals and
objectives for the product.

3.6 Quality from different stakeholder perspectives

The quality models provide a framework for collecting stakeholder needs. Stakeholders include the following
types of user:

1.

2.

Primary user: person who interacts with the system to achieve the primary goals.

Secondary users who provide support, for example

© ISO/IEC 2011 — All rights reserved
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a) content provider, system manager/administrator, security manager;

b) maintainer, analyzer, porter, installer.

3. Indirect user: person who receives output, but does not interact with the system.

Table 1 — Examples of user needs for quality in use and product quality

User Primary user Secondary users Indirect user
needs Content provider Maintainer
Interacting Interacting Maintaining or porting Using output
Effectiveness How effective does the | How effective does the | How effective does the | How effective dpes the
user need to be when | content provider need |person maintaining or | person usingoutput
using the system to to be when updating porting the system from the system need
perform their task? the system? need to be? to be?
Efficiency How efficient does the |How efficient does the |How efficient does the [How efficient dges the
user need to be when | content provider need |person maintaining or (' person using th¢
using the system to to be when updating porting the system output from the pystem
perform their task? the system? need to be? need to be?
Satisfaction How satisfied does the | How satisfied does the | How satisfieddoes the | How satisfied dges the

user need to be when
using the system to
perform their task?

content provider need
to be when updating
the system?

person maintaining or
porting the.system
need to-be?

person using the
output from the pystem
need to be?

Freedom from rjsk

How risk free does
using the system to
perform their task
need to be for the
user?

How risk free does
updating the content of.
the system need to
be?

Howrisk free does
making maintenance
changes to the system
or porting the system
need to be?

How risk free dqes
using the outpuf{ from
the system need to
be?

Reliability How reliable does the [How reliable ‘does How reliable does How reliable dogs the
system need to be updating the\system maintaining or porting |output from the pystem
when the user uses it | with new«Content need |the system need to need to be?
to perform their task? |to be? be?

Security How secure does the [How secure does the |How secure does the |How secure dogs the

system need to be
when the user useg-it
to perform their task?

System need to be
after the content
provider updates it?

system need to be
after maintenance
changes are made or
when it is ported?

output from the pystem
need to be?

Context coverage

To what extent does
the system/need to be
effective, ‘efficient, risk
fre€ and satisfying in
all'the intended and
potential contexts of
use?

To what extent does
providing content need
to be effective,
efficient, risk free and
satisfying in all the
intended and potential
contexts of use?

To what extent does
maintaining or porting
the system need to be
effective, efficient, risk
free and satisfying in
all the intended and
potential contexts of
use?

To what extent gloes
using the outpuf of the
system need to pe
effective, efficiept, risk
free and satisfyipg in
all the intended fand
potential contexts of
use?

Learnability To what extent does To what extent does | To what extent does To what extent does
learning to use the learning to provide learning to maintain or |learning to use the
system need to be content need to be port the system need | output from the system
effective, efficient, risk | effective, efficient, risk |to be effective, need to be effective,
free and satisfying? free and satisfying? efficient, risk free and | efficient, risk free and

satisfying? satisfying?

Accessibility To what extent does [ To what extent does | To what extent does | To what extent does
the system need to be |providing content for | maintaining or porting |using the output of the
effective, efficient, risk |the system need to be [the system need to be |system need be
free and satisfying to | effective, efficient, risk |effective, efficient, risk | effective, efficient, risk
use for people with free and satisfying for |free and satisfying for [free and satisfying for
disabilities? people with people with people with

disabilities? disabilities? disabilities?
6 © ISO/IEC 2011 — All rights reserved
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Each of these types of user has needs for quality in use and product quality in particular contexts of use, as
illustrated for some examples of users and quality characteristics by the questions shown in Table 1.

NOTE

The content provider will also have user needs for data quality.

The user needs in Table 1 provide examples of starting points for requirements, and can be used as a basis
for measuring the impact of the quality of the system on use and maintenance.

Prior to software development or acquisition, quality requirements should be defined from the perspective of
stakeholders. Analysis of the in use requirements will result in derived functional and quality requirements
needed for a product to achieve the in use requirements.

EXAMPEI:_O_M_l—l_V_FH_W_l—l—Tl—erra Needs for system reliability can lead to spechic requirements for sortware groduct maturity,
availability, fault tolerance and recoverability. Reliability can also have an impact on overall system effectiveness,

efficiengy, freedom from risk and satisfaction.

3.7

Relationship between the models

The properties of the software product and computer system determine the.product quali
contexis of use (Table 2).

The functional suitability, performance efficiency, usability, reliability_and security will hav
influenge on the quality in use for primary users. Performance efficiency, reliability and secur

specifi

concerns of other stakeholders who specialize in these areas.

Compdtibility, maintainability and portability will have a sjgnificant influence on quality in use
users Who maintain the system.

Table 2 — Influence of the quality characteristics

y in particular

b a significant
ty can also be

for secondary

Software product Computer Product quality Influence on Influence on nformation
prgperties system charactefistic quality in use for | quality in use for | system quality
properties primary users maintenance concerns of
tasks other
gtakeholders
- - Fu.ncti.o_nal *
suitability
- < Pe-rf_ormance %* *
efficiency
- - Compatibility %*
- - Usability *
- - Reliability * *
- - Security * *
- - Maintainability *
- - Portability %*

Key:

= These properties influence product quality.

¥ Product quality influences quality in use for these stakeholders.
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4 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

NOTE Definitions of quality characteristics and subcharacteristics are given in 4.1 and 4.2, general definitions in 4.3
and the essential definitions from ISO/IEC 25000 are reproduced in 4.4.

4.1 Quality in use model

Quality in use is the degree to which a product or system can be used by specific users to meet their needs to
achieve specific goals with effectiveness, efficiency, freedom from risk and satisfaction in specific contexts of
use.

The properties| of quality in use are categorized into five characteristics: effectiveness, efficiencysatisfaction,
freedom from flisk and context coverage (Figure 3 and Table 3).

Table 3 — Quality in use characteristics and subcharacteristics

Effectiveness
Efficiency
Satisfaction
Usefulness
Trust
Pleasure
Comfort
Freedom from risk
Economic risk mitigation
Health and safety risk mitigation
Environmental risk.mitigation
Context coverage
Context completeness
Flexibility

NOTE Usapility (4.2.4) is defined as a subset of quality in use consisting of effectiveness, efficiency and satigfaction,
for consistency With its established meaning.

411
effectiveness
accuracy and ¢gompletenesswwith which users achieve specified goals

[1SO 9241-11]
4.1.2

efficiency
resources expended in relation to the accuracy and completeness with which users achieve goals

[1SO 9241-11]

NOTE Relevant resources can include time to complete the task (human resources), materials, or the financial cost
of usage.

413

satisfaction
degree to which user needs are satisfied when a product or system is used in a specified context of use

NOTE 1 For a user who does not directly interact with the product or system, only purpose accomplishment and trust
are relevant.
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NOTE 2  Satisfaction is the user’s response to interaction with the product or system, and includes attitudes towards
use of the product.

41.31

usefulness

degree to which a user is satisfied with their perceived achievement of pragmatic goals, including the results
of use and the consequences of use

41.3.2
trust
degree to which a user or other stakeholder has confidence that a product or system will behave as intended

4.1.3.3
pleasure
degreq| to which a user obtains pleasure from fulfilling their personal needs

NOTE Personal needs can include needs to acquire new knowledge and skills, to communicate perspnal identity and
to provgke pleasant memories.

4.1.3.4
comfort
degree to which the user is satisfied with physical comfort

41.4
freedom from risk
degreq to which a product or system mitigates the potentialrisk to economic status, human life, health, or the
environment

NOTE Risk is a function of the probability of occurrence of a given threat and the potential adverse gonsequences of
that thrgat's occurrence.

41.41
economic risk mitigation
degreg to which a product or system-mitigates the potential risk to financial status, efficlent operation,
commegrcial property, reputation or other-resources in the intended contexts of use

4.1.4.2
health|and safety risk mitigation
degree to which a product er'system mitigates the potential risk to people in the intended contexts of use

4.1.4.3
enviropmental riskimitigation
degre€d to which-aproduct or system mitigates the potential risk to property or the environment |n the intended
contexis of use

41.5
contextcoverage
degree to which a product or system can be used with effectiveness, efficiency, freedom from risk and
satisfaction in both specified contexts of use and in contexts beyond those initially explicitly identified

NOTE Context of use is relevant to both quality in use and some product quality (sub)characteristics (where it is
referred to as “specified conditions”).

41.51

context completeness

degree to which a product or system can be used with effectiveness, efficiency, freedom from risk and
satisfaction in all the specified contexts of use
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NOTE Context completeness can be specified or measured either as the degree to which a product can be used by
specified users to achieve specified goals with effectiveness, efficiency, freedom from risk and satisfaction in all the
intended contexts of use, or by the presence of product properties that support use in all the intended contexts of use.

EXAMPLE The extent to which software is usable using a small screen, with low network bandwidth, by a non-expert
user; and in a fault-tolerant mode (e.g. no network connectivity).

41.5.2

flexibility

degree to which a product or system can be used with effectiveness, efficiency, freedom from risk and
satisfaction in contexts beyond those initially specified in the requirements

NOTE 1 Flex hlllf\ll can-be achieved h\JI ndnphng a prndllr‘f (cnn 428 1) for additional user Groups, tasks-and cultures.

NOTE 2  Flexbility enables products to take account of circumstances, opportunities and individual preferenges that
had not been anticipated in advance.

NOTE 3  If a product is not designed for flexibility, it might not be safe to use the product in unintended contexts,
NOTE 4 Flexibility can be measured either as the extent to which a product can be used by-additional types of psers to
achieve additiorfal types of goals with effectiveness, efficiency, freedom from risk and satisfaction in additional fypes of

contexts of use,|or by a capability to be modified to support adaptation for new types of ‘usérs, tasks and envirohments,
and suitability fof individualization as defined in ISO 9241-110.

4.2 Product quality model

The product qyality model categorizes product quality properties into.eight characteristics (functional suitability,
reliability, performance efficiency, usability, security, compatibility, maintainability and portability)] Each
characteristic is composed of a set of related subcharacteristics(Figure 4 and Table 4).

Reliability
(Sub)Characteristic Maturity
Functional suitability Availability
Fundtional completeness Fault tolerance
Fungtional correctness Recoverability
Fungtional appropriateness Security
Performance efficiency Confidentiality
Timg behaviour Integrity
Resqurce utilization Non-repudiation
Capacity Accountability
Compatibility Authenticity
Co-ekxistence Maintainability
Interpperabhility Modularity
Usability Reusability
Apprppriateness recognizability Analysability
Learnability Modifiability
Operability Testability
User error protection Portability
User interface aesthetics Adaptability
Accessibility Installability
Replaceability

4.21
functional suitability
degree to which a product or system provides functions that meet stated and implied needs when used under

specified conditions
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NOTE Functional suitability is only concerned with whether the functions meet stated and implied needs, not the
functional specification (see C.6).

4211
functional completeness
degree to which the set of functions covers all the specified tasks and user objectives

421.2
functional correctness
degree to which a product or system provides the correct results with the needed degree of precision

421.3
functigmat-appropriaterness
degred to which the functions facilitate the accomplishment of specified tasks and objectives

EXAMHLE A user is only presented with the necessary steps to complete a task, excluding any unngcessary steps.
NOTE Functional appropriateness corresponds to suitability for the task in ISO 9241110

4.2.2
performance efficiency
performance relative to the amount of resources used under stated conditions

NOTE Resources can include other software products, the softwaré:;and hardware configuration of the system, and
materials (e.g. print paper, storage media).

42.21
time bghaviour
degreg to which the response and processing timés.and throughput rates of a product or|system, when
performing its functions, meet requirements

4.2.2.2
resourice utilization
degreq to which the amounts and types of resources used by a product or system, when|performing its
functiops, meet requirements

NOTE Human resources are included as part of efficiency (4.1.2).

4.2.2.3
capacity
degreg to which the maximum limits of a product or system parameter meet requirements

NOTE Parameters can include the number of items that can be stored, the number of concufrent users, the
commuphication bandwidth, throughput of transactions, and size of database.

423
compatibility
degree to which a product, system or component can exchange information with other products, systems or
components, and/or perform its required functions, while sharing the same hardware or software environment

NOTE Adapted from ISO/IEC/IEEE 24765.

4231

co-existence

degree to which a product can perform its required functions efficiently while sharing a common environment
and resources with other products, without detrimental impact on any other product
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4.2.3.2

interoperability
degree to which two or more systems, products or components can exchange information and use the
information that has been exchanged

NOTE Based on ISO/IEC/IEEE 24765.

4.2.4
usability

degree to which a product or system can be used by specified users to achieve specified goals with
effectiveness, efficiency and satisfaction in a specified context of use

NOTE 1 Adaptedfrom SO 924 1-210-

NOTE 2  Usapility can either be specified or measured as a product quality characteristic inf terms
subcharacteristi¢s, or specified or measured directly by measures that are a subset of quality in use.

4241

appropriatengss recognizability

degree to whi
cf. functional

NOTE1  App
system’s functio|

NOTE2 The

a web site, the ipformation on the home page.

4.2.4.2

learnability
degree to whig
use the produ
context of use

NOTE Can
users to achievd
and satisfaction
1ISO 9241-110.

4243
operability
degree to whig

NOTE Op€
defined in ISO 9

users can recognize whether a product or system is appropriate for their needs

ppropriateness (4.2.1.3).

ns from initial impressions of the product or system and/or any, associated documentation.

information provided by the product or system can includé)demonstrations, tutorials, documentatio

ct or system with effectiveness, efficiency, freedom from risk and satisfaction in a sy

be specified or measured either,as the extent to which a product or system can be used by ¢
specified goals of learningto‘use the product or system with effectiveness, efficiency, freedom f

h a product.orsystem has attributes that make it easy to operate and control

rability “‘corresponds to controllability, (operator) error tolerance and conformity with user expecta
P41-110.

of its

ropriateness recognizability will depend on the ability to recogniZe the appropriateness of the prgduct or

h or, for

h a product or system can be used by.specified users to achieve specified goals of leafning to

ecified

pecified
om risk

n a specified context of use,-or by product properties corresponding to suitability for learning as degfined in

ions as

4244

user error protection
degree to which a system protects users against making errors

4245

user interface aesthetics
degree to which a user interface enables pleasing and satisfying interaction for the user

NOTE This refers to properties of the product or system that increase the pleasure and satisfaction of the user, such
as the use of colour and the nature of the graphical design.

12

© ISO/IEC 2011 — All rights

reserved


https://iecnorm.com/api/?name=acc8c7346b30fa11d073a75731d8e331

4.2.4.6

ISO/IEC 25010:2011(E)

accessibility
degree to which a product or system can be used by people with the widest range of characteristics and

capabilities to achieve a specified goal in a specified context of use
NOTE 1 The range of capabilities includes disabilities associated with age.
NOTE 2  Accessibility for people with disabilities can be specified or measured either as the extent to

which a product

or system can be used by users with specified disabilities to achieve specified goals with effectiveness, efficiency, freedom
from risk and satisfaction in a specified context of use, or by the presence of product properties that support accessibility.

4.2.5

reliability

specif(ii

degre

NOTE 1

NOTE 4
implem

NOTE 3
availabi

maintaifability, durability, and maintenance support.

to which a system, product or component performs specified functions under specifieth(
d period of time

Adapted from ISO/IEC/IEEE 24765.

Wear does not occur in software. Limitations in reliability are due to faults’ in requireme
entation, or due to contextual changes.

Dependability characteristics include availability and its inherent-or-external influencing f
ity, reliability (including fault tolerance and recoverability), security./(including confidentiality

onditions for a

hts, design and

hctors, such as
and integrity),

ion

Hegree to which

ruse

tem, product or

ency of failure),

bf hardware or

4.2.51

maturity

degree to which a system, product or component meets needs for reliability under normal operaft
NOTE The concept of maturity can also be applied-to other quality characteristics to indicate the
they mget required needs under normal operation.

4.2.5.2

availability

degreq to which a system, product or cefiponent is operational and accessible when required fq
[ISO/IHC/IEEE 24765]

NOTE Externally, availability can be assessed by the proportion of total time during which the syj3
comporjent is in an up state~Availability is therefore a combination of maturity (which governs the freqy
fault tolerance and recoverability (which governs the length of down time following each failure).

4.2.5.3

fault tglerance

degreq to which a system, product or component operates as intended despite the presence
software faults

NOTE Adapted from ISO/IEC/IEEE 24765.

4254

recoverability
degree to which, in the event of an interruption or a failure, a product or system can recover the data directly
affected and re-establish the desired state of the system

NOTE

Following a failure, a computer system will sometimes be down for a period of time, the le

determined by its recoverability.

4.2.6

security
degree to which a product or system protects information and data so that persons or other products or
systems have the degree of data access appropriate to their types and levels of authorization

© ISO/IEC 2011 — All rights reserved
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NOTE 1 As well as data stored in or by a product or system, security also applies to data in transmission.

NOTE 2  Survivability (the degree to which a product or system continues to fulfil its mission by providing essential
services in a timely manner in spite of the presence of attacks) is covered by recoverability (4.2.5.4).

NOTE 3  Immunity (the degree to which a product or system is resistant to attack) is covered by integrity (4.2.6.2).
NOTE 4  Security contributes to trust (4.1.3.2).
4.2.6.1

confidentiality
degree to which a product or system ensures that data are accessible only to those authorized to have access

4.2.6.2

integrity
degree to which a system, product or component prevents unauthorized access to, or_madification of,
computer programs or data

[ISO/IEC/IEEH] 24765]

4.2.6.3
non-repudiatipn
degree to whigh actions or events can be proven to have taken place, so that{he events or actions capnot be
repudiated latg

=3

NOTE Adapted from ISO 7498-2:1989.

4.2.6.4
accountability
degree to which the actions of an entity can be traced uniguély to the entity

NOTE Adapted from ISO 7498-2:1989.

4.2.6.5
authenticity
degree to which the identity of a subject or.fesource can be proved to be the one claimed

NOTE Adapted from ISO/IEC 13335-1:2004.

4.2.7

maintainabili
degree of effgctiveness and* efficiency with which a product or system can be modified by the intended
maintainers

NOTE 1 Modifications can include corrections, improvements or adaptation of the software to changes in envirpnment,
and in requireménts’and functional specifications. Modifications include those carried out by specialized support sfaff, and

those carried out b_y btsiness-or upclat;ul yat-stafforend-users:

NOTE 2  Maintainability includes installation of updates and upgrades.

NOTE 3  Maintainability can be interpreted as either an inherent capability of the product or system to facilitate
maintenance activities, or the quality in use experienced by the maintainers for the goal of maintaining the product or
system.

4271

modularity

degree to which a system or computer program is composed of discrete components such that a change to
one component has minimal impact on other components

[ISO/IEC/IEEE 24765]
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4.2.7.2
reusability
degree to which an asset can be used in more than one system, or in building other assets

NOTE Adapted from IEEE 1517-2004.

4273

analysability

degree of effectiveness and efficiency with which it is possible to assess the impact on a product or system of
an intended change to one or more of its parts, or to diagnose a product for deficiencies or causes of failures,
or to identify parts to be modified

NOTE fmplementation can Inciude providing mechanisms for the product or system to analyse g own faults and
providereports prior to a failure or other event.

4.2.7.
modif?LbiIity

degreq to which a product or system can be effectively and efficiently modified without introduging defects or
degradling existing product quality

NOTE 1 Implementation includes coding, designing, documenting and verifying‘changes.
NOTE 3 Modularity (4.2.7.1) and analysability (4.2.7.3) can influence modifiability.
NOTE 3 Modifiability is a combination of changeability and stability.

4.2.7.5
testabllity
degreq of effectiveness and efficiency with which tést'criteria can be established for a syst¢m, product or
compohent and tests can be performed to determiné&whether those criteria have been met

NOTE | Adapted from ISO/IEC/IEEE 24765.

4.2.8
portablility
degreq of effectiveness and efficiency with which a system, product or component can be trpnsferred from
one hardware, software or otheroperational or usage environment to another

NOTE 1 Adapted from ISOHEC/IEEE 24765.

NOTE 3 Portability can_be interpreted as either an inherent capability of the product or system to [facilitate porting
activitiep, or the quality.in-Use experienced for the goal of porting the product or system.

4.2.81
adaptdgbility
degreel t6-which a product or system can effectively and efficiently be adapted for differgnt or evolving

hardwatersoftware or-other operational-orusage-environments
7 Lud <

NOTE 1 Adaptability includes the scalability of internal capacity (e.g. screen fields, tables, transaction volumes, report
formats, etc.).

NOTE 2  Adaptations include those carried out by specialized support staff, and those carried out by business or
operational staff, or end users.

NOTE 3  If the system is to be adapted by the end user, adaptability corresponds to suitability for individualization as
defined in ISO 9241-110.

4.2.8.2

installability

degree of effectiveness and efficiency with which a product or system can be successfully installed and/or
uninstalled in a specified environment
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NOTE If the product or system is to be installed by an end user, installability can affect the resulting functional
appropriateness and operability.

4.2.8.3

replaceability

degree to which a product can replace another specified software product for the same purpose in the same
environment

NOTE 1 Replaceability of a new version of a software product is important to the user when upgrading.

NOTE 2  Replaceability can include attributes of both installability and adaptability. The concept has been introduced as
a subcharacteristic of its own because of its importance.

NOTE 3 Replaceability will reduce lock-in risk: so that other software products can be used in place of the presgent one,
for example by the use of standardized file formats.

4.3 Genera

4.31
asset
anything that Has value to a person or organization

NOTE 1 Adapted from ISO/IEC 13335-1:2004.

NOTE 2 In this International Standard assets are work products such as‘fequirements documents, sour¢e code
modules, measyrement definitions, etc.

4.3.2
benchmark
standard agairjst which results can be measured or assesséd

[ISO/IEC/IEEE| 24765]
4.3.3

component
entity with disprete structure, such as an(assembly or software module, within a system considergd at a
particular level| of analysis

[ISO/IEC 15026:1998]

4.3.4
direct user
person who inferacts with the product

NOTE 1 Thigincludes primary and secondary users.

NOTE 2 ThisTsthetSO 924 =ttdefmitionmof-“user*:

4.3.5

external measure of software quality

measure of the degree to which a software product enables the behaviour of a system to satisfy stated and
implied needs for the system including the software to be used under specified conditions

NOTE 1  Attributes of the behaviour can be verified and/or validated by executing the software product during testing
and operation.

EXAMPLE The number of failures found during testing is an external measure of software quality related to the
number of faults present in the computer system. The two measures are not necessarily identical since testing might not
find all faults, and a fault can give rise to apparently different failures in different circumstances.
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NOTE 2  Adapted from the definition of external software quality in ISO/IEC 25000:2005.

4.3.6
indirect user
person who receives output from a system, but does not interact with the system

4.3.7

internal measure of software quality

measure of the degree to which a set of static attributes of a software product satisfies stated and implied
needs for the software product to be used under specified conditions

NOTE 1 Static attributes include those that relate to the software architecture, structure and its components.

NOTE 2 Static attributes can be verified by review, inspection, simulation and/or automated tools.

EXAMHALE Complexity measures and the number, severity, and failure frequency of faults found irj a walk through
are intefnal software quality measures made on the product itself.

NOTE 3 Based on the ISO/IEC 25000:2005 definition of internal software quality.

4.3.8
quality in use
degreq to which a product or system can be used by specific users:to’meet their needs to aghieve specific
goals with effectiveness, efficiency, freedom from risk and satisfaction'in specific contexts of us¢

4.3.9
quality property
measufable component of quality

4.3.10
quality measure
measufe that is defined as a measurement funétion of two or more values of quality measure elements

[ISO/IHC TR 25021]

4.3.11
quality measure element
measufe defined in terms of an attribute and the measurement method for quantifying it, including optionally
the trapsformation by a mathematical function

[ISO/IHC TR 25021]

4.3.12
risk

functioh of(the probability of occurrence of a given threat and the potential adverse consequences of that
threat's eccurrence

[ISO/IEC 15026:1998]

4.3.13

software quality

degree to which a software product satisfies stated and implied needs when used under specified conditions

NOTE 1 This definition differs from the definition of quality in ISO 9000:2000 in that it refers to the satisfaction of stated
and implied needs, while the ISO 9000 quality definition refers to the satisfaction of requirements.

NOTE2  Adapted from ISO/IEC 25000:2005.
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4.3.14
software qual
requirement th

4.3.15
stakeholder

ity requirement
at a software quality attribute be present in software

individual or organization having a right, share, claim or interest in a system or in its possession of

characteristics

4.3.16
user

that meet their needs and expectations

individual or group that interacts with a system or benefits from a system during its utilization

NOTE
(see 3.6).

Prin

4.4 Terms

4.41

attribute
inherent propg
human or auto

NOTE1 Ada

NOTE2 ISO

ary and secondary users interact with a system, and primary and indirect users can benefit from a

hnd definitions from ISO/IEC 25000

rty or characteristic of an entity that can be distinguished quantitatively or qualitati
mated means

pted from ISO/IEC 15939:2002.

9000 distinguishes two types of attributes: a permanent.characteristic existing inherently in sor

and an assigned characteristic of a product, process or system (e.g. the'price of a product, the owner of a produ

assigned charag
[ISO/IEC 2500

44.2

context of usé¢

users, tasks,
which a produ

[ISO 9241-11:
443

end user
individual pers

teristic is not an inherent quality characteristic of that product, process or system.

0:2005]

bquipment (hardware, software,and materials), and the physical and social environm
t is used

998]

bn who ultimately benefits from the outcomes of the system

end user can be a regular operator of the software product or a casual user such as a membq

D:2005]

system

ely by

nething;
ct). The

ents in

r of the

NOTE The
public.
[ISO/IEC 2500
444

implied needs
needs that may not have been stated but are actual needs

NOTE

EXAMPLE

Some implied needs only become evident when the software product is used in particular conditions.

Implied needs include needs not stated but implied by other stated needs and needs not stated because
they are considered to be evident or obvious.

[ISO/IEC 25000:2005]

18
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4.4.5
measure, noun
variable to which a value is assigned as the result of measurement

NOTE The term “measures” is used to refer collectively to base measures, derived measures, and indicators.
[ISO/IEC 15939:2007]
4.4.6

measure, verb
make a measurement

[ISO/IE644688-4+4904]

447
measurement
set of gperations having the object of determining a value of a measure

[ISO/IHC 15939:2007]

NOTE Measurement can include assigning a qualitative category such as theahguage of a source pfogram (ADA, C,
COBOL, etc.).
4.4.8

quality model
defined set of characteristics, and of relationships between thém, which provides a framework for specifying
quality [requirements and evaluating quality

[ISO/IHC 25000:2005]

449
software product
set of gomputer programs, procedures, and poessibly associated documentation and data

[ISO/IHC 12207:1998]
NOTE 1 Products include intermediate products, and products intended for users such as developers and maintainers.
NOTE 3 In SQuaRE standards, software quality has the same meaning as software product quality.
4.4.10
softwdre quality characteristic

categoly of softwate quality attributes that bears on software quality

NOTE Software quality characteristics can be refined into multiple levels of subcharacteristics [and finally into
softwarg quality attributes.

[ISO/IEC 25000:2005]

4.4.11

system

combination of interacting elements organized to achieve one or more stated purposes

NOTE 1 A system may be considered as a product or as the services it provides.

NOTE 2 In practice, the interpretation of its meaning is frequently clarified by the use of an associative noun, e.g.
aircraft system. Alternatively, the word system may be substituted simply by a context-dependent synonym, e.g. aircraft,

though this may then obscure a system principles perspective.

[ISO/IEC 15288:2008]
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4.4.12
user

individual or group that benefits from a system during its utilization

[ISO/IEC 15939:2007]

4.4.13
validation

confirmation, through the provision of objective evidence, that the requirements for a specific intended use or

application have been fulfilled

NOTE 1 “Validated” is used to designate the corresponding status.

[ISO 9000:200

NOTE 2 Ind
with user needs

0]

bsign and development, validation concerns the process of examining a product to determine copformity

NOTE 3  Valiglation is normally performed on the final product under defined operating conditions. It can be necessary

in earlier stages

NOTE 4 Mulf
4.414
verification

confirmation, t

NOTE 1 “Verffied” is used to designate the corresponding status.

[ISO 9000:200

NOTE 2 In d
determine confo

0]

20

ple validations might be necessary if there are different intended uses.

nrough the provision of objective evidence, that specified.requirements have been fulfilleg

bsign and development, verification concerts the process of examining the result of a given agtivity to
rmity with the stated requirement for that activity.
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Annex A
(informative)

Comparison with the quality model in ISO/IEC 9126-1

This International Standard revises ISO/IEC 9126-1:2001, and incorporates the same software quality
characteristics with some amendments.

fal tasct o 2N =N ddad FEP-Y H W -+ 2% $ =Y 1 PP 12N ol '3 1eti
o CORteXxt uuvcragv RasS—oeer—aaaca—as—=a qualuy H—HSe—€f |arautcr|3uu, WHA—StoehRaract )rIStICS COI’)teXt

completeness and flexibility.

e | Security has been added as a characteristic, rather than a subcharacteristi¢ Jof furjctionality, with
subcharacteristics confidentiality, integrity, non-repudiation, accountability and.authentigity.

o | Compaitibility (including interoperability and co-existence) has been added-as a charactéristic.

e [ The following subcharacteristics have been added to existing product quality gharacteristics:
functional completeness, capacity, user error protection, accessibility, availability, modularity and
reusability.

e | Compliance with standards or regulations that were subcharacteristics in ISO/IEC 9126-1 are now
outside the scope of the quality model as they can be identified as part of requirements [for a system.

¢ | When appropriate, generic definitions have been_adopted to extend the scope to computer systems,
rather than using software-specific definitions.

e | To comply with ISO/IEC Directives, definitions have been based on existing ISO/IEC when possible,

and terms defined in this International Standard have been worded to represent the ggneral meaning
of the term.

¢ | Several characteristics and subcharacteristics have been given more accurate names.

Table A.1 lists the differences between.the characteristics and subcharacteristics in this Internafional Standard,
and ISQ/IEC 9126-1:2001.

Table A.1 ==\Comparison with the previous model in ISO/IEC 9126-1:2001

Claus¢ |ISO/IEC 25010 ISO/IEC 9126-1 Notes

4.1 Qualityin‘use Quality in use Quality in use is now|a system
quality

411 Effectiveness Effectiveness

41.2 Efficiency Productivity Name aligned with efficiency in
ISO/IEC 25062 and I1ISO 9241-11

41.3 Satisfaction Satisfaction

4.1.3.1 [Usefulness No previous subcharacteristics

4.1.3.2 |Trust ?

4.1.3.3 |Pleasure ”
4.1.3.4 |[Comfort ?

41.4 Freedom from risk Safety

4141

Economic risk mitigation

No previous subcharacteristics

4142

Health and safety risk mitigation

© ISO/IEC 2011 — All rights reserved
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Clause |ISO/IEC 25010 ISO/IEC 9126-1 Notes

4.1.4.3 |Environmental risk mitigation ?

4.1.5 Context coverage Implicit quality issue made explicit

4.1.5.1 |Context completeness New subcharacteristic (it is
important that a product is usable
in all required contexts of use)

4.1.5.2 |Flexibility New subcharacteristic (enables a
product to be used in new contexts
of use)

4.2 Proguet-gquality———  nternal-and-external nterrat-and-externat-guatity

quality combined as product quality.

4.21 Fun¢tional suitability Functionality New name is more accurate,|and
avoids confusion with other
meanings of “fupctionality”

4.2.1.1 |Fungtional completeness Coverage ofithe’stated need$

4.2.1.2 |Fungtional correctness Accuracy More general than accuracy

4.2.1.3 |Fungtional appropriateness Suitability Coverage of the implied needs
Interoperability Moved to Compatibility
Security Now a characteristic

4.2.2 Performance efficiency Efficiency Renamed to avoid conflicting with
the definition of efficiency in
ISO/IEC 25062

4.2.2.1 |Time behaviour Time behaviour

4.2.2.2 |Resgurce utilization Resource'utilization

4.2.2.3 |Capgcity New subcharacteristic (partiqularly
relevant to computer systems)

4.2.3 Conjppatibility New characteristic

4.2.3.2 |Co-gxistence Co-existence Moved from Portability

4.2.3.3 |Internoperability Moved from Functionality

424 Usability Implicit quality issue made explicit

4.2.4.1 |Appropriateness recognizability Understandability New name is more accurate

4.2.4.2 |Leamability Learnability

4.2.5.3 |Operability Operability

4.2.4.4 |Usefr errorprotection New subcharacteristic (partiqularly
important to achieve freedonj from
risk)

4.2.4.5 |User interface aesthetics Attractiveness New name is more accurate

4.2.4.6 |Accessibility New subcharacteristic

425 Reliability Reliability

4.2.5.1 |Maturity Maturity

4.2.5.2 |Availability New subcharacteristic

4.2.5.3 |Faulttolerance Fault tolerance

4.2.5.4 |Recoverability Recoverability

4.2.6 Security Security No previous subcharacteristics

4.2.6.1 | Confidentiality ?

22 © ISO/IEC 2011 — All rights reserved
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Clause |ISO/IEC 25010 ISO/IEC 9126-1 Notes
4.2.6.2 |Integrity ?
4.2.6.3 |Non-repudiation ?
4.2.6.4 |Accountability ”
4.2.6.5 |Authenticity
4.2.7 Maintainability Maintainability
4.2.7.1 |Modularity New subcharacteristic
4.2.7.2 |Reusability New subcharacteristic
4.2.7. 3—Anatysability Aratysabitity
4.2.7.4 |Modifiability Stability More accurate name|combining
changeability @and stability
4.2.7.% |Testability Testability
4.2.8 Portability Portability
4.2.8.1 |Adaptability Adaptability
4.2.8.2 |Installability Installability
Co-existence Moved to Compatibility
4.2.8.3 |Replaceability Replaceability

© ISO/IEC 2011 — All rights reserved
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Annex B
(informative)

Example of mapping to dependability

This annex gives an example of how an organization could map its own model of software quality to the
ISO/IEC 25010 model.

e Reliahb
contin

e Config
ensurg

e Integr
not le

e Maintz:

To conform wi
the ISO/IEC 24

ple of

ability. The availability of a system for a period (0,t) is the probability that the systenr is available

ility. The reliability of a system for a period (0,t) is the probability that the system is
ously operational (i.e., does not fail) in time interval (0,t) given that it is. operational at time 0.

entiality: The confidentiality of a system is a measure of the degreéto"which the systen] can
that an unauthorized user will not be able to understand protected, information in the sygtem.

ty and Trustworthiness. The integrity of a system is the prabability that errors or attackp will
d to damage to the state of the system, including data, code, etc.

inability: The maintainability of a system is a measurefof the ability of the system to undergo
nance or to return to normal operation after a failure:

. The safety of a system for a period (0,t) is the probability that the system will not ingur any
ophic failures in time interval (0,t).

h this International Standard, this definition{ef dependability could be mapped onto the parts of
010 quality model shown in Table B.1.

Table B.1 —Mapping of dependability

Clause ISO/IEC 25010 Dependability
411 Effectiveness *
41.2 Efficiency *
41.3 Satisfaction *
41.4 Freedom-from risk Safety
41.5 Context coverage *
421 Functional suitability *
4.2.2 Pérformance efficiency *
423 Compatibility *
42.4 Usability *
4.2.5 Reliability Reliability
4252 Availability Availability
4.2.6 Security
4.2.6.1 Confidentiality Confidentiality
4.2.6.2 Integrity Integrity
4.2.7 Maintainability Maintainability
4.2.8 Portability *
24 © ISO/IEC 2011 — All rights reserved
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If this definition of Dependability was being used as part of a wider assessment of software quality, it would
also be necessary to consider effectiveness, efficiency, satisfaction, usability, context of use, functional
suitability, performance efficiency, compatibility, and portability.
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Annex C
(informative)

Using the quality model for measurement

C.1 General

Information in

C.2 Software quality measurement model

Quality properties are inherent properties of the software that contribute to quality. Quality properties
categorized info one or more (sub)-characteristics.

Quality properfies are measured by applying a measurement method. A measurement method is a
sequence of operations used to quantify properties with respect to a specified-scale. The result of apy

jes.

can be

logical
lying a

measurement method is called a quality measure element. The quality characteristics and subcharacteristics

can be quantified by applying measurement functions. A measurement function is an algorithm
combine quality measure elements. The result of applying a measurgment function is called a software|
measure. In tiis way software quality measures become quantifications of the quality characteristi
subcharacteristics. More than one software quality measure may be used to measure a quality chara
or subcharactgristic.

Figure C.1 from ISO/IEC 25020 shows the relations between the ISO/IEC 25010 quality model, the m
in ISO/IEC 25(Q2n, and the measurement model suggested in ISO/IEC 15939.

Software Product
Quality

compdsed of l\ indicate
[

Quality Measures

Quality

N .. enerates
Characteristics 9

Measurement

composed of Function

sed to
quality
cs and
teristic

easure

indicate

Quality ﬂ :
Sub-Characteristics Quality Measure
Elements

Figure C.1 — Software product quality measurement reference model
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C.3 Approaches to quality

Effect of software
product

Quali
in use

E {:\

Process Software product

influences influences

—_—>

influences

—

External
properties

Process Internal
quality properties

depends on depends on depends on
* f f Contexts
of use
Priocess Internal External Quality-in-use
measures measures measures measures

Figure C.2 — Quality in the lifecycle

User nleeds for quality include requirements for system quality inCuse in specific contexts jof use. These
identified needs can be used when specifying external and internal measures of quality using sqftware product
quality|characteristics and subcharacteristics.

Softwafe product quality can be evaluated by measuring ‘internal properties (typically stati¢ measures of
diate products), or by measuring external properties (typically by measuring the behavigur of the code
when ¢xecuted), or by measuring quality in use properties (when the product is in real or simulated use)

Improvjng process quality (the quality of any' of the lifecycle processes defined in ISO/IEC 12207 and
15288) contributes to improving\‘product quality, and improving product quality |contributes to
improv|ng system quality in use. Therefare, assessing and improving a process is a means to iprove product
quality) and evaluating and improving product quality is one means of improving the system|quality in use.
Similarly, evaluating system qualityuin use can provide feedback to improve a product, anfl evaluating a
product can provide feedback to(improve a process.

Approgriate internal properties of the software are a pre-requisite for achieving the required extgrnal behaviour,
and appropriate external behaviour is a pre-requisite for achieving quality in use (Figure C.2).

& illustrates the relationships among target entities of the quality model. The soffware lifecycle
procesges“(such as the quality requirements process. design process and testing process) influence the
quality of the software product and the system. The quality of resources, such as human resources, software
tools and techniques used for the process, influence the process quality, and consequently, influence the
product quality.

Software product quality, as well as the quality of other components of a system, influences the quality of the
system. The system quality has various influences (effects) depending on the contexts of use. The context of
use can be defined by a set of a user, a task, and the environment. Some examples of context of use are
shown in Table 1 (see 3.6).
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