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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other international or
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

ganizations,

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types

of document should be noted. This document was drafted in accordance with the editorial rule
IEC Directive i i i i

ISO and IEC
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claimed patd
received notj
are cautiong
database avj
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draw attention to the possibility that the implementation of this document tha

nt rights in respect thereof. As of the date of publication of this document) ISO an
ice of (a) patent(s) which may be required to implement this document-Hewever, i
d that this may not represent the latest information, which may be‘obtained fro
ailable at www.iso.org/patents and https://patents.iec.ch. ISQ- arid IEC shall
for identifying any or all such patent rights.

Any trade npme used in this document is information given for the-convenience of users 3
constitute ap endorsement.

For an explapation of the voluntary nature of standards, the meaning of ISO specific terms and
related to donformity assessment, as well as informations:about ISO's adherence to the )
Organization (WTO) principles in the Technical Barriers toTrade (TBT) see www.iso.org/iso/fo1

s of the 1SO/

involve the

tent(s). ISO and IEC take no position concerning the evidence, validity or @pplicgbility of any

IEC had not
plementers
the patent

not be held

nd does not

expressions

World Trade

eword.html.

In the IEC, s¢e www.iec.ch/understanding-standards.

This docum
Subcommitt

ent was prepared by Joint Technical(Committee ISO/IEC JTC 1, Information
be SC 7, Software and systems engineering.

Any feedba¢k or questions on this document should be directed to the user’s nationg

technology,

I standards
s.html and

body. A c
www.iec.ch

bmplete listing of these ¥bodies can be found at www.iso.org/membei
national-committees.
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Introduction

A wide variety of organizational functions and personal activities are increasingly performed by information

systems and IT services. Therefore, high-quality information systems and IT services are

essential to

providing value and avoiding potential negative consequences for their stakeholders. Unfortunately, quality
assurance has traditionally focused primarily on functional requirements, giving far less attention to the
non-functional attributes of a system/product. Comprehensive specification, design, and evaluation of all
quality attributes of information systems and IT services are critical to optimizing the value of information

systems to their stakeholders.

The comprehensive specification of quality characteristics associated with a specific type of

information

system is represented in a quallty model. A quallty model can be used as an ob]ectlve reference supporting

on quality c aracterlstlcs and thelr measurement the SQuaRE family of standards prov1des alfr
reliable world-wide development and delivery of information systems and IT services.

This documgnt is intended to provide guidelines for interpreting and using ISO/IEC 25010, 1SO/1
ISO/IEC 25012, ISO/IEC 25019, and other SQuaRE quality models to be published\in the fuf
models in the SQuaRE family can guide the development of quality measures angd,évaluation pr
to provide gvidence that information systems, ICT products, data, and IT seryices have the
perform thejr role in achieving the sustainable development goals of SDGs 4,9,and 11.

This documgnt introduces the structure of SQuaRE quality models and provides requirements fa

them. This d
can be used
information
the quality ¢
models proy
stakeholders

defining stamdard quantitative measures of quality chavacteristics for evaluating the quality pr

target entity]

The comple

technologied.

SQuaRE qua

and that delight their users.

This docum
divisions:

ocument describes how SQuaRE quality models in the quality model division (ISC
in conjunction with other SQuaRE standards to guide quality-related activitie
system lifecycle. These quality models can guide thie development of measures fd
f information systems and IT services to meetsthe requirements of their stakehd
ide a common language for describing quality characteristics that can be undef
and should be considered in defining praduct requirements. They also provid

kity of information systems hassgrown exponentially with the advent of mo
This complexity elevates the importance of non-functional requirements a
ity models can help guide the development of modern digital technologies that are

bnt is a part of the SQuaRE series of International Standards, which consists of

quality

quality

quality nodel divisien;

quality fequirements division;

anagement division;

easurement division;

l agreement
hmework for

C TS 25011,
ure. Quality
bcesses used
Capability to

r developing
/1EC 2501n)
S across the
r evaluating
lders. These
stood by all
e a basis for
operties of a

dern digital
nd qualities.
trustworthy

he following

SQuaRE

quality evaluation division;

extension division.

Figure 1 (adapted from ISO/IEC 25000) illustrates the organization of the SQuaRE family of International
Standards. Similar standards are grouped into divisions. Each division provides guidance and resources for
performing a different function in ensuring system and software product quality.

© ISO/IEC 2024 - All rights reserved
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ISO/IEC 2501n: Quality
model division

ISO/IEC ?503n: 1S0/IEC 2500n: Quality ISO/IEC ?504n:
Quality management Quality
requirements 1age evaluation
.. division .
division division

ISO/IEC 2502n: Quality
measurement
division

ISO/IEC
this div
Standar
support
evaluati
provide

— IS0
— IS0
— ISO
ISO/IEC
division
and qua
— IS0
— ISO
— ISO

— ISO

ISO/IEC 25050 - 25099: Extension division

Figure 1 — Organization of SQuaRE family of International Standards

5 within the SQuaRE family are:

25000 to ISO/IEC 25009 - quality management division. The-Intérnational Standaf

ds that form

sion define all common models, terms, and definitions referred to by all other International

s from the SQuaRE family. This division also provides requirements and gu
ng function that is responsible for the management(of the requirements, speci
bn of software product quality. Practical guidaneelon the use of the quality m
i

IEC 25000: Guide to SQuaRE
[EC 25001: Planning and management
IEC 25002: Quality models overview,and usage

25010 to ISO/IEC 25019 - quality model division. The International Standards t}
present detailed quality models for computer systems and software products, dat{
ity-in-use.

IEC 25010: Productquality model

IEC TS 25011: H'service quality model
IEC 25012:Data quality model

[EC 25019: Quality-in-use model

ISO/IEC
this divilsi

25020 to ISO/IEC 25029 quahty measurement division. The Internatlonal Standal

dance for a
fication, and
bdels is also

at form this
, I'T services

ds that form

[y measures,

and practlcal guldance for thelr appllcatlon Examples are given of quallty measures for internal and
external properties of products, data, IT services and quality-in-use. Quality measure elements (QME)
forming foundations for quality measures for internal and external properties of products are defined
and presented.

ISO/IEC 25030 to ISO/IEC 25039 - quality requirements division. The International Standards that
form this division help specify quality requirements based on quality models and quality measures.
These quality requirements can be used in the process of eliciting quality requirements for information

systems

and IT services to be developed or as input for an evaluation process.

[SO/IEC 25040 to ISO/IEC 25049 - quality evaluation division. The International Standards that form
this division provide requirements, recommendations and guidelines for software product evaluation,

© ISO/IEC 2024 - All rights reserved
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whether performed by evaluators, acquirers or developers. The guideline for documenting a measure as
an evaluation module is also provided.

— ISO/IEC 25050 to ISO/IEC 25099 - SQuaRE extension division. These International Standards currently
include requirements for quality of ready-to-use software product (RUSP), Common Industry Formats
for usability reports, and quality models and measures for new technologies such as cloud services and
artificial intelligence.

The SQuaRE standards can be used in conjunction with ISO/IEC/IEEE 15288, particularly the processes
for the specification and evaluation of quality requirements. ISO/IEC 25030 describes how quality models
can be used for systems and software quality requirements; and ISO/IEC 25040 describes how the quality
models can be used for systems and software quality evaluation.

The SQuaRE standards can also be used in conjunction with ISO/IEC 33000 family of International Standards
which are cqncerned with software process assessment to provide:

— aframeyvork for software product quality definition in the customer-supplier process;

— support| for quality review, verification, and validation, as well as a framéweork for |establishing
quantitgtive quality characteristics;

— support/for setting organizational quality goals in the management process.

The SQuaRE|standards can be used in conjunction with ISO 9001 (which issconcerned with qualify assurance
processes) td provide:

— support|for setting quality goals;

— support|for design review, verification, and validation.

© ISO/IEC 2024 - All rights reserved
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International Standard

ISO/IEC 25002:2024(en)

Systems and software engineering — Systems and software
Quality Requirements and Evaluation (SQuaRE) — Quality
model overview and usage

1 Scope

This docum
characterist

— the cond
the stru

the relaf
definitia

guidelin|

2 Norma

There are ng

3 Terms

For the purp
[SO and IEC
ISO Onli

IEC Elec

3.1
attribute
inherent prg

human or automated means

[SOURCE: IS
3.2

cs and sub-characteristics. In particular, this document provides:
ept of a quality model;
cture and semantics of quality models;

ionship between quality models and the other concepts, including measurement,
n, and evaluation;

es, requirements and examples for using quality models.

tive references

normative references in this document.

and definitions
oses of this document, the following;terms and definitions apply.
maintain terminology databases.for use in standardization at the following addres;

ne browsing platform: available at https://www.iso.org/obp

tropedia: available at https://www.electropedia.org/

perty or characteristic of an entity that can be distinguished quantitatively or qu:

D/IE€25000:2014, 4.1, modified — Notes to entry have been removed.]

d of quality

requirement

es:

litatively by

component

entity with discrete structure, such as an assembly or software module, within a system (3.29) considered
at a particular level of analysis

Note 1 to entry: ICT products (3.8) are composed from multiple entities including sub-ICT products, hardware,
firmware, communication infrastructure, software, software components, and data

[SOURCE: ISO/IEC 19770-5:2015, modified — The term has been changed from "software component” to

"component’

', the original note 1 to entry has been replaced by a new one.]
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context of u
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se

users (3.31), tasks, equipment (hardware, software and materials), and the physical and social environments
in which a product (3.15) is used

[SOURCE: ISO/IEC 25000:2014, 4.2]

3.4

data quality
capability of the characteristics of data to satisfy stated and implied needs when used under specified

conditions

[SOURCE: ISO/IEC 25000:2014, 4.5, modified— “degree to which the characteristics of data satisfy” has been
changed to “capability of the characteristics of data to satisfy”.]

3.5
developer
individual o
design, testi

[SOURCE: IS

3.6
direct user
person who

Note 1 to ent]
users like con

3.7
evaluator
individual of

[SOURCE: IS

3.8
ICT product
product (3.1
information 4

Note 1 to ent
an ICT produ
hardware, sof

Note 2 to ent
multimedia,
allows people

' organization that performs development activities [including requireménts (3.}
g through acceptance] during the system (3.29) or software life cycle process

D/IEC 25000:2014, 4.6]

nteracts with the product (3.15)

tent providers, system managers, administrators, operators and installers.

organization that performs an evaluation

D/IEC 25000:2014, 4.10]

iystem (3.10)

y: ICT product can canstitute other ICT products (sub-products) and sometimes a comp
Ct can also be considered as ICT products by themselves. Examples of ICT products incly
tware products (3.15), and data.

ommunication, hardware, firmware, software, and middleware) that enables modern ¢
and organizations to interact and operate in the digital world.

Note 3 to e

p5) analysis,

Iy: This includes primary users (3.31) who use the system(3.29) to achieve their goals and secondary

5) which uses informationtand communication technologies (ICTs) and can lbe a part of

onent (3.2) of
des computer

'y: ICT product refers to combination of one or more technology components (e.g. cloud, internet, data,

mputing and

¢ ACT product does not include people, machines, infrastructure, and other facilitijes which are
independent foati ; i i —stuch as sensors

and communi

cators, but not the users (3.31).

Note 4 to entry: While many artefacts like data sheets, user manuals, installation manuals, operations guides, and
configuration guides contribute to the quality of an ICT product and the information system that constitutes it, they
are not ICT products by themselves.

[SOURCE: ISO/IEC 25030:2019, 3.8, modified — The original note 1 to entry has been removed; 4 new notes
to entry have been added.]

39

indirect user
person who receives output from a system (3.29), but does not interact with the system

EXAMPLE

business managers, acquirers, product managers
© ISO/IEC 2024 - All rights reserved
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information system
system (3.29) that comprises software, hardware, communication facility, data, and the people who use it
[users (3.31)] in a given (user and system) environment to satisfy their information processing needs (goals)

Note 1 to entry: While information systems can be part of larger systems that include other electro-mechanical products
(3.15) and their users, this document considered these components (3.2) as part of the context of use (3.3) of the system
only if they have a direct relevant relationship to the ICT products (3.8) and users who are part of the information
system. However, many of the quality attributes (3.1) can be applied to these larger systems of systems as well.

Note 2 to entry: The quality-in-use (3.18) model can be used as a guide to represent the user’s expectations about the
system's behaviour.

Note 3 to entry: Users of the quahty in-use 1nc1udes direct (3.6 6) and indirect users (3.9). When apphed to direct users,

£ (2

quality-in-use

[SOURCE: IS
added; the o

3.11

IT service
service that
by facilitatin

Note 1 to enty

[SOURCE: IS
been removs

3.12

IT service s
system (3.29
(user) envirg

3.13

IT service quality

capability of
conditions

Note 1 to entn
definition ref]

satisfaction of

Note 2 to ent
quality IT ser
conditions.

[SOURCE: IS
changed to

nmon

0/1IEC 25030:2019, 3.10, modified — "(users)", "(user and system)" and "(goals]
iginal note 1 to entry has been removed; 3 new notes to entry have been added.]

makes use of IT systems (3.29) as tools to provide value to an individual user (3.31)
g results the user or business wants to achieve

y: Users include customers and service providers.

O/IEC TS 25011:2017, modified — The preferred term:"information technology
d; the original note 1 to entry has been replaced by<a new one.]

ystem
) that is comprised of an IT service (3.11), and the people who use it [users (3.3]]
nment to satisfy their service needs

an IT service (3.11) to satisfystated and implied quality needs when delivered un

y: This definition differs from the ISO 9000:2015 quality definition mainly because the IT s
brs to the satisfactiomyof stated and implied needs, while the ISO 9000 quality definition
requirements (3.259.

vices. Qualjtyirelates to satisfying and even surpassing expectations within associated cd

£ < L P2 'S e N Lol ol 240 L$ £1
appTars as \.AA\.,L,L y Aalrch Vv ITCIT GPPAALM Lu OTITCT JLMI\CIIULMCI S (2] u. apparsas uuAu\,u\.\. .

O/IEC,TS 25011:2017, 3.3.10, modified — "degree to which an IT service satisfi¢s"

" have been

br a business

service" has

)] in a given

ler specified

ervice quality
refers to the

ry: Typically, users (3.31) do not consider IT services that only satisfy delivery requirenpents as high-

nstraints and

has been

capablllty of an IT service to satlsfy

quality” has been added; "used" has beerr changed to

"delivered";

3.14
maintainer

dd o1
lULCD .L auu L l.U Clll.l_y llclVC UCCll dUutcu. |

individual or organisation that performs maintenance activities

[SOURCE: ISO/IEC 25000:2014, 4.17, modified — Note 1 to entry has been removed.]
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3.15

product

artefact that is produced, is quantifiable, and is deliverable to user (3.31) as either an end item in itself or a
component (3.2) item

Note 1 to entry: In this document, product refers to an ICT product (3.8) that is part of an information system (3.10).
ICT product components include subsystems, software, firmware, hardware, data, communication infrastructure, and
other elements that are part of the ICT product.

[SOURCE: ISO/IEC 25030:2019, 3.12, modified — The original notes 1 and 2 to entry have been replaced by a

new note to entry.]

3.16

product quality

capability offasystem (3-29) or 1ts components (3.2) to satisty stated and 1mplied quality need
under speciffic conditions

Note 1 to entfy: This quality definition is semantically similar to the ISO 9000:2015 quality definition.

quality defin
to fulfil requ
obligatory”.

Note 2 to er
ISO/IEC 2501

Note 3 to ent
systems. Qud
conditions.

[SOURCE: IS

ion refers to the satisfaction of stated and implied needs, and the ISO 9000 quality de
rements (ISO 9000:2015, 3.6.4) defined as “need or expectation that is stated, genera

try: Product quality model refers to the system and software product quality mod
.

ry: Typically, users (3.31) do not consider systems (3.29) that only satisfy requirements a
lity is related with satisfying and even surpassing expectations with associated co

D/IEC 25020:2019, 3.17, modified — The preferred term "system and software pro

has been re

3.17

quality characteristic

category of

Note 1 to emptry: Quality characteristicsscan be further divided into quality sub-characteristics

characteristig
characteristig
properties (3.]

[SOURCE: IS
characterist

products andl systems; the'original note 1 to entry has been replaced by a new one.]

3.18
quality-in-u

ality attributes (3.1) that bears on'the quality of the ICT product (3.8) or information

s typically represent one<aspect of quality that is of interest to stakeholders (3.26)
s can help subdivide quality characteristics into individual aspects that help mapping tH
p2).

O/IEC 25000:2014) 4.34, modified — The term has been changed from "softy
c" to "quality eharacteristic”, the definition has been adapted to apply to a lar

se

extenttow
or exceeds s

oved; "system and/or software" has been replaced by "system or its components
needs" has been replaced by "implied quality needs"; notes 1 and 3 to entry have been added.]

s when used

[his software
inition refers
ly implied or

el defined in

5 high-quality
hstraints and

Huct quality”
" "implied

)

bystem (3.10)
(3.24). While

quality sub-
em to quality

vare quality
per scope of

B.3) satisfies

ich¢the system (3.29) or product (3.15), when it is used in a specified context of use (

Note 1 to entry: Beneficial goals can be stated as targets, in predefined conditions with managed economic,
environmental, organizational, and societal risks.

Note 2 to entry: The quality-in-use (3.18) model can be used as a guide to represent the user’s (3.31) expectations about
the system's behaviour.

Note 3 to entry: Users of the quality-in-use includes direct (3.6) and indirect users (3.9). When applied to direct users,
quality-in-use appears as “effect”; and when applied to other stakeholders (3.26) it appears as “influence”.

© ISO/IEC 2024 - All rights reserved
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quality measure
derived measure that is defined as a measurement function of two or more values of quality measure
elements (3.20))

Note 1 to entry: Quality measures can be considered as derived properties of an ICT product (3.8) or information

system (3.10).

Note 2 to entry: Inherent (structural) quality measures quantify structural properties of the ICT product or
information system, while behavioural quality measures quantify properties that can be identified and measured on

the ICT produ

ct or information system as a whole and its behaviour in a context of use (3.3).

[SOURCE: ISO/IEC 25021:2012, 4.13, modified — Notes 1 and 2 to entry have been added.]

3.20

quality mea3
measure def]
the transfor

[SOURCE: IS
removed.]

3.21
quality mod
defined set
specifying q
[SOURCE: IS
3.22
quality proj

property of
quantified b

Note 1 to ent
feedback.

Note 2 to en
describing qul
ISO/IEC 2502

3.23

quality requirement

requirement
satisfy need

[SOURCE: IS
3.24

sure element

mation by a mathematical function

D/IEC 25020:2019, 3.14, modified — The abbreviated term "QME" and fiote 1 to ent

el
bf characteristics (3.17) and of relationships between thény,”which provides a fr3
Lality requirements (3.23) and evaluating the quality

D/IEC 25000:2014, 4.27]

herty
a target entity (3.30) that is related to @, quality measure element (3.20) and W
7 a measurement method

ry: Quality properties can be used either in measurement of quality or just for providi
ry: The term “quality property” is regarded as the same to the term “property to qy

ality. Then, the definition is.theé same to the one that is originally for the term “property t
D:2019, 3.11.

(3.25) for quality properties (3.22) or attributes (3.1) of an ICT product (3.8), data, of
b which ensue'from the purpose for which that ICT product, data, or service is to be

D/IEC25030:2019, 3.15, modified —note 1 to entry has been removed.]

ned in terms of a property and the measurement method for quantifying it, including optionally

ry have been

imework for

hich can be
g qualitative
antify” when

p quantify” of

service that
used

quality sub

chraracteristic

set of one or more quality properties (3.22) that represent a unique aspect of a quality characteristic (3.17)

3.25

requirement
statement which translates or expresses a need and its associated constraints and conditions

[SOURCE: ISO/IEC/IEEE 15288:2023, 3.36]
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stakeholder
individual or organisation having a right, share, claim, or interest in a system (3.29) or in its possession of
characteristics that meet their needs and expectations

EXAMPLE

Stakeholders include customers, users (3.31), developers (3.5), maintainers (3.14), system integrators,
business analysts, vendor and acquisition managers, product managers, business managers and responsible parties,
independent evaluators (3.7), data owners, IT service (3.11) providers, trainers, auditors, regulatory bodies, and other
people affected by the system.

Note 1 to entry: Some stakeholders can have interests that oppose each other or oppose the system.

[SOURCE: ISO/IEC/IEEE 15288:2023, 3.44, modified — The EXAMPLE has been updated.]

3.27

stakeholde}
prerequisite
outcome, im

3.28

" need
identified as necessary for a stakeholder (3.26), or a set of stakeholders, to achieve
plied or stated within a specific context of use (3.3)

sub-sub-characteristic

subdivision
provide mor

3.29
system
arrangemen
constituentg

Note 1 to entr

Note 2 to enti
e.g. aircraft g
aircraft), thoy

Note 3 to ent
firmware, te
necessary for

[SOURCE: IS

3.30

target entit
fundamenta
measured

Note 1 to ent
(3.11) for ISO

pf a quality sub-characteristic (3.24) established by the user (3.31), of a quality mg
e granular representation of the quality attributes (3.1) of a targét entity (3.30)

an intended

del (3.21) to

F of parts or elements that together exhibit a stated behaviour or meaning that the individual

do not
y: A system is sometimes considered as a product{(3.15) or as the services it provides.

y: In practice, the interpretation of its meaning is frequently clarified by the use of an ass
ystem. Alternatively, the word “system” is(substituted simply by a context-dependent
gh this potentially obscures a system prificiples perspective.

y: A complete system includes all of.the associated equipment, facilities, material, compul
hnical documentation, services,@nd personnel required for operations and support t
self-sufficient use in its intended environment.

D/IEC/IEEE 15288:2023; 3146]

y
thing of relevance to the user (3.31), about which information is kept, and which

'y: Target-entities include ICT products (3.8) and their components (3.2) for ISO/IEC 250
IEC(TS25011, and data for ISO/IEC 25012.

[SOURCE: IS

1//”—7(' 25021:201 7’ 4 17’ modified — "need" has heen Phnngnd to "which nnndc"; n

bciative noun,
ynonym (e.g.

fer programs,
o the degree

needs to be

10, IT services

te 1 to entry

has been added.]

3.31
user

individual or group that interacts with a system (3.29) or benefits from a system during its utilization

Note 1 to entry: Direct users (3.6) interact with a system; and direct and indirect users (3.9) can benefit from a system.

[SOURCE: ISO/IEC/IEEE 15939:2017, 3.40, modified — Note 1 to entry has been added.]
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3.32
validation

ISO/IEC 25002:2024(en)

confirmation, through the provision of objective evidence, that the requirements (3.25) for a specific intended

use or applic

ation have been fulfilled

Note 1 to entry: The objective evidence needed for a validation is the result of a test or other form of determination
such as performing alternative calculations or reviewing documents.

Note 2 to entry: The word “validated” is used to designate the corresponding status.

Note 3 to entry: The use conditions for validation can be real or simulated.

[SOURCE: ISO 9000:2015, 3.8.13]

3.33

verificatio
confirmati
fulfilled

Note 1 to ent
determinatio

Note 2 to entr
Note 3 to entr

[SOURCE: IS

4 Abbreviated terms

ICT info

IT info

(:i, through the provision of objective evidence, that specified requirements((325

y: The objective evidence needed for a verification can be the result of an inspection or of
1 such as performing alternative calculations or reviewing documents.

y: The activities carried out for verification are sometimes called a qualification process.
y: The word “verified” is used to designate the corresponding status.

D 9000:2015, 3.8.12]

Fmation and communication technology

F'mation technology

5 Guida]

Quality mo
quality mod
division and|
characterist
division.

Users of SQU
quality mod

Quality
division

ce for using SQuaRE quality models

els in the quality model.division and quality extension division of SQuaRE are
bl structures enumerated in this document. The SQuaRE quality models in the q
quality extension division are elaborated with a structure of quality characteris{

aRE quality'models should abide by the following guidelines when interpreting ar
bls for specific applications.

model:"When quality models presented in the quality model division and quali

) have been

ther forms of

hligned with
hality model
ics and sub-

cs that provide abasis for quantifying them with quality measures in the quality measurement

d modifying

Ly extension

arémodified for application to niche products, services, or contexts of use, the mod

ified models

should adopt the relevant quality characteristics as defined In an existing quality model
quality extension division quality model. Modifications and interpretations of the quality characteristics

and sub-

characteristics for the niche application should be documented.

division and

Quality characteristic: Interpretations of quality characteristics for a specific information system or

context of use should not differ conceptually from the definition of the quality characteristics in the
relevant quality model from the quality model division or quality extension division.

Quality sub-characteristic: When a quality model is applied to a specific ICT product, definitions of

quality sub-characteristics may be modified or customized to fit unique stakeholder requirements,
ICT product properties, or the context of use. The modified sub-characteristics should be documented
and conceptually consistent with the definition of the sub-characteristics in the relevant quality model.
To support traceability and consistency in applying a modified quality model, interpretations and
modifications to sub-characteristics should be documented in all guidelines developed locally for using
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or applying or interpreting the modified quality model in a specific context of use. Interpretations and
modifications should also be included in any document reporting results using measures derived from
the model for purposes such as selection, benchmarking, or validation.

6 Quality model overview

A quality model is a defined set of characteristics and sub-characteristics that are quantified by quality
measures that can be used to define quality requirements and evaluate the quality properties of target
entities. Each quality model provides a framework for specifying quality requirements and measuring the
capability of a target entity. SQuaRE quality models are designed to apply to all types of target entities
and stakeholders. These models categorize the quality properties of target entities into different quality
characteristics and sub-characteristics that can be prioritized, defined, measured, evaluated, and managed

on behalf of,
requiremen

The quality
and feedbac
are used for
(quality mea

The quality
quality prop
evolve checK
These evalu
processes.

Quality mod
customized

enhancemen
of all ICT pr
help quantif
services. WH
effect target

7 Quality

7.1 Quali
SQuaRE qua

The qud
artefact

s derived from stakeholder needs and goals.

odels included in the quality model division enable both quantitative and qualitatiy
k about target entities that can be provided to business and IT stakehdlders. Qui
specifying quality requirements (quality requirements division), establishing qual
surement division), and performing quality evaluations (quality evaliation divisio

models include quality characteristics and sub-characteristics which are associa
erties of target entities. Thus, quality characteristics in these quality models ca
lists for ensuring a comprehensive evaluation of whether guality requirements 3
htions provide feedback to system development, integration, maintenance, and of

els can be applied to target entities that are developed from scratch, acquired 1
on a vendor system, integrated from open source, or in operation needing ma
t. Quality models are independent of development methods since they apply to qualif
bducts and IT services. Thus, measures af,quality characteristics and sub-charag
y the satisfaction of stakeholder needs‘and requirement for a wide range of ICT sy
en used with target entities in operdtion, measures derived from quality models
entities have on stakeholders.

r model framework

ly model structure
ity models in theithe SQuaRE family of standards exhibit the following structural 3

lity modelyis*focused on a clearly defined target entity representing a cohesiy

D .

The qua

quality ]Properties of the target entity.

ity model is composed from a set of quality characteristics that collectively cover the

n of quality

re evaluation
ality models
ty measures

).

ted with the
h be used to
ire satisfied.
her lifecycle

eady to use,
ntenance or
y properties
teristics can
stems and IT
quantify the

ttributes.

e domain of

measurable

When the number or complexity of a quality characteristic’s attributes justify it, a quality characteristicis

partitioned into a set of quality sub-characteristics that collectively cover the range of quality attributes
normally associated with that quality characteristic.

collectively cover the full set of measurable quality properties relevant to the target entity.

exclusive in quantifying the quality properties of a target entity.

definition and calculation are described in the quality measurement division.
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In some instances, a sub-characteristic may need to be represented in finer granularity to be applied in a
specific context of use. In such cases, the sub-characteristic may be subdivided into sub-sub-characteristics
that are documented for a specific use. However, sub-sub-characteristics are not included as elements in a
quality model standard in the quality model division since they are defined only for a specific scenario of
use. The sub-sub-characteristics are exhaustive in covering the full domain of measurable quality properties
related to their sub-characteristic in the context of use. The sub-sub-characteristics are also mutually
exclusive in covering the quality properties related to their associated sub-characteristic. Measures
appropriate to the context of use can be defined for each of the sub-sub-characteristics.

Figure 2 depicts the structure of a SQuaRE quality model and relationships between different model elements.
Each SQuaRE quality model focuses on a class of target entities such as ICT products, IT services, or data. A
SQuaRE quality model presents a structured representation of the quality characteristics of its target entity.
These quality characterlstlcs can be decomposed 1nto one or more sub characterlstlcs each of which can

be measureg-by ; ducts can be
quantified with quahty measures related to the quahty characterlstlcs and sub- characterlstlcs associated
with stakehg¢lder requirements.

| SQuaRE Quality Model QQ :

i (model only defined to first ) ) QD |

: level of subcharacteristics) Target entity quality (1/ I

1

ya

: v v N2 :

| Quality Quality Quality |

: characteristic 1 characteristic2 | ‘ characteristic n I

T [ . '

: | v O v :

1 I Quality ( » Quality !

: I subcharacteristi€.2.1 subcharacteristic 2.n I

oo o ________ '

|
r—-———— tm————— |
1ality measure Quality measure Quality measure [l Quality measu
1.1 o 1.n 2.n.1 .
Quality sub- o Quality sub-
subcharacteristic 2.1.1 subcharacteristic 2.1.n

Quality measure

Quality measure
2.1.1n

2.1.1.1

Figure 2 — Structure of quality models in the quality model division

NOTE Further elaboration on the ‘measure’ aspects of this figure can be found in quality measurement division
standards.

Quality characteristics and sub-characteristics represent various needs and quality requirements that
affect the capabilities of a target entity. These characteristics and sub-characteristics can be measured
by quality measures as described in the quality measurement division. While characteristics and sub-
characteristics of a quality model are common to all types of target entities, their importance can depend on
the specific type of target entity under evaluation. Some quality characteristics and sub-characteristics may
only be important for certain types of target entities. There may be trade-offs where enabling one quality
characteristic impacts another, such as the negative effect on usability from increased security, or the
negative effect on maintainability from the increased complexity that often results from designing software
for performance efficiency.
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Quality characteristics and sub-characteristics are associated with quality measures that are used to
evaluate the capability of a system to determine whether it meets quality requirements. Users of quality
models and their measures should define relationships and build traceability from quality characteristics,
sub-characteristics, and measures to the quality properties of the target entity under evaluation. This
traceability allows other stakeholders to understand how the target entity was evaluated and how to
interpret the quantitative results. Quality models may be modified or customized at the sub-characteristic

level (but no

t the characteristic level) for application in a specific context of use.

7.2 Quality model categories

There are two primary quality perspectives:

— quality of the ICT product, data, or IT service required to meet the needs of stakeholders (e.g. ICT product

securityp

quality-
an inter

The quality
software or
Although d3g
different sef]

)

n-use as affecting users or other stakeholders in a specific context of use (e.g: satis
hction).

pf an ICT product is affected by the quality of its subsystems and components. An I
firmware components share similar quality characteristics with the overall
ta quality affects the quality of ICT products, the quality mgdel for data is d

to address

(ISO/IEC 25019) includes quality characteristics that describe the information system’s effect
other stakeholders in a specific context of use.

The qu
attribut

Figure 3 dey
IT service s)

of quality aj
products, d

depend on t
interacting fi

users: ty

The profluct quality model (ISO/IEC 25010) includes a set-of quality characteristics for an
incorporating its software, hardware, and communi¢ation components that guides r
specification, development, and evaluation of an ICT preduct.

The data quality model (ISO/IEC 25012) includes @set of quality characteristics of data an
managing the data that guides requirements spegification, development, and evaluation of

The IT service quality model (ISO/IEC TS 25011) includes a set of quality characteristics @
that guigles requirements specification, provision, and evaluation of IT services.

of quality characteristics than ICT products. Therefore, multiple quality models
ifferent contributors to information system and ICT product,quality. the quality-

lity-in-use model (ISO/IEC~25019) includes quality characteristics related to the
bs of an ICT product or IT service when in use.

icts how different_quality models apply to different components of an informatiq
stem. The qualityymodels together serve as a framework to ensure that all rele
e considered if_specifying requirements, developing, or evaluating information

faction with

CT product’s
CT product.
lefined by a
are needed
n-use model
on users or

ICT product
Pquirements

] technology
flata.

fIT services

behavioural

n system or
yant aspects
systems, [CT

a, or IT services. However, the priorities assigned to the quality characteristics iy each model

e contextifrwhich the information system is used. The context of use represents a
hctors including:

pé€s of people who will be using the system;

collection of

goals: users’ intention to achieve by using the system;
user environment: situation in which users are using the system;

system context: nature and technical context of the system being used.
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Data

quality
model

Information system

/ ICT product
Product

quality — Software Data
model

Hardware and
communication facility

————————————— \m ality-

in-use
model

IT service system

IT service

IT service

qual'ty i Service provision system
moclel

Figure 3 — Quality models’and their target entities
NOTE1 Arrows indicate the target entities within information systems or IT services to which SQuaRE quality
models apply,

NOTE 2  When an IT service does not contain an ICT product and its components, the IT service can be evaluated
separately frqm them.

NOTE 3  The product quality model'is indirectly applied to hardware and communication facilities when they are a
component of|lan ICT product.

NOTE 4  Sefvice provision ‘system is an information system to provide IT service to users, inclpding people,
processes, tedhnology, facilities, and information.

7.3 Ontolpgy of quality model concepts

As displayed it ity concepts
relating to a targetentity ; s 3 nce (quality-
in-use). Quality models are constructed from quality characteristics and sub-characteristics that help define
quality objectives that are stated and often quantified in quality requirements. The process of applying a
quality model’s concepts to a target entity is initiated by deriving quality requirements from stakeholder
goals and needs. These quality goals and needs represent the functionality and operational attributes
stakeholders expect an information system to possess. Quality requirements can then be derived from the
stakeholder quality goals and needs. The quality requirements state what and how the information system
should perform in relation to quality characteristics.

Quality characteristics and sub-characteristics help define quality objectives which can be quantified by
quality measures. Quality objectives can be used to set target values for quality measures. The quality
measures are used to measure the quality properties of a target entity to verify that its capability satisfies
quality objectives and requirements.

© ISO/IEC 2024 - All rights reserved

11


https://iecnorm.com/api/?name=b190eace99ef202ff1a5c49521780a2b

ISO/IEC 25002:2024(en)

Stakeholder quality
goals and needs
derive
0 \ 4
- o¢ quantified in Quality conditional to
requirements
elaborated by
defined for
A 4 \ 4
Qua aracte help . N q
4 subchara dernd Quality objective Target entity Context of use
d py hag
mappe quantified by
to v A 4 v
| Quality | | Target evaluaEé Quality property
" | measure value " or influence
: measure
categorize
Key

assodiated with quality model
assodiated with target entity
assodiated with measurement

assodiated with requirements

HmpEEnY

assodiated with use

Figure 4->=0ntology of quality model concepts

7.4 Quality requirement priorities and conditions

Within this|quality maedel* ontology, variations in the context of use can prioritize diffgrent quality
requirements for différent systems or parts of a system. For example, certain quality requirpments such
as reliability and seeurity can be prioritized for all online transactions. Quality requiremenfs related to
maintainability, flexibility, and compatibility can be prioritized for enterprise IT services. Still pther quality
requirements.such as performance efficiency and interaction capability can be prioritized for usgr interfaces.

i H i a3 1 d diEF, £ ozt £ .. A Sz | i
Quallty requiremets€arotcome contattoiiar et atHrererteoftextsoruSe—rorexampresFesponse time

can include conditional criteria to specify needs for different types of consumers with varying internet
connection bandwidths or accessibility needs. An IT service level agreement can contain conditional quality
requirements such as constraining recovery times for different subscription levels.

7.5 Applying and extending quality models

Information systems and their constituent ICT products may be structured in complex hierarchies as
systems of systems. The quality of the overall system is dependent on the subsystems that constitute it.
The boundary of an ICT product or information system where the quality model is applied depends upon
the design and usage of the ICT product and the context of use applicable to the target information system.
How a quality model is applied also depends on the target users and business stakeholders. Hence not every
part of an information system can be considered a target entity of the product quality model because some
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