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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

Radio frequency identification (RFID) air interface technology is based on non-contact electro-
magnetic communication among interrogators and tags. RFID software systems are composed of RFID
interrogators, intermediate software systems and applications that provide control and coordination
of air interface operation, tag information exchange, and health and performance management of
system components. RFID technology is expected to increase effectiveness in many aspects of business
by further advancing the capabilities of automatic identification and data capture (AIDC). To achieve
this goal through the successful adoption of RFID technology into real business environments, RFID
devices, software systems and busmess appllcatlons have to prov1de secure and lnteroperable services,
interfaces, aprdte ; = : ware
system 1nfrastructure (SSI)
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Information technology — Radio frequency identification
(RFID) for item management — Software system
infrastructure —

Part 3:
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1.1
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General

Hocument defines interfaces for device management of RFID systems. Interfaces are

provide for discovery, configuration, initialization and monitoring o/ RFID systems within
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Hocument only deals with devices that provide RFID related services. It does not dif
factor of such RFID devices.

document provides two distinct interface sets,.@ne’ based on the GS1 EPCglobal [
he IETF SNMP RFCs and the other based on theOrganization for the Advancement @
mation Standards (OASIS) DPWS standard. The definition of the Device Profile for RFI
this document as the RFID Device Management Profile, or RDMP.

interface option set provides interface definitions that provide ISO/IEC 24791-3 Clie
ervices Endpoints with the mechanisms for:

he discovery of the RFID deviceSand services on a local or remote subnet;
firmware upgrade service]

management service that implements configuration related functions;

monitoring service for reporting alerts, diagnostics, and performance information.

wo interface set definitions provided by this document allow for clients and servic
plement_and provide the services based on the specific characteristics of the RFI

be implemented. Subclause 1.2 defines the Conformance requirements for systems thg

comp

onerits of one or both of the interface sets.

defined that
the software

tinguish the

CI standard
f Structured
D is referred

nt Endpoints

bs endpoints
D system to
t implement

1.2

Conformance

This document provides two interface sets; the DCI and SNMP Interface Set and the RDMP interface Set.
If a certain implementation conforms to the mandatory functions of at least one of the interface sets,

thati

1.3

mplementation is conformant to this document.

DCI and SNMP interface set

This document divides the DCI capabilities into two Conformance Groups:

— Discovery, Configuration, and Initialization Conformance Group: this Conformance Group is defined
in Clause 7. It specifies the protocols and operational procedures that are required for conforming
Interrogator Implementations and Device Management Implementations, as defined in this
document as well as in ISO/IEC 24791-1.

© ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=b81e0d43ac256cb287860d2a86f8d2d9

ISO/IEC 24791-3:2022(E)

Performance Monitoring and Diagnostics Conformance Group: this Conformance Group is defined

in Clause 8. It specifies the SNMP MIBs that can be implemented by Interrogator Implementations
and Data Management Implementations as defined in this document as well as in ISO/IEC 24791-1.
Conforming implementations claim conformance to the MODULE_COMPLIANCE statements in the

SNMP M

IBs appropriate for the particular implementation.

A conforming implementation has to implement all of the requirements of each Conformance Group for
its particular function in the SSI, but an implementation is not required to claim conformance to either

group.

1.4 RDMP interface set

This docums
— discover
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such as
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The followin
constitutes
undated refd

ISO/IEC 197
Harmonized

Devices Prof

nt specifies the following device management capabilities in RDMP:
y of devices and hosted services in devices;
are Upgrade Service to initialize and manage firmware on devices;

ement service to set and get device configuration and to perform spegcific device opera
reboot;

ring service to monitor the health of a device using events and statistics.

hee set is defined in Clause 9.

tive references

‘equirements of this document. For dated references, only the edition cited applie
rences, the latest edition of the referenceddocument (including any amendments) ap

b2, Information technology — Automgtic identification and data capture (AIDC) techniqt
vocabulary

ile for Web Services (DPWSJVersion 1.1, OASIS Standard July 2009. http://docs.oasis

tions,

g documents are referred to in the text in such a way that some or all of their content

5. For
plies.

les —

open

.org/ws-dd/

GS1 DiscovH
.org/standa

lpws/1.1/0s/wsdd-dpws-hdtspec-os.pdf.

RY, Configuration, & Initialisation (DCI) Standard for Reader Operations, https://ww

w.gs1

ds/epc-rfid

GS1 READER|

3 Terms

fid

MANAGEMENT, (RM v1.0.1), Ratified Standard, https://www.gs1.org/standards/epc-r

and definitions

For the purp

oses,of this document, the following terms and definitions apply.

[SO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Onli

31
component

ne browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at https://www.electropedia.org/

identifiable part of a service that provides specific functionality

3.2

data management
device functionality that includes or is a combination of reading, writing, collection, filtering, grouping,
and event subscription and notification of RFID tag data to higher level applications and interfaces
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device management
functionality that includes or is a combination of monitoring and control of discovery, configuration,
performance and diagnosis of one or more RFID interrogators

3.4
endpoint

component (3.1) that implements or exposes an interface to other components or uses the interface of
another component

3.5

lmplnm entation

software and hardware that provides the reduction to practice of particular functionalify

3.6

interjrogator controller

software capability possibly embodied in a distinct physical device, within the data mand
implementation (3.5) of the architecture in ISO/IEC 24791-1 and capable of €xercising the

and management of interrogators over the device interface defined in ISO/IEC 24791-5

3.7
clien

netwprk endpoint (3.4) that sends messages to and/or receives gnessages from a service

3.8

host¢d service
servife with lifecycle under the control of another service

4 Abbreviated terms

For the purposes of this document, the abbreviated terms given in ISO/IEC 19762 and 4

gement (3.2)
data, control

he following

shall ppply.

AC Access controller

CAPWAP  Control and proyisioning of wireless access pints
DCI Discovery, eonfiguration, initialization
DPW§ Devices.profile for web services standard
IETF Internet engineering task force

LLRP Low level reader protocol

MIB Management information base

MIB-II Management information base version 2
RDMP RFID device management profile

RFC Request for comment

RM Reader management

SNMP Simple network management protocol
SOAP Simple object access protocol

SSI Software system infrastructure
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UML Unified modelling language
URI Uniform resource identifier
URL Uniform resource locator

WTP Wireless termination point
FUS RDMP firmware update service
MS Management service

MNS Monitoring service

5 Software system infrastructure architecture overview

ISO/IEC 24791-1 defines the architecture for the software system infrastructure. The-basic relatiopship
among the infterfaces and implementations of the software system infrastructure-isdepicted in Fighire 1.

Dev]ce management implementation End systendimplementation
Device management Data management
ISO/IEC 24791-3 ISO/IEC 24791-2
ISO/IEC|24791 f\ /l
interface
t.)ounl}fary > Data management implementation
inclugling
secufity

considefations

>

Device interface
ISO/IEC 24791-5

¢

N

Interrogator implementation

AN

ISO/IEC 18000 series
==

N4
RFID tag -—Y

Figure 1 — Architecture overview including relationships to other RFID standards

The parts of the ISO/IEC 24791 series that define Data Management (i.e. ISO/IEC 24791-2), Device
Interface (i.e. ISO/IEC 24791-5), and Device Management (i.e. this document) each provide one or
more interfaces which allow a client to communicate with a service-providing implementation, either
within the same computing device or across a network. These client and service implementations are
consistently referred to as client endpoints and services endpoints, respectively, and in general, the

4 © ISO/IEC 2022 - All rights reserved
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client endpoint accesses the capabilities provided by the services endpoint. It is the responsibility of the
specific standard to define the formats, procedures, operations and conformance requirements of each
interface.

Device management is concerned with providing discovery, configuration, initialization, performance
monitoring and diagnostics of software system infrastructure components and interrogators. As
shown in Figure 1, device management defines interfaces that provide pairwise communications
between interrogator implementations, data management implementations and device management
implementations.

In addition to deflmng interfaces for prov1d1ng conflguratlon and control of the 1mplementat10ns in the

terrogators,
br to achieve
rogators in a

boundary of
in a system.
y be just one
may also be
vith all other
"d interfaces
efined in the

ided in Annex A.

6 U
Althd

JML modelling

erfaces and
epresent the
hat a precise

ugh Figure 1 provides a general overview of the relationship between the in{
implgmentations in the SSI, UML is used for‘the figures in this document to graphically 1
organization and operation of the device management interfaces and implementations so t
and gommon understanding of the relationships among the components can be defined.

UML s a very rich language, but for simplicity only the physical diagram subset of the language is used
to represent the architecture ofithe software system infrastructure. Physical diagrams, gomprised of
complonent diagrams and deployment diagrams, represent the relationships among the flinctions and
the imterfaces provided by the SSI architectural elements as well as how these functiong can exist in
standards compliant selutions, respectively. Refer to ISO/IEC 24791-1 for a more complet¢ description
of how UML is used in pther parts of the ISO/IEC 24791 series.

7 Device management

7.1 |Azchitecture

Device management defines the interface(s) that provide discovery, configuration, initialization,
performance monitoring and diagnostics of software system infrastructure components and
interrogators. Device management also defines a set of standardized operational procedures that must
be executed by conforming devices, typically related to the initial operation of a device in a networked
environment.

Specific device management interface capabilities are provided by a device management services
endpoint. A device management client endpoint accesses the services endpoint in a component that
provides the desired service(s). Figure 2 provides the representation of the device management
interface in a component.

© ISO/IEC 2022 - All rights reserved
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. ISO/IEC 24791-3
Device management O

services endpoint

Figure 2 — Device management representation

The software programs that provide device management client and services endpoints can reside
within any of the Implementations that can exist in the SSI, as shown in Figure 1. This document does
define requirements on how the implementations are developed or packaged within computihg or
network platforms; requirements are only defined for the operation that is provided.

Device manggement is distinct from the data and control interfaces provided by ISO/IEG,24791-b and
ISO/IEC 24791-2, respectively. It is possible that the implementation of the device manageément int¢rface
utilizes the 4ame network interface as the implementation of one of the data and/ercontrol interffaces
in the implementation. It is also possible that for a specific operation or interface, a component can
be both a client and services endpoint, essentially resulting in peer-to-peer gperation or a negotiated
client/server relationship. This does not change the architecture definéd in this document [or in
ISO/IEC 24791-1.

The functior]s covered by device management can be grouped and defined as follows:

— Discovery: the process of automatically finding components and devices in a system as wegll as
dynamigally identifying service endpoints and enabling eonnections between the components and
services

— Configuration: the process of setting operational parameters for components that are loaded at
system initialization and that change relatively.ififrequently, primarily through user interaction.

— Initializtion: the process of providing initial deployment of network and operating paramnjeters
for interrogators as well as installing, updating, maintaining software images at desired versions
through|a dynamic, potentially automaged process.

— Monitorfng: the gathering of statisties and state data useful for determining the historic and cyrrent
operatidnal state of a component/in particular an interrogator or an SSI component that prgvides
a data management implementation function, such as an interrogator controller within thq data
management implementation depicted in Figure 1.

— Diagnostics:themechaniSmtoaidinthe detectionandisolation of faults orabnormal operation within
a compdnent of the)seftware system infrastructure. Where the diagnostics involve the computing
platforny, they areapplicable to an interrogator only. Diagnostic capabilities can be defined for pther
SSI softyvare.camponents, but diagnostic capabilities for general purpose computing platformfs will
not be defined.

The interfaces defined by this document will provide extension mechanisms to allow implementations
to expose management services beyond those specifically defined in this document. This is consistent
with standards-based approaches currently used in the management of telecommunication devices.

It is important to note that not all of the above capabilities are required to be deployed in all
implementations of a device management services endpoint. For example, interrogators may
implement and expose a different set of ISO/IEC 24791-3 capabilities from data management
implementations. Furthermore, different classes of interrogators may implement and expose different
sets of ISO/IEC 24791-3 capabilities. Conformance requirements for implementations of the device
management services endpoint are defined in Clause 6.

6 © ISO/IEC 2022 - All rights reserved
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8 DCI and SNMP interface set
8.1 Discovery, configuration and initialization conformance group

8.1.1 General

Conforming devices implement discovery, configuration and initialization capabilities through the
implementation of the protocols and procedures defined in this conformance group. This subclause
of this document references the GS1 EPCglobal DCI for reader operations standard for the normative
requirements for this SSI capability. The GS1 EPCglobal DCI standard, references the IETF CAPWAP

stangd

8.1.2

Inter
shall
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funct

8.1.3
Devig
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Interrogator implementations

Fogators that conform to this document for discovery, configuration and initializatior
implement all requirements, indicated with “shall”, for the Reader function as defing
obal DCI standard. Conforming implementations may implement any requirements fa
ion indicated with “may” in the GS1 EPCglobal DCI standard.

Device management implementations

e management implementations that conform to this do¢ument shall implement all r¢
hted with “shall” for the AC function as specified in theyGS1 EPCglobal DCI standard

ard.

ot required that implementations of the accéss controller also implement the RO Cli

which is equivalent to the ISO/IEC 24791-5 device interface client functionality, although

and 1
in su
Figun

Ch cases, the device management implementation and data management implemel
e 1 will coexist in the same device.This example is demonstrated in Annex A.

8.2

8.2.1

Perfo
by d
implg
in th
Implg

Performance monitoring and diagnostics conformance group

General

rmance monitoring- and diagnostic information access within of SSI components
bvice management services endpoints that expose SNMP MIBs within one or

mentations.defined in ISO/IEC 24791-1 and illustrated in Figure 1. SNMP clients (clie
e SSI architecture) access the exposed device management information using
mentations claim conformance to one or more MODULE_COMPLIANCE statement

specific SNMP MIBs normatively referenced in the following subclauses.

Conf

aces.

| capabilities
d in the GS1
r the Reader

bquirements,
Conforming

mentations may implement any requirements indicated with “may” in the GS1 EPCglobal DCI

ent function,
it is possible

jkely that the implementations will be:€o-resident in computing or network systems. Note that

htation from

is provided
more of the
nt endpoints
the SNMP.
5 within the

rmance requirements for implementations that expose an SNMP MIB for performanc

P monitoring

and diagnostic information access according to this document are defined in the following subclauses.
It is not required that an implementation implement or claim conformance to both of the following

subcl

8.2.2

auses if it claims conformance to one of them.

Interrogator implementations

The GS1 EPCglobal reader management specification Version 1.0.1 defines an SNMP MIB for performance
monitoring and diagnostic information access for Interrogator Implementations.

The MIB groups specified as MANDATORY-GROUPS in the SNMP MODULE-COMPLIANCE statement
referenced in the GS1 EPCglobal Reader Management Version 1.0.1 specification shall be implemented
by interrogators that claim conformance to this subclause.

© ISO/IEC 2022 - All rights reserved
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Implementation of non-SNMP bindings or transports described in the GS1 EPCglobal Reader
Management standard is not required by this document.

In addition, the network-attached devices in which the interrogator implementations execute shall

implement:

a) the MIB-
b) the MIB-

<)

the MIB-

I1 System Group, defined in the SNMPv2-MIB module in RFC 3418;
I IP Group, defined in the IP-MIB module in RFC 2011;
II Interfaces Group, defined in the IF-MIB in RFC 2863.

8.2.3 DatI

Annex B pr
data manag
endpoint for
interrogator

The MIB gr
in Annex B
implementat

management implementations providing interrogator controller functionality

vides an SNMP MIB for performance monitoring and diagnostic information-accq
bment implementations that implement a device interface (see ISO/IEC 24791-5)
the control and data access of interrogators. These implementations haveé\been defin
controllers.

ups specified as MANDATORY-GROUPS in the SNMP MODULE-COMPLIANCE state
shall be implemented by interrogator controller functions/within data managg
ions that claim conformance to this subclause. Note that othér functions that m

implemented by a data management implementation, such as the data-management services end

may providg
Annex Bin a

In addition,
shall implenj

e performance monitoring and diagnostic information “access by additions the M
future version of this document.

the network-attached devices in which the data.jnanagement implementations ex]
ent:

II System Group, defined in the SNMPv2-MIB module in RFC 3418;
I IP Group, defined in the IP-MIB module in RFC 2011;
II Interfaces Group, defined in the\IF-MIB in RFC 2863.

finterface set

ral

a) the MIB
b) the MIB
c) the MIB
9 RDMP
9.1 Genel
The followi

A conformin

A conformi
implement t

A conformin

the mandatory requirements of

g subclauses définie the RDMP interface set.

RDMP implementation shall implement DEVICE as defined in DPWS

g RDMP implementation may implement the FUS. If it does implement FUS, it
e mandatory requirements of the firmware update service

ess of
client
ed as

ment
ment
hy be
point
IB in

ecute

TR TtOTTTITAY |
the management service.

A conforming RDMP implementation may implement the MNS. If it does implement MNS, it shall
implement the mandatory requirements of the monitoring service.

9.2 XML namespace

In addition to the namespaces defined in DPWS, this document defines the following XML namespace:

https://standards.iso.org/iso/24791/-3/2013/01/rdmp

Table 1 lists XML namespaces that are used in this document. The choice of any namespace prefix is
arbitrary and not semantically significant.

© ISO/IEC 2022 - All rights reserved
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Table 1 — XML namespaces

Prefix XML namespace Specification

Rdmp https://standards.iso.org/iso-iec/24791/-3/ed-2/en/rdmp/ ISO/IEC 24791-3

Dpws http://docs.oasis-open.org/ws-dd/ns/dpws/2009/01 DPWS

Soap http://www.w3.0org/2003/05/soap-envelope DPWS

Was http://www.w3.0org/2005/08/addressing DPWS
9.3 Device discovery

A con

rormant KDMF device shall implement DEVICE, as deTined in DPWS.

A conformant RDMP device shall advertise the rdmp: ISO/IEC 24791-3 type in diScove

Prob
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disco|
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discoy
discoy
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devic

9.4

9.4.1

This
alrea

NOTE
infory
the D¢
and 2

NOTE
conta
sends

NOTE
requi

e Match messages.

iformant RDMP device will have dpws:device and rdmp:1S024791-3¢cin* the Type
very Hello and Probe Match message.

hsport address may be sent by an RDMP device in the Hello and Prebe Match messag
iscovery.

DPWS uses WS-Discovery as the device discovery protoeol. WS-Discovery define
ers RDMP devices on the network from Hello multicast(iessage or a Probe Match uni

ge in response to a Probe multicast message from the‘elient, where the RDMP devices adv
e and rdmp:1S024791-3 in the Types section of the Helle or Probe Match message.

Device metadata

General

document does not specify requirements for exchanging device metadata in addit
y specified in DPWS.

1  DPWS defines a standdrd-mechanism for retrieving device metadata from a device. Metz:
hation such as manufacturer name, model name, firmware version, etc. This mechanism is d|
bscription Section in the DPWS spec. This document describes it briefly for illustration in 9.4.2

2 An RDMP client interested in getting metadata about a RDMP device would send a S
ning a WS-Transfer Get message to the transport address of the chosen device. The RDM
a WS-Transfer GetResponse message containing the device metadata.

3 Refer to Devices Profile for Web Services Version 1.1 section titled "Description” for mo
fements.

'y Hello and

s section of

bs defined in

t a multicast

rery protocol. Clients discovering RDMP devices joins the multicast group defined in WS-IDiscovery and

fast response
ertises dpws:

ion to those

data includes
ocumented in
EXAMPLES 1

DAP envelope
P device then

re details and

9.4.2

Service discovery

An RDMP conformant device may advertise services that are not specified in this document in the

dpws

NOTE

:Relationship/dpws:Host/dpws:Types.

1 In addition to device discovery, DPWS specifies mechanisms for discovery of hosted

services on a

device. Some examples of hosted services are a stock quote service, firmware update service, a print service,
a calendar service etc. An RDMP client discovers a hosted service by parsing the Metadata section of the WS-

Trans

EXAMPLE 1

fer GetResponse.

An example response that advertises a printer service is:

<?xml version="1.0" encoding="utf-8"7?>
<wsoapl2:Envelope
xmlns:wsoapl2="http://www.w3.0rg/2003/05/socap-envelope"
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xmlns:mex="https://schemas.xmlsoap.org/ws/2004/09/mex"
xmlns:wsa="http://www.w3.0rg/2005/08/addressing"
xmlns:dpws="http://docs.ocasis-open.org/ws-dd/ns/dpws/2009/01"

>

<mex:Metada
Dialect="ht

taSection
tp://docs.oasis-open.org/ws-dd/ns/dpws/2009/01/Relationship">

<dpws:Relationship Type="http://docs.oasis-open.org/ws-dd/ns/dpws/2009/01/host">

<dp

ws:Hosted>
<wsa:EndpointReference>

<wsa:Address>http://192.168.0.101:80/SamplePrintServicel</wsa:Address>

</wsa:EndpointReference>
<dpws:Types
xmlns:spt="http://example,.com/wsdp/sample/print">

</d

</dpws:
</mex:Metad
</wsoapl?2:H

EXAMPLE 2

<mex:Metada|
Dialect="ht
<dpwsg|

<dpg

</d
</dpws:
</mex:Metad

NOTE2 Th
that are supp
layer portTyp

spt:PrinterServiceType

</dpws:Types>

<dpws:Serviceld>
http://example.com/sample/print/PrintService

</dpws:ServiceId>

pows : Hosted>

Relationship>

ataSection>

nvelope>

An example for advertising ISOIEC24791-5 (LLRP) service by RDMP‘devices is:

taSection
tp://docs.oasis-open.org/ws-dd/ns/dpws/2009/01/Relatfionship">
:Relationship Type="http://docs.oasis-open.org/ws>*dd/ns/dpws/2009/01/host"
ws:Hosted>
<wsa:EndpointReference>
<wsa:Address>ISOIEC24791-5://192.16810.101:5084</<wsa:Address>
</wsa:EndpointReference>
<dpws:Types
ISOIEC24791-5
</dpws:Types>
<dpws:Serviceld>
http://example.com/sample/®5024791-5/
</dpws:ServiceId>
pws :Hosted>
Relationship>
ataSection>

e types sent in the dpws:Relationship/dpws:Host/dpws:Types element are the portTypes of se
brted by this device If\contrast, the types element in WS-Discovery messages contains disc
es that are impleménted by the device.

9.5 Firmware update'service

9.5.1 Gen

This documg

bral

nt'describes a firmware update service that is used to initialize and update firmwa

rvices
very-

re for

RFID device

s. The client is responsible for initiating a firmware update. The device downloa

firmware from the location presented by the client.

9.5.2 Firmware update service state machine

s the

The firmware update service on the device shall maintain the states as described in the firmware

update state

10

machine. Figure 3 illustrates the state machine for a firmware update service.
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Download Progress Events
1-100 %

Downloading
DownloadedEvent
DownloadAndCommit

DownloadAndScheduleCommit /

Downloaded

CommitErrorEvent

. At Commit Time
CommittedEvent

CommitProgressEventg
1-100 %

Figure 3 — Service state machine

The fjrmware states in Figure 3 are explained as follows:

Heady:"The ready state is the initial state. The firmware service state is ready if the s
downleading or committing firmware currently.

Downloading: The service is currently downloading firmware to the device.

ervice is not

Downloaded: Firmware was successfully downloaded to the device. The firmware may be

immediately committed or scheduled for a commit based on the client request.

Committing: Firmware is currently being applied to the target.

Fatal error: There was an error during commit of firmware and the RF module is now unusable.

© ISO/IEC 2022 - All rights reserved
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9.5.3 FUS

Operations

9.5.3.1 OperationNotPermittedInCurrentState

9.5.3.1.1 General

Any of the operations defined in FUS can return the OperationNotPermittedInCurrentState fault.
This fault is sent when the FUS is not in one of the allowed states for this operation.

Table 2 lists the details for an operation fail in current state.

Table 2 — Fault details for operation fail

Field Value
[Code] soap:Receiver
[Subcode] |rdmp:OperationNotPermittedInCurrentState

Reason] |The service is not in one of the allowed states for this operation

[Detail] |Current state of the service. Allowed states for this operatign
9.5.3.1.2 DownloadandCommit
This method shall be supported by the FUS.
If this operation is invoked in a state other than Ready, the FUS shall r
OperationNqtPermittedinCurrentState error. Once the FUS4esponds successfully to this operat

shall move ipto the Downloading state.

NOTE
method.

It

9.5.3.1.3
FirmwareL(

The URL fro
The FUS sha

using HTTPS.

If the URL hz

fault. If the WRL is invalid\for other reasons, the FUS may return the InvalidRequestElement faul

[Reason] ele
the Firmwar

Request Elements [Method Paranieters for DownloadandCommit] —

s best practice to invoke CheckFirmwareApplicability before invoking the DownloadandC

cation
m where the firmware is available for download.

1 support downloading firmware using HTTP. The FUS can support downloading firn

1s an unsupported scheme, the FUS shall return an UnsupportedFirmwareLocationSc

ment may-have additional text to explain why the URL is invalid. Table 3 lists the deta
e locatiomn.

bturn
on, it

mmit

ware

heme
. The
Is for

Table 3 — Details for FirmwareLocation

Field Value
[Code] soap:Sender
[Subcode] |[rdmp:UnsupportedFirmwareLocationScheme
[Reason] |The supplied FirmwareLocation has an unsupported URI scheme.
[Detail] |<SupportedUriSchemes>

<!I-- One or more supported URL schemes-->
<SupportedUriScheme>HTTP</SupportedUriScheme>
<SupportedUriScheme>HTTPS</SupportedUriScheme>

</SupportedUriSchemes>

12
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Faults defined in this method can be generated by the FUS just by examining the FirmwareLocation URL
syntactically. FUS provides another mechanism to address other errors such as the FirmwareLocation
being unreachable. Since the firmware download is attempted in the Downloading state, if download
fails, the FUS shall move into the Ready state. The error may be recorded by the FUS and reported in a
GetStatus operation.

The device can use HTTP Range headers to control the rate at which the download happens. The
heuristics used to determine the size of the range and timing of (partial) HTTP(S) GET requests is left
to the device.

In case of error prone connections, range headers may be used to resume a download. It is the device's

resp(‘ncihi]ify todetermine the resume location in the firmware npr‘afn file

When the FUS does a partial HTTP GET, it shall use “bytes" as the range unit.

As a pest practice, this document recommends the following: the HTTP serverchat serves firmware
dowrlload requests should support partial HTTP GET using the Range header, Itshould sugport “bytes”
asa Iﬁange Unit. It is the responsibility of the HTTP Server serving the firmware downlodd request to
specify and implement any policies with respect to the valid duration of the*URL.

9.5.3]2 Postdownload
Once|download is completed successfully, the FUS may raise a DewnloadedEvent.
Once|download is completed successfully, the FUS shall movginto the Downloaded state.

The HUS is recommended to validate the firmware bindaxy prior to committing. The mecharism used for
validation is out of scope for this document. If the binary is found to be invalid, the FUS m3ay record the
errorjand report this in a GetStatus operation.

The HUS is expected to commit the firmware:immediately once the download is complete.

NOTH The HTTP Server for FUS can besimplemented in the same host as the RDMP client or hosted on a
remofe server.

9.5.3|13 DownloadAndSchedule€Commit

9.5.313.1 General
This method may be,supported by the FUS.

If this operatien’ is invoked in a state other than Ready, the FUS shall return
OperationNotRermittedinCurrentState error. Once the FUS responds successfully to this |operation, it
shall move jnte’the Downloading state.

9.5.313.2” Request elements [Input Parameters]

The request elements are as follow.
— FirmwareLocation: Please see the DownloadandCommit section for description of requirements.

— AtTime: This is the date & time at which to commit the loaded firmware. If the AtTime is in the past,
the FUS shall return an InvalidRequestElement error. Additional text may be added to the [Reason]
element of the SOAP fault.

— PostDownload: Once teh download is completed successfully, the FUS may raise a DownloadedEvent.

Once the download is completed successfully, the FUS shall move into the Downloaded state.

© ISO/IEC 2022 - All rights reserved 13
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The FUS is recommended to validate the firmware binary prior to committing. The mechanism
used for validation is out of scope for this document. If the binary is found to be invalid, the FUS
may record the error and report this in a GetStatus operation.

9.5.3.4 CheckFirmwareApplicability

9.5.3.4.1 General

This method requests the device firmware update service to checks if specified firmware is applicable
for the device. This method shall be supported by the FUS.

9.5.3.4.2 liequest elements [Method Parameters] — FirmwareVersionToCompare

The FirmwdreVersion is the version of the firmware that the client wishes to compdrie with the
committed fjrmware version on the FUS.

This documlent does not mandate any specific requirements for the FirmwareVersion sfring.
Implementations are recommended to construct a string that enables the deviceto"determine:

a) ifthe firmware being supplied is applicable to the FUS;

b) if the firmware being supplied is newer or older.

9.5.3.4.3 Response elements

The method|returns one of the following:

— Newer: firmware is applicable to FUS and is more recent than the currently installed version;
— Older: filrmware is applicable to FUS and is lessmecent than the currently installed version;

— SameVersion: firmware is applicable to FYS and is the same version as the currently installed
version;

— NotApplicable: firmware is not applicable for the device or the supplied string is invalid or thg FUS
is unable to parse the string.

9.5.3.5 GdtStatus

9.5.3.5.1 (eneral

This method returns-etirrent state of firmware update service on the device. This method shall be
supported by the FUS:

9.5.3.5.2 Response elements

The response shall contain the field State, one of Ready, Downloading, Downloaded, Committing or
FatalError.

The response can contain the following fields:

a) % downloaded: if the state is Downloading, the FUS may return the percentage of firmware
downloaded.

b) % committed: if the state is committing, the FUS may return the percentage committed.
c) Error: the FUS may persist an error string from a previous operation or error situation.

d) TimeofError: the time at which the last error occurred.
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e) Description: a localizable string, it applies to any state.

NOTE If, there is an error while committing firmware and the service goes into the Ready state, the error
can be stored in the service to be retrieved later by the client. The error string can also be used to diagnose
errors encountered by the FUS.

9,5.3.6 Cancel

9,5.3.6.1 General

This method may be supported by the FUS.

9.5.316.2 Cancel description

If thip operation is invoked in the Ready state, it may be ignored. If the FUS is in.thle Doynloading or
Dowmloaded states, it shall move to the Ready state. In the Committing statejthe FUS mpy reject the
Cancgl operation by returning the CancelNotPermittedNow error. Table 4 lists’the details pf the cancel
methpd.

Table 4 — Details of the cancel method

Field Value

Code] soap:Receiver

Reason] |Cancel operation not permitted.at this point.

[
[Subcode] [rdmp: CancelNotPermittedNow
[
[

Detail] None

9.5.3|7 Events from FUS

9,5.3|7.1 General

The HUS shall implement eventing as:defined in the DPWS requirements for eventing (see gection titled
"Eventing" in Devices Profile for/Web Services Version 1.1).

9.5.3{7.2 DownloadProgressEvent

DownloadProgressEvents may be generated only in the downloading state. The parameter that
descijibes DownloadProgressEvent is: PercentCompleted. The percentage of downloafl completed
may be provided'with the DownloadProgressEvent by the service. If provided, this shall he an integer
betwgen 0 and~100.

9.5.3}7.3 ~“DownloadedEvent

DownloadedEvent may be generated when the service transitions from the Downloading state to the
Downloaded state.

9.5.3.7.4 CommitProgressEvent

CommitProgressEvents may be generated only in the Committing state. The parameters that describe
CommitProgressEvent are:

— PercentCompleted: The percentage of update completed may be provided with the
CommitProgressEvent by the service. If provided, this shall be an integer between 0 and 100.

— Description: This is a descriptive localizable string about the status of the commit.
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9.5.3.7.5 CommittedEvent

CommittedEvent may be generated when the service transitions from the Committing state to the

Ready state.

9.5.3.7.6 CommitErrorEvent

If there is an error during firmware commit, it may be reported using the CommitErrorEvent. The
parameters that describe CommitErrorEvent are:

— Description: This is a localizable string containing a description of what went wrong during the
firmwarne-eemmit

— Time: Tj\is is the time at which this particular error took place.

9.5.3.7.7

If there is anl

9.6 Mana

9.6.1 Gen

The MS prov

a)
ISO/IEC

b)

The MS sped
implementat
on devices. T

Each configy

configul

implems

IDownloadErrorEvent

error during firmware download, it may be reported using the DownloadErrorEvent
gement service
pral

ides the following functionality:

24791-5 properties on the device is included;
nting common operations like device reboot'and reset to factory settings.

ifies a set of configuration properties\that are commonly understood among RFID d
ions. The MS also allows for custom,¢onfiguration properties to be retrieved and ag

ration property has a unique.identifier and a value associated with the identifier.

9.6.2 Property identifier

A property i
a) group |

namesp
b) propert

A property 1

NOTE

lentifier has two(parts:

JRI (e.g. https://standards.iso.org/24791-3/rdmp/Configuration/RF), which acts
hce;

’ name-fe.g. "power level").

he MS also provides a mechanismto advertise metadata for configuration propertieg.

ame’shall be of type token as defined in XML Schema Part 2.

ing a device with standard properties; in this’ document, the ability to confligure

evice
plied

as

A token represents tokenized strings. The value space of token is the set of strings that do not contain

the carriage return (#xD), line feed (#xA) nor tab (#x9) characters, that have no leading or trailing spaces (#x20)
and that have no internal sequences of two or more spaces. The lexical space of token is the set of strings that do
not contain the carriage return (#xD), line feed (#xA) nor tab (#x9) characters, that have no leading or trailing
spaces (#x20) and that have no internal sequences of two or more spaces.

A property identifier used by MS shall NOT have null value for either the group URI or the property

name.

16
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9.6.3 Property value metadata
Metadata of the property value is made up of the following.

— Description: Friendly description of the property. It is of type string. A MS shall include description
in the metadata.

— Writeable: A property is writeable if it may be modified on the device. It is of type Boolean. MS may
include this field in the metadata. If this is not specified, the client may assume the property to be
writeable.

— Persisted: A property is persisted if the device stores the property in permanent storage. It is
specified as a Boolean. The MS may include this in the metadata. If this is not specifi¢d, the client
ay assume the property to be persisted.

— RestartRequired: The device requires a restart for the change in the property.to taKe effect; this
i$ specified as a Boolean. The MS may include this in the metadata. If this is\not specifigd, the client
ay assume that restart is not required.

— pe: The type of the property, indicating if the property is of the type string, int, booJean or some
ther complex type. The MS shall include the type in the metadatatThe type shall be a XKML QName,
s defined in Reference [18].

— DefaultValue: The value that the device uses if the client ias not modified. It may be included. If it
i$ included, it shall conform to the Type specified in the metadata.

NOT The type metadata is critical for clients to interpretand process configuration data sent|by the device.

9.6.4] Device property profile

A prgperty profile is a collection of properties:
NOTE Using a collection of propertiesds: useful in many scenarios. Management softwarg can wish to
bring|the device to a base configuration when it is first discovered. When a device changes role|, role specific

configuration can be required to be applied to the device. Using a property profile enables device jJand clients to
store p collection of properties together:

9.6.5| Sources and source'types

Sourg¢es in RDMP may refer to the device or the antennas or physical ports connected to the device. The
standard source types;are antenna, GPI, GPO and barcode.

9.6.6 MS opé€rations

9.6.6|1 , (GetSources

9.6.6.1.1 General

This method is invoked by the client to get the list of sources on the device and the types of the sources.
This method shall be supported by MS.

9.6.6.1.2 Request elements

There are no request elements.

9.6.6.1.3 Response elements
This method returns a collection of the following tuples. Each tuple shall have:

— SourceName, of type token, as defined in Reference [18];
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— Type: source type.
9.6.6.2 GetAllPropertyMetadata

9.6.6.2.1 General

This method shall be supported by MS. This is the mechanism for a client to obtain a list of supported

properties and property metadata.

GetAllPropertyMetadata is the key method for a client to discover device and source related
configuration. It is recommended that the Management Service provide comprehensive metadata

information|about all the properties configurable via RDMP. Metadata enables the managg
software to|correctly display configuration (e.g. a property can be shown as disabled in‘thé

ment
user

interface if it is not writeable). It also enables management software to warn the user tojrébo¢t the

device if the|property change requires a restart to take effect.

9.6.6.2.2 equest elements
SourceName is of type string. This field is optional.

If the SourceName parameter is not specified, this method shall return the thétadata associated w
the propertigs of the device.

If the SourceName parameter is specified, this method shall return the metadata associated with g
properties of the specified source.

9.6.6.2.3 esponse elements

The method|returns a collection of property identifiers’and property value metadata.
9.6.6.3 GetPropertyMetadata

9.6.6.3.1 General

This method may be supported by MS:

9.6.6.3.2 Request elements

This method takes property.identifier and a source name. The SourceName is an optional parame

9.6.6.3.3 Response-élements

If the Sour¢eName parameter is not specified, this method shall return the property met

th all

1l the

Ler.

hdata

associated with(the specified property of the device.

If the SourceName parameter is specified, this method shall return the property metadata associated

with the specified property of the source.
9.6.6.4 GetAllPropertyValues

9.6.6.4.1 General

This method may be supported by MS.

9.6.6.4.2 Request elements

SourceName is an optional parameter.
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9.6.6.4.3 Response elements
If the SourceName parameter is not specified, this method shall return a property profile of the device.

If the SourceName parameter is specified, this method shall return a property profile of the source.
9.6.6.5 GetPropertyValue

9.6.6.5.1 General

This method may be supported by the MS.

9.6.6]5.2 Request elements

This method takes an optional SourceName and a Propertyldentifier as input.

9.6.6(5.3 Response elements
This method returns a PropertyValue.

If thg SourceName parameter is not specified, this method shall retufn the property valye associated
with the specified property of the device.

If the| SourceName parameter is specified, this method shall-return the property value asspciated with
the specified property of the source.

9.6.6/5.4 Errors

If thelproperty is not supported by the MS, it shall return rdmp:PropertyNotSupported faylt as defined
Table 5. Table 5 lists the details of an error.

Table 5 — Error details

Field Value
[Code] soap:Sender

[Subcode] |[rdmp:PropertyNotsupported

[Reason] \\| The requested property is not supported.

[Detail) |Propertyldentifier

9.6.6(6 SetPropertyProfile

9.6.6/6.1~ General

This method shall be supported by MS

9.6.6.6.2 Request elements
This method takes a PropertyProfile as an input and an optional SourceName parameter.
If the SourceName parameter is not specified, this method shall set the property profile on the device.

If the SourceName parameter is specified, this method shall set the property profile on the source.

9.6.6.6.3 Response elements

There are no response elements.
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9.6.6.6.4 Errors

If the property is not writeable, the MS shall return rdmp:PropertyNotWriteable fault as defined
Table 6. Table 6 lists the details of an error.

Table 6 — Error details

If the MS s¢
Properties f.
detail may c

9.6.6.7 GetPropertyValuesByGroup

9.6.6.7.1 (

This method

9.6.6.7.2

This method

9.6.6.7.3

If the Sourc

specified property group-of the device.

If the Source
property grq

Request elements

Response elements

Field Value
[Code] soap:Sender
[Subcode] |rdmp:PropertyNotWriteable
[Reason] |The requested property is not writeable.
[Detail] |Propertyldentifier

brvice was unable to apply all properties, the MS shall return rdmp:UnabléToAp
hult as defined in Table 7. MS may include more details about the error in the reasor
bntain the PropertyProfile of the actual Properties the MS was unable to-apply.

Table 7 — Error details

Field Value
[Code] soap:Sender
[Subcode] [rdmp:UnableToApplyAllProperties
[Reason] |The reason for being unable to apply the propert.
[Detail] |PropertyProfile

teneral

may be implemented by MS.

takes an xs:anyURI as GroupURI and an optional parameter SourceName.

eName parameter is not specified, this method shall return a property profile fa

Nameparameter is specified, this method shall return a property profile for the spe
up of the source.

blyAll
. The

r the

rified

9.6.7 Standard properties

The following group names and properties shown in Table 8 shall be supported by the management

service.

GroupName URI: https://standards.iso.org/24791-3/rdmp/configuration/General

20
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Table 8 — General configuration properties

Property name

Type

Property editability

Applicable target

Notes

Name

Token

w

AD

Friendly name of the source/device

ReaderRegulatoryRegion

Token

R

D Legal regulatory region of the device

Key
R :
w
A :
D

Read only
Read-write
Antenna

Device

The RF properties shown in Table 9 may be supported by the management service.

GroupName URI: https://standards.iso.org/24791-3 /rdmp/configuration/RF

Table 9 — RF configuration properties

Hroperty name Type Property editability | Applicable target Notes
AirPfotocolsSupported Tokens R A, D 223?;7512&?:% types) supported by this
Percentage that designdtes the anten-
PowerLevel Float w A na’s power setting for r¢ading tags
. . Reader operation mode| Example val-
OperationEnvironment Token R aD ues are: sr;ngle multipleJand derr)lse.
Key
R : Readonly
W : Read-write
A : Antenna
D : Pevice
The group names and properties shown in<Table 10 may be supported by the management|service.

GroupName URI: http://standards.ise.otg/24791-3/rdmp/configuration/IS024791-5

NOTE

devic
aren

conngct. In terms of capabilities, the ability to get this information by RDMP clients helps enterprise
softwpre provide data for seporting applications. It is noteworthy to mention that when a LLRP clie
during a session and the RDMP client sets the same value, the new value does not take effect un

perfo

The IF0 24790-5properties (capabilities and configuration) shown in Table 10 may be supy
mangdgementservice.

RDMP clients are allowed to configure certain properties and capabilities of 24791-
s. The reason this is allowed is to enable management software to set default configuratid
t specific to a LLRP client'séssion. One cannot expect LLRP clients to set all default values ey

‘med.

5 conformant
n values that
ery time they
management
ht sets a value
til a reboot is

orted by the

Table 10 — lQﬂI/lF(‘ 24791-5 prnpprfipc

Property name Type Property editability | Applicable target Notes
LLRPStatus LLRPStatus R D —
GeneralDeviceCapabilities | GeneralDeviceCapabilities R D —
RegulatoryCapabilities RegulatoryCapabilities R D —
Antenna Properties AntennaProperties w A —
Antenna Configuration AntennaConfiguration w A —

Key

R : Read only
W : Read-write
A : Antenna

D : Device
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Table 10 (continued)
Property name Type Property editability | Applicable target Notes
KeepaliveSpec KeepaliveSpec w D —
EventsAndReports EventsAndReports w D —
Identification Identification R D —
The URI specified used this
property should have the URI
LLRPServers anyURI w D scheme ISOIEC24791-5.
EXAMPLE ISOIEC24791-5://
192.168.0.101:5555/
Key
R : Read only
W : Read-writd
A : Antenna
D : Device

The RDMP properties shown in Table 11 may be supported by the management service.

GroupName URI: h

standards.iso.or

24791-3/rdmp/Configuration/General

Table 11 — General properties

Property pame Type Property editability | Applicable tatget Notes
Locatign String w AD Location of the source
Descriptfion String w AND
TimeSerker String w D 'SI‘}i/r:ceSserver used by the device foJr time
Role String w Role of the device
DeviceEPC String R Manufacturer assigned EPC URI
TimeSerters tokens w D giigleess;;zsrs used by the device fpr
DHCPSeryers Tokens w D gé—lv(iiges;eorrvgll‘{cclgrently used by the
The textual identification of the cpntact
w D [perseniorhisdovic ogether i
person.
Key
R : Read only
W : Read-writg
A : Antenna
D : Device

The RDMP properties shown in Table 12 may be supported by the management service.

GroupName URI: https://standards.iso.or

Table 12 — RF properties

24791-3/rdmp/Configuration/RF

Property name Type Property editability | Applicable target Notes
Frequency Double w A Frequency used by the source in MHz.
EffectiveRange Float R A Range of antenna in m.
Key
R : Read only
W : Read-write
A : Antenna
D : Device
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Property name Type Property editability | Applicable target Notes
AntennaSequence Tokens w D Sequepc.e of antennas for reading. The
order is important.
Key
R : Read only
W : Read-write
A : Antenna
D : Device
The ‘DNIP lJl UPCl t_y llUVVll ill Tdb}C 13 llldy ‘UC Dul}l}Ul th ‘Uy t‘llU llldlldsClllCllt SC1 ViLC.
GroupName URI: https://standards.iso.org/24791-3/rdmp/Configuration/Notification
Table 13 — Notification property
Hroperty name Type Property editability | Applicable target Notes
Bpolean to indicate if thie device can
EventMode Boolean w D send notifications to th¢ host
Key
R : Readonly
W : Read-write
A : Antenna
D : Pevice

9.6.8] Other management operations
9.6.8/]1 Reboot

9.6.8/1.1 General

By inpoking the reboot method, a client initiates the reboot of a device. This method shall 1
by M§

9.6.8/1.2 Request elements

Ther¢ are no request-€lements.

9.6.8{1.3 Response elements

Ther¢ are no-response elements.

9.6.812 RpcprnFarfnryprfingc

D.

9.6.8.2.1 General

e supported

Using this method, the client instructs the device to reset any settings such as configuration to factory
specified defaults. This method shall be supported.

9.6.8.2.2 Request elements

There are no request elements.

9.6.8.2.3 Response elements

There are no response elements.
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9.6.8.3 ResetToFactorySettingsExceptNetwork

9.6.8.3.1 General

Using this method, the client instructs the device to reset any settings such as configuration to factory
specified defaults EXCEPT the network settings.

This method may be supported.

9.6.8.3.2 Request elements

There are nd request elements.

9.6.8.3.3 Response elements

There are nd response elements.
9.7 Operation error reporting

9.7.1 Genegral

Mechanismsg and artifacts defined in 9.7 are used by operations in“all the services defined in this
document tg communicate errors to the client.

SOAP faults gire the defined mechanism to communicate errors:Fault messages are correlated as replies
using the [relationship] property as defined in Reference [20}

9.7.2 Common operation error codes

9.7.2.1 General

Operations (lefined in the specification may treturn any of the faults defined in Reference [2[L
addition, opg¢rations may define additional SOAP faults.

—

[
—
=

9.7.2.2 Action not supported

When an opftional operation ofiany service defined in this specification is invoked by a client but is
not supported by a service-it-shall generate a wsa:ActionNotSupported fault. The fault is defined in
Reference [21].

9.7.2.3 InyalidRequestElement

This fault is|sent\when a client sends an invalid request element as part of an operation. Table 14 lists
the details of the error message.

Table 14 — InvalidRequestElement description

Field Value
[Code] soap:Sender
[Subcode] rdmp: InvalidRequestElement
[Reason] At least one request elements is invalid
[Detail] Name of the invalid request element.
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.4 InternalError

This fault is sent when the service encounters an unexpected condition such as out of memory that
prevented it from fulfilling the request. Additional text may be appended to the [Reason] element to
provide more information about the internal error. Table 15 lists the details of the error message.

9.8

9.8.1

Table 15 — InternalError description

Field Value
[Code] soap:Receiver
[Subcode] rdmp: InternalError
[Reason] The service had an unexpected error
[Detail] None

Monitoring service

General

The MNS is used to monitor the health of the device. The monitgring service publishe$ events and

statidtics to enable RDMP monitoring clients to actively monitor the device health.

9.8.2

Each

Fields: Each event contains these standard fields.

— TimeofOccurrence: Date and time that thé event was generated. This is of type xs:d
TimeofOccurrence field shall be impleménted by MNS.

— Hevel: Critical, Error, Warning or Infd¥mational. It is of type string that allows only the §

—

—n

An eV

9.8.3
The f

Monitoring event structure

monitoring event has the following structure.

evel indicates severity of the event. Level shall be implemented by the MNS.

Jescription: A localizable.stting that describes the event in friendly terms to the user.
mplemented.

Events

bllowing-events listed in Table 16 may be supported and sent by MNS.

Table 16 — Event details

htetime. The

bove values.

This may be

ent may have additional fields. Additional fields are described in specific events in 9.8.3.

EventName Additional fields Type Description

Informational level upto 15 %

The percentage of battery
remaining field shall be
included for the battery

event.

BatteryEvent

defined in this document.

The service shall send a battery event at

left. Between 14 % to 10 % remaining, it
shall send a warning level event. Between
Integer 9 9% to 5 %, it shall send an error level
event. Less than 5 % it shall raise a critical
level event. Within the same battery level,
the frequency of sending events is not

of battery

© ISO/IEC 2022 - All rights reserved
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Table 16 (continued)
EventName Additional fields Type Description
The service shall send a memory event at
Informational level upto 15 % of memory
left. Between 14 % to 10 % remaining, it
The percentage of free hall send ine lovel B
memory remaining on de- shall send a warning level event. Between
MemoryEvent s . Integer 9 % to 5 %, it shall send an error level
vice field shall be included han 5 % it shall send itical
for the memory event event. Less t an! % it shall send a critica
) level event. Within the same memory level,
the frequency of sending events is not
defined in this document.
The SourceName field .
: String )
shall be included. Indicates the state of the source:“The level
SourceStgdteEvent The state values are Up or shall be error when down and'shall be
Down. This field shall be enum informational when up.
included.
The SourceName field Strin
_ shall be included. 8
SourceNoiselL.evelEvent - - —
The Noiselevel field shall inteser
be included. &
The down event is raised when power
PowerSupplyEvent The state values are Up or supply to"device is cut. The up event when
(applies to devices that | Down. This field shall be enum power'is restored. The level shall be
support battery backup) included. warning when down, shall be
informational when up.
ErrorCode —
PrinterEvent rdmp:CutterFault
A printer pvent, in rdmp:GapNotFound
additior] to the
standard fields contains rdmp:Jam QName —
an error code and an rdmp:OutOfMedia
error string. The
possible errof codes are: | Fdmp:NoCurrentTeniplate
rdmp:RibbenFault
ErrorCode Type —
rdfnp:TagLocked Locked when accessing the tag
rdmp:TagLockFailed
rdmp:InvalidPasscode —
TagOperati¢nalEvents{™ rqmp:PartiallyLocked
A tag operatipn event,Nn . : ion thati ]
addition to the standard rdmp:ReadOnly Trying to write to a region that is read-
fields may ¢ontain an only
error codelaTaglnfo rdmp:CorruptTag OName

structure and an error
string. The possible
error codes are:

rdmp:WriteFailed

rdmp:KillFailed

rdmp:FailedLock

rdmp:FailedErase

rdmp:FailedMemoryRead

rdmp:FailedRead
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Table 16 (continued)

EventName Additional fields | Type | Description

HardwareErrorEvent

This event consists of an
error code in addition to
the standard fields. The -
error code is vendor
dependent. The error
code shall be a QName.

9.8.4

9.8.4

Statistics

1 General

The NINS supports reporting of the following statistics information.

9.8.4

9.8.4
The (

9.8.4
The

If the
the sf

If the
assod

9.8.4
This

9.8.4

9.8.4
The (

2 GetStatisticsMetadata

2.1 General

etStatisticsMetadata method shall be supported by the MNS.

2.2 Request elements
ourceName is of type string. This field is optional.

SourceName parameter is not specified, this'method shall return the metadata associ
atistics of the device.

SourceName parameter is specified;this GetStatisticsMetadata method shall return {
iated with all the statistics of the-specified source.

2.3 Response elements

method shall return a colection of Statisticsldentifier and StatisticsMetadata.
3 GetStatistics

3.1 General

etStatistics method shall be supported by the MNS.

ated with all

he metadata

9.8.4

32 Request elements

The GetStatistics method takes an optional SourceName as input.

9.8.4

.3.3 Response elements

This method shall return a StatisticsProfile, which is a collection of Statisticsldentifier and
StatisticsValue.

The GroupName URI for the identifiers used in this service shall be: https://standards.iso.org/24791-3/

rdmp/Monitoring/Statistics

Vendors extending statistics shall not use this group name for custom statistics.
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9.8.4.4 ResetStatistics

9.8.4.4.1 General

The ResetStatistics method may be supported by the MNS.

9.8.4.4.2 Request Elements

The ResetStatistics method takes an optional SourceName as input.

9.8.4.4.3 Response elements

There are nd response elements.

9.8.4.5 Standard statistics

Table 17 list$ the standard statistics details.

Table 17 — Standard statistics

Name Property value type Notes

Positive integer in the
range of 0 to 100

Positive integer in the
range of 0 to 100

BatteryPowerRemaining Percentage of battery power remaining. Not resetfable.

BatteryTimeRemaining Remainingtithe remaining in minutes. Not resettdble.

[

Time inticks for which the device has been up. No

DevicelptimeTicks Positive double resettable.

FailedKillCount Positive integer —
Failedl.ockCount Positive integer —
FailedReadCount Positive integer —
FailedfVriteCount Positive integer —

KillCount Positive\integer —
LogkCount Positive integer —
ReddCount Positive integer —
WriteCount Positive integer —

MemoryReadCount Positive integer —

ErapeCount Positive integer —

FailedkraseCount Positive integer —

PrinfedCeunt
FailedPfintédCount

Positive integer —

Positive integer —

Enables troubleshooting of why no tag reads for a

TimeSinceLastTagNotification .
duration.

Integer, in minutes

9.9 Security
Parties involved in message exchanges defined in this specification fall into the following categories:

a) CLIENT: To elaborate this category covers both clients that invoke operations on the device and
clients that act as an Event Sink, i.e. receive events from the device;

b) DEVICE;

c¢) Firmware Server.
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Security between the CLIENT and the DEVICE is covered in the Security section of Devices Profile for
Web Services Version 1.1. Firmware is downloaded from the Firmware Server as explained in FUS. This
communication may be secured by using a secure transport such as HTTPS.

NOTE Security encompasses the following.

a)

b)

B i f.1 fromcnmoart 1o a0 aaeitar o ony o oo A o oo 4 ratia £ £ oo
rie Y, cransSporct raycrStturtty tiray ptusttto—proviatTrottdraocrerarcatroT— Oty

as w¢ll as the establishment of a secure channel over which messages are exchanged.|}

Authentication of device and client: Authentication is the process by which the identity of
determined by the recipient. A client can be required to authenticate the devices it can commu
vice versa.

Integrity and confidentiality of messages exchanged between device and client.

1 ot ot oo oo

the sender is
nicate with or

and device

htegrity and

confiflentiality are achieved by using the secure channel. The policy assertions carriédin tthe messages

exchgnged during discovery may contain the client security requirements as.well as

the security

protdcols supported by client and device for authentication and establishment of a secure channel. Since
discoyvery precedes setting up of a secure channel, the integrity of discovery messages is pratected using
messpge-level signatures, while the integrity of other messages is protected,.using a securg channel.

9.10| Extensibility

9.10.1 General

Messpges defined by this specification may include conhstructs to be extensible by

conforming

impldmentations. Clients or devices that do not understaiid a custom extension to a type may choose to

ignore it.
The YML/XSD notation for types shall be:

<xs:qomplexType name="PropertyMetadata'y>

nilldble="false"/>

maxO¢curs="unbounded" />

<xs:sequence>
<xs:element name="Type! (kype="xs:QName" minOccurs="1" maxOccurs="1"

<xs:element name="Description" ../>
<xs:any namespace="##other" processContents="lax" minOccurs="0"

</xs:sequence>
<xs:anyAttribute namespace="##other" processContents="lax" />

</xs{complexType>

The fpllowing example shows an extension to PropertyMetadata that conforms to the ah

The dgxtension adds a new element called lowerBound.

<ProgertyMetadata xmlns="https://schemas.xmlsoap.org/ws/2008/rdmp" xmlns:xs="ht

w3.08g/2003%/XMLSchema">
<Typesxs:int</Type>
<Dgseription>some description</Description>

ove schema.

Fo://www.

<lowerBound xmlns="http://www.example.org/rdmpextensions">5</lowerBound>
</PropertyMetadata>

9.10.2 Extending monitoring events

RDMP implementations of the monitoring service may choose to implement custom events outside of
the standard specification. This document provides a way to describe a custom event in order for any

client to understand and interpret the event.

The XML/XSD notation for extension events shall be:

<xs:complexType name="VendorDefinedEvent">

<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded" />

<xs:anyAttribute namespace="##other" processContents="lax" />
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</xs:comple

xType>

A similar notation shall be followed for extending statistics for the monitoring service.

Management service and monitoring service can be extended to support custom types as values for
properties and statistics. The following example shows how the management service can be extended
to support a custom type for properties. Similar changes can be done to monitoring service schema
to support custom types for Statistics. In the management service schema, within the PropertyValue

complex Type, add the text that is in bold:
<xs:complexType name="PropertyValue">
<xs:choice>
<xS: cpement—rame="1String" Ltugo="N Lringl
<xs:ellement name="Integer" type="xs:int" />
<xs:¢gllement name="TagDataSelector" type="tns:TagDataSelector" />
<xs:¢gllement name="QName" type="xs:QName" />
<xs:ellement name="Boolean" type="xs:boolean"/>
<xs:€llement name="Float" type="xs:float"/>
<xs:¢gllement name="Double" type="xs:double"/>
<xs:gllement name="Uri" type="xs:anyURI"/>
<xs:€llement name="DateTime" type="xs:dateTime"/>
<xs:element name="NewComplexType" type="myns:NewComplexType"/>

</xs:ch
</xs:compll

Where “myn

RDMP servi
to add a cust

To add a new

a)

<wsdl :messa|

<wsdl:p
</wsdl:mess
b) Inthep

<wsdl:opera
<wsdl:outpy

message
</wsdl:oper]
c) Inthe sd

<wsdl:opera|

style="docu
<wsdl:
<sQ

In the FirmwareUpdate wsdl message definition section, add the following:

cice>
exType>

s” is the prefix defined for the namespace containing the."NewComplexType” xml typ

es can be extended to support custom defined events.'The following example shows
om event to Firmware Service.

r event for FUS called FirmwareUpdate_CustomEvent, do the following:

ge name="FirmwareUpdate CustomEveft OutputMessage">
art name="parameters" element="myns:CustomEvent"/>
age>

rt binding section of the FirmwareUpdate wsdl, add the following:

tion name="CustomEvept™>
t wsaw:Action="<Custom’ Event Namespace>/CustomEvent"

="tns:FirmwareUpddte®' CustomEvent OutputMessage"/>
ation>
ap binding section of the FirmwareUpdate wsdl, add the following:

tion name<™ CustomEvent ">

<soapllsoperation soapAction="http://customnanespace/CustomEvent"
men ! A>

ot put >

®

apl2:body use="literal"/>

</wsdl
</wsdl:oper

coutput>
ation>

how

Where myns is the prefix of the namespace containing the xml schema definition of “CustomEvent”.

Refer Annex C for WSDL and XSD files for the RDMP interface set.
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Annex A
(informative)

Implementation examples

General

Ther¢ are many possible organizations of the implementations of the software component
in this document, including how the components are distributed among different physic:
platfgrms. This Annex provides informative examples of the different organizations u
deplgyment diagrams.

The fligures in this Annex do not show any of the data or control interfaces of ISO/IEC
ISO/IEC 24791-2, respectively, that may be implemented on the devices because the imp
specific logic provides any interaction between the interfaces, making them functionally §

In ce
endp
respda
woul
or sel

A2

Figun

Ftain deployment scenarios, the instances of the device interface or data managemn
bint could receive commands or requests from the device (management implementz
nse to commands or requests from the device managetrient services endpoint. Th
1 be for configuration, provisioning, performance monitoring and/or diagnostics, an
1sor data as defined in this document.

DCI and SNMP interface set implementation examples

e A.1 illustrates a node that implemeitits the device management services end

inter
confi
5415
woul
docu

The 1
the {
mana

ogator. In this example, services endpoint would conform to Clause 7 by implementil
buration and initialization capabilities as defined in this document, which referenc
(CAPWAP)[19] and GS1 EPCglobal*DCI. Also illustrated in this example, the servi
l conform to Clause 8 by impleimenting monitoring and diagnostics capabilities as de
ment which references the GS1 EPCglobal reader management SNMP MIB and the IET}

eparation between the\services endpoint and the implementation in Figure A.1 illy

gement data or achieves the specified device management result.

s referenced
1l computing
tilizing UML

24791-5 and
ementation-
ndependent.
ent services
tion logic in
Pse requests
d not for tag

point in an
g discovery,
es IETF RFC
res endpoint
fined in this
MIBII MIBs.

Istrates how

tandards-based interfaces are logically distinct from the implementation that provides the
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Interrogator

1SO/IEC 24791-3 ?
|

Device management services endpoint:

— CAPWAP WTP endpoint
— SNMP agent with standard
MIB schema

A
|
|

Device management implementation;

— GS1 EPCglobal DCI reader:
implementation

— GS1 EPCglobal readet;
management MIB{data
access

Figure A.1 — Node diagram with DCI and SNMP.interface set implementation on interrogs

Figure A.2 i

[lustrates nodes in a system that implements the device management endpoints

interrogator|controller as well as on interrogators. The interrogator controller is one example of 3

managemen
conforming

In this exam

The service

5415 (CAP

[ implementation as shown-in Figure 1. Other examples of deployment models prov
mplementations are possible.

ple, the interrogators.\provide the same services as in the example of Figure A.1.

5 endpoint on the“interrogator would conform to Clause 7 by implementing disc

AP)[12] agd-the GS1 EPCglobal DCI specification. The DCI access controller provi

configurati‘c(/)f and initialization capabilities as defined in this document, which references IET}

services en
services bac

point to the interrogators, which, as defined in the specific standards, provide peer
k to the Interrogator controller.

itor

bn an
data
iding

very,
F RFC
des a
Hlevel

Also illustratedin this example, the services endpoint would conform to Clause 8 by implems

monitoring and diagnostics capabilities as defined in this document and the referenced IETF MIBII

MIBs.

nting

Figure A.2 shows the node diagram with ISO/IEC 24791-3 endpoints on interrogator controller and
interrogators. In this deployment diagram (see Figure A.2), there is no device management client
endpoint on the interrogator controller to request monitoring and diagnostic device management
services from the interrogators. While this is possible, in this deployment example, a management
application would access the performance monitoring and diagnostic data directly using the SNMP
MIBs referenced in Annex B.
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Interrogator controller or
ISO/IEC 24791-3 O middleware device

Device management services endpoint:

— CAPWAP AC endpoint
— SNMP agent with MIB
defined in Annex B

Device management implementation:

— GS1 EPCglobal DCI AC

implementation
— Interrogator controllef~MIB
data
[S0/1EC 24791-3 Interrogator 150/16C 247913 () Interrogator
| Device management Device management
| services endpoint services endpoint
| | | (as shown in Figure A.1) (as shown in Figure AJ1)

F

e

gure A.2 — Node diagram with ISO/IEC 24791-3 endpoints on interrogator controller and
interrogators
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Annex B
(normative)

SSI Device Management MIB

IS0-24791-3-MIB DEFINITIONS ::= BEGIN

—-— ISO/IEC 24791-3 MIR for Software System Tnfrastriuctinre Device Management

IMPORTS
Counterf32, IpAddress
FROM SNMPv2-SMI
DisplayfString, TimeStamp
FROM SNMPv2-TC
MODULE-IDENTITY
FROM SNMPv2-SMI
iso
FROM |SNMPv2-SMI;

rfidSsiDevijceManagementMIB MODULE-IDENTITY

LAST-UPDATED "201212122100z"

ORGANIZJATION "ISO"

CONTACT|-INFO
"Convener, ISO WG4/SG1"

DESCRIHTION
"Thlis module defines a MIB that represents that manageable entities
delscribed in the RFID Software System Infrastructure International
Stlandard ISO/IEC 24791, specific Part 37, Device Management"

:= { iso(l) standard(0) 1s024791(24791) part3(3) }

rfidSsiDevijceManagementObjects OBJECYT IDENTIFIER ::= { rfidSsiDeviceManagement
0}
rfidSsiDevilceManagementConformance OBJECT IDENTIFIER ::= { rfidSsiDeviceManagement
1}

rfidSsiDevijceManagementDescription OBJECT-TYPE
SYNTAX | DisplayString 4SI%Z2E (0..255))
ACCESS | read-only
STATUS | mandatory
DESCRIHTION
"A |textual description of this RFID Network."
::= { ygfidSsiDeviiceManagementObjects 1 }

rfidSsiDevijceMandgementLocation OBJECT-TYPE
SYNTAX | DisplayString (SIZE (0..255))

ACCESS “reatort
STATUS mandatory
DESCRIPTION
"A textual identification of the location of this RFID Network. This may
be a GLN or other structured identifier represented in the URI format."
::= { rfidSsiDeviceManagementObjects 2 }

-— RFID Interrogator Controller (RIC) infrastructure representation MIB in
-- the SSI Device Management MIB tree. The RFID Interrogator Controller
-- is a function that requests ISO/IEC 24791-5 Device Interface services
-- to one or more interrogators.

-- It is expected that more than one RIC will be deployed in an RFID Network to
-- provide for redundancy, load balancing, and scaling. This is represented
-- by the ricControllerTable that may contain more than one RIC.

MIB

MIB
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ricMIB OBJECT IDENTIFIER ::= { rfidSsiDeviceManagementObjects 10 }

ricNotifications OBJECT IDENTIFIER { ricMIB 0 }
ricObjects OBJECT IDENTIFIER ::= { ricMIB 1 }

ricControllerTable OBJECT-TYPE
SYNTAX SEQUENCE OF RicControllerEntry
ACCESS not-accessible
STATUS mandatory
DESCRIPTION
"A table of information about the RICs in the REFTD Network,"
:= { ricObjects 1 }

ricCqntrollerEntry OBJECT-TYPE

JYNTAX RicControllerEntry

ACCESS not-accessible

JTATUS mandatory

BESCRIPTION

"An entry containing information about a particular RIC."
INDEX { ricControllerName }

:= { ricControllerTable 1 }

RicCdntrollerEntry ::=

JEQUENCE {

ricControllerName
DisplayString,

ricControllerIpAddr
IpAddress,

ricControllerDescription
DisplayString

ricCqntrollerName OBJECT-TYPE
YNTAX DisplayString
ACCESS read-only

JTATUS mandatory
PESCRIPTION

"A administrative namevor IP hostname for this RIC. Because this is usefl as the
Index for this table, /a4€V1s mandatory, but it is not necessary that the valpe is

4 proper IP hostname to be resolved. If it is not, another mechanism must be

Ysed to provide a waldid value for ricControllerIpAddr"

:= { ricControlderkEntry 1 }

ricCqntrollerIpAdde/OBJECT-TYPE

YNTAX IpAddress

CCESS r€ad-only

TATUS ((mandatory

ESCRIPRION
!The main IP address of this RIC that will be used for
eommunication from outside the RFID Network, possibly resolved from

MetortrotterName—Fhe J‘_JltCJ_J_\J\jG.t\JJ_ r—re—RFF P Network—witt—comrect—+to—tiri s addreSS,
but it is also possible that the readers will connect to another
address on the RIC. The IF-MIB on the RIC should be used
for access to the full set of interfaces."

:= { ricControllerEntry 2 }

[ e W SR e

ricControllerDescription OBJECT-TYPE
SYNTAX DisplayString
ACCESS read-only
STATUS mandatory
DESCRIPTION
"A textual description for this RIC."
::= { ricControllerEntry 3 }

-—- Notifications for the ricMIB
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ricStartup NOTIFICATION-TYPE
STATUS current
DESCRIPTION
"A notification for an RFID Network Controller startup event"
:= { ricNotifications 1 }

ricShutdown NOTIFICATION-TYPE
STATUS current
DESCRIPTION
"A notification for an RFID Network Controller shutdown event "
:= { ricNotifications 2 }

-- RFID RI( Interrogator representation MIB in the SSI Device Management MIB

-- This MIB provides the representation of the interrogator from the

-- the viewpoint of an RFID Interrogator Controller. The MIB for an

-- interrogator within SSI Device Management is provided by the GS1 EPCg¥aebal
-—- Reader Management MIB as described in ISO/IEC 24791-3.

ricInterroglatorMIB OBJECT IDENTIFIER ::= { rfidSsiDeviceManagementObjects 11 }

ricInterrogatorNotifications OBJECT IDENTIFIER { ricInterrogatorMIB 0 }
ricInterrogatorObjects OBJECT IDENTIFIER ::= { ricInterwtgatorMIB 1 }

ricInterrogltorTable OBJECT-TYPE

SYNTAX | SEQUENCE OF RicInterrogatorEntry

ACCESS | not-accessible

STATUS | mandatory

DESCRIHTION
"A |[table of information about the Intekrogators in an RFID Network as
vilwed by an Interrogator Controllekx."

:= { ryicInterrogatorObjects 1 }

ricInterrogatorEntry OBJECT-TYPE
SYNTAX | RicInterrogatorEntry
ACCESS | not-accessible
STATUS | mandatory
DESCRIHTION
"An| entry containingtinformation about a particular interrogator."
INDEX { ricInterrogatorName }
:= { ryicInterrogatorlable 1 }

RicInterrogatorEntry au
SEQUENCE {
ridInterrdgatorName
DisptayString,
ridIinterfogatorIpAddr
l[piddress,
ri IlltCJ_J_UHQ.tUJ_PJ._L/ItJn\Jl\lJ_
IpAddress,
ricInterrogatorDescription
DisplayString,
ricInterrogatorConnectionAdminStatus
INTEGER,
ricInterrogatorConnectionOperStatus
INTEGER,
ricInterrogatorConnectionTime
TimeStamp,
ricInterrogatorFirmwareVersion
DisplayString,
ricInterrogatorAggregateReadReqgs
Counter32,
ricInterrogatorAggregateTagReads
Counter32,
ricInterrogatorLastTagReadTime
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Gauge32,
ricInterrogatorAggregateGpiEvents
Counter32,
ricInterrogatorLastGpiEventTime
Gauge32,
ricInterrogatorErrorMessage
DisplayString

}

ricInterrogatorName OBJECT-TYPE
SYNTAX DisplayString
ACCESS read-only

STATUS mandator

DESCRIPTION

as the

Uysed to provide a valid value for ricInterrogatorIpAddr."
:= { ricInterrogatorEntry 1 }

ricIfjterrogatorIpAddr OBJECT-TYPE
JYNTAX IpAddress

ACCESS read-only

TATUS mandatory

DESCRIPTION

between the RIC and the interrogator."
:= { ricInterrogatorEntry 2 }

ricInterrogatorRicIpAddr OBJECT-TYPE
YNTAX IpAddress

CCESS read-only

TATUS mandatory

ESCRIPTION

[ oW SR oY

responsible for control of, the interrogator in the RFID Network.
RIC IP address may not be . thé primary RIC IP address in the

:= { ricInterrogatorkEntry 3v}

ricIfjterrogatorDescription~Q@BJECT-TYPE
JYNTAX DisplayString
ACCESS read-only
TATUS mandatorw
PESCRIPTION
"A textual\description for this interrogator."
:= { ricInte¥rogatorEntry 4 }

ricIrjterrogdtorConnectionAdminStatus OBJECT-TYPE
SYNTAX INTEGER {

unknown (0)

enabled (1)

14
1o lad k]
ST TeC Tz

’

"A administrative name or IP hostname for this interrogator. Becausé |th

Index for this table, it is mandatory, but it is not necessary that.the val
proper IP hostname to be resolved. If it is not, another mechanigsm must

"The IP address of the interrogator that is used”for the network connec

"The IP address of the RIC that is connected to this interrogator and i

This

ricControllerEntry if the, controlling RIC has more than one interface."

is is

he is
be

rion

}
ACCESS read-only
STATUS mandatory
DESCRIPTION
"The desired administrative status of the connection between
the RIC and the interrogator."
::= { ricInterrogatorEntry 5 }

ricInterrogatorConnectionOperStatus OBJECT-TYPE
SYNTAX INTEGER {
unknown (0) ,
connected (1),
disconnected (2)
}
ACCESS read-only
STATUS mandatory
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