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Foreword

ISO (the International Organization for Standardization) and |IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-goveérnmental, in liaison with 1ISO and IEC, also take part in the work. In the field of infermation
technology, I$O and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Btandards are drafted in accordance with the rules given in the ISO/IEC Directives}-Part 2.
The main tagk of the joint technical committee is to prepare International Standards.-Draft Interngtional
Standards adopted by the joint technical committee are circulated to national bodies forvoting. Publicatjon as
an Internationjal Standard requires approval by at least 75 % of the national bodies gastihg a vote.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying any or all sueh-patent rights.

ISO/IEC 24791-3 was prepared by Joint Technical Committee ISONEC JTC 1, Information technplogy,
Subcommittep SC 31, Automatic identification and data capture techniques.

ISO/IEC 24791 consists of the following parts, under the .general title Information technology — Radio
frequency idgntification (RFID) for item management — Software system infrastructure:

— Part 1: Architecture
— Part 2: Data management
— Part 3: Device management

— Part 5: Device interface

iv © ISO/IEC 2014 — All rights reserved
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Introduction

RFID air interface technology is based on non-contact electro-magnetic communication among interrogators
and tags. RFID software systems are composed of RFID interrogators, intermediate software systems, and
applications that provide control and coordination of air interface operation, tag information exchange, and
health and performance management of system components. RFID technology is expected to increase
effectiveness in many aspects of business by further advancing the capabilities of Automatic Identification and
Data [Capture (AIDC). To achieve this goal through the successful adoption of RFID technology into real
busingss environments, RFID devices, software systems, and business applications must provide secure and
interoperable services, interfaces, and technologies. This is the goal of the standards-defined for RFID
Software System Infrastructure (SSI), ISO/IEC 24791.

© ISO/IEC 2014 — All rights reserved \"
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Information technology — Radio frequency identification (RFID)
for item management — Software system infrastructure —

Part 3:
Device management

1

[ds)

jcope

This part of ISO/IEC 24791 defines interfaces for device management of RFID systems. Interfacgs are defined
that provide for discovery, configuration, initialization and monitoring of' REID systems within |the Software
System Infrastructure (SSI).

This $tandard only deals with devices that provide RFID related.services. It does not distingpish the form
factor of such RFID devices.

This part of ISO/IEC 24791 provides two distinct interface sets, one based on the EPCglobal Discovery,
Configuration, and Initialization (DCI) standard and thel IETF SNMP RFCs and the other hased on the
Organization for the Advancement of Structured Information Standards (OASIS) Device Profile for Web
Serviges (DPWS) standard. The definition of the Device Profile for RFID will be referred to in this part as the
RFID|Device Management Profile, or RDMP.

Each |interface option set provides interfage, definitions that provide ISO/IEC 24791-3 Client Hndpoints and
Serviges Endpoints with the mechanisms-for:

discovery of the RFID devices and services on a local or remote subnet

a firmware upgrade service
a management seryice that implements configuration related functions
o[ a monitoring service for reporting alerts, diagnostics, and performance information.

The tyvo interface.Set definitions provided by this part of ISO/IEC 24791 allow for clients and serv|ces
endpgints to implement and provide the services based on the specific characteristics of the RFID system to
be implemented: Clause 2 defines the Conformance requirements for systems that implement components of
one or both of the interface sets.

2 Conformance
This part of ISO/IEC 24791 provides two interface sets; the DCI and SNMP Interface Set and the RDMP

interface Set. If a certain implementation conforms to the mandatory functions of at least one of the interface
sets, that implementation is conformant to this part of ISO/IEC 24791.

2.1 DCI and SNMP Interface Set
This version of this International Standard divides the DCI capabilities into two Conformance Groups:

® Discovery, Configuration, and Initialization Conformance Group

© ISO/IEC 2014 — All rights reserved 1
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This Conformance Group is defined in Clause 8.2.1. It specifies the protocols and operational
procedures that are required for conforming Interrogator Implementations and Device Management
Implementations, as defined in this part of ISO/IEC 24791 as well as in ISO/IEC 24791-1.

Performance Monitoring and Diagnostics Conformance Group

This Conformance Group is defined in Clause 8.2.2. It specifies the SNMP MIBs that may be
implemented by Interrogator Implementations and Data Management Implementations as defined in
this part of ISO/IEC 24791 as well as in ISO/IEC 24791-1. Conforming implementations claim
conformance to the MODULE_COMPLIANCE statements in the SNMP MIBs appropriate for the
particular implementation.

A conforming
particular fun

2.2 RDMP

This version ¢f the International standard specifies the following device management capabilities in RDMP

e Discq

A M3
such

e Amo

A conforming

A conforming
FUS, it shall i

A conforming
it shall implern

A conforming
it shall implen
3 Norma

The followin

A Firmware Upgrade Service to initialize and manage firmware on devices

implementation must implement all of the requirements of each Conformance Group
ction in the SSI, but an implementation is not required to claim conformance to either group

Interface Set

very of devices and hosted services in devices

nagement service to set and get device configuration and-io perform specific device operg
as reboot

nitoring service to monitor the health of a device usifig events and statistics
RDMP implementation shall implement DEVJICE as defined in DPWS

RDMP implementation may implementithe firmware update service (FUS). If it does impls
mplement the mandatory requiremenis’of the firmware update service

RDMP implementation may implement the management service (MS). If it does implemer]
nent the mandatory requirements of the management service.

RDMP implementation.may implement the monitoring service (MNS). If it does implement
hent the mandatory requirements of the monitoring service.
live references

j documents, in whole or in part, are normatively referenced in this document an

indispensablg

the latest ediqion of the referenced document (including any amendments) applies.

forlits application. For dated references, only the edition cited applies. For undated refere

for its

tions,

bment

t MS,

MNS,

d are
nces,

ISO/IEC 19762-1, Information technology — Automatic identification and data capture (AIDC) techniques —
Harmonized vocabulary — Part 1: General terms relating to AIDC

ISO/IEC 19762-3, Information technology — Automatic identification and data capture (AIDC) techniques —
Harmonized vocabulary — Part 3: Radio frequency identification (RFID)

ISO/IEC 24791-5, Information technology — Radio frequency identification (RFID) for item management —
Software system infrastructure — Part 5: Device interface

Devices Profile for Web Services Version 1.1, OASIS Standard July 2009- http://docs.oasis-open.org/ws-
dd/dpws/1.1/os/wsdd-dpws-1.1-spec-0s.pdf.
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Control and Provisioning of Wireless Access Points - Protocol Specification - http://www.rfc-
editor.org/rfc/rfc5415.txt

EPCglobal, Reader Management Standard, http://www.epcglobalinc.org/standards/rm.

EPCglobal, Discovery, Configuration, & Initialisation Standard for Reader
Operations, http://www.epcglobalinc.org/standards/dci.

Internet  Engineering Task Force, RFC3418 - Simple  Network Management Protocol
(SNMP), http://www.fags.org/rfcs/rfc3418.html

Interne nAinearing : orce R 0 NP the Internet

Protogol using SMIv2, http://www.fags.org/rfcs/rfc2011.html

Internet Engineering Task Force, RFC 2863 — The Interfaces Group
MIB, http://www.fags.org/rfcs/rfc2863.html

XML Bchema Part 2: Datatypes: http://www.w3.0rg/TR/2001/REC-xmiIschema-2-20010502/

4 Terms and definitions

For the purposes of this document, the terms and definitions givenirISO/IEC 19762-1, ISO/IEC [19762-3, and
the following apply.

4.1
Component
identifiable part of a larger program that provides specific functionality

4.2
Devige
RFID|Interrogator implementation

Interface
functipns or mechanisms that provide communications to or from a component

4.4
Data management
device functionality that-includes or is a combination of reading, writing, collection, filtering, grouping, and
event|subscription_and notification of RFID tag data to higher level applications and interfaces

4.5
Devige management
functipnality’ that includes or is a combination of monitoring and control of discovery, fonfiguration,
perfofmarce and diagnosis of one or more RFID interrogators

4.6

Endpoint

component that implements or exposes an interface to other components or uses the interface of another
component

4.7

Implementation
software and hardware that provides the reduction to practice of particular functionality

© ISO/IEC 2014 — All rights reserved 3
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4.8
Interrogator

controller

software capability possibly embodied in a distinct physical device, within the Data Management
implementation of the architecture in ISO/IEC 24791-1 and capable of exercising the data, control, and

management

4.9
CLIENT

of interrogators over the device interface defined in ISO/IEC 24791-5

network endpoint that sends MESSAGEs to and/or receives MESSAGEs from a SERVICE.

410
SERVICE

software sys
network endp

411

DEVICE
distinguished
types of MES

412

HOSTED SE
distinguished
a subset of t
separately frg

Accgss Controller

Intefnet Engineering Task Force

em that exposes its capabilities by receiving and/or sending MESSAGEs on one orls
oints.

SAGEs.

RVICE

type of SERVICE that is hosted by another SERVICE. The lifetime of the HOSTED SERV
he lifetime of its host. The HOSTED SERVICE is visible (not"encapsulated) and is addr
m its host. Each HOSTED SERVICE has exactly one host_(The relationship is not transitiv

ols and abbreviated terms

poses of this document, the symbols and’ abbreviated terms given in ISO/IEC 19]
2-3, and the following apply.

global Discovery, Configuratien, Inhitialization Standard

ces Profile for Web Services Standard

Liest For Comment
der Management

ple Network Management Protocol

bveral

type of SERVICE that hosts other SERVICEs and sends and/or receives”one or more specific

CEis
bssed

B.)

[62-1,

5 Symb
For the pur
ISO/IEC 197¢
AC

DCI EPC
DPWS Dev
IETF

RFC Req
RM Rea
SNMP Sim
SSi

UML

FUS

MS

MNS

4

Software Sysiem Infrastruciure
Unified Modelling Language
RDMP Firmware Update Service
RDMP Management Service

RDMP Monitoring Service
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6

ISO/IEC 24791-1 defines the architecture for the Software System Infrastructure.

ISO/IEC 24791-3:2014(E)

Software System Infrastructure Architecture Overview

The basic relationship

among the interfaces and implementations of the Software System Infrastructure is depicted in Figure 1.

Device Management Implementation

End Svetem mplementation

The H
provig

either

e G SR

Device Management

_él""—}

24791-3

ISOVIEC 24791
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Boundary
including

Security

Considerations

Data Management
24791-2

Data Management mplefmentation
:I> fincluding 1596224753 efeoding/decoding

_ﬁ"_\*lh‘

Dievace Iinterface
ZAT91-5

Interrogator dmplermentation

Figure(T — Architecture Overview including Relationships to Other RFID Standa

artscof\NSO/IEC 24791 that define Data Management, Device Interface, and Device Mang
e‘ne or more interfaces which allow a client to communicate with a service-providing im

._=|—~_”_——'=__

18000

= =

RFID
Tag

rds

gement each
plementation,

entations are

within the - same-computina - device-or-across-a-network — Thasae client and -service-imnlem
WAHHHRHR-Re-Saih RAPHHHRG-GeWH = 6F0SSa-RetWo——1 HeR—<aha A HRPHeH

consistently referred to as Client Endpoints and Services Endpoints, respectively, and in general, the Client
Endpoint accesses the capabilities provided by the Services Endpoint. It is the responsibility of the specific
standard to define the formats, procedures, operations, and conformance requirements of each interface.

Device Management is concerned with providing discovery, configuration, initialization, performance
monitoring, and diagnostics of Software System Infrastructure components and interrogators. As shown in
Figure 1, Device Management defines interfaces that provide pairwise communications between Interrogator
implementations, Data Management implementations, and Device Management Implementations.

In addition to defining interfaces for providing configuration and control of the implementations in the network,
Device Management may also define requirements for basic initial operation of interrogators, particularly
related to initialization in networked environments. This is necessary in order to achieve the SSI goal of

providing scalable deployment and management of large numbers of interrogators in a system.

© ISO/IEC 2014 — All rights reserved
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Although Figure 1 depicts the Device Management Implementation residing outside of the boundary of the
SSI, the Device Management Implementation may be implemented within any device in a system. For
example, it may reside within a standalone network management application or it may be just one component
within a device that is also providing a Data Management Implementation. It may also be one component of
an application that is also providing the End System Implementation. As with all other components of the SSI
as defined in ISO/IEC 24791 Part 1, the platform on which the standard interfaces are implemented is not
important; it is conformance to the interfaces and procedures defined in the ISO/IEC 24791 that is important.
Examples of different deployment models of this part of ISO/IEC 24791 are provided in Annex A.

7 UML Modelling

ations
esent
recise

Although Figdire 1 provides a general overview of the relationship between the interfaces and implement
in the SSI, Unified Modeling Language (UML) is used for the figures in this document to graphicallyyrep
the organizafjon and operation of the Device Management interfaces and implementations so, that a p
and common(understanding of the relationships among the components can be defined.

ed to
bd of
d the

UML is a ver
represent th

y rich language, but for simplicity only the Physical Diagram subset of the language is ug
b architecture of the Software System Infrastructure. Physical diagrams, compris

-

Component [
interfaces prq
compliant so

used in the part standards of 24791.

Diagrams and Deployment Diagrams, represent the relationships among the functions ar
vided by the SSI architectural elements as well as how these functions might exist in stan
utions, respectively. Refer to ISO/IEC 24791-1 for a more complete description how U

8 Device

8.1 Archit]

Device Mana

monitoring, @nd diagnostics of Software SystemiiInfrastructure components and interrogators. [

Management
devices, typiq

Specific Devi
A Device M3

Management

ecture
gement defines the interface(s) that provide discovery, configuration, initialization, perforn

also defines a set of standardized operational procedures that must be executed by confg
ally related to the initial operation of a device in a networked environment.

ce Management interface capabilities are provided by a Device Management Services End
nagement Client Endpoift,accesses the Services Endpoint in a component that provide

dards
ML is

hance
evice
rming

point.
s the

desired servi¢e(s). Figure 2 provides the representation of the Device Management interface in a compgnent:

24791-3

-0

| Device Management
Services Endpoint

Figure 2 — Device Management Representation

The software programs that provide Device Management Client and Services Endpoints may reside within any
of the Implementations that may exist in the SSI, as shown in Figure 1. This part of ISO/IEC 24791 does
define requirements on the how the implementations are developed or packaged within computing or network
platforms; requirements are only defined for the operation that is provided.

Device Management is distinct from the data and control interfaces provided by other parts of ISO/IEC 24791.
It is possible that the implementation of the Device Management interface utilizes the same network interface

© ISO/IEC 2014 — All rights reserved
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as the implementation of one of the data and/or control interfaces in the implementation. It is also possible
that for a specific operation or interface, a component may be both a Client and Services Endpoint, essentially
resulting in peer-to-peer operation or a negotiated Client/Server relationship. This does not change the

architecture defined in this part of ISO/IEC 24791 or in ISO/IEC 24791-1.

The functions covered by Device Management may be grouped and defined as follows:

Discovery: the process of automatically finding components and devices in a system as well as dynamically
identifying Service Endpoints and enabling connections between the components and services.

Configuration: the process of setting operational parameters for components that are loaded at system

initiali

Initial
as weg

autonpated process.

Monit
state
imple
depic

Diagn
comp
are g
comp

The
imple
consi

It is in
a Dey

zation-and that chanae relativelv infreauentlyv primarilv throuah user interaction
~J J hl J 7T PA 7

zation: the process of providing initial deployment of network and operating parameters for
Il as installing, updating, maintaining software images at desired versions through a dynam

oring: the gathering of statistics and state data useful for determining the historic and curre
of a component, in particular an interrogator or an SSI component that) provides a Data
ed in Figure 1.

bnent of the Software System Infrastructure. Where the diagnestics involve the computing
pplicable to an interrogator only. Diagnostic capabilities may be defined for other
bnents, but diagnostic capabilities for general purpose-computing platforms will not be defin
nterfaces defined by this International Standard will provide extension mechanis

stent with standards-based approaches currently used in the management of telecommunig

nportant to note that not all of the aboveicapabilities are required to be deployed in all imple
ice Management Services Endpoint."For example, interrogators may implement and expd

interrogators
ic, potentially

ht operational
Management

mentation function, such as an interrogator controller within the Data” Management implementation

ostics: the mechanism to aid in the detection and isolation”ef“faults or abnormal operation within a

blatform, they
SS| software
ed.

ms to allow

mentations to expose management services Béyond those specifically defined in this stapdard. This is

ation devices.

mentations of
se a different

set off ISO/IEC 24791-3 capabilities from Data Management Implementations. Furthermore, different classes
of interrogators may implement and ‘expose different sets of ISO/IEC 24791-3 capabilities. [Conformance
requiements for implementations of,the Device Management Services Endpoint are defined in Clause 2.

9 DCI and SNMP Interface Set

9.1 [Discovery;.Configuration, and Intialization Conformance Group

9.1.1| General

Confgrming devices implement discovery, configuration, and initialization capabilities |through the
implehemntationmof theprotocots—andprocedures defimed i thisConformmarnce Group—T his—subclause of this

International Standard references the EPCglobal Discovery, Configuration, and Initialization (DCI) for Reader
Operations standard for the normative requirements for this SSI capability. The EPCglobal DCI standard,
references the IETF CAPWAP (Configuration and Provisioning for Wireless Access Points) standard for the
core network protocol, security, and communication operations and interfaces.

9.1.2 Interrogator Implementations

Interrogators that conform to this International Standard for discovery, configuration, and initialization
capabilities shall implement all requirements, indicated with “shall”, for the Reader function as defined in the
EPCglobal DCI standard. Conforming implementations may implement any requirements for the Reader
function indicated with “may” in the EPCglobal DCI standard.
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9.1.3 Device Management Implementations

Device Management Implementations that conform to this part of ISO/IEC 24791 shall implement all
requirements, indicated with “shall” for the Access Controller (AC) function as specified in the EPCglobal DCI
standard. Conforming implementations may implement any requirements indicated with “may” in the
EPCglobal DCI standard.

It is not required that implementations of the Access Controller also implement the RO Client function, which is
equivalent to the ISO/IEC 24791-5 Device Interface Client functionality, although it is possible and likely that
the implementations will be co-resident in computing or network systems. Note that in such cases, the Device
Management Implementation and Data Management Implementation from Figure 1 will coexist in the same

device. This

9.2 Perfor

9.21 Gene
Performance
Management
in ISO/IEC 24
in the SSI 3
Management
MODULE_C(
subclauses.

Conformancs
diagnostic inf
It is not requi
it claims conf

9.2.2 Interr

ynmplp is demaonstrated in Annex A

mance Monitoring and Diagnostics Conformance Group

ral

monitoring and diagnostic information access within of SSI components |is ‘provided by [
Services Endpoints that expose SNMP MIBs within one or more of the implementations d
1791-1 and illustrated in Figure 1 of this International Standard. SINMP’ clients (Client End
rchitecture) access the exposed device management informationvusing the Simple Ng
Protocol  (SNMP). Implementations claim conformance to one or

DMPLIANCE statements within the specific SNMP MIBs normatively referenced in the foll

requirements for implementations that expose an.SNMP MIB for performance monitorin
brmation access according to this International Standard are defined in the following subclg
ed that an implementation implement or claim conformance to both of the following subclay
brmance to one of them.

pgator Implementations

The EPCglobal Reader Management specification Version 1.0.1 defines an SNMP MIB for perforr

monitoring ar

The MIB grd
referenced i
interrogators

Implementati
standard is n

d diagnostic information access’for Interrogator Implementations.

ups specified as MANDATORY-GROUPS in the SNMP MODULE-COMPLIANCE stats
the EPCglobal Reader Management Version 1.0.1 specfication shall be implement
that claim conformance to this subclause of this International Standard.

bn of non-SNMPJ bindings or transports described in the EPCglobal Reader Manags
bt required by:this International Standard.

evice
efined
boints
twork
more
pwing

g and
uses.
ses if

nance

bment
ed by

bment

In addition, tHe network-attached devices in which the interrogator implementations execute shall implement:
1. The MIB{LSystem Group, defined in the SNMPv2-MIB module in RFC 3418

2. The MIB-II IP Group, defined in the IP-MIB module in RFC 2011

3. The MIB-II Interfaces Group, defined in the IF-MIB in RFC 2863

9.2.3 Data Management Implementations providing Interrogator Controller Functionality

Annex B of this International Standard provides an SNMP MIB for performance monitoring and diagnostic
information access of Data Management Implementations that implement a Device Interface (ISO/IEC 24791-

5) Client Endpoint for the control and data access of interrogators.

These implementations have

defined as interrogator controllers.

been
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The MIB groups specified as MANDATORY-GROUPS in the SNMP MODULE-COMPLIANCE statement in
Annex B of this International Standard shall be implemented by interrogator controller functions within Data
Management Implementations that claim conformance to this subclause of this document. Note that other
functions that may be implemented by a Data Management Implementation, such as the Data Management
Services Endpoint, may provide performance monitoring and diagnostic information access by additions the
the MIB in Annex B in a future version of this International Standard.

In addition, the network-attached devices in which the data management implementations execute shall
implement:

1. The MIB-II System Group, defined in the SNMPv2-MIB module in RFC 3418

2. The MIB-II IP Group, defined in the IP-MIB module in RFC 2011

3. The MIB-II Interfaces Group, defined in the IF-MIB in RFC 2863

10 RDMP Interface Set

10.1 INon Normative Text

Non rjormative text is formatted as below in the RDMP Interface set:

This |is non normative text

NOTE the Project Editor is aware that this clause 8.3.1.is both incorrect and redundant, now that thg text has been
reformatted to follow ISO drafting rules for non-normative Notes. During the next ballot, the Project Editor will submit
alPE comment to remove this subclause 8.3.1 and.fenumber the subsequent subclauses.

10.2 (XML Namespace
In adgition to the namespaces definediin’ DPWS, this standard defines the following XML namespace.

http:/fstandards.iso.org/iso/24791/=3/2013/01/rdmp

Tableg] 1 lists XML namespaces that are used in this specification. The choice of any namespace prefix is
arbitrary and not semantically significant.

Prefix | XML Namespace Specification(s)
rdmp http://standards.iso.org/iso/24791/-3/2013/01/rdmp This specificption
dpws http://docs.oasis-open.org/ws-dd/ns/dpws/2009/01 DPWS

soap http://www.w3.0rg/2003/05/soap-envelope See DPWS

wsa http://www.w3.0rg/2005/08/addressing See DPWS

Table 1 — XML Namespaces

10.3 Device Discovery
A conformant RDMP device shall implement DEVICE, as defined in DPWS.

A conformant RDMP device shall advertise the rdmp: ISO/IEC 24791-3 type in discovery messages.
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NOTE DPWS uses WS-Discovery as the device discovery protocol. WS-Discovery defines a multicast discovery
protocol. To be discovered by RDMP clients, RDMP devices should implement WS-Discovery as per the
requirements of DPWS and as per the additional type requirement defined above. In summary, a RDMP device that
implements DEVICE would include dpws:device and rdmp:1S024791-3 in the Types section of the hello and probe

match me

ssages. A transport address may be sent by a device in the hello and probe match messages.

10.4 Device Metadata

10.4.1 General

This part of IS
already speci

NOTE 1
include in
in the Des

NOTE 2
containing
send a W

NOTE 3

10.4.2 Servi

An RDMP ¢
dpws:Relatio

NOTE 1

device. S
a calendd
Transfer (

An examg

<?xml ver
<wsoap1?
xmin
xmin
xmin
xmin
>

bO/IEC 24791 does not specify requirements for exchanging device metadata in addition to
fied in DPWS.

DPWS defines a standard mechanism for retrieving device metadata from a device., Metadata

cription Section in the DPWS spec. We describe it briefly here for illustration.

An RDMP client interested in getting metadata about a RDMP device would”send a SOAP en
a WS-Transfer Get message to the transport address of the chosen deviee: The RDMP device wou
B-Transfer GetResponse message containing the device metadata.

Please refer to the DPWS specification, section titled Description for-more details and requirements.

ce Discovery

onformant device may advertise serviceszthat are not specified in this standard i
hship/dpws:Host/dpws:Types

In addition to device discovery, DPWS specifies mechanisms for discovery of HOSTED SERVICE
bme examples of HOSTED SERVICES are a stock quote service, firmware update service, a print s
r service etc. An RDMP client discovers a HOSTED service by parsing the Metadata section of th
betResponse.

le response that advertises a-Printer Service is below:

sion="1.0" encodingz"utf-8"?>

:Envelope
5:wsoap123"http://www.w3.0rg/2003/05/soap-envelope”
5:mex="http://schemas.xmlsoap.org/ws/2004/09/mex"
5:wsa=-hitp://www.w3.0rg/2005/08/addressing"
5:dpwss"http://docs.oasis-open.org/ws-dd/ns/dpws/2009/01"

those

would

formation such as manufacturer name, model name, firmware version etc. This mechanism is documented

velope
d then

n the

B on a
Brvice,
e WS-

<mex:MetadataSection
Dialect="http://docs.oasis-open.org/ws-dd/ns/dpws/2009/01/Relationship">
<dpws:Relationship Type="http://docs.oasis-open.org/ws-dd/ns/dpws/2009/01/host">

<dpws:Hosted>
<wsa:EndpointReference>
<wsa:Address>

http://192.168.0.101:80/SamplePrintService0

10

</wsa:Address>

</wsa:EndpointReference>

<dpws:Types
xmins:spt="http://example.com/wsdp/sample/print">
spt:PrinterServiceType

</dpws:Types>

<dpws:ServiceId>
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http://example.com/sample/print/PrintService
</dpws:ServiceId>
</dpws:Hosted>
</dpws:Relationship>
</mex:MetadataSection>
</wsoap12:Envelope>

An example for advertising ISOIEC24791-5 (LLRP) service by RDMP devices:-

<mex:MetadataSection
Dialect="http://docs.oasis-open.org/ws-dd/ns/dpws/2009/01/Relationship">
<dpws:Relationship Type="http://docs.oasis-open.org/ws-dd/ns/dpws/2009/01/host">
zdnwec Hactads
dpweHosted
<wsa:EndpointReference>
<wsa:Address> ISOIEC24791-
5(//192.168.0.101:5084/ </wsa:Address>
</wsa:EndpointReference>
<dpws:Types
ISOIEC24791-5
</dpws:Types>
<dpws:ServiceId>
http://example.com/sample/ISO24791-5/
</dpws:ServiceId>
</dpws:Hosted>
</dpws:Relationship>
Imex:MetadataSection>

OTE 2 Note that, the types sent in the dpws:Relationship/dpws:Host/dpws:Types element are the portTypes of
brvices that are supported by this device. In contrast{th€ types element in WS-Discovery messages contains
scovery-layer portTypes that are implemented by the device.

b

o »

10.5 [Firmware Update Service

10.5.1 General
This part of ISO/IEC 24791 describes a Firmware Update Service that is used to initialize and upgate firmware

for RFID devices. The client is responsible for initiating a firmware update. The device downloads the
firmware from the locationspresented by the client.

10.5.2 Firmware Update Service state machine

The Hirmware(Update Service on the device shall maintain the states as described in the firmwarge update
state machine» Figure 3 illustrates the state machine for a firmware update service.
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Download Progress Events
-160%

Downloading

DownloadedEvent

DownloadAndCommit
DownloadAndScheduleCommit

Error

Cancel

Downjoaded

CommitErrorEvent

. At Commit Time
CommittedEvent

CommitProgressEvents

Figure 3 — Service State Machine

Firmware States

Ready - The feady state is the initial state. The firmware service state is ready if the service is not
downloading pr committing firmware currently.

Downloading— The Service 15 currently aownioading tirmware 10 the device.

Downloaded: Firmware was successfully downloaded to the device. The firmware may be immediately
committed or scheduled for a commit based on the client request.

Committing - Firmware is currently being applied to the target.

Fatal Error - There was an error during commit of firmware and the RF module is nhow unusable.

10.5.3 FUS Operations
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10.5.3.1 OperationNotPermittedinCurrentState

Any of the operations defined in FUS may return the OperationNotPermittedinCurrentState fault. This fault
is sent when the FUS is not in one of the allowed states for this operation.

Table 2 lists the details for an operation fail in current state.

Field Value

[Code] soap:Receiver

[Subgode] | rdmp:OperationNotPermittedInCurrentState

[Readon] The service is not in one of the allowed states for this operation.

[Detall] Current state of the service. Allowed states for this operation.

Table 2 — Fault Details for Operation Fail
10.5.3.1.1 DownloadandCommit

10.5.3.1.2 General

This method shall be supported by the FUS.

If this|operation is invoked in a state otherthan Ready, the FUS shall return
OperationNotPermittedinCurrentState.€rror. Once the FUS responds successfully to this operatign, it shall

move|into the Downloading state.

NOTE It is best practice to invoke CheckFirmwareApplicability before invoking DownloadandCommit nfethod
10.5.3.1.3 Request Elements [Method Parameters for DownloadandCommit]

10.5.3.1.4 FirmwarelLocation

The URL from'where the firmware is available for download.

The AUS shall support downloading firmware using HTTP. The FUS may support downloading firImware using
HTTPS:

If the URL has an unsupported scheme, the FUS shall return an UnsupportedFirmwareLocationScheme fault.
If the URL is invalid for other reasons, the FUS may return the InvalidRequestElement fault. The [Reason]
element may have additional text to explain why the URL is invalid. Table 3 lists the details for the Firnware
location.
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Field Value

[Code] soap:Sender

[Subcode] rdmp:UnsupportedFirmwarelLocationScheme

[Reason] The supplied FirmwareLocation has an unsupported URI scheme.

[Detail] <SupportedUriSchemes>

A

-- One or more supported URL schemes-->

A

SupportedUriScheme>HTTP</SupportedUriScheme>

A

SupportedUriScheme>HTTPS</SupportedUriScheme>

A

SupportedUriSchemes>

Table 3 — Details for FirmwareLocation

Faults definedl in this method may be generated by the ‘EUS just by examining the FirmwareLocation URL
syntactically. [FUS provides another mechanism to address other errors such as the FirmwareLocation bging
unreachable.|Since the firmware download is attempted in the Downloading state, if download fails, the HUS
shall move info the Ready state. The error may-bé'recorded by the FUS and reported in a GetStatus opgration.

NOTE 1 |The device may use HTTP Range headers to control the rate at which the download happeng. The
heuristics|used to determine the size of the range and timing of (partial) HTTP(S) GET requests is left to the deyice.

NOTE 2 |In case of error prone.connections, range headers may be used to resume a download. It is the dgvice's
responsibjlity to determine theresume location in the firmware update file.

When the FUS does a-partial HTTP GET, it shall use “bytes" as the Range Unit.

NOTE 3 |As<best practice, this standard recommends the following:- The HTTP server that serves firmware
downloadrequests—shoutdsupport partiat- HT T P-GET usingthe Rangeheader—ttshoutd-support-“bytes“as=aRange
Unit. It is the responsibility of the HTTP Server serving the firmware download request to specify and implement any
policies with respect to the valid duration of the URL.

10.5.3.2 Post Download
Once download is completed successfully, the FUS may raise a DownloadedEvent.

Once download is completed successfully, the FUS shall move into the Downloaded state.
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The FUS is recommended to validate the firmware binary prior to committing. The mechanism used for
validation is out of scope for this document. If the binary is found to be invalid, the FUS may record the error
and report this in a GetStatus operation.

The FUS is expected to commit the firmware immediately once the download is complete.

NOTE The HTTP Server for FUS may be implemented in the same host as the RDMP client or hosted on a remote
server.

10.5.3-

10.5.3.3.1 General
This method may be supported by the FUS.
If this|operation is invoked in a state other than Ready, the FUS shall return

OperationNotPermittedinCurrentState error. Once the FUS responds successfully to this operatign, it shall
move|into the Downloading state.

10.5.3.3.2 Request Elements [Input Parameters]

10.5.3.3.2.1 FirmwareLocation

Pleasge see the DownloadandCommit section for description-of requirements.
10.5.3.3.2.2 AtTime

This i the date & time at which to commit the loaded firmware. If the AtTime is in the past, the FUS shall
returr] an InvalidRequestElement error. Additional text may be added to the [Reason] element of the SOAP
fault.

10.5.3.3.2.3 PostDownload

Once|download is completed-successfully, the FUS may raise a DownloadedEvent.
Once|download is completed successfully, the FUS shall move into the Downloaded state.
The HUS is recommended to validate the firmware binary prior to committing. The mechanism usgd for

validgtion is out.of scope for this document. If the binary is found to be invalid, the FUS may recofd the error
and rIport this'in a GetStatus operation.

10.5.3.4</CheckFirmwareApplicability

10.5.3.4.1 General

This method requests the device firmware update service to checks if specified firmware is applicable for the
device. This method shall be supported by the FUS.

10.5.3.4.2 Request Elements [Method Parameters]

10.5.3.4.2.1 FirmwareVersionToCompare

The FirmwareVersion is the version of the firmware that the client wishes to compare with the committed
firmware version on the FUS.
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This part of ISO/IEC 24791 does not mandate any specific requirements for the FirmwareVersion string.
Implementations are recommended to construct a string that enables the device to determine

a) If the firmware being supplied is applicable to the FUS

b) If the firmware being supplied is newer or older

10.5.3.4.3 Response Elements

The method returns one of the following

Newer — firmpvare isappticableto FOSandismore Tecent tham the carrently nstatted versiom
Older - firmwpre is applicable to FUS and is less recent than the currently installed version

SameVersion - firmware is applicable to FUS and is the same version as the currently installedversion

NotApplicable - firmware is not applicable for the device or the supplied string is invalid\or the FUS is urjable
to parse the gtring

10.5.3.5 GdtStatus

10.5.3.5.1 General

This method feturns current state of firmware update service on the-device.This method shall be supporied by
the FUS.

10.5.3.5.2 Re¢sponse Elements
The responsg shall contain the following field

State — one df Ready, Downloading, Downloaded) Committing, or FatalError

The responsg may contain the following fields:=

% downloaded - If state is Downleading, the FUS may return the % of firmware downloaded.
% committed - If state is committing, the FUS may return the % committed.
Errorf The FUS may petrsist an error string from a previous operation or error situation.

TimepfError: the time at which the last error occurred.

o~ 0N~

Descfiption — Allocalizable string. It applies to any state.

NOTE Lef usvsay that while committing firmware there is an error and the service goes into the Ready state. The
error may be stored in the service to be retrieved later by the client. The error string may also be used to diagnose
errors encountered by the FUS.

10.5.3.6 Cancel

10.5.3.6.1 General

This method may be supported by the FUS.
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10.5.3.6.2 Cancel Description

If this operation is invoked in the Ready state, it may be ignored. If the FUS is in the Downloading or
Downloaded states, it shall move to the Ready state. In the Committing state, the FUS may reject the Cancel
operation by returning the CancelNotPermittedNow error. Table 4 lists the details of the cancel method.

Field

[Code

[Subg

[Reas

[Deta

10.5.1

10.5.3

The H
titled

10.5.1

10.5.1

Down

10.5.3

Percs

Value
1 seapReeeiver
ode] rdmp: CancelNotPermittedNow
on] Cancel operation not permitted at this point.
] None

Table 4 — Details of Cancel Method

3.7 Events from FUS
.7.1 General
US shall implement eventing as defined in the DPWS requirements for eventing. Pleas

Fventing in the DPWS specification.
.7.2 DownloadProgressEvent

3.7.2.1 General

loadProgressEvents may be generated only in the Downloading state.

3.7.2.2 PercentCompleted

ntageJof download completed may be provided with the DownloadProgressEvent by t

provig

edj+this shall be an integer between 0 and 100.

b see section

he service. If

10.5.3.7.3 DownloadedEvent

DownloadedEvent may be generated when the service transitions from the Downloading state to the

Down

loaded state.

10.5.3.7.4 CommitProgressEvent

10.5.3.7.4.1 General

CommitProgressEvents may be generated only in the Committing state.

© ISO/IEC 2014 — All rights reserved
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10.5.3.7.4.2

PercentCompleted

Percentage of update completed may be provided with the CommitProgressEvent by the service. If provided,
this shall be an integer between 0 and 100

10.5.3.7.4.3

Description

This is a descriptive localizable string about the status of the commit.

10.5.3.7.5 CommittedEvent

CommittedEV

10.5.3.7.6 Cq

10.5.3.7.6.1

If there is an

10.5.3.7.6.2

This is a loca

10.5.3.7.6.3

This is the time at which this particular error took place.

10.5.3.7.7 D¢
If there is an
10.6 Manag

10.6.1 Gene

This section
functionality:-

ISO/IEC 2479125 properties on the device.

a. Conf
b. Imple
The MS spe

ent may be generated when the service transitions from the Committing state to the Ready
bmmitErrorEvent

General

brror during firmware commit, it may be reported using the CommitErrorEvent.

Description

izable string containing a description of what went wrong during’the firmware commit.

Time

bwnloadErrorEvent

prror during firmware download, it may.be' reported using the DownloadErrorEvent.
ement Service (MS)

ral

describes a Management Service (MS). The management service provides the foll

guring a device ‘with standard properties. In this document, we include the ability to con

menting common operations like device reboot and reset to factory settings.

state.

pwing

figure

fiae o cnt Af AL iratian ArAanAriAc that ora A A AN nanarctand oA~ DEIMN AAyian

Fro 1 by A
TS o ST U ouTrmmyguTatuTrT properaC oot arc- Cormm oy anarstoodTamonyg Ty 1o UCVvicT

implementations. The MS also allows for custom configuration properties to be retrieved and applied on

devices. The

MS also provides a mechanism to advertise metadata for configuration properties.

Each configuration property has a unique identifier and a value associated with the identifier.

10.6.2 Property Identifier

A property id

1.

entifier has two parts:-

a namespace.

18

Group URI - (example: http://standards.iso.org/24791-3/rdmp/Configuration/RF). The Group URI acts as
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2. Property Name - (example: "Power Level")
A Property Name shall be of type token as defined in XML Schema Part 2.

Token: token represents tokenized strings. The value space of token is the set of strings that do not contain
the carriage return (#xD), line feed (#xA) nor tab (#x9) characters, that have no leading or trailing spaces
(#x20) and that have no internal sequences of two or more spaces. The lexical space of token is the set of
strings that do not contain the carriage return (#xD), line feed (#xA) nor tab (#x9) characters, that have no

leading or trailing spaces (#x20) and that have no internal sequences of two or more spaces.

A property identifier used by MS shall NOT have null value for either the group URI or the Property Name

10.6.3 Property Value Metadata

Metadata of the property value is made up of the following:-

description in the metadata.

scription — Friendly description of the property. It is of type string. A MS service shall incly

de

. riteable — A property is writeable if it may be modified on the device. {t is '0f type Boolean. MS may
include this field in the metadata. If this is not specified, the client may,assume the property tp be
iteable.
o Pprsisted — A property is persisted if the device stores the propérty in permanent storage. . I} is specified

a

O

S
a
T
C
d

n

=z

10.6.4

A pro

Q 7

RestartRequired - Does device requires a restart for'the’ change in the property to take effed

DefaultValue — The value that the device uses if the client has not modified. It may b

5 a Boolean. MS may include this in the metadata. If this isjot specified, the client may ass
operty to be persisted.

becified as a Boolean. MS may include this in thesmetadata. If this is not specified, the clien
Esume that restart is not required.

ype — the type of the property, indicating ifhe property is of the type string, int, boolean, g
bmplex type. The MS shall include theitype in the metadata. The type shall be a XML
bfined in the XML Schema as defined ih XML Schema Part 2: Datatypes.

cluded, it shall conform to the Type specified in the metadata.

DTE The type metadatanis critical for clients to interpret and process configuration data sent by the d

} Device Property Profile
perty profiledis a collection of properties.

OTEUsing a collection of properties is useful in many scenarios. Management software may wa

p

LUme the

t — This is
may

r some other
L QName, as

b included. If

bvice.

nt to bring the
c configuration

roperties together.

10.6.5 Sources and Source Types

a collection of

Sources in RDMP may refer to the device or the antennas or physical ports connected to the device. The
standard source types are antenna, GPI, GPO and Barcode.
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10.6.6 MS O

perations

10.6.6.1 GetSources

10.6.6.1.1 General

This method is invoked by the client to get the list of sources on the device and the types of the sources. This

method shall

be supported by MS.

10.6.6.1.2 Request Elements

None

10.6.6.1.3 Ré¢sponse Elements

This method

returns a collection of the following tuples. Each tuple shall have

SourceName — of type token, as defined in XML Schema

Type — Sourq

10.6.6.2 Ge

e Type

tAllPropertyMetadata

10.6.6.2.1 General

This method
properties an

NOTE G+
recomme

shall be supported by MS. This is the mechanism:fora client to obtain a list of supported
d property metadata.

tAllPropertyMetadata is the key method for a client to discover device and source related configuratid
nded that the Management Service provide.comprehensive metadata information about all the pro

property
warn the

configura{:e via RDMP. Metadata enables the management software to correctly display configuration (example: a

ay be shown disabled in the user interface if it is not writeable). It also enables management softw
ser to reboot the device if the property) change requires a restart to take effect.

10.6.6.2.2 Re¢quest Elements

SourceNamag — this is of type.string. This field is optional.

If the Source
properties of

If the Sourcs

Name parameter is not specified, this method shall return the metadata associated with
he device.

Name parameter is specified, this method shall return the metadata associated with 3

n. ltis
berties

are to

il the

Il the

properties of

he epnnifind source

10.6.6.2.3 Response Elements

The method returns a collection of property identifiers and property value metadata.

10.6.6.3 GetPropertyMetadata

10.6.6.3.1 General

This method may be supported by MS.

20
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10.6.6.3.2 Request Elements

This method takes Property Identifier and a source name. The SourceName is an optional parameter.

10.6.6.3.3 Response Elements

If the SourceName parameter is not specified, this method shall return the property metadata associated with
the specified property of the device.

If the SourceName parameter is specified, this method shall return the property metadata associated with the
specified property of the source.

10.6.(L.4 GetAllPropertyValues
10.6.6.4.1 General

This method may be supported by MS.
10.6.6.4.2 Request Elements
SourdeName — an optional parameter

10.6.6.4.3 Response Elements

If the SourceName parameter is not specified, this method<shall return a property profile of the dgvice.

D

If the [SourceName parameter is specified, this method\shall return a property profile of the sourc
10.6.6.5 GetPropertyValue

10.6.6.5.1 General
This method may be supported by the MS.
10.6.6.5.2 Request Elements

This method takes an optional SourceName and a Propertyldentifier as input.

10.6.6.5.3 Response’'Elements

This method returns a PropertyValue.

If the [SeurceName parameter is not specified, this method shall return the property value assocjated with the
specitied-property of the device.

If the SourceName parameter is specified, this method shall return the property value associated with the
specified property of the source.

10.6.6.5.4 Errors

If the property is not supported by the MS, it shall return rdmp:PropertyNotSupported fault as defined below.
Table 5 lists the details of an error.
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Field Value

[Code] soap:Sender

[Subcode] rdmp:PropertyNotsupported

[Reason] ' The requested property is not supported.

[Detail] A

ropertyldentifier

10.6.6.6 SetPropertyProfile

10.6.6.6.1 General

This method

shall be supported by MS.

10.6.6.6.2 Request Elements

This method

If the Source

If the Source

akes a PropertyProfile as input and an optional SourceName parameter.

10.6.6.6.3 Response Elements

None

10.6.6.6.4 Efrors

If the propert
lists the detai

s of'an error.

Table 5 — Error Details

Name parameter is not specified, this method shall set the property profile on the device.

Name parameter is specified, this method shall set the property profile on the source.

is not-writeable, the MS shall return rdmp:PropertyNotWriteable fault as defined below. Table 6

22

© ISO/IEC 2014 — All rights reserved


https://iecnorm.com/api/?name=285d40f17b34bf3d98bf51d451f3c27d

Field

ISO/IEC 24791-3:2014(E)

Value

[Code] soap:Sender

[Subcode]  rdmp:PropertyNotWriteable

[Reason] ' The requested property is not writeable.

[Deta

If the

fault s defined below. MS may include more details about the error.in'the Reason. The Detai

the P

Field

[Code

[Subg

[Reas

[Deta

] Propertyldentifier

Table 6 — Error Details

MS service was unable to apply all properties, the MS shall retufn rdmp:UnableToAppl

opertyProfile of the actual Properties MS as shown in Table 7,was unable to apply.

Value

] soap:Sender

ode] rdmp:UnableToApplyAllProperties

on] | The reason for being unable to apply the property.

] PropertyProfile

Table 7 — Error Details

10.6.6.7.1 General

This method may be implemented by MS.

10.6.6.7.2 Request Elements

This method takes an xs:anyURI as GroupURI and an optional parameter SourceName.

© ISO/IEC 2014 — All rights reserved
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10.6.6.7.3 Response Elements

If the SourceName parameter is not specified, this method shall return a property profile for the specified
property group of the device.

If the SourceName parameter is specified, this method shall return a property profile for the specified property
group of the source.

10.6.7 Standard Properties

The following group names and properties as shown in Table 8 shall be supported by the Management
Service.

GroupName URI: http://standards.iso.org/24791-3/rdmp/configuration/General

Property Name Type R/IW Applicable Notes
Targets
(Read
Only or | (Antenna,
Read- Device)
Write)
Name token R/W AD Friendly. Name of the
source/device
ReaderRegulptoryRegion | token R D Legal regulatory region of the
device

Table 8 —General Configuration Properties

The following| RF properties as shown in Table 9'may be supported by the by the Management Service.

GroupName URI: http://standards.iso.orqg/24791-3/rdmp/configuration/RF

Property Naime | Type R/IW Applicable Targets Notes

AirProtocolsSup | tokens R A D Protocols (tag types) supported by
ported this device/source

PowerlLevel Float w A A % that designates the antenna’s

power setting for reading tags.

OperationEnyiro/| token R AD Reader operation mode. Example
nment valges:
single, multiple and dense

Table 9 —RF Configuration Properties

The following group names and properties as shown in Table 10 may be supported by the Management
Service.

GroupName URI: http://standards.iso.org/24791-3/rdmp/configuration/ISO24791-5
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NOTE RDMP clients are allowed to configure certain properties and capabilities of 24791-5 conformant devices. The
reason we want to allow this is to enable management software to set default configuration values that are not
specific to a LLRP client session. One cannot expect LLRP clients to set all default values every time they connect. In
terms of capabilities, the ability to get this information by RDMP clients will help enterprise management software
provide data for reporting applications. It is to be noted that when a LLRP client sets a value during a session and the
RDMP client sets the same value, the new value does not take effect until a reboot is performed.

The following 24791-5 properties (capabilities and configuration) may be supported by the Management
Service.

Property Name Type R/W :Ll}pplicable Notes
argets = == @ 0

LLRPStatus LLRPStatus R D v

GenefalDeviceCapabilities GeneralDeviceCapabilities R D 'V

RegulatoryCapabilities RegulatoryCapabilities R D ]

Anterlna Properties AntennaProperties R/W A ‘

Anterfna Configuration AntennaConfiguration R/W : A

KeepaliveSpec KeepaliveSpec R/W ) D

EventsAndReports EventsAndReports R/W‘ D

Identification Identification JR D

LLRP$ervers anyURI N R/W D The URI|specified used

this  prgperty should
have thg URI scheme
ISOIEC24791-5.

Example
ISOIEC214791-
5://192.168.0.101:5555/

Table 10 —ISO 24791-5 Properties
The fpllowing RDMP properties as shown in Table 11 may be supported by the by the Management Service.

GroupName URI< http://standards.iso.org/24791-3/rdmp/Configuration/General

© ISO/IEC 2014 — All rights reserved 25


http://standards.iso.org/24791-3/rdmp/Configuration/General
https://iecnorm.com/api/?name=285d40f17b34bf3d98bf51d451f3c27d

ISO/IEC 24791-3:2014(E)

Property Name | Type R/IW Applicable Notes
Targets
Location String w AD Location of the source
Description String w AD
TimeServer String w D Time server used by the

device for time syncs

Role String w D Role of the device

DeviceEPC String R D Manufacturer assigned EPC
URI

TimeSeryers tokens w D Time servers usedpby the

device for time syncs

DHCPS¢grvers Tokens | W D DHCP server earrently used
by the device for DHCP.

Contact String w D The Aextual identification of
thé contact person for this
device, together with
information on how to contact
this person.

Table 11 —General Properties

The following| RDMP properties as shown in Table 12 may be supported by the by the Management Senfice.

GroupName URI: http://standards.iso.ergf24791-3/rdmp/Configuration/RF

Property Name Type R/IW Applicable Notes
Targets
Frequengy Bauble w A Frequency used by the
source in MHz
EffectiveRange Float R A Range of antenna in metres
AntennaSequence | tokens w D Sequence of antennas for
reading. The order s
important.

Table 12 —RF Properties
The following RDMP properties as shown in Table 13 may be supported by the by the Management Service.

GroupName URI: http://standards.iso.org/24791-3/rdmp/Configuration/Notification
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Property Name Type R/W Applicable Notes
Targets
EventMode Boolean w D Boolean to indicate if the

device can send
notifications to the host

Table 13 —Notification Properties

10.6.§ Other Management Operations
10.6.83.1 Reboot

10.6.8.1.1 General

By inyoking this method, a client initiates reboot of a device. This method shall'be*supported by MS.

10.6.8.1.2 Request Elements

None
10.6.8.1.3 Response Elements
None
10.6.8.2 ResetToFactorySettings

10.6.8.2.1 General

Using this method, the client instructs) the device to reset any settings such as configurati
specified defaults. This method shall be supported.

10.6.8.2.2 Request Elements

None

10.6.8.2.3 Response Elements

None

10.6.2’.3 ResetToFactorySettingsExceptNetwork

pn to factory

10.6.8.3.1 General

Using this method, the client instructs the device to reset any settings such as configurati
specified defaults EXCEPT the network settings.

This method may be supported.

10.6.8.3.2 Request Elements

None

© ISO/IEC 2014 — All rights reserved
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10.6.8.3.3 Response Elements

None

10.7 Operation Error Reporting

10.7.1 General

Mechanisms and artifacts defined in this section are used by operations in all the services defined in this
document to communicate errors to the client.

SOAP faults
using the [re

are the defined mechanism to communicate errors. Fault messages are correlated as. I
ationship] property as defined in Web Services Addressing 1.0 — Core [WS-Addressing

eplies
Core]

recommendation.

10.7.2 Comn

10.7.21 G¢

Operations d
addition, ope

10.7.2.2 Ac

When an op
supported by
Addressing 1

10.7.2.3 Iny

This fault is 5
details of the

Field

[Code]

[Subcode]

[Reason]

non Operation Error Codes

neral

bfined in the specification may return any of the faults defined in [Cémmon Operation Fau
ations may define additional SOAP faults.

tion Not Supported

ional operation of any service defined in this spe€ification is invoked by a client but
a service it shall generate a wsa:ActionNotSupported fault. The fault is defined in [Web Se
0 — SOAP Binding].

ralidRequestElement

ent when a Client sends an invalid;reéquest element as part of an operation. Table 14 lis
error message.

Value

soap:Sender

rdmp: InvalidRequestElement

At least one request elements is invalid

ts]. In

s not
rvices

ts the

[Detail]

10.7.2.4

Name of the Invalid request element.

Table 14 —InvalidRequestElement Description

InternalError

This fault is sent when the service encounters an unexpected condition such as out of memory that prevented

it from fulfilling the request.

Additional text may be appended to the [Reason] element to provide

information about the internal error. Table 15 lists the details of the error message.

28
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Field Value

[Code] soap:Receiver

[Subcode] | rdmp: InternalError

[Reason] The service had an unexpected error

ISO/IEC 24791-3:2014(E)

[Detall] None

Table 15 —InternalError Description

10.8 [Monitoring Service (MNS)

10.8.1 General

The monitoring service (MNS) is used to monitor the health of the device. The monitoring service publishes

events and statistics to enable RDMP monitoring clients to@ctively monitor the device health.

10.8.2 Monitoring Event Structure

Each [monitoring event has the following structure,

Field$: Each event contains these standarddields

implemented.

An event may-have additional fields. Additional fields are described in specific events below.

10.8.3 “‘Events

o TimeofOccurrence: Date and\time that the event was generated. This is of type xs:datetime. The
TimeofOccurrence field shallbe implemented by MNS.

o| Level: Critical, Error; Warning or Informational. It is of type string that allows only the abgve values.
Level indicates severity of the event. Level shall be implemented by the MNS.

o| Description: ‘@’ localizable string. Describes the event in friendly terms to the user. |This may be

The following events may listed in Table 16 be supported and sent by MNS.

EventName

Additional Fields

Type

Description

BatteryEvent

% of battery remaining —
this field shall be
included for the Battery
Event

Integer

The service shall send a battery event
at Informational level upto 15% of
battery left. Between 14- 10%
remaining, it shall send a warning level
event. Between 9 - 5%, it shall send an
error level event. Less than 5% it shall
raise a Critical level event. Within the
same battery level, the frequency of
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sending events is not defined in this
standard.

MemoryEvent % of free memory Integer The service shall send a memory event
remaining on device - at Informational level upto 15% of
this field shall be memory left. Between 14- 10%
included for the Memory remaining, it shall send a warning level
Event event. Between 9 - 5%, it shall send a
error level event. Less than 5% it shall
send a Critical level event. Within the
same memory level, the frequency of
cnnding events is not defined-in this
standard
SourceStatefvent SourceName - this field String Indicates the state of the source. [Level
shall be included shall be Error when down, shall be
Informational when Up
State — values are Up or | enum
Down. This field shall be
included
SourceNoisel evelEvent | SourceName - this field | String
shall be included
Noiselevel - This field | integer
shall be included
PowerSupplyEvent State — values are enum Down event raised when power supply

(applies to devices that
support battefy backup)

Up/Down. This field shall
be included

to device is cut. Up event when power
is restored. Level — shall be Warning
when down, shall be Informgtional
when Up

PrinterEvent

A printer event, in addition to the standardfields contains an error code and an error string. The possible error

codes are :-

PrinterEvent

Error€ode

rdmp:CutterFault
rdmp:GapNotFound

rdmp:Jam

QName

rdmp:OutOfMedia
rdmp:NoCurrentTemplate

rdmp:RibbonFault

TagOperationalEvent

A Tag Operation event, in addition to the standard fields may contain an error code a Taglnfo structure and an
error string. The possible error codes are:-

TagOperationalEvents

ErrorCode

Type

30
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rdmp:TaglLocked QName Locked when accessing the tag

rdmp:TaglLockFailed

rdmp:InvalidPasscode

rdmp:PartiallyLocked

only

rdmp:ReadOnly Trying to write to a region that is read-

ramp-CorruptTag

rdmp:WriteFailed

rdmp:KillFailed

rdmp:FailedLock

rdmp:FailedErase

rdmp:FailedMemoryRead

rdmp:FailedRead

HardwareErrorEvent This event consists of an error-¢ede in addition to the standard fields.

vendor dependent. Error code 'shall be a QName.

Error code is

10.8.4

10.8.4

The N

10.8.4

10.8.4

Table 16 —Event Details

} Statistics

.1 General

INS supports reporting of the following statistics information.
}.2 GetStatisticsMetadata

}.2.1( General

This

netnod snhall be supported by the MINS

10.8.4.2.2 Request Elements

SourceName - this is of type string. This field is optional.

If the SourceName parameter is not specified, this method shall return the metadata associated with all the
statistics of the device.

If the SourceName parameter is specified, this method shall return the metadata associated with all the
statistics of the specified source.

© ISO/IEC 2014 — All rights reserved
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10.8.4.2.3 Response Elements

This method shall return a collection of Statisticsldentifier and StatisticsMetadata.

10.8.4.3 GetStatistics

10.8.4.3.1 General

This method shall be supported by the MNS.

10.8.4.3.2 Request Elements

This method

10.8.4.3.3 Ré¢sponse Elements

This method

The GroupN3
3/rdmp/Monit

akes an optional SourceName as input.

shall return a StatisticsProfile, which is a collection of Statisticsldentifier and StatisticsValue

bring/Statistics

Vendors exte)

10.8.4.4 ResetStatistics

10.8.4.4.1 General

This method

10.8.4.4.2 Re¢quest Elements

This method

10.8.4.4.3 Response Elements

None

10.8.4.5 Standard Statistics

Table 17 lists

me URI for the identifiers used in this service shall be: http://standards.iso.org/24791-

hding statistics shall NOT use this group name for custom statistics.

may be supported by the MNS

akes an optional SourceName as-input.

the standard-statistics details.

Name

Property
Value Type

Remarks

DA ainina

DA

acitivo
T OoItve

Paoarcantann af hattans nonanr rarnainine Nt r~cnttal |e
T oToCTagC U oauCry povwo T Trorar g o To oTttad

integer in
the range of
0-100

BatteryTimeRemaining

Positive
integer in
the range of
0-100

Remaining time remaining in minutes. Not resettable

DeviceUptimeTicks Positive Time in ticks for which the device has been up. Not
double resettable.

FailedKillCount Positive
integer

FailedLockCount Positive

32
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integer
FailedReadCount Positive
integer
FailedWriteCount Positive
integer
KillCount Positive
integer
LockCount Positive
integer
ReadCount Positive
integer
Writeeunt Positive
integer
MemagryReadCount Positive
integer
ErasgCount Positive
integer
FailedEraseCount Positive
integer
PrintgdCount Positive
integer
FailedPrintedCount Positive
integer
Time$inceLastTagNotification Integer, in Enables troubleshooting of why no tag |reads for a
minutes durations

10.9 |Security

Partigs involved in message exchanges defined in this specification fall into the following categor

2| DEVICE

3| Firmware Seryer

from

transport such.as HTTPS.

NOTE/Security encompasses

Table 17 —Standard Statistics

1] CLIENT: To elaborate this category covers both clients that invoke operations on th
clients that act as an Event Sink i.e. receive events from the device.

Security between\CEIENT and DEVICE is covered in the Security section of [DPWS]. Firmware i
1he Firmware Server as explained in FUS. This communication may be secured by us

eS

e device and

5 downloaded
ing a secure

a) Authentication of device and client: Authentication is the process by which the identity of the sender is determined
by the recipient. A client may need to authenticate the devices it can communicate with or vice versa.

b) Integrity and confidentiality of messages exchanged between device and client.

Briefly, transport Layer Security may be used to provide mutual authentication of client and device as well as the
establishment of a secure channel over which messages are exchanged. Integrity and Confidentiality are achieved by
using the secure channel. The policy assertions carried in the messages exchanged during discovery may contain
the client security requirements as well as the security protocols supported by client and device for authentication and
establishment of a secure channel. Since Discovery precedes setting up of a secure channel, the integrity of
discovery messages is protected using message-level signatures, while the integrity of other messages is protected

using a secure channel

© ISO/IEC 2014 — All rights reserved
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10.10 Extensibility

10.10.1 General

Messages d

ignore it.

efined by this specification may include constructs to be extensible by conforming
implementations. Clients or devices that do not understand a custom extension to a type may choose to

The XML/XSD notation for types shall be:-

<Xs:

complexType name="PropertyMetadata">

nill]

maxJ
</x9

The following

<Prg
xmln)
<T]
<D
<1
</P1f

10.10.2 Extending Monitoring events

RDMP implementations of the Monitoring servicé may choose to implement custom events outside of theg

standard spe
client to unde

The XML/XS

<xXs
<Xs

</x9

A similar notz

(lcomplexType nanies"VendorDefinedEvent">
:lany namespaces"#¥other" processContents="lax" minOccurs="0" maxOccurs="unbounded" /

<xs:element name="Type" type="xs:QName" minOccurs="1" maxOccurs="1"
able="false"/>
<xs:element name="Description" ../>

<xs:any namespace="#f#other" processContents="lax" minOccurs="0"
ccurs="unbounded" />
</xs:sequence>
<xs:anyAttribute namespace="##other" processContents="lax" />
:complexType>

example shows an extension to PropertyMetadata that conformsvto the above schemd.
extension addls a new element called lowerBound.

pertyMetadata xmlns="http://schemas.xmlsoap.org/ws/2008/rdmp"
s:xs="http://www.w3.0rg/2001/XMLSchema">

ype>xs:int</Type>

escription>some description</Description>

owerBound xmlns="http://www.example.org/rdmpextensions">5</lowerBound>
opertyMetadata>

Cification. This part of ISO/IEC\24791 provides a way to describe a custom event in order fo
rstand and interpret the event:

D notation for extensidn events shall be:

<xs:anyAftaibute namespace="##other" processContents="lax" />
:complexType>

tialr shall be followed for extending statistics for the monitoring service

The

r any

NOTE 1 Management Service and Monitoring Service can be extended to support custom types as values for
properties and statistics. The following example shows how the management service can be extended to support a
custom type for properties. Similar changes can be done to monitoring service schema to support custom types for
Statistics.In the Management Service schema, within the PropertyValue complex Type, add the text that is in bold:

34

<xs:complexType name="PropertyValue">
<xs:choice>
<xs:element name="String" type="xs:string" />
<xs:element name="Integer" type="xs:int" />
<xs:element name="TagDataSelector" type="tns:TagDataSelector" />
<xs:element name="QName" type="xs:QName" />
<xs:element name="Boolean" type="xs:boolean"/>
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<xs:element name="Float" type="xs:float"/>
<xs:element name="Double" type="xs:double"/>
<xs:element name="Uri" type="xs:anyURI"/>
<xs:element name="DateTime" type="xs:dateTime"/>
<xs:element name="NewComplexType" type="myns:NewComplexType"/>
</xs:choice>
</xs:complexType>

Where “myns” is the prefix defined for the namespace containing the “NewComplexType” xml type.

pd

OTE 2 RDMP services can be extended to support custom defined events. The following example shows how to
dd a custom event to Firmware Service.

QD

Tjo add a new event for FUS called FirmwareUpdate_CustomEvent, do the following:
1. In the FirmwareUpdate wsdl message definition section, add this:

<wsdl:message name="FirmwareUpdate CustomEvent OutputMessage">
<wsdl:part name="parameters" element="myns:CustomEyent" />
</wsdl:message>
2. In the port binding section of the FirmwareUpdate wsdl, add the followihg:

<wsdl:operation name="CustomEvent">

<wsdl:output wsaw:Action="<Custom Evenit{Namespace>/CustomEvent"
message="tns:FirmwareUpdate CustemEvent OutputMessage"/>

</wsdl:operation>

3. In the soap binding section of the FirmwareUpdate wsdl, add the following:

<wsdl:operation name#") CustomEvent ">
<soapll:oberation soapAction="http://customnanespace/CusftomEvent"
style="document /&
<wsdl:outpuit>
<soaplZ:body use="literal"/>
</wsdd Yeutput>
</wsdl:ofeyation>

Where mynsds.the prefix of the namespace containing the xml schema definition of “CustomEvent”.
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Annex A
(informative)

Implementation Examples

A.1 General

International [Standard, including how the components are distributed among different physical~com
platforms. This Annex provides informative examples of the different organizations utilizing UML|deplo
diagrams.

There are m1ny possible organizations of the implementations of the software components referenced

The figures ip this Annex do not show any of the data or control interfaces of ISO/IEC, 24791 that m

n this
buting
ment

ay be

implemented|on the devices because the implementation-specific logic provides any-interaction betwegn the

interfaces, maaking them functionally independent. In certain deployment scenarios, the instances
Device Interface or Data Management Services Endpoint could receive commands or requests fro
Device Management Implementation logic in response to commands ,ef “requests from the [
Management| Services Endpoint. These requests would be for configuration, provisioning, perforn
monitoring, apd/or diagnostics, and not for tag or sensor data as defineddn'this International Standard.

pf the
m the
evice
hance
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A.2 DCI and SNMP Interface Set Implementation Examples

Figure A1 illustrates a node that implements the Device Management Services Endpoint in an interrogator. In
this example Services Endpoint would conform to Clause 8.2.1.2 by implementing discovery, configuration,
and initialization capabilities as defined in this International Standard, which references IETF RFC 5415
(CAPWAP) and EPCglobal DCI. Also illustrated in this example, the Services Endpoint would conform to
Clause 8.2.1.3 by implementing monitoring and diagnostics capabilities as defined in this International
Standard which references the EPCglobal Reader Management SNMP MIB and the IETF MIBII MIBs.

The deparation between the Services Endpoint and the Implementation in the Figure A.1 illustrates how the
standprds-based interfaces are logically distinct from the implementation that provides the. management data
or achieves the specified device management result.

Interrogator

ISO/IEC 24791-3 ?
|

Device Management Services
Endpoint:

o LCAPWAP WTP Endpoint

e SNMP Agent with standard
MIB schema
A

Device Management
Implementation:

e EPCglobal DCI Reader
implementation

e EPCglobal Reader
Management MIB data

Figure A.1 — Node Diagram with DCI and SNMP Interface Set Implementation on Interrogator

Figure A.2 illustrates nodes in a system that implements the Device Management Endpoints on an
interrogator controller as well as on interrogators. The interrogator controller is one example of a Data
Management Implementation as shown in Figure 1 of this document. Other examples of deployment models
providing conforming implementations are possible.

In this example, the interrogators provide the same services as in the example of Figure A.1.
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The Services Endpoint on the interrogator would conform to Clause 8.2.1.2 by implementing discovery,
configuration, and initialization capabilities as defined in this International Standard, which references IETF
RFC 5415 (CAPWAP) and the EPCglobal DCI Specification. The DCI Access Controller provides a Services
Endpoint to the interrogators, which, as defined in the specific standards, provide peer-level services back to

the interrogator controller.

Also illustrated in this example, the Services Endpoint would conform to Clause 8.2.1.3 by implementing
monitoring and diagnostics capabilities as defined in this International Standard and the referenced IETF MIBII

MIBs.

Figure A.2 shows the Node Diagram with ISO/IEC 24791-3 Endpoints on Interrogator Controller and

|nterrogators In this dpplnymnnt diagmm (Fignm A ?) there is no Device I\/Ismagnmnnt Client pndpnin’r an the

interrogator cpntroller to request monitoring and diagnostic Device Management services from the

interrogators.| While this is possible, in this deployment example, a management application would-aceess the
performance monitoring and diagnostic data directly using the SNMP MIBs referenced in Annex B [of this|part

of ISO/IEC

24791.

isonec 24791-3 ()

Interrogator controller or
middleware device

Device Management Services

Endpoint:

e CAPWAP AC Endpoint

e SNMP Ageént with MIB
defined\in”Annex B

A
1
1

DeviceManagement Implementation:

e EPCglobal DCI AC
Implementation

e Interrogator Controller MIB
data

isonEc|24791-3 () Interrogator

isonec 24791-3 () Interrogator

Device Management
Services Endpoint

(as shown in Figure A.1)

Device Management
Services Endpoint

(as shown in Figure A.1)

Figure A.2 — Node Diagram with ISO/IEC 24791-3 Endpoints on Interrogator Controller and
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Annex B
(normative)

SSI Device Management MIB

ISO-24791-3-MIB DEFINITIONS ::= BEGIN

-- ISOJIEC 24791-3 MIB for Software System Infrastructure Device Management

IMPORTS
Coynter32, IpAddress

AROM SNMPv2-SMI
DisplayString, TimeStamp
HROM SNMPv2-TC
MOPULE-IDENTITY
HAROM SNMPv2-SMI
iso

FROM SNMPv2-SMl;

rfidSsiPeviceManagementMIB MODULE-IDENTITY
LAYT-UPDATED "2012121221002"
ORGANIZATION "ISO"
CONTACT-INFO
"Convener, ISO WG4/SG1"
DE$CRIPTION
"This module defines a MIB that represents that tnanageable entities
escribed in the RFID Software System Infrastructure International
btandard ISO/IEC 24791, specific Part 3, Device Management”
= {iso(1) standard(0) is024791(24791) part3(3) }

rfidSsipDeviceManagementObjects OBJECT IDENTIFIER ::= { rfidSsiDeviceManagementMIB 0 }
rfidSsiPeviceManagementConformance OBJECT IDENTIFIER ::= { rfidSsiDeviceManagementMIB 1 }

rfidSsiPeviceManagementDescription OBJECT-TYPE
SYNTAX DisplayString”(SIZE (0..255))
ACCESS read-only
STATUS mandatory
DE$CRIPTION
"A textuahdescription of this RFID Network."
= { rfidSsiDeviceManagementObjects 1 }

rfidSsiDeviceManagementLocation OBJECT-TYPE

SYNTAX DisplayString (SIZE (0..255))

ACCESS read-only

STATUS mandatory

DESCRIPTION
"A textual identification of the location of this RFID Network. This may
be a GLN or other structured identifier represented in the URI format."

== { rfidSsiDeviceManagementObjects 2 }

-- RFID Interrogator Controller (RIC) infrastructure representation MIB in
-- the SSI Device Management MIB tree. The RFID Interrogator Controller
-- is a function that requests ISO/IEC 24791-5 Device Interface services
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-- to one or more interrogators.

-- It is expected that more than one RIC will be deployed in an RFID Network to
-- provide for redundancy, load balancing, and scaling. This is represented
-- by the ricControllerTable that may contain more than one RIC.

ricMIB OBJECT IDENTIFIER ::= { rfidSsiDeviceManagementObjects 10 }

ricNotifications OBJECT IDENTIFIER ::= { ricMIB 0 }
ricObjects OBJECT IDENTIFIER ::={ricMIB 1}

ricControllerTaple OBJECT-TYPE
SYNTAX SEQUENCE OF RicControllerEntry
ACCESS n¢t-accessible
STATUS mandatory
DESCRIPTI
"A table of information about the RICs in the RFID Network."
2= { ricObjeg¢ts 1}

ricControllerEntry OBJECT-TYPE
SYNTAX RicControllerEntry
ACCESS n¢t-accessible
STATUS mpandatory
DESCRIPTI

"An entry [containing information about a particular RIC."

INDEX ({rigControllerName }
== {ricContfollerTable 1}

RicControllerEptry ::=
SEQUENCH {

ricControllerName
DisplayString,

ricControllerlpAddr
IpAddress,

ricControllerDescription
DisplayfString

ricControllerNgme OBJECT-TYPE
SYNTAX DisplayString
ACCESS rgad-only
STATUS mandatory
DESCRIPTI

"A adminiptrative name’er IP hostname for this RIC. Because this is used as the

index for this|table, it is mandatory, but it is not necessary that the value is
a proper |IP hpstname-to be resolved. If it is not, another mechanism must be
used to provide a valid value for ricControllerlpAddr"
::= { ricContiol&rEntry 1}

ricControllerlpAddr OBJECT-TYPE
SYNTAX IpAddress
ACCESS read-only
STATUS mandatory
DESCRIPTION
"The main IP address of this RIC that will be used for
communication from outside the RFID Network, possibly resolved from
ricControllerName. The interrogators in the RFID Network will connect to this address,
but it is also possible that the readers will connect to another
address on the RIC. The IF-MIB on the RIC should be used
for access to the full set of interfaces."
::={ricControllerEntry 2 }

ricControllerDescription OBJECT-TYPE
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SYNTAX DisplayString
ACCESS read-only
STATUS mandatory
DESCRIPTION

"A textual description for this RIC."
::={ricControllerEntry 3 }

-- Notifications for the ricMIB

ISO/IEC 24791-3:2014(E)

ricStalltup NOTIFICATION-TYPE
STATUS  current

DE
"An

ECRIPTION
ptification for an RFID Network Controller startup event"
ricNotifications 1 }

ricShutdown NOTIFICATION-TYPE
STATUS  current

DE
IIA n

- RFI

SCRIPTION
ptification for an RFID Network Controller shutdown event "
ricNotifications 2 }

D RIC Interrogator representation MIB in the SSI Device Management MIB

-- Thig MIB provides the representation of the interrogator from<he

-- the

iewpoint of an RFID Interrogator Controller. The MIB:for an

-- intefrogator within SSI Device Management is provided by.the EPCglobal

-- Reg

riclnte|

riclnte|
ricinte

riclnte|
SY)
AC
STA
DE

ricinte|

der Management MIB as described in ISO/IEC 24791-3.

rrogatorMIB OBJECT IDENTIFIER ::= { rfidSsiDeviceManagementObjects 11 }

rrogatorNotifications OBJECT IDENTIEIER ::= { ricinterrogatorMIB 0 }
FrogatorObjects OBJECT IDENTIFIER ::= { ricinterrogatorMIB 1 }

rrogatorTable OBJECT-TYPE

NTAX SEQUENCE OF:RiclnterrogatorEntry

CESS not-accessible

TUS mandatory

BCRIPTION

\ table of information about the Interrogators in an RFID Network as
iewed bylan Interrogator Controller."

ricinterrogatorObjects 1}

rregatorEntry OBJECT-TYPE

SY!

N TAX RICInterrogatorentry

ACCESS not-accessible
STATUS mandatory
DESCRIPTION
"An entry containing information about a particular interrogator."
INDEX ({riclnterrogatorName }
::={riclnterrogatorTable 1}

RicInterrogatorEntry ::=
SEQUENCE {

ri

ri

ri

cInterrogatorName
DisplayString,

cInterrogatorlpAddr
IpAddress,

cInterrogatorRiclpAddr
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IpAddress,
riclnterrogatorDescription
DisplayString,
riclnterrogatorConnectionAdminStatus
INTEGER,
ricinterrogatorConnectionOperStatus
INTEGER,
ricinterrogatorConnectionTime
TimeStamp,
riclnterrogatorFirmwareVersion
DisplayString,
ricinterrogatorAggregateReadReqs
Counter32,
ricinterrodatorAggregateTagReads
Counter32,
ricinterrogatdrLastTagReadTime
Gauge$2,
ricinterrogatorAggregateGpiEvents
Counter32,
ricinterrogatorLastGpiEventTime
Gauge$2,
ricinterrogatorErrorMessage
DisplayfString

}

ricinterrogatorflame OBJECT-TYPE

SYNTAX DisplayString

ACCESS rgad-only

STATUS mandatory

DESCRIPTIDN

"A adminiptrative name or IP hostname for this interrogator. Because this is used as the

index for this|table, it is mandatory, but it is not necessary that the value is

a proper IP hpstname to be resolved. If it is not, another mechanism must be

used to provife a valid value for riclnterrogatorlpAddr."

::={ricinterrpgatorEntry 1}

riclnterrogatorlpAddr OBJECT-TYPE

SYNTAX IpAddress

ACCESS rgad-only

STATUS mandatory

DESCRIPTIDN
"The IP a@ldress of the interrogater that is used for the network connection
between the RIC and the intefrogator."

::= { ricInterrpgatorEntry 2 }

riclnterrogatorRiclpAddr OBJECT-TYPE

SYNTAX IpAddress

ACCESS rgad-only.

STATUS mandatory

DESCRIPTI
"The IP a frogator and 1S
responsible for control of the interrogator in the RFID Network. This
RIC IP address may not be the primary RIC IP address in the
ricControllerEntry if the controlling RIC has more than one interface."

::= { ricInterrogatorEntry 3 }

ricnterrogatorDescription OBJECT-TYPE
SYNTAX DisplayString
ACCESS read-only
STATUS mandatory
DESCRIPTION
"A textual description for this interrogator.”
::= { ricInterrogatorEntry 4 }

ricinterrogatorConnectionAdminStatus OBJECT-TYPE
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SYNTAX INTEGER {
unknown(0),
enabled(1),
disabled(2)

}
ACCESS read-only
STATUS mandatory
DESCRIPTION
"The desired administrative status of the connection between
the RIC and the interrogator."
::= {ricInterrogatorEntry 5 }

ricinterrogatorConnectionOperStatus OBJECT-TYPE

ISO/IEC 24791-3:2014(E)

SYNTAX INTEGER {
unknown(0),
connected(1),
disconnected(2)

}
ACCESS read-only
STATUS mandatory
DE$CRIPTION
"The current operational status of the connection between
e RIC and the interrogator."
ricinterrogatorEntry 6 }

ricintefrogatorFirmwareVersion OBJECT-TYPE
SYNTAX DisplayString
ACCESS read-only
STATUS mandatory
DE$CRIPTION
"The firmware version running on this interrogator as retrieved from
the interrogator by the RIC. If the.interrogator is unable to communicate
its firmware version over the hetwork protocol, the value of
nknown' will be displayed:"
ricinterrogatorEntry 8+

ggregated read requests (sum across all read points) from the
I€ fo’the interrogator.”

FTOgatorEntry 9 1

ricinterrogatorAggregateTagReads OBJECT-TYPE

SYNTAX Counter32

ACCESS read-only

STATUS mandatory

DESCRIPTION
"Aggregated tag reads (sum across all read points) received by
the RIC from the interrogator.”

::= {ricInterrogatorEntry 10 }

ricinterrogatorLastTagReadTime OBJECT-TYPE
SYNTAX Gauge32
ACCESS read-only
STATUS mandatory
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DESCRIPTION
"Last tag read time of any read point received from this interrogator."
::= { ricInterrogatorEntry 11 }

ricinterrogatorAggregateGpiEvents OBJECT-TYPE

SYNTAX Counter32

ACCESS read-only

STATUS mandatory

DESCRIPTION
"Aggregated General Purpose Input events (sum across all inputs) received by
the RIC from the interrogator.”

::={riclnterrogatorEntry 12 }

riclnterrogatorl
SYNTAX G
ACCESS rg
STATUS m
DESCRIPTI
"Last Gen

= {riclntern

riclnterrogatort
SYNTAX D
ACCESS rg
STATUS m
DESCRIPTI
"Error me

not connecte|
;.= { ricIntern

-- Notificationg

riclnterrogator(
OBJECTS {
STATUS
DESCRIPTI

astGpiEventTime OBJECT-TYPE

huge32

ad-only

Andatory

DN

eral Purpose Input event time of any input received from this interrogator.”
pgatorEntry 13 }

ErrorMessage OBJECT-TYPE

splayString

ad-only

Andatory

DN

5sage providing information if interrogator operational stateds
H."

pgatorEntry 14 }

for the interrogatorMIB

Lonnected NOTIFICATION-TYPE
ricinterrogatorlpAddr }

current

DN

"A notification to be sent when the RIC connects to a interrogator."

::= { ricIntern

riclnterrogatorll
OBJECTS {
STATUS

pgatorNotifications 1 }

Disconnected NOTIFICATION-TYPE
ricinterrogatorlpAddr }
current

DESCRIPTI

DN

"A notificatior|| to‘beé sent when the RIC loses a connection to

a interrogator-
::= { riclnterrogatorNotifications 2 }

-- RFID RIC Read Point representation MIB in the SSI Device Management MIB
-- This MIB provides the representation of read points (necessary connected

-- to RFID interrogators) from the viewpoint of an RFID Interrogator

-- Controller. The MIB for an interrogator within SSI Device Management which
-- provide much more detail about read point operations is provided by the

-- EPCglobal Reader Management MIB as described in ISO/IEC 24791-3.

ricReadPointMIB OBJECT IDENTIFIER ::= { rfidSsiDeviceManagementObjects 12 }
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ricReadPointObjects OBJECT IDENTIFIER ::= { ricReadPointMIB 1 }

ricReadPointTable OBJECT-TYPE
SYNTAX SEQUENCE OF RicReadPointEntry
ACCESS not-accessible
STATUS mandatory
DESCRIPTION
"A table of information about the Read-Points in an RFID Network.
A Read-Point is one of the antennas on an RFID interrogator
represented in the riclnterrogatorTable of the rfidSsiDeviceManagementMIB."
::= { ricReadPointObjects 1}

ricRegdPointEntry OBJECT-TYPE
SYNTAX RicReadPointEntry
ACCESS not-accessible
STATUS mandatory
DE$CRIPTION
"An entry containing information about a particular read-point."
INDEX {ricReadPointinterrogatorName, ricReadPointindex }
== { ricReadPointTable 1}

RicRepdPointEntry ::=
SEQUENCE {
ricReadPointinterrogatorName
DisplayString,
ricReadPointindex
INTEGER,
ricReadPointAdminStatus
INTEGER,
ricReadPointOperStatus
INTEGER,
ricReadPointReadReqs
Counter32,
ricReadPointTagReads
Counter32,
ricR¢adPointErrorMessage
DisplayString
}

ricRegdPointinterrogatorName OBJECT-TYPE

SYNTAX DisplayString

ACCESS read-only

STATUS mandatory

DE$CRIPTION

"The adminisfrative name or IP hostname of the interrogator associated with this read-point.

This is the(ricinterrogatorName from the interrogatorTable in the RFID Network MIB."
::= { ricReadPointEntry 1}

ricRegdRaintindex OBJECT-TYPE

SYNTAXTINTEGER

ACCESS read-only

STATUS mandatory

DESCRIPTION
"A unique index for this read-point. This value may be assigned
by the RIC or by the interrogator and communicated to the RIC. "

::={ ricReadPointEntry 2 }

ricReadPointAdminStatus OBJECT-TYPE
SYNTAX INTEGER {
unknown(0),
enabled(1),
disabled(2)

}
ACCESS read-only
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STATUS mandatory
DESCRIPTION

"The desired admin status of this read-point on the interrogator.”
::={ ricReadPointEntry 3 }

ricReadPointOperStatus OBJECT-TYPE
SYNTAX INTEGER {
unknown(0),
up(1),
down(2)

}
ACCESS read-only
STATUS mandatory
DESCRIPTI

"The currgnt operational status of this read-point on the interrogator.”
::= { ricReadPointEntry 4 }

ricReadPointRgadReqs OBJECT-TYPE

SYNTAX Counter32

ACCESS rdgad-only

STATUS mgndatory

DESCRIPTI
"The numper of read requests issued for this read-point by the RNC
to the intdrrogator.”

::={ ricReadPointEntry 5 }

ricReadPointTgagReads OBJECT-TYPE

SYNTAX Ceunter32

ACCESS rgad-only

STATUS mandatory

DESCRIPTI
"The numper of tags read by this read-point and reported to the.RNC
by the intgrrogator.”

::={ ricReadPointEntry 6 }

ricReadPointEfrorMessage OBJECT-TYPE
SYNTAX DisplayString
ACCESS rdad-only
STATUS mpndatory
DESCRIPTI
"Error mepsage if available if read-point pperational state is down."
::= {ricReadPointEntry 7 }

information

rfidSsiDeviceManagementCompliances OBJECT IDENTIFIER ::= { rfidSsiDeviceManagementConformance 1}
rfidSsiDeviceManagementGroups  OBJECT IDENTIFIER ::= { rfidSsiDeviceManagementConformance 2 }

-- Compliance statements

rfidSsiDeviceManagementCompliances MODULE-COMPLIANCE
STATUS current
DESCRIPTION
"The compliance statements for RFID SSI Device Management entities."
MODULE
MANDATORY-GROUPS { rfidSsiDeviceManagementNotificationGroup,

rfidSsiDeviceManagementSsiGroup,
rfidSsiDeviceManagementControllerGroup,
rfidSsiDeviceManagementinterrogatorGroup

::= { rfidSsiDeviceManagementCompliances 1 }
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-- Units of Conformance

rfidSsiDeviceManagementNotificationGroup NOTIFICATION-GROUP
NOTIFICATIONS { ricStartup,
ricShutdown,
riclnterrogatorConnected,
ricinterrogatorDisconnected

}
STATUS current
DESCRIPTION

ISO/IEC 24791-3:2014(E)

"The group of notifications about state changes in the SSI."
== { rfidSsiDeviceManagementGroups 1}

rfidSsipeviceManagementSsiGroup OBJECT-GROUP
OBJECTS ({ rfidSsiDeviceManagementDescription,

rfidSsiDeviceManagementLocation }

STATUS current

DE$CRIPTION

"The group of data representing the overall SSI."

::={ rfidSsiDeviceManagementGroups 2 }

rfidSsipDeviceManagementControllerGroup OBJECT-GROUP
OBJECTS ({ricControllerlpAddr,

ricControllerName,

ricControllerDescription }

STATUS current

DE$CRIPTION

"The group of data representing status of an RFID interrogator

controller."

::={ rfidSsiDeviceManagementGroups 3 }

rfidSsiDeviceManagementinterrogatorGroup OBJECT-GROUP
OBJECTS ({ricInterrogatorName,
ricinterrogatorlpAddr,
ricinterrogatorName,
ricinterrogatorDescription,
ricinterrogatorConnectionAdminStatus,
ricinterrogatorConnectionQperStatus,
ricinterrogatorConnectionTime,
riclnterrogatorFirmwareVersion,
ricinterrogatorAggregateReadReqs,
ricinterrogatorAggregateTagReads,
ricinterrogatorAggregateGpiEvents
ricinterrogatorliastGpiEventTime
ricinterrogatorErrorMessage
ricReadPointInterrogatorName,
ricReadPointindex,
ricCReadPointAdminStatus,

ricReadPointoperstatus,
ricReadPointReadRegs,
ricReadPointTagReads,

ricReadPointErrorMessage

}
STATUS current
DESCRIPTION
"The group of data representing an RFID interrogator as
from the perspective of an interrogator controller."
.= { rfidSsiDeviceManagementGroups 4 }

END
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Annex C
(normative)

RDMP WSDLs and XSDs

C.1 Device WSDL

<?xml verg
<wsdl:defi
xmlns:w
xmlns:
xmlns:
xmlns:
utility-1.
targetNg
name="W3
<wsp:H

<u

</wsp:
<wsdl:
</wsdl:def

EE)
IO I OR0)

5

C.2 Firmw

<?xml verg
<wsdl:def]
targetNg
xmlns:w9g
xmlns:sg
xmlns:wg
xmlns:tn
xmlns:x9

<wsdl:ty
<xsd:d
3/2013/01
<xsd
</xsd:
</wsdl:t

ion="1.0" encoding="UTF-8"7?>

nitions
dl="http://schemas.xmlsoap.org/wsdl/"
p="http://www.w3.0org/ns/ws-policy"
0.xsd"

DRFIDDevice">

olicy wsu:Id="DevicePolicy">
sdp:Profile />

Policy>

portType name="15024791-3" />
initions>

are Update Service WSDL

ion="1.0" encoding="utf-8"72>
nitions

dl="http://schemas.xmlsoap.org/wsdl/"
apl2="http://schemas.xmlsbap.org/wsdl/socapl2/"
aw="http://www.w3.0rg¢2006/05/addressing/wsdl"

d="http://www.w3.0rg/2001/XMLSchema">

pes>

rdmp">
:includé¢schemalocation="FirmwareUpdate.xsd"/>

schema®
ypegs>

<wsdl :mg

dp="http://docs.ocasis-open.org/ws-dd/ns/dpws/2009/01"

mespace="http://standards.iso.org/iso/24791/-3/2013/01/ rdmp"

mespace="http://standards.is@.org/iso/24791/-3/2013/01/rdmp"

s="http://standardg. iso.org/iso/24791/-3/2013/01/rdmp"

chema targetlNamespace="http://standards.iso.org/iso/24791/~

sadge nam9="Firmwar@UDdaTeiDownloadAndCommiT TnputMessage"

u="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wWss-wssecurifty-

<wsdl:part name="parameters" element="tns:DownloadAndCommit" />
</wsdl:message>
<wsdl:message name="FirmwareUpdate DownloadAndCommit OutputMessage">

<wsdl:part name="parameters" element="tns:DownloadAndCommitResponse"/>
</wsdl:message>
<wsdl:message name="FirmwareUpdate DownloadAndScheduleCommit InputMessage">

<wsdl:part name="parameters" element="tns:DownloadAndScheduleCommit"/>
</wsdl:message>
<wsdl:message name="FirmwareUpdate DownloadAndScheduleCommit OutputMessage">

<wsdl:
element="t

part name="parameters"
ns:DownloadAndScheduleCommitResponse" />

</wsdl :message>
<wsdl:message name="FirmwareUpdate GetStatus InputMessage">
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<wsdl:part name="parameters" element="tns:GetStatus"/>
</wsdl:message>
<wsdl:message name="FirmwareUpdate GetStatus OutputMessage'">
<wsdl:part name="parameters" element="tns:GetStatusResponse"/>
</wsdl:message>
<wsdl:message name="FirmwareUpdate CheckFirmwareApplicability InputMessage">
<wsdl:part name="parameters" element="tns:CheckFirmwareApplicability"/>
</wsdl:message>
<wsdl:message name="FirmwareUpdate CheckFirmwareApplicability OutputMessage'">
<wsdl:part name="parameters"
element="tns:CheckFirmwareApplicabilityResponse"/>
</wsdl:message>
<wpdl:message name="FirmwareUpdate Cancel InputMessage">
wsdl:part name="parameters" element="tns:Cancel"/>
</Wsdl:message>
<wpdl:message name="FirmwareUpdate Cancel OutputMessage">
wsdl:part name="parameters" element="tns:CancelResponse"/»
</Wsdl:message>
<wpdl:message name="FirmwareUpdate CommittedEvent OutputMessage">
wsdl:part name="parameters" element="tns:CommittedEvent"/>
</Wsdl:message>
<wpdl:message name="FirmwareUpdate DownloadedEvent \QufputMessage'">
wsdl:part name="parameters" element="tns:DownloadedEvent"/>
</Wsdl:message>
<wpdl:message name="FirmwareUpdate CommitProgressEvent OutputMessage"
wsdl:part name="parameters" element="tnsACommitProgressEvent"/>
</Wsdl:message>
<wpdl:message name="FirmwareUpdate CommitgErrorEvent OutputMessage">
wsdl:part name="parameters" element=Mtns:CommitErrorEvent"/>
</Wsdl:message>
<wpdl:message name="FirmwareUpdate~BoéwnloadErrorEvent OutputMessage'">
wsdl:part name="parameters" elément="tns:CommitErrorEvent"/>
</Wsdl:message>
<wpdl:message name="FirmwareUpdate DownloadProgressEvent OutputMessage">
wsdl:part name="parametens" element="tns:DownloadProgressEvent"/>
</Wsdl:message>

<wpdl:portType name="FirmwareUpdate'">
wsdl:operation name="DownloadAndCommit">

<wsdl:input wsaw:Action="http://standards.iso.org/iso/24791/-
3/20L3/01/rdmp/FirmwareUpdate/DownloadAndCommit"
messpge="tns:FirmwareUpdate DownloadAndCommit InputMessage"/>
<wsdl:ofifput wsaw:Action="http://standards.iso.org/iso/24791/-
3/2013/01/rdMp/FirmwareUpdate/DownloadAndCommitResponse"
messphge="tne: FirmwareUpdate DownloadAndCommit OutputMessage"/>
/wégdd:operation>
Wwgdl:operation name="DownloadAndScheduleCommit">

ol l e 2 oo o PICIPR W I Ny | NS S RNy SN~ N El ol 2
v S TPTT =aaan oot et STt ES S5 CEFS=T5

3/2013/01/rdmp/FirmwareUpdate/DownloadAndScheduleCommit"
message="tns:FirmwareUpdate DownloadAndScheduleCommit InputMessage"/>
<wsdl:output wsaw:Action="http://standards.iso.org/iso/24791/-
3/2013/01/rdmp/FirmwareUpdate/DownloadAndScheduleCommitResponse"
message="tns:FirmwareUpdate DownloadAndScheduleCommit OutputMessage"/>
</wsdl:operation>
<wsdl:operation name="GetStatus">
<wsdl:input wsaw:Action="http://standards.iso.org/iso/24791/-
3/2013/01/rdmp/FirmwareUpdate/GetStatus"
message="tns:FirmwareUpdate GetStatus InputMessage"/>
<wsdl:output wsaw:Action="http://standards.iso.org/iso/24791/~-
3/2013/01/rdmp/FirmwareUpdate/GetStatusResponse”
message="tns:FirmwareUpdate GetStatus OutputMessage"/>

i
+H
o
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</wsdl:operation>
<wsdl:operation name="CheckFirmwareApplicability">
<wsdl:input wsaw:Action="http://standards.iso.org/iso/24791/~-
3/2013/01/rdmp/FirmwareUpdate/CheckFirmwareApplicability"
message="tns:FirmwareUpdate CheckFirmwareApplicability InputMessage"/>
<wsdl:output wsaw:Action="http://standards.iso.org/iso/24791/-
3/2013/01/rdmp/FirmwareUpdate/CheckFirmwareApplicabilityResponse"
message="tns:FirmwareUpdate CheckFirmwareApplicability OutputMessage"/>

</wsdl:operation>

<wsdl:

operation name="Cancel">

<wsdl:input wsaw:Action="http://standards.iso.org/iso/24791/-

3/2013/01/

rdmp/FirmwareUpdate/Cancel"

message="Y
<wsd
3/2013/01
message="4
</wsdl
<wsdl:
<wsd
3/2013/01
message="4
</wsdll
<wsdl:
<wsd
3/2013/01
message="4
</wsd]]
<wsdl:
<wsd
3/2013/01
message="4
</wsdl
<wsdl:
<wsd
3/2013/01
message="4
</wsdl
<wsdl:
<wsd
3/2013/01
message="4
</wsdl
<wsdl:
<wsd
3/2013/01
message="4
</wsdl

ns:FirmwareUpdate Cancel InputMessage"/>

l:output wsaw:Action="http://standards.iso.org/iso/24791/-
rdmp/FirmwareUpdate/CancelResponse"
ns:FirmwareUpdate Cancel OutputMessage"/>

:operation>

operation name="CommittedEvent">

l:output wsaw:Action="http://standards.iso.org/iso/2479L/-
rdmp/FirmwareUpdate/CommittedEvent"

ns:FirmwareUpdate CommittedEvent OutputMessage"/>
:operation>

operation name="DownloadedEvent">

l:output wsaw:Action="http://standards.iso.oxgZiso/24791/-
rdmp/FirmwareUpdate/DownloadedEvent"

ns:FirmwareUpdate DownloadedEvent OutputMessage"/>
:operation>

operation name="CommitProgressEvent">

l:output wsaw:Action="http://standards.iso.org/iso/24791/-
rdmp/FirmwareUpdate/CommitProgressiyvent"

ns:FirmwareUpdate CommitProgressE¥ent OutputMessage"/>
:operation>

operation name="CommitErrorEvent">

l:output wsaw:Action="httpa:l/standards.iso.org/iso/24791/-
rdmp/FirmwareUpdate/CompitErrorEvent"

ns:FirmwareUpdate CommitErrorEvent OutputMessage"/>
:operation>

operation name="DownltoadErrorEvent'">

l:output wsaw:Action="http://standards.iso.org/iso/24791/-
rdmp/FirmwareUpdate/DownloadErrorEvent"

ns:FirmwareUpdate DownloadErrorEvent OutputMessage"/>
:operation>

operationSname="DownloadProgressEvent">
l:outputd{wsaw:Action="http://standards.iso.org/iso/24791/~
rdmp/EirmwareUpdate/DownloadProgressEvent"

ns :FirmwareUpdate DownloadProgressEvent OutputMessage"/>
8pgration>

</wsdl:g

B ANEEIN

ey

<wsdl:binding name="DefaultBinding FirmwareUpdate" type="tns:FirmwareUpdate">

<soapl
<wsdl:

2:binding transport="http://schemas.xmlsoap.org/soap/http" />
operation name="DownloadAndCommit">

<soapl2:operation soapAction="http://standards.iso.org/iso/24791/-

3/2013/01/

rdmp/FirmwareUpdate/DownloadAndCommit" style="document"/>

<wsdl:input>

<s
</ws

oapl2:body use="literal"/>
dl:input>

<wsdl:output>

<s
</ws
</wsdl
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oapl2:body use="literal"/>
dl:output>
:operation>
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<wsdl:operation name="DownloadAndScheduleCommit">
<soapl?2:operation soapAction="http://standards.iso.org/iso/24791/-
3/2013/01/rdmp/FirmwareUpdate/DownloadAndScheduleCommit" style="document"/>
<wsdl:input>
<soapl2:body use="literal"/>
</wsdl:input>
<wsdl:output>
<soapl2:body use="literal"/>
</wsdl:output>
</wsdl:operation>
<wsdl:operation name="GetStatus">
<soapl?2:operation soapAction="http://standards.iso.org/iso/24791/-
3/20[L3/01/rdmp/FirmwareUpdate/GetStatus" style="document"/>
<wsdl:input>
<soapl?2:body use="literal"/>
</wsdl:input>
<wsdl:output>
<soapl2:body use="literal"/>
</wsdl:output>
/wsdl:operation>
wsdl:operation name="CheckFirmwareApplicability">
<soapl2:operation soapAction="http://standards . i88.0org/iso/24791/t
3/20[L3/01/rdmp/FirmwareUpdate/CheckFirmwareApplicabiity" style="documeht"/>
<wsdl:input>
<soapl2:body use="literal"/>
</wsdl:input>
<wsdl:output>
<soapl2:body use="literal"/>
</wsdl:output>
/wsdl:operation>
wsdl:operation name="Cancel">
<soapl2:operation soapActionz="http://standards.iso.org/iso/24791/
3/20[L3/01/rdmp/FirmwareUpdate/Caneel" style="document"/>
<wsdl:input>
<soapl2:body use="literal"/>
</wsdl:input>
<wsdl:output>
<soapl2:body udes"literal"/>
</wsdl:output>,
/wsdl:operation
wsdl:operatidn) name="CommittedEvent">
<soapl2:qgperation soapAction="http://standards.iso.org/iso/24791/
3/2013/01/rdmpAFirmwareUpdate/CommittedEvent” style="document"/>
<wsdlsgutput>
<80apl2:body use="literal"/>
<(wddl:output>
[w'sd]l :operation>
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<soapl2:operation soapAction="http://standards.iso.org/iso/24791/-
3/2013/01/rdmp/FirmwareUpdate/DownloadedEvent" style="document"/>
<wsdl:output>
<soapl?2:body use="literal"/>
</wsdl:output>
</wsdl:operation>
<wsdl:operation name="CommitProgressEvent">
<soapl?2:operation soapAction="http://standards.iso.org/iso/24791/-
3/2013/01/rdmp/FirmwareUpdate/CommitProgressEvent" style="document"/>
<wsdl:output>
<soapl2:body use="literal"/>
</wsdl:output>
</wsdl:operation>
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<wsdl:
<soa
3/2013/01/

operation name="CommitErrorEvent">
pl2:operation soapAction="http://standards.iso.org/iso/24791/-
rdmp/FirmwareUpdate/CommitErrorEvent" style="document"/>

<wsdl:output>

<s

</ws
</wsdl
<wsdl:
<soa
3/2013/01/

oapl2:body use="literal"/>

dl:output>

:operation>

operation name="DownloadProgressEvent">
pl2:operation soapAction="http://standards.iso.org/iso/24791/-
rdmp/FirmwareUpdate/DownloadProgressEvent" style="document"/>

<wsdl:output>

<s

oapl2:body use="literal"/>

</wo
</wsdl
</wsdl:H

</wsdl:def

C.3 Firmw

<?xml verg
<xs:schemd
elementH
targetNg
xmlns:x9
xmlns:tn

<xs:elern
<xs:cdq

<xs

<

<X
processCor
</x3

<xs
</xs:d
</xs:els
<xs:eler
<xs:cd
<xS:

<X
processCon
</x9

<xs
</xs:d

dl:output>
:operation>
inding>

initions>

are Update Service XSD

ion="1.0" encoding="utf-8"?>

ormDefault="qualified"
mespace="http://standards.iso.org/iso/24791/*3/2013/01/rdmp"
="http://www.w3.0rg/2001/XMLSchema"
s="http://standards.iso.org/is0/24791/~58/2013/01/rdmp">

ent name="DownloadAndCommit">
mplexType>

Jlsequence>

s:element name="FirmwareLocatdion" type="xs:anyURI"/>

s:any minOccurs="0" maxOccudg~"unbounded" namespace="##other"
tents="1lax" />

:sequence>
(lanyAttribute namespacgs##other" processContents="lax" />
omplexType>

ment>

ent name="DownldadAndCommitResponse">

mplexType>

sequence>

s:any minQO&curs="0" maxOccurs="unbounded" namespace="##other"
tents="1Xax" />

:sequehoe>

lanyAEt¥ribute namespace="##other" processContents="lax" />
oppiexType>

ment>

</xs:els

<xs:element name="DownloadAndScheduleCommit">
<xs:complexType>

<Xs:

sequence>

<xs:element name="FirmwareLocation" type="xs:anyURI"/>
<xs:element name="AtTime" type="xs:dateTime"/>
<xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other"

processContents="lax"

</xs
<xs:

/>
:sequence>
anyAttribute namespace="##other" processContents="lax" />

</xs:complexType>
</xs:element>
<xs:element name="DownloadAndScheduleCommitResponse">
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<xs:complexType>

<xs:sequence>

<xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other"
processContents="1lax" />

</xs:sequence>

<xs:anyAttribute namespace="##other" processContents="lax" />
</xs:complexType>

</xs:element>

<xs:element name="GetStatus">

<xs:complexType>
<xXs:sequence>

<xs:any minOccurs="0" maxOccurs="unbounded" namespace="##othe*§
prockssContents="1lax" /> N

</xs:sequence> Qb

<xs:anyAttribute namespace="##other" processContents:"lax"lel
/xs:complexType> ’
</ks:element> /\q
<xp:element name="GetStatusResponse"> b‘
xs:complexType> CL

<xs:sequence> ()
<xs:element name="GetStatusResult" type="tns: mwareUpdateStatps"/>
</xs:sequence>
/xs:complexType> \%
</ks:element> é}

<xp:element name="CheckFirmwareApplicabil{ﬁ&">
xs:complexType>
<xs:sequence> \\
<xs:element namez"FirmwareVersf&k" type="xs:string"/>
<xs:any minOccurs="0" maxOcqegé="unbounded" namespace="##other"
prockssContents="1lax" /> R\
</xs:sequence> . QS
<xs:anyAttribute namespagggh##other" processContents="1lax" />
/xs:complexType> 0
</ks:element> X
<xp:element name="Chea§§§§mwareApplicabilityResponse">
xs:complexType> ()
<xs:sequence> _ *,
<xs:elemen me="CheckFirmwareApplicabilityResult"
typefp"tns:Firmwa mparisonResult"/>
<xs:ars1§é inOccurs="0" maxOccurs="unbounded" namespace="##other"

procgessConte "lax" />
</xs; §qhence>

Attribute namespace="##other" processContents="lax" />

</xé§9 ement>

<xs:element name="Cancel">
<xs:complexType>
<xs:sequence>
<xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other"
processContents="1lax" />
</xs:sequence>
<xs:anyAttribute namespace="##other" processContents="lax" />
</xs:complexType>
</xs:element>
<xs:element name="CancelResponse">
<xs:complexType>
<xs:sequence>
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<x
processCon
</xs

<XS:
</xs:c
</xs:ele

<xs:elem
<xXs5:CO
<xs:

<x
processCon

s:any minOccurs="0" maxOccurs="unbounded" namespace="##other"
tents="1lax" />

:sequence>

anyAttribute namespace="##other" processContents="lax" />
omplexType>

ment>

ent name="CommittedEvent">

mplexType>

sequence>

s:any minOccurs="0" maxOccurs="unbounded" namespace="##other"
tents="lax" />

</x3
<XS:
</xs:d
</xs:eld

<xs:elen
<xs:cdq

<xXS

<
processCo
</x9

<xs
</xs:d
</xs:els

<xs:elern
<xs:cd

<xXS

<X
type="tns:
</x9
</xs:4
</xs:els

<xs:elern
<xs:cd
<xs

<

</x9
</xs:4
</xs:els

<xs:elern
<xs:cd
<XSi

:[sequence>

[sequence>

lsequence>

:sequence>

anyAttribute namespace="##other"™ processContents="lax" />

omplexType>

ment> .
'\fb

qy

Y##other"

ent name="DownloadedEvent">
mplexType>

s:any minOccurs="0" maxOccurs="unbounded" namespa
tents="1lax" /> Q>
:sequence>

dlanyAttribute namespace="##other" processConta&£b="lax" />

omplexType>

ment> )
N

Y

N\

N

E{&’tlnfo"

N

.éb

xO

ent name="CommitEer$é$Ent">

mplexType> CD

-

AgbommitErrorEventInfo" type="tns:ErrorEventInfo"/>

ent name="CommitProgressEvent">
mplexType>

s:element name="CommitProgress
CommitProgressEventInfo" />
:sequence>
omplexType>
ment>

s:element name
:sequence>

omplexType ()

ment> Eé

ent %$gg="DownloadErrorEvent">
mpl€§ ype>

ence>

<

1

ot

</xs

PN
=ary T Tt

:sequence>

et

</xs:complexType>
</xs:element>

<xs:element name="DownloadProgressEvent">
<xs:complexType>

<xXS:

sequence>

<xs:element name="DownloadProgressEventInfo"

type="tns:
</xs

DownloadProgressEventInfo"/>
:sequence>

</xs:complexType>
</xs:element>
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<xs:complexType name="FirmwareUpdateStatus">
<xs:sequence>

<xs:element name="CurrentFirmwareVersion" type="xs:string"/>

<xs:element name="CurrentState" type="tns:FirmwareUpdateState"/>

<xs:element minOccurs="0" name="PastErrors" nillable="true"
type="tns:ArrayOfErrorEventInfo"/>

<xs:element minOccurs="0" name="UploadedVersion" nillable="true"
type="xs:string"/>

<xs:element minOccurs="0" name="CommitProgress" nillable="true"
type="tns:CommitProgressEventInfo"/>

<xs:element minOccurs="0" name="DownloadProgress" nillable="true"
type="tns:DownloadProgressEventInfo"/>
<xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other"
prockssContents="1lax" />
/Xs:sequence>
xs:anyAttribute namespace="##other" processContents="lax" />
</ks:complexType>

<xp:simpleType name="FirmwareUpdateState">

xs:restriction base="xs:string">
<xs:enumeration value="Ready"/>
<xs:enumeration value="Downloading"/>
<xs:enumeration value="Downloaded"/>
<xs:enumeration value="Committing"/>
<xs:enumeration value="FatalError"/>
/xs:restriction>

</ks:simpleType>

<xp:simpleType name="FirmwareComparisohResult">

xs:restriction base="xs:string">
<xs:enumeration value="Newer"/x
<xs:enumeration value="Older!"/>
<xs:enumeration value="SamgV&rsion"/>
<xs:enumeration value="NobtApplicable"/>
/Xs:restriction>

</ks:simpleType>

<xp:complexType nameZ£"ArrayOfErrorEventInfo">
XS:sequence>

<xs:element minOccurs="0" maxOccurs="unbounded" name="ErrorEventInfo"
nillpble="true" type="tns:ErrorEventInfo"/>
/Xs:sequence>

</ks:complekfype>

<xp:complexType name="ErrorEventInfo">
Xsfsgquence>
<xS:element name="Description" type="xs:string"/>

s 1 oot oo WMo LA iz e ot TS n
ST e T T T =Y SO~ s> e e e = 2 13

<xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other"
processContents="1lax" />
</xs:sequence>
<xs:anyAttribute namespace="##other" processContents="lax" />
</xs:complexType>

<xs:complexType name="CommitProgressEventInfo">
<xs:sequence>
<xs:element minOccurs ="0" name="Description" nillable="true"
type="xs:string" />
<xs:element name="PercentCompleted" type="xs:byte"/>
<xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other"
processContents="1lax" />
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</xs:sequence>
<xs:anyAttribute namespace="##other" processContents="lax" />
</xs:complexType>

<xs:complexType name="DownloadProgressEventInfo">
<xs:sequence>
<xs:element name="PercentCompleted" type="xs:byte"/>
<xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other"
processContents="1lax" />
</xs:sequence>
<xs:anyAttribute namespace="##other" processContents="lax" />
</xs:complexType>

</xs:schenja>

C.4 Management Service WSDL

<?xml verdion="1.0" encoding="utf-8"?>
<wsdl:definitions
xmlns:sdap="http://schemas.xmlsoap.org/wsdl/soapl2/"

xmlns:{ns="http://standards.iso.org/is0/24791/-3/2013 /01 frdmp"
xmlns:¢ysaw="http://www.w3.0rg/2006/05/addressing/wsdt™
xmlns:fsd="http://www.w3.0rg/2001/XMLSchema"
targetNamespace="http://standards.iso.org/iso/247917/-3/2013/01/rdmp"
xmlns:ysdl="http://schemas.xmlsoap.org/wsdl/">

<wsdl:types>
<xsd:qchema targetNamespace="http://standaxds.iso.org/iso/24791/-
3/2013/01/frdmp">
<xsd:include schemalocation="Management.xsd"/>
</xsd:schema>
</wsdl:fypes>

<wsdl:mgssage name="Management GetSources InputMessage'>
<wsdl:part name="parameters™element="tns:GetSources"/>
</wsdl:nlessage>
<wsdl:mgssage name="Management GetSources OutputMessage">
<wsdl:part name="parametéers" element="tns:GetSourcesResponse"/>
</wsdl :nessage>
<wsdl:mgssage name="Mahagement GetAllPropertyMetadata InputMessage">
<wsdl:part name="parameters" element="tns:GetAllPropertyMetadata"/>
</wsdl :nlessage>
<wsdl:mgssage hdrme="Management GetAllPropertyMetadata OutputMessage">
<wsdl:partSmame="parameters" element="tns:GetAllPropertyMetadataResponse"|/>
</wsdl :nfessage>
<wsdl:mgssage name="Management GetPropertyMetadata InputMessage'">
<wsdl:part name="parameters" element="tns:GetPropertyMetadata"/>
</wsdl:message>
<wsdl:message name="Management GetPropertyMetadata OutputMessage'">
<wsdl:part name="parameters" element="tns:GetPropertyMetadataResponse"/>
</wsdl:message>
<wsdl:message name="Management GetPropertyValue InputMessage">
<wsdl:part name="parameters" element="tns:GetPropertyValue"/>
</wsdl :message>
<wsdl:message name="Management GetPropertyValue OutputMessage">
<wsdl:part name="parameters" element="tns:GetPropertyValueResponse"/>
</wsdl :message>
<wsdl:message name="Management GetPropertyValuesByGroup InputMessage">
<wsdl:part name="parameters" element="tns:GetPropertyValuesByGroup"/>
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</wsdl:message>
<wsdl:message name="Management GetPropertyValuesByGroup OutputMessage">
<wsdl:part name="parameters" element="tns:GetPropertyValuesByGroupResponse"/>

</
<w

</
<w

</
<w

</
<w

</

<w

</

<w|

</

<w]|

</

<w

</
<w
name

elem
</
<w|
name

elem

</

<!
<w

3/20
mess

3/20
mess

3/20
mess

3/20
mess

3/20
mess
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wsdl:message>
sdl:message name="Management GetAllPropertyValues InputMessage">
<wsdl:part name="parameters" element="tns:GetAllPropertyValues"/>
wsdl :message>
sdl:message name="Management GetAllPropertyValues OutputMessage">

<wsdl:part name="parameters" element="tns:GetAllPropertyValuesResponse"/>

wsdl:message>
sdl:message name="Management SetPropertyProfile InputMessage">
<wsdl:part name="parameters" element="tns:SetPropertyProfile"/>

lisdl :message>

5d1:message name="Management SetPropertyProfile OutputMessage">
wsdl:part name="parameters" element="tns:SetPropertyProfileRespons
wsdl :message>

5dl :message name="Management Reboot InputMessage">

wsdl:part name="parameters" element="tns:Reboot"/>

sdl :message>

sdl :message name="Management Reboot OutputMessage'">

wsdl:part name="parameters" element="tns:RebootResponhse"/>

Wsdl :message>

5dl:message name="Management ResetToFactorySettlings InputMessage">
wsdl:part name="parameters" element="tns:ResetlToFactorySettings"/>
vsdl :message>

sdl:message name="Management ResetToFactogySettings OutputMessage">
wsdl:part name="parameters" element="ta5*ResetToFactorySettingsRes
sdl :message>

5d1 :message

-"Management ResetToFactorySettingskxceptNetwork InputMessage">
wsdl:part name="parameters"
ent="tns:ResetToFactorySettingsExceptNetwork"/>

vsdl :message>

5d1 :message

="Management ResetToFactgorySettingsExceptNetwork OutputMessage">
wsdl:part name="paramgters"
ent="tns:ResetToFactefySettingsExceptNetworkResponse" />

vsdl :message>

--Service Defipe&ion for Management-->
5dl :portType,name="Management'">
wsdl:operatien name="GetSources">

<wsdl:ifiput wsaw:Action="http://standards.iso.org/iso/24791/-
13/01/rdnp/Management/GetSources"
hge='"tne:Management GetSources InputMessage"/>
<wsdl:output wsaw:Action="http://standards.iso.org/iso/24791/-
13/01/rdmp/Management/GetSourcesResponse"

oy | FTRN 2 Mo S ocomman ot Qoo JATEE X EEE NV "

3u/>

bonse" />

g erstMenagementGCetSourees—Outputiessay
</wsdl:operation>
<wsdl:operation name="GetAllPropertyMetadata">
<wsdl:input wsaw:Action="http://standards.iso.org/iso/24791/-
13/01/rdmp/Management/GetAllPropertyMetadata"
age="tns:Management GetAllPropertyMetadata InputMessage"/>
<wsdl:output wsaw:Action="http://standards.iso.org/iso/24791/~-
13/01/rdmp/Management/GetAllPropertyMetadataResponse"
age="tns:Management GetAllPropertyMetadata OutputMessage"/>
</wsdl:operation>
<wsdl:operation name="GetPropertyMetadata">
<wsdl:input wsaw:Action="http://standards.iso.org/iso/24791/-
13/01/rdmp/Management/GetPropertyMetadata”
age="tns:Management GetPropertyMetadata InputMessage"/>
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<wsdl:output wsaw:Action="http://standards.iso.org/iso/24791/-

3/2013/01/

rdmp/Management/GetPropertyMetadataResponse"

message="tns:Management GetPropertyMetadata OutputMessage"/>

</wsdl
<wsdl:

:operation>
operation name="GetPropertyValue">

<wsdl:input wsaw:Action="http://standards.iso.org/iso/24791/-

3/2013/01/

rdmp/Management/GetPropertyValue"

message="tns:Management GetPropertyValue InputMessage"/>
<wsdl:output wsaw:Action="http://standards.iso.org/iso/24791/-

3/2013/01/

rdmp/Management/GetPropertyValueResponse"

message="tns:Management GetPropertyValue OutputMessage"/>

</wsdl

:operation>

<wsdl:
<wsd
3/2013/01
message="4
<wsd
3/2013/01
message="4
</wsdll
<wsdl:
<wsd
3/2013/01
message="4
<wsd
3/2013/01
message="4
</wsd]]
<wsdl:
<wsd
3/2013/01
message="4
<wsd
3/2013/01
message="4
</wsdl
<wsdl:
<wsdg
3/2013/01
<wsd
3/2013/01
message="4
</wsdl
<wsdl:
<wsd
3/2013/01
message="4

<wsd

operation name="GetPropertyValuesByGroup">

l:input wsaw:Action="http://standards.iso.org/iso/24791/-
rdmp/Management/GetPropertyValuesByGroup"

ns:Management GetPropertyValuesByGroup InputMessage"/>
l:output wsaw:Action="http://standards.iso.org/iso/24791/-
rdmp/Management/GetPropertyValuesByGroupResponse"
ns:Management GetPropertyValuesByGroup OutputMessage"/>
:operation>

operation name="GetAllPropertyValues">

l:input wsaw:Action="http://standards.iso.org/ise/24791/~
rdmp/Management/GetAllPropertyValues"

ns:Management GetAllPropertyValues InputMessag@®"/>
l:output wsaw:Action="http://standards.iso.drg/iso/24791/-
rdmp/Management/GetAllPropertyValuesResponse"
ns:Management GetAllPropertyValues OutptMessage"/>
:operation>

operation name="SetPropertyProfile"Xx

l:input wsaw:Action="http://standakds.iso.org/iso/24791/-
rdmp/Management/SetPropertyProfilée"

ns:Management SetPropertyProfile’ InputMessage"/>

l:output wsaw:Action="http://standards.iso.org/iso/24791/-
rdmp/Management/SetPropertyRrofileResponse"

ns:Management SetPropertyProfile OutputMessage"/>
:operation>

operation name="Rebqof)">

l:input wsaw:Actiofi=*http://standards.iso.org/iso/24791/-
rdmp/Management /Reboot" message="tns:Management Reboot InputMessage
l:output wsaw:Astion="http://standards.iso.org/iso/24791/~
rdmp/Management//RebootResponse"
ns:Management/ Reboot OutputMessage"/>

:operatighs

operatidf name="ResetToFactorySettings">
1l:inptt“/wsaw:Action="http://standards.iso.org/iso/24791/~-
rdmp/Management /ResetToFactorySettings"

n$Z/Management ResetToFactorySettings InputMessage"/>
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3/2013/01/rdmp/Management/ResetToFactorySettingsResponse"
message="tns:Management ResetToFactorySettings OutputMessage"/>
</wsdl:operation>

<wsdl:

operation name="ResetToFactorySettingsExceptNetwork">

<wsdl:input wsaw:Action="http://standards.iso.org/iso/24791/-
3/2013/01/rdmp/Management/ResetToFactorySettingsExceptNetwork"
message="tns:Management ResetToFactorySettingsExceptNetwork InputMessage"/>
<wsdl:output wsaw:Action="http://standards.iso.org/iso/24791/-
3/2013/01/rdmp/Management/ResetToFactorySettingsExceptNetworkResponse"
message="tns:Management ResetToFactorySettingsExceptNetwork OutputMessage"/>
</wsdl:operation>
</wsdl:portType>
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<!--Binding for Management-->
<wsdl:binding name="DefaultBinding Management" type="tns:Management">
<soap:binding transport="http://schemas.xmlsoap.org/soap/http"/>

<wsdl:operation name="GetSources">
<soap:operation soapAction="http://standards.iso.org/iso/24791/-
3/2013/01/rdmp/Management/GetSources" style="document"/>
<wsdl:input>
<soap:body use="literal"/>
</wsdl:input>
<wsdl:output>
<soap:body use="literal"/>

</wsdl:output>
/wsdl:operation>

wsdl:operation name="GetAllPropertyMetadata">
<soap:operation soapAction="http://standards.iso.org/isof24791/-
3/20[13/01/rdmp/Management/GetAllPropertyMetadata" style="document"/>
<wsdl:input>
<soap:body use="literal"/>
</wsdl:input>
<wsdl:output>
<soap:body use="literal"/>
</wsdl:output>
/wsdl:operation>

wsdl:operation name="GetPropertyMetadatfa™>
<soap:operation soapAction="http://Sst¥ahdards.iso.org/iso/24791/~-
3/20[L3/01/rdmp/Management/GetPropertyMetadata" style="document™/>
<wsdl:input>
<soap:body use="literal"/>
</wsdl:input>
<wsdl:output>
<soap:body use="literal!V>
</wsdl:output>
/wsdl:operation>

wsdl:operation nanes"GetPropertyValue">
<soap:operation ‘soapAction="http://standards.iso.org/iso/24791/~-
3/20L3/01/rdmp/Management/GetPropertyValue" style="document"/>
<wsdl:inpugX
<soap:hody use="literal"/>
</wsdl ;¥mput>
<wsdlsmutput>
<80ap:body use="literal"/>
<(wsdl:output>
[wsdl :operation>

<wsdl:operation name="GetPropertyValuesByGroup">
<soap:operation soapAction="http://standards.iso.org/iso/24791/-
3/2013/01/rdmp/Management/GetPropertyValuesByGroup" style="document"/>
<wsdl:input>
<soap:body use="literal"/>
</wsdl:input>
<wsdl:output>
<soap:body use="literal"/>
</wsdl:output>
</wsdl:operation>

<wsdl:operation name="GetAllPropertyValues">
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<soap:operation soapAction="http://standards.iso.org/iso/24791/-
3/2013/01/rdmp/Management/GetAllPropertyValues" style="document"/>

<wsdl:input>
<soap:body use="literal"/>
</wsdl:input>
<wsdl:output>
<soap:body use="literal"/>
</wsdl:output>
</wsdl:operation>

<wsdl:operation name="SetPropertyProfile">
<soap:operation soapAction="http://standards.iso.org/iso/24791/-
3/2013/01/Jrdmp/Management/SetPropertyProfile” style="document"/>
<wsdl:input>
<doap:body use="literal"/>
</wqdl:input>
<wsdl:output>
<doap:body use="literal"/>
</wqdl:output>
</wsd]]: operation>
<wsdl:loperation name="Reboot">
<sogp:operation soapAction="http://standards.iso.oxgjfiso/24791/~-
3/2013/01/Jrdmp/Management /Reboot" style="document"/>
<wsdl:input>
<qoap:body use="literal"/>
</wqdl:input>
<wsdl:output>
<doap:body use="literal"/>
</wqdl:output>
</wsd]l]: operation>
<wsdl:operation name="ResetToFactorySettings">
<sogp:operation soapAction="http?Y//standards.iso.org/iso/24791/-
3/2013/01/Jrdmp/Management/ResetToFagtorySettings" style="document"/>
<wsdl:input>
<doap:body use="literall/>
</wqdl:input>
<wsdl:output>
<doap:body use="kiteral"/>
</wqdl:output>
</wsd]:operationy>
<wsdl:loperati@f name="ResetToFactorySettingsExceptNetwork">
<sogp:opekation soapAction="http://standards.iso.org/iso/24791/-
3/2013/01/Jrdmp/Management/ResetToFactorySettingsExceptNetwork" style="documenft"/>
<wsdlLidnput>
<deepbeody—use="titerat"

</wsdl:input>
<wsdl:output>
<soap:body use="literal"/>
</wsdl:output>
</wsdl:operation>
</wsdl:binding>
</wsdl:definitions>

C.5 Management Service XSD

<?xml version="1.0" encoding="utf-8"?>
<xs:schema
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elementFormDefault="qualified"
targetNamespace="http://standards.iso.org/iso/24791/-3/2013/01/rdmp"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:tns="http://standards.iso.org/is0/24791/-3/2013/01/rdmp">
<xs:include schemalocation="LLRP.xsd"/>
<xs:element name="GetSources">
<xs:complexType>
<xs:sequence>
<xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other"
processContents="1lax"/>
</xs:sequence>
<xs:anyAttribute namespace="##other" processContents="lax"/>

</ks:complexType> b‘

</ks:element> N

<xp:element name="GetSourcesResponse"> Qb
xs:complexType> Qs.
<xs:sequence> r\’

<xs:element name="GetSourcesResult" type="tns:Sourc9€qy>
</xs:sequence> b‘
/xs:complexType> CL

</ks:element> ()
&

<xp:complexType name="Sources"> (S\
Xs:sequence> %
<xs:element minOccurs="0" maxOccurs="unbounded" name="Source"
nillpble="true" type="tns:Source" /> Q
/Xs:sequence> <D
<

</ks:complexType>
N\

<xp:complexType name="Source"> &S}
Xs:sequence> %]
<xs:element name="SourceName!'\type="xs:token"/>
<xs:element name="SourceTy, type="xs:QName" />
<xs:any minOccurs="0" ma curs="unbounded" namespace="##other"

prockssContents="1lax"/> e}
/xs:sequence> b

xs:anyAttribute nam§§§gce="##other" processContents="1lax"/>
</ks:complexType> ()

<xp:element nameﬁﬁxétAllPropertyMetadata">
Xs:complexaié
>

<xs:sequen
<xsi§§§hént minOccurs="0" nillable="true" name="SourceName"
typef"xs:t v/>

ny minOccurs="0" maxOccurs="unbounded" namespace="##other"
procgssContents="1lax"/>

\Q/xs :sequence>

> szt e oo+ PN o
Seoiryrro e T otTT ot

=11 "
T

</xs:complexType>
</xs:element>
<xs:element name="GetAllPropertyMetadataResponse">
<xs:complexType>
<xs:sequence>
<xs:element name="GetAllPropertyMetadataResult"
type="tns:PropertyMetadataDictionary"/>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:complexType name="PropertyMetadataDictionary">
<xs:sequence>
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<xs:element minOccurs="0" maxOccurs="unbounded" name="PropertyMetadataPair"

nillable="true" type="tns:PropertyMetadataPair"/>

</xs:sequence>
</xs:complexType>

<xs:complexType name="PropertyMetadataPair">
<xs:sequence>

<xXs
<xs

:element name="Propertyldentifier" type="xs:QName"/>
:element name="PropertyMetadata" type="tns:PropertyMetadata"/>

</xs:sequence>
</xs:complexType>

<xs:comglexType name="PropertyMetadata">
<xs:sgquence>

<xs
<xXs
<xs

:slelement name="Type" type="xs:QName" />
:slelement name="Description" type="xs:string" />
:slelement name="Writeable" type="xs:boolean" />

<xs:element name="IsPersistent" type="xs:boolean" />
<xs:element name="RequiresRestart" type="xs:boolean" />
<xs:element minOccurs="0" maxOccurs="1" name="DefaultValuel

type="tns

<xSs

IPropertyvalue" />
any minOccurs="0" maxOccurs="unbounded" namespaces™f#other"

processCorltents="1lax" />

</xs:

dequence>

<xs:arlyAttribute namespace="##other" processContenfts="lax" />
</xs:conplexType>

<xs:comglexType name="PropertyValue">

<xs:cHoice>

<xSs

lelement name="String" type="xs:st&ing" />

<xs:element name="Integer" type="xswint" />
<xs:element name="TagDataSelector¥” type="tns:TagDataSelector" />
<xs:element name="QName" type="Xg:QName" />

<xs
<xs
<xs
<xXs

element name="Boolean" type="xs:boolean"/>
Jelement name="Float" type="xs:float"/>
lelement name="Double'( fype="xs:double"/>
Jelement name="Uri"(type="xs:anyURI"/>

<xs:ielement name="DateTime" type="xs:dateTime"/>
<xs:ielement name="BLRPStatus" type="tns:LLRPStatus"/>
<xs:element name=VGeneralDeviceCapabilities"

type="tns

type="tns:|RegulatotyCapabilities" />
<xs:elemehk’/name="AntennaProperties" type="tns:AntennaProperties"/>
<xs:ielefient name="AntennaConfiguration" type="tns:AntennaConfiguration"
<xs:elément name="KeepaliveSpec" type="tns:KeepaliveSpec"/>
<XS: 1 Mot PN - —"Evr i Ao dD e i " t PR | I SN -E'\"r i Ao dD o i "
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<Xs

<xs
<xSs

:IGeneralDeviceCapabilities" />
Jelement n@me="RegulatoryCapabilities"

Tttt HESHRC<CPoTETS g S TTrooIrarcC pPpoTTo

:element name="Identification" type="tns:Identification"/>
:any namespace="##other" processContents="lax"/>

</xs:choice>

</xs:complexType>

<xs:complexType name="TagDataSelector">
<xs:sequence>

<xs

:element name="ID" type="xs:boolean"/>

<xs:element name="Data" type="xs:boolean"/>
<xs:element name="SourceName" type="xs:boolean"/>
<xs:element name="NumberingSystemIdentifier" type="xs:boolean"/>

<xXs

:element name="Time" type="xs:boolean"/>
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<xs:element name="TagType" type="xs:boolean"/>
</xs:sequence>
</xs:complexType>

<xs:element name="GetPropertyMetadata">
<xs:complexType>
<xs:sequence>
<xs:element minOccurs="0" maxOccurs="1" name="SourceName" nillable="true"
type="xs:token"/>
<xs:element name="Propertyldentifier" type="xs:QName"/>
<xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other"
processContents="1lax"/>

</xs:sequence> b‘

<xs:anyAttribute namespace="##other" processContents="lax"/> N/

/xs:complexType> (L
</ks:element> Qs.
<xp:element name="GetPropertyMetadataResponse"> ’

<Xs:sequence>

xs:complexType> 6355

<xs:element name="GetPropertyMetadataResult" CL
typef"tns:PropertyMetadata"/> ()
</xs:sequence> \\Q/
/xs:complexType> ()
</ks:element> <?)

S

<xp:element name="GetPropertyValue"> Q
xs:complexType> <D
<xs:sequence>

<xs:element minOccurs="0" max0c2§§s:"l" name="SourceName" nillable="true"
typef"xs:token"/>

<xs:element name="Propertyl Htifier" type="xs:QName" />

<xs:any minOccurs="0" maxO rs="unbounded" namespace="##other"
prockssContents="1lax"/> . 4§
</xs:sequence> éa
<xs:anyAttribute name§830e="##other" processContents="1lax"/>
/xs:complexType> \{‘
</ks:element>
<xp:element name—"Geﬂi}bpertyValueResponse">
xs:complexType>,
<xs:sequence

<xs:elem name—"GetPropertyValueResult" type="tns:PropertyvValfe" />
</xs:seque
/xXs:com Type>
</ks:ele

<xp:element name="GetPropertyValuesByGroup">
ycomplexType>

S+secreR
<xs:element minOccurs="0" maxOccurs="1" nillable="true" name="SourceName"
type="xs:token"/>
<xs:element name="GroupURI" type="xs:anyURI"/>
<xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other"
processContents="1lax"/>
</xs:sequence>
<xs:anyAttribute namespace="##other" processContents="lax"/>
</xs:complexType>
</xs:element>
<xs:element name="GetPropertyValuesByGroupResponse">
<xs:complexType>
<xs:sequence>
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<xs:element name="GetPropertyValuesByGroupResult"

type="tns:

PropertyProfile"/>

</xs:sequence>
</xs:complexType>
</xs:element>

<xs:complexType name="PropertyProfile">
<xs:sequence>
<xs:element minOccurs="0" maxOccurs="unbounded" name="PropertyValuePair"

nillable="

/>

true" type="tns:PropertyValuePair"

</xs:sequence>
</xs:complexType>

<xs:comg
<xs:s9g
<XS:
<xXS:
</xs:9
</xs:conf

<xs:elen]
<xs:cdq

<xs

<X
type="xs:4
<
processCon
</x9

<xs
</xs:d
</xs:eld
<xs:elern
<xXs:Cg

<xs

<
type="tns:
</x9
</xs:4
</xs:els

<xs:eler]
<xs:cCd
<xXs:

<X
type="xs:1
<

<

A

&

mplexType> \

:lsequence> ()

s:element minOccurs="0" maxOccurs="1" nillabLé%TtIue" name="SourceN
oken"/>

s:any minOccurs="0" maxOccurs="unbounded2&égmespace="##other"

tents="lax"/>
QQ

:sequence>

lanyAttribute namespace="##other" pré%pssContents:"lax"/>
omplexType> ‘\

ment> %]

ent name="GetAllPropertyValue ﬁégponse">

mplexType> . Eé

lsequence> éa

s:element name:"GetAllP§g§ertyValuesResult"

PropertyProfile"/>
:sequence>
omplexType>
ment>

&

ent name="S

?ffakpertyProfile">
mplexType>
sequence §§>'

s:elem minOccurs="0"
oken"

maxOccurs="1" nillable="true" name="SourcelN
ent name="PropertyProfile" type="tns:PropertyProfile"/>

minOccurs="0" maxOccurs="unbounded" namespace="##other"

lexType name="PropertyValuePair">

quence> (ﬁ)
element name="PropertyIdentifier"™ type="xs:QName"/> -
element name="PropertyValue" type="tns:PropertyValue" nilhqé;é="tru
equence> ,\Q
plexType> q/b‘

ent name="GetAllPropertyValues">

en/>

ame "

ame "

processCorn

s:e€§
ﬁY7"lu "

</xs
<XS:
</xs:c
</xs:ele

:sequence>

anyAttribute namespace="##other"™ processContents="lax"/>
omplexType>

ment>

<xs:element name="SetPropertyProfileResponse">

<xXs:CO
<xs:

<x
processCon
</xs

<xs:
</xs:c
</xs:ele
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mplexType>

sequence>

s:any minOccurs="0" maxOccurs="unbounded" namespace="##other"
tents="1lax"/>

:sequence>

anyAttribute namespace="##other" processContents="lax"/>
omplexType>

ment>
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