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INFORMATION TECHNOLOGY -
STORAGE MANAGEMENT

FOREWORD

ISO (International Organization for Standardization) and IEC (International Electrotechnical Commission) form the
specialized system for worldwide standardization. National bodies that are members of ISO or IEC participate in the
development of International Standards. Their preparation is entrusted to technical committees; any ISO and IEC
member body interested in the subject dealt with may participate in this preparatory work. International governmental
and non-governmental organizations liaising with ISO and IEC also participate in this preparation.
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International Standard ISO/IEC 24775 was prepared by the SNIA (Storage Networking Industry Association?),
was adopted, under the fast track procedure, by ISO/IEC joint technical committee 1: Information technology and
has been assigned to subcommittee 25: Interconnection of information technology equipment.

This second edition cancels and replaces the first edition published in 2007 and constitutes a technical revision.

1. Storage Networking Industry Association, 425 Market Street, Suite 1020, San Francisco, CA 94105, U.S.A.
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This edition includes the following significant changes with respect to the previous edition:

« Expanded scope: The range of SAN components modeled by the profiles defined in this specification has
been greatly expanded. Many of the profiles that were identified as either future work or experimental content
at the time of the initial publication have matured to full profiles. In addition, new areas have been modeled
and included (e.g., SCSI Target Ports).

< Improved organization: The specification has been reorganized to provide more information more easily. The
experimental content has been incorporated into the body of the document, rather than being segregated in
an annex, to ease planning for adoption of emerging techniques.

< Additional documentation of best practices and deployment concerns: The specification now includes a more
formal representation of common deployment and usage practices, a more complete treatment of backward
com '\ntihility issues-and-a-more detailed-discussion-of-the nnp:hiliﬁne of the AP grnnping them into a
five-level architecture, spanning from physical devices to application-level manipulation, and jaddressing er-
ror cpnditions, configuration, accounting performance and security issues at each level.

This Intefnational Standard has been approved by vote of the member bodies and;'the voting fesults may be
obtained from the address given on the second title page.

This publjcation has been drafted in accordance with the ISO/IEC Directives, Part 2.

IMPORTANT — The “colour inside” logo.sonthe cover page of this publication irndicates
that|it contains colours which are considered to be useful for the correct undersftanding
of it$ content. Users should thereforg’print this publication using a colour printey.
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INTRODUCTION

This International Standard is divided into a number of clauses and annexes:

Clause 1 defines the scope of this standard and places it in context of other standards and standards projects.

Clause 2 specifies definitions, symbols, abbreviations, and document conventions.

Clause 3 describes the underlying concepts of the interface, including its anticipated usage model and business ra-

tionale.

Clause 4 shows typographical conventions used in this document to indicate deprecated and experimental materi-

al. The clause also defines the terms deprecated and experimental as used in SMI-S.

Clause 5 enumerates the normative references that apply to this standard.

Clause 6 identifies high-level requirements and capabilities addressed by this standard.
Clause 7 defines the transport layer and reference model employed in the standard.
Clause 8 pfovides an overview of the object model underlying the standard.

Clause 9 defines the object model underlying the standard.

Clause 10
Clause 11
Clause 12
Annex A's

Annex B e

This Interngtional Standard defines a method for the interoperable management of a heterogeneou
Network ($AN), describes the information available to a WBEM Client from an SMI-S compliant CIM
object-orighted, XML-based, messaging-based interface’designed to support the specific requiremg

ing device

defines service discovery in the context of this standard.

defines the roles for the various entities of the management system défined by the stand
defines the installation and upgrade process defined by the standard.

pecifies a method of mapping CIM objects to SNMP MIB structures (informative).

Stablishes the declaration of compliance with the SNIA"SMI Specification (normative).

5 in and through Storage Area Networks (SANS).

5 Storage Area
Server and an
bnts of manag-
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INFORMATION TECHNOLOGY -
STORAGE MANAGEMENT

1 Scope

This International Standard defines an interface for the secure, extensible, and interoperable management of a
distributed and heterogeneous storage system. This interface uses an object-oriented, XML-based, messaging-
based protocol designed to support the specific requirements of managing devices and subsystems in this storage
environment. Using this protocol, this International Standard describes the information available to a WBEM Client

from an SMI-S compliant CIM WBEM Server.
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2 Definitions, Symbols, Abbreviations, and Conventions

2.1 Terms and definitions
For the purposes of this document the following terms and definitions apply.

2.1.1 access control

means to ensure authorized access and to prevent unauthorized access to resources relevant to information
security based on the business and security requirements

2.1.2 account
an established relationship between a user and a computer, network or information service

2.1.3 dccountability

Information Security property that establishes responsibility for the effects of action (taken by individuals,
organizatigns or communities with an explanation as to how and why the action took plagé {ISO/IEC 27000]

2.1.4 ddministrator

a person gharged with the installation, configuration, and management of a computer system, ngtwork, storage
subsystem), database, or application

2.15 dgent
an Object Manager that includes the provider service for a limited set-af resources

2.16 dggregation
a strong foym of an association

2.1.7 dudit Log
logs collecfing the evidence of selected user activitiesyexceptions, and information security events

2.1.8 duthentication
the act of Verifying the identity claimed by a\party to a communication

2.1.9 gduthentication mechanism
process fof determining and validating a user (or device) identity

2.1.10 guthorization
the procesp of granting atright or permission to access a system resource

2.1.11 Ridirectignal authentication
see 2.1.40["mutual authentication"

2112 CHA-Server
a server that provides support for CIM requests and provides CIM responses.

2.1.13 client
a process that issues requests for service
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2.1.14 Common Information Model

an object-oriented description of the entities and relationships in a business' management environment maintained
by the Distributed Management Task Force

2.1.15 dedicated SMI-S Server
a CIM Server that is dedicated to supporting a single device or subsystem

2.1.16  digested password
the hashed form of a cleartext password

2.1.17 discovery

a process which provides information about what physical and logical storage entities have been found within the
management domain

2.1.18 Distributed Management Task Force (DMTF)
an industry organization that develops management standards for computer system and-enterprise pnvironments

2.1.19 dynamic host control protocol (DHCP)

an Internef protocol that allows nodes to dynamically acquire (“lease”) network addresses for period$ of time rather
than having to pre-configure them

2.1.20 ¢gmbedded SMI-S Server
a CIM Seryer that is embedded in the device or subsystem for which ityprovides management

2.1.21 4gnclosure
a box or cgbinet

2.1.22  gntity authentication
corroboration that an entity is the one claimed. [ISO/EC 9798]

2.1.23 gdnumerate
an operatign used to enumerate subclassesysubclass names, instances and instance names

2.1.24 gvent
an occurrepce of a phenomenon,of interest.

2.1.25 ¢Xtensible Markup-Ltanguage
a universal format for struetured documents and data on the World Wide Web

2.1.26 gxtent
a set of copsecutively addressed disk blocks.

2.1.27 extermatauttrerntcation
authentication which relies on an authentication service separate from (or external to) an entity

2.1.28 extrinsic method
A method defined as part of CIM Schema

2.1.29 fabric
Any interconnect between two or more Fibre Channel N_Ports, including point-to-point, loop, and Switched Fabric
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2.1.30 FICON™2

Fibre Channel storage protocol used in IBM mainframe computers and peripheral devices such as ECKD storage
arrays and tape drives

2.1.31 general purpose SMI-S Server

an SMI-S Server that is not dedicated to supporting a single device or subsystem, and may support multiple
devices or subsystems.

2.1.32 grammar

a formal definition of the syntactic structure of a language (see 2.1.66 "syntax"), normally given in terms of
production rules that specify the order of constituents and their sub-constituents in a sentence (a well-formed string
in the language)

2.1.33 Host bus adapter (HBA)
card that cpntains ports for host systems

2.1.34  Hypertext Transfer Protocol (HTTP)
request-reply protocol used for internet communications

2.1.35 igentity
representafion of an actual user (or application or service or device)

2.1.36 ipterconnect element
non-termingal network elements (Switches, hubs, routers, directors)s

2.1.37 ipterface definition language (IDL)
high-level gleclarative language that provides the syntax forinterface declarations

2.1.38 intrinsic method

operations|made against a CIM server and a CIM namespace independent of the implementation |of the schema
defined in the server

2.1.39 lpgical unit number
a SCSI logjcal unit or logical unit number.

2.1.40 rmutual authentication
authentication that provide$ hoth parties (users or entities) with assurance of each other's identity.

2.1.41 Network Address Authority (NAA)

a four bit jdentifierto denote a network address authority (i.e., an organization such as CCITT or IEEE that
administer$ netwerk addresses)

2.1.42 norrepudiation

the ability to prove an action or event has taken place, so that this event or action cannot be repudiated later. [ISO/
IEC 27000]

2.FICON™ js an example of a suitable product available commercially. This information is given for the convenience of
users of this standard and does not constitute an endorsement of this product by SNIA or any standards organization.
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2.1.43 out-of-band

transmission of management information for storage components outside of the data path, typically over Ethernet.
Also: use of mechanisms other than the ones required on a communications channel to transmit information.
[ISO/IEC 24767]

2.1.44  partition
collection of contiguous block on a disk or virtual disk

2.1.45 password

a secret sequence of characters or a word that a user submits to a system for purposes of authentication,
validation, or verification.

2.1.46 datnh
combinatign of initiator and target ports and logical unit

2.1.47 (drivacy

the right oflan entity (normally an individual or an organization), acting on its own behalf,\to determing the degree to
which the ¢onfidentiality of their private information is maintained

2.1.48 (drivileged user

a user who, by virtue of function, and/or seniority, has been allocated powers within a systém, which are
significantly greater than those available to the majority of users

2.1.49 (drotocol
a set of rules that define and constrain data, operations, or both

2.1.50 droxy SMI-S Server
an SMI-S $erver that does not run on the device or subSystem which it supports

2.1.51 dublic key infrastructure (PKI)

a framewofk established to issue, maintain, and revoke public key certificates accommodating a vatfiety of security
technologi¢s.

2.1.52 SAN
a group of fabrics that have common leaf elements.

2.1.53  §CsSlI Parallel Interface (SPI)
The family|of SCSI standards that define the characteristics of the parallel version of the SCSI interface.

2.1.54  Yecure Sockets Layer (SSL)

A suite of dryptegraphic algorithms, protocols and procedures used to provide security for communi¢ations used to
access thg world wide web. More recent versions of SSL are known as TLS (Transport Level Sefurity) and are

standardized-by-thelaternet Engesrngtask-Force ETH

2.1.55 Service Access Point
the network address of a process offering a service.

2.1.56 shared secret
a pre-shared key that has been allocated to communicating parties prior to the communication process starting.
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2.1.57 Simple Network Management Protocol (SNMP)
an IETF protocol for monitoring and managing systems and devices in a network

2.1.58 SMI-S server

a CIM Server that supports SMI-S (Storage Management Initiative Specification) Profiles for management of a
device or subsystem

2.1.59 SNMP trap
a type of SNMP message used to signal that an event has occurred

2.1.60 soft zone
a zone consisting of zone Members that are made visible to each other through Client Service requests

2.1.61 Ytorage Management Initiative Specification (SMI-S)

an interfagte between WBEM-capable clients and servers for the secure, extensible,,and| interoperable
management of networked storage (this standard)

2.1.62 Ytorage Networking Industry Association (SNIA)

an associgtion of producers and consumers of storage networking products whose goal is to further storage
networking technology and applications

2.1.63 dtorage resource management (SRM)

management of physical and logical storage resources, including starage elements, storage devicgs, appliances,
virtual devices, disk volume and file resources.

2.1.64 dwitch
Fibre chanpel interconnect element that supports a mesh‘topology.

2.1.65 gwitched fabric
A fabric comprised of one or more Switches

2.1.66 gyntax
The structdre of strings in some language: A language's syntax is described by a grammar.

2.1.67 threat

A potential source of an ingcident that may result in adverse changes to an asset, a group of assets or an
organizatidn. [ISO/IEC 27000j

2.1.68 Jnidirectionalhauthentication
Authentication that provides one party (user or entity) with assurance of the other's identity.

2.1.69 User Datagram Protocol

An Internetprotocot that provides tonmectiontess tatagranT uelivery SeTvice to apphcations

2.1.70  vulnerability

Weakness in an information system, system security procedures, internal controls, or implementation that could be
exploited or triggered by a threat. [ISO/IEC 27000]
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2.1.71 Web Based Enterprise Management

a set of management and Internet standard technologies from DMTF developed to unify the management of
distributed computing environments

2.1.72 web service
a software system designed to support interoperable machine-to-machine interaction over a network

2.1.73 zone
a group of ports and switches that allow access. Defined by a zone definition

2.1.74 zone set
one or more zones that may be activated or deactivated as a group

2.2 Ac¢ronyms and abbreviations

AAA Authentication, Authorization, and Accounting
ACL Access Control List

API application programming interface

CA Certificate Authority

CIM Common Information Model

CRL Certificate Revocation List

DHCP dynamic host control protocol

FC Fibre Channel

HBA host bus adapter

HMAC keyed-Hash Message Authentication Code
HTTPS Hypertext Transfer Protocol Secure

IDL interface definition language

IETF Internet Engineering Task Force

IMA iISCSI Management API

IP Internet Protocol

IPsec Internet Protocol Security

iISCSI Internet SCSI

LDAP Lightweight Directory Access,Protocol
MAC Message Authentication Code

oS operating system

PKI Public Key Infrastructure

RADIUS Remote Authentication Dial In User Service
RBAC Role-base Access Control

RFC Request for Eemments

SAM-3 SCSI Arghitecture Model

SAN storage area network

SB Single'Byte (command set)

SCsSl Small Computer System Interface

SES SCSI Enclosure Services

SLP Service Location Protocol

SMI-S Storage Management Initiative - Specification
SNIA Storage Networking Industry Association
SPC-3 SCSI Primary Commands-3

SSL Secure Socket Layer

SSO Single Sign-on

SSP Storage Service Provider

TC Technical Committee

TCP Transmission Control Protocol

TLS Transport Layer Security

UDP User Datagram Protocol
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URL
WBEM
XML

Uniform Resource Locator
Web-Based Enterprise Management
Extensible Markup Language

2.3 Keywords

2.3.1 expected

A keyword used to describe the behavior of the hardware or software in the design models presumed by this
standard. Other hardware and software design models may also be implemented.

2.3.2 invalid

A keyword

an invalid bit,

byte, word

2.3.3 n

A keyword
with this st

234 1
A keyword

2.35 n
Keywords

2.3.6 o
A keyword

2.3.7 d
A keyword

2.3.8 q

A keyword
optional fe

2.3.9 r

A keyword
use and in
or field shg
check resdg

im compliance

used to describe an illegal or unsupported bit, byte, word, field or code value. Receipt o
field or code value shall be reported as an error.
nandatory
indicating an item that is required to be implemented as defined in this standard to clg
hndard
nay
that indicates flexibility of choice with no implied preference
nay not
hat indicates flexibility of choice with no implied preferencé
bsolete
indicating that an item was defined in prior standards but has been removed from this standard
paque:
indicating that value has no semantics ek internal structure
ptional
that describes features that_are not required to be implemented by this standard. H

hture defined by this standard_is implemented, it shall be implemented as defined in this g

pserved

referring to bits, bytes, words, fields and code values that are set aside for future standa
erpretation may/be specified by future extensions to this or other standards. A reserved
Il be set to zero, or in accordance with a future extension to this standard. Recipients are
rved bits, bytes, words or fields for zero values. Receipt of reserved code values in defi

as an-error.

owever, if any
tandard

dization. Their
bit, byte, word
not required to
hed fields shall

ensure interoperability with other products that conform to this standard.

2.3.11  should
A keyword indicating flexibility of choice with a preferred alternative; equivalent to the phrase “it is recommended”

|

guirements to
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2.4 Conventions

Certain words and terms used in this International Standard have a specific meaning beyond the normal English
meaning. These words and terms are defined either in 2, "Definitions, Symbols, Abbreviations, and Conventions"
or in the text where they first appear.

Numbers that are not immediately followed by lower-case b or h are decimal values.
Numbers immediately followed by lower-case b (xxb) are binary values.

Numbers immediately followed by lower-case h (xxh) are hexadecimal values.

Hexadecimal digits that are alphabetic characters are upper case (i.e., ABCDEF, not abcdef).

multiple of four

Decimal fractions are initiated with a comma (e.g., two and one half is represented as 2,5).

Decimal nymbers having a value exceeding 999 are separated with a space(s) (e.g., 24 255).

See also dlause 4 "Typographical Conventions" for typographical conventions.
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3 Business Overview

3.1

Preamble

Large Storage Systems and Storage Area Networks (SANS) are emerging as a prominent and independent layer of
IT infrastructure in enterprise class and midrange computing environments. Examples of applications and functions

driving the

emergence of new storage technology include:

Sharing of vast storage resources between multiple systems via networks,
LAN free backup,

Remote, disaster tolerant, on-line mirroring of mission critical data,

Cluste
Archiv

e Distrib
To acceler
requires a
supplied b
resources.
Specificati
reliable, a
distributed
associated
systems.

3.2

This interfg
satisfactior]
devices wi
presentatig
specific, S
flexibly sel
large stora
flexibly sel
the standa

e Morer
Accelg

Expan

ing of fault tolerant applications and related systems around a single copy of data.
ng requirements for sensitive business information.
ited database and file systems.

hte the emergence of more functional and sophisticated storage systems in the marks
standard management interface that allows different classes of hardware and soft
multiple vendors to reliably and seamlessly interoperate for the.purpose of monitoring
The SNIA Storage Management Initiative (SMI) was created/to develop this speg
n or SMI-S), the definition of that interface. This standard provides for heterogeneous, f
d secure monitoring/control of mission critical global resources in complex and pote
multi-vendor storage topologies like SANs. As sueh, this interface overcomes th
with legacy management systems that deter customeér’uptake of more advanced storag

Buisiness Rationale

t, the industry
ware products
and controlling
ification (SMI-
nctionally rich,
ntially broadly-
e deficiencies
P management

ce is targeted at creating broad multi-yendor management interoperability and thus incre

thin the global context of a largé)storage system to be reliably and securely manag

bct between alternate hardware vendors when constructing storage configurations. Bro
ds defined and extended in this specification will provide increased customer satisfactior

hpidly expand-the acceptance of new storage management technology like SANs and iS
rate customer acquisition of new storage management technology;

Jthe-total market.

sing customer

. To that end, this specification defings an “open” and extensible interface that allows syibsystems and

by overlying

n frameworks and management systems in the context of the rapidly evolving multi-verjdor market. In
AN integrators (like end-users;"VARS, and SSPs) can, via this standardized management |nterface, more
pct between multiple vendars when building the hierarchy of software systems requiredl to manage a
pe system independent of the underlying hardware systems. Additionally, storage integrators can more

ad adoption of
and will:

CSI;
f ’

Additionally, a single common management interface allows SAN vendors and integrators to decrease the time

required to

3.3

bring new more functional technology, products, and solutions to market.

Interface Definition

This management interface allows storage management systems to reliably identify, classify, monitor, and control
physical and logical resources in a storage system. The fundamental relationship of this interface to storage
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management software, presentation frameworks, user applications, SAN physical entities (i.e., devices), SAN
discovery systems, and SAN logical entities is illustrated in Figure 1: "Interface Functions".

Command Interface ii Graphical Interface

Application Framework
Media Data Migration
Management e ' (HSM)
. . i Volume
Performance ' Capacity Planning Management Database System
Resource .
oA ’ File System ' Backup System _\,\'\
L\

qv
SMI-S Interface
(\’\

\" o

W Lport bomer
RAIDset izl S it@ Arra Router Fdbric
Media Set y i
Vedia Mgmt Q
: Enclosure Card
f Appliance

Objects

LU
Snapshot

Tape Virtual
Volume

Q)
I sE‘)ﬁmentation

Figure 1 - Interface Functions

The diagram illustrates that functions-of the interface can be distributed across multiple devices (i.¢., Switches or
Array Confrollers) and/or software ‘systems (i.e., Discovery Systems). While the functionality of the interface is
distributed|within or across arstorage environment, to insure that monitoring and control operationg by clients are
consistent jand reliable, thé state of a given resource is not certain to be valid if it is simultaneougly available to
clients fronmp multiple unsynchronized sources.

EXAMPLE: A request by an SRM application and a backup engine for the bandwidth available on a
given Fibre Channel path should be coordinated by a single monitoring entity to| insure
information consistency. If the SRM application and Backup engine obtain different ayailable
bandwidth information for a given Fibre Channel path from multiple unsynchronized gources
they could function in conflict and degrade the efficiency of the environment.

Addressing this concern is the responsibility of parties configuring Storage and Network management clients that
rely on the primitives defined in the specification.

Note: Within this architecture (as depicted by the illustration above) entities like an appliance-based volume
manager may potentially act as both a client and a server to the interface.

EXAMPLE: A Host-based volume manager wants to construct a large storage pool from multiple SAN
appliance based volumes, as well as volumes/LUNSs originating from array controllers. In this
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case, the host based volume manager needs to inspect the characteristics of the volumes on
both the SAN appliance and array controller prior to allocation. Additionally, the SAN
appliance (which runs a volume manager) needs to inspect the properties of storage devices
when building its volumes. As such, the SAN appliance in this case is both a client and server

in the management environment, depending on the action being performed.

includes a number of strategic functional requirements for the interface. These capabilities will be

introduced to the interface implementation over time, and may not be present in this version of the interface. The
functionalities required to fully satisfy the needs of clients using a storage management interface include:

a)

b)

<)

d)

f)
Note:

a)

h)

)

Example npn-goals fQr this interface include:

a)
b)
<)
d)

Eqg

Clients need to be able to obtain sufficient information to discern the topology of the SAN or complex

storage system;

Clients need to be able to reliably identify resources that have experienced an error/fault condition that

Has resulted in degraded/disabled operation;

(lients need to be able to construct a zone of allocation around a select group of hoStyang
resources;

(lients need to be able to identify nonvolatile storage resources available to a\storage ma|
tém, to allow them to construct a storage pool of a consistent level of performance and avi

(lients need to be able to identify third-party copy engines (and associated media libraries
gble to a cooperating backup engine, allowing it to allocate an engité/library/robot to a giv
task;

(lients need to be able to dynamically allocate non-volatile Storage resources;

(¢lients need to be able to access sufficient topolegy and component information to allow 3
Resource Management (SRM) application like*a performance monitor to examine topolog
ation, such that performance bottlenecks\can be exposed and capacity planning perform

N

(¢lients need to be able to employ appropriate data reporting and tracking to allow capacity
bm to identify each storage pooliin'the SAN and then interact with the manager of each p
tilization statistics;

—

(¢lients need to be provided with adequate controls for a privileged, user-written applicatior
Use of a volume to a specific host, set of hosts, or set of controller communications ports;

o

evices and supsystems in the SAN to fault isolation and analysis systems.

The ability to select a logical communications port over which to send/receive data;

storage

hagement sys-
hilability;

/robots) avail-
en backup

ch volume to be utilized is subject to strict availability.and performance requirements. As @ result, the file
system needs to inspect the properties of each volume prior to allocation.

L Storage
and line utili-
bd;

planning sys-
Dol to assess

to restrict the

(lients need to be-assured of timely propagation of data concerning the health and perforfnance of the

The. ability to read or write data to a volume;

The ability to identify and recover from data communications errors and failures;

The ability to log a new communications device into a network.
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Technology Trends

To be broadly embraced and long lived this management interface should respect and leverage key technology
trends evolving within the industry. These include:

a)

b)

c)

d)

Improved Connectivity: Whether available In-band (i.e., over Fibre Channel/iSCSI) or avalil

able out-of-

band (i.e., over a LAN/MAN/WAN), or available over a mix of both, virtually all devices in a storage man-

agement environment have (or soon will have), access to a common communications tran

sport suitable

for carrying management information content (e.g., TCP/IP), that is used to transmit a standardized

encoding (e.g., CIM-XML) of recognized semantics (e.g., CIM);

Increased Device Manageability: Through a common, general-purpose network transport,

provide the

option to provide proxy services to provide access to (e.g., general purpose computer system) devices

via this standardized management interface;

EXAMPLE: A legacy array controller is incapable of running the software necessary to-imple
management server for this interface and uses a proxy server on a SAN Japplia
communicate within the management environment.

EXAMPLE: An HBA is incapable of running the software necessary to implementia managemen
for this interface and uses a proxy server on its host system_to communicate wit
management environment.

AML Standardization: XML is providing the ability to create managément protocols with arn
latform independent, human readable, content describable communication language. Th

(=t o]

bject Independent Protocols: These protocols provide-@ppropriate abstraction — separati
on of the object model from the semantics/syntax of the protocol. Additionally, the transp
ent, content-description (i.e., markup) nature of XML allows it to be utilized by both web-
pplication and appliances;

Q O ot M

hcreased SAN Complexity: SANs are being.configured with diverse classes of componen
istributed topologies. Management clients and servers in the environment need to anticig
idely distributed on systems, appliances and devices throughout large SAN topologies, V
ing real-time distributed state for logical entities. Figure 2: "Large SAN Topology" provides
single SAN built from multiple classes of components spanning three physical locations
nd C).

- < o —

QD Q

ment a
nce to

server
hin the

extensible,
s streamlines

ne task of developing infrastructure to support this interface:and debug systems around the interface.

ng the defini-
hrt-indepen-
bnabled

ts and widely
ate being

hile maintain-
an example of
.e., SitesA, B
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Figure 2 - Large SAN Topology

[

hce C1

3.5 Management Environment

Clients anfl Servers ©f this interface can be widely distributed on systems, appliances, and deyices across a
network that includés)one or more large SAN topologies.

The configuration in Figure 3: "Example Client Server Distribution in a SAN" provides an example client/server
distribution wsing in-band TCP/IP communications, out of band TCP/IP communications, or employing proxy
services to bridge legacy and/or proprietary communication interfaces. The device “Old Array Controller” is
incapable of appropriate communication with clients and servers in the management environment to provide
management access (i.e., a CIM Server). Access to the communications transport that clients and servers share
for communication is achieved via a proxy service on the host computer in the upper right hand corner of the
illustration. All other clients and servers communicate via direct access to a common communications transport.
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3.6  Ailchitectural Objectives

The following reflect architectural objectives of the interface. Some of these capabilities are not pres
release of the interface, but are inherent in its architecture and intended extensibility. They are inter

guidance
Specificat

a)

b)

c)

d)

Figure 3 - Example Client Server Distribution in a SAN

concerning the present ‘and future direction of development of the Storage Manage
ion.

onsistency: State within a managed object and between objects remains consistent inde
umber of elients simultaneously exerting control, the distribution of objects in the environ
anagement action being performed;

Isolation: A client that needs to execute an atomic set of management actions against one

Nt in the initial
ded to provide
ment Initiative

bendent of the
ment, or the

or more man-

ged’objects is able to do so in isolation of other clients, who are simultaneously executing

management

actions against those same objects;

Durability: Consistency, and isolation are preserved independent of the failure of any entity or communi-

cations path in the management environment;

Consistent Name Space: Managed objects in a single management domain adhere to a consistent nam-
ing convention independent of state or reliability of any object, device, or subsystem in the SAN;

Distributed Security: Monitoring and control operations are secure. The architecture supports:

1) Client authentication;
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p)
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2) Privacy (encryption) of the content of the messages in this protocol;

3) Client authorization;

Physical Interconnect Independence: The interface will function independent of any particular physical
interconnect between components, any supplier, or any topology;

Multi-vendor Interoperability: Clients and servers should use a common communication transport and
message/transfer syntax to promote seamless plug compatibility between heterogeneous multi-vendor

c

omponents that implement the interface;

Scalability: The size, physical distribution, or heterogeneity of the storage system does not degrade the

q

\Y
o
r

o<

H

— —

0
o
S
3

A
t

uality or function of the management interface;

eyond the definitions here-in to distinguish their products and services in the market inde
blease of a new version of the interface;

olatility of State: This interface does not assume that objects are preserved in'nen-volatil
lients and servers may preserve object state across failures, but object preservation is n

eplication: This interface provides no support for the automatic replication of object state
hanagement environment;

unctional Layering Independence: The design of this interface’isiindependent of any fung
vendor chooses to employ in constructing the storage management systems (hardware
ecessary to manage a storage environment;

synchronous or Synchronous execution: Management-actions may execute either asyng
ynchronously;

vents: This interface provides for the reliable asynchronous delivery of events to one or n
lients;

ancelable Management Actions: Longzrunning synchronous or asynchronous directives
apable of being cancelled by the client. Cancellation needs to result in the termination of
erver and resource consumed being released,;

urable Reference: Object classes that persist across power cycles and need to be monit

D insure consistent reference by clients;

ynamic installation-and reconfiguration: New clients and servers need to be capable of b
r removed from a SMI-S management environment without disrupting the operation of ot
ervers. In most cases, clients should be capable of dynamically managing new servers th
dded tq @ SMI-S environment.

endor Unique EXTension: The interface allows vendors to implement proprietary runctionglity above and

bendent of the
b repositories.
Dt mandatory;

within the

tional layering
and software)

hronously or

ore registered

need to be
work by the

pred and con-

olled independent of SAN.reconfiguration (i.e., logical volumes) need be identified via “Ddrable Names”

ping added to
her clients or
at have been

utomatic discovery of new servers: When new management servers are added to the m

agement sys-

M they should automatically become available to management clients without the need fpr manual con-

fi

guration by administrations staff.


https://iecnorm.com/api/?name=9786d70b13eda018dfcd1880f45eb029

- 56 - 24775 ©I1SO/IEC:2011(E)

4 Typographical Conventions

4.1 Deprecated Material

Sections identified as “Deprecated” contain material that is not recommended for use in new development efforts.
Existing and new implementations may still use this material, but shall move to the newer approach as soon as
possible. Providers shall implement the deprecated elements in order to achieve backwards compatibility. Clients
may use the deprecated elements and are directed to instead use the elements that are thus favored.

Deprecated sections are documented with a reference to the last published version to include the deprecated
section as normative material and to the section in the current specification with the replacement. A sample of the

typographi

Cal-convention for aeprecated COrterit S nctuded betow:

Deprecate

| material appears here.

42 B

Some of th
adoption re
implement
experimen
in an upco
the text. A

perimental Material

e content considered for inclusion in this specification has-yet to receive sufficient revie
quirements set forth by the SMI committee within the”’SNIA. This content is presented he
brs who are interested in likely future developments within the SMI specification. The ¢
al may change as implementation experience is gained. There is a high likelihood that it

Ming revision of the specification. Until that time,”it is purely informational, and is clearly,
sample of the typographical convention for.experimental content is included below:

v to satisfy the
re as an aid to
ontent marked
vill be included
marked within

EXPERI

ENTAL

Experimental content appears here.

EXPERI

IENTAL

43 M

In addition
material th
material is

aturity Model

to informative and normative content, this standard includes guidance about the matur
At has completed a rigorous design review but has limited implementation in commercial
clearly~delineated as described in 4.2. The typographical convention is intended to proy

the maturi

different seés

of the affected material, W|th0ut altering its normative content. By recognlzmg the rela

ty of emerging
products. This
ide a sense of
ive maturity of

adoption and deployment of different portions of the standard in a commerC|aI product.

ons about the
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5 Overview

5.1 Base Capabilities

To achieve the architectural objectives and support the key technological trends in 3, "Business Overview", this
document describes an extensible, secure, auto-discoverable, object-oriented, XML-based messaging based
interface designed to support the specific requirements of managing devices in and through storage systems. The
top level protocol that implements this messaging based interface in this revision of the specification is called Web
Based Enterprise Management (WBEM) and more specifically CIM/XML over http. To quickly become ubiquitous,
SMI-S seeks to the greatest extent possible to leverage a number of existing enterprise management standards
through this interface, such as:

e The Wprld Wide Web Consortium (W3C) for standards on XML,

e The Ing

5.1.1 Ok

A hierarchy of object classes with properties (a.k.a. attributes) and methods (a.k.a. directives)
Universal Modeling Language (UML) modeling constructs of inheritance and associations defing

capabilitieg
and part of

to consult pne of the many publicly available texts on UML ofthé uml.org web site (www.uml.org)

understand
Informatior

ise Management (WBEM) standards,

andards written by ANSI on Fibre Channel and SCSI,

eg NMahagemen o a

ernet Engineering Task Force (IETF) for standards on HTTP, SLP, and_iSCSI.

ject Oriented

of the SMI-S. The SMI-S object model (which constitutes the bulk of this specification) is
the Common Information Model (CIM) at the DMTF. dmplementers of this specification a

and Web Based

linked via the
s most of the
ntegrated with
re encouraged
to develop an

ing of UML. A brief tutorial on UML is provided in.the introduction material in 7, "Object Model General

" in this specification.
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Figure 4 - Object.Model/Server Relationship

In Figure 4t "Object Model/Server Relationship"”, a SMI-S client obtains object classes and instanceq that it can use
to manage|the storage. At this level of discussion, the focus is on SMI-S conformant WBEM Clients and Servers.
The WBEN! Servers have providers forthe various components that are responsible for the class gnd association
instances that allow the underlying cemponent implementation to be managed.

A standard, object-oriented interface, together with a standard interface protocol, allows WBEM Cliepts to discover,
monitor, arjd control storage and network devices, regardless of the underlying implementation of thiose devices.

The goal of this document is to clearly and precisely describe the information expected to be available to a WBEM
Client fron] an SMI<S,'"compliant WBEM Service. It relies upon UML diagrams, easy-to-use tables|and machine-
readable, CIM-compliant Managed Object Format (MOF) (through the CIM model maintained at the DMTF). This is
intended tq ease the task of client implementation and to ease the task of using existing WBEM Sef[vers. It should
be noted that\the MOF Interface Description Language is a precise representation of the object model in this
specification, and developers are encouraged to learn this means of expression when implementing this interface.
Programmers implementing this interface should reference MOF representations of the object model when faced
with implementation decisions.

SMI-S compliant WBEM Servers provide instances in a manner conformant to one or more SMI-S profiles (8.1.1,
"Profile Content"). The object model supporting these instances may be extended by the vendor as long as it
remains conformant to the relevant SMI-S profiles. Generally, vendor-unique code is necessary in a WBEM client
to take advantage of vendor defined model extensions. Regardless of the presence of vendor extensions, a
generic WBEM client is able to leverage all SMI-S features defined for a supported profile.
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Figure 5: "Canonical Inheritance" illustrates this requirement.
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ustrates that even though a Fibre Channel Switch> may only report instances and all

model presented in this specification is intended to facilitate interoperability not limiting

of unique

serves as [a’core” to compel multi-vendor interoperability. In the interest of gaining a competitive

atures that differentiate manufacturers in the market For this reason, the object mode

pw associated

pcution for certain objects, when asked by a cliefit to enumerate its Object Classes it reports the entire
f classes in its tree. Similarly a server that _ifistantiates an array controller reports the g
ses that links it to the base canonical object of the SMI-S model. It is this single cang
SMI-S client to discover, map, and operate upon the complete set of objects in a given S

omplete set of
nical root that
AN.

he expression
provided only
advantage, a

given vendor’s implementation of the interface may include additional object classes, properties, mgthods, events,

and assoclations around this “core”. These vendor-unique extensions to the object model may,

(e.g., extripsic methods), require'the modification of client code above and beyond that required

core.

5.1.2 Me

A messagi
and langug

ssaging Based

ng-based.interface, rather than a more traditional procedure call interface, was selected 3
ge independence could be achieved across the breadth of devices, clients, and manufac

implement
actions ove

the interface. ThIS messaglng -based environment also eases the task of transportlnc

ih select cases

to support the

o that platform
urers that may
management
justry evolves.

An example fragment of an SMI S CIM XML message is prowded in F|gure 6 "Sample CIM-XML Message".
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<IDOCTYPE CIM SYSTEM HTTP://www.dmtf.org/cim-v2.dtd/>
<CIMVERSION="2.0" DTDVersion="2.0">
<CLASS NAME="ManagedSystemElement”>
<QUALIFIER NAME="abstract”></QUALIFIER>
<PROPERTY NAME=""Caption” TYPE="string”>
<QUALIFIER NAME="MaxLen” TYPE="'sint32”">
<VALUE>64</VALUE>

</QUALIFIER>
</PROPERTY>

<PROPERTY NAME="’Description” TYPE="string”’></PROPERTY>
<PROPERTY NAME=InstallDate” TYPE="datetime’”>
<QUALIFIER NAME="MappingStrings” TYPE="string”’>
<VALUE>MIF .DMTF]ComponentID|001.5</VALUE>
</QUALIFIER>
</PROPERTY>
<PROPERTY NAME=”Status” TYPE="string”’>
<QUALIFIER NAME="Values” TYPE="string’” ARRAY="TRUE>
<VALUE>OK</VALUE>
<VALUE>Error</VALUE>

Figure 6 - Sample CIM<XXML Message
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5.2  Functionality Matrix

5.2.1 Overview

The functionality enabled by this version of the Storage Management Initiative Specification organized follows a
multi-level model. Within each level of this model, several broad categories of management are described. This
creates a functionality matrix, which serves two purposes. First, it organizes a complex set of capabilities enabled
by the overall SMI-S approach. Second, it helps to ensure good management functionality coverage for the
managed devices comprehended by SMI-S. This section provides an overview of the functionality matrix approach
for describing the management functionality provided by this version of SMI-S. A blank functionality matrix is
provided in Table 1.

Table 1 - Functionality Matrix

Fault Configuration Accounting Performance L‘Security
Management Management Management Management Management

Applicatjon Level

File / Rgcord
Level

Block Lgvel

Conneclivity Level

Device llevel

5.2.2 Mylti-Level Model Of Networked Storage Management Functionality

The lowest level of the multi-level model of networked stotage management functionality applies td managing the
basic phydgical aspects of the elements found in a _nétworked storage environment, and the ugper levels are
involved with managing the different logical levels supported by these managed elements. Each levgl in this model
depends upon the lower levels being in place.

Shown in tpp-down order, the functionality levels are:
« (Level ) Application Level Functionality,

= (Level ) File/Record Level Functionality,

« (Level ) Block Level Functionality,

= (LevelR) Connectivity, Level Functionality,

« (Level 1) Device-Level Functionality.

Managed physical elements in a networked storage environment shall support Level 1 functionality, and may
support additional functionality levels as well, depending upon the logical capabilities of the managed physical
element. The-furctior |a“ty auppwtcd IUy =} |||a||agcd etement-witt ||U||||a”y irvolve-a—cot ﬁiguuuo set-of levels in this
model. If a managed physical element supports functionality for a particular upper level, then it will also support
functionality for each level between that level and Level 1.

As an example of this last point, consider a NAS Head device. It has a physical component (Level 1). It is
connected to other physical components in the networked storage environment (Level 2). It deals with Block
storage (Level 3), and it deals with Files (Level 4). A NAS Head device can therefore be expected to support
functionality in levels 1 through 4 of this multi-level model of networked storage management functionality.
Similarly, a regular NAS device would support management functionality in each of these same levels, although the
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functionality supported within each level might be slightly different, since the regular NAS device does not have a
SAN back-end.

5.2.3 FCAPS

Within each level of this model, a basic set of functionality is needed that allows management applications to
exercise FCAPS capabilities over elements supporting that level. FCAPS is a model of the working objectives of
network management, and these same concepts are applied to each of the levels in the multi-level model of
networked storage management functionality. A summary of FCAPS capabilities includes:

Fault Management: Identifying, isolating, correcting, and logging managed element faults. Includes running
diagnostics, generating fault alarms, and keeping error statistics,

Configuration Management: Discovering, configuring, and monitoring managed elements. Includes adding,
altering, and removing managed elements,

Accou ices. Includes

distrib

nting Management: Measuring and tracking usage of managed elements pr.serv
ting resources, setting quotas, and billing,

Perfor
eleme

Securi
access
confidg

By specify
functionalit
support fon

g

524 M

5.24.1

This level
managed
Systems e
other elen
System pri

5.24.2

This level
aspects of

ance Management: Monitoring of performance, error rate, and utilization metrics
ts. Includes setting thresholds, problem reporting, logging of data, and examining histori

y Management: Ensuring legitimate use of managed elements or/services. Includes
rights, maintaining an audit trail log, generating security events and alarms, and m
ntiality where necessary.

ing FCAPS capabilities within each of its levels, this ‘multi-level model is used td
y that is provided by SMI-S overall, and by individual‘profiles and subprofiles. The ag
FCAPS capabilities within each level is determined by individual SMI-S profiles.

Inagement Functionality Within Each Level @fThe Model

(Level 1) Device Level Functionality

ncludes all functionality needed to allow'management applications to deal with the phyg
blements in the networked storage-environment. The physical aspects of HBAs, Swi
fc. are handled by functionality in-this level. This level also handles functionality that is
ents in the networked storage-environment, like the managing of storage devices wi
Dr to their being allocatedto.storage pools that are accessible over the data network.

(Level 2) ConnectivityLevel Functionality

includes all functionality associated with allowing management applications to deal v

for managed
cal data

checking user
hintaining data

describe the
tual degree of

ical aspects of
ches, Storage
ot exposed to
thin a Storage

ith the logical

the managed connectivity between physical elements in the networked storage environment. This level

is where th
This level

ings like Fibre-Channel Fabrics and Zones are handled, and is also where iSCSI Sessior
Iso handtles the logical aspects of switch and extender connectivity.

s are handled.

e volumes in a

networked storage environment. This level applies to Logical Units, LUN Masking and Mapping, block aggregators
like Volume Managers, etc. It also applies to block-level virtualization.

5.2.4.4 (Level 4) File/Record Level Functionality

This level includes all functionality associated with allowing management applications to deal with data objects like
file systems in a networked storage environment. Note that this level not only applies to file systems -- it is also
applies to records, for the structured usage of block storage by middleware applications such as databases and e-
mail servers. This level provides the functionality that enables management applications to determine the capacity
utilization of the storage volumes handled by the Block Level Functionality.
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5.2.4.5 (Level 5) Application Level Functionality

This level includes all functionality needed to allow management applications to deal with managed applications in
the networked storage environment. This level applies to database applications, e-mail server applications, etc.
that work directly with the data objects handled by the File/Record Level Functionality.

5.2.5 Referring To Levels And Capabilities In The Multi-level Model

To simplify talking about the different levels and capabilities within this multi-level model of networked storage
management functionality, the following short-hand notation may be used in SMI-S.

Individual functionality levels are referred to as L1 through L5, and a single letter appended to this level indicates a
particular kind of FCAPS capability. For instance, fault management functionality within the connectivity layer would
be referred to as L2F functionality, and configuration management functionality for a physical device would be

referred to

526 Fu

To make i
subprofileq
function is
Functional
by the Fun

L1C £ 1 Lt
Ao L1 IUIIbLIUIIﬂIILy.

nctionality Descriptions in SMI-S Profiles

in this SMI-S document, each profile lists the functionality provided by the profile and its §
provided by a subprofile, this is indicated, including whether the subprofile is option
ty listed in the profile is organized by Level, and within each Level by FCAPS category, 8
Ctionality Matrix.

5.3 Capabilities of This Version

This sectio
Matrix, ang

5.3.1 De

53.1.1 |

SMI-S dev
health and

h summarizes, at a high level, the capabilities provided by this SMI-S version based on th
is organized by Level.

vice Level

Fault Management

ce profiles that include the Health Package (9.2.1.6) provide capabilities for reporting of t
status, including the type, category, afnd source of the failures. Asynchronous notification

device hed|th status is also provided via the Indications Subprofile (9.2.4.2).

5.3.1.2

SMI-S def
Asynchron
9.2.4.2).

5.3.1.3 4
Other than

5.3.14 |

Configuration Management

nes the capabilities nee€ded for the discovery, configuration, and monitoring of devi
bus notification for changes in device configuration is provided via the Indications S

\ccounting Management

Performance Management

SMI-S enal

[ easier to understand the management functionality coverage provided by~individual profiles and

ubprofiles. If a
pl or required.
s defined here

e Functionality

ne SAN device
for changes in

es in a SAN.
ubprofile (see

basic device-discovery, SMI-S provides no specific capabilities for device Accounting Mgnagement.

bles performance management of some SAN devices (see 9.2.8.11).

5.3.1.5 Security Management

SMI-S provides device-level security via basic authentication capabilities. See the SMI-S Security section (9.2.5.1)
and Device Credentials Profile (9.2.1.4) for more information. Note that the secure communication between a
device proxy CIM Server and the device is outside of the scope of SMI-S.
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5.3.2 Connectivity Level

5.3.2.1 Fault Management

SMI-S provides the capability to identify the heath of interconnects between SAN devices, mainly via
LogicalPort.OperationalStatus (see 9.2.2.1, "Parallel SCSI (SPI) Target Ports Subprofile", 9.2.2.2, "FC Target Port
Subprofile”, 9.2.2.3, "iISCSI Target Ports Subprofile”, 9.2.2.4, "Direct Attach (DA) Port Subprofile”, 9.2.3, "Common
Initiator Port Subprofiles Overview", 9.2.3.1, "Parallel SCSI (SPI) Initiator Port Subprofile", 9.2.3.2, "Fibre Channel
Initiator Port Subprofile”, 9.2.3.3, "iSCSI Initiator Port Subprofile", 9.2.3.4, "Back End Ports Subprofile
(DEPRECATED)" and 9.2.6.6, "Switch Profile". Asynchronous natification for changes in link health status is also
provided via the Indications Subprofile (9.2.4.2).

5.3.2.2 Configuration Management

SMI'S defl 1ICTOo thc \;apab;:lt;co IICCdCd fUI thC d;QbUVCIy, bUIIf;HUIC\t;UII, alld IIIUII;tUI;IIu Uf ;IItCI\JUII eCtS betWeen

devices in |a SAN. Asynchronous notification for changes in the fabric configuration is provided,via the Indications
Subprofile,

5.3.2.3 Accounting Management

Connectivify-level Accounting Management is enabled in SMI-S via basic discovery capabilities and usage tracking
via the optijonal Fabric Path Performance Subprofile.

5.3.2.4 Performance Management

SMI-S enables performance management of SAN Interconnects via bottrthe FCPortStatistics (9.2.6.6.8.10) class
and also the transport-independent Fabric Path Performance Subprofile.

5.3.2.5 $ecurity Management

SMI-S prdvides Connectivity-level security via basic deviee authentication capabilities, Zong¢ Control and
Enhanced [Zoning subprofiles, and the Fabric Security subprafile.

5.3.3 Blpck Level

5.3.3.1 FKault Management

SMI-S Blogk-level profiles that include the Health Package (9.2.1.6) provide capabilities for reporting of block level
health and|status, including the type, category, and source of the failures.

5.3.3.2 Configuration Managemgnt

SMI-S defihes the capabilities needed for the discovery, configuration, and monitoring block-level resources. This
includes ability to discover, create, delete, and modify StorageVolumes in the SAN.

5.3.3.3 Accounting Management

SMI-S endbles accounting management of Block-level resources via basic discovery and discoyery of access
rights and fnappings.

5.3.3.4 Performance Management

SMI-S provides performarnce managenment capabitities for SANBfock-tevet Tesources (as provided by Arrays,

Virtualization systems and Volume Managers) via the Block Server Performance subprofile (9.2.8.11).

5.3.3.5 Security Management

SMI-S provides the ability to manage (create/delete, enable/disable) connectivity and access rights to Storage
Volumes in the SAN.
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5.3.4 File/Record Level

5.3.4.1 Fault Management
SMI-S NAS profiles provide Indications support on OperationalStatus for the FileSystems and FileShares.

5.3.4.2 Configuration Management
SMI-S NAS profiles provide discovery of logical storage (StoragePools) and storage extents on logical disks.

5.3.4.3 Accounting Management
This version of SMI-S defines no unique accounting management capabilities at the File level.

5.3.4.4 Performance Management
This versign of SMI-S defines no unique performance management capabilities at the File level.

5.3.4.5 $ecurity Management
This versign of SMI-S defines no unique security management capabilities at the File level.

5.3.5 Agdplication Level

This versign of SMI-S does not address functionality at the application level.
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5.4  Operational Environment
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Figure 7 - Operational Environment

Figure 7: "Operational Environment" illustrates activities that either clients or servers need to account for in or to
provide facilities to support:

= The discovery of constituents in the managed environment;

= The discovery of object classes as well as related associations, properties, methods, indications, and return
status codes that are provided by servers in the managed environment;

= The security or resources and communications in the environment;
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= The locking of resources in the presence of non-cooperating clients; (the definition of locking is left for a future
version of the specification)

= The marshalling/un-marshalling of communication messages;

= The execution of basic methods that are “intrinsic” to the construction, traversal, and management of the object
model provided by the distributed servers in a SAN;

< The execution of object specific “extrinsic” methods that provide clients the ability to change the state of
entities in the SAN.

In addition, to facilitate ease of installation, startup, expansion, and upgrade requirements for implementations are
specified for the developers of clients and servers.

5.5 Using this Specification

This specification is insufficient as a single resource for the developers of SMI-S clients and| serveys. Developers
are encourjaged to first read the DMTF specifications on CIM, CIM Operations over HT P and CIN-XML, as well
as obtaining familiarity with UML and the IETF specification on Service Location Protocol (SLP).

A developger implementing SMI-S clients/servers should read this specificatiop- in“sequence noting that 8.1.1,
"Profile Cohtent" is intended principally as a reference relative to the particular device type that is be|ng provided or
managed ih a SMI-S environment.

5.6 Language Bindings

As a mespaging interface, this specification places no explicit requirements for syntax or grammar on the
procedure [call mechanisms employed to convert SMI-S mesSages into semantics consumable by modern
programming languages. The syntax and grammar used to express these semantics is left at the disgretion of each
SMI-S devgloper.

Several open-source codebases are available for programmers who wish to streamline the task of|parsing SMI-S
messages |into traditional procedure call semanticsand using these semantics to store object instances. Consult
the WBEMpource initiative (http://wbemsource.@rg) for current language bindings available to implement the SMI-S
interface.
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6 Transport and Reference Model

6.1 Introduction

6.1.1 Overview

The interoperable management of storage devices and network elements in a distributed storage network requires
a common transport for communicating management information between constituents of the management
system. This section of the specification details the design of this transport, as well as the roles and responsibilities
of constituents that use the common transport (i.e., a reference model).

6.1.2 La

nguage Requirements

To express
= Can cg
* s self
= Can bg

The World
express m

6.1.3 Ca

Communic
e Canta
= Can be
e Can esd

The Hyper
base trans
above.

6.1.4 XN

In order to
to follow ¢
sufficient g
software Vg
un-marshal
implement

e Be avd

management information across the interface, a language is needed that:
ntain platform independent data structures,
Hescribing and easy to debug,

extended easily for future needs.

hnagement information and related operations, as it meets the requirements above.
mmunications Requirements
ations protocols to carry the XML based management information are needed that:
ke advantage of the existing ubiquitous IP protocal infrastructures,

made to traverse inter- and intra-organizational firewalls,
1sily be embedded in low cost devices.

Text Transport Protocol (HTTP) was.€hosen for the messaging protocol and TCP was
er protocol to carry the XML management information for this interface as they meet thg

IL Message Syntax and(Semantics

be successful, the expression of XML management information (messages) across this i
pnsistent rules for semantics and syntax. These rules are detailed in this specificatio
ality, extensibility) and completeness to allow their wide adoption by storage vendors an
bndors in thedndustry. In addition, to facilitate rapid adoption, existing software that can g
, and intérpret these XML messages should be widely available in the market sug

ilable-on multiple platforms,

Wide Web Consortium’s (W3C) Extensible Markup Language (XML) was chosen as the language to

chosen for the
b requirements

hterface needs
N. They are of
| management
arse, marshal,
h that vendor

htions of the interface are accelerated. The message syntax and semantics selected shodild:

= Have software implementations that are Open source (i.e., collaborative code base),

= Have software implementations available in Java and C++,

= Leverage industry standards where applicable,

e Confor

m with W3C standards for XML use.

= Be object model independent (i.e., be able to express any object model).
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Virtually the only existing industry standard in this area is the WBEM standards CIM Operations over HTTP and
Specification for the Representation of CIM in XML as developed and maintained by the DMTF. The WBEMsource
initiative is a collaboration of open source implementations, which can be leveraged by storage vendors to
prototype, validate, and implement this interface in products. Specifically designed for transporting object-model-
independent management information, the CIM-XML message syntax was chosen because it meets the
requirements enumerated above. This specification augments the capabilities of CIM-XML in the area of discovery
to facilitate ease of management.

6.2

The complete transport stack for this interface is illustrated in Figure 8: "Transport Stack". It is the primary objective
of this interface to drive seamless interoperability across vendors as communications technology and the object
model underlying this interface evalves Accordingly the transport stack has heen layered such that (if required)
other protdcols can be added as technology evolves. For example, should SOAP or IIOP beconie jprominent, the
content in [the stack below could be expanded with minimal changes to existing product implementations in the
market.

Transport Stack

Message Syntax: xmICIM Encoding

@bject Model Independepce |

Message Semantics: CIM operations over http ~

Message Protocol Indepen

dencF

Messaging Protocol: http

<=—__Transfer Protocol Independgnce I

Transfer Protocol: TCP/IP

Figure 8 - Transport Stack

interface uses two specifications from the<DEMTF to fully implement the message syntax jand semantics

rface.

Again, this
for this intg

The first specification, CIM Operations over HTTP details a basic set of directives (semantics) neeg¢led to manage

any schen
framework
referred to
execute di
<method>,

The secon
compliant

a over HTTP. The requirement for' this basic set of directives is common to nearly to a
5 (e.g., create object, delete~agbject, create instance, and delete instance). This class
in this document as an “intrinsic method”. CIM Operations over HTTP also provides a clig
ectives that are unique-tothe specification of a particular object class within a schema (|
apple <object-class=)\"This class of directive is referred to in this specification as an “extn

H specification, Specification for the Representation of CIM in XML, Version 2.1 details th
byntax and grammar for encoding CIM into XML.

While so

implementations 6f the transport stack elements listed above are required for conformance with this

It should be\noted that this specification places no restriction on the physical network selecte

e vendors may choose alternate transfer and message protocols for unique im

| management
of directive is
nt the ability to
pxample: chop
nsic method”.

b precise W3C

plementations,
standard.

] to carry this

transport stack. For example, a vendor can choose to use in-band communication over Fibre-channel as the
backbone for this interface. Another vendor could exclusively (and wisely) choose out-of-band communication over
Ethernet to implement this management interface. Additionally, select vendors could choose a mix of in-band and
out-of-band physical network to carry this transport stack.
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Reference Model

Ov

erview

As shown in Figure 9: "Reference Model", the Reference Model shows all possible constituents of the
management environment in the presence of the transport stack for this interface.

Client Directory
Server

XML-CIM + CIM operations
TCP/1

Agent Agent Object Manager
Device or [_Providéy on |
0...n Subsystem 0..n 1
1 Proprietary or Proprietary or
L
1 egacy Embedded Model tegacy |
Device or Device or
Subsystem ’V Subsystem
T
Proxy Model Proxy Model

Figure :

HTTP/TCH

Note:

6.3.2

6.3.2.1

It
Hdg
sh

Ra

Figure 9 - Reference Model
llustrates that the transportfor this interface uses CIM Operations over HTTP with xmICIM
/IP to execute intrinsie.and extrinsic methods against the schema for this interface.

s envisioned that a’more complete version of this reference model would include the
wever, the Loek-Manager in SMI-S Release 1 is preliminary and subject to change. A
pwn as a dotted box to illustrate where the role would fit.

les forinterface Constituents

encoding and

L ock Manager.
5 a result, it is

Client

A Client is the consumer of the management information in the environment. It provides an API (language binding
in Java or C++ for example) for overlying management applications (like backup engines, graphical presentation
frameworks, and volume managers) to use.

6.3.2.2

Agent
An agent is a CIM Server. It shall implement those functional profiles, as defined in the DMTF specifications,

necessary to satisfy the SMI-S profile with which it conforms. Often, an agent controls only one device or
subsystem, and is incapable of providing support for complex intrinsic methods like schema traversal. An agent
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can be embedded in a device (like a Fibre Channel Switch) or provide a proxy on a host that communicates to a
device over a legacy or proprietary interconnect (like a SCSI based array controller).

Embedding an agent directly in a device or subsystem reduces the management overhead seen by a customer
and eliminates the requirement for a stand-alone host (running the proxy agent) to support the device.

Embedded agents are the desired implementation for “plug and play” support in an SMI-S managed environment.
However, proxy agents are a practical concession to the legacy devices that are already deployed in storage
networked environments. In either case, the minimum CIM support for agents applies to either agent deployments.

6.3.2.3 CIM Server

A CIM Server is an object manager that serves management information from one or more devices or underlying
subsystems through providers. As such an Object Manager is an aggregator that enables proxy access to devices/

subsystemﬁ—l—l—l_rh_l_l_A_rl_an Can periorm more complex operations ke schema traversals. An object mapager typically
includes standard provider interface to which device vendors adapt legacy or proprijetary product
implementgtions.

6.3.2.4 Provider

A provider| expresses management information for a given resource such as asstorage device|or subsystem
exclusively to a CIM Server. The resource may be local to the host that runs the Object Managelnl on or may be
remotely afcessed through a distributed systems interconnect.

6.3.2.5 Lock Manager
This versign of the specification does not support a lock manager.

6.3.2.6  Directory Server (SLP Directory Agent)

A directory server provides a common service for use hy“clients for locating services in thg management
environmept.

6.3.3 Cdscaded Agents

This specification discusses constituents in the SMI-S environment in the context of Clients and Sgrvers (Agents
and Object Managers). This version of the specification does not allow constituents in a SMI-§ management
environmeft to function as both client and sérver.
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7 Object Model General Information

7.1 Model Overview (Key Resources)

7.1.1 Overview

The SMI-S object model is based on the Common Information Model (CIM), developed by the DMTF. For a more
complete discussion of the full functionality of CIM and its modeling approach, see

http://www.

dmtf.orag/standards/cim/.

Readers seeking a more complete understanding of the assumptions, standards and tools that assisted in the

creation of

the SMI-S object model are encouraged to review the following:

- CIM Titorial

(http://

vww.dmtf.org/education/tutorials)

- CIMU
(http://

ML Diagrams and MOFs
www.dmtf.org/standards/standard_cim.php)

e« CIMS
(http://

stem / Device Working Group Modeling Storage
vww.dmtf.org/standards/)
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ode of UTF-8. A MOF can be used as input into an MOE“editor, parser or compiler
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or FibreChannel Switches). These profiles allow/for differences in implementations
approach for clients to discover and manage SAN resources. IN DMTF parlance, a
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ittributes or fields) arewlisted in the lower part. A third subdivision added for methods, if the
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The CIM documents generally follow the convention of using blue arrows for inheritance, red lines for
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not a part of the UML standard.

r to read but is
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The ends of some associations have numbers (cardinality) indicating the valid count of object instances.
Cardinality is expressed either as a single value (such as 1), or a range of values (0..1 or 1..4);**" is shorthand for
0..n.

Some associations and aggregations are marked with a “W” at one end indicating that the identity of this class
depends on the class at the other end of the association. For example, fans may not have worldwide unique
identifiers; they are typically identified relative to a chassis.

This document uses two other UML conventions.

Disk1
The UML Package symbol is used as a shortcut representing a group of classes that work together as an
entity. For exafmpte—sevetat-etasses—m otetdifferert-aspecisof-adisk-drive—Afterthe-irtial-exptafation of these
objects, a gingle disk package symbol is used to represent the entire group of objects.

Schema dipgrams include all of a profile’s classes and associations; the class hierarchy is included find each class
is depicted one time in the schema diagram. Instance diagrams also contain classeS)and agsociations but
represent @ particular configuration; multiple instances of an object may be depicted’in an instande diagram. An
instance may be named with an instance name followed by a colon and a class name(underlined). For example,

Array: Com rSystem Switch: ComputerSystem

represent an array and a switch — two instances of <COMPUTER SYSTEM> objects.

7.2 Teachniques

7.2.1 CIM Fundamentals

This section provides a rudimentary introduction to seme’of the modeling techniques used in CIM, and is intended
to speed upderstanding of the SMI-S object model,

Associatigns as Classes

CIM presents relationships between objeets’with specialized classes called associations and aggregations. In
addition to| references to the related objects, the association or aggregations may also contain glomain-related
properties.| For example, ControlledBy~associates a controller and a device. There is a many-to-miany cardinality
between cpntrollers and devices (i.e:;"a controller may control multiple devices and multi-path devices connect to
multiple controllers); each controller/device connection has a separate activity state. This state corrgsponds to the
AcccessState property of ControlledBy association linking the device and the controller.

Logical ard Physical Views

CIM separgtes physical and logical views of a system component, and represents them as differer|t objects — the
“realizes” gssociation’ties these logical and physical objects together.

Identity

Different agents may each have information about the same organic object and may need to instantiate different
model objects representing the same thing. Access control is one example: a switch zone defines which host
device ports may access a device port. The switch agent creates partially populated port objects that are also
created by the HBA and storage system agents. The Concreteldentity association is used to indicate the
associated object instances are the same thing. Concreteldentity is also used as a language-independent
alternative to multiple inheritance. For example, a FibreChannel port inherits from a generic port and also has
properties of a SCSI controller. CIM models this as FCPort and ProtocolController objects associated by
Concreteldentity.
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Extensibility

CIM makes allowances for additional values in enumerations that were not specified in the class Derivation by
adding a property to hold arbitrary additional values for an enumeration. This property is usually named
OtherXXXX (where XXXX is the name of the enumeration property) and specifying “other” as the value in the
enumeration property indicates its use. For an example see the ConnectorType and OtherTypeDescription
properties of Slot object in the CIM_Physical MOF. See http://www.dmtf.org/standards/cim/cim_schema_v211/.

Value/ValueMap Arrays

CIM uses a pair of arrays to represent enumerated types. ValueMap is an array of integers; Values is an array of
strings that map to the equivalent entry in ValueMap. For example, PrinterStatus (in the CIM_Device MOF) is
defined as follows:

ValueMap {17, «“2 37,  “4” “5” “67, “7"},
Values {*Other”, “Unknown”, *“lIdle”, “Printing”, “Warm-up,
“Stopped Printing”, “Offline”},

A status vdlue of 6 means “Stopped Printing”. A client application can automatically convert.the’inteder status value
to a human-readable message using this information from the MOF.

Return Coldes

When a class definition includes a method, the MOF includes Value/ValueMap“arrays representirl]g the possible
return codeés. These values are partitioned into ranges of values; values from 0\to 0x1000 are used fpr return codes
that may be common to various methods. Interoperable values that are specific to a method start at 0x1001; and
vendor-specific values may be defined starting at 0x8000. Here’s an example of return codes for stdrting a storage
volume.

ValueMap {“0”, “1”, “2”, “4”, “57, “_.” _<‘0x1000”,
“0x1001”, “.””, “0x8000..7%},

Values {“Success”, “Not Supported”{ \“Unknown”, “Time-out,
“Failed”, “Invalid Parameter”, “DMIF_Reserved”,

“Method parameters checked - job“started”,

“Size not supported”,

“Method_Reserved”, "Vendor_Specific’}]

Model Co:[ventions

This is a simmary of objects and assogiations that are common to multiple profiles.

PhysicalPackage represents the physical storage product. PhysicalPackage may be sub-dassed to
(hangerDevice, but-PhysicalPackage accommodates products deployed in multiple chassis.

Prpducer models asset information including vendor and product names. Product is associpted with
RhysicalPackage.

Sdftwareldentity models firmware and optional software packages. InstalledSoftwareldentity associates
Joftwareldentity and ComputerSystem, ElementSoftwareldentity associates Softwareldentity and
LogicalDevices (a superclass of devices and ports).

Service models a configuration interface (for example, a switch zoning service or an array access control
service). Services typically have methods and properties describing the capabilities of the service. A
storage system may have multiple services; for example, an array may have separate services for LUN
Masking and LUN creation. A client can test for the existence of a named service to see if the agent is
providing this capability.

LogicalDevice (for example, FCPort) is a superclass with device subclasses (like and DiskDrive and
TapeDrive) and also intermediate nodes like Controller and FCPort. Each LogicalDevice subclass shall
be associated to a ComputerSystem with a SystemDevice aggregation. Due to the large number of
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LogicalDevice subclasses, SystemDevice aggregations are often omitted in instance diagrams in this

specification.

This specification covers many common storage models and management interfaces, but some implementations
include other objects and associations not detailed in the specification. In some cases, these are modeled by CIM
schema elements not covered by this document. When vendor-specific capabilities are needed, they should be
modeled in subclasses of CIM objects. These subclasses may contain vendor-specific properties and methods and
vendor-specific associations to other classes.

7.2.2 Modeling Profiles

In addition to modeling SAN components, SMI-S servers shall model the profiles they provide. This information is

used two ways:

= Clientd can quickly determine which profiles are available

e An SLP component can query the SMI-S Server and automatically determine the appropriat
Template information (see 11, "Service Discovery", and Table 2, “SLP Properties”)

Table 2 - SLP Properties

b SLP Service

Property Name

Use

SupportedRegisteredProfiles

applies

Defines the organization defining the profile,
RegisteredProfile and RegisteredSubprofile.
to “SNIA” indicdtes that one of the SNIA SMI

he
Betting this
S profiles
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A client can traverse the Server Profile in each SMI-S server to see which Profiles (and objects) claim SMI-S
compliance.

Namespace

InManager

ObjectManager

HostedService

System

Name (InstancelD)
ElementName

Namespace

[Propagated Keys]
CreationClassName

I—CommMechanismForManageri

CIMXMLCommunictionMechanism

SubH
Requirg

Name
ClassType
DescriptionOfClassType

ReferencedProfile

CIMValidated

IDefault-CommunicationMechanism=XML-ove!
L

HTTP]

RegisteredProfile

InstancelD

RegisteredName
RegisteredVersion
AdvertiseTypes][]

RegisteredOrganization
OtherRegisteredOrganization

Advertise TypeDescriptoins{]

SubProfile

rofile
sProfile

RequiresProfile

RegisteredSubProfile

InstancelD

RegisteredName
RegisteredVersion
AdvertiseTypes][]

RegisteredOrganization
OtherRegisteredOrganization ‘

AdvertiseTypeDescriptoins[]

ElemjentSoftwareldentity T Component

ElementConformsToRrofile

MahagedEl4
(e.g., Syst

bment
Em)

ProductSoftware

Softwareldentity

| ElementSaoftwareldentity

Classifications[0] = “Instrumentation”
VersionString = "build27p5"
Manufacturer = "Yoyodyne, Inc."
Name = "RAID-o-matic Services"

Prog

uct

The RegisferedProfile describes-the profiles that a CIM Server claims are supported. The Register
ine the optional features supported by the system being modeled. A client can traverse th
er Profile see which Profiles and subprofiles claim SMI-S compliance.

used to de
in the Serv

723 CI

There may

M Naming

name of a

Figurer10 - Server Profile Instance Diagram

be multiple SMI-S Servers in any given storage network environment. It is not sufficient
nobject as just the combination of its key values. The name also serves to identify the

bdSubprofile is
e associations

to think of the
Server that is

responsible for the object. The name of an object (instance) consists of the Namespace path and t

he Model path.

The Namespace path provides access to a specific SMI-S server implementation and is used to locate a particular
namespace within a Server. The Model path provides full navigation within the CIM Schema and is the
concatenation of the class name and key-qualified properties and values.

The namespace has special rules. It should uniquely identify a SMI-S Server. However, a SMI-S Server may
support multiple namespaces. How an implementation defines Namespaces within a SMI-S server is not restricted.
However, to easy interoperability SMI-S implementations should manage all objects within a Profile in one

Namespac

e.
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7.2.4 Correlatable and Durable Names

7.24.1

Management applications often read and write information about managed objects in multiple CIM namespaces or
between CIM and some other storage management namespace. When an object in one namespace is associated
with an object in another namespace, each namespace may represent some amount of information about the
same managed resource using different objects. A management application understands when objects in different
namespaces represent the same managed resource by the use of a unique common identifier, referred to as a
“correlatable name”. A correlatable name is designated as a mandatory property for any objects representing
managed resources that may be seen from multiple points of view. These durable names are used by management
applications for object coordination.

Overview

A related concept is referred to as “durability”. Some names may be correlatable at a particular point in time, but
may changde over time (e.g., a durable name is a hardware-assigned port or volume name and a gofrelatable, non-
durable ID|is a DHCP IP address). No name is permanently durable (e.g., even a name derived from hardware
may change due to FRU replacement). A client application should assume that a stored durable jname remains
valid over fime where a non-durable may not remain valid over time.

Correlatab
requiring ¢
system or §

A name m
hexadecim
mandatory|

e names are unique within a defined namespace. In some cases, that<hamespace
pmpliance to standards defined by a naming authority. In other cases, the nhamespace
ome set of connected systems (e.g., operating system device names are unigue to the cg

ay be expressed in different formats (e.g., numeric value are sometimes displayed
al, the hexadecimal value sometimes has a leading “Ox” or. @’trailing “h"). To assure i
formats are specified by this standard.

is world-wide;
is the hosting
ntaining host).

as decimal or
hteroperability,

A necessary technique associated with correlatable names involves the use of CIM properties that describe the

format or n
a class, bu
of an objeq
the same 3

When diffg
for durablg
are availal

Correlatab
e SCSIL
Extern
Fibre (
Fibre ¢

Compd

amespace from which the name is derived. CIM key<value combinations are unique acro
t CIM does not fully address cases where differenttypes of identifiers are possible on diffé
t. It is therefore necessary to ensure that multiple sources of information about managed
pproach for forming correlatable names whenever different types of identifiers are possil

rent types of identifiers are possible, the profile specifies the possible name formats an
and correlatable IDS, the preferred.order that each implementation should use if multipl
le, and the related properties that(a client uses to determine the namespace.

e, durable names are mandatory for the following objects:
ogical Units (such as storage volumes or tape drives) that are exported from storage sys
Al Ports on hosts_dnd ‘storage devices
Lhannel ports.gn-interconnect elements
Channel fabric (modeled as AdminDomain)

terSystem objects that server as top-level systems for all SMI-S profiles

5S instances of
erent instances
resources use
le.

0 hamespaces
P namespaces

tems

Opera

Mg SystenT Device Narmes

CIM keys and correlatable names are not tightly coupled. For some classes, they may be the same, but this is not
mandatory as long as all correlatable hames are unique and management applications are able to determine when
objects in different namespaces are providing information about the same managed resource.

The common types of information used for names include the SCSI Device Identifiers from the Identification Vital
Product Data page (i.e., VPD page 83h), Fibre Channel Name_Identifiers (i.e., World Wide Names), Fully Qualified
Domain Names, and IP Address information. See 7.2.4.2, "Guidelines for SCSI Logical Unit Names", 7.2.4.3,
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"Guidelines for Port Names", and 7.2.4.4, "Guidelines for Storage System Names" for general information on the
advantages and disadvantages of certain types of names. The details for each class requiring durable correlatable
names are provided in the profiles subclauses of this document.

7.2.4.2 Guidelines for SCSI Logical Unit Names
The preferred logical unit identifier is returned from a SCSI INQUIRY command in VPD page 83h.

Note: Legacy systems may lack correlatable names as SCSI standards prior to SAM-3 and SPC-3 did not clearly
define logical unit names, however this has been clarified to be logical unit names and recent systems
have converged in compliance.

The Unit Serial Number VPD page (i.e., SCSI Inquiry VPD Page 80h) returns a serial number, but the SPC-3
standard allows this either be a serial number for a single logical unit or a serial number of the target device.
There's no[mechanism 10 diSCOver which approach the device IS using. 1T a client 1S not coded to unglerstand which
products pfovide per-logical unit or per-target serial numbers, then it should not use the Unit Serial Number VPD
page as a |ogical unit name.

The Identifjcation Vital Product Data page (i.e., VPD page 83h) returns a list of identifiers\with metagata describing
each identifier. The metadata includes:

e Code $et (i.e., binary verses ASCII)

= Associption (i.e., indicates the SCSI object to which the identifier applies,(e.g., for a logical unit| port, or target
device))

« Type (le., the naming authority for identifiers of the structure of infermation about target ports)
= Protocpl Identifier (i.e., indicates the SCSI transport protocahto which the identifier applies)

To identify ja logical unit name the Association shall be set to-zero. The preferred Types for logical ynits are 3 (i.e.,
NAA), 2 (ife., EUI), and 8 (i.e., SCSI Name). However type 1 (i.e., T10) is allowed. If the code seft in the inquiry
response inpdicates the identifier is binary, the CIM representation is hexadecimal-encoded.

7.2.4.3 Guidelines for Port Names
The following is a list of optimal names for ports*based on the transport type:
= Fibre Channel ports use Port World Wide Names (i.e., FC Name_ldentifier)

= iSCSI has three types of ports:

= The|combination of IP-address and TCP port number serve as the primary correlatable npme for iSCSI
target ports. Note that this information is stored in two separate properties and hence thefe is no single
corrglatable name.

< Thellogical elethent (iISCSIProrotolEndpoint) that represents the SCSI port. The SCSI logical port shall be
namgd with-aiiSCSI name.

= Thelunderlying physical ports (typically Ethernet ports). Ethernet ports names shall use the MAC address.

= Parallel SCSI (SPI) and ATA ports typically do not have names, they are identified by a bus-relative address
typically set with jumpers. In configurations where these drives are not shared by multiple hosts, the host-
relative name acts as the name.

= CIM port classes do no include NameFormat; the appropriate format is determined by the transport implied by
the port subclass.

SCSIProtocolEndpoint represents SCSI protocol running through a port. In many cases, there is one-to-one
mapping between SCSIProtocolEndpoint and some subclass of LogicalPort and the name requirements are
identical. For iSCSI, there many be multiple Ethernet ports per SCSIProtocolEndpoint instance. The IP address
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and TCP port number are modeled in IPProtocolEndpoint and TCPProtocolEndpoint. iSCSIProtocolEndpoint
Name holds the iSCSI initiator or target name.

7.2.4.4 Guidelines for Storage System Names

Each profile has a ComputerSystem or AdminDomain instance that represents the entire system. There are a
variety of standard and proprietary nhames used to name storage systems. Unlike SCSI logical units and ports,
there is no particular name format in common use. There are advantages and disadvantages to certain types of
names.

IP addresses have an advantage in human recognition; (e.g., administrators are accustomed to referring to
systems by their IP addresses). The downsides are that IP addresses are not necessarily durable (e.g., DHCP) are
not necessarily system-wide (e.g., some storage systems have multiple network interfaces), and are not

necessarily unigue (e.g., NAT allows the same IP address to be used in multiple network zones).

Full Qualified Domain Names are friendlier than IP addresses and may fix the durability issue
(e.g., a hogt name may be constant even when the IP address changes). But storage systems)do
have access to their network names. Network names are typically handled through a central servicg
When a client application opens a connection to a remote system, it asks the local system to resol
an IP addrgss, the local system redirects the request to the DNS server, the IP address is returneg
application] opens the connection. If the remote system is the storage system, this/sequence req
server to khow about the storage system, but not vice-versa. A storage systemyis enly required to kn
if software|[on the storage system acts as a network client using host names:"And, like IP addres
system may have several network interfaces with different FQDNs.

Transportispecific names are specific to a particular storage transpert (e.g., Fibre Channel or iSC
some goodl standard names (e.g., FC platform names or iSCS{ Network Entity names). The d
ecific names is that they are not able to be consisténtly used on storage systems supy
transports pr in configurations with transport bridges (e.g., a.cli€nt may have no mechanism to issue
to an FC dgvice behind an FC/iSCSI bridge).

SCSI targg¢t names solve the transport-specific issuexBefore the SAM-3 and SPC-3 standards th
standard 9CSI system name, however with SPC-3, the Identification Vital Product Data page asso
was defindd for a target name. At this time, the(SPC-3 standard is too new to be in common use
systems include some vendor-specific way to get a target name, but client is not able to use these
specific knpwledge of the vendor-specific interface.

, No single storage system name format is in common use. The best approach is for impl
veral names, along with information that tells the client how to interpret th
fyingInfo and IdentifyingDescriptions array properties of ComputerSystem provide the lis
bns. However, IdentifyingDescriptions is not an enumerated type; and as a result, any stri
pective.

Otherldent
interpretati
a CIM pers

7.2.45 $tandard Foermats for Correlatable Names
Correlatable namesshall be used and formatted consistently. Storage volume names are more com

element names (ie., the same format may be used in different namespaces). For example se
INQUIRY Yital Product Data page names use the IEEE NAA format and as a result a client is not a

|

of IP addresses

ot necessarily
such as DNS.
e the name to
and the client
uires the DNS
ow about DNS
ses, a storage

SI). There are
sadvantage of
orting multiple
FC commands

ere was not a
ciation value 2

Most storage
names without

Ementations to
b name. The

of names and
ng is valid from

blex than other
veral common
ble to correlate

names frorrdifferent Tamespaces.
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Standard Formats for Logical Unit Names

For disks and arrays, multiple name formats are in common use. Table 3 specifies standard formats for storage
volume names.

Table 3 - Standard Formats for StorageVolume Names

Description Format property and Format of Name
value(valuemap)
SCSI VPD NameFormat = NAA(9), | NAA name with first nibble of 5. Recommended format (8 bytes
page 83 type 3, | NameNamespace = long) when the ID is directly associated with a hardware
Association 0, VPD83Type3(1) component. Formatted as 16 un-separated upper case hex digits
NAA 0101b (e.g., '21000020372D3C73")
VPD pagé 83, NameFormat = NAA(9), | NAA name with first nibble of 6. Recommended format (16 bytes
type 3h, NameNamespace= long) when IDs are generated dynamically. Formatted as 32 un-
Associatipn=0, | VPD83Type3(1) separated upper case hex digits.
NAA 0110b
VPD pag¢ 83, NameFormat = NAA(9), | NAA name with first nibble of 2. Formatted as 16 unrseparated
type 3h, NameNamespace = upper case hex digits
Associatipn=0, | VPD83Type3(1)
NAA 0010b
VPD page 83, NameFormat = NAA(9), | NAA name with first nibble.of 1. Formatted as 16 untseparated
type 3h, NameNamespace = upper case hex digits
Associatipn=0, | VPD83Type3(2)
NAA 0001b
VPD page 83, NameFormat = Formatted as)16, 24, or 32 un-separated upper cas¢ hex digits
type 2h, EUI64(10),
Associatipn=0 NameNamespace =
VPD83Type2(3)
VPD pagé 83, NameFormat = Formatted as 1 to 252 bytes of ASCII.
type 1h, T10VID(11),
Associatipn=0 NameNamespace =
VPD83Typel(4)
VPD page 80, NameFormat = Other(1), | Only if serial number refers to logical units rather than the
serial number NameNamespce = enclosure. 1-252 ASCII characters
VPD80(5)
Concaterjation NameFormat = 3 strings representing the vendor name, product nafne within the
of Vendol, SNVM(7), vendor namespace, and serial number within the model
Product, NameNamespace = namespace. Strings are delimited with a ‘+' and spafes are
SerialNumber, SNVM(7) included. Vendor and Product are fixed length: Vendor ID is 8
bytes, Product is 16 bytes. SerialNumber is variablel length and
may-betpto-252-bytesimtengthfoneoftheseftetds contains a
plus sign, it shall be escaped with a backslash (\+'). The
concatenation is done to provide world-wide uniqueness; clients
should not parse this name.
FC Node WWN | NameFormat = 16 un-separated upper case hex digits (e.qg.,
NodeWWN(8) '21000020372D3C73')
NameNamespace =
NodeWWN(6)
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Storage volumes may have multiple standard names. A page 83 logical unit identifier shall be placed in the Name
property with NameFormat and Namespace set as specified in Table 3. Each additional name should be placed in
an element of Otherldentifyinginfo. The corresponding element in IdentifyingDescriptions shall contain a string
from the Values lists from NameFormat and NameNamespace, separated by a semi-colon. For example, an
identifier from SCSI VPD page 83 with type 3, association 0, and NAA 0101b - the corresponding entry in
IdentifyingDescriptions[] shall be “NAA;VPD83Type3”.

For other types of devices, the logical unit name shall be in the Name property; NameFormat and
NameNamespace are not valid properties of these other device classes.

7.245.2 Standard Formats for Port Names
Table 4, “Standard Formats for Port Names” specifies standard formats for port names.

Table 4 - Standard Formats for Port Names

Namdg Type Name Format Details

An IP intdrface's
MAC

Network Port Permanent Address property;
no corresponding format property

Six upper case hex\bytes, bytd
delimited by colons "'

ES are

World Wifle Name
(i.e., FC
Name_Idgntifier)

FCPort Permanent Address property; no
corresponding format property

16 un-separated upper case h
(e.g., '21000020372D3C73")

ex digits

SCSIProtocolEndpoint Name property;
ConnectionType = 2 (Fibre Channel)

16 un-separated upper case h
(e'g:7'21000020372D3C73")

ex digits

Parallel §CSI

SPI Port Name property; no corresponding

String - platform-specific name

representing

Name format property the name. Note that this nameis only
correlatable relative to the sysfem

containing the port.

SCSIProtocolEndpoint Name property;
ConnectionType = 3 (Parallel SCSI)

String - platform-specific name|representing
the name.

Note that i[SCSI Network Portals do not have a single correlable name. The combination of IPPrptocolEndpoint
IPv4Addreps or IPv6Address and TCPRrotocolEndpoint PortNumber uniquely identifies the network portal, but
since thesg are two properties, they do.not form a correlatable name.

7.2.45.3 Standard Formats for Fabric Names

A fabric is modeled as AdminDomain. AdminDomain.Name shall hold the fabric name (i., WWN) and
AdminDomain.NameFormat shall be set to “WWN”". AdminDomain.Name shall be formatted as 16 unseparated
upper casg hex digits.

72454 Standard Formats for Storage System Names

Due to thel limited"list of possible formats, the Name property is not considered an essential ident|fier for SMI-S.
SMI-S C|i€||1tS Should use Otherldenfyiinginfo property as described in Table 5.

Providers shall supply at least one Durable or Correlatable Name as an element in the IdentifyingDescriptions]]
array. The corresponding array elements of Otherldentifyinginfo[] shall include a value from Table 5 for all elements
of IdentifyingDescriptions[]. The elements in the IdentifyingDescriptions array are strings and may contain white
space between words. Whenever white-space appears, it shall consist of a single blank; other white-space
characters and multiple consecutive blanks shall not be used.

At least one of the values in IdentifyingDescriptions[] shall be something other than “SCSI Vendor Specific Name”
or “Other Vendor Specific Name”.
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OtherldentifyingInfo[0] should be assigned the most preferable name by the instrumentation.

In all cases, if the name is returned to the instrumentation in binary, the corresponding entry in Otherldentifyinginfo
holds a hexadecimal-encoded representation of the value returned. Standard names defined in binary are called
out in Table 5.

Other ComputerSystem properties should be set as follows:

Name is a CIM key and shall be unique for ComputerSystem instances within the CIM namespace. SMI-S clients
should not assume Name is either durable or correlatable.

NameFormat is an enumerated type describing the Name property. Only a few of the defined values are
appropriate for storage systems. Use “IP” if Name is derived from an IP address of Fully Qualified Domain Name.
Use “HID” if Name is derived from a hardware ID. Use “OID” if Name is a unique ID determined by some unique 1D

generating

ElementN
durable sin

logic.

Table 5 - Standard Formats for Storage System Names

hme is a friendly name; SMI-S clients should not assume that ElementName is unique,
ce a customer may provide the same info for multiple systems.

correlatable, or

T10 Targ

et Name Type 3

with Association

IdentifyingDescriptions Description Fotmat of Otherldentifyinginfo[x]
[x] value

T10 Tardet Name Type 1 | An identifier Type 1 (T10) 1'to 252 bytes of ASCII
from a

T10 Tardet Name Type 2 | |qentification Type 2 (EUI) 16, 24, or 32 un-separajed upper
Vital Product case hex digits (e.g.,
Data page '21000020372D3C73)
response Type 3.(NAA) 16 or 32 un-separated |

hex digits (e.qg.,

pper case

equal to '21000020372D3C73")
T10 Tardet Name Type 8 | o Type 8 (SCSI Names) | iSCSI Names (see 7.2.4.9)
T11 FC-(GS-4 Platform A platform name as defined in T11 FC- Up to 508 hex digits (2594 bytes) as
Name GS-4 standard specified by T11 FC-GS-4
subclause on Platform Name.
Format as unseparated|as hex
digits . Platform Name Hormat Byte
shall be included.
T11 RNID Name An RNID names as defined in T11 FC FS | 32 unseparated hex digjts.
standard.
iISCSI Ne¢twork Entity An iSCSI Network Entity name. iISCSI Names (see 7.2.4.9)
Name
Ipv4 Address AR 4-Rame Four-decimal-bytes-delimited with

dots ('.")
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Table 5 - Standard Formats for Storage System Names (Continued)

IdentifyingDescriptions Description Format of Otherldentifyinginfo[x]
[x] value
Ipv6 Address An IP V6 name XXX XX, where the 'X's are

the uppercase hexadec

imal values

of the eight 16-bit pieces of the

address.

Examples:
‘FEDC:BA98:7654:32
BA98:7654:3210’,

10:FEDC:

“1080:0:0:0:8:800:20QC:417A

Leading zeros in individual fields
should not be in€luded and there
shall be at leastyone numeral in

every field/(This format
with RE€\2373.) In add
omitting groups of zerog
dotted decimal format fq
embedded IPv4 addres
prohibited.

is compliant
tion,

or using
ran
b IS

Fully Quplified Domain
Name

A fully qualified domain name.

A legal DNS name (fully
consisting of strings del
periods.

qualified)
mited by

Node WWN

The Fibre Channel Node WWN. The
provider shall assure that.the same Node
WWN shall be availabt€through all FC
ports within a target.device.

16 un-separated upper
digits (e.g., '210000203

case hex
y2D3C73")

T10 Unit| Serial Number
VPD page

SCSI Inquiry VRD page 80 response is a
serial number_This name may be unique
for a specific logical unit or for the target
(e.g., storage system). These names are
only valid if the instrumentation is certain
that all logical units in a system return the
same value. Since there is no mechanism
to test whether the value is unique per
target or per logical unit, this value is not
interoperably correlatable and should not
be used

1-252 ASCII characters
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Table 5 - Standard Formats for Storage System Names (Continued)

IdentifyingDescriptions
[x] value

Description

Format of Otherldentifyinginfo[x]

SCSI Vendor Specific This is a name A client with a priori unknown
Name accessible knowledge may be

through a able to correlate this

vendor-specific based on vendor and

SCSI command | Product IDs.
Other Vendor Specific This is a name unknown
Name accessible

through some

non-SCSI

vendor-specific

interface.

7.2.455 Operating System Device Names

Each operpting system has different conventions for naming devices. Many operating systems pfovide multiple
names for fhe same device instance. In this version of the specification, operating system device name formats are

recommenfded.

The case qf names specified by operating system interfaces shall be preserved.

Operating [system device names are unique within the namespace of the scoping system and are not unique

between systems.

Table 6 sp¢cifies the format for names of tape devices.

Table 6 - Standard Operating-System Names for Tape Devices

Operpting Format Notes
Sysftem

AIX /dev/rmtX X represents a hexadecimal number and
may be more than one character

HP-UX /devirmn/Xm X represents a hexadecimal number and
may be more than one character

Linux /dev/stX X represents one or two lower|case
alphabetic characters

Solaris /dev/rmt/Xn X represents a hexadecimal number and
may be more than one character

Windows \W\TAPEX X represents a decimal numbgr

Some operating systems treat disk partitions as virtual devices; applications operate on partitions as if they were
disks. The model requires two classes for each partition, LogicalDisk and GenericDiskPartition. Other operating
systems allow applications to operate on the entire disk without partitions. Linux allows both.
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Table 7 specifies the format for LogicalDisk.Name of disk partitions.

Table 7 - LogicalDisk.Name for disk partitions

Operating Format Notes
System

Linux dev/sdXY or /dev/hdXY where X represents one or two lower case
alphabetic characters and Y represents an
integer between 1 and 15

Solaris /dev/dsk/cXtXdXsX X represents one or two lower case
alphabetic characters

Windows €orthefitemameof mountpoint €representsanmuppercase fetter

Table 8 spg¢cifies the format for GernericDiskParition.Name and Deviceld properties for disk-partitions.

Table 8 - GenericDiskParittion.Name for disk partitions

Operpting Format Notes
Sysftem

Linux sdXY or hdXY X represents one or two lower|case
alphabetic characters

Solaris /dev/dsk/cXtXdXsX where X represents one or tw¢ lower case
alphabetic characters and Y r¢presents an
integer between 1 and 15

Windows Disk #X, Partition #X X represents a decimal digit

Table 9 sp¢cifies the format for LogicalDisk.Name:for unpartitioned disks.

Table 9 - Standard Operating System Names for Unpartitioned DIsks

Operfpting Format Notes
Sysftem

AIX /dev/hdiskX X represents a hexadecimal number and
may be more than one character

HP-UX /dev/dsk/cXtYdz X, Y, and Z represents hexadg¢cimal
number and may be more thap one
character in length

Linux /dev/sdX or /dev/hdX X represents one or two lower|case
alphabetic characters

Windows \\PHYSICALDRIVEx X represents a a decimal number and may
be more than one character

7.2.4.6 Case Sensitivity

Names and NameFormats are case sensitive and the cases provided in Table 9 shall be used If not otherwise
specified, uppercase should be used.
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7.2.4.7 Testing Equality of correlatable Names

The implementation shall only compare objects of the same class or parent class. For objects that do not require
the use of additional properties, a simple direct comparison is sufficient, providing the format for the mandatory
correlatable name as identified in this section or the specific profile is adhered to.

For objects that do require the use of additional properties (e.g., NameFormat), the correlatable names of objects
representing the same entity should compare positively, negatively, or indicate clearly when a comparison is
ambiguous.

- if the two objects have the same NameFormat and Name, then they refer to the same resource

- if the two objects have the same NameFormat and different Names, then they refer to different resources

* if the

wao ohjects have different NameFormats whether the Names are the same or diffe

rent, then it is

unkno

This redud
incompatib

7.2.4.8

7249 i

The iSCSI
are: iSCSI
in the nam

The iSCSI
1 - The stri

2 - A date
name used

3 -The org

Optionally,
iSCSI nam

Figure 11:
generated

vn whether they refer to the same resource

es the possibility that a match is missed by a string equals comparison simply
ility of formats rather than non-equality of the data.

Dperating System Device Names

SCSI Names
standards define three text formats for names that apply to various iISCSI elements. Thg

b as a three-letter prefix. The three formats are explained in«more detalil.
qualified name (ign) format is defined in [iISCSI] and cofitains (in order):
ng “ign.”

code specifying the year and month in whigh the organization registered the domain
as the naming authority string.

anizational naming authority string, which consists of a valid, reversed domain or subdon

a "', followed by a string of the (@ssigning organization's choosing, which shall make
e unique.

"ISCSI Qualified Names! (ign) Examples" contains examples of iSCSI-qualified name
by “EXAMPLE Storage, Inc.”

ecause of an

b three formats

qualified name (ign), IEEE Extended Unique Identifier (eui), arch ANSI T10 NAA. The forfnat is included

pr sub-domain

hain name.

pach assigned

5 that may be

Organizational Subgroup Naming Authority
Naming and/or string Defined by
Type Date Auth Org. or Local Naming Authority
Fe—t b + emm———_— R Sy My SR +

(I 11 11 |
ign.2001-04_.com.example:diskarrays-sn-a8675309

ign.2001-04.com.example
ign.2001-04.com.example:storage.tapel.sysl.xyz
ign.2001-04.com.example:storage.disk2.sysl._xyz

Figure 11 - iSCSI Qualified Names (ign) Examples

The IEEE Registration Authority provides a service for assigning globally unique identifiers [EUI]. The EUI-64
format is used to build a global identifier in other network protocols.
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The format is "eui." followed by an EUI-64 identifier. Figure 12: "iSCSI EUI Name Examples" contains an example.

Type EUI-64 identifier (ASClIl-encoded hexadecimal)

(I |
eui .02004567A425678D

Type "naa.

Figure 12 - iSCSI EUI Name Examples

" - Network Address Authority

The ANSI T10 FC-FS standard defines a format for constructing globally unique identifiers [FC-FS] referred to as a
Network Address Authority (NAA) format. The iISCSI name format is "naa." followed by an NAA identifier (ASCII-

encoded h

Figure 13:
type NAA i

oxadecimal digits)

"ISCSI 64-bit NAA Name Examples" contains an example of an iSCSI name with,a 64
dentifier (ASCII-encoded hexadecimal)

bit NAA value:

(Y I
naa.52004567BA64678D

Figure 14:
type NAA i

Figure 13 - iSCSI 64-bit NAA Name Examples

'ISCSI 128-bit NAA Name Examples" contains an example of‘an ISCSI name with a 128
dentifier (ASCII-encoded hexadecimal)

bit NAA value:

I 1l I
naa.62004567BA64678D0123456789ABCDEF

Figure 14 - iSCSI 128-hit NAA Name Examples
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Health and Fault Management

Objectives
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Health and Fault Management is the activity of anticipating or detecting failures through monitoring the state of the
storage network and its components and intervening before services can be interrupted. A service in this case is
the realization of storage through several interconnected devices connected, configured for a dedicated purpose.
The purpose is the delivery of software application functionality in support of some business function.

7.3.2

Overview

Express states and statuses with standard meanings.

Define the use of comprehensive error reporting in determining the type, category, and source of failures.

Define

Define

7.3.3 Te

Error:

An unexpe
system su
uncorrecta

Fault:
A problem
function. A

Fault Regi
Many devi
componen
or all of of]
doctor, to d

the quality associated with errors rather than qualities.

explicit failure scopes rather than requiring HFM enabled application to construct them.

ms

cted condition, result, signal or datum. An error is usually caused by an underlying
Ch as a hardware fault or software defect. Errors can be classified as correctable (r
ble, detectable or undetectable.

that occurs when something is broken and therefore=not functioning in the manner it w
fault may cause an error to occur.

on:
es or applications can attempt to fix themselves upon encountering some adverse condi
s which the device or application can attempt to fix is called the Fault Region. The set m
her devices or applications. Having thesFault Regions declared helps a HFM applicatiq
0 no harm by attempting to interfere‘\and thereby adversely affect the corrective action bq

Health and Fault Management (HFM):

Health and
state of the
this case ig
dedicated
function.

Operation

Health Std

Fault Management is the activity of anticipating or detecting debilitating failures through
storage network and its components and intervening in before services can be interruptg
the realization of storage utilization through several interconnected devices connected, g
burpose. The purpese'is the delivery of software application functionality in support of §

al status:
These values indicate the current status(es) of the element. Various operational statuses
(e.q..©OK, starting, stopping, stopped, In Service, No Contact).

te.

broblem in the
bcoverable) or

as intended to

ion. The set of
py include part
n, acting as a
ing attempted.

monitoring the
d. A service in
onfigured for a
ome business

are defined

These values indicate the current health of the element. This affribute expresses the health of this

element but not necessarily that of its subcomponents.
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Description of Health and Fault Management

The goal of effective administration requires devices and applications that comprise storage services to report their
status and the nature of their errors in standard terms. These terms need to be understandable by a client without
device specific knowledge.

Fault Detection

Poll for SubComponentInError

Indication CIM _FError

Healln Stale ASSOCIation

There are

Health

Error -
Indicatl

Fault H

7.3.4.1

Operationg
could cony
may have
(excellent)
=0) to the

Table 10 i
Operationg

The table 3
are many (¢

our basic ways for a SMI-S client to detect an error or fault condition_These are:

Standard errors returned from CIM operations.

Dperational Status and Health State (Polling)

ey very different statuses and may attimes be related or independent of each other. Fo

situation where it was stopped;for the routine maintenance (HealthState = 100).

5 an example of how HealthState can disambiguate health for a for a disk drive, vari

thows, for a disk drive, various possible values for OperationalStatus and HealthState.

Figure 15 - Basic Fault Detection

state and Operational status - Polling.

ons - Subscribe for and receive asynchronous Indications.

egions (experimental) - Walk the CIM model looking for RelatedElementCausingError ag

| Status and Health State are the two properties that will be used to monitor health. These

a disk drive with the Operational Status of “Stopped” and the HealthState of 0 (e
Now the reason the disk drive,is-stopped could vary from the fact that it had a head crag

IStatus and HealthState:

ases not shawn.

Table 10 - OperationalStatus for Disk Drive

sociations.

two properties
example, you
pired) or 100
h (HealthState

pus values for

Note that there

Operall
1

iopalStatus Description HealthState Description Commg

nt

OK OK Everything is Tine

OK 10 Degraded/ Some soft errors

Warning

3or2

15 Minor Failure Many soft errors

Degraded or
Predicted

Failure
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Table 10 - OperationalStatus for Disk Drive (Continued)

OperationalStatus Description HealthState Description Comment
3or2 Degraded or 20 Major Failure Some hard errors
Predicted
Failure
3 Degraded 10 Good A subcomponent has failed
(no data loss)
10 Stopped 5 OK Drive spun down normally
10 Stopped 30 Non- Head crash
Error
8 Starting 10 Degraded/ Will update HealthState once
Warning fully started
4 Stressed 5 OK Too«many I/O in Ipﬁrogress,
but the drive is fipe.
15 Dormant 5 OK The drive is not rjeeded
currently

The propefty OperationalStatus is multi-valued and more dynamie, lttends to emphasize the curfent status and
potentially the immediate status leading to the current status; whereas, the property HealthState i$ less dynamic
and tends|to imply the health over a longer period of timeSAgain, in the disk drive example, the disk drive's
operationa] status may change many times in a given time period. However, in the same time periogl, the health of
the same drive may not change at all.

7.3.4.2

$tandard Errors and Events

Standardizption of error and events are required.§0 that the meaning is unambiguous and is given to comparisons.

Error and JAlert indications

HFM clients shall not be required to be embodied with specific knowledge of the devices and applidgations in order
to derive the quality of the error from the datum. The device and application shall express the quality of the error

rather tha
example,

the quantity interpreted with a priori knowledge to determine that error condition is present. For
device needs to_express that it is too hot rather than requiring the HFM enabled| application to

determine this from the temperature datum and device specific knowledge of acceptable operating ¢onditions.

rrors are defined for each Profile / Subprofile. The definitions will be contained in| the profiles /

subprofileq. Standard.€rrors are not the only error codes that can be returned, but are the only codeg that a generic

Standard
client will understanek:
7.3.4.3 Indications

Indications are asynchronous messages from CIM servers to clients. A client must register for them. Each SMI-S
profile/subprofile contains lists of indication filters that clients use to indicate the information it is interested in. The
message itself is defined in the SMI-S indication subprofile.

EXPERIMENTAL

7.3.4.4

Event Correlation and Fault Containment

Automation will require that an error arising through control and configuration activities, as a side effect of them, or
by failures caused by defects can be directly correlatable. Error categories like network cabling failures or network
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transmission errors will help organize the types of error that can be produced. Standard errors, like impending disk
media failure, will be required as well.

Once the errors have been collected and correlated, the HFM enabled application can produce an impact list
sorted by likelihood. Some of the error correlation can be determined by the common

affect through the manifestation of the RelatedElementCausingError association to be described later. The alerts
themselves can report its correlation with other alerts.

Potential faults can then be derived from errors for each component. Deriving such a list may require a dialog
between the HFM enabled application and the device or application in question such that the HFM enabled
application is assisted in the production of the list.

If permitted, then control and configuration operations may be executed to contain the fault. The pallet of these

E service with

operationstiII be those operations already available through SMI-S. However, special operations may arise from

the HFM
alternative

Define the

Much like
enabled a
enabled a
possible ca

Also like a
HFM enab
corrective

The simplif

The device
an alert ind

The event
that the eV
single or
called erro

Once itis
The cause

device or gpplication may report the fault directly, through an alert indication, optionally with recomm

esign work as well. Fault containment will include the reconfiguration of the storag
components, leaving failing components or interconnections isolated.

use of comprehensive error reporting in determining the type, category, and.source of fai

b physician, the HFM enabled application is notified or consulted when|symptoms ap(
pplication then develops a prognosis based on the manifestation of. the ailment. At fi

luses, ranked by probability, and associated recommended procedures.

doctor, the HFM enabled application will settle for enabling'the patients to heal themsely
ed applications cannot be expected to heal the device/in all cases. A significant portion
hctions will require the intervention of people or device€ uhique knowledge.

ied state diagram shown in Figure 16: "Health Lifeeycle" follows the fault mitigation life cy

or application manifests an event, either by @;state change, error returned from a WBE]
ication.

s recognized by the HFM enabled application and accessed by the HFM enabled applicg
ent indication does the represent.the existence of an error. An error condition may be
ultiple events occurring in some order. The process of examining and characterizing evs
handling.

etermined that an error.condition is present, then possible causes are sought and ranke
s themselves describe.a potential problem or fault with the component in question. Al

ures

ear. The HFM
mes, the HFM

pplication will perform diagnostic procedures. The end result of the process is to prgduce a list of

es. That is the
of all possible

cle for HFM.
1/ operation, or
tion. It may be

heralded by a
PNt as errors is

] by likelihood.
ernatively, the
ended actions.
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Figure 16 - Health Lifecycle
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handled entirely by the HFM enabled application. Otherwise, the HFM enabled application can not actively
participate in whole fault resolution life cycle. In this case, the HFM enabled application would wait for the end state
of fault resolution to come to being before ending its fault mitigation exercise.

Faults are contained and components repaired or replaced. The instructions to the HFM enabled application for
what can be done to repair the fault are the recommended actions. Fault Containment includes fencing off the
faulty component and maintaining the service. To be minimally effective, the HFM enabled application contains the
fault. The repair may or may not be done with human intervention.
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The devices and application that comprise a storage system have themselves some level of self diagnostics and
report functionality.

* Reports on act
Reports on states Continuum of fault taken
Requires intervention recovery » Self-Healing

ion

There is a

actions taken. The variance of capabilities for device and applications can be plotted on'a eontinuum

continuum

and any further action required to service it. At the other end of the continuumthe“device can on

states and

There are

Figure 17 - Continuum

range of ability of devices and applications to recover from failures and to report-on the
the device or application recognizes a fault condition and takes action;réporting on th

requires intervention both in the detection of fault conditions and th€ taking of corrective

imits to what an HFM-enabled application can do. Obviously, if the device or application

error recovery
. At one end of
e action taken
y report on its
Action.

can not report

states, errprs and alerts in a standard way or can not report this (data’ at all, then there is litfle an external

implementgation can do.

However, few, if any, of these devices and applications can maonitor and correct the service as a whole. It is for this

reason the

7.3.45 |

A scope cs
application

example, the device itself may monitor its components and perform fault mitigation on its ow|
s whose errors are handled by acgiven fault mitigation entity is the fault region. The scgpe of effect of

componen
this fault rg

HFM implementation is needed to augment the effectiveness of the administrator.

Fault Regions

n be applied to the effect of errors and thetassociated fault. A fault may affect a compone
. storage service, or all the above. Thisiscope defines the area of influence for fault co

gion shall be defined.

nt, a device or
htainment. For
n. The plot of
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Figure 18 - Application Fault Region

Error handling is initiated by the interception of error events. For example, a switch may recognize the failure of one
it ports and reroute traffic to a working port. In this case, the fault region is defined as the switch itself. If the failure
event is publicly consumable, other fault mitigation entities can also handle the error as well. The failure of a drive
may be mitigated one way in the array fault region and mitigated differently in the HFM enabled application fault
region. For example, the array fault mitigation entity can bring a volume off line if the failure of the disk brings the
set of disks below the minimum required for quorum. At the same time, the HFM enabled application can
reconfigure the storage service to create a replacement volume and then restore the failed volume's data from

backup.
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The HFM enabled application is one of the several possible storage network scope fault mitigation entities. As
discussed previously, this broad scope is necessary to mitigate faults where the faults cannot be entirely mitigated
by the storage device or application alone. It is necessary that fault mitigation entities like the HFM enabled
application can observe the activities of the fault mitigation entities contained within their fault regions such that
they do no harm. Device or application should express what error conditions are to be handled inside their own
fault domain and how an HFM enabled application can detect that such fault containment is occurring. State
changes on components may be sufficient representation of these activities.

In general, the HFM enabled application fault region mitigation may not necessarily include the same actions that
the host, switch, or array may take to fix them.

EXPERIMENTAL

7.3.4.6 Examples

7.3.4.6.1 Array Example

The scenafio presented is related to a storage array that contains one or many ports4 A\port is off-line. This port
effects the|serving of a volume to a host.

LogicalRart

SystemDevice RrotocolControllerForPort

ComputerSystem SCSIProtocolController

) ProtocolControllerForUnit
SystemDevice ‘

StorageVolume

Figure 19 - Array Instance

Indication

An Alertindlication_is produced by the array notifying the HFM enabled application of the failure. [The indication
reports thg Object-Name of the ProtocolController that has failed through its AlertingManagedElgment property.
When storage capacity configuration operations are attempted on storage related to the failed ProfocolController,
an Error ig reported. The error reports the Object Name of the ProtocolController that has failgd through the
ErrorSource property. Error is a class introduced in CIM 2.9 that provides a mechanism to express error number,
category, recommended actions and the like.

Standard Errors

It is mandatory to report error conditions through both Alertindication and Error in those cases where Error is
returned when the method call failed for reasons other than the method call itself. For example, if the device port is
down then a method call can fail because of this condition. It is expected that the device will report a port error
Alertindication to listening clients as well.
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Operational status and Health State (Polling)

A client that gets the top Computer system instance should see an operational status of degraded and a health
state of good if the data wasn't lost. At the same time, reading the instance of Computer system for the broken
controller would see an operational status of “stopped” and a health state of “non-recoverable Error”.

EXPERIMENTAL

Fault Region

The RelatedElementCausingError association defines the relationship between a CIM Instance that is reporting an
error status and the component that is the cause of the reported status. The Port and a Volume using the port both
report error status and the_RelatedElementCausingError association reports that the ProtocolController through
which the Meltme-is—exposed-hastalled-and-atleastseme—of-the—volumes—are-Rotengervisible-externally to the

array. The prray itself would be thereby degraded.

The_RelatqdElementCausingError association is independent of all other associations. It is only usg to report error
associations and comes into existence only when necessary. Once the error has been handled, thg association is
removed from the model.

EXPERIMENTAL
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7.3.4.6.2

The scenario presented is related to a FC Switch that contains many ports. One of the ports is off-line.

Switch Example

—97-—
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| ]
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Statistics Capabilitiels
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FCPortCapabilities

Figure 20 - Switch Example
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Indication

An Alertindication is produced by the switch notifying the HFM enabled client of the failure. The indication reports
the Object Name of the FC port (FCPort) that has failed through its AlertingManagedElement property.

Standard Errors

A call to Port settings, port capabilities, or statistics cause an Error to be reported. The error reports the Object
Name of the FCPort that has failed through the ErrorSource property.

It is mandatory to report error conditions through both Alertindication and Error in those cases where Error is
returned when the method call failed for reasons other than the method call itself. For example, if the device is
overheated, then a method call can fail because of this condition. It is expected that the device will report an over
heat Alertindication to listening clients as well.

EXPERIIJ/IENTAL

Fault Regilon

The RelatgdElementCausingError association defines the relationship between a CIM Instance that|is reporting an
error statug and the component that is the cause of the reported status. The failed\port would repprt error status
and the RglatedElementCausingError association reports that the PortStatistics @and PortSettings ar¢ effected. The
switch itself would be thereby degraded.

The_RelatqdElementCausingError association is independent of all othercassociations. It is only usg to report error
associationjs and comes into existence only when necessary. Once the érror has been handled, thg association is
removed from the model.

EXPERIMENTAL
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7.4

7.4.1

— 99—

Policy

Objectives

Policy in the context of SMI-S refers to the common expression of policy in the management of storage. The
specific objectives to be addressed by policy include:

a)
e

lement. This includes:
1) Native behavior currently unexposed through a standard interface;

2) Behavior that can be implemented on behalf of the element by the SMI-S implemen

b)
c) H
d) H
e)
f)
9)

h)

=
B

H

7.4.2 OV

Policy is th
control tha
of reducin
provide fo
envisioned
administra

Any good
through m
documentsg
for the cre
achieve th
organizatid

Note: M4
is

7.4.3

A number

Palicy(Terms

TOVIGE & COTMIMON EXpression that tan be extended for vendor Specific beravior,

rovide for a mechanism that allows for embedded policy implementations;

rovide for the implementation of policy external to individual elements;

rovide for policies that work across multiple profiles and implementations-af<those profile
rovide a policy mechanism that scales to enterprise environments;

xtend existing DMTF standard policy models that are used for network and security;
rovide a mechanism that allows SMI-S clients to determineithe level of (SMI-S) policy su

erview

e expression of management behavior such that.administrators and other managemer
behavior, tailoring it to accomplish specific goals.,-Policy based storage management hol
) the cost and complexity of the mostly manual management of storage resources

as being implemented by management'software and device vendors and manipulated af
ors in order to achieve specific resultséin their environment.

T organization has specific policies and procedures as well as best practices that are fg
anual tasks) by the IT personnel in managing the IT environment. The best orga
d these policies and have a-process for updating and revising them. Policy based mang
htion and maintenance -of management policies that automate the management of IT e
e desired goals of.the business. These policies can themselves be managed jus
ns manage theirwriften policies and procedures.

inagement of-policy implementations including policy services and management of polic
eft for a future SMI-S revision.

a level of automation while allowing eontrol over the behavior of that automation.

Provide for the exposure of element specific policies which control the behavior of management for the

tation;

pport.

t software can
s the promise
oday. Policies
Policies are
d extended by

llowed (largely
hizations have
gement allows
nvironments to
t as the best

es themselves

pf'concepts have required new terms to be defined as follows:

Policy Client: An CIM Client that creates or manipulates instances of policy classes in a CIM Server.

Policy Implementation: The implementation of policy class instances in a CIM Server (i.e., providers).

Policy Based: An SMI-S compliant implementation that supports one or more policy profiles directly.

Policy Enabled: An SMI-S profile, subprofile or package that includes properties and methods that are used in one
or more policy profiles.
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7.4.4 Policy Definition

The expression of Policy in the CIM Model takes the form of policy rules that aggregate conditions and actions
whereby upon successful evaluation of the conditions the actions are taken. Up until recently, the specialization of
these base classes was along the lines of specific extensions for domains such as Networking and Security. Rather
than create domain specific extensions for storage, a more general approach was taken.

The new extensions to the CIM Policy Model are meant to enable policies that act on anything that is itself modeled
in CIM, testing conditions on instances in the model and invoking methods to manipulate those instances.

Note: More information on the CIM Policy model and its application can be found in the DMTF Policy whitepaper.
This clause does not attempt to duplicate that material.

7.4.4.1 Query Condition

The base tolicyCondition class is extended in such a way as to allow a condition to query any statle that exists in
implementgtions of the model. The new class QueryCondition allows a query string of unrestricted complexity to be
used, just fas any other CIM Client, to interrogate the model and create results. The presence of these results
indicates that the condition evaluated to true. The absence means that the condition is false.

7.4.4.2 Method Action

The base PolicyAction class is extended so that any arbitrary method (extrinsi€_or intrinsic) can e invoked and
appropriat¢ parameters can be passed. This is also accomplished by a query:string that, in this case} specifies how
to use the fesults from the QueryCondition(s).

7.4.4.3 Query Condition Result

The result|of a QueryCondition when it evaluates to TRUE (FALSE produces no results by defin|tion) is one or
more “row$” of embedded objects each with a predefined classname of QueryResultinstance whiose properties
match (both name and type) the query select criteria. This.result is used possibly by other query ponditions and
method acfions.

7.4.4.4 Method Action Result

The result pf a MethodAction is an instance indication that has scope and life only within an enclosjng PolicyRule.
This result|is used by other method Policy-Based Support

The implementation of policy can be limited to static instances of a policy model, specifically dug to the cost in
resources fo implement full query langtiage support. This is similar to the situation with Indication Filters in that
static instahces of QueryCondition and MethodActions and their associated query strings are availaljle when a CIM
Client interfogates the model fori¢he device. Attempts to create new instances of these classes will fail because the
logic embddied in the query strings is hard coded by the implementation.
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Figure 21 - Use of Results as Context in the Execution of ‘@ Policy Rule

pasically three levels of support:
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ic Policy Rules — a CIM Client can create new instanceés of PolicyRule, Query

MethodActjon. Full support for a query language is implied in this levéDof support

Dynamic
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Static Rule
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PolicySetA
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7.4.4.5

The level g
for implem

ules with Static Components — a CIM Client may discover existing QueryConditions and N

Condition and

flethodActions,

t create new ones. PolicyRule instances may be.gcreated to combine them in unlimited ways.

s and Components — the full logic of thesrule instances that already exist is hard
htion. The CIM Client only has contfol” of what the policy applies to (via,
ppliesToElement).

f policy implementation may use theiassociation PolicySetAppliesToElement to apply th
bments in the same object manager, but the query strings need to already specify how the

Capabilities
f policy based suppertis driven by a capabilities class described in the policy subprofile.
enting this capability/class is covered there.

7.4.5 Pdlicy Recipes

The princig

al recipe.for policy is the creation of policies in a CIM Server as follows:

///DESCRIPTION

coded by the
for example.

b policy to one
association is

Normative text

/ Thi ine d . L I S

// there is only one policy implementation present in the system.
//

// PRE-EXISTING CONDITIONS AND ASSUMPTION

// 1. The rule name is known as the #PolicyRuleName variable.

e that

// 2. The condition name is known as the #PolicyConditionName variable.

// 3. The condition query is known as the #Query variable.
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// MAIN

// Step 1. Create a Policy Rule

$PolicyRule = newlnstance(“CIM_PolicyRule™)
$PolicyRule.setProperty(“PolicyRuleName”, #PolicyRuleName)
$PolicyRule._setProperty(“Enabled”, 2)// disabled
$PolicyRule.setProperty(“SequencedActions”, 1)// mandatory
$PolicyRule.setProperty(“ExecutionStrategy”, 3)// do until failure
$PolicyRule-> = Createlnstance($PolicyRule)

// Step 2. Create a Policy Condition
$QueryCondition = newlnstance(“CIM_QueryCondition™)

$QueryCondition.setProperty(“PolicyConditionName™, #PolrcyConditionNanje)
$QueryCondition.setProperty(“Query”, #Query)

$QueryCondition.setProperty(“QueryLanguage”, “CQL™)
$QueryCondition-> = Createlnstance($QueryCondition)

// Step 3. Associate Condition to the Rule
$PolicyConditionInRule = newlnstance(“CIM_PolicyConditieninPolicyRule’])
$PolicyConditionInRule.setProperty(“GroupComponent=, ‘$PolicyRule->)
$PolicyConditionInRule.setProperty(“PartComponent’y; $QueryCondition->)
$PolicyConditionInRule-> = Createlnstance($PolkicyConditionInRule)

// Step 4. Create the Action

$MethodAction = newlnstance(“CIM_MethodAction™)
<Assign values to MethodAction attributes>
$PolicyAction-> = Createlnstance($MethodAction)

// Step 5. Associate the Action to the Rule

$PolicyActionStruct = newlnstance(“CIM_PolicyActionStructure”)
$PolicyActionStruct.setProperty(“GroupComponent”, $PolicyRule->)
$PolicyActionStruct.setProperty(“PartComponent”, $PolicyAction->)
$PolicyActionStruct:setProperty(“ActionOrder”, 1)// Group 1
$PolicyActionStruct-> = Createlnstance($PolicyActionStruct)

// Step 6. Enable the Rule
$PolicyRule_Enabled = 1// Enabled
Modifylnstance($PolicyRule->,
$PolicyRule,
false,

{“Enabled”})
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EXPERIMENTAL

7.5 St

7.5.1

andard Messages

Overview

Management of computer resources is, at times, fraught with exceptional conditions. SMI-S provides the means by
which storage related computing resources can be controlled, configured, and, to some extent, monitored. This
clause defines standard messages used in reporting the nature of these exceptional conditions. Standard
Messages are the expression of exceptional conditions in a managed device or application in a standard form. In
other words, the indication of this condition as a standard message enables a client application that relies solely on

SMI-S for i

strumentation to take meaninaful action in response
J L

There are
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This clause uses the term Error for the Error instance returned.

A particulg
profile, suk
to the clier
instance. T

See 9.2.1.

The Errors|
Without su
other sour
the functio

Some type
‘system is
both types
conditions

!

wo types of SMI-S enabled client applications supported by standard messages. The-fir
and controls. It requires the details why these types of operations failed to complete su
e of client application is a passive observer of state changes from the SMISS) Agent.

active management may arise for three reasons. The first type of failure is\Caused by inva
d combination of parameters to an extrinsic or intrinsic CIM Operation-"The second typs
sed by reasons other than the way in which the operation was requested of the SMI-S g
re may be result from an exception condition in the WBEM Infrastructure itself.

ring client waits for indications of exception condition on the device or application it is mg

rations may be successful and return a response or they'may be unnecessarily and retur
combination of a standard CIM status code, like CBM_ERR_FAILED, a description, and

r combination of state changes within the eomputer resource may arise from a single
profile, or package designers may chooseto indicate the condition directly. This indicati
t, asynchronously, as a AlertIndicatioprjinstance. This clause uses the term Alert for the
he combination of the standard message and the enclosing vehicle is called a standard ¢

b, "Health Package" for further details on this mechanism.

and Alerts produced need to be interoperability interpreted by the client application that
Ch interoperability, the, client developer would behavior details of the computer resource in
tes than SMI-S. ThiS:situation is undesirable for functionality specified in SMI-S becaus
hality specification‘is’incomplete.
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752 R

Declaring

quired Characteristics ol standard iviessages

and Producing Standard Messages

Standard Messages are defined in registries. Each registry is the collection of standard messages defined by a
particular working group. In the case of SNIA, the registry is defined by particular working groups. Each working
group works on a part or domain of the storage management problem. Each message as a unique id within the
content of an owning organization, SNIA in this case, and working group.
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Each message in the registry shall define values for the five message properties, OwningEntity, MessagelD,
Message, MessageArguments, and MessageFormatString. Since registries are a collection of messages and
each registry is defined within the context of a owning entity, the owning entity is implied.

The message, as conveyed in an Error or Alert, and received by a client, shall contain the OwningEntity,
MessagelD, Message, and MessageArguments. See “Standard Events” in the 9.2.1.6, "Health Package".

When the Message is produced, the variables defined in the MessageFormatString are replaced with the values
from the MessageArguments array in the order in which the variables are defined. The MessageArguments array
is an array of strings. So the implementation shall coerce the value in its native CIM data type to a string before
adding that value to the MessageArguments. A client may coerce that value back to its native data type using the
string coercion rules for each CIM data type.

resulting s
element sh
common ¢
elements g

Neither theg

The Message shall be localized in the language requested by the client,_See the CIM Operatio
n, version 1.2, for details on internationalization with WBEM.

specificatid

A Standard Message may be conveyed with an Error or an Alert. The omission of specific value
n the Error or Alert instance does not imply that this meSsage may not be conveyed in th

properties

ring by a comma. If a value within the array argument contains a whitespace, then‘th
all appear in the MessageArgument element contained within matching double .quotes
elimited list of array argument elements. The resulting comma delimited ist of ar
hall contain no whitespace characters other that those that are part of a element value.

Message nor the MessageArguments shall contain non-printable characters other than th

is array argument

An argumemmmmmwm&mmmwmmmi
to a string element in the MessageArgument shall result in each value of the array argument to be gelimited in the

Table 11 - Example Standard Message Declaration

e value of that
n the resulting
ay arguments

e whitespace.

hs over HTTP

5 for the other
b omitted form.

Message Property Value
QwningEntity SNIA
MessagelD MP5
MessageFormatString” Rarameter <Position> of the <Method Type> method, <Mgthod
Name> , is invalid producing <Status Code> . <Additional
Status>
MessageArguments Position: The position the errant argument appears in the

declaration of the method, from left to right.
Method Type: intrinsic or extrinsic

Method Name

Status Code: CIM Status Code <status code>
Additional Status: Additional circumstances describing the
error (ex. Parameter out of range).

Given the following method declaration:

uint32 RequestStateChange(

[IN, Description (*“.”),
ValueMap { "2, "3, "4", "5", "6", "7..32767",
"'32768..65535" },
Values { "Start", "Suspend", "Terminate', "Kill", "Service",
"DMTF Reserved", "Vendor Reserved" }]
uintlé RequestedState,
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[IN, Description (".")]
datetime TimeoutPeriod);
A client makes the following call

RequestStateChange(“1”, null);

“1” is an invalid RequestedState. Therefore, the target of the CIM Operations will produce a Error.

Table 12 - Example Standard Message Values

Message Property Value
OwningEntity SNIA
MessagelD MP5
Message Parameter 0 of the extrinsic method, RequestStateChang

invalid producing CIM_ERR_INVALID_PARAMETER CIM
Error. Parameter out of range.

MessageArguments “0”

"extrinsic"

RequestedStateChange
“CIM_ERR_INVALID_PARAMETER”

“Parameter out of rangey

7.5.2.1 Common Messages

75211 Message: Authorization Failure

Owning Erftity: SNIA

Message ID: MP1

Message Hormat String: <Type of Operation> Access is Denied

Table 13 dgscribes the message arguments.

Table 13 - Authorization Failure Message Arguments

Message|Argument Data Description Possible Values
Type
Type of Qperation string Type of operation attempted. Creation
Modification
Deletion
Execution
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Table 14 - Authorization Failure Error Properties
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Property

Value

Description

CIMSTATUSCODE

2 (CIM_ERR_ACCESS_DENIED)

Existence is required

ERROR_TYPE

4 (Software Error)

Existence is required

ERROR_SOURCE

(A reference to the object to which
access is requested.)

Existence is required

PERCEIVED_SEVE
RITY

2 (Low)

Existence is required

7.5.2.1.2 Message: Operation Not Supported

Owning Erftity: SNIA
Message IPD: MP2

Message Hormat String: <CIM Operation> is not supported.

Table 15 describes the message arguments.

Table 15 - Operation Not Supported Message Arguments

Message|Argument Data Description Possible Values
Type
CIM Opeipation string GetClass

Getlnstance

DeleteClass

Deletelnstance

CreateClass

Createlnstance

ModifyClass

Modifylnstance

EnumerateClasses

Enumeratelnstances

EnumeratelnstanceNames

ExecQuery

Associators

AssociatorNames

References

ReferenceNames
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Table 15 - Operation Not Supported Message Arguments

Message Argument

Data Description Possible Values
Type
GetProperty
SetProperty
GetQualifier
SetQualifier

DeleteQualifier

EnumerateQualifier

75.2.1.3 Message: Property Not Found

Owning Ertity: SNIA

Message ID: MP3

Message Hormat String: <Property Name> property was not found in the <Class(name> class.

Table 16 d

pscribes the message arguments.

Table 16 - Property Not Found Message Arguments

Message|Argument Data Description Possible Values
Type
Property Name string The property name is specified as
it was passed by the client.
Class namne string The property-name is specified as
it was passed by the client.
7.5.2.1.4 Message: Invalid Query
Owning Erftity: SNIA
Message ID: MP4
Message Hormat String: Querylanguage is not supported. The query language supported are <Supjported Query

Languages

Table 17 d

>

pscribes the message arguments.

Table 17 - Invalid Query Message Arguments

Message Argument Data Description Possible Values
Type

Supported Query string

Languages
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Message Format String: Parameter <Position> of the <Method Type> method, <Method Name> , is invalid
producing <Status Code> . <Additional Status>

Table 18 describes the message arguments.

Table 18 - Parameter Error Message Arguments

Message Argument Data Description Possible Values
Type
Position uint16 The position the errant argument
appears in the declaration of the
method, from left to right.
Method Type string extrinsic
intrinsic
Method Name string
Status Cqde string no
CIM Status Code: Add status code
number after the above
Additiona) Status string parameter value out of rgnge
invalid combination
null parameter is not permitted
non-null value is not permitted
empty string is not permitted
empty array is not permifted

Table 19 describes the error properties.

Table 19 - Parameter Error Properties

Property

Value

Description

CIMSTATUSCODE

4
(CIM_ERR_INVALID_PARAMETER)

Existence is required

ERROR_TYPE

4 (Software Error)

Existence is required

ERROR_SOURCE

(Itis discouraged from specifying any
reference here.)

Existence is discouraged

PERCEIVED_SEVE
RITY

2 (Low)

Existence is required
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Message: Query Syntax Error
Owning Entity: SNIA
Message ID: MP6

Message Format String: Syntactical error on query: <Errant Query Components> <Syntax Errors>

Table 20 describes the message arguments.

Table 20 - Query Syntax Error Message Arguments

query components in the previous
argument. The two arrays are to
match element to element.

Message Argument Data Description Possible Values
Type
Errant QUeTy String The parts of the query thatare m
Compongnts error with a carrot "' in front of
text that is in error
Syntax Efrors string The syntax errors for each of the

Table 21 dgscribes the error properties.

Table 21 - Query Syntax Error RProperties

Property

Value

Description

CIMSTATJUSCODE

4 (CIM_ERR_INVALID_QUERY)

Existence is required

ERROR_|TYPE

4 (Software Error)

Existence is required

ERROR_|SOURCE

(It is discouraged from spéecifying any
reference here.)

Existence is discouraged

PERCEIVED_SEVE | 2 (Low) Existence is required
RITY
7.5.2.1.7 Message: Query Teo-Expensive

Owning Erftity: SNIA
Message ID: MP7

Message H

ormat String:-Query is too expensive because the <Rejection Reason>

Table 22 dgseribes the message arguments.

Table 22 - Query Too Expensive Message Arguments

Message Argument Data Description Possible Values
Type
Rejection Reason string result set will be too big

query will take too many computing
resources to process
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Table 23 describes the error properties.

Table 23 - Query Too Expensive Error Properties

Property Value Description
CIMSTATUSCODE 4 (CIM_ERR_INVALID_QUERY) Existence is required
ERROR_TYPE 4 (Software Error) Existence is required

ERROR_SOURCE (It is discouraged from specifying any | Existence is discouraged
reference here.)

PERCEIVED_SEVE 2 (Low) Existence is required
RITY

7.5.2.1.8 Message: Class or Property Invalid in Query
Owning Erftity: SNIA

Message Ip: MP8

Message Hormat String: Invalid <Invalid Query Component>

Table 24 describes the message arguments.

Table 24 - Class or Property Invalid in Query‘Message Arguments

Message Argument Data Description Possible Vallies
Type
Invalid Query Component string This argument shall contain the

‘classchname’ or ‘class
name'.'property name'

Table 25 dgscribes the error properties.

Table 25 - Classcor Property Invalid in Query Error Properties

Property Value Description
CIMSTATJUSCODE 4 (CIM_ERR_INVALID_QUERY) Existence is required
ERROR_[TYPE 4 (Software Error) Existence is required

ERROR_|SOURCE (Itis discouraged from specifying any | Existence is discouraged
reference here.)

PERCEIVED_SEVE | 2 (Low) Existence is required
RITY

7.5.2.1.9 Message: Invalid Join in Query

Owning Entity: SNIA

Message ID: MP9

Message Format String: Invalid join clause: <Invalid Join Clause>
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Table 26 describes the message arguments.

Table 26 - Invalid Join in Query Message Arguments

Message Argument Data Description Possible Values
Type
Invalid Join Clause string This argument shall contain the
entire join clause that is in error.

Table 27 describes the error properties.

Table 27 - Invalid Join in Query Error Properties

Property

Value

Description

CIMSTATJUSCODE

4 (CIM_ERR_INVALID_QUERY)

Existence is required

ERROR_|TYPE

4 (Software Error)

Existence is required

ERROR_|[SOURCE

(It is discouraged from specifying any
reference here.)

Existence is discouraged

PERCEIVED_SEVE | 2 (Low) Existence is required
RITY
7.5.2.1.10 Message: Unexpected Hardware Fault

Owning Ertity: SNIA
Message ID: MP10

Message H
Error>

ormat String: Call technical support and report the following error number has occurred,

Table 28 dgscribes the message arguments;

Table 28 - Unexpected Hardware Fault Message Arguments

<Hardware

Message|Argument Data Description Possible Values
Type
Hardwarg Error sint32 Vendor specific hardware error.
Use this error only when all other
standard messages cannot cover
this condition.
Table 29 deserbes-the-errorproperies:
Table 29 - Unexpected Hardware Fault Error Properties
Property Value Description
CIMSTATUSCODE 1 (CIM_ERR_FAILED) Existence is required
ERROR_TYPE 5 (Hardware Error) Existence is required
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Table 29 - Unexpected Hardware Fault Error Properties

Property

Value

Description

ERROR_SOURCE

(It is discouraged from specifying any | Existence is discouraged

reference here.)

PERCEIVED_SEVE
RITY

2 (Low)

Existence is required

7.5.2.1.11 Message: Too busy to respond

Owning Entity: SNIA

Message |IB—MPR1L

Message Hormat String: WBEM Server is <Adverse Condition> to respond.

Table 30 dgscribes the message arguments.

Table 30 - Too busy to respond Message Arguments

Message|Argument Data Description Possible Values
Type
Adverse Condition string too busy
initializing

7.5.2.1.12| Message: Shutdown Started

Owning Ertity: SNIA
Message Ip: MP12

Message Hormat String: The computer system is_shutting down in <seconds to shutdown> seconds

Table 31 dgscribes the message arguments,

Table 31--Shutdown Started Message Arguments

Message|Argument Data Description Possible Values
Type
seconds {o shutdown _[twuint32 The number of seconds before

the system is shutdown.

Table 32 descrjbes the alerts that are associated with this message.

Table 52 - Shutdown Started Alert Intformation

Name

Req Value Description

MENT

ALERTING_MANAGED_ELE

Y The object name must reference the top-most
computer system that is shutting down. If the computer
system is cluster, then the cluster computer system
must be referenced.
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Table 32 - Shutdown Started Alert Information

Name Req Value Description
ALERT_TYPE Y 5 Device Alert
PERCEIVED_SEVERITY Y 4 High

7.5.2.1.13 Message: Component overheat

Owning Entity: SNIA

Message ID: MP13

Message Format String: A component has overheated. <Component Type>

Table 33 dgscribes the message arguments.

Table 33 - Component Overheat Message Arguments

Message|Argument Data Description Possible-Values
Type
Compongnt Type string The entire device is affegted. Device

wide failure has already pr can be
expected shortly.

Only a single component is affected.
Corrective action may bqg taken.

Table 34 describes the error properties.

Table 34 - Component'‘Overheat Error Properties

Property Value Description

CIMSTATJUSCODE 1 (CIM_ERR_FAILED) Existence is required
ERROR_|TYPE 6 (Environment Error) Existence is required
ERROR_[SOURCE (The abject name must reference the | Existence is required

physical element most affected by the
qvertemperature message.)

PERCEIVED_SEVE 4 (High) Existence is required
RITY

Table 35 dgscfibes the alerts that are associated with this message.

Table 35 - Component Overheat Alert Information

Name Req | Value Description

ALERTING_MANAGED _ELE | Y The object name must reference the physical element
MENT most affected by the over temperature message.
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Table 35 - Component Overheat Alert Information

Name Req Value Description
ALERT_TYPE Y 6 Environmental Alert
PERCEIVED_SEVERITY Y 4 High

7.5.2.1.14 Message: WBEM Management Interface is not available
Owning Entity: SNIA

Message |

D: MP14

Message Format String: The management interface for the device is not available.

7.5.2.1.15| Message: Device Failover
Owning Erftity: SNIA
Message ID: MP15
Message Hormat String: Management interface is active on different device at the.following URI, <URI>
Table 36 describes the message arguments.
Table 36 - Device Failover Message Arguments
Message|Argument Data Description Possible Values
Type

URI string
7.5.2.1.16 | Message: Functionality is not licensed
Owning Erftity: SNIA
Message ID: MP16
Message Hormat String: Functionality requested is not licensed. The following license is required, <Required

License Name>

Table 37 d

Tahle-37 - Functionality is Not Licensed Message Arguments

bscribes the message-arguments.

Message|Argument Data Description Possible Values
Type

Required|License string

Name
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Table 38 describes the error properties.

Table 38 - Functionality is not licensed Error Properties

Property

Value

Description

CIMSTATUSCODE

1 (CIM_ERR_FAILED)

Existence is required

RITY

ERROR_TYPE 4 (Software Error) Existence is required

ERROR_SOURCE (Reference to top most Computer Existence is required
System.)

PERCEIVED_SEVE 3 (Medium) Existence is required

7.5.2.1.17| Message: Invalid Property Combination during instance creation or modification

Owning Erftity: SNIA
Message ID: MP17

Message Hormat String: The instance contains an invalid combination of properties. The <Errant Pr
property may not have the value, <Errant Property Value> , when the <Existing Property Name> prd

value, <Ex|sting Property Value>

Table 39 describes the message arguments.

Table 39 - Invalid Property Combinatiofh During Instance Creation
or Modification Message Arguments

bperty Name>
perty has

Message|Argument

Data
Type

Description

Possible Values

Errant Prpperty
Name

string

The name gfthe property is
primary r&ason for the rejection of
this instance.

Errant Propperty Value

string

The'invalid property value,
coerced as a string.

Existing Rroperty
Name

string

The property whose value has to
be set in some way before or
regardless of the "Errant Property
Name" property. For example,
property A of value X may be
compatible with property B with
value Y. But, property B may have
had value Y prior to property A

having a value or value X. Or,
property B may be a key and
must logically have a value before
any other property set operation
is considered.

Existing Property
Value

string
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Table 40 describes the error properties.

Table 40 - Invalid Property Combination during instance creation or modification Error Properties
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Property

Value

Description

CIMSTATUSCODE

1 (CIM_ERR_FAILED)

Existence is required

ERROR_TYPE

4 (Software Error)

Existence is required

ERROR_SOURCE

(Nothing to reference.)

Existence is discouraged

PERCEIVED_SEVERITY

3 (Medium)

Existence is required

7.5.2.1.18| Message: Property Not Found
Owning Erftity: SNIA
Message Ip: MP18

Message Hormat String: <Errant Property Name> property was not found in class <Class'‘Name usgd in
Operation>

Table 41 describes the message arguments.

Table 41 - Property Not Found Message’/Arguments

Message Argument Data Description

Type
Errant Property string The name of the property provided in a instance related CIM Operation
Name that simply does hot'exist in the class as indicated by the class name.

Class Name used in string
Operatipn

The class nathe used in the CIM Operation as stated directly as a
method parameters or as part of a CIM Object Name (CIM Dbject
Path).

Table 42 dgscribes the error properties.

Table 42 - Property Not Found Error Properties

roperty Value Description

IMSTATUSCQDE 1 (CIM_ERR_FAILED) Existence is reqlllired

4 (Software Error) Existence is reqlllired

RRORSOURCE (Reference the class in question.) Existence is reqlllired

P
g
HRROR_TYPRE
=
P

ERCEIVED SEVERITY 3 (Medium) Existence is rpq1||ired

7.5.2.1.19 Message: Proxy Can Not Connect

Owning Entity: SNIA

Message ID: MP19

Message Format String: Proxy CIM provider can not connect. <Reason for Connection Failure>
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Table 43 describes the message arguments.

Table 43 - Proxy Can Not Connect Message Arguments

Connection Failure

failure.

Message Argument Data Description Possible Values
Type
Reason for string The reason for the connection Authentication Failure

Authorization Failure

Communications Failure

Table 44 describes the error properties.

Table 44 - Proxy Can Not Connect Error Properties

Property Value Description
CIMSTATJUSCODE 1 (CIM_ERR_FAILED) Existence is required
ERROR_|TYPE 4 (Software Error) Existence‘is.reéquired
ERROR_|ISOURCE (Nothing to reference.) Existence is discouraged
PERCEIVED_SEVE 3 (Medium) Existence is required
RITY

7.5.2.1.20| Message: Not Enough Memory

Owning Erftity: SNIA

Message ID: MP20

Message Hormat String: <Method Type> method<Method Name> can not be completed because of lack of

memory.

Table 45 describes the message arguments.

Tablex45 - Not Enough Memory Message Arguments

Message|Argument Data Description Possible Values
JType
Method Type string intrinsic
extrinsic
Method Name string The method name _ If the method

is an intrinsic method, provide the
CIM Operation Name, e.g.,
Enumeratelnstances. If the
method is an extrinsic method,
i.e., InvokeMethod, then provide
the method name in the class that
was invoked.
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Table 46 describes the error properties.
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Table 46 - Not Enough Memory Error Properties

Property

Value

Description

CIMSTATUSCODE

1 (CIM_ERR_FAILED)

Existence is required

ERROR_TYPE

4 (Software Error)

Existence is required

ERROR_SOURCE

(Nothing to reference.)

Existence is discouraged

PERCEIVED_SEVERITY

3 (Medium)

Existence is required

7.5.2.1.21 | Message: Object Already Exists

Owning Erftity: SNIA
Message Ip: MP21

Message Hormat String: Object already exists.

Table 47 describes the error properties.

Table 47 - Object Already Exists Error Rroperties

Property

Value

Description

CIMSTATUSCODE

1 (CIM_ERR_FAILED)

Existence is requireg

ERROR_TYPE

4 (Software Error)

Existence is requireg

ERROPR_SOURCE

(Reference to the already existing
zone element.)

Existence is requireg

PERCEIVED_SEVERITY

2 (Low)

Existence is requireg

7.5.2.2 $torage Messages

75.2.2.1
Owning Erftity: SNIA
Message ID: DRML

Message HormatsString: Device <Device ID> not ready because of <StateOrStatus> state or status.

Message: Device Not ready
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Table 48 describes the message arguments.

Table 48 - Device Not ready Message Arguments

Message Argument Data Description Possible Values
Type

Device ID string LogicalDevice.DevicelD,
PhysicalElement.Tag, or
ComputerSystem.Name

StateOrStatus string Relevant State or Status that
explains the reason for the
production of this message.

Table 49 describes the error properties.

Table 49 - Device Not ready Error Properties

Propgrty Value Description
CIMSTATUSCODE 1 (CIM_ERR_FAILED) Existence is requireg
ERROR_TYPE 5 Hardware Error) Existence is requireg
ERROR_SOURCE (Object Name for the top-levelbject | Existence is required
for the device, which is typically the
computer system instance\)
PERCEIVED_SEVERITY 4 (High) Existence is requireg
7.5.2.2.2 Message: Internal Bus Error
Owning Ertity: SNIA
Message ID: DRM2
Message Hormat String: Internal Bus Error
Table 50 dgscribes the error properties.

Table 50 - Internal Bus Error Properties

Propgrty Value Description
CIMYTATUSCODE 1 (CIM_ERR_FAILED) Existence is requireg
ERROR, TYPE 5 (Hardware Error) Existence is requireg

(GIUJCbt Namc fUI t: 1T tUp'=CVC: UIUijt
for the device, which is typically the
computer system instance)

— . . .
LAISITTILT 1S TTYUIITU

PERCEIVED_SEVERITY

4 (High)

Existence is required

7.5.2.2.3

Message: DMA Overflow
Owning Entity: SNIA
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Table 51 - DMA Overflow Error Properties

Property

Value

Description

CIMSTATUSCODE

1 (CIM_ERR_FAILED)

Existence is required

ERROR_TYPE

4 (Software Error)

Existence is required

ERRPR=S6URE

LOVa | £ +la + ] 1 L %
\\JUJC\.’L INCITIC TUT 1T I.U|J ICVTIT UUJCL’L
for the device, which is typically the
computer system instance)

el H H
CATSTCTICETSTCYUOITTY

PERCEIVED_SEVERITY

4 (High)

Existenceis required

7.5.2.2.4
Owning Ertity: SNIA
Message ID: DRM4

Message: Firmware Logic Error

Message Hormat String: Firmware Logic Error

Table 52 describes the error properties.

Table 52 - Firmware Logie Error Properties

Property

Value

Description

CIMYTATUSCODE

1 (CIM_ERR\FAILED)

Existence is requireg

ERROR_TYPE

4 (Software Error)

Existence is requireg

ERROPR_SOURCE

(Ohject Name for the top-level object
forthe device, which is typically the
computer system instance)

Existence is requireg

PERCEIVED_SEVERITY.

4 (High)

Existence is requireg

7.5.2.25
Owning Erftity: SNIA
Message ID: DRM5

Message Hofmat String: Front End Port Error on Device identified by <Device ID>

Message; Front End Port Error

Table 53 describes the message arguments.

Table 53 - Front End Port Error Message Arguments

Message Argument

Data
Type

Description

Possible Values

Device ID

string

LogicalDevice.DevicelD
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Table 54 describes the alerts that are associated with this message.

Table 54 - Front End Port Error Alert Information

Name Req | Value Description

ALERTING_MANAGED_ELE | Y Object Name for the top-level object for the device,
MENT which is typically the computer system instance
ALERT _TYPE 2 Communications Alert

PERCEIVED_SEVERITY Y 4 High

7.5.2.2.6

Owning En
Message |
Message H

Table 55 d

tity: SNIA
D: DRM6

—ivtessageBack EndPortError

pscribes the message arguments.

ormat String: Back End Port Error on Device identified by <Device ID>

Table 55 - Back End Port Error Message Arguments

Message|Argument Data Description Possible Values
Type
Device 10 string LogicalDevice.DevicelD
Table 56 dgscribes the alerts that are associated with this‘'message.

Table 56 - Back End Port Error Alert Information

Name Req Value Description
ALERTING_MANAGED_ELE | Y Object Name for the top-level object for the device,
MENT which is typically the computer system ingtance
ALERT_TYPE 2 Communications Alert
PERCEIVED_SEVERITY 4 High

7.5.2.2.7 Message)Remote Mirror Error

Owning Ertity: SNIA

Message ID: DRM7

Message H

ormat String: Error detected associated with remote volume, <Remote Volume Name>
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Table 57 describes the message arguments.

Table 57 - Remote Mirror Error Message Arguments

Message Argument Data Description Possible Values
Type

Remote Volume string StorageVolume.Name

Name

Table 58 describes the error properties.

Table 58 - Remote Mirror Error Properties

Propirty Value Description

CIM§TATUSCODE 1 (CIM_ERR_FAILED) Existence is.requireg
ERROR_TYPE 5 (Hardware Error) Existefice is requireg
ERROR_SOURCE (Object Name for the top-level object | Existence is optional

for the remote block server, which is
typically the computer system
instance. The implementation will
have to implement the Cascading
Subprofile.)

PERCEIVED_SEVERITY 3 (Medium) Existence is requireg

Table 59 describes the alerts that are associated with this message.

Table 59 - Remote Mirror Error Alert Information

Name Req | Value Description
ALERTING_ MANAGED_ELE | N Object Name for the top-level object for the remote
MENT block server, which is typically the compyter system

instance. The implementation will have tq implement
the Cascading Subprofile.

ALERT_TYPE Y

PERCEIVED_SEVERILY Y 3 Medium

7.5.2.2.8 Message: Cache Memory Error
Owning Entity, SNIA

Message ID: DRM8

Message Format String: Cache Memory Error
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Table 60 describes the error properties.

Table 60 - Cache Memory Error Properties

Property

Value

Description

CIMSTATUSCODE

1 (CIM_ERR_FAILED)

Existence is required

ERROR_TYPE

5 (Hardware Error)

Existence is required

ERROR_SOURCE

for the device, which is typically the
computer system instance)

(Object Name for the top-level object

Existence is required

PER("EI\IEF\ SEV/ERITYV
eV ED—OTE v

2 (Madim)
S(vrearotty

Evictancadc raoiirad
EXTStEHee1STegutey

7.5.2.2.9
Owning En
Message |
Message FH

Table 61 d

tity: SNIA
D: DRM9

Message: Unable to Access Remote Device

ormat String: Unable to Access Remote Device

bscribes the error properties.

Table 61 - Unable to Access Remote Device Error Properties

Hroperty Value Description

dIMSTATUSCODE 1 (CIM_ERR_FAILED) Existence is required
HRROR_TYPE 5 (Hardware Error) Existence is required
HRROR_SOURCE (Object Name for:the top-level object | Existence is optional

for the remote block server, which is
typically the‘eomputer system
instance xTFhe implementation will
have toiimplement the Cascading
Subprofile.)

0

byl

ERCEIVED_SEVE
ITY

3 (Medium)

Existence is required

7.5.2.2.10
Owning En
Message |

tity: SNIA
D: DRM10

Message H

Message)Error Reading Data

ormat String: Error Reading Data
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Table 62 describes the alerts that are associated with this message.

Table 62 - Error Reading Data Alert Information

Name Req | Value Description

ALERTING_MANAGED_ELE | Y Object Name for the top-level object for the device,
MENT which is typically the computer system instance
ALERT_TYPE Y 2 Communications Alert

PERCEIVED_SEVERITY Y 3 Medium

7.5.2.2.11 —vtessage—Error-Writng Data
Owning Ertity: SNIA

Message ID: DRM11

Message Hormat String: Error Writing Data

Table 63 dgscribes the alerts that are associated with this message.

Table 63 - Error Writing Data Alert Infornmation

Name Req | Value Description

ALERTING_MANAGED_ELE | Y Object Name for the top-level object for the device,
MENT which(is typically the computer system ingtance
ALERT_TYPE Y 2 Communications Alert

PERCEIVED_SEVERITY Y 3 Medium

7.5.2.2.12| Message: Error Validating Write (CRC)
Owning Erftity: SNIA

Message ID: DRM12

Message Hormat String: Error Validating Write

Table 64 describes the alerts that are associated with this message.

Tabte 64 - Error Validating Write (CRC) Alert Information

Name Req Value Description

ALERTING_MANAGED_ELE | Y Object Name for the top-level object for the device,
MENT which is typically the computer system ingtance
ALERT_TYPE Y 2 Communications Alert

PERCEIVED_SEVERITY Y 3 Medium

7.5.2.2.13 Message: Copy Operation Failed
Owning Entity: SNIA

Message ID: DRM13

Message Format String: Copy Operation Failed
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Table 65 describes the error properties.

Table 65 - Copy Operation Failed Error Properties

Property Value Description
CIMSTATUSCODE 1 (CIM_ERR_FAILED) Existence is required
ERROR_TYPE 5 (Hardware Error) Existence is required
ERROR_SOURCE 0 Existence is discouraged
PERCEIVED_SEVERITY 3 (Medium) Existence is required

7.5.2.2.14 Message: RAID Operation Failed
Owning Ertity: SNIA

Message ID: DRM14

Message Hormat String: RAID Operation Failed

Table 66 dgscribes the error properties.

Table 66 - RAID Operation Failed Error-Properties

Propefty Value Description
CIMSTATUSCODE 1 (CIM_ERR_FAILED) Existence is required
ERRJR_TYPE 5 (Hardware Errer) Existence is required
ERRQR_SOURCE 0 Existence is discouraged
PERCEIVED_SEVERITY 3 (Medigm) Existence is required

7.5.2.2.15| Message: Invalid RAID Type
Owning Ertity: SNIA

Message ID: DRM15

Message Hormat String: Invalid’RAID Type

Table 67 dgscribes the error properties.

Table 67 - Invalid RAID Type Error Properties

Property Value Description
ERROR_TYPE 10 (Unsupported Operation Error) | Existence is required
ERROR_SOURCE 0 Existence is
discouraged
PERCEIVED_SEVERITY 2 (Low) Existence is required
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7.5.2.2.16 Message: Invalid Storage Element Type
Owning Entity: SNIA

Message ID: DRM16

Message Format String: Invalid Device Type

Table 68 describes the error properties.

Table 68 - Invalid Storage Element Type Error Properties

Property Value Description
CIMSTATUSCODE 1 (CIM_ERR_FAILED) Existence is required
ERROR_TYPE 10 (Unsupported Operation Error) | Existence is required
ERROR_SOURCE 0 Existence is

discouraged
PERCEIVED_SEVERIT | 2 (Low) Existence is required
Y

7.5.2.2.17| Message: Configuration Change Failed
Owning Ertity: SNIA

Message ID: DRM17

Message Hormat String: Configuration Change Failed

Table 69 describes the error properties.

Table 69 - ConfigurationsChange Failed Error Properties

Propefty Value Description

CIMSTATUSCODE 1(€IM_ERR_FAILED) Existence is required
ERRJR_TYPE 4 (Software Error) Existence is required
ERRQR_SOURCE (Object Name for the top-level Existence is required

object for the device, which is
typically the computer system
instance)

PERCEIVED_SEYERITY 2 (Low) Existence is required

7.5.2.2.18 | . Message: Buffer Overrun
Owning Entity—SNtA

Message ID: DRM18

Message Format String: Buffer Overrun
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Table 70 describes the error properties.

Table 70 - Buffer Overrun Error Properties

Property Value Description

CIMSTATUSCODE 1 (CIM_ERR_FAILED) Existence is required
ERROR_TYPE 4 (Software Error) Existence is required
ERROR_SOURCE (Object Name for the top-level Existence is required

object for the device, which is
typically the computer system
instance)

PERCEIVED_SEVERITY 2 (Low) Existence is required

7.5.2.2.19| Message: Stolen Capacity
Owning Erftity: SNIA
Message Ip: DRM19

Message Hormat String: The capacity requested, <Requested Capacity> , thatéwas requested is no
available.

Table 71 describes the message arguments.

Table 71 - Stolen Capacity Message Arguments

Message Argument Data Description
Type
Requested Capacity sint64 Capacity requested in bytes
expressed in powers of 10.

Table 72 dgscribes the error properties.

Table)72 - Stolen Capacity Error Properties

onger

Propefty Value Description

CIMSTATUSCODE 1 (CIM_ERR_FAILED) Existence is required
ERRJR_TYPE 4 (Software Error) Existence is required
ERRQR_SOURCE (The pool, volume, or logical disk | Existence is required

being modified, or, in the case of
element creation the parent pool

from which capacity is being
drawn.)

PERCEIVED_SEVERITY 2 (Low) Existence is required

7.5.2.2.20 Message: Invalid Extent passed
Owning Entity: SNIA



https://iecnorm.com/api/?name=9786d70b13eda018dfcd1880f45eb029

—-128 - 24775 ©I1SO/IEC:2011(E)

Message ID: DRM20

Message Format String: One or more of the extents passed can not be used to create or modify storage elements.
<lInvalid Extents Array>

Table 73 describes the message arguments.

Table 73 - Invalid Extent passed Message Arguments

Message Argument Data Description Possible Values
Type
Invalid Extents Array | referenc | Array of references to the all

e Extents that can not be used in
the specified manner (ex.
CreateOrModifyStroragePool or
CreateOrModifyElementFromEle
ments).

Table 74 describes the error properties.

Table 74 - Invalid Extent passed Error Propeérties

Propefty Value Description

CIMSTATUSCODE 1 (CIM_ERR_FAILED) Existence is required

ERRAR_TYPE 4 (Software Error) Existence is required

ERRQR_SOURCE (A reference to the.storage
configuration service instance on
which the method was called that

caused this‘error. )

Existence is required

PERCEIVED_SEVERITY 2 (Low) Existence is required

7.5.2.2.21 | Message: Invalid DeletionAttempted
Owning Erftity: SNIA
Message ID: DRM21

Message Hormat String: EXisting pool or storage element (StorageVolume or LogicalDisk) may not lje deleted
because there are existing. Storage Extents which relay on it.

Table 75 describes:the error properties.

Table 75 - Invalid Deletion Attempted Error Properties

Property Value Description

CIMSTATUSCODE

1 (CIM_ERR_FAILED)

Existence is required

ERROR_TYPE

4 (Software Error)

Existence is required

ERROR_SOURCE

(A reference to one of the
dependent StorageExtents.)

Existence is required

PERCEIVED_SEVERITY

2 (Low)

Existence is required
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7.5.2.2.22 Message: Job Failed to Start
Owning Entity: SNIA
Message ID: DRM22

Message Format String: Job failed to start because resources required for method execution are no longer
available.

Table 76 describes the error properties.

Table 76 - Job Failed to Start Error Properties

Property Value Description
CIMSTATUSCODE T (CIM_ERR_FAILED) | EXISIENCE S TEqQUITED ]
ERRQR_TYPE 8 (Oversubscription Error) Existence is required
ERRJR_SOURCE (Reference to Job instance Existence is fequired

which failed to start for this
reason if a Job instance was
created because of the time
required to make this resource
assessment. If a Job instance
was not created, because the
assessment was fast enoughj
then this property must be
NULL.)

PERCEIVED_SEVERITY 2 (Low) Existence is required

7.5.2.2.23| Message: Job was Halted

Owning Ertity: SNIA

Message ID: DRM23

Message Hormat String: Job was <Reasonfer Job halt>

Table 77 dgscribes the message arguments.

Table 77 - Job was Halted Message Arguments

Message|Argument Data Description Possible Values
Type
Reason fpr Job_halt string A Job may be stopped by a client | killed

using the RequestedStateChange
method. If the job stopped
C}\Cbut;l Ig fUI Ut: I TTASUI1S, t: 1ICTI

use a different message.

terminated

7.5.2.2.24 Message: Invalid State Transition
Owning Entity: SNIA
Message ID: DRM24
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Message Format String: An invalid state transition, <Invalid Sync State> , was requested given current state,
<Current Sync State>

Table 78 describes the message arguments.

Table 78 - Invalid State Transition Message Arguments

Message Argument Data Description
Type
Invalid Sync State string The textual equivalent (Value) for

StorageSynchronized.SyncState
value requested.

Current Sync State string The textual equivalent (Value) for
the current
StorageSynchronized.SyncState
value

Table 79 describes the error properties.

Table 79 - Invalid State Transition Error Properties

Propefty Value Description
CIMSTATUSCODE 1 (CIM_ERR_FAILED) Existence is required
ERRQR_TYPE 4 (Software Error) Existence is required
ERRJR_SOURCE (Reference to the Existence is required
StorageSynchronized instance in
guestion.)
PERCEIVED_SEVERITY 2 (Low) Existence is required

7.5.2.2.25( Message: Invalid SAP for.Method

Owning Ertity: SNIA

Message ID: DRM25

Message Hormat String: Inyalid'type of copy services host. The host must be a <Host Type>

Table 80 dgscribes the‘message arguments.

Table 80 - Invalid SAP for Method Message Arguments

Message|Argument Data Description Possible Values
Type
Host Type string The type of copy services on source

which the method was invoked.

target
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Table 81 describes the error properties.

Table 81 - Invalid SAP for Method Error Properties

Property

Value

Description

CIMSTATUSCODE

1 (CIM_ERR_FAILED)

Existence is required

ERROR_TYPE

4 (Software Error)

Existence is required

ERROR_SOURCE

(Reference to the Computer
System host which is of the
wrong type.)

Existence is required

PER CINED _CSEV/ERITV 2 (1 o)
LA = —n A — =

uuuuuu

Evictancadc-raciirad
EXTStEHCeTSTequtet

7.5.2.2.26 | Message: Resource Not Available

Owning Erftity: SNIA
Message IP: DRM26
Message Hormat String:

<Resource Needed>

Table 82 describes the message arguments.

Table 82 - Resource Not Available Message Arguments

Message|Argument Data Description Possible Values
Type
Resourcg Needed string No replication log availalle.
Special replica pool requjred.
Table 83 dgscribes the error properties.
Table 83 - Resource Not Available Error Properties
Propefty Value Description
CIMSTATUSCODE 1 (CIM_ERR_FAILED) Existence is required
ERRQR_TYPE 4 (Software Error) Existence is required
ERRQR_SOURCE (Nothing to reference.) Existence is discouraged

PERCEIVED-SEVERITY 2 (Low)

Existence is required

7.5.2.2.27 Message: Resource Limit Exceeded

Owning Entity: SNIA
Message ID: DRM27
Message Format String:

<Reason>



https://iecnorm.com/api/?name=9786d70b13eda018dfcd1880f45eb029

—-132 - 24775 ©I1SO/IEC:2011(E)

Table 84 describes the message arguments.

Table 84 - Resource Limit Exceeded Message Arguments

Message Argument Data Description Possible Values
Type
Reason string The reasons for the lack of Insufficient pool space.
resources for copy services
operation.

Maximum replication depth exceeded.

Maximum replicas exceeded for
Source element.

Table 85 dgscribes the error properties.

Table 85 - Resource Limit Exceeded Error Properties

Propefty Value Description
CIMSTATUSCODE 1 (CIM_ERR_FAILED) Existence is required
ERRAR_TYPE 4 (Software Error) Existence is required
ERRQR_SOURCE (Nothing to reference.) Existence is discouraged
PERCEIVED_SEVERITY 2 (Low) Existence is required

7.5.2.3 Fabric Messages

7.5.2.3.1 Message: Zone Database Changed

Owning Ertity: SNIA

Message ID: FC1

Message Hormat String: Zone database changed for <Fabric Identity Type> named <WWN>

Table 86 dgscribes the message arguments.

Table 86 - Zone Database Changed Message Arguments

Message|Argument Data Description Possible Values
Type
Fabric Identity Type string Defines the type of fabric entity fabric

names by the following WWN.

switch

WWN string World Wide name identifier. The
required form of the WWN is
defined by this regular
expression,
"N[0123456789ABCDEF[{16}$"
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Table 87 describes the alerts that are associated with this message.

- 133 -

Table 87 - Zone Database Changed Alert Information

Name Req | Value Description
ALERTING_MANAGED_ELEMENT Y A reference to the switch or fabric which is
named by the WWN.
ALERT _TYPE 6 Environmental Alert
PERCEIVED_SEVERITY Y 1 Informational
7.5.2.3.2 tessage—ZoneSetActivated
Owning Ertity: SNIA

Message ID: FC2

Message H

ormat String: ZoneSet <ZoneSet Name> was activated for fabric <WWN>

Table 88 dgscribes the message arguments.

Table 88 - ZoneSet Activated Message Arguments

Message|Argument Data Description Possible Values
Type

ZoneSet Name string CIM_ZoneSet.ElementName
attribute

WWN string World Wide name identifier. The
required form of the WWN is
defined by thisregular
expression,
"N[0123456789ABCDEF]{16}$"

Table 89 dgscribes the alerts that are associated with this message.

Table 89 - ZoneSet Activated Alert Information

Name Req | Value Description
ALERTING_MANAGEDVELE | Y A reference to the switch of fabric which s named by
MENT the WWN.
ALERT_TYPE 6 Environmental Error
PERCEIVED/SEVERITY 4 High
7.5.2.3.3 Message: Session Locked

Owning Entity: SNIA
Message ID: FC3
Message Format String: Operation blocked by session lock.
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Table 90 describes the error properties.

Table 90 - Session Locked Error Properties

Property Value Description

CIMSTATUSCODE 1 (CIM_ERR_FAILED) Existence is required
ERROR_TYPE 4 (Software Error) Existence is required
ERROR_SOURCE (Object Name for the top-level Existence is required

object for the device, which is
typically the computer system
instance)

PERCEIVED_SEVERITY 2 (Low) Existence is required

7.5.2.3.4 Message: Session Aborted
Owning Erftity: SNIA
Message ID: FC4

Message Hormat String: Operation by another client failed causing the session{to,be aborted. This grror may be
caused by [client aborting, switch aborting the client, or timeout of session lpek,

Table 91 describes the error properties.

Table 91 - Session Aborted.Enror Properties

Propefty Value Description

CIMSTATUSCODE 1 (CIM_ERR.FAILED) Existence is required
ERRAR_TYPE 4 (Software Error) Existence is required
ERRQR_SOURCE (Object Name for the top-level Existence is required

object for the device, which is
typically the computer system
instance)

PERCEIVED_SEVERITY 2 (Low) Existence is required

EXPERIVMIENTAL
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7.6 Recipe Overview

7.6.1 Recipe Definition

Recipe: A set of instructions for making something from mixing various ingredients in a particular sequence. The

set of ingredients used by a particular recipe is scoped by the particular profile, subprofile or so
defined context in which that recipe is defined.

me other well-

A recipe shall specify an interoperable means for accomplishing a particular task across all conformant
implementations. However, a recipe does not necessarily specify the only set of instructions for accomplishing that

task. Nor are all tasks that may be accomplished necessarily specified by the set of recipes defined
profile or subprofile.

jocy . a assumed. This would include, fo
the set of javailable, interoperable properties are those explicitly defined by a particular profilero

sequenceq of actions (even simple Create/Delete instance requests) are not guaranteed to have th
across multiple implementations.

Each recipe defines an interoperable series of interactions (between a SMI-S Client and a SMI-S S

for a particular

instance, that
subprofile. In
| intrinsic write
rofile definition

cross for which

P same results

brver) required

to manage|storage devices or applications. Another goal is to list the operations required for the CIl Client realize

functionality. It is not a goal to comprehensively express the programming logic required to impleme
any particylar language. In fact, recipes are limited to the expression of CIM or SLP operations, a
reference ¢r describe any of the implementation that may be.required beyond that.

7.6.2 Rdgcipe Pseudo Code Conventions

7.6.2.1 OQverview
A recipe's [nstructions are written using the pseudo code language defined in this section.

ht the recipe in
nd may simply

All recipes|are prefixed with a summary_narrative of the functionality being implemented. This sufnmary may be

included explicitly as part of the recipe arreference to the appropriate narrative that can be found el
specificatign.

Note: The use of optional features (profiles or subprofiles) in recipes shall be clearly identified.

CIM Opergtions and their parameters are taken directly from the CIM Operations Over HTTP spg

sewhere in the

pcification. It is

assumed that these methods are being called on the CIM Client API. Arrays grow in size automatically.

7.6.2.2 GenerahSyntax

<condition> logical statement that evaluates to true (Boolean)
:' bUIIL“tiUII tCDtD fUl fcl:DC (BUU:CCU I)
<action> unspecified list of programming logic that is not important to the un

the reader for a particular recipe.

derstanding of

<EXIT: success message>Exits the recipe with a success status code. The condition that resulted in
the call to exit the recipe was allowable. The implementation subjected to the recipe

behaves in accordance with this specification.
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<ERROR! error condition> Exits the recipe with a failure status code. The condition that resulted in

@{recipe}

<variable>

the call to the exit the recipe was not allowable. The implementation subjected to the
recipe does not behave in accordance with this specification.

logic flow is contained within the specification of the recipe elsewhere in the
specification

some variable

7.6.2.3 CIM related variable and methods

7.6.2.3.1 CIM Instances and Object Names

$rame

EXAMPLE:

$name[]

EXAMPLE!

$name->

$name->[]

$name.property

$name.getObjectPath()

$name.getNameSpace()

{valuel, value2 ...}

{"Joe", "Fred", "Bob", "Celma"}

Names = {"Joe", "Fred, ('Bob", "Celma"}

$name->property

$namel].size()
$nanre=>[].length returns the number of CIM object names in the array

#0amef[].length

TEPTESENtS a SMye MStance (CHviinStance ) witha givern variabie Tiarme

represents a property in a single instance (CIMInstance)

method returns a object name, REF, to the CIM Instanceé

method returns the namespace name for the CIV Instance or Object[Name

an anonymous array, comprised of selected values of a given type; an anonymous
array is an array that is not referable by-a variable

represents an array of.jastances (CIMInstances) with a given variabje name; array
are initialized by constructing an anonymous array.

represents,an object path name (CIMObjectPath)

represents an array of object names of a given name

represents a property of object $name

returns the number of CIM instances in the array

returns the number of variable elements in the array

%name[].length

returns the number of method arguments elements in the array

7.6.2.3.2 Extrinsic method arguments

%name

%name(]

represents a CIM Argument that can contain any CIM or other variable.

represents an array of CIM Arguments
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7.6.2.3.3 Other Variables
#name
#name(]
"literal”

7.6.2.4 Data Structure

- 137 -

neither CIM Instance nor Object Name variable. The type may be a string, number
or some other special type. Types are defined in the CIM Specification 2.2.

a non-CIM variable array

some string literal

Variables can be collected by an array. The array can be indexed by other variable (see 7.6.2.3.3).

Arguments are always indexed by strings. In other words, the arguments are retrieved from the array by name.

7.6.2.5 (Qperations
= assigns right value to left value
== test for equivalency
I= test for not equivalency
< true if the left argument is numerically less than the sight argument.
> true if the left argument is numerically greaterthan the right argument.
<= true if the left argument is numerically less.than or equal to the right grgument.
>= true if the left argument is numerically greater than or equal to the right argument.
&& condition A AND condition B
|| condition A OR condition B
+, - % addition, subtraction, multiplication and division, respectively
++, -- increment and decrement a variable, respectively; placement of the operator
relative to the.variable determines whether the operation is completed before or
after evaluation
EXAMPLE:
#i =1
#names[] = {C’A™, "B, "C"}
"B == #namesS[++#i] Is true
2 == #iis true
EXAMRLE:
Hi'= 2
Haamac 1 _— _[""A" vp LiTallh
EARLCLLES) W | L LA =5 ¥
"B == #names[#i++] 1is true
3 == #i is true
1 comments
nameof returns an Object Name given a CIM Instance. This unitary operator does nothing in

ISA

other usages.

tests for the name of the CIM Instance or object name


https://iecnorm.com/api/?name=9786d70b13eda018dfcd1880f45eb029

7.6.2.6

—-138 - 24775 ©I1SO/IEC:2011(E)

EXAMPLE: if ($SomeName-> ISA CIM_StorageVolume) {
<The Object Name is a reference to a CIM_StorageVolume >

}

Control Operations

The pseudocode used in this specification relies on control operators common to most high-level languages. For
example:

for

EXAMPLE:
for #x in <variable array> {
<actions>

do/wh

continy

Withinja for loop: initialize loop variable te, next available value and restart loop body. Terminate
loop variable values available. Within a'do/while loop: transfer control immediately to while test.

break:
The lo

¥

EXAMPLE:
if (<condition>) {
<actions>
b
if (<condition>) {
<actions>
}else {
<alternate actions>

}
ile

EXAMPLE:
do {
<actions>
} while (<condition>)

e

EXAMPLE:

for #i In <array> {
if (<some condition>)
continue; // process next loop variable
<alternative>

}

interrupts the sequence of statement execution within a loop block and exits the loop bl

oop if no more

pck altogether.
ide of the loop

bping tondition is not re-evaluated Statement execution starts at the next statement outs

block.

exit
Termin

ate recipe instantly, including termination of any callers.

EXAMPLE:
if (unexpected condition>)
exit
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Functions

Function Declaration

A function definition is of the form sub functionName(), followed by the body of the function enclosed in braces. If
parameters are to be passed to a function, then are expressed as a comma-separated list of arguments within the
parentheses following the function name. Each argument is comprised of a data type and an accompanying
argument name.

Functions are declared at the beginning of a recipe.

sub functionName(integer nArgl, Class &cArg2) {

h

tion, then are

be caught.

xception". The
ND) as defined

like any other

brovide one. In

tusCode and
on returned in

<actions>
}
7.6.2.7.2 Function Invocation
A function|invocation is of the form &functionName(). If parameters are to be passed,tola fun
expressed|as a comma-separated list within the parentheses following the function name,
&functionName(5, pClass)
7.6.2.8 Exception Handling
All operations may produce exceptions or errors. The following construct is Used to test for particular errors. Once
a particulaf error is caught, then special exception handling logic is processed. Only CIM Errors can
try {
<actions>
¥
catch (CIM Exception $Exception)y{
<recovery actions>
¥
The error received may alsosbe thrown
throw $Exception
The error fesponse returned from the SMI*S implementation is treated as a exception, a "CIM E
catch condition is expressed in terms_of the CIM status code returned (e.g., CIM_ERR_NOT_FOU
in the CIM [Operations specification.
The $Excejption variable contains a Error instance. The $Exception CIM Instance may be examineg
CIM Instance. In this language,the $Exception is never null even if the SMI-S implementation does
this case| the $Exception CIM Instance is empty with the exception of the CIMStg
CIMStatusCodeDescrigtion properties. This properties are populated with the Status and Descript]
the error rgsponse fram the SMI-S implementation.
7.6.2.9 Builttin'‘Functions
a) beslean—=—cemparef<variable varable>y

Used to determine if two variables of the same type are equivalent

tures

The variables shall be of the same type

The variables shall not be CIM instances or object names nor other complex data types or struc-
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b) S$instance = newlnstance("CIM Classname")

1) Creates a CIM instance, which does not exist in the CIMOM (yet), that can be later filled in with
properties and passed to Createlnstance. The namespace is assumed to be the same that the
CIM client connected to.

c) Sinstance - newInstance("CIM Namespace", "CIM Classname”)
1) Variable of the above method that has the namespace name as an argument
d) boolean = contains(<test value>, <variable array>)

1) Used to test if the variable array contains a value equivalent to the test variable

LadY Tk ball k. £ akal £+l + +la + + =l
L} LA~ Clllay SNAI VT UT VAITAVITo UT 1T oAalTic l.leCD Ao UHIT ICOol VAlriavic.

3) If the equivalency is found with at least one value then the function returns true, elsg false is
returned.

4) If the array is not a simple, or non-CIM, data type, then the test value shall be a CINI property,
$Somelnstance.SomeProperty or $SomeObjectname->SomeProperty

e) 9Y%Argument = newArgument("Argument Name", <variable>)

1) Creates a CIM Argument of a given name containing a value) 'CIM or non-CIM
f)  YobjectPath-> = newObjectPath("Class name", "NameSpacename")

1) Returns a new ObjectPath, built from the supplied arguments;

2) Required to perform the Enumeratelnstances and EnumeratelnstanceNamps opera-
tions

g) #HstringArray[] = #stringVariable.split(#stringParam or “string literal”)

1) Returns an array of strings, builtdy splitting the string variable around matches of the supplied
string parameter

2) Divides the string into substrings, using the string parameter as a delimiter, returning the sub-
strings in an array in.the-order in which they occurred in the string variable. If there pre no occur-
rences of the string ‘parameter, then the array returned contains only one string element equal to
the original string, variable.

h) #intVariable = Integer(#stringVariable)

1) Returnsithe integer that the supplied string represents. If the supplied string does ndt represent an
integer, then an error is thrown.

2) ( The function will parse and return signed or unsigned integers up to 64-bits in size, and will accept
the hyphen ‘- character in the 8-bit ASCII-range of UTF-8 as the first character in thIe string to indi-
Tate a egative TTuTTeT.

i) #datetimeVariable = Datetime(#stringVariable)

1) Returns a variable of Datetime type, as defined by section 2.2.1 the CIM Infrastructure Specifica-
tion v1.3, that the supplied string represents. If the supplied string does not represent a DateTime
object, then an error is thrown.

2) This function will accept strings of the format described in the CIM Infrastructure Specification,
including both timestamps and intervals, zero-padded to 25-characters, and will recognize Date-
time strings containing asterisk (“*”) characters for fields that are not significant.
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7.6.2.10 Extrinsic method calls
<variable> = InvokeMethod ($someobjectname->, "Method Name",
%InArguments[], %OutArguments[])



https://iecnorm.com/api/?name=9786d70b13eda018dfcd1880f45eb029

—142 - 24775 ©I1SO/IEC:2011(E)

8 Normative References

The following referenced documents are indispensable for the application of this document. For dated references,
only the edition cited applies. For undated references, the latest edition of the referenced document (including any
amendments) applies.

Table 92 - Standards Dependencies for SMI-S

Standard Version Organization
CIM Operations over HTTP (DSP0200) 1.2.0 DMTF
CIM Schema 2.11.0 DMTF
CIM Infrastructure Specification (DSP004) 2.3.0 DMTF
CIM Query Language Specification, DSP0202 1.0.0 DMTkF
Specification for the Representation of CIM over 2.2 DMTF
XML (DSP0201)
WBEN URI Mapping Specification (DSP0207) 1.0.01 (preliminary) DMTF
UML 1.3 OMG
Secur|ng Block Storage Protocols over IP IETF
(RFC B723)
Servide Location Protocol (SLP), Version 2 2 IETF
(RFC2608)
Interngt X.509 Public Key Infrastructure Certificate IETF
and Certificate Revocation List (CRL) Profile
(RFC3289)
Servige Templates and Service: Schemes IETF
(RFC2609)
DHCH Options for Service Location-Protocol IETF
(RFC2610)
An AHI for Service Locationy(RFC2614) IETF
Hypertext Transfer Protocal -- HTTP (RFC1945) 1.0 IETF
Hypertext TransfersProtocol -- HTTP /1.1 1.1 IETF
(RFC2616, REC2068)
A String Representation of Distinguished Names IETF
(RFCT??Q)
HTTP Authentication: Basic and Digest Access IETF
Authentication (RFC2617)
Key words for use in RFCs to Indicate IETF
Requirement Levels (RFC2119)
An Extension to HTTP: Digest Access IETF
Authentication (RFC2069)
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Table 92 - Standards Dependencies for SMI-S

Standard Version Organization
Multipurpose Internet Mail Extensions (MIME) Part | November 1996 IETF
One: Format of Internet Message Bodies
(RFC2045)
Transport Layer Security (TLS) (RFC 4346, 1.0(1.2) IETF
RFC3280)
SCSI Architectural Model (SAM-3) 3.0 INCITS T-10
SCSI Primary Commands (SPC-3) 3.0 INCITS T-10
Fibre Channel Generic Services (FC-GS-4) 4.0 INCITS T=11
Information Technology -- Fibre Channel - Framing ANSHINCITIS
and S|gnaling (FC-FS)
Securg Sockets Layer (SSL) 3.0 Netscape
The Djrectory: Public-key and attribute certificate May 2000 ITU-T
frameyworks (DER encoded X.509)
PKCY #12: Personal Information Exchange Syntax | 1.0 RSA Laboratories
Information technology -- Storage management 1.0 ISO

(ISO/IEC FDIS 24775)
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8.1 Introduction to Profiles

8.1.1 Profile Content

8.1.1.1 Profile Definition

A profile is a specification that defines the CIM model and associated behavior for an autonomous and self-
contained management domain. The CIM model includes the CIM Classes, Associations, Indications, Methods and
Properties. The management domain is a set of related management tasks. A profile is uniquely identified by the
name, organization and version.

In SMI-S, a profile describes the management interfaces for a class of storage subsystem, typically realized as a
hardware of software product. For example SMI-S includes proflles for arrays, FC-Switches, and logical volume

manager
vendors m
Switch into
product.

each d

name, organi

A profile s
mandatory|

For examp
connectivit
optionally

scoped to
associatior]

In addition

y package thlngs dn‘ferently For example, one vendor may choose to package an Ar
a single product; this can be handled in SMI-S by implementing the Array and FC Switeh

ery- profiles are registered with the CIM Server and ‘advertised to clients as part of the (
SLP (see 11 "Service Discovery"). An SMI-S*cClient uses SLP to determine which CIM

$ it wishes to manage, then uses the CIM model to discover the actual configurations and

becification may include a list)of the subprofiles it uses. The included subprofiles may
by the scoping profile. The behavior of a profile is specified in this profile and its included

le, target devices such.as RAID arrays and tape libraries may support Fibre Channel o
y. SMI-S includes(an*FC Target Port Subprofile and an Parallel SCSI Target Port Subp
pe supported by.profiles representing target devices. The elements defined in the port

the ComputerSystem in the profile. For example, each LogicalPort subclass has a

to the prafile’s ComputerSystem.

to sharing the purposes of profiles (above), subprofiles have these purposes:

cts, but some
ay and an FC
profiles for this

4. For example,

le may specify

set of profiles,

CIM model and
Servers host
capabilities.

hts are scoped
identified by the

be optional or
subprofiles.

parallel SCSI
rofile that may
ubprofiles are
SystemDevice

< Option

al\behavior - a profile may allow, but not require, an implementation to support a subpro

ile. Although a

subprofile does not describe a full product, a subprofile should describe an aspect of a product that is
recognizable to an knowledgeable end-user such as a storage administrator,

< Reuse of functionality - some storage management behavior is common across different types of storage
elements. For example, block virtualization is managed similarly in RAID arrays and logical volume managers.
These common sets of functionality are specified as profiles that are shared by several other profiles.

< Decomposition - certain functionality may not be reused multiple places, but is complicated enough to
document as a separate profile. For example, Disk Partition management is only used in the Host Discovered
Resources profiles, but is complicated enough that it has been documented as a separate profile.
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Terminolo

gy

A profile collects included subprofiles and provides the filler needed to define the management interfaces of a
particular type of subsystem. Profiles are separated into two groups. Storage profiles define the management
interfaces for storage subsystems such as arrays or FC switches. Generic profiles define management interfaces
for generic systems that are related to storage management. Storage and generic profiles are specified the same
way in SMI-S, but generic profiles are not certified as free-standing entities, only as a dependency of a storage

profile.

A Package is a profile that whose implementation is mandatory to comply with the requirements of all of its
containing top-level profiles. Since a package is always mandatory, it is not registered with the CIM Server.
Packages provide decomposition in the specification.

Profiles may be related by specialization - where several profiles (or subprofiles) share many common elements,
but are spgcialized for specific implementations. The SMI-S Security profiles are an example; the
(Authorizafion Profile, Security Resource Ownership Profile,...) share some classes and\be
specializat|on is only an artifact of the specification. It saves the reader from reading common.asp
places and help the specification stay consistent across the specialized profiles. There is He,ifnforma
model abolit the relationship between generic and specialized profiles.

8.1.1.2

For each
profile. Su

Each profil

ormat for Profile Specifications

rofile there is a set of information that is provided to specify the characteristics and requ
profiles are also defined using this format, but they are clearly identified as subprofiles.

b or subprofile is defined in subsections that are described in Table 93.

Kpecializations
havior. Profile
bCts in multiple
tion in the CIM

rements of the
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Note: CIM schema diagrams are logically part of a profile description. However, they can be rather involved and
cannot be easily depicted in a single diagram. As a result the reader is advised to refer to DMTF
characterizations of CIM schema diagrams.

Table 93 - Profile Components (Sheet 1 of 2)

Profile Element Goal

Description This section provides a description of the profile and model including an
overview of the objectives and functionality.

Functionality is described in a bullet-form in this section that includes
furctionatity provided by the subprofites referenced by the profite. ff afunction is
provided by a subprofile, this is indicated, including whether the subprpfile is
optional or required. Functionality listed in the profile is organized.by Levels, and
within each Level by FCAPS category, as defined in the SMIS fanctiopality
matrix section <link>.

Instance Diagrams: One or more instance diagramsto highlight comnjon
implementations that employ this section of the-Qbject Model. Instance|diagrams
also contain classes and associations but represent a particular configuration;
multiple instances of an object may be depicted in an instance diagram.

Finally, This section may include‘supporting text for recipes, propertie$, and
methods as needed.

Health & Fault If a profile provides optional Health & Fault Management capabilities, then this
Management section describes the specifics of these capabilities, including:

=« Atable of the\elasses that report health information

= Tables of possible states of the OperationalStatus and HealthStatq attributes
and descriptions for those elements that report state.

e Casise and Effect associations.

e Standard Errors produced (including Alert Indications, Errors, CJM Errors,
and Health Related Live Cycle Events.

Cascading A Profile may be a cascading profile. A cascading profile is any Proffle that
Considlerations supports the Cascading Subprofile as either a mandatory or recommended
subprofile. If the profile is a cascading profile, this section documents ¢ascading
considerations in each of the following areas:

e Cascaded Resources — Defines the type of resources in the Cascading
Profile that are associated to what type of resources in the Leaf Profile and
the association.

= Ownership Privileges — Identifies the Resource Control Privileges (on leaf
resources) that are established by the Cascading Profile.

« Limitations on Cascading Subprofile — Identifies any limitations on the
Cascading Subprofile that are imposed by the Cascading in effect

Supported Subprofiles | A list of the names and versions of subprofiles and packages supported by a
and Packages profile.



https://iecnorm.com/api/?name=9786d70b13eda018dfcd1880f45eb029

24775 © ISO/IEC:2011(E)

~147 -

Table 93 - Profile Components (Sheet 2 of 2)

Profile Element

Goal

Methods of the Profile

This section documents the methods used in this profile. All methods used in
recipes shall be documented; optional methods (those not used in recipes) may
also be included.

Recipes and Client
Considerations

This section documents a set of "recipes” that describe the CIM operations and
other steps required to accomplish particular tasks. These recipes do not define
the upper bound of what a CIM Server may support, however, they define a
lower bound. That is, a CIM Provider implementation shall support these recipes
as prescribed to be SMI-S compliant.

Note: A recipe that is defined as part of a subprofile is only reqyired if the
subprofile is implemented.

All optional behavior in a profile shall be described in a recipe:and shdll have a
capabilities property a client can test to determine whether’the optional behavior
is supported. The actual capabilities properties are documented in the| Classes
Used section.

CIM S

erver

Requifements

A list of requirements on the CIM Server necessary-to support the profile and its
subprofiles.

CIME

ements

A table listing the classes, associations, subprofile, packages, and indjcation
filters that this profile (or subprofile) supports, and a brief description df each.
Everything listed in this section is mandatory for the profile or subprofile. This
section shall not list optional elements.

Prior to this version of SMI-S;CIM did not have standard language for findication
filters; ISO/IEC FDIS 24775, Storage Management used the proposed WQL
query language. The cutrent version of SMI-S uses the CQL standard|query
language. WQL is also supported for backward compatibility. The Desgription
column for an indication filter specifies whether the filter string is comgliant to
CQL or WQL. Ifneither is stated, then the string complies to both CQLJand WQL.

Classs
Profile]

s Used in the

This section provides one table per class and lists each required and
recommended property. For each required or recommended property g brief
description on what information is to be encoded is identified.

The class tables include a “Flags” column. This can contain “C” (the prgperty is a
correlatable name or a format for a name), “D” (the property is a duraljle name),
“M” (the property is modifiable), or “N” (null is a valid value).

Depen

dencies on

Other

Stahdards

A table listing other standards that this profile and its subprofiles are dgpendent
on.
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9 Object Model

9.1 Registry of Profiles and Subprofiles

Each profile and subprofile within the SNIA Storage Management Initiative is identified by a unique name, selected
and maintained by the SNIA, to assure that SMI implementers do not encounter any namespace collisions. The

registry of these names, and a reference to their definition within this specification, are summarized in Table 94.

Table 94 - Registry of Profiles and Subprofiles

Area Registered Profile Name Registered Subprofile Names

Server Server Object Manager Adapter Subprofile

Indication Subprofile

Secufity Security Security Credential Management Subprofile
Security Identity Management Subprofile

Security Authorization Subprofile

Fabri

<)

Fabric Zone Control Subprofile

Enhanced Zoning@nd Enhanced Zoning Control
Subprofile

FDMI Subprofile

Fabric Path Performance Subprofile

Switch Blades Subprofile

Access Points Subprofile

Software Installation Subprofile
Multiple Computer System Subprofile
Switch Configuration Data Subprofile
Physical Package Package

Software Package

Extender Physical Package Package

Software Package

Host FC HBA FC Initiator Ports Subprofile

iISCSI Initiator iISCSI Initiator Ports Subprofile

Host Discovered Resources SCSI Multipath Management Subprofile

Disk Partition Subprofile



https://iecnorm.com/api/?name=9786d70b13eda018dfcd1880f45eb029

24775 © ISO/IEC:2011(E)

— 149 -

Table 94 - Registry of Profiles and Subprofiles

Area

Registered Profile Name

Registered Subprofile Names

Storage

Array

Access Points Subprofile

Block Server Performance Subprofile
Cluster Subprofile

Extra Capacity Set Subprofile

Disk Drive Subprofile

Disk Drive Lite Subprofile

Extent Mapping Subprofile

Extent Composition Subprofile
Location Subprofile

Software Subprofile

Copy Services Subpraofile

Job Control Subprofile

Pool Manipulation Capabilities and Settings S
LUN Creation Subprofile
Device.Credentials Subprofile

LYUN Mapping and Masking Subprofile
Masking and Mapping Subprofile

SPI Target Ports Subprofile

FC Target Ports Subprofile

iSCSI Target Ports Subprofile
Backend Ports Subprofile

Disk Sparing Subprofile

FC Initiator Ports Subprofile

SPI Initiator Ports Subprofile

Block Services Package

Dl H LD Il D 1
riiysital maLRayt malRaytc

Health Package

ubprofile
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Table 94 - Registry of Profiles and Subprofiles

Area Registered Profile Name Registered Subprofile Names

Storage Virtualizer Access Points Subprofile

Copy Services Subprofile

Job Control Subprofile

Location Subprofile

Masking and Mapping Subprofile
Software Subprofile

Multiple Computer System Subprofile
FC Initiator Ports Subprofile

iISCSI Target Ports Subprofile

FC Target Ports Subprofile

iISCSI Initiator Ports Subprofile
Extent Composition_Subprofile
Cascading Subgprofile

Block Services Package

Physical Package Package

Volume Management Aecess Points Subprofile
Extent Composition Subprofile
Location Subprofile

Software Subprofile

Copy Services Subprofile
Disk Sparing Subprofile

Multi System Subprofile

Job Control Subprofile
Cascading Subprofile

Block Storage Resource Ownership Subprofile

B:Ub:’\ SCI \'Aw| PUIfUI naricc SUIIJ[JIUﬁ:G
Block Services Package

Health Package
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Table 94 - Registry of Profiles and Subprofiles

Area Registered Profile Name Registered Subprofile Names

Storage Library Access Points Subprofile
Location Subprofile

FC Target Ports Subprofile
Software Subprofile

Storage Library Limited Access Port Elements
Subprofile

Storage Library Media Movement Subprofile
Storage Library Capacity Subprofile

Storage Library Element Counting\Subprofile
Storage Library InterLibraryPaortConnection $ubprofile
Storage Library Partitioned_ Library Subprofile
Physical Package Package
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Table 94 - Registry of Profiles and Subprofiles

Area

Registered Profile Name

Registered Subprofile Names

NAS Head

Indication Subprofile

Cascading Subprofile

Access Points Subprofile

Multiple Computer System Subprofile
Software Subprofile

Location Subprofile

Extent Composition Subprofile

File System Manipulation Subprofile
File Export Manipulation Subprofile
Job Control Subprofile

SPI Initiator Ports Subpfofile

FC Initiator Ports Subprofile

Device Credentials Subprofile
Physical Package Package
Block'Services Package

Health Package
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Table 94 - Registry of Profiles and Subprofiles

Area

Registered Profile Name

Registered Subprofile Names

Self-contained NAS System

Indication Subprofile

Access Points Subprofile

Multiple Computer System Subprofile
Software Subprofile

Location Subprofile

Extent Composition Subprofile

File System Manipulation Subprofile
File Export Manipulation Subprofile
Job Control Subprofile

Disk Drive Lite Subprofile

SPI Initiator Ports Subpfaefile

FC Initiator Ports Subprofile

iSCSI Initiator Ports Subprofile
iSCSI Target-Ports Subprofile
Device.Credentials Subprofile
Physical Package Package

Block Services Package

Health Package
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9.2 Packages, Subprofiles and Profile

9.21 Co

mmon Profiles

Common profiles (including subprofiles and packages) are shared by multiple profiles

9.2.1.1 Access Points Subprofile

9.2.1.11

Description

The Access Points subprofile provides addresses of remote access points for management services.

This is modeled using a RemoteServiceAccessPoint linked to the managed system using a HostedAccessPoint
association.

A manage
service rel
subset of 4
referenced
RemoteSe

ment service is typically associated with all elements in a system, but in some cases; @ management
ates to a subset of elements. The scope of a RemoteServiceAccessPoint may (e ‘cgnstrained to a
lements using SAPAvailableForElement. If the service referenced in RemoteServiceAccpssPoint is not

by any SAPAvailableForElement associations, then the  service escribed by
fviceAccessPoint shall apply to all the elements of the system referenced wia\HostedAccgssPoints. This

type of system-wide service is depicted in Figure 22: "System-wide Remote Access Point".

AccessPoint Subprofile

ComputerSystem
HostedAccessPoint
Global Service::
RemoteServiceAccessPoint
Figure 22 System-wide Remote Access Point

If the sefvice referenced in(RemoteServiceAccessPoint is referenced by any SAPAvailapleForElement
associations, then the service described by RemoteServiceAccessPoint shall apply to the subsgt of elements
referenced| via SAPAvailabelForElement associations. The HostedAccessPoint association between
RemoteSefviceAccessPaint s still mandatory (so the client can readily associate the service to a specific storage

system).
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Figure 23: "Access Point Instance Diagram" depicts a configuration with two RemoveServiceAccessPoint
instances. One represents a system-wide service and the other represents a service that applies just to certain

devices.

ComputerSystem

(

SystemDevice

HostedAccessPoint

Global Service::
RemoteServiceAccessPoint

HostedAccessPoint

SystgmDevice

SAPAvailableForElement

Service For Devices ::
RemoteServiceAccessPoint

Figure 23 - Access Point Instance DBiagram

The exposed management services may represent a web Ul that can be launched by a web brpwser, a telnet
interface, qr some vendor-specific interface. RemoteServiceAceessPoint InfoFormat property describes the format
of the Accégsslinfo property; valid options include “URL” and RKQDN?". In a URL, the text before the “:/f”" is referred to
as the “sclheme”. A URL with an http or HTTPS scheme is)often a web/HTML page, but HTTP c@n be used for
other purppses. Table 95 specifies the requirements forgdnfoFormat, Accessinfo, and the scheme slibset of a URL

Accesslnfd.
Table 95 - RemoteAccessPgint InfoFormat and Accessinfo Properties
InfoFormat Aecessinfo Scheme Description

“URL” Shittp” or “https” The references URL shall be g valid web
page. It should provide element
management for the system of elements
referenced by the associated
HostedAccessPoint association.

“Other” with “http” or” https” Used for HTTP URLSs that do not reference

OtherInfoFormatDescription =
"Non-Ul WRL"

a valid web UI.

“URL”

anything other than “http”

May be used. No standard belravior is

ana-tps

SpEeCified:

others from the MOF

n/a

May be used. No standard behavior is
specified.

9.2.1.1.2 Health and Fault Management Considerations

Not defined in this standard.
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9.2.1.1.3 Cascading Considerations
Not defined in this standard.

9.2.1.1.4
Not defined in this standard.

9.2.1.15 Methods of this Profile
Not defined in this standard.

9.2.1.1.6
Not defined in this standard.

Client Considerations and Recipes
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9.2.1.1.7 Registered Name and Version
Access Pojnts version 1.1.0
9.2.1.1.8 CIM Server Requirements
Table 96 - CIM Server Requirements for Access Points
Profile Mandatory
Associatipn Traversal Yes
Basic Read Yes
Basic Write No
Indicatior|s No
Instance Manipulation No
Qualifier Peclaration No
Query No
Schema Manipulation No
9.2.1.1.9 CIM Elements
Table 97 - CIM Elements for Access Points
Element Name Description
Mandatory Classes
CIM_HostedAccessPoint (9.2.1.1.9.1) Associate the RemoteServiceAccessPoint to the
System on which it is hosted.

CIM_RemoteServiceAccessPoint (9.2.1.1.9.2)

A ServiceAccessPoint for management tools

Optional

Classes

CIM_SAPAvailableForElement (9.2.1.1.9.3)

This association identifies the element that is serviced
by the RemoteServiceAccessPoint

9.2.1.1.9.1 CIM_HostedAccessPoint

Associate the RemoteServiceAccessPoint to the System on which it is hosted.
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Created By : Static or External
Modified By : External

Deleted By

: External

Class Mandatory: true

- 157 -

Table 98 - SMI Referenced Properties/Methods for CIM_HostedAccessPoint

Property Flags Type Description & Notes
Mandatory Properties/Methods
Antecedent CIM_System The hosting System
Depend(: nt {“II\/I_Qnr\/ir‘nAr‘m:QeDninf The QAD(Q) that-are hosted
on this System!
9.2.1.1.9.2 CIM_RemoteServiceAccessPoint
A ServiceAccessPoint for management tools
Created BY : Static or External
Modified Bl : External
Deleted By : External
Class Manfatory: true
Taple 99 - SMI Referenced Properties/Methods fof«CIM_RemoteServiceAccesgPoint
Property Flags Type Description & Nptes
Mandatory Properties/Methods
SystemCfeationClassName string
CreationClassName string
SystemName string
Name string
ElementName string User-friendly name
AccesslInfo string Management Address.
InfoFormat uintl6 The format of the Management
Address. For interoperabjlity, this shall
be URL'(200).'
9.2.1.1.9.3 CIM_SAPAvailableForElement

This association identifies the element that is serviced by the RemoteServiceAccessPoint

Created By : Static or External
Modified By : External
Deleted By : External
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Class Mandatory: false

Table 100 - SMI Referenced Properties/Methods for CIM_SAPAvailableForElement

Property Flags Type Description & Notes

Mandatory Properties/Methods

AvailableSAP CIM_ServiceAccessPo | The Service that is available.
int
ManagedElement CIM_ManagedElement | The ManagedElement that may use
the Service.

9.2.1.1.10| Related Standards

Table 101 - Related Standards for Access Points

Specification Revision Organizatior
CIM Infraptructure Specification 2.3.0 DMTE
CIM Opeirations over HTTP 1.2.0 DMTF
CIM Schema 211.0 DMTF
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EXPERIMENTAL

9.2.1.2 Cascading Subprofile

9.21.21 Description

The cascading subprofile defines the set of classes, methods and behavior used to model cross profile
dependencies and references. This includes modeling of cross CIM server references when the referenced profile

is managed by another CIM server.

Examples of SMI-S Profiles that should support the Cascading Subprofile include Storage Virtualizer, NAS Heads

and Volume Managers. However, other profiles may also support the cascading subprofile fo
references, For example, if an Array Profile may support the cascading subprofile to effect cross pr

r cross profile
file references

used in “remote copy.”

For ease 0
The profilg
cascading
profiles. In

f documentation, a profile that supports the cascading subprofile is referred to asra‘€asd

referenced is referred to as a Leaf Profile. For example, storage virtualization wol
subprofile and would be a Cascading Profile. It would reference storage volumes in one
such configurations, the Array profiles would be referred to as Leaf profiles:

The casca
in the leaf
resources
the virtuali
manager)

ing subprofile defines a common approach to “stitching” resources in the cascading profi
profiles. While the general mechanism used is common, the specifics may vary dep

ver) to StorageVolumes (in arrays). But a Volume Manager\would stitch LogicalDisks
0 StorageVolumes (in arrays or virtualizers).

ading Profile.
Id support the
or more Array

e to resources
ending on the

hat are stitched together. For example, a Storage Virtualization.Profile would stitch StoffageExtents (in

in the volume

there are CIM
t manages the

ported by the

cascading |profile or the leaf profiles. They are the Credential Management Subprofile, which defings the classes,
methods apd behavior for managing the credentials used by a CIM server of the cascading profile when accessing

(different) [CIM Servers of Leaf profiles. The\'second is the Security Resource Ownership S
specializatjon of this subprofile) which defiges the classes, methods and behavior of recording ov
leaf profileg. The usage of these subprofiles will be referenced in this subprofile, but their definition
separate spibprofile specifications.

The Cascading Subprofile provides block-level configuration management in this version of SMI-S.

The Cascgding Subprofile defines cascading of resources at the block level. That is, a Cascadir
Block storage resourcestof.the leaf profiles. These are StorageVolumes or LogicalDisks. In this ve
the model will only bestested in the context of cascading for block storage.

9.2.1.2.1.1 Instance Diagrams
There are thrée aspects of the cascading subprofile that are illustrated separately:

bprofile (or a
nership in the
is contained in

g Profile uses
rsion of SMI-S

Logical Topology (usage of leaf resources by cascading profiles)

Resource Allocation/Deallocation

CIM Server Topology (usage of CIM Servers by other CIM Servers)

In addition, there are the relationships between the Cascading subprofile and the Security Resource Ownership
Subprofile and the Credential Management Subprofile. This relationship will be illustrated, but the details of those

subprofiles are documented in their own sections.
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Logical Topology

Figure 24: "Instance Diagram for Logical Topology" illustrates the basic constructs for modeling the logical topology
represented by cascading profiles. The cascading profile is the top box. The modeling for the cascading subprofile
is in the dashed box (in the Cascading Profile). The leaf profile is the lower box. Note that for the basic modeling of
the logical topology of cascading, there are no modeling requirements on the leaf profile.

Cascading Profile

System

I
Dependency

Name=C
Namerorirat=uri

| eafSystem

|
SAPAvailableForElement

RemoteServiceAccessPoint

SystemDevice

LeafResource -l
+ LeafResource -|_ Logicalldentity 4‘ Local Resource

Local Resource
Name= X
ameFormat whatever Logicalldentity

Name= L
NameFormat= url

Leaf Profile

LogicalDevice

Name= X
NameFormat=whatever

~\SystemDevice System

Name= L
NameFormat=url

Figure 24 - Instance Diagram for Logical Topology

NOTE: The'dashed classes in Figure : " are instances that are cached in the Cascading Profile. They are
redundant with the instances maintained by the Leaf profile. The dashed arrows between the Cacsading Profile
and the Leaf Profile signifies “stitching” based on durable names or correlatable ids for the resources represented.
The dashed arrows are not instantiated associations.

If the Cascading Subprofile is supported by the Cascading Profile, then there will be support for instantiating “leaf”
“top level object” (e.g., ComputerSystems) and “leaf’” LogicalDevices (e.g., StorageVolumes) in those Leaf Profiles
that are “visible” to the Cascading Profile (device). The instances of the “leaf” “top level object” can be found by
traversing the CascadingDependency association from the “top level object” of the Cascading Profile.
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The leaf resources (logical devices) that are visible to the Cascading Profile have an association (e.g.,
SystemDevice association) to the “leaf” top level object (e.g., ComputerSystem) that has exposed them to the

Cascading

Profile.

The top level object, Hosted or SystemDevice association and LogicalDevices mirrors information that is in the
Leaf Profile. In some Cascading Profile configurations, the Cascading Profile may want to subscribe to life cycle
indications on the devices of interest in the Leaf Profile. However, that is a consideration of the Cascading Profile.
It is not required as part of the Cascading Subprofile.

From the top level object (e.g., ComputerSystem) of the Leaf, there may be a SAPAvailableForElement association
to a RemoteServiceAccessPoint instance. The RemoteServiceAccessPoint identifies information need for access
to the management interface to the Leaf system. This management interface may or may not be a CIM interface.

The expec

ation is that the model represented in Figure - will he automatically maintained hy

he Cascading

Profile (an
RemoteSe
process (€
informatior

In the simpg
implement

Resource

In some d
Cascading
virtualizatig
does not n
resources
storage po

To readily
collections
assigned r
Resource

d providers). There are no methods for client manipulation of this model. In thg
fviceAccessPoint instance, the expectation is that discovery of leaf systems would“bg
.g., SLP discovery of SMI-S Profiles and Servers) and that the provider wolld recd
based on its discovery processes.

lest form of cascading, this is sufficient to model the logical topology of the*cascading. H
htions will need to go further (see “Resource Allocation/Deallocation” on page 161 in 9.2.

Allocation/Deallocation

ascading environments, it is necessary to distinguish between resources that are
Profile from resources that are actually “in use.” For&example, a Volume Manag
n system may be able to “see” a number of storage velumes (logical units) through its
ecessarily mean that is has allocated and is using them. A separate step is required tq

pl in the virtualizer.

discern which storage volumes (logical devites) are “visible” and which volumes are
are defined. The collection of “visible” resources is the “RemoteResources” collection. T
psources is the “AllocatedResources” callection. This is illustrated in Figure 25 - "Instan
Allocation/Deallocation”.

case of the
an automatic
rd the access

owever, many
1.2.1.1).

visible” to the
er or storage
ports. But this
“prepare” the

or use. In the case of storage virtualization systems, this step would include assigning the storage to a

assigned, two
he collection of
e Diagram for
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Cascading Profile

System

HostedCollection \ Name= C

Dependency N E —url
- | SNIA_AllocationService ‘ amefrormat=ur
HostedService

SNIA_RemoteResources LeafSystem Allocate()
Deallocate()

ElementType Name= |
NameFormat= url

SNIA_AllocatedResources

——HostedCollection—

) ElementType
SystemDevice
SystemDevice
MemberOfCollection
LeafResource -l
LeafResource I__ LeafRes(;urce

NameFormat= whate Jer

Name= X ﬂ LeafResource I
ver

' Name= X
1 NameFormat= whatever I
. )
T 1
] —
]
| _-i an il Leaf Profile
LogicalDevice LogicalDevice
Name= X ever Name= X ever
NameFormat=whatever NameFEormat=whatever
SystembDevice System
Name= L
NameFormat=url

Figure'25 - Instance Diagram for Resource Allocation/Deallocation

The SNIA_|AllocationService may or may not exist. The actual function of Allocation may be impleménted as a side
effect of pther, methods. For example, allocating a Leaf StorageVolume may occur as a [side effect of
CreateOrNV udif‘ystmagcpuu:, where—the—ar—extent (C.U., teaf Stmagc‘v’u:unlc) is—atded—to—a—St agePooI. The
semantics of CreateOrModifyStoragePool constructs all the necessary associations for the StorageExtent (and
may also have the semantics of an implied allocation of the StorageVolume).

To determine if allocation or deallocation are explicit (via allocate/deallocate method calls) or implicit (side effect of
another method), the client should inspect the “AsynchronousMethodsSupported” and
“SynchronousMethodsSupported” properties of the SNIA_CascadingCapabilities instance for the System.


https://iecnorm.com/api/?name=9786d70b13eda018dfcd1880f45eb029

24775 © ISO/IEC:2011(E) —-163 -

CIM Server Topology

In addition to a cascading system using leaf systems and its resources, a cascading profile may also model the
dependencies between the CIM Server of the cascading profile and the CIM Servers of the Leaf Profiles. This is
illustrated in Figure 26: "Cascading Server Topology".
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For the
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Figure 26 - Cascading Server Topology
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As with the logical topology, the server topology is effected by caching Leaf information in the cascading profile.
Specifically, the cached instances from the leaf profiles are:

ObjectManager — to allow the dependency between ObjectManagers to be instantiated in the cascading profile.

Namespace — to provide cached information on the namespace of the leaf CIM Server. This would be the Interop
Namespace for accessing the Server Profile of the CIM Server.

RegisteredProfile — to identify the Profile of the Leaf Profile (e.g., Array or Virtualizer).

In addition, the necessary associations (HostedProfile, NamespacelnManager and ElementConformsToProfile)
would be instantiated to connect the relevant instances.

The actual dependence between the CIM Server (ObjectManager) of the Cascading Profile and the CIM Server
(ObjectMafager) of the Leal systems Is representied by mnstances of Dependency.
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Cascading Profile

System

[
Dependency
|

I- LeafSystem |
1

Name= L

NameFormat= url J

SystemDevice

Name= C
NameFormat=url

I LeafResource -I
erI

LeafResource Logicalldentity

Name= X

Logicalldentity

4‘ Local Respurce

Local Resdufce

/

|

NameFormat= whatever I
— ]

]
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¥
I-—l

v

LogicalDevice

Name= X
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AuthorizedTarget

Leaf Prof

AuthorizedPrivilege

e

AuthorizedSubject

LIdentityContext

System

SystemDevices™

Name= L
NameFormat=url

Cascading

As an extg
Managemg
Figure 28:

with the Credentials Management Subprofile

Figure 27 - Instance Diagbham for Cascading with Resource Ownership

bnsion of the modeling of CIM Server topology, a cascading profile may implement the Credentials
nt Subprofile. When® this is done it extends the modeling for the Server topology ap
'Instance Diagram for Cascading with Credential Management Subprofile".

illustrated in
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|| ObiectManager Leaf Profile System
Name= L
NameFormatsurl
Figure 28 - Instance’Diagram for Cascading with Credential Management Subprofile
The Credential Management information would be associated with the CIM Server ObjectManagel instance for a
Leaf system. The-Credential Management Subprofile would identify how the cascading system woujd authenticate
itself with the Leaf 'system.
Modeling Of Dcf;u;nu Caouadillg Capab;:it;ca

As indicated in previous discussions, only parts of the Cascading subprofile are mandatory. For a list of what
elements are mandatory, see 9.2.1.2.9, "CIM Elements". In order to make it relatively easy for clients to determine
what is supported, implementation of the SNIA_CascadingCapabilities class is mandatory if cascading is
supported. The modeling for this class is illustrated in Figure 29: "Modeling of Cascading Capabilities".
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RegisteredSubprofile

Cascading Profile SubProfile . _
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ElementConformsToPraofile
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FeaturesSupported[] -
SupportedElementTypes]] | ElementCapabilities Dedicated =
AsynchronousMethodsSupported "Storage Virtualizer"
SynchronousMethodsSupported

Figure 29 - Modeling of Cascading Capabilities

The SNIA CascadingCapabilities instance would be found by doing association travergal from the
RegisteredSubprofile for cascading fellowing the ElementCapabilites association.

The propetties of SNIA_CascadingCapabilities are defined as follows:

= FeaturesSuppeorted - This is an array that defines the cascading features that are supported by the
implementation of the Cascading Profile. The values are "Ownership”, "Leaf Credentials”, "OM
Dependencies” and "Allocation Service".

< SupportedElementTypes - This is an array that defines the type of “Remote Resource”
ManagedElements that are supported by the implementation. For this version of SMI-S, only
StorageVolumes are supported.

= AsynchronousMethodsSupported — This is an array that defines any asynchronous methods
supported for allocation or deallocation of leaf resources. The values are “Allocation” or
“Deallocation”.

< SynchronousMethodsSupported — This is an array that defines any synchronous methods
supported for allocation or deallocation of leaf resources. The values are “Allocation” or
“Deallocation”.

The Cascading subprofile uses durable names of leaf resources for stitching together the Leaf Profile and its
resources to the corresponding instances in the Cascading Profile.


https://iecnorm.com/api/?name=9786d70b13eda018dfcd1880f45eb029

24775 © ISO/IEC:2011(E) —-169 -

The CIM Server of the Cascading Profile may use indications (or provider poll on access) to keep its model
accurate.

9.2.1.2.2 Health and Fault Management Considerations

9.2.1.2.21 Reporting Health of Leaf Systems, Resources and Object Managers

A Cascading Profile should not report health of leaf resources without verifying the health of those resources (via
direct reference to the Leaf Profile). The Cascading Profile may keep health properties in its local copy of the
instances for leaf resources for its own purposes, but it should always refer to the leaf profile on requests from
clients.

A request for a health property (e.g., OperationalStatus) should result in a request to the underlying leaf resource
for the information. If the leaf resource is not available (e.g., the connection to the CIM Server is broken) the
Cascading|Profile may report health from its local copy of the instance.

9.2.1.2.2.2 Cascading Indications of Health

Given a Cascading Profile is dependent upon leaf resources, the CIM Server of the Cascading Profile may chose
to subscribe to health (OperationalStatus) indications on the leaf resources it s\ actively uging (allocated
resources)| Generally speaking, health problems on leaf resources will translate to hiealth problems ¢n one or more
resources [in the Cascading Profile. For example, if a StorageVolume in (the Array (leaf) profile has an
OperationdlStatus of “Error”, this may cause one or more StorageVolumes inad/irtualizer that is using the array to
either be in) error or be degraded.

Health indications should cascade. However, how they cascade will depend on where and how the|leaf resources
are used.

However gl cascading profile discovers a problem with leaf reseurees, then it may be reflected in opgrational status
of the casdader’s resources.

9.2.1.2.3 Cascading Considerations
Not defined in this standard.

9.21.24 Supported Subprofiles and Packages

Table 102 < Supported Subprofiles for Cascading

Registered Subprafile Names Mandatory Version
Secufity Resource Ownership No 1.1.0
Credgntial Managemént No 1.1.0

9.2.1.25 Methods) of this Subprofile
Table 103 summarized the extrinsic methods supported by the Cascading Subprofile.

Tahle 103 - Extrinsic Methods Q||ppnrfnd h\]/ (‘::cr‘:\rling Qllhprnfiln

Method Created Instances Deleted Instances Modified
Instances

Allocate MemberOfCollection N/A N/A

Deallocate N/A MemberOfCollection N/A



https://iecnorm.com/api/?name=9786d70b13eda018dfcd1880f45eb029

9.21.251

—-170 -

Extrinsic Methods of this Profile

24775 ©I1SO/IEC:2011(E)

There are two extrinsic Methods that may be supported by an implementation of the cascading subprofile:

Allocate

9.2.1.2511

Deallocate

Allocate

Starts a job to allocate remote resources (from the RemoteResources collection) to the AllocatedResources

collection.

Allocate (

match the ty

ValueMap { "0", "1", "2", "3", "4", "5", "6", "7", "8" },

V
"ComputerS

Only “3” (Sto

uintl6 ElementType;

[IN ( false),

CIM_ConcreteJob REF Job,

[IN, Descript
SNIA_AI

[IN, Descript
are being all

string Inf
Error returns

{"Job Comp
"DMTF Rese

9.2.1.2.5.1.2

[IN, Description (Enumeration indicating the type of element being allocated. This)typ

be of the instances.),

ng

J

hlues { "Unknown", "Reserved", "Any Type", "StorageVolume", ‘/StorageExtent",
stem", "LogicalDisk", "FileShare" }]

rageVolume) is supported in this version of SMI-S.

DUT, Description (Reference to the job (may be null if job completed).)]

on (The reference to the AllocatedResource @ollection to which Elements are being addg
ocatedResources REF Collection,

on (Array of strings containing representations of references to CIM_ManagedElement in
bcated to the AllocatedResources:-Collection.)]

Flements(]);
are:

leted with No Error, "Not Supported”, "Unknown", "Timeout", "Failed", "Invalid Paramet
rved”, "Method Parameters Checked - Job Started”, "Method Reserved", "Vendor Specifi

Deallocate

Starts a job)

RemoteResTurces collection.

to remove remote resources (from the AllocatedResources collection) and return

e value shall

btoragePool",

d.)]

stances, that

er', "In Use",
c" 1]
them to the

Deallocate (

[IN, Description (Enumeration indicating the type of element being deallocated. This type value shall match
the type of the instances.),

ValueMap {"0", "1", "2", "3", "4", "5", "6", "7", "8" },

Values { "Unknown", "Reserved", "Any Type", "StorageVolume", "StorageExtent", "StoragePool",
"ComputerSystem"”, "LogicalDisk", "FileShare" }]
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Only “3” (StorageVolume) is supported in this version of SMI-S.

uint16 El

ementType,

[IN ( false ), OUT, Description (Reference to the job (may be null if job completed).)]

CIM_ConcreteJob REF Job,

[IN, Description (The reference to the AllocatedResource collection from which Elements are being removed. )]

SNIA_AllocatedResources REF Collection,

[IN, Description ( Array of strings containing representations of references to CIM_ManagedElement instances,

that are be

ing deallocated from the AllocatedResources Collection.")]

string |

Error retu:lvs are:

{"Job Co
Use", "DM

9.2.1.2.5.2
None.

9.2.1.2.6

9.21.26.1

This recipg¢
experiencd.

9.2.1.2.6.2
This recipg

experiencyq.

9.2.1.2.6.3
This recip{

experiency.

9.2.1.2.6.4
This recipg

experiencyq.

9.2.1.2.6.5
This recipf

hElements(]);

Intrinsic Methods of this Profile

Client Considerations and Recipes

Recipe MPCPO1: Determining Resources used by‘cascading Profiles
e is not defined in this standard. It will be included in a future revision, based on

Recipe MPCPO02: Monitoring the existence of Cascading Profiles
e is not defined in this standard. It willh be included in a future revision, based on

OPTIONAL: Recipe MPCPQO3: Allocation of Leaf Resources
e is not defined in this standard. It will be included in a future revision, based on

OPTIONAL: Recipe MPCPO04: Deallocation of Leaf Resources
e is not defined_in this standard. It will be included in a future revision, based on

Recipe MPCPO05: Monitoring the existence of “Stitching” between Profiles
b is (nat defined in this standard. It will be included in a future revision, based on

experiency.

pleted with No Error", "Not Supported”, "Unknown", "Timeout", "Failed", "Invalid Parame
F Reserved", "Method Parameters Checked - Job Started”, "Method Reserved", "Vendo

ter", "In
[ Specific" }

mplementation

mplementation

mplementation

mplementation

mplementation

9.2.1.2.6.6

Supported SNIA_CascadingCapabilities Patterns

The SNIA_CascadingCapabilities patterns shown in Table 104 - "Cascading Capabilities Patterns" are formally
recognized and supported by this version of SMI-S.
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Table 104 - Cascading Capabilities Patterns

FeaturesSupported SupportedElementTypes SynchronousMethods AsynchronouosMethods
Supported Supported
none StorageVolume none none
Ownership, StorageVolume Allocation Allocation
Leaf Credentials, Deallocation Deallocation

OM Dependencies,
AIIocatiorlw Service

AIIocatior|1 Service StorageVolume Allocation none
Deallocation
Allocation Service StorageVolume none Allocation
Deallocation
Ownershjp, StorageVolume none none

Leaf Creglentials,

OM Dep¢ndencies

9.2.1.2.7 Registered Name and Version
Cascading|version 1.1.0

9.2.1.2.8 CIM Server Requirements

Table 105 - CIM Server Requirements for Cascading

Profile Mandatory
Association Traversal Yes
Basic Read Yes
Basic Wfite Yes
Indications No
Instance| Manipulation Yes
Qualifier] Declaration No
Query NO
Schema Manipulation No
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9.2.1.2.9 CIM Elements
Table 106 - CIM Elements for Cascading
Element Name Description
Mandatory Classes
CIM_Dependency (9.2.1.2.9.1) (System Dependency) This associates the Leaf

System to the Cascading System.

CIM_ElementCapabilities (9.2.1.2.9.4)

This associates the CascadingCapabilities to the
cascading system (e.g., ComputerSystem).

CIM_Ho

edCollection (92 1 2 9 6)

(AllocatedResources) This would associz

te the

AllocatedResources collection to the top
for the Cascading Profile (e.g., Storage VM

evel system
irtualizer).

CIM_Mer

hberOfCollection (9.2.1.2.9.9)

(Allocated Resources) This supports collg¢cting leaf

resources. This is required tQ support the
AllocatedResources collection.

CIM_Objg

bctManager (9.2.1.2.9.14)

(Cascading Profile) Thislis the Object Mamager service

of the CIM Server.

CIM_Sys

embDevice (9.2.1.2.9.18)

This associatiomlinks LogicalDevice remote

resources to.the scoping system. This is
associate the remote resources with the
manages them.

lIsed to
System that

SNIA_AIl

pcatedResources (9.2.1.2.9.19)

This is a SystemSpecificCollection for co
resources that have been deployed for u

lecting leaf
e in the

Cascading profile (e.g., StorageVolumes @ssigned to a

virtualizer's StoragePool).

SNIA_Ca4d

scadingCapabilities (9.2.1.2.9.21)

This defines the cascading capabilities sy
the implementation of the profile.

pported by

Optional

Classes

CIM_Dep

endency (9.2.1.2.9.2)

(ObjectManager Dependency) This asso
Object Manager of the Leaf System to th
Manager of the Cascading System.

Ciates the
b Object

CIM_Dep

endency (9.2.4.2:9.3)

(RegisteredProfile Dependency) This ass
RegisteredProfile of a leaf system to the
Manager of the leaf system.

ociates the
Dbject

CIM_Eler

hentCaonformsToProfile (9.2.1.2.9.5)

(Leaf) This associates the RegisteredPro
Leaf Profile to the Leaf system (e.g.,

file of the

= e 0 4. AY
Comptter Systemy:

CIM_HostedCollection (9.2.1.2.9.7)

(RemoteResources) This would associate the
RemoteResources collection to the top level system
for the Cascading Profile (e.g., Storage Virtualizer).

CIM_HostedService (9.2.1.2.9.8)

This associates the AllocationService to the system in
the cascading profile that hosts the service.
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Element Name

Description

CIM_MemberOfCollection (9.2.1.2.9.10)

(Remote Resources) This supports collecting leaf
resources. This is optional when used to support the
RemoteResources collection (the RemoteResources

collection is optional).

CIM_Namespace (9.2.1.2.9.11)

(Leaf) There would be one for every namespace

supported.

CIM_NamespacelnManager (9.2.1.2.9.12)

(Leaf) This associates the namespace to
ObjectManager

the

CIM_ObjectManager (9.2.1.2.9.13) (Leaf) This is the Object Manager service of the CIM
Server.

CIM_RegjisteredProfile (9.2.1.2.9.15) (Leaf) A registered profile thatis’supportgd by the CIM
Server

CIM_RemoteServiceAccessPoint (9.2.1.2.9.16) CIM_RemoteServiceAecessPoint represents the
management interfaceto a leaf system.

CIM_SARAvailableForElement (9.2.1.2.9.17) Represents the @ssociation between a
RemoteServiceAccessPoint and the leaf [System to
which it provides access.

SNIA_AllpcationService (9.2.1.2.9.20) Optional* This service provides methods for allocating
and.deallocating leaf resources.

SNIA_RemoteResources (9.2.1.2.9.22) This is a SystemSpecificCollection for collecting leaf
resources that may be allocated by the system of the

Cascading profile (e.g., StorageVolumes @ssigned to a

virtualizer's StoragePool).

9.2.1.2.9.1 CIM_Dependency

CIM_Depehdency is an association befween a Leaf System and the Cascading System (Computs
specific nafure of the dependency is_determined by associations between resources of the cascadi

resources pf the leaf system.
CIM_Depehdency is not subclassed from anything.

Created BY : Static
Modified Bl : Static
Deleted By : Static
Class Manfatery: true

rSystem). The
ng system and

Table 107 - SMI Referenced Properties/Methods for CIM_Dependency (System Dependency)

Property Flags

Type Description & Notes

Mandatory Properties/Methods

Antecedent CIM_ManagedElement | The Cascading System.

Dependent CIM_ManagedElement | The Leaf System.
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9.2.1.2.9.2 CIM_Dependency

CIM_Dependency is an association between an Object Manager of a Leaf System and the Object Manager of the
Cascading System (ComputerSystem). If the Leaf System and the Cascading System are supported by the same
Object Manager, then no Dependency would exist.

CIM_Dependency is not subclassed from anything.

Created By : Static
Modified By : Static
Deleted By : Static
Class Mandatory: false

Property Flags Type Description & Nptes

Mandatory Properties/Methods

Antecedent CIM_ManagedElement | The Object Manager of the Cascading
System!

Dependeft CIM_ManagedElement | The 'Object Manager of the Leaf
System.

9.2.1.2.9.3 CIM_Dependency
CIM_Dependency is an association between RegisteredPrefile and the Object Manager tha{ provides the
management interface.

CIM_Depehdency is not subclassed from anything.

Created BY : Static
Modified Bl : Static
Deleted By : Static
Class Manfatory: false

Table 109 - SMI-Referenced Properties/Methods for CIM_Dependency
(RegisteredProfile OM Dependency)

Property Flags Type Description & Nptes

Mandatory Properties/Methods

Anteceddnt CIM_ManagedElement | The Object Manager.

Dependeft CIM_ManagedElement | The RegisteredProfile.

9.2.1.294 CIM_ElementCapabilities

CIM_ElementCapabilities represents the association between ManagedElements (i.e., ComputerSystem) and their
capabilities (e.g., SNIA_CascadingCapabilities).

CIM_ElementCapabilities is not subclassed from anything.

Created By : Static
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Modified By : Static
Deleted By : Static
Class Mandatory: true

Table 110 - SMI Referenced Properties/Methods for CIM_ElementCapabilities

Property Flags Type Description & Notes

Mandatory Properties/Methods

ManagedElement CIM_ManagedElement | The managed element (System or

System Subclass)

Capabilities CIM_Capabilities The CascadingCapabilities instance

associated with the elemient.

9.2.1.2.95

CIM_Elem
of the leaf

CIM_ElementConformsToProfile

i.e., leaf ComputerSystem).

bntConformsToProfile is the association between the RegisteredProfile of thé\leaf profile and the system

CIM_ElemgntConformsToProfile is not subclassed from anything.
Created BY : Static
Modified By : Static
Deleted By : Static
Class Manfatory: false
Table|111 - SMI Referenced Properties/Methods-for CIM_ElementConformsToProlile (Leaf)
Property Flags Type Description & Nptes
Mandatory Properties/Method$§
ConformantStandard CIM_ReqgisteredProfile | The RegisteredProfile of|the leaf
system.
ManagedElement CIM_ManagedElement | The "top level" System instance of the
leaf profile.
9.2.1.2.9.6 CIM_HostedCollection
CIM_HostgdCollection defines a SystemSpecificCollection in the context of a scoping System. It represents a
Collection that only has-meaning in the context of a System, and/or whose elements are restricted by the definition
of the Sygtem. In\the Cascading Subprofile, it is used to associate the Allocated Resources t¢ the top level

Computer

Systemhof the Cascading Profile.

CIM_Hostd

dCallection is subclassed from CIM HostedDependency.

Created By : Static
Modified By : Static
Deleted By : Static
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Class Man

datory: true

Table 112 - SMI Referenced Properties/Methods for CIM_HostedCollection (AllocatedResources)

Property Flags Type Description & N

otes

Mandatory Properties/Methods

Antecedent CIM_System The top level ComputerSystem of the
profile
Dependent CIM_SystemSpecificC | The AllocatedResources collection
ollection
9.2.1.2.9.7 CIM_HostedCollection

CIM_HostedCollection defines a SystemSpecificCollection in the context of a scoping System.

Collection

of the Sygtem. In the Cascading Subprofile, it is used to associate the Remote Resources tg

Computer

CIM_HostgdCollection is subclassed from CIM_HostedDependency.

Created BY : Static

Modified B

Deleted By : Static

Class Man

Table 11

hat only has meaning in the context of a System, and/or whose elements are restriCted b

System of the Cascading Profile.

y . Static

fatory: false

3 - SMI Referenced Properties/Methods for.CIM_HostedCollection (Remote

t represents a
y the definition
the top level

Resources)

Property Flags Type Description & N

btes

Mandatory Properties/Methods

Antecedgnt CIM_System The top level Computer§

profile

ystem of the

Depende

nt CIM_SystemSpecificC | The RemoteResources ¢
ollection

ollection

9.2.1.2.9.8

CIM_Hostg
(Computer

CIM_Hostd

Created By

CIM_HostedService

dService is ¢an’ association between a Service (SNIA_AllocationService) and
System) on-which the functionality resides.

dService-is subclassed from CIM_HostedDependency.

.Static

the System

Modified B

y T Static

Deleted By : Static
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Class Mandatory: false

Table 114 - SMI Referenced Properties/Methods for CIM_HostedService

Property Flags Type Description & Notes

Mandatory Properties/Methods

Antecedent CIM_System The hosting System.
Dependent CIM_Service The AllocationService hosted on the
System.
9.2.1.2.9.9 CiM—MemberofCellection

This use of MemberOfCollection is to collect all resource instances (in the AllocatedResources_cg
association is created as a result of the Allocate method or as a side effect of a cascading profijle)spe

Created BY : ExternalExtrinsic(s):
Modified Bl : Static
Deleted By : ExternalExtrinsic(s):

Class Man

fatory: true

(Allocated Resources)

llection). Each
cific operation.

Table 115 - SMI Referenced Properties/Methods for CIM__MemberOfCollectipn

Property Flags Type Description & N

btes

Mandatory Properties/Methods

Collection CIM_Collection The AllocatedResources

collection

Member

CIMi\ManagedElement | An individual resource in
has been allocated.

Stance that

9.2.1.29.1

This use df MemberOfCollection is tescéllect all resource instances (in the RemoteResources cg
association (and the RemoteResources collection, itself) is created through external means.

Created BY : External

Modified B

Deleted By : External

Class Man

D CIM_MemberOfCollection

y . Static

fatory: false

llection). Each

Talkle*116 - SMI Referenced Properties/Methods for CIM_MemberOfCollectipon

(Remote Resources)

Property Flags Type Description & Notes

Mandatory Properties/Methods

Collection CIM_Collection The RemoteResources collection

Member

or can be allocated.

CIM_ManagedElement | An individual resource instance that is
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9.2.1.29.1

1 CIM_Namespace
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(Leaf) There would be one for every namespace supported.

Created By : Static
Modified By : Static
Deleted By : Static

Class Mandatory: false
Table 117 - SMI Referenced Properties/Methods for CIM_Namespace (Leaf)
Property Flags Type Description & Notes
Mandatory Properties/Methods
SystemCfeationClassName string
SystemName string
ObjectMgnagerCreationClassNa string
me
ObjectMgnagerName string
CreationClassName string
Name string
ClassTypg uint16
DescriptignOfClassType string Mandatory if ClassType i set to Other
Optional Properties/Methods
ClasslInfo uintl6 Deprecated in the MOF, Qut required
for 1.0 compatibility. Not fequired if all
hosted profiles are new ip 1.1
DescriptignOfClassinfo string Deprecated in the MOF, put
mandatory for 1.0 compgtibility.
Mandatory if Classinfo i set to Other
9.2.1.2.9.1p CIM_NamespacelnManager
(Leaf) Thig associates the hamespace to the ObjectManager
Created BY : Static
Modified Bl : Statie
Deleted By : Static
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Table 118 - SMI Referenced Properties/Methods for CIM_NamespacelnManager (Leaf)

Property

Flags

Type

Description & Notes

Mandatory Pro

perties/Methods

Antecedent CIM_ObjectManager The ObjectManager containing a
Namespace
Dependent CIM_Namespace The Namespace in an ObjectManager
9.2.1.2.9.13 SHA—ObjectManager

(Leaf) Thig|is the Object Manager service of the CIM Server.

Created BY : Static
Modified Bl : Static
Deleted By : Static
Class Manfatory: false

Table 119 - SMI Referenced Properties/Methods for CIM.\ObjectManager (Lgaf)

Property Flags Type Description & Nptes
Mandatory Properties/Methods
Name string
SystemCfeationClassName string
SystemName string
CreationClassName string
ElementName string
Descriptign string
OperationalStatus uint16J]
Started boolean
Optienal Properties/Methods
StopServ|ce()
9.2.1.2.9.14

Created By : Static
Modified By : Static
Deleted By : Static
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Class Mandatory: true

Table 120 - SMI Referenced Properties/Methods for CIM_ObjectManager (Cascading Profile)

Property Flags Type Description & Notes
Mandatory Properties/Methods
Name string
SystemCreationClassName string
SystemName string
CreationClassName string
ElementName string
Description string
OperationalStatus uint16[]
Started boolean
Optional Properties/Methods

StopServ|ce()

9.2.1.2.9.1b CIM_RegisteredProfile
(Leaf) A repistered profile that is supported by the CIM Server.

Created BY : Static
Modified By : Static
Deleted By : Static
Class Manfatory: false

D

Table 121 - SMI Referenced’Properties/Methods for CIM_RegisteredProfil

Property ktags Type Description & Nptes
Mandatory Properties/Methods

Instancelp string This is a unigue value fof the profile
instance.

RegistergdOrganization uintl6 This is the official name ¢f the
organization that created the profile.
For SMI-S profiles, this would be
SNIA.

RegisteredName string This is the name assigned by the
organization that created the profile.

RegisteredVersion string This is the version number of the
organization that defined the profile.



https://iecnorm.com/api/?name=9786d70b13eda018dfcd1880f45eb029

-182 -

24775 ©I1SO/IEC:2011(E)

Table 121 - SMI Referenced Properties/Methods for CIM_RegisteredProfile

Property

Flags

Type

Description & Notes

AdvertiseTypes

uint16[]

Defines the advertisement of this
profile. If the property is null then no
advertisement is defined. A value of 1

is used to indicate other, and a 3 is
used to indicate SLP.
Optional Properties/Methods
OtherRegisteredOrganization string
AdvertisefRrpeBeseriptions strirgH Fhis-shalretbe-NJEH—H Other is

identified in Advertise Ty

e.

9.2.1.2.9.1p CIM_RemoteServiceAccessPoint

CIM_RemagteServiceAccessPoint is an instance that provides access information for\accessing

profile via § management interface.

CIM_RemateServiceAccessPoint is not subclassed from CIM_ServiceAccessRoint.

Created BY : External
Modified By : External
Deleted By : External
Class Manfatory: false

Tabple 122 - SMI Referenced Properties/Methods for CIM_RemoteServiceAcces

he actual leaf

5Point

Property

Flags

Type

Description & N

btes

Mandatory Pro

perties/Methods

SystemCfeationClassName string The CIM Class name of the Computer
System hosting the management
interface.

SystemName string The name of the Computer System
hosting the management interface.

CreationClassName string The CIM Class name of the
management interface.

Name string The unique name of the (nanagement

interface.

9.2.1.2.9.17 CIM_SAPAvVailableForeElement

Represents the association between a RemoteServiceAccessPoint and the leaf System to which it provides

access.

Created By : External
Modified By : Static
Deleted By : External
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Class Mandatory: false

Table 123 - SMI Referenced Properties/Methods for CIM_SAPAvailableForElement

Property Flags Type Description & Notes

Mandatory Properties/Methods

ManagedElement CIM_ManagedElement | The System that is made available
through a SAP.
AvailableSAP CIM_ServiceAccessPo | The Service Access Point that is
int available to the leaf system.

9.2.1.2.9.18 CIM_SystemDevice
This assodjation links LogicalDevice remote resources to the scoping system. This is used to.assotiate the
remote respurces with the System that manages them.
Created BY : Static

Modified Bl : Static

Deleted By : Static

Class Manfatory: true

Table 124 - SMI Referenced Properties/Methods for CIM_SystemDevice

Property Flags Type Description & Nptes

Mandatory Properties/Methods

GroupComponent CIM_System The Computer System that contains
this device.
PartComponent CIM_LogicalDevice The logical device that isjmanaged by

a computer system.

9.2.1.2.9.1P SNIA_AllocatedResources
An instance of a default SNIA_AllocatedResources defines the set of remote (leaf) resources that are allocated
and in use|by the Cascading Prafile.

SNIA_Allog¢atedResources jis\subclassed from CIM_SystemSpecificCollection.

At least one instance of-the SNIA_AllocatedResources shall exist for a Profile and shall be hosted by one of the
Computer$ystems of that Profile.

Created BY : Statie
Modified Bl Static
Deleted By : Static
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Table 125 - SMI Referenced Properties/Methods for SNIA_AllocatedResources

Property

Flags

Type

Description & Notes

Mandatory Pro

perties/Methods

InstancelD string

ElementName string A user-friendly name for the
AllocatedResources collection (e.g.,
AllocatedVolumes).

ElementType uint16 The type of remote resayrces
collected by the AllocatefiResources

collection.

For this versign-ef SMI-S
value suppoeotted is "3"
(StorageVolume).

, the only

9.2.1.2.9.2
The SNIA |

the Cascadling Profile.

The SNIA |
There mayj

The meth
Asynchron

Created By
Modified B
Deleted By
Class Man

. Static
y . Static
: Static
Hatory: false

D SNIA_AllocationService
|AllocationService class provides methods for allocating and deallocating remote resou

AllocationService class is subclassed from CIM_Service:

ods that are supported can be determined from the SynchronousMethodsS
busMethodsSupported properties of the SNIA~ CascadingCapabilities.

Table 126 - SMI Referenced Properties/Methods for SNIA_AllocationServig

be an instance of the SNIA_AllocationService if Allocation or Deallocation are supported|.

rces for use in

Upported and

e

Property

Flags

Type

Description & N

btes

Mandatory Pro

perties/Methods

SystemCfeationClassName string
SystemName string
CreationClassName string

Name

string
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Table 126 - SMI Referenced Properties/Methods for SNIA_AllocationService

Property Flags Type Description & N

otes

Optional Properties/Methods

collection.

Allocate() Support for this method is optional.
This method allocates remote (leaf)
resources to the AllocatedResources

Deallocate() Support for this method i
This method is used to remove
remote (leaf) resources from the

s optional.

AllocatedReSOUrces collgction.

9.2.1.2.9.21L SNIA_CascadingCapabilities

An

There would be zero or one instance of this class in a profile. There would be none)if the profile did
Cascading|Subprofile. There would be exactly one instance if the profile did support the Cascading

SNIA_CasfadingCapabilities class is subclassed from CIM_Capabilities.

Created BY : Static
Modified Bl : Static
Deleted By : Static
Class Manflatory: true

instanfe of the SNIA CascadingCapabilities class defines the specific support provi
implementation of the Cascading Profile.

Table 127 - SMI Referenced Properties/Methods for SNIA_CascadingCapabil

ded with the

ot support the
Subprofile.

ties

Property Flags Type Description & N

btes

Mandatory Properties/Meéthods

Instancel

U

string

ElementName string

Featuresgupported uint16[] ValueMap { "2", "3", "4",

Values {"Ownership", "Ld
Credentials”, "OM Deper
"Allocation Service"}

5"}

af
dencies",

SupporteflElementTypes uint16[] For this version of SMI-S

, only the

value "3" (StorageVolum
SUPPOTted:

ValueMap { "2", "3", "4","
Il8ll }'

"ComputerSystem”, "Log
"FileShare"}

Values {"Any Type", "StorageVolume",
"StorageExtent", "StoragePool",

) is

I5"! "6"l "7"1

icalDisk",
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Table 127 - SMI Referenced Properties/Methods for SNIA_CascadingCapabilities

Property Flags Type Description & Notes
SupportedSynchronousActions uint16[] ValueMap {"2", "3" },
Values {"Allocation”, "Deallocation"}
SupportedAsynchronousActions uint16[] ValueMap { "2", "3" },

Values {"Allocation”, "Deallocation"}

9.2.1.29.2
An instanc

2 SNIA_RemoteResources

available to be

used by th
SNIA_Ren

One instan
one of the

Created By
Modified B
Deleted By
Class Man

b Cascading profile_.

: Static
y . Static

. Static
fatory: false

o aof 2 daofarlt SANUA_RamataRacaorrcac-dafinac tha cat of ramata (loaf) racairirceac that ara
c-Oc-aeathtor e ROte e SO ee SaeHRe StHeE-Se+oHemote1eat e SeteeStwHatate

oteResources is subclassed from CIM_SystemSpecificCollection.

ce of the SNIA_RemoteResources would exist for each Element type for a profile and sha
ComputerSystems of that profile.

Table 128 - SMI Referenced Properties/Methods for SNIA_RemoteResourc

Il be hosted by

D
(]

Property Flags Type Description & Nptes
Mandatory Properties/Methods
InstancelpD string
ElementName string A user-friendly name for fthe
RemoteResources collegtion (e.g.,
RemoteVolumes).
ElementType uint16 The type of remote resodrces

collected by the Remote
collection.

For this version of SMI-S
value supported is "3"
(StorageVolume).

Resources

, the only
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9.2.1.2.10 Related Standards

Table 129 - Related Standards for Cascading

Specification Revision Organization
CIM Infrastructure Specification 2.3.0 DMTF
CIM Operations over HTTP 1.2 DMTF
CIM Schema 2.11.0 DMTF

EXPERIMENTAL
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9.2.1.3 Cluster Subprofile (DEPRECATED)
The functionality of the Cluster Subprofile has been subsumed by 9.2.1.9, "Multiple Computer System Subprofile".

The Cluster Subprofile is defined in ISO/IEC FDIS 24775, Storage Management (SMI-S 1.0). Any instrumentation
that complies to the Multiple Computer System Subprofile defined in this specification may also claim compliance
to that version of the Cluster Subprofile and may register as both an SMI-S 1.1 (this version) Multiple Computer
System Subprofile and SMI-S 1.0 Cluster Subprofile as defined in ISO/IEC FDIS 24775, Storage Management.
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9.2.1.4 Device Credentials Subprofile

9.2.14.1 Description

Many devices require a shared secret to be provided to access them. This shared secret is different that the
credentials used by the SMI-S Client for authentication with the CIM Server. This Subprofile is used to change this
device shared secrets.

The SMI-S Client shall not be provided with the password, only the principle. The SMI-S Client can use the
principle to change the shared secret appropriately.

The device credentials can be exposed throughout the CIM model such that a CIM Client may manipulate them.
The credentials are modeled as shared secrets.

Instance Giagram
Figure 30: ['Device Credentials Subprofile Model" provides a sample instance diagram.

* RegisteredSubProfile RegisteredPrafile
- - - SubProfileRequiresProfil ]
RegisteredName = “Device Credential” RegisteredName = “Server”
ReferencedProfile ReferencedPrefile
ElementCqnformsToProfile
*
RegisteredSubProfile RegisteredPrafile
- - - SubProfileRequiresProfil - -
RegisteredName = “Security CredentialManagement” RegisteredName = “Security”
3
——ElementConformsToProfile——
*
CompputerSystem SharedSecrgt
SharedSecretService
Otherldentifyihginfo: string ] ) W% wk i
s L - H - - RemotelD: string [key]
Ideqt|fy|nng criptions: string[ ] ostedService—— ] Wgorithm: string SharedSecretlsShared——] Secret: string
Dedicated: uifit16[] Protocol: string Algorithm: string

Protocol: string

Figure 30 - Device Credentials Subprofile Model
9.2.1.4.2 Health and Fault Management Considerations
Not defined in this standard.

9.2.1.4.3 Cascading Considerations
Not defined in this.standard.

9.2.1.4.4 anpnrfnd thprnﬁlnc and D::r\lz::gnc

Not defined in this standard.

9.2.1.45 Extrinsic Methods of this Profile
Not defined in this standard.

9.2.1.4.6 Client Considerations and Recipes
None.


https://iecnorm.com/api/?name=9786d70b13eda018dfcd1880f45eb029

9.2.1.4.7

Registered Name and Version

Device Credentials version 1.1.0

9.2.1.4.8

CIM Server Requirements

—-190 -

24775 ©I1SO/IEC:2011(E)

Table 130 - CIM Server Requirements for Device Credentials

Profile Mandatory
Association Traversal Yes
Basic Read Yes
Basic Write Yes
Indicatior]s Yes
Instance Manipulation Yes
Qualifier Peclaration No
Query No
Schema Manipulation No
9.2.1.4.9 CIM Elements
Table 131 - CIM Elements for Device Credentials
Element Name Description
Mandatory Classes
CIM_ElementConformsToProfile (9.2.1.4.9.1)

CIM_Hos

fedService (9.2.1.4.9.2)

CIM_Reg

isteredSubProfile (9.2.1.4.9.4)

CIM_Sha

fedSecret (9.2.1.4.9.5)

CIM_Sha

edSecretlsShared (9,2:1.4.9.6)

CIM_Sha|

fedSecretService (9,2.1.4.9.7)

CIM_Sub

ProfileRequiresProfile (9.2.1.4.9.8)

Optional

Classes

CIM_Reg

isteredProfile (9.2.1.4.9.3)

9.2.1491

CIM_ElementConformsToProfile
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Class Mandatory: true

Table 132 - SMI Referenced Properties/Methods for CIM_ElementConformsToProfile

Property Flags Type Description & Notes

Mandatory Properties/Methods

ConformantStandard CIM_ReqgisteredProfile | Key

ManagedElement CIM_ManagedElement | Key

9.2.1.4.9.2 CIM_HostedService
Class Manpfatorytrue

Table 133 - SMI Referenced Properties/Methods for CIM_HostedSefvice

Property Flags Type Description & Nptes

Mandatory Properties/Methods

Antecedégnt CIM_System

Dependeft CIM_Service

9.2.1.4.9.3 CIM_RegisteredProfile
Class Manfatory: false

Table 134 - SMI Referenced Properties/Methods for CIM_RegisteredProfil

D

Property Flags Type Description & Nptes

Mandatory Properties/Methods

Instancelp string Key
RegistergdOrganization C uintl6 Indicates SNIA
RegisterdqdName C string Parent subprofile

9.2.1.4.9.4 CIM_RegisteredSubProfile
Class Manfatory: true

Table 135- SMI Referenced Properties/Methods for CIM_RegisteredSubProfile

Property Flags Type Description & Nptes

I\/I:\nri::fnr\ll Drnpnrfin¢ll\/lnfhnric

InstancelD string Key

RegisteredOrganization C uintl6 Indicates SNIA

RegisteredName C string This subprofile
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Table 136 - SMI Referenced Properties/Methods for CIM_SharedSecret

Property

Flags

Type

Description & Notes

Mandatory Pro

perties/Methods

SystemCreationClassName string
SystemName string
ServiceCreationClassName string
ServiceName string
Remotelll string
Secret string

9.2.1.4.9.6 CIM_SharedSecretlsShared

Class Manfatory: true

fable 137 - SMI Referenced Properties/Methods for €IM_SharedSecretlsShgred

Property

Flags

Type

Description & Nptes

Mandatory Pro

perties/Methods

Anteceddnt CIM_SharedSecretSer
vice
Dependeft CIM “SharedSecret
9.2.1.4.9.7 CIM_SharedSecretService
Class Manfatory: true

Table 138 - SMI Referenced Properties/Methods for CIM_SharedSecretServjce

Property

Flags

Type

Description & Nptes

Mandatory Pro

perties/Methods

SystemCfeationClassName string
SystemName string
Creation¢lassName string
Name string

ElementName

string
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9.2.1.4.9.8 CIM_SubProfileRequiresProfile
Class Mandatory: true

Table 139 - SMI Referenced Properties/Methods for CIM_SubProfileRequiresProfile

Property Flags Type Description & Notes

Mandatory Properties/Methods

Dependent CIM_RegisteredSubPr | Key
ofile
Antecedent CIM_RegisteredProfile | Key

9.2.1.4.10| Related Standards

Table 140 - Related Standards for Device Credentials

Specification Revision Organizatio
CIM Infraptructure Specification 2.3.0 DMTF
CIM Operations over HTTP 1.2.0 DMIF
CIM Schema 2.11.0 DMTF
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9.2.1.5 Extra Capacity Set Subprofile (DEPRECATED)

The functionality of the Extra Capacity Set Subprofile has been replaced by 9.2.1.9, "Multiple Computer System
Subprofile".

The Extra Capacity Set Subprofile is defined in Annex B of Storage Management (ISO/IEC FDIS 24775), also
known as SMI-S 1.0.
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9.2.1.6 Health Package

9.2.1.6.1 Description

Failures and abnormal occurrences are a common and expected part of monitoring, controlling, and configuring
devices and applications. A SMI-S client needs to be prepared at all times to trap unexpected situations and take
appropriate action. This package defines the general mechanisms used in the expression of health in SMI-S. This
package does not define the particular way a particular profile, subprofile, or package reports health.

This package builds on the Health and Fault Management (HFM) Clause. In particular, this package defines the

basis of all

the sections that currently and will exist in this specification or future versions of same.

Error Reporting Mechanism

Error are reports for many reasons. Not all the reasons are directly related to the operation being imposed on the

implement
associated
conditions.,

htion by the client. It is therefore necessary for the client to be able to distinguish betwegen
to problems in the formation and invocation of a method, extrinsic or intrinsic, or-are r,

The client application may need to reform the method call itself, by fixing parameters for,example, of

need to stq
given the

situation tH
failure and

The types
k

q

Obviously,
the param
designed t
such an er

On the oth
particular ¢

p what its attempting. At a basic level, the client needs to know that this ‘Operation will

prevailing conditions on the managed element. A client may also need 'to notify the e
at is preventing the client from fulfilling its function. A HFM application may need to

develop a prognosis.

Df errors are categorized in the three following types.
) Errors associated to the method call
) Errors caused by adverse prevailing conditions in the managed element

) Errors causes by adverse prevailing conditions’in the WBEM Server or related, infrastr
nents

the method called may not exist. Therg:may be a spelling mistake for the method name.

bters may be incorrectly formed, expressed, or otherwise invalid. The first type of e
b inform the client that the operation attempted is still valid, but that the request was fault]
or is to tell the client what is wfong with the method call and allow the method to be invo

br hand, the device or application may be in some failure condition which prevents it fron
r several method calls. This type of error, type b, tells the client that the it is unlikely t

being attempted will be honored: Specifically, the method execution is blocked by the prevailing d

errors that are
blated to other

the client may
Succeed at all,
hd-user of the
nvestigate the

ictural compo-

Dne or more of
ror, type a, is
y. The intent of
ed again.

N honoring this
at the method
ondition being

described |n the error itself; Given the presence of both type a and type b error situations, the implementation
should repprt the type bterror. In this case, it does not matter how many fixes are made to the method call, the
method cafl will fail anywvay.

The WBE

Serviceis a separate architectural element from the managed element itself. It can fa

the methodls and)the managed element itself are without error. For example, the WBEM Server m
ber‘of concurrent connection or request and reject all others. The server may be shptting down or

limited nu

[, even though
y allow only a

starting up and thus be unable to process any requests at the time. Unlike type b errors, type c errors are usually
transient in nature. Since a failure in the WBEM Server or its components constitutes a communications failure, the
reporting of type c errors shall take precedence over all other existing error type conditions.

The WBEM Server returns a error response or a results response to the request, which contains the operation
previous mentioned. Errors in WBEM may be reported through two ways. The status code itself provides basic
failure information. The number of status codes is very limited. Also on conveyed on the error response, is a Error
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instance. The Error provides vastly most information than the status code and, as such, is a superior mechanism
for reporting errors.

The CIM Error provides attributes to express the categorization and severity of the error. More importantly, the CIM
Error and Alertindication, to be discussed later, contain the exact expression of the nature of the error and
additional parameters to that error.

Event Reporting Mechanism

It is not sufficient to simply report the adverse conditions of the device or application through the error reporting
mechanism. Many of the adverse conditions that would be reported to a client application attempting control or
configuration operations are also of interest to client applications monitoring the very same device or application.

The CIM Event model provides a special class for reporting event conditions, Alertindication. The Alertindication is
her instances.

used to reportadevice orapplicationconditions—that-mayatsoberepresented—imonmeormore o
When the |mplementation detects the presence of a supported condition, it generates an Alertindigation to those
listening cllents.
It is recommended that the type b and type c errors reported above are also be reportedthrough Algrtindications.
Standard Events
The exprgssion of Error or an Alertindication is not entirely meaningful ,to ythe SMI-S client without the
standardizgtion. A client can use these classes to determine the category, severity, and some other|characteristics
of the event, but the client can not determine the exact nature of the event without this standardizatipn.
Standard gvents are registered and this registry is maintained by somé:organization or company, like SNIA.
Primary event identification and characterization properties:
= OwrjingEntity
This|property defines the registration entity for the event. The entities that are in scope for SMI-S are “DMTF”
and {SNIA”. If the OwningEntity is neither of thesepthen this specification provides no meaning for this event.
= MessagelD
This| property defines an event identifierZthat is unique for the OwningEntity. The combination of the
OwnjngEntity and MessagelD defines the‘entry in the registry.
= Message
This|property contains the message that can be forwarded to the end-user. The message is luilt from using
the ptatic, MessageFormatString, and dynamic, MessageArguments, components. This| text may be
localized. This text is not intended for programmatic processing
= MessageArguments
This|property defings the variable content for the message. The client would programmatically process the
arguments to get further details on the nature of the event. For example, the message argument can tell the
client which method parameter has a problem and what the problem is.
< MessageFormatString
This| property defines the static component of the message. This property is not includefl in the event
instance ISelt and 1S only present in the event registry.
Reporting Health

Many devices or applications can attempt to fix themselves upon encountering some adverse condition. The set of
components which the device or application can attempt to fix is called the Fault Region. The set may include part
or all of other devices or applications. Having the Fault Regions declared helps a HFM application, acting as a
doctor, to do no harm by attempting to interfere and thereby adversely effect the corrective action being attempted.

When components fail or become degraded, they can cause other components to fail or become degraded. For an
HFM application to report or attempt to diagnose the problem, the device or application should express what the
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cause and effect relationships are that define the extent of the components affected by the failure or degradation.
The RelatedElementCausingError class provides just such a mechanism.

The cause and effect relationships identified by the RelatedElementCausingError association may be a chain of
cause and effect relationships with many levels. Given that devices or applications are sometimes subject to
several levels of decomposition, each level of may have its own set of these associations that represent the
ranking of cause and effect relationships and their effect on the parent component on the given level.

Computer System Operational Status

For most profiles, the ComputerSystem class is used to define the top or head of the object hierarchy. A profile may
allow for partitioning or clustering by having more than one ComputerSystem, but one ComputerSystem often
represents the device or application representation. In this role, it is important the summary of the health of the
device or application is declared in the ComputerSystem instance.

Table 141 - OperationalStatus Details
Primary Subsidiary Operational Description
Opgrational Status Status

2 “OK” The system has a good'status

2 “OK” 4 “Stressed” The system is stressed, for example the
temperature is\over limit or there is tgo much
IO in progress

2 “OH” 5 “Predictive Failure” The system will probably fail sometinje soon

3 “Degraded” The'system is operational but not at 100%
redundancy. A component has suffergd a
failure or something is running slow

6 “Erfor” An error has occurred causing the syjstem to
stop. This error may be recoverable vith
operator intervention.

6 “Erfor” 7 “Non-recoverable error” A severe error has occurred. Operatgr
intervention is unlikely to fix it

6 “Erfor” 16 “Supperting entity in error” | A modeled element has failed

12 “No contact” The provider knows about the array hut has
not talked to it since last reboot

13 “Lpst The provider used to be able to comrunicate

communication” with the array, but has now lost contgct.

8 “Starting” The system is starting up

9 “Stopping” The system is shutting down.

10 “Stopped” The data path 1s OK but shut down, the
management channel is still working.

OperationalStatus is an array. The primary and subsidiary statuses are both OperationalStatus property, and are
summarized in Table 141. If the subsidiary operational status is present in the array, it is intended to provide
additional clarification to the primary operational status. The implementation shall report one of the above
combinations of statuses. It may also report additional statues beyond the ones defined above.
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The operational status combinations listed above that include descriptions about “provider” (i.e., the CIM Provider),
are only valid in those cases where the implementation of SMI-S employs a proxy provider.

The above

operational statuses shall not be used to report the status of the WBEM Server itself.

EXPERIMENTAL

Event Reporting

The implementation may report Event or Alertindication instances. The profile, subprofile, or package that includes
this package defines whether or not these events are supported and when the events are produced.

If Event or Alertindication is implemented, then the implementation shall also support the common messages

through b : common event
listed in the registry whenever the condition, also described in the registry, is present.

It is mandatory to report error conditions through both Alertindication or Lifecycle indicationr and|Error in those
cases whgre Error is returned when the method call failed for reasons other than the.-method|call itself. For
example, if the device is over heated, then a method call can fail because of this condition. It is expected that the
device will[report an over heat Alertindication to listening clients as well.

Fault Region

If the devige or application is itself attempting to rectify an adverse condition reported through a gtandard error,
then the implementation shall report what corrective action, if any, it is taking. This is necessary to prevent a HFM
application| from also trying to rectify the very same condition. An HEM, application should avoid a |nterfering with
ongoing cdrrective action taken by the device or application itself.

The corredtive action may be a process, like hardware diagnestics or volume rebuild. In which case, the above

requirement is fulfilled by expressing the instances representing the process.

The corred
expressing

In all cases
the associ

EXPERI

thed, possible corrective actions taken in response to these events.

tive action may be a state change, like reboot. In which case, the above requiremen
the state change in some CIM Instances.

, the profile, subprofile, or package that'includes this package defines the standard event

IENTAL

t is fulfilled by

s included and

RelatedEl

This packd
reported.
componen

Some effe

bmentCausingError

ge provides a mechanism by which the effect of a component failure on other comp
The RelatedElementCausingError association defines what components are causin
to fail or hécome degraded.

mechanis

!

cts are~more central to a given failure or degradation than others. This associati
for_ranking related effects, easing the identification of primary and secondary

bnents can be
g a particular

bn provides a
causes. The

implementjngshall provide the EffectCorrelation property, but it recommended that the implefentation also

provide the FailureRelationshiplnitiated and Ranking properties

If there are these cause and effect relationships, the RelatedElementCausingError association should be
implemented to report the causes of the failure or degradation.

HealthState

The HealthState property in LogicalDevice defines the state for a particular component. The OperationalStatus
defines operational status. For example, a disk or port may be taken off-line for service. The component’s health
may still be OK or not OK. The two properties, when used in combination, disambiguate the health of the
component. For example, a OperationStatus of 10 “Stopped” and a HealthState of 30 “Major Failure” means that
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the component is off-line and has failed. While a OperationalStatus of 10 “Stopped” and a HealthState of 5 “OK” for
the very same component means that although the component is off-line, the component is still in good working
order.

The HealthState of a component should not represent the health of any other component as well by way of a
summary or aggregate health state. However, if the component is itself relies on other components for its health,
because the component itself is an aggregate of components, then the HealthState may represent a summary
HealthState by side-effect.

HealthState is a mandatory for all system device logical devices that are defined by the profile or subprofile that
includes this package. It is recommended that HealthState is something other than 0 “Unknown”. However, a
component may report “Unknown” after it has reported one of the other HealthStates. When HealthState changes
from 5 “OK”, it is mandatory that a LogicalDevice report some other HealthState (e.g., 30 “Major Failure”) before
reporting Of*BA “—Steh frefents aty; at-the-clientcannotice - ate change via
polling or indication before the component is no longer responding.

a O O O v

9.2.1.6.2 Health and Fault Management Considerations
Not defined in this standard.

9.2.1.6.3 Cascading Considerations
Not defined in this standard.

9.2.1.6.4 Supported Subprofiles and Packages
Not definegl in this standard.

9.2.1.6.5 Methods of this Profile
Not defined in this standard.

9.2.1.6.6 Client Considerations and Recipes
Not definedl in this standard.

9.2.1.6.7 Registered Name and Version
Health versgion 1.1.0
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9.2.1.6.8 CIM Server Requirements

Table 142 - CIM Server Requirements for Health

Profile Mandatory
Association Traversal Yes
Basic Read Yes
Basic Write No
Indications Yes
Instance Manipulation No
Qualifier Peclaration No
Query No
Schema Manipulation No

9.2.1.6.9 CIM Elements

Table 143 - CIM Elements for Health

Element Name Description

Mandatory Class€s

CIM_ComputerSystem (9.2.1.6.9.1)

CIM_Log|calDevice (9.2.1.6.9.2)

Optional Classes

CIM_RelatedElementCausingError (9.2.1.6.9.3)

Mandatory Indications

SELECT | FROM CIM_InstModification’WHERE CQL - Operational Status change of the device and
Sourcelnstance ISA  CIM_ComputerSystem AND application.
Sourcelnstance.CIM_ComputerSystem::OperationalSt
atus <y
Previouslpnstance.CIM_ComputerSystem::Operational
Status

SELECT ff FROM(CIM_InstModification WHERE CQL - Health State change of the logical component.
SourcelngtancestSA CIM_LogicalDevice AND
Sourcelnstance!/CIM_LogicalDevice::HealthState <>
Previousipstance.CIM_LogicalDevice::HealthState

9.2.1.6.9.1 CIM_ComputerSystem
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Class Mandatory: true

- 201 -

Table 144 - SMI Referenced Properties/Methods for CIM_ComputerSystem

Property

Flags

Type

Description & Notes

Mandatory Pro

perties/Methods

CreationClassName string

Name string

OperationalStatus uint16[] Overall status of the Host
9.2.1.6.9.2 CIM_LogicalDevice

Class Manfatory: true

Table 145 - SMI Referenced Properties/Methods for CIM_LogicalDevice

Property

Flags

Type

Déscription & N

btes

Mandatory Pro

perties/Methods

SystemCfeationClassName string
SystemName string
CreationClassName string
DevicelD string
HealthStgte uintl6 Reports the health of thelcomponent
beyond the operational status.
9.2.1.6.9.3 CIM_RelatedElementCausingErtor

Class Manfatory: false

Tab

e 146 - SMI Referenced-Rroperties/Methods for CIM_RelatedElementCausir

gError

Property

Flags

Type

Description & N

btes

Mandatory Pro

perties/Methods

Dependent

CIM_ManagedElement

Antecedgnt

CIM_ManagedElement

EffectCorrelation

uintl6

Describes the general ng

ture of the

cause and effect correlatron.
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Table 146 - SMI Referenced Properties/Methods for CIM_RelatedElementCausingError

Property

Flags

Type

Description & Notes

Optional Properties/Methods

FailureRelationshiplnitiated

datetime

Reports the date and time when this
cause and effect was created. The
population of this property is
recommended.

Ranking

uintl6

Describes the order of effect from 1,
the highest effect, on. If there is only
one of these associations between

two elements, the ranking shall be 1.
Once more associatiensfare added,
then it Recommend.that the
implementation’assist th¢ client by
stating which af the cause and effect
relationship<should be rejiewed and
addressed first. This property assists
a clientin accomplishing|a triage of
knowh problems.

9.2.1.6.10

Related Standards

Table 147 - Related Standdrds for Health

Specification

Revision

Organizatior

CIM Infral

Structure

2.3

DMTF

CIM Ope

ations over HTTP

1.2.0

DMTF

CIM Sche

ma

2.11.0

DMTF
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9.2.1.7

9.2.1.71

Job Control Subprofile

Description

In some profiles, some or all of the methods described may take some time to execute (longer than an HTTP time-
out). In this case, a mechanism is needed to handle asynchronous execution of the method as a 'Job'.

This subprofile defines the constructs and behavior for job control for SNIA profiles that make use of the subprofile.

Note:  The subprofile describes a specific use of the constructs and properties involved. The actual CIM
capability may be more, but this specification clearly states what clients may depend on in SNIA profiles
that implement the Job Control subprofile.

Instance Diagram

A normal ifistance diagram is provided in Figure 31: "Job Control Subprofile Model™.

Service
(e.g., StorageConfigurationService)

\
OwningJobElement

| ManagedElement

ConcreteJob

AffectedJobElement # (e.g., StorageVolume)

AssociatedJobMethodResult —— PpthodResult ‘

When the
reference

The Concr

The assodatiopssOwningJobElement and AffectedJobElement are used to indicate the service

Figure 31~ Job Control Subprofile Model

Job Control Subprofile is implemented and a client executes a method that executes asy

nchronously, a

fo an instance of GoncreteJob is returned and the return value for the method is get to “Method
parameter$ checked - job started”.

bteJob instance allows the progress of the method to be checked, and instance Indications can be used
to subscribe for Job_completion.

wvhose method

created the jgb by side-effect and the element being affected by the job. The job itself may create| modify and/or
delete mawwwﬁmmmwm.e instances or

associations or the modification of instance properties. These elements, albeit regular instances or associations,
are said to be affected by the job. The elements linked by AffectedJobElement may change through the execution
of the job, and in addition, the job may be associated to more than one Input and/or Output elements or other
elements affected by side-effect. Input and Output elements are those referenced by method parameters of the

same type

, input and output parameters respectively.
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EXPERIMENTAL

The following set of rules defines the nature of the AffectedJobElement associations for a given job in terms of the
references passed as parameters to the service method that spawned the job. Obviously, the distinction of Input
element from Output element in the following rules only makes sense if these parameters are not both Input and
Output elements.

AffectedJobElement shall reference the Output Element.

If all Elements created by the method exists immediately upon the return from the method, then

If the Output Element, one or more, does not exist until the job has completed, the AffectedJobElement shall

reference the Input Element until the job completes, at which time AffectedJobElement shall then reference the

Output

In the
Affecte

If the
Affectd

associ
associ

Input e
exist tqg

Other

side-efffect of the job’s execution shall be associated to the job via the AffectJobElement assoc

cease

The lifetim
is currently
element pr

MethodR¢d

Jobs are {
purpose o
parameters
is doing. A
as the res\
were the a

A client m4g
attribute. T

If the method affects elements but references no elements as either Input or Output paramet

el | o % &l
LICTTICTIU ot au.

event the job fails and the Output Element created during the job and
dJobElement is no longer available, AffectedJobElement shall revert to referencing the |

method affects elements without referencing elements as Outpdt \parametq
dJobElement Association shall reference the Input element, one or more:

ption references the modified elements.
ation.

Elements modified by ‘the job shall be ref

lements referenced are those of the elements to be deleted, then AffectJobElement ass
other elements that are affected by the job.

blements whose references are not used in the method invocation, but that are created

to be associated once the job has finished:execution.

e of a completed job instance, and thus the AffectedJobElement association to the appro
implementation dependent. However, the set of AffectedJobElement associations to In
psent when the job finishes execution shall remain until the job is deleted.

sult

f this subprofile. Thé\ MethodResult class is used to report the extrinsic method ¢

passed to the method. In this way, third party observers of a CIMOM can tell what the jo
MethodResult instance contains the LifeCycle indications that have been or would have
It of the extrinsic method invocation. That is, the instance contains the indications wheth
bpropriatedndication subscription at the time the indication were produced.

y fetehthe method lifecycle indication produced when the method was called from the Pr
hig’indication, an instance of InstMethodCall, contains the input parameters provided by

called the methad

eferenced by

Input Element.

rs, then the

If the method only modifies the elements referenced with method parameters, then the AffecledJobElement

prence by this

brs or the only
ociations shall

or modified by
ation, but may

priate Element
put and Output

roduced by side effect of’the invocation of an extrinsic method. Reporting the resulfing Job is the

alled and the
D is and what it
peen produced
er or not there

pCalllndication
the client that

A client may fetch the method lifecycle indication produced once the method execution was completed from the
PostCallindication. This indication contains the input parameters provided by the client that called the method and
output parameters returned by the method implementation. Parameters that are both input and output parameters
will contain the output parameter provided by the method implementation.

EXPERIMENTAL



https://iecnorm.com/api/?name=9786d70b13eda018dfcd1880f45eb029

24775 © ISO/IEC:2011(E) - 205 -

OperationalStatus for Jobs

The OperationalStatus property is used to communicate that status of the job that is created. As such, it is critical
that implementations are consistent in how this property is set. The values that shall be supported consistently are:

e 2"OK”- combined with 17 “Completed” to indicate that the job completed with no error.

e 6 “Error” - combined with 17 “Completed” to indicate that the job did not complete normally and that an error

occurred.
= 10 “Stopped” implies a clean and orderly stop.

e 17 “Completed” indicates the Job has completed its operation. This value should be combine

d with either 2

“OK” or 6 “Error, so that a client can tell if the complete operation passed (Completed with OK), and failure

(Complnfnr‘l with E rrnr)

JobState flor Jobs
The JobState property is used to communicate Job specific states and statuses.

< 2“New’- Job was created but has not yet started
e 3 *“Starting” - Job has started
< 4 "Runhning” - Job is current executing

e 5 “Susgpended” - Job has been suspended. The Job may be suspehded for many reasons li
usurpgd by a higher priority or a client has suspended it (not described within this subprofile).

< 6 “Shytting Down” - Job is completing its work, has been derminated, or has been killed. TH
cleaninjg up after only having completed some of its work.

e 7 “Completed” - Job has completed normally, its work*hias been completed successfully.
< 8 *“Terminated” - Job has been terminated
e 9 “Killdd” - Job has been aborted. The Job:may not cleanup after itself.

= 10 “Exception” - Job failed and is in seme abnormal state. The client may fetch the error cond
job. Sge Getting Error Conditions from-Jobs () in 9.2.1.7.1, "Description”.

Table 148 maps the standard mapping between the OperationalStatus and JobState properties or
The actuallvalues of the properties are listed in Table 148 with the associated value from the prope
qualifier.

Table 148 - OperationalStatus to Job State Mapping

ke it has been

e Job may be

itions from the

ConcreteJob.
[ty’s ValueMap

OperationalStatus JobState Job is
2|“OK’", 17 “Completed” 7 “Completed” Completed normally
“Erfor” 17 “Completed” 10 “Exception” Completed abnormally
10 “Stopped” 7 “Terminated” Terminated
6 “Error” 9 “Killed” Aborted / Killed
2 “OK” 4 “Running” Executing
15 “Dormant” 2 “New” Created but not yet executing
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Table 148 - OperationalStatus to Job State Mapping

OperationalStatus

JobState

Job is

2 "OK”, 8 “Starting”

3 “Starting”

Starting up

2 “OK”

5 “Suspended”

Suspended

2 “OK”", 9 “Stopping”

6 “Shutting Down”

Terminated and potentially
cleaning up

6 “Error”

6 “Shutting Down”

Killed and is aborting

Determining How Long a Job Remains after Execution

The Job shall report how long it will remain after it has finished executing, fails on its own, is terminated, or is killed.
The TimeBeforeRemoval attribute reports a datetime offset.

The TimeBeforeRemoval and DeleteOnCompletion attributes are related. If the DeleteOnCompletion is FALSE,
then the Jab shall remain until is it explicitly deleted. If the DeleteOnCompletion is TRUE, then the[Job shall exist
for the length of time specified in the TimeBeforeRemoval attribute. An implementation 'may not support the setting
of the DelgteOnCompletion attribute because it does not support the client modifying the Job instante.

The amount of time specified in the TimeBeforeRemoval should be five jor\more minutes. This gmount of time

allows a client to recognize that the Job has failed and retrieve the Error.

9.2.1.7.2 Health and Fault Management
The implementation should report CIM Errors from the ConeféeteJob.GetError() method. See 9}2.1.6, "Health

Package" for details.

EXPERIMENTAL

The standards messages specific to this profile;are listed in Table 149. See 7.5, "Standard Messages” for a

description of standard messages and the list all'standard messages

Table 149 - Standard Message for Job Control Subprofile

Message ID

Message Name

(w)

RM22

Job failed to start

(W)

RM23

Job was halted

EXPERIMENTAL

92173 Cabbad;ll CUIIDidCICltiUI S
Y

Not defined in this standard.

9.21.7.4 Support Subprofiles and Packages

Not defined in this standard.
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9.2.1.7.5
Job Modif

Methods of the Profile
ication

A Job instance may be modified. The DeleteOnCompletion and TimeBeforeRemoval properties are writable. If the
intrinsic Modifylnstance method is supported, then the setting of both attributes shall be supported.

EXPERIMENTAL

Getting Er

ror Conditions from Jobs

uint32 GetError(
[Out, EmbeddedObject] string Error);

This method is used to fetch the reason for the job failure. The type of failure being report is when a Job stops

executing
shall return
when the J

The GetEr

The Error
Instance.

EXPERIMENTAL

bNn 1ts own. That Is, the Job was not Killed or terminated. An Embedded ODJect, encoq
ed if the method is both supported and the job has failed. The Job shall report the 10~EX
ob has failed on its own.

or method should be supported.

5tring contains a Error instance. See 9.2.1.6, "Health Package" for details“on how to pr

ed in a string,
ception” status

pcess this CIM

Suspending, Killing or Terminating a Job

A Job may,
suspended
clean-up it
there is littl

A client ma
* Reque
A new

executing Job may be suspended, terminated, or killed. A new or executing Job may be put int

until it is resumed. Terminating a job means to.request that the Job stop executing ar
b state prior to completing. Killing a job means,torequest that the Job abort executing, u
e or no clean-up of Job state.

uint32 RequestStateChange(
[In] ReguestedState,
[In] TimeoutPeriod);

y request a state change on the.Job.

StedState - The standard states that can requested are “Start”, “Suspend”, “Terminate”, “
Job may be started. A\suspended Job may be resumed, using the “Started” reque

state.
suppo

The “Service” statenis vendor specific. An implementation can indicate what state
ted by not returging'the 4 098 “Invalid State Transition” return code

be suspended, terminated or killed. Suspending a Jab’'means that the Job will not be exgcuting and be

d that the Job
sually meaning

Kill”, “Service”.
sted status. A
D the “Service”
fransitions are

< TimeoltPeriod - The client the state transition to occur within the specified amount ¢f time. The

implementation’may support the method but not this parameter.

Return codes:

“« latad itk DNl = i)
= 0 “Comptleted-with-No-Error

= 1“Not

e 2"“Unk

Supported” - The method is not supported

nown/UnSpecified Error” - Failure for some vendor specific reason

e 3 “Can not complete within Timeout Period” - The requested amount of time is less than how long the
requested state transition takes

e 4 “Failed”
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5 “Invalid Parameters” - The parameters are incorrect
6 “In Use” - Another client has requested a state change that has not completed

4 096 “Method Parameters Checked - Transition Started” - The method can return before the state transition
completes. This error code tells that calling that this situation has occurred

4 097 “Invalid State Transition” - The state change requested is invalid for the current state. 4 098 “Use of
Timeout Parameter Not Supported” - This implementation does not support the TimeoutPeriod parameter. A
client may pass a NULL for the TimeoutPeriod and try again. There is no mechanism to determine what state
changes are supported by a particular implementation. Such a mechanism is planned for a future version of
this specification.

4 099 “Busy” - A state change is underway in the Job and, as such, the state can not be changed. An
implenjentation may use this return code to indicate the job can not be suspended, killed, or terninated at all or
in the ¢urrent phase of execution

If the opefation will take a while (longer than an HTTP timeout), a handle to a newly minted ConcreteJob is

returned. Tlhis allows the job to continue in the background. Note a few things:

The jop is associated to the Service via OwningJobElement and is also dinked to the object heing modified/
created via AffectedJobElement. For example, a job to create a StorageVelume may start off po|nting to a Pool
until the Volume is instantiated at which point the association would ¢hange to the StorageVolure.

These [jobs do not have to get instantiated. If the method completesquickly, a null can be returng¢d as a handle,
as illugtrated in Figure 32: "Storage Configuration".

It may fake some time before the Job starts.

A Job may be terminated or killed.

Jobs r:lay be modified.

Jobs npay be restarted.
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StorageConfigurationService

StorageSystem

Cluster

HostedServic

Element
Capabilities

StorfageCapabilities

Describe
capabilitig
that can q
with the §

range of

s of Pools/Volumes
e created

ervice

OwningJobElement

ConcreteJob

,_____J

AffectedJobElement,
|

AffecteddobElement

I__

|
L__|

Storag

E\/olume

9.21.7.7
Job Contrd

9.2.1.7.8

Figure 32 - Storage:Configuration

Registered Name and Version

| version 1.1.0

CIM Server Requirements

Table 150<:€IM Server Requirements for Job Control

Profile Mandatory
Association Traversal Yes
Basic Read Yes
Basic(Write Yes
Indications Yes
tastareeMantpatation Yes
Qualifier Declaration No
Query No
Schema Manipulation No
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9.2.1.7.9 CIM Elements
Table 151 - CIM Elements for Job Control
Element Name Description
Mandatory Classes
CIM_AffectedJobElement (9.2.1.7.9.1)

CIM_AssociatedJobMethodResult (9.2.1.7.9.2)

CIM_Con

creteJob (9.2.1.7.9.3)

CIM_MethodResult (9.2.1.7.9.4)

CIM_OwiingJobElement (9.2.1.7.9.5)

Mandatory

Indications

SELECT
Sourceln
Sourceln
Previousl

* FROM CIM_InstModification WHERE
stance ISA CIM_ConcreteJob AND
stance.PercentComplete <>

jhstance.PercentComplete

Deprecated WQL - Modification of Perce
Complete for a Concrete, Job

htage

SELECT
Sourceln
Sourceln
Sourceln

¥ FROM CIM_InstModification WHERE
btance ISA CIM_ConcreteJob AND
btance.OperationalStatus[*] = 17 AND
Stance.OperationalStatus[*] = 2

Deprecated WQL 3 Modification of Opera
for a Concrete"Job to ‘Complete’ and 'OK|

fional Status

SELECT
Sourceln
Sourceln
Sourceln

* FROM CIM_InstModification WHERE
stance ISA CIM_ConcreteJob AND
stance.OperationalStatus[*] = 17 AND
stance.OperationalStatus[*] = 6

Deprecated WQL - Modification of Opera
fora Concrete Job to 'Complete’ and 'Err

fional Status
DI’

SELECT
Sourceln
Sourceln
<>
Previousl
e

¥ FROM CIM_InstModification WHERE
ttance ISA CIM_ConcreteJob AND
stance.CIM_ConcreteJob::Percent€omplete

hstance.CIM_ConcreteJob::RercentComplet

CQL - Modification of Percentage Compl
Concrete Job

bte for a

SELECT
Sourceln
Sourceln
[*] =17 A
Sourceln
=2

* FROM CIM_ InstMogdification WHERE
stance ISA CIM_CaoncreteJob AND ANY
stance.CIM_ConereteJob::OperationalStatus
ND ANY
stance.CIM\ConcreteJob::OperationalStatus

CQL - Modification of Operational Status
Concrete Job to 'Complete’ and 'OK'

for a

SELECT

* FROM CIM_InstModification WHERE

AL ARNINL

CQL - Modification of Operational Status

for a

Sourceln

& LOA _OINA boTala_i
Artt TOoA CIVI_CUTILITICTJUD AN AINT

Sourcelnstance.CIM_ConcreteJob::OperationalStatus

=17 A

ND ANY

Sourcelnstance.CIM_ConcreteJob::OperationalStatus

[1=6

o + Jala—tml Lokal i 1
CUTILTTIT JUD U CUITIYITIT  alfud ITuUl
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Table 151 - CIM Elements for Job Control

Element Name

Description

Optional Indications

SELECT * FROM CIM_ InstModification WHERE
Sourcelnstance ISA CIM_ConcreteJob AND
Sourcelnstance.JobStatus <>
Previouslnstance.JobStatus

Deprecated WQL - Modification of Job Status for a
Concrete Job. Deprecated

SELECT * FROM CIM_InstModification WHERE
Sourcelnstance ISA CIM_ConcreteJob AND
Sourcelnstance.CIM_ConcreteJob::JobStatus <>

CQL - Modification of Job Status for a Concrete Job.
Deprecated

PreviousIpstance.CITM_ConcreteJob:.JobStaius

SELECT [ FROM CIM_InstModification WHERE
Sourcelnstance ISA CIM_ConcreteJob AND
Sourcelngtance.JobState <>
Previouslnstance.JobState

Deprecated WQL - Modification of Job'State for a
Concrete Job.

SELECT ff FROM CIM_InstModification WHERE
Sourcelnstance ISA CIM_ConcreteJob AND
Sourcelnstance.CIM_ConcreteJob::JobState <>
Previouslnstance.CIM_ConcreteJob::JobState

CQL - Modification of Job ‘State for a Corjcrete Job.

9.2.1.79.1
Class Manfatory: true

CIM_AffectedJobElement

Table 152 - SMI Referenced Properties/Methods for CIM_AffectedJobElement

Property

Flags

Type Description & Nptes

Mandatory Pro

perties/Methods

AffectedHlement

CIM_ManagedElement

The ManagedElement affected by the
execution of the Job.

Affectinglement

CIM_Job

The Job that is affecting fhe
ManagedElement.

9.2.1.7.9.2
Class Manflatory: true

CIM_AssociatedJobMethodResult

Tablle 153-+SMI Referenced Properties/Methods for CIM_AssociatedJobMethodResult

Rroperty

Flags

Type Description & Nptes

Mandatory Pro

perties/Methods

Job

CIM_ConcreteJob

The Job that has parameters.

JobParameters

CIM_Met

hodResult The parameters for the method which

by side-effect created the Job.
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Table 154 - SMI Referenced Properties/Methods for CIM_ConcreteJob

Property

Flags

Type

Description & Notes

Mandatory Pro

perties/Methods

InstancelD

string

Name

r this

strina
J

The ||¢:nr-friannl|y namef

instance of Job. In additj
friendly name can be Usé

bNn, the user-
dasa

property for a search or query. (Note:

Name does not'have to |
within a namespace.)"

e unique

Operatio

alStatus

uint16[]

Describes’whether the J
or not,

bb is running

JobStatug

string

Add additional detail bey

pnd the

OperationalStaus about

he runtime

status of the Job. This property is
free-form and vendor-spegcific

PercentC

pmplete

uintl6

The percentage of the jop that has
completed at the time that this value

is requested. Optimally,
percentage should refle

e
the amount

of work accomplished inJrelation to

the amount of work left t
percent complete means
has not started and 100
complete means the job

be done. 0
that the job
pbercent
has finished

all its work. However, in the

degenerate case, 50 per|
complete means that the
running and may remain
the job completes.

cent
jobis
hat way until

DeleteOn

Completiof

boolean

Indicates whether or not
should be automatically
completion. If this propet

the job
leleted upon
ty is set to
es, then the

false and the job comple

extrinsic-method-Deletel

be used to delete the job

hstance shall
versus

updating this property. Even if the Job
is set to delete on completion, the job
shall remain for some period of time,
see GetError() method.



https://iecnorm.com/api/?name=9786d70b13eda018dfcd1880f45eb029

24775 © ISO/IEC:2011(E)

- 213 -

Table 154 - SMI Referenced Properties/Methods for CIM_ConcreteJob

Property

Flags

Type

Description & Notes

TimeBeforeRemoval

datetime

The amount of time the job will exist
after the execution of the Job if
DeleteOnCompletion is set to FALSE.
Jobs that complete successfully or fail
shall remain for at least this period of

time before being removed from the

model (CIMOM).

JobState

uintl6

Add additional detail beyond the

OperationalStaus about

state of the Job.

he runtime

GetError

This method is used-to re
error that causéd the Jok
Job shall remain in the m
enough to ‘allow client to
the job-was stopped exe
to retrieve the error using
There are not requireme
jong the job must remain
Is suggested that the Joh
at least five minutes. Job
"Exception” tell the client
failed and this method c3
to retrieve the reason wh
in the CIM_Error, see Ge
method.

ptrieve the
to fail. The
odel long
R) notice that
cuting and b)
this method.
hts for how
- however, it
remain for
Status=10
that the job
n be called
y embedded
tError()

Optional Properties/Methods

ElapsedT

me

datetime

The time interval that the

Job has

been executing or the to]al execution

time if the Job is comple

e.

ErrorCod

1%

uintl6

A vendor specific error ¢
set to zero if the job com
without error.

pde. This is
pleted
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Table 154 - SMI Referenced Properties/Methods for CIM_ConcreteJob

Property

Flags

Type

Description & Notes

ErrorDescription

string

A free form string containing the

vendor error description.

RequestStateChange()

This method changes the state of the
job. The client may suspend,
terminate, or shutdown the job. To
terminate a job means to request a
clean shutdown of the job, have it
finish some portion of it's work and

ferminate or to roll back

he changes

done by the job to date.

implement can make the
behavior. To kill & job me
the job, perhapsieaving
element of the work parti
in an unknewn state.

[he

choice which
ans to abort
some

hlly done and

9.2.1.79.4
Class Manfatory: true

CIM_MethodResult

Table 155 - SMI Referenced Properties/Methods for CIM_MethodResult

Property

Flags

Type

Description & N

btes

Mandatory Pro

perties/Methods

InstancelpD

string

Precallindication

stfing

Contains a copy of the
CIM_InstMethodCall pro
the configuration or cont
method was called. This
Embeddedinstance cont
configuration or control @
extrinsic method name
(MethodName) and paral
(MethodParameters).

Huced when
ol change

hins the
hange

meters

PostCalllndication

string

Contains a copy of the

CIM_InstMethodCall pro
the configuration or cont
method has completed e
control was returned to th

juced when
ol change
Kecution and
e client. This

Embeddednstance cont
configuration or control ¢
extrinsic method name

ins the
hange

(MethodName) and parameters

(MethodParameters).
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9.2.1.7.95 CIM_OwningJobElement

Class Mandatory: true
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Table 156 - SMI Referenced Properties/Methods for CIM_OwningJobElement

Property

Flags

Type

Description & Notes

Mandatory Pro

perties/Methods

OwningElement

CIM_ManagedElement

The ManagedElement responsible for
the creation of the Job. (e.g.,
StorageConfigurationService)

OwnedElement

CIM_Job

The Job created by the

ManagedElement.

9.2.1.7.10| Related Standards

Table 157 - Related Standards for Job Control

Specification Revision Organizatio
CIM Infraptructure 2.3.0 BMTF
CIM Operations over HTTP 1.2.0 DMTF
CIM Schema 2.11.0 DMTF



https://iecnorm.com/api/?name=9786d70b13eda018dfcd1880f45eb029

- 216 — 24775 ©I1SO/IEC:2011(E)

9.2.1.8 Location Subprofile

9.2.1.8.1 Description

Associated with product information, a PhysicalPackage may also have a location. This is indicated using an
instance of a Location class and the PhysicalElementLocation association.

Instance Diagram

Figure 33: "Location Instance" illustrates a typical instance diagram.

PhysicalPackage

PhysicalElementLocation

Location

Figure 33 - Location Instance
9.2.1.8.2 Health and Fault Management Considerations
Not defined in this standard.

9.2.1.8.3 Cascading Considerations
Not definedl in this standard.

9.2.1.8.4 Supported Subprafiles and Packages
None.

9.2.1.8.5 Methods.ofithe Profile
None.

9.2.1.8.6 Client Considerations and Recipes
None

9.2.1.8.7 Registered Name and Version
Location version 1.1.0
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Table 158 - CIM Server Requirements for Location

Profile Mandatory
Association Traversal Yes
Basic Read Yes
Basic Write No
Indications No
Instance Manipulation No
Qualifier Peclaration No
Query No
Schema Manipulation No
9.2.1.8.9 CIM Elements
Table 159 - CIM Elements for Location
Element Name Description
Mandatory Class€s
CIM_Location (9.2.1.8.9.1)
CIM_PhygicalElementLocation (9.2.1.8.9.2) Associates the location to product
9.2.1.8.9.1 CIM_Location
Class Manfatory: true

Table 160 - SMI Referenced Properties/Methods for CIM_Location

Property Flags Type Description & Nptes
Mandatefry~Properties/Methods
Name string A free-form string defining a label for
the Location.
PhysicalRosition string A free-form string indicatjng the

placement of a Physicallement.

Optional Properties/Methods

ElementName

string User-friendly name.

Address

string A free-form string indicating a street,
building or other type of address for
the PhysicalElementsLocation.
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CIM_PhysicalElementLocation
Associates the location to product

Class Mandatory: true

24775 ©I1SO/IEC:2011(E)

Table 161 - SMI Referenced Properties/Methods for CIM_PhysicalElementLocation

Property

Flags

Type

Description & Notes

Mandatory Pro

perties/Methods

Element CIM_PhysicalElement | The PhysicalElement whose Location
is specified.
Physicaljeeatioft EHvi—tocation Fhe-PhysicatEtlementstgcation.
9.2.1.8.10( Related Standards
Table 162 - Related Standards for Location
Specification Revision Organizatiof]

CIM Infraptructure Specification 2.3.0 DMTF
CIM Operations over HTTP 1.2.0 DMTF
CIM Schema 211.0 DMTF
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9.2.1.9 Multiple Computer System Subprofile

9.2.1.91

Description

The Multiple Computer System Subprofile models multiple systems that cooperate to present a “virtual” computer
system with additional capabilities or redundancy. This virtual aggregate system is sometimes referred to as a

cluster. and is illustrated in Figure 34 - "Two Redundant Systems Instance Diagram".

Top-level System TCS0: ComputerSystem
included in profile

ComponentCS ComponentCS
Concreteldentity
|
RedundancySet
MemberOfCollection MemberOfCollectioh-
RCSO0: ComputerSystem RCS1: ComputerSystem

The genenal pattern for the redundancy aspect of Multiple Systems uses an instance of Red

aggregate
Computer§
association

Top Level

The top (“
single-syst
different frq

such as L
system if
provide fai
system is
level syste
associated

The Top L<}]vel System is associated to the registered profile described in 9.2.4.1, "Server Profile". ¢

Figure 34 - Two Redundant System's Instance Diagram

multiple “real” ComputerSystem instancé€s™ (labeled RCSO and RCS1 in the diag
ystem instance (TCSO) is associated\t0 the RedundancySet instance using a C
and is associated to the real ComputerSystems using ComponentCS.

System

irtual”) system in this diagram (labeled TCSO) is referred to as the Top Level System
em  configurations, the top:level system is the only system. Top-level systems have
m the underlying ComputérSystem instances.

hese elements are supported by multiple underlying systems (for example, the unde
over and/or foad balancing). Alternatively, elements can be associated to an underlying
h single\point of failure. For example, a RAID array may associate StorageVolume insta
M sincethese are available when one underlying system (RAID controller) fails, all the po
toone underlying system because the ports become unavailable when this system fails.

indancySet to
ram). Another
pncreteldentity

. Note that for
characteristics

Dther elements

gicalDevices (ports, volumes), ServiceAccessPoints, and Services are associated t¢ the top-level

Flying systems
system if that
nces to a top-
t elements are

The Dedicated property is required for top-level systems. Each profile defines the values that are appropriate for

Dedicated.

Non-Top-Level Systems

Each ComputerSystem instance shall have a unique Name property. For non-top-level systems, Name may be
vendor-unique; in which case, NameFormat shall be set to “Other”.

ComputerSystem.Dedicated should not be used in non-top-level systems.
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Non-top-level systems shall not be associated to registered profiles or subprofiles.

Each non-top-level ComputerSystem shall be associated to the top-level system using ComponentCS. Note that
non-top-level systems may not be members of a RedundancySet. For example, a top-level system may be
associated to a RedundancySet with two systems as described in Figure: "™ and also associated via

ComponentCS to another Computer (not a member of a RedundancySet) representing a service processor.

Types of RedundancySets

The TypeOfSet property of RedundancySet is a list describing the types of redundancy. its values are summarized

in Table 163.
Table 163 - Redundancy Type
Rectmdancy Bescription
Type

N+1 All ComputerSystems are active, are unaware and function independent of one
another. However, there exists at least one extra ComputerSystem to ag¢hieve
functionality.

Load|Balanced All computer systems are active. However, their functionality is not independent
of each other. Their functioning is determined by seme’sort of load balapcing
algorithm (implemented in hardware and/or software). 'Sparing' is implied (i.e.,
each computer system can be a spare for the-other(s).

Sparipg All computer systems are active and are aware of each other. However,|their
functionality is independent until failovér. Each computer system can be|a spare
for the other(s).

Limitgd Sparing All members are active, and they.may or may not be aware of each and|they are
not spares for each other. Instead, their redundancy is indicated by the |sSpare
relationship.

Othet/Unspecified The relationship betweenh the computer systems is not specified.
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Multiple Tiers of Systems

The diagram above describes two tiers of systems; the real systems (labeled RCS0 and RCS1) in the lower tier are
aggregated into a top-level system (TCSO0) in the upper tier. There may be more than two tiers, as depicted in
Figure 35: "Multiple Redundancy Tier Instance Diagram".

l—Concreteldentltyﬁ
RedundancySet TCS0: ComputerSystem
Component
MemberOf CS
Collection
ﬁCOncreteldentityﬁ ﬁCOncreteldentityﬁ
RedundancySet ComputerSystem RedundancySet ComputerSystemn
MemberOf MemberOf MemberOf Memberof
Collection Collection Collection Collection
RCSQ: ComputerSystem RCS1: ComputerSystem RCS2: ComputerSystem RCS3: ComputerSysiem

Figure 35 - Multiple Redundancy Tier Instance Diagram

The systems in the bottom tier (RCS0-RCS3) represent "real"'systems.

RedundangySet. TypeOfSet can be used as part of mdltiple tier configurations to describe different types of
redundancly at different tiers. For example, a virtualization system has four controllers that operate in pairwise
redundancly. This could be modeled using the madel in the diagram above and setting TypeOfSet in the top
RedundangySet to “N+1” and setting TypeOfSet to“LoadBalancing” in the lower two RedundacySe

Associatigns between ComputerSystemsand other Logical Elements

SystemDeYice associates device (subclasses of LogicalDevice such as LogicalPort or StorageVolume) and
Computer$ystem instances. The cardinality of SystemDevice is one-to-many; a LogicalDevice may| be associated
with one ahd only one ComputerSystem. If the device availability is equivalent to that of the top-level system, it
shall be agsociated to the top:level system via SystemDevice. If the device may become unavailable while the
system as ja whole remains available, the device shall be associated to a hon-top-level system that has availability
equivalent to the device. Thisisystem could be a real system or a system in an intermediate tier (representing some
redundancy less than full\rédundancy).

This same|approach shall be used for all other logical CIM elements with associations to systems| For example,
HostedSerpice and HostedAccessPoint shall associate elements (services, access points, and protgcol endpoints)
to the ConlputerSystem with availability to the element.

Based on the arrangement of systems in Figure , associations from systems to service and capabilities classes
shall not be lower than associations to other classes. For the purpose of formally stating this rule, each
ComputerSystem is assigned a level number. The profile's top-level ComputerSystem has level number 0. The
ComputerSystem instances that are members of RedundancySets associated via Concreteldentity to the top-level
system have level number 1. The members of redundancy sets associated to the level number 1 systems via
Concreteldentity have level number 2. In general, the ComputerSystem members of redundancy sets associated
to the level number n systems via Concreteldentity have level number n+1. The level of non-system objects is the
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level of the ComputerSystem instance associated to the object via associations such as SystemDevice,
HostedAccessPoint, HostedService, or ElementCapabilities.

Figure 36: "System Level Numbers" demonstrates these system level numbers using the same configuration from
Figure 35: "Multiple Redundancy Tier Instance Diagram”. Note that ComponentCS diagrams are omitted from this
diagram to avoid clutter.

’—Concreteldentityﬁ Level 0 System
RedundancySet TCS0: ComputerSystem

Level 1 System Level 1 System

VIETTToeT Ul
Collection \
. . '
’—Concreteldentltyﬁ ﬁConcreteldentltyﬁ |
RedundancySet ComputerSystem RedundancySet ComputerSystein
MgmberOf MemberOf MemberOf MemberOf
Cgllection Collection Collection Collection
RCS0: ComputerSystem RCS1: ComputerSystem RCS2: ComputerSystem RCS3: ComputerSysfem

Level 2 Systems

Figure 36 - System Level Numbers

al to the level
of the Service
nt Service or
ferent Service/
the top-level
al to the level

All subclas
number of
and Capa
Capabilitie
Capabilitie
Computerd
number of

ses of CIM_Service and CIM_Capabilities-shall have a level number less than or eq
storage classes (ports, volumes, etc.)that are influenced by the properties and methods
bilities classes. In some cases, different storage classes are influenced by differg
5 classes; the “level number less.than or equal to” requirement may apply differently to dif
5 classes. It is always valid to associate Service and Capabilities classes to
ystem since the level number of the top-level system (0) is always less than or eqy
any other system.

Example
representir

LogicalPor

level Comy
Example 2

- An array with-fwo controllers is modeled as a top-level ComputerSystem with
g the controllers: Fhe system’s storage volumes remain available when one controller
becomes unavailable when a controller fails. The StorageVolumes should be associa
uterSystepmand the LogicalPorts should be associated to one of the real ComputerSyste

- An array with four pair-wise redundant controllers. Each LogicalPort is associated

real systems

fails, but each
ted to the top-
ms.

with a pair of

ontroller. This
iddle tier.

A provider nts (e.g., ports,
logical devices) during fallover or fallback to represent changes in avallablhty This mcludes SystemDevice,
HostedAccessPoint, HostedService, or HostedFileSystem associations (and other associations weak to systems).
The effect of the creation and deletion of associations is to switch these elements from one ComputerSystem to
another. The profiles that include Multiple Computer System Subprofile shall specify the affected associations and
indications for creation and deletion of these associations.

controllers
correspond

- ifrone controller in a pair fails, the port is still accessible through the alternate
; the ports should be associated with one of the ComputerSystems in the

sdo Figure :

Associations between ComputerSystems and PhysicalPackages and Products

The relationship between ComputerSystems, PhysicalPackages, and Products is defined in the Physical Package
Package (see 9.2.1.10 "Physical Package Package") which may be required by the profile including the Multiple
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Computer System Subprofile. Typically, the top-level system is associated to a PhysicalPackage which is
associated to a Product. Non-top-level systems may also be associated to PhysicalPackage and indirectly to a
Product. If all underlying ComputerSystems share the same physical package, a single PhysicalPackage should
be associated to the upper ComputerSystem.

The relationships between ComputerSystems, redundancy sets, and CIM logical elements serve as a redundancy
topology - informing the client of the availability of subsets of logical elements. The relationships between
PhysicalPackages and logical elements serve as a physical topology. These two topologies need not be
equivalent. Consider these examples:

Example 1: a RAID array with a single controller (no redundancy); the controller and all backend disks are housed
in a single chassis. This is modeled as a single ComputerSystem, no RedundancySets, no ComponentCS
associations, and a single PhysicalPackage with a single associated Product.

Example 2Z: a RAID array with two redundant controllers; both controllers and all backend disks [share a single
chassis. In|this case, the redundancy topology matches Figure : "". The top-level ComputerSystem i associated to
a PhysicallPackage with a single associated Product.

Example 3: two arrays described in example 1 are assembled as part of common‘rack and sdld as a single
product. Npte that although there are two controllers, there is no redundancy - the-two controllers jact completely
independeptly. This is modeled as two top-level computer systems attachegd- to” separate PhysicalPackages
(representing the two internal chassis); These two PhysicalPackages havésa” Container assogiation to third
PhysicalPdckage representing the assembly - which has an association to a-Rroduct.

Example 4 two arrays described in Example 1 are assembled as part efa common rack and alsq share a high-
speed trupk and a mutual failover capability. This failover capability means the two contrgllers share a
Redundang¢ySet and common top-level system. The result is similaf to example 2, but each real CgmputerSystem
is now dassociated to separate PhysicalPackages whichyshave Contiainer associations tp a common
PhysicalPdckage.

Storage Systems without Multiple Systems

In configurations where the instrumentation does\’hot model multiple ComputerSystem instances, all the
associations described above reference the one and only ComputerSystem.

Durable Npmes and Correlatable IDs of the Subprofile

This subprpfile does not impose any requirements on names. The requirements for ComputerSystem names are
defined in the profiles that depend on Multiple Computer System Subprofile and in 7.2.4, "Correlatable and Durable
Names". (lients should not expect that a network name or IP address is exposed as a ComputerSystem property.
The Accesp Points subprofile sheuld be used to model a network access point.

9.2.1.9.2 Health and Fault-Management Considerations
The requir¢ments for OperationalStatus of a ComputerSystem are discussed in 9.2.1.6 "Health Package".

9.2.1.9.3 Cascading Considerations
None

9.2.1.94 Supported Subprofiles and Packages
None.

9.2.1.95 Methods of the Profile

This subprofile does not include any extrinsic methods. A client may use this subprofile to discover information
about the topology of computer systems, but cannot change the topology.
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9.2.1.9.6 Client Considerations and Recipes

A client cannot generally, interoperably navigate the redundancy topology using ComponentCS because some
Component CS associations may not parallel RedundancySet associations. But a client may use ComponentCS
selectively to speed up certain tasks. In particular, a client may locate the top-level system from other
ComputerSystems using ComponentCS.

9.2.1.9.6.1 Find Top-level Computer Systems

See 9.2.4.1.5.3, "Identify the ManagedElement Defined by a Profile". Top-level systems are the only objects in
SMI-S associated to RegisteredProfile via ElementConformsToProfile.

9.2.1.9.6.2 Find the Top-level Computer System for any LogicalDevice

/

// DESCRIPTION:

// Find the Top-level Computer System for any CIM_LogicalDevice
//

// Preconditions:

// $Device - Reference the LogicalDevice

//

// Find Systems associated to $Device

$Systems->[] = AssociatorNames($Device->, // ObjectName

“CIM_SystemDevice”, // AssocdClass
“CIM_System”, // ResultClass
“PartComponent”, //<Role
“GroupComponent’) ///ResultRole

if ($Systems == null || $Systems->[].size = 1) {
<ERROR! must be exactly one ComputerSystem Associated via
SystemDevice to each LogicalDevice instance>

}

// System->[0] is the associated system; see if it’s the
// top-level system fTor_the scoping profile. All ComponentCS
// association GroupComponent references must refer to the
// profile’s top-level system.
$UpperSystems<>[] = AssociatorNames($System->[0],
“CIM_CemponentCS”,// AssocClass
“CIM.ComputerSystem”,// ResultClass
‘‘PartComponent”,// Role
“GroupComponent’) // ResultRole
iT ,($UpperSystems != null && $UpperSystems->[].size > 1) {
/7 The restriction below is a characteristic of this subprofile
// and matches the DMTF Partinion white paper.
<ERROR! must be no more than one ComputerSystem Associated
via ComponentCS to each LogicalDevice instance>

// If an upper system was found, it must be the top-level
// system; if not, then the system associated to the device
// must be the top-level system

iT ($UpperSystems->[].size == 1) {
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$TopLevelSystem = $UpperSystems->[0]

} else {
$TopLevelSystem = $System->[0]
}
// The remaining steps are not needed to locate the top-level
// system, but validate the classes and associations.
//
// The system associated to the device may also be part of a RedundancySet.

//
//

IT so, follow a chain from that system to the RedundancySet, then
follow Concreteldentity to a system - then check to see if it has

/7
//
do

ConponentCS to the top-Tevel system. Keep i1terating till no more
RedundancySets - this must be the same system as TopLevelSystem!
{
// Get the RedundancySet that $System->[0] is a member of
$RedundancySets->[] = AssociatorNames($System->[0],
“CIM_MemberOfCollection™,
“CIM_RedundancySet”,
“Member”’,
“Collection™)
if ($RedundancySets == null || $RedundancySets->[].size ==0) {
#InARedundancySet = false
} else {
#1nARedundancySet = true
// Error is more than one RedundancySet
if ($RedundancySets->[].size~d= 1) {
<ERROR: A system cannot be the member of multiple Redundancy3ets>

}
$Systems->[] = AssociatorNames($RedundancySets->[0], // ObjdctName
“CIM_Concreteldentity”, // AssocClass
“CIM_System”, // ResultClass
“SameElement”, // Role
“SystemElement’) // ResultRole
if ($Systems == null || $Systemss->[].size 1= 1) {
<ERROR: There must be exactly one System associated to eadh
RedundancySet>
kb

// if System->[0] is not the TopLevelSystem, it must have CompongntCS
ifT ($System->[0] != $TopLevelSystem) {

$UpperSystems->[] = AssociatorNames($System->[0],
“CIM_ComponentCS™”,// AssocClass
“CIM_ComputerSystem”,// ResultClass
“PartComponent”,// Role
“GroupComponent’) // ResultRole
iT ($UpperSystems == null && $UpperSystems->[].size = 1) {
<ERROR: must be no more than one ComputerSystem Associated
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via ComponentCS to each LogicalDevice instance>

ifT ($UpperSystems->[0] '= $TopLevelSystem) {
<ERROR: The one end of every ComponentCS must be the Top Level
system>
}
}

}
} while (#InARedundancySet)

9.2.1.9.7 Registered Name and Version
Multiple Cgmputer System version 1.1.0

9.2.1.9.8 CIM Server Requirements

Table 164 - CIM Server Requirements for Multiple Computer System

Profile Mandatory
Associatipn Traversal Yes
Basic Regad Yes
Basic Write No
Indicatior]s Yes
Instance Manipulation No
Qualifier Peclaration No
Query No
Schema Manipulation No
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9.2.1.9.9 CIM Elements
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Table 165 - CIM Elements for Multiple Computer System

Element Name

Description

Mandatory Classes

CIM_ComponentCS (9.2.1.9.9.1)

Associates non-top-level systems to the top-level
system

CIM_ComputerSystem (9.2.1.9.9.2)

Non-Top-level System

CIM_Concreteldentity (9.2.1.9.9.3)

Associates aggregate (possibly top-level)
ComputerSystem and RedundancySet

CIM_MemberOfCollection (9.2.1.9.9.5)

Associates RedundancySet and its member

ComputerSystems

CIM_RedundancySet (9.2.1.9.9.6)
Optional Classes

CIM_IsSpare (9.2.1.9.9.4) optional

Mandatory Indications
SELECT | FROM CIM_InstCreation WHERE Creation of @ ComputerSystem instance
Sourcelngtance ISA CIM_ComputerSystem
SELECT ff FROM CIM_InstDeletion WHERE Deletien of a ComputerSystem instance
Sourcelnstance ISA CIM_ComputerSystem
SELECT | FROM CIM_InstModification WHERE Deprecated WQL - Change of Operational Status of a
Sourcelngtance ISA CIM_ComputerSystem ComputerSystem instance

AND Sou
Previousl

Fcelnstance.OperationalStatus <>
nstance.OperationalStatus

SELECT
Sourceln
AND
Sourceln
atus <>
Previousl
Status

* FROM CIM_InstModification WHERE
stance ISA CIM_ComputerSystem

stance.CIM_ComputerSystem::Operational St

hstance.CIM_ComputerSystem::Operational

CQL - Change of Operational Status of a
ComputerSystem instance

SELECT
Sourceln
AND Sou
Previousl

¥ FROM CIM InstModification WHERE
stance ISA'CIM_RedundancySet
Fcelnstance.RedundancyStatus <>
hstanee.RedundancyStatus

Deprecated WQL - Change of redundangy status

SELECT *FROM CIM_TInstModification WHERE
Sourcelnstance ISA CIM_RedundancySet

AND
Sourcelnstance.CIM_RedundancySet::RedundancySt
atus <>
Previouslnstance.CIM_RedundancySet::Redundancy
Status

CQL - Change of redundancy status
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Associates non-top-level systems to the top-level system

CIM_ComponentCS

Created By : Static or External
Modified By : External
Deleted By : External
Class Mandatory: true

- 228 —

24775 ©I1SO/IEC:2011(E)

Table 166 - SMI Referenced Properties/Methods for CIM_ComponentCS

Property

Flags

Type

Description & Notes

Mandatory Properties/Methods

GroupComponent CIM_ComputerSystem | The Top-Level ComputelSystem;
must be associated to a
RegisteredProfile
PartComponent CIM_ComputerSystem | The contained (Sub)ComputerSystem
9.2.1.9.9.2 CIM_ComputerSystem
Non-Top-lgvel system
Created BY : Static or External
Modified Bl : External
Deleted By : External
Class Manfatory: true

Table 167 - SMI Referenced Properties/Methods for CIM_ComputerSyster

—

Property Flags Type Description & Nptes
Mandatory Properties/Methods

CreationClassName string

Name string

NameFormat string Non-top-level system nafnes are not

correlatable, any format s valid

ElementName string

OperationalStatus uintl16[]

9.2.1.9.9.3 CIM_Concreteldentity

Associates aggregate (possibly top-level) ComputerSystem and RedundancySet

Created By : Static or External
Modified By : External
Deleted By : External
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Class Mandatory: true
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Table 168 - SMI Referenced Properties/Methods for CIM_Concreteldentity

Property

Flags

Type

Description & Notes

Mandatory Properties/Methods

SystemElement

CIM_ManagedElement

REF to the Computer System

SameElement CIM_ManagedElement | REF to the RedundancySet
9.2.1.9.94 CIM_IsSpare
Associateq e COMpPUtETSYStENT that Tay be USed as a Spare (0 the RedundancySet of ActiveComputerSystem.

Class Manfatory: false

Table 169 - SMI Referenced Properties/Methods for CIM_IsSpare

Property

Flags

Type

Description & Nptes

Mandatory Properties/Methods

Antecedgnt CIM_ManagedElement | (The spare system
Dependeft CIM_RedundancySet The RedundancySet
SpareStajus uint16

FailoverSupported uintl6

9.2.1.9.95

CIM_MemberOfCollection

Associated RedundancySet and its member ComptiterSystems

Created BY : Static or External
Modified Bl : External
Deleted By : External
Class Manfatory: true

Table 170 - SM|-Referenced Properties/Methods for CIM_MemberOfCollection

Property

Flags

Type

Description & Nptes

Mandatory Properties/Methods

Member CIM_ManagedElement
Collection CIM_Collection
9.2.1.9.9.6 CIM_RedundancySet

Created By : Static or External
Modified By : External
Deleted By : External
Class Mandatory: true
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Table 171 - SMI Referenced Properties/Methods for CIM_RedundancySet

Property

Flags

Type

Description & N

otes

Mandatory Pro

perties/Methods

Instancel

D

string

RedundancyStatus

uintl6

The redundancy status s

hall be either

‘Unknown' 0, 'Redundant’ 2, or

'Redundancy Lost'. The

implementation should report 2 or 3

mostofthetmeatthou
report O sometimes. Jt sh
when there is at least on
the RedundancySet. It sh
when there are no more
IsSpare association) per
RedundancySet.

1 it may
ould report 2
P spare per
ould report 3
Spares (via
the

TypeOfS¢

—_

uint16f]

Optional Properties/Methods

ElementName

string

9.2.1.9.10( Related Standards
Table 172 - Related Standards_fer Multiple Computer System
Specification Revision Organizatiof]
CIM Infraptructure Specification 2.3.0 DMTF
CIM Operations over HTTP 1.2.0 DMTF
CIM Schema 211.0 DMTF
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9.2.1.10 Physical Package Package

9.2.1.10.1  Description

Physical Package Package models information about a storage system'’s physical package and optionally about
internal sub-packages. A System is 'realized' using a SystemPackaging association to a PhysicalPackage (or a
subclasses such as Chassis). The physical containment model can then be built up using Container associations
and subclasses (such as PackagelnChassis).

Physical elements are described as products using the Product class and ProductPhysicalComponent
associations. The Product instances may be built up into a hierarchy using the ProductParentChild association.
The Product class holds information such as vendor name, serial number and version.

System

SystemPackaging

Physical Package Package

PhysicalPackage
(e.g., Chassis) Product

ProductPhysical
Component

Figure 37 - Physical Package Package Mandatory Classes

Well Defined Subcomponents

In addition|to defining physical packages at the “System” level, PhysicalPackage may also be defiped at a lower,
subcomponent level. For example, PhysicalPackage is used in the Disk Drive Lite Subprofile and for devices
supported |y storage media libraries (e.g., TapeDrive and ChangerDevice). If the subcomponents|are supported
by the Prdfile, they shall model their physical packaging. When subcomponents are modeled, there shall be a
container relationship between their physical package and the containing package (e.g., the Systen level physical
package). |n addition, there shall be @ RroductParentChild association between the subcomponent Hroduct and the
parent Profluct.

The Physi¢al Package constructs may also be used to model other aspects of the environment. However, this is
not mandafory. Note that each controller is realized by a card. The cards are contained in a controllg¢r chassis.

When estgdblishing physical packages for subcomponents (e.g., disk drives, changers, etc.) the|provider shall
populate Hoth Container and Realizes associations. Similarly, when establishing the Product ingtances for the
packages the provider shall populate the ProductParentChild association to the parent product.

Multiple Pyoduct ldentities

Instrumentation may optionally describe multiple product identities for a physical package, for example, product
information for both an OEM and vendor. This information should be modeled as multiple instances of
CIM_Product associated with the Logicalldentity association. The Product instance that clients should treat as
primary is directly associated with PhysicalPackage via ProductPhysicalComponent. Additional product instances
are associated with the primary product using the Logicalldentity association.
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Figure 38: "Physical Package Package with Optional Classes" shows an example of the use of mandatory and
optional physical package classes.

System

SystemPackaging
|

PhysicalPackage
(e.g., Chassis) Product

ProductPhysicalComponent

Container .
(e.9., PackagelnChassis) ProductParentChild

LogicalDevice (e.g., PhysicalPackage Product Prodpct
Drive, tape,device

\—RealizesJ ProductPhysicalComponent tLogicalldentityJ

Figure 38 - Physical Package Package with Optional Classes
9.2.1.10.2 | Health and Fault Management Considerations
Not defined in this standard.

9.2.1.10.3| Cascading Considerations
Not definedl in this standard.

9.2.1.10.4( Supported Subprofiles@nd Packages
Not defined in this standard.

9.2.1.10.5| Methods of this Profile
Not defined in this standard.

9.2.1.10.6 | Client.€onsiderations and Recipes
Find Asset Information

InformationLabout a system is modeled in PhysicalPackage. PhysicalPackage may be subclassed fo Chassis; the
more general PhysicalPackage is used here to accommodate device implementations that are deployed in multiple
chassis. PhysicalPackage has an associated Product with physical asset information such as Vendor and Version.

Finding Product information

To locate product information (Vendor, Serial number and product versions) information about a device that is
conforms to the profile, you would start with the “top-level” computer system and traverse the SystemPackaging to
the PhysicalPackage (e.g., a Chassis). From the PhysicalPackage, the client would then traverse the
ProductPhysicalComponent association to locate the Product instance. The primary Vendor, Serial Number and
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version for the device is in the Product instance associated with the PhysicalPackage. Additional product identities
may be associated with the primary Product using the Logicalldentity association.

Finding Asset information

There are certain subcomponents of a device that a client may be interested in locating. For example, disk drives in
an array or changer devices in a library. To locate the asset information of these subcomponents, the client would
follow the ProductParentChild association from the system Product to lower level Products.

Alternatively, if the client is starting from a LogicalDevice, it can locate the PhysicalPackage by following the
Realizes association from the LogicalDevice. From the PhysicalPackage, the client can find the Product
information by traversing the ProductPhysicalComponent association.

9.2.1.10.7 Registered Name and Version
Physical Ppckage version 1.1.0

9.2.1.10.8( CIM Server Requirements

Table 173 - CIM Server Requirements for Physical Package

Profile Mandatory
Associatipn Traversal Yes
Basic Read Yes
Basic Write No
Indicatior}s No
Instance Manipulation No
Qualifier Peclaration No
Query No
Schema Manipulation No
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Table 174 - CIM Elements for Physical Package

Element Name

Description

Mandatory Classes

CIM_PhysicalPackage (9.2.1.10.9.7)

CIM_Product (9.2.1.10.9.8)

CIM_ProductPhysicalComponent (9.2.1.10.9.10)

CIM_SystemPackaging (9.2.1.10.9.12)

This association implement the ‘realizes' relationship

LibraryPackage subclass should be used for Storage
Media Libraries and the ComputerSyste
should be used for other profiles:

between a system and it's physical com;g{ments. The

Package

Optional

Classes

CIM_Car

1(9.2.1.10.9.1)

A subclass of PhysicalPackage which may be used to
appropriately modeld, specific implementgation

CIM_Chag

ssis (9.2.1.10.9.2)

A subclass of PhysicalPackage which may be used to
appropriately model a specific implementgation

CIM_Con

tainer (9.2.1.10.9.3)

This asseciates a PhysicalPackage to its|component

physical packages (e.g., Drives in a Storgge System).
This‘may be subclassed (e.g., Packageln{Chassis), but
only the Container properties are requireg

CIM_Log

calldentity (9.2.1.10.9.4)

Required by the presence of CIM_Card

CIM_Pac

kagelnChassis (9.2.1.10.9.5)

Provided to allow component hierarchies

CIM_Phy|

sicalConnector (9.2.1.10.9.6)

Required by the presence of CIM_Card

CIM_ProdgluctParentChild (9.2.1.10.9.9)

If more than one product comprises a sygtem, this
association should be used to indicate thg 'parent'
product

CIM_Reglizes (9.2.1.10.9.11) Required by the presence of CIM_Card
9.2.1.10.9.1 CIM_card
A subclasq of PhysicalPackage which may be used to appropriately model a specific implementatiop

Class Man

Hatory? false

No specifie

d properties or methods

9.2.1.10.9.

2 CIM_Chassis

A subclass of PhysicalPackage which may be used to appropriately model a specific implementation

Class Mandatory: false
No specified properties or methods.



https://iecnorm.com/api/?name=9786d70b13eda018dfcd1880f45eb029

24775 © ISO/IEC:2011(E)

9.2.1.10.9.3 CIM_Container

This associates a PhysicalPackage to its component physical packages (e.g., Drives in a Storage System). This
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may be subclassed (e.g., PackagelnChassis), but only the Container properties are required

Class Mandatory: false

Table 175 - SMI Referenced Properties/Methods for CIM_Container

Property

Flags Type

Description & Notes

Mandatory Pro

perties/Methods

GroupComponent CIM_PhysicalPackage
PartcomPU| ICIIt C:lnvl:_Phyolualtlcnlcnt
9.2.1.10.9.4 CIM_Logicalldentity

Required Ry the presence of CIM_Card

Class Manfatory: false
No specifigd properties or methods.

9.2.1.10.9p CIM_PackagelnChassis
Provided t¢ allow component hierarchies
Class Manfatory: false

No specifigd properties or methods.
9.2.1.10.9p CIM_PhysicalConnector
Required Ry the presence of CIM_Card

Class Manfatory: false
No specifigd properties or methods.

9.2.1.10.9.f CIM_PhysicalPackage
Class Mangatory: true

11%

Table 176 - SMI Referenced Properties/Methods for CIM_PhysicalPackag

Property Flags Type Description & Nptes

Mandatory Properties/Methods

CreationClassNatme string
Tag string
Manufactarer StriNg
Model string

Optional Properties/Methods

ElementName string

Name string
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Table 176 - SMI Referenced Properties/Methods for CIM_PhysicalPackage

Property Flags Type Description & Notes
SerialNumber string
Version string
PartNumber string

9.2.1.10.9.8 CIM_Product

Class Mandatory: true

—Tabte 177 =SMiReferencedProperties/Methrods for Civt—Product—]

Property

Flags

Type

Descriptiom& Nptes

Mandatory Pro

perties/Methods

Name string
IdentifyingNumber string
Vendor string
Version string
ElementName string

9.2.1.10.9.p CIM_ProductParentChild
If more than one product comprises a system, this assogiation should be used to indicate the 'parent' product

Class Manfatory: false

Table 178 - SMI Referenced Properties/Methods for CIM_ProductParentCh

d

Property Flags Type Description & Nptes
Mandatory Properties/Methods
Parent CIM_Product
Child CIM_Product

9.2.1.10.9.00 CiIM~PRroductPhysicalComponent

Class Manfatory<true

Tahle¥79 - SMI Referenced Properties/Methods for CIM ProductPhysicalComponent

Property

Flags

Type

Description & Notes

Mandatory Pro

perties/Methods

GroupComponent

CIM_Product

PartComponent

CIM_PhysicalElement
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9.2.1.10.9.11 CIM_Realizes
Required by the presence of CIM_Card

Class Mandatory: false
No specified properties or methods.

9.2.1.10.9.12 CIM_SystemPackaging

This association implement the 'realizes’ relationship between a system and it's physical components. The
LibraryPackage subclass should be used for Storage Media Libraries and the ComputerSystemPackage should be
used for other profiles.

Class Mandatory: true

Table 180 - SMI Referenced Properties/Methods for CIM_SystemPackaginlg

Property

Flags

Type Description)& Nptes

Mandatory Pro

perties/Methods

Antecedégnt CIM_PhysicalElement
Dependeft CIM_System
9.2.1.10.1Q Related Standards

Table 181 - Related Standards for/Physical Package

Specification Revision Organizatior
CIM Infraptructure Specification 233.0 DMTF
CIM Operations over HTTP 1.2.0 DMTF
CIM Schema 2.11.0 DMTF
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9.2.1.11 Policy Package

9.2.1.11.1 Description

The Policy Package would be deployed by any profile or subprofile that provides Policy management capability.
Any profile or subprofile that supports the Policy Package is referred to as a “Policy based” profile or subprofile. In
this version of SMI-S, there is no profile defined for a “Global Policy Manager” that provides policy management
for a variety of other SMI-S profiles. The intent of this version of the SMI-S Policy Package is to support policy
mechanisms “inside” Arrays, Storage Virtualizers, Volume Management, NAS, Storage Libraries, and Fabric
components of a storage network. As a result, there are some limitations in this version of the Policy Package and
there are some simplifying assumptions that can be made about the Policy mechanisms. For example, most arrays
today don’t support providing a general policy mechanism for a storage network. The policies and the context of
the execution of the policies are confined to the array.

There are,|however, some complications that will be dealt with. In particular, cascading profiles, si;ch as Volume
Management, Storage Virtualizers and NAS Heads will have to deal with policies that derive confext from other
profiles (e.p., arrays and/or fabric). Note: In the future, the Policy Package will be expanded)te’sugport a Specific
Policy Profjle as implemented in a Global Policy Manager and this may raise additional requirements.

Note: This Package covers “Policy-Based” support. That is, it only covers implementation of Pdlicy constructs
(classes and associations) in the policy based profile or subprofile. It does not cover requirements on
underlying profiles that may be used by the policy based profile or subprofile.

It is important to understand the limitations of the Policy Package in this version of SMI-S. While ope could argue
that a hosf based volume manager has a broad view of the storage network and could, in theory, |perform policy
based SAN management, there is no expectation that a volume mapager will (or should) be the vehicle for SAN
management. The policies that would be supported by a Volutme Management Profile would be policies for
automating certain administrative functions of the volume manager.

9.2.1.11.1.1 Instance Diagrams

Support fof the Policy Package entails support for a humber of constructs and the methods to support them. Any
given implementation may support only a subset 6fithe constructs and methods, based on hoy flexible their
support is.|This will be discussed in more detail in-Table 185, “SMI-S Supported PolicyCapabilities Hatterns”.

Policy constructs will be discussed in the following sections, starting with the basics and then buflding on those
basics to describe more complicated functions and constructs.
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Basics of Policy Support

The basic constructs used by the Policy Package are illustrated in Figure 39: "Basic Policy Package Instance
Diagram"
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PolicyRule

ElementName
CommonName
PolicyDecisionStrategy
Enabled
PolicyConditioninPolicyRule SystemCreationClassName PalicyActionInPolicyRule
SystemName
CreationClassName
PolicyRuleName

ConditionListType

RuleUsage

SequencedActions

ExecutionStrategy

PolicyCondition PolicyAction
ElemgntName ElementName
ComnjonName CommonName
SystenCreationClassName SystemCreationClassNgme
SystejnName SystemName
PolicyRuleCreationClassName PolicyRuleCreationClagsName
PolicyRuleName PolicyRuleName
CreatjonClassName PolicySetAppliesToElement CreationClassName
PolicyConditionName PolicyActionName
DoActionLogging

ManagedElement

Figure 39 - Basic Policy Package Instance Diagram

There are five basic constructs that define a policy:

PolicyRule — This defines a policy to be applied. Specifically, it collects a number of other constructs that compose
the policy.
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PolicyCondition — A condition to be evaluated at the time the Policy Rule is checked. The PolicyCondition would be
subclassed to a specific condition (e.g., QueryCondition) that can be evaluated in the context of the policy based
profile or subprofile.

PolicyAction — An action to be executed based on conditions of the policy rule. The PolicyAction would be
subclassed to a specific PolicyAction (e.g., a MethodAction) supported by the policy based profile or subprofile.

PolicySetAppliesToElement — An association that may be referenced by a PolicyCondition or PolicyAction (e.g.,
used as part of the query string in QueryConditions or MethodActions) to constrain the application of the
PolicyRule. The “ManagedElement” would generally be any ManagedElement within the profile of the policy based

profile or subprofile.

Note: In the case of a Policy-based cascading profile, the ManagedElement could be a reference to a
M nagdeIpmpnr in a leaf prnfilp (Qpp 9211113 "(“acrading (“nnqidpm’rinnq")

PolicyRulelnSystem — An association that is used to define the System scope of the PolicyRulexFor policy based

profiles or ubprofiles, the system in question would be the “top level” system for the profile.

Note: Infthe case where a Policy-based cascading profile cascades to a Policy-based\leaf profilg, it is possible
forl a PolicyRule to be defined at the leaf and referenced by the cascading profile (i.e., cdscading policy
rules). See 9.2.1.11.3, "Cascading Considerations" for more information on this case.

In addition there are associations to define what Policy conditions aréuSed in what Policy Rules (the

PolicyCondlitionInPolicyRule association) and what Policy Actions are )used by what Polig
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Query Conditions
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The basic constructs used by QueryConditions are illustrated in Figure 40: "Policy Package QueryCondition
Support Instance Diagram"

System

QueryCondition

ElementName
CommonName
SystemCreationClassName
SystemName
PolicyRuleCreationClassName
PolicyRuleName
CreationClassName
PolicyConditionName
Query

QueryLanguage

Trigger

PolicyConditionInPolicyRule

PolicyRulelnSystem

PolicyRule #7

PolicyActioninPolicy

Rule

PolicyAction

PolicySetAppliesToElement

ManagedElement

A QueryCd
result from

Figure40 - Policy Package QueryCondition Support Instance Diagram

ndition is a subclass of PolicyCondition that defines the criteria for generating a set of
the” contained query. If there are no instances returned from the query, then the

instances that

result is false;

otherwise, true.

Note: A QueryCondition instance has a Trigger property. This property indicates whether or not the query is to be
used to trigger evaluation of all QueryConditions of the PolicyRule. If the Trigger Boolean is set to TRUE,
then the QueryCondition is a trigger. When the QueryCondition evaluates to TRUE, then all the

QueryConditions are evaluated.
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Note: None, some or all query conditions in a PolicyRule may have the Trigger Boolean set to TRUE. If no
Trigger property is set to TRUE, then the conditions are to be periodically evaluated (with the period
selected by the policy based profile or subprofile). See “Trigger Conditions” on page 250 in 9.2.1.11.1.1.

The following query is an example of a QueryCondition query that might be used:

SELECT
OBJECTPATH(primordial) AS POBJ,
OBJECTPATH(concrete) AS COBJ,
OBJECTPATH(service) AS SOBJ,
concrete.TotalManagedSpace * .25 AS AmountTolncrease
FROM

fal BVI La

D (W7, 0~ Taoallamant Bl
TN _ T O rCy PP T I CSTOCTCmCTTC appPT

CIM_StoragePool concrete,
CIM_StoragePool primordial.
CIM_AllocatedFromStoragePool alloc,
CIM_PolicySet policy,
CIM_HostedService hosted,
CIM_HostedStoragePool hostedpool,
CIM_ComputerSystem, system,
CIM_StorageConfigurationService service
WHERE (concrete._RemainingManagedSpace/primordial .TotalManagedSpace T 100) < 75
and concrete._Primordial = false
// Join Primordial Pool with Concrete Podls
and OBJECTPATH(primordial) = alloc.Antecedent
and OBJECTPATH(concrete) = alloc.Dependent
// Determine what concrete Pools the PolicySet applies to
and policy.CommonName = "Pool' Exhausting Policy Condition"
and OBJECTPATH(policy) .=»element._PolicySet
and OBJECTPATH(concrete) = element.ManagedElement
// Join found primordiali,Pool with Service
and OBJECTPATH(primoridal) = hostedpool.PartComponent
and OBJECTPATH(system) = hostedpool .GroupComponent
and OBJECTPATH(system) = hosted.Antecedent
and OBJECTPATH(service) = hosted.Dependent
and service ISA "CIM_StorageConfigurationService"
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—243 -

The basic constructs for MethodActions of the Policy Package are illustrated in Figure 41: "Policy Package

MethodAction Support Instance Diagram"
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Figure 41 2 Policy Package MethodAction Support Instance Diagram

A MethodAction is.a PolicyAction that is a method that invokes an action defined by a query. The agtion is defined
by a methqd of.an.ObjectName, which may be an intrinsic method of a CIM Namespace or an extrinsic method of

a ManagedElement. The input parameters to the method are defined by the query and may be fixed jvalues defined
by literals ot may he defined hy reference to _one or mare prnlnnrtinc of result instance from a (_ueryCondition

query, a MethodAction query, or other instances.
The following query is an example of a MethodAction query that might be used:

SELECT
SOBJ,

// Service object path
"CreateOrModifyStoragePool ",

NULL, // ElementName parameter
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NULL, // Goal parameter, take default Setting
AmountTolncrease, // Size parameter

POBJ, // InPools parameter
NULL, // InExtents parameter
COBJ // Pool parameter

FROM
CIM_QueryCondition condition,
CIM_QueryResult result,
CIM_PolicySet policy,
CIM_PolicyConditionlnPolicyRule inpolicyset
WHERE

24775 ©I1SO/IEC:2011(E)
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Static Rules Support

A policy based profile or subprofile may support a set of “Static” PolicyRules. These are PolicyRules that cannot be
modified by a client (except for enabling or disabling the rule or defining a PolicySetAppliesToElement association).
The constructs used for this are illustrated in Figure 42: "Policy Package for Static Rules Instance Diagram".

System

PolicyRuleInSystem PolicyRuleInSystem

PolicyRule #3
PoligyRule #1 PolicyRule #4

PolicyConditionInPolicyRule

PolicyActionInPolicyRule

PoligyCenditioninPolicyRule PolicyActioninPolicyR|ile

QueryCondition MethodAction !

MethodAction

QueryCondition PolicySetAppliesToElement

J

ManagedElement

Figure(42 - Policy Package for Static Rules Instance Diagram

The figure shows 3 statie'rules (PolicyRules #1, #3 and #4). These illustrate four distinct types of Stafic policy rules.

The first PplicyRale*(PolicyRule #1) has no condition(s) and action(s) (or PolicySetAppliesToElememnt association).
It merely n
“Enabled” | .
policy based profile. For example, Arrays might define a PolicyRule named “Controller Failover Type 1" or
“Controller Failover Type 2" to indicate how controller failover works. Any particular Array Profile implementation
would only support one of these PolicyRules. The client would determine behavior of failover by inspecting which
PolicyRule is followed. But the actual behavior is not actually modeled in CIM. It is merely referenced using this
simple form of static policy rules.

The second PolicyRule (PolicyRule #3) is has condition(s) and action(s), but is not referenced by any
PolicySetAppliesToElement association. It behaves exactly like any other PolicyRule, except the
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QueryCondition(s) and MethodAction(s) are fixed and cannot be changed. The only aspects of the PolicyRule that
may (or may not) be changed is the “Enabled” property of the PolicyRule. This type of static policy rule is more
descriptive than the first, in that it models conditions that are evaluated and actions that are taken.

The third PolicyRule (PolicyRule #4) has condition(s) and action(s), and is referenced by a
PolicySetAppliesToElement association. It behaves exactly like any other PolicyRule, except the
QueryCondition(s) and MethodAction(s) are fixed and cannot be changed. The only aspects of the PolicyRule that
may be changed are the “Enabled” property of the PolicyRule and the PolicySetAppliesToElement association (to
identify the managed element in which to apply the rule). In this case, the Query Condition or MethodAction refers
to the PolicySetAppliesToElement association to constrain where or how the policy rule is applied. This type of
static Policy Rule can be applied to specific managed elements in the profile. For example, an Array PolicyRule
might define a policy for automatic extension of a StoragePool. The application of this policy to specific
StoragePools would be governed by use of the PolicySetAppliesToElement.

Note: Al PolicyRules have a PolicyRulelnSystem association to the System in which ,the| PolicyRule is
evpluated. In most cases, this will be the Top Level Object (System) for the policy based profile (i.e., the
RggisteredProfile that a specific Policy RegisteredSubprofile supports). In order forithe execution of the
Pdlicy to be constrained to the profile in question the QueryConditions and MethodActions |should include
a feference to PolicyRulelnSystem.

EXPERIMENTAL

If any of these types of “Static Rules” are supported by a specific Rolicy Subprofile implementation then the
PolicyFeatliresSupported array property of the PolicyCapabilities shallbe’ set to include the “Static Rules” value.

EXPERIMENTAL
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Static Conditions and Actions

In addition to Static Rules, there are “Dynamic” PolicyRules that can be constructed using static conditions and
static actions. The constructs used for this are illustrated in Figure 43: "Policy Package Support for Static
Conditions and Actions Instance Diagram"”.

System
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Name="Dynamic PolicyRule Templates’
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|
PolicyActioninPolicyRule

PolicyConditionmPBolicyRule

( QueryCondition — MethodAction
— QueryCondition
a——— ] > B

PolicySetAppliesToElement

MethodfAction

. -

ManagedElement

Figufre 43 Policy Package Support for Static Conditions and Actions Instance Diagram

Dynamic PolicyRules are constructed out of PolicyRule templates. In Figure : ™, PolicyContainer C is a template,
and PolicyRule #6 is the policy rule constructed from the template. The PolicyContainer C merely collects all the
“static” Conditions and “Static” actions that may be used to construct the PolicyRule. The ReusablePolicy
associations are what connects the QueryConditions and MethodActions to the ReusablePolicyContainer
(template). Note that a QueryCondition or MethodAction may appear in multiple ReusablePolicyContainers (e.g.,
ReusablePolicyContainer B and ReusablePolicyContainer C share a common QueryCondition).
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To construct PolicyRule #6, the client would need to create PolicyRule #6 (giving it a client defined name) and

creating the associations to the conditions and actions that are desired.

Note: Creation of the PolicyRule and the associations to QueryConditions and MethodActions are done using
the Createlnstance intrinsic. Until all associations are in place and correctly configured, the “Enabled”
property of the PolicyRule should be “disabled.” Once everything is in place and correct, the client may

enable the rule.

EXPERIMENTAL

If any of these types of “Dynamic Rules” are supported by a specific Policy Subprofile implementation then the
PolicyFeaturesSupported array property of the PolicyCapabilities shall be set to include the “Dynamic Rules” value.

EXPERIMENTAL

Dynamic Conditions and Actions

The most general policy support includes support for dynamic conditions and actionsi\The construc
are the bapic policy constructs as illustrated in Figure 44: "Policy Package supportfor Dynamic

Actions Ingtance Diagram".

ks used for this
Conditions and
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+—PolicyConditionInPolicyRule
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ManagedElement

PolicyActionInPolicyRule

MethodAction

Figure 44 - Policy Package support for Dynamic Conditions and Actions Instance Diagram
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In the dynamic conditions and actions case, all constructs are built using Createlnstance. The client would first
create (and name) the PolicyRule, setting the Enabled property to ‘disabled’. Then the client would create the
QueryConditions and MethodActions, and associate them to the PolicyRule.

Note: At least one QueryCondition should have a Trigger property of TRUE. If all the QueryConditions have a
Trigger property of FALSE, the conditions will be evaluated at the convenience of the CIM server.

SMI-S only recognizes CQL Query statements in the QueryConditions. An implementation may support other
QueryLanguages, but these would not be covered by SMI-S.

CQL defines “levels” of support. These levels are recognized for the purposes of Policy definitions. The CQL levels
shall be identified in the CQLFeatures property of the QueryCapabilities instance associated to a specific Policy
Subprofile (See Policy (and Query) Capabilities on Page 256 in 9.2.1.11.1.1.

EXPERIIJ/IENTAL

If this typges of “Client defined rules” are supported by a specific Policy Subprofile ,implementation then the
PolicyFeatpresSupported array property of the PolicyCapabilities shall be set to includé, the “Client Pefined Rules”
value.

EXPERIMENTAL
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Trigger Conditions

Trigger Conditions are QueryConditions that, when TRUE, cause evaluation of all conditions in the Policy Rule. A
trigger condition is a QueryCondition with the Trigger property set to TRUE. This is illustrated in Figure 45: "Policy
Package support for Trigger Conditions Instance Diagram".
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PolicyRule #7

\

PolicyActionInPolicyRule
PolicyConditionInPolicyRule

QueryCondition MethddAction

QueryCondition

Trigger=TRUE' PolicySetAppliesToElement

ManagedElement

Figure 45 - Policy Package support for Trigger Conditions Instance Diagra]m

Figure 45: "Policy Package support for Trigger Conditions Instance Diagram" shows a PolicyRule with three
QueryConditions. Two of the QueryConditions have Trigger set to TRUE. In the third, the Trigger property is set to
FALSE. If either of the first two QueryConditions are true the third is evaluated.
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TimePeriod Conditions
PolicyRules may be constrained by one or more time periods that define when the PolicyRule is to be active. The

constructs used for this are illustrated in Figure : "™ .
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Figure 46 - Policy Package support for Time Periods Instance Diagram

A PolicyRule may also be associated with one or more policy time periods, indicating the schedule according to
which the policy rule is active and inactive. In this case it is the PolicySetValidityPeriod aggregation that provides
this linkage.
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Evaluation of Policy conditions may be consider to be done in the following sequence:

1) Trigger Conditions - triggers are treated like indications to initiate evaluation of other conditions
2) TimePeriod Conditions - to determine if the remaining conditions need to be evaluated

3) Non-Trigger Conditions - the remaining Policy Conditions.

When there are compound conditions, the evaluation of each compound condition is evaluated independently. And
the evaluation of a compound condition would follow the logical sequence described above.

When there are multiple PolicyTimePeriodConditions in a PolicyRule, then all shall evaluate to true. If there are no
PolicyTimePeriodConditions specified in a PolicyRule, then all times are valid.

There are p
RFC 2445

ring defined in
< If the first date/time is replaced with the string 'THISANDPRIOR', then the property indicates that a PolicyRule
is valid [from now] until the date/time that appears after the '/".

- If the pecond date/time is replaced with the string 'THISANDFUTURE', themthe property irjdicates that a
PolicyRule becomes valid on the date/time that appears before the /', and remains valid from that point on.
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Compound Conditions
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QueryConditions may be aggregated into rules and into compound conditions. The constructs used for this are
illustrated in Figure 47: "Policy Package support for Compound Conditions Instance Diagram".
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QueryConditions may be aggregated into rules and into compound conditions. PolicyConditionStructure is the
abstract aggregation class for the structuring of policy conditions.

The Conditions aggregated by a PolicyRule or CompoundPolicyCondition are grouped into two levels of lists: either
an OR’ed set of AND’ed sets of conditions (DNF, the default) or an AND’ed set of OR’ed sets of conditions (CNF).
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Individual QueryConditions in these lists may be negated. The property ConditionListType specifies which of these
two grouping schemes applies to a particular PolicyRule or CompoundPolicyCondition instance.

One or more PolicyTimePeriodConditions may be among the conditions associated with a PolicyRule or
CompoundPolicyCondition via the PolicyConditionStructure subclass association. In this case, the time periods are
simply additional Conditions to be evaluated along with any others that are specified.

A CompoundPolicyCondition aggregates zero or more instances of the QueryCondition class, via the
PolicyConditionIinPolicyCondition association. A CompoundPolicyCondition that aggregates zero Conditions is not
valid; it may, however, be in the process of being defined. Note that a CompoundPolicyCondition should have no
effect until it is valid.



https://iecnorm.com/api/?name=9786d70b13eda018dfcd1880f45eb029

24775 © ISO/IEC:2011(E) — 255 -

Compound Actions

PolicyActions may be aggregated into rules and into compound actions. The constructs used for this are illustrated
in Figure 48: "Policy Package support for Compound Actions Instance Diagram"
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Figure 48 - Policy Package support for Compound Actions Instance Diagram

A PolicyRule aggregates zero or more instances of the PolicyAction class, via the PolicyActioninPolicyRule
association. A Rule that aggregates zero Actions is not valid--it may, however, be in the process of being entered
into a PolicyRepository or being defined for a System. Alternately, the actions of the policy may be explicit in the
definition of the PolicyRule. Note that a PolicyRule should have no effect until it is valid.
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The Actions associated with a PolicyRule may be given a required order, a recommended order, or no order at all.
For Actions represented as separate objects, the PolicyActionIinPolicyRule aggregation can be used to express an
order.

This aggregation does not indicate whether a specified action order is required, recommended, or of no
significance; the property SequencedActions in the aggregating instance of PolicyRule provides this indication.

A series of examples will make ordering of PolicyActions clearer: ActionOrder is an unsigned integer 'n' that
indicates the relative position of a PolicyAction in the sequence of actions associated with a PolicyRule or
CompoundPolicyAction. When 'n' is a positive integer, it indicates a place in the sequence of actions to be
performed, with smaller integers indicating earlier positions in the sequence. The special value '0' indicates 'don't
care'. If two or more PolicyActions have the same non-zero sequence number, they may be performed in any
order, but they shall all be performed at the appropriate place in the overall action sequence.

If all actionjs have the same sequence number, regardless of whether it is '0' or non-zero, any order fis acceptable.
The values:
1:ACTION|A
2:ACTION|B
1:ACTION|C
3:ACTION(D
indicate twp acceptable orders: A,C,B,D or C,A,B,D,

since A anfl C can be performed in either order, but only at the '3 position.
The valueq:
0:ACTIONJA
2:ACTION(B
3:ACTION|C
3:ACTION|D

require that B,C, and D occur eithersas B,C,D or as B,D,C. Action A may appear at any point relatiye to B, C, and
D. Thus the complete set of acceptable orders is: AB,C,D; B,A,C,D; B,C,AD; B,C,D,A; AB/D,C; B,AD,C;
B,D,A,C; B,D,C,A.

Note that the non-zero sequence numbers need not start with '1', and they need not be consefutive. All that
matters is their relativexmagnitude.

EXPERIMENTAL

Policy (and Query) Capabilities

Implementations of a specific Policy Subprofile can vary in degree of support. The degree of support provided by
an implementation can be determined by inspection of the QueryCapabilities and PolicyCapabilities. The
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constructs used for this are illustrated in Figure 49: "Policy Package support for Policy Capabilities Instance
Diagram".
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HostedProfile
RegiSteredPTofite
(Policy-Based Profile) -

(e.g.,, Array)

QueryCapabilities

ElenientName
InstancelD

SubprofileRequiresProfile
CQLFeatures[]

ElementCapabilities
SubprofileRequiresProfile

SNIA_PolicyCapabilitig

o

RegisteredSuprofile

ElementName
InstancelD
PolicyFeaturesSupported[]

RegisteredName="[Specific]Policy' ElementCapabilities
(e.g., PoolManagement Policy)

ElementCapabilities

RegisteredSuprofile

RegistgredName="Policy-based Subprofile
(e.g., Copy Services)

SNIA_PolicyCapabillties

ElementName
" . ) InstancelD
SubprofileRequiresProfile PolicyFeaturesSupported][]

ElementCapabilities

RegisteredSuprofile

RegisteredName="[Specific]Policy’
(e.g., Copy Management Policy)

Figure 49:-\Policy Package support for Policy Capabilities Instance Diagram

In this figure, the policy based profile is an Array Profile. And it has two Specific Policy Subprofiles:

1) aPogl'Management Policy Subprofile and,

2) a Copy Management Policy.

Each of these subprofiles shall have their Policy capabilities defined by associating an instance of
PolicyCapabilities to each. Similarly, each may refer to a QueryCapabilities instance.

A policy based profile or subprofile would identify its basic capabilities using 2 capabilities classes: A
QueryCapabilities class instance and a PolicyCapabilities class instance. Both instances will be associated to a
specific Policy RegisteredSubprofile of the Policy-based RegisteredProfile. These classes and associations should
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be populated in the InterOp Namespace (with the RegisteredSubprofile). If they are populated in the policy based
profile namespace, then the ElementCapabilities associations shall (at least) be populated in the
InteropNamespace.

Also shown in Figure : "™ are the ObjectManager (representing the CIM Server) and its QueryCapabilities instance.
The QueryCapabilities instance that is associated to the ObjectManager represents the general capabilities of the
CIM Server and may offer more capabilities than are supported for defining QueryConditions for PolicyRules. This
instance is not part of the Policy Package (or either of the specific Policy Subprofiles). The ObjectManager version
of the QueryCapabilities need not be present. The QueryCapabilities associated with a Specific Policy Subprofile is
mandatory if the profile supports “Client defined” QueryConditions. If Client defined QueryConditions are not
supported by the profile or subprofile, then the QueryCapabilities instance is not needed for the Specific Policy
Subprofile.

The Query Gpabl:ltlco that |||ay bc ouppultcd fUI thC PUIPUDC Uf b:;CI It dcl‘ll ICd PU:I\JIU\) Aarc “BC&Q;\J Cuery”, “Slmple
Join”, “Complex Join”, “Time”, “Basic Like”, "Full Like”, “Array Elements”, "Embedded Objecty", “Order By”,
“Aggregatipns”, “Subduer”, “Satisfies Array”, “Distinct”, “Forestland “Path Functions”. For(definitions of these
values see|the CIM Query Language Specification.

Any or all of these may be specified in the QueryCapabilities associated with a specifi¢ Policy Subpfofile.

The seconfl capabilities instance associated to the specific Policy Subprofile is the PalicyCapabilitie instance. The
PolicyCapabilities class has the following properties that define the capabilities ef the subprofile:

PolicyFeatpresSupported[]

“Static Rul¢s” — Static rules are pre-defined by the profile implementatien and are available to the Glient to enable
and disabl¢ (or set PolicySetAppliesToElement).

“Dynamic Rules” — Dynamic rules means that the profile implementation has populated PolicyGontainers that
include QUeryConditions and MethodActions that can be, constructed into Client specified PolicyRules (using the
conditions nd actions in the container).

“Client Defined Rules” — Client Defined Rules means-that a Client may create its own PolicyRuleq, specifying its
own (Clierft invented) QueryConditions and MethodActions. The QueryConditions and MethodAgtions shall, of
course, be|valid operations on the profile in quéstion. That is, QueryConditions shall address class|instances and
properties fhat are part of the profile model.and the MethodActions shall be actions supported by the profile.

EXPERIMENTAL

9.2.1.11.2 | Health and FaultManagement Considerations
Not defined in this standard.

9.2.1.11.3| Cascading-Considerations
Not defined in thisstandard.

9.2.1.11.4 | ~Supported Subprofiles and Packages
None.

9.2.1.11.5 Methods of the Profile

EXPERIMENTAL

9.2.1.11.5.1 Extrinsic Methods of the Profile

There are no Extrinsic methods defined for this Package. All Policy manipulation actions are done using intrinsic
methods. These are described in 9.2.1.11.5.2, "Intrinsic Methods of the Profile" and illustrated in 9.2.1.11.6, "Client
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Considerations and Recipes". However, it is recognized that some Extrinsic Methods may make Policy
manipulation a lot easier and more efficient for clients. Such methods will be considered in a future release.

EXPERIMENTAL

9.2.1.11.5.2 Intrinsic Methods of the Profile

Table 182, “Static Policy Instance Manipulation Methods” identifies how Policy constructs get created, deleted or
modified. Any class not listed is assumed to be pre-existing (e.g., canned) or manipulated through another profile
or subprofile.

Table 182 - Static Policy Instance Manipulation Methods

Method Created Instances Deleted Instances Modifiedl Instances
Createllnstance PolicySetAppliesToElement | N/A N/A
Deletellnstance N/A PolicySetAppliesToElement N/A
ModifyInstance N/A N/A PolicyRulg (Enabled)

Table 183 |dentifies how Policy constructs get created, deleted or modified™Any class not listed is issumed to be
pre-existing (e.g., canned) or manipulated through another profile or subprofile.

Table 183 - Dynamic Policy Instance Mahipulation Methods

Method Created Instances Deleted Instances Modified Instances
Create|nstance PolicyRule N/A N/A
Createlnstance PolicyConditionInPolicyRule~"| N/A N/A
Createlnstance PolicyActionIinPolicyRule N/A N/A
Delete|nstance N/A PolicyRule N/A
Deletelnstance N/A PolicyConditioninPolicyRule | N/A
Deletelnstance N/A PolicyActioninPolicyRule N/A
Modifynstance N/A N/A PolicyRule (Enabled)
Modifylnstance N/A N/A QueryCdndition

(Trigger)

Table 184 {dentifies how Policy constructs get created, deleted, or modified for dynamic policies.

Table 184 - Methods that cause Instance Creation, Deletion,
or Modification of Dynamic Policy Rules

Method Created Instances Deleted Instances Modified Instances

Createlnstance |PolicyRule N/A N/A

Createlnstance |QueryCondition N/A N/A
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Table 184 - Methods that cause Instance Creation, Deletion,

or Modification

of Dynamic Policy Rules

Method Created Instances Deleted Instances Modified Instances
Createlnstance |PolicyConditioninPolicyRule |N/A N/A
Createlnstance |PolicyConditionin N/A N/A

PolicyCondition

Createlnstance |CompoundPolicyCondition N/A N/A
Createlnstance |PolicySetValidityPeriod N/A N/A
Createlhstance |PolicyTimePeriodCondition |N/A N/A
Createlhstance |CompoundPolicyAction N/A N/A
Createlpstance |MethodAction N/A N/A
Createlhstance |PolicyActioninPolicyRule N/A N/A
Createlhstance |PolicyActioninPolicyAction N/A N/A
Deletelpstance |N/A PolicyRule N/A
Deletelpstance |N/A QueryCondition N/A
Deletelhstance |NA MethodAction N/A
Deletelhstance N/A PolicyConditionIn N/A

PolicyRule
Deletelhstance |NA PolicyActioninPolicyRule N/A
Deletelhstance N/A CompoundPolicyCondition |[N/A
Deletelhstance |N/A PolicyConditionin N/A

PolicyCondition
Deletelhstance |N/A CompoundPolicyAction N/A
Deletelhstance .~ VA PolicyActioninPolicyAction |N/A
Deletelhstance” |N/A PolicySetValidityPeriod N/A
Deletelhstance |NA PolicyTimePeriodCondition |N/A
Modifylnstance |N/A N/A PolicyRule (Enabled)
Modifylnstance |N/A N/A PolicyRulelnSystem
Modifylnstance |N/A N/A QueryCondition (Trigger)
Modifylnstance |N/A N/A QueryCondition
Modifylnstance |N/A N/A MethodAction
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Table 184 - Methods that cause Instance Creation, Deletion,
or Modification of Dynamic Policy Rules

Method Created Instances Deleted Instances Modified Instances
Modifylnstance N/A N/A PolicyConditionIn
PolicyRule
Modifylnstance N/A N/A PolicyActioninPolicyRule
Modify Instance N/A N/A CompoundPolicyCondition
Modifylnstance N/A N/A PolicyConditionin
PolicyCondition
Modify Ijnstance N/A N/A CompoundPoljcyAction
Modify Ijnstance N/A N/A Palicy TimePerlodCondition
Modifyljnstance N/A N/A PolicyActionin
PolicyAction
Createlnsfance
Createlpstance (
[IN] <|nstance> Newlnstance
)
The Credtelnstance intrinsic method is used' for the creation of PolicyRules, QueryConditions,
ReusableHolicyContainers and MethodActions, It istalso used to create PolicyConditionIinPolicyRulg associations,

PolicyCondlitionIinPolicyCondition associations, ReusablePolicyComponent associations, PolicyActi

associatior

Care shou
Policies:

e Creati
Creati(
Immed

Creatiq

Immed

s, PolicyActionIinPolicyAction associations and PolicySetAppliesToElement associations

d be taken when creating, a‘policy. The following sequence should be followed for g

n of the PolicyRule (disabled)
n of the QueryCondition(s)
iately followed by Creation of the PolicyConditionIinPolicyRule association(s)

n of thé.MethodAction(s)

bninPolicyRule

nabling Static

iately followed by Creation of the PolicyActioninPolicyRule association(s)

Modify

Creation of one or more PolicySetAppliesToElement associations (if needed)

Instance of the PolicyRule (to enable)

If this sequence in not followed, there is no guarantee that the desired Policy will be created. Also note that all
steps would need to successfully execute to ensure creation of any of the instances involved in the PolicyRule.
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If instances created are not immediately associated with an appropriate PolicyRule, they may be lost. A provider is
not required to keep “dangling” instances around indefinitely. Indeed, they are expected to do periodic clean up of
“dangling” instances.

The above sequence may not need to be done if there is no PolicySetAppliesToElement. In this case, all copies of

the static p

The followi

olicy are the same. All that is required is to enable (Modifylnstance) the PolicyRule.

ng sequence should be followed for creating Dynamic PolicyRules:

= Creation of the PolicyRule (disabled) (based on a ReusablePolicyContainer)

= Associate selected QueryConditions to the PolicyRule

= Associate selected MethodActions to the PolicyRule

e Creatg

- Modify]

If this sequience in not followed, there is no guarantee that the desired Policy will bel\created. Als

steps woul
The followi
= Creatic
= Creatig
e Immed
= Creatig
e Immed
= Creatig

- Modify]

If this sequience in not followed, there is no guarantee that the desired Policy will be created. Als

steps woul

Deletelnst

the appropriate PolicySetAppliesToElement associations

nstance of the PolicyRule (to enable)

d need to successfully execute to ensure creation of any of the instances-involved in the
ng sequence should be followed for creating Client Defined Policies:

n of the PolicyRule (disabled)

n of the QueryCondition(s)

iately followed by Creation of the PolicyConditionIinPoliCyRule association(s)

n of the MethodAction(s)

iately followed by Creation of the PolicyActiopinPolicyRule association(s)

n of one or more PolicySetAppliesToElement associations (if needed)

nstance of the PolicyRule (to enable)

0 need to successfully execute to ensure creation of any of the instances involved in the

ance

Not defined in this standard.

Modifylns

ance

Not defined in this standard.

9.2.1.11.6

Client Considerations and Recipes

None.

o note that all
PolicyRule

0 note that all
PolicyRule

9.2.1.116.1 SMI-S Supported PolicyCapabilities and QueryCapabilities Patterns

The PolicyCapabilities patterns that are formally recognized by this version of SMI-S are shown in Table 185, “SMI-
S Supported PolicyCapabilities Patterns”.
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Table 185 - SMI-S Supported PolicyCapabilities Patterns

PolicyLevels Supported

Static Rules

Static Rules, Dynamic Rules

Static Rules, Client Defined Rules

Static Rules, Dynamic Rules, Client-Defined Rules

Dynamic Rules

Dynamic Rules, Client-Defined Rules

Client-Defined Rules

9.2.1.11.7 | Registered Name and Version
Policy verdion 1.1.0
9.2.1.11.8 | CIM Server Requirements
Table 186 - CIM Server Requirements for Policy
Profile Mandatory
Associatipn Traversal Yes
Basic Re@d Yes
Basic Write Yes
Indications Yes
Instance Manipulation Yes
Qualifier Peclaration No
Query No
Schema Manipulation No
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9.2.1.11.9 CIM Elements

Table 187 - CIM Elements for Policy

Element Name Description

Optional Classes

CIM_CompoundPolicyAction (9.2.1.11.9.1)

A pre-defined Policy action that groups multiple
method actions as a unit.

CIM_CompoundPolicyAction (9.2.1.11.9.2)

A Client defined Policy action that groups multiple
method actions as a unit.

CIM_Co Inmmdpnlir‘y(“nndi'rinn (C) 21119 ’%)

A pre-defined Paolicy condition that groups multiple

query conditions as a unit

CIM_CompoundPolicyCondition (9.2.1.11.9.4)

A Client defined Policy condition that’grotips multiple
query conditions as a unit.

CIM_ElementCapabilities (9.2.1.11.9.5)

This associates the QueryCapabilities to fhe specific
PolicyRegisteredSubprofile.

CIM_MethodAction (9.2.1.11.9.6)

Defines a Method (pre-defined) to be exefuted as part
of a PolicyRule

CIM_MethodAction (9.2.1.11.9.7)

Defines a Method (Client defined) to be gxecuted as
part of a PalicyRule

CIM_PoligyActioninPolicyAction (9.2.1.11.9.8)

OPTHONAL: Associates a MethodAction {o a pre-
defined CompoundPolicyAction.

CIM_PoligyActioninPolicyAction (9.2.1.11.9.9)

OPTIONAL: Associates a MethodAction {o a Client
defined CompoundPolicyAction.

CIM_PoligyActioninPolicyRule (9.2.1.11.9.10)

OPTIONAL: Associates a MethodAction {o the pre-
defined PolicyRule of which it is a part.

CIM_PoligyActioninPolicyRule (9.2.1.11.9.11)

OPTIONAL: Associates a MethodAction {o the Client
defined PolicyRule of which it is a part.

CIM_PoligyConditioninPolicyCondition (9.2.1.11.9.12)

Associates a QueryCondition to a pre-defined
CompoundPolicyCondition.

CIM_PoligyConditionInPalicyCondition (9.2.1.11.9.13)

Associates a QueryCondition to a Client ¢lefined
CompoundPolicyCondition.

CIM_PolicyConditioninPolicyRule (9.2.1.11.9.14)

Associates a pre-defined QueryCondition to the
PolicyRules of which it is part.

CIM_Poligy€onditioninPolicyRule (9.2.1.11.9.15)

Associates a Client defined QueryConditjon to the

PoficyRutes of whictritis part——————

CIM_PolicyContainerinPolicyContainer (9.2.1.11.9.16)

Association that collects PolicyContainers in other
PolicyContainers.

CIM_PolicyRule (9.2.1.11.9.17)

Defines a Static (pre-defined) PolicyRule.

CIM_PolicyRule (9.2.1.11.9.18)

Defines a PolicyRule created by a client (Dynamic or
Client Defined policy).
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Table 187 - CIM Elements for Policy

Element Name

Description

CIM_PolicyRulelnSystem (9.2.1.11.9.19)

Associates Static PolicyRules to the System that hosts

them.

CIM_PolicyRulelnSystem (9.2.1.11.9.20)

Associates Dynamic or Client Defined PolicyRules to

the System that hosts them.

CIM_PolicySetAppliesToElement (9.2.1.11.9.21)

An association that may be referenced in

QueryConditions or MethodActions to constrain the
application of a pre-defined PolicyRule. It associates

the PolicyRule to ManagedElements.

CIM_PolicySetAppliesToElement (9.2.1.11.9.22)

An association that may be referenced in
QueryConditions or MethodActions(te co

nstrain the

application of a Dynamic or Client defined PolicyRule.

It associates the PolicyRule to\Managedklements.
CIM_PoligySetValidityPeriod (9.2.1.11.9.23) Associates a PolicyTimePgriodCondition to a pre-
defined PolicyRule.
CIM_PoligySetValidityPeriod (9.2.1.11.9.24) Associates a Policy TimePeriodCondition fo a Dynamic
or client defined RolicyRule.
CIM_PolicyTimePeriodCondition (9.2.1.11.9.25) A pre-defined PolicyCondition that specifles the valid

time pefiod for Policy activation.

CIM_PoligyTimePeriodCondition (9.2.1.11.9.26)

A Dynamic or Client defined PolicyCondition that

specifies the valid time period for Policy §

ctivation.

CIM_QudryCapabilities (9.2.1.11.9.27)

Defines the Query execution capabilities
or CIMOM.

pf the profile

CIM_QusdryCondition (9.2.1.11.9.28)

A pre-defined Query that is used as a condition of a

PolicyRule. A QueryCondition where Trig
serves as an indication to drive evaluatio
QueryConditions in the PolicyRule.

ger=TRUE
n of other

CIM_QudryCondition (9.2.1.11.9.29)

A Dynamic or Client defined Query that i
condition of a PolicyRule. A QueryCondit
Trigger=TRUE serves as an indication to
evaluation of other QueryConditions in th

used as a
on where
drive
e PolicyRule.

CIM_ReusablePolicy(9.2.1.11.9.30)

ReusablePolicy associates Policy Condit
Policy Actions to a ReusablePolicyContai
for Dynamic Policy support.

ons and
ner. It is used

CIM_ReusablePolicyContainer (9.2.1.11.9.31)

A ReusablePolicyContainer collects all th

e Policy

Conditions and Actions that may be use
constructing a Dynamic PolicyRule.

n

9.2.1.11.9.1 CIM_CompoundPolicyAction

CompoundPolicyAction is used to represent an expression consisting of an ordered sequence of action terms.
Each action term is represented as a subclass of the PolicyAction class. Compound actions are constructed by
associating dependent action terms together using the PolicyActionIinPolicyAction aggregation.
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An instance of CompoundPolicyAction will exist if any compound actions exist.

Created By : Static
Modified By : Static
Deleted By : Static
Class Mandatory: false

Table 188 - SMI Referenced Properties/Methods for CIM_CompoundPolicyAction (Pre-defined)

Property

Flags

Type

Description & Notes

A4 (Y B
wvianuatury rTu

- T )
PETUTS/IVITT

!
TOusS

SystemC

eationClassName

string

The name of the class-or
used in the creationof th
object in whase'scope th
PolicyAction\is'defined.

the subclass
e System
is

SystemN

nme

string

The name’of the System
whase-scope this Policy/
defined.

objectin
\ction is

PolicyRul

eCreationClassName

string

For a rule-specific Policyj]
CreationClassName of th
object with which this Ac
associated. For a reusah

Action, the

e PolicyRule
ion is

le

PolicyAction, a special value, 'NO

RULE!', should be used.

Creationd

ClassName

string

The name of the class or

the subclass

used in the creation of af instance.

PolicyRul

eName

string

For a rule-specific Policyj
name of the PolicyRule
which this Action is asso
reusable PolicyAction, a
value, 'NO RULE', shoul

Action, the
bject with
Ciated. For a
special

| be used.

PolicyAct]

onName

string

A provider-generated us
name of this policy (meth

er-friendly
od) action

@ptional Properties/Methods

ElementN

ame

string

Another provider-genera
friendly name

ed user-

Common

Name

string

A provider-generated us

pr-friendly

name of the Compound

olicyAction

DoActionLogging

boolean



https://iecnorm.com/api/?name=9786d70b13eda018dfcd1880f45eb029

24775 © ISO/IEC:2011(E) — 267 —

Table 188 - SMI Referenced Properties/Methods for CIM_CompoundPolicyAction (Pre-defined)

Property Flags Type Description & Notes

SequencedActions uint16 This property gives a profile designer
a way of specifying how the ordering
of the PolicyActions associated with
this PolicyRule is to be interpreted.

Three values are supported:

- mandatory(1): Do the actions in the
indicated order, or don't do them at all.

- recommended(2): Do the actions in

the indicated order If you
you can't do them inithis
them in another order if y

- dontCare(3):\Do them -
about the erder.

The default value is 3 ("
Values { "Mandatory",
"Recommended", "Dont

can, but if
order, do
ou can.

L | don't care

ontCare").

Care" }

Execution

Strategy

uintl6

A profile designed ExecU
defines the strategy to bg
executing the sequenced
aggregated by this

CompoundPolicyAction.
three execution strategie

Do Until Success - execy
according to predefined
successful execution of
action.

Do All - execute ALL act
are part of the modeled |
to their predefined order.
doing this, even if one or|
actions fails.

Do Until Failure - execut
according to predefined
the first failure in executi
action instance.

tionStrategy
e used in
actions

There are
S:

te actions
brder, until
L single

ons which
pt, according
Continue
more of the

b actions
prder, until
bn of an

The default value is 2 ("L

0 All").

Values { "Do Until Success", "Do All",

"Do Until Failure" }
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CompoundPolicyAction is used to represent an expression consisting of an ordered sequence of action terms.
Each action term is represented as a subclass of the PolicyAction class. Compound actions are constructed by
associating dependent action terms together using the PolicyActionIinPolicyAction aggregation.

CompoundPolicyAction is subclassed from PolicyAction.

An instance of CompoundPolicyAction will exist if any compound actions exist.

Created By : Createlnstance
Modified By : Modifylnstance
Deleted By : Deletelnstance

Class Man

datory: false

Table 18¢

) - SMI Referenced Properties/Methods for CIM_CompoundPolicyAction. (Cl

ent defined)

Property

Flags

Type

Description & N

btes

Mandatory Pro

perties/Methods

SystemC

eationClassName

string

The name of the class or
used’in the creation of th
ohject in whose scope th
PolicyAction is defined.

the subclass
e System
is

SystemN

nme

string

The name of the System
whose scope this Policy/
defined.

objectin
\ction is

PolicyRul

eCreationClassName

string

For a rule-specific Policyj]
CreationClassName of th
object with which this Ac
associated. For a reusah

PolicyAction, a special value, 'NO

RULE!', should be used.

Action, the

e PolicyRule
ion is

le

Creationd

ClassName

string

The name of the class or

used in the creation of af instance.

the subclass

PolicyRul

eName

string

For a rule-specific Policyj]
name of the PolicyRule
which this Action is asso
reusable PolicyAction, a
value, 'NO RULE', shoul

Action, the
bject with
Ciated. For a
special

| be used.

PolicyAct]

onName

string

A client-defined user-frie
this policy (method) actid

ndly name of
n

Ot LD ' MAotleccl
UPUUITTar mrupygcitiTo/vITIiTuu o

ElementName

string

Another client-defined user-friendly

name

CommonName

string

A client-defined user-friendly name of
the CompoundPolicyAction

DoActionLogging

boolean
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Table 189 - SMI Referenced Properties/Methods for CIM_CompoundPolicyAction (Client defined)

Property Flags Type Description & Notes

SequencedActions uint16 This property gives a policy
administrator (client) a way of
specifying how the ordering of the
PolicyActions associated with this
PolicyRule is to be interpreted. Three
values are supported:

- mandatory(1): Do the actions in the
indicated order, or don't do them at all.

- recommended(2): Do the actions in
the indicated order iftyotf can, but if
you can't do themrin-this|order, do
them in anothef-order if you can.

- dontCare(3): Do them -} | don't care
about the|order.

Thedefault value is 3 ("DontCare").
Values { "Mandatory",
yRecommended", "Dont {Care" }

ExecutionStrategy uint1l6 ExecutionStrategy defings the
strategy to be used in executing the
sequenced actions aggrggated by this
CompoundPolicyAction. [There are
three execution strategies:

Do Until Success - execlte actions
according to predefined ¢rder, until
successful execution of a single

action.

Do All - execute ALL actijons which
are part of the modeled set, according
to their predefined order.[Continue
doing this, even if one orfmore of the
actions fails.

Do Until Failure - executé¢ actions
according to predefined ¢rder, until
the first failure in executipn of an
action instance.

The default value is 2 ("o All").
Values { "Do Until Success", "Do All",
"Do Until Failure" }

9.2.1.11.9.3 CIM_CompoundPolicyCondition

CompoundPolicyCondition is used to represent compound conditions formed by aggregating simpler policy
conditions. Compound conditions are constructed by associating subordinate condition terms together using the
PolicyConditionIinPolicyCondition aggregation.
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An instance of CompoundPolicyCondition will exist if any pre-defined compound conditions exist.

Created By : Static

Modified B

y : Static

Deleted By : Static
Class Mandatory: false

Table 190 - SMI Referenced Properties/Methods for CIM_CompoundPolicyCondition (Pre-
defined)

Property

Flags

Type

Description & N

otes

Mandatory Pro

perties/Methods

SystemC

eationClassName

string

The name of the class or
used in the creation of th
object in whase scope th
PolicyCondition is define

the subclass
e System

is

d.

SystemN

ame

string

The’name of the System
whose scope this Policy(
defined.

objectin
Condition is

PolicyRul

eCreationClassName

string

For a rule-specific Policyj
the CreationClassName
PolicyRule object with wi
Condition is associated.
reusable PolicyCondition
value, 'NO RULE', shoul
indicate that this Conditig

Condition,

pf the

hich this

For a

, a special

| be used to
nis reusable

and not associated with @ single

PolicyRule.

PolicyRul

eName

string

For a rule-specific Policy
the name of the PolicyRu
which this Condition is a

Condition,
e object with
bsociated.

For a reusable PolicyCondition, a

special value, 'NO RULE
used to indicate that this
reusable and not associg
single PolicyRule.

[, should be
Condition is
ted with a

Creationd

ClassName

string

The name of the class or

the subclass

used in the creation of af instance.

PolicyConditionName

string

A provider-supplied user

Hfriendly

name of this PolicyCondi

tion.

Optional Properties/Methods

ElementName

string

Another provider-supplie
friendly name

d user-
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Table 190 - SMI Referenced Properties/Methods for CIM_CompoundPolicyCondition (Pre-

defined)
Property Flags Type Description & Notes
CommonName string A provider-supplied user-friendly
name of the
CompoundPolicyCondition.
ConditionListType uintl6 Indicates whether the list of
CompoundPolicyConditions

associated with this PolicyRule Is in
disjunctive normal form (DNF) or

conjunctive normal form

The default value is IN("ONF"). Values

{"DNF", "CNF}

CNF).

9.2.1.11.94 CIM_CompoundPolicyCondition

CompoundPolicyCondition is used to represent compound conditions formed_ by aggregating
conditions,| Compound conditions are constructed by associating subordinate ‘condition terms toge
PolicyCondlitioninPolicyCondition aggregation.

CompoundPolicyCondition is subclassed from PolicyCondition.

An instancg of CompoundPolicyCondition will exist if any client defined compound conditions exist.

Created BY : Createlnstance
Modified Bl : Modifylnstance
Deleted By : Deletelnstance
Class Manfatory: false

simpler policy

ther using the

Taple 191 - SMI Referenced Properties/Methods for CIM_CompoundPolicyConldition

(Client defined)

Property

Flags

Type

Description & Nptes

MandatoryRro

perties/Methods

SystemCfeationClassName string The name of the class or|the subclass
used in the creation of the System
object in whose scope thiis
PolicyCondition is definef.

SystemName string The name of the System|object in

whose scope this Policy€Condition is

olofi ]
Ucimnicu.
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Table 191 - SMI Referenced Properties/Methods for CIM_CompoundPolicyCondition

(Client defined)

Property Flags

Type

Description & Notes

PolicyRuleCreationClassName

string

For a rule-specific PolicyCondition,
the CreationClassName of the
PolicyRule object with which this
Condition is associated. For a

reusable PolicyCondition

, a special

value, 'NO RULE', should be used to

indicate that this Conditio

nisreusable

and not associated with a single

ks Bl
FUIILYIRUIC.

PolicyRuleName

string

For a rule-specific Palicy
the name of the PolicyRu
which this Condition is a

Condition,
e object with
ssociated.

For a reusagble'PolicyCondition, a

special value, 'NO RULE
used fojindicate that this
reusable and not associg
single PolicyRule.

[, should be
Condition is
ted with a

CreationClassName

string

The name of the class or

the subclass

used in the creation of af instance.

PolicyConditionName

string

A client-defined user-frie
this PolicyCondition.

hdly name of

Optional Properties/Methods

ElementName

string

Another client-defined us
name

er-friendly

CommonName

string

A client-defined user-frie
the CompoundPolicyCor

hdly name of
dition.

ConditionListType

uintl6

Indicates whether the list

of

CompoundPolicyConditipns

associated with this Polig
disjunctive normal form
conjunctive normal form

The default value is 1 ("D
{"DNF", "CNF" }

yRule is in
DNF) or
CNF).

NF"). Values

9.2.1.11.9.5

oA ey [ HH
CIVI__LITTTieTiteapauliiics

CIM_ElementCapabilities represents the association between ManagedElements (i.e., CIM_RegisteredSubprofile)
and their Capabilities (e.g., CIM_QueryCapabilities).

CIM_ElementCapabilities is not subclassed from anything.

Created By : Static
Modified By : Static
Deleted By : Static
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Table 192 - SMI Referenced Properties/Methods for CIM_ElementCapabilities

Property

Flags

Type

Description & Notes

Mandatory Pro

perties/Methods

ManagedElement

CIM_ManagedElement

The managed element
(RegisteredSubprofile)

Capabilities

CIM_Capabilities

The CIM_QueryCapabilities instance
associated with the element.

9.2.1.11.9. CIM_MethodAction

MethodActjon is a PolicyAction that invokes an action defined by a query. The action is defined)by & method of an
ObjectNanje, which may be an intrinsic method of a CIM Namespace or an @extrinsic
CIM_MandgedElement. The input parameters to the method are defined by the query ‘and may he fixed values

defined b
MethodActonResult, or other instan

ces.

MethodActjon is subclassed from PolicyAction.

Created By : Static
Modified Bl : Static
Deleted By : Static
Class Manfatory: false

literals or may be defined by reference to one or more properties. ‘'of QueryC

method of a

bnditionResult,

Talle 193 - SMI Referenced Properties/Methods for CIM_MethodAction (Pre-defined)

Property

Flags

Type

Description & N

btes

Mandatory Pro

perties/Methads

SystemCfeationClassName

string

The name of the class or

used in the creation of the System
object in whose scope thiis

PolicyAction is defined.

the subclass

SystemName

string

The name of the System
whose scope this Metho
defined.

object in
lAction is

PolicyRuleCreationClassName

string

For a rule-specific Methd
CreationClassName of th
object with which this Ac
associated. For a reusab

dAction, the
e PolicyRule
ion is

le

[ ) LAk |
WVITUTUOUALUULT, a optllidal

RULE', should be used.

alue, 'NO

PolicyRuleName

string

For a rule-specific MethodAction, the
name of the PolicyRule object with
which this Action is associated. For a
reusable MethodAction, a special
value, 'NO RULE', should be used.
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Table 193 - SMI Referenced Properties/Methods for CIM_MethodAction (Pre-defined)

Property

Flags

Type

Description & N

otes

CreationClassName

string

The name of the class or

the subclass

used in the creation of an instance.

PolicyActionName

string

A provider-supplied user

-friendly

name of this policy (method) action

InstMethodCallName

string

In the context of the associated
PolicyRule, InstMethodCallName
defines a unique name for the query
results that invoke the method

specified In the Query st
be used in subsequent

ing. It may

MethodActions ofthe saine

PolicyRule. This-string is
class namegina query s

treated as a
atement.

Query

string

The guery that defines th
and thejinput parameterg
meéthad.

e method
to that

QueryLanguage

uintl6

yThis defines the query lal
being used, and for the g
version of SMI-S, it shall

(CQL).

hguage
urrent
be set to "2"

Optional Properties/Methods

ElementName string Another provider-supplied user-
friendly name

CommonName string A provider-supplied usertfriendly
name of the MethodActign.

DoActionl.ogging boolean

9.2.1.11.9.}

CIM_MethodAction

MethodActjon is a PolicyActionithat invokes an action defined by a query. The action is defined by & method of an

ObjectNanje, which may~be’ an intrinsic method of a CIM Namespace or an extrinsic
CIM_MandgedElement. The“input parameters to the method are defined by the query and may |
literals on_ may be defined by reference to one or more properties of QueryC

defined b

MethodActionResult, or other instances.

MethodActjon.is subclassed from PolicyAction.

method of a
e fixed values
bnditionResult,

Created By——Createinstance
Modified By : Modifylnstance
Deleted By : Deletelnstance
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Table 194 - SMI Referenced Properties/Methods for CIM_MethodAction (Client defined)

Property

Flags

Type

Description & N

otes

Mandatory Pro

perties/Methods

SystemCreationClassName

string

The name of the class or
used in the creation of th
object in whose scope th
PolicyAction is defined.

the subclass
e System
is

SystemName

string

The name of the System

object in

whose-scope-thisvethogAction is

defined.

PolicyRuleCreationClassName

string

For a rule-specific [Methd
CreationClassName of th
object with Which this Ac
associateéd! For a reusahb
MethaodAction, a special
RUKE?, should be used.

dAction, the
e PolicyRule
ion is

le

value, 'NO

PolicyRuleName

string

For a rule-specific Methd
name of the PolicyRule
which this Action is asso
reusable MethodAction,

value, ‘'NO RULE', shoul

dAction, the
bject with
Ciated. For a
h special

| be used.

Creation¢lassName

string

The name of the class or

the subclass

used in the creation of af instance.

PolicyActjonName

string

A client defined user-frie
this policy (method) actid

ndly name of
n

InstMethg@dCallName

string

In the context of the assq
PolicyRule, InstMethodC

ciated
allIName

defines a unique name for the query

results that invoke the m
specified in the Query st
be used in subsequent

ethod
ing. It may

MethodActions of the sajne

PolicyRule. This string is
class name, in a query s

treated as a
atement.

Query

string

The query that defines th
and the input parameters

e method
to that

method.

QueryLanguage

uintl6

This defines the query la

nguage

being used, and for the current
version of SMI-S, this shall be set to

"2" (CQL).
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Table 194 - SMI Referenced Properties/Methods for CIM_MethodAction (Client defined)

Property Flags Type Description & Notes

Optional Properties/Methods

ElementName string Another client-defined user-friendly
name
CommonName string A client-defined user-friendly name of

the MethodAction.

DoActionLogging boolean

9.2.1.11.9.8 CIM_PolicyActionIinPolicyAction
PolicyActigninPolicyAction is used to represent the compounding of policy actions into a higher-levg|l policy action.

PolicyActigninPolicyAction is subclassed from PolicyActionStructure.
This assocjation will exist if there is a pre-defined CompoundPolicyAction instance.

Created BY : Static
Modified Bl : Static
Deleted By : Static
Class Manfatory: false

Table|195 - SMI Referenced Properties/Methods for €IM_PolicyActioninPolicyAction (Pre-

defined)
Property Flags Type Description & Nptes
Mandatory Properties/Methods
GroupComponent CIM_CompoundPolicy | This property represents|the
Action CompoundPolicyAction that contains

one or more PolicyActior)s.

PartComponent CIM_PolicyAction This property holds the nfame of a
PolicyAction contained by one or
more CompoundPolicyAgtions.

Optienal'Properties/Methods

ActionOrdler uintl6 ActionOrder is an unsignged integer 'n'
that indicates the relative position of a
PolicyAction in the sequ¢nce of
actions associated with 4 PolicyRule
or CompoundPolicyAction.

9.2.1.11.9.9 CIM_PolicyActioninPolicyAction
PolicyActioninPolicyAction is used to represent the compounding of policy actions into a higher-level policy action.

PolicyActionIinPolicyAction is subclassed from PolicyActionStructure.
This association will exist if there is a Client defined CompoundPolicyAction instance.

Created By : Createlnstance
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Modified By : Modifylnstance
Deleted By : Deletelnstance

Class Mandatory: false
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Table 196 - SMI Referenced Properties/Methods for CIM_PolicyActioninPolicyAction

(Client defined)

Property

Flags

Type

Description & Notes

Mandatory Pro

perties/Methods

GroupComponent CIM_CompoundPolicy | This property represents the
Action CompoundPolicyAction that contains

JUTIC Ul 1miurT T PU:IU}’AthUI S.

PartComponent CIM_PolicyAction This property holds-the name of a
PolicyAction contained bl one or
more CompoundPolicyAgtions.

Optional Properties/Methods

ActionOrder uintl6 ActionOrder is an unsigned integer 'n’
thatindicates the relative position of a
PolicyAction in the sequ¢nce of
actions associated with a PolicyRule
or CompoundPolicyAction.

9.2.1.11.9.10 CIM_PolicyActioninPolicyRule

A PolicyRulle aggregates zero or more instances of the“PolicyAction class, via the PolicyActi
association. A Rule that aggregates zero Actions is not:valid--it may, however, be in the process of

bninPolicyRule
being entered

into a PoligyRepository or being defined for a Systemnt., ‘Alternately, the actions of the policy may be explicit in the

definition gf the PolicyRule. Note that a PolicyRule should have no effect until it is valid.

The Actions associated with a PolicyRule may-bée given a required order, a recommended order, or
For Actions represented as separate objects;-the PolicyActionIinPolicyRule aggregation can be useg

order.

This aggr¢gation does not indicate/whether a specified action order is required, recommen
significancg; the property SequencedActions in the aggregating instance of PolicyRule provides this

PolicyActigninPolicyRule is'stibclassed from PolicyActionStructure.

This assodjation will exiStif there are any Static PolicyRules that have MethodActions.

Created BY : Stati¢
Modified By : Static
Deleted By :‘Static

no order at all.
to express an

Hed, or of no
indication.
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datory: false

Table 197 - SMI Referenced Properties/Methods for CIM_PolicyActioninPolicyRule (Pre-defined)

Property Flags Type Description & Notes
Mandatory Properties/Methods

GroupComponent CIM_PolicyRule This property represents the
PolicyRule that contains one or more
PolicyActions.

PartComponent CIM_PolicyAction This property holds the name of a
PolicyAction contained by one or
IMoure PUiibyRuiUb.

Optional Properties/Methods

ActionOrdler uintl6 ActionOrder is@n-Unsigned integer 'n'
that indicates the relative position of a
PolicyAction in the sequ¢nce of
actions associated with g PolicyRule.

9.2.1.11.9.11  CIM_PolicyActioninPolicyRule

A PolicyR
associatio
into a Poli
definition @

The Action
For Action
order.

This aggr
nosignifical

PolicyActia
This assog

Created By
Modified B
Deleted By
Class Man

Té

Ile aggregates zero or more instances of the PolicyActionvClass, via the PolicyActi
. A Rule that aggregates zero Actions is not valid--it may,(however, be in the process of

f the PolicyRule. Note that a PolicyRule should havéne effect until it is valid.

S associated with a PolicyRule may be given aureguired order, a recommended order, or
b represented as separate objects, the Policy&ctioninPolicyRule aggregation can be used

hce; the property SequencedActionstin the aggregating instance of PolicyRule provides t
ninPolicyRule is subclassed from PolicyActionStructure.
ation will exist if there are.any Client defined PolicyRules that have MethodActions.

: Createlnstance
y . Modifylnstance
: Deletelnstance
Hatory: false

ble(198 - SMI Referenced Properties/Methods for CIM_PolicyActioninPolicy

bninPolicyRule
being entered

yRepository or being defined for a System. Alternately{the actions of the policy may bg¢ explicit in the

no order at all.
to express an

pgation does not indicate whetherZa specified action order is required, recommended, or of

his indication.

Rule

(Client defined)

Property Flags Type Description & Notes

Mandatory Properties/Methods

GroupComponent CIM_PolicyRule This property represents

PolicyActions.

PolicyRule that contains one or more

the
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Table 198 - SMI Referenced Properties/Methods for CIM_PolicyActioninPolicyRule
(Client defined)

Property Flags Type Description & Notes

PartComponent CIM_PolicyAction This property holds the name of a
PolicyAction contained by one or
more PolicyRules.

Optional Properties/Methods

ActionOrder uintl6 ActionOrder is an unsigned integer 'n'
that indicates the relative position of a
PolicyAction in the sequence of

actions associated with 4 PolicyRule.

9.2.1.11.9.12  CIM_PolicyConditionInPolicyCondition

A CompopndPolicyCondition aggregates zero or more instances of the PolicyCondition ¢lass, via the
PolicyCondlitionIinPolicyCondition association. A CompoundPolicyCondition that aggregates zero Conditions is not
valid; it mgy, however, be in the process of being defined. Note that a CompoundPolicyCondition ghould have no
effect until fit is valid.

CIM_PolicyConditionInPolicyCondition is subclassed from CIM_PolicyConditionStructure.
There woul|d be at least on instance of this association if there are any*pre-defined CompoundPolicyConditions.

Created BY : Static
Modified Bl : Static
Deleted By : Static
Class Manfatory: false

Table [199 - SMI Referenced Properties/Methods for CIM_PolicyConditionInPolicyCondition
(Pre-defined)

Property Flags Type Description & Notgs

Mandatory Propétties/Methods

GroupNumber uintl6 Unsigned integer indicating the group
to which the contained
PolicyCondition belongs. This integer
segments the Conditions into the
ANDed sets (when the
ConditionListType is "DNF") or,
similarly, into the ORed sets (when
the ConditionListType is "CNF")

ConditionNegated boolean Indicafion of whether the contained
PolicyCondition is negated. TRUE
indicates that the PolicyCondition IS
negated, FALSE indicates that it IS
not negated.
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Table 199 - SMI Referenced Properties/Methods for CIM_PolicyConditionInPolicyCondition

(Pre-defined)

Property Flags Type Description & Notes

GroupComponent CIM_CompoundPolicyCondition | This property represents th

CompoundPolicyCondition
contains one or more
PolicyConditions.

e
that

PartComponent CIM_PolicyCondition This property holds the name of a
PolicyCondition contained by one or
more CompoundPolicyConditions.

9.2.1.11.9.13 CIM_PolicyConditionInPolicyCondition

A Compo

PolicyCondlitionIinPolicyCondition association. A CompoundPolicyCondition that aggregates zero C

valid; it m3g
effect until

CIM_Poaolicy
There wou

Created By
Modified B
Deleted By
Class Man

Table

indPolicyCondition aggregates zero or more instances of the PolicyCondijtion ¢

y, however, be in the process of being defined. Note that a CompoundPolicyCondition
it is valid.
ConditionInPolicyCondition is subclassed from CIM_PolicyConditionStructure.

d be at least on instance of this association if there are any Client/defined CompoundPol

: Createlnstance
y : Modifylnstance
: Deletelnstance
Hatory: false

P00 - SMI Referenced Properties/Methads for CIM_PolicyConditionIinPolicy
(Client defined)

lass, via the
pnditions is not
hould have no

cyConditions.

Condition

Property Flags Type Description & Note

Mandatory Properties/Methods

Group

Number Uint16 Unsigned integer indicating
to which the contained

PolicyCondition belongs. T
segments the Conditions in
ANDed sets (when the

ConditionListType is "DNF"
similarly, into the ORed set
the ConditionListType is "C|

the group

Nis integer
to the

or,
5 (when
NF").

Condit

onNlegated boolean Indication of whether the cqd

ntained

PolicyCondition is neqgated

TRUE

not negated.

indicates that the PolicyCondition IS
negated, FALSE indicates that it IS
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Table 200 - SMI Referenced Properties/Methods for CIM_PolicyConditionInPolicyCondition

(Client defined)

Property Flags Type Description & Notes

GroupComponent CIM_CompoundPolicyCondition | This property represents the
CompoundPolicyCondition that
contains one or more
PolicyConditions.

PartComponent CIM_PolicyCondition This property holds the name of a
PolicyCondition contained by one or
more CompoundPolicyConditions.

9.2.1.11.9.14 CIM_PolicyConditionInPolicyRule
A PolicyRyle aggregates zero or more instances of the PolicyCondition class, via the PolicyConditipninPolicyRule

associatior]

. A Rule that aggregates zero Conditions is not valid; it may, however, be D the process of being

defined. N¢te that a PolicyRule should have no effect until it is valid.

CIM_PolicyConditioninPolicyRule is subclassed from CIM_PolicyConditionStructure.

There would be one instance of this association for each pre-defined PolicyCondition in a PolicyRule.

Created BY : Static

Modified Bl : Static

Deleted By : Static

Class Manfatory: false

Table R01 - SMI Referenced Properties/Methods-for CIM_PolicyConditioninPolicyRule (Pre-
defined)
Property Flags Type Description & Nptes
Mandatory Properties/Methods
GroupNumber uintl6 Unsigned integer indicating the group
to which the contained
PolicyCondition belongs/| This integer
segments the Conditiong into the
ANDed sets (when the
ConditionListType is "DNF") or,
similarly, into the ORed dets (when
the ConditionListType is |CNF").
ConditionNegated boolean Indication of whether the|contained

PolicyCondition is negat¢d. TRUE
indicates that the PolicyCondition IS
negated, FALSE indicates that it IS
not negated.
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Table 201 - SMI Referenced Properties/Methods for CIM_PolicyConditioninPolicyRule (Pre-

defined)
Property Flags Type Description & Notes

GroupComponent CIM_PolicyRule This property represents the
PolicyRule that contains one or more
PolicyConditions.

PartComponent CIM_PolicyCondition This property holds the name of a
PolicyCondition contained by one or
more PolicyRules.

9.2.1.11.9.15 CIM_PolicyConditionInPolicyRule
A PolicyRyle aggregates zero or more instances of the PolicyCondition class, via the PolicyCenditipninPolicyRule
association. A Rule that aggregates zero Conditions is not valid; it may, however, be in‘the process of being
defined. N¢te that a PolicyRule should have no effect until it is valid.
CIM_PolicyConditioninPolicyRule is subclassed from CIM_PolicyConditionStructure:
There would be one instance of this association for each client defined PolicyCondition in a PolicyRple.
Created BY : Createlnstance
Modified Bl : Modifylnstance
Deleted By : Deletelnstance
Class Manfatory: false
Table 202 - SMI Referenced Properties/Methads for CIM_PolicyConditionInPolicyRule
(Client defined)
Property Flags Type Description & Nptes
Mandatory Properties/Method's
GroupNumber uintl6 Unsigned integer indicating the group
to which the contained
PolicyCondition belongs/| This integer
segments the Conditiong into the
ANDed sets (when the
ConditionListType is "DNF") or,
similarly, into the ORed dets (when
the ConditionListType is |CNF").
ConditioniNegated boolean Indication of whether the|contained
PolicyCondition is negat¢d. TRUE
indicates that the PolicyCondition IS
negated, FAL SE indicatds that it IS
not negated.
GroupComponent CIM_PolicyRule This property represents the
PolicyRule that contains one or more
PolicyConditions.
PartComponent CIM_PolicyCondition This property holds the name of a
PolicyCondition contained by one or
more PolicyRules.
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9.2.1.11.9.16  CIM_PolicyContainerinPolicyContainer

A relationship that aggregates one or more lower-level ReusablePolicyContainer instances into a higher-level
ReusablePolicyContainer.

CIM_PolicyContainerinPolicyContainer is subclassed form CIM_SystemComponent.

Created By : Static
Modified By : Static
Deleted By : Static

Class Mandatory: false

Table 203 - SMI Referenced Properties/Methods for CIM_PolicyContainerinPolicyContainer (Pre-

finadl)

da
orcTTe Ty

Prioperty

Flags

Type

Description&'Ng

tes

Mandatory Properties/Methods

GroupCgmponent

CIM_ReusablePolicyContainer

A ReusablePolicyContain
aggregates-other
ReusabléePolicyContainer

er that

L2

PartConlponent

CIM_ReusablePolicyContainer

AReusablePolicyContain
aggregated by another
ReusablePolicyContainer

9.2.1.11.9.,7 CIM_PolicyRule

The centrgl class used for representing the 'lIf Condition_then Action' semantics of a policy rule
condition, |n the most general sense, is represented as“either an ORed set of ANDed conditio
Normal Fdrm, or DNF) or an ANDed set of ORed\conditions (Conjunctive Normal Form, or C
conditions |may either be negated (not C) or unnegated (C). The actions specified by a Policyh
performed fif and only if the PolicyRule condition (whether it is represented in DNF or CNF) evaluate

The conditions and actions associated ,Wwith a PolicyRule are modeled, respectively, with
PolicyCondglition and PolicyAction. Theselcondition and action objects are tied to instances of Pol
PolicyCondlitionIinPolicyRule and PolicyActionIinPolicyRule aggregations.

A PolicyRUle may also be assogiated with one or more policy time periods, indicating the schedu
which the policy rule is active-and inactive. In this case it is the PolicySetValidityPeriod aggregatio

this linkaga.

The PolicyRule classuses the property ConditionListType, to indicate whether the conditions for
DNF (disjunctive nermal form), CNF (conjunctive normal form) or, in the case of a rule with no co
UnconditiohalRulexThe PolicyConditionInPolicyRule aggregation contains two additional properti

A PolicyRule
ns (Disjunctive
NF). Individual
Rule are to be
s to TRUE.

subclasses of
cyRule by the

e according to
N that provides

the rule are in
nditions, as an

the represgntation of the Rule's conditional expression. The first of these properties is an integer o partition the
referenced| RolicyConditions into one or more groups, and the second is a Boolean to indicate whether a

sLs to complete

referenced Condition Is negated. An example shows how ConditionListType and these two additional properties
provide a unique representation of a set of PolicyConditions in either DNF or CNF.

Suppose we have a PolicyRule that aggregates five PolicyConditions C1 through C5, with the following values in
the properties of the five PolicyConditionInPolicyRule associations:

C1: GroupNumber = 1, ConditionNegated = FALSE

C2: GroupNumber = 1, ConditionNegated = TRUE
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C3: GroupNumber = 1, ConditionNegated = FALSE

C4: GroupNumber = 2, ConditionNegated = FALSE

C5: GroupNumber = 2, ConditionNegated = FALSE

If ConditionListType = DNF, then the overall condition for the PolicyRule is:

(C1 AND (not C2) AND C3) OR (C4 AND C5)

On the other hand, if ConditionListType = CNF, then the overall condition for the PolicyRule is:

(C1 OR (not C2) OR C3) AND (C4 OR C5)

24775 ©I1SO/IEC:2011(E)

In both cases._there is an ||namhig|m||q qppr‘ifir‘atinn of the aoverall condition that is tested to determine whether to

perform thg

PolicyRule|
way to im
However,

evaluation
of arule ern
are to be ¢

CIM_Policy

There shal
Policy Pac

Created By
Modified B
Deleted By
Class Man

T

b PolicyActions associated with the PolicyRule.

instances may also be used to aggregate other PolicyRules and/or PolicyGroups;-Wh¢
blement nested rules, the conditions of the aggregating rule apply to the suberdinate
hny side effects of condition evaluation or the execution of actions shall/not affect th
of other conditions evaluated by the rule engine in the same evaluation pass: That is, an i
gine may evaluate all conditions in any order before applying the priority and determining
xecuted.

Rule is subclassed from CIM_PolicySet.

be at least one instance of PolicyRule for a policy based profile (a profile with an implen
Kage).

: Static

y : Static

: Static
Hatory: false

able 204 - SMI Referenced Properties/Methods for CIM_PolicyRule (Pre-defi

bn used in this
rules as well.
b result of the
mplementation
which actions

entation of the

ned)

Property Flags Type Description & N

btes

Mandatory Properties/Methods

PolicyDe

uintl6 PolicyDecisionStrategy d
evaluation method used
contained in the PolicyS
FirstMatching enforces t
the first rule that evaluate

is the only value currentl

isionStrategy

Values { "First Matching"

f

efines the
for policies

—

e actions of
s to TRUE. It
defined.

—
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Table 204 - SMI Referenced Properties/Methods for CIM_PolicyRule (Pre-defined)

Property

Flags

Type

Description & Notes

Enabled

uintl6

Indicates whether this PolicySet is

administratively enabled
administratively disabled

or
. SMI-S does

not define a usage for 'Enabled for
Debug', but it may be supported by an

implementation.

Va'UEMap { ||1||, ||2||1 ||3||}

Values { "Enabled", "Disabled",

"Enabled For Debug” }

SystemCfeationClassName

string

The scoping Systent's
CreationClassName.

SystemName

string

The scoping\System's N

Ame.

CreationClassName

string

CreationClassName indi
name of the class or the

Cates the
subclass

used’in the creation of alll instance.

PolicyRuleName

string

A user-friendly name of 1}1is

PolicyRule.

ExecutionStrategy

uintl6

ExecutionStrategy define
strategy to be used in ex
sequenced actions aggrs
PolicyRule. There are thn
strategies:

s the
pcuting the
gated by this
ee execution

Do Until Success - execlte actions

according to predefined
successful execution of
action.

Do All - execute ALL act
are part of the modeled |
to their predefined order.
doing this, even if one or
actions fails.

Do Until Failure - execut
according to predefined
the first failure in executi
action instance.

prder, until
L single

ons which
pt, according
Continue
more of the

b actions
prder, until
bn of an

Values { "Do Until Success", "Do All",

"Do Until Failure" }

Optional Properties/Methods

ElementName

string

Another provider-supplied user-

friendly name
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Table 204 - SMI Referenced Properties/Methods for CIM_PolicyRule (Pre-defined)

Property

Flags

Type

Description & Notes

CommonName

string

A provider-supplied user-friendly

name of the policy rule

ConditionListType

uintl6

Indicates whether the list

of

PolicyConditions associated with this
PolicyRule is in disjunctive normal
form (DNF), conjunctive normal form

(CNF), or has no conditio

ns (i.e., is an

UnconditionalRule) and is

automatically evaluated

The default value is ("0

Values { "Unconditional R
"CNF"}

o "True."
NF").
Rule", "DNF",

RuleUsage

string

A free-farny'string that cg
provide guidelines on ho

n be used to
v this

PolieyRule should be uséd.

SequencedActions

uintl6

This property gives a pol
administrator a way of s
the ordering of the Policy
associated with this Polig
be interpreted. Three val
supported:

- mandatory(1): Do the a
indicated order, or don't ¢

- recommended(2): Do tf
the indicated order if you
you can't do them in this
them in another order if y

- dontCare(3): Do them -
about the order.

The default value is 3 ([}

Values { "Mandatory",
"Recommended", "Dont

cy

ecifying how
Actions
yRule is to
ues are

ctions in the
o them at all.

e actions in
can, but if
order, do
ou can.

- | don't care

ontCare").

Care"

9.2.1.11.9.18/,“€IM_PolicyRule
ievRules-apph~te-Chert-Pefired-RelieyRuH

Same rules-as-defiredforpre-defired-PoleyRulesapplyrte-ClientBefinedPeolieyRules:
CIM_PolicyRule is subclassed from CIM_PolicySet.

There shall be at least one instance of PolicyRule for a policy-based profile (a profile with an implementation of the
Policy Package).

Created By : Createlnstance

Modified By : Modifylnstance

Deleted By : Deletelnstance
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Table 205 - SMI Referenced Properties/Methods for CIM_PolicyRule (Client defined)

Property

Flags

Type

Description & Notes

Mandatory Pro

perties/Methods

PolicyDecisionStrategy uintl6 PolicyDecisionStrategy defines the
evaluation method used for policies
contained in the PolicySet.
FirstMatching enforces the actions of
the first rule that evaluates to TRUE. It
is the only value currently defined.
Values { "First Matching*|}

Enabled uintl6 Indicates whether this PglicySet is
administratively.enabled |or
administratively disabled| SMI-S does
not defing a'usage for 'Epabled for
Debug',;but it may be sugported by an
implémentation.

ValueMap {"1", "2", "3" }
Values { "Enabled", "Disgbled",
"Enabled For Debug" }

SystemCfeationClassName string The scoping System's
CreationClassName.

SystemName string The scoping System's Name.

CreationClassName string CreationClassName inditates the
name of the class or the [subclass
used in the creation of ar|1 instance.

PolicyRuleName string A user-friendly name of this

PolicyRule.
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Table 205 - SMI Referenced Properties/Methods for CIM_PolicyRule (Client defined)

Property

Flags

Type

Description & Notes

ExecutionStrategy

uintl6

ExecutionStrategy defines the
strategy to be used in executing the
sequenced actions aggregated by this

PolicyRule. There are thr
strategies:

ee execution

Do Until Success - execute actions
according to predefined order, until
successful execution of a single

action

Do All - execute ALLract
are part of the maodeled s
to their predefined order.
doing this, even if one or|
actions fails:

Do Until Failure - execut
aceording to predefined
the first failure in executi
action instance.

Values { "Do Until Succe
"Do Until Failure" }

ons which
et, according
Continue
more of the

b actions
brder, until
bn of an

5s”, "Do All",

Optional Properties/Methods

ElementN

ame

string

Another client-defined us
name

er-friendly

Common

Name

string

A client-defined user-frie
policy rule.

hdly name of

Condition

ListType

uintl6

Indicates whether the list
PolicyConditions associd
PolicyRule is in disjuncti
form (DNF), conjunctive
(CNF), or has no conditig
UnconditionalRule) and i
automatically evaluated {

The default value is 1 ("

Values { "Unconditional R

of

ted with this
e normal
normal form
ns (i.e., is an
5
o "True."

NF").
ule”, "DNF",

uCN FII }
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Table 205 - SMI Referenced Properties/Methods for CIM_PolicyRule (Client defined)

Property Flags Type Description & Notes

RuleUsage string A free-form string that can be used to

provide guidelines on how this
PolicyRule should be used.

SequencedActions uint1l6 This property gives a policy

administrator a way of specifying how
the ordering of the PolicyActions
associated with this PolicyRule is to
be interpreted. Three values are
supported:

- mandatory(1): Do the aftions in the
indicated order, ondon't do them at all.

- recommended(2): Do the actions in
the indicated\order if you can, but if
you can't do them in this|order, do
them inJanother order if you can.

~dontCare(3): Do them - | don't care
about the order.

The default value is 3 ("DontCare").

Values { "Mandatory",
"Recommended"”, "Dont Care" }

9.2.1.11.9.

An associ
relationshi
AdminDom
the admini

CIM_Policy
There shal

Created By
Modified B
Deleted By

19 CIM_PolicyRulelnSystem

htion that links a PolicyRule to the System in whose scope the Rule is defined. If represents a
D between a System and a PolicyRule used in the administrative scope of that|system (e.g.,
ain, ComputerSystem). The Priority-property is used to assign a relative priority to a PdlicyRule within
Strative scope in contexts where’itis not a component of another PolicySet.

RulelnSystem is subclassed-from CIM_PolicySetinSystem.
be at least one instance’ of this association for each Static Policy rule.

: Static
y : Static
: Static
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Table 206 - SMI Referenced Properties/Methods for CIM_PolicyRulelnSystem (Pre-defined)

Property Flags Type Description & N

otes

Mandatory Properties/Methods

Antecedent

CIM_System
PolicyRule is defined.

The System in whose scope a

Dependent

CIM_PolicyRule
of a System.

A PolicyRule named within the scope

Optional Properties/Methods

Priority

uintl6 The Priority propertytis U
specify the relative priori
referenced PolicySet (Pd
when there,are more thal
PolicySet instances appl

managed'resource that g

haveno other relative pri
The priority is a non-neg
a larger value indicates §
priority.

PolicySetComponents and, therefore,

sed to

y of the
licyRule)
h one
edtoa
re not

prity defined.
htive integer;
higher

9.2.1.11.9.

An associ
relationshi
AdminDom
the admini

CIM_Policy

PO CIM_PolicyRulelnSystem

htion that links a PolicyRule to the System®*in’whose scope the Rule is defined. |
D between a System and a PolicyRule Used in the administrative scope of that
ain, ComputerSystem). The Priority property is used to assign a relative priority to a Pg
Strative scope in contexts where it is not-a component of another PolicySet.

RulelnSystem is subclassed from-CIM_PolicySetinSystem.

represents a
system (e.g.,
licyRule within

There shal| be at least one instance of this association for each Dynamic or Client Defined Policy Rule.
Created BY : Createlnstance
Modified Bl : Static
Deleted By : Deletelnstance
Class Manfatory: false
Table 207 - SMI Referenced Properties/Methods for CIM_PolicyRulelnSystem (Client defined)
Property Flags Type Description & Nptes
Marmdatory Properties/ivietirods
Antecedent CIM_System The System in whose scope a
PolicyRule is defined.
Dependent CIM_PolicyRule A PolicyRule named within the scope
of a System.
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Table 207 - SMI Referenced Properties/Methods for CIM_PolicyRulelnSystem (Client defined)

Property Flags Type Description & N

otes

Optional Properties/Methods

Priority

uint16 The Priority property is u

have no other relative pri

sed to

specify the relative priority of the
referenced PolicySet (PolicyRule)
when there are more than one
PolicySet instances applied to a
managed resource that are not
PolicySetComponents and, therefore,

ority defined.

The priority is a non-neg
a larger value indicates g
priority.

htive integer;
higher

9.2.1.11.9.

PolicySetAppliesToElement makes explicit which PolicySets (i.e., policy rules Yand groups

CURRENT
a Manage
policy mar
PolicySetA
associated
Note that
members (

CIM_Policy
An instanc

Created By
Modified B
Deleted By
Class Man

Talple 208 - SMI Referenced Properties/Methods for CIM_PolicySetAppliesToEl

P1  CIM_PolicySetAppliesToElement

LY applied to a particular Element. This association indicates that the-PolicySets that are
IElement(specified using the PolicyRoleCollection aggregation)have actually been d
agement infrastructure. One or more QueryCondition or MethodAction instances mayj
ppliesToElement association as part of its query. PolicySetAppliesToElement shall not
PolicySet, (collectively though its rules, conditions, and,actions), does not make use of t
f the named Element refers to a Collection, then the ‘PolicySet is assumed to be ap
f the Collection.

SetAppliesToElement is not subclassed from anything.
b of this class may or may not exist.

: Static
y . Static
: Static
Hatory: false

(Pre-defined)

f rules) ARE
appropriate for
bployed in the
reference the
be used if the
e association.
plied to all the

ement

Property

Flags

Type

Description & Nptes

Mandatory Pro

perties/Methods

PolicySet

CIM_PolicySet

The PolicyRules and/or groups of
rules that are currently applied to an

Element:

ManagedElement

CIM_ManagedElement

The ManagedElement to which the
PolicySet applies.

9.2.1.11.9.22

CIM_PolicySetAppliesToElement

PolicySetAppliesToElement makes explicit which PolicySets (i.e., policy rules and groups of rules) ARE
CURRENTLY applied to a particular Element. This association indicates that the PolicySets that are appropriate for
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a ManagedElement(specified using the PolicyRoleCollection aggregation) have actually been deployed in the
policy management infrastructure. One or more QueryCondition or MethodAction instances may reference the
PolicySetAppliesToElement association as part of its query. PolicySetAppliesToElement shall not be used if the
associated PolicySet, (collectively though its rules, conditions, and actions), does not make use of the association.
Note that if the named Element refers to a Collection, then the PolicySet is assumed to be applied to all the

members of the Collection.
CIM_PolicySetAppliesToElement is not subclassed from anything.
An instance of this class may or may not exist.

Created By : Createlnstance
Modified By : Static

Deleted By Deletelnstance
Class Manfatory: false

Talple 209 - SMI Referenced Properties/Methods for CIM_PolicySetAppliesToElement
(Client defined)
Property Flags Type Description & Nptes
Mandatory Properties/Methods

PolicySet CIM_PolicySet JFhe PolicyRules and/or groups of
rules that are currently applied to an
Element.

ManagedElement CIM_ManagedElement | The ManagedElement tg which the
PolicySet applies.

9.2.1.11.9.p3  CIM_PolicySetValidityPeriod

The PolicySetValidityPeriod aggregation represeints scheduled activation and deactivation of 3
PolicySet is considered "active" if it is both "Enafled" and in a valid time period.

If a Policy$et is associated with multiple, pelicy time periods via this association, then the Set is

. PolicySet. A

in a valid time

period if at|{least one of the time periodsevaluates to TRUE. If a PolicySet is contained in another PglicySet via the

PolicySetJomponent aggregation (€.g., a PolicyRule in a PolicyGroup), then the contained H

olicySet (e.g.,

PolicyRule) is in a valid period if at least one of the aggregate's PolicyTimePeriodCondition instancTs evaluates to

TRUE and|at least one of its own*PolicyTimePeriodCondition instances also evaluates to TRUE. (
the PolicyTimePeriodConditions are ORed to determine whether the PolicySet is in a valid time p
ANDed with the ORed RolieyTimePeriodConditions of each of PolicySet instances in the Policy
hierarchy to determing,if-the PolicySet is in a valid time period and, if also "Enabled", therefore,
hierarchy ANDs the'G@Red PolicyTimePeriodConditions of the elements of the hierarchy.

A Time Petiod may be aggregated by multiple PolicySets. A Set that does not point to a PolicyTimeP

n other words,
eriod and then
SetComponent
hctive, i.e., the

eriodCondition

via this asgociation, from the point of view of scheduling, is always in a valid time period.

CIM_PolicySetValidityPeriod is subclassed from CIM_PolicyComponent.
An instance of this class may or may not exist.

Created By : Static
Modified By : Static
Deleted By : Static
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Class Mandatory: false

Table 210 - SMI Referenced Properties/Methods for CIM_PolicySetValidityPeriod (Pre-defined)

Property Flags Type Description & Notes

Mandatory Properties/Methods

GroupComponent CIM_PolicySet This property contains th

PolicySet that contains o

e name of a
ne or more

PolicyTimePeriodConditions.

PartComponent CIM_PolicyTimePeriod | This property contains the name of a
Condition PolicyTimePeriodCondition defining
the-vatid-timeperiodsforone or more
PolicySets.
9.2.1.11.9.p4 CIM_PolicySetValidityPeriod
The rules fpr client defined PolicySetValidityPeriods are the same as those for pre-definedPolicySetYalidityPeriods.
CIM_PolicySetValidityPeriod is subclassed from CIM_PolicyComponent.
An instancg of this class may or may not exist.
Created BY : Createlnstance
Modified Bl : Static
Deleted By : Deletelnstance
Class Manfatory: false
Table 211 - SMI Referenced Properties/Methods>for CIM_PolicySetValidityPeriod (Client defined)
Property Flags Type Description & Nptes
Mandatory Properties/Methods
GroupComponent CIM_PolicySet This property contains the name of a
PolicySet that contains gne or more
PolicyTimePeriodConditipns.
PartComponent CIM_PolicyTimePeriod | This property contains thie name of a
Condition PolicyTimePeriodConditipn defining
the valid time periods forfone or more
PolicySets.
9.2.1.11.9.p5 (CIM_PolicyTimePeriodCondition
This class |provides a means of representing the time periods during which a PolicySet is valid, i.g., active. At all
times that Tall OUTSIOE these ume periods, the PoliCySeL has no effect. A POlICySel 1S treated as valid at ALL times,

if it does not specify a PolicyTimePeriodCondition.

In some cases a Policy Consumer may need to perform certain setup/cleanup actions when a PolicySet becomes
active/inactive. For example, sessions that were established while a PolicySet was active might need to be taken
down when the PolicySet becomes inactive. In other cases, however, such sessions might be left up. In this case,
the effect of deactivating the PolicySet would just be to prevent the establishment of new sessions.



https://iecnorm.com/api/?name=9786d70b13eda018dfcd1880f45eb029

—294 — 24775 ©I1SO/IEC:2011(E)

Setup/cleanup behaviors on validity period transitions are not currently addressed by the Policy Model, and must
be specified in 'guideline’ documents or via subclasses of CIM_PolicySet, CIM_PolicyTimePeriod Condition or
other concrete subclasses of CIM_Policy. If such behaviors need to be under the control of the policy administrator,
then a mechanism to allow this control shall also be specified in the subclasses.

PolicyTimePeriodCondition is defined as a subclass of PolicyCondition. This is to allow the inclusion of time-based
criteria in the AND/OR condition definitions for a PolicyRule.

Instances of this class may have up to five properties identifying time periods at different levels. The values of all
the properties present in an instance are ANDed together to determine the validity period(s) for the instance. For
example, an instance with an overall validity range of January 1, 2000 through December 31, 2000; a month mask
that selects March and April; a day-of-the-week mask that selects Fridays; and a time of day range of 0800 through
1600 would be represented using the following time periods:

Friday, Mafch 5, 2000, from 0800 through 1600;
Friday, Mafch 12, 2000, from 0800 through 1600;
Friday, Mafch 19, 2000, from 0800 through 1600;

Friday, Mafch 26, 2000, from 0800 through 1600;

Friday, Aptfil 2, 2000, from 0800 through 1600;
Friday, Aptfil 9, 2000, from 0800 through 1600;
Friday, Aptfil 16, 2000, from 0800 through 1600;
Friday, Aptfil 23, 2000, from 0800 through 1600;
Friday, Aptfil 30, 2000, from 0800 through 1600.

Properties|not present in an instance of PolicyTimeReriodCondition are implicitly treated as havjng their value
‘always engbled'. Thus, in the example above, the day-of-the-month mask is not present, and so thqg validity period
for the insfance implicitly includes a day-of-the;menth mask that selects all days of the month. |f this 'missing
property' rlile is applied to its fullest, we see-that there is a second way to indicate that a PolicySet is always
enabled: agsociate with it an instance of Palicy TimePeriodCondition whose only properties with spegific values are
its key properties.

CIM_PolicyTimePeriodCondition is subclassed from CIM_PolicyCondition.

An instancg of this class may ormay not exist. If they exist, they can be found by following PolicyJonditionIinRule
associationps from PolicyRule\instances or ReusablePolicy associations from ReusablePolicyContaifer instances.

Created BY : Static
Modified Bl : Static
Deleted By : Static
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Class Mandatory: false
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Table 212 - SMI Referenced Properties/Methods for CIM_PolicyTimePeriodCondition (Pre-
defined)

Property

Flags

Type

Description & N

otes

Mandatory Pro

perties/Methods

SystemCreationClassName

string

The name of the class or

the subclass

used in the creation of the System
object in whose scope this
PolicyCondition is defined.

SystemN

me

SUrng

T e TTame of the System] object in
whose scope this Policy€Condition is

defined.

PolicyRul

eCreationClassName

string

For a rule-specific PolicylCondition,

the CreatiohClassName
PolicyRule’object with w
Condition is associated.
reusable Policy Conditio
value, 'NO RULE', shoul

pf the

nich this

—or a

N, a special
| be used to

indicate that this Conditidn is reusable
and not associated with & single

PolicyRule.

PolicyRul

eName

string

For a rule-specific PolicylCondition,

the name of the PolicyRu
which this Condition is a

e object with
Esociated.

For a reusable PolicyCondition, a
special value, 'NO RULH, should be

used to indicate that this

Condition is

reusable and not associgted with a

single PolicyRule.

Creation(

ClassName

string

CreationClassName indi
name of the class or the

cates the
subclass

used in the creation of a|I1 instance.

PolicyConditionName

string

A user-friendly name of t|1is

PolicyCondition.

©ptional Properties/Methods

ElementN

ame

string

Another provider supplie
friendly name.

H user-

Common

Nalmfe

StriTTg

A provider supptieduser-friendly

name of policy object.
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Table 212 - SMI Referenced Properties/Methods for CIM_PolicyTimePeriodCondition (Pre-
defined)

Property

Flags

Type

Description & N

otes

TimePeriod

string

This property identifies an overall
range of calendar dates and times
over which a PolicySet is valid. It is

formatted as a string rep

resenting a

start date and time, in which the
character 'T' indicates the beginning
of the time portion, followed by the

solidus character /', follo

wed by a

stmitar-stringrepresenting an end

date and time. The first

te indicates

the beginning of the rande, while the
second date indicates the end. Thus,
the second date-and tim¢ shall be

later than the first. Date/
expressed-as substrings
yyyymmddThhmmss.

mes are
of the form

MonthOf

earMask

uint8]

The purpose of this prop

brty is to

refine the valid time perigd that is
defined by the TimePeriqd property,

by explicitly specifying in
months the PolicySet is
properties work together
TimePeriod used to spec
time period in which the
valid, and the MonthOfYe

which

alid. These
with the

fy the overall
PolicySet is
arMask used

to pick out the months dyrring which

the PolicySet is valid.

DayOfMo

nthMask

uints[]

The purpose of this prop
refine the valid time perid
defined by the TimePerid
by explicitly specifying in
of the month the PolicyS
These properties work td
the TimePeriod used to S
overall time period in wh
PolicySet is valid, and th
DayOfMonthMask used 1
the days of the month dy
the PolicySet is valid.

brty is to

d that is

d property,
which days
bt is valid.
gether, with
pecify the
ch the

a)

0 pick out
ring which
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Table 212 - SMI Referenced Properties/Methods for CIM_PolicyTimePeriodCondition (Pre-

defined)

Property

Flags

Type

Description & N

otes

DayOfWeekMask

uints[]

The purpose of this property is to
refine the valid time period that is
defined by the TimePeriod property,

by explicitly specifying in
of the week the PolicySe

which days
tis valid.

These properties work together, with
the TimePeriod used to specify the
overall time period in which the

PoticySetisvatid,ancth
DayOfWeekMask usgd't
days of the week during
PolicySet is valid.

=)

b pick out the
vhich the

TimeOfDayMask

string

The purpose,of this prop
refine the)valid time perid
definéd by the TimePerid
by-explicitly specifying a
times in a day during wh
PolicySet is valid. These
work together, with the T
used to specify the overa
in which the PolicySet is

TimeOfDayMask used to
range of time periods in 3
during which the PolicyS

brty is to

d that is

d property,
range of

ch the
properties
mePeriod

[l time period
alid, and the
pick out the
given day of
et is valid.

LocalOrUtcTime

uint16

This property indicates W
times represented in the
property and in the vario
properties represent locs
UTC times. There is no
mixing of local times and
the value of this property
of the other time-related
TimePeriods are synchrg
worldwide by using the e
value 'UTCTime".

hether the
TimePeriod
Is Mask

| times or
rovision for
UTC times:
applies to all
properties.
nized
numeration

9.2.1.11.9.p6 _EIM_PolicyTimePeriodCondition

The rules|faf, client defined PolicyTimePeriodCondition are the same as those described fpr pre-defined
PolicyTimePeriodCondition

CIM_PolicyTimePeriodCondition is subclassed from CIM_PolicyCondition.

An instance of this class may or may not exist. If they exist, they can be found by following PolicyConditionIinRule
associations from PolicyRule instances or ReusablePolicy associations from ReusablePolicyContainer instances.

Created By : Createlnstance
Modified By : Modifylnstance
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Deleted By : Deletelnstance
Class Mandatory: false

Table 213 - SMI Referenced Properties/Methods for CIM_PolicyTimePeriodCondition
(Client defined)

Property Flags Type Description & Notes

Mandatory Properties/Methods

SystemCreationClassName string The name of the class or the subclass

used in the creation of the System
object in whose scope this

Pnlir‘y(“nndi'rinn is defined.

SystemName

string

The name of the System

objectin

whose scope this PelicyCondition is

defined.

PolicyRuleCreationClassName

string

For a rule-specific PolicyCondition,

the CreationClassName
PolieyRule object with w
Caondition is associated.
reusable Policy Conditio
value, 'NO RULE!', shoul
indicate that this Conditig

pf the

hich this

—or a

N, a special

| be used to
nis reusable

and not associated with & single

PolicyRule.

PolicyRuleName

string

For a rule-specific Policy
the name of the PolicyRu
which this Condition is a

Condition,
e object with
bsociated.

For a reusable PolicyCondition, a

special value, 'NO RULE
used to indicate that this
reusable and not associg
single PolicyRule.

[, should be
Condition is
ted with a

CreationClassName

string

CreationClassName indi
name of the class or the

Cates the
subclass

used in the creation of alll instance.

PolicyConditionName

string

A user-friendly name of I}ﬂs

PolicyCondition.

Optional Properties/Methods

ElementName

string

Another client-defined us

er-friendly

name

CommonName

string

A client-defined user-friendly name of

policy object

TimePeriod

string

MonthOfYearMask uint8[]

DayOfMonthMask uint8]

DayOfWeekMask uint8]
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Table 213 - SMI Referenced Properties/Methods for CIM_PolicyTimePeriodCondition

(Client defined)

Property Flags Type Description & Notes
TimeOfDayMask string
LocalOrUtcTime uint1l6

9.2.1.11.9.27

CIM_QueryCapabilities

This class defines the capabilities of the Specific Policy Subprofile associated via ElementCapabilities.

CIM_QueryCapabilities is subclassed from CIM_Capabilities.

An instancg of this class may or may not exist. An instance of CIM_QueryCapabilities shall exist fo

Policy Subprofile that supports client defined queries.

Created BY :
Modified By :

Static
Static

Deleted By : Static
Class Manfatory: false

Table 214 - SMI Referenced Properties/Methods forz€iM_QueryCapabilitig

 each Specific

[72)

Property Flags

Type

Description & N

btes

Mandatory Properties/Methods

|

Instancel

string

ElementName

string

This is a user-friendly nal
capabilities instance.

me of the

CQLFeatpres

uint16[]

Enumeration of CQL fea
supported by an Object |
Provider associated via
ElementCapabilities. (Se¢)
CIM Query Language Sp
a normative definition of
feature.)

Values {"Basic Query", "
"Complex Join", "Time",

"Full Like", "Array Eleme
"Embedded Objects", "O
"Aggregations”, "Subque
Array", "Distinct", "First",

ures
lanager or

e DSP0202
pcification for
pach

bimple Join",
Basic Like",
nts"”,

rder By",

ry", "Satisfies
"Path

nebianall

L
—OrCtoTTS—f

9.2.1.11.9.28

CIM_QueryCondition

QueryCondition defines the criteria for generating a set of QueryConditionResult instances that result from the
contained query. If there are no instances returned from the query, then the result is false; otherwise, true.

CIM_QueryCondition is subclassed from CIM_PolicyCondition.
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QueryCondition instances may or may not exist. If they exist, they can be found by following PolicyConditionInRule
associations from PolicyRule instances or ReusablePolicy associations from ReusablePolicyContainer instances.

Created By : Static
Modified By : Static
Deleted By : Static

Class Mandatory: false

Table 215 - SMI Referenced Properties/Methods for CIM_QueryCondition (Pre-defined)

Property

Flags

Type

Description & Notes

Mandatory Pro

perties/Methods

SystemC

eationClassName

string

The name of the class'or
used in the creationof'th
object in whose scope th
PolicyCondition-is define

the subclass
e System

is

d.

SystemN

nme

string

The name'of the System
whosg scope this Policy
defined.

object in
Condition is

PolicyRul

eCreationClassName

string

Eor a rule-specific Policyl]
the CreationClassName

PolicyRule object with w
Condition is associated.

reusable Policy Conditio
value, ‘'NO RULE', shoul
indicate that this Conditig

Condition,

pf the

nich this

~or a

N, a special

| be used to
nis reusable

and not associated with & single

PolicyRule.

PolicyRul

eName

string

For a rule-specific Policy
the name of the PolicyRu
which this Condition is a

Condition,
e object with
ssociated.

For a reusable PolicyCondition, a

special value, 'NO RULE
used to indicate that this
reusable and not associg
single PolicyRule.

[, should be
Condition is
ted with a

Creation(

ClassName

string

CreationClassName indi
name of the class or the

cates the
subclass

used in the creation of a|I1 instance.

PoIicyConitionName

string

A user-friendly name of tris

PolicyCondition.

QueryResultName

string

In the context of the associated
PolicyRule, QueryResultName
defines a unique alias for the query

results that may be used

in

subsequent QueryConditions or
MethodActions of the same

PolicyRule. This string is

treated as a

class name, in a query statement.
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Table 215 - SMI Referenced Properties/Methods for CIM_QueryCondition (Pre-defined)

Property

Flags

Type

Description & N

otes

Query

string

A query expression that defines the

condition(s) under which

QueryConditionResult instances will
be generated. The FROM clause may
reference any class, including

QueryConditionResult.

NOTE THAT the property name,
'‘QueryConditionPath’, shall not be

used asthe name ofa s

lect-list entry

in the select-criteria clau
query.

5e of the

QueryLar

guage

uintl6

The language, ifrwhich th
expressed. SMI-S only r¢
'CQL". Other query langu
encoded for vendor sped
butonly CQL is supportg
interoperability.

Values {"CQL", "DMTF R
"Vendor Reserved"}

e query is
pcognizes
pges may be
ific support,
d for SMI-S

eserved",

Trigger

boolean

If Trigger = true, and with
exception of any
PolicyTimePeriodConditi
PolicyConditions of this R
are not evaluated until th
condition query is true. T|
no more than one Query
with Trigger = true assog
particular PolicyRule.

the

bNs,
PolicyRule

s 'triggering’
here shall be
Condition
ated with a

Optional Properties/Methods

ElementN

ame

string

Another provider supplie
friendly name

0 user-

Common

Name

string

A provider-supplied user
name of the QueryCondi

friendly
fion

9.2.1.11.9.

QueryCon
contained

P9 _CIM_QueryCondition

CIM_QueryCondition is subclassed from CIM_PolicyCondition.

, true.

QueryCondition instances may or may not exist. If they exist, they can be found by following PolicyConditionInRule
associations from PolicyRule instances or ReusablePolicy associations from ReusablePolicyContainer instances.

Created By : Createlnstance
Modified By : Modifylnstance

esult from the
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Deleted By : Deletelnstance
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Table 216 - SMI Referenced Properties/Methods for CIM_QueryCondition (Client defined)

Property

Flags

Type

Description & Notes

Mandatory Pro

perties/Methods

SystemCreationClassName

string

The name of the class or

the subclass

used in the creation of the System

object in whose scope th

is

PolicyCondition is defined.

SystemName

string

‘The name of the System
whose scope this Policy(
defined.

objectin
Condition is

PolicyRuleCreationClassName

string

For a rule-spécific Policy
the CreationClassName
PolicyRule object with wi
Condition is associated.
retsable Policy Conditio
value, 'NO RULE!', shoul
indicate that this Conditig

Condition,

pf the

hich this

—or a

N, a special

| be used to
nis reusable

and not associated with & single

PolicyRule.

PolicyRuleName

string

For a rule-specific Policy
the name of the PolicyRu
which this Condition is a

Condition,
e object with
Esociated.

For a reusable PolicyCondition, a

special value, 'NO RULE
used to indicate that this
reusable and not associg
single PolicyRule.

', should be
Condition is
ted with a

CreationClassName

string

CreationClassName indi
name of the class or the

Cates the
subclass

used in the creation of alll instance.

PolicyConditionName

string

A user-friendly name of Ilﬂs

PolicyCondition.

QueryResultName

string

In the context of the ass(
PolicyRule, QueryResult
defines a unique alias fo
results that may be used

ciated
Name

the query
in

lo o\ o UH
SUUSTUYUTTIU YUTTy CUTTUI

ions or

MethodActions of the same

PolicyRule. This string is

treated as a

class name, in a query statement.
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Table 216 - SMI Referenced Properties/Methods for CIM_QueryCondition (Client defined)

Property

Flags

Type

Description & Notes

Query

string

A query expression that defines the
condition(s) under which
QueryConditionResult instances will
be generated. The FROM clause may
reference any class, including
QueryConditionResult.

NOTE THAT the property name,
'‘QueryConditionPath’, shall not be
used as the name of a select-list entry

in the select-criteria clause of the
query.

QueryLar

guage

uintl6

The language, inrwhich the query is
expressed., SMI-S only r¢cognizes
'CQL' Otherquery languages may be
encoded for vendor spedific support,
butonly CQL is supportgd for SMI-S
interoperability.

Values {"CQL", "DMTF Reserved",
"Vendor Reserved"}

Trigger

boolean

If Trigger = true, and with the
exception of any
PolicyTimePeriodConditipns,
PolicyConditions of this PolicyRule
are not evaluated until this ‘triggering'
condition query is true. There shall be
no more than one QueryCondition
with Trigger = true assodated with a
particular PolicyRule.

Optional Properties/Methods

ElementN

ame

string

Another user-friendly naine.

Common

Name

string

User-friendly name of th¢
QueryCondition.

9.2.1.11.9.

The Reusd
used in th

B0 CIM ReusablePolicy

System in

CIM_ReusablePolicy is subclassed from CIM_PolicylnSystem.

bleRoliey association provides for the reuse of any subclass of Policy in a ReusablePolicyContainer. It is

b Palicy Package to associate the ReusablePolicyContainer (Dynamic PolicyRule ter_vrplates) to the

This would only be supported if the Policy Package supports Dynamic PolicyRules, as defined in the
PolicyFeaturesSupported property of the PolicyCapabilities instance for the Package. There would be one instance
of ReusablePolicy for every Dynamic PolicyRule template supported by the profile.

Created By : Static
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Modified By : Static
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Table 217 - SMI Referenced Properties/Methods for CIM_ReusablePolicy

Property Flags Type Description & Notes
Mandatory Properties/Methods
Antecedent CIM_ReusablePolicyC | This property identifies a
ontainer ReusablePolicyContainer that is a
holder for candidate Policies elements
{conditions-and-actions)for defining a
Dynamic PolicyRule.

Dependeft CIM_Policy A reusable policy element (Condition
or Action) that miay be uged in
defining a Dynamic PoligyRule.

9.2.1.11.9.81 CIM_ReusablePolicyContainer
ReusableHolicyContainer is a class representing an administratively defined,'container for reusablg policy-related

informatior
It does, h
constructin

An instanc
CIM_Reus

This woul
PolicyFeat
of Reusabl

Created By
Modified B
Deleted By
Class Man

Table 218 - SMIReferenced Properties/Methods for CIM_ReusablePolicyCont

. This class does not introduce any additional properties beyondthose in its superclass
pwever, participate in a unique association for containing*policy elements that ma
g Dynamic PolicyRules.

b of this class uses the NameFormat value "ReusahlgPolicyContainer".
AblePolicyContainer is subclassed from CIM_AdminDomain.

I only be supported if the Policy Package supports Dynamic PolicyRules, as d
iresSupported property of the PolicyCapabllities instance for the Package. There would b
ePolicyContainer for every Dynamic ‘PaolicyRule template supported by the profile.

: Static
y : Static
: Static
Hatory: false

AdminDomain.
y be used in

efined in the
e one instance

ainer

Property Flags Description & N

Type

btes

Mandatory Properties/Methods

ReusablePolicyContaine

CreationClassName string

Name string This should be the Name of the
PolicyRule Template as specified in
the profile.

NameFormat string This shall be set to

r
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Table 219 - Related Standards for Policy

Specification Revision Organization
CIM Infrastructure Specification 2.3.0 DMTF
CIM Operations over HTTP 1.2 DMTF
CIM Query Specification 1.0 DMTF
CIM Schema 2.11.0 DMTF
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EXPERIMENTAL

9.2.1.12 Software Installation Service Subprofile

9.2.1.121

Description

This profile extends on the Software Package/Subprofile which enables a managed element to advertise version
information for installed software elements.

The Software Installation Service Subprofile defines three methods to download and install software (including
firmware) using a SMI-S based mechanism. This subprofile defines the use of one of them, which can be used
interoperable. The following use cases are considered:

< Adevige (or provider) that can use a passed CIMObjectPath to a Softwareldentity in a separate hamespace (or
other ‘gxternal’ repository) as a reference to an update.
=« A devige that also has it's own software repository and (may) find its own updates froni the web or elsewhere
and advertise them.
Repository Intelligent
Service target
. CheckSoftware
Repository Ch?glgﬁtiotf;\?)/are [dentity() )
Repository
InstallSoftware InstallSoftware
Identity() < Identity()
%
ﬁ =M
e
Software/Firmware Management Client
Figure 50 - Software Installation Service Overview
This subprpfile is closgly related to the Software Repository subprofile and both can be used togethgr or separately
within a sjngle device. The Software Repository subprofile provides a mechanism for exposing ‘candidate’
Softwarelndentitys which can be selected by a client application and ‘applied’ to the element managed by the
SoftwarelntallationService. The Software Repository and the Software Installation Service subprofiles expose
enough information S0 _that a_management client can interoperapie choose appiicable Softwareldentity and


https://iecnorm.com/api/?name=9786d70b13eda018dfcd1880f45eb029

24775 © ISO/IEC:2011(E)

- 307 -

understand freshening. No information is exposed about dependencies, however, the CheckSoftwarelndentity
method can be used to determine if there are missing dependencies.

ComputerSystem

Proxy

ComputerSystem

Eg array

HostedService

ServiceAvailableToElement

SoftwarelnstallationService

InstallFromSoftwareldentity()
CheckSoftwareldentity()

ElementCapabilities

IIIbldIIb‘UDUIlell:'IUelllily

Softwareldentity

MajorVersion = 2;
MinorVersion = 35
RevisionNumber ='4;

TargetType = “hp/nss/eva/5000”

versionString’=" V2.3 (4)"

SoftwarelnstallationServiceCapabilities

SupportedSynchronousActions[] =
“Install From Softwareldentity”
SupportedPackagelDs =
{“hp/nss/eva/5000", “hp/nss/eva/3000” }

A provider [for the SeftwarelnstallationService will be take the passed Softwareldentity reference, ok
instance and then-fotfow the SAPAvailableForElement association to find the URL for the required b

Figure 51: ['/Example Instance Diagram" shows how this might be instantiated with a proxy provider.

Figure 51 - Example Instance Diagram

Durable Names and Correlatable IDs of the Profile

tain the actual
ts.

Software Identity. TargetType is the only correlatable ID introduced by this subprofile. The TargetType parameter is
a correlatable identifier that indicates the ‘type’ of Softwareldentity. It allows a ‘repository’ to be queried for

applicable software/firmware.

The same format shall be used for the Software Repository and for the Software Installation Service so that

correlation can be performed.
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he SoftwarelnstallationService may be able to handle multiple

TargetTypes,

SoftwarelnstallationServiceCapabilities includes an array of supported TargetTypes that indicates the types

supported

9.2.1.12.2

by the service.

Health and Fault Management Considerations

Not defined in this standard.

9.2.1.12.3

Cascading Considerations

Not defined in this standard.

9.2.1.12.4
None.

9.2.1.12.5

The following methods are used by this subprofile:

Start a job

In additio

SofwarelngentityCollection if the SoftwareRepository subprofilé.is supported. A client may specify e

the Collec
subprofile
otherwise.

If O is retur
returned, 4
parameter

This meth
updated) o
require a f

Supported Subprofiles and Packages

Methods of this Profile

uint32 InstallFromSoftwareldentity(
CIM_ConcreteJob REF Job
CIM_Softwareldentity REF Source
CIM_ManagedElement REF Target
CIM_SoftwareldentityCollection REF Collection
)
to install or update a Softwareldentity (Source) on a ManagedElement (Target).

n the method can be used to add the Seftwareldentity simultaneously to

ion and Target parameters. The Collection parameter is only supported if the Softy
is supported and SoftwarelnstallationService,CanAddToCollection is TRUE. It shall bg

hed, the function completed successfully'and no ConcreteJob instance was required. If 4
ConcreteJob will be started to perform the install. The Job's reference will be returne
Job.

uint32 CheckSoftwareldentity(
CIM_Softwareldentity REF Source
CIM_ManagedElement REF Target
CiM.\SoftwareldentityCollection REF Collection
uintlé InstallCharacteristics [ ]

)

bd allows_a client application to determine whether a specific Softwareldentity can b
n a ManagedElement. It also allows other characteristics to be determined such as whe
eboot” In addition a client can check whether the Softwareldentity can be added simu

specified S

a specified
ther or both of
areRepository
b set to NULL

096/0x1000 is
 in the output

e installed (or
ther install will
taneously to a

ofwarelndentityCollestion—A-chenrt-may-speciy—eitherorboth-of-the-Collestion-and—Tar

t parameters.

The Collection parameter is only supported if the SoftwareRepository subprofile is supported and

Softwareln

stallationService.CanAddToCollection is TRUE. It shall be set to NULL otherwise.

The InstallCharacteristics parameter describes the characteristics of this installation/update:

= Target automatic reset: The target element will automatically reset once the install
complete.

ation is

e System automatic reset: The containing system of the target ManagedElement (normally a
logical device or the system itself) will automatically reset/reboot once the installation is complete.
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= Separate target reset required: EnabledLogicalElement.RequestStateChange needs to be used
to reset the target element after the Softwareldentity is installed.

e Separate system reset required: EnabledLogicalElement.RequestStateChange needs to be

used to reset/reboot the containing system of the target ManagedElement after the
Softwareldentity is installed.

< Manual Reboot Required: The system needs to be manually rebooted by the user.

< Noreboot required: No reboot is required after installation.

< User Intervention Recommended: It is recommended that a user confirm installation of this
Softwareldentity. Inappropriate application may have serious consequences.

Client Considerations and Recipes

Not defined in this standard.

9.2.1.12.7

Registered Name and Version

Software Ifstallation Service version 1.1.0

= _may be added to speciiied collection: The Softwareldentity may be added 10 spe
SoftwareldentityCollection.

cified

9.2.1.12.8( CIM Server Requirements
Table 220 - CIM Server Requirements for Seftware Installation Service
Profile Mandatory
Associatipn Traversal Yes
Basic Read Yes
Basic Write No
Indicatiors No
Instance Manipulation No
Qualifier Peclaration No
Query No
Schema Manipulation No
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9.2.1.12.9 CIM Elements

Table 221 - CIM Elements for Software Installation Service

Element Name Description

Mandatory Classes

CIM_ElementCapabilities (9.2.1.12.9.1)

CIM_HostedService (9.2.1.12.9.2)

CIM_InstalledSoftwareldentity (9.2.1.12.9.3) Indicates that a particular software identity

CIM_ServiceAvailableToElement (9.2.1.12.9.4) Associates ManagedElements that the service can
update

CIM_Softwareldentity (9.2.1.12.9.5) Versioning/identity information for.a.specffic software
identity

CIM_SoftwarelnstallationService (9.2.1.12.9.6) The service for installing software/firmware.

CIM_SoftwarelnstallationServiceCapabilities The capabilities of the Software Installatipn Service

(9.2.1.12)0.7)

Mandatory Indications

SELECT | FROM CIM_InstCreation WHERE Addition of Software Identity
Sourcelnstance ISA CIM_Softwareldentity

SELECT f FROM CIM_InstDeletion WHERE Delete.Softwareldentity
Sourcelnstance ISA CIM_Softwareldentity

9.2.1.12.9.1 CIM_ElementCapabilities
Class Manfatory: true

Table 222 - SMI ReferencedBroperties/Methods for CIM_ElementCapabilities

Property Flags Type Description & Nptes

Mandatory Properties/Methods

ManagedElement CIM_ManagedElement

Capabilities CIM_Capabilities

9.2.1.12.9p CIM~HostedService
Class Manfatory true

Table 225 - SMI Reterenced Properties/Methods tor CIM_HostedService

Property Flags Type Description & Notes

Mandatory Properties/Methods

Dependent CIM_Service

Antecedent CIM_System
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9.2.1.12.9.3

CIM_InstalledSoftwareldentity

Indicates that a particular software identity

Class Mandatory: true
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Table 224 - SMI Referenced Properties/Methods for CIM_InstalledSoftwareldentity

Property Flags Type Description & Notes
Mandatory Properties/Methods
System CIM_System
InstalledSoftware CIM_Softwareldentity
9.2.1.12.9.4 CIM_ServiceAvailableToElement
associates|ManagedElements that the service can update
Class Manfatory: true
Table 225 - SMI Referenced Properties/Methods for CIM_ServiceAvailableToElement
Property Flags Type Description & Nptes

Mandatory Pro

perties/Methods

UserOfSegrvice

CIM_ManagedElement

ServiceProvided

CIM_Service

9.2.1.12.9b

CIM_Softwareldentity

Versioninglidentity information for a specific software ‘identity

Class Manfatory: true

Table 226 - SMI Referenced Properties/Methods for CIM_Softwareldentity

Property

Flags

Type

Description & N

btes

MandatoryRro

perties/Methods

U

Instancel

string

TargetType

C

string

Optional Properties/Methods

SerialNumber:

string

datatinaa

ReleaseDate

H
Tt Tic

9.2.1.12.9.6

The service for installing software/firmware.

CIM_SoftwarelnstallationService
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Class Mandatory: true

Table 227 - SMI Referenced Properties/Methods for CIM_SoftwarelnstallationService

Property Flags Type Description & Notes

Mandatory Properties/Methods

SystemCreationClassName string
CreationClassName string
SystemName string
Name string
ElementName string

CheckSoftwareldentity()

InstallFromSoftwareldentity()

9.2.1.12.9.f CIM_SoftwarelnstallationServiceCapabilities
The capabllities of the Software Installation Service

Class Manfatory: true

Table 228 - SMI Referenced Properties/Methods for CIM_SoftwarelnstallationServicgCapabilities

Property Flags Type Description & Nptes

Mandatory Properties/Methods

SupporteflAsynchronousActions | N uint16[]
SupporteflSynchronousActions N aint16[]
SupportefiTargetTypes string[]

CanAddTpCollection boolean

9.2.1.12.10 Related Standards

Table'229 - Related Standards for Software Installation Service

Specification Revision Organizatior
CIM Infraptructure*Specification 2.3.0 DMTF
CIM Opeiations over HTTP 1.2.0 DMTF
CIM Schema 2.11.0 DMTF

EXPERIMENTAL
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9.2.1.13 Software Package

9.2.1.13.1  Description
Software Package models software or firmware installed on a computer system.

Information on the installed software is given using the Softwareldentity class. This is linked to the system using a
InstalledSoftwareldentity association.

Software information may be associated with the “top” level ComputerSystem (if all components are using the
same software) or a component ComputerSystem if the software loaded can vary by processor.

Firmware is modeled as Softwareldentity. InstalledSoftwareldentity is used for firmware associated with a System.

Figure 52: "Saftware Instance Diagram" contains the instance diagram for the Software Package

‘ ComputerSystem
InstalledSoftwareldentity
Softwareldentity
ComponentCS
‘ ComputerSystem
InstalledSofwareldentity
Softwareldentity!

Figure 52 - Software Instance Diagram

9.2.1.13.2 | . Health and Fault Management Considerations
Not defined N this standard.

9.2.1.13.3 Cascading Considerations
Not defined in this standard.

9.2.1.13.4 Supported Subprofiles and Packages
Not defined in this standard.
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9.2.1.13.5 Methods of this Profile
Not defined in this standard.
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9.2.1.13.6 Client Considerations and Recipes

None.

9.2.1.13.7 Registered Name and Version
SoftwarePackage version 1.1.0

9.2.1.13.8 CIM Server Requirements

Table 230 - CIM Server Requirements for SoftwarePackage

Profile Mandatory
Associatipn Traversal Yes
Basic Regad Yes
Basic Write No
Indicatior}s No
Instance Manipulation No
Qualifier Peclaration No
Query No
Schema Manipulation No

9.2.1.13.9| CIM Elements

Table 231 - CIM-.Elements for SoftwarePackage

Element Name

Description

Mandatory Classes

CIM_InstalledSoftwareldentity (9.2.1.13.9.1)

CIM_Softwareldentity (9.2.1.13.9.2)

9.2.1.13.9.1 CIM_dnstalledSoftwareldentity
Class Manfatory; ttue

Table 232 - SMI Referenced Properties/Methods for CIM_InstalledSoftwareldgntity

Property Flags

Type Description & Notes

Mandatory Properties/Methods

System

CIM_System

InstalledSoftware

CIM_Softwareldentity
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9.2.1.13.9.
Class Man

2 CIM_Softwareldentity

datory: true
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Table 233 - SMI Referenced Properties/Methods for CIM_Softwareldentity

Property

Flags

Type

Description & Notes

Mandatory Pro

perties/Methods

InstancelD string
VersionString string
Manufacturer string
Optional Properties/Methods
BuildNumber uintl6
MajorVersion uintl6
RevisionlNumber uintl6
MinorVersion uintl6
9.2.1.13.10 Related Standards
Table 234 - Related Standards for/SoftwarePackage
Specification Revision Organizatior
CIM Infraptructure Specification 2:3.0 DMTF
CIM Operations over HTTP 1.2.0 DMTF
CIM Schema 2.11.0 DMTF
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9.2.1.14 Software Subprofile

9.2.1.14.1  Description

Information on the installed controller software is given using the Softwareldentity class. This is linked to the
controller using an InstalledSoftwareldentity association

See 9.2.1.13, "Software Package" for an instance diagram.

9.2.1.14.2 Health and Fault Management Considerations
Not defined in this standard.

9.2.1.14.3 Cascading Considerations
Not definegHnthis-standare-

9.2.1.14.4| Supported Subprofiles, and Packages
None.

9.2.1.14.5| Methods of the Profile
None.

9.2.1.14.6( Client Considerations and Recipes
None.

9.2.1.14.7 Registered Name and Version
SoftwarePackage version 1.1.0
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9.2.1.14.8 CIM Server Requirements
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Table 235 - CIM Server Requirements for SoftwarePackage

Profile Mandatory
Association Traversal Yes
Basic Read Yes
Basic Write No
Indications No
Instance Manipulation No
Qualifier Peclaration No
Query No
Schema Manipulation No

9.2.1.14.9| CIM Elements

Table 236 - CIM Elements for SoftwareRackage

Element Name

Description

Mandatory Class€s

CIM_InstalledSoftwareldentity (9.2.1.14.9.1)

CIM_Softwareldentity (9.2.1.14.9.2)

9.2.1.14.9.1 CIM_ InstalledSoftwareldentity

Class Manfatory: true

Table 237 - SMI Referenced;Properties/Methods for CIM_InstalledSoftwareldgntity

Property

Flags

Type

Description & Nptes

Mandatefry~Properties/Methods

System

CIM_System

InstalledSoftware

CIM_Softwareldentity

9.2.1.14.9p CIM_Softwareldentity

Class Mantatot y-troe

Table 238 - SMI Referenced Properties/Methods for CIM_Softwareldentity

Property

Flags

Type

Description & Notes

Mandatory Properties/Methods

InstancelD

string



https://iecnorm.com/api/?name=9786d70b13eda018dfcd1880f45eb029

- 318 - 24775 ©I1SO/IEC:2011(E)

Table 238 - SMI Referenced Properties/Methods for CIM_Softwareldentity

Property Flags Type Description & Notes
VersionString string
Manufacturer string

Optional Properties/Methods

BuildNumber uint1l6
MajorVersion uint16
RevisionNumber uintl6
MinorVersion uint1l6

9.2.1.14.10 Related Standards

Table 239 - Related Standards for SoftwarePackage

Specification Revision Organizatior
CIM Infraptructure Specification 2.3.0 DMTF
CIM Operations over HTTP 1.2.0 DMTF
CIM Schema 2.11.0 DMTF
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EXPERIMENTAL

9.2.1.15 Software Repository Subprofile

9.2.1.15.1  Description

This profile provides the ability to expose a collection of Softwareldentity instances representing software
installation packages that can be used in conjunction with the 9.2.1.12, "Software Installation Service Subprofile".
These two profiles form a ‘pair’ that can be used together within a single system or independently on different

unaware systems. The different use cases covered are shown in Figure 53: "Software Repository Instance
Diagram".

CIM_System

Notipnal admin domain or a specific
computer system

HostedCollection

SoftwareldentityCollection

MemberOfCgllection

Softwareldentity

RemoteServiceAccesskPoint
TargetType = “hp/nss/eva/5000”

MajorVersion = 2;
MinorVersion = 3;
RevisionNumber = 4;
versionString =" V2.3 (4)"

——SAPAvailableForElement—— AccesslInfo = “ftp:firmware.hp.c
InfoFormat = 200 \\ URL

m/bits.zip”

Softwareldentity

MajorVersion = 7;

MinorVersion = 1;

RevisionNumber = 2;

versionString = ” Smartpaq September
Release"

SAPAuvailableForElement

TargetType = (hpinss/eva/5000” RemoteServiceAccessKoint

MajorVersion = 2;

MinorVetsion= 3; | SAPAvailableForElement | Accessinfo = “ftp:firmware.hp.com/

RevisionNumber = 5; newbits.zip”

verSionString =" V2.3 (5)" InfoFormat = 200 \\ URL

Softwareldentity

TargetType = “hpfiss/proliant” -

AgeLLAe il an REMOE SETVICEATTESSPoInt

mybits.zip”
InfoFormat = 200 \\ URL

Accesslnfo = “ftp:download.hp.com/

Figure 53 - Software Repository Instance Diagram
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A typical implementation of a representation would consist of multiple Softwareldentitys representing potential
upgrades associated by MemberOfCollection to an instance of a SoftwareldentityCollection which represents the
collection itself. The ‘location’ of the bits needed to install a specific Softwareldentity are represented as
RemoteServiceAccessPoint  instances (one per URL) associated to the Softwareldentity by
SAPAvailableForElement.

Durable Names and Correlatable IDs of the Profile

Software ldentity. TargetType is the only correlatable ID introduced by this subprofile. The TargetType parameter is
a correlatable identifier that indicates the ‘type’ of Softwareldentity. It allows a ‘repository’ to be queried for
applicable software/firmware.

The same format shall be used for the Software Repository and for the Software Installation Service so that
correlation can be performed.

Since the SoftwarelnstallationService may be able to handle multiple TargetTypes,
SoftwarelntallationServiceCapabilities includes an array of supported TargetTypes that.indicdtes the types
supported py the service.

9.2.1.15.2| Health and Fault Management Considerations
Not defined in this standard.

9.2.1.15.3| Cascading Considerations
Not defined in this standard.

9.2.1.15.4| Methods of the Profile
None.

9.2.1.15.5| Supported Subprofiles, and Packages
None.

9.2.1.15.6( Client Considerations and Recipes
None.

9.2.1.15.7| Registered Name and Versiagn
Software Hepository version 1.1.0

9.2.1.15.8| CIM Server Requiréments

Table 240 - CIM Server Requirements for Software Repository

Profile Mandatory
Associatipn Traversal Yes
Basic Read Yes
Basic Write No
Indications No
Instance Manipulation No
Qualifier Declaration No
Query No
Schema Manipulation No
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9.2.1.15.9 CIM Elements
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Table 241 - CIM Elements for Software Repository

Element Name

Description

Mandatory Classes

CIM_HostedCollection (9.2.1.15.9.1)

The SoftwareldentityCollection is scoped

to a system.

CIM_MemberOfCollection (9.2.1.15.9.2)

Associates Softwareldentities to the colle

ction

CIM_Re oteServiceAccessPoint (Q 21159 '2)

Used to express the location of the ‘hits' for a software

update as an URL

CIM_SARAvailableForElement (9.2.1.15.9.4)

Links one or more URLS to a Softwarelds

ntity.

CIM_Softwareldentity (9.2.1.15.9.5)

The information for an available ‘software
update

firmware

CIM_SoftwareldentityCollection (9.2.1.15.9.6)

A collection of Softwareldentities that fors the

repository

CIM_Sysfem (9.2.1.15.9.7)

Represents the system hosting the Softw
Repository.

are

Mandatory

Indications

SELECT | FROM CIM_InstCreation WHERE
Sourcelngtance ISA CIM_Softwareldentity

Addition of Software Identity

SELECT fr FROM CIM_InstDeletion WHERE
Sourcelnstance ISA CIM_Softwareldentity

Delete Softwareldentity

9.2.1.15.9.11 CIM_HostedCollection

The SoftwareldentityCollection is scoped.to a system.

Class Manfatory: true

Table 242 - SMkReferenced Properties/Methods for CIM_HostedCollectio

Property Flags Type Description & Nptes
Mandatory Properties/Methods
Antecedégnt CIM_System
Dependeft CIM_SystemSpecificC

1 e
uncouurt

9.2.1.15.9.2 CIM_MemberOfCollection

Associates Softwareldentities to the collection
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Table 243 - SMI Referenced Properties/Methods for CIM_MemberOfCollection

Property Flags Type Description & Notes
Mandatory Properties/Methods
Collection CIM_Collection
Member CIM_ManagedElement
9.2.1.15.9.3 CIM_RemoteServiceAccessPoint

Used to express the tocation of the bitsfora software updalte as allt URL

Class Manfatory: true

Talle 244 - SMI Referenced Properties/Methods for CIM_RemoteServiceAccesgPoint

Property

Flags

Type

Déscription & Nptes

Mandatory Pro

perties/Methods

SystemCfeationClassName string
CreationClassName string
SystemName string
Name string
ElementName string
Accessinfo string
InfoFormat aint16
9.2.1.1594 CIM_SAPAuvailableForElement

Links one ¢r more URLSs to a Softwareldentity.

Class Manfatory: true

Table 245 - SMI(Referenced Properties/Methods for CIM_SAPAvailableForElement

Property

Flags

Type

Description & Nptes

Mandatory Pro

perties/Methods

AvailableBAP

CIM_ServiceAccessPo
int

ManagedElement

CIM_ManagedElement

9.2.1.15.95

CIM_Softwareldentity

The information for an available software/firmware update
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Class Mandatory: true
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Table 246 - SMI Referenced Properties/Methods for CIM_Softwareldentity

Property Flags Type Description & Notes
Mandatory Properties/Methods
InstancelD string
TargetType C string
Optional Properties/Methods
SerialNumber string
ReleaseDate datetime
9.2.1.15.9p CIM_SoftwareldentityCollection

A collection of Softwareldentities that forms the repository

Class Man

Taple 247 - SMI Referenced Properties/Methods for CIM_SoftwareldentityCollg

fatory: true

pction

Property

Flags

Type

Description & N

btes

Mandatory Pro

perties/Methods

Instancel

|

string

Optional Prop

erties/Methods

ElementN

ame

string

9.2.1.15.9.
Created By
Modified B
Deleted By
Class Man

7 CIM_System
: External

y . Static

: External

fatory: true

Table 248 - SMI Referenced Properties/Methods for CIM_System

Property,

Flags

Type

Description & N

btes

Mandatory Pro

perties/Methods

Creation(

ClasSName

string

Name of Class

Name

string

System hosting the Software

Repository
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9.2.1.15.10 Related Standards

Table 249 - Related Standards for Software Repository

Specification Revision Organization
CIM Infrastructure Specification 2.3.0 DMTF
CIM Operations over HTTP 1.2.0 DMTF
CIM Schema 2.11.0 DMTF

EXPERIMENTAL
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9.2.2 Common Target Port Subprofiles Overview

Target Port Subprofiles model the generic SCSI capabilities and transport-specific aspects of target storage
systems such as disk arrays and tape libraries. Separate subprofiles are defined for Fibre Channel, iSCSI, and
other transports; but some aspects of these subprofiles follow a common pattern.

SCSIProtocolEndpoint represents SCSI as a protocol, independent of specific transports or device types — i.e., the
behavior described in the SCSI Primary Commands (SPC) and SCSI Architecture Model (SAM) specifications from
T10. Separating the port from the protocol allows the same type of port to be used with non-SCSI protocols such as
IP. SCSIProtocolEndpoint.Role indicates whether this protocol endpoint instance represents a SCSI initiator or
target.

Various subclasses of a LogicalPort (e.g., FCPort, EthernetPort) represent the logical aspects of ports,
independent from SCSI protocol. SCSIProtocolEndpoint and LogicalPort are associated with

DeviceSAR
cardinality
relationshi

A property
(target) or
time role i

SCSIProto
supporting

Implementation. For most transports, SCSI protocol is implemented in the port hardwarte
between the LogicalPort and SCSIProtocolEndpoint instances. iISCSI is an exception,
bs are possible between EthernetPort and iISCSIProtocolController instances.

on LogicalPort called UsageRestriction is indicates whether the port is restriCted to use &
h “back end” (initiator) interface or both. Note that port may not have a restrigtion and the
modeled in SCISProtocolEndpoint.Role.

colController represents the SCSI ‘view’ of ports and logical devices.seen by SCSI initiato
LUN Masking, zero or more views exist; defined by the customer to expose subsets of

certain inifiators. SAPAvailableForElement connects SCSI ProtocolEndpoint from a target por

SCSIProto,

colController instances from the Masking/Mapping subprofife.

The Logic@lDevice object represents SCSI logical units that ate\visible to external systems. It is

StorageVo

LogicalPor|
to multiple
controller

HostedAca
Array Prof
transport-s

ume, TapeDrive, etc. to identify the device type.

| instances are associated to a ComputerSystem-instance from the target profile. If the p
controllers, this would be the top-level ComputerSystem. If the port is vulnerable to f
fails, it should be associated to non:top-level ComputerSystem that represents

essPoint associates SCSIProtocolEndpoint to a ComputerSystem from the target profilg

pecific classes are defined in the target port subprofiles that follow.

so there is 1-1
many-to-many

is a “front end”
actual point-in-

rs. In a system
logical units to
subprofile to

subclassed to

ort is available
ilover when a
hat controller.
(for example,

le), the same ComputerSystem that“is associated to the protocol endpoint's associated port. Other

Figure 54: ['Generic Storage Target" depicts a generic storage device with elements from a target port subprofile,
the Masking/Mapping subprofile, and a‘target device subprofile.
Ir______________l :_ CompuferSystem _:
\ SystemDevice | : | |
| 1! |
| | | |
' I ! |
' P! I
HostedAccessPoint : SystemDevice SygtemDevice :
i U,
DeviceSAP SAPAvailable ProtocolController |
[ Implementation | [ ForElement | [ ForUnit :
LogicalPort SCSIProtocolEndpoint | SCSIProtocolController : | LogicalDevice I
| | (Volume, Tape Drive) |
| | |
I . i | |
| Masking/Mapping | |
Target Port Subprofile : Subprofile | : Target Device Profile |
______________ J4 ]

Figure 54 - Generic Storage Target
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Modeling SCSI Logical Units

The SCSI standard inquiry response includes a Device Type property with integers representing types of devices.
Most of these devices types have a CIM analog. Devices that are used primarily for management are modeled as
ArbitraryLogicalUnit. ArbitraryLogicalUnit.DeviceType maps to SCSI device types. Table 250 describes how
common storage devices are modeled in CIM.

Table 250 - How Common storage devices are modeled in CIM

SCSI Device Type Inquiry Device LogicalDevice
Type

DirectAccessDevice(00) 0 DiskDrive or StorageVolume

SequentialAccessDevice(01) |1 TapeDrive

Writ¢OnceDevice(04) 4 WormDrive

CD-ROM(05) 5 CDROMDrive

MedjaChanger(08) 8 MediaTranferDevice

ArrayController(0C) Oxc SCSilArbitraryLogicalUnit DeviceType="$CSI
SCC Device”

SES(0D) Oxd SCSIArbitraryLogicalUnit
DeviceType="SESI'SES”

Othgr SCSIArbitraryLogicalUnit
DeviceType="Other”

Unkipown SCSlArbitraryLogicalUnit
DeviceType="Uknown”

All deviceg (SCSI logical units) visible to external systems shall be modeled.

Types of Horts

LogicalPort and SCSIProtocolEndpoint work together to model the external connection. LogicalPort is subclassed
to signify the type of transport. If the port is stibclassed directly from LogicalPort it indicates it is connected to a bus.
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If the port is further subclassed from NetworkPort it indicates the port is capable of being used in a network. Details
for each port type are in the following sections.

LogicalPort

yAN

NetworkPort

~

DAPort SPIPort FCPort Ethern¢tPort

Figure 55 - Port Class Hierarchy
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9.2.2.1 Parallel SCSI (SPI) Target Ports Subprofile

9.2.2.11 Description
This port represents a classical SCSI Parallel Interface (SPI).

Because of addressing limits, the port may use multiple SCSI IDs to extend the addressing. The LUN Mapping/
Masking common subprofile is not used with this port type.

NetworkEntity: SystemDevice
ComputerSystem
HostedAccessPoint SystemDevice
APAvailableForEl
. TS vailableFor ementT 1

System™ T~~~ T T T
| Device SCSIProtocolEndpoint I SCSIDevice:
: ConnectType="Parallel : SCSIProtocolControllér |
I ScsI” | Name
| Name | =
| l‘ I P IC Il
I DeviceSAPImplementation ' rotpeguControlier
| | ForUnit
I 1] [ ‘ .
[ SPIPort |
| | LogicalDevice
l |
! |
l |
l |

SPI Target Port Subprofile

Figure 56 - SPI Target Port Instance Diagram

The SCSIRProtocolEndpoint.ConnectionType shall be set to “Parallel SCSI”. The SCSIProtocolEngdpoint class is
connected|to a SPIPort. Attributes~0f SPIPort define the bus width and speed. The port clags inherits the
UsageResjriction attribute from.LogicalPort. This attribute shall be set to “Front-end only”.

9.2.2.1.2 Durable Names’/and Correlatable IDs of the Subprofile
None
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9.2.2.1.3 Health and Fault Management

Table 251 - SPIPort OperationalStatus

OperationalStatus Description
OK Port is online
Error Port has a failure
Stopped Port is disabled
InService Port is in Self Test
Unknown

9.2.2.1.4 Dependencies on Profiles, Subprofiles, and Packages
None

9.2.2.15 Extrinsic Methods of this Subprofile
None

9.2.2.1.6 Client Considerations and Recipes
None

9.2.2.1.7 Registered Name and Version
SPI Target|Ports version 1.1.0

9.2.2.1.8 CIM Server Requirements

Table 252 - CIM Server Reguirements for SPI Target Ports

Profile Mandatory
Associatipn Traversal Yes
Basic Read Yes
Basic Write No
Indicatiors No
Instance Manipulation No
Qualifier Peclaration No
Query No
Schema Manipulation No
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Element Name

Description

Mandatory Classes

CIM_DeviceSAPImplementation (9.2.2.1.9.1)

CIM_HostedAccessPoint (9.2.2.1.9.2)

CIM_SCSIProtocolEndpoint (9.2.2.1.9.3)

CIM_SPIPort (9.2.2.1.9.4)

CIM_Sys

emDevice (9.2.2.1.9.5)

9.2.2.1.9.1
Created By
Modified B,
Deleted By
Class Man

: External
y . External
: External
fatory: true

CIM_DeviceSAPImplementation

Table 254 - SMI Referenced Properties/Methods for CIM_DeviceSAPImplementation

Property

Flags

Type

Description & Nptes

Mandatory Pro

perties/Methods

Antecedégnt CIM_LogicalDevice
Dependeft CIM ServiceAccessPo
Ht

9.2.2.1.9.2 CIM_HostedAccessPoint

Created BY : External

Modified Bl : External

Deleted By : External

Class Manfatory: true

Table 255 ~SMI Referenced Properties/Methods for CIM_HostedAccessPoint

Property Flags Type Description & Nptes
Mandatory Properties/Methods
Antecedent CIM_System
Dependent CIM_ServiceAccessPo
int
9.2.2.1.9.3 CIM_SCSIProtocolEndpoint

Created By : Static
Modified By : Static
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Deleted By : Static
Class Mandatory: true
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Table 256 - SMI Referenced Properties/Methods for CIM_SCSIProtocolEndpoint

Property

Flags

Type

Description & Notes

Mandatory Pro

perties/Methods

SystemCreationClassName string

SystemName string

CreationClassName string

Name string

ProtocollFType uintl6

OtherTypgDescription string

ConnectipnType uint1l6 Shall ber3 (Parallel SCS

Role uintl6 Shall be 3 (Target) or 4 (Both Initiator

and\Target)
9.2.21.94 CIM_SPIPort

Created BY : External
Modified Bl : External
Deleted By : External
Class Manfatory: true

Table 257 - SMI Referenced-Properties/Methods for CIM_SPIPort

Property

Flags

Type

Description & N

btes

Mandatory Pro

perties/Methods

SystemCfeationClassName string

SystemName string

CreationClassName string

DevicelD string

OperationalStatus uint16[]

UsageRegtriction uintl6 Shall be 2 to indicate thig is a front
end port only or 4 to indidate usage is
not restricted.

9.2.2.1.95 CIM_SystemDevice

Created By : External
Modified By : External
Deleted By : External
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Class Mandatory: true

Table 258 - SMI Referenced Properties/Methods for CIM_SystemDevice

Property Flags Type Description & Notes

Mandatory Properties/Methods

GroupComponent CIM_System

PartComponent CIM_LogicalDevice

9.2.2.1.10 Related Standards

Table 259 - Related Standards for SPI Target Ports

Specification Revision Organizatior
CIM Infraptructure Specification 2.3.0 DMTF
CIM Operations over HTTP 1.2.0 DMTF
CIM Schema 211.0 DMTE
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9.2.2.2 FC Target Port Subprofile

9.2.2.21 Description

The FC Target Port Subprofile models the Fibre Channel specific aspects of a target storage system.

For Fibre Channel ports, the concrete subclass of LogicalPort is FCPort. FCPort is always associated 1-1 with a

SCSIProtocolEndpoint instance.

ISO/IEC FDIS 24775, Storage Management Backwards Compatibility

SCSIProtocolEndpoint was introduced in this version of SMI-S to enable support for non-FC transports and for
non-SCSI protocols. In ISO/IEC FDIS 24775, Storage Management (SMI-S 1.0), FCPort was associated directly to
SCSIProtocolController. SCSIProtocolEndpoint, DeviceSAPImplementation, and SAPAvailableForElement are
required and are used consistently across all target port subprofiles. To maintain _backwards compatibility,

ProtocolCqantrollerForPort is still required in this version of SMI-S. But this association will be remo

versions and clients should start using the newer model.

ved in a future

ComputerSystem

Hosted
AccessPoint _
SAPAvailable SystembDevice
ForElement
System SCSIProtocolEndpoint SCSIProtocolController
Device

ConnectType="Fibre
Channel"

1
DeviceSAPImplementation
10

FCPort | ProtocolController
ForPort

Figure 57 - FC Target Port Instance Diagram

9 2 2 2 2 Durabla Namac and Carralatalhla INe Af tha Culhineafila

DoTooTTC N T C S oMU S U C ataiorC o S~ OT e O oo pTomT

FCPort.PermanantAddress shall contain the port’'s Port WWN.
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9.2.2.2.3 Health and Fault Management
Table 260 - FCPort Operational Status
OperationalStatus Description
OK Port is online
Error Port has a failure
Stopped Port is disabled
InService Port is in Self Test
Unknown
9.2.2.2.4 Dependencies on Profiles, Subprofiles, and Packages
None
9.2.2.25 Extrinsic Methods of this Subprofile
None
9.2.2.2.6 Client Considerations and Recipes
None
9.2.2.2.7 Registered Name and Version
FC Target Ports version 1.1.0
9.2.2.2.8 CIM Server Requirements
Table 261 - CIM Server Reguirements for FC Target Ports
Profile Mandatory
Associatipn Traversal Yes
Basic Re@d Yes
Basic Write No
Indicatior]s Yes
Instance Manipulation No
Qualifier Peclaration No
Query No
Schema Manipulation No
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9.2.2.2.9 CIM Elements

Table 262 - CIM Elements for FC Target Ports

Element Name Description

Mandatory Classes

CIM_DeviceSAPImplementation (9.2.2.2.9.1)

CIM_FCPort (9.2.2.2.9.2)

CIM_HostedAccessPoint (9.2.2.2.9.3)

CIM_SAPAvailableForElement (9.2.2.2.9.5)

CIM_SC$IProtocolEndpoint (9.2.2.2.9.6)

CIM_SystemDevice (9.2.2.2.9.7)

Optional Classes

CIM_ProtocolControllerForPort (9.2.2.2.9.4) Only required if the instrumentation claimis
compatibility with 1.0

Mandatory Indications

SELECT | FROM CIM_InstCreation WHERE Create FCRort

Sourcelngtance ISA CIM_FCPort

SELECT [ FROM CIM_InstModification WHERE Deprécated WQL - Change to FCPort
Sourcelnstance ISA CIM_FCPort AND OpefationalStatus

Sourcelnstance.OperationalStatus <>
Previouslnstance.OperationalStatus

SELECT ff FROM CIM_InstModification WHERE CQL - Change to FCPort OperationalStafus
Sourcelngtance ISA CIM_FCPort AND
Sourcelngtance.CIM_FCPort::OperationalStatus <>
Previouslnstance.CIM_FCPort::OperationalStatus

SELECT | FROM CIM_InstModificatioh WHERE Change to FCPort properties
Sourcelnstance ISA CIM_FCPort AND
Sourcelngtance.Speed <> PreviousInstance.Speed

SELECT ff FROM CIM_InstMadification WHERE CQL - Change to FCPort properties
Sourcelngtance ISA CIM ‘*FCPort AND
Sourcelnstance.CIM-FEPort::NetworkAddresses <>
Previouslnstance.€IM_FCPort::NetworkAddresses

SELECT | FROM CIM_InstDeletion WHERE Delete FCPort
Sourcelngtance ISA CIM_FCPort

9.2.2.2.9.1 CIM_DeviceSAPImplementation
Created By : External
Modified By : External
Deleted By : External
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Table 263 - SMI Referenced Properties/Methods for CIM_DeviceSAPImplementation

Property Flags Type Description & Notes
Mandatory Properties/Methods

Antecedent CIM_LogicalDevice

Dependent CIM_ServiceAccessPoint
9.2.2.2.9.2 CIM_FCPort
Created By Extermat
Modified Bl : External
Deleted By : External
Standard Names: The PermanentAddress Property follows the requirements in 7.2.4.5.2
Class Mangatory: true

Table 264 - SMI Referenced Properties/Methods for CIM_FCPort
Property Flags Type Description & Nptes
Mandatory Properties/Methods

SystemCfeationClassName string

SystemName string

CreationClassName string

DevicelD string

PermanentAddress CD string Port WWN

OperationalStatus uintl16[]

UsageRetriction uintl6 Shall be 2 to indicate thig is a front
end port only or 4 to indi¢ate usage is
not restricted.

Optional)Properties/Methods

SupportefiCOS uintl16[]

ActiveCQOS uint16[]

SupporteflFC4Types uint16[]

ActiveFCHTypes uint16[]

PortType uint16

9.2.2.2.9.3 CIM_HostedAccessPoint

Created By : External
Modified By : External
Deleted By : External
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Table 265 - SMI Referenced Properties/Methods for CIM_HostedAccessPoint

Property

Flags

Type

Description & Notes

Mandatory Properties/Methods

Antecedent

C

IM_System

Dependent

C

IM_ServiceAccessPoint

9.2.2.294

Created BY : External
Modified By : External
Deleted By : External
Class Manfatory: false

Table 266 - SMI Referenced Properties/Methods for CIM_PratacolControllerFg

CIM_ProtocolControllerForPort

Only requiretifthe mstroment@aton clams compatoitty withrro———————————— ]

rPort

Property

Flags

Type

Description &

Notes

Mandatory Properties/Methods

Antecedent CIM_ProtocelController
Dependent CIM_LogicalPort
9.2.2.2.95 CIM_SAPAvailableForElement
Created BY : Static or External
Modified By : External
Deleted By : External

Class Manfatory: true

T

hble 267 - SMI Referenced Properties/Methods for CIM_SAPAvailableForEle

ment

Property

Flags

Type

Description §

. Notes

Mandatory Properties/Meth

ods

AvailablgSAP

CIM_ServiceAccessPoint

The SCSIProtoco

Endpoint.

ManagepElement

CIM_ManagedElement

The SCSIProtoco

Controller.

9.2.2.29.6
Created By : Static
Modified By : Static
Deleted By : Static

CIM_SCSiIProtocolEndpoint
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Table 268 - SMI Referenced Properties/Methods for CIM_SCSIProtocolEndpoint

Property

Flags

Type

Description & Notes

Mandatory Pro

perties/Methods

SystemCreationClassName string
SystemName string
CreationClassName string
Name string
ProtocollFType uint16
OtherTypeDescription string
ConnectipnType uintl6 Shall be 2 (Ribre Channgl)
Role uint1l6 Shall be'3(Target) or 4 (Both Initiator
and/Target)
9.2.2.2.9.7 CIM_SystemDevice
Created BY : External
Modified Bl : External
Deleted By : External
Class Manfatory: true
Table 269 - SMI Referenced Properties/Methods for CIM_SystemDevice
Property Flags Type Description & Nptes
Mandatory Properties/Methods
GroupComponent CIM_System
PartComponent CIM_LogicalDevice
9.2.2.2.10| Related Standards
Table 270 - Related Standards for FC Target Ports
Specification Revision Organizatior
CIM Infraptfucture Specification 2.3.0 DMTF
CIM Operations over HTTP 1.2.0 DMTF
CIM Schema 211.0 DMTF
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EXPERIMENTAL
9.2.2.3

9.223.1

different than that used

objects.

Note that ComputerSystem, SCSIProtocolController and StorageVolume are not actually part of this subprofile;
| does have a

Description
The iSCSI target ports subprofile describes the iSCSI specific aspects of target device. iSCSI terminology is
uses the UML instance naming notation
(InstanceName:ClassName) with the iISCSI-style names before the CIM names. Table explains the use of all these

in other parts of SMI-S. Table

iSCSI Target Ports Subprofile

they would_be the parts of the Array Profile that associate with the iISCSI-specific classes, iSC
specific naming requirement for SCSIProtocolController that is described below.
iSCSICapabilities ElementCapabilities NetworkEntity:
| ComputerSystem
Host_e d StorageVolume
Service
iSCSI¢onfiguration Hosted
Service Access Element |
Point SettingData SysteniDgyvice ProtocolController
o ForUnit
ElemeptCapabilities ‘
iSCSISession -
iSCSI¢onfiguration Settings I El_emfent iSCSINode:
Cababilities SettingbBata SCSIProtocolController
— - SAPAVvailable
iISCplSession Element ForElement
Sfatistics SettingData Element Element
StatisticalData ~ StatisticalDafa
|
ElemeniStatisticalData - iSCSISession iSCSILoginStatjstics
) iISCSIPort: ) Eailures
A R . iSCSlIProtocolEndpoint
iSCBISession
Namme
Role - Dependency-
Identifier I
. . Hosted
NefworkPipe EndpomtOfNetworkPlpeJ Binc‘JsTo Collection
Composition |
iscsiconnection TCPProtocolEndpoint
ConnegtionID ‘ MemberOfCollection
- i i eJ DeviceSAP ‘
EndpointOfNetworkPi i : .
P P BindsTo Implementation iSCSIPortalGroup: | |
Element \ SystemSpecificCollectipn
SettingData |PProtocolEndpaoint
iSCSIConnection ] \ ]
Settings DeviceSAPImplementation
EthernetPort

Figure 58 - iISCSI Target Ports Subprofile Instance Diagram
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iSCSI
Term

CIM Class Name

Notes

Network
Entity

ComputerSystem

The Network Entity represents a device or gateway that is
accessible from the IP network. A Network Entity shall have one

or more Network Portals, each of which can be used

to gain

access to the IP network by some iSCSI Nodes contained in that

Network Entity.

Session

iISCSISession

The group of TCP connections that link an initiator wi

th a target

form a session (loosely equivalent to a SCSI I-T nexu
connections can be added and removed from a-sess
all connections within a session, an initiator sees’one
same target.

s). TCP
on. AcCross
and the

Connection

NetworkPipe

A connection is a TCP connection. Communication b
initiator and target occurs over one.orimore TCP con
The TCP connections carry control-messages, SCSI
parameters, and data within iSCSI Protocol Data Uni
PDUs).

etween the
nections.
commands,
s (iSCSlI

SCSI Pof

—

iISCSIProtocolEndpoint

A SCSI Port using an iSCSI service delivery subsystg
collection of Network Portals that together actas a S
or target.

bm. A
C Sl initiator

Portal
Group

SystemSpecificCollection

iISCSI supports-multiple connections within the same
some implementations will have the ability to combin
connectigrs in a session across multiple Network Po

session;

a}

rtals. A

Portal Group defines a set of Network Portals within an iSCSI

Network Entity that collectively supports the capabilit
coordinating a session with connections spanning the

of
se portals.

Not all Network Portals within a Portal Group need participate in

every session connected through that Portal Group.

Portal Groups may provide access to an iSCSI Node
Network Portal, as utilized by a given iSCSI Node, beg
exactly one portal group within that node.

Dne or more
Each
longs to

Network
Portal

TCPProtocolEndpoint,
IPProtoeolEndpoint,
EthernetPort

The Network Portal is a component of a Network Enti
TCP/IP network address and that may be used by an
within that Network Entity for the connection(s) within
iISCSI sessions. A Network Portal in an initiator is ide

ty that has a
iISCSI Node
one of its

ntified by its

IP address. A Network Portal in a target is identified By its IP

address and its listening TCP port.

Node

SCoSIProtocolController

The 1ISCSI Node represents a single 1ISCSI initiator o

iSCSI

target. There are one or more iISCSI Nodes within a Network

Entity. The iSCSI Node is accessible via one or more

Network

Portals. An iSCSI Node is identified by its iSCSI Name. The
separation of the iISCSI Name from the addresses used by and for
the iISCSI Node allows multiple iISCSI nodes to use the same
address, and the same iSCSI node to use multiple addresses.
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Mapping and Masking Considerations

The class SCSIProtocolController is used in the Mapping and Masking subprofile to model a “view”, which is a set
of logical devices exposed to an initiator. It is in a sense a virtual SCSI device, but carries no SCSI device name
when used with the other Target Ports subprofiles such as the FC Target Port subprofile. In fact the class is even
not part of these sub-profiles.

The iSCSI Target Ports subprofile however uses SCSIProtocolController to model the iISCSI Node which is the
SCSI Device as defined in the SAM specification. It has a SCSI device name which is the iISCSI Node Name. Thus
the presence of instances of SCSIProtocolController with this subprofile has multiple meanings. Whereas there
may be no instances of SCSIProtocolController with other Target Port subprofiles until created as views by the
Mapping and Masking method ExposePaths, instances of SCSIProtocolControllers as iISCSINodes can be brought
into existence by the |SCSI method Create|SCSINode The instances can then be used as inputs to ExposePaths

to grant access olContyoller that was
created as|a Node will be the flrst view. Addltlonal ‘view” ProtocoIControIIers created by ExposePa s would carry
the same iSCSI Node name to convey that they represent the same underlying Node.

Settings

An iSCSI Session is established between an Initiator Port and a Target Port through the establishment of an initial
iSCSI Corfnection, which happens during the “Leading” Login. At this time the operational properties for the

Session ar
Session arf
have settin
wide oper
negotiating
For examp
local syste
complete t
Session.

e established through subsequent logins. For many operational propérties both the Initig
gs that specify the starting position for the negotiation process. The settings for negot
htional properties (found in iISCSISession) are in iSCSISessionSettings. Likewise th
Connection level operational properties (found in iISCSI €onnection) are in iISCSIConn
e, iISCSISessionSettings contains the property MaxCofnectionsPerSession, which is thg
m (which in this sub-profile is the Target) would Jike /to use for Session. When the ¢
he actual value agreed upon with the Initiator issin“the property MaxConnectionsPerSe

Different implementations may scope the settings classes differently.

P negotiated and also the operational properties for the initial Connegtion. Additional Connections for the

itor and Target
ating Session-
e settings for
bctionSettings.
value that the
bading login is
ssion in iISCSI

iISCSISessjonSettings can be associated to any ong*of the following classes:

iSCSIProtqcolEndpoint: The Settings apply “to Sessions created on the iSCSI Port repregented by the
iSCSIProtqcolEndpoint.

SCSIProtopolController: The Settings\apply to Sessions created on all iISCSIProtocolEndpoint bglonging to the
iISCSI NodEg represented by the SCSiProtocolController.

Computer$ystem: The Settings* apply to Sessions created on all iISCSIProtocolEndpoints bglonging to all
SCSIProtopolControllers belanging to the ComputerSystem.

iSCSIConr]

TCPProtoq
TCPProtoq
to.

ectionSettings:can be associated to any one of the following classes:

olEndpaeint: The Settings apply to each Connection created using the Network Portal repr
olEndpeint, regardless of which iSCSIProtocolEndpoint owns the Session that the Conn

psented by the
Pction belongs

iSCSIProtocolEndpoint:

The Settings to Connections using NetworkPortals

apply

iSCSIProtocolEndpoint is bound and belonging to Sessions on that same iSCSIProtocolEndpoint.

Durable Names and Correlatable IDs of the Subprofile

to which

the

The Name property for the iISCSI node (SCSIProtocolController) shall be a compliant iISCSI hame as described in
7.2.4.9, "iISCSI Names" and NameFormat shall be set to “iSCSI Name”.
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The Name property for iISCSIProtocolEndpoint shall be a compliant iISCSI name as described in 7.2.4.9, "iSCSI
Names" and ConnectionType shall be set to “iSCSI".
9.2.2.3.2 Health and Fault Management

Table 272 - EthernetPort OperationalStatus

OperationalStatus Description
OK Port is online
Error Port has a failure
Stopped Port is disabled
InService Port is in Self Test
Unknown

9.2.2.3.3 Supported Subprofiles and Packages
None

9.2.2.34 Methods of this Subprofile

The iSC$IConfigurationService provides the following methods ““that allow a client to manipulate
iSCSIProtgcolEndpoints in an iISCSI Target Node. The class iISCSIProtocolController models the iSQSI Target Port.
The instanfe of the service is scoped by an instance of ComputerSystem that represents that Network Entity. The
capabilitieg of this service are defined in the companion class iISCSIConfigurationCapabilities.

9.2.2.3.4.1 CreateiSCSINode

This methqd creates an iSCSI Node in the form of an instance of SCSIProtocolController. As part jof the creation
process a pystemDevice association is created between the new SCSIProtocolController and the sqoping Network
Entity (ComputerSystem) hosting this service.

CreateiJCSINode
IN, string Alias,
The iSCSI|Alias for the new Node.
OUT, SCSIProtocolControllerREF iSCSINode,

A reference to the new SCSIProtocolController that is created.

9.2.2.3.4.1]1 Retutn Values
Success

Not Supported

Unspecified Error

Timeout

Failed

Node Creation Not Supported

Alias in use by Other Node
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9.2.2.34.1

2 Created Instances

SCSIProtocolController

SystemDevice

9.2.2.34.1
None

9.2.2.34.1
None

9.2.2.3.4.2

The methd
which this
this Node,

IN, SC
The SCSIR

9.2.2.3.4.2
Success

Not Suppo
Unspecifie
Timeout
Failed
Invalid Par|
SCSIProto

Sessions A

9.2.2.34.2
None

9.2.2.3.4.2
SCSIProto,

SystemDe

3 Deleted Instances

4 Modified Instances

DeleteiSCSINode

SCSIProtocolController is referenced. If Sessions are active on iSCSIProtocolEndpaint
an error will be returned. If no Sessions are active, the scoped iISCSIProtocolEndpoints W

DeleteiSCSINode
SIProtocolController REF iSCSINode

rotocolController to be deleted.

1 Return Values

rted

o Error

ameter
colController Non-existent

ctive on Node Ports

2 Created Instances

3 Deleted-Instances
colController

ice

d deletes an instance of SCSIProtocolController representing an 1ISCsI Node and all associations in

s belonging to
ill be deleted.

iSCSIProtocolEndpoint

HostedAccessPoint

SAPAvailableForElement

BindsTo
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9.2.2.34.2.4 Modified Instances
None

9.2.2.3.4.3 CreateiSCSIProtocolEndpoint

This method creates an iSCSI Port in the form of an instance of iISCSIProtocolEndpoint. As part of the creation
process the iSCSIProtocolEndpoint is ‘bound to' the underlying TCPProtocolEndpoints which are specified as
inputs by creating instances of the BindsTo association between the new instance and those instances. In addition,
an instance of SAPAvailableForElement is created between the specified SCSIProtocolController and the new
instance of iISCSIProtocolEndpoint.

CreateiSCSIProtocolEndpoint

IN, SCSIProtocolController REF iSCSINode,

The SCSIRrotocolController instance representing the iISCSI Node that will contain the iSCSI Port.
IN, uin{16 Role,

For iSCSI,| each iSCSIProtocolEndpoint acts as either a target or an initiator endpoint. This property indicates
which role this iISCSIProtocolEndpoint implements.

IN, string Identifier,

The Identifier shall contain the Target Portal Group Tag (TGPT). Each/iSCSIProtocolEndpoirt (iISCSI port)
associated| to a common SCSIProtocolController (iSCSI node) has a unique Identifier. This field |s a string that
contains 12 hexadecimal digits. If the property IdentifierSelectionSupported in class iSCSIConfigurationCapabilities
is false, this parameter shall be set to NULL.

IN, ProtocolEndpoint REF NetworkPortals[],

An Array of References to TCPProtocolEndpoints representing Target Network Portals. The TCPProfocolEndpoints
specified gach shall be associated to an instance of\[PProtocolEndpoint via a BindsTo associatjon in order to
provide the Target Network Portal functionality., The selected Portal endpoints shall be from the same
SystemSpécificCollection, which represents a Rartal Group.

OUT, i$CSIProtocolEndpoint REF iSCSIPort,

A referenceg to the new iISCSIProtocolEndpoint that is created.

9.2.2.3.4.3]1 Return Values
Success

Not Suppofted
Unspecifiefd Error

Timeout

Failed
SCSIProtocolController Non-existent

Role Not Supported By Specified SCSIProtocolController
Identifier In Use, Not Unique

Identifier Selection Not Supported

ProtocolEndpoint Non-Existent
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TCPProtocolEndpoint Not Bound To Underlying IPProtocolEndpoint
TCPProtocolEndpoint In Use By Other iSCSIProtocolEndpoint In Same Target SCSIProtocolController.

ProtocolEndpoints Not From Same Endpoint Collection

9.2.2.3.4.3.2 Created Instances
iSCSIProtocolEndpoint

HostedAccessPoint
SAPAvailableForElement

BindsTo

9.2.2.3.4.3|13 Deleted Instances
None

9.2.2.3.4.3]4 Modified Instances
None

9.2.2.3.4.4 DeleteiSCSIProtocolEndpoint

The method deletes an instance of IiSCSIProtocolEndpoint and. all associations i which this
iSCSIProtqcolEndpoint is referenced.

DeleteiSICSIProtocolEndpoint
IN, iSgSIProtocolEndpoint REF iSCSIPort

The iSCSIProtocolEndpoint to be deleted.

9.2.2.3.4.4]1 Return Values
Success

Not Suppofted
Unspecifiefd Error
Timeout
Failed
Invalid Parpmeter

Endpoint Non-existéent

9.2.2.3.4.4]2 Created Instances
None

9.2.2.3.4.4.3 Deleted Instances
iSCSIProtocolEndpoint

HostedAccessPoint

SAPAvailableForElement
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BindsTo

9.2.2.34.4.4 Modified Instances
None

9.2.2.3.45 BindiSCSIProtocolEndpoint

This method provides for modification of an existing iSCSI Port by associating a TCPProtocolEndpoint
representing a Target Network Portal to the iISCSIProtocolEndpoint. The association is persisted as an instance of
BindsTo. The selected Portal endpoint shall be from the same SystemSpecificCollection, which represents a Portal
Group, as those endpoints currently bound to the iISCSIProtocolEndpoint.

This action is intended to be reversed by the use of the intrinsic method 'Deletelnstance’.

BindiSCSIProtocolEndPoint

IN, iSCSIProtocolEndpoint REF iSCSIPort,
A reference to the iISCSIProtocolEndpoint
IN, ProtocolEndpoint REF NetworkPortal

An instancg of TCPProtocolEndpoint representing the Network Portal to be added

9.2.2.3.4.5|1 Return Values
Success

Not Suppofted
Unspecifiefd Error
Timeout
Failed
Invalid Parpmeter

ProtocolErdpoint Non-Existent

TCPProtoqolEndpoint Not Bound To Underlying IPProtocolEndpoint

ProtocolErdpoint In Use By Other.iSCSIProtocolEndpoint In Same Target SCSIProtocolController

ProtocolErdpoint Not From Same Endpoint Collection

9.2.2.3.4.5|2 Created Instances
BindsTo

9.2.2.3.4.5|3 Deleted Instances
None

9.2.2.345.4 Modified Instances
None

9.2.2.35 Client Considerations and Recipes

9.2.2.35.1 Discover the iISCSI Target Port capabilities.
// DESCRIPTION
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// Discover the 1SCSI Target Port capabilities.

//

// PRE-EXISTING CONDITIONS AND ASSUMPTIONS

// 1. The ComputerSystem representing the target system of interest has been
// previously identified and defined in the $NetworkEntity-> variable.

// MAIN
// Step 1. Locate the instance of CIM_iSCSICapabilities associated to the
// target ComputerSystem.
$iSCSICapabilities[] = Associators($NetworkEntity->,
“CIM_ElementCapabilities”,
“CIM_rSCSICapabrrties™,
“ManagedElement”,
“Capabilities”,
{“MinimumSpecificationVersionSupported”,
“MaximumSpeci ficationVersionSupported”,
“AuthenticationMethodsSupported”})

if ($iSCSICapabilities[] == null || $iSCSICapabilities[]-length 1= 1) {
<ERROR! The iSCSIl capabilities could not be (fgund>

}
$Capabilities = $iSCSICapabilities[0]

9.2.2.3.5.2 Identify the iISCSI Nodes in a target system.
Step 1. Logk for instances of SCSIProtocolController withh NameFormat="iSCSI Name”.

// DESCRIPTION

//

// ldentify the iSCSI Nodes in a target system.
/7/

// PRE-EXISTING CONDITIONS AND ASSUMPTIONS

// 1. The ComputerSystem representing the Network Entity of interest Has been
// previously Sidentified and defined in the $NetworkEntity-> variable.

// MAIN
// Step~1. Locate the instances of CIM_SCSIProtocolController with a NameFormat
//_property value of “iSCSI Name™.
$PpotocolControllers[] = Associators($NetworkEntity->,

“CIM_SystembDevice”,

“CIM_SCSIProtocolController”,

“GroupComponent™,

“PartComponent”,

false,

false,

{“Name”, “NameFormat”})
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// Step 2. Locate the SCSIProtocolControllers that represent the iSCSI Nodes.
$iSCSINodes[]
#index = 0
for (#i in $ProtocolControllers[]) {
ifT ($ProtocolControllers[#i].NameFormat == “iSCSI Name™) {
// Filter out SCSIProtocolControllers previously encountered.
if (Ycontains($ProtocolControllers[#i]-Name, #NodeNames[])) {
#NodeNames[#index] = $ProtocolControllers[#i].Name
$iSCSINodes[#index++] = $ProtocolControllers[#i]

9.2.2.3.5.3

¥

<EXIT: $Nodes[] contains the results>

Identify the iISCSI Ports on an given iSCSI node.
// DESCRIPTION
// ldentify the iISCSI Ports on an given iSCSI node.
//
// PRE-EXISTING CONDITIONS AND ASSUMPTIONS
// 1. The SCSIProtocolController representing an1SCSI Node of intereqt has
// been previously identified and defined in ‘the $iSCSINode-> variablq.

// This function returns the instance(s). of ISCSI ports on the specified
// iSCSI node, or null if none are found.
sub $iSCSIPorts[] getiSCSIPortsOnNede($Node->) {

// Step 1. Locate the iSES1 Ports, which are represented by instarices of
// 1SCSIProtocolEndpoint, on the iSCSI Node of interest.
$iSCSIPorts[] = Associators($iSCSINode->,

“CIM_SAPAvailableForElement™,

“CIM_iSCSIProtocolEndpoint”,

“ManagedElement”,

“AvanlableSAP™",

false,

false,

{“Name”, “ldentifier”, “Role”})

if ($iSCSIPorts[]-length == 0) {

|Utulll (IIU::)
}
return ($iSCSIPorts[])
3
// MAIN

$iSCSIPorts[] = &getiSCSIPortsOnNode($iSCSINode->)
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9.2.2.354 Identify the iISCSI sessions existing on an iISCSI node.
// DESCRIPTION
// ldentify the iSCSI sessions existing on an iSCSI node.
/7/
// PRE-EXISTING CONDITIONS AND ASSUMPTIONS
// 1. The SCSIProtocolController representing the iSCSI Node of interest has
// been previously identified and defined in the $iSCSINode-> variable

// Step 1. Retrieve the CIM_iSCSIProtocolEndpoints for an
// CIM_SCSIProtocolController representing a node.
$iSCSIPorts[] = @getiSCSIPortsOnNode($iSCSINode->)
if ($iSCSIPorts[] == null) {
<ERROR! No iSCSI ports located on the specified iSCSI node>

}

// Step 2. Retrieve the 1SCSI session associated with eachpniSCSI port.
$i1SCSISessions[]
#index = 0
#PropList[] = {“Directionality”, “SessionType”, “FSI”’, “EndPointName’],
“CurrentConnections”, “InitialR2T”, “ImmediateData”,
“MaxOutstandingR2T”, “MaxUnsolicitedFirstbataBurstLength”,
“MaxDataBurstLength”, “AuthenticationNethodUsed”,
“DataSequencelnOrder”, “DataPDUInOrder”, “ErrorRecoverylLevel”}
for (#i in $iSCSIPorts[]) {
$Sessions[] = Associators($iSCSIPorts[#i]-getObjectPath(),
“CIM_EndpointOfNetworkPipely
“CIM_iSCSISession”,
“Antecedent”,
“Dependent™,
#PropList[])
if ($Sessions[] 1= null && $Sessions[].length == 1) {
$iSCSISessionsf{#index++] = $Sessions[0]
}

3
<EXIT: $iSCSISessions[] contains the iSCSI Sessions>

9.2.2.3.55 Create an iSCSI Target Node on an iSCSI Network Entity
7/ DESCRIPTION

— 77 Create—arm TSCStTarget Node—omam 1SCSTHNetworkEmtity
//
// PRE-EXISTING CONDITIONS AND ASSUMPTIONS
// 1. The ComputerSystem representing the Network Entity of interest has been
// previously identified and defined in the $NetworkEntity-> variable.

// MAIN
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// Step 1. Locate the CIM_iSCSIConfigurationService hosted by the System.
// Note that active iSCSI configuration may not be supported by the device.
try {
$iSCSIConfigurationService->[] = AssociatorNames($NetworkEntity->,
“CIM_HostedService”,
“CIM_iSCSIConfigurationService”,
“Antecedent”,
“Dependent’™)
// iSCSlIConfigurationService and HostedService may not be implemented
// in the SMI Agent.
if ($isCSIConfigurationService->[] == null ||

$1SCSIConTrgurationService->[].Iength == 0) {
<EXIT: iSCSI Configuration is not supported>
}
3} catch (CIMException $Exception) {
// iSCSIConfigurationService and/or HostedService may not be inclyded in
// the model implemented at all if iSCSI Configuration is not supgorted.
ifT ($Exception.CIMStatusCode == CIM_ERR_INVALID_PARAMETER) {
<EXIT: iSCSI Configuration is not supported.>
}
3

// Step 2. Examine the capabilities to determine if Node creation is dupported.
$ConfigurationCapabilities[] = Associators($iSCSIConfigurationService-{>[0],
“CIM_ElementCapabilities™,
“CIM_iSCSIConfigurationCapabitities™,
“ManagedElement”,
“Capabilities”,
false,
false,
{*“i1SCSINodeCreationSupported”})
if ($ConfigurationCapabilities[] == null |]
$ConfigurationCapabilities[]-length == 0) {
<ERRORL.Required iSCSI Configuration Service capabilities not available>

3

// Step 3. Create the iSCSI Target Node if supported by the device.

iT [ ($ConfigurationCapabilities[0].iSCSINodeCreationSupported == true) {
%InArguments[“Alias™] = “Some Target Alias”

#ReturnValue = 1nvokeMethod($1SCSIConfigurationService->[0],
“CreateiSCSINode™,
%InArguments[],
%OutArguments[])

if (#Returnvalue == 0) {
$NewNode-> = $OutArguments[“iSCSINode’]
<EXIT: The node was created>
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9.2.2.3.5.6

} else {
<EXIT: The method returned an error; the Node was not created>

}

} else {

}

<EXIT: Node Creation is not supported>

Create an iSCSI Target Port on an iSCSI target node.

//
//

LL

DESCRIPTION

This recipe describes how to create an iSCSI Target Port on an iSCSI target

Bael
TOCCT—T

77

//
//
//
//
//
//
//

//
//
//

//
//
//
//

PRE-EXISTING CONDITIONS AND ASSUMPTIONS

1. The object name for the ComputerSystem representing the (Network
interest has been previously identified and defined in the ‘$Network
variable.

2. The object name for the SCSIProtocolController xepresenting the

within which to create the iSCSI Port has been identified and defing
$Node-> variable.

Entity of
Entity->

iSCS1 Node
d in the //

3. The object names for one or more TCPProtocolEndpoints representing Target

Network Portals have been previously identified and defined in the
Portals->[] array variable.

MAIN

Step 1. Find a CIM_iSCSIConfigurationService associated to Computen
by HostedService. Note that active iSCSI configuration may not be s
by the device.

try {

$iSCSIConfigurationService->[] = AssociatorNames($NetworkEntity->,
“CIM_HostedService”,
“CIM_iSCSTCoenfigurationService”,
“Antecedent”,
“Dependent’)

// iSCSIConfigurationService and HostedService may not be implemer

// _in\the SMI Agent.

f($iSCSIConfigurationService->[] == null |]
$iSCSIConfigurationService->[].length == 0) {

<EXIT: iSCSI Configuration is not supported>

~

=

} catch (CIMException $Exception) {
// iSCSIConfigurationService and/or HostedService may not be included in
// the model implemented at all if iSCSI Configuration is not supported.

it ($Exception.CIMStatusCode == CIM_ERR_INVALID_PARAMETER) {
<EXIT: iSCSI Configuration is not supported.>

}

System
upported

ted
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// Step 2. Examine the associated CIM_iSCSIConfigurationCapabilities to

/7/

determine if Target Port manipulation is supported.

$ConfigurationCapabilities[] = Associators($iSCSIConfigurationService->[0],

“CIM_ElementCapabilities™,
“CIM_iSCSIConfigurationCapabilities™,
“ManagedElement”,

“Capabilities”,

false,

false,
{“iSCSIProtocolEndpointCreationSupported”})

//
//
//
//

Step 3. Given an instance of CIM_SCSIProtocolController representir
Node($Node->), and one or more TCPProtocolEndpoints representing T3

g a
rget

Network Portals(Portals->[]), invoke the method CreateiSCSIRrotocolEndpoint

to create the iSCSIProtocolEndpoint.

if ($ConfigurationCapabilities[0].iSCSIProtocolEndpointCreationSupported == true)

%InArguments[“iSCSINode”] = $Node->
%InArguments[“Role”] = 3// “Target”
%InArguments[“NetworkPortals”] = Portaks—>]

#ReturnValue = InvokeMethod($iSCSiConfigurationService->[0],
“CreateiSCSIProtocolEndpoint’,
%InArguments[],
%O0utArguments[1)

it (#ReturnvValue == 0){

$NewiSCSIProtocolEndpoint-> = $0OutArguments[“iSCSIPort™]
<EXIT: The ProtocolEndpoint was created>
} else {

<EXIT: Theumethod returned an error; the ProtocolEndpoint was not

}

} else {

}

<EXIT: iSCSIProtocolEndpoint creation is not supported>

Add a Network Portal to a Target Port

//
//
//
//
//
//
//
//

DESCRIPTION
This recipe describes how to add a Network Portal to a Target Port.

PRE-EXISTING CONDITIONS AND ASSUMPTIONS
1. The object name for the ComputerSystem representing the Network

created>

Entity of

interest has been previously identified and defined in the $NetworkEntity->

variable.

2. The object name for the instance of iISCSIProtocolEndpoint representing a
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// Port has been previously identified and defined in the $iSCSIPort-> variable.
// 3. The object name for the instance of TCPProtocolEndpoint representing a

// Target Network Portal has been previously identified and defined in the

// $Portal-> variable.

// MAIN

// Step 1. Find a CIM_iSCSIConfigurationService associated to ComputerSystem by //
HostedService. Note that active iSCSI configuration may
not be supported by

// the device.
try {

$1SCSI1Confi gurat lonService—-> [] = Associato rl\lnmnq(‘kl\lofwn rkEnti ty=—>
“CIM_HostedService”,
“CIM_iSCSIConfigurationService”,
“Antecedent”,

“Dependent’)
// 1SCSIConfigurationService and HostedService may notvbe implemented
// in the SMI Agent.
if ($iSCSIConfigurationService->[] == null ||
$iSCSIConfigurationService->[].length =='0) {
<EXIT: iSCSI Configuration is not supported>
}
} catch (CIMException $Exception) {
// iSCSIConfigurationService and/orHostedService may not be inclyded in
// the model implemented at all it i1SCSI Configuration is not supgorted.
ifT ($Exception.CIMStatusCode ==, CIM_ERR_INVALID_PARAMETER) {
<EXIT: iSCSI Configuration*is not supported.>
}
}

// Step 2. Examine thejassociated CIM_iSCSIConfigurationCapabilities fo
// determine if Tdrget Port manipulation is supported.
$ConfigurationCGapabilities[] = Associators($iSCSIConfigurationService-{>[0],
“CIM_ElementCapabilities™,
“CIM_iSCSIConfigurationCapabilities™,
“ManagedElement”,
“Capabilities”,
false,
false,

// Step 3. Given an instance of CIM_iSCSIProtocolEndpoint representing a

// Port (iSCSIPort->), and an instance of TCPProtocolEndpoint representing a

// Target Network Portal ($Portal->), invoke BindiSCSIProtocolEndpoint().

if ($ConfigurationCapabilities[0].iSCSIProtocolEndpointCreationSupported == true)
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%InArguments[“iSCSIPort”] = $iSCSIPort->
%InArguments[“NetworkPortal”] = $Portal->

#ReturnValue = invokeMethod($iSCSIConfigurationService->[0],
“BindiSCSIProtocolEndpoint”,
%InArguments[],
%OutArguments[])

if (#Returnvalue == 0) {
<EXIT: The ProtocolEndpoint was modified>
} else {

<EXTT: The method returned an error; the ProtocolEndpoint was nof§ modified>
by
} else {
<EXIT: iSCSIProtocolEndpoint modification is not supported>

}

Determine the health of Nodes in a target system.
// DESCRIPTION
//
// Determine the health of Nodes in a target ‘'system.
//
// PRE-EXISTING CONDITIONS AND ASSUMPTIONS
// 1. The object name for the SCSIPretocolController representing the |[iSCSI
// Node of interest has been previ@usly identified and defined in the
// $iSCSINode-> variable.

// Step 1. Given an instance of SCSIProtocolController, get the instarlces of
// iSCSlSessionFailures“and iSCSlLoginStatistics associated by
// ElementStatisticalData.
//
$SessionFailures][] = Associators($iSCSINode->,
“CIM_ElementStatisticalData”,
“CIM_#SCSlISessionFailures”,
“ManagedElement”,
“Stats™);

$loginStatistics[] = Associators($iSCSINode->,

ceomng — 8

cHr—HEtementStatisticalbata™;
“CIM_iSCSILoginStatistics”,
“ManagedElement”,
“Stats™);

<EXIT: The statistics are in $SessionFailures[0] and $LoginStatistics[0]>
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9.2.2.35.9

Determine the health of a Session on a target system.

/7
//
//
//
//
//
//

//
//

DESCRIPTION

Determine the health of a Session on a target system.

PRE-EXISTING CONDITIONS AND ASSUMPTIONS

1. The object name for the iSCSISession of interest has been previously

identified and defined in the $iSCSISession-> variable.

Step 1. Given an instance of iISCSISession, get the instance of
iSCSISessionStatistics associated by ElementStatisticalData.

9.2.235.1

//

$SessionStatistics[] = Associators($iSCSISession->,

“CIM_ElementStatisticalData”,
“CIM_iSCSISessionStatistics™,
“ManagedElement”,

“Stats™);

<EXIT: The statistics are in $SessionStatistics[0}>

C

//
//
/7
//
//
//
//
//
//
//

//
//

onfigure the default settings for Sessions created in-a target computer system.
DESCRIPTION

Configure the default settings for iSCSI Sessions created on a tard

PRE-EXISTING CONDITIONS AND ASSUMPTIONS

1. The object name for the;iSCSI endpoint of interest has been prey
identified and defined_in the $iSCSIProtocolEndpoint-> variable.

2. A supported value for the iSCSISessionSettings.MaxConnectionsPer
has previously beenidentified and defined in the #MaxConnectionsPq
variable.

Step 1. Find the instance of iSCSISessionSettings associated to thg
iSCSIRrotocolEndpoint.

$SessionSettings[] = Associators($iSCSIProtocolEndpoint->,

“CIM_ElementSettingData”,
“CIM_iSCSISessionSettings”,
“ManagedElement”,

Settimgbata™);

et device.

iously

Session
rSession

// Step 2. Attempt to modify the permissible connections per session setting.

//

try {
$SessionSettings[0] -MaxConnectionsPerSession = #MaxConnectionsPerSession;
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Modifylnstance($SessionSettings[0],
false,
{“MaxConnectionsPerSession”});

<EXIT: Success>

} catch (CIMException $Exception) {
// Note that the implementation may be read-only and may not support
// modification of settings. In this case, CIM_ERR_NOT_SUPPORTED must be

// returned when an attempt is made to modify the instance.
iT ($Exception.CIMStatusCode == CIM_ERR_NOT_SUPPORTED) {
<EXIT: Session settings modification is not supported>

}

<ERRORT Failure; an unexpected error was encountered.>

9.2.2.3.5.11 Configure the default settings for iISCSI Connections created on Network Porta

/7
//
//
//
//
//
//
//
//

//
//

//
//
//

iISCSIProtocolEndpoint.

DESCRIPTION

Configure the default settings for iSCSI Connections created on a N
Portal used by an iSCSIProtocolEndpoint.

PRE-EXISTING CONDITIONS AND ASSUMPTIONS
1. The object name for the iSCSI endpoint of interest has been prey
identified and defined in the $iSCSIProtocolEndpoint-> variable.

2. A supported value for the
iSCSIConnectionSettings.MaxReceiveDataSegme

has previously been identified and defined in the #MaxRecvDataSeglLd
variable.

Step 1. Find the instance of iSCSIConnectionSettings associated to
iSCSIProtocolEndpoint.

$ConnectionSettings[] = Associators($iSCSIProtocolEndpoint->,

“CIM_ElementSettingData”,
“CIMNISCSIConnectionSettings™,
“ManagedElement”,
“SettingData™);

s used by an

etwork

iously

htlLength
ngth

the

gth

// Step 2. Attempt to modify the permissible received data segment len
// on the connection.

//

try {

$ConnectionSettings[0] -MaxReceiveDataSegmentLength = #MaxRecvDataSegLength;

ModifylInstance($ConnectionSettings[0],
false,
{“MaxReceiveDataSegmentLength”});
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<EXIT: Success>
} catch (CIMException $Exception) {

// Note that the implementation may be read-only and may not support
// modification of settings. In this case, CIM_ERR_NOT_SUPPORTED must be

// returned when an attempt is made to modify the instance.
if ($Exception.CIMStatusCode == CIM_ERR_NOT_SUPPORTED) {
<EXIT: Connection settings modification is not supported>

}

<ERROR! Failure; an unexpected error was encountered.>

9.2.2.3.5.1p Get the statistics for a Session on a target system
The statistics are properties in the same class as the health information; see 9.2.2.3.5.9, "Determine|the health of a
Session or a target system."
9.2.2.3.5.18 Configure Enable/disable header and data digest
See 9.2.2.8.5.11, "Configure the default settings for iISCSI Connections created on” Network Portals used by an
iISCSIProtqcolEndpoint.”
9.2.2.3.6 Registered Name and Version
iSCSI Target Ports version 1.1.0
9.2.2.3.7 CIM Server Requirements
Table 273 - CIM Server Requirements for iSCSI Target Ports
Profile Mandatory

Associatipn Traversal Yes

Basic Read Yes

Basic Write Yes

Indicatior]s Yes

Instance Manipulation Yes

Qualifier Peclaration No

Query No

Schema Manipulation No
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9.2.2.3.8 CIM Elements

Table 274 - CIM Elements for iSCSI Target Ports

Element Name Description

Mandatory Classes

CIM_BindsTo (9.2.2.3.8.1)

CIM_ConcreteDependency (9.2.2.3.8.2)

CIM_ElementCapabilities (9.2.2.3.8.4)

CIM_ElementSettingData (9.2.2.3.8.5)

CIM_ElementStatisticalData (9.2.2.3.8.6)

CIM_EndpointOfNetworkPipe (9.2.2.3.8.7)

CIM_HostedAccessPoint (9.2.2.3.8.9)

CIM_HostedCollection (9.2.2.3.8.10)

CIM_IPHrotocolEndpoint (9.2.2.3.8.12)

CIM_NetworkPipeComposition (9.2.2.3.8.14)

CIM_SAPAvailableForElement (9.2.2.3.8.15)

CIM_SCElProtocolController (9.2.2.3.8.16)

CIM_SygtemDevice (9.2.2.3.8.17) This association links all LogicalDevices to
the scoping system.

CIM_TCPProtocolEndpoint (9.2.2.3.8.19)

CIM_isdSICapabilities (9.2.2.3.8.20)

CIM_iSdSIProtocolEndpoint (9.2.2.3.8.26)

CIM_isdSISession (9.2.2.3.8.27)

CIM_isdSISessionSettings (9.2.2.378.29)

Optional Classes

CIM_DeyiceSAPImplementation (9.2.2.3.8.3)

CIM_EthernetPort(9.2.2.3.8.8)

CIM_HostedService (9.2.2.3.8.11)

CIM_MemherOfCollection (9.2.2.3.8.13)

CIM_SystemSpecificCollection (9.2.2.3.8.18)

CIM_iSCSIConfigurationCapabilities (9.2.2.3.8.21)

CIM_iSCsSIConfigurationService (9.2.2.3.8.22)

CIM_iSCSIConnection (9.2.2.3.8.23)

CIM_iSCSIConnectionSettings (9.2.2.3.8.24)
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Table 274 - CIM Elements for iISCSI Target Ports

Element Name

Description

CIM_iSCSILoginStatistics (9.2.2.3.8.25)

CIM_iSCSISessionFailures (9.2.2.3.8.28)

CIM_iSCSISessionStatistics (9.2.2.3.8.30)

Mandatory Indicati

ons

SELECT

* FROM CIM_InstCreation WHERE

Sourcelnstance ISA CIM_iSCSIProtocolEndpoint

Create iSCSIProtocolEndpoint

SELECT[* FROM CIM_InsiDeletion WHERE Sourcelnstance | Deleie SCSIProtocolEndpoint
ISA CIM] iSCSIProtocolEndpoint

SELECT|* FROM CIM_InstCreation WHERE Create SCSIProtocolController
Sourcelrfstance ISA CIM_SCSIProtocolController

SELECT|* FROM CIM_InstDeletion WHERE Sourcelnstance | Delete iSCSIProtecelController
ISA CIM| SCSIProtocolController

SELECT|* FROM CIM_InstModification WHERE Modify iISCSISessionSettings
Sourcelrlstance ISA CIM_iSCSISessionSettings

Optional Indications

SELECT]
Sourceln

* FROM CIM_InstCreation WHERE
stance ISA CIM_EthernetPort

Create EthernetPort

SELECT]
Sourceln
Sourceln
Previous|

* FROM CIM_InstModification WHERE

stance ISA CIM_EthernetPort AND
stance.CIM_EthernetPort::OperationalStatus' <>
nstance.CIM_EthernetPort::OperationalStatus

CQL - Modify EthernetPort

SELECT]
ISA CIM|

* FROM CIM_InstDeletion WHERE Sourcelnstance
| EthernetPort

Delete EthernetPort

SELECT]
Sourceln

* FROM CIM_InstCreationWHERE
stance ISA CIM_iSCSISession

Create iSCSISession

SELECT]
Sourceln
Sourceln
Previous|

* FROM CIM_InstMedification WHERE

stance ISA CIMiSESISession AND
stance.CIM_iSCSISession::CurrentConnections <>
nstance.CIM ISCSISession::CurrentConnections

CQL - Modify iISCSISession

SELECT]
ISA CIM|

* FROM.E€IM_InstDeletion WHERE Sourcelnstance
| ISCSISession

Delete iISCSISession

SELECT

L EROM-CIMnstCreationWHERE

Sourcelnstance ISA Cﬁ\/l_iSCSIConnection

CreateiSCSIConnesdtion

SELECT

* FROM CIM_InstDeletion WHERE Sourcelnstance

ISA CIM_iSCSIConnection

Delete iISCSIConnection

SELECT

* FROM CIM_InstModification WHERE

Sourcelnstance ISA CIM_iSCSIConnectionSettings

Modify iSCSIConnectionSettings
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Table 275 - SMI Referenced Properties/Methods for CIM_BindsTo

Property Flags

Type

Description & Notes

Mandatory Properties/Methods

Antecedent

CIM_ProtocolEndpoint

Dependept

CIM_ServiceAccessPao

int

9.2.2.3.8.2 CIM_ConcreteDependency
Created BY : StaticExtrinsic(s):

Deleted By : Extrinsic(s):

Class Manfatory: true

Table 276 - SMI Referenced Properties/Methods for GIM/ConcreteDependency

Property Flags

Type

Description & Nptes

Mandatory Properties/Methods

Antecedgnt

CIM_ManagedElement

Dependeft

CIM_ManagedElement

9.2.2.3.8.3 CIM_DeviceSAPImplementation
Created BY : Static or External

Deleted By : External

Class Manfatory: false

Table 277 - SMI Referenced Properties/Methods for CIM_DeviceSAPImplementation

Property Flags

Type

Description & Nptes

Mandatory Properties/Methods

Antecedgnt

CIM_LogicalDevice

Dependent

CIM_ServiceAccessPo
int

9.2.2.3.84 CIM_ElementCapabilities
Created By : Static
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Class Mandatory: true
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Table 278 -