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Foreword

ISO/IEC 24762:2008(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and ngn=
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0 Introduction

0.1 General

This International Standard is aimed at aiding the operation of an Information Security Management System
(ISMS) by providing guidance on the provision of information and communications technology disaster
recovery (ICT DR) services as part of business continuity management.

Information s¢curity management is the process by which management aims /to ashievel'(effective
confidentiality, |integrity and availability of information and service. When an organization i : n ISMS

ISO/IEC 27001 and ISO/IEC 27002 include a control objective for information _se 5 disiness
continuity management (refer to Control Objective 14.1 in ISO/IEC 27002:2 i bi f which
will reduce thope risks. That control objective is supported by controls to/be ! as part
of the ISMS prpcess.

Business continuity management is an integral part of a holistic rds the

interests of anforganization’s key stakeholders, reputation, bra

identifying potential threats that may cause ad imp zgtién’s business operations, and
associated risHs;

providing a framework for building resilience for busin

providing capagbilities, facilities, pré i % rs and
failures.

In planning for business cghtinui ication
facilities become benefici' service
availability during a disaster g . Such
fallback arrangements ma ents, or
commercial supscription s

0.2 Structure

This Internatiopal ded in-

house and outsourced! support
to an organizgtion’s- ICT s s. It includes the implementation, testing and execution aspects of disaster
recovery. It dogsotinclude other aspects of business continuity management.

The guidelines are applicable to both “in-house” and “outsourced” ICT DR service providers of physical
facilities and services in varying degrees. ICT DR service providers should interpret the intent of these
guidelines within the context of the services they offer.

These guidelines include the requirements for implementing, operating, monitoring and maintaining ICT DR
services, divided into two areas:

a) ICT disaster recovery (Clause 5); and

b) ICT disaster recovery facilities (Clause 6).

Vi © ISO/IEC 2008 — Al rights reserved
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Clause 7, “outsourced service provider's capability”, specifies the capabilities which outsourced ICT DR
service providers should possess, and the practices they should follow, for them to be able to provide basic
secure operating environments and facilitate organizations’ recovery efforts. The capabilities required are
specified in terms of the infrastructure and services needed to enable organizations to implement and execute

their ICT DR plans. (It should be noted that although this clause is targeted at outsourced ser
the guidelines it contains are also recommended for adoption by service providers in general.)

Clause 8, “selection of recovery sites”, provides guidance for:

ICT DR

0.3.1

This In
servics

arnework comprising different elements
ovhdation” layer comprises the important

DR setvices, nam ici rement, Processes and People. This layer
the supporting in@ < ity. The “continuous improvement” layer high
that help to improve” €] cific areas, and represents an added level of p
servicgs provided. his International Standard are drawn from a com
these lpyers, and eep cost effectiveness and standard rigor considerations

ICT DR Framework

vice providers,

organizations that are in the process of selecting an external recovery site as part of their ICT DR
practices;

0 expand their

er locally, may
sence of other
stry. The track

industry. Where

pansion of this

ing continuous
bnable service
additional level

in the ICT DR
pspects of ICT
helps to define
ights practices
rovision to the
posite view of

Policies
o, Effective Provision of
Organization’s ICT DR Services in
::ST DR Performance Services Support of
equirements Infrastructure Measurement Capability Organization's
Business Continuity
Processes Manaaement
People
Continuous Improvement

Figure 1 — ICT DR service provision framework
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0.3.2 Policies

“Policies” enable ICT DR service providers to set the direction on the other, related, areas of their ICT DR
services, and also enable clear communication to the relevant parties on the requirements that can be met by
ICT DR service provider facilities.

The “Policies” aspect is elaborated on in clauses 5 to 9 of this International Standard. An established policy is
usually expressed as “the system should include the following policies ...” or “there should be documented
policies and procedures ...”.

0.3.3 Performance measurement

“Performance Measurement—enablestcT-DR-service—providersto-review—and-impreve-theirserreesyand at
the same tim¢g provides a means for service providers to demonstrate that their servi cet organization
requirements. [This will in turn help to promote the ICT DR industry service level as a wh

€S

The “Performgnce Measurement” aspect is elaborated on in clause 9.3 of this k i a which
explains the reed for measuring the performance of ICT DR services and_ill ples of
measurement metrics that service providers can select.”

0.34 Procelses

“Processes” ensures that a consistent approach will be adopted i a ices, making
possible the cantinuous maintenance of service levels and the ease ¢ ini NA

al Standard. An estaplished
procedures”, “establish al set of

The “Processgs” aspect is elaborated on in cla
process is uslially expressed as “... according
procedures to ensure ...”, or “there should be docu

0.3.5 People
“People”, relatgs to the pool of skilled < g provider, organization and as relevant, third
party personngl needed to hel 3 nd maintgin ICT DR practices. Further, the safgty and

welfare of pergonnel is also one [of the a

The “People” aspect is .

general trainin
management ¢
provides guid

ers the
rovider
se 6.13

0.4 Interpretati

Statements on| capability exp i i i “ i i apable
of providing orfganizations with . 5. Such
i lization
demand. For example, additional resources could be readlly channelled from another unit (e.g. from
elsewhere in the region or country, or from overseas) in response to an organization requirement. Obviously
the actual provision of a particular stated capability to any organization would be subject to contract
negotiations between service provider and organization.

0.4.2 Supplementary requests by organizations

Certain statements in this International Standard can lead organizations to making supplementary requests to
service providers based on their specific ICT DR requirements. Such requests will be subject to further
negotiations between service providers and organizations and not within the purview of this International
Standard. For example, organizations may request audits of their service providers. The latter may levy fees
for such requests.

viii © ISO/IEC 2008 — Al rights reserved
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0.4.3 Service level agreement (SLA)/Service level commitment (SLC)

Certain subjects raised in this International Standard can be SLA/SLC issues. However, they do not dictate
the content of the SLA/SLC between service providers and organizations. The subjects raised are intended to
build common understanding and expectation between service providers and organizations. In particular they
serve to draw organizations’ attention to the typical items that could be included in SLA/SLC negotiations.

@%
S
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Information technology — Security techniques — Guidelines for
information and communications technology disaster recovery
services

h in-house and

ressed in the
5 may include
personnel and
are generally
ions between
al Standard.

iated contracts

adhered to by
Lilding and fire
practices;

should refer to
cessary.

1.3 Audience

This International Standard applies to:

a) all organizations requiring the ICT DR services as part of their business (whether in-house and/or
outsourced);

b) ICT DR service providers in their provision of ICT DR services;

c) communities of organizations with reciprocal or mutual arrangements.

© ISO/IEC 2008 — All rights reserved 1
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2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced

document (incl

uding any amendments) applies.

ISO/IEC 27001:2005, Information technology — Security techniques — Information security management
systems — Requirements

ISO/IEC 27002:2005, Information technology — Security techniques — Code of practice for information
security management

3 Terms 3

For the purposes of this document, the following terms and definitions apply.

3.1

computing and related equipment

computer, net
activities of org

3.2

ICT systems
hardware, so
electronic info

NOTE ICT
the acquisition,

reception of datg/information.

3.3

information security

preservation o

nd definitions

ork, telecommunications and peripheral equipment tha
anizations

confidenti

NOTE 1 In afddition, other pop
involved.

NOTE 2  Adapted fro

34

infrastructure

facilities and

telecommunications-connectiqp

equipme gnable the ICT DR services, including but not limited to power

and environmental controls

3.5

essing

other

used in
Esion or

also be

supply,

organizations

entities which utilize ICT DR services

3.6

outsourced service providers

external servic

3.7

e providers of ICT DR services

service providers
in-house teams or external parties providing ICT DR services to organizations

© ISO/IEC 2008 — All rights

reserved
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3.8

service level agreement

written agreement between a service provider and an organization that documents services and agreed
service levels

NOTE In the case of outsourced service providers, the service level agreement is a written contractually binding
agreement

3.9

service level commitment

commitment from a service provider (usually an internal service provider) to an organization that defines
services and agreed service levels

4 Abbreviated terms
DBA Data Base Administrator

EMF Electro Magnetic Field

ICT DR Information and Communications Technology Disaste
MDF Main Distribution Frame

PDA Personal Digital Assistant
SLA Service Level Agreement

SLC Service Level Commijtment

UPS

UsSB

VFI

WAR

Uld follow best
be assurance
that ICT DR services have been implemented after due consideration of unforeseen events that could affect
the ability to fulfil service obligations, and related risk mitigation via prior arrangements with other service
providers in the industry.

It should be noted that:

a) these guidelines will be applicable to ICT DR service providers (of physical facilities and services) in
varying degrees. ICT DR service providers should interpret the intent of the guidelines in the context of
the particular facilities and services they offer or intend to offer;

b) the issue of site proximity should be taken into consideration when ICT DR service providers contract and
agree SLAs with organizations.

© ISO/IEC 2008 — All rights reserved 3
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5.2 Environmental stability

Environmental stability is important for the direct operation of a recovery center as well as personnel travel,
safety and welfare. The utilities required for the operation of a recovery center, such as power supply and
telecommunications, can be affected by environmental instability. Personnel travel and safety to/from a
recovery center can be affected by disruption to the transportation system. Personnel welfare and social
activities after work can also be limited by an unsafe external environment. The frequent occurrence on a
large scale of the following type of activities would indicate underlying environmental instability:

a) strikes;

b) demonstrations;

c) riots;
d) violent crifnes;

e) natural digasters;
f) pandemics;

g) deliberate|attacks, e.g. terrorist bombing, biological attacks.

5.3 Asset management

5.3.1 General

Service providers should ensure that assets placed i i premises are capable of being upiquely
identified, located and retrieved in g > ired By organizations. In addition to computing
and related efuipment, assets in h icati ital records stored on media (magretic or
otherwise), and necessary operati S laced) in service providers’ operational premijises to

facilitate recovery from disasters

Service providers should explis / intai isti i ir ICT DR
premises. In the case < ice~provi , [ i i i ntracts
with appropria es | j

5.3.3 Asset

For all assets [pcated in-their ICY DR premises, service providers should ensure that:

a) a list of the.assets is maintained [this could be through use of a configuration management “system” and
associated processes that-maintaimdetaitsof current-versions—of documentation—software—and—=all other
assets (ISO/IEC 20000 provides guidance on establishing configuration management)];

b) all assets are tagged/marked in a manner that uniquely identifies ownership;

c) in the case of outsourced ICT DR service provision, organizations and outsourced service providers do
not display explicit organization names in the asset tagging/marking to ensure that security is not
compromised. For example, equipment mounted on shared racks should not have explicit organization
names as part of the tag/mark.

4 © ISO/IEC 2008 — Al rights reserved
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Service providers should establish “systems”!) to protect, maintain, locate, retrieve and return all organization
tagged/marked assets located at their premises, and ensure that organization ICT DR assets are:

a) located and kept in safe environments;

b) maintained in good operating conditions, with the installation of appropriate environmental controls;

c) notused or redeployed for other than contracted purposes;

and that the location of organizations’ ICT DR assets is accurately tracked for retrieval.

In the case of outsourced ICT DR service provision, outsourced service providers should ensure that:

a) organizations are informed when their assets are being relocated;

b) or
re

c) or
ag

Organi

imeframe when

stablished and

d stored across

nationg ies, i i ntai ith~all/relevant legal and regulatory

requirgments.

5.3.4 |Availability of documentation

Servic

and ot

5.4 Proximity

DR sitg
organiz
considée

pies of plans,
ilures, including
s, procedures

ilure events as
be taken into

re that critical

eframes. Such

The following guidelines are applicable only to equipment supplied by service providers. Organizations that
place their equipment in a recovery site should make their own arrangements with their equipment vendors or

suppliers.

1) “Systems” are composed of integrated and interacting components of processes, resources and
elements (such as technical implementation of controls or practices) to achieve their stated purpose.

© ISO/IEC 2008 — All rights reserved
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5.5.2 Critica

| equipment support

Service providers should establish procedures to ensure dedicated support of critical equipment from their
vendors, e.g. procedures to ensure replacement and delivery of critical ICT components within a predefined
and agreed time.

5.5.3 Procurement system

Service providers should ensure that a procurement “system” is established to govern the supply of equipment,
both new purchases and replacement. The “system” should encompass the following:

odes and lead time of equipment and spares;

a) deliverym

b) warranty

c)

d) foreachc
1) desch
2) manu
3) suppl
4) availg
5) delive

5.5.4 Equipn

Service provid
lease basis, th

a) repair and
b) identificati
c) termsand
5.5.5 Staffs

Service provid
involved in the

associated support offered in terms of installation, commission and training, 2

eriod in case of any emerging defects;

ritical ICT component, the provision of additional information, i
ption — name, device number and date purchased,;
facturers;

ers;

bility;

ry and installation time.

B contractu@re

replacement

ers should establish procedures to ensure the quality and integrity of vendor staff
support of their recovery services. This should encompass personnel supplied by vendo

maintain and repair facilities and equipment, both on site and off site;

The contracts should encompass the:

not available or unable to perform the assigned ICT DR tasks;

a)
b)
providers.
1)
2) confir
6

mation of any required security clearances of these contract staff.

ntal or

directly

s to:

provide permanent support to services at the service provider premises, as contracted staff to service

provision of replacements within predetermined and agreed times if the supplied contract staff are

© ISO/IEC 2008 — All rights reserved
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5.6 Outsourcing arrangements

5.6.1 General

Service providers could make outsourcing arrangements with their vendors on a temporary or permanent
basis. Unlike with third-party vendor management relating to equipment and services supplied by vendors,
service providers may have a lesser degree of control in any outsourcing arrangement. Thus, greater
emphasis should be placed on the selection and management of outsourced vendors. This includes ensuring
vendor awareness of the peculiarity of service provider business needs, more stringent contractual
agreements, more thorough periodic review of outsourced arrangements, and close review of vendor security
controls and the quality of vendor staff.

Such (
organij
transfe

eir services to
and cannot be

utsourcing arrangements should not affect the ability of service provige
ations. In addition, the primary service responsibility still lies with se
Ired to these outsourced parties.

o fulfilcth

5.6.2 |Vendor awareness
ontractors, are
made e.g. periodic
briefings should be held for all outsourced vendors.

5.6.3 [Contractual agreement

,|including their

subcor ould replenish

supplie
5.6.4

eviews should

adopte
providsg
softwa

ure that the same level of physical, logical and other securit
ed in outsourcing arrangements, to restrict, limit and protect acg

y controls are
ess to service
hardware and

Servic

provigers shoutdatso ensure that they Tegutarty auditattphysicat, fogicatandother T

controls put in place by outsourced parties.

5.6.6

Quality of vendor staff

levant security

Service providers should ensure that their outsourced vendors have formal policies and procedures in place in
relation to the hire of staff to provide services. These policies and procedures should be included as part of
contractual agreements with outsourced vendors, and include the required:

a)

b) se

staff qualifications and experience;

curity clearance(s) of vendor staff, as appropriate;

© ISO/IEC 2008 — All rights reserved
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c)
d)
e)
5.7

5.71

policies on such as ethics, behaviour, sexual or racial harassment;
policies and procedures on performance monitoring;

policies and procedures on replacement of staff.
Information security

General

Service providers should ensure that organizations’ information security is not compromised, and in doing so

may need to i

Service provid
(including for
organizations

facilities and g

organizations.

Service provid
security requir

5.7.2

Service provid
made known t

means to identi

premises, and
a) supported

b) subscribe

5.7.3 Persor

Service provid
facilities from 2

there are
different

a)

b)
informatio
separate

Isolation of ICT systems

ers should communicate the physical, logical and other releva
nformation security incident (and weakness) management) to orgapi

bments will be met.

system is not access
ice providers should estg
ICT systems which are located

should be Iocated in separate buildings or areas/rooms to

prfivacy and confldentlallty as a prime consideration, e.g. with buildings and/or ag

£ claliti 1 % 4+ <l HY P + ' LEHN o ' HY
voolu I aUunivridr rcovurvco wJ ecglcyatc anru rrraniailrt UlyaIIILGLIUIIO mmurirIiauultT oCUuUtIty.

ements
be with
he DR
ents  of

elevant

sible or
blish a
n their

covery

séss to facilities housing ICT systems. For example, ICT systems with

enable

ed with
signed

5.7.4 Data transfer

Service providers should ensure that the integrity and confidentiality of organization DR data are maintained
whilst being transferred (either electronically or physically) to and from DR sites, subject to contractual
obligations with organizations.

5.7.5 Inform

ation security incident management

Service providers should ensure that all security incidents and weaknesses are promptly reported to the
relevant authority and that appropriate action is taken. There should be an information security incident
management scheme in place that is fully compatible with ISO/IEC 18044:2004.

© ISO/IEC 2008 — All rights
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5.7.5.1 Procedures

A formal set of procedures should be established to deal with information security incidents (and weaknesses)
(including physical). This should encompass:

a) detection of all information security incidents (and weaknesses), and related escalation procedures and
channels;

b) reporting and logging of all information security incidents (and weaknesses);

c) logging the responses, and preventive and corrective action taken;

d) pédriodic evaluation of all information security incidents (and weaknesses);

e) learning from reviews of information security incidents (and weaknesse g improvements to

All information security incidents (and weaknesses) should be 2 ant aided by|examining log
files. The assessment criteria for information security Anci S eakpésses), and/or personnel

a) detection: How was the information segurity incid detected? Can detectign be improved

28 Kness) reported to the relevant personnel?
Were all parties affected informed at (the sture? Are there alternate and belter notification

c) regponse: How wer iSi fade? Can further improvements be made to improve
the decision-making

d) ef ectiveness@ : theNpformation security incident (or weakness) and/or the related
dgmage appropfia ig ,response effective, e.g. in terms of containing or preyenting further

5.8

5.8.1

uld establish with organizations the conditions and procedures for| invoking and
ecovery services.

Servicg provide
deactifating-disaste

Organi bligations with
organizations), should maintain duplicate copies of plans, disaster/failure procedures and other essential
information (such as contact lists and ‘call trees’) for managing disasters and failures.

5.8.2 Prior agreements

Service providers should ensure that, to prevent confusion and misunderstanding, prior agreements are
established between themselves and organizations. These agreements should be documented and
communicated to all relevant personnel. They should include:

a) alist of authorized organization representatives who can invoke or deactivate subscribed services;

b) the communication media to be adopted between service provider and organization representatives for
notification, confirmation, activating and deactivating the subscribed services;
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c) conditions whereby organizations can invoke or deactivate subscribed services;

d) a protocol for notifying either party of key personnel departures and changes (to guard against wrongful
invocations etc.);

e) a list of organization personnel authorized to access the ICT DR facility following plan activation.
5.8.3 Notification

Service providers should ensure that agreements made with organizations include the following notification
procedures as appropriate:

a) initial notification from organization representatives to service provider representative

b) confirmatipn by service provider representatives to organization representative
c) notificatiof to service provider staff directly involved in the subscribed seryice

d) notificatiof to service provider external vendors or suppliers involvee\ sri i be on

e) consultatipn with organization representatives on one of the follow;j
1) contique to stand by;
2) stand|down the notification;
3) activs

All communicgtions between servicé proyid [ should
be via the com 3 servi

5.8.4 Activati

Service provid
procedures for

llowing

a) informing

b) collection
c) activation

d) activation [of service provider external vendors or suppliers involved in the subscribed services;

e) preparation of subscribed services, e.g. recovery site, for handover to organization recovery staff;

f)  handover of subscribed services, e.g. recovery site and equipment by service providers to organization
recovery staff.

The response times for the above procedures should also be included in the agreements with each
organization.

5.8.5 Deactivation
Service providers should ensure that agreements made with organizations include procedures to effect the

orderly handover of facilities and equipment from organizations to service providers when services are
deactivated.
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5.9 Training and education

5.9.1 General

Service providers and organizations should ensure that ICT DR training is provided for all service provider
staff and any relevant organization staff, and in particular that all new staff are appropriately trained to assume
and discharge their job responsibilities in a competent manner. They should be assessed as competent before
being assigned their responsibilities. The training can be conducted by own in-house staff or provided by
external parties. Introduction DR training should be provided for all personnel, and specific training for staff
assigned with key DR functions and roles.

5.9.2 Serviceproviderstafftraining

Service providers should ensure that a “system” is established to ensure
providing ICT DR services to organizations, including those operating the pf
trainedland educated. This should include:

|t all sta direqgtly involved in
b appropriately

a) all[service provider staff undergoing formal ICT DR training and 0 with their roles

in |Jorganization recovery. Those operating the physical faCilities ‘sQould urderg6 formal training and
education commensurate with their operational roles. For Kk C ould be formal
assessment of the trainees during and/or at the end of W ;

b) allltraining exercises documented, with the res kde ken to address gxceptions and
faijures.

5.9.3 |Organization staff training

Organigations should establish programm ) [ gt the time of a
disastgr or failure (e.g. DBA ic yli q , icati dgers, first aid
workerp, fire wardens and possib Y i aff) i i tcomes during
disastgr/failure activatio izati be involved in
exerciges of DR plans.
Organigations sho breises in case
the pri

ated disaster/failure invocation, though valuable should n¢t be regarded
These events provide practical experience, but do not proJide systematic

Organig
as the
and thg

5.9.4

Serviceg providers and“organizations should ensure that the types of training to be provided to staff are
commensurate with their assigned tasks and responsibilities. The types of training include:

a) introduction training, to provide basic understanding and awareness;
b) advanced level training, to equip staff with specific knowledge and skills to undertake assignments;

c) continuous training, to keep staff up-to-date and ensure that they remain competent in performing their
assigned tasks;

d) training to assess and maintain the competency and readiness of staff.
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5.9.5 Scope and frequency of training

Service providers and organizations should schedule appropriate training for all staff, and maintain records of
the training delivered, encompassing:

a) for all new staff, introduction level training on joining;
b) for specific staff, advanced level training to prepare them to undertake key tasks.
Training should be conducted at least once a year for staff performing key functions and roles, and for all staff

as relevant after significant changes to the facilities and services that could affect those offered to
organizations.

5.9.6 Assessment

Service providers and organizations should ensure, as far as practicable, tk essed.

Assessment should evaluate staff on one or more of the following:

a) staff undgrstanding and interpretation of policies, procedures and opera dcilities,

e.g. revocption of physical access upon staff resignation;

b) staff respgnse to specific events, e.g. physical intrusion.

5.10 Testing on ICT systems

Service providers should ensure that all ICT syste
ensure their cqntinuing capability to support DR plz

larly to

and/or
bf such
ioned.

Tests should glso be conducted whe
changes in sefvice provider capac
changes include relocation of DR\si

5.11 Busineks contin@p ;

Service providers should e
disaster recovéry, needs.

including

iptained
ducing
riorities
siness
their
anage

The end result
and updated g
the plans withgu
and then the
environment.
best way forwg

ost effective business continuity strategy appropriate to their b
ice providers have agreed business continuity strategies, and thus kna

shown in Figure 2 below.
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ApproachrterBUsiness Continuity: Planming

Conduct of Business Impact
Analysis Review,
Assessment of Risks, then
based on these results - Impacts; priorities, timescales for
Establishment of Business Wﬂm 3
Recovery Priorities, requirements
Timescales & Requirements

Options for meeting
priorities, timescales and
minimum requirements, and
recommendations Security
controls

Business Cantinuity
Sirategy Formulation
Plan (s), organisation,
responsibilities, logistics,
detailed action tasklists

incl for
resilience

Business Continuity
Plan Production
1 v

Business Continuity
Plan Testing

{

Business Continuity ™= » Awareness for all staff
Awareness
v

Ongoing Business Ongoing maintenance
Continuity Plan activity
Maintenance

Test strategy and test plans,
testing and evidence

The rq a wumber of discrete stages, together aimed gt achieving a
i plan that will fully meet the requirements of service providers’

a) ishir sines very priorities, timescales and requirements (including fifst conducting

b)

c) sine nfin blan production;

d) BU s’?géés continuity plan testing;

e) Ensuring business continuity awareness for all staff;
f)  Ongoing business continuity plan maintenance;

g) Risk reduction.
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The first five stages are consecutive. When a plan has first been produced and tested, the sixth stage follows
on over time, and is conducted at regular intervals and after any significant changes that might affect the
validity of the plans, revisiting any of the other stages for update purposes as is necessary. The seventh stage
is conducted in parallel with the other stages.

5.12 Documentation and periodic review

All policies, plans and provisions made should be documented. Staff at the relevant levels should be assigned
to ensure that each document is reviewed and updated periodically. A configuration management system
should be used to maintain current versions of documents, as well as of such as software and asset
inventories.

6 ICT digsaster recovery facilities

6.1 General

Basic requirenjents need to be fulfilled by ICT DR service providers so that % i hysical
operating envifonments to facilitate organization recovery efforts. In a|t|o to\coveri 8Si ical facility
requirements, [requirements for environmental controls, telecommunicatic i ly and
non recovery amenities such as parking and accessibility to food e ed. For

service providgrs with multiple recovery sites, the guidance should bg equal i site.
6.2 Locatign of recovery sites

6.2.1 General
Locations of recovery sites could have cert' ilities, whi e best

designed and|equipped recovery f such
potential threafs are described b

6.2.2 Natural hazards

Recovery siteg should not be - Bas ’ , i sessed
and mitigated ¢r accepted

a) volcanoeg and eafthquakes;
b) typhoons,|hqrricanes aRi
c) low lying grounds

adjacent\o rivers which are susceptible to flooding after rain;

d) lightning.

6.2.3 Weather changes

Extreme and sudden changes in the environment could impact physical facilities and accessibility to recovery
sites. Recovery sites should be selected based on assessments of the extent and speed of climatic changes
and probable impact to:

a) physical facilities, e.g. sudden changes in environmental temperature could cause a water pipe to burst
and flood basement areas;

b) accessibility, e.g. heavy downpours could affect large transportation system segments and limit or restrict
accessibility to recovery sites.
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6.2.4 Industrial and commercial hazards

Recovery sites should not be located near potential industrial or commercial hazards, including such as:
a) nearby facilities processing chemicals or explosive materials;

b) directly under an airport flight path;

c) nearby busy hospitals, particularly those that will deal with certain disasters such as pandemics (e.g. bird
flu, SARS), with consequent traffic congestion;

d) buildings or locations with business operations such that they are likely targets for public demonstration or
other threats.

6.2.5 |Accessibility

e organization
Y.

Recovéry sites should be located in areas with good accessibility. It
staff and equipment into recovery sites without undue delay. Accessidili

a) wgll connected air links (as relevant, from international to local a
b) quality rail links;

c) comprehensive road system;
d) co
e) co
f) as|relevant, the ease ofcros

e, but with the
recovery time

Organigation prime sites

conditipn that, should okg
objectiyes can sti @

6.2.6
Alternj‘ ockage occurs
along e difficulty for

r from physical
eeded in such

person
isolatig
a case

6.2.7 |Shared premises

Special consideration should be given by service providers to recovery sites located in shared premises, due
to the greater risks where other organizations and their personnel are in close proximity, compared with the
use of dedicated single occupancy premises. Service providers should ensure that:

a) formal risk assessment and risk reduction reviews of shared premises are performed:

1) periodically, at least once a year;

2) when there are significant changes in shared premises, e.g. new tenants and change of use by
existing tenants;

b) details of residual risks which cannot be mitigated are provided to organizations for review.
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6.2.8 Public utilities

Recovery sites should not be located near facilities providing public and other utilities such that the sites are
susceptible to influences that could affect operations. Such utilities could produce vibration, interference or be
sabotaged. Examples of such facilities include:

a) power plants;

b) telecommunications transmission towers;

c) underground and overground railway lines.

6.2.9 Cabling infrastructure

xposed

Telecommunidations and power supply cabling from vendors to recovery sites should not(be
\SSi uld be

to external physical damage. For example, a cabling system suspended on
exposed to grdater risk of physical damage than an underground cabling syste

6.2.10 Risk miitigation
For recovery sites which are exposed to potential risks that cannot b€ elimipated; ! d be corresponding

risk mitigation [procedures and efforts to minimize these risks {0 ap~apprepriate . An example o¢f such
potential risks is the building of a new facility for processing hazardous ah@ial .

6.3 Physical access controls

6.3.1 General
Physical accegs controls are key g g t such
controls are in|place and maintajnechat a ildi A should

have access t¢ all the facilities
from one part ¢f subscribed.recavery

Thus service providers s@ 2 es are

established, dpcumented and vefhisurate with the assessed risks and the services pfovided
to organizations, to controkany o physical dccess into and out of, and within, service provider premises.

y move

6.3.2 Personnel sexurit

A formal systgm i egorization for personnel should be established. The categorization |should
cater for the following personne i

a) service prpvider staff;

b) organization employees;

c) vendors and contractors;

d) visitors.

6.3.3 Security zones

Separate physical security zones should be identified and established in service provider premises, with:

a) restricted facilities — areas/rooms housing key equipment and facilities such as servers and other

computer equipment, communications switches and other related equipment and cabling, data media
archives, air conditioning facilities, and main distribution frames for the power supply;
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common facilities — areas/rooms used by all personnel and not subject to any internal security restrictions,
such as reception areas, conference rooms, cafeterias and toilets.

A formal system of access control of personnel to each security zone based on their security categorization
should be established and enforced around the clock.

6.3.4 Staff

Formal procedures should be established to deal with staff joining or leaving service providers. These should
cover:

a) new staff joining a service provider, for the determination of what level of authorized access is applicable

6.3.5 |Access control
Formal policies and procedures should be established for the

to ensyre that all entry is only at designated entrances and
is verified at the entrances.

6.3.6 |Non-staff

Formal policies and procedures should be &
staff info and within service provider premig

for the subsequent issue of the appropriate physical access control badge

ff resignation, for the immediate notification to the security function of the staf ipn, revoking of
alllrelated access authorizations and retrieval of physical access control\hadge

ider premises,
luding visitors,

brvice provider

re and arranged,
e.g. S if the requesting
person is well known s i i confirmation of

vigitors are al af the i i iti until reception

i¢ted to only the
areas/roors, tha 3 i¢s to cleaners,

vendor staff on maintenance work in restricted areas are physically supervised to their obtaining
access to systems outside of their area of activity (monitoring via CCTV is also acceptable where
resource limitations would prohibit physical monitoring);

badges are issued for all outsiders entering service provider premises, including permanent contractors
such as cleaners and cafeteria operators. Subclause 6.4.8 outlines the usage of badges to control
movement of personnel in the premises;

a log is maintained for the entry of outsiders into service provider premises, including permanent
contractors. The log should include:

1) outsiders’ particulars, including name and organization identity;

2) purpose of entry;
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service provider staff visited;

time in and out;

signature of the personnel in the log.

3)
4)
5) remarks;
6)
6.3.7 Organi

zation staff

Formal policies and procedures should be established to handle organization staff access to service provider

premises, cov

ring:

areas/roomns for their recovery operations.

a) innormal fi
provided i

b) during a

6.3.8 Persorn

Formal policies
such as server

a) prohibition
b) prohibition
c) conditiong
equipment;
d) conditiong
phones w
6.3.9 Securi

Service provid
them. These s

nel behaviour in restricted security zones

r in restricted f
hould include:

of smoking;
of food and drink;

for the use of devices gen

or critical functions and roles, who should be competent to discharge
necevent of the primary appointment holders being unavailable or otherwise unable to wo

imes as

gnated

hcilities

mobile

urpose

the full
rk;

roles, to ensure that they remain competent in undertaking their assignments;

adequate training of all appointed staff before they are assigned to their security functions and roles;

attendance at periodic refresher or update courses by all appointed staff for their security functions and

procedures established to test staff assigned to security functions and roles to ensure that their alertness

and knowledge is maintained. The tests should be conducted on a periodic basis, e.g. once a year. The
evaluation of staff responses during the test should comply with the evaluation criteria given in

a) appointmg
when therg i

b) appointme
duties in t

c)

d)

e)
clause 5.7.5.2.
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6.3.10 Tests

Testing strategy, test objectives, test plans, tests and test results should form an integral part of maintaining
the integrity of the physical access control system. The policies and procedures governing planning, conduct,
documentation, review and life cycle of tests are given in clause 6.15.4 below.

6.3.11 Physical security incidents (and weaknesses)

All physical security incidents (and weaknesses) should be promptly reported to the relevant authority and
appropriate action taken. The handling of information security incidents (and weaknesses) (including physical)
is referenced in clause 5.7.5 above.

6.3.12 |[Non-working hours

Policies and procedures should be established to govern personnel acces
designgted working hours, e.g. personnel access during public holidays. Thest

a) authorisation and notification procedures;

b) emergency procedures, e.g. during on-site disaster recoveryby an

6.3.13 | Authorisation

Authorfsations for all physical access int cilities therein,

should|be:
a) granted based on ‘need-to-know’ and

b) reyiewed and updated or

6.3.14 | Continuity

All imglemented es
every day in the yea

purs a day, for

6.4 Physical f

6.4.1 |Geners

In line [with ASSESSM results, there should be physical security controls and proceduges in place to
protect S provider and organization electronic information systems, buildings,| facilities and

equipnment from* unauthorised physical access, alteration and damage. Thus, all facilities provided by service
providgrsto.organizations should be physically secured and monitored, with safety and health protection of
personpel'ds a prime consideration.

6.4.2 Protection concept

A unified protection concept should be established to integrate all physical security protection and procedures.
This protection concept should form the underlying basis of all physical security protection and procedures
such that they integrate and complement each other. For example, a protection concept focusing only on a
high wall perimeter would be ineffective against other forms of intrusion. The protection concept employed
should be one of the following approaches:

a) multi-layered, with premises divided into multiple layers from the outer perimeter to the inner center with

corresponding increases in restrictions imposed, e.g. with additional personnel ‘clearance’ from gate entry
permission required to enter into a server room;
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b) sector-based, with premises divided into distinct sectors, e.g. sectors A, B, C and D, and each sector

accorded different access protection criteria to limit cross-over from one sector to the next;

c) composite, with a combination of the multi-layered and sector-based approaches, and the premises
divided into distinct sectors with increased restriction imposed from the outer perimeter to the inner center
for each sector.

The protection concept should be implemented based on proper planning, design, building and management
of physical facilities.

6.4.3 Physical building

Physical build
non-dedicated
mitigate the as

6.4.3.1 External

The perimeter
and vandalism)

a) External w

b) All doors
constructi

In addition, bu
building exteri
housed within

devices for crifjcal equipment.

6.4.3.2 Intejrnal

The physical

extended from true floor to

contamination,

6.4.3.3 Inspections

All recovery fa
a) all entrang

b) areas imn

sociated security risks.

5 and exteriors of all recovery facility buildings should be/ph
The security controls should include:

alls of buildings of solid construction;

and relevant windows appropriatepy protec
bn, and locks and alarms fitted.

barriers fo

ediately surrounding the perimeter of service provider premises;

ind. For

ined to

eak-ins

strong

amage
ipment
tection

b walls
mental
rriers.

c) perimeter

fences and/or walls of service provider premises;

d) any unused side entrances of buildings (i.e. checking that they are always locked);

e) goods lifts (i.e. checking that they are protected via access card or other security controls, including
disabling after office hours).

6.4.4 Physical security surveillance

Physical security surveillance should be established to monitor personnel movement in and around service
provider premises. Security surveillance should be established using a mixture of equipment (such as CCTV
and motion detectors) and security guards, and should be operational round the clock and fully manned.

20
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Procedures should be established for the installation, maintenance, repair and upgrade of the physical
security surveillance equipment to ensure that there are no lapses in security. For example, security guards
may be posted to oversee the affected areas/rooms during these activities.

Staff responsible for physical security surveillance should be adequately trained, and tested periodically to
check responses to physical intrusion and attack. The requirements for training and related evaluation criteria
are provided in clause 5.9 above.

The physical areas to be put under surveillance should include, if applicable:

a) all entrances into and exits from service provider premises;

b) all[entrances and exits of restricted facilities, e.g. computer rooms and medi es;
c) argas immediately surrounding the perimeter of service provider premis
d) perimeter fences and/or walls of service provider premises;

e) areas between perimeter fences and/or walls and buildings withi icexprovyi ises.

Service providers may outsource the provision of physical
to extefnal vendors but subject to the guidance provided ip

nd monitoring,

6.4.5 |Detection and alarm systems

6.4.5.1 General

Physical detection and alarm systems shuld be~establisk o detect intrusions, attacks and spch as fire and
flood, and provide early war e toxtheappropriate personnel. The detection and alarm
systems should encompas caf ribed:in the clauses below

6.4.5.2| Design

Detection and alar eménted using one of the following approaches:

a) ceptralized, wj i s connected to a centralized facility that is manned jon a 24 hours
basis;

b) decentralized, with oh devices operated and managed locally;

C) composi
fagility to m |tor a

ihation of the centralized and decentralized approaches, e.g. using a centralized
rms for restricted facilities and local management of other alarms.

Ideallyfallalarms should also have links to the local police and fire services.

6.4.5.3 Types of warning

Detection and alarm systems should at least provide warning for the following threats, where applicable:
a) smoke;

b) fire;

c) water seepage;

d) break-ins.
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6.4.5.4 Fac

ilities covered

Detection and alarm systems should include coverage of restricted facilities, with the areas/rooms housing
those restricted facilities fitted with the appropriate types of detection and alarm devices. Restricted facilities

should include

a) Server rooms;

b) other com

puter rooms;

c) data media archive rooms;

d) environmental control plant rooms (housing air-conditioning equipment);

€) main com

f)  UPS roons;

munications switch rooms;

g) battery ropms (if not combined in UPS rooms);

h) power swi
i) MDF/me

j)  other teleg

pt-me rooms;

6.4.6 Operafions

Service provid
from detection
5.7.5.2,and in

6.4.7 Storagge facility

Service provid
to store their v

ers should be cap
tal record
of secure stordge:

a) a formal
marking, §
premises,
tapes of
organizati

b) appropria
transport

ormation on staff training, educatio and

fch/generator set area/rooms;

secured cabinets in mailrooms before collection and deli

brnings
clause

ssories
ovision

receipt,

efds, magnetic media and supplies - to and from organization
storage facilities, as well as recovery sites. For example, o

Litgoing
very to

during

c) for storage facilities not located within recovery sites:

the criteria for the selection of sites for storage facilities should be the same as for the selection of
the recovery sites. For example, storage facilities should be located away from natural hazards and
with ease of access and alternate access routes;

storage facilities accorded a similar level of physical access control and environmental protection as
for recovery sites.

d) secure storage cabinets with locking capabilities available at recovery sites to hold organization vital

records, magnetic media and supplies.

Service providers could outsource the provision of storage facilities to external vendors, but subject to the

guidelines provided in clause 5.6 above.
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6.4.8 Badges

Some form of visible badge identification should be in place to facilitate monitoring and control of personnel
movement within service provider premises, with the following requirements:

a) each badge should uniquely identify a given person;
b) badges should not be easily duplicated or forged;
c) each person should be given only one badge at any one time;

d) each person should be responsible for the security and appropriate use of the given badge;

logs of badge should be reported immediately;

ises;

f security exit

ds) that allow
Id be centrally

the keys upon

server rooms

6.4.10 |[Flammable materials

Easily flammable materials such as lighter fuel should not be stored in rooms housing restricted|facilities.

6.4.11 Portable equipment
Portable equipment such as notebooks, mobile phones, PDAs, cameras, USB drives, or other media drives

should not be brought into areas/rooms housing sensitive facilities unless these are under the control of
authorized service provider and/or organization staff. Such control could be decided on a case by case basis.

6.4.12 Maps and directories

Facility maps, telephone directories and other documents capable of associating or identifying sensitive
information processing facilities should only be made available to relevant authorized personnel.
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6.4.13 Incoming and outgoing inspection

All incoming and outgoing materials to service provider premises should be inspected for potential hazards
and security incidents.

6.4.14 Document and media disposal

Service providers should make available appropriate equipment and facilities at recovery sites for
organizations to dispose of unwanted documents, media and other materials. Examples of equipment used for
disposal include paper shredders that can ensure secured disposal of unwanted printouts, equipment that
provides degaussing of magnetic tapes, and compact disc shredding/cross-cutting equipment. Disposals
should be undertaken in such a way that no inference can be drawn regarding previously stored data.

6.4.15 Continjuity

All physical segurity provisions and procedures implemented should be operatio

6.4.16 Personnel health and safety
Procedures shiould be in place to ensure an appropriate level of safe stection for persgnnel at

recovery sites.|This includes periodic building and fire safety inspe i as such as air ventilation,
fire load reduction, unblocked escape routes and emergency lig

6.5 Dedicated areas

6.5.1 General
Provisions shq > vice provider premises for organization
equipment and usage during recové€ry. Y h c q 1 not be re-allocated for other usage| during

normal times. |f an area/room is\reassi i al operation then the service provider should [have a
process in plage to immediately i se-needed during a disaster or failure.

6.5.2 Assentbly area Q
enable

organizations ecovery staff. Assembly areas could be open spaces, halls or
auditoriums th

a) accommo
b) be operati

c) fulfill orgapization confidentiality requirements such that any briefing or conversation in the areas|cannot
be overheprd\from adjacent areas.

6.5.3 Holding area

Service providers should provide holding areas for loading, unloading and inspection of organization computer
and related equipment.

Service providers should establish policies and procedures to govern the movement of organization

equipment in holding areas — including the presence and supervision by organization and service provider
representatives as appropriate, and procedures to deal with irregularities and exceptions.
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6.5.4 Staging area

Service providers should provide staging areas with adequate power supply for testing of

computer and

related equipment. The power supply in staging areas should be isolated from that in other parts of recovery
facilities to prevent accidental “trips” from affecting the power supply in other parts of recovery facilities during

equipment testing. Considerations should also be given to the isolation of networks in st
networking is to be tested in them.

aging areas if

Service providers should establish policies and procedures to govern the movement and testing of
organization equipment in the staging areas — including the presence and supervision by organization and
service provider representatives as appropriate, and procedures to deal with irregularities and exceptions.

6.5.5 |Other areas

Provisipn should be made by service providers to enable organizations to
equipment in secured environments. This is to prevent unauthorised ph
For example, areas/rooms could be set aside for printers and fax
router§ and modems.

6.6 Environmental controls

6.6.1 |General

Servic S implace to protect servic
organization electronic information systems, sgui v and_facilities from natural and/or
hazards. These policies and procedures shg i K of the implementation arj
organizations of facilities with suitable corfstru S ories to prevent degradation of
storagg. For example, proper temperature\and i orfrgls should be maintained within s

for magnetic media.

6.6.2 |Personnel and

personnel at recove
a) temperature;
b) ventilatio

c) humi

d) vibrationsand

ihg and related
ipn or removal.

binets used for

b provider and
environmental
d provision to
media used for
orage location

Procedures shou i y e ahvappropriate level of environment quality for equipment and

Procedures’to ensure suitable monitoring and control of EMF strength should also be establig

hed whenever

applicable.

6.6.3 Facilities

Service providers should ensure that environmental controls are provided for:
a) server rooms;

b) other computer rooms;

c) data media archive rooms;

d) environmental control plant rooms (housing air-conditioning equipment);
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main communications switch rooms;

battery rooms (if not combined in UPS rooms);

tch/generator set area/rooms;

e)

f)  UPS rooms;
9)

h) power swi
i)

MDF / meet-me rooms;

other telecommunications rooms (e.g. housing distribution framework for wiring and patching).

6.6.4 Redunl:lancy

Service provid
redundancy td
example, addit
of the main air

6.7 Telecommunications

6.7.1

Telecommunid
data and poss
from and into 1

The following

provider prem
premises and

6.7.2 Vendo

Service provide

and bringing i
and quality sta

General

brs should ensure that all equipment providing environmental control

cater for maintenance and/or failure and prevent adverse imp
ional air-conditioning units should be installed to provide a backup's
conditioning system.

6.7.3 Telec

alternate telecommunisations sources to permit switch over when failure occurs. Any alternate source
be an independent,.different ghd non-shared set of telecommunications facilities and lines into a

provider recoMery site. Thus™service providers should ensure that there are no single points of fa
network facilities;and lines entering into/out of their sites, and that there are alternate network links to

ditional
Is. For
Enance

(voice

service
rovider

andard).

ihg with
security

having
should
service
lure in

permit

switch-over whem faiture occurs, accompiished by:

a)

b)

network diversity;

telecommunications service provider diversity, which could be accomplished either by provision of a link

to a different network service provider or by demonstrating connectivity to another node, building or
facility where there is at least another network service provider.

6.7.4 Protection

Service providers should ensure that all telecommunications cabling supporting data/information and/or voice
and video services within their premises is protected from interference, interception or damage, including by:
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a) segregating power and telecommunications cables to prevent interference, and possible damage;
b) segregating telecommunications cabling based on fiber from other cables;
c) avoiding cabling through public areas to minimize the chances of eavesdropping;

d) providing conduits and/or trays with appropriate material strength to protect cables within from physical
damage.

(Also see clause 6.9.2.)

6.7.5 Connectivity and capacity

‘ links| with sufficient
capacily and connectivity to enable organizations to connect internationally sfornmpation services
and infprmation feed providers without undue transmission limitations and

6.7.6 |Mobile communications

Servicg providers should ensure that when organization staff are locatedattheir premises, they are able to
communicate to external parties outside the premises Usi i bre-designated
locatiops. For example, service providers could prs  providing
telecorpmunications services and (if not themselves)-the ites/buildings housing the recovery
sites tp improve mobile communications~receptja sents could also be |made for the

Servic¢ providers should also ensure diversity of one carriers so that there is no reliapce on a single
carrier
All of the aspects regarding bi N i subject to the contractual arrangements between

servicg providers and or

6.8 Power su@

6.8.1 |[General

All computing equip continuous and stable source of power supply for normal operations,
and in iQ srupt of power supply could cause vital information to be lost or Hinder recovery
efforts| Thus i hould ensure that policies and procedures are put in place [to facilitate an

The following guidance, applies to power supply links from the point of physical entry into sg¢rvice provider
premises up.to-the fcal equipment racks. (Power supply links outside service provider sites| and under the
control|of pewer supply vendors are not covered in this International Standard.)

6.8.2 Power Supply Vendors

Service providers should ensure that they have procedures in place to be sure that the power supply provided
by vendors meets minimum redundancy, reliability, security and quality standards, including procedures for
the monitoring of incoming power supply and to resolve outstanding problems with vendors as they arise.

6.8.3 Power Supply single points of failure

Service providers should ensure that power supply single points of failure are minimised by having alternate
power supply sources to permit switch-over when failure occurs, including:

a) generators (see clause 6.8.5.2);

b) Uninterruptible Power Supply (UPS) facilities and equipment (see clause 6.8.5.3).
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In addition, service providers should, where possible, have incoming power supplies into their recovery sites
from independent, different and non-shared facilities and lines, for example with power supplies drawn from
different power sub-stations.

6.8.4 Protection

Service providers should establish procedures and install the necessary facilities to isolate and protect all of
their own and organization equipment operating in their premises against damage due to power increases
and/or surges, lightning or other unforeseen circumstances. The types of power failure for which protection is
needed include:

a) total failures (sometimes known as blackouts);

b) severely reduced voltage (sometimes known as brownouts);
c) spikes;

d) surges.

Further, adeqliate consideration should be given to potential electri npact on sensitive

equipment.
6.8.5 Alternate power supplies

6.8.5.1 Gerneral

Service providgrs should ensure that there are alte i C use on
a temporary basis (when normal power supplies|fail) ich ization
recovery needg until resumption of no

6.8.5.2 Generators

Service providers should @-
use in preventjng major powe

meet capacity fequirements atd

dby for
should

Power generajors shouyld hey cannot disturb operations at recovery sites nor pose any
operational hagard or@éecuiti bre .gNfrom noise pollution, fire or explosion.

Fuel tanks forl @ 3 pe located to minimise risks (e.g. sabotage and fire), preferably] below
ground level, with the ama fug'maintained at a level that will enable the availability of standby pawer for

a period not leps than.the contracted fuel supply lead time as specified in the supplier contract. Arrangements
should be magle for-the immediate replenishment of fuel after use in the event of a disaster or failurge. Fuel
quality should pestested on a regular basis by qualified laboratories.

Power generators should be regularly tested by powering them up and using them, to ensure that a standby
level of readiness is maintained. All tests of power generators should be undertaken in accordance with
manufacturers’ procedures and specifications.

6.8.5.3  Uninterrupted power supply (UPS)

Service providers should procure, install and maintain the necessary UPS units to enable organization mission
critical networks and computing equipment to operate and shut down in an orderly manner.

UPS systems of the VFI-Class type (with no switch-over time), where power is supplied continuously from an
inverter, should be used for mission critical networks and computing equipment requiring high availability.
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All UPS should be maintained and regularly tested in accordance with manufacturers’ procedures and
specifications to ensure operational readiness of the UPS to support the organization systems during disaster
or failure.

As all UPS have innate potential hazards, they should be segregated or located at a safe distance from critical
networks and computing equipment requiring high availability.

All batteries used in standby power supply units should be maintained, tested and/or replaced periodically, e.g.
annually, according to manufacturers’ specifications.

6.8.5.4 Safe switch-over

Service providers should establish procedures and facilities to ensure that swi
sourcep to power generators during power disruptions are accomplished j
affecting normal operations. The procedures and facilities should also ens
power pources when they are resumed.

ers from| normal power

bers to normal

6.8.5.5] Switch-over Alert

detected and alerts are provided to the appropriate personp

6.8.6 |Emergency circuit-breakers

When fequired by organizations, service ders
installed in organization designated areas \ idl fire hazards due to heat given off by
electrigal devices. Disaster/failure situatic i ributed to the
stimulgtion and/or encouragement of the\spr five brgency power
circuit breakers should:

a) bq installed for are i of power, e.g.

b) beginstalled n
an organization;

designated to

c) bdinstalled nea zations;
d) be profects
e) causea i 5.

The ingtructions forthe dperation of emergency power circuit breakers should be prominently displayed.

6.9 GCable-management
6.9.1 General

As cables are needed to convey electrical power supplies as well as electronic information, service providers
should ensure that steps are taken to protect cables from external damage and interference. These steps
should include well-planned design, careful installation, production and maintenance of quality documentation
(e.g. drawings and functions), and maintenance of that installed. The designs should cater for both current
and projected future capacity and for ease of installation and maintenance.
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6.9.2 Protection

Service providers should establish procedures and facilities to isolate and protect all cabling, including that:

unications and power cables are isolated from each other to prevent interference, e.g. by using

separate risers or employing appropriate shielding;

nning through areas/rooms visited by the public or which cannot be guarded, are protected by

such as concealed wiring of lines, conduits and/or trays with appropriate material strength to protect lines
within from physical damage, running lines in mechanically solid and lockable ducts, and locking of

overhead [cabling is not recommended), function-preserving cables should be
heat and [fire hazards, shielded cables should be used for areas with stro

ample,
use of
bsed to
inductive
chanical

a) telecomm

b) cabling ru
distributors;

c)

d)

tapping,
in shielde

(Also see clau

6.9.3 Routin
Service provid
provide useful
identify potenti

Individual deta

a) telecomm
b) telecomm
c) telecomm
d) power sug

Service provid
produced and

a) physical r

all cabling|, cabling trays and ducts are checked periodically for day

N, wire-
i result

any other potential risk areas For example, renovatjon
cabling being exposed accidentally.

5e 6.7.4.)

ig plans

h plans
help to

ng are

Maintained gining details of:

puting across different portions of recovery sites, e.g. locations of any cable trays and inter-floor

risers;

b) generic cable types, e.g. differentiating between power and telecommunication cables;

c) markings,

as appropriate, to identify specific cable usage, e.g. of network user groupings.

6.10 Fire protection

6.10.1 General

Service provid

ers should ensure that appropriate fire detection and suppression systems are in place to

protect computing equipment and personnel working at their recovery sites. The capacity of these systems
should be in proportion to the area/room sizes and the extent of protection required.
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The following clauses contain the pertinent guidance for fire detection and suppression systems and the
safety of personnel in recovery sites.

6.10.2 Regulatory compliance

Service providers should ensure that existing fire and safety regulations and requirements, as imposed by
building inspectorates and/or similar bodies, are complied with.

6.10.3 Fire protection officer
Service prowders should ensure that members of staff are deS|gnated to oversee compliance with fire and
ately trained in

Y igcharge the full
duties S work.

6.10.4

unicated to all
staff.

Fire es
a) be . o . . . . > . ;

b) Ng ime, e. e routes thereby
blgcki i i v

Whilst i i i \ e ide, should not be

locked

plan testing or

ire and smoke

e) reporting and command chain;
f)  procedures to deal with shortcomings uncovered by test drills, and personnel who do not comply.

Periodic fire related evacuation drills should be conducted to test different aspects of these fire/smoke
response plans and procedures.

Water supply points for fire fighting should be clearly marked such that they can be quickly located during a

fire, and, if required by local regulation, copies of the plans indicating water supply points should be lodged
with the local emergency services.
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6.10.6 Hand-held fire extinguishers

Service providers should ensure that:

a) hand-held fire extinguishers are located in areas/rooms requiring protection, e.g. server and other
computer rooms;

b) staff and long-term on-site contractors are briefed on the use of hand-held fire extinguishers, with
demonstrations and hands-on usage as appropriate;

c) hand-held fire extinguishers are in such a way that they can be easily reached, taken down and activated
for use during fire;

d) approprialle types of fire extinguisher are selected for usage in areas containing eg ent whieh would
be damaged if water was used to put out a fire, e.g. those that are carbon-dioxidé bz

e) fire extingpishers should be clearly visible or have indicators as to where to fin

f) fire extinquishers should be properly maintained according to manufa ns arjd best
practices.

6.10.7 Personnel safety

As the oxyger ppression systems not only

smother flamep but can cause people to be asp auid seriously consider systems

that use non 1 e numbers of people. If if is not

possible to insfall systems that use non noxious g < at work in the areas/rooms fitted

with systems those

areas/rooms o
the exit route
prominent plag

6.11 Emergency oper@n

6.11.1 General

Service provid
appropriately 6

following clauses

6.11.2 Equipn

Service provid

including:

a) telecomm
b) office equ
c)

32

brsshould provide basic equipment and supplies to enable organizations to operate thei

E

gyed in

at are
siness
rd, the

EOCs,

unications equipment, e.g. dedicated telephones lines and telephones, fax machines;

ipment, e.g. PCs, printers, paper shredders and photocopiers;
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6.11.3 Dedicated physical facilities

6.11.3.1 General

Service providers should ensure that EOCs have dedicated physical facilities and associated equipment, with
areas/rooms to cater for the requirements described below in clauses 6.11.3.2 to 6.11.3.4.

6.11.3.2 Voice communications room

Service providers should ensure that communications areas/rooms are provided to facilitate conversations by
telephone, and should be:

a)

joing calls) for

b) d as relevant,

hold meetings

wall-mounted

evision sets if

bmmunications

by members of
n, e.g. sited at

b) accessible only to invited members of the press or visitors, with entry into the areas/rooms ¢ontrolled;

c) appropriately equipped and furnished to support briefings to the media, e.g. with adequate space to
accommodate estimated numbers of press representatives likely to attend disaster/failure related
briefings.

6.11.4 Work area recovery team workspace

Service providers should ensure that workspace is provided for use by representatives from the various
recovery teams, and should be appropriately furnished to support organization needs, e.g. with telephone
lines, telephones, fax machines and associated office furniture.
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6.12 Restricted facilities

6.12.1 General

Service providers should ensure that facilities are provided that are restricted to authorized access for

designated purposes only and have the related levels of protection, including:
a) server rooms;
b) other computer rooms;

c) data media archive rooms;

d) environmgntal control plant rooms (housing air-conditioning equipment);
e) main communications switch rooms;

f)  UPS roons;
g) battery ropms (if not combined in UPS rooms);

h) power switch/generator set area/rooms;

i) MDF / mept-me rooms;

j)  other telegommunications rooms (e.g. housing~distributi amevy or@r witigg and patching).
6.12.2 Areas/fooms housing main computer system
6.12.2.1 General
Service provid

with levels of i iti t ROVi i areas/rooms, in line with that described
following claus )

6.12.2.2 Ph
Service provid providing access to areas/rooms housing restricted f
are of strong cnstructlon are |t ality access control mechanlsms and good security loc

computer systems are designed afd built

in the

Acilities
ks, and
ss and

m, and

removal of poten
measures taken:

a) avoiding routes taken in buildings by service pipes and cables, both overhead and below, e.g.

carrying water should not pass through server rooms;

llowing

pipes

b) incorporating appropriate protection in the design of areas/rooms, e.g. with raised flooring, dry-pipe water
sprinklers, water/liquid seepage detectors with automatic solenoid valves and fire extinguisher systems

that would not be destructive to delicate equipment when activated.

Service providers should also ensure that adequate consideration is given to protection against potential
electro-magnetic interference from nearby cellular network transmission facilities, three-phase generators,
transformers and high voltage/high current power lines, e.g. by using shielding or maintaining safe distances

from electro-magnetic interference sources.

34 © ISO/IEC 2008 — Al rights

reserved


https://iecnorm.com/api/?name=b99fa45aa5eb8a5a5645c2187b3cdffd

ISO/IEC 24762:2008(E)

6.12.2.4 Power supply

Service providers should ensure that each of the areas/rooms housing restricted facilities have electrical
supplies that are separated and isolated from the electrical supplies to the rest of the buildings, with:

a) separate power distribution boards and associated circuit breakers for these areas/rooms;

b) all power distribution boards properly enclosed.

6.12.2.5 Electrical connectivity

nections, thus
a facmtles and equipment
periodi¢ basis.

Service_provi
presenting a potential hazard electrlcal connectlwty from dlstrlbutlon boards to
is chedked periodically, e.g. by conducting infra red scanning of distribution boz

6.12.3 |Air-conditioning
Servicg¢ providers should ensure that:

a) temperature and humidity measurements are carried out s aree IS i icted facilities to
ck whether alr—condltlonlng systems are operating i systems and

c) aitconditioning systems are:

1)[ capable of maintaining room temper: ' j ithin limi i CT systems in
the areas/rooms;

2)| designed to cat , |le.g. by design

with spare capa

6.12.4 |Fire and s@e

Heat, gmoke and fyme ‘ ignifi i itive computing

equipment. Thus, $ i shduld ensure that not only is fire protection directly aaf{orded to heat
sensitiye comguting eguipgme ot also that sufficient fire breaks are installed to prevent heat radiation and
eading. It should be noted that separate fire and smoke protection zones may

parts of recovery sites.

6.12.5.1{General

Service providers should ensure that personnel health and safety takes priority over all protection policies and
procedures for facilities and ICT equipment.

6.12.5.2 Ventilation
Service providers should ensure that areas/rooms that are continuously occupied are ventilated to provide

sufficient levels of fresh air for occupants, e.g. with the number of air-changes per hour in a given area/room
calculated on the basis of the heat generated by the equipment in the area/room and the cooling needed.
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6.12.5.3 Lighting

Service providers should ensure that adequate lighting is provided for safe operations conducted by personnel
in the areas/rooms housing restricted facilities, including emergency lighting for use during emergencies, e.g.

if the power supply was cut off during a fire.

6.12.5.4 Fire suppression systems

There are dangers to people from the oxygen repressing/quenching gases used in some fire detecti
suppression systems — see clause 6.10.7 above for more detail.

6.12.5.5 Electrically conirolled doors

on and

Service providers should ensure that areas/rooms where all doors are locked electrigall
access are capable of being opened from within during power failure or fire to faci
personnel from the areas/rooms, e.g. there should be manual overrides of electric

within during power failure or fire, or the doors should be designed to be in_the
situations.

to control-pe

6.12.5.6 Public announcement system

Service providers should ensure that public announcement (P,
regularly testedl at recovery sites to enable audible announcem
fire situation af a recovery site, a PA system couldbe

6.12.6 Alarm pystems

Service providers should ensure that appropnat ‘ det

'n d alarm devices are installed that at m
Rhysisal Yreak-ins and are capable of being

r'sonnel
rture of

ed and
uring a

nimum

provide warninjgs of smoke, fire, waté heard

both inside andl outside the areas/roems

6.12.7 General installation co

Service providers shoul harking

regarding thein use, to help prb ization

names should| not be poste /rooms

housing restrigted facilities

a) be designgd and flities to
prevent agcess

b) be unobtrlisive fromroutside thé building perimeter, e.g. by shielding all windows or having no windows at
all;

c) include apprapriate protection design considerations such as dry-pipe water sprinklers, water sgepage
detectors “with—automatic—sotenoid—valves—and—a—fire UAt;llyu;ohcl oyotclll that—s—not—destructive to

equipment when activated;

d) either have in use special grade glass that is not easily breakable or be equipped with glass breaking
detection, if they are fitted with glass walls or windows that are accessible from outside the building;

e) have a load rating for all supporting structures, particularly for raised floors and ramps, that ha
planned with current and potential future load considerations in mind;

s been

f)  have placement of equipment within them that takes into account the circulation of hot and cold air such

as not to cause undue concentration of heat within certain parts of the areas/rooms;

g) have a design that has accounted for both current and future requirements, e.g. with adequate
supply and air-conditioning capacities covering current and projected future consumption.
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6.12.8 Areas for exclusion

Service providers should ensure that areas/rooms housing restricted facilities are not sited in the following
locations if any of the related dangers are present:

a) in basement areas, if they are susceptible to pipe burst, water leakage or flooding;
b) in areas immediately below flat roofs, if they are susceptible to rainwater seepage;

c) in ground floor areas, if they are facing public traffic zones and susceptible to attacks, vandalism and
force majeure due to traffic accidents in the vicinity of the buildings;

ther areas/fooms that are
ble fabri¢, chemicals or

d) argas in close proximity (areas/rooms next door, a floor above or below) to
used for the handling or storing of hazardous materials such as easily co
explosives.

6.13 Non-recovery amenities

6.13.1 |General

Servicg providers should ensure that, in addition to preVviding\ fasilities and
recovely, they provide facilities that will cater for the well-being are o
their premises during recovery.

equipment to|enable actual
organization staff stationed at
6.13.2 |Personnel

Servic¢ providers should ensure that they provide e basic amenities to cater for organization staff
working at their premises during recovery, incl%

a) rest areas;

b) toilets;

c) drinking wate@

d) thiee meals eath\da jeet ractual arrangements with organizations).

6.13.3 | Parking

Where|ci 3 service providers should ensure that adequate parking facilities afe available for
organization \ ing at the service provider premises during recovery, and that, if the premises are

used splely by the
basis.

ervise provider, access to these parking facilities is monitored and controlled on a 24 x 7

6.13.4 Transportation

Service providers should ensure that the locations of their recovery sites are accessible to organization staff
on a 24 x 7 basis, e.g. by locating their recovery sites near public transportation drop off points and/or, subject
to contractual arrangements with organizations, providing chartered vehicles to pick up organization staff from
selected public transport drop off points and return them to those points.

6.13.5 Medication

Service providers should ensure that they can make provision to supply light medication to organization staff
who may be working under tremendous work and time stress at recovery sites during recovery, e.g. by having
a first aid kit at the premises.
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6.14 Physical facilities and support equipment life cycle

6.14.1 General

Through facility\equipment life cycle management, service providers should ensure that all physical facilities
and support equipment are fit for their intended purposes on a continuous basis, in order to assure
accessibility of organizations to subscribed services.

Service providers should institute proper systems of care and attention covering the life span of each facility
and equipment item used, with the life span covering building, installation, commission, operation, repair,
maintenance, upgrade and replacement of the physical facilities and equipment as appropriate.

6.14.2 Policiels and procedures

Service provid
equipment, co
including a po
supplier’s site.

6.14.3 Compljance with requirements

Service provid
recommendati
requirements.

ers should ensure that policies and procedures are establishednf
yering installation, commission, operation, repair, maintenance, ugg
icy stating that all attempts should be made to repair equipment 0

ers should ensure that all physical facilities and supp6ri equl 3 plies fully with
bns by equipment manufacturers, y practices and/or reg

I

6.14.4 Qualifi

Service providers should ensure that all physical fa

esS-anag
professionals, [e.g. that high tensigh “elecirica |nt and

professional e

6.14.5 Service situations

Service provig

d professionals

gineers.

ers should ;n icies d procedures are established to handle the fg

situations during repair, majr S éplacement of physical facilities and equipment:

a) on-site — 4

b) off-site —
is difficult,
back to t
should be

r which, whilst'there are similar issues to on-site servicing, because direct vendor supe

current
ulatory

ualified
ualified

llowing

bken to
Acilities

.g. with

bf new

brvision

additional steps must be taken, e.g. if a malfunctioning item of equipment needs to b

undertaken before the repaired item of equipment is put back into operational service;

taken
onality

c) unavailability - as equipment could be unavailable during servicing, appropriate steps should be taken to
ensure services offered to organizations are not unduly affected and the situation remains under control
during this period, e.g. by activating standby or alternative backup equipment before equipment
maintenance is performed;

d) re-connection - equipment to be put back to service after repair, maintenance, upgrade or replacement
should be checked and tested to ensure that they are set to the correct functioning modes and integrated
back into the relevant systems, e.g. a replaced intrusion detector connected to the main physical security
system must be re-tested for connectivity.
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6.14.6 Reviews

6.14.6.1 General
Service providers should ensure that:

a) procedures are established for periodic audit reviews of each physical facility and equipment item in their
premises, as part of the physical facility and equipment audits;

b) appropriately qualified personnel, either internal or external, are designated with the authority and
responsibility to conduct physical facility and equipment audit reviews.

6.14.6.2 Review reporting

Service¢ providers should ensure that reports are generated after each reviex foqmat including:
a) scppe and objectives;
b) steps and procedures followed;

c) findings and results;

d) cofrective actions to be taken;

e) dgviations, and supporting rationale fQr future

6.14.63 Scope

a) re
b) ph
c) en
d) IC
e) tel t and facilities;

f) po

g) fi

ré and-smoke protection;

h) w4 +nrl||q| nd prnfnr\hnn

6.14.6.4 Triggers
Service providers should ensure that reviews of physical facilities and equipment are undertaken when there
are significant changes in organization requirements, e.g. when an organization adds extra pieces of high

power consumption equipment, the capacity of existing power supply, UPS and generators should be
reviewed.

6.14.7 Decommissioning

Service providers should ensure that all physical facilities and equipment that have reached the end of their
useful life are decommissioned and/or removed by appropriately qualified personnel and according to current
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recommendations by equipment manufacturers, professional standards/practices and/or regulatory
requirements.

6.14.8 Spares and accessories

Service providers should ensure that adequate spares and accessories are kept on hand to enable the
necessary repair, maintenance and replacement of physical facilities and equipment in a manner that will
minimise disruption to normal operations. The extent and types of spares and accessories to be kept should
reflect the downtime figures in the SLAs that service providers have with organizations and the capability of
vendors to supply and repair failed equipment within stipulated time frames.

6.14.9 Inventory

Service providers should ensure that they maintain up-to-date inventories of thei facil

equipment items.

ty and

6.14.10 Continuous monitoring

Service provid iti i ili ant \j are monitored on a
continuous basi 3 i uld be
connected to t

6.14.11 Software and firmware

Service providers should ensure that policies a i i ical| facility
and equme t items are equally apphcable to 3 soc' and , el ded or

6.15 Testin

6.15.1 General

integral part of maintaining physical facilities and

Service providers should 5
pport the services offered to organizations.

equipment in the required high

6.15.2 Scope

physSical facilities and equipment, including those listed from in|clause
ed and/or tested.

Service provid
6.14.6.3 abovg

6.15.3 Staff

Service providers/should ensure that the staff operatlng their recovery facilities and equipment, ard their
0perat|0na| prUUUdUIUO, UIG U:OU tGOtUd :dUUI:y III UUI IJUII\JtIUII \Hl'ltll thU tvotlng VT tl A>3 pl I:y:s:ca: fau:::l s and

equipment.

6.15.4 Test life cycle
Service providers should ensure that the planning, conduct, documentation and review of tests encompasses:

a) tests conducted at least once a year for critical capability and capacity that affects services to
organizations;

b) tests conducted when there are any significant changes in organization requirements and/or changes in

service provider capacity and capability that affect their services to organizations, e.g. upgrades of
physical facilities, equipment, telecommunications and power supply resources;
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c) all tests, whether announced or unannounced, properly planned and designed not to cause any damage,

either of a permanent nature or which can only be rectified with difficulty;
d) steps taken to ensure that situations remain under control during tests;

e) critical tests approved and authorised by service provider management;

f)  for critical tests, service provider management and organizations informed before the start of each test;

g) all tests, test objectives, test plans and test results documented for follow up review or audit for

effectiveness;
h) shpricomings discovered in tests rectified at the earliest possible moment ang-nq_later then
i)
)
k)
7

7.1 General

Outsodrced ICT DR se
This infpludes having qualified S ity pport simultaneous invocations of DR plzg

organizations, all capabilitj to organizations audited on a regular basis,
fully ddcumented and te 7including disaster recovery, plans in place.

7.2 i janiza isaster pecovery status

Unless| it i i » tween outsourced service providers and organizations (on
recovely servi b ded) that there is no service provider liability for any incide
occur fue Jeficietisies in organlsatlon dlsaster recovery plannlng and any subsequent by

consed

contragts are signed. S vice providers should check that:

a) an organisation has properly addressed disaster recovery and thus has a quality DR plan ir

the next set of

ment, with the

different tests

and remove
pse conducted

organizations.
ns by different
and their own

which disaster
nts that might
siness related
status before

place;

b) an organization’s DR plan has been produced by following the recognized sequence of required disaster

recovery tasks. Service providers should ensure that an organisation:

1) has first conducted a business impact analysis and thence a risk assessment, and then on the basis
of the results identified and documented its business recovery priorities and requirements;

2) on the basis of the agreed business recovery requirements, has identified and documented the
correct and most cost effective disaster recovery strategy appropriate to its business environment;

3) next, when the disaster recovery strategy has been agreed, and thus the organisation
way forward, produced (and if possible tested) the DR plan;
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implemented risk reduction controls to reduce the likelihood of having to invoke the DR plan in the
first place and/or which will reduce the impact of a disaster or failure should one occur.

The overall recommended approach that organizations should follow for disaster recovery planning is shown
in Figure 3 below.

Thus, in sum
organization, g
at achieving g
business in the

a) establishinp

b)
c)
d)
e)
f)

)

42

Conduct of Business
Impact Analysis Review,
Assessment of Risks,
then based on these
results -

Establishment of
Businiess Recovery
Priorities, Timescales &
Requirements

Disiaster Recovery

Stratigy Formulation
_—

Disiaster Recovery
Plain Production

Disaster Recovery
Plan Testing

Disiaster Recovery
Awareness

Ongjjoing Disaster
Ri2covery Plan
Maintenance

Impacts, priorities, timescales for

requirements

Options for meeting
priorities, timescales and
minimum requirements, and
recommendations Security'
controls
Plan(s), organisation,
responsibilities, logistics,
detailed action tasklists

incl. for
resilience

Test strategy and test plans,
testing and evidence

Awareness for all staff

Ongoing maintenance
activity

\ded approach to disaster recovery that should be followed by any

grvice providers, consists of a number of discrete stages, together aimed

i viable DR plan that fully meets the requirements of the organisgation’s
er or failure. These stages are:

siness recovery priorities, timescales and requirements (based on the results of biisiness

DR plan production;

DR plan testing;

ongoing DR plan maintenance;

risk reduction.

impact analysis review and thence risk assessment);

disaster recovery strategy formulation;

ensuring disaster recovery awareness for all staff;

© ISO/IEC 2008 — All rights reserved


https://iecnorm.com/api/?name=b99fa45aa5eb8a5a5645c2187b3cdffd

ISO/IEC 24762:2008(E)

The first five stages are consecutive. When a DR plan has first been produced and tested, the sixth stage
follows on over time, and is conducted at regular intervals and after any significant changes that might affect
the validity of the plan, revisiting any of the other stages for update purposes as is necessary. The seventh
stage is conducted in parallel with the other stages.

In particular, each organization also needs to identify the individuals (and their deputies) who will perform the
following functions should a disaster or failure occur:

a) the person in charge of determining how best to address the disaster or failure;

b) the composition of the team who will take the decisions to invoke the DR Plan as the disaster or failure
unfolds (Refer to clause 5.8.3 and 5.8.4 above);

c) th«la person who invokes use of third parties.

Organigations and their service providers should also:
a) ingtruct the staff on where they should go to work (or stay at homeé)a 3 D;

b) identify deputies (possibly 3rd or lower choices) for key peeple and prayi bpriate training.

7.3 FKacilities requirements

All the| requirements to be met by service burced service

providgrs.

guse 5 apply to outs

7.4 Expertise

7.41 |General

The cgpability of outsource
This can be the experience\ths Jui
actual frecovery, r the expgttise residing i

important that outsiy

and support their services depends on their expertise.
over the years through supporting organization testing and

7.4.2 |Experiencé

Outsolrced s&rvice i pd ensure that they can provide organizations with summary [ists describing
their IQT PR ' : i

a) planning
planning;

ience of their staff sited locally, elsewhere in the country or overseas, who undertake

b) operations - the experience of the local staff who support recovery operations;

c) track record - details of capability and capacity including of:

1) the diversity and number of organizations supported across different business environments in the
past and at present;

2) the duration, costs and resources deployed.
(The outsourced service provider should take precautions to ensure that any confidentiality
agreements signed with organizations, e.g. which will prevent the quoting of organization names as

references without organizations’ agreements and/or the revealing of any details of organizations’
ICT DR plans, are adhered to.)
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Outsourced se
knowledge bas
have provided

a)

b)

44

The following should be used as indicators of track records:

3) diversity and experience - including summary descriptions across the various industries of those
organizations subscribing to their services;

4) types of services offered - including summary descriptions of their services subscribed to by
organizations;

5) regional experience — including summary descriptions of experiences in supporting organizations
across the region.

extent of involvement - outsourced service providers should provide summary descriptions of the extent
of their injolvement and expertise in the areas of:

1) project management;

2) risk assessment and management, including:
i) BHusiness impact analysis;
i) risk evaluation;

ii) rlsk treatment;

4) dis
5) DR plan development;

6) digaster recovery awarehe
7) DR plan testing;
8) actual recove<>s'

9)  Df

ntain a
s they
ICT DR:services to, with the ‘system’ encompassing:

a human fesource backup and succession plan for key personnel;

in-house knowledge sharing;
information on the recovery effort for past projects;
the knowledge base preferably being software based and fully automated, e.g. web enabled, and, if not,

either manually recorded and maintained, e.g. with hardcopy files and cabinets, or a composite of
automated and manual repositories used.
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Management of staff

Outsourced service providers should ensure that, as staff are the main source of their expertise, a proper
“system” is established to manage the staff directly involved in organization recovery operations that includes:

a) formal designations identifying appointments (rather than the actual staff names), that indicate the roles,
accountability, responsibility and authority of all operations staff directly involved in providing recovery
services to organizations during disasters/failures;

b) all operations staff made aware of their designations and recovery tasks;

c) back-up and succession plans for key personnel directly involved in providing recovery services to
organizations during disasters/tailures;

d) allldesignated back-up personnel appropriately trained to be competeg bd roles in the
event of the main designated personnel being unavailable or unable to'fylfi

e) the pre-designation of ICT DR co-ordinators to oversee and cog h organization
during recovery, with:
1)| ICT DR co-ordinators with the appropriate training etency in the relevant ICT

DR areas;
2) any one time
3) nt ICT DR co-

f) th¢ provision to each Key operations staff who will be involved in the
organization’s actual i , tasks, and ICT DR qalifications as
appropriate;

g) all| staff direc@}v Hedicated staff
employed spe concurrent or
secondary appoir

7.5 logicalacce

7.5.1

Logica is applicable to outsourced service providers that provide operational support for

organization eempuier systems at their recovery sites, including where they supply their own staff to operate

those prganization computer systems during recovery. The guidelines should enable outsgurced service
providgrssto describe their abilities and capabilities to operate organization computer | systems. For

organizations that choose to use their own staff to operate their computer systems at provider recovery sites,
these guidelines will need to be interpreted and moderated as appropriate.

Service providers should ensure that the policies and associated procedures for day-to-day operations at their
recovery sites are fully documented and maintained. Further, service providers should ensure that the
selection, development, and use of security controls within their recovery sites are commensurate with the
assessed risks and the services provided to organizations.
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With regard to the provision of logical access control, the underlying principles for service providers should be
that:

a) one organization’s information cannot be disclosed to another even though shared computing and related
equipment is used at a recovery site;

b) the responsibility for maintenance of logical access control is handed over to organizations that operate
dedicated provider supplied computer systems with their own staff during recovery;

c) organizations that operate their own computer systems at service provider sites are responsible for the
logical access control facilities in place for their operations during recovery.

7.5.2 Deployment

Outsourced se logical
access control secure
access control 8 bination
can access — re¢cord, file, etc., and for what purposes — read, write, delete, execyte ets. and-comkinatic breof.

7.5.3 Authorization

on the
viewed

Qutsourced se
“need-to-know”
and updated on a periodic basis.

7.5.4 Staff r¢signation

Outsourced se
leaving, e.g. th
accordingly.

ning or
evoked

ddress
the needs of slich control on g STEANEN period,
and cover the f
a) authorizat

b) usage tim

c) activity log checking

d) expiry.

7.5.6 Monitoring

Outsourced service providers should ensure that procedures are in place and operational on 24 x 7 basis for
the monitoring and logging of all logical access to computer systems.

7.5.7 Remote access

Outsourced service providers should ensure that, where there is remote access to recovery computer systems,
policies and procedures are in place for the control of that remote access, e.g. a policy should be documented
on the use of laptops and other portable devices and remote log-ins to recovery facilities from home and other
types of remote location.
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7.5.8 Security functions and roles
Outsourced service providers should ensure that:

a) security functions and roles are established to monitor and control logical access, including for the
periodic analysis of log files and other checks of selected ICT systems;

b) the responsibilities of the security functions and roles are assigned to specific staff;

c) deputies are appointed for all critical functions and roles who are competent to fulfill all duties in the event
that primary appointment holders are unavailable or unable to fulfill their roles;

d) allf appointed staff are adequately trained before being assigned their security functiong and roles, to

ensure that staff remain competent in undertaking their assignments;

e) pedriodic refresher or update courses are arranged for all security to ensure that

appointed staff remain competent in undertaking their assignments;

f) to|maintain alertness, procedures are established to test st ions and roles

onl a periodic basis, e.g. once a year;

g) the staff responses during tests are assessed againsyA ia-0i inclause 5.7.5.2.

7.5.9 [Tests

plans, test executions gnd test results
gical access control systems. (The¢ policies and
cle of tests are given in clause 7.16.4 below.)

Outsoyrced service providers should enstxe tha

form gn integral part of maintaining the
ntftion, and

procedures for the planning, conduct, docume
e handling of logical security incidents follows the

7.5.10

OutSOL

76 |

7.6.1

Outsol ) V s should ensure that there are adequate policies and procedures in place so that
their c quipment provided to support organization continuity and recoVery needs are
installe . mairitained in optimal condition. The underlying principle of equipment and operation
readingss is accessibility of organizations to subscribed services. All computing and related eqdiipment should
be at al constant and ready state to respond to organization needs.

7.6.2 icl u

Outsourced service providers should ensure that policies and procedures are established for computing and
related equipment covering installation, commission, operation, repair, maintenance, upgrade and
replacement. For example, a maintenance policy should state that all data or information should be physically
and completely erased, such that no inference can be drawn as regards previously stored data, before the
equipment is removed from site.

7.6.3 Compliance with requirements

Outsourced service providers should ensure that all computing and related equipment is installed,
commissioned, operated, repaired, maintained, upgraded and replaced according to current recommendations
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by equipment manufacturers, professional standards/practices and/or regulatory requirements. For example,
installation should be undertaken only by qualified professionals.

7.6.4 Service situation

Outsourced service providers should ensure that policies and procedures are established to handle the
following situations during repair, maintenance, upgrade or replacement of computing and related equipment:

a) on-site. Additional equipment and software may be employed by vendors. Steps should be undertaken to
ensure that these additional equipment and software do not impact the security and operation of the
equipment subsequently. Proper isolation of equipment should also be undertaken during service
duration. For example, diagnostic software may be installed or remotely activated to troubleshoot faulty

equipment.

equipmen

b) off-site. This is similar to on- site servicing. Direct vendor supervision would hé diffi

those und
malfunctia
extra tests

into servige;

c) unavailabfli

These software should be completely disabled and erased before putting theyr
back into service;

bpaired

teps to
here a
gation,
ht back

ement.

Appropriafe steps should be undertaken to ensure servi unduly
affected gnd the situation remain under control dun ternate
standby of backup equipment before performin

d) reconnectjon. Equipment to be put back to seryice afts cement
should be|checked and tested to ensure that/'they are excorrect functlonlng mode and intg¢grated
back to the main system (wherever applicabl ing put
back into gervice.. For exampl ng and
tested for connectivity and opera

7.6.5 Spareg and acces:rie

Outsourced sdrvice provider's SF le, are

kept on hand
normal operati
for their immeg

Outsourced sdg

fo effect the nes 2
bn. For exafaple n adequate supply of spare batteries for portable con
iate usex

usage of portable equipment (such as notebooks or mobile phones) for recovery purposes by outs
service providEr staff. For example, guidance should be provided to staff on how to deal with the

malfunction of

ainfenance and replacement so as to minimise disruption to

hputers

for the
ourced
0ss or

notebook used in crucial recovery activities due to theft or virus infection, and on the u

sage of

mobile phones in close proximity to computing and telecommunications equipment.

7.6.7 Monitoring

Outsourced service providers should ensure that critical pieces of computing and related equipment are
monitored on a continuous basis, for example with remote monitoring of critical network equipment in locked
cabinets not easily accessible physically.
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Overvoltage protection

Outsourced service providers should ensure that, where practicable, all computing and related equipment is
protected against electrical overvoltage surge. Overvoltage surge can be caused by lightning strike, cross-
coupling and switching operations. The protection should include the following:

a) overvoltage protection devices installed, e.g. surge arresters and optocouplers;

b) overvoltage protection devices inspected and checked periodically and after incidents such as direct
lightning strike and overvoltage peaks in the power supply system, and replaced if damaged;

c) potential equalisation for all computing and related equipment protected with overvoltage protection (for
the latter to be effective).

7.6.9 |Changes and upgrade

Outsoyrced service providers should ensure that any upgrade or change of coxmp ed equipment,

e.g. tofreflect current technology, does not affect the support of orgd ecovery needs

accord|ng to contract requirements. Thus, outsourced service provid Hures to check

7.6.10 [Software and firmware

Outsodrced service providers should epsure thafy po quipment and
operatipn readiness are equally applicable i

7.7 $Simultaneous recovery suppor

7.7.1 |General

Outsoyrced service provide ficien ities and staff to meet their contractual obligations when
multipl¢ clients simultaneous sewyices. This includes dedicated facilities, computing and related
equipment, and a@ eployed instantly without the need for sharing or fo have undue
restriction being impese Qrganizations should be able to use the full rangd of outsourced

service

available on a

hat outsourced
computing and

continy

service sSary spare capacity and redundancy in terms of facilities,

related|equipnient, provide this capability.

7.7.2 |Cq

Outsoyrced service _proyiders should ensure that they can provide simultaneous recovery seérvices at their
recovely facilities for imMore than one organization, with each organization being able to operate its subscribed

recove

[y facilities in a manner that is independent of others.

7.7.3 Scope

Outsourced service providers should ensure that all services and supporting resources (such as their recovery
support staff, power supplies, IT and telecommunication) offered to affected organizations during
simultaneous recoveries are not diminished, reduced or affected in any manner.
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7.8 Levels

of service

7.8.1 General

Outsourced service providers should ensure that they can provide ranges of service levels to suit the varying
needs of organizations, such that organizations can select the particular levels of service that best suit their
recovery needs.

7.8.2 Round

-the-clock service support

Outsourced service providers should ensure that they are capable of offering services on a 24 x 7 basis,

either in remot

7.8.3 Hardw
Outsourced s¢

a) support th
hardware

b) provide lis
as part of

C) communid

7.8.4 Categq

Outsourced sq

facilities and e
a) shared, w
services g
facilities a
b) dedicated
and equip
not availa
7.9 Types ¢

7.9.1 General

The following g

£l <l <l
> Ul |uu_y mrarirmcu 1mriuyJuc.

are and software platforms

rvice providers should ensure that they can:

e prevailing hardware and software platforms of key indus
And up to the operating system level,

um

ts of the hardware and software corresponding to the servi
contractual agreements;

hed to by organiz

ate details of updates to hardware fot their deliberations.

ries

rvice providers should rig categories of service levels fi
uipment:

th organizations ab e ibed’services on a first-come-first-served bas
ffered to subsequent organizati i ing their contracted services subject to availa
hd equipm i e preceding organizations);

with organizafigns ‘able)to,invoke and receive their subscribed services, with related f
ment, on a exx d reserved basis, and the reserved facilities and eqy
ble for use b ith other organizations.

f

lauses describ€ the basic range of services that outsourced service providers should be ¢

of providing td

organizations. The range is by no means inclusive, and it is foreseen that competiti

for the

ations,

br their

is, and
bility of

Acilities
ipment

apable
on and

technology changes will result In new services and that some unique 10 organization requiremen

S may

necessitate customization of specific services (subject to negotiation and contract agreement between the
relevant outsourced service providers and organizations).

It should be noted that whilst outsourced service providers may choose to collaborate with external parties or
consultants where it considers that some services can be better performed by these external suppliers, the
responsibilities for such service collaboration remains with outsourced service providers. Guidelines on
outsourcing are provided in clause 5.6.
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7.9.2 Recovery site service

Outsourced service providers should be capable of providing the following categories of recovery site
services:

a) cold site, with adequate space and associated infrastructure - power supply, telecommunications
connections, environmental controls, etc - to support organization ICT systems, which will only be
installed when DR services are activated,;

b) warm site, that is partially equipped with some of the equipment, computing hardware and software, and
supporting personnel, with organizations installing additional equipment, computing hardware and
software, and supporting personnel when DR services are activated,;

c) hat site, that is fully equipped with the required equipment, computing hardware and |software, and
supporting personnel, and fully functional and manned on a 24 x 7 i t is ready for

These [sites should be maintained in an operational status ready to r izatiqn staff and equipment
when gctivated.

7.9.3 |Work area recovery
Outsodrced service providers should be capable of prgviding physi ery (WAR) to
organizations during recovery. Each WAR should be appropfjately. fu ation needs as

specifi¢d in clause 6.11.4.

Outsodrced service providers should be sapab e organization
simultgneously. The policy and details for simultan

(All WAR aspects will be subj janizations.)

7.9.4 |Information se

Outsoyrced servi
servicgs/informati

ey information

(All infprmation seryiteg \ < ctween service
providgrs and orgarizatjon

7.9.5 |Tra

Outsolrced i i transactional
servicgs provide

7.10 ll’roximity of services

7.10.1 General

In general, disasters and failures can take various forms and are not necessarily limited to events which occur
within close geographical proximity. There could be disruptions to common power supplies and
telecommunications services, and two or more organizations could be affected simultaneously.

Outsourced service providers should ensure that they take account of the risks associated with simultaneous
adverse impacts on one or more organizations by the same disaster or failure, and align their capabilities and
capacities accordingly. For example, to mitigate against proximity related problems, outsourced service
providers should only offer services to one organization of a group that are located in close proximity. They
can also refrain from offering services to organizations that are located close to their own premises.
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7.10.2 Risk mitigation

Outsourced service providers should establish processes to minimize the risks associated with organizations
that are in close proximity, including:

a) establishing plans for corresponding increases of capability and capacity to service simultaneous
organizations during disaster recovery, e.g. with prior arrangements with external parties;

b) establishing procedures to ensure that recovery site locations are not likely to be impacted by the same
disaster or failure, e.g. with recovery sites located at such a distance that the likelihood of the same
disaster or failure affecting both organizations and outsourced service provider facilities is minimized,
including in the case of fire and flooding.

7.10.3 DiscloLure to organizations

Outsourced sgrvice providers should ensure that on request they disclose tocsorg € ils| of the
proximities of [other organizations to which they provide and/or are offering ices. ini details
should be proyided of the industry types and numbers of organizations in<adjas i i nearby
vicinity or shar|ng the same utility, which could be adversely impacted by the same d e

7.11 Subscrjption ratio for shared services

7.11.1 General

Besides dedicpted services, outsourced service\prowid service
offerings and fthe number of organizations subscribi erlying
subscription rptios relate to outsourced servigé b their
organizations dluring simultaneous invocations in

7.11.2 Self-restraint

Outsourced sdrvice prov unduly
oversubscribed without a ingdnhcre iq theirapabilities and capacities. This should enconjpass:

a) both policy and proced ervices
subscriptipns and exisfi

b) ensuring that th

7.11.3 Privacy and confide

Outsourced service providers should ensure that shared services are undertaken in such a way that
organization decurity “requirements for confidentiality and privacy are not compromised. For example,
adequate pro¢edures should be put in place to ensure information is not easily disclosed bgtween
organizations frormstaredcomputingand Tetatedequipment during simuttaneous diSaster Tecovery imvocation
and operations.

7.11.4 Disclosure to organizations

Outsourced service providers should ensure that they disclose their subscription ratios to organizations when
requested.

7.12 Activation of subscribed services
Outsourced service providers should establish with each of their organizations the conditions and procedures

for invoking and deactivating the subscribed services as described in clause 5.8. Agreements for DR service
activation should be included in SLAs between outsourced service providers and organizations, with all

52 © ISO/IEC 2008 — All rights reserved


https://iecnorm.com/api/?name=b99fa45aa5eb8a5a5645c2187b3cdffd

