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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

Data processing systems commonly gather a range of information on their users, be it a person, piece of
equipment, or piece of software connected to it and make decisions based on the gathered information.
Such identity-based decisions may concern access to applications or other resources.

To address the need to efficiently and effectively implement systems that make identity-based decisions,
ISO/IEC 24760 specifies a framework for the issuance, administration, and use of data that serves to
characterize individuals, organizations or information technology components, which operate on
behalf of individuals or organizations.

For

of th¢ organizational processes. For individuals, correct identity management is importap
privagy.

This [part of ISO/IEC 24760 specifies fundamental concepts and operational structurep
mangdgement with the purpose to realize information system management, so'that informa

can
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Stand
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et

any organizations, the proper management of identity information is crucial to mainfain security

eet business, contractual, regulatory and legal obligations.

ance in controlling identity information use, controlling the\accCess to identity info
resources based on identity information, and controlling-objectives that should be i
establishing and maintaining an identity management system.

part of ISO/IEC 24760 consists of the following parts:
50/1EC 24760-1: Terminology and concepts;
50/1EC 24760-2: Reference architecture and‘requirements;

50/1EC 24760-3: Practice.

ards including the following:

50/1EC 29100, Privacy framework;

50/IEC 29101, Privacy.reference architecture;

50/1EC 29115, Entity authentication assurance framework;

50/1EC 29146, A framework for access management.
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Information technology — Security techniques — A
framework for identity management —

Part 3:
Practice

cope

1760-2.

kifiers or PII

relating to entities are acquired, processed, stored, transferred or used far the purposes df identifying
or aythenticating entities and/or for the purpose of decision making using attribute§ of entities.

llowing documents, in whole or in part, are nofmatively referenced in this document and are

For undated

for identity

3 Terms and definitions

For the purposes of this docuinent, the terms and definitions given in ISO/IEC 24760-1 and the
following apply.

3.1

information including meta data
[SOURCE: ISQHEC 24760-2:2015, 3.3]
3.2

identityprefile
identity containing attributes specified by an identity template

3.3

identity template
definition of a specific set of attributes

Note 1 to entry: Typically, the attributes in a profile are to support a particular technical or business purpose as

needed by relying parties.

3.4
identity theft
result of a successful false claim of identity

© ISO/IEC 2016 - All rights reserved
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federation manager
actor in a federation responsible for managing the issues arising from the operation of the federation

Note 1 to entry: An existing federation member or an independent third party can carry out the role of federation

manager.

3.6
principal

entity to which identity information in an identity management system pertains

[SOURCE: ISO/IEC 24760-2:2015, 3.4]

4 Symbals and abbreviated terms

For the purp
ICT Infor
1P Ident
IIA Ident
PII Persq
RP Relyi
5 Mitiga
5.1 Overy

Clause 5 prd

system confprming to ISO/IEC 24760-1, ISO/EC 24760-2 and ISO/IEC 29115.

5.2 Riska

One functio
confidential
communicat|

The owner of the application should conduct a risk assessment to determine the level of risk. The 1

will provide
processes fo

oses of this document, the following symbols and abbreviated terms apply:

mation and Communication Technology
ty Information Provider

ty Information Authority

nally Identifiable Information

hg Party

[ing identity related risk in managing identity information
iew

sents practices to address identity related risk when operating an identity manage

jssessment

h of an identity management system is to manage the risk of identity errors, an
ty, integrity and)availability of identity information that it stores, processes
es. It is necessary to understand the level of risk, which will depend on the applic

information, which can be used to determine the necessary risk management criteri
I the identity management system. The information an identity management system 1

includes the

integrity and availability of this information.

evelofassurance in identity information required and the requirements for confident

ment

d the

and
ation.
result
a and
needs
ality,

ISO/IEC 24760-2 specifies tools to manage risks as policies, regulation, design and architecture. In some
contexts involving consumers, protecting personally identifiable information and giving principals
control over the use of their personally identifiable information is paramount. ISO/IEC 29100,
ISO/IEC 29101, ISO/IEC 29134 and ISO/IEC 29151 (to be published) specify requirements and provide

guidance for

the protection of privacy.

Identity information managed by an identity management system may also be managed by reference to
identity information providers in another domain. For example, identity proofing may be undertaken
by a service provider, which operates in a different domain to that of the identity management system.

When identity information is collected and stored, risk management measures shall be implemented by
the identity management service to mitigate the risks identified by a risk assessment carried out in the

© ISO/IEC 2016 - All rights re
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application domain by the relying party. Levels of assurance in regard to identity information and access
services shall be determined and specified by the relying party according to assessed levels of risk.

5.3 Assurance in identity information

5.3.1 General

Confidence in identity information provided by an identity management system comes from processes
that assure the validity of the information from its collection through its subsequent storage and
maintenance by the system. Assurance is typically quantified in terms of assurance levels with higher
level i i he quality of
idlentity information and the rigour of the identity validation processes. Levels of agsurance are
descifibed in ISO/IEC 29115.

5.3.2 Identity proofing

Identfity proofing, i.e. validating identity information for enrolment of an entity in a domaip, shall meet
a defined level of assurance. The level of assurance of identity proofing achievable depend$ on the type
and dharacteristics of information and, in some case, the scope of thi§ information, e.g. tHe number of
indegendent identity information providers used as sources of the information.

An increased level of assurance in identity verification may be achieved

— with verification of additional credentials issued from multiple sources, and
— Using a trusted external party that knows the entityto validate claimed identity inforjnation.
NOTH1 ISO/IEC 29003 provides requirements forddentity proofing.

NOTH2 ISO/IEC 29115 specifies how to achieye different levels of assurance.

5.3.3| Credentials

An idpntity management system mayissue multiple types of credential differing in the leveljof assurance
of thq identity information represented by the credential.

An identity management system issuing credentials with a high level of assurance sfipported by
a cryptographic mechanism should provide a service for relying parties to actively |support the
crypfographic validation process.

5.3.4( Identity profile

An identity management system may use one or more identity profiles for gathering, stfucturing, or
presgnting identity information.

NOT Althougha profile cancontainidentity information it is notintended foridentification lts purpose is

to provide identity information about an entity to system processes that need the information for their processes.

An entity may have multiple identity profiles, each containing a different set of attributes for the entity.
For instance, a language preference may be present in a profile for an access interface and not in a
profile for book interests.

An identity template may be established as an international or industry standard. The use of a
standardised identity template to record identity attributes would facilitate the usage of identity
profiles across domains.

An identity profile may be used in access management to determine the required identity attributes for
being authorized for a role or privilege in accessing information. An identity profile may be used as a
pre-configured subset of identity information to be presented when interacting with a service.

© ISO/IEC 2016 - All rights reserved 3
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An attribute in an identity profile may be associated with a level of assurance. Using an identity
profile with associated levels of assurance to present identity information shall imply that each item
of information has been validated at minimally its associated level of assurance. An identity profile
specifying requirements for access to services or resources may be associated with a specific additional

entity identifier that may indicate the activities linked to the specific privileges.

6 Identity information and identifiers

6.1 Overview

Organizatioms should understand the 1nIormation security concerns Ior thelr business an

compliance

needs. In reg
that adequat
leakage, cor
of identity i
information

6.2 Policy
The identity

identity

only aut
changes
by any €

principa

NOTE Ty|
information.
with third pa

6.3 Ident

6.3.1 Gen

An identifie
applicability]
the represer
entity’s iden

the organization fulfils its obligations with respéctto regulations and contractual agreement

with relevant legislation and should provide management support to meet thebus
rard to identity management, organizations should understand their liabilitiessand e
e controls are implemented to mitigate the risks and consequences of identity, inform
‘uption and loss of availability when collecting, storing, using, transmittifig’and disp
hformation. Organizations should specify control objectives and contréls to ensure
security requirements are met.

r on accessing identity information
information pertaining to an entity should be managed ta’ensure that the following:
information remains accurate and up-to-date over time;

horized entities have access to the identity information and are accountable for all use
in identity information, guaranteeing traceability of any processing of identity inform
ntity, whether a person, a process or a system;

Is are protected against the risk of identity-related theft and other identity related cr

pically, an information security(policy highlights the necessity to securely manage id
[he preservation and protection of any entities identity information is also required when d
ties as typically documented‘within the operational procedures.

fiers

bral

 allows-~distinguishing unambiguously one entity from another entity in a domz
An entity may have multiple, different identifiers in the same domain. This may faci
tationyof the entity in some situations, e.g. hiding the entity’s identity when providir
[ity information for use in some processes or within some systems. An identifier crea

d for
iness
hsure
ation
osing
that

s and
ation

K-

)

ime.

entity
baling

in of
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g the
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one domain

ay be Teused imtemntionatty fmanother domaimn provided the Teused fdemntifier cortin

provide uniqueness of identity within the other domain.

6.3.2 Categorization of identifier by the type of entity to which the identifier is linked

6.3.2.1 Pe

rson identifiers

esto

A person identifier may be, e.g. a full name, a date of birth, a place of birth, or various pseudonyms, such
as a number assigned by an authority as a reference, e.g. a passport number, a national identity number
or an identity-card number.
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The use of pseudonyms as identifiers is frequent for person identifiers; see.6.3.3.2.

NOTE A pseudonym can enhance the privacy of persons in an identity-authentication exchange with a
relying party as a pseudonym may reveal less personally identifiable information than if a real name is used as
an identifier.

6.3.2.2 Identifier assigned to a non-person entity

Non-person entities, e.g. devices or other information objects, may have their activities identified and
recorded as for persons.

Device identifiers allow distinction between devices in the domain in which thev operate

NOTH1 Example: The International Mobile Equipment Identity (IMEI) is an identifier of the"mobile telephone
handdet in the domain of GSM mobile telephone services.

NOTE[2 Example 2: The GSM SIM card number (ICCID) is a unique device identifier-itr the domajin of a mobile
teleplone service. A SIM card also contains other identifiers including that of the usey Wwho registered the SIM card.

Information object identifiers may also need to be distinguished in their domains. One of th¢ir attributes
of a cpmbination of their attributes is usually used as identifier.

NOTHE 3 Example: Process name, session name, path name, ‘uniform resource ngmes (URN),
unifoprm resource identifier (URI) are examples of information<object identifiers.

NOTH 4 Example: URI is an example of identifier fof’a location, but the object at that location
may ¢hange at any time.

6.3.3| Categorization of identifier by the nature of linking

6.3.3}]1 Verinymous identifier

A verjnymous identifier is an identifier,.persistent in its domain of applicability that may bg used within
and 4cross domains and allows a relying party to obtain further identity information fpr the entity
assodiated with the identifier. Comimonly observed verinimous identifiers includes enpail address,
mobile phone number, passport aumber, driving license number, social security number alid the name-
date pf birth pair.

A verlynimous identifier_may allow identity information for entities known in different dgmains to be
correlated. While it is fine to correlate the identities if so desired by the person, unexpected correlation,
e.g. profiling, has a negative privacy impact. By the nature of the veronymous identifier, iffinformation
leakalge incidenthappens, it allows adversaries to perform such correlation and create tHreats, e.g. of
generating any privacy-related information that the principal did not intend to disclose.

6.3.3{2 , (Pseudonymous identifier

A pseudonymous Tdentifier is—am identifier, persistent i its donmaim tirat does ot disctose additional
identity information. As long as no other identifying information is available in the domain, identities
from different domain cannot be correlated using a pseudonymous identifier. A pseudonymous identifier
may be used to prevent unwanted correlation of identity information for entities across domains.

NOTE The mere use of pseudonymous identifiers does not equate with identity data being pseudonymous.

Other attributes combined at one point in time or across multiple points in time may be enough to derive
verinymous identifiers.

© ISO/IEC 2016 - All rights reserved 5
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6.3.3.3 Ephemeral identifier

An ephemeral identifier is an identifier that is used only for a short period of time and only within a
single domain. It may change for multiple uses to the same service or resource.

NOTE1 If used correctly, an ephemeral identifier will make it very difficult for two visits by an entity to be
correlated.
NOTE 2  An ephemeral identifier is often used in the context of attribute based access control where access

to a resource is granted if the entity has a particular attribute. For example, if the resource access is granted
for a person because they are a member of a particular group, the identity would be composed of an ephemeral
identifier and a group identifier. These would serve the access control purpose while minimizing the data

disclosed ort

6.3.4 Catggorization of identifier by the grouping of entities

6.34.1 In

An individu
applicability]

6.3.4.2 G

Entities are
A distinct gr
identifying
identifiers sg
they may hi

required to inambiguously identify a single entity as meniber of a group entity.

6.3.5 Man

When updat
new identifi

identity. Changed identity information may be proactively communicated to subsystems that rely

7 Auditi)

[1€ DOSSIDIIITY oI [INKINg multiple accesses, wille St difterentiating each entity.

lividual identifier

1] identifier is an identifier that is associated with only one entityvwithin a domz:

oup identifiers

bometimes grouped in a group entity when the need exists to execute activities ina g
he group entity and recording activities of the group entity in their domains. (

brve the need for a person entity of performing aetivities in a group or on behalfofa g
le the action originator of an activity in a group. Additional techniques may therefo

agement of identifiers

ing identity information for a known entity an identity management system may ass
b1 to the changed identity; it alse may remove the association of the old identifier wit

g identity information usage

Managing a

various legal, regulatory.and industry business requirements that necessitate some level of monit
and traceability.

NOTE

THese réquirements can be wide ranging, including everything from log-files and other me3
for the proteftion.of personally identifiable information, to maintaining required time-stamp accurac
traceability; eeJSO/IEC 18014.

d processing identity information by authorized entities in a domain may be subijq

in of

roup.

pup identity will represent the group entity and groupidentifiers will help unambiguously

iroup
roup;
re be

ign a
h the
on it.

pct to

oring

sures
y and

An entity providing services associated with identity management should provide mechanisms
assuring auditability.

8 Control objectives and controls

8.1 General

Clause 8 summarizes security objectives and associated controls to be verified when setting up or
reviewing an identity management system.

The structure of the controls follows the structure presented in ISO/IEC 27002.

© ISO/IEC 2016 - All rights re
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8.2 Contextual components for control
8.2.1 Establishing an identity management system

8.2.1.1 Objective

To establish a management system to initiate and control the implementation of managing identity
information for entities.

8.2.1.2 Defining and documenting the domain of applicability

Control

The felying parties for which an entity, or a group of entities, is enabled to apply“its [identity and
which may use the identity for identification and for other purposes shall be documented|to be clearly
understood both by the operators and the entities involved.

Implementation guidance

Documentation that describes the boundaries of the domain of a/system for identity management
should be made available to all interested parties. This documentation should specify the |imits where
the identity information can be verified. Any potential extensionste other domains or groups of entities
should also be documented.

lities, on the

hg groups of

An IT system within an organization.that allows a group of entities to login is a sub-domain in that
organization.

8.2.1{3 Identifying identity-information providers (IIP), identity information authorities (I1A),
identity management authorities, and regulatory bodies

Control

Identjity information.authorities for identity information managed by an identity management system
shall pe specified for the domain of an identity management system.

Entit]es endersSing management and regulator responsibilities for the protection of identity|information
shall plso\bé identified.

Implementation guidan

Entities associated with an identity management system as source of identity information (IIP),
authoritative statement on available information (IIA), the identity management authority and any
relevant regulatory bodies, government or otherwise, should be clearly identified.

The operations performed by an identity information provider are to create, maintain and make
accessible identity information for entities known in a particular domain. The methods to access
information or obtain services provided by these operational entities should also be provided.

Any changes in availability and methods for access and to obtain services should be actively
communicated to interested parties.

© ISO/IEC 2016 - All rights reserved 7
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Other information

An entity may combine the functions of identity information provider and identity information

authority.

8.2.1.4

Control
Relying part
Implements

Relying part
parties rela
change over
the domain.

Other infor
Arelying pa
8.2.1.5 Mz

Control

A process shall be described to ensure the maintenance of the important operational entities

identity man

Implementation guidance

Over time,
authorities,

entities. Domains may also be created and terminated or their conditions of applicability may cha

Important e
exist after be
policies and
valuable infq

8.2.1.6 Pr
Control

When humaj

Identifying relying parties (RP)

ies shall be made known for the domain of the identity management system.

ition guidance

ies have trust relationships with one or more identity information authorities:\Rg
ed with an identity information authority may be known at the design stage:"RPs
time, joining, or leaving a relationship with one or more identity informatiomauthorit

mation
'ty is exposed to risk caused by incorrect or invalid identity information.

jintaining an identity management system

agement system.

domains of an identity management“system may use different identity inform
identity information providers and-relying parties to support their interactions

htities for use of an identity; management system, e.g. I1A, IIP and RP, may also ce:
bing replaced, being archivéd, or deleted. An identity management system should docu
processes that ensuré, the control of these important entities and should ensursg
rmation of the identity-management system is not lost.

lvacy assurance

of them, it

1

their privacy.

1 entities interact within an identity management system that manages identity inform
all have documented policies and have established controls that assure the protect

lying
may
ies in

in an

ation
with
nge.

se to
ment
that

ation
on of

Implemen

ion guidan

A basic objective of establishing an identity management system is to ensure the privacy of entities is
preserved at any time.

An identity management system shall document any sensitive information it processes about human
entities to conform to ISO/IEC 24760-1.
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Other information

Requirements for the handling of sensitive identity information are given in
— ISO/IEC 29100, and
— ISO/IEC 29101.

8.2.2 Establishing identity information

8.2.2.1 Objective

To deffine, document and communicate identity information.

8.2.2|12 Identity representation

Control

Referlences of an entity in an identity management system, which remdins the same for the duration
the enptity remains known in the domain(s) of the system, may be reférred to as “referende identifier.”
The identity management system shall document controls for theidentity management systems to
guarantee the unique distinguishability of any entity in any domainof the identity management system.

Implementation guidan

A reference identifier should persist at least for the existence of the entity in an identity management
system and may exist longer than the entity, e.g. for afchiving purposes or authorities’ neefls.

Identjity management system documentation should describe the use and reuse of igentifiers. A
refergnce identifier for an entity should not bezyeused while any identity information relapting to that
entity, including archived information, is recerded on the system.

Arefe¢rence identifier generator is a toolthat may help to provide unique values for referende identifiers.

Other information

To fagilitate maintaining the recorded information for a specific identity, the identity management system
may yise a reference identifiergenerator to assign a unique record number to an identity beihg added.

8.2.2{3 Identity information

Control

The get of values of attributes required to compose identity information pertaining to|an entity in
domgins ef an identity management system shall be fixed, validated by the verifiers, and cojmmunicated,
as requésted, to relying parties.

Implementation guidan

Verification of the values of required attributes from an identity results in an authenticated identity for
an entity.

The authentication process involves tests by a verifier of one or more identity attributes provided by an
entity to determine, with the required level of assurance, their correctness.

© ISO/IEC 2016 - All rights reserved 9
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8.2.2.4 Distinguishing different types of entity

Control

The number of distinct entity types in the domains of an identity management system shall be
recognized and described with distinct attributes values composing their identity.

Implemen

Items inside
group of su
system, are

Each entity t

values for thleir identity being validated.

8.2.2.5 Au
Control

A process shl

Implementation guidance

An authentid
for an entity

Verifiers may
8.2.3 Man

8.2.3.1 Oh

To ensure f{
managemen

8.2.3.2 Aspurance in collecting and managing identity information

Control

All informat
shall be defi

10n

or outside an ICT system, such as a person, an organization, a device, a subsystem
h items that has recognizably distinct existence in domains of an identity manage
istinct entity types that may be described with different attribute values.

ype should be documented covering semantic and syntax with the list of reqGired attr

thenticating an identity

all be documented that verifies the identity information for'an entity.

ation process involves operations by a verifier thatshould establish that identity inform
is correct to a level of assurance required by the'service to be rendered to the entity.

r be the same as, or act on behalf of, the identity information authority for a particular do

aging identity information

jective

hat identity information ds* maintained and protected in all domains of an id¢
[ system, from initial enfolment until archiving or deletion.

on security responsibilities for the collection and the management of identity inform
ned andallocated.

Implementati

idan

. Or a
ment

ibute

ation

main.

entity

ation

Allocation of information security responsibilities for collecting and managing identity information
shall be established in accordance with the information security policies. Responsibilities for the
protection of individual identity information and for carrying out specific information security
processes on collecting and managing identity information should be identified.

Responsibilities for information security risk management activities and in particular for acceptance
of residual risks when defining levels of assurance in collecting identity information should be defined.

Identity management activities should include the following:
— application(s) implementing an identity register;

ensuring correctness of the identity information with a defined level of assurance;
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— establishing the domain of origin of specific attribute values in identity information;
— maintaining the identity information over the lifecycle of the identity;

— authenticating the identity;

— mitigating the risk of identity information theft or misuse.

Other information

The information security manager of an organization, if identified, should take overall responsibility
for the development and implementation of the levels of assurance to support the collection of identity
inforpmatiomamnd for the rammagement of idemntity imformmation:

8.2.3|13 Defining and controlling identity lifecycle
Control

A formalized process that defines and maintains the lifecycle of identitiesjin‘\domains and|controls the
statup of any identity in each domain shall be documented.

Implementation guidan

The ljfecycle of identity information starts from enrolment and-enids when all identity infprmation for
an enftity is deleted from the system, including any archived infermation.

Othef information

The fpllowing stages in the identity lifecycle are, aceording to ISO/IEC 24760-1, identified:
— unknown;

— ¢gstablished;

— active;

— sjuspended;

— archived;

— deleted.
8.3 |Architectural‘components for control

8.3.1| Establishing an identity management system

8.3.1115{ Objective

To ensure a system is implemented and well documented for the management of identity information.

8.3.1.2 Documenting an identity management system

Control

An identity management system shall be documented prior to being implemented.
Implementation guidan

The documented design for the architecture of an identity management system should specify the
system in its deployed context based on defined stakeholders and actors and established requirements.

The documented design should address requirements for both actor and non-actor stakeholders.

© ISO/IEC 2016 - All rights reserved 11
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Other information

The documented design shall exhaustively describe

models,

actor requirements,
stakeholder requirements,

view points,

nts

compon
mainten
— informa
The list of ad

The documsd
enterprise, f
and flows of]

8313 1Id

Control

An identity 1

Il . id

An identity 1
for collectin

7

ance processes, and
Lion flows and actions.

tor’s types and their interactions with the systems should also be documented.

bderated, service, or heterogeneous. The design should accordingly specify the compo
the selected scenario.

entifying an identity registration authority

egistration authority shall be identified for any identity management system.

egistration authority has the duty and eapabilities to set and enforce operational pa
p, recording and updating identity infermation.

nted design should specify the scenario used for the identity management systenn, e.g.

nents

licies

entity

ation

Responsibilifies of an identity-registration authority include the following:

— to modify, create or revoke operational policies;

— to authTrize modification of .méechanisms to establish a required level of assurance in ¢
authentication for accessingidentity information and system control functions;

— to authdrize changes in(the type of information recorded in the repository;

— to authdrize modification of identity information recorded in the repository.

Other information

If not identified, the information security manager should play the role of the identity registy

authority.
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8.3.2 Controlling an identity management system

8.3.2.1 Objective

To ensure an identity management system is enclosing mechanisms for preserving and maintaining
identity information.

8.3.2.2 Accessing an identity management system

Control

Accegs to an identity management system shall be limited to people dedicated to“its rpaintenance,
identjty information providers and relying parties, and to individuals for the consultation of information
colle¢ted on their person in the context of privacy protection.

Implementation guidance

An irffformation management system should develop the required interfaces to provide access to the
need{to-have entities, with appropriate rights authorized by the identity information authority or the
identjty registration authority.

8.3.2{3 Required components of an identity managemént system

Control

An identity management system shall include, ata minimum

|
-

epository of identity information related’ to the entities recognized in its domajns, possibly
rganised using identity templates,

o

— rmanagement system operating under a unified policy, capable of collecting identity|information
from various validated sources. (attributes domains of origins), and deleting the inforination when
he conditions for storing idextity information cease to exist,

—

— nmanagement interfaces fop providing access to identity information, and

— sforage componentarchiving the information on entities that ceased to exist.
Implementation guidance

Identiity management systems may vary in components depending on the model developed for its
impldmentatien. It is also very common to see an identity management function on a systgm dedicated
of ruhning jorganizational functions, such as the Human Resource management or the procurement
mandgérent as these systems represent main authoritative sources for an IMS. Howevef, an identity
managenrentsystenrshoutdremainmtrdepenrdent fromrany otirer tf-systenrimradomainasit responds to
functional requirements largely different from these other management functions.

8.3.2.4 Auditing an identity management system

Control

An identity management system shall be assessed or audited on a regular basis (annually per default).

Implementation guidan

The audit or assessment should validate that the identity management system is operating in accordance
with its documented policies and procedures and is compliant with legal and other externally imposed
requirements, e.g. privacy requirements.
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Assessments or audits should

— include statements describing the operations performed by the identity management system, in
particular in respect to meeting operational policies, and

— validate that the identity management system reports on specific operations, e.g. vulnerabilities,
assess if the operations meet applicable policies, e.g. privacy control, and alert on any discrepancies.
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Practice of managing identity information in a federation of

identity management systems

A1l

Ident]
infor
form
audit

Ident
of id
e-Cor
digitd

In an
syste]
other
inter
frien

General

ity federation represents an agreement between two or more domains specifying
mation will be exchanged and managed. Federation agreements include’ycommo
its and procedures to be used across the federation covering security,-privacy, gov

Ing.

ity federations are typically established with the objective to broaden the interopera
entity information and leverage the benefits derived fromdit;“such as expande
nmerce and enterprise productivity and efficiency that in turn enable a growing ang
|l economy.

identity federation, other domains in the federation formally recognize an identity
m for a particular domain so that entities knownin that latter domain are recogn
domain and are able to access authorized resoittces and services there. A federat
hal to a larger organization, e.g. a multi-division corporation, informal (for exa

of co

which points to the establishment of some form of legal entity.

The information asymmetry inherent in‘the federation structure is source of risks. Hoy

trust
atru

An identity federation establishes rules for the format and the encoding for the exchangg

infor
mech

t

t

11y groups), or created as a distinct entity depending on the threat and risk vectors a
trols required for managing risks. If a fedération does assert trust, it should be able t

and rely on each other’s depends then on policies and other management processes t
t framework, also known as a eircle of trust, or chain of trust.

mation. An identity federation shall specify security and operational requirement
anisms:

b request, deliver store, use and dispose of identity information;
b recognize’the identity information providers of participating domains;

b assertidentity information requested by a relying party in one of the federated don

how identity
n protocols,
ernance and

ble exchange
d consumer
| prosperous

management
izable in the
ion could be
ple, among
d the extent
b accept risk,

' the parties
hat establish

s of identity
s, rules and

ains;

t

b'prdtect the privacy of human entities;

for identity proofing for enrolment in any of the federated domains;
for the security and privacy of operating the identity management system;
to join the federation;

to establish levels of assurance, according to ISO/IEC 29115

— for identity proofing for credential issuance;

— for entity authentication within the federation.

NOTE

1

© ISO/IEC 2016 - All rights reserved
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NOTE 2

The specification may refer to a recognition process, e.g. the provision of agreed evidences, a

certification process, the provision of evidences of being accredited by independent third party, bilateral or
centrally organized.

NOTE 3

these requirements as independently established by each domain or chain of trust.

A.2 Models of trusted identity federations

A federation may be formed with a commonly established requirement or by mutual recognition of

Identity federations come in a range of structures and sizes. A simple identity federation may have a
mix of actors performing different roles, such as

trust frg
identity
identity

associat

mework operator (in some contexts known as federation operator, FO),
information authority (I14),
information provider (IIP),

ed brokers, delivering identity attribute or credential,

relying party (in some contexts known as a service provider, RP), and

subject

At a minimu
(ITP) and the
services to €

Three party
contexts, b
complex and|involve more actors to reflect their objeetives, such as those models described as hub
spoke, and f¢deration of federations (in some contexts known as inter-federations).

in some contexts known as principal, subscriber or requester).

m, a federation involves two types of actor (Figure 1);ithe identity information prg
relying party (RP). An IIP manages entity identity-relevant information, and the RP
ntities that satisfy the policy requirements associated with these services.

federation models that include a subject are the typical baseline in user-centric cong

A pair-wise

A more typic

may be expanded to four and five party\imodels. Many identity federations are

ederation is most basic federation\as depicted in Figure 1.

RP I " 1IP

Figure A.1 — Pair-wise federation model

vider
bffers

umer
more
-and-

al federation may comprise four, five, or more parties as depicted in Figure 2.
RP [P
RP [P
RP [P

Figure A.2 — Complex federation model

Federations at this complexity and beyond begin to exhibit additional features to assist their ease of
operation (such as an Identity Information Authority—IIA).
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The role of federation operator is to manage the issues arising from the operation of the federation. The
role may be carried out by an existing federation member or an independent third party.

In Figure 2, the user (requester) is not involved in the communication between the relying party (RP)
and identity information provider (IIP). A practice more suitable for user-centric and privacy-friendly
discovery processes is for the user to intermediate in the message exchange between the RP and IIP in
order to be able to explicitly give consent to the release of identity information by the IIP.

The federations themselves may take on different structural forms to manage their complexity. Hub
and spoke structures as depicted Figure 3 offer the benefits of a central gateway with concentrated
technical expertise. The gateway is tasked to manage anonymity, un-linkability and un-observability.

RP P
Broker /
Gateway /
RP P Hub / > 1P
Intermediary

RP P

Figure A\3-— Gateway federation model

An identity federation uses a coimmunication network. This network may be open with [peer-to-peer
communication between all/participating identity information providers or it may use|hierarchical
relations where identity information is provided via one or more intermediate identity|information
providers.

The rhain actors of d federation, identity information providers (IIP) and the relying partigs (RP), may
establish formal«trust relationships, e.g. a circle of trust. Formal trust relationships njay facilitate
arrarjgements.‘between federation members, allowing identity information exchangeg and cross-
domdin busintess transactions by entities registered in the various domains forming the fefleration.

A3 Mnnngpmpnf and nrgnnin\ﬁnnnl considerations

An identity federation shall establish rules governing the establishment of policies and subsequent
operational mechanisms of the trust framework to delineate the responsibilities of the parties.
Management responsibilities include the following:

— maintaining and/or adjudicating the semantics and/or syntax of identity information;

— discovering and recognizing the identity information providers and other actors of participating
domains;

— authenticating and asserting identity information claims by a relying party in one of the federated
domains;

© ISO/IEC 2016 - All rights reserved 17


https://iecnorm.com/api/?name=6419332fb6627759fb3c3e3400ab32ad

ISO/IEC 24760-3:2016(E)

the operation;

how long, and under what circumstances they may be accessed;

information between federation participants;

participating in funding and/or cost recovery models;

joining and leaving the federation.

protecting the security and privacy of entities, and the confidentiality, integrity and availability of

defining and agreeing what inter-federation records may be maintained for auditing purposes, for

defining and agreeing standards, mechanisms, processes, technologies to transfer the identity

NOTE1 Th
NOTE2 Th
of being audi
operator.

NOTE3 Fe

as independently established by each domain, or by a combination.

Federations
authoritativ
subsequent
deliver, stor
noting that,
with similar

A typical pr
assembles th
to authentic
attributes fr

to the RP subject to (in the case of humans) thestbject’s consent, after which the subject is given a

to the reque

The merge
requirement
be specified

referend
where a

itis not

Means shou

e specified rules provide the basis for trust in the identity information.
e specified rules may serve to membership compliance and accreditation, e.g. providing evid
fed by an independent third party, bilateral or centrally organized entity such as.the fede

Herations may be formed when establishing specified rules or by mutual recdgnition of these

are structured to recognize for each subject an IIP of reference‘that verifies the sub
e identity information in a federation for the purposes of-recognition, authenticatio

e, use and dispose of identity information within an agreed identity lifecycle and s
n the human context, identity information may exist before birth and remain after ¢
concepts of creation and destruction applying teshon-human entities.

e information at applicable assurance levels it requires, and re-directs the subject to
ite using a credential. Subsequent message exchange may involve the RP seeking addif
pm the subject’s attribute provider/associated broker of reference, which may be rel

tted resource.

pf identity information fremr-different authorities in two distinct domains is a ty
when two organizations are merging in a federation. In these use cases, procedures
to resolve collisions andinconsistencies such that within the resulting domain,

e identifiers are unique,
pplicable psettdonyms are used, and
bossible(to associate an identity with the wrong entity.

d exist for arbitration between authorities of identity providers that contain confl

identity info

ences
ration

rules

ject’s
h and

confirmation. The IIP of reference will guarantee identity’proof, register, enrol, request,

cope,
leath,

pcess flow may then see the subject attemptto access a resource at an RP, and the RP

hn [1P
ional
pased
ccess

rpical
shall

cting

Fmation.

A.4 Discovery

A.4.1 IIP General

The technique of discovery may be used to exchange required identity information within a federation;
it enables locating parties in the federation quickly and dynamically. This is particularly useful in large
federations where there is membership churn. Federations and the trust frameworks that underpin
them may operate listing services to further enhance discovery and interoperability.

Guidance on Discovery organization is required. Depending on contextual and cross-contextual rules
the mechanisms for discovery are enforced in different ways. This feature is an intrinsic part of trusted
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identity federation and its development has been motivated by the increasingly complex requirements
of trust frameworks.

The most common targets for discovery are typically identity information providers. The discovery
process is the capability provided by the IIPs and IIA in a federation, with the user/subject/requester’s
consent or by a legislative/regulatory requirement, to dynamically locate an identity information

authority for a particular entity to provide a particular required attribute where

— identity information does not exist,

— the RP lacks the level of confidence in the information sufficient to mitigate the subject’s identity

related risk for the service being accessed, or

the RP does not indicate which IIP to use.

Disca
or re

very throughout the federation may be achieved using static methods,~such as
ference to listing services. Listing services expose the existence of a range-of ident
typicplly Trust Frameworks, the Federation Operators involved in mandging them, j
entities in the federation, and their certification status. The listing service|function may b
by thle use of dynamic methods of discovery, such as the publication andl.consumption of]
the s¢rvices. Dynamic discovery helps the efficient operation of modernfederations which
an ebb and flow of parties joining and leaving the federation.

Benefits of discovery include relying parties being relieved ofthe burden to cache or re
information, as long as the requirements or obligations of-the relying party do not nec
rete
the dpta. Discovery mechanisms also facilitate dynamic registration and de-registration
relationships. Dynamic discovery may support “bring your own identity” and personal (dey
data store use cases depending on the particularapproach taken to enable it.

As fqr any other element of an identity ,mianagement system, applicable requiremer
regulation, or policy, may limit the discovery activities. Identity providers and relying part
able fo support mechanisms for discovering other identity providers in a federation.

A.4.3 IIP Discovery

[IPD

entity. This process may be

auser providing aTeference to the IIP, e.g. by selecting from a presented list of options

duser providihg-a hint, e.g. an email address that contains a reference to the IIP, and

d
I

user providing an identifier that is broadcasted to all IIPs, with the one knowing {
esponding.

white lists,
ity services,
barticipating
e augmented
metadata of
typically see

tain identity
bssitate data

ion, thereby substantially reducing the liability of Handling PII, and the freshness and accuracy of

bf federation
ice or cloud)

Its, e.g. law,
es should be

scovery is the processof\finding in the federation an IIP to provide identity informpation for an

he identifier

It coy

Iddbe the process in which the user selects the IIP from the list of providers or the automatic

discovery of the IIP from the user agreeing to provide information such as username or email address.

A.4.3 1IA Discovery

IIA Discovery is the process of finding in the federation an IIA that is suitable for authenticating
information for a particular IIP. The discovery process may use a capability provided by an IIP in the
federation to dynamically locate an identity information authority for a particular entity to provide a
particular required attribute where available identity information does not indicate which IIA to use.
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As for any other element of an identity management system, applicable requirements, e.g. law, regulation
or policy, may limit the discovery activities. Identity information providers and relying parties should
be able to support mechanisms for discovering other identity information providers in a federation.

NOTE1 A benefit of discovery capabilities in an identity management system is that relying parties are not
required to cache or retain identity information, as long as the requirements or obligations of the relying party
do not necessitate data retention. The resultant benefits to a relying party include the substantial reduction in
the liability of handling PII and the freshness and accuracy of the data.

NOTE2 A discovery mechanism facilitates dynamic registration and de-registration of federation
relationships.

Figure 4 isa
vary to somg
user directef information release consent steps to satisfy privacy requirements and support trust. It
also demonsfrates the fulfilment of the need to support multiple sources of identity information.

potanfial recursive sernvices

— 1'd like service "5" —» \

| Neea atrripute "2"

4= 1o Authorize

I need atir "Z" 1
— e entity | Kn@w —m

as "AL ]
policy
. Foral. go ask -
IDF 1

—— | naed atiribute "Z" for the entity | know as "A" —=

1
o 2O
—— Here |8 atiribute "Z" Tor your "A”
S|
<2y

-— Herels sorvice "S" —

Figure A.4 — Federation basic discovery dialogue example

NOTE Identity discovery process (IDP), for example, is an IIP.

A.5 Considerations in inter-federation scenarios

A.2 specifies inter-federations. In addition to considerations applicable to a federation, further
considerations for inter-federation fall into two categories: trust and interoperability. Where an
entity with an identity in one federation may need, or want, to access services provided by another
federation, an inter-federation agreement should be reached, such that at least one IIP in the first
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federation has a trust relationship with the appropriate IIP in the other federation. Interoperability
between heterogeneous federations (each may use different federation software, different platforms,
or different deployment profiles) requires strong adherence to agreed fixed policies and procedures to
avoid identity and identifier duplication and ultimate collision.

When developing agreed procedures for inter-federation, the following requirements should be

considered:

there is no gap;

compare policies and procedures of the participating federations to ensure they are consistent and

compare terms of service and license agreements to ensure they are consistent and there is no issue;

=

nechanisms for access control to information for individuals, based on theirhde
pderation or another, shall be explicitly defined, and should be exposed andmeside
pderation;

efined controls to prevent identity theft while roaming between federations;

efined rules on the use of privacy enhancing techniques, such as anonymity or pseud
onsent when identity information is exchanged in the federation;

efined controls to meet applicable requirements expectationsy'e.g. law, regulation, pol
arious federations, particularly in pan jurisdiction contexts;

ompare law, regulation, and policy, from the various federations (particularly in pan
ontexts) of the participating federations to ensurethey are consistent.

Q

A.6 |Threats and controls

A.6.1 General

An identity federation faces a range of threats and risks that arise from the information
amorlgst the different parties withcyegard to the considerations, characteristics and r
above. The range of threats applies, to a great or lesser extent, depending on the context

ente
such |as identity proofing, enrolment, provisioning, authentication and authorization
procdsses involved with the operation of the federation itself, such as on-boarding the partid
federption, all carry inherent threats that require controls to mitigate and manage those r
relat¢d threats and controls are described in ISO 24760-1 and ISO 24760-2, along with IS
and fpr privacy threats and controls in ISO/IEC 29100, ISO/IEC 29101 and ISO/IEC 27018
ISO 24760 doesnot repeat those but describes the most common threats and controls as t
identjty federation.

Typidal/identity authentication and authorization threats and their respective contro

ntity in one

in the home

pnymity and

icy, from the

jurisdiction

asymmetry
pquirements
for example,

rise or user-centric consunder). Phases in the identity lifecycle applying to users of thle federation,

along with
ipantsin the
sks. Identity
D/IEC 29115,
This part of
hey relate to

s should be

consideréd as shown below.

A.6.2 Requesting authenticated identity

A.6.2.1 General

When a user requests access to a resource provided by the ICT application system, the ICT application
system requests authenticated identity that holds the attributes it requires making decisions as to the
access authorization is concerned. It may also request the additional attributes that are needed for the
business process in addition.

The following threats and controls should be considered.
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A.6.2.2 Unauthorized request

It is also known as request forgery. An attacker masquerading as an authorised user of the ICT

application fabricates a request for identity information.

The following controls apply:

— the request should be signed by the requester;

— request

Request may contain se

particular, t}
The followi
— audienc

— therequ

A.6.2.3 Re
In this threa

Following cg
or message ¢

A.6.2.4 Re

In this attad

disclosure.

O C cUce dl WOUIJ

[uest tampering

quest substitution

typical exanjple of such threat.

Following cq
user agent a

nd the requester, user agent and 1P

A.6.3 Authorizing the release of attributes

A.6.3.1 Ge

Authorizatig

A.6.3.2 Po

The attacker

neral

icy injeetion

The fol]owing controls qpp]y-

e of the request should be restricted through the authentication of the destination;

est should be encrypted or transmitted through a protected channel.

E, the attacker modifies a request for identity information.

ntrol applies, the request should be integrity protected eithier by having the request s
uthenticated or by transmitting it through a protected channel.

k, the request is substituted with other réquest. Cross-site request forgery (CSRF

ntrol applies, the request should be-tryptographically bound to the session betwesg

n of the release©f attribute may be decided by the subject or by the policy set b
administrat¢r of the domaif. The following threats and controls apply.

may ihject the policy to the policy engine through policy administration point.

nsitive information, thereby disclosing it making a security and privacy risk. In

gned

) is a

n the

y the

— if an entity is pushing a policy, the entity should be authenticated and policy should be
cryptographically bound to the entity;

— the policy being pushed into should be authenticated (tamper proofed/signed);

— SQL injection and other application vulnerability should be closed.

A.6.3.3 Access interface hijacking

The attacker hijacks the access interface of a system and manages to release attributes. Typical example
of such attack is click jacking.
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A.6.3.4 Term obfuscation

The attacker hides the attributes that is being requested, their purpose, and their distribution range by
including them in a long agreement.

Following control applies, the federation operator or other entity should certify that the request
conforms to the requirements set by the federation.

A.6.4 Obtaining auxiliary attributes

For the purpose of the authorization decision and other business processing, the ICT resource may

require additional attributes Thpy may be obtained from IIP or ITA

All the threats and controls previously mentioned apply. In addition, the following control§
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Annex B
(normative)

Identity management practice using attribute-based credentials to

enhance privacy protection

B.1 Genefal

An identity nanagement system may be built using attribute-based credentials.

Attribute-balsed credentials are a user-centric approach for an identity management system to enhance
privacy protgction of the user, while also respecting the multilateral interests of alkthé entities.[1]

B.2 Acto

B.2.1 Ove
An attribute

— principa
are appl

— relying |
that has

— identity
for the ¢

— identity
informa

S

Fview
based identity management system recognizes the following main actors:

|, which carries one or more credentials that may be used to claim that certain attri
jcable when presented to a relying party;

barty, which accepts proofs from the credentials of the principal, and trusts the aut}
issued the credential (the identity information provider);

orrectness of the information contained;

information authority, whichisresponsible for maintaining the level of assurance in id¢
fion made available to a relying party.

Figure B.1 shows an overview of actors in this architecture of an identity management system.

—

butes

ority

information provider, which issues attribute-based credential(s) to the Principal, vouching

entity
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