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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
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Introduction

Data processing systems commonly gather a range of information on their users, be it a person, piece
of equipment, or piece of software connected to them, and make decisions based on the gathered
information. Such identity-based decisions can concern access to applications or other resources.

To address the need to efficiently and effectively implement systems that make identity-based decisions,
the ISO/IEC 24760 series specifies a framework for the issuance, administration, and use of data that
serves to characterize individuals, organizations or information technology components which operate
on behalf of individuals or organizations.

For mpany organizations the proper management of identity information is crucial to maintain security
of th¢ organizational processes. For individuals, correct identity management is importapt to protect

privagy.
The [SO/IEC 24760 series specifies fundamental concepts and operational “structuresg of identity

mangdgement with the purpose to realize information system management so that information systems
can npeet business, contractual, regulatory and legal obligations.

The goal of this document is to specify the terminology and concepts/for/identity managenient, in order
to prgmote a common understanding in the field of identity managemeént.

© ISO/IEC 2019 - All rights reserved v
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INTERNATIONAL STANDARD ISO/IEC 24760-1:2019(E)

IT Security and Privacy — A frameworKk for identity
management —

Part 1:
Terminology and concepts

1 Scope

This [document defines terms for identity management, and specifies core coneepts of [identity and
identjty management and their relationships.

It is applicable to any information system that processes identity informatien.

2 ormative references

The following documents are referred to in the text in such @way that some or all of fheir content
consfitutes requirements of this document. For dated references, only the edition cited|applies. For
undated references, the latest edition of the referenced decument (including any amendments) applies.

ISO/IEC 24760-2:2015, Information technology — Sécurity techniques — A framework| for identity
mandgement — Part 2: Reference architecture and requirements

3 Terms and definitions
For the purposes of this document, the folowing terms and definitions apply.

ISO apd [EC maintain terminologicdl:databases for use in standardization at the following addresses:

— IFO Online browsing platform: available at https://www.iso.org/obp

]

EC Electropedia: available at http://www.electropedia.org/

3.1 |General terms

3.1.1
entity
item relevant for the purpose of operation of a domain (3.2.3) that has recognizably distindt existence

Note Lto nnfry- An nnfify canhave o phycir‘nl ora ]ngir‘nl embodiment

EXAMPLE A person, an organization, a device, a group of such items, a human subscriber to a telecom
service, a SIM card, a passport, a network interface card, a software application, a service or a website.

3.1.2

identity

partial identity

set of attributes (3.1.3) related to an entity (3.1.1)
Note 1 to entry: An entity can have more than one identity.

Note 2 to entry: Several entities can have the same identity.

Note 3 to entry: ITU-T X1252[13] specifies the distinguishing use of an identity. In this document, the term
identifier implies this aspect.

© ISO/IEC 2019 - All rights reserved 1
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3.1.3
attribute

760-1:2019(E)

characteristic or property of an entity (3.1.1)

EXAMPLE An entity type, address information, telephone number, a privilege, a MAC address, a domain
name are possible attributes.

3.1.4

identifier

attribute or set of attributes (3.1.3) that uniquely characterizes an identity (3.1.2) in a domain (3.2.3)

Note 1 to entry: An identifier can be a specifically created attribute with a value assigned to be unique within

the domain.

EXAMPLE

a name of thd
identifiers. In
unambiguous

3.1.5

A name of a club with a club-membership number, a health insurance card number tggethe
insurance company, an email address, or a Universal Unique Identifier (UUID) can-alkbe u
a voter’s register, the combination of attributes name, address and date of birth is suffici

ly distinguish a voter.

domain of grigin

domain (3.2.

B) where an attribute (3.1.3) value was created or its value hasbeen (re)assigned

Note 1 to enty

y: The domain of origin can be provided as meta data for an attribute.

r with
ted as
ent to

Note 2 to entfry: The domain of origin typically specifies the meaning and format of the attribute value| Such
specification fan be based on international standards.

Note 3 to enfry: An attribute can contain an explicit value thatceferences the domain of origin, e.g. gn ISO
country codelfor a passport number as reference to the issuing.country that is the domain of origin of identity
information in the passport.

Note 4 to entfy: Operationally, a domain of origin can be available as an authoritative source for an attfibute
(sometimes Known as the Attribute Authority). An-authoritative source can be operated outside the fctual
domain of origin. Multiple authoritative sources canexist for the same domain of origin.

EXAMPLE The domain of origin of a club-thembership number is the specific club that assigned the number.
3.1.6

reference identifier

RI

identifier (3.1.4) in a domain (3.2:3) that is intended to remain the same for the duration an entity (3.1.1)
is known in the domain and.is not associated with another entity for a period specified in a policy|after
the entity cepses to be known in that domain

Note 1 to ently: A reference identifier persists at least for the existence of the entity in a domain and can} exist

longer than the entity; e.g. for archival purposes.

Note 2 to enty

y~Areference identifier for an entity can change during the lifetime of an entity, at which point the

old reference

EXAMPLE
areference id

3.1.7
principal
subject

identifier is no longer applicable for that entity.

A driver license number that stays the same for an individual driver’s driving life is a persistent
identifier, which references additional identity information and that is a reference identifier. An IP address is not

entifier as it can be assigned to other entities.

entity (3.1.1) of which identity information is stored and managed by an identity management
system (3.4.8)

Note 1 to entry: Typically, in a context of privacy protection or where a principal is seen as having agency a
principal refers to a person.

© ISO/IEC 2019 - All rights reserved
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[SOURCE: ISO/IEC 24760-2:2015, 3.4, modified —The word "pertains" has been clarified and Note 1 to
entry has been reworded.]

3.2 Identification

3.21
identification
process of recognizing an entity (3.1.1) in a particular domain (3.2.3) as distinct from other entities

Note 1 to entry: The process of identification applies verification to claimed or observed attributes.

o antor, T ot £ oot oo bt ool S ot oL ot a o okl o c ot oo o apdiby o d bl o c o i i
Note Zte-entrtdentificationtypicallyispartof the interactionsbetweenanentity-and-the-serviegs in a domain

and tq access resources. Identification can occur multiple times while the entity is known in thedemain.

3.2.2
veriffjcation
procdgss of establishing that identity information (3.2.4) associated with a particulaventity (3.1.1) is correct

Note ] to entry: Verification typically involves determining which attributes are-needed to recognite an entity in
a donfain, checking that these required attributes are present, that they have the correct syntax, anid exist within
a defiped validity period and pertain to the entity.

3.2.3
domain
domdin of applicability
contgxt
environment where an entity (3.1.1) can use a set of at{xibutes (3.1.3) for identification (3.2|1) and other
purpgses

Note ] to entry: In general, the domain of an identity,is'well defined in relation to the particular sef of attributes.

Note 2 to entry: ITU-T X1252[13] uses the term context; this document prefers the term domain.

EXAMPLE An IT system deployed by ah'organization that allows users to login is the domain|for the user’s
login hame.

3.2.4

identity information

set ofl values of attributes (3.1.3) optionally with any associated metadata in an identity (3.1.2)

Note [l to entry: In an information and communication technology system an identity is presept as identity
inforrhation.

3.3 |Authenticating identity information

3.31
authentication
formalized process of verijication (3.2.2) that, if successiul, results in an authenticated identity (3.3.2)
for an entity (3.1.1)

Note 1 to entry: The authentication process involves tests by a verifier of one or more identity attributes provided
by an entity to determine, with the required level of assurance, their correctness.

Note 2 to entry: Authentication typically involves the use of a policy to specify a required level of assurance for
the result of a successful completion.

3.3.2
authenticated identity
identity information (3.2.4) for an entity (3.1.1) created to record the result of authentication (3.3.1)

Note 1 to entry: An authenticated identity typically contains information obtained in the authentication process,
e.g. the level of assurance attained.

© ISO/IEC 2019 - All rights reserved 3
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Note 2 to entry: The existence of an authenticated identity in a particular domain denotes that an entity has been

recognized in

that domain.

Note 3 to entry: An authenticated identity typically has a lifespan restricted by an authentication policy.

3.3.3

identity information authority

ITA

entity (3.1.1) related to a particular domain (3.2.3) that can make provable statements on the validity
and/or correctness of one or more attribute values in an identity (3.1.2)

Note 1 to entry: An identity information authority is typically associated with the domain, for instance the

domain of ori
Note 2 to entr

Note 3 to ent
authority.

3.3.4

y: The activity of an identity information authority can be subject to a policy on privacy.protd

identity information provider

identity proy
1P
entity (3.1.1)

Note 1 to ent
identity infor
information 4

3.3.5
credential
representati

Note 1 to ent
this wide ran

Note 2 to en
pertaining to

Note 3 to ent
readable med
designed to r¢

Note 4 to ent
fingerprint, a

3.3.6
verifier

rider

that makes available identity information (3.2.4)
I'y: Typical operations performed by an identity informatién provider are to create and ma|

mation for entities known in a particular domain. An idéntity information provider and an id
uthority can be the same entity.

pn of an identity (3.1.2) for use in authentication (3.3.1)

y: As described in 5.4, customary embodiments of a credential are very diverse. To accomm
be, the definition adopted in this document is very generic.

the identity it represents. Data’authentication is typically used in authorization.

ia, or stored withinta\physical token. Typically, such information can be presented in a m|
binforce its perceived validity.

ry: A credential can be a username, username with a password, a PIN, a smartcard, a to
passport, étc:

entity (3.1.1

bin, 1n which the attributes, which the IIA can make assertions on, have a particular significance.

ction.

'y: An entity can combine the functions of identity information provider and identity information

intain

entity

odate

'ry: A credential is typically whade to facilitate data authentication of the identity information

I'y: The identity information represented by a credential can, for example, be printed on himan-

anner

ken, a

that pm”fm‘mc vprifir'nrinn (? 2 7)

Note 1 to entry: A verifier can be the same as, or act on behalf of, the entity that controls identification of entities
for a particular domain.

3.3.7

relying party
RP

entity (3.1.1) that relies on the verification (3.2.2) of identity information (3.2.4) for a particular entity

Note 1 to entry: A relying party is exposed to risk caused by incorrect identity information. Typically, it has a
trust relationship with one or more identity information authorities.

© ISO/IEC 2019 - All rights re
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identity assertion
statement by an identity information authority (3.3.3) used by a relying party (3.3.7) for
authentication (3.3.1)

-1:2019(E)

Note 1 to entry: An identity assertion can be the cryptographic proof of a successful authentication, created with
algorithms and keys agreed between parties, e.g. in an identity federation.

3.4
3.4.1

Management of identity

iden
IDM
proc
attri

Note
infor

Note

autholity (3.3.3)where applicable, in particular to handle the interaction bétween an entity for whi
is managed and the identity information authority.

3.4.2

identity proofing

initi
verifi

Note
needd

Note
includ

Note
specif

Note
includ

3.4.3
enro
procg

Note

identification of an entity and the collection of the identity information required for identity regist

follow

rty mrammagenrent

sses and policies involved in managing the lifecycle and value, type and optional
utes (3.1.3) in identities (3.1.2) known in a particular domain (3.2.3)

to entry: In general identity management is involved in interactions between parties v
ation (3.2.4) is processed.

to entry: Processes and policies in identity management support thefunctions of an identi

entity authentication
ration (3.2.2) based on identity evidence (3.4.4) aimed at achieving a specific level of a

| to entry: Identity proofing is typically performed as part of enrolment. Identity evidend
d during maintenance of registered identity information, e.g. recovery of a user account.

P to entry: Typically identity proofing involves a verification of provided identity inform
e uniqueness checks, possibly based owbiometric techniques.

3 to entry: Verification for identity proofing is usually based on an enrolment policy
ication of the verification critegia'of the identity evidence to be provided by the entity.

1 to entry: The verified identity information (3.2.4) obtained when performing identity pr
ed in the registration and can serve to facilitate future identification of the entity.

ment
ss to make anentity (3.1.1) known within a particular domain (3.2.3)

1 to entry: Enrolment typically comprises the collection and validation of identity in

ed’by-identity registration itself.

metadata of

Vhere identity

Ly information
ch an identity

psurance

e can also be

ition and can

that includes

bofing can be

formation for
ration (3.4.6),

3.4.4

identity evidence
evidence of identity
information that can support validating identity information (3.2.4)

Note 1 to entry: Identity evidence is the presented and gathered information related to an entity that provides
the attributes needed for a successful identification or authentication at a specific (high) level of assurance.

3.4.5

identity register

IMSr

egister

repository of identities (3.1.2)

Note 1 to entry: A typical identity register is indexed by a reference identifier.

© ISO/IEC 2019 - All rights reserved
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Note 2 to entry: The identity information authority in a particular domain typically uses its own identity register.
However, an identity register can be shared between related domains, e.g. within the same commercial entity.

Note 3 to entry: The reliability of the identity information in an identity register is determined by the identity
proofing policies used during enrolment.

3.4.6

identity registration

registration

process of recording an entity’s (3.1.1) identity information (3.2.4) in an identity register (3.4.5)

3.4.7

reference-iflentifier generator

tool used du

EXAMPLE
record numbd{

3.4.8
identity ma
mechanism
information

Note 1 to ent
(3.3.1) of enti
entity recogn

Fing enrolment (3.4.3) to provide a fresh unique value for a reference identifier (3.1:6)

A database management system can be the reference identifier generator when it assighs a y

r to a new record being added to a table and the record number is used as reference identifief.

nagement system

fomprising of policies, procedures, technology and other resourcés for maintaining id
3.2.4) including associated metadata

ry: An identity management system is typically used for identification (3.2.1) or authenti

kies. It can be deployed to support other automated decisions based on identity information

zed in the domain for the identity management system.

nique

bntity

cation
for an

[SOURCE: ISP/IEC 24760-2:2015, 3.3, modified — “of application” has been deleted after “domajn” in
Note 1 to enfry.]

3.49

registration authority

RA

entity (3.1.1] related to a particular domain (3.2.8) responsible for enrolment (3.4.3), identity prqofing
(3.4.2) and idlentity registration (3.4.6)

3.4.10

credential issuer

entity (3.1.1) responsible for provisioning of a credential (3.3.5) to a principal (3.1.7) in a spjecific
domain (3.2.13)

Note 1 to entry: A credential (3.315) provisioned by a credential issuer can have a physical form, e.g. a membegrship
(smart) card.

Note 2 to entyy: The issuance of a credential (3.3.5) for a principal (3.1.7) can be recorded as an attribute (|3.1.3)
for the principal, e,geby recording the unique number of the token issued.

Note 3 to entrysA.credential (3.3.5) provisioned by an issuer can be a username and password. A credentialfin the

form of a smartcard or simitar securi y device

3.4.11

credential service provider

CSP

trusted entity (3.1.1) related to a particular domain (3.2.3) responsible for management of credentials
(3.3.5) issued in that domain

Note 1 to entry: It is possible that a CSP acts as credential issuer (3.4.10).

© ISO/IEC 2019 - All rights re
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3.5 Federation

3.5.1
federated identity
identity (3.1.2) for use in multiple domains (3.2.3)

Note 1 to entry: Some or all of the domains where a federated identity can be used can be formally joined as an
identity federation. Identity information providers of domains in the federation can jointly manage a federated
identity.

Note 2 to entry: The federated identity can be persistent or be a temporary one.

3.5.2
identity federation
agregment between two or more domains (3.2.3) specifying how identity information (3.2.4) will be
exchgnged and managed for cross-domain identification (3.2.1) purposes

Note [l to entry: Establishing an identity federation typically includes an agreemernt on the ugde of common
protofols and procedures for privacy control, data protection and auditing. The federation agreement can specify
the uge of standardized data formats and cryptographic techniques.

Note P to entry: The federation agreement can be the basis for identity atthorities in each of the domains of
applidability to mutually recognize credentials for authorization.

3.6 |Privacy protection

In jurisdictions where certain types of legal entities dre‘granted the right of privacy prptection, the
term|'person’ in the following definitions should be interpreted to include such entities, ofherwise the
term|person’ is used in relation to a single humap individual.

3.6.1
seledtive disclosure
prindiple of identity management (3.4.1)>that gives a person a measure of control over| the identity
information (3.2.4) that can be transferked to a third party, e.g. during authentication (3.3.1)

3.6.2
minimal disclosure
prindiple of identity managemeit (3.4.1) to restrict the request or transfer of identity information (3.2.4)
to a third party to the minimum information strictly required for a particular purpose

Note ] to entry: The prineiple of proportionality is related to minimal disclosure in so far as the effort of control
interyention is reasenable in relation to the activity.

3.6.3
pseufdonym
identifier((3.:1.4) that contains the minimal identity information (3.2.4) sufficient to allpw a verifier
(3.3.6)toestablish it as a link to a known identity (3.1.2)

Note 1 to entry: A pseudonym can be used to reduce privacy risks that are associated with the use of identifiers
with fixed or known values.

Note 2 to entry: A pseudonym can be an identifier with a value chosen by the person or assigned randomly.

3.6.4
ephemeral identifier
identifier (3.1.4) with a restricted validity period

Note 1 to entry: Typically, an ephemeral identifier is provided to a subject as a cryptographic credential to
represent an authenticated identity (3.3.2).

Note 2 to entry: Typically, an ephemeral identifier can only be verified in the domain (3.2.3) that created it,
possibly also in domains federated with this domain.
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3.6.5

760-1:2019(E)

blinded affirmation
principle of identity management (3.4.1) of not providing identity information (3.2.4) for an entity (3.1.1)
to a third party except a statement that the entity is known in a domain (3.2.3)

Note 1 to entry: Blinded affirmation provides a strong level of protection for the privacy of a principal (3.1.7).

Note 2 to entry: Blinded affirmation can be realized with an ephemeral identifier (3.6.4) or pseudonym.

4 Symbo

Is and abbreviated terms

ICT ]

IDM ]

[1P ]

[1A ]

RI ]

RP ]

SSO

URI |

UuID |

5 Identit

5.1 Genel

An identity
purposes of]
attributes pg
for identific
additional in

An identity
is represent
identity.

This documj

$ingle Sign On

nformation and Communication Technology
dentity Management

dentity Information Provider

dentity Information Authority

Reference Identifier

Relying Party

Jniform Resource Identifier

Jniversal Unique Identifier

y

ral

Fepresents an entity in an I€T system as data to be stored or processed. The (busi
a particular domain of“application served by an ICT system determine which d
rtaining to an entity are-to be used in its identity. A persistently stored identity is the
ition of a principal If a persistent identity is not an identifier, identification can re
formation from thé principal.

can, in part.onfully, be represented by a credential issued to the principal. If an id¢
bd by such/a-credential, an identifier for the credential can be included in the regis

ent’ considers any set of attributes that describe a particular entity as an identity fq

ness)
f the
basis
quire

entity
tered

r the

entity. In so

ne-domains, the persistently stored identity information for different entities can

e the

same. In this case, additional information is used in identification to recognize an entity as distinct,
where needed. In other standards, e.g. ITU-T X1252[13], the explicit purpose of an identity is the
capability of the identity information to distinguish entities from each other to the extent relevant for
applications in a domain (“in context”).

An entity can have multiple identities, each identity relating to at least one domain. An entity can
have multiple identities relating to the same domain. Some identities of an entity cannot be unique in
any domain.

NOTE1 The term entity is taken in a broad sense. It represents a physical person, a moral or legal person
(institution, company), an object (information, a system, a device), or a group of these individual entities.

NOTE2 A human is an entity in this document and has a single, whole existence. It can be described by many
different attributes. Different sets of these attributes form different identities for the same human entity.
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If an identity is not unique in a particular domain, it can serve to distinguish a group of entities in that
domain that share one or more characteristics from other entities that do not have such a characteristic.

The identity of an entity serves to make known relevant information of the entity in its interactions
with the services and access of resources provided by a domain. A domain specifies the type and range
of permissible values of attributes to be used for identification or other purposes.

NOTE 3 In some cases the term "partial identity" can be used to refer to a particular set of attributes taken
from a larger set of attributes, which in contrast can be referred to as the full identity — all available attributes
— of an entity in a domain. The preferred term in this document is identity.

A domain should deploy an identity management system conforming to the ISO/IEC 24760 series to
mangdge the identity information of the entities it intends to recognize.

5.2 |Identity information
Information pertaining to a particular entity in a domain is called identity infekmation.

If given identity information sufficiently distinguishes an entity from others in the context of a given
use cpse, then this identity information is a distinguishing identity.

If the|combination of values contained in identity information is uniqu€ in the domain, then|this identity
information is an identifier of the entity.

When a new identity is created for an entity in a domain;ian identity information proyider for the
domdin can create values for required attributes of the néw identity. The new attributes cdn consist of:

— Any information required to facilitate the interaétion between the domain and the entjty for which
the identity is created;

ny information required for future identification of the entity, including description pof aspects of
he physical existence of the entity;

|
[smlilia >

|
o

ny information required for futuré-authentication of the entity’s identity; or
— (ne or more reference identifjers.

The nhew identity information~can be derived from identity information for the entity created in
the durrent or another domain. Deriving information can involve copying, collating, dr creating a
pseudlonym.

The domain shall ascertain that the created identity information accurately pertains to the entity.

Identjity information can be associated with metadata specifying, for instance, its origin, fcope of use,
and period of validity. Identity information metadata can itself be identity information| and can be
inclugled in the identity it relates to.

Identiityinformation and its associated metadata can be changed. Procedures and cdnditions for
changing, updating, and creating identity information shall be specified in appropriate policies. These
policies can include keeping records for auditing. These policies can distinguish between a number of
tasks and activities relating to the identity lifecycle (see 7.2), including:

— requesting and receiving information from external sources;
— verifying and validating;

— qualifying and categorizing;

— recording;

— provisioning;

— archiving; and

© ISO/IEC 2019 - All rights reserved 9
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Identifier

The unique attribute or attributes in an identity used as an identifier can be:

— available to the entity for exclusive use in the domain of origin; or

— suitable

for use in domains other than the domain of origin.

An identifier can be constructed in a domain of origin from scratch, can be the result of observation, or

can be based

on presented identi fiers

NOTE1l In
outside the d

NOTE2 In
a domain diff]
identifier, neq
the members
exhibit accesg

5.4 Crede

5.4.1 Gen

A credential

PIN, a p¢

non-sec

as adoc

asapor
memory

as a conj

NOTE1 Fo
whose identit
represents, e.

NOTE2 If
biometric san|

NOTE 3

some cases, e.g. single sign on, an identifier can be created with the purpose of being'alsg
main of origin.

some cases, the identifier alone cannot be sufficient to distinguish the entity fromanother en
brent from the originating domain. In this case, the other domain can, dependingon the use
d additional identity information. An example of this can be a library membership card cont

ible over a certain age, this additional information is being asked.
ntial

bpral

can exist in different formats:

as inforgnation only known to the principal and the ideéntity management system, e.g. a passw

ssphrase;

'et information known to the principahand possibly other entities, e.g. a username;

as a digital record containing identity infermation;

iment with printed identitysxinformation possibly machine readable;

able processing device,(e.g. smart card., with identity information stored in its (persi
; or
bination of these\formats.

 human entities (persons), credentials are often in the form of physical objects held by the p
y is represerted by the credential. Credentials indirectly represent the domain of the iden
p. for a secret context as the context where the secret can be validated.

h seeret credential does not have an unique value, additional information such as a usernam

used

tity in
of the
hining

hip number as identifier that also gives regular access to a museum, wherg; if the museum las an

ord, a

stent)

erson
tity it

e or a

ntial.

A physical credential can be unique in the domain of the issuer. For example, a passport uniquely

identifies a person (entity) as a citizen of a country (domain).

NOTE4 A credential can also be viewed as an entity in its own right with a specific identifier, e.g. a passport
identified by a unique passport number.

A credential can contain information that facilitates verification of the contained identity information
at a given level of assurance. Appropriate verification techniques will depend on the application and the
form of the credential used, and can include:

— areference to the domain of origin, e.g. a name or a URL;

— areference to the credential issuer, e.g. a name or a URL;
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— secret information only known to the entity, e.g. a password;

biometric reference data;

— physical characteristics that are difficult to copy such as

a watermark,
security printing,

a hologram, or

nclonablo

-1:2019(E)

a
a
i

NOTE

physi
infory

use additional information, e.g. obtained from the domain/where the credential was issued, in orde

deter

To the extent permitted by relevant legislation,or regulation, information in a credential

to su
priva

A cr

aphysically unclonabl function {PUE)

secret cryptographic key;

cryptographic public key;

public key certificate;

description of the parameters for cryptographic keys; or

reference to a specification for identity proofing or the levelkef-assurance of conta
hformation, e.g. an international standard.

5 The information in a credential intended to support verification allows a third partyj
fal integrity of the credential or the logical integrity of the identity information it contains. Th
hation allows a verifier to gain assurance in any information it obtains from the credential.

mination of integrity of the credential and the infotmation it contains.

bport verification information in a credéntial pertaining to a person should be chos¢
Cy, e.g. to enable anonymous or pseudenymous cryptographic operations.

bdential can additionally support cryptographic methods to authenticate and

ned identity

to assert the
is supporting
A verifier can
r to make the

that is used
bn to protect

protect the

confiflentiality of the identity information the credential represents. These cryptographic methods can
suppért selective disclosure of thissinformation.

A crddential can act as an identifier for an entity in the domain where the credential|is issued. A
credgntial can be used as‘identity evidence for enrolment in another domain.

5.4.2 Credential management

A credential shiall'be associated with the entity it represents and any identity informatiop it contains

shall
can a
regis

be correet at the time of its issuance. A domain where credentials are issued in a
ssociate each credential with a unique identifier and issuance of a credential can be 1
Lef'/A credential register shall be implemented in accordance with ISO/IEC 24760-2.

ysical form
ecorded in a

NOTE

Princ

To enhance protection of privacy, a credential register can be disjoint from the identity register in the
domain of issuance.

iples for the management of a credential are described in ISO/IEC 29115.

6 Attributes

6.1

General

An attribute of an identity describes the state, appearance or other qualities of an entity relevant in a
domain. Each attribute has its own semantics to govern the interpretation of the values the attribute
can take. The semantics of an attribute can be explicitly defined, e.g. by reference to an international
standard for the equipment to establish its value.
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An attribute has a type, value, and an operational context. An attribute can have a name that can be
used to reference it. Depending on the use of the value of an attribute, its operational context is its
domain of origin or the domain of applicability.

Clearly defined and documented semantics and syntax shall be specified for attributes.

NOTE For an IT system that implements identity management, it is mandatory that for each data element
that represents an attribute, its internal and external representation (syntax) and the ways it can be processed
(semantics) are explicitly defined in the system's design documents.

6.2 Types of attribute

Attributes can be classified into one or more types, which include, but are not limited to, the folloying:

NOTE THe classification of attributes here is given as an example. Some attributes can be cldssified under
multiple typep.

— Informalion about physical existence, such as:

— biographical details;

— honje or business address;

— employer;

— employment history;

— dev

— Informafion describing the entity’s evolution over time'such as:

— edu

ce location;

Cational degree;

— corI)etency qualifications;

— aw
— inst

— dev

— Informa[ion intrinsic to the physical existence of the entity, such as biometrics;

— Informa

— title

— role

— digi

ds;
hlled applications;

ce configuration;

ion assigned'to the entity, such as:

™ _- -
dlI SIgIdiulc,

— social security number;

— citizenship number;

— passport number;

— manufacturer’s serial number;

— network (mac) address;

12

© ISO/IEC 2019 - All rights reserved


https://iecnorm.com/api/?name=5c658349e5cc80ad6b2aa9a4429c0bfe

ISO/IEC 24760-1:2019(E)

— cryptographic key;
— Reference to an object that represents identity information for the entity, such as:
— passport;
— educational diploma;
— business card;

— articles of incorporation;

6.3 |Domain of origin

The domain of origin of an attribute can provide metadata for an attribute to indicate:
— the range of values of an attribute;

— Uniqueness of attribute values;

— the encoding of the attribute value;

— the time of creation or verification of attributes or identities;

— the time of expiration of attributes or identities;

— the method of establishing the value of attributes«r identities;

— the method of verification of the value of attributes;

— the mechanism to obtain a human readahble representation of an attribute value.

The domain of origin of an attribute, oriahy of the information specified by the domain df origin, can
be explicitly specified as part of the, attribute value, e.g. with a reference to a system specification
docuent or to applicable standards:

NOTH1 An explicit domain ¢f prigin can be specified as part of the value of the attribute or be determined
when|needed, e.g. in a discoveryprocess.

NOTH2  Attribute properties indicated by a domain of origin can be indicated with a unique reference, e.g.
URI, tp a system specification document that is included in the attribute type definition.

NOTH3  The value of an attribute that includes metadata can be called a composite value.

7 Managing identity information

7.1 General

A domain can use an identity management system to support its interaction with entities, e.g.
authentication.

Identity Management covers the lifecycle of identity information from initial enrolment to archiving or
deletion.

Identity Management includes the governance, policies, processes, data, technology, and standards,
which can include:

— application(s) implementing an identity register;

— authenticating the identity;

© ISO/IEC 2019 - All rights reserved 13
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7.2

Figure 1 shog
is present,

unknown ag
NOTE Fr

The followinjg stages in the identity lifecycle have been identified:

14

establishing provenance of identity information;

establishing the link between identity information and an entity;

maintaining the identity information;

ensuring integrity of the identity information;

providing credentials and services to facilitate authentication of an entity as a known identity;

mitigating the risk of identity information theft or misuse.
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y can be entitled to initiate an active séssion in an IT system.
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ossibly during re-enreliment. When the entity re-enrols, the archived information c
pstablish a new identity for the entity, which can include some of the archived inform
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Figure 1 — Identity lifecycle

© ISO/IEC 2019 - All rights re

served


https://iecnorm.com/api/?name=5c658349e5cc80ad6b2aa9a4429c0bfe

ISO/IEC 24760-1:2019(E)

The following transitions can be applied in managing the lifecycle:

— Enrolment includes identity proofing and registration of an identity with verified and generated
identity information. See 8.3.

— Activation is the addition of identity information to the information stored in the identity register
for an entity specifically to enable the entity to access resources and interact with services provided
by a domain.

— Maintenance is the update of identity information stored in the identity register for an entity. See
Clause 10.

P

lentity adjustment is an update of the information in the identity register for an entity, where the
new information gives rise to the modification of activation information.

— Suspension is marking some of the identity information stored in the identity.register{for an entity
ds being temporarily unavailable for use. Suspension can be achieved bycremoving gccess rights
expressed in the stored identity information.

— Reactivation is the reversion of the suspension.
— Delete is the complete removal of the identity information in ategistered identity.

irchive is the partial removal of identity information from the identity register fpr an entity,
uch that the information is only available for statistical processing and can only bd accessed as
ertaining to an entity with additional information prowided by the entity.

nrolment/restore is an enrolment process, whetre some of the identity information used as
lentity proof is obtained from the identity register.

il v« | s B2 Mie Y

8 Identification

8.1 |General
Identjification determines that a presented identity contains the information required to egtablish that
— the entity is already knofvn'in the domain; or

— the entity qualifies te\become known in the domain.
Identfification can use the identity information associated with a particular entity to determine if
— an identitydalready exists for the entity;

— the entity matches the known or presented or observed identity information;

— thegentity is uniquely associated with the identity:.

After identification, the domain can actively distinguish the entity and the entity’s interactions with
the domain from any other entity it has also identified.

NOTE1 This document presents identification from the perspective of a domain. In mutual identification both
parties are both entity and domain.

Identification involves associating a set of attributes both with an entity and an identity. The value of
these attributes can be:

— determined by observation;
— provided by the entity;

— retrieved from the identity register;
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— provided by another source; or
— assigned during the process.

Identification can be followed by authorization in establishing entitlements for the entity to access
resources and interact with services provided by the domain. See 7.2.

In a system where access to resources or interaction with services involves identity-related risks, the
required level of assurance in identification shall be specified based on the type and level of identity
risk to the resource, and the type of interaction with the service for which an entitlement can be

established.

See Clause 9.

Identificatio
Identificatio
[EC 29115[11

A process fo

Risk Rij
degree 1

NOTE 1
associate

Quality
in the cg

Data mi
necessa

NOTE2 As
establish its g

NOTE3 Se

8.2 Verifi

New identity
that is retrie

Verification

containg

originat

h can be for a single purpose, specific to the domain, or for multiple different pury
h is part of many identity management processes, for instance as defined\in
| for IT systems.

" identification shall be specified with the following principles:

ks associated with the use of the identity of entities shall be assessed\and treated f
ecessary for them to be acceptable;

Different levels of assurance in identification can be associateddwith different levels d
d with the access to different resources and interaction with different services.

of Information Identity information shall be verified to previde sufficientlevel of assu
rrectness for the purposes of its use;

himization When identifying people, no more identity information shall be collected
y.

sessing risks involves consideration of the qualjty of the available information and of the me
orrectness.

ection of suitable risk mitigation optiopsincludes ensuring that the cost is proportional to th

cation

r information shall be verified. Verification can also be performed for identity inform
ved from an identity regiSter or from an identity information provider.

bf identity informiation shall ensure that it:

is present in an approved format;

a value(that meets criteria specific to the domain or the purpose of identification;

ed within a required validity period; or

oses.

1S0/

o the

f risk

rance

than

Ans to

b risk.

ation

originat

NOTE
circumstance

1 111
CU ITOIIT d I'CIIdDIT SOUTCC.

s, e.g. location and time of that process.

Verification can also provide input to identification and its result can be specific to the particular

Verification can also establish that an attribute pertains to the physical existence of an entity, e.g. match
a biometric sample from the entity with a biometric template contained in its identity.

Verification can establish that all the presented attributes pertain to the same entity and are consistent
with its physical existence.

Verification can include an examination of the validity of attributes not required for the identification
process which can be used during interaction with services and access to resources provided by the
domain after identification, e.g. a language preference, an account number.
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Enrolment can result in the creation of one or more identities for the enrolled entity. In particular, a
reference identifier can be created. Created identity information is registered as the enrolled entity’s
identity in a domain; identity information selected from the identity evidence can also be registered
with this identity at the time of enrolment.

The value of the unique attribute(s) in a created identity can be chosen by the entity or can be assigned
by the identity management system, e.g. based on the reference identifier created at registration of the
identity for the enrolled entity.

Enro

If the
uniqu

NOTE

enrolment.

8.4

An identity management system can enter identity information fer the entities it intends

in an
regis

NOTE
startg

Regig
the a

Unles
for ré
from
ident
lifecy
asar

The i
store
ident

A ref
mana

NOTH

ment can include the capture of biometric data as identity information for the enrolle

entity determines the value of an identifier created during enrolment, the IDMS.shou
eness.

A physical object, e.g. a membership card, can contain an identifier thathas been c

Registration

identity register. Enrolment includes the first registratien of identity informat
fration can happen at other occasions.

1
d.

After registration, an entity has become known_iir'the domain and the lifecycle of it

tration can be for a specific or indefinite duration. National legislation can impose re
ctual duration of indefinite registration, including when and how indefinite registrati

s prevented by legal requirements, registration shall end at a request by, or on behalf
moval. With the deletion of all identity information for the entity, the entity shall
the identity register. However as-determined by an appropriate policy, a domain can|
ty information for archival and auditing purposes, and, in this case, the identity w
cle stage archived (see 7.2). Inparticular, a reference identifier can be retained to prey
eference to another entity.

dentity stored in antidentity register shall have a reference identifier that is unique
d identities. A reference identifier shall have the same value for the duration of re
ty information(for“a particular identity.

brence idefitifier can be intended for exclusive use inside the domain that operates
gement(system.

2 » \A'reference identifier, if not used exclusively by a domain, can be available for use as 4

the id

d entity.

Id ensure its

reated during

to recognize
ion. Further

5 identity has
Strictions on

bn can end.

of, the entity
be removed
retain some
yill be in the
ent its reuse

amongst all
gistration of

the identity

n attribute in

entity an entity presents for identification in another domain.

The identity information stored in an identity register can include multiple reference identifiers. A
reference identifier can be used to indicate a particular partial identity for the entity in a domain.

8.5

8.5.1

Identity proofing

General

The purpose of identity proofing for a domain is to establish a specific level of assurance that:

— S

elected attributes for an entity have a particular value;

— these attributes actually pertain to a particular entity;
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— where required in a domain, no other entity is known in the domain to whom the same attributes

pertain.

NOTE 1

In a domain where the persistently stored identity information is not unique, it can be required to

only create an identity for entity that is not already identified. In this case, the identity management system can
store additional persistent information, not linkable to the identity information, to support determining that the
identity for an entity being proofed is unique.

A registration authority is responsible for identity proofing.

quirements for identity proofing are specified in ISO/IEC TS 29003.

NOTE 2
NOTE 3 Re
8.5.2 Idern
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ence shall be used to establish attribute values for registration of an entity im\a do
ssued in a domain can be used as identity evidence in another domain. These.crede
nted by an entity. Alternatively, they can be obtained from an identity infofnfation pro
pmain where the identity is known based on information provided by thé.entity.

bregation, verifying multiple credentials from the same or different.domains, where

juired level of assurance in an attribute value and in establishing'the value as pertain
City.

information authority for a domain where a credential has been issued can suppo
pf identity information during identity proofing by:

g a limited, authenticated set of valid attributéwalues, e.g. a list of street names, di
5 or neighbourhood names;

hg format and other physical or logical properties of valid credentials issued by its do
hg policies applied to identity proofing'and identity information maintenance;

g a public key in a public key infrastructure shared with the proofing registration auth
te digital signatures used toauthenticate a credential or data represented by it;

g an on-line service tp validate presented attributes as about an entity known
or

g an on-line service'to obtain additional attributes for an entity known in its domain,

ithentication of an entity in a domain, at a specific level of assurance, gives a relying
h the-correctness and applicability of the verification result. ISO/IEC 29115[11] sp¢

levels of assurarnce

main.
ntials
vider

each

ntials provides a level of assurance less than required for the, ‘result, can be applied to

ngto

't the

strict

main;

ority

in its

party
cifies

An identity management system conforming to ISO/IEC 24760 shall specify for each of its authentication

processes:

NOTE
entrance give

18

policies for verification of identity information;
mechanisms for establishing the validity and correctness of an authenticated identity;

the period of validity of an authenticated identity;

s authorization to enter a specific area of activity for a specific period of time.
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10 Maintenance

An identity management system can perform maintenance on identity information it has registered by
changing one or more of the attribute values in an identity.

An identity management system shall specify mechanisms for maintaining the integrity and accuracy
of attributes it stores. It shall maintain the identity information stored in the register as an accurate
representation of the identity.

An identity information authority shall provide the most accurate data available for an identity in a
process that respects privacy.

11 Implementation aspects
An identity management system can be:

— dentralized — A fully centralized system has a single identity register anida single point of control
ver enrolment and access to the stored identity information;

o

distributed — An identity management system can have multiple_identity registers and multiple
foints of control over enrolment and access to registered identit§information;
\

OTE1 A more centralized system typically displays less cothiplexity but is more rigid in stfucture.

— User-centric — An identity management system is user-¢entred when it allows the enfities to play
an active role in the management of the identity infertnation stored in the identity regiqter (see 8.4);

bderated — Federation allows an identity management system that does not conthpin required
lentity information in its own register to trust identity information from, and identity assertions
nade by, another identity management system. In this case, the other identity management system
cts as an identity information authority:

L = oo

In sitpations where entities interact with‘multiple domains, identity federation is intended| to:
— facilitate identity proofing;
— fhcilitate authentication;
— fhcilitate enrolment;

— improve user experience.

NOTH2 Identity‘federation is especially suitable for entities (and domains) that interact with dpmains on the
Internet.

12 Rrivacy

An identity management system conforming to the ISO/IEC 24760 series shall implement measures to
protect the privacy of the human entities it interacts with. The design of such a system shall clearly
specify any sensitive information it processes.

An identity management system conforming to the ISO/IEC 24760 series should provide privacy-related
capabilities to:

— implement mechanisms, including policies, processes; and technology, for minimal disclosure;
— authenticate entities that use identity information;
— minimize the ability to link identities;

— record and audit the use of identity information;
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