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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are

members of
committees

ISO or IEC participate in the development of International Standards through technical
established by the respective organization to deal with particular fields of technical activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedu

res used to develop this document and those intended for its further maintenance are described

in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types

of document

should be noted. This document was drafted in accordance with the editorial rules of the ISO/

IEC Directive

ISO and IEC
use of (a) pd
claimed patd
received notj
are cautiong
database avj
responsible

Any trade n

constitute ap endorsement.

For an expla
related to d

Organization (WTO) principles in the Technical Barriers toTrade (TBT) see www.iso.org/iso/fo1

In the IEC, s¢

This docum
Subcommitt

This fourth ¢
revised.

The main ch

— new terminology has been added;

ASs, VE{

VEs and

Any feedba
body. A c
www.iec.ch

draw attention to the possibility that the implementation of this document ‘thay involve the
tent(s). ISO and IEC take no position concerning the evidence, validity or @pplicgbility of any
nt rights in respect thereof. As of the date of publication of this document)ISO and IEC had not
ice of (a) patent(s) which may be required to implement this documentiHewever, itnplementers

d that this may not represent the latest information, which may be '‘obtained fro
ailable at www.iso.org/patents and https://patents.iec.ch. ISQ- arid IEC shall
for identifying any or all such patent rights.

ame used in this document is information given for the-convenience of users 3

hation of the voluntary nature of standards, the meaning of ISO specific terms and
onformity assessment, as well as informations\about ISO's adherence to the )

the patent
not be held

nd does not

expressions
World Trade
eword.html.

e www.iec.ch/understanding-standards.

ent was prepared by Joint Technical(Committee ISO/IEC JTC 1, Information
be SC 27, Information security, cybersegurity and privacy protection.

bdition cancels and replaces the third edition (ISO/IEC 24759:2017), which has bee

hnges are as follows:

and TEs have been updated according to ISO/IEC 19790:2025; and
TEs have been corrected or updated to improve efficiency.

[k or questions on this document should be directed to the user’s nationg
pbmplete listing of these bodies can be found at www.iso.org/membei

technology,

h technically

] standards
s.html and

narional-committees.
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Introduction

In information technology there is an ever-increasing need to use cryptographic mechanisms, such as for the
protection of data against unauthorized disclosure or manipulation, for entity authentication, and for non-
repudiation. The security and reliability of such mechanisms are directly dependent on the cryptographic
modules in which they are implemented.

ISO/IEC 19790 provides four increasing, qualitative levels of security requirements intended to cover a wide
range of potential applications and environments. The cryptographic techniques are identical over the four
security levels defined in this document. The security requirements cover areas relative to the design and
implementation of a cryptographic module. These areas include:

— cryptographic module specification;

— cryptog
— roles, se
— softwar
— operatid
— physicall
—  non-invz
— sensitiv
— self-test
— life-cycl
— mitigati

This docums

raphic module interfaces;

'vices and authentication;

e /firmware security;

nal environment;

security;

Isive security;

b security parameter management;
5)

P assurance; and

bn of other attacks.

nt specifies the testrequirements for’cryptographic modules conforming to ISO/IEC
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Information security, cybersecurity and privacy protection —
Test requirements for cryptographic modules

1 Scope

This document specifies the methods to be used by testing laboratories to test whether the cryptographic
module conforms to the requirements specified in ISO/IEC 19790:2025. The methods are developed to

provide a hig
laboratories

This documsd
supporting €
in ISO/IEC 1
Vendors can
specified in

2 Norma

bh degree of objectivity during the testing process and to ensure consistency acros

bnt also specifies the information that vendors are required to provide testing lalk
vidence to demonstrate their cryptographic modules’ conformity to the requireme
p790:2025.

also use this document to verify whether their cryptographic modules satisfy the r
SO/IEC 19790:2025 before applying to a testing laboratory fortesting.

tive references

s the testing

oratories as
hts specified

Pquirements

The followinjg documents are referred to in the text in such a way that some or all of their contenjt constitutes

requirement
the latest ed

ISO/IEC 197
cryptograph

ISO/IEC 200
testing non-i

ISO/IEC 200
testing non-i
and apparat

ISO/IEC 205
generators W

3 Terms

For the purp|

s of this document. For dated references, only the edition cited applies. For undate
tion of the referenced document (including any~amendments) applies.

c modules

B5-1, IT Security techniques — Test\tool requirements and test tool calibration meth
hvasive attack mitigation techniques in cryptographic modules — Part 1: Test tools an

B5-2, IT Security techniques.+ Test tool requirements and test tool calibration meth
nvasive attack mitigatiofi techniques in cryptographic modules — Part 2: Test calibra
IS

U3, Information. technology — Security techniques — Test and analysis methods fo
ithin ISO/IEC 19790 and ISO/IEC 15408

and definitions

H references,

D0:2025, Information security, cybersecurity and privacy protection — Security reqiiirements for

bds for use in
d techniques

bds for use in
fion methods

' random bit

pses,of this document, the terms and definitions given in ISO/IEC 19790 and the folllowing apply.

ISO and IEC maintain terminology databases for use in standardization at the following addresses:

3.1

[SO Online browsing platform: available at www.iso.org/obp;

[EC Electropedia: available at www.electropedia.org.

validation certificate
assertion by a certification body that a cryptographic function has been tested and found to be a correct
implementation of the target cryptographic function

© ISO/IEC 2025 - All rights reserved
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3.2

vendor affirmation

statement from a vendor that a given implementation of a security function is correct and meets all relevant
requirements from related standards, based on their own internal assurance activities

Note 1 to entry: Rules on acceptable vendor affirmations are set by individual certification bodies who independently
define evidence requirements for a given vendor affirmation and can require review by an independent testing
laboratory.

4 Symbols and abbreviated terms

For the purposes of this document, the symbols and abbreviated terms apply.

ACL agcess control list

API application programming interface
CBC clpher block chaining

CPLD cpmplex programmable logic device
CSp critical security parameter

ECB electronic codebook

EDC efror detection code

EFP ehvironmental failure protection
EFT ehvironmental failure testing

FPGA field programmable gate array

FSM finite state model
HDL hardware description language
IC integrated circuit

PC personal computer

PIN personal identification number
PSP plblic secufity parameter

RBG randombit generator

SSP s¢nsitive security parameter

5 Document organization

5.1 General

Clause 6 specifies the methods that shall be used by testing laboratories and the requirements for
documentation that vendors shall provide to testing laboratories.

6.2 to 6.12 includes eleven subclauses corresponding to the eleven areas of security requirements from
ISO/IEC 19790:2025. Clause 7 corresponds to ISO/IEC 19790:2025, Annex A, and Clause 8 corresponds to
ISO/IEC 19790:2025, Annex B.

© ISO/IEC 2025 - All rights reserved
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ISO/IEC 19790:2025, Annexes C, D, E, F and G do not currently include any assertions and are not covered by
this document.

5.2 Assertions and security requirements

In Clauses 6, 7 and 8, the corresponding security requirements from ISO/IEC 19790:2025 are presented in
Table 1 to 429, each dedicated to an individual assertion (i.e. statements that shall be true for the module to
satisfy the requirement of a given area at a given level).

All of the assertions are direct quotations from ISO/IEC 19790:2025, however what is quoted in each table
can be part of a longer sentence or list that is not replicated in this document. For this reason, it is important
that the entire text of ISO/IEC 19790:2025 be used to fully understand every assertion’s definition, context

and conditio
The assertio
AS(requiren

where “requ
(i.e.1to 11 ¢

ns.

LlS are denoted by the form:
ent_number).{requirement_number)

irement_number” is the number of the corresponding area specified\iw [SO/IEC
nd A to G), and “sequence_number” is a sequential identifier for assertions within

After the statement of each assertion, the security levels to which the assertion applies (i.e. levd

listed in par

Following ej
requirement
order for the

VE(requiren

where “req
assertion re
vendor requ

Following e
requirement
what he or s
requirement

TE(requiren

where “req
assertion re
tester requi

Tables give
tester TEs, nl

A certificati

bntheses.

Ich assertion in its corresponding table is a set of requirements levied on the v
s describe the types of documentation or explicit infoxmation that the vendor shd
tester to verify conformity to the given assertion. These requirements are denoted|

ent_number).(assertion_sequence_number).(sequience_number)

Juirement number and sequence number, and “sequence_number” is a sequential
rements within the assertion requirement:

hch assertion and the requirements' levied on the vendor in the table, there
s levied on the tester of the cryptographic module. These requirements instruct th
he shall do in order to test theidryptographic module with respect to the given assg
s are denoted by the form:

ent_number).(assertion.sequence_number).(sequence_number)

Juirement number‘and sequence number, and “sequence_number” is a sequential
ements within the assertion requirement.

potes if-applicable and examples if applicable.

nody may modify, add, or delete either VEs or TEs, or both, in this document.

19790:2025
a subclause.
Is 1 to 4) are

endor. These
1l provide in
by the form:

hirement_number” and “assertion_sequencerhumber” are identical to the cdrresponding

dentifier for

hre a set of
P tester as to
rtion. These

hirement_number”ahd “assertion_sequence_number” are identical to the cdrresponding

dentifier for

he assertions ASs, the requirements levied on the vendor VEs, the requirements levied on the

5.3 Assertions with cross references

For clarity, some assertions have been provided and cross references to other assertions and related text
have been put between curly brackets “{” and “}".

© ISO/IEC 2025 - All rights reserved
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6 Security requirements

6.1 General

Table 1 — VE and TE of AS01.01

General —levels 1, 2, 3 and 4

AS01.01
ISO/IEC
19790:2025,
7.1

This clause specifies the security requirements that cryptographic modules shall follow.

Required test procedures

This assertio|

h is not separately tested.

Table 2 — VE and TE of AS01.02

General — I¢

bvels 1, 2, 3 and 4

AS01.02

ISO/IEC 1979
7.1

A cryptographic module shall be tested against the requiremefits of each area

0:2025, |this clause.

addressed in

Required te

5t procedures

This assertio

h is not separately tested.

ests can be performed in one or more of the following manners.

NOTE 1 The
a) T
b)
¢ T
1)
2
3)
d)
ol
NOTE 2 Ana
NOTE 3 The

e tester performs tests at the tester’s facility.

The tester performs tests at the vendor’s facility.

e tester supervises vendor performing tests at,the vendor’s facility.
Rationale is included that explains why\the tester could not perform the tests.
The tester develops the required test plan and required tests.

The tester directly observes the tests being performed.

The tester can reference existing evidence of compliance (e.g. third party certificate or test 1

rmitted by a given certification body or accreditation body for the testing laboratory.

bsertion fails if any ofiits subsequent tests fail.
hccreditation body fer testing laboratory refers to ISO/IEC TS 23532-2.

eport) where

Table 3 — VE and TE of AS01.03

General — I¢

bvels 152, 3 and 4

AS01.03

The cryptographic module level shall be independently determined in each area.

1SO/IEC

19790:2025, 7.1

Required test procedures

This assertion is not separately tested.

© ISO/IEC 2025 - All rights reserved
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Table 4 — VE and TE of AS01.04

General — levels 1, 2, 3 and 4

AS01.04

ISO/IEC
19790:2025,

All documentation, including copies of the user and installation manuals, design specifications and
life cycle documentation shall be provided for a cryptographic module that undergoes independent
7.1 |testing.

Required test procedures

This assertio

n is not separately tested.

6.2 Cryptographic module specification

6.2.1 Cryptographic module specification general requirements

Table 5 — VE and TE of AS02.01

Cryptographic module specification general requirements — levels 1, 2, 3 and 4

AS02.01

ISO/IEC
19790:2025,

A cryptographic module shall be a set of hardware, software, firmware)or some combina-

tion thereof, which at a minimum, implements a defined cryptographic'service employing an
7.2.1 |approved security function as specified in ISO/IEC 19790:2025, Annéx C, or process| and is con-
tained within a defined cryptographic boundary.

Required te

5t procedures

This assertio

h is not separately tested.

Table 6 — VE and TE of AS02.02

Cryptographic module specification general requirements —levels 1, 2, 3 and 4

AS02.02

ISO/IEC
19790:2025,

The documentation for cryptographic médule specification specified in ISO/IEC 19790:2025,
A.2.1 shall be provided.

7.2.1

Required te

5t procedures

This assertio

h is tested as part of ASA.01.

6.2.2 Typ

s of cryptographic modules

Table 7 — VE and TE of AS02.03

Types of cryptographic modules — levels 1, 2, 3 and 4

AS02.03 A cryptographic module shall be defined as either a hardware module, firmware mddule, hybrid

ISO/IEC firmware module, software module, or hybrid software module.

19790:2025,.2.2

Required vepdor information

VE02.03.01 The vendor shall provide a description of the cryptographic module describing the tlype of cryp-
tographic module. It will explain the rationale of the module type selection.

VEO02.03.02 The vendor shall provide a specification of the cryptographic module identifying all hardware

and either software and firmware components of the cryptographic module as applicable.

Required test procedures

TE02.03.01 The tester shall verify that the documentation provided by the vendor identifies one of the mod-
ule types listed in AS02.03.
TE02.03.02 The tester shall review the specific documentation provided by the vendor, by identifying all

hardware and either software or firmware components (AS02.13 to AS02.16), to verify that the
cryptographic module is consistent with the type of the cryptographic module.

© ISO/IEC 2025 - All rights reserved
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Table 8 — VE and TE of AS02.04

Types of cryptographic modules — levels 1, 2, 3 and 4

AS02.04
ISO/IEC

19790:2025, 7.2.2

For hardware, firmware or hybrid firmware modules, the applicable physical security
and non-invasive security requirements specified in ISO/IEC 19790:2025, 7.7 and ISO/IEC

19790:2025, 7.8 shall apply.

Required test procedures

This assertion is not separately tested.

6.2.3 Cryptographic boundary

6.2.3.1 Cryptographic boundary general requirements

Table 9 — VE and TE of AS02.05

Cryptographic boundary — levels 1, 2, 3 and 4

module to verify that there are no unidentified components which are not specifie
to AS02.16 within the cryptographi¢ boundary.

AS02.05 A cryptographic boundary shall consist of an explicitly defined perimieter (i.e. set pf hardware,

ISO/IEC software or firmware components) that establishes the boundary-pfall componenits of the

19790:2025, .2.3.1 |cryptographic module.

Required vepdor information

VE02.05.01 The vendor-provided documentation shall specify all components within the crypfographic
boundary.

Required te$t procedures

TE02.05.01 The tester shall review the vendor-provided documentation and inspect the cryptpgraphic
module to verify that all the components spégified in AS02.13 to AS02.16 are withfn the cryp-
tographic boundary.

TE02.05.02 The tester shall review the vendor-provided documentation and inspect the cryptpgraphic

d in AS02.13

Table 10—~ VE and TE of AS02.06

Cryptographic boundary — levels 1, 2, 3'and 4

AS02.06

ISO/IEC
19790:2025,

/.2.3.1

The requirements-of'this document shall apply to all security functions, processes
nents within the module’s cryptographic boundary.

and compo-

Required te

5t procedures

This assertio|

h is not separdtely tested.

Table 11 — VE and TE of AS02.07

Cryptographi¢boundary — levels 1, 2, 3 and 4

AS02.07
1SO/IEC

19790:2025,7.2.3.1

19790:2025, Clause 7.

Ftecryptographicboumdary statt, ata i, encompass att security retevamt securi-
ty functions, processes and components of a cryptographic module as defined in ISO/IEC

Required vendor information

VE02.07.01

components within the cryptographic boundary.

The vendor shall provide a list of all the security relevant security functions, processes, and

Required test procedures

TE02.07.01

within the cryptographic boundary.

The tester shall verify that the documentation provided by the vendor clearly identifies and
lists all the security relevant security functions, processes, and components of the module

© ISO/IEC 2025 - All rights reserved
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Table 12 — VE and TE of AS02.08

Cryptographic boundary — levels 1, 2, 3 and 4

AS02.08
ISO/IEC

19790:2025, 7.2.3.1

Non-security relevant security functions, processes or components which are used in ap-
proved services shall be implemented in a manner so as to not interfere or compromise the

approved operation of the cryptographic module.

Required vendor information

VE02.08.01

The vendor-provided documentation shall list the non-security relevant functions

used in an

approved service and justify that they are not interfering with the approved service of the

module.

Required test procedures

TE02.08.01 The tester shall review documentation and inspect the module to verify that the non-security
ralayant Foapnorionc do ot ot anforay or oo aatca tho oo uad caryion of bbb o oo o jule
relevatttunetonsdonotiterfereorcotpromise theapprovedserviceof there .

TE02.08.02 The tester shall verify the correctness of any rationale provided by the vendorfor|not inter-

fering nor compromising the service. The burden of proofis on the vendor;-if therg
uncertainty or ambiguity, the tester shall ask the vendor to produce additional inf]
needed.

is any
brmation as

Table 13 — VE and TE of AS02.09

Cryptographic boundary — levels 1, 2, 3 and 4

AS02.09 The defined name of a cryptographic module shall be representative of the compogition of the

ISO/IEC components within the cryptographic boundary and hotrepresentative of a largef composi-

19790:2025, f7.2.3.1 |tion or product.

Required vepdor information

VE02.09.01 The vendor shall provide the defined name of the module.

Required te$t procedures

TE02.09.01 The tester shall verify that the modulename provided by the vendor is consistent with the
composition of the components within the cryptographic boundary.

TE02.09.02 The tester shall verify that thednodule name does not represent a composition of jomponents

or functions that are not consistent with the composition of the components within the cryp-

tographic boundary.

Table 14 — VE and TE of AS02.10

Cryptographic boundary — levels 1; 2, 3 and 4

AS02.10 The cryptographic module shall have, at minimum, specific versioning informatioh represent-
ISO/IEC ing the distinct individual hardware and software or firmware components as applicable.
19790:2025,.2.3.1

Required vepdor information

VE02.10.01 The vendor shall provide the versioning information of the module’s distinct indivjidual hard-

ware and either software or firmware components.

Required te

38 prnr‘pdurpc

TE02.10.01

The tester shall verify that the versioning information represents the modules distinct individ-

ual hardware and either software or firmware components.

© ISO/IEC 2025 - All rights reserved
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Table 15 — VE and TE of AS02.11

Cryptographic boundary — levels 1, 2, 3 and 4

AS02.11

ISO/IEC 19790:2025,

7.2.3.1

The excluded hardware, software or firmware components shall be implemented in such a

manner to not interfere or compromise the approved secure operation of the cry
module.

ptographic

Required vendor information

VE02.11.01

The vendor shall describe the excluded components of the module and justify that these com-

ponents will not interfere with the approved secure operation of the module.

VE02.11.02

The vendor-provided documentation shall provide the rationale for excluding each of the
components. The rationale shall describe how each excluded component, when working prop-
erly or when it malfunctions, shall not interfere with the approved secure operation of the
module. Rationale that can be acceptable, if adequately supported by documentation, includes

the following.

a) The component is not connected with security relevant components df the module

that would allow inappropriate transfer of SSPs, plaintext data,‘or,othe
that could interfere with the approved secure operation of the-inodule.

" information

b) Allinformation processed by the component is strictly fopinternal use df the module,

and does not in any way impact the correctness of control, status or dat

h outputs.

Required te

5t procedures

TE02.11.01

The tester shall review the documentation provided by the vendor to inspect thaft the ex-
cluded components within the cryptographic boundaty,will not interfere with tHe approved

secure operation of the module.

TE02.11.02

The tester shall verify the correctness of any rationale for exclusion provided by

the vendor.

The burden of proof is on the vendor; if thereis any uncertainty or ambiguity, th¢ tester shall

ask the vendor to produce additional information as needed.

TE02.11.03

The tester shall manipulate (e.g. to causethe component to operate not as designed) the ex-
cluded components in a manner to cause incorrect operation of the excluded conlponent. The

tester shall verify that the incorrectioperation of the excluded component shall n
with the approved secure operation of the module.

NOTE 1 Testing can rely on.either code review, documentation, or both, if behavi

pt interfere

pural or

physical methods which cause the incorrect operation of the excluded componenft are in-
feasible or impractical f6ra given module. Behavioural methods include using a debugger,
code manipulator/injéctor, simulator, or another tool to manipulate data that carf impact the

behaviour of an exeluded component; physical methods include shorting/removi

Ing pins and

voltage manipulations. Testing is considered infeasible or impractical when suchjmanip-
ulations arewnderstood to permanently damage the module, or the system in whHich it is

contained, without achieving any desired security goals beyond simply renderin
module-inoperable.

b the entire

NOTE 2-The tests are intended to focus on the secure operation of the module and not on
other'aspects such as reliability or quality, unless they help prove lack of interferfence with

the approved secure operation of the module.

© ISO/IEC 2025 - All rights reserved
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Table 16 — VE and TE of AS02.12

Cryptographic boundary — levels 1, 2, 3 and 4

the non-proprietary security policy.

AS02.12 Any excluded hardware, software or firmware residing within the module’s cryptographic

ISO/IEC boundary shall be specified in accordance with ISO ISO/IEC 19790:2025, Annex A and listed in

19790:2025, 7.2.3.1 |the module security policy in accordance with ISO ISO/IEC 19790:2025, Annex B.

Required vendor information

VE02.12.01 Any components that are excluded from the security requirements shall be explicitly listed in
the vendor-provided documentation as specified in ISO ISO/IEC 19790:2025, Annex A.

VE02.12.02 Any components that are excluded from the security requirements shall be explicitly listed in

Required test procedures

TE02.12.01 The tester shall verify based on the vendor-provided documentation whether the yendor indi-
cates that any components of the module are excluded from the requirementsfJ$0 ISO/IEC
19790:2025.

6.2.3.2 Ddfinitions of cryptographic boundary

Table 17 — VE and TE of AS02.13

Cryptographic boundary — levels 1, 2, 3 and 4

AS02.13
ISO/IEC

19790:2025,
7.2.3.2

The cryptographic boundary of a hardware cryptographic ntedule shall delimit and ider

tify:

a) the set of hardware elements which may include:
1) physical structures, including circuit boards, substrates or other mounfing surfaces
that provide the interconnecting physical wiring between elements;
2) active electrical elements suéh.as semi-integrated, custom-integrated|or common-
integrated circuits, processofs, memory, power supplies, converters, etc; and
3) physical structures, such\as enclosures, potting or encapsulation material$, connectors,
and interfaces.
b) alimited or non-modifiable OE;
c) firmware, which may include an operating system; and
d) other elementtypes notlisted in a), b) or c), (e.g. configuration files for a CPLD).

Required ve

ndor information

VEO02.13.01

mentation. Elements to be listed shall include all of the following:

a)

physical structures, including circuit boards, substrates or other mounting
provide the interconnecting physical wiring between elements:

1y

circuit boards, substrates and mounting surfaces;

All hardware €lements of the cryptographic module shall be identified in the vendor-py

ovided docu-

surfaces that

© ISO/IEC 2025 - All rights reserved
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Table 17 (continued)

b) active electrical elements such as semi-integrated, custom-integrated or common-
integrated circuits, processors, memory, power supplies, converters, etc.:

1) processors, including microprocessors, digital signal processors, custom processors,
microcontrollers, or any other types of processors (identify manufacturer and type);

2) read-only memory (ROM) integrated circuits for program executable code and data
[this may include mask-programmed ROM, programmable ROM (PROM) such as
ultraviolet, erasable PROM (EPROM), electrically erasable PROM (EEPROM), or Flash-
memory];

3) random-access memory (RAM) or other integrated circuits for temporary data storage;

4‘) sent custons; al)p}iLatiuu D}JULifiL iutcgl ated—rcir Luitb, strclh——=as ,ate arrays,
programmable logic arrays, field programmable gate arrays, or othefvpfogrammable
logic devices;

5) fully custom, application-specific integrated circuits, jincluding pny custom
cryptographic integrated circuits;

6) power supply elements, including power supply, power converters (e.g. AG-to-DC or DC-
to-DC modules, transformers), input power connectors.and output power|connectors;

7) other active electronic circuit elements (passive circuit elements such a§ pull up/pull

down resistors or bypass capacitors are not néeessary to include if they d
security relevant function as part of the cryptographic module);

c) physical structures, such as enclosures, potting or encapsulation materials, co

interfaces:

1) physical structures and enclosures, including any removable access doors
2) potting or encapsulation materials;

3) boundary connectors;

4) connectors between\major independent sub-assemblies within the modul

d) firmware, which can«include an operating system:

1y

executable.code:
i) noh-modifiable;

ii). )limited;

e) other elements types not listed above:

1)

cooling or heating arrangements, such as conduction plates, cooling
exchanger, cooling fins, fans, heaters, or other arrangements for remov
heat.

p not provide

hnectors, and

or Ccovers;

hirflow, heat
ng or adding

VE02.13.02 The vendor-provided documentation shall indicate the internal lavout and assembly methods
(e.g. fasteners and fittings) of the module, including drawings that are at least approximately to scale.

VE02.13.03 The vendor-provided documentation shall describe the primary physical parameters of the module,
including descriptions of the enclosure, access points, circuit boards, location of power supply, inter-
connection wiring runs, cooling arrangements, and any other significant parameters.

VE02.13.04 |The vendor-provided documentation shall include a block diagram which represents the module’s
cryptographic boundary and relationship of the hardware elements.

VE02.13.05 For each processor in the module, the vendor shall identify, by major services, the firmware that is
executed by the processor, and the memory devices that contain the executable code and data.

VE02.13.06 For each processor, the vendor shall identify any hardware with which the processor interfaces.

Required test procedures

© ISO/IEC 2025 - All rights reserved
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Table 17 (continued)
TE02.13.01 The tester shall identify all hardware elements of the cryptographic module. Elements to be listed shall
include all of the following:
a) physical structures, including circuit boards, substrates or other mounting surfaces that
provide the interconnecting physical wiring between elements:

1) circuit boards, substrates and mounting surfaces;

b) active electrical elements such as semi-integrated, custom-integrated or common-
integrated circuits, processors, memory, power supplies, converters, etc:

1) processors, including microprocessors, digital signal processors, custom processors,
microcontrollers, or any other types of processors (identify manufacturer and type);

2) l\,ad Ulll_y lll\,lll\}l)’ (RC}\"{) ;llt\,sl Clt\—d \f;l L«U;to fUl l.ll Usl [23991 L'A\(\fbltabl\— \/Jde and data
[this can include mask-programmed ROM, electrically erasable PROM (EEPROM), or
Flash-memory];

3) random-access memory (RAM) or other integrated circuits for,temporary|data storage;

4) custom (ASIC), semi-custom (FPGA, CPLD), or off-the-shelf élements such gs gate arrays,
programmable logic arrays, field programmable gate arrays, or other pfogrammable
logic devices;

5) fully custom, application-specific, integratedy\circuits, including fny custom
cryptographic integrated circuits;

6) power supply elements, including power supply, power converters (e.g. AG-to-DC or DC-
to-DC modules, transformers), input power connectors, and output power| connectors;

7) other active electronic circuit eleménts (passive circuit elements such a§ pull up/pull
down resistors or bypass capacitors are not necessary to be included if they do not
provide security relevant function as part of the cryptographic module);

c) physical structures, such as en¢losures, potting or encapsulation materials, connectors, and
interfaces:

1) physical structures-and enclosures, including any removable access doord or covers;

2) potting or encapsulation materials;

3) boundary connectors;

4) conneéctors between major independent sub-assemblies within the modul;

d) firmware, which can include an operating system:
1J:* executable code:
i) non-modifiable;
ii) limited;
e) other elements types not listed above:

1) cooling or heating arrangements, such as conduction plates, cooling airflow, heat
exchanger, cooling fins, fans, heaters, or other arrangements for removing or adding
heat.

TE02.13.02 The tester shall verify that the elements list is consistent with the information provided for other

assertions of 6.2.3, as defined below.

© ISO/IEC 2025 - All rights reserved
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Table 17 (continued)

a) The specification of the cryptographic boundary under assertion AS02.05. Verify that all
elements inside the cryptographic boundary are included in the elements list and vice
versa. Also verify that any elements outside the cryptographic boundary are not listed as
elements of the cryptographic module.

b) The specification of the block diagram under assertion ISO/IEC 19790:2025, A.2.1. Verify
that any individual elements identified in the block diagram (e.g. processors, application
specific integrated circuits) are also listed in the elements list.

c¢) Any elements that shall be excluded from the requirements of ISO/IEC 19790:2025 under
the provisions of assertions AS02.11 and AS02.12. Verify that excluded elements are still
listed in the elements list.

TE02.13.03

The tester shall verify that the rrvpfngr;\phir‘ houndarvis phvcir‘nllv contignous such that there are

no gaps that could allow uncontrolled input, output, or other access into the cryptograp
The tester shall verify that there are no uncontrolled interfaces into or out of the erypto
ule in the module design.

NOTE Physical protection and tamper protection are covered separately in requireme
ISO/IEC 19790:2025, 7.7.

ic module.
braphic mod-

hts under

TE02.13.04

The tester shall verify that the cryptographic boundary encompasses alllelements that 4
in the block diagram under assertion ISO/IEC 19790:2025, A.2.1 as inputting, outputting
ing SSPs, plaintext data, or other information.

re identified
, OF process-

TE02.13.05

As a partial exception to AS02.13, the vendor is allowed to exclude certain elements fron
quirements of ISO/IEC 19790:2025 after satisfying the requirements under assertions A
AS02.12 in 6.2.3. The tester shall verify that any interfaces‘or physical connections betw
excluded elements and the rest of the module do not allowthe following:

a) uncontrolled release of Critical Security) Parameters (CSP), plaintext d3
information that if misused could lead.to‘a compromise;

b) uncontrolled modifications of SSPs or‘other information that could lead to a cd

h the re-
S02.11 and
een such

ta, or other

mpromise.

TE02.13.06

The tester shall verify that the vendor’s dgcumentation shows the internal layout of the
including the placement and approximdte dimensions of major identifiable elements of t
This shall include drawings that are@t least approximately to scale.

module,
he module.

TE02.13.07

The tester shall verify that the vendor’s documentation indicates the major physical ass

bmblies of

the module and how they are assembled or inserted into the module.

TE02.13.08

The tester shall verify thatthe vendor’s documentation describes the primary physical parameters
of the module. This description shall include at least the following:

a) enclosureishape and approximate dimensions, including any access doors or cpvers;
b) circuitboard(s) approximate dimensions, layout, and interconnections;

c) _loecation of power supply, power converters, and power inputs and outputs;
d)_) interconnection wiring runs: routing and terminals;

e) cooling or heating arrangements, such as conduction plates, cooling airflow, heat exchanger,
cooling fins, fans, heaters, or other arrangements for removing heat from or adding heat to

the module;

f) other element types not listed above.

TE02.13.09

The tester shall verify that the block diagram provided by the vendor represents the module’s cryp-
tographic boundary and relationship of the hardware elements.

TE02.13.10

The tester shall verify the documentation provided under assertion AS02.02, with a focus on the
block diagram depicting all of the major hardware elements of a cryptographic module and element
interconnections, including any microprocessors, input/output buffers, plaintext/ciphertext buffers,
control buffers, key storage, working memory and program memory.

TE02.13.11

The tester shall verify that the block diagram indicates all significant interconnections and data flow
among major elements of the module, and between the module and outside equipment. In particular,
each line on the block diagram indicating an interconnection shall be labelled with the type of infor-
mation it transmits.

© ISO/IEC 2025 - All rights reserved
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Table 17 (continued)

TE02.13.12

The tester shall verify that the block diagram indicates the cryptographic boundary for the cryp-
tographic module, as required under this assertion.

TE02.13.13

The tester shall verify that, for each processor, the vendor has identified the software or firmware
code modules executed by that processor, the services performed by that processor and associated
code, and the memory devices containing the executable code and data.

TE02.13.14

The tester shall verify that, for each processor, the vendor has identified any hardware with which
the processor interfaces. This shall include, as applicable, any hardware elements that provide input,
control, or status data to the processor and associated software/firmware, and any hardware ele-
ments that receive output, control, or status data from the processor and associated software/firm-
ware. Such hardware elements may be within the cryptographic module or may be user equipment
outside the module such as input/output devices.

Table 18 — VE and TE of AS02.14

Cryptograplic boundary — levels 1, 2, 3 and 4

AS02.14

ISO/IEC 1979
7.2.3.2

0:2025, a)

The cryptographic boundary of a software cryptographic module shalldelimit aa];d identify:

the set of executable files or other files that constitute({the cryptographic module;

and

b) the instantiation of the cryptographic module saved/in memory and exgcuted by one
Or more processors.

Required ve

ndor information

VE02.14.01 All software files of the cryptographic module shall be identified in the vendor-pfovided doc-
umentation. Files to be listed shall include all 6fthe following:
a) the set of executable file or other{iles'that constitute the cryptographiqmodule;
b) other security relevant file types not listed above.
VE02.14.02 The vendor-provided documentatioft’shall indicate the internal software architefture, includ-
ing how the software files interact,
VE02.14.03 The vendor-provided documejitation shall indicate the operational environment|(e.g. operat-
ing system, run-time libracy, etc.) on which the module executes.
Required te$t procedures
TE02.14.01 The tester shall verify-that the documentation includes a files list that includes all software
files of the cryptographic module.
TE02.14.02 The tester shall.verify that the files list includes all occurrences of the following {ypes of files,
excluding only file types that are not used in the module:
a)(" the set of executable file or other files that constitute the cryptographiqmodule;
b) other security file types not listed above.
TE02.14.03 The tester shall verify that the files list is consistent with information provided fpr other

assertions of 6.2.3, as defined below.

a) The specification of the cryptographic boundary under assertion AS02.05. Verify
that all files inside the r‘rvprngrnphir boundarvy are included in the filed list and vice

versa. Also verify that any files outside the cryptographic boundary are not listed as
files of the cryptographic module.

b) The specification of the software under assertion ISO/IEC 19790:2025, A.2.1. Verify
that the list of software files is the same as in the specifications under assertion
AS02.05.

c¢) The specification of the block diagram under assertion ISO/IEC 19790:2025, A.2.1.
Verify that any individual files identified in the block diagram are also listed in the
files list.

d) Any files that shall be excluded from the requirements of ISO/IEC 19790:2025 under
the provisions of assertions AS02.13 and AS02.14. Verify that excluded files are still
listed in the files list.

© ISO/IEC 2025 - All rights reserved
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Table 18 (continued)

TE02.14.04

As a partial exception to the above requirements, the vendor is allowed to exclud

following:

a)

lead to a compromise;

b)
compromise.

e certain

files from the requirements of ISO/IEC 19790:2025 after satisfying the requirements under
assertions AS02.11 and AS02.12 in 6.2.3. The tester shall verify that any interfaces or phys-
ical connections between such excluded files and the rest of the module do not allow the

uncontrolled release of CSPs, plaintext data, or other information that if misused can

uncontrolled modifications of SSPs or other information that can lead to a

TE02.14.05

the module and how they are linked together forming the module.

The tester shall verify that the vendor’s documentation indicates the major software files of

Table 19 — VE and TE of AS02.15

Cryptographic boundary — levels 1, 2, 3 and 4

AS02.15 The cryptographic boundary of a firmware cryptographic module shall delimit ajnd identify:
ISO/IEC 19790:2025, a) the set of executable files or other files that constitute the cryptogrzlghic module;
7.2.3.2 and
b) the instantiation of the cryptographic modulessaved in memory and exgcuted by one
Or more processors.

Required vepdor information

VE02.15.01 All firmware files of the cryptographic module shall be identified in the vendor-grovided
documentation. Files to be listed shall include all of the following:

a) the set of executable files or other files that constitute the cryptographikc module;
b) other security relevant file types not listed above.

VE02.15.02 The vendor-provided documentation shall indicate the internal firmware architdcture, in-
cluding how the firmware filesinteract.

VEO02.15.03 The vendor-provided docunientation shall indicate the operational environment|(e.g. operat-
ing system, run-time library) on which the module executes.

VE02.15.04 For each processor infthe computing platform of the operational environment bound to the
firmware module;thé vendor shall identify, by major services, the firmware thatfis executed
by the processor, and the memory devices that contain the executable code and data.

VE02.15.05 For each proeessor in the computing platform of the operational environment bound to the
firmwaremedule, the vendor shall identify any hardware with which the proces$or interfac-
es.

Required te$t procedures

TE02.15.01 The tester shall verify that the documentation includes a files list that includes all firmware
files of the cryptographic module.

TE02.15.02 The tester shall verify that the files list includes all occurrences of the following fypes of files,
excluding only file types that are not used in the module:

a) the set of executable file or other files that constitute the cryptographic module;
b) other security file types not listed in a).

TE02.15.03 The tester shall verify that the files list is consistent with information provided for other

assertions of 6.2.3, as defined below.
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Table 19 (continued)

a) The specification of the cryptographic boundary under assertion AS02.07. Verify
that all files inside the cryptographic boundary are included in the files list and vice
versa. Also verify that any files outside the cryptographic boundary are not listed as
files of the cryptographic module.

b) The specification of the firmware under assertion ISO/IEC 19790:2025, A.2.1. Verify
that the list of firmware files is the same as in the specifications under assertion
AS02.05.

c¢) The specification of the block diagram under assertion ISO/IEC 19790:2025, A.2.1.
Verify that any individual files identified in the block diagram are also listed in the
files list.

the provisions of assertions AS02.11 and AS02.12. Verify that the exclided files are

dJAny fites that shatl be excluded from the requirements ot 1SO/TEC 1979D:2025 under
still listed in the files list.

TE02.15.04

As a partial exception to the above requirements, the vendor is allowedto.éxclude certain
files from the requirements of ISO/IEC 19790:2025 after satisfying théxequirempnts under
assertions AS02.11 and AS02.12 in 6.2.3. The tester shall verify that any interfacgs or phys-
ical connections between such excluded files and the rest of the medule do not aljow the
following:

a) uncontrolled release of CSPs, plaintext data, or othet information that if misused can
lead to a compromise;

b) uncontrolled modifications of SSPs or<other information that cap lead to a
compromise.

TE02.15.05

The tester shall verify that the vendor’s doctimentation indicates the major firmware files of
the module and how they are linked together forming the module.

TE02.15.06

The tester shall verify the documentation provided under assertion AS02.02, witlh a focus on
the block diagram depicting all of the;major hardware elements of a cryptographic module
and element interconnections, including any microprocessors, input/output buffgrs, plain-
text/ciphertext buffers, controlbuffers, key storage, working memory, and progijam memory.

TE02.15.07

The tester shall verify that the’block diagram indicates all significant interconneJ:tions and
data flows among major elements of the module, and between the module and oytside equip-
ment. In particular, each-line on the block diagram indicating an interconnection|shall be
labelled with the typé-of information it transmits.

TE02.15.08

The tester shall(verify that the block diagram indicates the cryptographic boundpry for the
cryptographic'module, as required under this assertion.

TE02.15.09

The testershall verify that, for each processor in the computing platform of the dperational
environmrent bound to the firmware module, the vendor has identified the firmwjare code
moduleS executed by that processor, the services performed by that processor anpd associated
code,’and the memory devices containing the executable code and data.

TE02.15.10

The tester shall verify that, for each processor in the computing platform of the g
environment bound to the firmware module, the vendor has identified any hardy
which the processor interfaces. This shall include, as applicable, any hardware el

perational
yare with
Pments that

provide input, control, or status data to the processor and associated firmware, 4

nd any hard-

ware elements that receive output, control, or status data from the processor and associated
firmware. Such hardware elements can be within the cryptographic module or can be user

equipment outside the module such as input/output devices.
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Table 20 — VE and TE of AS02.16

Cryptographic boundary — levels 1, 2, 3 and 4

AS02.16 The cryptographic boundary of a hybrid cryptographic module shall:
ISO/IEC 19790:2025, a) be the composite of the module’s hardware component and the disjoint software or
72.3.2 firmware component(s); and
b) include the collection of all ports and interfaces from each component.
Required vendor information
VE02.16.01 The cryptographic module shall be identified in the vendor-provided documentation as either
a hybrid software module or a hybrid firmware module.
a) For hybrid software module components, the vendor documentation shall provide
information required under VE02.13.01 to VE02.13.06 and VE02.14.01 to VE02.14.03.
b) For hybrid firmware module components, the vendor documentatipn’ghall provide
information required under VE02.13.01 to VE02.13.06 and VE0215.01 tp VE02.15.05.
Required te$t procedures
TE02.16.01 The tester shall verify that the documentation identifies the module'as’either a hiybrid soft-
ware module or a hybrid firmware module.
a) For hybrid software module components, the tester shall follow procedyires required
under TE02.13.01 to TE02.13.14 and TE02.14.01 t0<PE02.14.05.
b) For hybrid firmware module components, thétester shall follow procedyires required
under TE02.13.01 to TE02.13.14 and TE02.15:01 to TE02.15.10.
NOTE In addition to the disjoint software or firmware component(s), the hardware component can al§o include
embedded sdftware or firmware.
6.2.4 Module operations
6.2.4.1 M¢odule operations general requiremernts
Table 21-5~VE and TE of AS02.17
Module operations — levels 1, 2, 3 and 4
AS02.17 The operator shall'beable to operate the module utilising approved services.
ISO/IEC
19790:2025,.2.4.1
Required vepdor information
VE02.17.01 The vendor-provided non-proprietary security policy shall provide a description ¢f the ap-
proved services.
VE02.17.02 The vendor-provided non-proprietary security policy shall provide instructions fqr invoking
the approved services.
Required test procedures
TE02.17.01 Thetestershattverify that the verrdor-provided mom=proprietary security poticy ctontains a
description of the approved services.
TE02.17.02 The tester shall invoke the approved services using the vendor-provided instructions found

in the non-proprietary security policy. The tester shall verify, by inspection and from the ven-
dor-provided documentation, that the cryptographic module utilizes the approved services as
aresult of documented instructions.
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Table 22 — VE and TE of AS02.18

Module operations — levels 1, 2, 3 and 4

AS02.18
ISO/IEC

19790:2025, 7.2.4.1

An approved service shall be defined as a service that includes at least one approved security

function or process, and can include non-security relevant functions or processes.

Required vendor information

VEO02.18.01 The vendor shall provide a validation certificate if available for each approved security func-
tion.

VEO02.18.02 The vendor shall provide a list of all non-approved security functions.

VEO02.18.03 The vendor shall provide a list of all vendor affirmed security functions.

VE02.18.04 The vendor-provided non-proprietary security policy shall include a list of all vendor affirmed
security runctions.

Required te$t procedures

TE02.18.01 The tester shall verify that the vendor has provided a validation certificate ifavailable for each
approved security function issued by a certification body.

TE02.18.02 The tester shall verify that the vendor has provided the list of non-approved securjity func-
tions.

TE02.18.03 The tester shall verify that the vendor has provided the list of vendor affirmed sequrity func-
tions.

TE02.18.04 The tester shall verify that the documentation provided by'the vendor specifies hqw the imple-
mented vendor affirmed security functions conform to.the relevant standards.

Table 23 — VE and TE 0fAS02.19

Module operfations — levels 1, 2, 3 and 4

AS02.19 Non-approved security functions and processes shall not be utilized by the operator in an ap-

ISO/IEC proved service unless the non-appreved security function or process is not security relevant to

19790:2025, .2.4.1 |the approved process or service’s operation (e.g. a non-approved security functior] or non-ap-
proved generated key may be used to obfuscate data or CSPs but the result is consjdered

plaintext and provides no security relevant functionality until it is protected with
security function).

an approved

Required ve

ndor information

VE02.19.01

The vendor-provided-documentation shall identify all of non-approved security functions or

processes utilized-for each approved service or process.

VE02.19.02

The vendor-provided documentation shall provide a rationale for why utilized nonj-approved

security functions or processes are considered non-security relevant to the appro
es’ or service’s operation. This rationale shall address how approved algorithm CS
exclusive to the approved algorithms within the service and protected from the n
algerithms within that same service.

ved process-
Ps are kept
n-approved

Required te

5t procédures

TE02.19.01

The tester shall inspect the module to verify that the vendor-provided documenta
fies all of the non-approved security functions or processes utilized for each apprq

Fion identi-
ved service

or process.

TE02.19.02

The tester shall verify the correctness of any rationale provided by the vendor. The burden of
proofis on the vendor; if there is any uncertainty or ambiguity, the tester shall ask the vendor

to produce additional information as needed.
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6.2.4.2 Normal operation

Table 24 — VE and TE of AS02.20

Module operations — levels 1, 2, 3 and 4

AS02.20
ISO/IEC

19790:2025,7.2.4.2

CSPs shall be exclusive between approved and non-approved services (e.g. not shared or ac-
cessed).

Required vendor information

VE02.20.01 The vendor shall provide a list of all CSPs within the module and identify their usage between
approved and non-approved services.

VE02.20.02 The vendor shall provide a description of how each CSP becomes exclusive between approved
dllb‘l 11Ull'dppl UVCL‘I SCI ViLCb.

VE02.20.03 The vendor shall provide a list of CSPs that are accessible both approved and non<gpproved
services, and shall document how the shared access cannot weaken the segurity of the CSP or
increase its risk of compromise.

Required te$t procedures

TE02.20.01 The tester shall verify that the documentation provided by the veidor contains a dlescription
of the usage of each CSP between approved and non-approved services.

TE02.20.02 The tester shall inspect the module and review the vendor-provided documentatign to verify
that the CSPs are exclusive between approved and non-approved services.

TE02.20.03 The tester shall verify that any CSPs that are accessible by both approved and nonfapproved
services cannot weaken the security of the CSP or increase its risk of compromise

Table 25 — VE and TE of'AS02.21

Module operations — levels 1, 2, 3 and 4

AS02.21 The module’s security policy shall define the complete set of services: approved, npn-approved,

ISO/IEC and non-security related.

19790:2025,.2.4.2

Required te$t procedures

This assertio|

h is tested as part of ASB.01.

NOTE The

fomplete set of services is defihed as all of the services provided by the module. This includes both

approved andl non-approved services.

Table 26 — VE and TE of AS02.22

Module operations — levels't, 2, 3 and 4

AS02.22 EaChservice shall provide an output indicator upon completion of the service to irjdicate
ISO/IEC thether the service executed an approved security function or process, or not.
19790:2025,.2.4.2

Required vepdorinformation

VE02.22.01 The documentation provided by the vendor shall specily the output indicator ror each service.
VE02.22.02 If a single encryption service supports both approved and non-approved key strengths, or

approved and non-approved security functions, the vendor-provided documentation shall
describe how the output indicator changes to indicate an approved or non-approved service.

Required test procedures

TE02.22.01 The tester shall verify that the vendor-provided documentation contains a description of the
output indicator indicating whether the service executes an approved security function or
process in an approved manner or not.

TE02.22.02 The tester shall execute all services and verify that the output indicator provides an unambig-

uous indication of whether the service utilizes an approved security function or process in an
approved manner or not.
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Table 26 (continued)

TE02.22.03 If a single encryption service supports both approved and non-approved key strengths, or ap-
proved and non-approved security functions, the tester shall verify that the vendor documen-
tation describes how the output indicator changes to indicate an approved or non-approved
service.

TE02.22.04 If a single encryption service supports both approved and non-approved key strengths, the
tester shall execute the service with both approved and non-approved key strengths and verify
that the output indicator changes to indicate an approved or non-approved service.

TE02.22.05 If a single encryption service supports both approved and non-approved security functions or
processes, the tester shall execute the service with both approved and non-approved security
functions or processes, and verify that the output indicator changes to indicate an approved or
non-approved service.

6.2.4.3 Ddgraded operation

Table 27 — VE and TE of AS02.23

Module operfations — levels 1, 2, 3 and 4

AS02.23 For a cryptographic module to operate in degraded operation, the following shall ap-

ISO/IEC ply:{AS02.24 to AS02.28}

19790:2025,.2.4.3

Required te$t procedures

This assertio|

h is not separately tested.

Table 28 — VE and TE 0fAS02.24

Module opefations — levels 1, 2, 3 and 4

AS02.24 degraded operation shall be entered gnly after exiting an error state;

ISO/IEC

19790:2025,.2.4.3

Required vepdor information

VE02.24.01 If the cryptographic modtle allows a degraded operation, the vendor shall provid¢ a descrip-
tion of all degraded opération after exiting each error state.

VE02.24.02 The vendor shall previde specification of degraded operation. For each degraded dperation,

the specification shall include:

a) conditions of entry into and exit from the degraded operation;

b)\_Joperational security functions, services, or processes;

¢) non-functioning security functions, services, or processes;

d) isolated mechanisms, functions, or components in the degraded operation;

e) techniques to isolate mechanisms, functions, or components;

f) status information provided in the degraded operation;

g) status indicator if attempts are made to use a non-functioning security function, or

process.

Required test procedures

TE02.24.01 The tester shall verify that the documentation provided by the vendor clearly identifies the
degraded operation and its conditions of entry and exit.
TE02.24.02 The tester shall use the documentation provided the vendor to check that the degraded op-

eration can only be accessed after exiting an error state. The tester shall check that the error
status indicator (see AS03.11) is correctly positioned.
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Table 28 (continued)

TE02.24.03 The tester shall exercise the cryptographic module, causing it to operate in each degraded
operation. For each degraded operation, the tester shall attempt to perform a service to verify
that all conditional security function self-tests are performed prior to the first operational use
of any security function.

TE02.24.04 The tester shall first exercise the cryptographic module, causing it to operate in each degrad-
ed operation. The tester shall next perform all pre-operational self-tests. If the cryptographic
module passes all pre-operational self-tests without failure, the tester will verify that the
cryptographic module exits degraded operation and returns to normal operation.

TE02.24.05 The tester shall first exercise the cryptographic module, causing it to operate in each degrad-
ed operation. The tester shall next perform all pre-operational self-tests causing an error
condition in pre-operational self-tests to occur. The tester shall verify that the cryptographic
module does not remain in degraded operation but enters an error state.

Table 29 — VE and TE of AS02.25

Module operfations — levels 1, 2, 3 and 4

AS02.25 The module shall provide status information when re-configured and\degraded ojperation

ISO/IEC entered;

19790:2025,.2.4.3

Required te$t procedures

This assertio|

h is tested as part of AS02.24.

Table 30 — VE and TE of AS02.26

Module operfations — levels 1, 2, 3 and 4

AS02.26 the mechanism or process that failed shallkbe isolated;

ISO/IEC

19790:2025,.2.4.3

Required vepdor information

VE02.26.01 The vendor-provided documeéiitation requirement is specified under VE02.24.02. The vendor
design shall ensure that any failure from the failed mechanisms, processes, and cgmponents
cannot interfere or compromise the approved operation of the cryptographic module.

Required te$t procedures

TE02.26.01 The tester shall inspect the module and review the vendor-provided documentatign to verify
that failed méehanisms, processes, and components are isolated before entering degraded
operationy

TE02.26.02 The tester’shall inspect the module and review the vendor-provided documentati¢n to verify
thatfailed mechanisms, processes, and components cannot interfere or compromise the ap-
proved operation of the cryptographic module.

Table 31 — VE and TE of AS02.27

Module operatiens—levels123-and+4

AS02.27 all applicable conditional cryptographic algorithm self-tests shall be performed prior to the

ISO/IEC first operational use of the cryptographic algorithm after entering degraded operation;

19790:2025,7.2.4.3

Required test procedures

This assertion is tested as part of AS02.24.

© ISO/IEC 2025 - All rights reserved
20



https://iecnorm.com/api/?name=3204c96e65035ba36d6090c2c5002060

ISO/IEC 24759:2025(en)

Table 32 — VE and TE of AS02.28

Module operations — levels 1, 2, 3 and 4

AS02.28
ISO/IEC

19790:2025, 7.2.4.3

services shall provide an indicator if attempts are made to use the mechanism or process that

failed.

Required vendor information

VE02.28.01

The vendor-provided documentation requirement is specified under VE02.24.02. The vendor

design shall ensure that service output includes an indicator if attempts are made
mechanism, or process that failed.

to use the

Required test procedures

TE02.28.01 The tester shall verify from the vendor documentation that services provide documented indi-
atorc 1f ottapantc apn oo da o catbha oo ch ooy o o ocacc ot foilad
catorsifattemptsaremade-to-use-the-mechanismorprocessthatfailed:

TE02.28.02 The tester shall exercise the cryptographic module and verify that the documented indicator is
provided if attempts are made to use the mechanism or process that failed.

Table 33 — VE and TE of AS02.29

Module operfations — levels 1, 2, 3 and 4

AS02.29 Where a localized error is used, it shall be shown that the targeterror cannot impfct other

ISO/IEC approved services running outside the isolated mechanism\or'process.

19790:2025,

Required vepdor information

VE02.29.01 The vendor-provided documentation shall specify that the localized error does nof impact
other approved services running outside the isolated mechanism or process.

Required te$t procedures

TE02.29.01 The tester shall verify from the vendor*provided documentation that the target erfror does not
impact other approved services running outside the isolated mechanism or procegs.

TE02.29.02 The tester shall exercise the cryptographic module and verify that the module opgrates ac-
cording to the documentation;,

TE02.29.03 The tester shall trigger errors to the module. The tester shall determine if a triggejred error is
either localized or not (i*€:.€auses the entire module to enter the error state).

TE02.29.04 The tester shall inject érrors to the module. If the tester determines that an inject¢d error is
localized, then thetester shall continue to operate the module to determine that the error does
not propagate to other approved services running outside the isolated mechanisn] or process.

Table 34 — VE and TE of AS02.30

Module operfations — levels 1, 2, 3 and 4

AS02.30 The cryptographic module shall remain in degraded operation until the cryptogrgphic module

ISO/IEC has repeated pre-operational test self-tests covering either the entire module or the failed

19790:2025, isolated mechanisms and processes.

Required vehdor information

VE02.30.01 The vendor-provided documentation shall specify that the cryptographic module remains in
degraded operation until the cryptographic module has repeated pre-operational test self-
tests.

VE02.30.02 The vendor-provided documentation shall specify what pre-operational self-tests are needed

to exit the degraded state for every defined isolated mechanism or process.

Required test procedures

TE02.30.01

The tester shall verify from the vendor-provided documentation that the cryptographic mod-
ule remains in degraded operation until the cryptographic module has repeated pre-opera-

tional test self-tests.
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Table 34 (continued)

TE02.30.02 The tester shall exercise the cryptographic module and verify that the module operates ac-
cording to the documentation.

TE02.30.03 After the tester has injected an error and the module transitions to the degraded state, the
tester shall cause the module to initiate the pre-operational self-tests for the entire module
and determine that the module transitions from the degraded state to the non-degraded state.

TE02.30.04 After the tester has injected an error and the module transitions to the degraded state, the
tester shall execute the pre-operational self-tests for only the failed isolated mechanisms and
processes, and determine if the module transitions from the degraded state to the non-degrad-
ed state.

Table 35 — VE and TE of AS02.31

Module operations — levels 1, 2, 3 and 4

AS02.31 When only a subset of pre-operational self-tests are re-run ahead of exiting degragled opera-

ISO/IEC tion, it shall be demonstrated why it was not necessary to re-run the excluded selfttests.

19790:2025,.2.4.3

Required vepdor information

VE02.31.01 The vendor documentation shall demonstrate why it is not nec€ssary to re-run ex¢luded self-
tests when only a subset of pre-operational self-tests are re-funahead of exiting the degraded
operation.

Required te$t procedures

TE02.31.01 The tester shall review the vendor documentation te'ensure that, when pre-operafional self-
tests re-run ahead of exiting the degraded operationi only cover a sub-set of tests performed on
power-on, it is not required to re-run the excladed self-test.

TE02.31.02 The tester shall exercise the cryptographic module and verify that the module opgrates ac-
cording to the documentation.

TE02.31.03 After the tester has only run the sub-Set of self-tests, the tester shall then run the module op-
erationally for a sufficient period oftime, utilizing all services of the module, to dgtermine that
the error in the isolated areas didinot propagate to other areas of the module.

Table 36 — VE and TE of AS02.32

Module operfations — levels 1, 2, 3 and -4

AS02.32 If the cryptographi¢ module passes all the pre-operational self-tests while in degrpded opera-

ISO/IEC tion, the module shall exit degraded operation.

19790:2025,.2.4.3

Required te$t procedures

This assertio|

his tested as'part of AS02.24.

Table 37 — VE and TE of AS02.33

Module opej

dtions — levels 1, 2, 3 and 4

AS02.33
ISO/IEC

19790:2025, 7.2.4.3

If the cryptographic module fails the pre-operational self-tests while in degraded operation,

the module shall enter an error state.

Required test procedures

This assertion is tested as part of AS02.24.
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6.3 Cryptographic module interfaces

6.3.1 Cryptographic module interfaces general requirements

Table 38 — VE and TE of AS03.01

Cryptographic module interfaces general requirements — levels 1, 2, 3 and 4

AS03.01
ISO/IEC

19790:2025, 7.3.1

boundary of the module.

A cryptographic module shall restrictall logical information flow to only those physical access points
and logical interfaces that are identified as entry and exit points to and from the cryptographic

Required vendor information

VEO03.01.01

The vendor-provided documentation shall specify each of the physical ports and logical interfac-

es of the cryptographic module, including the rollowing:

a) physical ports and their pin assignments;

b) physical covers, doors or openings;

c) logical interfaces (e.g. APIs and all other data/control/statlis-signals) a
names and functions;

d) manual controls (e.g. buttons or switches) for applicable/physical control

f) mapping of the logical interfaces to the physical ports, manual controls,
status indicators of the cryptographic module;

specified in a) to f).

hd the signal

nputs;

e) physical statusindicators (e.g. lights or displays)for applicable physical status outputs;

and physical

g) physical,logical, and electrical charaeteristics, as applicable, of the ports and interfaces

VEO03.01.02

The vendor-provided documentation shall specify the information flows and physic

interfaces. The vendor shall establish the above information in relation with the inf

scription of elements and physical layout for the input/output ports.

hl access

points of the cryptographic module by highlighting or annotating copies of the blocl diagrams,
design specifications, and source code~dnd schematics, as appropriate, provided in 4.2 and

6.11. The vendor shall also provideahy other documentation necessary to clearly specify the
relationship of the information flows and physical access points to the physical portjs and logical

rmation

provided under assertions A§02.05 and AS02.13 to AS02.16 without inconsistencieq in the de-

VEO03.01.03

For each physical orlogical input to the cryptographic module, or physical and logic

physical input er output belongs, and the physical entry/exit port. The specification
shall be congistent with the specifications of the cryptographic module components
under ISOAEE 19790:2025, 7.2 and 7.11, and the specifications of the logical interfagq
in assertions AS03.04 to AS03.13 of 6.3.2.

bl output

from the module, the vendor documentation shall specify the logical interface to whfich the

b provided
provided
es provided

Required te

5t procedutes

TE03.01.01

Thetester shall verify that vendor-provided documentation specifies each of the ph

Jsical ports

and logical interfaces of the cryptographic module. The required specifications shaT include:

a) all physical input and output ports, including their pin assignments, physjical locations

L 1 1 1 L. 1 1 - 1 - 1 1 Ll 1 1
VICITIIT CITC TITOUUIT, d SUMIIIAly Ol tIIC 10gICdl SIgITdls tiIdat [TOwW CIITougIT Tach pOFt, and

b)

the timing sequence of signal flows if two or more signals share the same physical pin;

all physical covers, doors, or openings, including their physical location within the
cryptographic module, and the components or functions that can be accessed or
modified via each cover/door/opening;

all logical input and output interfaces (e.g. APIs and all other data/control/status
signals), including a listing or annotated block diagram of all the logical data and
control inputs and data and status outputs of the cryptographic module, and a listing
and description of the signal names and functions;
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Table 38 (continued)

d) all manual controls used to physically enter control signals, such as switches or
buttons, including their physical location within the cryptographic module, and a
listing and description of the control signals that can be entered manually;

e) all physical status indicators, including their physical location within the module and a
listing and description of the status indication signals that are output physically;

f) a mapping of the logical input and output interfaces to the physical input and output
ports, manual controls, and physical status indicators of the cryptographic module;

g) physical, logical, and electrical characteristics, as applicable, of the above physical

ports and interfaces, including summaries of pin designations, logical signals carried
on each port, voltage levels and their logical significance (e.g. what a low or high

volItage signifies in terms ora 1ogic U, 1, or other meaningj and the tim]l

ng of signals.

TE03.01.02

The tester shall verify that the vendor-provided documentation specifies all inform
and physical access points of the cryptographic module, by examining the block’dia
design specifications, and source code and schematics, as appropriate, previded in €
and any other documentation provided by the vendor. The documentatiomshall spe
relationship of the information flows and physical access points to the,physical port

information provided under assertions AS02.05 and AS02.12 to AS02.16 and verify

tion flows
brams,

.2 and 6.11,
ify the

s and logical

hat there

interfaces of the cryptographic module. The tester shall compare the,above informann with the

are no inconsistencies in the description of components and phy;sical layout for the i
ports.

put/output

TE03.01.03

The tester shall verify that for each physical or logical input to the cryptographic m
physical and logical output from the module, the vendor-provided documentation sy
logical interface to which the physical input or outputbelongs, and the physical ent
The specifications provided shall be consistent4vith the specifications of the crypto
module components provided under 6.2 and 641, and the specifications of the logic
provided in assertions AS03.04 to AS03.12.0f6.3.2.

dule, or
ecifies the
y/exit port.
graphic

hl interfaces

TE03.01.04

The tester shall inspect the cryptographic'module, to verify that all of the specificat
this assertion given by the vendor-provided documentation are consistent with the
implementation of the cryptographic'module.

jons for
design and

Table 39 =— VE and TE of AS03.02

Cryptograplic module interfaces generalrequirements — levels 1, 2, 3 and 4

AS03.02 The cryptographicimgdule logical interfaces shall be distinct from each other althoygh they may
ISO/IEC share one physical port (e.g. input data may enter and output data may exit via the same port) or
19790:2025, .3.1 |may be distributed over one or more physical ports (e.g. input data may enter via bqth a serial

and a parallel port).

Required ve

ndor information

VEO03.02.01 Thedendor’s design shall separate the cryptographic module interfaces into logically distinct
arid jsolated categories, using the categories listed in assertion AS03.04, and, if appljcable,
AS03.12 and AS03.13 in 6.3.2. This information shall be consistent with the specifichtion of the
logical interfaces and physical ports provided in AS03.01 in 6.3.1.

VE03.02.02 The vendor-provided documentation shall provide a mapping of each category of lodical in-

terface to a physical port of the cryptographic module. A logical interface may be ph

ysically

distributed across more than one physical port, or two or more logical interfaces may share one
physical port as long as the information flows are kept logically separate. If two or more logical

interfaces share the same physical port, the vendor-provided documentation shall s
the information from the different interface categories is kept logically separate.

pecify how

Required test procedures
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Table 39 (continued)

TE03.02.01

The tester shall review the vendor-provided documentation and inspect the module to verify
that the module interfaces are logically distinct and isolated for the categories of interfaces
specified in assertions AS03.04 and, if applicable, AS03.12 and AS03.13 of 6.3.2. This information
shall be consistent with the specification and design of the logical interfaces and physical ports
provided in AS03.01 in 6.3.2.

TE03.02.02

The tester shall verify that the vendor documentation provides a mapping of each category

of logical interface to a physical port of the cryptographic module. A logical interface may be
physically distributed across more than one physical port, or two or more logical interfaces may
share one physical port. If two or more interfaces share the same physical port, the tester shall
verify that the vendor documentation specifies how the information flows for the input, output,
control, and status interfaces are kept logically separate.

NOTE An API of a software component of a cryptographic module can be defined as one or more logical inter-

face(s).

Table 40 — VE and TE of AS03.03

Cryptograpliic module interfaces general requirements — levels 1, 2, 3 and 4

AS03.03 The documentation for cryptographic module interfaces specified in ISO/IEC 197902025, A.2.2

ISO/IEC shall be provided.

19790:2025,.3.1

Required vepdor information

VE03.03.01 The vendor shall provide documentation for cryptographic module interfaces as spgcified in
ISO/IEC 19790:2025, A.2.2.

Required te$t procedures

TE03.03.01 The tester shall verify the completeness of the«ddocumentation specified in ISO/IEC 19790:2025,

A2.2
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6.3.2 Categories of interfaces

Table 41 — VE and TE of AS03.04

Categories of interfaces — levels 1, 2, 3 and 4

AS03.04

ISO/IEC 19790:2025,

7.3.3

A cryptographic module’s interfaces shall be categorized into one or more of the following
seven interface categories ("input” and “output” are indicated from the perspective of the
module):

Required vendor information

VE03.04.01 The vendor documentation shall separate the cryptographic module interfaces into logically
distinct and isolated categories by the following seven distinctly defined interfaces within
the cryptographic module (“input” and “output” are indicated from the perspective of the
module):

a) datainput interface (for the input of data as specified in AS03.05);
b) data outputinterface (for the output of data as specified in AS03,06 ajd AS03.07);
c) control input interface (for the input of commands as specified in AS03.08);
d) control output interface (for the output of commands as specified in |JAS03.09, and
AS03.10);
e) status output interface (for the output of-status information as|specified in
AS03.11);
f) maintenance interface (as specified in AS03.12);
g) power interface (as specified in AS03.13).
Required te$t procedures
TE03.04.01 The tester shall verify that the vendot*provided documentation specifies that the seven in-

terfaces as listed in VE03.04.01 hate been designed within the cryptographic njodule. If so,
verification that the interfaces within the cryptographic module function as sp¢cified shall

be performed under assertios*AS03.05 to AS03.13 in 6.3.2.

Table.42 — VE and TE of AS03.05

Categories df interfaces — levels 1, 2, 3.and 4

AS03.05

ISO/IEC 1979
7.3.3

All input data shall enter via the data input interface.

Required ve

ndor information

VE03.05.01 ‘Fhe‘cryptographic module shall have a data input interface. All data (except corjtrol data
entered via the control input interface) that shall be input to and processed by the cryp-
tographic module shall enter via the data input interface, including:

a) plaintext data;
D) ciphertextor signed data,
c¢) cryptographic keys and other key management data (plaintext or encrypted);
d) authentication and verification data (plaintext or encrypted);
e) statusinformation from external sources;
f) any other input data.
VEO03.05.02 If applicable, the vendor documentation shall specify any external input devices to be used

with the cryptographic module for the entry of data into the data input interface, such as

smart cards, tokens, keypads, key loaders, and biometric devices.

Required test procedures
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Table 42 (continued)

TE03.05.01 The tester shall inspect the module to verify that the cryptographic module includes a data
input interface, and that the data input interface functions as specified. The tester shall
verify that all data (except control data entered via the control input interface) that shall
be input to and processed by the cryptographic module enters via the data input interface,
including:

a) plaintext data that shall be encrypted or signed by the cryptographic module;

b) ciphertext or signed data that shall be decrypted or verified by the module;

c) plaintextor encrypted cryptographic keys and other key management data that are
input into and used by the cryptographic module, including initialization data and
vectors, split key information, and key accounting information.

NOTE—Other key TTaTagement TeqUiTenents are covered i 1S071E€119790:2025,
7.9.7.

d) plaintext or encrypted authentication and verification data that'is ihput into the
cryptographic module, including passwords, PINs, and biomefri¢ inforjmation;

e) status information from external sources (e.g. another eryptographiic module or
device);

f) any other information that is input into the cryptegraphic module for processing or
storage, except for control information that is-covered separately in A503.08.

TE03.05.02 The tester shall verify if the vendor-provided docunientation specifies any extefnal input
devices to be used with the cryptographic modulé for the entry of data into the [data input

interface, such as smart cards, tokens, keypads, key loaders, and biometric devi
er shall enter data into the data input interface using the identified external inp
and verify that entry of data using the extérnal input device functions as specif

ces. The test-
ut device(s),
ed.

Table 43 — VE and"TE of AS03.06

Categories df interfaces — levels 1, 2, 3 and 4

AS03.06

ISO/IEC 1979
7.3.1

All output data shall exit viathe data output interface.
0:2025,

Required ve

ndor information

VE03.06.01

The cryptographic module shall have a data output interface. All data (except st
output via thé status output interface and control data output via the control oy
face) thatthas been processed and is output by the cryptographic module shall g
data output interface, including:

a)
b)

9

plaintext data;
ciphertext data and digital signatures;

cryptographic keys and other key management data (plaintext or encr

atus data
tput inter-
xit via the

ypted);

d)

any other information that is output from the cryptographic module after

processing or storage except for status information that is covered
AS03.11 in 6.3.2 and control information that is covered separately in
AS03.10in 6.3.2.

separately in
AS03.09 and

VE03.06.02

face, such as smart cards, tokens, displays and other storage devices.

If applicable, the vendor-provided documentation shall specify any external output devices
to be used with the cryptographic module for the output of data from the data output inter-

VE03.06.03

module enforces logical separation of the output data and SSP information.

If the physical and logical paths followed by the output data and SSP information are
physically shared, the vendor-provided documentation shall specify how the cryptographic

Required test procedures
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Table 43 (continued)

TE03.06.01

The tester shall inspect the module to verify that the cryptographic module includes a data
output interface, and that the data output interface functions as specified. The tester shall
verify that all data that has been processed and is output by the cryptographic module exits
via the data output interface. This excludes status data which is output via the status output
interface and control data which is output via the control output interface. These data in-

clude:
a)
b)

plaintext data that has been decrypted by the cryptographic module;

generated by the cryptographic module;
0

have been internally gpnprqud and output from the module inr‘lnding

ciphertext data that has been encrypted, and digital signatures that have been

plaintext or encrypted cryptographic keys and other key management data that

initialization

data and vectors, split key information, and key accounting informasi
management requirements are covered in ISO/IEC 19790:2025, 7Z9/7];

d)
processing or storage except for status information that\i covered
AS03.11 in 6.3.2 and control information that is coveret,separately in|
AS03.10in 6.3.2.

bn (other key

any other information that is output from the cryptegraphic module after

Keparately in
AS03.09 and

TE03.06.02

The tester shall verify if vendor-provided documentation speeifies any external
vices to be used with the cryptographic module for the gutput of data from the
interface, such as smart cards, tokens, displays, and other storage devices. The
output data from the data output interface using thelidentified external output
and verify that output of data using the external eutput device functions as spe

output de-
lata output
ester shall
Hevice(s),
Cified.

TE03.06.03

If the physical and logical paths followed by thé output data and SSP informatio
ically shared, the tester shall verify that the.wwendor-provided documentation sp
the cryptographic module enforces logicalseparation of the output data and SS
tion.

h are phys-
ecifies how
P informa-

Table 44 — VE«and TE of AS03.07

Categories df interfaces — levels 1, 2, 3 and 4

AS03.07

ISO/IEC 1979
7.3.3

0:2025,

All output data shall berinhibited while the cryptographic module is in an error
and also inhibited while performing pre-operational self-tests as specified in IS
19790:2025, 7.10:3, and zeroization as specified in ISO/IEC 19790:2025, 7.9.7.

state,
D/1EC

Required ve

ndor information

VE03.07.01

The venderiprovided documentation shall specify how the cryptographic mody
data output while the cryptographic module is in an error state, and also how if]
output while performing pre-operational self-tests and zeroization.

le inhibits
inhibits data

VE03.07.02

Thewendor-provided documentation shall specify how the design of the crypto
le ensures that all output data is inhibited while the cryptographic module is i
state, and also inhibited while performing pre-operational self-tests and zeroiz

braphic mod-
h an error
htion.

Required te

5t procedures

TE03.07.01

The tester shall verify that the vendor documentation specifies that all data ou

put via the

data output interface is inhibited while:
a)
b)

the cryptographic module is in an error state, and also
performing:
1) pre-operational self-tests;

2)

This test procedure can be restated as follows.

zeroization.
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Table 44 (continued)

c) The tester shall verify from vendor-provided documentation that once an error
condition is detected and the error state is entered, all data output via the data
output interface is inhibited, until error recovery occurs.

d) The tester shall verify from the vendor-provided documentation that once each

of the following services is started, all data output via the data output interface is

inhibited, until the service is completed successfully:

TE03.07.02

The tester shall cause the cryptographic module to enter each of following states:

a)
b)

each self-test state performing pre-operational self-tests;

each state performing zeroization;

1) 11

~J
inhibited.
If it is not possible for the tester to cause an error then the vendor shall provide
to the tester as to why this test cannot be performed. In such case, the-tester sh
alternative procedures allowed by the certification body to ensure that'all data
the data output interface is inhibited.

EXAMPLE Examining the applicable source code.

If status information is output from the status output intepfacé to indicate the r
self-tests, the tester shall verify that no CSPs, plaintext datasor other informati
that, if misused, can lead to a compromise.

N ol 1o 33k N 2| B i N 2| B 3 3
each—errorstate—and—verifythatal-datareutput—iathedata—eutpyf interface is

a rationale
h11 follow
output via

psults of the
n are output

TE03.07.03

The tester shall verify that the vendor-provided documentation specifies how t

e cryp-

tographic module ensures that all data output viaithe data output interface is inhibited

during the three states listed in TE03.07.02, i¢e: aJ to c). The tester shall also ver
spection of the design of the cryptographicimodule, that the data output interfa
logically or physically inhibited under these conditions.

ify, by in-
ce is, in fact,

Table 45 — VE and TE of AS03.08

Categories df interfaces — levels 1, 2, 3 and 4

AS03.08

ISO/IEC 1979
7.3.3

0:2025,

All control input shall enter¥ia the control input interface.

Required ve

ndor information

VE03.08.01 The cryptographic module shall have a control input interface. All commands, sjgnals, and
control data.(except data entered via the data input interface) used to control tije operation
of the cryptographic module shall enter via the control input interface, including:

a).) commands inputlogically viaan API (e.g. for the software and firmwar¢ components
of the cryptographic module);
b) signals input logically or physically via one or more physical portd (e.g. for the
hardware components of the cryptographic module);
¢) manual control inputs (e.g. using switches, buttons, or a keyboard);
d) any other input control data.
VE03.08.02 If applicable, the vendor-provided documentation shall specify any external input devices to

be used with the cryptographic module for the entry of commands, signals, and
into the control input interface, such as smart cards, tokens, or keypads.

control data

Required test procedures
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Table 45 (continued)

TE03.08.01

the control input interface, including:

a)

to a smart card;

b)
commands and signals sent through a serial port or a PC Card;

9

manual control inputs (e.g. using switches, buttons, or a keyboard);

The tester shall inspect the module to verify that the cryptographic module includes a
control input interface, and that the control input interface functions as specified. The tester
shall verify that all commands, signals, and control data (except data entered via the data
input interface) used to control the operation of the cryptographic module shall enter via

commands input logically via an API, such as function calls to a software library or

signals input logically or physically via one or more physical ports, such as

d) any other input control data.

TE03.08.02

The tester shall verify if the vendor-provided documentation specifies any-exte
devices to be used with the cryptographic module for the entry of commands, s
control data into the control input interface, such as smart cards, tokens, or keyj
tester shall enter commands via the control input interface using the<dentified
input device(s), and verify that the input of commands using the external input
tions as specified.

‘nal input
gnals, and
pads. The
external
Hevice func-

Table 46 — VE and TE of AS03.09

Categories df interfaces — levels 1, 2, 3 and 4

AS03.09 All control output shall exit via the control outputinterface.

ISO/IEC

19790:2025,.3.3

Required vepdor information

VE03.09.01 The vendor-provided documentation shall specify that all output commands, signal$, and control
data (e.g. control commands to another module) used to control or indicate the statg of operation
of a cryptographic module exit viaithe control output interface.

Required te$t procedures

TE03.09.01 The tester shall verify that the vendor-provided documentation specifies that all oufput com-
mands, signals, and contiol data (e.g. control commands to another module) used tofcontrol or
indicate the state of eperation of a cryptographic module exit via the control outputfinterface.

TE03.09.02 If the control outputinterface is specified, the tester shall inspect the module to ver|fy that the

control output interface functions as specified.
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Table 47 — VE and TE of AS03.10

Categories of interfaces — levels 1, 2, 3 and 4

AS03.10
ISO/IEC

19790:2025, 7.3.3

exceptions are specified and documented in the security policy.

All control output shall be inhibited when the cryptographic module is in an error state unless

Required vendor information

VE03.10.01

all control output via the control output interface is inhibited whenever the module
state. Status information may the type of error from the status output interface.

NOTE Error states are covered in ISO/IEC 19790:2025, 7.11.

The vendor-provided documentation shall specify how the cryptographic module ensures that

isin an error

Required test procedures

TE03.10.01

via the control output interface is inhibited whenever the cryptographic module.i§’i
state. The tester shall verify from the vendor-provided documentation that orice @n
tion is detected and the error state is entered, all control output via the control outp
is inhibited, until error recovery occurs. The tester shall also verify thattheerror sf
fied in response to this assertion are identical to the error states specified under A§

|y 1 L 1 3 3 PR T T . i 1 1
TIIC LESLCT SIIAIT VETITY UldU ULIIE VENTUOI=ProvIitdced GOCUIIICTILALIOIT SPECITICS Lildl dl1 LU]IltrOl Output

h an error
error condi-
ut interface
ates speci-
11.11.

TE03.10.02

The tester shall cause the cryptographic module to enter each specified error state
that all control output via the control output interface is inhibited. If status informa

formation output is not sensitive. The following actions maybe used to cause the cr
module to enter an error state: opening a tamper-detecting Cover or door; entering
ly-formatted commands, keys, or parameters; reducing input voltage, and any other
ing actions.

the tester as to why this test cannot be perforfied.

ind verify
fion is output

ptographic
ncorrect-
error-caus-

from the status output interface to identify the type of error, theétester shall verify ],hat the in-

If it is not possible for the tester to cause an error; then the vendor shall provide a rationale to

Table 48 — VE and TE of AS03.11

Categories df interfaces — levels 1, 2, 3 and 4

AS03.11

ISO/IEC 1979
7.3.3

0:2025,

All status output shall exit via the status output interface.

Required ve

ndor information

VE03.11.01

The cryptographic module shall have a status output interface. All status inforr
nals, logical indicators, and physical indicators used to indicate or display the s{
module shall exit via the status output interface, including:

d) ystatus information output logically via an API;
b) signal outputs logically or physically via one or more physical ports;
c) physical status indicator (e.g. using displays, lamps, buzzer, tone, or ri

d) any other output status information.

hation, sig-
atus of the

ng);

VE03.11.02

Happticabte; the verdor-provideddocumentation shattspecifyany extermatout

tokens, displays, and other storage devices.

put devices

to be used with the cryptographic module for the output of status information, signals, log-
ical indicators, and physical indicators via the status output interface, such as smart cards,

Required test procedures

TE03.11.01

The tester shall inspect the module to verify that the cryptographic module incl
tus output interface, and that the status output interface functions as specified.

including:
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Table 48 (continued)
a) statusinformation outputlogically via an API, such as return codes from a software
library or a smart card;
b) signal outputs logically or physically via one or more physical ports, such as status
information sent through a serial port or a PC Card connector;
c¢) physical status indicator;
d) any other output status information.

TE03.11.02 The tester shall verify that the vendor documentation specifies any external output devices
(if applicable) to be used with the cryptographic module for the output of status informa-
tion, signals, logical indicators, and physical indicators via the status output interface.

TE03.11.03 The-testershatverify-thatthestatusinfermationoutputfromthestatuseoutpyy interface
shall not output any information that can result in a compromise of CSPs.

NOTE The $tatus output can be either implicit or explicit.

Table 49 — VE and TE of AS03.12

Categories df interfaces — levels 1, 2, 3 and 4

AS03.12 All physical and logical interfaces to the cryptographic modul€ which are utilized when in the

ISO/IEC maintenance role shall be defined.

19790:2025,.3.3

Required vepdor information

VEO03.12.01 The vendor-provided documentation shall descrilde the physical and logical mainterjance inter-

faces employed by the module when in the majntenance role.

Required te$t procedures

TE03.12.01 The tester shall verify that the vendor-preyided documentation describes all the physical and

logical maintenance interfaces employéd by the module when in the maintenance rdle.

TE03.12.02 The tester shall verify that the vendor-provided documentation and implementatior) are consist-

ent.

Table'50 — VE and TE of AS03.13

Categories df interfaces — levels 1, 2,-3.and 4

AS03.13 All external power shall enter or exit via a power interface.

ISO/IEC

19790:2025,.3.3

Required vepdor information

VE03.13.01 If théeryptographic module requires or provides power to or from other devices exfernal to the
criyptographic boundary (e.g. a power supply, power cord, power inlet/outlet, wirelgss charging
oran external battery), the vendor-provided documentation shall specify a power ifterface and
a corresponding physical port.

VE03.13.02 All power entering orexiting the r‘rypfngrnphir‘ maodule to or from other devices extlernal to the
cryptographic boundary shall pass through the specified power interface.

Required test procedures

TE03.13.01 The tester shall verify if the vendor-provided documentation specifies whether the cryptograph-
ic module requires or provides power to or from other devices external to the cryptographic
boundary. The tester shall also verify that the vendor-provided documentation specifies a power
interface and a corresponding physical port.

TE03.13.02 The tester shall verify, by inspection of the cryptographic module, that all power entering or

through the specified power interface.

exiting the module to or from other devices external to the cryptographic boundary passes

NOTE This interface does not apply to software cryptographic modules or when all power is provided or main-
tained internally within the cryptographic boundary of the cryptographic module (e.g. an internal battery).
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Table 51 — VE and TE of AS03.14

Categories of interfaces — levels 1, 2, 3 and 4

AS03.14

ISO/IEC
19790:2025, 7.3.3

The cryptographic module shall distinguish between data, control information, and power for
input to the module, and between data, control information, status information, and power for
output from the module.

Required vendor information

VE03.14.02

The vendor-provided documentation shall specify how the physical and logical paths used by
the input data and control information are logically or physically disconnected from the physical
and logical paths used by the output data, control and status information. If the physical and
logical paths used by the input data and control information, as well as the output data, control
and status information are physically shared, the vendor-provided documentation shall specify
how logical separation is enforced by the cryptographic module.

VE03.14.03

The vendor-provided documentation shall show be consistent and shall show that tle cryp-
tographic module distinguishes data and control for input from data, control ard status for
output. The vendor documentation shall also show that the physical and logical-paths followed
by the input data and control information entering the module via the applicable ingut interfaces
are logically or physically disconnected from the physical and logical pathsfollowed by the out-
put data, control and status information exiting the module via the applicable output interfaces.

Required te$t pro

cedures

TE03.14.01

The tester shall verify that the vendor-provided documentatign’specifies how the cijyptographic
module distinguishes between data and control for input and\data, control and statys for output.
Input data entered from the data input interface, and contrelinformation entered frjom the con-
trol input interface shall be logically or physically distingtished from output data e¥iting to the
output data interface, output control exiting to the odtput control interface, and status informa-
tion exiting to the status output interface.

TE03.14.02

The tester shall verify that the vendor-providéd documentation specifies how the plhysical and
logical paths used by the input data and control information are logically or physically discon-
nected from the physical and logical pathswsed by the output data, control and statps informa-
tion. If the physical and logical paths used by the input data and control information, and the
paths used by output data, control and Status information are physically shared, thq tester shall
verify that the vendor-provided de¢umentation specifies how logical separation is epforced by
the cryptographic module.

TE03.14.03

The tester shall verify, by inspection of the module, the consistency of the vendor-pijjovided docu-
mentation. The tester shall'also verify that the cryptographic module distinguishes |pbetween
data and control for input and data, control and status for output. The tester shall v¢rify that
path A is logically of physically disconnected from path B. Path A consists of the physical and
logical paths followed by the input data and control information entering the modul via the
applicable inputinterfaces and path B consists of the physical and logical paths follgwed by the
output dataf control and status information exiting the module via the applicable output inter-
faces.
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Table 52 — VE and TE of AS03.15

Categories of interfaces — levels 1, 2, 3 and 4

AS03.15

ISO/IEC
19790:2025, 7.3.3

The cryptographic module specification shall, unambiguously, specify format of input data and

control information, including length restrictions for all variable length inputs.

Required vendor information

VE03.15.01

The vendor-provided documentation shall specify the physical and logical paths use
major categories of input data entering the cryptographic module via the data input
face and the applicable physical ports. The documentation shall include a specificati

d by all
inter-
on of the

applicable paths (e.g. by highlighted or annotated copies of the schematics, block diagrams, or
other information provided under AS02.05 and AS02.13 to AS02.16). All input data entering the

cryptographic module via the data input interface shall only use the specified paths

while being

PTOCESSEd OT STOTed by eacit physicat or togicat Sub-section of the modute. T ne Ipot
shall be specified in sufficient detail to ensure that the type of data pass through,éa
physical port can be verified.

data paths
ch applicable

NOTE 1 The term “all major categories of input data” refer to items addressed4in AS(3.05 for

data input and to items addressed in AS03.08 for control input.

VE03.15.02

The vendor-provided documentation shall specify that all input data entering the cr
module via the data input interface and applicable physical ports.only use the specif
The documentation shall show that all logical and physical information flows used h
data are consistent with the design and operation of the cryptdgfaphic module. The
umentation shall establish that there are no conflicts betwieén the applicable paths

to the compromise of CSPs, plaintext data, or other inforniation of the cryptographi

yptographic

ied paths.

y the input

vendor doc-
hat can lead
module.

VE03.15.03

The vendor-provided documentation shall unambiguously specify format of input d
trol information including length restrictions for all variable length inputs.

hta and con-

VE03.15.04

The vendor-provided documentation shall identify which component within the cry
boundary is validating the format.

ptographic

Required te$t pro

cedures

TE03.15.01

The tester shall verify that the vendor=provided documentation specifies the physic
paths used by all major categories_of input data entering the cryptographic module

h1 and logical
Via the data
P specifica-

input interface. The tester shall also verify that the paths shall be documented in th
tion (e.g. by highlighted or annotated copies of the schematics, block diagrams, or o
tion provided under AS02,05yand AS02.13 to AS02.16). The tester shall verify that t
tation specifies the type of data pass through each applicable physical port.

her informa-
e documen-

TE03.15.02

The tester shall review:the documentation provided by the vendor and inspect the g
ic module, to verify\that all input data entering the module via the data input interfa
applicable physical ports only use the specified paths. The tester shall examine all |
physical infermation flows and shall verify that the specification of the paths used h
data is consistent with the design and operation of the cryptographic module. The t
verify thatthere are no conflicts between the applicable paths that can lead to the c
of CSRBs; plaintext data, or other information.

ryptograph-
ce and

gical and

y the input
ester shall
bmpromise

TE03.15.03

The téster shall review the vendor-provided documentation and inspect the module
that the unambiguous specification is provided about the format of input data and c
mation, including length restrictions for all variable length inputs.

to verify
bntrol infor-
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Table 52 (continued)

TE03.15.04 The tester shall verify that the identified component within the cryptographic boundary is locat-
ed on the specified path under VE03.15.02.

TE03.15.05 The tester shall examine the applicable source code(s) to ensure that the identified component is
actually validating the documented format.

TE03.15.06 The tester shall attempt to input data and control information which is not compliant with the

format, and verify that such service inputs are rejected by the cryptographic module.
NOTE 2 The test platform or configuration can impose a part of format/restrictions.
EXAMPLE 1

A device driver to use the cryptographic module is enforcing a part of the format.
EXAMPLE 2

Alayer in a protocol stack supports fixed length packet only.

If it is not possible for the tester to input certain data or control information which.i
ant with the format, then the tester shall ask the vendor to provide a rationale ds|to
cannot be performed. In such case, the tester shall follow alternative proceduyes all

5 not compli-
why this test
bwed by the

certification body to ensure that the cryptographic module is validating the format.

Table 53 — VE and TE of AS03.16

Categories df interfaces — levels 1, 2, 3 and 4

AS03.16 The cryptographic module shall confirm that all inputs confexm to the specificationfs in AS03.15.

ISO/IEC

19790:2025,.3.3

Required vepdor information

VE03.16.01 The vendor shall provide documentation that identifies the techniques used to confirm all inputs
received on module interfaces.

Required te$t procedures

TE03.16.01 The tester shall verify that provided.de¢timentation identifies the technique used td confirm all
inputs received on module interfaces:
NOTE 1 Additionally, this assertion is tested as part of AS03.15.
NOTE 2 The tester can use thevendor-provided automated security diagnostic tool§ in AS11.30
in order to validate inputsx

6.3.3 Plaintext trusted path

6.3.3.1 Sefurity level 3

Table 54 — VE and TE of AS03.17

Plaintext trysted path)— levels 3 and 4

AS03.17
ISO/IEC

7 34 2

19790:2025, &

for the transmission of plaintext CSPs and key components between the cryptogr3
and the sender or receiver’s endpoint, the cryptographic module shall implement
trusted path;

phic module
plaintext

Required vendor information

VE03.17.01

The vendor shall describe the method of transmission of plaintext CSPs and the way they are
protected via a plaintext trusted path.

Required test procedures

TE03.17.01

The tester shall verify that the plaintext trusted path is able to protect plaintext CSPs between
the cryptographic module’s cryptographic boundary and the sender or receiver endpoint.
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Table 55 — VE and TE of AS03.18

Plaintext trusted path — levels 3 and 4

AS03.18
ISO/IEC

19790:2025, 7.3.4.3

the plaintext trusted path shall prevent unauthorized modification, substitution, and disclo-

sure along the communication link;

Required test procedures

This assertion is tested as part of AS03.19 and AS03.20.

Table 56 — VE and TE of AS03.19

Plaintext trusted path — levels 3 and 4

AS03.19

ISO/IEC
19790:2025,

/.3.4.3

£l L 3 1 4 J£ 4+l loiad yars rad il cloll 1 2| Lo £ £l 1
CIICPITy STCAT PpOT TS U STU TUT U PrdTTItC AT T O STC U patiT STrdiT O T U STU UTITy TOTTITCPT

ed path and be physically separated from all other ports, or {AS03.20 shall be sati

intext trust-
sfied}

Required ve

ndor information

VE03.19.01

The vendor-provided documentation shall specify if the cryptographic module inf
puts plaintext CSPs. The physical port(s) used for the input and output of plaintext
be used only for the plaintext trusted path and shall be physically séparated from
physical ports of the cryptographic module.

uts or out-
CSPs shall
all other

VE03.19.02

If the cryptographic module inputs or outputs plaintext GSPs; the module shall en
only plaintext CSPs enter or exit the module through the-applicable physical ports
other data, unprotected or encrypted, enters or exits the module via the applicabl
ports.

ure that
and that no
e physical

VE03.19.03

The vendor-provided documentation shall provide rationale as to how the plainte]
path prevents unauthorized modification, sibstitution, and disclosure along the c
tion link.

Kt trusted
bmmunica-

Required te

5t procedures

TE03.19.01

The tester shall verify if the vendoré{provided documentation specifies whether th
tographic module inputs or outputs plaintext CSPs. The tester shall review the ver
ed documentation and also inspect the physical ports on the cryptographic modul
applicable physical ports used for the input and output of plaintext CSPs are used

plaintext trusted path and they are physically separated from all other physical p
module.

e Cryp-
dor-provid-
e that the
bnly for the
rts of the

TE03.19.02

If the cryptographicmodule inputs or outputs plaintext CSPs, the tester shall verif
plaintext CSPs enter or exit the module through the applicable physical ports, and
data, unprotetcted or encrypted, enters or exits the module via the applicable phys

y that only
that no other
ical ports.

TE03.19.03

The testeri shall verify the correctness of any rationale provided by the vendor. Th
proof is‘or the vendor; if there is any uncertainty or ambiguity, the tester shall ask
to preduce additional information as needed.

b burden of
the vendor

TE03.19.04

The tester shall, by attempting to access the communication link, verify that the p
trusted path prevents unauthorized modification, substitution, and disclosure aloj
munication link.

aintext
ng the com-
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Table 57 — VE and TE of AS03.20

Plaintext trusted path — levels 3 and 4

AS03.20

ISO/IEC
19790:2025,

7.3.4.3

the logical interfaces used for the plaintext trusted path shall be logically separated from all

other interfaces; or {AS03.19 shall be satisfied}

Required vendor information

VEO03.20.01 The vendor-provided documentation shall describe how the logical interfaces used in the
plaintext trusted path to input and output plaintext CSPs are logically separated from all other
interfaces.

VEO03.20.02 If the cryptographic module inputs or outputs plaintext CSPs, the module shall ensure that
plaintext CSPs enter or exit the module through the applicable logical interface using the plain-
text trusted path, and that no other data, unprotected or encrypted, enters or exits the module
via the applicable logical interface using the plaintext trusted path.

VE03.20.03 The vendor-provided documentation shall provide rationale on how the plaintext frusted path
prevents unauthorized modification, substitution, and disclosure along the commfinication
link.

Required te$t procedures

TE03.20.01 The tester shall review the vendor-provided documentation and inspect the cryptpgraphic
module to verify that the applicable logical interfaces used in-the'plaintext trusted path to
input and output of plaintext CSPs are logically separated frofwall other logical inferfaces of
the module.

TE03.20.02 If the cryptographic module inputs or outputs plaintext-€SPs, the tester shall verify that plain-
text CSPs enter or exit the module through the applicable logical interface using tHe plaintext
trusted path, and that no other data, unprotected or encrypted, enters or exits thg module via
the applicable logical interface using the plajdtext trusted path.

TE03.20.03 The tester shall verify the correctness of any'rationale provided by the vendor. The burden of
proof is on the vendor; if there is any uneertainty or ambiguity, the tester shall asif the vendor
to produce additional information as needed.

TE03.20.04 The tester shall, by attempting to dceess the communication link, verify that the plaintext
trusted path prevents unauthorized modification, substitution, and disclosure along the com-
munication link.

Table 58 — VE and TE of AS03.21

Plaintext trysted path — levels 3 and 4

AS03.21 identity-based authentication shall be employed for all services utilising the plainfext trusted

ISO/IEC path; and

19790:2025,.3.4.3

Required vepdor information

VE03.21.01 The vendor shall provide a description of the authentication mechanism used by the plaintext
trusted path.

Required test procedures

TE03.21.01 The tester shall verifv that an identitv-hased anthentication mechanism is Pmp]ml d for all
services utilizing the plaintext trusted path. The tester shall verify that services utilising the
plaintext trusted path are not provided without successfully passing the operator authentica-

tion.
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Table 59 — VE and TE of AS03.22

Plaintext trusted path — levels 3 and 4

AS03.22
ISO/IEC

19790:2025, 7.3.4.3

a status indicator shall be provided when the plaintext trusted path is in use.

Required vendor information

VE03.22.01

The vendor shall provide description of the indicator provided when plaintext trusted path is

in use.

Required test procedures

TE03.22.01 The tester shall verify, by exercising the module, that the status indicator is provided when the
plaintext trusted path is in use.
6.3.3.2 Serurity level 4

Table 60 — VE and TE of AS03.23

Plaintext trysted path — level 4

AS03.23 In addition to the requirements of security level 3, multi-factoridentity-based authentica-

ISO/IEC tion or other authentication methods, as specified for security level 4 in ISO/IEC 1p790:2025,

19790:2025, .3.4.4 |Annex E, shall be employed for all services utilising the plaintext trusted path.

Required vepdor information

VEO03.23.01 The vendor shall provide a description of the multisfactor identity-based authenti¢ation mech-
anism used by the plaintext trusted path.

Required te$t procedures

TE03.23.01 The tester shall verify that a multi-factoridentity-based authentication mechanisin is em-

ployed for all services utilising the plaintext trusted path. The tester shall verify t
utilising the plaintext trusted path arénot provided without successfully passing
authentication.

hat services
the operator

6.3.4 Protected internal paths

Table 61 — VE and TE of AS03.24

Protected irfternal paths — levels 2, 3-and 4

AS03.24 At security levels 2, 3, and 4, protected internal paths shall employ approved crypfographic
ISO/IEC algorithms to provide confidentiality and integrity of security relevant data and cpntrols.
19790:2025,.3.4.4
Required vepdor information
VE03.24.01 The vendor shall provide documentation that specifies protected internal paths fdr confidenti-
ality and integrity of security relevant data and controls.
VE03.24.02 The vendor-provided documentation shall describe the cryptographic algorithms|the integ-
T it_y mrechantshratd-the }\c_y establishmentmethodstusedforat-the-intermat prot ted paths

for data and controls and provide a validation certificate if available or vendor affirmation as

specified in VE02.18.01 and VE02.18.03.

Required test procedures

TE03.24.01 The tester shall verify that the vendor-provided documentation specifies protected internal
paths for confidentiality and integrity of security relevant data and controls.

TE03.24.02 The tester shall verify that the vendor-provided documentation describes the cryptographic
algorithms, the integrity mechanism and the key establishment methods and provides a vali-
dation certificate if available or vendor affirmation as specified in TE02.18.01 and TE02.18.03.

TE03.24.03 For documented methods in VE03.24.01 and VE03.24.02, the tester shall verify by test and

inspection of the module that the internal path of the module is using the methods described.
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6.4 Roles, services, and authentication

6.4.1 Roles, services, and authentication general requirements

Table 62 — VE and TE of AS04.01

Roles, services, and authentication general requirements — levels 1, 2, 3 and 4

AS04.01
ISO/IEC

19790:2025, 7.4.1

A cryptographic module shall support authorized roles for operators and correspo
es within each role. A single operator may assume multiple roles.

nding servic-

Required test procedures

This assertion is tested as part of AS04.11.

Table 63 — VE and TE of AS04.02

Roles, servig

es, and authentication general requirements — levels 1, 2, 3 and 4

AS04.02

ISO/IEC
19790:2025,

7.4.1

If a cryptographic module supports concurrent operators, then the niodule shall infternally

maintain the separation of the roles assumed by each operator andythe correspond

ing services.

Required ve

ndor information

VE04.02.01

The vendor-provided documentation shall specify whethermultiple concurrent op
allowed. The vendor-provided documentation shall specify the method by which s
the authorized roles and services performed by each.eperator is achieved. The ven|
documentation shall also describe any restrictiafis on concurrent operators.
EXAMPLE 1

One operator in a maintenance role and another in a user role simultaneously is ng
EXAMPLE 2

Multiple concurrent operators up to 16 0perators in a user role are supported, but
key generation service can be run ata'time in the cryptographic module.
EXAMPLE 3

When multiple concurrent operators in a crypto officer role are logged in, but each
ficer cannot change the authentication data of the other operators in a crypto offic

erators are
bparation of
dor-provided

t accepted.

pnly one RSA

crypto of-
errole.

Required te

5t procedures

TE04.02.01

The tester shall verify that the vendor-provided documentation describes the method imple-

mented by the module to enforce separation between the roles and services perfoi]
concurrent gperators.

med by

TE04.02.02

If the module supports more than one role then the tester shall assume the identit}
pendentiaperators: operator 1 and operator 2. The operators shall assume differen
testershall verify that only the services allocated to each role can be performed in
Thie'tester shall also attempt, for each operator, to access services that are unique {
assumed by the other operator in order to verify that separation is maintained bet
roles and services allowed in concurrent operators.

 of two inde-
t roles. The
that role.

o therole
ween the

TE04.02.03

If the vendor-provided documentation specifies any restrictions on concurrent op

brators, the

testerstrattattempttoviotate therestrictiors by attemptingtoconcurrently assmr
roles as independent operators and verify that the module enforces the restriction

1e restricted
S.
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Table 64 — VE and TE of AS04.03

Roles, services, and authentication general requirements — levels 1, 2, 3 and 4

AS04.03

ISO/IEC
19790:2025, 7.4.1

The documentation for roles, services, and authentication specified in ISO/IEC 19790:2025,

A.2.3 shall be provided.

Required vendor information

VE04.03.01

The vendor shall provide documentation for roles, services, and authentication as described

ISO/IEC 19790:2025, A.2.3.

Required test procedures

TE04.03.01

The tester shall check that vendor-provided documentation defines roles, services,

tication in accordance with the specification in ISO/IEC 19790:2025, A.2.3.

and authen-

6.4.2 Rolas

Table 65 — VE and TE of AS04.04

Roles — levgls 1, 2, 3 and 4

AS04.04
ISO/IEC

19790:2025,.4.2

A cryptographic module shall, at a minimum, support a crypto officer role.

Required te$t procedures

This assertioh is tested as part of AS04.05.

Table 66 — VE and TE©0fAS04.05

Roles — levgls 1, 2, 3 and 4

AS04.05
ISO/IEC

19790:2025, [.4.2

The crypto officer role shall be assuméd to perform cryptographic initialization oy
ment functions, and general security'services (e.g. module initialization, managem
PSPs, and auditing).

manage-
ent of CSPs,

Required vepdor information

VE04.05.01

In the documentation required, the vendor shall include at least one crypto-officer
roles shall be specified;by name and allowed services.

role. These

Required te$t procedures

TE04.05.01

The tester shall verify that the vendor-provided documentation defines at least on
to-officer role. The tester shall verify that roles are specified by name and allowed
specifiedinrAS04.05.

e Cryp-
services as

Table 67 — VE and TE of AS04.06

Roles — levels 1,2;3and 4

AS04.06

If the cryptographic module supports a user role, then the user role shall be assum

b caxraicac ol Al o oot o oo EREPN

ed to

ISO/IEC
19790:2025, 7.4.2

Barfori-canaia. exzi incliading oot L Harationc oo i
o gt trarseCutrity Serviee STttt S =t toOgTrapit-opttrat o santomer—=a
134 =) J g ) JPYYs Y P

security functions.

proved

Required vendor information

VE04.06.01

If the cryptographic module supports a user role, the vendor-provided documentation shall (1)

explicitly state that a user role is supported, and (2) completely specify the role by
allowed services.

name and

Required test procedures

TE04.06.01

If the cryptographic module supports a user role, the tester shall verify that the vendor-pro-
vided documentation defines at least one user role. The tester shall verify that user role is

specified by name and allowed services as specified in AS04.06.
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Table 68 — VE and TE of AS04.07

Roles — levels 1, 2, 3 and 4

AS04.07
ISO/IEC

19790:2025, 7.4.2

All plaintext CSPs, plaintext PSPs, and plaintext key components shall be zeroized when enter-

ing and when exiting the maintenance role.

Required vendor information

VE04.07.01

If the cryptographic module has a maintenance interface, the vendor-provided doc
tion shall 1) explicitly state a maintenance role is supported, 2) completely specify

umenta-
the role by

name, purpose, and allowed services, and 3) specify the maintenance access interface under

VEO03.12.01.

VE04.07.02

The vendor-provided documentation shall specify how the module’s plaintext CSPs, plaintext
PSPs, and plaintext key components are actively zeroized when the maintenance role is entered

and exited.

Required te

5t procedures

TE04.07.01

The tester shall verify if the specifications of the module interfaces indicate @ mairj
access interface (see AS03.12). If so, the tester shall verify the vendor-previded do
pertaining to the authorized roles and verify that it specifies the maintenance role
purpose, and allowed services.

tenance
umentation
by name,

TE04.07.02

The tester shall verify if the specifications of the module intepfacés define a maintg
and check the zeroization of all plaintext CSPs, plaintext PSPsfand plaintext key co
described in the module specification.

nance role
mponents as

TE04.07.03

While in the maintenance role, the tester shall enter, for-all plaintext CSPs, plaintes
plaintext key components, known values which areeffective in demonstrating the
and, upon exit from the maintenance role, the tester shall verify that zeroization h
place.

t PSPs, and
zeroization
hs taken

6.4.3 Sery

6.4.3.1 Se

ices

Fvices general requirements

Table 69—~ VE and TE of AS04.08

Services — levels 1, 2, 3 and 4

AS04.08

ISO/IEC 1979
7.4.3.1

0:2025,

Services shall refex'to all operations or functions that can be performed by a modqule.

Required te

5t procedures

This assertio|

h is not

separdtely tested.

Table 70 — VE and TE of AS04.09

Services — l|evels 1,2,3 and 4

AS04.09

ISO/IEC 1979
7.4.3.1

0:2025,

Service mputs shattcomsistof attdata orcontrotimputs to the modute that tmitiat
specific services, operations, or functions.

or obtain

Required test procedures

This assertion is not separately tested.
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Table 71 — VE and TE of AS04.10

Services — levels 1, 2, 3 and 4

AS04.10

ISO/IEC 19790:2025,

7.4.3.1

Service outputs shall consist of all data outputs, control outputs, and status outputs that
result from services, operations, or functions initiated or obtained by service inputs.

Required test procedures

This assertion is not separately tested.

Table 72 — VE and TE of AS04.11

Services — levels 1, 2, 3 and 4

AS04.11

ISO/IEC 1979
7.4.3.1

0: 2025,

Each FOR £ olhall 1 : Y
LdAdCIT OCI VIUU llll_lub SIIAITTCOUIL IIT A OCT VIUU uu\,l_lu\,.

Required ve

ndor information

VE04.11.01

The vendor-provided documentation shall describe the purpose anid function o
service. The documentation shall include for each service: service’inputs, corre
service outputs, and the authorized role or roles in which the-service can be pef

each
tponding
formed.

Required te

5t procedures

TE04.11.01

The tester shall check the vendor-provided documentatipn and verify that the
function of each service is described. The tester shallalso check that the follow
mation is specified for each service: service inputs, corresponding service outp
authorized role or roles in which the service can‘be performed.

urpose and
ng infor-
its, and the

TE04.11.02

The tester shall perform the following for €ach service (i.e. security and non-se
es, both approved and non-approved services).

a)

Enter each of the specifiedyservice inputs and observe that they
specified service outpugs.

b)
to enter each of the specified service inputs and observe that they
specified servige outputs.

For services that require the operator to assume a role, assume th
not specified for the service and enter each of the specified servig
obsérye that the service is not provided.

For services that require the operator to assume an authenticated
shall be assumed and authenticated to enter each of the specified s
and observe that they result in the specified service outputs.

d)

e)
role shall be assumed but the authentication data shall be mo
authentication and enter each of the specified service inputs with
authenticate data and observe that the service is not provided.

£

Furity servic-

result in the

For services that require the operator to assume a role, the role shall be assumed

result in the

e role that is
e inputs and

role, the role
Prvice inputs

For services that require the operator to assume an authenticafed role, the

lified to fail
the modified

FUl SCI1 ViLCD t}ldt lJl UVidC ddtd Uutput UvcCl t}lC ddtd Uutput illtCl fd
shall verify the result against the expected result.
EXAMPLE

1)

will verify the data output result as a function of the provided input data.

ce, the tester

If the service provides data output which is a function of the services data input, the tester
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Table 73 — VE and TE of AS04.12

Services — levels 1, 2, 3 and 4

AS04.12

ISO/IEC 19790:2025,

7.4.3.1

A cryptographic module shall provide the following services to operators:

Required test procedures

This assertion is not separately tested.

Table 74 — VE and TE of AS04.13

Services — levels 1, 2, 3 and 4

AS04.13

ISO/IEC 1979
7.4.3.1

TL. i L daal Laoll £ £l A | R | £ L0 Jd 11
IIIC U1 )’P\,USI aPlllb IIITUUUIC OSITdI1l UuLPuL CIIC TIAITNIC U TITUUUIC TUTITIUITICT, dITU UIIC V{
formation that can be correlated with a validation record (e.g. hardware and-éith
or firmware versioning information).

0:2025,

rsioning in-
er software

Required ve

ndor information

VE04.13.01 The vendor-provided documentation shall describe the output of theé current narphe and ver-
sioning information of the cryptographic module.

VE04.13.02 The vendor-provided documentation shall identify the name 6r;module identifief and the
versioning information which will be posted as the validatiof,record.

VE04.13.03 The vendor-provided documentation, either non-proprietary security policy or an admin-
istrator guidance, shall specify how to correlate the gutput of the current name gnd the
versioning information with a validation record.

Required te$t procedures

TE04.13.01 The tester shall verify that the service outputs’(i.e. name or module identifier anfl versioning
information) are consistent with specification and with information provided urjder asser-
tions AS02.09, AS02.10, and AS11.04.

TE04.13.02 The tester shall verify that the documentation provided by the vendor (i.e. non-pjoprietary
security policy or an Administrator guidance) provides sufficient information toJunambigu-
ously identify the module version.

TE04.13.03 The tester shall verify that the output of the current name or module identifier ahd the

versioning information iSsufficient for an operator to correlate the module with
record, with the help of hon-proprietary security policy or an administrator guid

a validation
ance.

Table 75 — VE and TE of AS04.14

Services — levels 1, 2, 3 and 4

AS04.14

ISO/IEC 1979
7.4.3.1

The criyptographic module shall output current status. This may include the outy

0:2025, |indicators in response to a service request.

ut of status

Required ve

ndor information

VE04.14.01

The vendor-provided documentation shall describe the output of the current sta
module.

us of the

Required test procedures

TE04.14.01 The tester shall verify the vendor-provided documentation to verify that the “show status”
service is allocated to at least one authorized role. The tester shall verify that these services
are described as specified in AS04.14.

TE04.14.02 The tester shall verify that the “show status” indicator matches the vendor-provided docu-

mentation.
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Table 76 — VE and TE of AS04.15

Services — levels 1, 2, 3 and 4

AS04.15 The cryptographic module shall perform the pre-operational self-tests and conditional self-

ISO/IEC 19790:2025, |tests as specified in ISO/IEC 19790:2025, 7.10.

7.4.3.1

Required vendor information

VE04.15.01 The vendor-provided documentation shall describe the initiation and running of user callable
self-tests.

Required test procedures

TE04.15.01 The tester shall verify that the module provides for the initiation of the running of pre-oper-
ational self-tests, as specified in ISO/IEC 19790:2025, 7.10 performed under documentation
verifieation T EA-04-04

TE04.15.02 The tester shall initiate the service to perform self-tests. The tester shall vernify-that the
pre-operational self-tests as specified in ISO/IEC 19790:2025, 7.10 have been perfformed.

TE04.15.03 The tester shall initiate the service to perform self-tests. The tester shall verify that once the

module returns to the operational state, that all conditional cryptographic algor|thm self-
tests as specified in ISO/IEC 19790:2025, 7.10 are performed before the next opefational use
of the cryptographic algorithm.

Table 77 — VE and TE of AS04.16

Services — levels 1, 2, 3 and 4

AS04.16 The cryptographic module shall perform at least éne approved security function|as specified
ISO/IEC 19790:2025, |inISO/IEC 19790:2025, 7.2.
7.4.3.1

Required te$t procedures

This assertiop is not separately tested.

Table 78 — VEE and TE of AS04.17

Services — levels 1, 2, 3 and 4

AS04.17 The cryptographic medtle shall perform zeroization of the parameters as specifjed in ISO/
ISO/IEC 19790:2025, [IEC19790:2025, Z9\2
7.4.3.1

Required te$t procedures

This assertiop is not separately'tested.

6.4.3.2 Cryptographicbypass

Table 79 — VE and TE of AS04.18

Services — levels 1, 2, 3 and 4

AS04.18 If the module can output a particular data or status item in a cryptographically protected
ISO/IEC 19790:2025, |form, and (as a result of module configuration or operator intervention) can also output the
7.4.3.2 item in a non-protected form, then a bypass capability shall be defined.

Required vendor information

VE04.18.01 If the module implements a bypass capability, the vendor-provided documentation shall de-
scribe the bypass service.

Required test procedures

TE04.18.01 The tester shall verify that the module implements a bypass capability as specified in the
vendor-provided documentation.
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Table 80 — VE and TE of AS04.19

Services — levels 1, 2, 3 and 4

AS04.19

ISO/IEC 19790:2025,

7.4.3.2

the operator shall assume an authorized role before configuring the bypass capability;

Required vendor information

VE04.19.01

If the module implements a bypass capability, the vendor-provided documentation shall de-

scribe how the operator assumes an authorized role before configuring the bypa

ss capability.

Required test procedures

TE04.19.01 The tester shall verify from the vendor documentation that the module requires an operator
to assume an authorized role before configuring the bypass capability.

TE04.19.02 The tester shall assume the defined role thatis documented to configure the bypass capabili-
ty and perform the configuration.

TE04.19.03 The tester shall assume a defined role that is not documented to configure the bypass
capability and attempt to perform the bypass configuration. The tester shall verijfy that the
attempt fails.

Table 81 — VE and TE of AS04.20

Services — levels 1, 2, 3 and 4

AS04.20 two independent internal actions shall be required bytfie module to activate the|capability to

ISO/IEC 19790:2025, |prevent the inadvertent bypass of plaintext data dae to a single error.

7.4.3.2

Required vepdor information

VE04.20.01 If the module implements a bypass capability, the vendor-provided documentati¢n shall de-
scribe the bypass service as specifieddnAS04.20.

VE04.20.02 The finite state model and other vendor-provided documentation shall indicate, for all transi-
tions into an exclusive or alternating bypass state, two independent internal actions that are
required to transition into eachbypass state.

Required te$t procedures

TE04.20.01 The tester shall verify whether the bypass capability is implemented by the modlile. The
tester shall verify thelvendor-provided documentation to verify that the bypass ¢apability is
allocated to at leastione authorized role.

TE04.20.02 The tester shall verify the finite state model and other vendor-provided documentation to
ensure that each transition into an exclusive or alternating bypass state shows tyo independ-
ent intenhal‘actions. This shall occur in order for the cryptographic module to trgnsition into
either exclusive or alternating bypass state.

TE04.20.03 The:tester shall attempt to transition to each bypass state from each state that shows such a

transition and verify that it takes two internal actions to accomplish each such ti

ansition.

Table 82 — VE and TE of AS04.21

Services —1

evels 1,2, 3 and &

AS04.21

ISO/IEC 19790:2025,

7.4.3.2

The two independent internal actions shall modify firmware, software, or hardware behav-
iour (or a combination) that is dedicated to mediating the bypass capability (e.g. two different

software or hardware flags are set, one of which may be user-initiated);

Required vendor information

VE04.21.01 If the module implements a bypass capability, the vendor-provided documentation shall
specify how the two independent internal actions modify firmware, software, or hardware
behaviour (or a combination) that is dedicated to mediating the bypass capability.

VE04.21.02 The documentation provided by the vendor shall specify how the two independent internal

actions protect against the inadvertent bypass of plain text data to a single error.
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Table 82 (continued)

Required test procedures

TE04.21.01 The tester shall verify that the vendor-provided documentation specifies how the two inde-
pendent internal actions protect against the inadvertent bypass of plain text data due to a
single error.

TE04.21.02 The tester shall verify that the two independent internal actions modify firmware, software,

or hardware behaviour (or a combination) that is dedicated to mediating the bypass capa-
bility, by inspection of the module and by attempting to transition to each bypass state from
each state that shows such a transition.

Table 83 — VE and TE of AS04.22

Services — ]

AS04.22

7.4.3.2

ISO/IEC 19790:

the module shall show its status to indicate whether the bypass capability:

a) isnotactivated,and the moduleis exclusively providing servicesjwith cfyptographic
processing (e.g. plaintext data are encrypted);

b) isactivated and the module is exclusively providing services without cfyptographic
processing (e.g. plaintext data are not encrypted); or

c) is alternately activated and deactivated andthe module is prgviding some

services with cryptographic processing andssgmie services without c
processing (e.g. for modules with multipleccentmunication channels, |

ryptographic
laintext data

can be encrypted or not, depending on the'¢configuration of each chanfel).

Required ve

ndor information

VE04.22.01 The vendor-provided documentation for thie “show status” service shall indicat¢ bypass
status.

Required te$t procedures

TE04.22.01 The tester shall review the vendoréprovided documentation for the “show status” service
and verify the bypass service indication.

TE04.22.02 The tester shall transition te-each bypass state and verify that the “show statug’ indicates
the applicable bypass status.

6.4.3.3 Re-authentication bypass

Table 84 — VE and TE of AS04.23

Services — levels 1, 2, 3 and 4

AS04.23

ISO/IEC 1979
7.4.3.3

0:2025,

The re-atithentication bypass shall only be enabled by the crypto officer. This configuration
alengside any authentication state for operators may be preserved over resetting, rebooting,
of\power cycling of the module.

Required ve

ndorinformation

VE04.23.01

The vendor shall provide a description of the re-authentication bypass.

Required test procedures

TE04.23.01

The tester shall verify that the re-authentication bypass can only be enabled and configured
by the crypto officer.

Table 85 — VE and TE of AS04.24

Services — levels 1, 2, 3 and 4

AS04.24

ISO/IEC 19790:2025,

7.4.3.3

two independent internal actions shall be required by the module to prevent inadvertent
enabling of the re-authentication bypass due to a single error.

Required test procedures

This assertion is tested as part of AS04.25.
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Table 86 — VE and TE of AS04.25

Services — levels 1, 2, 3 and 4

AS04.25

ISO/IEC 19790:2025,

7.4.3.3

The two independent internal actions shall modify firmware, software, or hardware behav-
iour (or a combination) that is dedicated to mediating the re-authentication bypass (e.g. two
different software, firmware or hardware flags are set, one of which may be user-initiated);

and

Required vendor information

VE04.25.01

The vendor shall define a set of two internal actions to be independently done in
activate the re-authentication bypass.

order to

VE04.25.02

The documentation provided by vendor shall specify how the two independent internal
actions modify software or hardware behaviour that is dedicated to mediating the re-authen-

tication bypass.

VE04.25.03

The documentation provided by vendor shall specify how the two independent ifternal ac-

tions protect against the inadvertent output due to a single error.

Required te

5t procedures

TE04.25.01

The tester shall determine whether the cryptographic module implefwerits a re-guthentica-

tion bypass. The tester shall verify that the vendor-provided documentation spe
independent internal actions performed by the cryptographic niodule before act
re-authentication bypass. The tester shall also verify that vendor-provided docu
specifies how the two independent internal actions protect\dgainst the inadvertg
due to a single error.

Fifies the two
vating the
mentation

nt output

TE04.25.02

The tester shall activate the re-authentication bypassand verify that the two ind
internal actions function as specified. If any software or firmware components
in the process of activation, the tester shall examine the applicable source code
the software or firmware components suppart the requirement for two indepen
actions before activating the re-authentication bypass.

ependent

e executed
?E ensure that

ent internal

TE04.25.03

The tester shall verify that the vendor-previded documentation specifies how th
pendent internal actions protect against the inadvertent output due to a single e

b two inde-
ror.

Table 87 — VE and TE of AS04.26

Services — levels 1, 2, 3 and 4

AS04.26

ISO/IEC 1979
7.4.3.3

0:2025,

the module shall shaow its status to indicate whether the re-authentication bypas
ed.

s is activat-

Required ve

ndor information

VE04.26.01 The vendot; shall document the status indicator used to confirm whether the re-guthentica-
tion bypass is enabled.

Required te$t procedurés

TE04.26.01 The tester shall confirm that the vendor-provided documentation details the stafus indicator
used to confirm whether the re-authentication bypass is enabled.

TE04.26.02 The tester shall enable the re-authentication bypass and confirm the documentef status indi-
cator lists the re-authentication bypass as enabled.

TE04.26.03 The tester shall disable the re-authentication bypass and confirm the documented status

indicator lists the re-authentication bypass as disabled.
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6.4.3.4 Software/Firmware loading

Table 88 — VE and TE of AS04.27

Services — levels 1, 2, 3 and 4

AS04.27

ISO/IEC 19790:2025,
7.4.3.4

If a cryptographic module has the capability of loading its software, firmware or bitstream
components from an external source, then the following requirements shall apply: {AS04.28
to AS04.32}

Required test procedures

This assertion is tested as part of AS04.28, AS04.29, AS04.30, AS04.31 and AS04.32.

Table 89 — VE and TE of AS04.28

l
Services — llevels 1,2,3and 4

AS04.28

ISO/IEC 19790:2025,
7.4.3.4

the security policy shall specify that, by policy, the operator may only load softwpre, firm-
ware or bitstream validated by a certification body prior to loading to maintain yalidation,
except when loaded into a secure container meeting the requirementsof ISO/IE( 19790:2025,
7.5;

Required te$t procedures

This assertioh is tested as part of ASB.01.

NOTE 1 Thisfassertion refers to ISO/IEC TS 20540.

Table 90 — VE and TE of AS04.,29

Services — levels 1, 2, 3 and 4

AS04.29

ISO/IEC 19790:2025,
7.4.3.4

the software/firmware load test specified in ISO/IEC 19790:2025, 7.10.4.4 shall je performed
before the loaded code can be executed;

Required te$t procedures

This assertioh is tested as part of AS10.37, AS10.38,AS10.39, AS10.40, AS10.41 and AS10.42.

Table'91 — VE and TE of AS04.30

Services — levels 1, 2, 3 and 4

AS04.30

ISO/IEC 19790:2025,
7.4.3.4

the cryptographic module shall withhold execution of any loaded or modified approved
security functions until after the pre-operational self-tests specified in ISO/IEC 19790:2025,
7.10.3 have/been successfully executed.

Required te$t procedures

This assertioh is tested @s-part of AS10.37, AS10.38, AS10.39, AS10.40, AS10.41 and AS10.42.

Table 92 — VE and TE of AS04.31

Services — levels1+2;3and+4

AS04.31

ISO/IEC 19790:2025,
7.4.3.4

Where pre-operational self-tests only cover the loaded or modified code, it shall be demon-
strated why the excluded self-tests are not re-run; and

Required vendor information

VE04.31.01

The vendor-provided documentation shall specify why it is not necessary to re-run the
excluded self-tests when the pre-operational self-tests only cover a sub-set of the pre-opera-
tional self-tests supported by the module.

Required test procedures

TE04.31.01

The tester shall verify that the vendor-provided documentation specifies why excluded self-
tests are not required to be re-run, when pre-operational self-tests only cover a sub-set of the
pre-operational self-tests supported by the module.
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Table 92 (continued)

TE04.31.02 The tester shall exercise the cryptographic module and verify that the module operates ac-
cording to the documentation.

TE04.31.03 The tester shall inject an error into the newly loaded or modified code. The tester shall initi-
ate the pre-operational test self-tests for the newly loaded or modified code. The tester shall
verify that the module fails and enters the error state.

TE04.31.04 The tester shall inject an error into the newly loaded or modified code. The tester shall ini-

tiate the pre-operational test self-tests for all the self-tests supported by the module except
for the sub-set of self-tests supported or the newly loaded or modified code. The tester shall
verify that the module does not fail or enter the error state.

Table 93 — VE and TE of AS04.32

Services — llevels 1,2,3and 4

AS04.32

ISO/IEC 1979
7.4.3.4

0:2025,

the modules versioning information shall be modified to represent the addition d
the newly loaded software or firmware.

r update of

Required ve

ndor information

VE04.32.01 The vendor shall provide the means to read the version of thehewly loaded software or firm-
ware.

Required te$t procedures

TE04.32.01 The tester shall load new software/firmware in the module. The tester shall verify that the

versioning information is modified to represent the\addition or update of the newly loaded
software or firmware.

6.4.4 Authentication

6.4.4.1 Au

thentication general requirements

Table 94 —<VE and TE of AS04.33

Authenticat

on — levels 2, 3 and 4

AS04.33

ISO/IEC 1979
7.4.4.1

0:2025,

If role-based authentication mechanisms are supported by a cryptographic modtle, the
module shall require that one or more roles either be implicitly or explicitly sele¢ted by the
operator and {shall authenticate the assumption of the selected role (or set of roles).}

Required te

5t procedures

This assertio|

h is tested as part of’AS04.34.

Table 95 — VE and TE of AS04.34

Authenticat

on — levels 2, 3 and 4

AS04.34

{If role-based authentication mechanisms are supported by a cryptographic module, the

ISO/IEC 1979
74.4.1

072025,

pu - | Loll H 4+l i 1 akla L. H Liaisl licisl 1 db h
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operator} and shall authenticate the assumption of the selected role (or set of roles).

Required vendor information

VE04.34.01

The vendor shall document the type of authentication performed for the module. The vendor
shall document the mechanisms used to perform the implicit or explicit selection of a role or
set of roles and the authentication of the operator to assume the role(s).

Required test procedures

TE04.34.01 The tester shall verify that the vendor-provided documentation specifies the mechanisms
used to select a role or roles and to authenticate the operator to assume a role.

TE04.34.02 The tester shall verify that the module authenticates the operator to a selected role

TE04.34.03 The tester shall assume each role and initiate an error during the authentication procedure.

The tester shall verify that the module denies access to each role.
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Table 96 — VE and TE of AS04.35

Authentication — levels 2, 3 and 4

AS04.35

ISO/IEC 19790:2025,

7.4.4.1

If a cryptographic module permits an operator to change roles, then the module shall authen-
ticate the assumption of any role that was not previously authenticated for that operator.

Required vendor information

VE04.35.01

The vendor-provided documentation shall describe the ability of an operator to change roles
and shall state that an operator shall be authenticated in order to assume a new role.

Required test procedures

TE04.35.01 The tester shall review the vendor-provided documentation to verify that the method by
which an operator can change roles includes the authentication of the operator to assume a
nawurrala

TE04.35.02 The tester shall verify that the module authenticates the operator to a new role.

TE04.35.03 The tester shall perform the following tests.

a) Assume arole, attempt to change to another role that the gperator is authorized to
assume, and verify that the module allows the operator té request servjices assigned
to the new role.

b) Assume arole, attempt to change to another rolethat'the operator is npt authorized
to assume, and verify that the module does notallow the operator tp request the
services assigned only to the new role.

Table 97 — VE and TE of AS04.36

Authenticatjon — levels 3 and 4

AS04.36 If identity-based authentication mechanisms are supported by a cryptographicjmodule, the

ISO/IEC 19790:2025, |module shall require that the operaterbe individually and uniquely identified, {shall require

74.4.1 that one or more roles either be implicitly or explicitly selected by the operator}} {shall

authenticate the identity of the ‘eperator and that the operator is authorised to assume the
selected role or set of roles.}

Required vepdor information

VE04.36.01 The vendor-provided:documentation shall specify the type of authentication imjplemented

within the module.The vendor documentation shall specify:

a) the mechanism(s) used to perform the identification of the operator,

NOTE 1 This is associated with AS04.36.
b) ~the mechanism(s) used to perform the authentication of the operator’s$ identity,
NOTE 2 This is associated with AS04.38.

¢) the mechanism(s) used to perform the implicit or explicit selection of 4 role or set of
roles,

NOTE 3 This is associated with AS04.37.

d) the mechanism(s) used to perform the verification of the authorifation of the
operator to assume the role(s), and

NOTE 4 This is associated with AS04.38.
e) the mechanism(s) used to internally maintain the relationship between the

to assume by the operator.
NOTE 5 This is associated with AS04.37, AS04.38, and AS04.39.

identified and authenticated operator and the selected role or set of roles authorized

Required test procedures

TE04.36.01

The tester shall verify that the vendor-provided documentation specifies:
a) how the operator is uniquely identified,
NOTE 6 This is associated with AS04.36.

how that identity is authenticated,

b)
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Table 97 (continued)
NOTE 7 This is associated with AS04.38.

c¢) how the operator chooses a role,
NOTE 8 This is associated with AS04.37.

d) how the authorization of the operator to assume a role is performed
authenticated identity, and
NOTE 9 This is associated with AS04.38.

e) how the relationship is internally maintained between the id

authorized to assume.
NOTE 10 This is associated with AS04.37, AS04.38, and AS04.39.

based on the

entified and

authenticated operator and the selected role or set of roles to which the operator is

TE04.36.02 The tester shall inspect the module and review the vendor-provided documentgtion to
verify that it implements identification and authentication procedure as specifipd in the
vendor-provided documentation, provided under VE04.36.01.

TE04.36.03 The tester shall initiate an error during the authentication procedureland shallverify that
the module does not allow the tester to proceed beyond the authentication prodedure.

TE04.36.04 The tester shall successfully authenticate his/her identity to the module. When|required to
select one or more roles, the tester shall select roles which are n6t compatible with the au-
thenticated identity and shall verify that the authorizatiod to-assume these rolds is denied.
NOTE 11 This test procedure is associated with AS04.36and AS04.38.

Table 98 — VE and TE of AS04.37
Authenticatjon — levels 3 and 4
AS04.37 {If identity-based authentication mechanisms are supported by a cryptographic module, the

ISO/IEC 1979
74.4.1

0:2025,

module shall require that the operator beindividually and uniquely identified,}
that one or more roles either be implicitly or explicitly selected by the operator, &

hall require
nd {shall

authenticate the identity of the operator and that the operator is authorised to agsume the
selected role or set of roles.}
Required te$t procedures
This assertiop is not separately tested.
Table 99 — VE and TE of AS04.38
Authenticatjon — levels 3 and 4
AS04.38 {If identity-based authentication mechanisms are supported by a cryptographic module, the
ISO/IEC 19790:2025, |moduleshall require that the operator be individually and uniquely identified,} {shall require
74.4.1 thatene’or more roles either be implicitly or explicitly selected by the operator,}jand shall
authenticate the identity of the operator and that the operator is authorised to agsume the

selected role or set of roles.

Required te

5t procedures

This assertio|

h.ismot separately tested.
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Table 100 — VE and TE of AS04.39

Authentication — levels 3 and 4

AS04.39

ISO/IEC 19790:2025,

7.4.4.1

If a cryptographic module permits an operator to change roles, then the module shall verify
the authentication of the identified operator to assume any role that was not previously
authenticated and the authorization of the identified operator to assume any role that was
not previously authorized.

Required vendor information

VE04.39.01 The vendor-provided documentation shall specify:

a) whether the cryptographic module permits an operator to change roles;

b) how an operator can change roles after the operator is identified and authenticated;

L) how—the—r c}atiuuahip ts—inter uan_y mraintatred—betweenr—the—tdentified and
authenticated operator and the selected role or set of roles that'\the operator is
authorized to (see item e) of VE04.36.01);

d) how the cryptographic module enforces the verification ofyauthorifation of the
identified operator to assume a role that was not previouslyauthorizgd;

e) conditions under which the operator’s identity. shall be re-authenticated in
changing roles.

Required te$t procedures

TE04.39.01 The tester shall inspect the module and review the ¥endor documentation, to v¢rify that the
cryptographic module permits an operator to change roles.

TE04.39.02 The tester shall verify in the vendor-provided’documentation that the method iy which an
operator can modify roles without re-authentication of the operator’s identity ipcludes the
verification of the authorization of the operator for a role not previously authenfticated.

TE04.39.03 The tester shall perform the followingtests.

a) Assume each role, attempt to change to another role that the tester |s authorized
to assume, verify that<the tester’s identity is not required to be re-authenticated,
and verify that the tester can access the services associated with the pew role. The
tester shall perfofin services in the new role that were not associdted with the
previous role inerder to verify that the tester has assumed a differenf role.

b) Assume edch role, attempt to change to another role that the opprator is not
authorized to assume, and verify that the module denies access to the fole based on
the idertity of the operator.

Table 101 — VE and TE of AS04.40
Authenticatjon — levels_ 1'2; 3 and 4
AS04.40 When a cryptographic module is reset, rebooted, powered off and subsequently powered

ISO/IEC 1979
74.4.1

0:2025;

onh, the module shall require the operator to be authenticated, unless the re-auth
bypass is enabled.

bntication

Required ve

ndor information

VE04.40.01

The vendor-provided documentation shall describe how the results of previous authentica-
tions are cleared when the module is powered off.

Required test procedures

TE04.40.01 The tester shall verify that the vendor-provided documentation describes the clearing of
previous authentications upon power off of the module.
TE04.40.02 The tester shall authenticate to the module and assume one or more roles, power off the

module, power on the module, and attempt to perform services in those roles. To meet this
assertion, the module shall deny access to the services after powering on and require that the
tester be re-authenticated.
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Table 102 — VE and TE of AS04.41

Authentication — levels 1, 2, 3 and 4

AS04.41

ISO/IEC 19790:2025,

7.4.4.1

Authentication data within a cryptographic module shall be protected against unauthorized

use, disclosure, modification, and substitution.

Required vendor information

VE04.41.01

The vendor documentation shall describe the protection of all authentication data within
the module. Protection shall include the implementation of mechanisms that protect against

unauthorized use, disclosure, modification, and substitution.

Required test procedures

TE04.41.01 The tester shall verify that the vendor-provided documentation describes the protection of
abhantication dota Thotactar chall o o th ot thao dociian fation doccoribac by v the data

avthentication-data—The-testershall-verify-that the-documentation-deseribeshe
will be protected against unauthorized use, disclosure, modification, and substitjution.

TE04.41.02 The tester shall perform the attempt to access (by circumventing the documented protection
mechanisms) authentication data which the tester is not authorized to,access. If the module
denies access or allows access only to encrypted or otherwise protected’forms of data, the
requirement is met.

NOTE Appifoved security functions can be used as part of the authentication mechanism.

Table 103 — VE and TE of AS04.42
Authenticatjon — levels 1, 2, 3 and 4
AS04.42 Verifier data within a cryptographic module shallbe protected against unauthdrized use,

ISO/IEC 1979
74.4.1

0:2025,

disclosure, modification, and substitution ifitds considered a CSP, or {shall be p
against unauthorized modification and substitution if it is considered a PSP.}

Fotected

Required ve

ndor information

VE04.42.01 The vendor documentation shall describe the protection of all verifier data within the
module. Protection shall include'the implementation of mechanisms that proteg¢t against
unauthorized use, disclosure,;modification, and substitution.

Required te$t procedures

TE04.42.01 The tester shall verify that the vendor-provided documentation describes the njethod to
protect verifier data. The tester shall verify that the documentation describes How the data
will be protected.dgainst unauthorized use, disclosure, modification, and substjtution.

TE04.42.02 The tester shall. perform the following tests.

shall prevent or detect the modification or substitution of verifi

and any method not specified by the vendor-provided documentation|.

a) Attempt to access (by circumventing the documented protection mechanisms)
verifier data which the tester is not authorized to access. If the module denies
access or allows access only to encrypted or otherwise protected forn}s of data, the
requirement is met.

b) Attempt to modify or substitute the verifier data using the modules interfaces

The module
br data such
ithentication

that the module does not allow the tester to authenticate using a

data compatible with the modified or Substituted Veritier data or
compatible with the modified or substituted authentication data.

verifier data

NOTE Approved security functions can be used as part of the authentication mechanism.
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Table 104 — VE and TE of AS04.43

Authentication — levels 1, 2, 3 and 4

AS04.43

ISO/IEC 19790:2025,

7.4.4.1

disclosure, modification, and substitution if it is considered a CSP}, or shall be p
against unauthorized modification and substitution if it is considered a PSP.

{Verifier data within a cryptographic module shall be protected against unauthorized use,

rotected

Required vendor information

VE04.43.01

the module. Protection shall include the implementation of mechanisms that pr
unauthorized modification and substitution if it is considered a PSP.

The vendor-provided documentation shall describe the protection of all verifier data within

otect against

Required test procedures

TE04.43.01

The tester shall verify that the vendor-provided documentation describes the p

varifiar data Tho taoctar chall oo th ot tbha docoant oo doc o bac kot
HeF-eata—rie—teSste-Shaamrvettt

rotection of
data will be

VT et C- o tu et et ot S trro t oYyt

protected against unauthorized modification and substitution if it is consideved

| a PSP.

TE04.43.02

The tester shall perform the following tests.

a) Attempt to modify or substitute the verifier data using, the-modul
and any method not specified by the vendor-provided decimentation
shall prevent or detect the modification or substitution of verifi
that the module does not allow the tester to authenticate using a
data compatible with the modified or substitutedverifier data or

compatible with the modified or substituted autlientication data.

es interfaces
. The module
br data such
ithentication
verifier data

Table 105 — VE and TE of AS04.44

Authenticat

on — levels 2, 3 and 4

AS04.44

ISO/IEC 1979
7.4.4.1

0:2025,

If a cryptographic module does not containthe verifier data required to authenti
erator for the first time the module is accessed, then other authentication metho
cedural controls) shall be used to controlaccess to the module and initialize the
tion mechanisms.

cate the op-
s (e.g. pro-
huthentica-

Required ve

ndor information

VE04.44.01 The vendor-provided documeiitation shall specify means to control access to themodule
before it is initialized.

Required te$t procedures

TE04.44.01 The tester shall verify that the vendor-provided documentation describes the prpcedure by
which the operatoris authenticated upon accessing the module for the first time

TE04.44.02 If access to the module before initialization is procedurally controlled, the tester|shall initiate
a proceduralerror on an uninitialized module and shall verify that the module d¢nies access.
The testershall assume the authorized role and verify that the required authentjcation com-
plies with the documented procedures. The tester shall attempt to assume other|roles before
thésmodule has been initialized and verify that the module denies access to the rples.

Table 106 — VE and TE of AS04.45
Authenticatjon’= levels 2, 3 and 4
AS04.45 If default verifier data is used to control access to the approved security functions and pro-

ISO/IEC 19790:2025,

7.4.4.1

cesses of the module, then on first-time authentication, new verifier data shall be configured

for use in subsequent authentication attempts by each role or identity.

Required vendor information

VE04.45.01 The vendor-provided documentation shall specify how, upon first-time authentication, the
module enforces how the new verifier data shall be set for use in subsequent attempts by
each role or identity.

VE04.45.02 The vendor-provided documentation shall specify how, upon subsequent authentication at-

tempts, the module enforces that default verifier data cannot result in a successful authenti-

cation.
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Table 106 (continued)

Required test procedures

TE04.45.01 The tester shall verify that the vendor-provided documentation describes how, upon first-
time authentication, the module enforces the configuration of the new verifier data for use in
subsequent attempts by each role or identity.

TE04.45.02 If the module is designed to accept only new verifier data at first-time authentication, i.e. will

not accept re-use of the default verifier data, the tester shall re-enter the default verifier data.

If the module does not accept this verifier data, the test passes.

Table 107 — VE and TE of AS04.46

Authentication — levels 2, 3 and 4

AS04.46 This requirement shall be enforced by the module.
ISO/IEC 19790:2025,

7441

Required te$t procedures

This assertio

h is tested as part of AS04.44 and AS04.45.

Table 108 — VE and TE of AS04.47

Authenticatjon — levels 2, 3 and 4

AS04.47 The module shall implement an approved authentication mechanism as referenc¢d in ISO/IEC

ISO/IEC 19790:2025, [19790:2025, Annex E

7.4.4.1

Required vepdor information

VE04.47.01 The vendor-provided documentation shall describe the approved authentication|mechanism
used to authenticate operators.

VE04.47.02 If the module implements an approved authentication mechanism, the vendor shpll provide
a validation certificate or vendor affirmation, if available, as specified in VE02.1§.01 and
VE02.18.03.

Required te$t procedures

TE04.47.01 The tester shall verify that the authentication mechanism used to authenticate operators is
an approved one.

Table 109 — VE and TE of AS04.48
Authenticatjon — levels 2, 3-and 4
AS04.48 The Strength of the approved authentication mechanism shall be specified in thelsecurity

1SO/IEC 1979
74.4.1

0:2025,

policy in accordance with ISO/IEC 19790:2025, Annex B

Required te

5t procedures

This assertio

h'is\tested as part of ASB.01.

Table 110 — VE and TE of AS04.49

Authentication — levels 1, 2, 3 and 4

AS04.49

ISO/IEC 19790:2025,

If the cryptographic module uses security functions to authenticate the operator, then those

security functions shall be approved security functions.

7441

Required vendor information

VE04.49.01 The vendor-provided documentation shall specify the list of security functions used to au-
thenticate operators.

VE04.49.02 The vendor shall provide a validation certificate if available for each approved security func-

tion as specified in VE02.18.01.
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Table 110 (continued)

VE04.49.03

The vendor shall provide a list of all vendor affirmed security functions as specified in

VE02.18.03.

Required test procedures

TE04.49.01

The tester shall verify that the security functions used to authenticate operators
proved security functions.

are all ap-

Table 111 — VE and TE of AS04.50

Authentication — levels 2, 3 and 4

AS04.50 For each attempt to use the approved authentication mechanism, the module shall meet the

ISO/IEC 19790: 2025, |strength of the authentication objective.

7.4.4.1

Required vepdor information

VE04.50.01 The vendor-provided documentation shall specify each authentication.mechanigm and the
associated false acceptance rate or probability that a random accessqvill succeedl.

Required te$t procedures

TE04.50.01 The tester shall verify that the vendor-provided documentatijon for each authenfication
mechanism specifies the associated false acceptance or raidom access rate.

TE04.50.02 The tester shall verify that the vendor-provided documentation specifies how tq the objec-
tive for each authentication mechanism is met.

Table 112 — VE and TE of AS04.51
Authenticatjon — levels 2, 3 and 4
AS04.51 For multiple attempts to use the approved-authentication mechanism, the module shall use a

ISO/IEC 1979
7.4.4.1

0:2025,

rate limiting method to meet the strength of the authentication objective.

Required ve

ndor info

rmation

VE04.51.01 The vendor-provided docuntentation shall specify each authentication mechanism and the
associated rate limiting method for multiple attempts that meets the strength of|the authen-
tication objective.

Required te$t procedures

TE04.51.01 The tester shall verify the vendor-provided documentation for each authenticatipn mecha-
nism that the.associated rate limiting method for multiple attempts is specified.

TE04.51.02 The tester shall verify that the associated rate limiting method is meeting the objective in the
vendor-provided documentation for each authentication mechanism.

Table 113 — VE and TE of AS04.52
Authenticatjon < levels 2, 3 and 4
AS04.52 The approved authentication mechanism shall be met by the module’s implementation and

ISO/IEC 19790:2025,

7.4.4.1

not rely on documented procedural controls or security rules (e.g. password size restric-

tions).

Required vendor information

VE04.52.01

|The vendor shall provide complete description of the authentication mechanisms.

Required test procedures
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Table 113 (continued)

TE04.52.01

The tester shall inspect the module and review the vendor-provided documentation to verify
that the approved authentication mechanism is met by the module’s implementation and that

it does not rely on documented procedural controls or security rules.

TE04.52.02

If the module allows configuration of the authentication mechanism, the tester shall follow

the configuration instructions and then attempt to set authentication data to the

module

using verifier data that meets the strength of the authentication objective of the module,
e.g. password of a sufficient length. If the module allows the tester to set the authentication

mechanism, the test passes.

TE04.52.03

If the module allows configuration of the authentication mechanism, the tester shall follow

the configuration instructions and then attempt to set authentication data to the

module

using verifier data that does not meet the strength of the authentication objective of the mod-
ule, e.g. password of an insufficient length. If the module allows the tester to set the authenti-

cation mechanism to a weaker strength, the test fails.

Table 114 — VE and TE of AS04.53

Authenticat

on — level 2

AS04.53

1SO/IEC 1979
74.4.1

0:2025,

If the operating system implements the authentication mechanisi, then the auth
mechanism shall meet the requirements in ISO/IEC 19790:2025, 7.4.4 that are ap
the claimed security level of the authentication mechanisnt.

entication
plicable to

Required ve

ndor information

VE04.53.01 The vendor shall provide authentication mechanism'specification of the operatirlg system.
Required te$t procedures
TE04.53.01 The tester shall review the vendor-providedddgcumentation and inspect the module to verify
that the approved authentication mechanisim implemented in the operating syst¢m meets the
applicable requirements.
Table 115 — VE‘and TE of AS04.54
Authenticatjon — levels 2, 3 and 4
AS04.54 Feedback of authentication data to an operator shall be obscured during the autlentication

ISO/IEC 1979
7.4.4.1

0:2025,

process to anyone other.than the operator (e.g. when entering a password, indivi

dual charac-

ters are not displayedilong enough for anyone other than the operator to see themn).

Required ve

ndor information

VE04.54.01 The vendor-provided documentation shall specify the method used to obscure fgedback of
the authentication data to anyone other than the operator during entry of the authentication
data.

VE04.54.02 Thevendor-provided documentation shall specify how, if implemented, the vendpr allows
dneperator to confirm authentication data at the time of entry, while obscuring ainy useful
information to all others.

Required test procedures

TE04.54.01 The tester shall review the vendor-provided documentation to verify that the authentication
dafais obscured to anyone other than the operator during data entry.

TE04.54.02 The tester shall enter authentication data and verify that there is no visible display of authen-
tication data during data entry to anyone other than the operator.

TE04.54.03 If the vendor allows an operator to confirm authentication data at the time of entry, the tester

shall verify that this information is obscured from other entities.
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Table 116 — VE and TE of AS04.55

Authentication — levels 2, 3 and 4

AS04.55

7.4.4.1

ISO/IEC 19790:2025,

Feedback provided to an operator during an attempted authentication shall prevent weaken-
ing of the authentication mechanism strength beyond the required authentication strength.

Required vendor information

VE04.55.01

The vendor-provided documentation shall specify the feedback mechanism that
the operator is entering authentication data.

is used when

Required test procedures

TE04.55.01 The tester shall verify from the vendor-provided documentation that the feedback mecha-
nism does not provide information that can be used to guess or determine the authentication
data

TE04.55.02 The tester shall enter authentication data to assume each role to ensure thatthelfeedback
mechanism does not provide useful information.

6.4.4.2 Sefurity level 1

Table 117 — VE and TE of AS04.56

Authenticatjon — level 1

AS04.56 For security level 1, a cryptographic module is not required to employ authenticgtion mech-

ISO/IEC 19790:2025, |anisms to control access to the module. If a modulé«ddes not support authenticatjon mecha-

7.4.4.2 nisms, the module shall require that the operator‘either implicitly or explicitly s¢lect one or
more roles.

Required vepdor information

VE04.56.01 The vendor shall document the type of-authentication performed for the module]The vendor
shall document the mechanisms used to perform the implicit or explicit selectior] of a role or
set of roles and the authentication(ofthe operator to assume the role(s).

VE04.56.02 The non-proprietary security pelicy provided by the vendor shall provide a desctiption of the
roles, either implicit or expli¢it, that the operator can assume.

VE04.56.03 The non-proprietary security policy provided by the vendor shall provide instruftions for the
operator to assume either the implicit or explicit roles.

Required te$t procedures

TE04.56.01 The tester shall verify that the vendor-provided non-proprietary security policy provides
a descriptionof the roles, either implicit or explicit, that the operator can assumg and the
means tg assume each role.

TE04.56.02 The tester shall invoke the method described in the non-proprietary security policy and veri-
fy that each role can either be implicitly or explicitly assumed.

6.4.4.3 Seruritylevel 2

Table 118 — VE and TE of ASQ4.57

Authentication — level 2

AS04.57

ISO/IEC 19790:2025,

7.4.4.3

For security level 2, a cryptographic module shall at a minimum employ role-based authenti-

cation to control access to the module.

Required test procedures

This assertion is tested as part of AS04.33.
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6.4.4.4 Security level 3

Table 119 — VE and TE of AS04.58

Authentication — level 3

AS04.58

7.4.4.4

ISO/IEC 19790:2025,

mechanisms to control access to the module.

For security level 3, a cryptographic module shall employ identity-based authentication

Required test procedures

This assertion is tested as part of AS04.37 and AS04.38.

6.4.4.5 Security level 4

Table 120 — VE and TE of AS04.59

Authentication — level 4

AS04.59 In addition to the requirements at security level 3, a cryptographic‘module shall pmploy mul-

ISO/IEC 19790:2025, |ti-factor identity-based authentication mechanisms or another aythentication mgthod that

74.4.5 meets security level 4 requirements in [SO ISO/IEC 19790:2025, Annex E.

Required vepdor information

VE04.59.01 The vendor shall provide specification of a multi-factoriidentity-based authenticgtion
or another authentication method that meets securitylével 4 requirements in ISP/IEC
19790:2025, Annex E

Required test procedures

TE04.59.01 The tester shall verify the vendor documeiifation and assess multi-factor identity-based
authentication or another authenticationmethod that meets security level 4 reqyiirements in
[SO/IEC 19790:2025, Annex E.

TE04.59.02 If the module supports multi-factoridentity-based authentication, the tester shall verify
that the authentication mechanism's require multiple authentication factors of at{least two
independent authentication fagtor categories, by categorizing each authentication factor into
either something a person knows, something a person has, or something that a pgerson is.

6.5 Software/firmware security

6.5.1 Soft

jvare /firmware security general requirements

Table 121 — VE and TE of AS05.01

Software/fir

mware security general requirements — levels 1, 2, 3 and 4

AS05.01

The requirements of this clause shall apply to software, firmware, or bitstream co

mponents of

ISO/IEC a'cryptographic module.
19790:2025, .51
Required test Pr ocedures

This assertion is tested as part of AS05.09, AS05.10, AS05.11, AS05.12, AS05.13, AS05.14, AS05.15, AS05.16, AS05.17,
AS05.18, AS05.19, AS05.20, AS05.21, AS05.22, AS05.23, AS05.24, AS05.25, AS05.26, AS05.27, AS05.28 and AS05.29.
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Table 122 — VE and TE of AS05.02

Software/firmware security general requirements — level 1

AS05.02
ISO/IEC

19790:2025, 7.5.1

The secure container shall be controlled to prevent the non-validated executable firmware
within the secure container from interfering or compromising the cryptographic module. In
addition, {the following requirements shall apply:} {AS05.04 to AS05.08}

Required vendor information

VE05.02.01

The vendor shall provide a description of how the secure container is controlled to prevent the
non-validated executable firmware within the secure container from interfering or compro-
mising the cryptographic module.

Required test procedures

TE05.02.01 The tester shall review the vendor-provided documentation and by inspection of the implemen-
tation-thatthe-seeure-containeris-controled-to-preventthe-non—ralidated-exeentaple firmware
within the secure container from interfering or compromising the cryptographiethodule.

NOTE Thisjassertion is not applicable if the cryptographic module vendor does not claim the se¢uré cgntainer.

Table 123 — VE and TE of AS05.03

Software/firmware security general requirements — level 1

AS05.03 {The secure container shall be controlled to prevent the non<alidated executable firmware

ISO/IEC within the secure container from interfering or compromisitigthe cryptographic hodule.} In

19790:2025, .5.1 |addition, the following requirements shall apply: {AS05:04-to AS05.08}.

Required te$t procedures

This assertio|

h is tested as part of AS05.04, AS05.05, AS05.06, AS05.07 and AS05.08.

Table 124 — VE and TE of AS05.04

Software/fir

mware security general requirements — level 1

AS05.04

ISO/IEC
19790:2025,

7.5.1

The software/firmware load test specified in ISO/IEC 19790:2025, 7.10.4.4 shall bd
by the module before the firmwate that is loaded into the secure container can be

performed
bxecuted.

Required te

5t procedures

This assertio|

his tested as part of AS10.37,A§10.38, AS10.39, AS10.40, AS10.41 and AS10.42.

Table 125 — VE and TE of AS05.05

Software/firmware security.general requirements — level 1

AS05.05 The boundary of the module with the secure container firmware shall be defined.
ISO/IEC

19790:2025,.5.1

Required vepdor-information

VE05.05.01

The vendor shall provide a description of the boundary of the cryptographic modure with the

e C:
SCCUT CCUTITCariICT it rrrvwarcs

Required test procedures

TE05.05.01 The tester shall verify that the documentation provided by the vendor identifies the boundary
of the cryptographic module with the secure container firmware.
TE05.05.02 The tester shall verify by identifying the boundary of the cryptographic module that the

boundary of the cryptographic module in the documentation provided by the vendor is consist-
ent with the boundary of the cryptographic module.
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Table 126 — VE and TE of AS05.06

Software/firmware security general requirements — level 1

AS05.06

ISO/IEC
19790:2025,

7.5.1

The interfaces provided by the module to the secure container firmware shall be defined
(e.g. all interfaces that the module provides to the secure container to allow data and control
input and output, status, etc. to the module’s external interfaces from the executing firmware

in the secure container).

Required vendor information

VE05.06.01

The vendor shall provide a description of the interfaces provided by the cryptographic module

to the secure container firmware.

Required test procedures

TE05.06.01 The tester shall verify that the vendor-provided documentation identifies the interfaces pro-
vided hy the (‘rvpfngrnphi{‘ module to the secure container firmware

TE05.06.02 The tester shall review the vendor-provided documentation and, identify the intérfaces of the
cryptographic module, to inspect that the cryptographic module is consistentwitlf the inter-
faces of the cryptographic module.

Table 127 — VE and TE of AS05.07

Software/firmware security general requirements — levels 1, 2, 3 and 4

AS05.07 The services provided by the module to the secure containérfirmware shall be deflined.

ISO/IEC

19790:2025,.5.1

Required vepdor information

VE05.07.01 The vendor shall provide a description of the séryvices provided by the cryptographic module to
the secure container firmware, including thésoles and authentication required to access each
service.

Required te$t procedures

TE05.07.01 The tester shall verify that the vendor-provided documentation identifies the servjces provided
by the cryptographic module to_the secure container firmware, including the roles|and authen-
tication required to access each’service.

TE05.07.02 The tester shall verify from the vendor-provided documentation, by identifying th¢ services of
the cryptographic module-that the cryptographic module is consistent with the sefvices of the
cryptographic module.

NOTE Authentication ahead of access.to services requiring use of an authenticated role is tested as pajrt of AS04.56

to AS04.59.

Table 128 — VE and TE of AS05.08

Software/firmware security general requirements — level 1

AS05.08 Allroles of the module that have access to the secure container firmware shall be defined.

ISO/IEC

19790:2025, .51

Required vendorinformation

VEO05.08.01 The vendor shall provide a description of the roles of the cryptographic module that have ac-

cess to the secure container firmware.

Required test procedures

TE05.08.01 The tester shall verify that the vendor-provided documentation identifies the roles of the cryp-
tographic module that have access to the secure container firmware.
TE05.08.02 The tester shall verify the vendor-provided documentation, by identifying the roles of the cryp-

tographic module, to ensure that the cryptographic module is consistent with the roles of the

cryptographic module that have access to the secure container firmware.
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Table 129 — VE and TE of AS05.09

Software/firmware security general requirements — levels 1, 2, 3 and 4

AS05.09

ISO/IEC
19790:2025, 7.5.1

shall be provided.

The documentation for software/firmware security specified in ISO/IEC 19790:2025, A.2.4

Required vendor information

VEO05.09.01 The vendor shall provide documentation as specified in ISO/IEC 19790:2025, A.2 4.
Required test procedures
TE05.09.01 The tester shall verify completeness of the documentation specified in ISO/IEC 19790:2025,
A.2.4.
6.5.2 Secyrity level 1
Table 130 — VE and TE of AS05.10
Security level 1 —levels 1, 2, 3 and 4
AS05.10 The following requirements shall apply to software, firmware, or bitStream compdnents of a
ISO/IEC cryptographic module for security level 1: {AS05.11 to AS05.19}.
19790:2025,.5.2
Required te$t procedures

This assertio|

h is not separately tested.

Table 131 — VE and TE of AS05.11

Security level 1 —levels 1, 2, 3 and 4

AS05.11 All software, firmware, or bitstream shall'be in a form that satisfies the requirements of this

ISO/IEC document without modification prioxr'té installation.

19790:2025,.5.2

Required vepdor information

VE05.11.01 The vendor shall provide seftware, firmware, or bitstream specification.

Required te$t procedures

TE05.11.01 The tester shall verify, by inspection of the cryptographic module, that specificatigns provided
by vendor-provided’documentation are consistent with the actual design of the cryptographic
module.

Table 132 — VE and TE of AS05.12
Security level 1 — levéls, 2, 3 and 4

AS05.12

ISO/IEC 1979
7.5.2

A cryptographic mechanism using an approved integrity technique shall be app

0:2025, |software and firmware components within the module’s defined cryptographig

lied to all
boundary in

one of the following ways:

a) by the cryptographic module itself; or

b) by another validated cryptographic module utilising an approved service.

Required vendor information

VEO05.12.01 The vendor-provided documentation shall describe the approved integrity technique that is
applied to software and firmware modules and the disjoint software or firmware compo-
nents of a hybrid module.

VEO05.12.02 The vendor-provided documentation shall specify how the integrity technique is applied

to software and firmware modules and the disjoint software or firmware components of a
hybrid module using either:

a) asingle encompassing message authentication code or signature, or
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Table 132 (continued)

b) multiple disjoint codes or signatures.

VE05.12.03

cryptographic module utilising an approved service.

The vendor-provided documentation shall describe whether the approved integrity tech-
nique is implemented either by the cryptographic module itself or by another validated

VE05.12.04

used in the integrity technique. If the approved digital signature is used as the i

signing key which is used to generate the reference signature.

The vendor-provided documentation shall specify the location of the cryptographic key

ntegrity

technique, the vendor-provided documentation shall also specify the location of the private

VE05.12.05

The vendor shall provide a validation certificate if available or vendor affirmati
approved integrity technique as specified in VE02.18.01 and VE02.18.03.

on for the

VE05.12.06

The vendor-provided documentation shall describe whether temporary value(s) generated

duTing the INTegTity TeST Of Tie MOdUIE S S0 TWare or (iTmware are Zeroized upo
of the integrity test.

completion

Required te

5t procedures

TE05.12.01

The tester shall verify by inspection of the cryptographic module that-ar appro
technique is applied to software and firmware modules and the diSjoint softwa
ware components of a hybrid module.

yed integrity
Fe or firm-

TE05.12.02

The tester shall verify that the vendor has provided a validation certificate if av]
or vendor affirmation for the approved integrity techniqueimplemented as spe
VE(02.18.01 and VE02.18.03.

ailable
rified in

TE05.12.03

If the module implements a hash or MAC for the software/firmware integrity te
shall verify that the vendor-provided documentation of the software/firmware
test fully describes the process by which the hash’or MAC is calculated and veri

st, the tester
integrity
fied.

TE05.12.04

If the module implements an approved digital signature for the software/firmw
test, the tester shall verify that the vendorprovided documentation of the softy
ware integrity test includes the following:

a)
b)

specification of the approyed digital signature algorithm implementsg

identification of software and firmware that is protected using f
digital signatures;

9

verification ¢that the pre-calculated value of the approved digital
included.with the software or firmware;

d)
e)

verification of the approved digital signature;

failure of the self-test upon failure of the approved digital signature ¥

are integrity
yare/firm-

d;

he approved

signature is

erification.

TE05.12.05

Even ifthe approved integrity technique is provided by another validated modu
shall verify that the determination of pass or fail of the software/firmware inte
made ‘as specified in AS10.01.

le, the tester
prity testis

TE05.12.06

By checking the code and design documentation, the tester shall verify that the
tation of the software/firmware test is consistent with the information providg
AS05.12 and AS05.15.

implemen-
d under

TE05.12.07

This test has

The tester shall modify the cryptographic software and firmware components.

failed if the integrity mechanisms do not detect the modifications.

TE05.12.08

zeroized upon completion of the integrity test.

The tester shall verify that the vendor-provided documentation describes whether tempo-
rary value(s) generated during the integrity test of the module’s software or firmware are
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Table 133 — VE and TE of AS05.13

Security level 1 —levels 1, 2, 3 and 4

AS05.13 Acryptographic mechanism using an approved integrity technique or an error detection code

ISO/IEC (EDC) shall be applied to all firmware or bitstream components within the hardware module’s

19790:2025, 7.5.2 |defined cryptographic boundary or within disjoint hardware components of the hybrid mod-
ule.

Required vendor information

VE05.13.01 The vendor-provided documentation shall describe the approved integrity technique or error
detection code that is applied to all firmware or bitstream components of a hardware cryp-
tographic module and the firmware or bitstream components within a disjoint hardware com-
ponent of a hybrid cryptographic module.

VEO05.13.02 The vendor-provided documentation shall specify how the approved integrity technique
or error detection code is applied to all firmware or bitstream components of a hafdware
cryptographic module and the firmware or bitstream components within a disjoinft hardware
component of a hybrid cryptographic module.

VE05.13.03 If the module implements an error detection code, the vendor shall proyide the dogumentation
required under VE05.14.01.

VEO05.13.04 If the cryptographic module implements an approved integrity techiiique for the integrity test,
the vendor-provided documentation shall provide information required under VE(5.12.02,
VE05.12.04, and VE05.12.05.

Required te$t procedures

TE05.13.01 The tester shall verify by inspection of the cryptographic/module that an approved integri-
ty technique or error detection code is applied to all.firmware or bitstream compopents of a
hardware cryptographic module and all firmware or’bitstream components withip a disjoint
hardware component of a hybrid cryptographic'module.

TE05.13.02 If the module implements an error detectioen‘€ode, the tester shall follow procedurgs required
under TE05.14.01.

TE05.13.03 If the module implements a hash or MAC for the integrity test, the tester shall follow proce-
dures required under TE05.12.03.

TE05.13.04 If the module implements an approved digital signature for the integrity test, the tester shall
follow procedures required under TE05.12.04.

TE05.13.05 By checking the code and. design documentation, the tester shall verify that the implementation
of the integrity test is consistent with the information provided under AS05.13 to AS05.15.

TE05.13.06 The tester shall medify the cryptographic firmware or bitstream components. Thif test has
failed if the integrity mechanisms do not detect the modifications.

Table 134 — VE and TE of AS05.14

Security level 1 — levels:1,2, 3 and 4

AS05.14 Ifan EDC is used, the EDC shall be at least 16 bits in length.

ISO/IEC

19790:2025, [.5.2

Required vepdor information

VE05.14.01 The vendor shall provide the specification of the error detection code used within the module.

This mechanism shall be an error detection code of at least 16 bits in length. The vendor shall
provide:

a) description of EDC calculation algorithm;
b) calculation of the EDCs when the firmware is installed;
c) description of verification process:
1) recalculation of the EDCs when the self-test is initiated;
2) comparison of the stored EDC against the recalculated EDC;

3) expected outputs for success or failure of test.
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Table 134 (continued)
Required test procedures
TE05.14.01 The tester shall verify that the error detection code is at least 16 bits in length and verify by
inspection that the following information is provided:
a) the implementation of the EDC calculation algorithm;
b) the verification process:
1) recalculation of the EDCs when the self-test is initiated;
2) comparison of the stored EDC against the recalculated EDC;
3) the expected outputs for success or failure of test.
Table 135 — VE and TE of AS05.15
Security level 1 — levels 1, 2, 3 and 4
AS05.15 If the integrity test fails (i.e. the calculated result is not successfully verified or thg EDC cannot
ISO/IEC be verified depending on the module type), the module shall enter the error state.
19790:2025,.5.2
Required vepdor information
VEO05.15.01 The vendor shall provide the specification of the integrity test of software/firmwajre. This
mechanism shall be an approved integrity technique of-an error detection code depending on
the module type (see AS05.12 and AS05.13).
Required te$t procedures
TE05.15.01 The tester shall verify that if the integrity testfails, the module enters the error state.
Table 136 — VE and TE of AS05.16
Security level 1 — levels 1, 2, 3 and 4
AS05.16 The integrity test may consist pf-a single encompassing message authentication cofe; EDC;
ISO/IEC signature; or multiple disjoint'authentication codes, EDCs or signatures of which fjilure of any
19790:2025, .5.2 |disjoint authentication code, EDC or signature shall cause the module to enter the ¢rror state.
Required te$t procedures

This assertio|

h is tested as part of AS0512;"’AS05.13 and AS05.15.

Table 137 — VE and TE of AS05.17

Security level 1 — levels 1, 2573 and 4

AS05.17 An¢operator shall be able to perform the integrity test on demand.

ISO/IEC

19790:2025, f.5.2

Required vepdorinformation

VEO05.17.01 The vendor-provided documentation shall describe the way to perform the integrity test on

demand via a service, resetting, rebooting, or power cycling.

Required test procedures

TE05.17.01 The tester shall verify that the integrity test can be performed on demand via a service, reset-
ting, rebooting, or power cycling.
TE05.17.02 The tester shall verify by inspection of the module that the integrity of all software and firm-

ware components within the module is tested during the integrity test callable on
a service, resetting, rebooting, or power cycling.

demand via
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Table 138 — VE and TE of AS05.18

Security level 1 —levels 1, 2, 3 and 4

AS05.18

ISO/IEC 19790:2025,

7.5.2

All data and control inputs, and data, control and status outputs of the cryptographic mod-

ule and services shall be directed through a defined module interface.

Required vendor information

VE05.18.01

The vendor-provided documentation requirement is specified under VE05.22.01 and 6.3.1,

6.3.2 and 6.4.3.

Required test procedures

TE05.18.01

The tester shall verify that the vendor-provided documentation specifies the following:

a)

total set of commands used to request the services of the cryptographic module,

including parameters that enter or leave the module’s cryptographid
part of the requested service.

boundary as

TE05.18.02

The tester shall review the vendor-provided documentation and inspectthe mo
fy that all data and control inputs, and data, control and status outputs.of the cy
module and services pass through only the defined module interfacé,

dule to veri-
yptographic

Table 139 — VE and TE of AS05.19

Security lev

bl 1 — levels 1, 2, 3 and 4

AS05.19

ISO/IEC 1979
7.5.2

0:2025,

If software, firmware, or bitstream is loaded and is associated, bound to, modif
executable requisite of the validated module, then the software/firmware load
cable and shall be performed by the validated, madule.

esorisan
fest is appli-

Required ve

ndor information

VEO05.19.01 The vendor shall provide a specification.of'software/firmware loading process¢s, including:
a) the type(s) of software or fitmware loading processes:
1) adding software, firthware, or bitstream components;
2) updating existing software, firmware, or bitstream components;
b) the locationwhere newly loaded software, firmware, or bitstream cognponents are
stored;
c) existing‘software, firmware, bitstream or hardware components t¢ enforce the
software, firmware or bitstream loading;
d) ( existing software/firmware/bitstream components which will [be affected,
modified, or replaced as a result of software/firmware/bitstream loading;
e) existing software/firmware/bitstream components which will be neither affected,
modified, nor replaced as a result of software/firmware/bitstream logding.
VEO05.19.02 The vendor shall provide the specification of the software/firmware load test performed by
the validated module.
Required test Pt oceduures
TE05.19.01 The tester shall review the vendor-provided documentation and inspect the module to de-
termine whether the cryptographic module has a capability of loading software, firmware,
or bitstream.
TE05.19.02 If the cryptographic module has a capability of loading any software, firmware, or bitstream

components, the tester shall review the vendor documentation and inspect the module by
the type(s) of software/firmware/bitstream loading to determine whether additional soft-
ware, firmware and bitstream components are loaded, or existing software, firmware, and

bitstream components are updated.
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Table 139 (continued)

TE05.19.03

If additional software, firmware, and bitstream components are loaded, the tester shall
verify that the software/firmware/bitstream load test is performed with the software/
firmware/bitstream loading.

TE05.19.04

The tester shall review the vendor-provided documentation and inspect the module to veri-
fy that a crypto officer role is assumed to perform software/firmware/bitstream loading.

TE05.19.05

By checking the code and design documentation, the tester shall verify that the implemen-
tation of the software/firmware loading is consistent with the information provided under

VE05.19.01.

6.5.3 Security level 2

Table 140 — VE and TE of AS05.20

Security level 2 — levels 2, 3 and 4

AS05.20 In addition to the requirements of security level 1, the following requirefnents shall apply to
ISO/IEC software and firmware modules or the disjoint software and firmware‘components of a hybrid
19790:2025, 7.5.3 |module for security level 2: {AS05.21 to AS05.24}.

Required te$t procedures

This assertio|

h is tested as part of AS05.21, AS05.22, AS05.23 and AS05.24.

Table 141 — VE and TE of AS05.2%1

Security level 2 — levels 2, 3 and 4

AS05.21 Code shall only be in executable form.

ISO/IEC

19790:2025, .5.3

Required vepdor information

VE05.21.01 The vendor shall provide softwarg and firmware description with the executable form used.

Required te$t procedures

TE05.21.01 The tester shall review the' yendor-provided documentation and inspect the module to verify
that the documented exectitable form does not require further compilation and th4t there is no
dynamically modified.code.

TE05.21.02 The tester shall inspect the cryptographic module and review the vendor-provided documen-
tation to verify that the documented executable form is used for each software/firmware
components.

Table 142 — VE and TE of AS05.22

Security level 2 — levels 2, 3 and 4

AS05.22 There shall be no services or control settings via the module interface to allow the|operator to

ISO/IEC initiate or perform debugging techniques when operational.

19790:2025, %53

Required vendor information

VE05.22.01

The vendor shall provide specification of module interface services or control settings.

Required test procedures

TE05.22.01 The tester shall verify the vendor documented specification of services or control settings.

TE05.22.02 The tester shall verify from the vendor-provided documentation that the services or control
settings do not allow the operator to initiate or perform debugging techniques.

TE05.22.03 The tester shall test the services or control settings to verify that the operator cannot initiate

or perform debugging techniques.
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Table 143 — VE and TE of AS05.23

Security level 2 — levels 2, 3 and 4

AS05.23
ISO/IEC

19790:2025, 7.5.3

ware and firmware within the module’s defined cryptographic boundary.

An approved digital signature or keyed message authentication code shall be applied to all soft-

Required vendor information

VE05.23.01

integrity of the cryptographic software and firmware components.

The vendor shall provide documentation that identifies the technique used to maintain the

Required test procedures

TE05.23.01 The tester shall verify that the information specified in VE05.23.01 is included.
TE05.23.02 The tester shall attempt to corrupt the cryptographic software and firmware components. If
the module determines that the integrity is maintained, this test has failed.
Table 144 — VE and TE of AS05.24
Security level 2 — levels 2, 3 and 4
AS05.24 If the calculated result is not successfully verified, the test fails, and'the module shpll enter the
ISO/IEC error state.
19790:2025, .5.3
Required te$t procedures

This assertio|

h is tested as part of AS05.15 and AS05.23.

6.5.4 Secu

rity levels 3 and 4

Table 145 — VE and TE of AS05.25

Security lev

bls 3 and 4 — levels 3 and 4

AS05.25

ISO/IEC
19790:2025,

In addition to the requirements of s€curity levels 1 and 2, the following requireme
apply to software and firmwane ;modules or the disjoint software and firmware co

75.4 |ahybrid module for securitylevels 3 and 4: {AS05.26 to AS05.29}

hts shall
mponents of

Required te

5t procedures

This assertio

h is tested as part of AS05.26,,4505.27, AS05.28 and AS05.29.

Table 146 — VE and TE of AS05.26

Security levels 3 and 4 — leyels'3 and 4

AS05.26 A cryptographic mechanism using an approved digital signature shall be applied tf all soft-
ISO/IEC wdre-and firmware components within the module’s defined cryptographic boundary.
19790:2025,.5.4

Required vepdor information

VE05.26.01 |The vendor shall provide documentation of the approved digital signature mechanfism.

Required test procedures

TE05.26.01

components within the module’s defined cryptographic boundary.

The tester shall verify by inspection of the cryptographic module that a cryptographic mech-
anism using an approved digital signature mechanism is applied to all software and firmware
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Table 147 — VE and TE of AS05.27

Security lev

els 3 and 4 — levels 3 and 4

AS05.27

ISO/IEC
19790:2025,

If the calculated result is not successfully verified, the test fails, and the module sh
error state.

7.5.4

all enter the

Required test procedures

This assertio

n is tested as part of AS05.23.

Table 148 — VE and TE of AS05.28

Security levels 3 and 4 — levels 3 and 4

ASOS.28 ra;lul A>3 Uf th\, vl ;f;\,at;vu Uf th\, D;llsl\, o;suatul C Ul Cllly dio}‘\};llt o;suatul A>3 ohall od Se the mod-
ISO/IEC ule to enter the error state.

19790:2025, .5.4

Required te$t procedures

This assertio|

h is tested as part of AS05.12.

Table 149 — VE and TE of AS05.29

Security lev

bls 3 and 4 — levels 3 and 4

AS05.29

ISO/IEC
19790:2025,

The private signing key shall reside outside the module:

7.5.4

Required ve

ndor information

VE05.29.01

The vendor-provided documentation requirement is specified under VE05.12.04. 1
design shall ensure that the private signing key for generating reference signature
reside within the cryptographic module’s cryptographic boundary.

he vendor
does not

Required te

5t procedures

TE05.29.01

The tester shall inspect the cryptographic module and review the vendor documer
verify that the private signing key does not reside within the cryptographic bound|

tation to
ary.

6.6 Opers

6.6.1 Ope

itional environment
rational environment general requirements

Table 150 — VE and TE of AS06.01

Operational

environment general requirements — level 1

AS06.01
ISO/IEC

tional environment.
/.64

19790:2025,

Hardware, firmware and hybrid firmware modules shall use a non-modifiable or limited opera-

Required test procedures

This assertio

n is tested as part of AS06.03 and AS06.04.
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Table 151 — VE and TE of AS06.02

Operational

environment general requirements — levels 1 and 2

AS06.02
ISO/IEC

19790:2025, 7.6.1

Software modules and hybrid software modules shall use a modifiable operational
ment.

environ-

Required test procedures

AS06.28, ASO

This assertion is tested as part of AS06.07, AS06.08, AS06.09, AS06.10, AS06.11, AS06.12, AS06.13, AS06.14, AS06.15,
AS06.16, AS06.17, AS06.18, AS06.19, AS06.20, AS06.21, AS06.22, AS06.23, AS06.24, AS06.25, AS06.26, AS06.27,

6.29, AS06.30, AS06.31, AS06.32 and AS06.33.

6.6.2 Clause applicability

NOTE The requirements AS06.07 to AS06.33 apply to the operating system or operational ehylironments as
relevant.

Table 152 — VE and TE of AS06.03
Clause applicability — level 1
AS06.03 If the operational environment is non-modifiable and the modulejis security level 1 in ISO/IEC
ISO/IEC 19790:2025, 7.7, the operating system requirements in ISO/IECA19790:2025, 7.6.3 decurity level
19790:2025, .6.2 |1 shallapply.
Required te$t procedures

This assertio

h is tested as part of AS06.07, AS06.08, AS06.09, AS06.10 and)AS06.11.

Table 153 — VE and TE'9fAS06.04

Clause appli

cability — level 1

AS06.04

ISO/IEC
19790:2025,

If the operational environment is a lintited operational environment and the modu|
level 1in ISO/IEC 19790:2025, 7.7.the operating system requirements in ISO/IEC 1

76.2 |7.6.3 security level 1 shall apply:

le is security

D790:2025,

Required te

5t procedures

This assertio

h is tested as part of AS06.07, AS06.08, AS06.09, AS06.10 and AS06.11.

Table 154 — VE and TE of AS06.05

Clause appli

cability — levels 1-and 2

AS06.05

ISO/IEC
19790:2025,

If the operational environment is a modifiable operational environment, the requir
ISO/IEE.19790:2025, 7.6.3 shall apply.

/.6.2

ements in

Required te

5t procédures

This assertio
AS06.16, ASO

h is tested as part of AS06.07, AS06.08, AS06.09, AS06.10, AS06.11, AS06.12, AS06.13, ASO6

.14, AS06.15,

6:1%7AS06.18, AS06.19, AS06.20, AS06.21, AS06.22, AS06.23, AS06.24, AS06.25, AS06.26, A

S506.27,

AS06.28, ASO

6.29, A506.50, A506.51, AS06.52 and AS06.55.
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Table 155 — VE and TE of AS06.06

Clause applicability — levels 1 and 2

AS06.06
ISO/IEC

19790:2025, 7.6.2

The documentation requirements for the operational environment specified in ISO/IEC
19790:2025, A.2.5 shall be provided.

Required vendor information

VE06.06.01

A.2.5.

The vendor shall provide the documentation requirements as specified in ISO/IEC 19790:2025,

Required test procedures

TE06.06.01 The tester shall verify that the vendor provides documentation as specified in ISO/IEC
19790:2025, A.2.5.
6.6.3 Operating system requirements for modifiable operational environments

6.6.3.1 Se

curity level 1

Table 156 — VE and TE of AS06.07

Operating sy

rstem requirements for modifiable operational environments —\levels 1 and 2

AS06.07 Each instance of a cryptographic module shall have coritrol over its own SSPs.

ISO/IEC 19790:2025,

7.6.3.1

Required vepdor information

VE06.07.01 The vendor shall provide a description of the @perating system mechanism used [to ensure
that each instance of a cryptographic medule has control over its own SSPs whilg the cryp-
tographic process is in use.

Required te$t procedures

TE06.07.01 The tester shall review the vendor-provided documentation and inspect the opegating system
to verify that each instance gfa’cryptographic module has control over its own SSPs while
the cryptographic modulesis in use.

TE06.07.02 The tester shall review‘the vendor-provided documentation and inspect the opegating system
to verify that the requirement is enforced by the cryptographic module itself.

TE06.07.03 The tester shall(perform cryptographic functions as described in the crypto offi¢er and user
guidance documentation. While the cryptographic functions are executing, the spme or
another tester shall attempt to gain unauthorized access to secret and private keys, interme-
diate key. generation values, and other SSPs which are under the control of the crlyptographic
module.If the tester can gain unauthorized access, the test fails.

NOTE 1 Each|instance of-a‘cryptographic module controls its own SSPs and are not owned or controlled by external

processes/ogerators.

NOTE 2 This|requirement is not enforced by administrative documentation and procedures but by the dryptograph-

ic module its

pIf,
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Table 157 — VE and TE of AS06.08

Operating system requirements for modifiable operational environments — levels 1 and 2

AS06.08

ISO/IEC 19790:2025,

7.6.3.1

The operating system shall provide the capability to separate individual application pro-
cesses from each other in order to prevent uncontrolled access to CSPs and uncontrolled
modifications of SSPs regardless of whether these data are in the process memory or stored

on persistent storage within the operational environment.

Required vendor information

VE06.08.01

The vendor shall provide a description of the operating system mechanism used to provide
the capability to separate individual application processes from each other in order to pre-
vent uncontrolled access to CSPs and uncontrolled modifications of SSPs regardless of wheth-
er this data is in the process memory or stored on persistent storage within the operational

environment.

Required te

5t procedures

TE06.08.01

The tester shall review the vendor-provided documentation and inspect thelopet
mechanism used to verify that it provides the capability to separate individual a

ating system
bplication

processes from each other in order to prevent uncontrolled access to GSPsand unpcontrolled

modifications of SSPs regardless of whether this data is in the procesS.imemory o
persistent storage within the operational environment.

r stored on

TE06.08.02

The tester shall perform cryptographic functions as described in'‘the crypto offig
guidance documentation. While the cryptographic functions'are executing, the s
other tester shall attempt to gain access to CSPs and performi modifications of S§
less of whether this data is in the process memory or stered on persistent storag|
operational environment. If the tester can gain access;the test fails.

er and user
hme or an-
Ps regard-
e within the

Table 158 — VE and TE ofAS06.09

Operating sy

7stem requirements for modifiable operational'environments — levels 1 and 2

AS06.09

ISO/IEC 1979
7.6.3.1

0:2025,

Restrictions to the configuration of the eperating system shall be documented i
policy of the cryptographic modulg.

the security

Required ve

ndor information

VE06.09.01 The vendor shall provide-documentation which provides a description of any resgrictions to
the configuration of thé.operating system.

Required te$t procedures

TE06.09.01 The tester shall'verify that any restrictions to the configuration of the operating|system are
documentedin the security policy.

Table 159 — VE and TE of AS06.10
Operating system requirements for modifiable operational environments — levels 1 and 2
AS06.10 Processes that are spawned by the cryptographic module shall be owned by the module and

ISO/IEC 1979
7.6.3.1

0:2025,

are not owned by external processes/operators.

Required vendor information

VE06.10.01

The vendor shall provide a description of the operating system mechanism used to ensure
that processes which are spawned by the cryptographic module are owned by the module

and are not owned by external processes/operators.

Required test procedures

TE06.10.01

The tester shall verify the vendor-provided documentation and inspect the operating system
to ensure that processes which are spawned by the cryptographic module are owned by the

module and are not owned by external processes/operators.
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Table 159 (continued)
TE06.10.02 The tester shall verify the vendor-provided documentation and inspect the operating system
to ensure that the requirement shall be enforced by the cryptographic module itself.
TE06.10.03 The tester shall perform cryptographic functions as described in the crypto officer and user

guidance documentation. While the cryptographic functions are executing, the same or
another tester shall attempt to gain ownership of a spawned cryptographic process that is
owned by a cryptographic module from either a separate external process or operator. If the

tester can gain ownership of a spawned cryptographic process, the test fails.

NOTE This requirement cannot be enforced by administrative documentation and procedures but by the cryp-
tographic module itself.

Table 160 — VE and TE of AS06.11

Operating sy

rstem requirements for modifiable operational environments — levels 1 and 2

AS06.11 These requirements cannot be enforced by administrative documentation‘ahd procedures

ISO/IEC 19790:2025, |and shall be enforced by the operating system itself. {AS06.07 to AS06,10}

7.6.3.1

Required vepdor information

VE06.11.01 The vendor shall provide documentation which provides a description of how th¢ require-
ments from ISO/IEC 19790:2025, 7.6.3 are enforced by the perating system.

Required te$t procedures

TE06.11.01 The tester shall verify that the vendor-provided documentation provides a descrjption of how
the requirements from ISO/IEC 19790:2025, 7.6.3,are enforced by the operating $ystem.

TE06.11.02 The tester shall inspect the operating system.aid review the vendor-provided dgcumentation
to verify that requirements are enforced byythe operating system.

6.6.3.2 Sefurity level 2

Table 161 — VEand TE of AS06.12

Operating system requirements for modifiable\operational environments — level 2

AS06.12 In addition to the requirements of security level 1, for security level 2 an operatipg system

ISO/IEC 19790:2025, [shall meet the following requirements or as allowed by the certification body: {AS06.13 to

7.6.3.2 AS06.33}

Required vepdor information

VE06.12.01 The vendor-shall provide documentation which provides a description of the opejrating sys-
tem.

VE06.12.02 The vendor shall provide documentation comparing the operating system with the operating
system allowed by the certification body.

Required te$t procedures

TE06.12.01 The tester shall verify that the vendor-provided documentation provides a descrfption of the
operating system.

TE06.12.02 The tester shall inspect the operating system to verify that it matches the vendor-provided
description of the operating system.

TE06.12.03 The tester shall inspect the operating system and review the vendor-provided description of

the operating system to verify that the operating system is allowed by the certifi

cation body.

NOTE 1 If the operating system requirements are not specified by a certification body, the assertion is tested in
AS06.12 to AS06.33.
NOTE 2 If the operating system requirements are specified by a certification body the assertion is tested as speci-
fied in AS06.12.
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Table 162 — VE and TE of AS06.13

Operating system requirements for modifiable operational environments — level 2

AS06.13

ISO/IEC 19790:2025,

7.6.3.2

All cryptographic software, SSPs, control and status information shall be under the control
of an operating system that implements either role-based access controls or, at the minimum,
a discretionary access control with robust mechanism of defining new groups and assigning
restrictive permissions, for example through access control lists (ACLs), and with the capabil-

ity of assigning each user to more than one group.

Required vendor information

VE06.13.01

The vendor shall provide operating system documentation which provides a description of
the operating system control mechanisms which implements either role-based access con-
trols or, at the minimum, a discretionary access control with a robust mechanism of defining

new groups and assigning restrictive permissions. For example, this mechanism

can include

s llicia (ACT N < atlo 1o Lalis £ 4 3 L. i
ACLTSSTUITTT UT IS TS (T LS aITa v It tIIC U apPauTIIty UT a5 STSTIITITS CatIiT aSTTtOTITUT T

group.

than one

Required te

5t procedures

TE06.13.01

The tester shall verify, from the vendor-provided documentation and bynnspecti
ating system control mechanisms, that the operating system implemeénts either 1
access controls or, at the minimum, a discretionary access control\with a robust
of defining new groups and assigning restrictive permissions, foriexample, throu
control lists (ACLs) and with the capability of assigning each user to more than o

on of oper-
ole-based
mechanism
gh access
ne group.

TE06.13.02

The tester shall configure the operating systems role-based access controls or di
access controls to give permissions to a specific user pr\group. The tester, assum
ted user or group role, shall attempt to execute, modify;, or read SSPs, control or g
which the tester has authorized access.

scretionary
Ing a permit-
tatus data

TE06.13.03

The tester shall configure the operating systenys role-based access controls or dj
access controls to give permissions to a specific user or group. The tester, assum
ent user or group role, shall attempt to execute, modify, or read SSPs, control or
to which the tester has unauthorized aecess.

scretionary
Ing a differ-
tatus data,

Table 163 — VE.and TE of AS06.14

Operating sy

'stem requirements for modifiable eperational environments — level 2

AS06.14

ISO/IEC 1979
7.6.3.2

0:2025,

The operating system shall be configured to protect against unauthorized execu

thorized modification, ahd unauthorized reading of SSPs, control and status datg;

fion, unau-

)

Required ve

ndor information

VE06.14.01

The vendor:shall provide operating system documentation which provides a des
the operating system control mechanisms which can be configured to protect ag
thorjzed’execution, unauthorized modification, and unauthorized reading of SSP
and:status data.

Cription of
hinst unau-
s, control

Required te

5t procedures

TE06.14.01

The tester shall review the vendor-provided documentation and inspect operating system

control mechanisms, to verify that the operating system can be configured to pr

tect against

unauthorized execution, unauthorized modification, and unauthorized reading d

f SSPs, con-

trol and status data.

TE06.14.02

The tester shall configure the operating system to protect against unauthorized

execution,

unauthorized modification, and unauthorized reading of SSPs, control and status data. While
executing a cryptographic process, the tester shall attempt to execute, modify or read SSPs,

control or status data, to which the tester has authorized access.

TE06.14.03

The tester shall configure the operating system to protect against unauthorized

execution,

unauthorized modification, and unauthorized reading of SSPs, control and status data. Dur-
ing execution of a cryptographic process, the tester shall attempt to execute, modify or read

SSPs, control or status data, to which the tester has unauthorized access.
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Table 164 — VE and TE of AS06.15

Operating system requirements for modifiable operational environments — level 2

AS06.15

ISO/IEC 19790:2025,

7.6.3.2

{To protect plaintext data, cryptographic software and SSPs, the access control mechanisms
of the operating system} shall be configured to define and enforce the set of roles or the

groups and their associated restrictive permissions that have exclusive rights to
stored cryptographic software;

execute the

Required vendor information

VE06.15.01

The vendor shall provide operating system documentation which provides a description of
how the access control mechanisms of the operating system are configured to define and
enforce the set of roles or the groups and their associated restrictive permissions that have

exclusive rights to execute the stored cryptographic software.

Required test procedures

TE06.15.01

The tester shall review the vendor-provided documentation and inspect the opeltlting system
control mechanisms to verify that the operating system is configured to defineajpd enforce

the set of roles or the groups and their associated restrictive permissionsthat ha
rights to execute the stored cryptographic software.

ve exclusive

TE06.15.02

The tester shall configure the operating system control mechanisnis to define an
the set of roles or the groups and their associated restrictive permissions to give
rights to execute the stored cryptographic software. The tester,shall verify that
exclusive rights to execute the stored cryptographic softwépe;

d enforce
exclusive
hey have

TE06.15.03

The tester shall configure the operating system controltechanisms to define an
the set of roles or the groups and their associated restrictive permissions to not

to execute the stored cryptographic software. Thettester shall verify that they d

rights to execute the stored cryptographic software.

d enforce
bive rights
not have

Table 165 — VE and TE-0f AS06.16

Operating sy

'stem requirements for modifiable operational environments — level 2

AS06.16

ISO/IEC 1979
7.6.3.2

0:2025,

{To protect plaintext data, cryptographic software and SSPs, the access control 1
of the operating system} shall be configured to define and enforce the set of role
groups and their associated restrictive permissions that have exclusive rights to
(i.e. write, replace, and delete) the following cryptographic module software stot
the cryptographic boundary: cryptographic programs, cryptographic data (e.g.
ic audit data), SSPs, and plaintext data;

hechanisms
or the
modify

ed within
ryptograph-

Required ve

ndor information

VE06.16.01

The vendor shall provide operating system documentation which provides a des
how the aceess control mechanisms of the operating system are configured to deg
enforce the set of roles or the groups and their associated restrictive permission
exclusive rights to modify (i.e. write, replace, and delete) the following cryptogrg
software stored within the cryptographic boundary: cryptographic programs, c
data’(e.g. cryptographic audit data), SSPs, and plaintext data.

Cription of
fine and

5 that have
phic module
"yptographic

Required te

5t procédures
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Table 165 (continued)

TE06.16.01

The tester shall review the vendor-provided documentation and inspect operating system
control mechanisms, to verify that the operating system is configured to define and enforce
the set of roles or the groups and their associated restrictive permissions that have exclusive
rights to modify (i.e. write, replace, and delete) the following cryptographic module software
stored within the cryptographic boundary: cryptographic programs, cryptographic data
(e.g. cryptographic audit data), SSPs, and plaintext data.

TE06.16.02

The tester shall configure the operating system control mechanisms to define and enforce
the set of roles or the groups and their associated restrictive permissions to give exclusive
rights to modify (i.e. write, replace, and delete) the following cryptographic module software
stored within the cryptographic boundary: cryptographic programs, cryptographic data
(e.g. cryptographic audit data), SSPs, and plaintext data. The tester shall verify that they have
exclusive rights to modify (i.e. write, replace, and delete) the following cryptographic module

c P P 1 3
SOItwdare storea WITHIIT tITe CT y ptogTrapiiic DouIadar y. CIy ptograplilric progrars, C

data (e.g. cryptographic audit data), SSPs, and plaintext data.

yptographic

TE06.16.03

The tester shall configure the operating system control mechanisms to define an
the set of roles or the groups and their associated restrictive permissions.to not

modify (i.e. write, replace, and delete) the following cryptographic nfedtle softw
within the cryptographic boundary: cryptographic programs, cryptoegraphic dat
tographic audit data), SSPs, and plaintext data. The tester shall Verify that they d

d enforce
bive rights to
are stored

a (e.g. cryp-
p not have

rights to modify (i.e. write, replace, and delete) the following(cryptographic module software

stored within the cryptographic boundary: cryptographiepfegrams, cryptograg
(e.g. cryptographic audit data), SSPs, and plaintext datar

hic data

Table 166 — VE and TE of AS06.17

Operating sy

'stem requirements for modifiable operational environments — level 2

AS06.17

ISO/IEC 1979
7.6.3.2

0:2025,

{To protect plaintext data, cryptographic séftware and SSPs, the access control 1
of the operating system} shall be configured to define and enforce the set of role
groups and their associated restrictive'permissions that have exclusive rights to
tographic data (e.g. cryptographic@audit data), CSPs, and plaintext data;

hechanisms
or the
read cryp-

Required ve

ndor information

VE06.17.01

The vendor shall provide operating system documentation which provides a des
how the access control mechanisms of the operating system are configured to deg
enforce the set of roles or the groups and their associated restrictive permission
exclusive rights to read cryptographic data (e.g. cryptographic audit data), CSPs,
text data.

Cription of
fine and

5 that have
and plain-

Required te

5t procedures

TE06.17.01

The testershall review the vendor-provided documentation and inspect operating system

control méchanisms, to verify that the operating system is configured to define §
the set-of roles or the groups and their associated restrictive permissions that h4
rights to read cryptographic data (e.g. cryptographic audit data), CSPs, and plain

nd enforce
ve exclusive
Lext data.

TE06.17.02

The tester shall configure the operating system control mechanisms to define an
the set of roles or the groups and their associated restrictive permissions to give|
rights to read cryptographic data (e.g. cryptographic audit data), CSPs, and plain|

d enforce
exclusive
Lext data.

The tester shall verify that they have exclusive rights to read cryptographic datal

(e.g. cryp-

tographic audit data), CSPs, and plaintext data.

TE06.17.03

The tester shall configure the operating system control mechanisms to define and enforce
the set of roles or the groups and their associated restrictive permissions to not give rights to

read cryptographic data (e.g. cryptographic audit data), CSPs, and plaintext data

. The tester

shall verify that they do not have rights to read cryptographic data (e.g. cryptographic audit

data), CSPs, and plaintext data.
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Table 167 — VE and TE of AS06.18

Operating system requirements for modifiable operational environments — level 2

AS06.18

ISO/IEC 1979
7.6.3.2

0:2025,

{To protect plaintext data, cryptographic software and SSPs, the access control mechanisms
of the operating system} shall be configured to define and enforce the set of roles or the

groups and their associated restrictive permissions that have exclusive rights to

enter SSPs.

Required vendor information

VE06.18.01

The vendor shall provide operating system documentation which provides a description of
how the access control mechanisms of the operating system are configured to define and
enforce the set of roles or the groups and their associated restrictive permissions that have

exclusive rights to enter SSPs.

Required test procedures

TE06.18.01

’T‘Ian tester ﬁ]nr\]] wr\t'r;r\vnv thavandaor ooy
OF

CvTEvv—trt-—v et

control mechanisms, to verify that the operating system is conflgured to definey
the set of roles or the groups and their associated restrictive permissions thatha
rights to enter SSPs.

nd enforce
ve exclusive

TE06.18.02

The tester shall configure the operating system control mechanismsde define an
the set of roles or the groups and their associated restrictive permissions to give
rights to enter SSPs. The tester shall verify that they have exclusivé rights to entg

d enforce
exclusive
r SSPs.

TE06.18.03

The tester shall configure the operating system control mechanisms to define an
the set of roles or the groups and their associated restrictivepermissions to not
enter SSPs. The tester shall verify that they do not have(rights to enter SSPs.

d enforce
bive rights to

Table 168 — VE and TE of AS06:19

Operating sy

rstem requirements for modifiable operational environments — level 2

AS06.19

ISO/IEC 1979
7.6.3.2

0:2025,

The following specifications shall be consistent with the roles or designated groyps’ rights

and services as defined in the securitypolicy:

Required te

5t procedures

This assertio|

h is tested as part of AS06.20, AS06.21¢AS06.22 and AS06.23.

Table 169 — VE and TE of AS06.20

Operating s)

rstem requirements for modifiable operational environments — level 2

AS06.20

ISO/IEC 1979
7.6.3.2

0:2025,

When not supporting a maintenance role, the operating system shall prevent all
and running'processes from modifying running cryptographic processes (i.e. log
cuting cryptographic program images). In this case, running processes refer to a
cryptographic or not, not owned or initiated by the operating system (i.e. operat

bperators

ded and exe-
|1 processes,
br-initiated);

Required ve

ndor information

VE06.20.01 The vendor shall provide operating system documentation which provides a des¢ription of
how the operating system prevents all operators and running processes from madifying
running cryptographic processes (i.e. loaded and executing cryptographic progrpm images)
when not in maintenance role.

VE06.20.02 The specifications of how the operating system prevents all operators and running processes

from modifying running cryptographic processes (i.e. loaded and executing cryptographic
program images) when not in maintenance role shall be consistent with the roles or designat-

ed groups’ rights and services as defined in the security policy.

Required test procedures
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Table 169 (continued)

TE06.20.01

The tester shall verify, from the vendor-provided documentation and by inspection of operat-
ing system control mechanisms, that the operating system is configured to prevent all opera-
tors and running processes from modifying running cryptographic processes (i.e. loaded and
executing cryptographic program images) when not in maintenance role.

TE06.20.02

The tester shall verify that the roles or designated groups’ rights and services as defined in
the security policy are consistent with how the operating system is configured to prevent all
operators and running processes from modifying running cryptographic processes (i.e. load-

ed and executing cryptographic program images) when not in maintenance role.

TE06.20.03

The tester shall configure the operating system control mechanisms to prevent all opera-
tors and running processes from modifying running cryptographic processes (i.e. loaded

and executing cryptographic program images) when not in maintenance role. Th

e tester

shall assume an operator role and verify that they are prevented from modifying running

cryptographic processes (i.e. loaded and executing cryptographic program imaggs) when not

in maintenance role. The tester shall verify that running processes are prevénte
ifying running cryptographic processes (i.e. loaded and executing cryptographid
images) when not in maintenance role.

from mod-
program

Table 170 — VE and TE of AS06.21

Operating sy

'stem requirements for modifiable operational environments —Aevel 2

AS06.21

ISO/IEC 1979
7.6.3.2

0:2025,

The operating system shall prevent user processes from-gaining either read or w
to SSPs owned by other processes and to system SSPs;

rite access

Required ve

ndor information

VE06.21.01

The vendor shall provide operating system-dogumentation which provides a des
how the operating system prevents processes in user roles or user groups from g
read or write access to SSPs owned by other processes and to system SSPs.

Cription of
aining either

VE06.21.02

The specifications of how the operating system prevents processes in user roles

groups from gaining either read erwrite access to SSPs owned by other processg
system SSPs shall be consistent'with the roles or designated groups’ rights and s
defined in the security policy

DI user
s and to
Ervices as

Required te

5t procedures

TE06.21.01

The tester shall verify, from the vendor-provided documentation and by inspecti
ing system contrelimechanisms, that the operating system is configured to prevg
in user roles or user groups from gaining either read or write access to SSPs own
processes and to system SSPs.

pn of operat-
nt processes
ed by other

TE06.21.02

The tester-shall verify that the roles or designated groups’ rights and services as
the security policy are consistent with how the operating system is configured t
processes in user roles or user groups from gaining either read or write access t
byyother processes and to system SSPs.

defined in
prevent
SSPs owned

TE06.21.03

The tester shall configure the operating system control mechanisms to prevent
in user roles or user groups from gaining either read or write access to SSPs own
processes and to system SSPs. The tester shall verify that running processes in ul

rocesses
ed by other
ser roles or

user groups are prevented from gaining either read or write access to SSPs owne

d by other

processes and to system SSPs.
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Table 171 — VE and TE of AS06.22

Operating system requirements for modifiable operational environments — level 2

AS06.22

ISO/IEC 19790:2025,

7.6.3.2

The configuration of the operating system that meets AS06.20 and AS06.21 shall be specified

in the administrator guidance.

Required vendor information

VE06.22.01

The vendor shall provide the administrator guidance documents which provide a description
of how the operating system is configured to meet the requirements in AS06.13 to AS06.18.

Required test procedures

TE06.22.01 The tester shall verify that the vendor-provided administrator guidance documents provide
a description of how the operating system is configured to meet the requirements in AS06.13
+ao-ASNE 1Q

Table 172 — VE and TE of AS06.23
Operating system requirements for modifiable operational environments — level 2
AS06.23 The administrator guidance shall state that the operating system be configured as specified

ISO/IEC 1979
7.6.3.2

0:2025,

for the module contents to be considered protected.

Required ve

ndor information

VE06.23.01 The vendor shall provide the administrator guidance‘documents which state thalt the operat-
ing system shall be configured as specified AS06.13 to AS06.18 for the module cqntents to be
considered protected.

Required te$t procedures

TE06.23.01 The tester shall verify that the vendor-provided administrator guidance documets state

that the operating system shall be configured as specified AS06.13 to AS06.18 fo
contents to be considered protected;

I the module

Table 173 —VE and TE of AS06.24

Operating sy

stem requirements for modifiable operational environments — level 2

AS06.24

ISO/IEC 1979
7.6.3.2

0:2025,

The identification and atithentication mechanism to the operating system shall meet the

requirements of ISQ/TEC 19790:2025, 7.4.4 at security level 2, 3 or 4, and be spec
module’s security policy.

fied in the

Required te

5t procedures

This assertio

h is tested as part of AS06.27, AS06.28, AS06.29, AS06.30, AS06.31, AS06.32 and AS06.33.

Table 174 — VE and TE of AS06.25

Operating sy

'stemeequirements for modifiable operational environments — level 2

AS06.25

0:2025,

All cryptographic software, SSPs, control and status information shall be under t

he control of

an operating system.

ISO/IEC 1979
7.6.3.2

Required test procedures

This assertion is tested as part of AS06.27, AS06.28, AS06.29, AS06.30, AS06.31, AS06.32 and AS06.33.
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Table 175 — VE and TE of AS06.26

Operating system requirements for modifiable operational environments — level 2

AS06.26

ISO/IEC 1979
7.6.3.2

0:2025,

The operating system shall have, at a minimum, the following attributes:

Required test procedures

This assertion is tested as part of AS06.27, AS06.28, AS06.29, AS06.30, AS06.31, AS06.32 and AS06.33.

Table 176 — VE and TE of AS06.27

Operating system requirements for modifiable operational environments — level 2

f each audit-

AS06.27

ISO/IEC 1979
7.6.3.2

0:2025,

Tl 3 s Loll A | At L. H skl b o Jdoit pa
TITCUPCT attITg Sy STCTIT STralT pTUvVTUC dIT auuTt TITCCITATIT STIT v Tl crrcUratCatra o4

ed event.

Required ve

ndor information

VE06.27.01 The vendor shall provide operating system documentation which pfovides a des¢ription of
the audit mechanism provided by the operating system and how-each event is marked with
the date and time.

Required te$t procedures

TE06.27.01 The tester shall review the vendor-provided documentatipn and inspect operating system to
verify that an audit mechanism is provided and that.¢ach event is marked with the date and
time.

Table 177 — VE and TE 0f AS06.28

Operating system requirements for modifiable operational'énvironments — level 2

AS06.28 The cryptographic module shall notinclude SSPs as part of any audit record;

ISO/IEC 19790:2025,

7.6.3.2

Required vepdor information

VE06.28.01 The vendor shall providé bperating system documentation which provides a desg¢ription of
the cryptographic module’s services that provide audit records to the audit meclfanism of the
operating system:

Required te$t procedures

TE06.28.01 The testersshall verify, from the vendor-provided documentation and by inspectipn of the
cryptographic module’s services that provide audit records to the audit mechanipm of the
operating system, that no SSPs are provided in the audit records.

TE06.28.02 Thetester shall execute the module’s services that provide audit records and exgmine the

operating system audit logs to verify that no SSPs were provided.
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Table 178 — VE and TE of AS06.29

Operating system requirements for modifiable operational environments — level 2

AS06.29

ISO/IEC 19790:2025,

7.6.3.2

The cryptographic module shall provide the following events to be recorded by the audit
mechanism of the operating system:
a) modifications, accesses, deletions, and additions of cryptographic data and SSPs;
b) addition or deletion of an operator to and from a crypto officer role (if those roles
are managed by the cryptographic module);
c) the use of a security-relevant crypto officer function;
d) requests to access verifier data associated with the cryptographic module;
e}—the—tse—ef—an—atthenteationr—meechantsm—{e-s—legir)—asseeiated with the
cryptographic module; and
f) explicit requests to assume a crypto officer role.

Required ve

ndor information

VE06.29.01

The vendor shall provide operating system documentation which\provides a de

the operating system.

scription of

the cryptographic module events that are provided and recorded by the audit npechanism of

VE06.29.02

The vendor shall provide documentation identifying any.evénts required to me
requirements in AS06.29 that are recorded by the cryptographic module and w
events are not separately also recorded by the operating system.

bt the
here these

Required te

5t procedures

TE06.29.01

The tester shall review the vendor-provided-doecumentation and inspect the cry
module’s services that provide audit eventrecords to the audit mechanism of th
system or of the cryptographic module,to verify that the list of events specified
are provided by the cryptographic module for event recording.

ptographic
e operating
in AS06.29

TE06.29.02

The tester shall execute the modulé’s services that provide audit event records
ine the operating system or cryptographic module audit logs to verify that the ¢
AS06.29 were recorded.

NOTE 1 The tester is notexpected to test the audit mechanism provided by the
system and identified by, the vendor.

NOTE 2 Audit events.can be recorded and stored in parallel by both the operati
and cryptographictodule. The intent of this TE06.29.02 is to confirm that eith
ating system ot _dryptographic module report a given event, but not both.

hnd exam-
vents in

operating

hg system
br the oper-

Table 179 — VE and TE of AS06.30

Operating sy

rstem requirements for modifiable operational environments — level 2

AS06.30

ISO/IEC 1979
7.6.3.2

0:2025,

Thecryptographic module may record some or all of the events specified in [SO/|
19790:2025, 7.6.3.2 e) with its own audit mechanism; regardless, all audit requir

[EC
ements in

AS06.29 shall be recorded, either by the operating system, module or a combinatlion of both.

Required te

st\procedures

This assertion is tested as part of AS06.29.
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Table 180 — VE and TE of AS06.31

Operating system requirements for modifiable operational environments — level 2

AS06.31

ISO/IEC 1979
7.6.3.2

0:2025,

operating system related events:

The audit mechanism of the operating system shall be capable of auditing the following

plaintext trusted path is supported at this security level.

a) all operator read or write accesses to audit data stored in the audit trail;

b) access to files used by the cryptographic module to store cryptographic data or
SSPs;

c) addition or deletion of an operator to and from a crypto officer role (if those roles
are managed by operating system);

d) requests to use verifier data management mechanisms (if verifier data associated
with the cryptographic module is managed by the operating system):

e) attempts to use the plaintext trusted path function and whethef thg request was
granted, when plaintext trusted path is supported at this securitylev¢l; and

f) identification of the initiator and target of a plaintext<txusted path, when the

Required vepdor information

VE06.31.01 The vendor shall provide operating system documentationwhich provides a depcription of
the operating system events that are provided and recorded by the audit mechgnism of the
operating system.

Required te$t procedures

TE06.31.01 The tester shall verify, from the vendor documentation and by inspection of theg operating
system documentation, that the operating system provides the list of events spgcified in
AS06.31 as audit event records to the audit mechanism of the operating system

TE06.31.02 The tester shall execute the cryptographic module’s services to verify that the gperating
system events in AS06.31 were recorded.

NOTE The tester is not expected+\to test the audit mechanism provided by theloperating
system and identified by the vendor.
Table 181 — VE and TE of AS06.32

Operating system requirements for modifiable operational environments — level 2

AS06.32 The operating system shall be configured to prevent operators other than those with the

ISO/IEC 19790:2025, |privileges identified in the security policy from modifying cryptographic modul¢ software

7.6.3.2 and audit data stored within the operational environment of the cryptographic module.

Required vepdor information

VE06.32.01 Thewvendor shall provide operating system documentation that specifies how th¢ operating

system is configured to prevent operators other than those with the privileges identified in
the security policy from modifying cryptographic module software and audit dafa stored
within the operational environment of the cryptographic module.

Required test procedures

TE06.32.01 The tester shall verify, from the vendor-provided documentation and by inspection of oper-

ating system configuration controls, that the operating system is configured to prevent op-
erators other than those with the privileges identified in the security policy from modifying
cryptographic module software and audit data stored within the operational environment of

the cryptographic module.
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Table 181 (continued)

TE06.32.02

The tester shall configure the operating system controls to prevent operators other than
those with the privileges identified in the security policy from modifying cryptographic mod-
ule software and audit data stored within the operational environment of the cryptographic
module.

TE06.32.03

The tester shall assume the privileges identified in the security policy to allow modification
of the cryptographic module software and audit data stored within the operational environ-
ment of the cryptographic module. And then the tester shall verify that modification can be
achieved.

TE06.32.04

The tester shall assume the privileges identified in the security policy that do not allow mod-
ification of the cryptographic module software and audit data stored within the operational

cannot be achieved.

environment of the cryptographic module. The tester shall then verify that modification

Table 182 — VE and TE of AS06.33

Operating sy

ystem requirements for modifiable operational environments — level 2

AS06.33

ISO/IEC 1979
7.6.3.2

Only operating systems that are configured to meet requirements,specified in IS

0:2025, |19790:2025, 7.6.3.2 shall be permitted at security level 2.

0/1EC

Required te

5t procedures

This assertio|
AS06.16, ASO
AS06.28, AS(

his tested as part of AS06.07, AS06.08, AS06.09, AS06.10, AS06:11,-AS06.12, AS06.13, ASO6
6.17, AS06.18, AS06.19, AS06.20, AS06.21, AS06.22, AS06.23,AS06.24, AS06.25, AS06.26, A
6.29, AS06.30, AS06.31 and AS06.32.

.14, AS06.15,
S506.27,

6.7 Physi

6.7.1 Phy;

cal security
jical security embodiments

Table 183 —VE and TE of AS07.01

Physical sec

urity embodiments — levels 1, 2, 3'and 4

AS07.01 A cryptographic module shall employ physical security mechanisms in order to regtrict unau-

ISO/IEC thorized physical accéss to the contents of the module and to deter unauthorized use or modifi-

19790:2025,.7.1 |cation of the modile when installed.

Required vepdor information

VE07.01.01 The vendot-provided documentation shall describe the applicable physical security mecha-
nisms that/are employed by the module. The contents of the module, including all Hardware,
firmwareé, and data (including unprotected CSPs) shall be protected.

Required te$t procedures

TE07.01.01 The tester shall verify that the vendor-provided documentation describes the appljcable physi-
cal security mechanisms that are employed by the module.

TE07.01.02 The tester shall verify that the physical security mechanisms documented are implemented.

Table 184 — VE and TE of AS07.02

Physical security embodiments — levels 1, 2, 3 and 4

AS07.02
ISO/IEC

19790:2025, 7.7.1

physically protected as specified for the target physical security level.

All hardware, firmware, data elements and SSPs within the cryptographic boundary shall be

Required test procedures

This assertio

n is not separately tested.
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Table 185 — VE and TE of AS07.03

Physical security embodiments — levels 1, 2, 3 and 4

AS07.03
ISO/IEC

19790:2025, 7.7.1

modules, and hardware and firmware components of hybrid modules.

The requirements of ISO/IEC 19790:2025, 7.7 shall be applicable to hardware and firmware

Required test procedures

This assertion is not separately tested.

Table 186 — VE and TE of AS07.04

Physical security embodiments — levels 1, 2, 3 and 4

AS07.04 The-doermrentationfor }Jh_y steat-seettt lt_y oy\,\,;f;\,d Ht ISC/IEC 197902025, A2-6-shall be pro-
ISO/IEC vided.

19790:2025,.7.1

Required te$t procedures

This assertio|

h is tested as part of ASA.01.

6.7.2 Phy}

6.7.2.1 Ph

sical security general requirements
ysical security general requirements for all security leyvels

Table 187 — VE and TE of AS07.05

Physical sec

urity general requirements — levels 1, 2, 3 and 4

AS07.05

1SO/IEC 1979
7.7.2.1

The following requirements shall apply to.all physical embodiments: {AS07.06 to
0:2025,

AS07.37}

Required te

5t procedures

This assertio
AS07.15, ASO
AS07.28, ASQ

h is tested as part of AS07.06, AS07.0%.A507.08, AS07.09, AS07.10, AS07.11, AS07.12, AS07.1
7.16, AS07.17, AS07.18, AS07.19, AS07:20, AS07.21, AS07.22, AS07.23, AS07.24, AS07.25, ASO
7.29, AS07.30, AS07.31, AS07.32 and’ AS07.33.

3,AS07.14,
.26, AS07.27,

Table 188 — VE and TE of AS07.06

Physical sec

urity general requirements — levels 1, 2, 3 and 4

AS07.06

ISO/IEC 1979
7.7.2.1

0:2025,

documentation shall specify the physical embodiment of the cryptographic moglule;

Required ve

ndor information

VE07.06.01

The vendor documentation shall specify the physical embodiment of the modul

p: sin-

gle-chip cryptographic module or multiple-chip cryptographic module as defin

19790-202E5 771
+5 Az ey

bd in ISO/IEC

intended to meet.

The specified physical embodiment shall be consistent with the module physical design. The
vendor-provided documentation shall also state which security level (1 to 4) the module is

Required test procedures

TE07.06.01

19790:2025, 7.7.1.

© ISO/IEC 2025 - All rights reserved
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Table 188 (continued)

Single-chip cryptographic module. Characteristics: A single integrated circuit
(IC) chip, used as a standalone device or physically embedded within some other
module or enclosure that possibly has no physical protection. The single-chip will
consist of one die that may be covered with a uniform external material such as
plastic or ceramic, and external input/output connectors.

EXAMPLE

Single IC chips, smart cards with a single IC chip, or other systems with a single IC
chip to implement cryptographic and security relevant functions.

Multiple-chip cryptographic module. Characteristics: Two or more IC chips
interconnected and physically embedded within some other product or enclosure
that possibly has no physical protection or physically embeds in an enclosure that

is entirely physically protected.

TE07.06.02

The tester shall verify that the vendor-provided documentation states which\sg
the module is intended to meet. The tester shall perform an independent deterr
the security level that the module actually meets.

curity level
hination of

Table 189 — VE and TE of AS07.07

Physical sec

urity general requirements — levels 1, 2, 3 and 4

AS07.07

ISO/IEC 1979
7.7.2.1

0: 2025,

Whenever zeroization is performed for physical security purposes, the zeroizati
occur in a sufficiently small time period so as to prevent the recovery of the zero
between the time of detection and the actual zeroization.

n shall
zed SSP

Required ve

ndor information

VE07.07.01 The vendor-provided documentation shall specify the response time of the zeroigation after
tamper detection.

Required te$t procedures

TE07.07.01 The tester shall verify that the vendor documentation describes the zeroization fesponse
time after the tamper detection.

TE07.07.02 The tester shall verify that theZzeroization response mechanism is implemented ps specified.

TE07.07.03 The tester shall attempt to.prevent the module from performing zeroization aftef a tamper is

detected by the module.df the tester succeeds, the test shall fail.

Table 190 — VE and TE of AS07.08

Physical sec

urity general requiréments — levels 1, 2, 3 and 4

AS07.08

ISO/IEC 1979
7.7.2.1

0:2025,

{If a module'includes a maintenance role that requires physical access to the con
module or if the module is designed to permit physical access (e.g. by the module
othertauthorized individual), then} a maintenance interface shall be defined.

ents of the
vendor or

Required te

5t procedures

This assertio|

h is teSted as part of AS03.12.

© ISO/IEC 2025 - All rights reserved
85



https://iecnorm.com/api/?name=3204c96e65035ba36d6090c2c5002060

ISO/IEC 24759:2025(en)

Table 191 — VE and TE of AS07.09

Physical security general requirements — levels 1, 2, 3 and 4

AS07.09

ISO/IEC 19790:2025,
7.7.2.1

{If a module includes a maintenance role that requires physical access to the contents of the

module or if the module is designed to permit physical access (e.g. by the module
or other authorized individual), then}: the maintenance interface shall include al

vendor
1 physical

access paths to the contents of the cryptographic module, including any removable covers or

doors.

Required vendor information

VE07.09.01

The vendor-provided documentation shall specify the maintenance interface, including any

removable covers or doors.

Required test procedures

TE07.09.01

The tester shall verify in the vendor documentation that a maintenance interface is provided,

including any removable covers or doors.

Table 192 — VE and TE of AS07.10

Physical sec

urity general requirements — levels 1, 2, 3 and 4

AS07.10

ISO/IEC 1979
7.7.2.1

0:2025,

{If a module includes a maintenance role that requires physical access to the con
module or if the module is designed to permit physical access.(e.g. by the module
other authorized individual), then}: any removable covers\of,doors included with
tenance interface shall be safeguarded using the appropriate physical security n

ents of the
vendor or
in the main-
echanisms.

Required vepdor information

VE07.10.01 The vendor-provided documentation shall specify a‘physical protection such thaf any remov-
able covers or doors included within the maintenance interface are safeguarded using the
appropriate physical security mechanisms:

Required te$t procedures

TE07.10.01 The tester shall verify that any removable covers or doors included within the mpintenance
interface are safeguarded using the'appropriate physical security mechanisms.

6.7.2.2 Serurity level 1

Table 193 — VE and TE of AS07.11

Physical sec

urity general requiremenits'— levels 1, 2, 3 and 4

AS07.11 The following requirements shall apply to all cryptographic modules for security level
ISO/IEC 19790:2025, |1:{AS07.12te AS07.13}

7.7.2.2

Required te$t procedures

This assertiop is tested.aspart of AS07.12 and AS07.13.

Table 194 — VE and TE of AS07.12

Physical sec

Urity general requirements — levels 1, 2, 3and &

AS07.12

ISO/IEC 19790: 2025,
7.7.2.2

The cryptographic module shall consist of production-grade elements that include standard
passivation techniques (e.g. a conformal coating or a sealing coat applied over the module’s

circuitry to protect against environmental or other physical damage).

Required vendor information

production of the module.

VE07.12.01 The vendor-provided documentation shall provide evidence of the use of production-grade
products or elements including evidence as to how these items have been tested to meet
operational specifications .

VE07.12.02 The vendor-provided documentation shall cover the passivation techniques used during

© ISO/IEC 2025 - All rights reserved
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Table 194 (continued)

Required test procedures

TE07.12.01 The tester shall review the vendor-provided documentation to verify that the module con-
tains products or elements that have been designed to meet operational specifications.
TE07.12.02 The tester shall review the vendor-provided documentation to verify that a standard passi-

is equivalent to a standard passivation approach.

vation has been applied to the module. The passivation shall be a sealing coat applied over
the chip circuitry to protect it against environmental or other physical damage. If standard
passivation is not used, then the documentation shall provide information to indicate why it

Table 195 — VE and TE of AS07.13

naeralroguiremaentc
o

m. lavale 1 2 2 and A4
ety TeVverS oot

Physical sec

v oo
Tty &

e rart

Xy =

AS07.13

ISO/IEC 1979
7.7.2.2

0: 2025,

When performing physical maintenance, zeroization shall be performed either.a
by the cryptographic module or initiated by the operator.

itomatically

Required ve

ndor information

VE07.13.01

If the module supports a maintenance role, the vendor-provideddgcumentation
whether zeroization is performed automatically by the modul€ or'is be initiated
ator.

bhall identify
by the oper-

VE07.13.02

If CSPs, PSPs, and plaintext key components are zeroized procedurally while und

or controlled via a remote management session), vendor-provided documentatio
module security policy shall specify how the methods shall be performed.

er the con-

trol of the operator (i.e. they are present to observe theymethod has completed syccessfully

n and the

VE07.13.03

If CSPs, PSPs, and plaintext key componentsare'zeroized automatically upon ass
the maintenance role, the vendor-provideddocumentation shall specify how the
method(s) are employed such that plaintext CSPs, PSPs, and plaintext key compo
the module cannot be obtained by an attacker.

imption of
zeroization
hents within

Required te

5t procedures

TE07.13.01

The tester shall verify that the vendor-provided documentation identifies wheth
tion is performed automatically by the module or is initiated by the operator.

b1 Zeroiza-

TE07.13.02

If procedural zeroizatiommethods are used, the tester shall verify that the vendg
documentation, including the security policy, specifies that the procedure shall i
under the control of the operator.

r-provided
e performed

TE07.13.03

If the zeroization is initiated by the operator, the tester shall verify that vendor-g
documentation-and the security policy specify the procedure for zeroization.

rovided

TE07.13.04

If zeroization is automatic, the tester shall verify which CSPs, PSPs, and plaintexf
ponents are present in the module and assume the maintenance role. The tester

attempt to perform cryptographic operations using each of the plaintext CSPs, P
plaintext key components that were stored in the module. The tester shall verify
unprotected SSP cannot be accessed.

key com-
thall then
bPs, and

that each

TE07.13.05

The tester shall verify that all plaintext CSPs, PSPs, and plaintext key component
not zeroized by the zeroize command are either 1) encrypted using an approved

5 that are
plgorithm,

or 2) physically or logically protected within an embedded validated cryptograp

ic module

(validated as conforming to ISO/IEC 19790: 2025).
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6.7.2.3 Security level 2

Table 196 — VE and TE of AS07.14

Physical security general requirements — levels 2, 3 and 4

AS07.14

ISO/IEC 19790: 2025,

7.7.2.2

In addition to the general requirements for security level 1, the following requirements shall

apply to all cryptographic modules for security level 2: {AS07.15 to AS07.20}

Required test procedures

This assertion is tested as part of AS07.15, AS07.16, AS07.17, AS07.18, AS07.19 and AS07.20.

Table 197 — VE and TE of AS07.15

Physical sec

urity general requirements — levels 2, 3 and 4

AS07.15

ISO/IEC 1979
7.7.2.3

0: 2025,

The cryptographic module shall either be:

protected internal paths).

EXAMPLE 1 Suitable coatings include epoxy resin and-hard plastics.
EXAMPLE 2 Suitable container materials include metal$ and hard plastics.

a) entirely coated in a tamper evident material (excluding ‘the protefted internal
paths); or
b) include an enclosure that may include doors or remavable covers (¢xcluding the

Required ve

ndor information

VE07.15.01 The vendor-provided documentation shall identify that the module is entirely cpated in
a tamper evident material (excluding the pfotected internal paths) or that the rtodule is
enclosed in a container that can include deors or removable covers (excluding the protected
internal paths).

Required te$t procedures

TE07.15.01 The tester shall inspect the module and review the vendor-provided documentgtion to veri-

fy that the module is either ertirely coated in a tamper evident material (exclu
tected internal paths) or that’the module is enclosed in a container that can inc
removable covers (excluding the protected internal paths). The following requi
be met:

a) The enclosure or coating shall completely surround the entire mody
the pfotected internal paths).

b) The enclosure or coating material shall be of a composition defined i
provided documentation.

c¢) The enclosure shall be production-grade. The vendor literature shal

that an enclosure of the same material has been used commercially or
to show that it is equivalent to a commercial product.

ing the pro-

de doors or

rfements shall

le (excluding

h the vendor-

either show

provide data

© ISO/IEC 2025 - All rights reserved
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Table 198 — VE and TE of AS07.16

Physical security general requirements — levels 2, 3 and 4

AS07.16

ISO/IEC 19790: 2025,

7.7.2.3

If the module is in an enclosure containing doors or removable covers, then the d

0oors or cov-

ers shall be locked with pick-resistant mechanical locks employing physical or logical keys

Required vendor information

VE07.16.01

the locks and the employed physical or logical keys.

The doors or covers included by the enclosure shall be locked with pick-resistant mechanical
locks that employ physical or logical keys. The vendor-provided documentation shall describe

Required test procedures

TE07.16.01 The tester shall review the vendor-provided documentation and inspect the module to verify
that-deers-ercoversaretocked-with-apiekresistantlockthatrequiresaphysieal key ora
logical key.

TE07.16.02 The tester shall attempt to open the locked cover or door without use of the k€éy and verify

that the cover or door will not open without signs of damage.

Table 199 — VE and TE of AS07.17

Physical sec

urity general requirements — levels 2, 3 and 4

AS07.17

1SO/IEC 1979
7.7.2.3

0: 2025,

{If the module is in an enclosure containing doors or removable covers, then the
ers shall be locked with pick-resistant mechanical locks.employing physical or lo
or shall be protected with tamper-evident seals (e.g."evidence tape or holographi

Hoors or cov-
ical keys}
c seals).

Required ve

ndor information

VE07.17.01 |The vendor-provided documentation shall dés¢ribe the tamper-evident seals.

Required te$t procedures

TE07.17.01 The tester shall review the vendor-provided documentation and inspect the module to verify
that the cover or door is protected with a tamper-evident seal such as evidence tape or a holo-
graphic seal.

TE07.17.02 The tester shall verify that thé eover or door cannot be opened without breakinglor removing
the seal and that the seal cannot be removed and later replaced.

Table200 — VE and TE of AS07.18

Physical sec

urity general requirements — levels 2, 3 and 4

AS07.18

ISO/IEC 1979
7.7.2.3

0: 2025,

The cryptegraphic module shall provide tamper evidence (e.g. on the cover, encl
coating, package, or seal) to provide detectable evidence of attempts to modify o
module.

sure,
I access the

Required ve

ndor information

VE07.18.01 The vendor-provided documentation shall identify the tamper-evident design of the module
including all relevant characteristics required to ensure tamper evidence.

Required tes$t procedures

TE07.18.01 Thetester sttt review the verrdor-provided docunrentatiom and imspect tire mmodule to verify

that the module includes tamper evidence. The inspection shall verify that the ta

manipulate the internals of the module.

mper-evi-

dent design will result in evidence being left from all attempts to modify, directly probe or

© ISO/IEC 2025 - All rights reserved
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Table 201 — VE and TE of AS07.19

Physical security general requirements — levels 2, 3 and 4

AS07.19

ISO/IEC 19790: 2025,

7.7.2.3

The tamper-evident material, coating, enclosure or package shall either be opaque or trans-
lucent within the visible spectrum (i.e. light of wavelength range of 400 nm to 750 nm) to

prevent the gathering of information about the internal operations of the critical
module.

areas of the

Required vendor information

VE07.19.01

The vendor-provided documentation shall specify that the tamper evident material, coating,

or enclosure is opaque or translucent within the visible spectrum.

Required test procedures

TE07.19.01 The tester shall review the vendor-provided documentation and inspect the module to verify
that the tamper evident material coating or enclosure is opague or translucent within the
visible spectrum.

TE07.19.02 The tester shall illuminate the module within the entire range of the visiblé specfrum to veri-

fy that the tamper-evident material is opaque or translucent.

Table 202 — VE and TE of AS07.20

Physical sec

urity general requirements — levels 2, 3 and 4

AS07.20

ISO/IEC 1979
7.7.2.3

0: 2025,

If the cryptographic module contains ventilation holes or'shts, then the module ¢
constructed in a manner to prevent the gathering of information of the module’s

hall be
internal con-

struction or elements by direct visual observation using artificial light sources ip the visual

spectrum of the module’s internal construction or-élements.

Required ve

ndor information

VE07.20.01

If the module is contained within a cover afJenclosure that contains any ventilati
slits, then they shall be constructed in asnanner that prevents the gathering of iy
of the module’s internal construction er.elements by direct visual observation ug
light sources in the visual spectrum¢of the module’s internal construction or elen
vendor-provided documentation’shall describe the physical design approach tha
such observation.

on holes or
formation
ing artificial
hents. The

[ prevents

Required te

5t procedures

TE07.20.01

The tester shall reviewithe vendor-provided documentation and inspect the mo
whether the moduletlas a cover or enclosure with ventilation holes, slits, or oth

ule to verify
openings,

and if so, whetherthey are constructed to deter the gathering of information of the module’s

internal construction or elements by direct visual observation using artificial li
the visual spectrum of the module’s internal construction or elements.

t sources in

6.7.2.4 Se

curity level 3

Table 203 — VE and TE of AS07.21

Physical sec

urity general requirements — levels 3 and 4

AS07.21

In addition to the general requirements for security levels 1 and 2, the following

require-

ISO/IEC 1979
7.7.2.4

0: 2025,

Tents snalt apply to all cryptographic modules 0T Security [evel 3: {As07.22 to AS07.30}.

Required test procedures

This assertion is tested as part of AS07.22, AS07.23, AS07.24, AS07.25, AS07.26, AS07.27, AS07.28, AS07.29 and

AS07.30.
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Table 204 — VE and TE of AS07.22

Physical security general requirements — levels 3 and 4

AS07.22

ISO/IEC 19790: 2025,

7.7.2.4

The module shall be covered (excluding the protected internal paths) with a hard, opaque
tamper-evident coating, enclosure or package {to ensure that attempts at physical removal

or penetration of the coating using non-chemical methods shall have a high prob
causing serious damage to the cryptographic module}

ability of

Required vendor information

VE07.22.01 The vendor-provided documentation shall identify the hard, opaque tamper-evident coating,
enclosure or package that is utilized

VE07.22.02 The vendor-provided documentation shall provide supporting design information for the
module when covered with a hard, opaque tamper-evident coating, enclosure or package. The
material shall be opaque within the visible spectrum.

Required te$t procedures

TE07.22.01 The tester shall review the vendor-provided documentation and inspect thexmodule to verify
that the module is covered with a hard, opaque tamper-evident coating enclosur¢ or package.

TE07.22.02 The tester shall review the vendor-provided documentation and inspect'the module to verify

that the hard coating or potting material cannot be removed or penetrated with
high probability of causing serious damage to the module. The tester shall verify|
resistant properties of the module coating, enclosure or package. The tester shal
peel or pry the material from the module and verify that this is not possible with

ut having a
the removal
| attempt to
areasonable

application of force so that the module ceased to functignoer that the module cirquitry was

obviously physically destroyed.

Table 205 — VE and TE of AS07.23

Physical sec

urity general requirements — levels 3 and 4

AS07.23

ISO/IEC 1979
7.7.2.4

0: 2025,

{The module shall be covered (excluding,the protected internal paths) with a hat
tamper-evident coating, enclosure or, package} to ensure that attempts at physic
or penetration of the coating usingnon-chemical methods shall have a high prob
causing serious damage to the cryptographic module.

d, opaque
il removal
hbility of

Required te

5t procedures

This assertio|

h is tested as part of AS07.22.

Table 206 — VE and TE of AS07.24

Physical sec

urity general requirements — levels 3 and 4

ASQ07.24

ISO/IEC 1979
7.7.2.4

0: 2025,

If the cryptographic module contains any doors or removable covers or if a main
access(interface is defined, then the module shall contain tamper response and z
capability.

fenance
broization

Required te

5t procedures

This assertio|

h is tested as part of AS07.25.

Table 207 — VE and TE of AS07.25

Physical security general requirements — levels 3 and 4

AS07.25

ISO/IEC 19790: 2025,

7.7.2.4

door is opened, a cover is removed, an internal tamper sensor is triggered such
of a tamper detection envelope, or when the maintenance interface is accessed)

Any tamper response and zeroization capability shall immediately zeroize all plaintext
CSPs, plaintext PSPs and plaintext key components when a tamper event is detected (e.g. a

as a breach

Required vendor information

VE07.25.01 The vendor-provided documentation shall provide supporting design documentation for the
module enclosure, tamper sensors or maintenance interface, if defined.
VE07.25.02 The vendor-provided documentation shall identify any doors or removable covers or

maintenance interface and shall document the module’s tamper response and z
circuitry.

eroization
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Table 207 (continued)

VE07.25.03

per detection envelope) and shall document the module’s tamper response and
circuitry linked to these sensors.

The vendor-provided documentation shall identify any tamper detection sensors (e.g. tam-

zeroization

Required test procedures

TE07.25.01

The tester shall verify that the vendor-provided documentation specifies:
a)

b) the tamper response and zeroization circuitry linked to remo

removable covers and maintenance interface;

)
2025, 7.7; and

all doors, removable covers and whether a maintenance interface is specified;

vable doors,

all tamper sensors needed to meet the applicable requirements of ISO/IEC 19790:

d) the tamper response and zeroization circuitry linked to all tamper se

to meet applicable requirements of ISO/IEC 19790: 2025, 7.7.

hsors needed

TE07.25.02

If the module supports tamper detection and response, then the testepshall rey
dor-provided documentation to verify that the module zeroizes alliplaintext CS
PSPs and plaintext key components.

iew the ven-
Ps, plaintext

TE07.25.03

The tester shall review the vendor-provided documentationandinspect the mg
verify that the tamper response and zeroization circuitryfif supported, remain
when plaintext CSPs, plaintext PSPs and plaintext key components are containe
module.

dule to
operational
d within the

TE07.25.04

If the module supports tamper detection and respornse, the tester shall test that
zeroizes all plaintext CSPs, plaintext PSPs and.plaintext key components when 3
door is removed or if the maintenance interface is accessed.

the module
| cover or

Table 208 — VE and TE of AS07.26

Physical sec

urity general requirements — levels 3 and'4

ASQ07.26

ISO/IEC 1979
7.7.2.4

0: 2025,

If a module supports a tamper response and zeroization capability, the tamper rq
and zeroization capability shall'remain operational while plaintext CSPs, plainte
plaintext key componentsare contained within the cryptographic module.

sponse
kt PSPs and

Required te

5t procedures

This assertio|

h is tested as part of AS07.25,
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Table 209 — VE and TE of AS07.27

Physical security general requirements — levels 3 and 4

ASQ07.27

ISO/IEC 19790: 2025,

7.7.2.4

Zeroization triggered by the detection of a tamper event shall be performed by the module
without external module power and before the internal module power is insufficient for the
module’s zeroization circuitry to function;

Required vendor information

VE07.27.01

If the module contains a tamper response and zeroization capability, the vendor-provided
documentation shall document how the zeroization can be completed following detection
of a tamper event without external module power and before the internal module power is

insufficient for the module’s zeroization circuitry to function.

Required test procedures

TE07.27.01 The-testershal-verify-that-the-venderprovided-documentationprovides-afustification for
how the modules tamper response and zeroization design is able to satisfy ASO%R27.

TE07.27.02 The tester shall disconnect all external power and breach the tamper detegction gnvelope bar-
rier and then verify that the module zeroizes all plaintext CSPs and plaintext operator PSPs.
Based on the vendor presented justification, the tester shall perform¢ests in ordgr to confirm
AS07.27 is met. This shall be performed based on a combination ofinspection of fhe module
to confirm the modules design and subsequent test.
NOTE In cases where the module does not store any plaintextyCSP or plaintext pperator
PSPs in its power-off state, AS07.27 is implicitly met and nofurther testing is required.

Table 210 — VE and TE of AS07:28

Physical secprity general requirements — levels 3 and 4

AS07.28 If the cryptographic module contains ventjlation holes or slits, then the module ghall be

ISO/IEC 19790: 2025, |constructed in a manner that prevents undetected physical probing inside the erjclosure

7.7.2 4 (e.g. prevent probing by a single articulated probe).

Required vepdor information

VE07.28.01 If the module is contained within a cover or enclosure that contains any ventilatipn holes or
slits, then they shall be constricted in a manner that prevents undetected physidal probing
inside the enclosure. The véndor-provided documentation shall describe the ventilation phys-
ical design approach.

Required te$t procedures

TE07.28.01 The tester shallreyiew the vendor documentation and inspect the module to verjfy whether
the module has aover or enclosure with ventilation holes, slits, or other openings, and if so,
whether theynare constructed to deter undetected probing inside the cover or enfclosure.

Table 211 — VE and TE of AS07.29
Physical secprity general requirements — levels 3 and 4

AS07.29

ISO/IEC 1979
7.7.2.4

Strong or hard conformal or non-conformal enclosures, coatings or potting m

0:2025,
range of operation, storage and distribution.

aterials shall
maintain strength and hardness characteristics over the module’s intended tenyperature

Required vendor information

VE07.29.01 The vendor documentation shall describe the strength or hardness of the hard conformal
or non-conformal enclosure, coatings or potting materials, and shall provide the rationale
justifying that the strength or hardness is appropriate for the module design.

VE07.29.02 The vendor-provided security policy shall specify the highest and lowest temperatures

within the temperature range.

Required test procedures
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Table 211 (continued)

TE07.29.01

The tester shall verify from the vendor-provided documentation and testing of the module
that the strength or hardness of the hard conformal or non-conformal enclosure, coatings,
or potting materials is implemented as specified. The tester shall verify the module hard-
ness at the following temperatures:

a)

the lowest temperature of the module’s intended temperature range of operation,
storage and distribution;
b) the highest temperature of the module’s intended temperature range of operation,
storage and distribution.

TE07.29.02

The tester shall verify that the vendor-provided security policy specifies the high and low
temperature range.

Table 212 — VE and TE of AS07.30

Physical sec

urity general requirements — levels 3 and 4

AS07.30

ISO/IEC 1979
7.7.2.4

0: 2025,

If tamper evident seals are employed, they shall be uniquely numbered-or indepgndently
identifiable (e.g. uniquely numbered evidence tape or uniquely identifiable holographic seals).

Required ve

ndor information

VE07.30.01

The vendor shall provide the specification of the tamper.evident seal.

Required te

5t procedures

TE07.30.01

The tester shall verify that tamper evident seals aré uniquely numbered or indep
identifiable as documented.

endently

6.7.2.5 Se

curity level 4

Table 213 — VE and TE of AS07.31

Physical sec

urity general requirements — level 4

AS07.31

ISO/IEC 1979
7.7.2.5

0: 2025,

In addition to the general reguirements for security levels 1, 2, and 3, the followihg require-
ment shall apply to all cryptographic modules for security level 4: {AS07.32 and AS07.33}.

Required te

5t procedures

This assertio|

h is tested as part of AS07.32 and AS07.33.

Table 214 — VE and TE of AS07.32

Physical sec

urity generalrequirements — level 4

AS07.32

ISO/IEC 1979
7.7.2.5

0: 2025,

The cryptographic module shall provide protection from fault injection.

Required ve

VE07.32.01

The vendor-provided documentation shall specify the protection mechanism from fault injec-
tion.

Required test procedures

TE(07.32.01 The tester shall review the vendor-provided documentation and inspect the module to verify
that the fault injection protection mechanisms are specified.
TE07.32.02 The tester shall inject faults at the module boundary including interfaces and determine that

the module’s security relevant functionality is not compromised.

NOTE Faultinjection can be electrical, optical, or mechanical in nature.
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Table 215 — VE and TE of AS07.33

Physical security general requirements — level 4

AS07.33

ISO/IEC 19790: 2025,

7.7.2.5

The fault injection mitigation techniques and the mitigation metrics employed shall be docu-

mented as specified in ISO/IEC 19790: 2025, Annex B.

Required vendor information

VE07.33.01

The vendor-provided documentation shall specify the fault injection mitigation techniques

and the mitigation metrics employed by the module.

Required test procedures

TE07.33.01 The tester shall verify that the fault injection mitigation techniques and the mitigation met-
rics employed by the module are documented as specified.
6.7.3 Physical security requirements for each physical security embodiment

6.7.3.1 Sinmgle-chip cryptographic modules

Table 216 — VE and TE of AS07.34

Physical sec

urity requirements for each physical security embodiment — leveél 4

AS07.34

1SO/IEC 1979
7.7.3.1

0: 2025,

In addition to the general physical security requirements for security levels 1, 2,
following requirements shall apply to single-chip cryptographic modules for sec

3 and 4, the
irity level 4.

Required ve

ndor information

what option has been taken to theet the level 4 requirements for single-chip cryp
modules.

VE07.34.01 The vendor-provided documentation shallspecify that either (AS07.35) or (AS0736 to
AS07.37) are satisfied.

Required te$t procedures

TE07.34.01 The tester shall verify that the vetidor-provided documentation includes a statement as to

tographic

Table 217 — VE and TE of AS07.35

Physical sec

urity requirements for each physical security embodiment — level 4

AS07.35

ISO/IEC 1979
7.7.3.1

0: 2025,

The removal-resistant coating or strong enclosure shall have solvency character
that dissolving the coating or strong enclosure has a high probability of seriously
the module (i.e. the module will not function and be irreparably damaged); or {A
AS07.37%.

stics such
damaging
507.36 to

Required ve

ndor information

VE07.35.01

The vendor-provided documentation shall describe the solvency characteristics
al-resistant coating. The solvency characteristics of the material shall be such th
the material to remove it will have a high probability of dissolving or seriously d
module.

bf the remov-
ht dissolving
hmaging the

Required test procedures

TE07.35.01 The tester shall verify the vendor-provided documentation to determine the solvency proper-
ties of the module’s removal-resistant coating.
TE07.35.02 The tester shall test the solvency properties of the module’s removal-resistant coating. The

tester, based on documentation provided in VE07.35.01, shall verify what type of solvent

would be required to compromise the removal-resistant coating.
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Table 218 — VE and TE of AS07.36

Physical security requirements for each physical security embodiment — level 4

AS07.36

7.7.3.1

ISO/IEC 19790: 2025,

{The removal-resistant coating or strong enclosure shall have solvency characteristics such
that dissolving the coating or strong enclosure has a high probability of seriously damaging
the module (i.e. the module will not function and be irreparably damaged);} or the module
shall provide a tamper detection envelope with tamper detection circuitry that {shall detect
tampering by means such as cutting, drilling, milling, grinding, burning, melting, or dis-

solving of the single-chip module coating or package to a sufficient extent that w
access to or modification of SSPs, or would result in unauthorized use or modific
module.}

ould allow
ation of the

Required vendor information

VE07.36.01 The enclosure or potting material shall be encapsulated by a tamper detection envelope with
A | £l £ | L 3
Lallll,lbl ULL\,\'LIUII CIl \,Uuu_y Ll_y LIIC UST Ul Lalllt}\,l u\'\,bbLlUll ITICCITATIITOSIITS,. l ll\, V\'ll r prOVlded
documentation shall describe the tamper detection envelope or tamper detectiop circuitry
design.
Required te$t procedures
TE07.36.01

The tester shall review the vendor-provided documentation and inspéct the mo«lule to verify

that the module enclosure or potting material contains tamper detection mecha
shall form a tamper detection envelope with tamper detection.cireuitry that pro
module elements. The mechanisms shall be designed such thatany breach of the
potting material to access the module elements can be detected.

isms. This
ects the
enclosure or

Table 219 — VE and TE of AS07.37

Physical sec

urity requirements for each physical security embodiment — level 4

AS07.37

ISO/IEC 1979
7.7.3.1

0: 2025,

{The removal-resistant coating or strong eficlesure shall have solvency characte
that dissolving the coating or strong enclosure has a high probability of seriously

Fistics such
damaging

the module (i.e. the module will not function and be irreparably damaged);} or {the module

shall provide a tamper detection enyelope with tamper detection circuitry} shall
pering by means such as cuttingydrilling, milling, grinding, burning, melting, or
the single-chip module coating.or package to a sufficient extent that would allow

detect tam-
Hissolving of
access to or

modification of SSPs, or wouldresult in unauthorized use or modification of the jnodule.

Required ve

ndor information

VE07.37.01 The vendor-provideddocumentation shall describe the tamper detection design

Required te$t procedures

TE(07.37.01 The tester shall verify from the vendor-provided documentation that the modulg contains
tamper detection circuitry that continuously monitors the tamper detection envglope; de-
tects any breach by means such as drilling, milling, grinding, or dissolving any pprtion of the
envelope; and then zeroizes all plaintext CSPs, plaintext PSPs and plaintext key cpmponents.

TE07.37.02 Thetester shall breach the tamper detection envelope using attacks relevant to its design
and verify that the module detects the intrusion attempt and zeroizes all plaintekt CSPs and
plaintext operator PSPs.

6.7.3.2 Multiple-chip cryptographic modules

Table 220 — VE and TE of AS07.38
Physical security requirements for each physical security embodiment — level 4
AS07.38 In addition to the general physical security requirements for security levels 1, 2, 3 and 4 spec-

ISO/IEC 19790: 2025,

7.7.3.2

ified in ISO/IEC 19790:2025, 7.7.2, the following requirements shall apply to multiple-chip

cryptographic modules for security level 4:

Required test procedures

This assertion is tested as part of AS07.39, AS07.40, AS07.41, AS07.42, AS07.43, AS07.44 and AS07.45.
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Table 221 — VE and TE of AS07.39

Physical security requirements for each physical security embodiment — level 4

AS07.39

ISO/IEC 19790: 2025,

7.7.3.2

All inter component interfaces carrying security relevant data and controls shall be either
a protected internal path, or be fully enclosed in a tamper detection envelope with tamper

detection circuitry.

Required vendor information

VE07.39.01

The vendor documentation shall specify how all inter component interfaces carrying security
relevant data and controls are either a protected internal path, or are fully enclosed in a tam-

per detection envelope with tamper detection circuitry.

Required test procedures

TE07.39.01 The tester shall verify that the vendor documentation specifies how all inter component in-
terfaces-earryingsecurityrelevant-dataand-controlsareeitheraprotectedinternal path, or
are fully enclosed in a tamper detection envelope with tamper detection circuityf.

TE07.39.02 The tester shall verify by inspection of the module that all inter component.interfaces are

either a protected internal path, or are fully enclosed in a tamper detection’enve
tamper detection circuitry.

ope with

Table 222 — VE and TE of AS07.40

Physical sec

urity requirements for each physical security embodiment — lével'4

AS07.40

ISO/IEC 1979
7.7.3.1

0:2025,

All components shall either be covered with a hard, opague removal-resistant co
enclosure, or be fully enclosed in a tamper detectign‘envelope.

ating, strong

Required ve

ndor information

VE07.40.01 The vendor-provided documentation shall'describe how all components are eith¢r covered
with a hard, opaque removal-resistant coating, strong enclosure, or are fully enclosed in a
tamper detection envelope.

Required te$t procedures

TE07.40.01 The tester shall review the vendor-provided documentation and verify that it degcribes how
all components are either covered with a hard, opaque removal-resistant coating, strong
enclosure, or are fully enclosed in a tamper detection envelope.

TE07.40.02 The tester shall inspect the module to verify that all components are either covered with a

hard, opaque remeoval-resistant coating, strong enclosure, or are fully enclosed i a tamper

detection envelépe:

Table 223 — VE and TE of AS07.41

Physical sec

urity requirements for each physical security embodiment — level 4

AS07.41

ISO/IEC 1979
7.7.3.2

0:2025;

Where a tamper detection envelope is used, it shall detect tampering by means s
cutting, drilling, milling, grinding, burning, melting, or dissolving of the module’
to a sufficient extent that would allow access to or modification of SSPs, or would
unauthorized use or modification of the module.

lich as
5 enclosure
resultin

Required te!

st procedures

This assertion is tested as part of AS07.45.
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Table 224 — VE and TE of AS07.42

Physical security requirements for each physical security embodiment — level 4

ASQ07.42

ISO/IEC 19790:2025,

7.7.3.2

Where a hard opaque removal-resistant coating or strong enclosure is used, the material
shall have hardness and adhesion characteristics such that attempting to peel or pry the
coating or strong enclosure from the module will have a high probability of resulting in seri-

ous damage to the module (i.e. the module will not function and be irreparably d

amaged).

Required vendor information

VE07.42.01

The vendor-provided documentation shall detail the hardness and adhesion characteristics
such that attempting to peel or pry the coating or strong enclosure from the module will have

a high probability of resulting in serious damage to the module.

Required test procedures

TE07.42.01 The tester shall verifv that the vpndnr-prnvidpd documentation detailthe hardness and adhe-
sion characteristics such that attempting to peel or pry the coating or strong enclosure from
the module will have a high probability of resulting in serious damage to the modlule.

TE07.42.02 The tester shall verify the removal resistant properties of the module coating or strong enclo-

sure. The tester shall attempt to peel or pry the material from the module and veyrify that this

is not possible with a reasonable application of force so that the mgdule ceased t
that the module circuitry was obviously physically destroyed.

function or

Table 225 — VE and TE of AS07.43

Physical sec

urity requirements for each physical security embodiment'—= level 4

AS07.43

ISO/IEC 1979
7.7.3.2

0:2025,

Where a hard opaque removal-resistant coating-dr strong enclosure is used, th
shall have solvency characteristics such thatdissolving the coating or strong e
have a high probability of dissolving or seriously damaging the module (i.e. the|
not function and be irreparably damaged).

P material
hclosure will
module will

Required ve

ndor information

VE07.43.01

The vendor-provided documentation shall identify the hard, opaque removal-r
coating or strong enclosure used: Documentation shall describe how the coatin

will not function and be irreparably damaged).

psistant
g or strong

enclosure has solvency charagteristics such that dissolving the coating or stroig enclosure
will have a high probability<of dissolving or seriously damaging the module (i.g. the module

Required te

5t procedures

TE07.43.01

The tester shall\werify by inspection and from the vendor-provided documenta

kion that the

module is coveréd with a hard, opaque removal-resistant coating or strong endlosure.

TE07.43.02

The tester‘shall verify by test that the removal-resistant coating or strong encl
either:

a).) resistant to common chemicals that would reasonably be expected
structure of the coating or enclosure; or
b) is seriously damaged by the chemical attack (i.e. the module will not

be irreparably damaged).

bsure is

to attack the

function and

—————————————Table 226—VE-and FEof ASO7F44——

Physical security requirements for each physical security embodiment — level 4

AS07.44

ISO/IEC 19790:2025,

7.7.3.2

Where a tamper detection envelope is used, the cryptographic module shall contain tamper
response and zeroization capability that continuously monitor the tamper detection enve-

lope.

Required test procedures

This assertion is tested as part of AS07.45.
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Table 227 — VE and TE of AS07.45

Physical security requirements for each physical security embodiment — level 4

AS07.45

ISO/IEC 19790:2025,

7.7.3.2

components.

Where a tamper detection envelope is used, the cryptographic module on detection of
tampering, shall immediately zeroize all plaintext CSPs, plaintext PSPs and plaintext key

Required vendor infor

mation

VE07.45.01 The vendor documentation shall describe if any tamper detection envelope is used. If used,
it shall then describe:

a) how it detects tampering by means such as cutting, drilling, milling, grinding,
burning, melting, or dissolving of the module’s enclosure to a sufficient extent that
would allow access to or modification of SSPs, or would result in unauthorized use
or modification of the module;

b) how the tamper response and zeroization capability continuofisly| monitor the
tamper detection envelope; and

c) how the cryptographic module on detection of tamperinginimediately zeroizes all
plaintext CSPs, plaintext PSPs and plaintext key components.

Required te$t procedures

TE07.45.01 The tester shall review the vendor-provided documentation-and verify that it describes if
any tamper detection envelope is used.

If used, the tester shall review and confirm that the.doctument describes:

a) how it detects tampering by means stch as cutting, drilling, milling, grinding,
burning, melting, or dissolving of the module’s enclosure to a sufficieft extent that
would allow access to or modification of SSPs, or would result in unaythorized use
or modification of the module;

b) how the tamper response.and zeroization capability continuously| monitor the
tamper detection envelope; and

c¢) how the cryptographic'module on detection of tampering, immediately zeroizes all
plaintext CSPs, plaintext PSPs and plaintext key components.

TE07.45.02 The tester shall review by‘inspection that the implementation of the module mptches the
tamper detection envelape design documented.

TE07.45.03 For each attack path(cutting, drilling, milling, grinding, burning, melting, or dlssolving of
the module’s enclosure), the tester shall attempt to defeat the design of the modlules tamper
detection envelope and confirm that in each instance:

a) Sthe tamper detection envelope detects attempts to access or remoye the tamper
detection envelope; and
b) following detection of tampering, the module immediately zeroizeq all plaintext
CSPs, plaintext PSPs and plaintext key components.
NOTE Itis possible to use a single test to verify protection against multiple aftack paths
where this can be justified based on the design of the tamper envelope.
EXAMPLE In some designs, a single test focused on attacks using drilling can Qe sufficient
TO alSO LeSTTESISTance t0 CUtting and mithng:
TE07.45.04 The tester shall review the implementation of the tamper detection mechanisms to confirm

that they provide continuous monitor the tamper detection envelope sufficient
any access to or modification of SSPs, as would result in unauthorized use or m
of the module.

is implemented, the test shall confirm that this is done on a frequency sufficien
an attacker being able to breach the tamper detection envelope and disable the
sponse mechanisms ahead of plaintext CSPs, plaintext PSPs and plaintext key c

being accessed.

to detect
odification

In practice, a module can periodically poll sensors used to detect tampering. Where this

t to avoid
tamper re-
omponents
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6.7.4 Environmental failure protection/testing

6.7.4.1 Security level 3

NOTE1 A cryptographic module is not expected to employ environmental failure protection features or undergo
environmental failure testing for security levels 1 and 2.

Table 228 — VE and TE of AS07.46

Environmental failure protection/testing — level 3

AS07.46 The module shall either employ EFP features or undergo EFT.
ISO/IEC 19790:2025,
7.7.4.3

Required te$t procedures

This assertiop is tested as part of AS07.48, AS07.49, AS07.50, AS07.51, AS07.52, AS07.53, AS07.54,AS07.56, AS07.57,
AS07.58, AS0[7.59 and AS07.60.

6.7.4.2 Sefurity level 4

Table 229 — VE and TE of AS07.47

Environmental failure protection/testing — level 4

AS07.47 The module shall employ EFP features.

ISO/IEC 19790:2025,
7.7.4.4

Required te$t procedures
This assertioh is tested as part of AS07.48, AS07.49 and AS07.50.

6.7.5 Environmental failure protection features

Table 230~ VE and TE of AS07.48

Environmental failure protection features — levels 3 and 4

AS07.48 EFP features shallprotect a cryptographic module against unusual environmental|conditions
ISO/IEC (accidental or indtieed) when outside of the module’s normal operating range, thatjcan compro-
19790:2025,.7.5 |mise the secutity of the cryptographic module.

Required te$t procedures
This assertioh is tested as partof AS07.50.

Table 231 — VE and TE of AS07.49

Environmental failure protection features — levels 3 and 4

AS07.49 I The-eryptographicmodule-shall-menitorand-correctiyrespond-when-operating-temperature
ISO/IEC and voltage are outside of the specified normal operating ranges.

19790:2025, 7.7.5
Required test procedures
This assertion is tested as part of AS07.50.
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Table 232 — VE and TE of AS07.50

Environmental failure protection features — levels 3 and 4

AS07.50

7.7.5

ISO/IEC 19790:2025,

If the temperature or voltage falls outside of the cryptographic module’s norma
range, the protection capability shall either:

a) shutdown the module to prevent further operation;

or

1 operating

b) immediately zeroize all plaintext CSPs, plaintext PSPs and plaintext key

components.

Required vendor information

VE07.50.01

If EFP is chosen for a particular condition, the module shall monitor and correctly respond
to fluctuations in the operating temperature or voltage outside of the module’s normal op-

erating range for thratcomdition The protection features shattcontimuousty mres
environmental conditions. If a condition is determined to be outside of the mod
operating range, the protection circuitry shall either:

a) shut down the module, or

b) zeroize all plaintext CSPs, plaintext PSPs and plaintext key component

Documentation shall state which of these approaches was chosen and provide 4
tion description of the EFP features implemented within theumodule.

sure these
l1le’s normal

v

specifica-

VE07.50.02

The security policy shall address whether the employed EFP feature forces mog
down or zeroizes all plaintext CSPs, plaintext PSPs and-plaintext key componen|
specify the temperature range met.

ule shut-
[s and shall

Required te

5t procedures

TE07.50.01

The tester shall configure the environmental\condition (ambient temperature ajnd voltage)

close to the appropriate extreme of the nérnial operating range specified for th
verify that the module continues to perform within normal operating parametg

e module and
rs.

TE07.50.02

The tester shall extend the temperature and voltage outside of the specified no1
and verify that the module eithenshuts down to prevent further operations or 7
plaintext CSPs, plaintext PSPs and plaintext key components.

mal range
eroizes all

TE07.50.03

If the module is designed tolzeroize all plaintext CSPs, plaintext PSPs and plaint
ponents, and the module was still operational after returning to the normal eny
range, the tester shallperform services that require CSPs, plaintext PSPs and pl

ext key com-
ironmental
aintext key

components and verify that the module does not perform these services.

TE07.50.04

The tester shal'verify that the security policy specifies the normal operating tgmperature
and voltage range. The tester shall also verify whether the module shuts down ¢r zeroizes
all plaintext\CSPs, plaintext PSPs and plaintext key components if the operatingltemperature
or voltage falls outside the normal operating range of the module.

6.7.6 Environmentalfailure testing procedures

Table 233 — VE and TE of AS07.51

Environmenjtal'failure testing procedures — level 3

AS07.51

ISO/IEC
19790:2025, 7.7.6

EFT shall involve a combination of analysis, simulation, and testing of a cryptographic module
to provide reasonable assurance that the environmental conditions (accidental or induced)
when outside the module’s normal operating ranges for temperature and voltage will not com-
promise the security of the cryptographic module.

Required test procedures

This assertion is tested as part of AS07.54.
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Table 234 — VE and TE of AS07.52

Environmental failure testing procedures — level 3

AS07.52
ISO/IEC

19790:2025, 7.7.6

EFT shall demonstrate that, if the operating temperature or voltage falls outside the normal
operating range of the module resulting in a failure, {at no time shall the security of the cryp-
tographic module be compromised.}

Required test procedures

This assertion is tested as part of AS07.54.

Table 235 — VE and TE of AS07.53

Environmental failure testing procedures — level 3

ASO7-53 {EFT ohall d\'lllUllDtl at\, that, ;lc th\, UP\,I Clt;lls t\,llll,l\,l atul C Ul VU}‘\:GSL fallo Uuto;d\, the normal
ISO/IEC operating range of the module resulting in a failure,} at no time shall the security df the cryp-
19790:2025,7.7.6  |tographic module be compromised.

Required te$t procedures

This assertio|

h is tested as part of AS07.54.

Table 236 — VE and TE of AS07.54

Environmertal failure testing procedures — level 3

AS07.54

ISO/IEC 1979
7.7.6

0:2025,

The temperature range to be tested shall be from atetperature within the nor
ing temperature range to the lowest (i.e. coldest) teniperature outside of the no
ing range that results in the module either fajling-or entering an error state.

mal operat-
‘mal operat-

Required ve

ndor information

VE07.54.01

continue to operate normally, or
fail and shut dowmns-or

enter an error-state.

If EFT is chosen for a particular condition, the module shall be tested within thg tempera-
ture range specified in AS07.54 and oltage ranges specified in AS07.59 and AS
module shall either:

7.60. The

Documentation shall state which of these approaches was chosen and provide a specifica-
tion description of the EFT.

VE07.54.02

The security policy shall address whether the employed EFT feature causes the
continue-fo'operate normally, fail, or enter an error state and shall specify the t
range-met.

module to
bmperature

Required te

5t procedures

TE07.54.01

The tester shall configure the environmental condition (i.e. ambient temperatu
voltage) as specified in AS07.54, AS07.59, and AS07.60 and verify that the modu
tinues to operate normally, or shuts down to prevent further operations, or ent¢r an error
state.

e and
le either con-

TE07.54.02

14l | 1 - | - e b dnndne sl | 1 el :

T T NTOTUTC IS UTSIgNTT tO CtCT aIT eI TOT State; aia tie Moate was St oper tional after
returning to the normal environmental range, the tester shall verify that the module is in an
error state.

TE07.54.03

The tester shall verify that the non-proprietary security policy specifies the normal operat-
ing temperature and voltage range, and whether the module forces shut down or enters an

error state if the operating temperature or voltage falls outside the normal operating range
of the module.
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Table 237 — VE and TE of AS07.55

Environmental failure testing procedures — level 3

AS07.55
ISO/IEC

19790:2025, 7.7.6

The temperature range shall also be from a temperature within the normal operating temper-
ature range to the highest (i.e. hottest) temperature outside of the normal operating range that

results in the module either failing or entering an error state.

Required test procedures

This assertion is tested as part of AS07.54.

Table 238 — VE and TE of AS07.56

Environmental failure testing procedures — level 3

AS07.56

Tlhat 4 o oo & ftad-challl o £  WAVAM YAl SN YaValeYaln N Lol o
ATCTTCTITpP T atuT T T aITgt O DT TS TU U STTIATT UCTTTUTIT TUU G tOZUU G, TTUVWUOVET,(TIIcTC

st shall be

I1SO/IEC 19790: interrupted as soon as either the module fails or the module enters an error statej
2025,7.7.6
Required te$t procedures

This assertio|

h is tested as part of AS07.54.

Table 239 — VE and TE of AS07.57

Environmertal failure testing procedures — level 3

AS07.57 {The temperature range to be tested shall be from 100°Oto 200 °C;} however, the fest shall be
ISO/IEC interrupted as soon as either the module fails or the module enters an error state
19790:2025,.7.6
Required te$t procedures
This assertioh is tested as part of AS07.54.

Table 240 — VEand TE of AS07.58
Environmertal failure testing procedures — level-3
AS07.58 Temperature shall be monitored internally at the sensitive elements and critical d¢vices and
ISO/IEC not just at the module’s cxyptographic boundary.
19790:2025,.7.6
Required vepdor information
VE07.58.01 The vendor shall document the sensitive elements and critical devices relevant to AS07.58.
Required te$t procedures
TE07.58.01 The testershall document how the temperature was monitored when performing the EFT test-

ing in-order to ensure that the temperature range documented in the test correspg
observed temperature internal to the sensitive elements and critical devices ident
vendor and not just at the modules’ s cryptographic boundary.

nds to the
fied by the

Table 241 — VE and TE of AS07.59

Environmental failure testing procedures — level 3

AS07.59
ISO/IEC

19790:2025, 7.7.6

The voltage range tested shall be gradually decreasing from a voltage within the normal op-
erating voltage range to a lower voltage outside of the normal voltage range that results in the

module either failing or entering an error state.

Required test procedures

This assertion is tested as part of AS07.54.
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Table 242 — VE and TE of AS07.60

Environmental failure testing procedures — level 3

AS07.60
ISO/IEC

19790:2025, 7.7.6

The voltage range tested shall also be gradually increasing from a voltage within the normal
operating voltage range to a higher voltage outside of the normal voltage range that results in
the module either failing or entering an error state.

Required test procedures

This assertion is tested as part of AS07.54.

6.8 Non-invasive security

6.8.1 Non-invasive security general requirements

Table 243 — VE and TE of AS08.01

Non-invasiv

e security general requirements — levels 1, 2, 3 and 4

AS08.01 Non-invasive attack mitigation techniques implemented by the cryptographic module to pro-
ISO/IEC tect the module’s SSPs that are not referenced in ISO/IEC 19790:2025; Annex F sha|l meet the
19790:2025,.8.1 |requirements in ISO/IEC 19790:2025, 7.12.

Required te$t procedures

This assertio|

h is tested as part of AS12.01, AS12.02, AS12.03 and AS12.04.

Table 244 — VE and TE of AS08.02

Non-invasiv

e security general requirements — levels 1, 2, 3 and4

AS08.02 The documentation for non-invasive secutity specified in ISO/IEC 19790:2025, A.2[7 shall be

ISO/IEC provided.

19790:2025,.8.1

Required vepdor information

VE08.02.01 The vendor shall provide the dséumentation requirements as specified in ISO/IEC[19790:2025,
A.2.7.

Required te$t procedures

TE08.02.01 The tester shall verify-that the vendor provides documentation as specified in ISOIEC 19790:
2025,A.2.7.

6.8.2 Secyrity levels 1 and 2

Table 245 — VE and TE of AS08.03

Security levels 1 and'2'— levels 1, 2, 3 and 4

AS08.03 For security levels 1 and 2, documentation shall specify all of the mitigation techniques

ISO/IEC employed to protect the module’s SSPs from the non-invasive attacks referenced inj ISO/IEC

19790:2025, 7.8.2

19790:2025, Annex F.

Required vendor information

VE08.03.01

The vendor shall provide supporting documentation which specifies all of the mitigation tech-
niques employed to protect the module’s SSPs from the non-invasive attacks specified in ISO/
IEC 19790:2025, Annex F.

Required test procedures

TE08.03.01

The tester shall verify that the vendor provides supporting documentation which specifies
all of the mitigation techniques employed to protect the module’s SSPs from the non-invasive
attacks specified in ISO/IEC 19790:2025, Annex F.
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Table 246 — VE and TE of AS08.04

Security levels 1 and 2 — levels 1, 2, 3 and 4

AS08.04 Documentation shall include evidence of the effectiveness of each of the attack mitigation tech-

ISO/IEC niques.
19790:2025, 7.8.2

Required vendor information

VE08.04.01 The vendor shall specify in the documentation the effectiveness of the mitigation techniques.

Required test procedures

TE08.04.01 The tester shall verify that the vendor provides documentation that specifies the effectiveness
of the mitigation techniques.

6.8.3 Secuyrity level 3

Table 247 — VE and TE of AS08.05

Security level 3 —level 3

AS08.05 In addition to the requirements for security levels 1 and 2, the cryptographic modiile shall be
ISO/IEC tested to meet the approved non-invasive attack mitigation test metrics for security level 3 as
19790:2025,.8.3 |referenced in ISO/IEC 19790:2025, Annex F.

Required vepdor information

VE08.05.01 The vendor shall provide documentation that the module’'meets the approved non4invasive
attack mitigation test metrics for security level 3.

Required te$t procedures

TE08.05.01 The tester shall verify that the vendor provides documentation that the module m¢ets the ap-
proved non-invasive attack mitigation testimetrics for security level 3.
TE08.05.02 The module shall be tested in accordance with any of the test procedures specified in ISO/IEC

20085-1 and ISO/IEC 20085-2.

6.8.4 Secyrity level 4

Table 248 — VE and TE of AS08.06

Security level 4 — level 4

AS08.06 In addition to the'requirements for security levels 1 and 2, the cryptographic modyle shall be
ISO/IEC tested to meetthe approved non-invasive attack mitigation test metrics for security level 4 as
19790:2025, .8.4 |referencediin ISO/IEC 19790:2025, Annex F.

Required vepdor information

VE08.06.01 Thewendor shall provide documentation that the module meets the approved non-invasive
attack mitigation test metrics for security level 4.

Required te$t procedures

TE08.06.01 The tester shall verifv that the vendor prnvidpc documentation that the module meets the ap-
proved non-invasive attack mitigation test metrics for security level 4.
TE08.06.02 The module shall be tested in accordance with any of the text procedures specified in ISO/IEC

20085-1 and ISO/IEC 20085-2.
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6.9 Sensitive security parameter management

6.9.1 Sensitive security parameter management general requirements

Table 249 — VE and TE of AS09.01

Sensitive security parameter management general requirements — levels 1, 2, 3 and 4

AS09.01
ISO/IEC

19790:2025,79.1

tion, and substitution.

CSPs shall be protected within the module from unauthorized access, use, disclosure, modifica-

Required vendor information

VE09.01.01 The vendor-provided documentation shall describe the protection of all CSPs internal to the
module. Protection shall iInclude the implementation of mechanisms that protect against unau-
thorized access, use, disclosure, modification, and substitution.

Required te$t procedures

TE09.01.01 The tester shall check the vendor-provided documentation that describes’the protg¢ction of
CSPs. The tester shall verify that the documentation describes how tHese CSPs are [protected
from unauthorized access, use, disclosure, modification, and substitution.

TE09.01.02 The tester shall attempt to access (by circumventing the docuniented protection njechanisms)
CSPs which the tester is not authorized to access. To meet this/assertion, the module is required
to deny access.

TE09.01.03 The tester shall attempt to modify CSPs using any methdd not specified by the venflor-provided
documentation.

NOTE CSPs encrypted using a non-approved algorithm or proprietary algorithmfor method
are considered to be in unprotected form withinjthe scope of this document.
Table 250 — VE and-TE of AS09.02

Sensitive sefurity parameter management general requirements — levels 1, 2, 3 and 4

AS09.02 PSPs shall be protected within the module against unauthorized modification and [substitution.

ISO/IEC

19790:2025, 9.1

Required vepdor information

VE09.02.01 The vendor-provideddocumentation shall describe the protection of all PSPs agairst unauthor-
ized modification‘and substitution.

Required te$t procedures

TE09.02.01 The tester'shall verify that the vendor-provided documentation describes how the|PSPs are
protectedfrom unauthorized modification and substitution.

TE09.02.02 Thé tester shall attempt to modify all PSPs using any method not specified by the yendor-pro-

vided documentation and shall attempt to enter them into the module.

Table 251 — VE and TE of AS09.03

Sensitive security parameter management general requirements — levels 1, 2, 3 and 4

AS09.03

ISO/IEC
19790:2025,

79.1

A module shall associate an SSP which is generated, entered into, or output from the module

with the entity (i.e. person, group, role, or process) to which the SSP is assigned.

Required vendor information

VE09.03.01

The documented SSP procedures shall describe the mechanisms or procedures used to ensure

that each SSP is associated with the correct entity.

Required test procedures
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Table 251 (continued)
TE09.03.01 The tester shall verify that the documented SSP entry/output procedures address how an en-
tered or output SSP is associated with the correct entity.
TE09.03.02 For each SSP that can be entered, the tester shall first enter the SSP while assuming the correct
entity. The tester shall then verify that entry is not possible when assuming an incorrect entity.
TE09.03.03 For each SSP that can be output, the tester shall first output the SSP while assuming the correct

entity. The tester shall then verify that output is not possible when assuming an incorrect enti-
ty.

Table 252 — VE and TE of AS09.04

Sensitive security parameter management general requirements — levels 1, 2, 3 and 4

AS09.04 Authentication data, verilier data that are not PSPs, RBG state information, and infermediate

ISO/IEC key generation values shall be considered as CSPs.

19790:2025, 9.1

Required vepdor information

VE09.04.01 The vendor shall provide documentation confirming that the authentication data gnd verifier
data, which are not PSPs, RBG state information, and intermediate key generation yalues are
defined as CSPs.

Required te$t procedures

TE09.04.01 The tester shall verify that the vendor provides documentation that the authentication data
and verifier data that are not PSPs, RBG state information, and intermediate key g¢neration
values are defined as CSPs.

TE09.04.02 The tester shall verify that the vendor-providedsécurity policy defines any authentication data

and verifier data that are not PSPs, RBG stateinformation, and intermediate key g¢neration
values as CSPs.

Table 253 — VE and TE of AS09.05

Sensitive se

Curity parameter management generalrequirements — levels 1, 2, 3 and 4

AS09.05 Hash values of passwords shall be considered as CSPs unless they were generated pising an

ISO/IEC approved password protection method (e.g. salt and hash) as specified in ISO/IEC 19790:2025,

19790:2025,.9.1 |Annex E, in which case {the hash values of passwords shall be considered PSPs.}

Required vepdor information

VE09.05.01 The vendor shall provide documentation that hash values of passwords that were hot generat-
ed using an approved password protection method (e.g. salt and hash) as specified|in ISO/IEC
19790:2025,Annex E, are defined as CSPs.

Required te$t procedures

TE09.05.01 Thé tester shall verify that the vendor provides documentation, to confirm that any hash values
of passwords are defined as CSPs.

TE09.05.02 The tester shall verify that the security policy provided by the vendor defines any hash values

of passwords as CSPs.
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Table 254 — VE and TE of AS09.06

Sensitive security parameter management general requirements — levels 1, 2, 3 and 4

AS09.06
ISO/IEC

19790:2025, 7.9.1

{Hash values of passwords shall be considered as CSPs unless they were generated using an
approved password protection method (e.g. salt and hash) as specified in ISO/IEC 19790:2025,

Annex E,} in which case the hash values of passwords shall be considered PSPs.

Required vendor information

VE09.06.01

The vendor shall provide documentation that hash values of passwords which were generated

using an approved password protection method (e.g. salt and hash) as specified in
19790:2025, Annex E, are defined as PSPs.

ISO/IEC

Required test procedures

TE09.06.01

The tester shall verify that the vendor provides documentation, to confirm that any hash values

afnaccuzardce oo dafiond oc DCDC
T oottt S ToOTS5T

OTpToSSvv Ot

TE09.06.02

|
The tester shall verify that security policy provided by the vendor defines any: hash values of

passwords as PSPs.

Table 255 — VE and TE of AS09.07

Sensitive se

Curity parameter management general requirements — levels 1, 2, 3 and 4

AS09.07 When a hash function is used on passwords/PINs, whether it{is on its own or as paft of an

ISO/IEC approved password protection method in ISO/IEC 19790;2025, Annex E, then an approved hash

19790:2025, 9.1 |algorithm as listed in ISO/IEC 19790:2025, Annex C shall be'used.

Required vepdor information

VE09.07.01 The vendor-provided documentation shall describe the approved hash algorithm that is used to
create the hash values of passwords/PINs.

VE09.07.02 The vendor shall provide a validation certificate if available as specified in VE02.18.01, or ven-
dor affirmation as specified in VE02.18¢03;

Required te$t procedures

TE09.07.01 The tester shall verify by inspection-of the cryptographic module that an approved hash algo-
rithm is used to create the hashsvalues of passwords/PINs.

TE09.07.02 The tester shall verify that the vendor has provided a validation certificate if available for the

approved hash algorithmiimplemented as specified in VE02.18.01, or vendor affirmation as

specified in VE02.18.03:

Table 256 — VE and TE of AS09.08

Sensitive se

Curity parameter(management general requirements — levels 1, 2, 3 and 4

AS09.08 The decuumentation for sensitive security parameter management specified in ISOfIEC

ISO/IEC 19790:2025, A.2.8 shall be provided.

19790:2025, 9.1

Required vepdor.information

VE09.08.01 The vendor shall provide the documentation requirements as specified in ISO/IEC[19790:2025,

A28

Required test procedures

TE09.08.01

The tester shall verify that the vendor provides documentation as specified in ISO/IEC

19790:2025, A.2.8.

6.9.2 Random bit generators

NOTE
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Table 257 — VE and TE of AS09.09

Random bit generators — levels 1, 2, 3 and 4

AS09.09
ISO/IEC

19790:2025,79.2

If an approved security function requires random values, then an approved RBG shall be used

to provide these values.

Required vendor information

VE09.09.01 The vendor shall provide the list of all RBGs used in approved security functions within the
cryptographic module and their precise usage.

VE09.09.02 The vendor shall provide documentation that any random values used by approved security
functions are provided from an approved RBG.

VE09.09.03 The vendor shall provide documentation that all RBGs used in approved security functions are
tested-in-accordanece-with-the-method-speeifiednISOHEC20543-

Required te$t procedures

TE09.09.01 The tester shall verify that all RBGs used by approved security functions are docujnented and
their usage defined.

TE09.09.02 The tester shall verify from the vendor-provided documentation that'the'implemenpted RBGs
used by approved security functions are compliant with the approved RBGs listed fin ISO/IEC
19790:2025, Annex C.

TE09.09.03 The tester shall verify from the vendor-provided documentation that any random yalues used
by approved security functions are provided from an approved RBG.

TE09.09.04 The tester shall verify from the vendor-provided documnéntation that all RBGs usedl in approved
security functions are tested in accordance with the:imethod specified in ISO/IEC 40543.

NOTE Appioved RBGs are listed in ISO/IEC 19790:2025, Annex C.

Table 258 — VE and TE of AS09.10

Random bit generators — levels 1, 2, 3 and 4

AS09.10 Entropy input used to seed an approved RBG shall be considered a CSP.

ISO/IEC

19790:2025,.9.2

Required vepdor information

VE09.10.01 The vendor shall provide documentation that the entropy input used to seed an approved RBG
is defined as a CSP:

Required te$t procedures

TE09.10.01 The testershall verify that the vendor provides documentation that the entropy input used to

seed an gpproved RBG is defined as a CSP.
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6.9.3 Sensitive security parameter generation

Table 259 — VE and TE of AS09.11

Sensitive security parameter generation — levels 1, 2, 3 and 4

AS09.11
ISO/IEC

19790:2025, 7.9.3

Compromising the security of the SSP generation method which uses the output of
RBG (e.g. guessing the seed value to initialize the deterministic RBG) shall require
many operations as determining the value of the generated SSP.

an approved
atleastas

Required vendor information

VE09.11.01

The vendor shall provide documentation that provides rationale stating how comp

romising the

security of the SSP generation method (e.g. guessing the seed value to initialize the determinis-
tic RBG) requires at least as many operations as determining the value of the generated SSP.

Required te

. 3
L Protcuurcs

TE09.11.01

The tester shall verify that the vendor-provided documentation that provides fatid
how compromising the security of the SSP generation method (e.g. guessing,the'se
initialize the deterministic RBG) requires at least as many operations asidetérmin
of the generated SSP.

nale stating
bd value to
ng the value

TE09.11.02

The tester shall verify the accuracy of any rationale provided by the|yendor. The byirden of

proofis on the vendor; if there is any uncertainty or ambiguity, the tester shall ask
to produce additional information.

the vendor

Table 260 — VE and TE of AS09.12

Sensitive se

Curity parameter generation — levels 1, 2, 3 and 4

generated by the module are compliant with the approved SSP generation method;
ISO/IEC 19790:2025, Annex D. These SSPs are generated from either the output of

AS09.12 SSPs generated by the module from either the eutput of an approved RBG or derivgd from an

ISO/IEC SSP entered into the module and used by an@pproved security function shall be ggnerated

19790:2025,7.9.3 |using approved sensitive security parameter generation methods listed in ISO/IE(Q 19790:2025,
Annex D.

Required vepdor information

VE09.12.01 The vendor shall provide the list,of all SSPs generated by the module used in the crfyptographic
module and their precise usage?These SSPs are generated from either the output of an ap-
proved RBG or derived from-an SSP entered into the module and used by an approyed security
function.

VE09.12.02 The vendor shall provide documentation that SSPs generated by the module are gejnerated
using an approved-SSP generation method. These SSPs are generated from either the output
of an approved RB&or derived from an SSP entered into the module and used by ap approved
security function:

Required te$t procedures

TE09.12.01 The tester’shall verify that all SSPs generated by the module are documented and gheir usage
defined. These SSPs are generated from either the output of an approved RBG or d¢rived from
amSSP entered into the module and used by an approved security function.

TE09.12.02 The tester shall verify from the vendor-provided documentation that the implemenpted SSPs

listed in
hn approved

RBG or derived from an SSP entered into the module and used by an approved security func-

tion.

6.9.4 Automated sensitive security parameter establishment

NOTE
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Table 261 — VE and TE of AS09.13

Automated sensitive security parameter establishment — levels 1, 2, 3 and 4

AS09.13
ISO/IEC

19790:2025, 7.9.4

Annex D.

Automated SSP establishment shall use an approved method listed in ISO/IEC 19790:2025,

Required vendor information

VE09.13.01

tographic module and their precise usage.

The vendor shall provide the list of all automated SSP establishment methods used in the cryp-

Required test procedures

TE09.13.01 The tester shall verify that all automated SSP establishment methods are documented and their
usage defined.

TE09.13.02 The tester shall verify from the vendor-provided documentation that the implemehted auto-
mated SSP establishment methods are compliant with the approved automated,SSP establish-
ment methods listed in ISO/IEC 19790:2025, Annex D.

6.9.5 Sengitive security parameter entry and output

6.9.5.1 Sepsitive security parameter entry and output general requirenients

NOTE Se
(e.g. entered
tokens, PC caj

hsitive security parameters can be manually entered into or putput from a module ¢
yia a keyboard or number pad, or output via a visual display) or-¢lectronically (e.g. via
d, other electronic key loading device, or the module operational environment).

Table 262 — VE and TE of AS09.14

ither directly
smart card/

Sensitive se

Curity parameter entry and output — levels 1, 2,3 and 4

AS09.14

ISO/IEC 1979
79.5.1

If SSPs are manually entered or outputfrom a module, the entry or output shall i

0:2025, |the defined module interfaces.

e through

Required te

5t procedures

This assertio|
AS03.13 and

h is tested as part of AS03.04, AS03.05, AS03.06, AS03.07, AS03.08, AS03.09, AS03.10, AS03
AS03.14.

.11, AS03.12,

Table 263 — VE and TE of AS09.15

Sensitive se

Curity parameter entry and output — levels 1, 2, 3 and 4

AS09.15

ISO/IEC 1979
79.5.1

All cryiptographically protected SSPs, entered or output from the module shall b¢
0:2025,

using.an approved security function, as specified in ISO/IEC 19790:2025, Annex [

protected

.

Required ve

ndor information

VE09.15.01 The vendor-provided documentation shall specify all cryptographically protectgd SSPs which
are entered or output from the cryptographic module.
VE09.15.02 The vendor-provided documentation shall state the method used to cryptographically pro-

tect the SSPs which are entered or output from the cryptographic module.

Required test procedures

TE09.15.01 The tester shall verify that the vendor has provided documentation specifying all the cryp-
tographically protected SSPs which are entered and output from the cryptographic module.

TE09.15.02 The tester shall verify that the vendor has provided documentation specifying the method
used to cryptographically protect the SSPs which are entered or output from the cryp-
tographic module.

TE09.15.03 The tester shall verify that the method used to cryptographically protect the SSPs which are

entered or output from the cryptographic module is performed using an approved security
function.
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Table 264 — VE and TE of AS09.16

Sensitive security parameter entry and output — levels 1, 2, 3 and 4

AS09.16

ISO/IEC 1979
79.5.1

0:2025,

If encrypted SSPs are directly entered manually into the module, then the plaintext values of

the SSPs shall not be displayed.

Required vendor information

VE09.16.01

The documented SSP entry mechanisms for encrypted SSPs shall preclude the display of their

plaintext values.

Required test procedures

TE09.16.01 The tester shall verify that the documented SSP entry mechanisms for encrypted SSPs pre-
clude the display of their plaintext values during the encrypted SSP entry process.
TE09.16.02 The tester shall enter all encrypted SSPs and monitor the output interfaces of th¢ module to
verify that any resulting plaintext SSP values are not displayed.
NOTE For directly entered SSPs, the entered values can be temporarilydisplayed to allow

visual verification and to improve accuracy.

Table 265 — VE and TE of AS09.17

Sensitive se

furity parameter entry and output — levels 1, 2, 3 and 4

AS09.17

ISO/IEC 1979
79.5.1

0:2025,

Except for authentication data, manually directly entered (plaintext or encrypte
be verified during entry into a module for accuracy using’the conditional manua
specified in ISO/IEC 19790:2025, 7.10.4.5.

1) SSPs shall
entry test

Required te

5t procedures

This assertio|

h is tested as part of AS10.44, AS10.45, AS10.46 and AS10.47.

Table 266 — VE and TE of AS09.18

Sensitive se

Curity parameter entry and output — levels 1, 2, 3 and 4

AS09.18

ISO/IEC 1979
79.5.1

0:2025,

To prevent the inadvertent output of sensitive information, two independent intq
shall be required by the modirle in order to output any plaintext CSP;

rnal actions

Required ve

ndor information

VE09.18.01 If the module outputs any plaintext CSPs, the vendor-provided documentation shall describe
the output services.

VE09.18.02 The finite State model and other vendor-provided documentation shall indicate, for the out-
put of plaintext CSPs, that two independent internal actions are required.

Required te$t procedures

TE09.18.01 The-tester shall verify from the vendor-provided documentation or finite state njodel that the
module allows the output of plaintext CSPs.

TE09.18.02 The tester shall verify from the finite state model and other vendor-provided dogumentation
that the output of plaintext CSPs requires two independent internal actions in order for the
eryprosraphiemoduletoontputthe plattext G5,

TE09.18.03 The tester shall attempt to output plaintext CSPs without the module performing two inde-

pendent internal actions. The module shall fail if the module allows the output of plaintext

CSPs without two independent internal actions.
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Table 267 — VE and TE of AS09.19

Sensitive security parameter entry and output — levels 1, 2, 3 and 4

AS09.19

ISO/IEC 19790:2025,

79.5.1

For electronic entry or output via a wireless connection, CSPs and key components shall be

encrypted.

Required vendor information

VE09.19.01 If the module inputs or outputs CSPs, and key components via wireless interfaces, the ven-
dor-provided documentation shall describe the wireless services.

VE09.19.02 If the module inputs or outputs CSPs, and key components via wireless interfaces, the ven-
dor-provided documentation shall describe the encryption methods employed to encrypt the
CSPs and key components.

Required tegt-procedures

TE09.19.01 The tester shall verify whether the module inputs or outputs CSPs and key comppnents via
wireless interfaces.

TE09.19.02 The tester shall verify that the encryption methods employed to encrypt the CSPis and key

components are approved encryption methods.

NOTE For security levels 1 and 2, plaintext CSPs and key compenents can be erj
output via physical port(s) and logical interface(s) shared with otlfer physical po
cal interfaces of the cryptographic module.

tered and
Fts and logi-

Table 268 — VE and TE of AS09.20

Sensitive se

furity parameter entry and output — levels 1, 2, 3 and 4

AS09.20

1SO/IEC 1979
79.5.1

0:2025,

Cryptographic keys established wirelessly usiilg automated methods shall use ap approved

method listed in ISO/IEC 19790:2025, Ann€x B.

Required te

5t procedures

This assertio

h is tested as part of AS09.13.

Table 269 ~="VE and TE of AS09.21

Sensitive se

Curity parameter entry and output — levels 1, 2, 3 and 4

AS09.21

If the cryptographicanodule employs split-knowledge procedures for cryptograp

hic keys

ISO/IEC 19790:2025, |entry or outputjat least two key components shall be required by the module to feconstruct

79.5.1 the original cryptographic key.

Required vepdor information

VE09.21.01 The yendor-provided documentation shall specify the number of components that are re-
quired to construct the original CSP.

VE09.21.02 If knowledge of the number of key components is required to reconstruct the original key,

the vendor-provided documentation shall include rationale stating how knowled
number less than the number of key components provides no information about

oe of any
the original

key other than the length.

Required test procedures

TE09.21.01

The tester shall verify that the vendor-provided documentation describes how the
split-knowledge procedure requires at least two components to construct the original CSP.
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Table 269 (continued)

TE09.21.02

The tester shall verify that the vendor-provided documentation describes how the output of
CSPs under split-knowledge procedures does not result in the output of a single component
that can be used to construct the original CSP.

TE09.21.03

The tester shall verify that the vendor-provided documentation provides a rationale that no
information is gained without knowing all the necessary key components, and that the output
of CSPs under split-knowledge procedures does not result in the output of a single component
that can be used to construct the original CSP.

TE09.21.04

The tester shall verify the accuracy of any rationale provided by the vendor. The burden of
proof is on the vendor; if there is any uncertainty or ambiguity, the tester shall ask the vendor
to produce additional information.

6.9.5.2 Se

Table 270 — VE and TE of AS09.22

Sensitive se

furity parameter entry and output — levels 1 and 2

AS09.22

ISO/IEC 1979
7.9.5.2

0:2025,

CSPs and
this case, the
fonment.

For software modules or the software components of a hybrid software module,
key components may be entered or output from the module in-plaintext form; in
module shall not output the CSPs and key components from/the’operational envi

Required ve

ndor information

VE09.22.01

For software modules or the software components of-@hybrid software module, the vendor
shall provide documentation showing that CSPs and Key components that are enfered or
output from the module in plaintext form are maintained within the operational|environ-
ment and that the plaintext form CSPs and key\components is not output from the operational

environment.

Required te

5t procedures

TE09.22.01

For software modules or the software components of a hybrid software module the tester
shall verify that the vendor provides documentation showing that CSPs and key ¢omponents
that are entered or output from'the module in plaintext form are maintained within the op-
erational environment andthat the plaintext form CSPs and key components are|not output
from the operational envirenment.

6.9.5.3 Se

curity level 3

Table 271 — VE and TE of AS09.23

Sensitive se

Curity parameter ‘entry and output — level 3

AS09.23

ISO/IEC 1979
79.5.3

0:2025,

Cryptographic keys, key components from split-knowledge procedures, and non{key CSPs en-
téred or output from the cryptographic module using direct entry or electronic rhethods shall
either be encrypted or using a plaintext trusted path that meet security level 3 requirements

in ISO/IEC 19790:2025, 7.3.4.

Required ve

ndorinformation

VE09.23.01

Keys, key
components from split-knowledge procedures, and non-key CSPs are entered or output from
the cryptographic module encrypted or using a plaintext trusted path.

Land) | 1 11l A | < ot n) PR | o latl 4 1o
T VEIIUUL SIIdIT PpIrUVIUT UUCTUILIITIITAUIUIT LIIdU UTOLTTUT S VWIITLIITIT UL _)’PLUSI dplIliic

VE09.23.02

For keys that are encrypted when entered or output from a module, the vendor-provided
documentation shall describe the encryption method and provide a validation certificate if
available or vendor affirmation as specified in VE02.18.01 and VE02.18.03.

VE09.23.03

For keys that are entered or output from a module using split-knowledge procedures, the ven-
dor-provided documentation shall describe the split-knowledge methods used as specified in
VE09.21.01 to VE09.21.02.

VE09.23.04

For keys that are entered or output from a module using a plaintext trusted path, the ven-
dor-provided documentation shall describe the plaintext trusted path as specified in AS03.17
to AS03.22.

Required test procedures
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Table 271 (continued)

TE09.23.01

The tester shall verify that the vendor-provided documentation specifies that cryptographic
keys, key components from split-knowledge procedures, and non-key CSPs are entered or
output from the cryptographic module encrypted or using a plaintext trusted path.

TE09.23.02

For keys that are encrypted when entered or output from a module, the tester shall verify
that the vendor-provided documentation describes the encryption method. The tester shall
verify that the vendor provides a validation certificate if available or vendor affirmation as
specified in TE02.18.01 and TE02.18.03.

TE09.23.03

For keys that are entered or output from a module using split-knowledge procedures, the
tester shall verify that the vendor-provided documentation describes the split-knowledge
methods used as specified in TE09.21.01 to TE09.21.04.

TE09.23.04

For keys that are entered or output from a module using a plaintext trusted path, the tester

shallverifu that the vendor-nrovided documentation describesthe nlaintext tru
r r

s ted path.
used as specified in AS03.17 to AS03.22.

TE09.23.05

For documented methods in TE09.23.01 to TE09.23.04, the tester shall verify'by test and

inspection of the module that imported keys are using the methods described.

Table 272 — VE and TE of AS09.24

Sensitive se

Curity parameter entry and output — level 3

AS09.24

ISO/IEC 1979
79.5.3

0:2025,

When entering or outputting key components from split-knowledge procedures,|the module
shall authenticate each operator (i.e. each distinct key-component importer or exjporter)

separately with an authentication that meets securitydevel 3 requirements in ISQ/IEC 19790
—, 7.4.4.

Required ve

ndor information

VE09.24.01 The vendor-provided documentation shalKspecify how that identity-based authentication is
employed and checked ahead of entry of\each separate key component.

Required te$t procedures

TE09.24.01 The tester shall verify that that the vendor-provided documentation specifies how that
identity-based authentication is\employed and checked ahead of entry of each separate key
component.

TE09.24.02 The test shall perform split-key entry to the module and confirm that separate identity-based
authentication is required to enter each key component.

6.9.5.4 Sefurity level 4

Table 273 — VE and TE of AS09.25

Sensitive se

furity parameter entry and output — level 4

AS09.25

ISO/IEC 1979
7.9.5.4

0:2025,

Cryptographic keys entered or output from the cryptographic module shall eithdr be en-
crypted or entered using split-knowledge procedures.

Required ve

ndor information

VE09.25.01 The vendor-provided shall provide documentation that describes whether cryptographic
keys are entered or output from the module encrypted or using split-knowledge procedures.

VE09.25.02 For keys that are encrypted when entered or output from a module, the vendor documenta-
tion shall describe the encryption method and provide a validation certificate if available or
vendor affirmation as specified in VE02.18.01 and VE02.18.03.

VE09.25.03 For keys that are entered or output from a module using split-knowledge procedures, the ven-

dor-provided documentation shall describe the split-knowledge methods used as specified in
VE09.21.01 to VE09.21.02.

Required test procedures

TE09.25.01

The tester shall verify that the vendor-provided documentation describes whether cryp-
tographic keys are entered or output from the module encrypted or using split-knowledge
procedures.

© ISO/IEC 2025 - All rights reserved
115



https://iecnorm.com/api/?name=3204c96e65035ba36d6090c2c5002060

ISO/IEC 24759:2025(en)

Table 273 (continued)

TE09.25.02

For keys that are encrypted when entered or output from a module, the tester sh

all veri-

fy that the vendor-provided documentation describes the encryption method and provide

a validation certificate if available or vendor affirmation as specified in TE02.18.
VE02.18.03.

01 and

TE09.25.03

For keys that are entered or output from a module using split-knowledge procedures, the
tester shall verify that the vendor-provided documentation describes the split-knowledge

methods used as specified in TE09.21.01 to TE09.21.04.

TE09.25.04

For documented methods in TE09.25.01 to TE09.25.03, the tester shall verify by test and

inspection of the module that imported keys are using the methods described.

Table 274 — VE and TE of AS09.26

Sensitive se

Curity parameter entry and output — level 4

AS09.26

ISO/IEC 1979
79.5.4

0:2025,

Key components from split-knowledge procedures and non-key CSPs shall be ént
put from the module either encrypted or by a plaintext trusted path that meets g
4 requirements in ISO/IEC 19790:2025, 7.3.4.

ered or out-
ecurity level

Required ve

ndor information

VE09.26.01

The vendor shall provide documentation that describes whether key component
split-knowledge procedures and non-key CSPs are entered Or output from the mg
crypted or using split-knowledge procedures.

L from
dule en-

VE09.26.02

For key components from split-knowledge procedures-and non-key CSPs that are
when entered or output from a module, the vendoréprovided documentation sha
the encryption method and provide a validation certificate if available or vendor
as specified in VE02.18.01 and VE02.18.03.

encrypted
1 describe
affirmation

VE09.26.03

For key components from split-knowledge‘procedures and non-key CSPs that ar¢
output from a module using split-knowledge procedures, the vendor-provided dd
shall describe the split-knowledge methods used.

entered or
cumentation

Required te

5t procedures

TE09.26.01

The tester shall verify that the vendor-provided documentation describes wheth|

er key com-

ponents from split-knowledgéprocedures and non-key CSPs are entered or outpyit from the

module encrypted or usingsplit-knowledge procedures.

TE09.26.02

For key components.from split-knowledge procedures and non-key CSPs that arg
when entered or oufput from a module, the tester shall verify that the vendor do
describes the encryption method. The tester shall verify that the vendor provide
certificate if available or vendor affirmation as specified in TE02.18.01 and VE0Z

encrypted
fumentation
5 a validation
.18.03.

TE09.26.03

For key cemponents from split-knowledge procedures and non-key CSPs that aré
outputfrem a module using split-knowledge procedures, the tester shall verify t
dor documentation describes the split-knowledge methods used.

entered or
hat the ven-

TE09.26.04

Eordocumented methods in TE09.26.01 to TE09.26.03, the tester shall verify by
inspection of the module that imported keys are using the methods described.

test and

© ISO/IEC 2025 - All rights reserved
116



https://iecnorm.com/api/?name=3204c96e65035ba36d6090c2c5002060

ISO/IEC 24759:2025(en)

Table 275 — VE and TE of AS09.27

Sensitive security parameter entry and output — level 4

AS09.27

ISO/IEC 19790:2025,

79.5.4

For key components entered or outputted as part of split-knowledge procedures,

19790:2025, 7.4.4.

the mod-

ule shall authenticate each operator (i.e. each distinct key component importer/exporter)
separately with an authentication that meets security level 4 requirements in ISO/IEC

Required vendor information

VE09.27.01

employed for each separate key component.

The vendor-provided documentation shall specify that multi-factor identity-based authen-
tication or another that meets security level 4 requirements in ISO/IEC 19790:2025, 7.4.4 is

Required test procedures

TE09.27.01 The tester shall verifyv that multi-factor identitv-based anthentication or another that meets
security level 4 requirements in ISO ISO/IEC 19790:2025, 7.4.4 is employed for,edach separate
key component.

TE09.27.02 The tester shall verify the multi-factor authentication method or another under 4S04.59.

6.9.6 Sengitive security parameter storage

Table 276 — VE and TE of AS09.28

Sensitive se

Curity parameter storage — levels 1, 2, 3 and 4

form cryptographic furetions as one of the entities and shall verify that these func

AS09.28 A module shall associate every SSP stored within the.miodule with the entity (e.g. dperator, role,

ISO/IEC or process) to which the SSP is assigned.

19790:2025,.9.6

Required vepdor information

VE09.28.01 The vendor-provided documentation on Key storage shall describe the mechanismg or proce-
dures used to ensure that each key is associated with the correct entity.

Required te$t procedures

TE09.28.01 The tester shall verify the docuinentation on key storage that the procedures addrpss how a
stored key is associated with\the correct entity.

TE09.28.02 The tester shall modify the.association of key and entity. The tester shall then attempt to per-

tions fail.
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6.9.7 Sensitive security parameter zeroization

6.9.7.1 Sensitive security parameter zeroization general requirements

Table 277 — VE and TE of AS09.29

Sensitive security parameter zeroization — levels 1, 2, 3 and 4

AS09.29

ISO/IEC 19790:2025,

79.7.1

key components within the module.

A module shall provide methods to zeroize all plaintext CSPs, plaintext PSPs, and plaintext

Required vendor information

VE09.29.01

The vendor-provided documentation shall specify the following zeroization information for

operator LSFs and operator FSFs:

a) zeroization techniques;

b) restrictions when plaintext CSPs, plaintext PSPs, and plaintext key cox
be zeroized;

c) plaintext CSPs, plaintext PSPs, and plaintext key components that are

d) plaintext CSPs, plaintext PSPs, and plaintext key edmponents that arg
and rationale;

is not sufficient to compromise plainteéxt CSPs, plaintext PSPs and
components.

ponents can

zeroized;

not zeroized

e) rationale explaining how the zeroization technique is performed i a time that

plaintext key

VE09.29.02

The vendor-provided documentation shallspecify how the zeroization method
ployed such that plaintext CSPs, plaintext PSPs and plaintext key components w
module cannot be obtained by an attacker.

S) are em-
ithin the

VE09.29.03

If plaintext CSPs, plaintext PSPs and;plaintext key components are zeroized proj
while under the control of the operator (i.e. present to observe the method has
successfully or controlled viaairemote management session), vendor-provided
tion and the module securitypolicy shall specify how the methods shall be perf

cedurally
fompleted
Hocumenta-
prmed.

Required te

5t procedures

TE09.29.01

The tester shall verify the vendor documentation includes the information sped
VE09.29.01. Thetester shall verify the accuracy of any rationale provided by th
burden of proof is on the vendor; if there is any uncertainty or ambiguity, the te
request the vendor to produce additional information as needed.

ified in
b vendor. The
ster shall

TE09.29.02

The tester'shall verify which plaintext CSPs, plaintext PSPs and plaintext key cd

zervize command, the tester shall attempt to perform cryptographic operation
of the plaintext CSPs, plaintext PSPs and plaintext key components that were st
module. The tester shall verify that each unprotected SSP cannot be accessed.

mponents

are pfesent in the module and initiate the zeroize command. Following the completion of the

using each
pbred in the

TE09.29.03

The tester shall initiate zeroization and verify the SSP destruction method is pe
a time that is not sufficient to compromise plaintext CSPs, plaintext PSPs, and p
components.

rformed in
aintext key
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Table 277 (continued)

TE09.29.04

The tester shall verify that all plaintext CSPs, plaintext PSPs, and plaintext key components
to not be zeroized by the zeroize command are either 1) encrypted using an approved algo-
rithm, or 2) physically or logically protected within an embedded validated cryptographic
module (validated as conforming to ISO/IEC 19790:2025).

TE09.29.05

If procedural zeroization methods are used, the tester shall verify that the vendor-provided
documentation, including the security policy, specifies that the procedure shall be per-
formed under the control of the operator.

TE09.29.06

If the procedural zeroization method is not under the direct control of the operator, the test-
er shall verify the accuracy of any rationale provided by the vendor as to why plaintext CSPs,
plaintext PSPs and plaintext key components within the module cannot be obtained by an
attacker. The burden of proof is on the vendor; if there is any uncertainty or ambiguity, the
tester shall ask the vendor to produce additional information.

NOTE Temporarily stored plaintext CSPs, plaintext PSPs, plaintext key compagnents, and
other stored values owned by the module are zeroized when they are no lohgér|required for
future use.

Table 278 — VE and TE of AS09.30

Sensitive se

Curity parameter zeroization — levels 1, 2, 3 and 4

AS09.30

1SO/IEC 1979
79.7.1

0:2025,

A zeroized SSP or key component shall not be retrievable er¢eusable, including i
tamper.

l response to

Required ve

ndor information

VE09.30.01 The vendor-provided documentation shall spe&ify how a zeroized SSP or key conjponent can-
not be retrievable or reusable.

Required te$t procedures

TE09.30.01 The tester shall verify that the vendor-provided documentation specifies how a Zeroized SSP
or key component cannot be retrievable or reusable.

TE09.30.02 The tester shall verify the accuracy of any rationale provided by the vendor. The purden of

proof is on the vendor; if thergis any uncertainty or ambiguity, the tester shall agk the vendor

to produce additional information.

Zeroization of protected:PSPs, encrypted CSPs, or CSPs otherwise physically or lpgically pro-
tected within an additional embedded validated module (meeting the requiremepnts of ISO/
IEC 19790:2025)-is\110t expected.

SSPs are not expetCted to meet these zeroization requirements if they are used exclusively to
reveal plaintext data to processes that are authentication proxies (e.g. a CSP that]is a module
initialization key).
NOTE f_Zeroization of protected PSPs, encrypted CSPs or CSPs otherwise physicplly or logi-
cally\protected within an additional embedded validated module (meeting the rgquirements
ofASO/1IEC 19790:2025) is not expected
NOTE 2 SSPs are not expected to meet these zeroization requirements if they arg
sively to reveal plaintext data to processes that are authentication proxies (e.g. a

used exclu-
CSP thatisa

module initialization key).

6.9.7.2 Security level 1

Table 279 — VE and TE of AS09.31

Sensitive security parameter zeroization — level 1

AS09.31

ISO/IEC 1979
7.9.7.2

0:2025,

If zeroization is performed procedurally, the security policy shall provide instructions on
how to perform the procedure, such that all plaintext CSPs, plaintext PSPs and plaintext key
components are zeroized.

Required test procedures

This assertion is tested as part of ASB.01.
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6.9.7.3 Security levels 2 and 3

Table 280 — VE and TE of AS09.32

Sensitive security parameter zeroization — levels 2, 3 and 4

AS09.32

7.9.7.3

ISO/IEC 19790:2025,

The cryptographic module shall perform the zeroization of plaintext CSPs, plaintext PSPs and
plaintext key components (e.g. overwriting with all zeros or all ones or with random data).

Required test procedures

This assertion is tested as part of AS09.29.

Table 281 — VE and TE of AS09.33

Sensitive se

curity parameter zeroization — levels 2, 3 and 4

AS09.33

ISO/IEC 1979
7.9.7.3

0:2025,

When zeroizing plaintext CSPs or plaintext PSPs, or both in response to auser re
tamper, the module shall not overwrite them with other plaintext CSPs-gr.user P
ing in response to tamper.

quest or
SPs, includ-

Required ve

ndor information

SSPs areszeroized when they are no longer required.

VE09.33.01 The vendor-provided documentation shall specify that the zetojzation excludes the overwrit-
ing of a plaintext SSP with another plaintext SSP.

Required te$t procedures

TE09.33.01 The tester shall verify that the vendor-provided documentation specifies that th¢ zeroization
excludes the overwriting of a plaintext SSP with angther plaintext SSP.

Table 282 — VE and TE(6fAS09.34

Sensitive se¢urity parameter zeroization — levels 2, 3 and .4

AS09.34 Temporary SSPs shall be zeroized when they are no longer required, however, injthis case

ISO/IEC 19790:2025, [AS09.35 and AS03.07 are not applicable.

7.9.7.3

Required vepdor information

VE09.34.01 The vendor-provided documentation shall specify that temporary SSPs are zeroiged when
they are no longer. required.

Required te$t procedures

TE09.34.01 The tester shall'verify that the vendor-provided documentation specifies that temnporary

Table 283 — VE and TE of AS09.35

Sensitive se

furity parameter zeroization — levels 2, 3 and 4

AS09.35
ISO/IEC 1979

0:2025,

plaintext PSPs and plaintext key components is complete, including in response

0 tamper.

The module shall provide an output status indication when the zeroization of plzqintext CSPs,

7.9.7.3

Required vendor information

VE09.35.01

The vendor-provided documentation shall specify that the module provides an output status

indication when the zeroization is complete (AS03.11).

Required test procedures

TE09.35.01 The tester shall verify that the vendor provides documentation that specifies that the module
provides an output status indication when the zeroization is complete.
TE09.35.02 The tester shall perform zeroization and verify the status output indicator.
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6.9.7.4 Security level 4

Table 284 — VE and TE of AS09.36

Sensitive security parameter zeroization — level 4

AS09.36

ISO/IEC 19790:2025,

7.9.7.4

In addition to the requirements of security levels 2, and 3, the following requirements shall

be met: {AS09.37 to AS09.39}

Required test procedures

This assertion is tested as part of AS09.37, AS09.38 and AS(09.39.

Table 285 — VE and TE of AS09.37

Sensitive se

Curity parameter zeroization — level 4

AS09.37

ISO/IEC 1979
7.9.7.4

0:2025,

The zeroization shall be immediate and non-interruptible; and {shall occut\in a s
small time period so as to prevent the recovery of the SSP being zeroized bétwee
zeroization is initiated and the actual zeroization completed, includifgin respon|

per}.

L1fficiently
n the time
Se to tam-

Required te

5t procedures

This assertio|

his tested as part of AS09.38.

Table 286 — VE and TE of AS09.38

Sensitive se

Curity parameter zeroization — level 4

AS09.38

ISO/IEC 1979
7.9.7.4

0:2025,

{The zeroization shall be immediate and non-interruptible;} and shall occur in a

bufficiently

small time period so as to prevent the recovery of the SSP being zeroized between the time
zeroization is initiated and the actual zetoization completed, including in responjse to tamper.

Required ve

ndor information

VE09.38.01

The vendor shall provide documentation that the module zeroization is immediafe, non-in-

terruptible and occurs in a sufficiently short time period so as to prevent the rec
sensitive data after the time\zeroization is initiated and before the actual zeroizg
been completed.

bvery of the
tion has

Required te

5t procedures

TE09.38.01

The tester shall »erify that the vendor provides documentation that the module 7
immediate, non-interruptible and occurs in a sufficiently small time period so as
the recoveryrofthe sensitive data between the time when zeroization is initiated
actual zeroization is completed.

eroization is
to prevent
and the

TE09.38.02

The testér shall perform the module zeroization. The tester shall attempt to inte
zergizdtion process to prevent its completion in whole or part.

'Tupt the

Table 287 — VE and TE of AS09.39

Sensitive se

Cukity parameter zeroization — level 4

AS09.39

7.9.7.4

ISO/IEC 19790:2025,

All SSPs shall be zeroized, including in response to tamper, such that the module
to the factory state.

is returned

Required vendor information

VE09.39.01

The vendor shall provide documentation that all CSPs and PSPs are zeroized such that the

module is returned to the factory state.

Required test procedures

returned to the factory state.

TE09.39.01 The tester shall verify that the vendor provides documentation that all CSPs and PSPs are
zeroized such that the module is returned to the factory state.
TE09.39.02 The tester shall perform the module zeroization. The tester shall verify that the module has
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6.10.1 Self-test general requirements

Table 288 — VE and TE of AS10.01

Self-test general requirements — levels 1, 2, 3 and 4

AS10.01

ISO/IEC 19790:2025,
7.10.1

All self-tests shall be performed by the module, without external controls, externally pro-
vided input test vectors, expected output results, or operator intervention, and regardless of
whether the module will operate an approved or non-approved service.

Required test procedures

This assertion is not separately tested.

Table 289 — VE and TE of AS10.02

Self-test genferal requirements — levels 1, 2, 3 and 4

AS10.02

ISO/IEC 19790:2025,
7.10.1

The determination of pass or fail shall be made by the module, withoutexternal dontrols,
externally provided input test vectors, expected output results, oy @perator interyention, and
regardless of whether the module will operate an approved ormnopr-approved seryice.

Required te$t procedures

This assertiop is not separately tested.

NOTE The intention of this assertion is that the determination of pass ot fail will be made by the modiile, without
external confrols, primarily for pre-operational self-tests and (conditional) cryptographic algorithm self-test. It is
known that g software/firmware load test into a validated module inv0lves the software or firmware that is loaded
from an extefnal source, and that a manual entry test involves SSPs‘or key components manually enterdd by a

human operdtor; however, the essence is the same.

Table 290 — VE and TE of AS10.03

Self-test general requirements — levels 1, 2, 3 and%

AS10.03

ISO/IEC 19790:2025,
7.10.1

The pre-operational self-tests shall be performed and passed successfully prior tp the module
providing any data outputyvia the data output interface.

Required te$t procedures

This assertiop is tested as part of AS10.14.

Table 291 — VE and TE of AS10.04

Self-test genferal requirements — levels 1, 2, 3 and 4

AS10.04

ISO/IEC 19790:2025,
7.10.1

Conditional self-tests shall be performed when an applicable cryptographic algorjithm or pro-
cess is invoked (i.e. cryptographic algorithms for which self-tests are required).

Required teStproecedures

This assertion is tested as part of AS10.25.
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Table 292 — VE and TE of AS10.05

Self-test general requirements — levels 1, 2, 3 and 4

AS10.05

ISO/IEC 19790:2025,

7.10.1

All self-tests identified in underlying standards in ISO/IEC 19790:2025, Annexe
shall be implemented as applicable.

sC,DandE

Required vendor information

VE10.05.01

The vendor-provided documentation shall provide the list of self-tests to includ
ing:

a)

pre-operational self-tests:

1y

pre-operational software/firmware integrity test;

e the follow-

2]
3)

pre-operational bypass test,

pre-operational critical functions test;
4) conditional self-tests:
b) conditional cryptographic algorithm test;

1y
2)

conditional pair-wise consistency test;

conditional software/firmware load test;
3) conditional manual entry test;
4) conditional bypass test;

5) conditional critical functiohs test.

VE10.05.02

The vendor-provided documentation shall specify that the tests identified in un
standards (as specified in ISO/IEC 19790:2025, Annexes C, D and E) are implem
applicable, or as defined by the certification body, in addition to those specified
ISO/IEC 19790:2025.

derlying
ented as
within in

Required te

5t procedures

TE10.05.01

The tester shall verify that the vendor provides documentation that the tests id
the underlying standards specified in ISO/IEC 19790:2025, Annexes C, D and E
mented as applicablg, or as defined by the certification body, in addition to thos|
within ISO/IEC19790:2025.

entified in
hire imple-
e specified

Table 293 — VE and TE of AS10.06

Self-test genferal requirements — levels 1, 2, 3 and 4

AS10.06

1SO/IEC 1979
7.10.1

0:2025,

AdDself-tests identified in addition to or in lieu of those specified in the underlyin
in ISO/IEC 19790:2025, Annexes C, D and E shall be implemented as referenced in
19790:2025, Annexes C, D and E for each approved security function.

b standards
ISO/IEC

Required te

st procedures

This assertio

nistested as part ol ASIU.UL, A5S1U.UZ, AS1U.U5 and A510.U4.
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Table 294 — VE and TE of AS10.07

Self-test general requirements — levels 1, 2, 3 and 4

AS10.07

ISO/IEC 19790:2025,

7.10.1

If a cryptographic module fails a self-test, the module: shall enter an error state; or {shall be-
have as specified by the certification body for that particular self-test failure, if that self-test

is defined in underlying standards in ISO/IEC 19790:2025, Annexes C, D and E.}

Required vendor information

VE10.07.01

For each error condition, the vendor-provided documentation shall provide the condition
name, description of the condition, the events that can produce the condition, and the actions

necessary to clear the condition and resume normal operation.

Required test procedures

TE10.07.01

The tester shall verify the list of self-tests to test the module in ISO/IEC 19790:2025, Annexes

C D axndl
oot e

TE10.07.02

The tester shall check that the information provided above is specified for each-€
tion.

'ror condi-

TE10.07.03

The tester shall cause each error condition to occur and shall attempt toxclear the
tion. The tester shall verify that actions necessary to clear the errorcondition arg
with the vendor-provided documentation. If the tester cannot cause.€ach error cqg

error condi-
consistent
ndition to

occur, the tester shall verify the code listing or design documentation to check whether the

actions necessary to clear each error condition are consistent\with the descriptio
vendor-provided documentation.

ns in the

TE10.07.04

The tester shall review the vendor-provided documentation and inspect the mod
that determination of pass or fail of each self-test is made by the module, without
controls, externally provided input test vectors, expected output results, or oper
vention.

ile to verify
external
htor inter-

Table 295 — VE and TE of AS10.08

Self-test genferal requirements — levels 1, 2, 3 and 4

AS10.08

ISO/IEC 1979
7.10.1

0:2025,

{If a cryptographic module fails a*self-test, the module: shall enter an error state;

or} shall be-

have as specified by the certification body for that particular self-test failure, if that self-test

is defined in underlying standards in ISO/IEC 19790:2025, Annexes C, D and E.

Required te

5t procedures

This assertio|

h is not separately tested.

Table 296 — VE and TE of AS10.09

Self-test genferal requirements — levels 1, 2, 3 and 4

AS10.09

ISO/IEC 1979
7.10.1

0:2025,

If a cryptographic module fails the conditional manual entry test or the condition
firmware load test, and in some cases the conditional critical function test, the m|
indicate the test failed, but the module is not required to enter an error state, inh
output, or cease cryptographic processing.

al software/
pdule shall
bit data

Required te

5t procedures

This asserti

istested.as p:w‘f of AS1007
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Table 297 — VE and TE of AS10.10

Self-test general requirements — levels 1, 2, 3 and 4

AS10.10

ISO/IEC 19790:2025,

state either by an error indicator output by the module or implicitly through an

The operator of the module shall be able to determine if the module has entered an error

unambigu-

710.1 ous procedure documented in the security policy.

Required vendor information

VE10.10.01 The vendor shall document all error states associated with each self-test and shall indicate
for each error state the expected error indicator.

VE10.10.02 If the module has entered an error state by an error indicator output implicitly, the ven-
dor-provided non-proprietary security policy shall describe unambiguously the procedure
to determine if the cryptographic module has entered an error state.

Required tegt-procedures

TE10.10.01 The tester shall verify the vendor-provided documentation, check that it lists’e{ery error
state that the module enters upon failure of a self-test, and indicates the-érnor indicator
associated with each error state. The tester shall compare the list of exror’states to those
defined in the finite state model (see AS11.11) to verify that they agtee:

TE10.10.02 By inspecting the vendor-provided documentation specifying how. each self-tesf handles
errors, the tester shall verify that:

a) the module enters an error state upon failing a sélf-test;

b) the error state is consistent with the documéntation and the finite state model;
c¢) the module outputs an error indicator;

d) theerrorindicator is consistent with.the documented error indicator.

TE10.10.03 The tester shall run each self-test and catise the module to enter every error stdte. The
tester shall compare the observed errorindicator with the indicator specified ip the ven-
dor-provided documentation. If they'are not the same, this test has failed.

TE10.10.04 If the module has entered an erraistate by an error indicator output implicitly, [the tester

shall verify that the module has entered the error state implicitly through the p
documented in the non-proptietary security policy.

rocedure

Table 298 — VE and TE of AS10.11

Self-test general requirements — levels'1, 2, 3 and 4

AS10.11

ISO/IEC 1979
7.10.1

The cryptographic module shall not perform any cryptographic operations or o

0:2025, |troland data via the control and data output interface while in an error state.

utput con-

Required ve

ndor information

VE10.11.01

The vendor-provided documentation requirements are specified under VE03.0
VE03.07.02, VE03.09.01, and VE03.10.01. The vendor design also shall ensure tH
tographic operations cannot be performed while the module is in the error stat

.01,
atcryp-

h

Required te

5t procedures

TE10.11.01

The tester shall verily that the inhibition of control and data output was perior
TE03.07.01, TE03.07.02, TE03.10.01 and TE03.10.02. The results of the verificat
indicate that:

med under
ion shall

a) the vendor-provided documentation shows that all control and data output via the
control and data output interface is inhibited whenever the module is in an error
state;

b) the module inhibits all control and data output when the module is in an error state.

TE10.11.02

The tester shall verify that the vendor-provided documentation specifies that cryptographic
functions are inhibited while the module is in an error state.

TE10.11.03

The tester shall cause the module to enter the error state and verify that any cryptographic
operations that the tester attempts to initiate are prevented.
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Table 299 — VE and TE of AS10.12

Self-test general requirements — levels 1, 2, 3 and 4

AS10.12

ISO/IEC 19790:2025,

7.10.1

The cryptographic module shall not utilize any functionality that relies upon a function or
algorithm that failed a self-test until the relevant self-test has been repeated and successfully

passed.

Required vendor information

VE10.12.01

The vendor shall provide design documentation stating that the cryptographic module cannot

utilize any functionality that relies upon a function or algorithm that failed a self-

relevant self-test has been repeated and successfully passed.

test until the

Required test procedures

TE10.12.01 The tester shall cause an error in a function or algorithm to trigger a failed self-test and
initiate-afonetionatity-thatutilizes-the funetion-oralgerithm—The-testershatvesify that the
module cannot utilize this functionality.

TE10.12.02 The tester shall run each self-test and cause the module to enter every error. stat¢ or a degrad-
ed operation. The tester shall exercise the cryptographic module, and verify that[the function-
ality cannot be utilized until the relevant self-test has been repeated dnd’successfully passed.

6.10.2 Secyrity levels 3 and 4

Table 300 — VE and TE of AS10.13
Security levels 3 and 4 — levels 3 and 4
AS10.13 At security levels 3 and 4, the module shall maintain an error log that contains atfa minimum,

ISO/IEC 1979
7.10.2

0:2025,

the most recent error event (i.e. which self-test failed).

Required ve

ndor information

authorized modification and substitution.

VE10.13.01 The vendor documentation shall specify the error logging functionality of the module includ-
ing types of recorded informationin‘the error log (e.g. which self-test has failed, yhen the
error occurred).

Required te$t procedures

TE10.13.01 The tester shall verify from the vendor-provided documentation that the error logging func-
tionality provides infgrmation, at a minimum, of the most recent error event.

TE10.13.02 The tester shall cause the cryptographic module to enter an error state and verify that the
module generates-the error log, at a minimum, for the most recent error event.

Table 301 — VE and TE of AS10.14

Security levels 3 and 4 —levels 3 and 4

AS10.14 Fhe error log shall be protected against unauthorized modification and substitutjon.

ISO/IEC 19790:2025;

7.10.2

Required vepdof information

VE10.14.01 The vendor-provided documentation shall describe the mechanism that protects against un-

Required test procedures

against unauthorized modification and substitution.

TE10.14.01 The tester shall verify from the vendor-provided documentation that the error log is protect-
ed against unauthorized modification and substitution.
TE10.14.02 The tester shall exercise the cryptographic module and verify that the error log is protected
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Table 302 — VE and TE of AS10.15

Security levels 3 and 4 — levels 1, 2, 3 and 4

AS10.15

ISO/IEC 19790:2025,

7.10.2

The documentation for self-tests specified in ISO/IEC 19790:2025, A.2.9 shall be provided.

Required test procedures

This assertion is tested as part of ASA.01.

6.10.3 Pre-operational self-tests

6.10.3.1 Pre-operational self-test general requirements

Table 303 — VE and TE of AS10.16

Pre-operatipnal self-tests — levels 1, 2, 3 and 4

AS10.16

ISO/IEC 1979
7.10.3.1

0:2025,

The pre-operational self-tests shall be performed and passed succéssfully by ac
module:

a) afteracryptographic module is powered on or instafitiated (after being
reset, rebooted, cold-start, power interruption, etc);

ryptographic

powered off,

b) before the primary, secondary, or backup poweris applied to the modufe; and
c¢) Dbefore the module transitions to the operatienal state.
Required vepdor information
VE10.16.01 The vendor-provided documentation shall previde the information for each of the pre-oper-
ational self-tests.
VE10.16.02 The vendor shall provide the sequence0f pre-operational self-tests after the mgdule is pow-
ered on or instantiated and before théanodule transitions to the operational stdte.
Required te$t procedures
TE10.16.01 The tester shall verify that the\vendor-provided documentation specifies each ppre-opera-
tional self-test. The tester.shall verify that the pre-operational self-tests are pefformed as
specified.
TE10.16.02 By checking the code and design documentation, the tester shall verify each pr¢-operational

test is performed and passed successfully after a cryptographic module is powy
instantiated and before the module transitions to the operational state.

red on or

Table 304 — VE and TE of AS10.17

Pre-operatipnal self-tests —levels 1, 2, 3 and 4

s applica-

AS10.17 Aeryptographic module shall perform the following pre-operational self-tests,
ISO/IEC 19790:2025, (" |ble:
7.10.3.1 a) pre-operational software/firmware integrity test;

b) pre-operational bypass test; and

c) pre-operational critical functions test.

Required test procedures

This assertion is tested as part of AS10.18, AS10.19, AS10.20, AS10.21, AS10.22, AS10.23 and AS10.24.
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6.10.3.2 Pre-operational software/firmware integrity test

Table 305 — VE and TE of AS10.18

Pre-operational self-tests — levels 1, 2, 3 and 4

AS10.18

ISO/IEC 19790:2025,

7.10.3.2

All software, firmware, and bitstream components within the cryptographic boundary
shall be verified using an approved integrity technique or EDC satisfying the requirements
defined in ISO/IEC 19790:2025, Clause 7.

Required test procedures

This assertion is tested as part of AS05.12, AS05.13, AS05.14, AS05.15, AS05.16, AS05.17, AS05.18, AS05.19, AS05.20,
AS05.21, AS05.22, AS05.23, AS05.24, AS05.25, AS05.26, AS05.27, AS05.28 and AS05.29.

Table 306 — VEand TEof AS10:19

Pre-operatignal self-tests — levels 1, 2, 3 and 4

AS10.19 If the verification fails, the pre-operational software/firmware integrity.test sHall fail.
ISO/IEC 19790:2025,

7.10.3.2

Required te$t procedures

This assertio|

h is not separately tested.

Table 307 — VE and TE of AS10:20

Pre-operatignal self-tests — levels 1, 2, 3 and 4

AS10.20 If a hardware module does not contain ficmware or bitstream, the module shall, at a mini-
ISO/IEC 19790:2025, |mum, implement one conditional cryptographic algorithm self-test as specified)in ISO/IEC
710.3.2 19790:2025, 7.10.4.2 as a pre-operational self-test.

Required te$t procedures

This assertio|

h is not separately tested.

6.10.3.3 Pr

e-operational bypass test

Table 308 — VE and TE of AS10.21

Pre-operatipnal self-tests — levels‘1, 2, 3 and 4

AS10.21 If a cryptographic module implements a bypass capability, then the module shall ensure the

ISO/IEC 19790:2025, |correcteperation of the logic governing activation of the bypass capability by ekercising

710.3.3 that logic.

Required vepdor information

VE10.21.01 The vendor-provided documentation shall specify how the cryptographic modyle ensures
the correct operation of the logic governing activation of the bypass capability.

Required testprocedures

TE10.21.01 The tester shall review the vendor-provided documentation and inspect the module to veri-
fy that the logic governing activation of the bypass capability is implemented as specified.

TE10.21.02 The tester shall inspect the module and review the vendor-provided documentation to
verify that the pre-operational bypass test is implemented to exercise the logic governing
activation of the bypass capability.

TE10.21.03 The tester shall cause each error condition of the pre-operational bypass test to occur and
shall verify that the inhibition of output is performed when in the resulting error state.

TE10.21.04 The tester shall run the pre-operational bypass test and shall verify that any functionality

relies on the logic governing activation of the bypass capability cannot be utilized under
TE10.12.01 and TE10.12.02.
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Table 309 — VE and TE of AS10.22

Pre-operational self-tests — levels 1, 2, 3 and 4

AS10.22

ISO/IEC 19790:2025,

7.10.3.3

The module shall also verify the data path by:

a) setting the bypass switch to provide cryptographic processing and verify that data
transferred through the bypass mechanism is cryptographically processed; and

b) setting the bypass switch so as not to provide cryptographic processing and verify
that data transferred through the bypass mechanism is not cryptographically

processed.

Required vendor information

VE10.22.01

The vendor-provided documentation shall specify how to set the bypass switch
cryptographic processing.

to provide

VE10.22.02

The vendor-provided documentation shall describe how the bypass mechanism
to enforce the data transfer of cryptographically processed data through the dj
setting the bypass switch to provide cryptographic processing.

is designed
ta path, by

VE10.22.03

The vendor-provided documentation shall specify how to set the bypass'switch
provide cryptographic processing.

So as to not

VE10.22.04

The vendor-provided documentation shall describe how the bypdss mechanisnj
to enforce the data transfer of not cryptographically procesSed data through th
by setting the bypass switch to not provide cryptographiéprocessing.

is designed
e data path

Required te

5t procedures

TE10.22.01

The tester shall verify by inspection of the module that the module does not prg
capability by setting the bypass switch to provide eryptographic processing.

vide bypass

TE10.22.02

By checking either the code or design documentation, or both, the tester shall v
implementation of bypass mechanism is egnsistent with the vendor-provided d
tion.

erify that the
pcumenta-

TE10.22.03

By checking either the code or design.documentation, or both, the tester shall v
module performs the pre-operational bypass test which verifies that the datat

erify that the
fansferred

through the data path is cryptographically processed by setting the bypass switch to pro-

vide cryptographic processing:

TE10.22.04

The tester shall verify by.inispection of the module that the module provides by
ity by setting the bypass switch to not provide cryptographic processing.

pass capabil-

TE10.22.05

By checking either the code or design documentation, or both, the tester shall v
module performisithe pre-operational bypass test which verifies that the data t
through the data'path is not cryptographically processed by setting the bypass
not provide.cryptographic processing.

erify that the
fansferred
switch to

6.10.3.4 Pr

e-operational critical functions test

Table 310 — VE and TE of AS10.23

Pre-operatipnal(self-tests — levels 1, 2, 3 and 4

AS10.23

There may be other security functions critical to the secure operation of a cryp

tographic

ISO/IEC 19790:2025,

7.10.3.4

module that shall be tested as a pre-operational test.

Required test procedures

This assertion is tested as part of AS10.24.
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Table 311 — VE and TE of AS10.24

Pre-operational self-tests — levels 1, 2, 3 and 4

AS10.24

ISO/IEC 19790:2025,

7.10.3.4

Documentation shall specify the pre-operational critical functions that are tested.

Required vendor information

VE10.24.01 The vendor shall provide documentation of all critical functions. For each critical function
that is tested, the vendor shall indicate:
a) the purpose of the critical function;
b) which critical functions are tested by which pre-operational self-tests;
CJ_ which critical functions are tested by which conditional Seli-tests.
Required te$t procedures
TE10.24.01 The tester shall verify the vendor-provided documentation of the critical functions (pre-op-
erational and conditional) that are tested and the self-tests that are,designed tq test them.
This documentation shall include the following:
a) identification and description of all critical functions;
b) identification of at least one self-test for every critical function.
TE10.24.02 By checking the code and design documentation, the téster shall verify that thelmodule
performs the specified self-tests for each critical funetion.
NOTE Critifal functions are defined as those functions that are not elsewhere defined in ISO/IEC 19790:2025, that,
upon failure,|can lead to the unauthorized access, use, disclosure, modification, and substitution of SSPY. Examples
of critical furjctions include but not limited to random bit generatiof, ‘pperation of the security function{and cryp-
tographic bypass.
6.10.4 Congitional self-tests
6.10.4.1 Copnditional self-test general requirements
Table 312 — VE and TE of AS10.25
Conditional self-tests — levels 1, 2, 3 and4
AS10.25 Conditional self-tests shall be performed by a cryptographic module when the qonditions
ISO/IEC 19790:2025, specified for the following tests occur: cryptographic algorithm self-test, pair-yise con-
710.4.1 sistency test, software/firmware load test, manual entry test, conditional bypass test and

conditional critical functions test.

Required ve

ndor information

dor-provided documentation.

VE10.25.01 The vendor-provided documentation shall provide the information on the condjtional self-
tests.

Required te$t procedures

TE10.25.01 The tester shall verify that the vpndm‘-prnvidpd documentation qpr—\rifipc conditional self-
tests.

TE10.25.02 The tester shall verify that the conditional self-tests are performed as specified in the ven-
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6.10.4.2 Conditional cryptographic algorithm self-test

Table 313 — VE and TE of AS10.26

Conditional self-tests — levels 1, 2, 3 and 4

AS10.26

ISO/IEC 19790:2025,
7.10.4.2

A cryptographic algorithm self-test shall be conducted for all approved cryptographic algo-

rithms as referenced in ISO ISO/IEC 19790:2025, Annexes C, D and E.

Required vendor information

VE10.26.01 The vendor-provided documentation shall provide the specification of the conditional cryp-
tographic algorithm self-tests.

VE10.26.02 The vendor shall provide documentation that provides rationale stating how each condi-
tiomatcryptographicatgorithmrsetf-test s performredpriortothefirstoperatiopal use of the
cryptographic algorithm.

VE10.26.03 The vendor shall specify whether a known answer test, a comparison test,.or fault-detection

test is used to test the module’s cryptographic algorithm. If a comparisornrtest o
tection test, or both, are used, the vendor shall document this fact,

r a fault-de-

Required te$t procedures

TE10.26.01

The tester shall review the vendor-provided documentationrand inspect the md
fy that the module conducts a conditional cryptographic algorithm self-test pri
operational use of each cryptographic algorithm.

dule to veri-
r to the first

Table 314 — VE and TE of AS10,27

Conditional self-tests — levels 1, 2, 3 and 4

AS10.27

ISO/IEC 19790:2025,
7.10.4.2

The conditional cryptographic algorithmself-test shall be executed prior to thd
tional use of the cryptographic algorithi after power-on, a new instantiation o
or periodic self-test request.

first opera-
f the module

Required vepdor information

VE10.27.01

The vendor-provided documentation shall specify when conditional cryptographic self-tests

are performed by the module.

Required te$t procedures

TE10.27.01

The tester shall review the vendor-provided documentation and inspect the md
fy that conditionalcryptographic self-tests are performed by the module:

a) prior to the first operational use of the cryptographic algorithm after
b) ( "on a new instantiation of the module;

c)” astriggered by periodic self-test request.

dule to veri-

power-on;

Table 315 — VE and TE of AS10.28

Conditional pelf-tests —levels 1, 2, 3 and 4

AS10.28 |

1L

ISO/IEC 19790:2025,
7.10.4.2

L 1 lotad 4 ol 4 1l 1 1o 4 1o 1
It tdituidatttu vutput vduto Ut Ttudl tHHT RITUWIL A1loVVETL, LHT UL Yy plUg T d It dl

known-answer self-test shall fail.

gorithm

Required vendor information

VE10.28.01 The vendor-provided documentation shall specify the method used to compare the calculat-
ed output with the known answer.
VE10.28.02 The documentation shall show the transition into an error state and output of an error indi-

cator when the two outputs are not equal.

Required test procedures

TE10.28.01 The tester shall verify that the documentation is consistent with the implementation of the
cryptographic module.
TE10.28.02 This is tested under TE10.07.02, TE10.10.01, TE10.10.02, and TE10.10.03.
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Table 316 — VE and TE of AS10.29

Conditional self-tests — levels 1, 2, 3 and 4

AS10.29

ISO/IEC 19790:2025,

7.10.4.2

A cryptographic algorithm self-test that is supported by the module shall, at a minimum,
use any approved key length, modulus size, DSA prime, or curve that is supported by the
module.

Required vendor information

VE10.29.01

The vendor-provided documentation shall provide the specification of each conditional
cryptographic algorithm self-test that is implemented by the module.

Required test procedures

TE10.29.01 The tester shall review the vendor-provided documentation and inspect the module to
verify that each conditional cryptographic algorithm test uses, at a minimum, at least one of
tha ananraca dlavlanagtbhe oo dilic cionc NMOA i nc o o uac thaot oxa caina o ted by the
the-approvedkeylengthsrmedulussizes DSAprimes,-oreurves-thatare-suppe
module.

Table 317 — VE and TE of AS10.30

Conditional self-tests — levels 1, 2, 3 and 4

AS10.30 If a cryptographic algorithm specifies multiple modes (e.g. ECB,|€BC, etc), at a nhinimum, one

ISO/IEC 19790:2025, |mode shall be selected for the self-test that is supported by thé module.

7.10.4.2

Required te$t procedures

This assertio

h is tested as part of AS10.29.

Table 318 — VE and TE 0f AS10.31

Conditional

self-tests — levels 1, 2, 3 and 4

AS10.31

1SO/IEC 1979
7.10.4.2

One-way functions: Input test vector(s) generate output which shall be identica
output [e.g. hashing, keyed hashé&s; message authentication, RBG (fixed entropyj
agreement].

0:2025,

to expected
input), SSP

Required te

5t procedures

This assertio

his tested as part of AS10.28.

Table 319 — VE and TE of AS10.32

Conditional

self-tests — levels 1,2, 3 and 4

AS10.32

1SO/IEC 1979
7.10.4.2

Reversible functions: The forward and reverse function shall be self-tested bef

0:2025, |separately used (e.g. symmetric key encryption and decryption, sensitive secu

re each is
ity parame-

tertransport encryption and decryption, digital signature generation and veriffication).

Required te

5t procedures

This assertio

his tested as part of AS10.28.

L o IR 8 | CaWaWal XL A e h el £ A CA O
IdUIC O4U — VL 4AIIU 1L Ol A0 1U.00

Conditional

self-tests — levels 1, 2, 3 and 4

AS10.33 if the outputs are not equal, the cryptographic algorithm comparison self-test shall fail.
ISO/IEC 19790:2025,

7.10.4.2

Required vendor information

VE10.33.01 The vendor shall describe the implemented cryptographic algorithm comparison self-test.
VE10.33.02 Vendor-provided requirement is specified under VE10.28.01 for the vendor requirement.

Required test procedures
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implements the documented steps for performing the comparison test.

Table 320 (continued)
TE10.33.01 The tester shall verify whether the documentation of the comparison test includes:
a) use of two or more independent cryptographic algorithm implementations;
b) continual comparison of the outputs of the cryptographic algorithm
implementation;
¢) transition into an error state and output of an error indicator when the two outputs
are not equal.
TE10.33.02 By checking the code and design documentation, the tester shall verify that the module

Table 321 — VE and TE of AS10.34

Conditional self-tests — levels 1,2,3and 4

AS10.34 if a fault is detected, the cryptographic algorithm self-test for fault detection shpll fail.
ISO/IEC 19790:2025, |EXAMPLE
7.10.4.2 The fault-detection test of the RBG will cover an error of the entfopy source bding correctly
handled inside the implementation of the RBG.
Required vepdor information
VE10.34.01 The vendor shall specify whether a fault-detection test.is used to test the module’s cryp-
tographic algorithm to complement either a known-answer test or a comparisoh test.
Required te$t procedures
TE10.34.01 The tester shall verify the documentation of the fault-detection test includes:
a) description of each error conditienin the cryptographic algorithm dpecification/
implementation;
b) specification of the corresponding (internal) error indicator fof each error
condition;
c) rationale stating each error condition is tested in the fault-detection tgst.
TE10.34.02 The tester shall verify that the documentation is consistent with the implemenfation of the
cryptographic modules
TE10.34.03 This is tested underFE10.07.02, TE10.07.03, TE10.11.02, TE10.11.03, TE10.12.0[L, and
TE10.12.02.

6.10.4.3 Copnditional pair-wise\consistency test

Table 322 — VE and TE of AS10.35

Conditional self-tests~=levels 1, 2, 3 and 4

AS10.35
ISO/IEC 1979

0:2025,

7.10.4.3

If a cryptographic module generates asymmetric key pairs, a pair-wise consiste
shall be performed for every generated asymmetric key pair as referenced in IS
19790:2025, Annex C for the applicable cryptographic algorithm.

ncy test
0/IEC

Required vendor information

VE10.35.01

If public or private key pairs are used to perform an approved key transport, or an asym-
metric cipher, the vendor-provided documentation shall describe the test for pair-wise con-
sistency. This test consists of applying the public key to a plaintext value or to an encoded
message. The resulting ciphertext shall be compared to the original plaintext to verify that

they differ.
a)

state and output an error indicator via the status interface.

b)

If the two values are equal, then the cryptographic module shall enter an error

If the two values differ, then the private key shall be applied to the ciphertext. If the

result is not equal to the original plaintext, then pair-wise consistency test shall

fail.
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Table 322 (continued)

VE10.35.02

If public or private key pairs are to be used only for the calculation or verification of digital

signatures, the vendor-provided documentation shall describe the test for pair-

wise consist-

ency by calculation and verification of a signature. If the signature cannot be verified, the

pair-wise consistency test shall fail.

VE10.35.03

If public or private key pairs are used to perform a SSP agreement, the vendor-provided
documentation shall describe the test for pair-wise consistency. The vendor-provided

documentation shall identify the prerequisite algorithms of the SSP agreement.

This test

shall consist of applying the key pair to see if it passes the test for pair-wise consistency by

exercising the prerequisite algorithms implemented.
EXAMPLE

The Diffie-Hellman key agreement uses the finite field cryptography primitive common to

Digital Signature Algorithm.

Required te

5t procedures

TE10.35.01

If public or private key pairs are used to perform an approved key transport; or
metric cipher, the tester shall verify that the implementation of the pair-wise cq
test, as defined in VE10.35.01, is consistent with the vendor-provided;documen
checking the code and design documentation.

an asym-
nsistency
Lation by

TE10.35.02

If public or private key pairs are used for the calculation or verification of digit4
then the tester shall verify that the implementation of the pair-wise consistenc
fined in VE10.35.02 is consistent with the vendor-provided . documentation by ¢
code and design documentation.

| signatures,
 test as de-
hecking the

TE10.35.03

If public or private key pairs are used to perform a‘SSP agreement, then the tes
verify that the implementation of the pair-wise censistency test as defined in V
is consistent with the vendor-provided docunientation by checking the code an
documentation.

er shall
£10.35.03
1 design

TE10.35.04

If possible, the tester shall modify one of the keys of the key pairs before the pa
consistency test is performed. The testihas failed if the pair-wise consistency tg
detect the modification.

r-wise
st does not

6.10.4.4 Conditional software/firmware load test

Table 323 — VE and TE of AS10.36

Conditional self-tests — levels 1, 2, 3 and 4

AS10.36

1SO/IEC 1979
7.10.4.4

0:2025,

If a cryptographic module has the capability of loading software, firmware, or t

itstream

from an external source, then the following requirements in addition to those if ISO/IEC

19790:2025, 7.4.3.4 shall be performed:

Required te

5t procedures

This assertio

h is not separately tested.

Table 324 — VE and TE of AS10.37

Conditional self<tests — levels 1, 2, 3 and 4

AS10.37

ISO/IEC 19790:2025,

7.10.4.4

The cryptographic module shall implement an approved data authentication technique to

verify the authenticity of the software, firmware, or bitstream that is loaded;

Required vendor information

VE10.37.01

The vendor-provided documentation shall describe the approved authentication technique
used to protect the integrity of all externally loaded software, firmware and bitstream

components.

VE10.37.02

If the module implements an approved authentication technique, the vendor shall provide
a validation certificate if available or vendor affirmation as specified in VE02.18.01 and

VEO02.18.03.

VE10.37.03

The vendor shall provide documentation specifying how the reference authenti

cation key is

loaded independently in the module prior to the software, firmware, or bitstream loading.
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Table 324 (continued)

VE10.37.04

The vendor-provided documentation shall describe the mechanisms to ensure that the load-
ed software, firmware, or bitstream cannot be used if the software/firmware load test fails.

Required test procedures

TE10.37.01

The tester shall determine, from the vendor supplied documentation, which approved au-
thentication technique is used for the software/firmware load test.

TE10.37.02

The tester shall verify that if an approved authentication technique is implemented, the
vendor has provided a validation certificate if available or vendor affirmation as specified in
VE02.18.01 and VE02.18.03.

TE10.37.03

If the module implements an approved authentication technique for the software/firmware
load test, the tester shall verify that the vendor-provided documentation of the software/
firmware load test includes:

a) specification of the approved authentication technique implemented;

b) identification of software and firmware that is protected asing the approved
authentication technique;

c) calculation of the approved authentication techniqué ‘wWhen the doftware and
firmware is loaded;

d) verification of the approved authentication techhique when the|load test is
initiated;

e) failure of the self-test upon failure of\thé approved authenticatipn technique
verification.

TE10.37.04

By checking the code and design documentation, the tester shall verify that thelimplemen-
tation of the software/firmware load testis.consistent with TE10.37.01, TE10.37.02, and
TE10.37.03.

TE10.37.05

The tester shall test the module by modifying the software or firmware to be Id
modifying the implemented authentication mechanism and initiating the self-te
tester shall observe output from the status output interface or through the pro
umented in the non-proprietary security policy to determine if the module has
error state. If no indicator.i&output, explicitly or implicitly, that indicates that t
firmware load test failed, thus the assertion fails. If it is not possible for the test

aded, or by
st. Then the
redure doc-
entered an
he software/
er to modify

the software or firmware to be loaded, or the implemented authentication mechanism, then

the vendor shall provide a rationale to the tester as to why this test cannot be p|

erformed.

TE10.37.06

The tester shall exercise the cryptographic module, with modifying the softwa
ware to be loaded, modifying the reference authentication key, or attempting td
implemented authentication mechanism, and shall initiate the software/firmw
After the self-test fails, the tester shall verify that the loaded software or firmwj
be used and that the module’s versioning information is unchanged.

e or firm-
bypass the
hre load test.
are cannot

TE10.37.07

By.checking the code and design documentation, the tester shall verify that the

reference

authentication key is loaded independently from the software or firmware loading.

TE10.37.08

By checking the code and design documentation, the tester shall verify that the
firmware load test fails without loading the reference authentication key prior
ware or firmware loading.

software/
fo the soft-

TE10.37.09

If the module allows an operator to load the reference authentication key, the tester shall

exercise the cryptographic module, without loading that reference authentication key in ad-
vance, and shall initiate the software/firmware load test. If the software/firmware load test
passes, the assertion fails. If the factory loaded key cannot be replaced, the assertion passes.
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Table 325 — VE and TE of AS10.38

Conditional self-tests — levels 1, 2, 3 and 4

AS10.38

ISO/IEC 19790:2025,

7.10.4.4

The reference authentication key shall be loaded independently in the module prior to the
software, firmware, or bitstream loading;

Required test procedures

This assertion is tested as part of AS10.37.

Table 326 — VE and TE of AS10.39

Conditional self-tests — levels 1, 2, 3 and 4

ASlO-39 Th\' ayy“\,d GP}II UV\,d data auth\,ut;\,atiuu t\,\,hu;qu\, Ohall b\, ou\,\,\,oofu”_y vl ;f; d Or {the
ISO/IEC 19790:2025, |software/firmware load test shall fail }

7.10.4.4

Required te$t procedures

This assertio|

h is tested as part of AS10.37.

Table 327 — VE and TE of AS10.40

Conditional

self-tests — levels 1, 2, 3 and 4

AS10.40 {the software/firmware load test shall fail.} or the seftware/firmware load tes{ shall fail.
ISO/IEC 19790:2025,

7.10.4.4

Required te$t procedures

This assertio|

h is tested as part of AS10.37.

Table 328 — VEand TE of AS10.41

Conditional

self-tests — levels 1, 2, 3 and 4

AS10.41

ISO/IEC 1979
7.10.4.4

0:2025,

Loaded software, firmwatre, or bitstream shall not be used if the software/firmware load
test fails.

Required te

5t procedures

This assertio|

his tested as part of AS10.37.

Table 329 — VE and TE of AS10.42

Conditional self-tests =levels 1, 2, 3 and 4

AS10.42 The software/firmware load test shall be performed and pass successfully priofr to the first
ISO/IEC 19790:2025; |execution of any new software, firmware or bitstream components.

7.10.4.4

Required vendor information

VE10.42.01 The vendor shall provide documentation specifying how the software/firmware load test

is performed and passed successfully prior to the first execution of any new software, firm-
ware or bitstream components.

Required test procedures

TE10.42.01 The tester shall verify that the vendor-provided documentation specifies how the software/
firmware load test is performed and passed successfully prior to the first execution of any
new software, firmware or bitstream components.

TE10.42.02 The tester shall inspect the module to verify that the software/firmware load test is per-

formed and passed successfully prior to the first execution of any new software, firmware
or bitstream components.
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6.10.4.5 Conditional manual entry test

Table 330 — VE and TE of AS10.43

Conditional self-tests — levels 1, 2, 3 and 4

AS10.43

ISO/IEC 19790:2025,

7.10.4.5

If SSPs or key components are manually entered directly into a cryptographic module or if
an error on the part of the human operator could result in the incorrect entry of the intend-
ed value, then the following manual entry tests shall be performed:

Required test procedures

This assertion is not separately tested.

Table 331 — VE and TE of AS10.44

l
Conditional self-tests — levels 1,2,3and 4

AS10.44 The SSP or key components shall have an EDC applied, or {shall be enteged.uising duplicate
ISO/IEC 19790:2025, |entries.}

7.10.4.5

Required te$t procedures

This assertio|

h is tested as part of AS10.47.

Table 332 — VE and TE of AS10.45

Conditional self-tests — levels 1, 2, 3 and 4

AS10.45 {The SSP or key components shall have an ED€ applied,} or shall be entered using duplicate
ISO/IEC 19790:2025, |entries.

7.10.4.5

Required te$t procedures

This assertio|

h is tested as part of AS10.47.

Table 333.<<VE and TE of AS10.46

Conditional self-tests — levels 1, 2, 3 and 4

AS10.46 If an EDC is used, the EDC shall be at least 16 bits in length.
ISO/IEC 19790:2025,

7.10.4.5

Required te$t procedures

This assertio|

h is tested as paft of AS10.47.

Table 334 — VE and TE of AS10.47

Conditional self-tests — levels 1, 2, 3 and 4

AS10.47

If the EDC cannot be verified, or the duplicate entries do not match, the test Sha’l fail.

ISO/IEC 1979
7.10.4.5

0:2025,

Required vendor information

VE10.47.01

The vendor shall document the manual entry test. Depending on whether error detection
codes or duplicate entries of SSPs or key components are used, the manual entry test shall
include the following:

a) error detection code (EDC):
1) description of the EDC calculation algorithm;
2) description of the verification process;

3) expected outputs for success or failure of the test;
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Table 334 (continued)
b) duplicate entries:
1) description of the verification process;

2) expected outputs for success or failure of the test.

VE10.47.02

If the EDC is associated with the SSP or key components, then the vendor-provided doc-
umentation that describes the format of the SSP or key components (see AS09.03) shall
include fields for EDC.

Required test procedures

TE10.47.01 The tester shall verify from the vendor documentation which method is used for the manual
entry test (error detection codes or duplicate entries). Based on the method used, the tester
shall check the vendor-provided documentation, code, or design documentation that spec-
ifies the implementation of the manual entry test to verify whether the following informa-
tion is included:

a) error detection codes:
1) SSPor key component format for all manually-entered'SSPs or keylcomponents,
including fields for EDC (see AS09.03);
2) description of EDC algorithm;
3) description of EDC verification process;
4) all expected outputs for success or failute of the test;
b) duplicate entries of SSPs or key components:
1) duplicate entries for all mamially-entered SSPs and key components;
2) description of duplicate ehtry verification process;
3) all expected outputsfor success or failure of the test.

TE10.47.02 For manual entry tests using an EDC, the tester shall review the vendor-provid¢d documen-
tation and inspect the module to verify that the format of the SSP or key compohents include
fields for EDC and that the'EDC is at least 16 bits in length.

TE10.47.03 For manual entry testsiusing an EDC, the tester shall perform the following tests.

a) The testépshall enter every manually entered SSP and verify that the procedure
used(tojenter each SSP is in accordance with the documented procedire, including
theform that the SSPs are in when they are entered.

b)( The tester shall enter each type of manually entered SSP without ary errors and
shall verify the status output interface. If no indicator is output, or if|the indicator
does not match the documented indicator for the success of the manyal entry test,
the test has failed.

c¢) The tester shall attempt to perform cryptographic operations with jeach entered
SSP to verify that it was entered correctly.

© ISO/IEC 2025 - All rights reserved
138



https://iecnorm.com/api/?name=3204c96e65035ba36d6090c2c5002060

ISO/IEC 24759:2025(en)

Table 334 (continued)
d) The tester shall modify either the EDC associated with each manually entered SSP
or the SSP itself and shall enter them into the module. The tester shall verify the
indicator that is output from the status output interface; if no indicator is output, or
the indicator does not match the documented indicator for the failure of the manual
entry test, the test has failed.

e) The tester shall attempt to perform cryptographic operations with each SSP that
was not successfully entered. Each operation using each SSP is required to fail,
verifying that the SSP was not entered.

TE10.47.04

For manual entry tests using duplicate entries of SSPs or key components, the tester shall
perform the following tests.

a) The tester shall enter each type of manually-entered SSP without any errors and

b)

d)

shall verily the status output interface. If no indicator 1s output, orif
does not match the documented indicator for the success of the nraht
the test has failed.

The tester shall attempt to perform cryptographic operations with
SSP to verify that it was entered correctly.

the indicator
al entry test,

each entered

The tester shall modify one of the manually entered SSPs, either the first or second

duplicate entry, and shall enter them into the miodule. The tester sh
indicator that is output from the status output interface; if no indicato
the indicator does not match the documented.indicator for the failure
entry test, the test has failed.

The tester shall attempt to perfornx cryptographic operations with ¢

all verify the
[ is output, or
fthe manual

ach SSP that

was not successfully entered. Each‘operation using each SSP is required to fail,
verifying that the SSP was not ebtered.

6.10.4.6 Conditional bypass test

Table 335 —VE and TE of AS10.48

Conditional self-tests — levels 1, 2, 3 and 4

AS10.48 If a cryptographic module implements a bypass capability where the services npay be pro-
ISO/IEC 19790:2025, |vided without cryptographic processing (e.g. transferring plaintext data through the mod-
710.4.6 ule), then the following suite of bypass tests shall be performed to ensure that g single point

of failure of module components will not result in the unintentional output of plaintext data:
Required te$t procedures

This assertio|

h is tested as parft 9f AS10.49, AS10.50, AS10.51 and AS10.52.

Table 336 — VE and TE of AS10.49

Conditional

self-tests — levels 1, 2, 3 and 4

AS10.49

A cryptographic module shall test for the correct operation of the services providing cryp-

ISO/IEC 1979
7.10.4.6

0:2025,

tograpiic processing whemaswitchrtakes place betweemamexclusive bypassservice and an
exclusive cryptographic service;

Required vendor information

VE10.49.01 If the cryptographic module implements a bypass service, then the vendor shall implement a
bypass test to verify the correct operation of the cryptographic service when a switch takes
place between an exclusive bypass and an exclusive cryptographic service.

VE10.49.02 The vendor shall provide a description of the bypass test. The bypass test shall demonstrate

that, when switched to an exclusive cryptographic service, the module does not output
plaintext information.

Required test procedures
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Table 336 (continued)

TE10.49.01

The tester shall verify that the module implements a bypass test to verify the correct oper-
ation of the cryptographic service when a switch takes place between an exclusive bypass

service and an exclusive cryptographic service.

TE10.49.02

The tester shall verify that the vendor-provided documentation is consistent with the by-
pass test implementation through a review of the source code and design documentation.

TE10.49.03

The tester shall switch the module from the exclusive bypass service to the exc
tographic service and verify that plaintext information is not output.

lusive cryp-

Table 337 — VE and TE of AS10.50

Conditional self-tests — levels 1, 2, 3 and 4

AS10.50

1SO/IEC 1979
7.10.4.6

Ifa cryptographic module can automatically alternate between a bypass seryice and a
cryptographic service, providing some services with cryptographic processingfand some

services without cryptographic processing, then the module shall test foritheé c

rrect opera-

tion of the services providing cryptographic processing when the mechanism gpverning the

switching procedure is modified (e.g. an IP address source/destinatien‘table);

Required ve

ndor information

VE10.50.01

If the cryptographic module is designed to automatically alternate between ab

ypass ser-

vice and a cryptographic service, then the vendor shall implement a bypass tes{ to verify the

correct operation of the cryptographic service when the\méchanism governing
ing procedure is modified.

the switch-

VE10.50.02

The vendor shall provide a description of the test;, The bypass test shall guaran
when the mechanism governing the switching ptocedure is modified:

a) the mechanism is verified not tochave been altered since the last m
the mechanism has been alteréed, ‘the cryptographic module shall e
state and output an error indicator to the status interface;

b) the correct operation ofgthe cryptographic service is verified by d

ee that

dification. If
\ter an error

bmonstrating

that the module does met output plaintext information. The bypass t¢st fails if the

data that should be_ettyptographically processed is output in plaintext.

Required te

5t procedures

TE10.50.01

The tester shall verify. that the module implements a bypass test to verify the c

rrect oper-

ation of the cryptographic service when the mechanism governing the switchirlg procedure

is modified.

TE10.50.02

The tester shallwerify that the description of the test is consistent with the byplass test im-

plementation through the review of the source code and design documentation

TE10.50.03

The tester shall verify the correct operation of the bypass test by:

a)’ verifying that the mechanism governing the switching procedure che

ks to ensure

that no alteration of the mechanism has taken place since the last modjification. The
tester will document the method used. If the design allows, the tester] shall modify

the mechanism to test the method used;

b) modifying the mechanism governing the switching procedure in or
the correct operation of the mechanism and to vprif‘y the correct QP

der to verify
ration of the

cryptographic service by verifying that the plaintext information is not output.
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Table 338 — VE and TE of AS10.51

Conditional self-tests — levels 1, 2, 3 and 4

AS10.51

ISO/IEC 19790:2025,

7.10.4.6

If a cryptographic module maintains internal information that governs the bypass capa-
bility, then the module shall verify the integrity of the governing information through an
approved integrity technique immediately preceding modification of the governing infor-
mation, and {In addition to the requirements at security levels 1 and 2, the module shall
repeatedly and automatically, upon a defined time period, without external input or control,
perform the pre-operational or conditional cryptographic algorithm self-tests.}

Required test procedures

This assertion is tested as part of AS10.52.

Table 339 — VE and TE of AS10.52

Conditional

self-tests — levels 1, 2, 3 and 4

AS10.52

ISO/IEC 1979
7.10.4.6

0:2025,

If a cryptographic module maintains internal information that governs the’byp

hss capabil-

ity, then {If the operational time period of a module between resettingjyrebooting, or power

cycling is sufficiently short, the periodic self-test requirements may‘be omitted
the security policy shall document the expected operational timeyperiod of the

in this case,
module, and

that periodic self-tests are therefore not required.} and shall.genérate a new infegrity value

using the approved integrity technique immediately following the modification|.

Required ve

ndor information

VE10.52.01 The vendor-provided documentation shall specify theymethod to modify the internal infor-
mation that governs the bypass capability.

VE10.52.02 The vendor shall provide a detailed specificationof the internal information that governs
the bypass capability, the internal sequenc€ to'update the information, and the mechanism
to maintain the integrity of the information using an approved integrity technifue.

Required te$t procedures

TE10.52.01 By checking the code and design dogumentation, the tester shall verify that the|governing
information maintained in the eryptographic module is consistent with the ven|dor-provid-
ed documentation.

TE10.52.02 By checking the code and design documentation, the tester shall verify that the|internal
sequence to update the-governing information is consistent with the vendor-prpvided docu-
mentation.

TE10.52.03 By checking the'code and design documentation, the tester shall verify that thefmechanism

to maintain the integrity of the governing information is consistent with the ve
ed documentation.

ndor-provid-

6.10.4.7 Conditional critical functions test

Table 340 — VE and TE of AS10.53

Conditional

self-tests — levels 1, 2, 3 and 4

AS10.53

There may be other security functions critical to the secure operation of a cryp|

tographic

ISO/IEC 1979
7.10.4.7

0:2025,

module that shall be tested as a conditional selr-test.

Required test procedures

This assertion is tested as part of AS10.23.
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6.10.4.8 Periodic self-tests

6.10.4.8.1 Security levels 1 and 2

Table 341 — VE and TE of AS10.54

Conditional self-tests — levels 1 and 2

AS10.54

7.10.4.8.1

ISO/IEC 19790:2025,

A cryptographic module shall permit operators to initiate the pre-operational or condi-
tional cryptographic algorithm self-tests on demand for periodic testing of the module.

Required vendor information

VE10.54.01

The vendor shall describe the procedure by which an operator can initiate the pre-oper-

ational Self-tests on demand 10T periodic testing ot the module. All of the pre-pperational
self-tests shall be included.

VE10.54.02

The vendor shall describe the procedure by which an operator can initiate th¢ condition-
al cryptographic algorithm self-tests on demand for periodic testingyof'the m¢dule. At a
minimum, conditional cryptographic algorithm tests shall be ingludéd.

Required te

5t procedures

TE10.54.01

The tester shall inspect the vendor-provided documentation to verify that inifiation of
pre-operational self-tests on demand is specified for all‘ef the pre-operational self-tests.

TE10.54.02

The tester shall initiate the pre-operational self-tests an demand to verify thdt the initi-
ation of the pre-operational self-tests on demand.is¢onsistent with the venddr-provided
documentation.

TE10.54.03

The tester shall initiate the conditional cryptographic algorithm self-tests on|demand to
verify that the initiation of the conditional ¢ryptographic algorithm self-tests|on demand
is consistent with the vendor-provided'documentation.

6.10.4.8.2 §

ecurity levels 3 and 4

Table 342 —VE and TE of AS10.55

Conditional self-tests — levels 3 and 4

AS10.55 In addition to the:fequirements at security levels 1 and 2, the module shall repeatedly and
ISO/IEC 1979 automatically,upén a defined time period, without external input or control, perform the
710.4.8.2 pre-operational or conditional cryptographic algorithm self-tests.

Required vepdor information

VE10.55.01 Thevendor shall provide documentation that specifies how the pre-operatioral or condi-
tional cryptographic algorithm self-tests are repeatedly performed upon a defined time,
automatically, without external input or control.

VE10.55.02 The vendor-provided documentation shall include the specification on the stqtus indicator
used to indicate that the cryptographic module’s operations are interrupted due to the
pre-operational or conditional cryptographic algorithm self-tests.

VE10.55.03 The vendor-provided non-proprietary security policy shall provide the information on the

defined time period and any conditions that result in the interruption of the module’s op-
eration during the time to repeat pre-operational or conditional cryptographic algorithm
self-tests.

Required test procedures

TE10.55.01

The tester shall verify, by inspection of the cryptographic module, that the pre-operation-
al or conditional cryptographic algorithm self-tests are repeatedly performed as specified
in VE10.55.01, VE10.55.02 and VE10.55.03.
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Table 343 — VE and TE of AS10.56

Conditional self-tests — levels 3 and 4

AS10.56

ISO/IEC 19790:2025,

7.10.4.8.2

algorithm self-tests shall be specified in the security policy.

The time period and any conditions that can result in the interruption of the module’s
operations during the time to repeat the pre-operational or conditional cryptographic

Required test procedures

This assertion is tested as part of AS10.55.

Table 344 — VE and TE of AS10.57

Conditional self-tests — levels 3 and 4

AS10.57

ISO/IEC 1979
7.10.4.8.2

H-the-operationat-timepertodofamedutebetweenresetting rebootingorp
is sufficiently short, the periodic self-test requirements may be omitted; in'th|
security policy shall document the expected operational time period ofthe/m
that periodic self-tests are therefore not required.

0:2025,

wer cycling
s case, the
bdule, and

Required te

5t procedures

This assertio|

h is tested as part of ASB.01.

6.11 Life-c

6.11.1 Life

ycle assurance
cycle assurance general requirements

Table 345 — VE and TE of AS11.01

Life-cycle agsurance general requirements — levels 1, 2, 3 and 4

AS11.01

1SO/IEC 1979
711.1

The documentation for life-cycle assufance specified in ISO/IEC 19790:2025, A.2

0:2025, |provided.

10 shall be

Required ve

ndor information

VE11.01.01 The vendor shall provide the documentation requirements as specified in ISO/IEC
19790:2025, A.2.10.

Required te$t procedures

TE11.01.01 The tester shall verify that the vendor provides documentation as specified in ISQ/IEC
19790:2025,,A.2.10.

6.11.2 Configuration management

6.11.2.1 Sepurity levels 1 and 2

Table 346 — VE and TE of AS11.02

Configuration management — levels I, Z, 3 and 4

AS11.02

7.11.2.2

ISO/IEC 19790:2025,

The following requirements shall apply for security levels 1 and 2.

Required test procedures

This assertio

nis tested as part of AS11.03, AS11.04, AS11.05 and AS11.06.
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Table 347 — VE and TE of AS11.03

Configuration management — levels 1 and 2

AS11.03

ISO/IEC 19790:2025,

7.11.2.2

module documentation.

A configuration management system shall be used for the development of a cryptographic
module and module components within the cryptographic boundary, and of associated

Required vendor information

VE11.03.01

The vendor-provided documentation shall describe the configuration management system
for the cryptographic module, module components, and associated module documentation.

Required test procedures

TE11.03.01

ration management system has been implemented.

The tester shall verify that the documentation provided by the vendor state that a configu-

Table 348 — VE and TE of AS11.04

Configuratign management — levels 1, 2, 3 and 4

AS11.04 Each version of each configuration item (e.g. hardware, software, anfdfirmwarg compo-

ISO/IEC 19790:2025, |nents, module HDL, user guidance, security policy) that comprises.the module gnd associat-

711.2.2 ed documentation shall be assigned and labelled with a unique identifier.

Required vepdor information

VE11.04.01 The vendor cryptographic module documentation shall include a configuration|list of all
configuration items. The vendor-provided documentation shall describe the mqthod used to
uniquely identify the configuration items.

VE11.04.02 The vendor-provided documentation shall de§eribe the method used to uniquelly identify
the version of each configuration item being validated.

Required te$t procedures

TE11.04.01 The tester shall verify that the vendor-provided configuration list includes configuration
items.

TE11.04.02 The tester shall verify that the.vendor-provided documentation specifies the mpthod used
to uniquely identify all configuration items.

TE11.04.03 The tester shall verify that vendor-provided documentation describes the method used to
uniquely identify each version of a configuration item being validated.

TE11.04.04 The tester shall verify that vendor-provided documentation uniquely identifies|the version

of each configuration item being validated.

Table 349 — VE and TE of AS11.05

Configuratign management— levels 1, 2, 3 and 4

AS11.05 The configuration management system shall track and maintain the changes to|the identi-
ISO/IEC 19790:2025, ( |fication and version or revision of each configuration item throughout the life-gycle of the
711.2.2 validated cryptographic module.

Required vepdor information

VE11.05.01 Theverndor-provided docurmmentation stratt describe trow the configuratiom mramagement sys-

tem tracks and maintains the changes to the identification and version or revision of each
configuration item throughout the life-cycle of the validated cryptographic module.

Required test procedures

TE11.05.01 The tester shall verify that the vendor-provided documentation specifies the methods used
to track and maintain the changes to the identification and version or the revision of each
configuration item throughout the life-cycle of the validated cryptographic module.

TE11.05.02 The tester shall inspect the configuration management system to verify that it tracks and

maintains the changes to the identification and version or revision of each conf
item throughout the life-cycle of the validated cryptographic module

iguration
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Table 350 — VE and TE of AS11.06

Configuration management — levels 1, 2, 3 and 4

AS11.06

ISO/IEC 19790:2025,

7.11.2.2

The vendor shall protect confidential module documentation from unauthorized access.

Required vendor information

VE11.06.01

The vendor-provided documentation shall specify the mechanism and procedure used to
protect the confidential module documentation is protected from unauthorized access.

Required test procedures

TE11.06.01 The tester shall verify the vendor-provided documentation that specifies the mechanism
and procedure, such that the confidential module documentation is protected from unau-
thaorizad sconcc

6.11.2.2 Segurity levels 3 and 4

Table 351 — VE and TE of AS11.07

Configuratign management — levels 3 and 4

AS11.07 In addition to the requirements for security levels 1 and 2, the configuration itdms shall be

ISO/IEC 19790:2025, |managed using an automated configuration management system.

7.11.2.3

Required vepdor information

VE11.07.01 The vendor-provided documentation shall specify how the configuration management sys-
tem provides an automated means to support the generation of a cryptographi¢ module.

Required te$t procedures

TE11.07.01 The tester shall verify that the vendor*provided documentation specifies how the config-
uration management system proyides an automated means to support the generation of a
cryptographic module.

6.11.3 Design

Table 352 — VE and TE 0of AS11.08

Design — le}

bels 1, 2, 3 and 4

AS11.08

ISO/IEC 1979
7.11.3

0:2025,

Cryptographic modules shall be designed to allow the testing of all provided secyrity related
services.

Required te

5t procedufes

This assertio|

h is notseparately tested.

NOTE This

assertion is tested in 6.4.3

6.11.4 Finite state model

Table 353 — VE and TE of AS11.09

Finite state model — levels 1, 2, 3 and 4

AS11.09

ISO/IEC 19790:2025,

7.11.4

The operation of a cryptographic module shall be specified using a finite state model
(FSM), or equivalent, represented by a state transition diagram and a state transition table
and state descriptions.

Required vendor information
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Table 353 (continued)

VE11.09.01

The vendor shall provide a description of the finite state model. This description shall
contain the identification and description of all states of the module and a description of
all corresponding state transitions. The descriptions of the state transitions shall include
internal module conditions, data inputs and control inputs that cause transitions from one
state to another, data outputs and status outputs resulting from transitions from one state
to another.

VE11.09.02

The vendor documentation shall establish a complete description of the following:

a) normal operation;
b) degraded operation;

c) datainputinterface;

d) dataoutputinterface;

e) control input interface;

f)  control output interface;

g) status outputinterface;

h) plaintext trusted channel;

i) crypto-officer and user role;
j)  otherroles (if applicable);

k) security services;

1)  SSP entry services (if applicable);

m) show status service;

n) operator authentication;

o) self-tests;

p) other authekrized services, operations, and functions (if applicable);
q) errorstates;

r) bypass service (if applicable);

s) ) maintenance access interface (if applicable);

t) maintenance role (if a maintenance access interface is provided);
u) SSP generation and establishment services (if applicable);

v) SSP output services (if applicable);

i idle states Gf annlicable):
J \S rr J7

x) uninitialized states (if applicable).

Required test procedures

TE11.09.01

The tester shall verify that the vendor has provided a description of the finite state model.
This description shall contain the identification and description of all states of the module
and a description of all corresponding state transitions. The tester shall verify that the
descriptions of the state transitions include the internal module conditions, data inputs
and control inputs that cause transitions from one state to another, data outputs, control
output and status outputs resulting from transitions from one state to another.

TE11.09.02

The tester shall verify that the finite state model (e.g. state transition diagram, state tran-
sition table and state descriptions) are consistent with the vendor-provided documenta-
tion that shall describe the following:
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