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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.

The pJ
descri
differdnt types of ISO documents should be noted. This document was drafted in@aecord|
editor

Attentjon is drawn to the possibility that some of the elements of this document may be
patent

ocedures used to develop this document and those intended for 1ts further ma
bed in the ISO/IEC Directives, Part 1. In particular the different approval criteria‘

al rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

rights. ISO shall not be held responsible for identifying any or all such patent rig

ntenance are
eeded for the
ance with the

the subject of
hts. Details of

any patent rights identified during the development of the document willbe in the Introduction and/or

on the

Any trpde name used in this document is information given fox the convenience of users
consti

For ary
expres
World
URL: www.iso.org/iso/foreword.html.

This d
techniques.

This third edition cancels and replacesithe second edition (ISO/IEC 24759:2014), of which
a ming

The mpin changes compared to;the previous edition (plus other minor editorial modifiqg
follows:

ISO list of patent declarations received (see www.iso.org/patents).

ute an endorsement.

explanation on the voluntary nature of standards, the meaning of ISO speci

Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see¢]

Re
6.2.3.2: AS02.45,5A502.16, AS02.17 and AS02.18 modified;

N ‘O\

‘O\ oy

bcument was prepared by ISO/IEC JTC Iy Information technology, Subcommittee SC

r revision. It also incorporates the Technical Corrigendum ISO/IEC 24759:2014/Co

ferences to ISO/IEC 19790:2012 have been corrected throughout:

.8.3: AS08.04, AS03.07, AS03.10 and AS03.15 modified;
.$.42,AS03.19 modified;

and does not

ic terms and

sions related to conformity assessment, as well as information about ISO’s adherence to the

the following
D7, IT Security
it constitutes

.1:2015.

ations) are as

.1: AS04.02 modified;

oy

4.2; AS04.05, AS04.06 and AS04.07 modified;

o

4.3.1: AS04.11, AS04.13 and AS04.14;

6.4.3.2 and AS04.20;

6.4.4: AS04.39, AS04.40 and AS04.42 modified;
6.5: AS05.05, AS05.06, AS05.07, AS05.08, AS05.13, AS05.17 and AS05.18 modified;

6.8: AS08.04 modified;

6.10.1: AS10.17 modified.
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Information technology — Security techniques — Test
requirements for cryptographic modules

1 Scope

This document specifies the methods to be used by testing laboratories to test whether the
cryptographic module conforms to the requirements specified in ISO/IEC 19790:2012. The methods are
developed to provide a high degree of objectivity during the testing process and to ensur

aCross

the testing laboratories.

This document also specifies the requirements for information that vendews.‘provi

labora
requir

Vendo

fories as supporting evidence to demonstrate their cryptographic madules’ conf
ements specified in ISO/IEC 19790:2012.

s can use this document as guidance in trying to verify whether/their cryptogrg

e consistency

de to testing
prmity to the

phic modules

satisfy] the requirements specified in ISO/IEC 19790:2012 before theyapply to the testing laboratory

for tes

2 N

Ling.

prmative references

The following documents are referred to in the textin such a way that some or all of]

consti

utes requirements of this document. For dated references, only the edition cite

undatgd references, the latest edition of the referenced document (including any amendmn

ISO/IEC 19790:2012, Information technology-— Security techniques — Security req

crypto,

graphic modules

3 Terms and definitions

For th¢ purposes of this docurent, the terms and definitions given in ISO/IEC 19790:201

ISO an|
— IE
— IS

d [EC maintain termihological databases for use in standardization at the following

C Electropediafavailable at http://www.electropedia.org/

D Online bréwsing platform: available at http://www.iso.org/obp

4 Symbols and abbreviated terms

their content
d applies. For
ents) applies.

pirements for

 apply.

addresses:

For the purposes of this document, the symbols and abbreviated terms given in ISO/IEC 19790:2012 apply.

5 Document organization

5.1 General

Clause 6 specifies the methods that shall be used by testing laboratories and the requirements for
information that vendors shall provide to testing laboratories. Clause 6, besides a general subclause,
6.1, includes eleven subclauses corresponding to the eleven areas of security requirements and six

subcla

©150/1

uses corresponding to the six annexes, Annex A to Annex F, of ISO/IEC 19790:2012.
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5.2 Assertions and security requirements

Within each subclause, the corresponding security requirements from ISO/IEC 19790:2012 are divided
into a set of assertions (i.e. statements that have to be true for the module to satisfy the requirement of
a given area at a given level). All of the assertions are direct quotations from ISO/IEC 19790:2012.

The assertions are denoted by the form
AS<requirement_number>.<assertion_sequence_number>

where “requirement_number” is the number of the corresponding area specified in ISO/IEC 19790:2012
(i.e. one to twelve and A to F) and sequence number isa sequentlal 1dent1f1er for assertlons within a
; : % S es (i.e.

be the
types of documentation or explicit information that the vendor shall provide in orderfor the tester to
verify conformity to the given assertion. These requirements are denoted by the form

VE<requirement_number>.<assertion_sequence_number>.<sequence_number>

where “requifement_number” and “assertion_sequence_number” are identical to the corresppnding
assertion requiirement number and sequence number, and “sequence_number” is a sequential idgntifier
for vendor requirements within the assertion requirement.

Also following each assertion and the requirements levied on<the vendor is a set of requir¢ments
levied on the|tester of the cryptographic module. These requirements instruct the tester as tp what
he or she shall do in order to test the cryptographic modulewith respect to the given assertion| These
requirements|{are denoted by the form

TE<requifement_number>.<assertion_sequencesnttmber>.<sequence_number>

where “requifement_number” and “assertion_seguence_number” are identical to the corresppnding
assertion reqliirement number and sequence number, and “sequence_number” is a sequential idgntifier
for tester reqiirements within the assertionrequirement.

A validation authority may modify, addy.or delete VEs and/or TEs in this document.
5.3 Assertions with cross references

For clarity in[some assertions;-¢ross references to ISO/IEC 19790:2012 or other assertions nymbers
have been puf between cunly brackets ““ and ”}". Those cross references are written in italics.

6 Security requirements

6.1 General

NOTE 6.1 states general requirements to meet the assertions of the other subclauses in Clause 6, and
ISO/IEC 19790:2012, Annex A to Annex F. 6.1 sets no assertion of itself and is not separately tested.

AS01.01: (General — Levels 1, 2, 3, and 4)

This clause specifies the security requirements that shall be satisfied by the cryptographic
module’s compliance to {ISO/IEC 19790:2012}.

AS01.02: (General — Levels 1, 2, 3, and 4)

A cryptographic module shall be tested against the requirements of each area addressed in
this clause.

NOTE The tests can be performed in one or more of the following manners.

2 © ISO/IEC 2017 - All rights reserved
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a) Tester performs tests at the tester’s facility.

b) Tester performs tests at the vendor’s facility.

c) Tester supervises vendor performing tests at the vendor’s facility.

— Rationale is included that explains why tester could not perform the tests.

— Tester develops the required test plan and required tests.

— Tester directly observes the tests being performed.

An assertion fails if any of its subsequent tests fails.

ASO1.
The cy
ASO1.
All do

D3: (General — Levels 1, 2, 3, and 4)
typtographic module shall be independently rated in each area.

D4: (General — Levels 1, 2, 3, and 4)

life-cyicle documentation shall be provided for a cryptographic’medule that is tdg

indep
6.2

6.2.1
AS02.

bndent verification or evaluation scheme.
Cryptographic module specification

Cryptographic module specification general requirements

D1: (Specification — Levels 1, 2, 3, and 4)

A cry

tographic module shall be a set of hardware, software, firmware, or some

cumentation, including copies of the user and installation manuals, design specifications,

undergo an

combination

thereo¢f, that at a minimum, implements a defined cryptographic service employing an
approped cryptographic algorithm, security function or process and contained wit

crypt
NOTE

AS02.

graphic boundary.
This assertion is not separately tested.

D2: (Specification — Lévels 1, 2, 3, and 4)

The dpcumentation requirements specified in {ISO/IEC 19790:2012} A.2.2 shall be p

NOTE

6.2.2

This assertionis tested as part of ASA.01.

Types of cryptographic modules

.03: (Specification — Levels 1, 2, 3, and 4)

hin a defined

rovided.

— Hardware module is a module whose cryptographic boundary is specified at a hardware
perimeter. Firmware and/or software, which may also include an operating system, may be
included within this hardware cryptographic boundary.

— Software module is a module whose cryptographic boundary delimits the software exclusive
component(s) (may be one or multiple software components) that execute(s) in a modifiable
operational environment. The computing platform and operating system of the operational
environment which the software executes in are external to the defined software module
boundary.

— Firmware module is amodule whose cryptographicboundary delimits the firmware exclusive
component(s) that execute(s) in a limited or non-modifiable operational environment.
The computing platform and operating system of the operational environment which the

© ISO/IEC 2017 - All rights reserved
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firmware executes in are external to the defined firmware module boundary but explicitly
bound to the firmware module.

Hybrid Software module is a module whose cryptographic boundary delimits the composite of
asoftware component and a disjoint hardware component (i.e. the software component is not
contained within the hardware module boundary). The computing platform and operating
system of the operational environment which the software executes in are external to the
defined hybrid software module boundary.

Hybrid Firmware module is a module whose cryptographic boundary delimits the composite
of a firmware component and a disjoint hardware component (i.e. the firmware component
is not contained within the hardware module boundary). The computing platform and

operating system of the operational environment which the firmware executes Ln are
externalfto the defined hybrid firmware module boundary but explicitly bound to the hybrid
firmware module.
Required Vendor Information
VEO02.03.01: The vendor shall provide a description of the cryptographic module describing the type of
cryptographi¢ module. It will explain the rationale of the module type selection.
VEO02.03.02: The vendor shall provide a specification of the cryptographic module identifyjng all
hardware, software, and/or firmware components of the cryptographi¢-module.
Required Test Procedures
TE02.03.01: Tihe tester shall verify that the vendor provided decumentation identifies one of the module
types listed in AS02.03.
TEO02.03.02: The tester shall verify from the vender provided specification documentatipn, by
identifying all hardware, software, and/or firmware components (AS02.15 to AS02.18), that the
cryptographi¢ module is consistent with the type ofithe cryptographic module.
AS02.04: (Specification — Levels 1, 2, 3, and™4)
For hardwarp and firmware modules, the applicable physical security and non-invasive security
requirements found in {ISO/IEC 19790:2012)} 7.7 and 7.8 shall apply.
NOTE Thi$ assertion is not tested separately.
AS02.05: (Specification — Levels 1, 2, 3, and 4)
For software modules:*executing in a modifiable environment, the physical security
requiremenls found-in {ISO/IEC 19790:2012} 7.7 are optional and the applicable non-inyasive
security requiirements in {ISO/IEC 19790:2012} 7.8 shall apply.
NOTE Thi$ asSertion is not tested separately.
4 © ISO/IEC 2017 - All rights reserved
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AS02.06: (Specification — Levels 1, 2, 3, and 4)

For hybrid modules, all applicable requirements of {ISO/IEC 19790:2012} 7.5, 7.6, 7.7 and 7.8
shall apply.

NOTE This assertion is not tested separately.
6.2.3 Cryptographic boundary

6.2.3.1 Cryptographic boundary general requirements

AS02.07: (Specification — Levels 1, 2, 3. and 4)

The cifyptographic boundary shall consist of an explicitly defined perimeter (i.e.'setjof hardware,
software or firmware components) that establishes the boundary of all companents of the
cryptographic module.

Requifred Vendor Information

VE02.07.01: The vendor documentation shall specify all components within the ¢ryptographic
boundpry.

Requifed Test Procedures

TEO02.(07.01: The tester shall verify by inspection and from’the vendor documentatioh that all the
compdnents specified in AS02.15 to AS02.18 are within thé.cryptographic boundary.

TE02.07.02: The tester shall verify by inspection anid from the vendor documentation that there are
no unidentified components which are not specified in AS02.15 to AS02.18 within the ¢ryptographic
boundpry.

AS02.08: (Specification — Levels 1, 2, 3, and 4)

The requirements of {ISO/IEC 19790:2012} shall apply to all algorithms, security functions,
procesgses, and components within\the module’s cryptographic boundary.

NOTE This assertion is not tested separately.
AS02.09: (Specification <+ Levels 1, 2, 3, and 4)

The cryptographic boundary shall, at a minimum, encompass all security relevant algorithms,
security functions;processes, and components of a cryptographic module (i.e. security relevant
within the scopeof this document).

Required Vendor Information

.09.01: The vendor shall provide a list of all the security relevant algorithms, secufity functions,

Required Test Procedures

TE02.09.01: The tester shall verify that the vendor provided documentation clearly identifies and lists
all the security relevant algorithms, security functions, processes, and components of the module
within the cryptographic boundary.

AS02.10: (Specification — Levels 1, 2, 3, and 4)

Non-security relevant algorithms, security functions, processes or components which are
used in an approved mode of operation shall be implemented in a manner to not interfere or
compromise the approved operation of the cryptographic module.

© ISO/IEC 2017 - All rights reserved 5
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Required Vendor Information

VE02.10.01: The vendor provided documentation shall list the non-security relevant functions used in
an approved mode of operation and justify that they are not interfering with the approved mode of
operation of the module.

Required Test Procedures

TE02.10.01: The tester shall verify through documentation review and inspection of the module that the
non-security relevant functions are not interfering or compromising the approved mode of operation of
the module.

TE02.10.02: Thete
provided by the vendor.
the tester sha]

he burden of proof is on the vendor; if there is any uncertainty or amh
1 require the vendor to produce additional information as needed.

mising
iguity,

AS02.11: (Specification — Levels 1, 2, 3, and 4)

The defined pame of a cryptographic module shall be representative of the,composition|of the

components within the cryptographic boundary and not representative of a larger compagsition
or product.

Required Vendor Information

VE02.11.01: Tihe vendor shall provide the defined name of the module;

Required Tes$t Procedures

TE02.11.01: The tester shall verify that the vendor provided module name is consistent with the
composition ¢f the components within the cryptographic’houndary.

TEO02.11.02: The tester shall verify that the module name does not represent a composition of
components ¢r functions that are not consistentwith the composition of the components within the
cryptographi¢ boundary.

AS02.12: (Specification — Levels 1, 2, 3, and 4)

The cryptographic module shall have;at minimum, specific versioning information representing
the distinct individual hardware, software, and/or firmware components.

Required Vendor Information

VEO02.12.01: The vendor shall provide the versioning information of the modules distinct ind{vidual

hardware, software, and/er firmware components.
Required Tes$t Procedures

TE02.12.01: Thé tester shall verify the versioning information represents the modules distinct

individual hardware, software, and/or firmware components.

AS02.13: (Specification — Levels 1, 2, 3, and 4)

The excluded hardware, software or firmware components shall be implemented in a manner to
not interfere or compromise the approved secure operation of the cryptographic module.

Required Vendor Information

VEO02.13.01: The vendor shall describe the excluded components of the module and justify that these
components will not interfere with the approved secure operation of the module.

VE02.13.02: The vendor documentation shall provide the rationale for excluding each of the
components. The rationale shall describe how each excluded component, when working properly or

© ISO/IEC 2017 - All rights reserved
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when it malfunctions, cannot interfere with the approved secure operation of the module. Rationale
that may be acceptable, if adequately supported by documentation, includes the following.

a) The component is not connected with security relevant components of the module that would allow
inappropriate transfer of SSPs, plaintext data, or other information that could interfere with the
approved secure operation of the module.

b) All information processed by the component is strictly for internal use of the module, and does not

in

any way impact the correctness of control, status or data outputs.

Required Test Procedures

TEOZ.

the excluded

compo
the mq

TE02.]
The bu
the vel

TE02.1
exclud
shall v
securd

ASO02.
The ey
Requi

VEO02.]
listed

Requi

TE02.]
to be ¢

6.2.3.7
AS02.
The c1

— thie set of hardware components which may include:

nents of the cryptographic boundary will not interfere with the approved sectir¢
dule.

3.02: The tester shall verify the correctness of any rationale for exclusion provided
rden of proof is on the vendor; if there is any uncertainty or ambiguity, the tester
1dor to produce additional information as needed.

3.03: The tester shall manipulate (e.g. to cause the componentto’operate not as
ed components in a manner to cause incorrect operation of-the excluded compong
erify that the incorrect operation of the excluded componentshall not interfere with
operation of the module.

|4: (Specification — Levels 1, 2, 3, and 4)
tcluded hardware, software or firmware shallbe specified {ISO/IEC 19790:201
red Vendor Information

4.01: All components that are to be excluded from the security requirements shal
n the vendor documentation.

red Test Procedures

4.01: The tester shall verify whether the vendor indicates that any components of t
xcluded from the requitements of ISO/IEC 19790:2012.

Definitions of ¢ryptographic boundary
| 5: (Specification — Levels 1, 2, 3, and 4)

typtographic boundary of a hardware cryptographic module shall delimit ang

b operation of

by the vendor.
shall require

designed) the
nt. The tester
the approved

2} (Annex A).

| be explicitly

ne module are

| identify:

provide the interconnecting physical wiring between components;

active electrical components such as semi-integrated, custom-integrated
integrated circuits, processors, memory, power supplies, converters, etc.;

physical structures, such as enclosures, potting or encapsulation materials
and interfaces;

firmware, which may include an operating system;

other components types not listed above.

© ISO/IEC 2017 - All rights reserved
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Required Vendor Information

VE02.15.01: All hardware components of the cryptographic module shall be identified in the vendor
documentation. Components to be listed shall include all of the following:

a)

b)

d)

physical structures, including circuit boards, substrates or other mounting surfaces that provide
the interconnecting physical wiring between components:

1) circuit boards, substrates and mounting surfaces;

active electrical components such as semi-integrated, custom-integrated or common-integrated
circuits, processors, memory, power supplies, converters, etc.:

1) procgssors, including microprocessors, digital signal processors, custom procgssors,
micrgcontrollers, or any other types of processors (identify manufacturer and type);

2) readHonly memory (ROM) integrated circuits for program executable code andidata (thjis may
inclufle mask-programmed ROM, programmable ROM (PROM) such as ultraviolet, erfasable
PROII (EPROM), electrically erasable PROM (EEPROM), or Flash-memory);

3) rand¢m-access memory (RAM) or other integrated circuits for temporary data storage;

4) semijcustom, application-specific integrated circuits, such as gate arrays, programmable logic
arrays, field programmable gate arrays, or other programmablelogic devices;

5) fully [custom, application-specific integrated circuits, including any custom cryptographic
integpated circuits;

6) powdr supply components, including power supply,power converters (e.g. AC-to-DC or|DC-to-
DC miodules, transformers), input power connectors, and output power connectors;

7) othe| active electronic circuit elements (passive circuit elements such as pull up/pull down
resisfors or bypass capacitors do not need to be included if they do not provide sg¢curity
relevpnt function as part of the cryptogiraphic module);

physical [structures, such as enclosures, potting or encapsulation materials, connectors, and
interfaces:

1) physical structures and enclosures, including any removable access doors or covers;
2) pottihg or encapsulation materials;

3) bounfary connectors;

4) connegctors bétween major independent sub assemblies within the module;

firmware, which may include an operating system:

1) executable code:
i) non-modifiable
ii) modifiable
other components types not listed above:

1) cooling or heating arrangements, such as conduction plates, cooling airflow, heat exchanger,
cooling fins, fans, heaters, or other arrangements for removing or adding heat.

VEO02.15.02: The vendor documentation shall indicate the internal layout and assembly methods (e.g.
fasteners and fittings) of the module, including drawings that are at least approximately to scale.

© ISO/IEC 2017 - All rights reserved
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VEO02.15.03: The vendor documentation shall describe the primary physical parameters of the module,
including descriptions of the enclosure, access points, circuit boards, location of power supply,
interconnection wiring runs, cooling arrangements, and any other significant parameters.

VEO02.15.04: The vendor documentation shall include a block diagram which represents the module’s
boundary and relationship of the hardware components.

Required Test Procedures

TE02.15.01: The tester shall identify all hardware components of the cryptographic module.
Components to be listed shall include all of the following:

veical ctruc

a) phy
e interconnecting physical wiring between components:

th
1)

b) ac

cil
1)
2)
3)
4)
5)

6)

7)

ph
in

1)

tive electrical components such as semi-integrated, custom-integratéd-or comm

2)

circuit boards, substrates and mounting surfaces;

cuits, processors, memory, power supplies, converters, etc.:

processors, including microprocessors, digital signal ptoeessors, custon;
microcontrollers, or any other types of processors (identify‘manufacturer and ty|

read-only memory (ROM) integrated circuits for program executable code and ¢

that provide

on-integrated

processors,
pe);

Jata (this may

include mask-programmed ROM, programmable ROM (PROM) such as ultraviplet, erasable

PROM (EPROM), electrically erasable PROM (EEPROM), or Flash-memory;
random-access memory (RAM) or other integrated circuits for temporary data sf

semi-custom, application-specific integrated circuits, such as gate arrays, progrz
arrays, field programmable gate arrays,@r other programmable logic devices;

fully custom, application-specific;<integrated circuits, including any custom
integrated circuits;

power supply components, including power supply, power converters (e.g. AC-ta
DC modules, transformerss); input power connectors, and output power connecto

other active electronic circuit elements (passive circuit elements such as pull
resistors or bypass capacitors do not need to be included if they do not prg
relevant function’ as part of the cryptographic module);

erfaces;
physical structures and enclosures, including any removable access doors or cove

potting or encapsulation materials;

orage;

mmable logic

ryptographic

-DC or DC-to-
-

Lip/pull down
vide security

ysical struetures, such as enclosures, potting or encapsulation materials, comnectors, and

EI'S;

3)
4)
d)
1)

boundary connectors;

connectors between major independent sub assemblies within the module;

firmware, which may include an operating system:

executable code:

i)

non-modifiable
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ii) modifiable

e)
1y

other components types not listed above:

cooling fins, fans, heaters, or other arrangements for removing or adding heat.

cooling or heating arrangements, such as conduction plates, cooling airflow, heat exchanger,

TEO02.15.02: The tester shall verify that the components list is consistent with information provided for
other assertions of 6.2.3, as defined below.

The specification of the cryptographic boundary under assertion AS02.07. Verify that all

components inside the cryptographic boundary are 1ncluded in the components list and vice versa.

a)
Also veri
of the cr
b) The sped
compone
circuits)
c)
provision
listed in 4
TE02.15.03: T|

there are no

module. (Phy
ISO/IEC 1979
into or out of

TE02.15.04: T
are identified

plaintext datq,

TE02.15.05: A
components f
assertions Af
connections I

a) uncontro

ptographlc module

ification of the block diagram under assertion ASA.01. Verify that ahy ~ind
ts identified in the block diagram (e.g. processors, application spetific inte

are also listed in the components list.

s of assertions AS02.13 and AS02.14. Verify that components €o be so excluded a
he components list.

he tester shall verify that the cryptographic boundary is‘physically contiguous, su
paps that could allow uncontrolled input, output, or other access into the cryptog
Sical protection and tamper protection are covered separately in requirements
):2012, 7.7.) The module design has to also ensurethat there are no uncontrolled intg
the cryptographic module.

in the block diagram under assertion ASA:01 as inputting, outputting, or processin
or other information.

s a partial exception to the aboverequirements, the vendor is allowed to exclude ¢
rom the requirements of ISO/IEC 19790:2012 after satisfying the requirements
02.13 and AS02.14 in 6,2:3:1. The tester shall verify that any interfaces or p
etween such excluded components and the rest of the module do not allow the folld

led release of CSPs,\plaintext data, or other information that if misused could le

compromfise;

b) uncontro

TE02.15.06: 1
module, inclu
module. This

led modifications of SSPs or other information that could lead to a compromise.

he testérishall verify that the vendor’s documentation shows the internal layout
Hing the*placement and approximate dimensions of major identifiable componentg
has te/include drawings that are at least approximately to scale.

pnents

vidual
orated

Any components that are to be excluded from the requirements of ISO/IEE 19790:2012 under the

re still

Ch that
raphic
under
rfaces

he tester shall verify that the cryptographic’boundary encompasses all componenits that

b SSPs,

ertain
under
hysical
wing:

hd to a

of the
of the

TE02.15.07:
assemblies of

he tester shall verify that the vendor’s documentation indicates the major p
the module and how they are assembled or inserted into the module.

hysical

TE02.15.08: The tester shall verify that the vendor’s documentation describes the primary physical
parameters of the module. This description has to include at least the following:

a)
b)
‘)
d)
e)

enclosure shape and approximate dimensions, including any access doors or covers;
circuit board(s) approximate dimensions, layout, and interconnections;
location of power supply, power converters, and power inputs and outputs;

interconnection wiring runs: routing and terminals;

cooling or heating arrangements, such as conduction plates, cooling airflow, heat exchanger, cooling

fins, fans, heaters, or other arrangements for removing heat from or adding heat to the module;
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f) other component types not listed above.

TEO02.15.09: The tester shall verify that the vendor provided block diagram represents the module’s
boundary and relationship of the hardware components.

AS02.16: (Specification — Levels 1, 2, 3, and 4)
The cryptographic boundary of a software cryptographic module shall delimit and identify
— the set of executable file or files that constitute the cryptographic module, and

— the instantiation of the cryptographic module saved in memory and executed by one or more
processors.

Requifred Vendor Information

VE02.16.01: All software components of the cryptographic module shall be identified jn the vendor
documnlentation. Components to be listed shall include all of the following:

a) the set of executable file or files that constitute the cryptographic module;
b) other security relevant component types not listed above.

VEO02.16.02: The vendor documentation shall indicate the internal-software architecture, Including how
the software components interact.

VE02.16.03: The vendor documentation shall indicate the-s6ftware environment (e.g. opefating system,
run-tigne library, etc.) on which the module executes.

Requifed Test Procedures

TE02.16.01: The tester shall verify that the do€umentation includes a components list thpt includes all
softwdre components of the cryptographic module.

TE02.16.02: The tester shall verify thatthe components list includes all occurrences of|the following
types pf components, excluding only:component types that are not used in the module:

a) the set of executable file orfiles that constitute the cryptographic module;
b) other component types not listed above.

TE02.16.03: The testershall verify that the components list is consistent with information provided for
other assertions of 6.2-3, as defined below.

a) The specification of the cryptographic boundary under assertion AS02.07. Vé¢rify that all
coF\ponents inside the cryptographic boundary are included in the components list %Sd vice versa.
|

Alko yvérify that any components outside the cryptographic boundary are not listed afs components
ofthe€ eryptographic module.

b) The specification of the software under assertion ASA.01. Verify that the list of software
components is the same as in the specifications under assertion AS02.07.

c) The specification of the block diagram under assertion ASA.01. Verify that any individual
components identified in the block diagram are also listed in the components list.

d) Any components that are to be excluded from the requirements of ISO/IEC 19790:2012 under the
provisions of assertions AS02.13 and AS02.14. Verify that components to be so excluded are still
listed in the components list.

TE02.16.04: As a partial exception to the above requirements, the vendor is allowed to exclude certain
components from the requirements of ISO/IEC 19790:2012 after satisfying the requirements under
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assertions AS02.13 and AS02.14 in 6.2.3.1. The tester shall verify that any interfaces or physical
connections between such excluded components and the rest of the module do not allow the following:

a) uncontrolled release of CSPs, plaintext data, or other information that if misused could lead to a
COmpromise;

b) uncontrolled modifications of SSPs or other information that could lead to a compromise.

TEO02.16.05: The tester shall verify that the vendor’s documentation indicates the major software
components of the module and how they are linked together forming the module.

AS02.17: (Specification — Levels 1, 2, 3, and 4)

The cryptographic boundary of a firmware cryptographic module shall delimit and identify
— the set of executable file or files that constitute the cryptographic module, and

— the instantiation of the cryptographic module saved in memory and executed by one oy more
processars.

Required Vendor Information

VE02.17.01: All firmware components of the cryptographic module shall\be identified in the yendor
documentatidn. Components to be listed shall include all of the following:

a) the set of|executable file or files that constitute the cryptographic¢ module;
b) other secpirity relevant component types not listed above

VE02.17.02: The vendor documentation shall indicate the)internal firmware architecture, inqluding
how the firmyvare components interact.

VE02.17.03: The vendor documentation shall indicate the firmware environment (e.g. operating system,
run-time librdry, etc.) on which the module executes.

Required Tes$t Procedures

TE02.17.01: The tester shall verify thatthe documentation includes a components list that includes all
firmware conjponents of the cryptographic module.

TE02.17.02: The tester shall verify that the components list includes all occurrences of the following
types of components, excluding-only component types that are not used in the module:

a) the set of|executablefile or files that constitute the cryptographic module;

b) other conmpponenttypes not listed above.

TE02.17.03: Thetester shall verify that the components list is consistent with information provitiied for
other asserticas-ef-6-2-3as-defined-below:

a) The specification of the cryptographic boundary under assertion AS02.07. Verify that all
components inside the cryptographic boundary are included in the components list and vice versa.
Also verify that any components outside the cryptographic boundary are not listed as components
of the cryptographic module.

b) The specification of the firmware under assertion ASA.01. Verify that the list of firmware
components is the same as in the specifications under assertion AS02.07.

c) The specification of the block diagram under assertion ASA.01. Verify that any individual
components identified in the block diagram are also listed in the components list.
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d) Any components that are to be excluded from the requirements of ISO/IEC 19790:2012 under the
provisions of assertions AS02.13 and AS02.14. Verify that components to be so excluded are still

lis

ted in the components list.

TEO02.17.04: As a partial exception to the above requirements, the vendor is allowed to exclude certain
components from the requirements of ISO/IEC 19790:2012 after satisfying the requirements under
assertions AS02.13 and AS02.14 in 6.2.3.1. The tester shall verify that any interfaces or physical
connections between such excluded components and the rest of the module do not allow the following:

a) uncontrolled release of CSPs, plaintext data, or other information that if misused could lead to a
compromise;

b) un

TEO0Z2.1
compd

ASO02.
The c1

— bd
on

7.05: The tester shall verify that the vendor’s documentation indicates the m3
nents of the module and how they are linked together forming the module.

| 8: (Specification — Levels 1, 2, 3, and 4)
'yptographic boundary of a hybrid cryptographic module shall:

the composite of the module’s hardware component boundary and the disjg
firmware component(s) boundary; and

— include the collection of all ports and interfaces from-each component.

NOTE
includdg

Requi

VE02.]
Hybrid

In addition to the disjoint software or firmware{component(s), the hardware comp
embedded software or firmware.

red Vendor Information

8.01: The cryptographic module shalkbe identified in the vendor documentatig
Software Module or a Hybrid Firmware Module.

a) Fdr Hybrid Software Module components, the vendor documentation shall provid

re

guired under VE02.15.01 to VE02.15.04 and VE02.16.01 to VE02.16.03.

b) Fgr Hybrid Firmware Module components, the vendor documentation shall provid

re
Requi

TEO02.]
Softw3

gquired under VE02.15:.01to VE02.15.04 and VE02.17.01 to VE02.17.03.
red Test Procedurnes

8.01: The teSter shall verify that the documentation identifies the module as ei
ire Modul€ or a Hybrid Firmware Module.

a) Far Hybrid Software Module components, the tester shall follow procedures re|

TH

02,1501 to TE02.15.09 and TE02.16.01 to TE02.16.05.

jor firmware

int software

onent can also

n as either a

b information

b information

ther a Hybrid

quired under

b) For Hybrid Firmware Module components, the tester shall follow procedures required under
TE02.15.01 to TE02.15.09 and TE02.17.01 to TE02.17.05.

6.2.4

Modes of operations

6.2.4.1 Modes of operation general requirements

AS02.19: (Specification — Levels 1, 2, 3, and 4)

The operator shall be able to operate the module in an approved mode of operation.
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Required Vendor Information

VE02.19.01: The vendor provided non-proprietary security policy shall provide a description of the
approved mode of operation.

VE02.19.02: The vendor provided non-proprietary security policy shall provide instructions for
invoking the approved mode of operation.

Required Test Procedures

TE02.19.01: The tester shall verify that the vendor provided non-proprietary security policy contains a
description of the approved mode of operation.

TEO02.19.02: The tester shall invoke the approved mode of operation using the vendor firpvided
instructions found in the non-proprietary security policy. The tester shall verify, by inspectipn and
from the vendor documentation, that the cryptographic module is the approved mode of 6peratipn as a
result of documented instructions.

AS02.20: (Specification — Levels 1, 2, 3, and 4)

An approved mode of operation shall be defined as the set of services which include at least one
service that|utilizes an approved cryptographic algorithm, security function or process and
those serviceés or processes specified in {ISO/IEC 19790:2012)} 7.4.3.

Required Vendor Information
VEO02.20.01: The vendor shall provide a validation certificate fof each approved security functioy.
VEO02.20.02: The vendor shall provide a list of all non-approwved security functions.
Required Tes$t Procedures

TEO02.20.01: The tester shall verify that the vendor has provided a validation certificate for each
approved secyirity function issued by a validatign‘duthority.

TEO02.20.02: The tester shall verify that the-vendor has provided the list of non-approved sg¢curity
functions.

AS02.21: (Specification — Levels 1,2, 3, and 4)

Non-approved cryptographicalgorithms, security functions, and processes or other servides not
specified in {ISO/IEC 19790:;2012} 7.4.3 shall not be utilized by the operator in an approved mode
of operation junless the non-approved cryptographic algorithm or security function is parf of an
approved prpcess and s not security relevant to the approved processes operation (e.g. p non-
approved cryptographic algorithm or non-approved generated key may be used to obfyiscate
data or CSPs put the result is considered unprotected plaintext and provides no security relevant
functionality until protected with an approved cryptographic algorithm).

Required Vendor Information

VE02.21.01: The vendor provided documentation shall identify all of non-approved cryptographic
algorithms, security functions or processes utilized for each service in each approved mode of operation.

VE02.21.02: The vendor documentation shall provide a rationale for why utilized non-approved
cryptographic algorithms, security functions or processes are considered non-security relevant to the
approved processes operation.

Required Test Procedures

TEO02.21.01: The tester shall verify by inspection that the vendor provided documentation identifies all
of non-approved cryptographic algorithms, security functions or processes utilized for each service in
each approved mode of operation.
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TE02.21.02: The tester shall verify the correctness of any rationale provided by the vendor. The burden
of proof is on the vendor; if there is any uncertainty or ambiguity, the tester shall require the vendor to
produce additional information as needed.

6.2.4.2 Normal operation
AS02.22: (Specification — Levels 1, 2, 3, and 4)

CSPs shall be exclusive between approved and non-approved services and modes of operation
(e.g. not shared or accessed).

Required Vendor Information

VE02.22.01: The vendor shall provide a list of all CSPs within the module and identifly their usage
betwepgn approved and non-approved services and mode of operation.

VEO02.22.02: The vendor shall provide a description of how each CSP becanies exclusive between
approyed and non-approved services and modes of operation.

Requifred Test Procedures

TE02.22.01: The tester shall verify that the vendor provided documientation contains a flescription of
the usage of each CSP in an approved or non-approved mode of operation.

TE02.22.02: The tester shall verify by inspection and from thévendor documentation that the CSPs are
exclus]ve between approved and non-approved services ahd modes of operation.

AS02.23: (Specification — Levels 1, 2, 3, and 4)

The module’s security policy shall define the complete set of services that are provjded for each
defindd mode of operation (both approved:and non-approved).

NOTE This assertion is tested under ASBOT.

AS02.24: (Specification — Levels 1,2, 3, and 4)

All services shall provide an.indicator when the service utilizes an approved clyptographic
algorithm, security function or process in an approved manner and those services|or processes
specifiied in {ISO/IEC 19790:2012} 7.4.3.

Required Vendor Information
VE02.24.01: The vendor provided documentation shall specify the indicator for each servjce.
Requifred Test Procedures

Hescription of
on or process

TE02.2401:+The tester shall verify that the vendor provided documentation contains a
indica ' ili ' ' i
in an approved manner.

TEO02.24.02: The tester shall execute all services and verify that the indicator provides an unambiguous
indication of whether the service utilizes an approved cryptographic algorithm, security function or
process in an approved manner or not.

6.2.4.3 Degraded operation
AS02.25: (Specification — Levels 1, 2, 3, and 4)

For a cryptographic module to operate in degraded operation, the following {ISO/IEC 19790:2012
AS02.26 to AS02.30) shall apply.

NOTE This assertion is not separately tested.
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AS02.26: (Specification — Levels 1, 2, 3, and 4)

The degraded operation shall be entered only after exiting an error state.

Required Vendor Information

VEO02.26.01: If the cryptographic module allows a degraded operation, the vendor shall provide a
description of all degraded operation after exiting each error state.

VE02.26.02: The vendor shall provide specification of degraded operation. For each degraded operation,
the specification shall include:

conditio

a)

s of entry into and exit from the degraded operation;

b)
0)
d)
€)
f)
g)

operation
non-oper
isolated 1

techniqug

status in
process.

Required Te:

TE02.26.01:
degraded ope

TE02.26.02: 1
only be acces
AS03.11) is co

TE02.26.03: 1
operation. Fo

al algorithms, security functions, services, or processes;
htional algorithms, security functions, services, or processes;
hechanisms, functions, or components in the degraded operation;

s to isolate mechanisms, functions, or components;

status information provided in the degraded operation;

Hicator if attempts are made to use a non-operational algorithm, security funct

it Procedures

ration and its conditions of entry and exit,

he tester shall use the vendor documentation to check that the degraded operati
bed after exiting in error state. Thectester shall check that the error status indicat
rrectly positioned.

he tester shall exercise the cryptographic module, causing it to operate in each de
" each degraded operation;.the tester shall attempt to perform a service to verify {

conditional algorithm self-tests are performed prior to the first operational use of any cryptog

algorithm.

TE02.26.04: ]
degraded op
cryptographi
without failuy

TE02.26.05: ]
degraded ope

he tester shall first exercise the cryptographic module, causing it to operate i
bration. The tteSter shall next perform pre-operational self-tests to verify th
 module rémains in degraded operation until such time the cryptographic module
e all pré-operational self-tests successfully.

'he tester shall first exercise the cryptographic module, causing it to operate i

jon, or

he tester shall verify that the vendor provided documentation clearly identifies the

bn can
br (see

rraded
hat all
raphic

h each
at the
passes

h each

Fation. The tester shall next perform pre-operational self-tests, causing an error conpdition

in pre-operat

remain in degraded operation but enters an error state.

AS02.27: (Specification — Levels 1, 2, 3, and 4)

onal self-tests to occur. The tester shall verify that the cryptographic module does not

The module shall provide status information when re-configured and the degraded operation

entered.

NOTE

This assertion is not separately tested. Tested as part of AS02.26.

AS02.28: (Specification — Levels 1, 2, 3, and 4)

The mechanism or function that failed shall be isolated.
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Required Vendor Information

VEO02.28.01: The vendor documentation requirement is specified under VE02.26.02. The vendor design
shall ensure that any failure from the failed mechanisms, functions, and components cannot interfere
or compromise the approved operation of the cryptographic module.

Required Test Procedures

TE02.28.01: The tester shall verify by inspection and from the vendor documentation that failed
mechanisms, functions, and components are isolated before entering degraded operation.

TE02.28.02: The tester shall verify by inspection and from the vendor documentation that failed

mech

nicme functiagng and ﬁr\mnnnnnfc ﬁannnt intnrforn Faval rnmnrr\mico tho anhrr\x"rnd on eratlon Of the

crypta
ASO02.
All co

““““““ oo erooye poreT P PP H
graphic module.

P9: (Specification — Levels 1, 2, 3, and 4)

hditional algorithm self-tests shall be performed prior to the first‘operation

cryptographic algorithm after entering degraded operation.

NOTE
ASO02.

Servig
securi

Requi

VE02.3
shall g
algorit

Requi
TE02.]
indica
TE02.]
indica
proceg

AS02.

This assertion is not separately tested. Tested as part of AS02.26;

B0: (Specification — Levels 1, 2, 3, and 4)

ty function, or process.
red Vendor Information

0.01: The vendor documentation requirement is specified under VE02.26.02. The
nsure that service output includes an indicator if attempts are made to use a ng
hm, security function, or process.

red Test Procedures

0.01: The tester shall verify from the vendor documentation that services provid
ors if attempts are made to-USe a non-operational algorithm, security function, or ]

0.02: The tester shall“exercise the cryptographic module and verify that the
or is provided if attempts are made to use a non-operational algorithm, securit
S.

B1: (Specification — Levels 1, 2, 3, and 4)

The ciiyptographic module shall remain in degraded operation until such time the cj

modu

NOTE

e passes without failure all pre-operational self-tests successfully.

al use of the

es shall provide an indicator if attempts are made to use a non-operational algorithm,

yendor design
n-operational

b documented
Drocess.

documented
y function, or

'yptographic

This assertion is not separately tested. Tested as part of AS02.26.

AS02.32: (Specification — Levels 1, 2, 3, and 4)

If the cryptographic module fails the pre-operational self-tests, the module shall not enter a
degraded operation.

NOTE

This assertion is not separately tested. Tested as part of AS02.26.

6.3 Cryptographic module interfaces

6.3.1

Cryptographic module interfaces general requirements

AS03.01: (Module interfaces — Levels 1, 2, 3, and 4)

© ISO/IEC 2017 - All rights reserved
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A cryptographic module shall restrict all logical information flow to only those physical
access points and logical interfaces that are identified as entry and exit points to and from the
cryptographic boundary of the module.

Required Vendor Information

VE03.01.01: The vendor documentation shall specify each of the physical ports and logical interfaces of
the cryptographic module, including the following:

a) physical ports and their pin assignments;

b) physical covers, doors or openings;

c) logical inkerfaces (e.g. APIs and all other data/control/status signals) and the signal naimes and
functions;

d) manual cpntrols (e.g. buttons or switches) for applicable physical control inputs;

e) physical §tatus indicators (e.g. lights or displays) for applicable physical status butputs;

f) mapping [of the logical interfaces to the physical ports, manual contrals, and physical |status
indicator§ of the cryptographic module;

g) physical, Jogical, and electrical characteristics, as applicable, of the @bove ports and interfacgs.

VE03.01.02: The vendor documentation shall specify the information flows and physical access|points

of the cryptggraphic module by highlighting or annotating,copies of the block diagrams, |design

specificationd, and/or source code and schematics provided)inf 6.2 and 6.11. The vendor sh4ll also

provide any ofther documentation necessary to clearly specify the relationship of the information flows

and physical
above inform
to AS02.18 w
input/output

VE03.01.03: H
output from
physical inpu|

hccess points to the physical ports and logieal interfaces. The vendor shall establ
ation in relation with the information prévided under assertions AS02.07 and A

ports.

or each physical or logical input to the cryptographic module, or physical and
the module, the vendor docunientation shall specify the logical interface to whi
L or output belongs, and-thé physical entry/exit port. The specifications provide

sh the
502.15

rithout inconsistencies in the description of components and physical layout flor the

logical
ch the
1 shall

be consistent|with the specifications‘of the cryptographic module components provided under §.2 and

6.11, and the $pecifications of the logical interfaces provided in assertions AS03.04 to AS03.11 of|6.3.3.

Required Tes$t Procedures

TE03.01.01: Tlhe tester shall verify that vendor documentation specifies each of the physical poxts and

logical interfdces of the¢ryptographic module. The required specifications shall include:

a) all physidal input and output ports, including their pin assignments, physical locations within the
module, § summary of the logical signals that flow through each port, and the timing sequ¢nce of
signal flowsftwo ormore signals sirare the sarme physical pits;

b) all physical covers, doors, or openings, including their physical location within the cryptographic
module, and the components or functions that can be accessed and/or modified via each cover/door/
opening;

c) alllogical input and output interfaces (e.g. APIs and all other data/control/status signals), including
a listing or annotated block diagram of all the logical data and control inputs and data and status
outputs of the cryptographic module, and a listing and description of the signal names and
functions;

d) all manual controls used to physically enter control signals, such as switches or buttons, including
their physical location within the cryptographic module, and a listing and description of the control
signals that can be entered manually;
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e) all physical status indicators, including their physical location within the module and a listing and
description of the status indication signals that are output physically;

f) amapping of the logical input and output interfaces to the physical input and output ports, manual
controls, and physical status indicators of the cryptographic module;

g) physical, logical, and electrical characteristics, as applicable, of the above physical ports and

interfaces, including summaries of pin designations, logical signals carried on each

port, voltage

levels and their logical significance (e.g. what a low or high voltage signifies in terms of a logic “0”,

“1”, or other meaning) and the timing of signals.

TE03.01.02: The tester shall verify that the vendor documentation specifies all information flows

and p >
specifications, and/or source code and schematics provided in 6.2 and 6.11, and any other'd
provided by the vendor. The documentation shall specify the relationship of the infarmat
physicpl access points to the physical ports and logical interfaces of the cryptographig
tester |shall compare the above information with the information provided uhder asser
and A$02.15 to AS02.18 and verify that there are no inconsistencies in theldescription g
and pHysical layout for the input/output ports.

TEO03.
or phy|

1.03: The tester shall verify that for each physical or logical input to the cryptogr
sical and logical output from the module, the vendor documeéntation specifies the lo
to which the physical input or output belongs, and the physical entry/exit port. The

provided shall be consistent with the specifications of the cryptographic module compon|
under|6.2 and 6.11, and the specifications of the logical ihterfaces provided in assertio
AS03.11 of 6.3.3.

TE03.01.04: The tester shall verify, by inspection<ef the cryptographic module, that
specifications provided by the vendor documentation are consistent with the actual
cryptdgraphic module.

AS03.02: (Module interfaces — Levels. 1;2, 3, and 4)

rrams, design
bcumentation
ion flows and
module. The
Ffions AS02.07
f components

hphic module,
bical interface
kpecifications
ents provided
ns AS03.04 to

all the above
design of the

The cyyptographic module logical interfaces shall be distinct from each other althoyugh they may

sharelone physical port (e.g. input data may enter and output data may exit via the §
may ble distributed over one or-more physical ports (e.g. input data may enter via
and a parallel port).

NOTE
defined

An Application-Pregram Interface (API) of a software component of a cryptographic
as one or more logical interface(s).

Required Vendor:nformation

VE03.02.01: The vendor’s design shall separate the cryptographic module interfaces
distingt andisolated categories, using the categories listed in assertion AS03.04, and,

ame port) or
both a serial

module can be

into logically
if applicable,

AS03.312%nd AS03.13 in 6.3.3. This information shall be consistent with the specification

interfaees-and-phystealportsprovidedinASOO+HI63+H—"""—

of the logical

VEO03.02.02: The vendor documentation shall provide a mapping of each category of logical interface to
a physical port of the cryptographic module. A logical interface may be physically distributed across
more than one physical port, or two or more logical interfaces may share one physical port as long
as the information flows are kept logically separate. If two or more logical interfaces share the same
physical port, the vendor documentation shall specify how the information from the different interface
categories is kept logically separate.

Required Test Procedures

TEO03.02.01: The tester shall verify from the vendor documentation and by inspection of the
cryptographic module that the module interfaces are logically distinct and isolated for the categories
of interfaces specified in assertions AS03.04 and, if applicable, AS03.12 and AS03.13 of 6.3.3. This
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information shall be consistent with the specification and design of the logical interfaces and physical
ports provided in AS03.01 in 6.3.1.

TE03.02.02: The tester shall verify that the vendor documentation provides a mapping of each category
of logical interface to a physical port of the cryptographic module. A logical interface may be physically
distributed across more than one physical port, or two or more logical interfaces may share one
physical port. If two or more interfaces share the same physical port, the tester shall verify that the
vendor documentation specifies how the information flows for the input, output, control, and status
interfaces are kept logically separate.

AS03.03: (Module interfaces — Levels 1, 2, 3, and 4)

The documerﬂvwmqﬁemﬁk&hﬁmwmﬁmmmd.
Required Vendor Information

VEO03.03.01: Tihe vendor shall provide documentation as specified in ISO/IEC 19790:2012) A.2.3.
Required Tes$t Procedures

TE03.03.01: [The tester shall verify completeness of the documentation specifipd in
ISO/IEC 19790:2012, A.2.3.

6.3.2 Types of interfaces

6.3.3 DefiI]ition of interfaces

AS03.04: (Mgdule interfaces — Levels 1, 2, 3, and 4)

A cryptographic module shall have the following/five interfaces (“input” and “output” are
indicated frgm the perspective of the module):

— data inpuit interface;

— data output interface;

— control ihput interface;

— control dutput interface;
— status oytput interface:
Required Vendor Information

VEO03.04.01: The vendor documentation shall separate the cryptographic module interfacds into
logically distinctdnd'isolated categories by the following five distinctly defined logical interfaces within
the cryptogra‘phic module (“input” and “output” are indicated from the perspective of the modulg):

a) datainputinterface (for the input of data as specified in AS03.05);

b) data outputinterface (for the output of data as specified in AS03.06 and AS03.07);

c) control input interface (for the input of commands as specified in AS03.08);

d) control output interface (for the output of commands as specified in AS03.09, and AS03.10);
e) status outputinterface (for the output of status information as specified in AS03.11).
Required Test Procedures

TE03.04.01: The tester shall verify that the vendor documentation specifies that the five logical
interfaces as listed in VE03.04.01 have been designed within the cryptographic module. If so,
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verification that the logical interfaces within the cryptographic module function as specified shall be
performed under assertions AS03.05 to AS03.11 in 6.3.3.

Data input interface
AS03.05: (Data input interface — Levels 1, 2, 3, and 4)

All data (except control data entered via the control input interface) that is input to and
processed by a cryptographic module (including plaintext data, ciphertext data, SSPs, and status
information from another module) shall enter via the “data input” interface.

Required Vendor Information

VE03.05.01: The cryptographic module shall have a data input interface. All data (exceplt control data
entered via the control input interface) that is to be input to and processed by the cryptogfaphic module
shall epter via the data input interface, including:

a) plpintext data;

b) ciphertext or signed data;

c) crlyptographic keys and other key management data (plaintext arerncrypted);

d) authentication data (plaintext or encrypted);

e) statusinformation from external sources;

f) ary other input data.

VE03.(05.02: If applicable, the vendor documentation’shall specify any external input devifes to be used
with the cryptographic module for the entry of data into the data input interface, such a$ smart cards,

tokeng, keypads, key loaders, and/or biometric'devices.

Requifred Test Procedures

TEO03.(
interfq

5.01: The tester shall verify, by.inspection, that the cryptographic module includgs a data input
ce, and that the data inputinterface functions as specified. The tester shall verify that all data

(excepf control data entered viathe control input interface) that is to be input to and prdcessed by the

cryptdgraphic module enters via the data input interface, including:

a) plpintext data that is\to be encrypted or signed by the cryptographic module;

b) ciphertext or signed data that is to be decrypted or verified by the module;

c) plaintext ormencrypted cryptographic keys and other key management data that are Jnput into and
used by<thé cryptographic module, including initialization data and vectors, split key information,
arld/er_key accounting information. (Other key management requirements arp covered in
ISDAEC 19790:2012, 7.9.);

d) plaintext or encrypted authentication data that is input into the cryptographic module, including
passwords, PINs, and/or biometric information;

e) statusinformation from external sources (e.g. another cryptographic module or device);

f) any other information that is input into the cryptographic module for processing or storage, except

for control information that is covered separately in AS03.08.

TE03.05.02: The tester shall verify if the vendor documentation specifies any external input devices
to be used with the cryptographic module for the entry of data into the data input interface, such as
smart cards, tokens, keypads, key loaders, and/or biometric devices. The tester shall enter data into the
data input interface using the identified external input device(s), and verify that entry of data using the
external input device functions as specified.
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Data output interface
AS03.06: (Data output interface — Levels 1, 2, 3, and 4)
All data (except status data output via the status output interface and control data output via

the control output interface) that is output from a cryptographic module (including plaintext
data, ciphertext data, and SSPs) shall exit via the “data output” interface.

Required Vendor Information

VE03.06.01: The cryptographic module shall have a data output interface. All data (except status data
output via the status output interface and control data output via the control output interface) that has
been processed-andistobeoutputby the cryptographicmodule shall exitviathe data outputinterface,

including:

a) plaintext|data;
b) ciphertext data and digital signatures;
c) cryptogrgphic keys and other key management data (plaintext or encrypted);

d) any other information that is output from the cryptographic module after processing or Jtorage
except for status information that is covered separately in AS03.11 and control information|that is

covered separately in AS03.09 and AS03.10 in 6.3.3.

VE03.06.02: If applicable, the vendor documentation shall specify any external output device§ to be
used with the[cryptographic module for the output of data fromdhe data output interface, such agsmart
cards, tokens/displays, and/or other storage devices.

Required Test Procedures

TE03.06.01: Tlhe tester shall verify, by inspection, thatthe cryptographic module includes a data putput
interface, and that the data output interface functions as specified. The tester shall verify that qll data
(except statug data output via the status outputinterface and control data output via the control putput
interface) thaf has been processed and is to be output by the cryptographic module exits via the data
output interfdce, including:

a) plaintext|data that has been decriypted by the cryptographic module;

b) ciphertext data that has been'encrypted, and digital signatures that have been generated |by the
cryptographic module;

c) plaintext|or encrypted cryptographic keys and other key management data that hav¢ been
internally generated and output from the module, including initialization data and vectorf, split
key inforjmatiopj and/or key accounting information (other key management requiremerts are
covered ih ISQ/IEC 19790:2012, 7.9);

d) any Othev nformation that ic ottt fros thg cruntagranhic maadnla Aftar nracaccing o oforage
e haeoh—tia 156 O —e ot re—ttet S5

TP ARSIV At S o eI pPTOTTSYT 5
except for status information that is covered separately in AS03.11 in 6.3.3 and control information

that is covered separately in AS03.09 and AS03.10 in 6.3.3.

TE03.06.02: The tester shall verify if vendor documentation specifies any external output devices to
be used with the cryptographic module for the output of data from the data output interface, such as
smart cards, tokens, displays, and/or other storage devices. The tester shall output data from the data
output interface using the identified external output device(s), and verify that output of data using the
external output device functions as specified.

AS03.07: (Data output interface — Levels 1, 2, 3, and 4)

All data output via the “data output” interface shall be inhibited while performing manual
entry, pre-operational self-tests, software/firmware loading and zeroisation; or when the
cryptographic module is in an error state.
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red Vendor Information

VEO03.07.01: The vendor documentation shall specify how the cryptographic module inhibits data output
while performing manual entry, pre-operational self-tests, software/firmware loading and zeroisation,
or when the cryptographic module is in an error state.

VE03.07.02: The vendor documentation shall specify how the design of the cryptographic module
ensures that all data output via the data output interface is inhibited while performing manual entry,
pre-operational self-tests, software/firmware loading and zeroisation, or when the cryptographic

modul

e isin an error state.

Required Test Procedures

TEO3.
datao

a) wl
1)
2)
3)
4)
b) or
This t¢

a) TH
st

sufccessfully:

1)
2)
3)
4)
b) Ti
th

re

TEO3.

7.01: The tester shall verify that the vendor documentation specifies that all data
Itput interface is inhibited:

henever the cryptographic module is performing:
manual entry;
pre-operational self-tests;
software/firmware loading;
zeroisation;
when the cryptographic module is in an error state,

st procedure can be restated as follows.

hirted, all data output via the data output interface is inhibited, until the service

manual entry;
pre-operational self-tests;
software/firmware loading;
zeroisation;

e tester shall verify from vendor documentation that once an error condition is
e error statesis entered, all data output via the data output interface is inhibiteg
Covery QCeurs.

7.02: The tester shall cause the cryptographic module to enter each of following st

antiexr:

butput via the

e tester shall verify from the vendor documentation that once each of the following services is

is completed

detected and
d, until error

htes:

ko pmarfon i g o o 1SCP
a) a stateperforminsmanual-SSPentry:

b) aself-test state performing pre-operational self-tests;

c) astate performing software/firmware loading;

d) astate performing zeroisation;

e) an error state;

and ve

rify that all data output via the data output interface is inhibited.
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If it is not possible for the tester to cause an error then the vendor shall provide a rationale to the tester
why this test cannot be performed. In such case, the tester shall follow alternative procedures allowed
by the validation authority to ensure that all data output via the data output interface is inhibited.

EXAMPLE Examining the applicable source code.

TE03.07.03: The tester shall verify that the vendor documentation specifies that all data output via the
data output interface is inhibited whenever the cryptographic module is in a self-test condition. The
tester shall verify from the vendor documentation that once self-tests are being performed, all data
output via the data output interface is inhibited, until the self-tests are completed. Status information
to display the results of the self-tests may be allowed from the status output interface. The tester shall
also verify that the self-test conditions specified in response to this assertion are identical to the self-
tests specifieflunder ASTU.14.

TE03.07.04: The tester shall command the module to perform the self-tests and verify that alll data
output via th¢ data output interface is inhibited. If status information is output from the status putput
interface to inndicate the results of the self-tests, the tester shall verify that no CSPs, plaintext data, or
other informgtion are output that, if misused, could lead to a compromise. If it ismot possible for the
tester to attempt data output during specific self-test state, then the vendor shall'provide a ratiopale to
the tester wh{this test cannot be performed. In such case, the tester shall follew.alternative procgdures
allowed by the validation authority, to ensure that all data output via thevdata output interfface is
inhibited.

EXAMPLE 1 |Examining the applicable source code.
EXAMPLE 2 |Using a simulator.
EXAMPLE 3 |Using a debugger.

TE03.07.05: The tester shall verify that the vendor documentation specifies how the cryptographic
module ensuifes that all data output via the data outputinterface is to be inhibited during error|states
or self-test canditions. The tester shall also verify,by inspection of the design of the cryptographic
module, that the data output interface is, in fact,légically or physically inhibited under these conditions.

Control inpu} interface
AS03.08: (Coptrol input interface —Levels 1, 2, 3, and 4)

All input conmands, signals (e.g.-clock input), and control data (including function calls and
manual contfrols such as switches, buttons, and keyboards) used to control the operatign of a
cryptographjc module shall enter via the “control input” interface.

Required Vendor Information

VEO03.08.01: The cryptographic module shall have a control input interface. All commands, signals,
and control data (except data entered via the data input interface) used to control the operatior] of the
cryptographi¢ module shall enter via the control input interface, including:

a) commands input logically via an API (e.g. for the software and firmware components of the
cryptographic module);

b) signalsinputlogically or physically via one or more physical ports (e.g. for the hardware components
of the cryptographic module);

c) manual control inputs (e.g. using switches, buttons, or a keyboard);
d) any other input control data.

VE03.08.02: If applicable, the vendor documentation shall specify any external input devices to be used
with the cryptographic module for the entry of commands, signals, and control data into the control
input interface, such as smart cards, tokens, or keypads.
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Required Test Procedures

TE03.08.01: The tester shall verify, by inspection, that the cryptographic module includes a control
input interface, and that the control input interface functions as specified. The tester shall verify that all
commands, signals, and control data (except data entered via the data input interface) used to control
the operation of the cryptographic module shall enter via the control input interface, including:

a) commands inputlogically via an API, such as function calls to a software library or to a smart card;

b) signals input logically or physically via one or more physical ports, such as commands and signals
sent through a serial port or a PC Card;

C) m nual contralinnute (o o ucina cwitchoas huttane ar 12 kovhagard).
...... O THp ot Ergr oo 5o Wt e St t O hoT O e o Oty

d) any other input control data.

TE03.08.02: The tester shall verify if the vendor documentation specifies any(xternal |input devices
to be fised with the cryptographic module for the entry of commands, signals) and conftrol data into
the control input interface, such as smart cards, tokens, or keypads. The tester shall entfer commands
via th¢ control input interface using the identified external input device(s), and verify| that input of
commands using the external input device functions as specified.

Control output interface
AS03.09: (Control output interface — Levels 1, 2, 3, and 4)

All oufput commands, signals, and control data (e.g.€ontrol commands to another module) used
to conltrol or indicate the state of operation of a cryptographic module shall exit vig the “control
outpuf” interface.

Required Vendor Information

VEO03.(09.01: The vendor documentation shall specify all output commands, signals, and control data
(e.g. cpntrol commands to another module) used to control or indicate the state of dperation of a
cryptdgraphic module shall exit via the control output interface.

Requifed Test Procedures

TE03.09.01: The tester shall-verify that the vendor documentation shall specify all outpfit commands,
signal§, and control dataw(g:g. control commands to another module) used to control of indicate the
state df operation of a.ctyptographic module shall exit via the control output interface.

TE03.09.02: If thescontrol output interface is specified, the tester shall verify, by inspe¢tion, that the
contrdl outputinterface functions as specified.

AS03.10: (€ontrol output interface — Levels 1, 2, 3, and 4)

All control output via the “control output” interface shall be inhibited when the cryptographic
module is in an error state unless exceptions are specified and documented in the security policy.

Required Vendor Information

VE03.10.01: The vendor documentation shall specify how the cryptographic module ensures that all
control output via the control output interface is inhibited whenever the module is in an error state
(error states are covered in ISO/IEC 19790:2012, 7.11). Status information may be allowed from the
status output interface to identify the type of error.

VE03.10.02: The vendor documentation shall specify how the design of the cryptographic module
ensures that all control output via the control output interface is inhibited whenever the module is in
a self-test condition (self-tests are covered in ISO/IEC 19790:2012, 7.10). Status information to display
the results of the self-tests may be allowed from the status output interface.
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Required Test Procedures

TE03.10.01: The tester shall verify that the vendor documentation specifies that all control output
via the control output interface is inhibited whenever the cryptographic module is in an error state.
The tester shall verify from the vendor documentation that once an error condition is detected and
the error state is entered, all control output via the control output interface is inhibited, until error
recovery occurs. The tester shall also verify that the error states specified in response to this assertion
are identical to the error states specified under AS11.08.

TE03.10.02: The tester shall cause the cryptographic module to enter each specified error state and
verify that all control output via the control output interface is inhibited. If status information is output
from the status output interface to identify the type of error, the tester shall verify that the information
output is not pensitive. The following actions may be used to cause the cryptographic moduletp enter
an error statd — opening a tamper-detecting cover or door, entering incorrectly-formatted cominands,
keys, or paratheters, reducing input voltage, and/or any other error-causing actions.

If it is not posgible for the tester to cause an error, then the vendor shall provide a rationale to the tester
why this test fannot be performed.

TE03.10.03: Tfhe tester shall verify that the vendor documentation specifies that all control output via
the control output interface is inhibited whenever the cryptographic moduledis in a self-test conldition.
The tester shpll verify from the vendor documentation that once self-tests are being performnjed, all
control outpuf via the control output interface is inhibited until the self-tésts are completed. The tester
shall also ver]fy that the self-test conditions specified in response tp-this assertion are identical to the
self-tests spe¢ified under AS10.14.

TE03.10.04: Tihe tester shall cause the module to perform the Self-tests and verify that all control putput
via the contrdl output interface is inhibited.

TE03.10.05: The tester shall verify that the vendor.do€umentation specifies how the cryptographic
module ensuiles that all control output via the control output interface is to be inhibited during error
states or selfftest conditions. The tester shall also*verify, by inspection of the implementation| of the
cryptographi¢ module, that the control outputinterface is, in fact, logically or physically inhibited
under these cpnditions.

AS03.11: (Status output interface'— Levels 1, 2, 3, and 4)

All output signals, indicators_(e.g. error indicator), and status data [including return codé¢s and
physical indjcators such, as’/visual (display, indicator lamps), audio (buzzer, tone, ring), and
mechanical (vibration)]tused to indicate the status of a cryptographic module shall exit yia the
“status outpuit” interface.

NOTE Statlus otitput will be either implicit or explicit.

Required VendoerInformation

VEO03.11.01: The cryptographic module shall have a status output interface. All status information,
signals, logical indicators, and physical indicators used to indicate or display the status of the module
shall exit via the status output interface, including:

a) status information output logically via an API;

b) signal outputs logically or physically via one or more physical ports;

c) manual status outputs (e.g. using displays, indicator, lamps, buzzer, tone, or ring);

d) any other output status information.

VE03.11.02: If applicable, the vendor documentation shall specify any external output devices to be

used with the cryptographic module for the output of status information, signals, logical indicators,
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and physical indicators via the status output interface, such as smart cards, tokens, displays, and/or
other storage devices.

Required Test Procedures

TE03.11.01: The tester shall verify, by inspection, that the cryptographic module includes a status
output interface, and that the status output interface functions as specified. The tester shall verify that
all status information, signals, logical indicators, and physical indicators used to indicate or display the
status of the module shall exit via the status output interface, including:

a) status information output logically via an API, such as return codes from a software library or a
smart card;

b) signal outputs logically or physically via one or more physical ports, such as status information
seht through a serial port or a PC Card connector;

c) manual status outputs (e.g. using LEDs, buzzers, or a display);
d) arny other output status information.

TE03.11.02: The tester shall verify that the vendor documentation specjfies any external qutput devices
icable) to be used with the cryptographic module for the outpirt of status informption, signals,

shall

Except for the software cryptographic modules, all modules shall also have the following
ce.

NOTE This assertion is not tested separately.
AS03.13: (Module interfaces — Levels 1, 2, 3, and 4)

Powerlinterface: All external electrical power that is input to a cryptographic moduje shall enter
via a gower interface.

NOTE A power interfacenis not required if all power is provided or maintained internal fo the module,
and thgt replacement of aninternal battery is considered a physical maintenance activity, and i$ subject to the
requir¢ments specified(inyISO/IEC 19790:2012, 7.7.

Required Vendor Information

VEO03.13.01:<Hsthe cryptographic module requires or provides power to/from other deyices external
to the poundary (e.g. a power supply or an external battery), the vendor documentation $hall specify a
power|interface and a corresponding physical port.

VE03.13.02: All power entering or exiting the cryptographic module to/from other devices external to
the cryptographic boundary shall pass through the specified power interface.

Required Test Procedures

TE03.13.01: The tester shall verify if the vendor documentation specifies whether the cryptographic
module requires or provides power to/from other devices external to the cryptographic boundary (e.g.
a power supply, power cord, power inlet/outlet, or an external battery). The tester shall also verify that
the vendor documentation specifies a power interface and a corresponding physical port.

TE03.13.02: The tester shall verify, by inspection of the cryptographic module that all power entering
or exiting the module to/from other devices external to the cryptographic boundary passes through
the specified power interface.
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AS03.14: (Module interfaces — Levels 1, 2, 3, and 4)

The cryptographic module shall distinguish between data, control information, and power for
input, and data, control information, status information, and power for output.

Required Vendor Information

VE03.14.01: The vendor documentation shall specify how the cryptographic module distinguishes
between data and control for input and data, control and status for output, and how the physical and
logical paths followed by the input data and control information entering the module via the applicable
input interfaces are logically or physically disconnected from the physical and logical paths followed by
the output data, control and status information exiting the module via the applicable output interfaces.

VE03.14.02: T
input data aj
logical paths
used by the i
physically shi
cryptographi

VE03.14.03: T
module distin
that the phys
module via t}h

and logical paths followed by the output data, control and status information exiting the module

applicable out
Required Te:

TE03.14.01: T
module distin
data entered
interface sha
interface, out
status output

TE03.14.02: T|
paths used by
physical and

he vendor documentation shall specify how the physical and logical paths uséed
d control information are logically or physically disconnected from the physig
1sed by the output data, control and status information. If the physical and legica
put data and control information and the output data, control and status-iRformat
ired, the vendor documentation shall specify how logical separation is enforced
c module.

he vendor documentation shall show consistency and shall shew that the cryptog
guishes between data and control for input and data, control\and status for outp

e applicable input interfaces are logically or physically disconnected from the p

put interfaces.
5t Procedures

he tester shall verify that the vendor decumentation specifies how the cryptog
guishes between data and control for ihput and data, control and status for output
from the data input interface, and.€ontrol information entered from the contro
| be logically or physically distinguished from output data exiting to the outpt
but control exiting to the output control interface, and status information exiting
interface.

he tester shall verify thdt the vendor documentation specifies how the physical and
the input data and control information are logically or physically disconnected fr
ogical paths used-by: the output data, control and status information. If the physic

logical paths

information are physicallysshared, the tester shall verify that the vendor documentation specifi
logical separdtion is enforeed by the cryptographic module.

TE03.14.03: The testexshall verify, by inspection, the consistency of the vendor documentation, aJ

the cryptogr

for output, arjd\that the physical and logical paths followed by the input data and control infor}

used by the input-data and control information and the output data, control and

hi¢module distinguishes between data and control for input and data, control and|

by the
al and
paths
on are
by the

raphic
ht, and

ical and logical paths followed by the input data and cdntrol information entering the

hysical
via the

raphic
. Input

input
t data
to the

logical
bm the
al and
status
ps how

nd that
status

mation

entering the module via the applicable input interfaces are lTogically or physically disconnected from
the physical and logical paths followed by the output data, control and status information exiting the

module via th

e applicable output interfaces.

AS03.15: (Module interfaces — Levels 1, 2, 3, and 4)

The cryptographic module specification shall, unambiguously, specify format of input data and

control infor

mation, including length restrictions for all variable length inputs.

Required Vendor Information

VE03.15.01: The vendor documentation shall specify the physical and logical paths used by all major
categories of input data entering the cryptographic module via the data input interface and the
applicable physical ports. The documentation shall include a specification of the applicable paths (e.g.
by highlighted or annotated copies of the schematics, block diagrams, or other information provided
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under AS02.07 and AS02.15 to AS02.18). All input data entering the cryptographic module via the data
input interface shall only use the specified paths while being processed or stored by each physical or
logical sub-section of the module. The input data paths shall be specified in sufficient detail to verify
which type of data pass through each applicable physical port.

NOTE The term “all major categories of input data” refer to items addressed in AS03.05 for data input and to
items addressed in AS03.08 for control input.

VE03.15.02: The vendor documentation shall specify that all input data entering the cryptographic
module via the data input interface and applicable physical ports only use the specified paths. The
documentation shall show that all logical and physical information flows used by the input data are
consistent with the design and operation of the cryptographic module. The vendor documentation shall

establjs

CSPs,
VEO03.]

at there are no conilicts between the applicable paths that may lead to the c
laintext data, or other information of the cryptographic module.

5.03: The vendor provided documentation shall unambiguously specify format of i

contrgl information including length restrictions for all variable length inputs:

VEO03.]
cryptd

Requi

TE03.1
paths

interfd
highlig
AS02.(
throug

TE03.1
cryptd
applic
infornj
with t
conflig
infornj

TE03.]
unamlh
length

TE03.]
locate

TEO03.]

5.04: The vendor provided documentation shall identify which® componen
graphic boundary is validating the format.

red Test Procedures

5.01: The tester shall verify that the vendor documentation specifies the physig
1sed by all major categories of input data entering thé_cryptographic module via {
ce. The tester shall also verify that the paths shall<be documented in the specifi
hted or annotated copies of the schematics, bloekdiagrams, or other information p
7 and AS02.15 to AS02.18). The tester shall verify the documentation which typ
h each applicable physical port.

5.02: The tester shall verify from ‘the vendor documentation and by insp
graphic module, that all input data‘entering the module via the data input
hble physical ports only use the spe€ified paths. The tester shall examine all logica
ation flows and shall verify thatthe specification of the paths used by the input dat
he design and operation of.the“cryptographic module. The tester shall verify tha
ts between the applicable paths that may lead to the compromise of CSPs, plaintext
ation.

5.03: The tester_shall verify, by inspection and from the vendor documenta
iguous specification is provided about the format of input data and control informaf
restrictions for-all variable length inputs.

5.04: Thetester shall verify that the identified component within the cryptograph
l on théspecified path under VE03.15.02.

5057 The tester shall examine the applicable source code(s) to ensure that

bmpromise of

lput data and

I within the

al and logical
he data input
Fation (e.g. by
rovided under
e of data pass

pction of the
interface and
[l and physical
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there are no
data, or other

ion, that the
ion, including

c boundary is
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TE03.15.06: The tester shall attempt to input data and/or control information which is not compliant
with the format, and verify that such service inputs are rejected by the cryptographic module.

NOTE The test platform or configuration can impose a part of format/restrictions.
EXAMPLE1 A device driver to use the cryptographic module is enforcing a part of the format.
EXAMPLE 2  Alayer in a protocol stack supports fixed length packet only.

If it is not possible for the tester to input certain data or control information which is not compliant
with the format, then the tester shall require the vendor to provide a rationale why this test cannot
be performed. In such case, the tester shall follow alternative procedures allowed by the validation
authority to ensure that the cryptographic module is validating the format.
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6.3.4 Trusted channel

AS03.16: (Trusted channel — Levels 3 and 4)

For the transmission of unprotected plaintext CSPs, key components and authentication data
between the cryptographic module and the sender or receivers endpoint the cryptographic
module shall implement a trusted channel.

Required Vendor Information

VEO03.16.01: The vendor shall describe the method of transmission of unprotected CSPs and the way
they are protected via a trusted channel.

Required Tes$t Procedures

TE03.16.01:
the cryptogr

AS03.17: (Tr

The trusted ¢
the commun

NOTE Thi
AS03.18: (Tr

The physical
ports {or ASG

Required Vendor Information

VE03.18.01: 1
plaintext CSP
separated fro

VE03.18.02: I
only plaintex
data, plaintex

Required Te;

TE03.18.01: 1]
module input
also by inspe

used for the imputafid output of plaintext CSPs are physically separated from all other physical p

the module.

e tester shall verify that the trusted channel is able to protect unprotected CSPs b¢
phic module boundary and the sender or receiver endpoint.

isted channel — Levels 3 and 4)

"hannel shall prevent unauthorized modification, substitution,/Jand disclosure
cation link.

assertion is not separately tested. Tested as part of AS03.18 ar~AS03.19.
usted channel — Levels 3 and 4)

ports used for the trusted channel shall be physically separated from all
3.19 shall be satisfied}.

he vendor documentation shall speeify if the cryptographic module inputs or o
5. The physical port(s) used for theinput and output of plaintext CSPs shall be phyj
M all other physical ports of the cryptographic module.

the cryptographic module inputs or outputs plaintext CSPs, the module shall ensu
CSPs enter or exit the module through the applicable physical ports, and that nc
t or encrypted, enters.or-eéxits the module via the applicable physical ports.

it Procedures

he tester shall verify if the vendor documentation specifies whether the cryptog
5 or outputs'plaintext CSPs. The tester shall verify from the vendor documentati

tween

along

other
utputs
sically
re that

other

raphic
bn and

tion of the physical ports on the cryptographic module that the applicable physical ports

orts of

TE03.18.02: If the cryptographic module inputs or outputs plaintext CSPs, the tester shall verify that
only plaintext CSPs enter or exit the module through the applicable physical ports, and that no other

data, plaintex

t or encrypted, enters or exits the module via the applicable physical ports.

AS03.19: (Trusted channel — Levels 3 and 4)

The logical interfaces used for the trusted channel shall be logically separated from all other
interfaces {or AS03.18 shall be satisfied).

Required Vendor Information

VEO03.19.01: The vendor documentation shall describe how the logical interfaces used in the trusted
channel to input and output plaintext CSPs are logically separated from all other interfaces.
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VEO03.19.02: If the cryptographic module inputs or outputs plaintext CSPs, the module shall ensure
that plaintext CSPs enter or exit the module through the applicable logical interface using the trusted
channel, and that no other data, plaintext or encrypted, enters or exits the module via the applicable
logical interface using the trusted channel.

VEO03.19.03: The vendor documentation shall provide rationale how the trusted channel prevents
unauthorized modification, substitution, and disclosure along the communication link.

Required Test Procedures

TE03.19.01: The tester shall verify from the vendor documentation and also by inspection of the
cryptographic module that the applicable logical interfaces used in the trusted channel to input and

outpu

TEO3.
plaint
chann
logica

TEO3.
of pro
produ

TE03.19.04: The tester shall, by attempting to access the communication link, verify th

chann
ASO03.
Identi

Requi

VE03.20.01: The vendor shall provide desegiption of the authentication mechanism used |

chann
Requi

TEO03.?
servic
are no

AS03.
A stat

Requi

VE03.21.01: The vendor shall provide description of the indicator provided when trusted ch

Requi

9.02: If the cryptographic module inputs or outputs plaintext CSPs, the tester sh
xt CSPs enter or exit the module through the applicable logical interface/usin
1, and that no other data, plaintext or encrypted, enters or exits the mpdule via

interface using the trusted channel.

9.03: The tester shall verify the correctness of any rationale provided by the vendd
fis on the vendor; if there is any uncertainty or ambiguity, the‘tester shall require
fe additional information as needed.

] prevents unauthorized modification, substitution, and’disclosure along the comm{
20: (Trusted channel — Levels 3 and 4)
ky-based authentication shall be employed for all services utilizing the truste|

red Vendor Information

b].

red Test Procedures

ps utilizing the trusted channel. The tester shall verify that services utilizing the tr
[ provided withoutisuccessfully passing the operator authentication.

P1: (Trusted.channel — Levels 3 and 4)
1s indicator shall be provided when the trusted channel is in use.

red Vendor Information

dule.

b1l verify that
b the trusted
he applicable

r. The burden
the vendor to

ht the trusted
nication link.

d channel.

by the trusted

0.01: The tester shall vérify that an identity-based authentication mechanism is emiployed for all

1sted channel

nnel is in use.

red Test Procedures

TE03.21.01: The tester shall verify, by exercising the module, that the status indicator is provided when
the trusted channel is in use.

AS03.22: (Trusted channel — Level 4)

In addition to the requirements of Security Level 3, for Security Level 4 multi-factor identity-
based authentication shall be employed for all services utilizing the trusted channel.

Requi

red Vendor Information

VEO03.22.01: The vendor shall provide description of the multi-factor identity-based authentication
mechanism used by the trusted channel.
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Required Test Procedures

TEO03.22.01: The tester shall verify that a multi-factor identity-based authentication mechanism is
employed for all services utilizing the trusted channel. The tester shall verify that services utilizing the
trusted channel are not provided without successfully passing the operator authentication.

6.4 Roles, services, and authentication

6.4.1 Roles, services, and authentication general requirements

AS04.01: (Roles, services, and authentication — Levels 1, 2, 3, and 4)

A cryptogr

¥

hic module shall support authorized roles for operators and correspc

services within each role.

NOTE Thi

assertion is tested under AS04.11.

AS04.02: (Rdlles, services, and authentication — Levels 1, 2, 3, and 4)

If a cryptog
maintain the

"aphic module supports concurrent operators, then the module shall inte
separation of the roles assumed by each operator and the'cerresponding ser

Required Vendor Information

VE04.02.01: 1
allowed. The
roles and ser
describe any |

EXAMPLE 1

EXAMPLE 2
RSA key geners3

EXAMPLE 3
cannot change

Required Tej{

TE04.02.01: ]
module to en
described.

TE04.02.02: 1

[he vendor documentation shall specify whether multiple concurrent operat
vendor documentation shall specify the methodby which separation of the aut
vices performed by each operator is achieved. The vendor documentation sha
estrictions on concurrent operators.

One operator in a maintenance role and anothér in a user role simultaneously is not allowg

Multiple concurrent operators up to 16@perators in a user role are supported, but the o
tion service can be run at a time in the©ryptographic module.

When multiple concurrent operaters in a Crypto Officer role are logged in, but each Crypto
the authentication data of the other operators in a Crypto Officer role.

it Procedures

'he tester shall vefrify the vendor documentation that the method implemented

[he testertshall assume the identity of two independent operators: Operatoi

Operator2. T

e operators shall assume different roles. The tester shall verify that only the s{

allocated to the eachrole can be performed in that role. The tester shall also attempt, for each op
to access seryicés that are unique to the role assumed by the other operator in order to veri

nding

rnally
vices.

ﬂrs are

orized
11 also

d.

hly one

Officer

by the

force separation between the roles and services performed by concurrent operaltors is

1 and
rvices
erator,
'y that

separation is maintained between the roles and services allowed in concurrent operators.

TE04.02.03: If the vendor documentation specifies any restrictions on concurrent operators, the tester
shall attempt to violate the restrictions by attempting to concurrently assume restricted roles as
independent operators and verify that the module enforces the restrictions.

AS04.03: (Roles, services and authentication — Levels 1, 2, 3, and 4)

The documentation requirements specified in {ISO/IEC 19790:2012} A.2.4 shall be provided.

Required Vendor Information

VE04.03.01: The vendor shall provide documentation as described in {ISO/IEC 19790:2012} A.2 4.
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Required Test Procedures

TE04.03.01: The tester shall check vendor documentation against {ISO/IEC 19790:2012} A.2.4
specification.

6.4.2 Roles
AS04.04: (Roles — Levels 1, 2, 3, and 4)
A cryptographic module shall, at a minimum, support a Crypto Officer Role.

NOTE This assertion is not separately tested. Tested as part of AS04.05.

AS04.95: (Roles — Levels 1, 2, 3, and 4)

The Crypto Officer Role shall be assumed to perform cryptographic initialization or management
functipns and general security services (e.g. module initialization, management gf CSPs, PSPs,
and audit functions).

Required Vendor Information

VE04.05.01: In the documentation required, the vendor shall include“at least one crypto-officer role.
These [roles shall be specified by name and allowed services.

Requifred Test Procedures

TE04.(05.01: The tester shall verify the vendor documentation that at least one crypto-officer role is
definefl. The tester shall verify that roles are specified by name and allowed services gs specified in
AS04.95.

AS04.06: (Roles — Levels 1, 2, 3, and 4)

If the ¢ryptographic module supports a User Role, then the User Role shall be assumdd to perform
general security services, including\eryptographic operations and other approyed security
functipns.

Required Vendor Information

VE04.06.01: If the cryptographic module supports a User Role, the vendor provided dpcumentation
shall (L) explicitly state thata User Role is supported, and (2) completely specify the rolg by name and

TE04.06.01: The tester shall determine from the vendor documentation whether the ¢ryptographic

module supperts a User Role. If the cryptographic module supports a User Role, the tester shall verify

the vendor,documentation that at least one user role is defined. The tester shall verify that user role is
TRy

AS04.07: (Roles — Levels 1, 2, 3, and 4)
All unprotected SSPs shall be zeroised when entering or exiting the Maintenance Role.
Required Vendor Information

VE04.07.01: If the cryptographic module has a maintenance access interface, the vendor provided
documentation shall 1) explicitly state a maintenance role is supported, 2) completely specify the
role by name, purpose, and allowed services, and 3) specify the maintenance access interface under
VE07.11.01.

VE04.07.02: The vendor documentation shall specify how the module’s unprotected SSPs, as defined in
ISO/IEC 19790:2012, 3.110, are actively zeroised when the maintenance role is entered or exited.
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Required Test Procedures

TE04.07.01: The tester shall verify the specifications of the module interfaces whether a maintenance
access interface is specified (see AS07.11). If so, the tester shall verify the vendor documentation
pertaining to the authorized roles and verify that the maintenance role is specified by name, purpose,
and allowed services.

TE04.07.02: The tester shall verify the specifications of the module interfaces whether a maintenance
role is defined and check the zeroisation of all unprotected SSPs as described in the module specification.

TE04.07.03: While in the maintenance role, the tester shall enter, for all unprotected SSPs, known values
which are effective in demonstrating the zeroisation and, upon exit from the maintenance role, shall
verify that zeroisatiomrastakem place:

6.4.3 Servifces

6.4.3.1 Seryices general requirements
AS04.08: (Services — Levels 1, 2, 3, and 4)

Services shall refer to all of the services, operations, or functions that'can be performef by a
module.

NOTE This assertion is not separately tested.
AS04.09: (Services — Levels 1, 2, 3, and 4)

Service inputs shall consist of all data or control inputs to the module that initiate or pbtain
specific servjces, operations, or functions.

NOTE This assertion is not separately tested.
AS04.10: (Services — Levels 1, 2, 3, and 4)

Service outputs shall consist of all data outputs, control outputs, and status outputs that|result
from servicep, operations, or functions jnitiated or obtained by service inputs.

NOTE Thi$ assertion is not separately‘tested.
AS04.11: (Services — Levels 1,2, 3, and 4)

Each servicelinput shall result in a service output.
Required Vendor Information

VE04.11.01: The, vendor documentation shall describe the purpose and function of each servige. The

documentatidn.shall include for each service: service inputs, corresponding service outputs, and the
authorized rommwmmmm.—aP

Required Test Procedures

TE04.11.01: The tester shall check the vendor documentation and verify that the purpose and function
of each service is described. The tester shall also check that the following information is specified for
each service: service inputs, corresponding service outputs, and the authorized role or roles in which
the service can be performed.

TE04.11.02: The tester shall perform the following for each service (i.e. security and non-security
services, both approved and non-approved services).

— Enter each of the specified service inputs and observe that they result in the specified service
outputs.
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— Forservices thatrequire the operator to assume arole, the role shall be assumed to enter each of the

Sp

ecified service inputs and observe that they result in the specified service outputs.

— For services that require the operator to assume a role, assume the role that is not specified for the
service and enter each of the specified service inputs and observe that the service is not provided.

— For services that require the operator to assume an authenticated role, the role shall be assumed
and authenticated to enter each of the specified service inputs and observe that they result in the

Sp

ecified service outputs.

— For services that require the operator to assume an authenticated role, the role shall be assumed
but the authentication data shall be modified to fail authentication and enter each of the specified

se

— Fdrservices that provide data output over the data output interface, the tester shall've

ag
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versio
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vice mputs amd observe that theservice is ot provided:

ainst the expected result.

LE If the service provides data output which is a function of the servicés data input
he data output result as a function of the provided input data.

| 2: (Services — Levels 1, 2, 3, and 4)
tographic module shall provide the following services to operators.
This assertion is not separately tested.

fule’ ioning inf ti
| 3: (Services — Levels 1, 2, 3, and 4)

pation that can be correlated with a'validation record (e.g. hardware, sof
are versioning information).

red Vendor Information

ation of the cryptographicimodule;

3.02: The vendor previded documentation shall identify the name or module ider
hing informationwhich will be posted as the validation record.

3.03: The vendor provided documentation, either non-proprietary security
istrator guidance, shall specify how to correlate the output of the current n
ning information with a validation record.

red Test Procedures

TEO04.

[5.Ul7 The tester shall verily thatl the service outputs (l.e. name or module 1

rify the result

the tester will

ryptographic module shall output the,name or module identifier and th‘ﬁ versioning
t

are, and/or

3.01: The vendor documentation shall describe the output of the current name apd versioning

tifier and the

policy or an
ame and the

dentifier and

versioning information) are consistent with specification and with information provided under
assertions AS02.11, AS02.12, and AS11.04.

TE04.13.02: The tester shall verify that the vendor provided documentation (i.e. non-proprietary
security policy or an Administrator guidance) provides sufficient information to unambiguously
identify the module version.

TE04.13.03: The tester shall verify that the output of the current name or module identifier and the
versioning information is sufficient for an operator to correlate the module with a validation record,
with the help of non-proprietary security policy or an administrator guidance.
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Show Status

AS04.14: (Services — Levels 1, 2, 3, and 4)

The cryptographic module shall output current status.

Required Vendor Information

VE04.14.01: The vendor documentation shall describe the output of the current status of the module.

Required Test Procedures

TE04.14.01: T
is allocated t¢
specified in A

TE04.14.02: T
Perform self!
AS04.15: (Se

The cryptog

{ISO/IEC 19790:2012} 7.10.2.

Required Vendor Information

VE04.15.01: T
Required Te:

TE04.15.01: T
operational s{
verification in

Perform app
AS04.16: (Se

The cryptog
approved md

NOTE Thi

he tester shall verify the vendor documentation to verify that the “Show Status™:s

504.14.

tests
"'vices — Levels 1, 2, 3, and 4)

raphic module shall initiate and run the pre-operational self-tests as specif

5t Procedures

he tester shall verify that the module provides for the initiation of the running
TEA.01.01.

roved security functions

"vices — Levels 1, 2, 3, and 4)

raphic module_shall perform at least one approved security function used|
de of operationas specified in {ISO/IEC 19790:2012)} 7.2.4.

assertionfis-not separately tested.

AS04.17: (Serices — Levels 1, 2, 3, and 4)

ervice

at least one authorized role. The tester shall verify that these services are-described as

he tester shall verify that the “Show Status” indicator matches the vendor documenjtation.

ied in

he vendor documentation shall describe the initiation and running of user callable self-tests.

Df pre-

plf-tests, as specified in {ISO/IEC 19790:2012} 7.10 this is performed under documentation

in an

The cryptographic module shall perform zeroisation of the parameters as specified in {ISO/IEC
19790:2012} 7.9.7.

NOTE

This assertion is not separately tested.

6.4.3.2 Bypass capability

AS04.18: (Bypass capability — Levels 1, 2, 3, and 4)

If the module can output a particular data or status item in a cryptographically protected form,
or (as a result of module configuration or operator intervention) can also output the item in a
non-protected form, then a bypass capability shall be defined.

Required Vendor Information
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VE04.18.01: If the module implements a bypass capability, the vendor documentation shall describe the
bypass service.

Required Test Procedures

TE04.18.01: The tester shall verify that the module implements a bypass capability as specified in the
vendor documentation.

AS04.19: (Bypass capability — Levels 1, 2, 3, and 4)

If a cryptographic module implements a bypass capability, then the operator shall assume an
authorized role before configuring the bypass capability.

Required Vendor Information

VE04.19.01: If the module implements a bypass capability, the vendor documentation $hall describe
how the operator assumes an authorized role before configuring the bypass capability.

Requifred Test Procedures

TE04.19.01: The tester shall verify from the vendor documentation that the module requirg¢s an operator
to assyme an authorized role before configuring the bypass capability;

TE04.19.02: The tester shall assume the defined role that is‘documented to configuge the bypass
capabillity and perform the configuration.

TE04.19.03: The tester shall assume a defined role that\is not documented to configure the bypass
capability and attempt to perform the bypass configuration. The tester shall verify the atfempt fails.

AS04.20: (Bypass capability — Levels 1, 2, 3, and 4)

If a cryptographic module implements a bypass capability, then two independent internal actions
shall be required to activate the capability to prevent the inadvertent bypass of plaintext data
due tg a single error.

Required Vendor Information

VE04.20.01: If the module implemeénts a bypass capability, the vendor documentation shall describe the
bypasg service as specified in AS04.20.

VE04.20.02: The finite state model and other vendor documentation shall indicate, for gll transitions
into an exclusive or altérnating bypass state, two independent internal actions that aire required to
transition into each'bypass state.

Requifed Test Brocedures

TE04.20.01.The tester shall verify whether the bypass capability is implemented by th¢ module. The
tester ghall verify the vendor documentation to verify that the bypass capability is allocated to at least
one authorized role.

TE04.20.02: The tester shall verify the finite state model and other vendor documentation whether each
transition into an exclusive or alternating bypass state shows two independent internal actions that
have to occur in order for the cryptographic module to transition into either exclusive or alternating
bypass state.

TE04.20.03: The tester shall attempt to transition to each bypass state from each state that shows such
a transition and verify that it takes two internal actions to accomplish each such transition.

AS04.21: (Bypass capability — Levels 1, 2, 3, and 4)

If a cryptographic module implements a bypass capability, then the two independent internal
actions shall modify software and/or hardware behaviour that is dedicated to mediate the
bypass capability.
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Required Vendor Information

VE04.21.01: If the module implements a bypass capability, the vendor provided documentation shall
specify how the two independent internal actions modify software and/or hardware behaviour that is
dedicated to mediate the bypass capability.

VE04.21.02: The vendor provided documentation shall specify how the two independent internal
actions protect against the inadvertent bypass of plain text data to a single error.

Required Test Procedures

TE04.21.01: The tester shall verify t

hat vendo
internal actiops en

r documentat

ion specifies how the two independent

TE04.21.02: The tester shall verify that the two independent internal actions modify software gnd/or
hardware belaviour that is dedicated to mediate the bypass capability, by inspection and by attempting
to transition o each bypass state from each state that shows such a transition.

AS04.22: (Bypass capability — Levels 1, 2, 3, and 4)

If a cryptograpphic module implements a bypass capability, then the module’shall show stdtus to
indicate whether the bypass capability

a) is not factivated, and the module is exclusively providing Sérvices with cryptographic
processing (¢.g. plaintext data is encrypted),

b) is actjvated and the module is exclusively providing services without cryptographic
processing (¢.g. plaintext data is not encrypted), or

c) is alternpately activated and deactivated and thé module is providing some services with
cryptographjfc processing and some services without'cryptographic processing (e.g. for m¢dules
with multiple communication channels, plaintext'data is or is not encrypted depending oh each

Required Vendor Information

2]

VE04.22.01: The vendor documentation.for the “Show Status” service shall indicate bypass statul
Required Tes$t Procedures

TE04.22.01: Tlhe tester shall review the vendor documentation for the “Show Status” service and verify
the bypass service indication.

TE04.22.02: The tester §hall transition to each bypass state and verify that the “Show Status” indlicates
the applicablg bypass'status.

6.4.3.3 Self-Initiated cryptographic output capability

AS04.23: (Self-initiated cryptographic output capability — Levels 1, 2, 3, and 4)

The self-initiated cryptographic output capability shall be configured by the Crypto Officer and
this configuration may be preserved over resetting, rebooting, or power cycling of the module.

Required Vendor Information
VE04.23.01: The vendor shall provide description of the self-initiated cryptographic output capability.
Required Test Procedures

TE04.23.01: The tester shall verify that the self-initiated cryptographic output capability is configured
by the Crypto Officer.

AS04.24: (Self-initiated cryptographic output capability — Levels 1, 2, 3, and 4)
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If a cryptographic module implements a self-initiated cryptographic output capability, then
two independent internal actions shall be required to activate the capability to prevent the
inadvertent output due to a single error.

NOTE This assertion is not separately tested. Tested as part of AS04.25.
AS04.25: (Self-initiated cryptographic output capability — Levels 1, 2, 3, and 4)

If a cryptographic module implements a self-initiated cryptographic output capability, then the
two independent internal actions shall modify software and/or hardware behaviour that is
dedicated to mediate the capability (e.g. two different software or hardware flags are set, one of

which

may be user-initiated).
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red Vendor Information

P5.01: The vendor shall define a set of two internal actions to be independently do
e the self-initiated cryptographic output capability.

P5.02: The vendor provided documentation shall specify how the \two indepen
5 modify software and/or hardware behaviour that is dedicated to mediate thg
graphic output capability.

P5.03: The vendor provided documentation shall specify‘\how the two indepen
5 protect against the inadvertent output due to a single erxor.

red Test Procedures

5.01: The tester shall determine whether the cryptographic module implements §
graphic output capability. The tester shall verify that vendor documentation spe
ndent internal actions performed by the cryptographic module before activating thg
graphic output capability. The tester shall“also verify that vendor documentation
p independent internal actions protectagainst the inadvertent output due to a sing

5.02: The tester shall activate the self-initiated cryptographic output capability a
p independent internal actions:function as specified. If any software or firmware co
ed in the process of activatioh, the tester shall examine the applicable source code
ftware or firmware compomnents support the requirement for two independent in
activating the self-initiated cryptographic output capability.

5.03: The tester gshall verify that a status indicator is provided to indicate when th¢
graphic output(capability is activated.

P6: (Self-initiated cryptographic output capability— Levels 1, 2, 3, and 4)

yptographic module implements a self-initiated cryptographic output capa

vated.

Ine in order to

dent internal
self-initiated
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self-initiated
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specifies how
e error.
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[0 ensure that
rernal actions

e self-initiated

ity, then the

e shall show status to indicate whether the self-initiated cryptographic output capability

1

NOTE

This assertion is not separately tested. Tested as part of AS04.25.

6.4.3.4 Software/Firmware loading

AS04.27: (Software/Firmware loading — Levels 1, 2, 3, and 4)

If a cryptographic module has the capability of loading software or firmware from an external
source, then the following requirements shall apply.

NOTE

This assertion is not separately tested. Tested as part of AS04.28.

AS04.28: (Software/Firmware loading — Levels 1, 2, 3, and 4)
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The loaded software or firmware shall be validated by a validation authority prior to loading to
maintain validation.

Required Vendor Information

VEO04.28.01: The vendor shall provide a certificate of validation by a validation authority. This certificate
shall unambiguously identity the software or firmware loaded in the cryptographic module.

Required Test Procedures

TE04.28.01: The tester shall check that the software or firmware version is the one who claims to be.
This identification shall be consistent with the one verified in ISO/IEC 19790:2012, 7.2.3.1.

AS04.29: (Software/Firmware loading — Levels 1, 2, 3, and 4)

All data output via the data output interface shall be inhibited until the software/firthware
loading and load test has completed successfully.

Required Vendor Information

VE04.29.01: Tlhe vendor shall describe the process used to inhibit data output during loading prdcesses
and load test.

Required Tes$t Procedures

TEO04.29.01: The tester shall verify that the data output is inhibited during software or firmware
loading and ldad test.

AS04.30: (Software/Firmware loading — Levels 1, 2, 3, and 4)

The Softwar¢/Firmware Load Test specified in {ISO/EC 19790:2012} 7.10.3.4 shall be performed
before the lopded code can be executed.

NOTE Thig assertion is not separately tested. Tested as part of AS10.37 to AS10.41.
AS04.31: (Software/Firmware loading —Levels 1, 2, 3, and 4)

The cryptographic module shall withheld execution of any loaded or modified approved security
functions ungil after the pre-operational self-tests specified in {ISO/IEC 19790:2012} 7.10.2 have
been succesgfully executed.

NOTE Thig assertion is notrseparately tested. Tested as part of AS10.37 to AS10.41.
AS04.32: (Software/Firmware loading — Levels 1, 2, 3, and 4)

The moduleq versioning information shall be modified to represent the addition and/or ypdate
of the newly Joaded software or firmware ({ISO/IEC 19790:2012} 7.4.3).

Required Verdorinformation

VE04.32.01: The vendor shall provide the means to read the version of the newly loaded software or
firmware.

Required Test Procedures

TE04.32.01: The tester shall initiate the software/firmware load test. After the pre-operational self-
tests have been successfully executed subsequent to software/firmware load test, the tester shall
verify that the versioning information is modified to represent the addition and/or update of the newly
loaded software or firmware.

AS04.33: (Software/Firmware loading — Levels 1, 2, 3, and 4)
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If the loading of new software or firmware is a complete image replacement, this shall constitute
an entirely new module which would require validation by a validation authority to maintain
validation.

Required Vendor Information

VE04.33.01: The vendor provided documentation shall specify whether the module supports a complete
image replacement as a result of software/firmware loading and load test.

VEO04.33.02: The vendor shall provide a certificate of validation by a validation authority. This certificate
shall unambiguously identity the software or firmware loaded in the cryptographic module.

Required Test Procedures

TE04.33.01: The tester shall ensure that the new complete image replacement~is: vplidated by a
validation authority by inspection of the name and version as indicated in AS04.13.

AS04.834: (Software/Firmware loading — Levels 1, 2, 3, and 4)

The new software or firmware image shall only be executed after the modul¢ transitions
through a power-on reset.

Requifred Vendor Information

VEO04.34.01: If a complete image replacement is supported, the vendor provided documgntation shall
specify how the new image is executed only after the moduletransitions through a power-on reset.

Requifed Test Procedures

TE04.34.01: The tester shall initiate the software/firmware load test. After the softwpre/firmware
load tgst passed, the tester shall verify that the lgaded software or firmware cannot be used until after
the pre¢-operational self-tests have been successfully executed through power-on reset.

AS04.85: (Software/Firmware loading. < Levels 1, 2, 3, and 4)
All SSPs shall be zeroised prior to execution of the new image.
Required Vendor Information

VE04.35.01: If a complete image replacement is supported, the vendor provided documgntation shall
specify that SSP zeroisation takes place prior to execution of the new image.

VE04.35.02: If a compléte image replacement is supported, the vendor documentation shall specify the
follow|ng SSPs zepoisation information:

a) zefoisatientechniques;

b) rationale explaining how the zeroisation technique is performed in a time that is nqt sufficient to
COMPTOMISe SSP3:

Required Test Procedures

TE04.35.01: The tester shall review the vendor documentation to verify that the information specified
in VE04.35.01 is included. The tester shall determine the accuracy of any rationale provided by the
vendor. The burden of proof is on the vendor; if there is any uncertainty or ambiguity, the tester shall
require the vendor to produce additional information as needed.

TE04.35.02: The tester shall note which SSPs are present in the module and initiate the power-on reset
subsequent to software/firmware load test. Following the completion of the pre-operational self-test,
the tester shall attempt to perform cryptographic operations using each of the SSPs that were stored in
the module. The tester shall verify that each SSP cannot be accessed.
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6.4.4 Authentication
Role-Based Authentication
AS04.36: (Role-Based Authentication — Levels 2, 3, and 4)

If role-based authentication mechanisms are supported by a cryptographic module, the module
shall require that one or more roles either be implicitly or explicitly selected by the operator
{and shall authenticate the assumption of the selected role (or set of roles)}.

NOTE This assertion is not separately tested. Tested as part of AS04.37.

Required Vendor Information

VE04.37.01: The vendor shall document the type of authentication performed for the module. The
vendor shall Jocument the mechanisms used to perform the implicit or explicit'selection of a rol¢ or set
of roles and the authentication of the operator to assume the role(s).

Required Test Procedures

TE04.37.01: Tlhe tester shall verify that the vendor documentation specifies the mechanisms used for
the selection ¢f a role or roles and the authentication of the operdtor to assume a role.

TE04.37.02: The tester shall assume each role and initiate’an’error during the authentication prodedure.
The tester shqll verify that the module denies access to €ach role.

AS04.38: (Rdle-Based Authentication — Levels.Z; 3, and 4)

If a cryptographic module permits an_operator to change roles, then the module| shall
authenticate|the assumption of any role that was not previously authenticated for that opérator.

Required Vendor Information

VE04.38.01: The vendor documentation shall describe the ability of an operator to modify roles and
shall state thgt authentication of\an operator to assume a new role is required.

Required Tes$t Procedures

TEO04.38.01: The tester\shall verify the vendor documentation to verify that the method by which an
operator can nodify-roles includes the authentication of the operator to assume a new role.

TE04.38.02: Thetester shall perform the following tests.

a) Assume a role, attempt to modify to another role that the operator is authorized to assume, and
verify that the module allows the operator to request services assigned to the new role.

b) Assume a role, attempt to modify to another role that the operator is not authorized to assume,
and verify that the module does not allow the operator to request the services assigned only to the
new role.

Identity-B { Aut] -
AS04.39: (Identity-Based Authentication — Levels 3 and 4)

If identity-based authentication mechanisms are supported by a cryptographic module, the
module shall require that the operator be individually and uniquely identified, {shall require that
one or more roles either be implicitly or explicitly selected by the operator, and shall authenticate
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the identity of the operator and the authorization of the operator to assume the selected role or set
of roles}.

Required Vendor Information

VE04.39.01: The vendor documentation shall specify the type of authentication implemented within
the module. The vendor documentation shall specify

a) the mechanism(s) used to perform the identification of the operator,
NOTE1 Thisisassociated with AS04.39.

b) the mechanism(s) used to perform the authentication of the operator’s identity,

NOTE 2  Thisis associated with AS04.41.
c) the mechanism(s) used to perform the implicit or explicit selection of a role or sét of rjoles,
N(QTE 3 Thisis associated with AS04.40.

d) thp mechanism(s) used to perform the verification of the authorization of the operafor to assume
the role(s), and

NOTE 4  Thisis associated with AS04.41.

e) thp mechanism(s) used to internally maintain the relationship between the iflentified and
authenticated operator and the selected role or set of¥6les authorized to assume by the operator.

NQTES5 Thisisassociated with AS04.40, AS04.41,.AS04.42, and AS11.13.
Requifred Test Procedures
TE04.39.01: The tester shall verify that the vendor documentation specifies
a) hdw the operator is uniquely identified,

NOTE 6  Thisis associated with AS04.39.
b) hdw that identity is authentjcated,

N(QTE 7 Thisisassociated with AS04.41.
c) hdw the operaton’chooses a role,

NOTE8  This'is'associated with AS04.40.

d) hdw the.authorization of the operator to assume a role is performed based on the puthenticated
identity,and

[2ah nlay my - 1 el ACO 4 A4
N 'L 7 LIS 1S d550LIdlcU WILIT ASUT. T L.

e) how the relationship is internally maintained between the identified and authenticated operator
and the selected role or set of roles authorized to assume by the operator.

NOTE 10 This is associated with AS04.40, AS04.41, AS04.42, and AS11.13.

TE04.39.02: The tester shall verify by inspection and from the vendor documentation that the
identification and authentication procedure is implemented as specified in the vendor documentation
provided under VE04.39.01.

TE04.39.03: The tester shall initiate an error during the authentication procedure and shall verify that
the module does not allow the tester to proceed beyond the authentication procedure.
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TE04.39.04: The tester shall successfully authenticate his/her identity to the module. When required to
select one or more roles, the tester shall select roles not compatible with the authenticated identity and
shall verify that authorization to assume the roles is denied.

NOTE 11 This test procedure is associated with AS04.39 and AS04.41.
AS04.40: (Identity-Based Authentication — Levels 3 and 4)

{If identity-based authentication mechanisms are supported by a cryptographic module, the
module shall require that the operator be individually and uniquely identified}, shall require
that one or more roles either be implicitly or explicitly selected by the operator, {and shall
authenticate the identity of the operator and the authorization of the operator to assume the
selected roleprsetofTotes}:

NOTE Thi$ assertion is not separately tested.
AS04.41: (Id¢ntity-Based Authentication — Levels 3 and 4)

{If identity-Hased authentication mechanisms are supported by a cryptographic module, the
modaule shalllrequire that the operator be individually and uniquely identified, shall require that
one or more foles either be implicitly or explicitly selected by the operator}; and shall authenticate
the identity ¢f the operator and the authorization of the operator to assume the selected role or
set of roles.

NOTE Thi$ assertion is not separately tested.
AS04.42: (Identity-Based Authentication — Levels 3 and 4)

If a cryptogrpphic module permits an operator to change roles, then the module shall verjfy the
authorizatioh of the identified operator to assume any-role that was not previously authorized.

VE04.42.01: The vendor documentation shall specify:
a) whether the cryptographic module permitsian operator to modify roles;
b) how an operator can modify roles after the operator is identified and authenticated;

c) how the felationship is internally maintained between the identified and authenticated operator
and the s¢lected role or set of rolesauthorized to assume by the operator [see item €) of VE04.9.01];

d) how the dryptographic madule enforces the verification of authorization of the identified ogerator
to assumg¢ a role that wals not previously authorized;

e) conditionfs under which the operator’s identity has to be reauthenticated in modifying roles;

f)  how the dryptographic module is designed to meet the assertion AS11.13:

1) how the‘eryptographic module prohibits changing to a Crypto Officer state from any other role
other than the Crypto Officer;

2) how the results of previous authentications/authorization is cleared and the cryptographic
module requires the operator to be authenticated and authorized to assume a Crypto Office
role, when changing from any other role other than the Crypto Officer role.

Required Test Procedures

TE04.42.01: The tester shall determine, by inspection and from the vendor documentation, whether the
cryptographic module permits an operator to modify roles.

TE04.42.02: The tester shall verify in the vendor documentation that the method by which an operator
can modify roles without re-authentication of the operator’s identity includes the verification of the
authorization of the operator for a role not previously authenticated.
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TE04.42.03: The tester shall perform the following tests.

a)

b)

Assume each role, attempt to modify to another role that the tester is authorized to assume, verify
that the tester’s identity does not have to be reauthenticated, and verify that the tester can access the
services associated with the new role. The tester shall perform services in the new role that were not
associated with the previous role in order to verify that the tester has assumed a different role.

Assume each role, attempt to modify to another role that the operator is not authorized to assume,
and verify that the module denies access to the role based on the identity of the operator.

TE04.42.04: The tester shall exercise the cryptographic module and verify that the changing to a
Crypto Officer role from any other role other than the Crypto Officer role is prohibited as specified in

the venrdordocumentatiomr provided umder VEO# 4201

AS04.43: (Operator authentication — Levels 1, 2, 3, and 4)

When|a cryptographic module is reset, rebooted, powered off and subsequently powered on, the

module shall require the operator to be authenticated.

Required Vendor Information

VE04.43.01: The vendor documentation shall describe how the results’of previous autheptications are

clearedl when the module is powered off.

Requifed Test Procedures

TE04.43.01: The tester shall verify the vendor deCumentation that the clearing| of previous

authentications upon power off of the module is described.

TE04.43.02: The tester shall authenticate to the module and assume one or more roles, [power off the
modulg, power on the module, and attempt topétform services in those roles. To meet this assertion,

the mqdule shall deny access to the services and require that the tester be reauthenticategd.

AS04.44: (Operator authentication — Levels 1, 2, 3, and 4)

Autheptication data within a cryptographic module shall be protected against ynauthorized

use, disclosure, modification, and substitution.
NOTE Approved security functions can be used as part of the authentication mechanism.

Required Vendor Information

VE04.44.01: The vendor documentation shall describe the protection of all autherjtication data
within the module: Protection shall include the implementation of mechanisms that protect against

unauthorized.disclosure, modification, and substitution.

Requifed Test Procedures

TE04.44.01: The tester shall verify the vendor documentation that describes the protection of
authentication data. The tester shall verify that the documentation describes how the data will be
protected against unauthorized disclosure, modification, and substitution.

TE04.44.02: The tester shall perform the following tests.

a)

b)

Attempt to access (by circumventing the documented protection mechanisms) authentication data
for which the tester is not authorized to have access. If the module denies access or allows access
only to encrypted or otherwise protected forms of data, the requirement is met.

Modify authentication data using any method not specified by the vendor documentation and
attempt to enter the modified data. The module shall not allow the tester to be authenticated using
the modified data.

AS04.45: (Operator authentication — Levels 2, 3, and 4)
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If a cryptographic module does not contain the authentication data required to authenticate
the operator for the first time the module is accessed, then other authorized methods (e.g.
procedural controls or use of factory-set or default authentication data) shall be used to control
access to the module and initialize the authentication mechanisms.

Required Vendor Information

VE04.45.01: The vendor documentation shall specify means to control access to the module before it is
initialized.
Required Test Procedures

TE04.45.01:
operator is a

hich the

thenticated upon accessing the module for the first time.

TE04.45.02: 1
on an uninitig
authorized ro

Faccess to the module before initialization is controlled, the tester shall initiate am error
lized module and shall verify that the module denies access. The tester,shall assume the
le and verify that the required authentication complies with the documented procgdures.

The tester sh

the module d¢

hll attempt to assume other roles before the module has been initialized and veri
nies access to the roles.

fy that

TE04.45.03: If default authentication data is used to access to the module and to initialize the
authenticatioh mechanism, the tester shall assume the authenticated role; and verify that the ¢lefault
authenticatiop data is replaced upon the first-time authentication. The tester shall also enter the ¢lefault
authenticatioh data after the first-time authentication and verify, that the cryptographic module does
not allow the fester to be authenticated.

AS04.46: (Operator authentication — Levels 2, 3, and 4)

If default authentication data is used to control access to the module, then default authentication
data shall bejreplaced upon first-time authentication ({ISO/IEC 19790:2012} 7.9.7).

NOTE Thi$ assertion is not separately tested. Tested as part of AS04.45.

AS04.47: (Operator authentication — Levéls 2, 3, and 4)

If the cryptagraphic module uses security functions to authenticate the operator, then|those

security fun¢tions shall be approved’security functions.
Required Vendor Information

VE04.47.01: T
authenticate

he vendor provided documentation shall specify the list of security functions ysed to

perators.

VE04.47.02: Tlhe vender shall provide a validation certificate for each approved security functjons as
specified in VE02(20:01.

Required Test-Procedures

TEO04.47.01: The tester shall verify that the security functions used to authenticate operators are all
approved security functions.

AS04.48: (Operator authentication — Levels 2, 3, and 4)

The module shall implement an approved authentication mechanism as specified in
{ISO/IEC 19790:2012} Annex E.

Required Vendor Information

VE04.48.01: The vendor documentation shall describe the approved authentication mechanism used to
authenticate operators.
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VE04.48.02: If the module implements an approved authentication mechanism, the vendor shall provide
a validation certificate as specified in VE02.20.01.

Required Test Procedures

TE04.48.01: The tester shall verify that the authentication mechanism used to authenticate operators is
an approved one.

AS04.49: (Operator authentication — Levels 2, 3, and 4)

The strength of the approved authentication mechanism shall be specified in the security policy
({ISO/IEC 19790:2012} Annex B).

NOTE This assertion is not separately tested. Tested as part of ASB.01.
AS04.50: (Operator authentication — Levels 2, 3, and 4)

For egch attempt to use the approved authentication mechanism, the niodule shall meet the
strength of the authentication objective.

Required Vendor Information

VE04.%0.01: The vendor documentation shall specify each authentication mechanism and the associated
false apceptance rate or probability that a random access will sueceed.

Requifred Test Procedures

TE04.50.01: The tester shall verify the vendor documentation for each authentication m¢chanism that
the asgociated false acceptance or random access rate.is specified.

TE04.50.02: The tester shall verify the vendor documentation for each authentication m¢chanism that
the objective is met.

AS04.51: (Operator authentication — Levels 2, 3, and 4)

For nlultiple attempts to use the'‘approved authentication mechanism during g one-minute
period, the module shall meet the-strength of the authentication objective.

Required Vendor Information

VE04.51.01: The vendor,documentation shall specify each authentication mechanism and the associated
probability of a successful random attempt during a one-minute period.

Requifred Test Procedures

TE04.51.01: The’tester shall verify the vendor documentation for each authentication m¢chanism that
the asgocidted probability of a successful random is specified.

TEO4E}1 02 Thao tester S}-mll varifiurtho yandaor dociin sttty fo noch ot bl a oo ““.»Chanism that
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the associated probability of a successful random is meeting the objective.

AS04.52: (Operator authentication — Levels 2, 3, and 4)

The approved authentication mechanism shall be met by the module’s implementation and not
rely on documented procedural controls or security rules (e.g. password size restrictions).

Required Vendor Information
VEO04.52.01: The vendor shall provide complete description of the authentication mechanisms.

Required Test Procedures
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TE04.52.01: The tester shall verify by inspection and from the vendor documentation that the approved
authentication mechanism is met by the module’s implementation and does not rely on documented
procedural controls or security rules.

AS04.53: (Operator authentication — Level 2)

If the operating system implements the authentication mechanism, then the authentication
mechanism shall meet the requirements of this clause.

Required Vendor Information

VE04.53.01: The vendor shall provide authentication mechanism specification of the operating system.

Required Tes$t Procedures

TE04.53.01: Tlhe tester shall verify from the vendor documentation and by inspection thatthe approved
authenticatioh mechanism implemented in the operating system meets the applicable reguiremgnts.

AS04.54: (Operator authentication — Levels 2, 3, and 4)

Feedback of authentication data to an operator shall be obscured during'authentication (g.g. no

visible displIy of characters when entering a password).
Required Vendor Information

VE04.54.01: The vendor documentation shall specify the method.uised to obscure feedback |of the
authenticatioh data to an operator during entry of the authentieation data.

Required Tes$t Procedures

TE04.54.01: The tester shall verify from the vendor documentation that the authentication ¢lata is
obscured dur|ng data entry.

TE04.54.02: The tester shall enter authentication data and verify that there is no visible display of
authenticatioh data during data entry.

AS04.55: (Operator authentication — Levels 2, 3, and 4)

Feedback provided to an operator during an attempted authentication shall prevent weakening
of the authentication mechanism strength beyond the required authentication strength.

Required Vendor Information

VE04.55.01: The vendoprdocumentation shall specify the feedback mechanism that is used when the
operator is entering authentication data.

Required Tes$t Procedures

TE04.55.01: The-testersh ert oftthevendor-doctmentationthat the feedk meechs

aH-y : ; ! 2 2 dba n does
not provide information that could be used to guess or determine the authentication data.

TE04.55.02: The tester shall enter authentication data to assume each role to ensure that the feedback
mechanism does not provide useful information.

AS04.56: (Operator authentication — Level 1)

If a module does not support authentication mechanisms, the module shall require that the
operator either implicitly or explicitly select one or more roles.

Required Vendor Information

VE04.56.01: The vendor shall document the type of authentication performed for the module. The
vendor shall document the mechanisms used to perform the implicit or explicit selection of a role or set
of roles and the authentication of the operator to assume the role(s).
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VE04.56.02: The vendor provided non-proprietary security policy shall provide a description of the

roles, either implicit or explicit, that the operator can assume.

VE04.56.03: The vendor provided non-proprietary security policy shall provide instructions for the

operator to assume either the implicit or explicit roles.

Required Test Procedures

TE04.56.01: The tester shall verify that the vendor provided non-proprietary security policy provides
a description of the roles, either implicit or explicit, that the operator can assume and the means to

assume each role.

TE04.56-:02-The tester shall invoke the method described inthe non-proprietary security policy and

verify that each role can either be implicitly or explicitly assumed.

AS04.57: (Operator authentication — Level 2)

A cryptographic module shall at a minimum employ role-based authentication to cpntrol access

to thejmodule.
NOTE This assertion is not separately tested. Tested as part of AS04.36,

AS04.58: (Operator authentication — Levels 3 and 4)

A cryptographic module shall employ identity-based authentication mechanisnis to control

accesq to the module.
NOTE This assertion is not separately tested. Tested as part of AS04.39 to AS04.41.

AS04.59: (Operator authentication — Level 4)

A cryptographic module shall employ multi-factor identity-based authentication m¢chanisms to

contrg¢l access to the module.

VE04.%9.01: The vendor shall provide specification of a multi-factor identity-based authg¢ntication and

provide testing features of the mechahism.

Requifed Test Procedures

TE04.59.01: The tester shall verify the vendor documentation and assess multi-factor identity-based

autherjtication.

6.5 S$oftware/Firmware security

AS05.01: (Software/Firmware security — Levels 1, 2, 3, and 4)

The nequirements of this clause shall apply to software and firmware components of a

cryptmgraphir module

NOTE This assertion is not separately tested. Tested as part of AS05.02 to AS05.23.

AS05.02: (Software/Firmware security — Levels 1, 2, 3 and 4)

The documentation requirements specified in {ISO/IEC 19790:2012} A.2.5 shall be provided.
Required Vendor Information

VEO05.02.01: The vendor shall provide documentation as specified in ISO/IEC 19790:2012, A.2.5.
Required Test Procedures

TE05.02.01: The tester shall verify completeness of the documentation specified
ISO/IEC 19790:2012, A.2.5.
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AS05.03: (Software/Firmware security — Levels 1, 2, 3 and 4)

The following requirements shall apply to software and firmware components of a cryptographic
module for Security Level 1.

NOTE This assertion is not separately tested.
AS05.04: (Software/Firmware security — Levels 1, 2, 3 and 4)

All software and firmware shall be in a form that satisfies the requirements of {ISO/IEC
19790:2012} without modification prior to installation {ISO/IEC 19790:2012} (7.11.7).

Required Vendor Information

VEO05.04.01: The vendor shall provide software and firmware specification.
Required Tes$t Procedures

TE05.04.01:
provided by

he tester shall verify, by inspection of the cryptographic moduleythat specifi¢ations
ndor documentation are consistent with the actual design of the cfyptographic mpdule.

AS05.05: (Software/Firmware security — Levels 1, 2, 3 and 4)

For software|and firmware modules and the software or firmware component of a hybrid module
(except for the software and firmware components within a disjoint hardware componeht of a
hybrid moduyle): A cryptographic mechanism using an approved integrity technique shall be
applied to all software and firmware components within thie module’s defined cryptographic
boundary injone of the following ways:

— by the cryptographic module itself;
— by another validated cryptographic module operating in an approved mode of operatipn.
Required Vendor Information

VE05.05.01: Tlhe vendor provided documentation shall describe the approved integrity techniquefthat is
applied to all poftware and firmware comipenents and the software or firmware component of a hybrid
module (except for the software and firhiware components within a disjoint hardware compongnt of a
hybrid modul).

VEO05.05.02: The vendor provided documentation shall specify how the integrity technique is dpplied
to all softwarp and firmware components and the software or firmware component of a hybrid rhodule
(except for the software and firmware components within a disjoint hardware component of a hybrid
module) using either

a) asingle encompassing message authentication code or signature,

or

b) multiple disjoint codes or signatures.

VEO05.05.03: The vendor documentation shall describe whether the approved integrity technique is
implemented either by the cryptographic module itself or by another validated cryptographic module
operating in an approved mode of operation.

VEO05.05.04: The vendor provided documentation shall specify the location of the cryptographic key
used in the integrity technique. If the approved digital signature is used as the integrity technique,
the vendor documentation shall also specify the location of the private signing key which is used to
generate reference signature.

VEO05.05.05: The vendor shall provide a validation certificate for the approved integrity technique as
specified in VE02.20.01.
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Required Test Procedures

TEO05.05.01: The tester shall verify by inspection of the cryptographic module that an approved
integrity technique is applied to all software and firmware components and the software or firmware
component of a hybrid module (except for the software and firmware components within a disjoint
hardware component of a hybrid module) within the module.

TE05.05.02: The tester shall verify that the vendor has provided a validation certificate for the approved
integrity technique implemented as specified in VE02.20.01.

TE05.05.03: If the module implements a hash or MAC for the software/firmware integrity test, the tester
shall verify that the vendor documentation of the software/firmware integrity test fully describes the
procegs by which the hastror MAC s tatculatedamd verified:

TE05.05.04: If the module implements an approved digital signature for the softwpre/firmware
integrity test, the tester shall verify that the vendor documentation of the software/firmare integrity
test infludes the following:

a) splecification of the approved digital signature algorithm implemented;
b) identification of software and firmware that is protected using the-approved digital Jignatures;

c) vefrification that the pre-calculated value of the approved digital signature is inclyded with the
software or firmware;

d) vefrification of the approved digital signature;
e) fajlure of the self-test upon failure of the approvedwdigital signature verification.

TEO05.05.05: Even if the approved integrity techrnique is provided by another validategl module, the
tester ghall verify that the determination of pags@r fail of the software/firmware integritly test is made
as spegified in AS10.01.

TE05.(05.06: By checking the code andfor design documentation, the tester shall vgrify that the
implerpentation of the software/firmware test is consistent with the information prjovided under
AS05.(95 and AS05.08.

TE05.05.07: The tester shall miodify the cryptographic software and firmware components. This test is
failed If the integrity mechanisms do not detect the modifications.

AS05.06: (Software/Firmware security — Levels 1, 2, 3 and 4)

For software andfirmware components of a hardware cryptographic module and the software or
firmware components within a disjoint hardware component of a hybrid cryptographic module:
A cryptographic mechanism using an approved integrity technique or an error d¢tection code
(EDC)|shall be applied to all software and firmware components within the hardware module’s
defindd eryptographic boundary or within disjoint hardware components of the hyprid module.

Required Vendor Information

VE05.06.01: The vendor provided documentation shall describe the approved integrity technique
or error detection code that is applied to all software and firmware components of a hardware
cryptographic module and the software or firmware components within a disjoint hardware component
of a hybrid cryptographic module.

VEO05.06.02: The vendor provided documentation shall specify how the approved integrity technique or
error detection code is applied to all software and firmware components of a hardware cryptographic
module and the software or firmware components within a disjoint hardware component of a hybrid
cryptographic module.

VE05.06.03: If the module implements an error detection code, the vendor shall provide the
documentation required under VE05.07.01.
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VEO05.06.04: If the cryptographic module implements an approved integrity technique for the integrity
test, the vendor provided documentation shall provide information required under VE05.05.02,
VE05.05.04, and VE05.05.05.

Required Test Procedures

TEO05.06.01: The tester shall verify by inspection of the cryptographic module that an approved
integrity technique or error detection code is applied to all software and firmware components of a
hardware cryptographic module and all software or firmware components within a disjoint hardware

component of

a hybrid cryptographic module.

TE05.06.02: If the module implements an error detection code, the tester shall follow procedures

required und

TE05.06.03: If the module implements a hash or MAC for the software/firmware integrity te

tester shall fo

TE05.06.04:
integrity test

TE05.06.05: 1
implementati
AS05.06 to AS

TE05.06.06: 1

failed if the inftegrity mechanisms do not detect the modifications:

AS05.07: (So
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Required Vendor Information

descriptipn of EDC calculation algorithm;

description of verificationprocess:

oo

.U/.UlL.

low procedures required under TE05.05.03.

f the module implements an approved digital signature for the software/fir
the tester shall follow procedures required under TE05.05.04.

By checking the code and/or design documentation, the tester” shall verify th
bn of the software/firmware test is consistent with the nformation provided
05.08.

he tester shall modify the cryptographic software and firmware components. Thig

'tware/Firmware security — Levels 1, 2, 3, and 4)

sed, the EDC shall be at least 16 bits in length.

he vendor shall provide the specification of the error detection code used wit}
mechanism shall be an error detection code of at least 16 bits in length. The vendd

n of the EDCs when-the software and firmware is installed;

rulation of the EDCs when the self-test is initiated;
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nware
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under

testis
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VE05.07.01: 1
module. This
provide:
a)
b) calculatid
c)
1) recal
2) comp
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Fted’outputs for success or failure of test.

Required Test Procedures

TE05.07.01: The tester shall verify that the error detection code is at least 16 bits in length and verify by
inspection that the following information is provided:

a)

the imple

mentation of the EDC calculation algorithm;

b) the verification process:

1y

recalculation of the EDCs when the self-test is initiated;

2) comparison of the stored EDC against the recalculated EDC;

3) the expected outputs for success or failure of test.
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AS05.08: (Software/Firmware security — Levels 1, 2, 3, and 4)

If the integrity test fails (i.e. the calculated result is not successfully verified or the EDC cannot
be verified depending on the module type), the module shall enter the error state.

Required Vendor Information

VEO05.08.01: The vendor shall provide the specification of the integrity test of software/firmware.
This mechanism shall be an approved integrity technique or an error detection code depending on the
module type (see AS05.05 and AS05.06).

Required Test Procedures

TE05.08.01: The tester shall verify that if the integrity test fails, the module enters the£rror state.

TE05.08.02: The tester shall verify that any temporary values generated during the intggrity test are
zerois¢d upon completion of the integrity test.

AS05.09: (Software/Firmware security — Levels 1, 2, 3, and 4)

The approved integrity technique may consist of a single encompassing message aythentication
code qr signature, or multiple disjoint authentication codes or signatures of which failure of any
disjoint authentication code or signature shall cause the module'to enter the error state.

NOTE This assertion is not separately tested. Tested as part of AS05.05, AS05.06 and AS05.08.
AS05.10: (Software/Firmware security — Levels 1, 2,35 and 4)

The temporary value(s) generated during the intégrity test of the module’s softwarq or firmware
shall he zeroised from the module upon compléetion of the integrity test.

NOTE This assertion is not separately testedxTested as part of AS05.08.
AS05.11: (Software/Firmware security?- Levels 1, 2, 3, and 4)

An oprator shall be able to perform the integrity test on demand via an HMI, SHMI, HSM], or
HFMI pervice {ISO/IEC 19790:2012} (7.3.2).

Required Vendor Information

VEO05.11.01: The vendor,de¢umentation shall describe the way to perform the integrity tgst on demand
via an[HMI, SFMI, HSMI,-er HFMI service.

Requifred Test Procedures

TE05.11.01: The’tester shall verify that the integrity test can be performed via an HMI, §FMI, HSM], or
HFMI geryice‘on demand.

TE05.H-02+The-testershallverify-by-inspection-of-the-module-that-the-integrity-ofalHsoftware and

firmware components within the module is tested during the integrity test callable on demand.

AS05.12: (Software/Firmware security — Levels 1, 2, 3, and 4)

All data and control inputs, and data, control and status outputs (specified in {ISO/IEC
19790:2012) 7.3.3) of the cryptographic module and services ({ISO/IEC 19790:2012}7.4.3) shall be
directed through a defined HMI, SFMI, HFMI, or HSMI.

Required Vendor Information

VE05.12.01: The vendor documentation requirement is specified under VE05.16.01 and 6.3.1, 6.3.3,
and 6.4.3.

Required Test Procedures
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TE05.12.01: The tester shall verify that the vendor documentation specifies the following:

— totalsetofcommandsusedtorequesttheservicesofthe cryptographicmodule,including parameters
that enter or leave the module’s cryptographic boundary as part of the requested service.

TEO05.12.02: The tester shall verify by inspection and from the vendor documentation that all data
and control inputs, and data, control and status outputs (specified in ISO/IEC 19790:2012, 7.3.3) of
the cryptographic module and services (specified in ISO/IEC 19790:2012, 7.4.3) pass through only the
defined HMI, SFMI, HFMI, or HSMI.

AS05.13: (Software/Firmware security — Levels 1, 2, 3, and 4)

If the softwa mware-that-is-loaded-is-associatedbound, medifies—or-is-an-exeejitable
requisite of the validated module, then the software/firmware load test is applicable and shall
be performefl by the validated module with the following exceptions.

— The cryptographic module is a software module and the loaded software imageis a corpplete
image replacement or overlay of the validated module.

— The crypgtographic module is a firmware module of physical SecurityLevel 1 and the loaded
firmware image is a complete image replacement or overlay of the validated module.

— The crypgtographic module is a hybrid software module and the\leaded software image is a
complet¢ image replacement or overlay of the disjoint software-Components.

— The cryptographic module is a hybrid firmware module of physical Security Level 1 apd the
loaded firmware image is a complete image replacementor overlay of the disjoint firthware
compongnts.

Required Vendor Information
VE05.13.01: Tihe vendor shall provide a specificationofsoftware/firmware loading processes, including:
a) the type($) of software/firmware loading processes:

1) adding software and firmware components;

2) updating existing software and\firmware components;
b) the locatipn where newly loaded software and firmware components are stored;
c) existing Joftware/firmware/hardware components to enforce the software/firmware loadipg;

d) existing Joftware/fipmware components which will be affected, modified, or replaced as a r¢sult of
softwareffirmwafte)loading;

e) existing Joftware/firmware components which will be neither affected, modified, nor replaced as a
result of §oftware/firmware loading.

VEO05.13.02: The vendor shall provide the specification of the software/firmware load test performed
by the validated module.

Required Test Procedures

TEO05.13.01: The tester shall determine, by inspection and from the vendor documentation, whether the
cryptographic module has a capability of loading software or firmware.

TEO05.13.02: If the cryptographic module has a capability of loading any software or firmware
components, the tester shall determine, by inspection and from the vendor documentation, the type(s)
of software/firmware loading whether additional software and firmware components are loaded, or
existing software and firmware components are updated.
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TE05.13.03: If additional software and firmware components are loaded, the tester shall verify that the
software/firmware load test is performed with the software/firmware loading.

TE05.13.04: The tester shall determine, by inspection and from the vendor documentation, whether any
security relevant components are included in the existing components which will be affected, modified,
or replaced as a result of software/firmware loading.

TEO05.13.05: If any security relevant components are included in the existing components affected,
modified or replaced as a result of software/firmware loading, the tester shall verify that the
software/firmware load test is performed with the software/firmware loading.

TE05.13.06: The tester shall verify, by inspection and from the vendor documentation, that a Crypto
Office i i

TEOS.
imple
VEOS.

3.07: By checking the code and/or design documentation, the tester shall ‘vgrify that the
entation of the software/firmware loading is consistent with the information pgovided under
3.01.

TEOS.
TEO04.

3.08: The tester shall verify the implementation of the software/firmware load test under
8.01, TE04.29.01, TE04.32.01, TE04.34.01, TE04.35.01, and TE04:35.02.
AS05.14: (Software/Firmware security — Levels 2, 3 and 4)

The following requirements shall apply to software and fitmware components of a cryptographic
module for Security Level 2.

NOTE This assertion is not separately tested. Tested aspart of AS05.15 to AS05.18.
AS05.15: (Software/Firmware security — Levels.2; 3 and 4)

The s¢ftware and firmware components of a‘cryptographic module shall only include code that
is in executable form (e.g. no source code, object code, or just-in-time compiled cod¢).

Required Vendor Information
VE05.15.01: The vendor shall providesoftware and firmware description with the executaple form used.
Requifed Test Procedures

TE05.15.01: The tester shall verify, by inspection and from the vendor documentation, that the
documjented executablé form does not require further compilation and that there is n¢ dynamically
modified code.

TE05.15.02: Thé/tester shall verify, by inspection and from the vendor documentation, that the
docunjented executable form is used for each software/firmware components.

AS05.167 (Software/Firmware security — Levels 2, 3, and 4)

There shall be no services via the HMI, SFMI, HFMI, or HSMI interface to allow the operator to
examine the executable code.

Required Vendor Information

VEO05.16.01: The vendor shall provide specification of HMI, SFMI, HFMI, or HSMI services.
Required Test Procedures

TE05.16.01: The tester shall verify the vendor documented specification of services.

TE05.16.02: The tester shall verify from the vendor documentation that the services do not allow the
operator to examine the executable code.

TEO05.16.03: The tester shall test the services to verify that the operator cannot examine the
executable code.
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AS05.17: (Software/Firmware security — Levels 2, 3, and 4)

For software and firmware modules and the software or firmware component of a hybrid
module for Security Level 2 (except for the software and firmware components within a disjoint
hardware component of a hybrid module): An approved digital signature or keyed message
authentication code shall be applied to all software and firmware within the module’s defined
cryptographic boundary.

Required Vendor Information

VEO05.17.01: The vendor shall provide documentation that identifies the technique used to maintain the
integrity of the cryptographic software and firmware components.

Required Tes$t Procedures

TE05.17.01: Tihe tester shall verify that the information specified in VE05.17.01 is inéluded. |If this
information i$ not included, then this assertion fails.

TE05.17.02: The tester shall attempt to corrupt the cryptographic software and fixmware compgnents.
If the module [determines that the integrity is maintained, this test is failed.

AS05.18: (Software/Firmware security — Levels 2, 3 and 4)

If the calculdted result is not successfully verified, the test fails and the module shall enter the
error state.

NOTE Thig assertion is not separately tested. Tested as part of AS05:17.

AS05.19: (Software/Firmware security — Levels 3 and 4)

In addition §o the requirements of Security Levels’l and 2, the following requirements shall
apply to software and firmware modules and thé.software or firmware component of a hybrid
module for Security Levels 3 and 4 (except for:the software and firmware components within a
disjoint hardware component of a hybrid module).

NOTE Thi$ assertion is not separately tested: Tested as part of AS05.20 to AS05.23.
AS05.20: (Software/Firmware security — Levels 3 and 4)

A cryptographic mechanism using an approved digital signature shall be applied to all software
and firmwarg components within the module’s defined cryptographic boundary.

Required Vendor Information
VEO05.20.01: The vendorshall provide documentation of the approved digital signature mechanigm.

Required Tes$t Procedures

TE05.20.01: raphic
mechanism using an approved digital signature mechanism is applied to all software and firmware
components within the module’s defined cryptographic boundary.

AS05.21: (Software/Firmware security — Levels 3 and 4)

If the calculated result is not successfully verified, the test fails and the module shall enter the
error state.

NOTE This assertion is not separately tested. Tested as part of AS05.17.

AS05.22: (Software/Firmware security — Levels 3 and 4)
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The digital signature technique may consist of a single encompassing signature or multiple
disjoint signatures of which failure of any disjoint signature shall cause the module to enter the
error state.

NOTE This assertion is not separately tested. Tested as part of AS05.05.
AS05.23: (Software/Firmware security — Levels 3 and 4)

The private signing key shall reside outside the module.
Required Vendor Information

VEO05.23.01: The vendor documentation requirement is specified under VE05.05.04. The vendor design
shall ejnsure that the private signing key for generating reference signature does not rés]de within the
cryptdgraphic module boundary.

Requifred Test Procedures

TE05.23.01: The tester shall verify, by inspection and from the vendor documentation, that the private
signing key does not reside within the cryptographic boundary.

6.6 OQperational environment

6.6.1 | Operational environment general requirements
AS06.91: (Operational environment — Levels 1 and 2)

If the pperational environment is non-modifiableer a limited operational environment, only the
operating system requirements in {ISO/IEC 19790:2012)} 7.6.2 shall apply.

NOTE This assertion is not separately tested .t is tested as part of AS06.04.
AS06.92: (Operational environment — Eevels 1 and 2)

If the joperational environment is<a-modifiable operational environment, the operpting system
requirements in {ISO/IEC 19790:2012)} 7.6.3 shall apply.

NOTE This assertion is not separately tested. It is tested as part of AS06.05 to AS06.29 as applicable.
AS06.93: (Operationalenvironment — Levels 1 and 2)
The dpocumentation requirements specified in {ISO/IEC 19790:2012} A.2.6 shall be provided.

Required Vendor Information

VE06.03.01: ~The vendor shall provide the documentation requirements as |specified in
ISO/IHC49790:2012, A.2.6.

Required Test Procedures

TE06.03.01: The tester shall verify that the vendor provides documentation as specified in
ISO/IEC 19790:2012, A.2.6.

6.6.2 Operating system requirements for limited or non-modifiable operational environments
AS06.04: (Operational environment — Level 1)

The requirements in {ISO/IEC 19790:2012} 7.6.3 Security Level 1 shall be applicable if the module
is Security Level 1 in {ISO/IEC 19790:2012} 7.7.

NOTE This assertion is not separately tested. It is tested as part of AS06.05 to AS06.08.
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6.6.3 Operating system requirements for modifiable operational environments

NOTE The requirements AS06.05 to AS06.29 apply to the operating system or operating environment as
applicable.

AS06.05: (Operational environment — Levels 1 and 2)
Each instance of a cryptographic module shall have control over its own SSPs.

NOTE1 Each instance of a cryptographic module controls its own SSPs and are not owned or controlled by
external processes/operators.

NOTE 2  This requirement cannot be enforced by administrative documentation and procedures but by the
cryptographic module itself.

Required Vendor Information

VE06.05.01: The vendor shall provide a description of the operating system mechanisfaused to gnsure
that each instance of a cryptographic module has control over its own SSPs while_the cryptographic
process is in yse.

Required Tes$t Procedures

TE06.05.01: The tester shall verify from the vendor documentation andby’inspection of the opg¢rating
system that jeach instance of a cryptographic module has control“over its own SSPs while the
cryptographi¢ module is in use.

TE06.05.02: The tester shall verify from the vendor documentation and by inspection of the opg¢rating
system that the requirement shall be enforced by the cryptagraphic module itself.

TE06.05.03: The tester shall perform cryptographic functions as described in the crypto offiger and
user guidanc¢ documentation. While the cryptographic functions are executing, the same or apother
tester shall attempt to gain unauthorized access to.secret and private keys, intermediate key gengration
values, and otfher SSPs which are under the contrgl of the cryptographic module.

AS06.06: (Operational environment — Lévels 1 and 2)

The operatignal environment shall\provide the capability to separate individual applztation
processes frpm each other in order to prevent uncontrolled access to CSPs and uncontrolled
modifications of SSPs regardless if this data is in the process memory or stored on pergistent
storage withjn the operational environment.

Required Vendor Information

VE06.06.01: The vendon shall provide a description of the operational environment mechanism ysed to
provide the capability to separate individual application processes from each other in order to pgrevent
uncontrolled jaccess to CSPs and uncontrolled modifications of SSPs regardless if this data is|in the
process mem¢@ry or stored on persistent storage within the operational environment.

Required Test Procedures

TE06.06.01: The tester shall verify from the vendor documentation and by inspection of the operational
environment mechanism used thatit provides the capability to separate individual application processes
from each other in order to prevent uncontrolled access to CSPs and uncontrolled modifications of SSPs
regardless if this data is in the process memory or stored on persistent storage within the operational
environment.

TE06.06.02: The tester shall perform cryptographic functions as described in the crypto officer and
user guidance documentation. While the cryptographic functions are executing, the same or another
tester shall attempt to gain access to CSPs and perform modifications of SSPs regardless if this data is in
the process memory or stored on persistent storage within the operational environment.

AS06.07: (Operational environment — Levels 1 and 2)
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Restrictions to the configuration of the operational environment shall be documented in the
security policy of the cryptographic module.

Required Vendor Information

VE06.07.01: The vendor shall provide documentation which provides a description of any restrictions
to the operational environment.

Required Test Procedures

TE06.07.01: The tester shall verify that any restrictions to the operational environment are documented
in the Security Policy.

AS06.08: (Operational environment — Levels 1 and 2)

Processes that are spawned by the cryptographic module shall be owned by the' mqgdule and are
not owned by external processes/operators.

NOTE This requirement cannot be enforced by administrative documentation. and procedyres but by the
cryptographic module itself.

Requifred Vendor Information

VE06.08.01: The vendor shall provide a description of the operating system mechanism ysed to ensure
that processes that are spawned by the cryptographic module are owned by the module and are not
owned by external processes/operators.

Requifred Test Procedures

TE06.08.01: The tester shall verify from the vender.documentation and by inspection of|the operating
systenn that processes that are spawned by the ceyptographic module are owned by the module and are
not owned by external processes/operators.

TE06.08.02: The tester shall verify from;the vendor documentation and by inspection of|the operating
systenp that the requirement shall be enforced by the cryptographic module itself.

TE06.(08.03: The tester shall performrcryptographic functions as described in the crypto officer and user
guidance documentation. Whitethe cryptographic functions are executing, the same or another tester
shall afttempt to gain ownership of a spawned cryptographic process that is owned by a ¢ryptographic
modulg from either a separate external process or operator.

AS06.09: (Operational environment — Level 2)

For S¢curity Leyvel 2, an operating environment shall meet the following requir¢ments or as
allowed by thee validation authority.

NOTE 1  Ifthe operating environment requirements are not specified by a validation authority, the assertion is
tested Jn"AS06.10 to AS06.29.

NOTE 2  If the operating environment requirements are specified by a validation authority, the assertion is
tested as follows.

Required Vendor Information

VE06.09.01: The vendor shall provide documentation which provides a description of the operating
environment.

VE06.09.02: The vendor shall provide documentation comparing the operating environment with the
operating environment allowed by the validation authority.

Required Test Procedures

TE06.09.01: The tester shall verify that the vendor documentation provides a description of the
operating system.
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TE06.09.02: The tester shall verify by inspection of the operating system that it matches the vendor
provided description of the operating system.

TE06.09.03: The tester shall verify by inspection of the operating system and the vendor provided
description of the operating system that it is allowed by the validation authority.

AS06.10: (Operational environment — Level 2)

All cryptographic software, SSPs, and control and status information shall be under the control
of an operating system that implements either role-based access controls or, at the minimum,
a discretionary access control with robust mechanism of defining new groups and assigning
restrictive permissions, for example, through access control lists (ACLs) and with the capability
of assigning gachuser tomore thamome group:

Required Vendor Information

VE06.10.01: The vendor shall provide operating system documentation which provides‘a)description of
the operating|system control mechanisms which implements either role-based access\controls o1 at the
minimum, a dfiscretionary access control with robust mechanism of defining newrgroups and asgdigning
restrictive pdrmissions, for example, through access control lists (ACLs) and with the capabllity of
assigning each user to more than one group.

Required Tes$t Procedures

TE06.10.01: The tester shall verify that the vendor documentationy*and by inspection of opg¢rating
system contrpl mechanisms, that the operating system implemérits either role-based access c¢ntrols
or, at the migpimum, a discretionary access control with robust mechanism of defining new groups
and assigning restrictive permissions, for example, through access control lists (ACLs) and wjth the
capability of dssigning each user to more than one group.

TE06.10.02: The tester shall configure the operating systems role-based access controls or discretjionary
access controls to give permissions to a specific user or group. The tester, assuming a permittdd user
or group role,[shall attempt to execute, modify, or&ead SSPs, control or status data which the tester has
authorized acfess.

TE06.10.03: The tester shall configure the-gperating systems role-based access controls or discretlionary
access controls to give permissions tg-a-specific user or group. The tester, assuming a different yiser or
group role, slall attempt to execute, modify, or read SSPs, control or status data which the tester has
unauthorized|access.

AS06.11: (O[]:rational environment — Level 2)

The operating system-'shall be configured to protect against unauthorized exedution,
modification, and reading of SSPs, control and status data.

Required VendorInformation

VE06.11.01: The vendor shall provide operating system documentation which provides a description
of the operating system control mechanisms which can be configured to protect against unauthorized
execution, modification, and reading of SSPs, control and status data.

Required Test Procedures

TE06.11.01: The tester shall verify that the vendor documentation, and by inspection of operating
system control mechanisms, that the operating system can be configured to protect against
unauthorized execution, modification, and reading of SSPs, control and status data.

TE06.11.02: The tester shall configure the operating system to protect against unauthorized execution,
modification, and reading of SSPs, control and status data. During execution of a cryptographic process,
the tester shall attempt to execute, modify or read SSPs, control or status data which the tester has
authorized access.
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TE06.11.03: The tester shall configure the operating system to protect against unauthorized execution,
modification, and reading of SSPs, control and status data. During execution of a cryptographic process,
the tester shall attempt to execute, modify or read SSPs, control or status data which the tester has
unauthorized access.

AS06.12: (Operational environment — Level 2)

{To protect plaintext data, cryptographic software, SSPs, and authentication data, the access
control mechanisms of the operating system} shall be configured to define and enforce the set
of roles or the groups and their associated restrictive permissions that have exclusive rights to

execute the stored cryptographic software.
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Required Véendor Information

VE06.13.01: The vendor shall provide operating system documentation which provides a description
of how the access control mechanisms of the operating system are configured to define and enforce
the set of roles or the groups and their associated restrictive permissions that have exclusive rights to
modify (i.e. write, replace, and delete) the following cryptographic module software stored within the
cryptographic boundary: cryptographic programs, cryptographic data (e.g. cryptographic audit data),
SSPs, and plaintext data.

Required Test Procedures

TE06.13.01: The tester shall verify that the vendor documentation, and by inspection of operating
system control mechanisms, that the operating system is configured to define and enforce the set of
roles or the groups and their associated restrictive permissions that have exclusive rights to modify
(i.e. write, replace, and delete) the following cryptographic module software stored within the
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cryptographic boundary: cryptographic programs, cryptographic data (e.g. cryptographic audit data),
SSPs, and plaintext data.

TE06.13.02: The tester shall configure the operating system control mechanisms to define and enforce
the set of roles or the groups and their associated restrictive permissions to give exclusive rights to
execute the stored cryptographic software. The tester shall verify that they have exclusive rights to
modify (i.e. write, replace, and delete) the following cryptographic module software stored within the
cryptographic boundary: cryptographic programs, cryptographic data (e.g. cryptographic audit data),
SSPs, and plaintext data.

TE06.13.03: The tester shall configure the operating system control mechanisms to define and
enforce the set of roles or the groups and their associated restrictive permissions to not give exclusive
rights to modify (i.e. write, replace, and delete) the following cryptographic module softwapg Jstored
within the cryptographic boundary: cryptographic programs, cryptographic data (e.g. cryptographic
audit data), SPPs, and plaintext data. The tester shall verify that they do not have exclusive rights to
modify (i.e. write, replace, and delete) the following cryptographic module software stoxed within the
cryptographi¢ boundary: cryptographic programs, cryptographic data (e.g. cryptographic audit data),
SSPs, and plaintext data.

AS06.14: (Operational environment — Level 2)

{To protect plaintext data, cryptographic software, SSPs, and authentication data, the pccess
control mecHanisms of the operating system} shall be configured\to’ define and enforce the set
of roles or the groups and their associated restrictive permissiens that have exclusive rights to
read cryptographic data (e.g. cryptographic audit data), CSPs; and plaintext data.

Required Vendor Information

VE06.14.01: Tihe vendor shall provide operating system décumentation which provides a description of
how the accegs control mechanisms of the operating system are configured to define and enforce the
set of roles or|the groups and their associated restrictive permissions that have exclusive rights fo read
cryptographi¢ data (e.g. cryptographic audit data}; €SPs, and plaintext data.

Required Tes$t Procedures

TE06.14.01: The tester shall verify that the vendor documentation, and by inspection of opg¢rating
system contrpl mechanisms, that the operating system is configured to define and enforce the set
of roles or th¢ groups and their associated restrictive permissions that have exclusive rights o read
cryptographi¢ data (e.g. cryptographic audit data), CSPs, and plaintext data.

TE06.14.02: The tester shall configure the operating system control mechanisms to define and gnforce
the set of rol¢s or the groups and their associated restrictive permissions to give exclusive rights to
read cryptogijaphic data‘(e.g. cryptographic audit data), CSPs, and plaintext data.

TE06.14.03: The téster shall configure the operating system control mechanisms to define and gnforce
the set of roleg-Or the groups and thelr assoc1ated restrlctlve permlssmns to not give excluswe rights to
read cryptogrs 3 P verify
that they do not have excluswe rlghts to read cryptographlc data (e g. cryptographlc audlt data) CSPs,
and plaintext data.

AS06.15: (Operational environment — Level 2)

{To protect plaintext data, cryptographic software, SSPs, and authentication data, the access
control mechanisms of the operating system} shall be configured to define and enforce the set
of roles or the groups and their associated restrictive permissions that have exclusive rights to
enter SSPs.

Required Vendor Information
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VE06.15.01: The vendor shall provide operating system documentation which provides a description of
how the access control mechanisms of the operating system are configured to define and enforce the set
of roles or the groups and their associated restrictive permissions that have exclusive rights to enter SSPs.

Required Test Procedures

TE06.15.01: The tester shall verify that the vendor documentation, and by inspection of operating
system control mechanisms, that the operating system is configured to define and enforce the set of
roles or the groups and their associated restrictive permissions that have exclusive rights to enter SSPs.

TE06.15.02: The tester shall configure the operating system control mechanisms to define and enforce
the set of roles or the groups and their associated restrictive permissions to give exclusive rights to
enter §SPs:
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TE06.17.01: The tester shall verify that the vendor documentation, and by inspection
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cryptographic program images) when not in maintenance mode.
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TE06.17.02: The tester shall verify that the roles or designated groups’ rights and services as defined in
the Security Policy are consistent with how the operating system is configured to prevent all operators
and running processes from modifying running cryptographic processes (i.e. loaded and executing
cryptographic program images) when not in maintenance mode.

TE06.17.03: The tester shall configure the operating system control mechanisms to preventall operators
and running processes from modifying running cryptographic processes (i.e. loaded and executing
cryptographic program images) when not in maintenance mode. The tester shall assume an operator
role and verify that they are prevented from modifying running cryptographic processes (i.e. loaded
and executing cryptographic program images) when not in maintenance mode. The tester shall verify
that running processes are prevented from modifying running cryptographic processes (i.e. loaded and
executing cryptographic program images) when not in maintenance mode.
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AS06.18: (Operational environment — Level 2)

The operating system shall prevent processes in user role or user groups from gaining either
read or write access to SSPs owned by other processes and to system SSPs.

Required Vendor Information

VE06.18.01: The vendor shall provide operating system documentation which provides a description of
how the operating system prevents processes in user roles or user groups from gaining either read or
write access to SSPs owned by other processes and to system SSPs.

VE06.18.02: The spec1f1cat10ns of how the operatlng system prevents processes in user roles or user
groups from gainingeitherread-orw ssto SSPsowned by otherprocessesandtosystem SSPs shall
be consistent 1th the roles or de51gnated groups’ rights and services as defined in the Securlty Policy.

Required Tes$t Procedures

TE06.18.01: The tester shall verify that the vendor documentation, and by inspection ef 0perating $ystem
control mechgnisms, that the operating system is configured to prevent processes, i user roles ¢r user
groups from gaining either read or write access to SSPs owned by other processes and to system $SPs.

TE06.18.02: The tester shall verify that the roles or designated groups’ rights and services as defined
in the Securitly Policy is consistent with how the operating system is cenfigured to prevent prdcesses
in user roles qr user groups from gaining either read or write access t0~SSPs owned by other prdcesses
and to systemn] SSPs.

TE06.18.03: Thhe tester shall configure the operating system control mechanisms to prevent processes in
user roles or yser groups from gaining either read or write accéss to SSPs owned by other procesdes and
to system SSPs. The tester shall verify that running processes in user roles or user groups are preyented
from gaining gither read or write access to SSPs owned by other processes and to system SSPs.

AS06.19: (Operational environment — Level 2)

The configuration of the operating systeni that meets the above requirements {4504.16 to
AS06.18)} shall be specified in the Administrator Guidance.

Required Vendor Information

VE06.19.01: The vendor shall provide the Administrator Guidance documents which provlides a
description of how the operatingsystem is configured to meet the requirements in AS06.16 to A$06.18.

Required Test Procedures

TE06.19.01: The testet¢shall verify that the vendor provided Administrator Guidance docyments
provide a desfriptionef how the operating system is configured to meet the requirements in A506.16
to AS06.18.

AS06.20: (Operational-environmes ovel 2

The Administrator Guidance shall state that the operating system must be configured as
specified {A506.16 to AS06.18} for the module contents to be considered protected.

Required Vendor Information

VE06.20.01: The vendor shall provide the Administrator Guidance documents which state that the
operating system shall be configured as specified AS06.16 to AS06.18 for the module contents to be
considered protected.

Required Test Procedures

TE06.20.01: The tester shall verify that the vendor provided Administrator Guidance documents state
that the operating system shall be configured as specified AS06.16 to AS06.18 for the module contents
to be considered protected.
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AS06.21: (Operational environment — Level 2)

The identification and authentication mechanism to the operating system shall meet the
requirements of {ISO/IEC 19790:2012} 7.4.3 and be specified in the module’s security policy.

NOTE This assertion is not separately tested. Tested as part of AS06.24 to AS06.28.
AS06.22: (Operational environment — Level 2)

All cryptographic software, SSPs, control and status information shall be under the control of
{an operating system which shall have, at a minimum, the following attributes.)}

NOTE This assertion is not separately tested. Tested as part of AS06.24 to AS06.28.

AS06.23: (Operational environment — Level 2)

{All cryptographic software, SSPs, control and status information shall be under'the ¢ontrol of} an
operating system which shall have, at a minimum, the following attributes.

NOTE This assertion is not separately tested. Tested as part of AS06.24 to AS06.28.
AS06.24: (Operational environment — Level 2)

The operating system shall provide an audit mechanism-with the date and §ime of each
audited event.

NOTE An assumption of this assertion is that the cryptegraphic module is using the auflit mechanism
provided by the operating system to audit the identified eyents. It is insufficient for the cryptographic module
softwafe to use another file as its audit log, no matter how well protected.

Requifred Vendor Information

VE06.24.01: The vendor shall provide operating system documentation which provides|a description
of the hudit mechanism provided by the operating system and how each event is marked|with the date
and timpe.

Requifred Test Procedures

TE06.24.01: The tester shall (verify that the vendor documentation, and by inspection] of operating
systenp, that an audit mechanism is provided and that each event is marked with the date|and time.

AS06.25: (Operational.environment — Level 2)
The cifyptographicimodule shall not include SSPs as part of any audit record.
Required Vendor Information

VE06.25/1+The vendor shall provide operating system documentation which provides|a description
of thelcryptographic module’s services that provide audit records to the audit meclanism of the
operating system.

Required Test Procedures

TE06.25.01: The tester shall verify that the vendor documentation, and by inspection of the
cryptographic module’s services that provide audit records to the audit mechanism of the operating
system, that no SSPs are provided in the audit records.

TE06.25.02: The tester shall execute the module’s services that provide audit records and examine the
operating system audit logs to verify that no SSPs were provided.

AS06.26: (Operational environment — Level 2)
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The cryptographic module shall provide the following events to be recorded by the
mechanism of the operating system:

— modifications, accesses, deletions, and additions of cryptographic data and SSPs;

— attempts to provide invalid input for Crypto Officer functions;

audit

— addition or deletion of an operator to and from a Crypto Officer role (if those roles are

managed by the cryptographic module);

— the use of a security-relevant Crypto Officer function;

— theuse of an authentication mechanism (e.g.login) associated with the cryptographiem|
— explicit jlequests to assume a Crypto Officer role.
Required Vendor Information

VE06.26.01: The vendor shall provide operating system documentation which provides a desc
of the cryptographic module events that are provided and recorded by the audit mechanism
operating system.

Required Test Procedures

TE06.26.01: [The tester shall verify that the vendor documentation, and by inspection
cryptographi¢ module’s services that provide audit event #ecords to the audit mechanism
operating sydqtem, that the list of events specified in AS06.26 {modifications, accesses, deletioj
additions of cryptographic data and SSPs; attempts to prévide invalid input for Crypto Officer fun
addition or de¢letion of an operator to and from a Crypto Officer role (if those roles are mana,
the cryptogrdphic module); the use of a security-relevant Crypto Officer function; requests to
authentication data associated with the cryptographic module; the use of an authentication mec
(e.g. login) asspciated with the cryptographic module; and explicit requests to assume a Crypto Offic
are provided py the cryptographic module forevent recording.
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TE06.26.02: The tester shall execute:the module’s services that provide audit event recor

s and

examine the pperating system audit{ogs to verify that the events in AS06.26 {modifications, adcesses,
deletions, and|additions of cryptographic data and SSPs; attempts to provide invalid input for Crypto|Officer

functions; addjtion or deletion of-an:operator to and from a Crypto Officer role (if those roles are m
by the cryptographic module}; ‘the use of a security-relevant Crypto Officer function; requests to
authentication data associated with the cryptographic module; the use of an authentication mec
(e.g. login) asspciated with the cryptographic module; and explicit requests to assume a Crypto Offic
were recordegl.

NOTE The| tester DOES NOT have to test the audit mechanism provided by the operating syste
identified by theweridor.
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AS06.27: (Operational environment — Level 2)

The audit mechanism of the operating system shall be capable of auditing the following ope
system related events:

— all operator read or write accesses to audit data stored in the audit trail;

— access to files used by the cryptographic module to store cryptographic data or SSPs;

rating

— addition or deletion of an operator to and from a Crypto Officer role (if those roles are

managed by operational environment);

— requests to use authentication data management mechanisms;
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— attempts to use the trusted channel function and whether the request was granted, when
trusted channel is supported at this security level;

— identification of the initiator and target of a trusted channel, when trusted channel is
supported at this security level.

Required Vendor Information

VE06.27.01: The vendor shall provide operating system documentation which provides a description
of the operating system events that are provided and recorded by the audit mechanism of the
operating system.

the operating
d in AS06.27
s used by the
to and from a

e request was
initiator and
event records

the operating
systenp events in AS06.27 {all operator read or write accCesses to audit data stored in the audit trail;
access|to files used by the cryptographic module to store)cryptographic data or SSPs; addit{on or deletion
of an dperator to and from a Crypto Officer role (if these roles are managed by operational|environment);
requests to use authentication data management.mechanisms; attempts to use the trusted channel
functign and whether the request was granted, when trusted channel is supported at this|security level;
and idéntification of the initiator and target of a-trusted channel, when trusted channel is supported at this
security level} were recorded.

NOTE The tester DOES NOT have_to, test the audit mechanism provided by the operatipg system and
identified by the vendor.

AS06.28: (Operational environment — Level 2)

The operating system.shall be configured to prevent operators other than th¢se with the
privileges identified in the Security Policy from modifying cryptographic module software and
audit fata stored within the operational environment of the cryptographic module

Required Vendorinformation

VE06.28.01:"The vendor shall provide operating system documentation that specifies how|the operating
systenp i’ configured to prevent operators other than those with the privileges identified in the Security
Policy lfram madifying ptagraphi : : i ithi e operational
environment of the cryptographic module.

Required Test Procedures

TE06.28.01: The tester shall verify that the vendor documentation, and by inspection of operating
system configuration controls, that the operating system is configured to prevent operators other
than those with the privileges identified in the Security Policy from modifying cryptographic module
software and audit data stored within the operational environment of the cryptographic module.

TE06.28.02: The tester shall configure the operating system controls to prevent operators other than
those with the privileges identified in the Security Policy from modifying cryptographic module
software and audit data stored within the operational environment of the cryptographic module.
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TE06.28.03: The tester shall assume the privileges identified in the Security Policy to allow modification
of the cryptographic module software and audit data stored within the operational environment of the
cryptographic module and verify that modification can be achieved.

TE06.28.04: The tester shall assume the privileges identified in the Security Policy that do not allow
modification of the cryptographic module software and audit data stored within the operational
environment of the cryptographic module and verify that modification cannot be achieved.

AS06.29: (Operational environment — Level 2)

Only operating systems that are configured to meet the above security requirements {AS06.05
to AS06.28) shall be permitted at this security level, whether or not the cryptographic module

operates in amapproved mode of operatiomn:
NOTE Thi$ assertion is not separately tested. Tested as part of AS06.05 to AS06.28.

6.7 Physical security

6.7.1 Physical security embodiments

AS07.01: (Physical security — Levels 1, 2, 3, and 4)

A cryptographic module shall employ physical security mechanisms in order to restrict
unauthorizefl physical access to the contents of the module and to deter unauthorized pse or
modification| of the module (including substitution of the entire module) when installed.

Required Vendor Information

VE07.01.01: The vendor documentation shall describe the applicable physical security mechanisrhs that
are employed|by the module. The contents of the modute, including all hardware, firmware, software,
and data (including plaintext CSPs) shall be protected:

Required Test Procedures

TEO07.01.01: Tjhe tester shall verify that the*vendor documentation describes the applicable physical
security mechanisms that are employed.by the module.

TEO07.01.02: The tester shall verify,that the physical security mechanisms documented are implenjented.
AS07.02: (Physical security < Levels 1, 2, 3, and 4)

All hardwarg, software, firmware, and data components and SSPs within the cryptographic
boundary shpall be protected.

NOTE Thig assertion is not separately tested.

AS07.03: (Physical security — Levels 1, 2, 3, and 4)

The requirements of this clause shall be applicable to hardware and firmware modules, and
hardware and firmware components of hybrid modules.

NOTE This assertion is not separately tested.
AS07.04: (Physical security — Levels 1, 2, 3, and 4)

The requirements of this clause shall be applicable at the defined physical boundary of the module.

NOTE This assertion is not separately tested.

AS07.05: (Physical security — Levels 1, 2, 3, and 4)
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Depending on the physical security mechanisms of a cryptographic module, unauthorized
attempts at physical access, use, or modification shall have a high probability of being detected:

— subsequent to an attempt by leaving visible signs (i.e. tamper evidence);

and/or

— during an access attempt

{and appropriate immediate actions shall be taken by the cryptographic module to protect CSPs).

NOTE

{In co
module to protect CSPs.

NOTE

The d

NOTE

6.7.2

AS07.08: (Physical security — Levels 1, 2, 3, and 4)

The fdllowing requirements shall apply to all physical embodiments.

NOTE

AS07.09: (Physical security — Levels-1,'2, 3, and 4)

Docun

Required Vendor Information

VEO7.

The specified\physical embodiment shall be consistent with the module physical desig
docunjentation shall also state which security level (1 to 4) the module is intended to me¢

Requikred-FestProcedures

ASO7.I6: (Physical security — Levels 1, 2, 3, and 4)

ASO7.I7: (Physical security — Levels 1, 2, 3, and 4)

This assertion is not separately tested.

jjunction with AS07.05:} Appropriate immediate actions shall be taken by the c1

This assertion is not separately tested.

cumentation requirements specified in {ISO/IEC 19790:2012} A.2.7 shall be p

This assertion is not separately tested.

Physical security general requirements

Tested as part of AS07.09 to AS07.33«

'yptographic

rovided.

nentation shall specify the physical embodiment and the security level for which the
physi¢al security mechanisms-of a cryptographic module are implemented.

(9.01: The vendor'documentation shall specify the physical embodiment of the module: single-chip
cryptdgraphic module; multiple-chip embedded cryptographic module, or multiple-ch
cryptdgraphic medule, as defined in ISO/IEC 19790:2012, 7.7.1.

p standalone

n. The vendor
t.

TE07.09.01: The tester shall verify that the vendor identified that the cryptographic module is either
a single-chip module, a multi-chip embedded module, or a multi-chip standalone module as defined in
ISO/IEC 19790:2012, 7.7.1.

The tester shall perform an independent determination that the physical embodiment satisfies one of
the three criteria specified below. The fundamental determining characteristics of the three physical
embodiments and some common examples are summarized below.

a) Single-chip cryptographic module. Characteristics: A single integrated circuit (IC) chip, used as a
standalone device or physically embedded within some other module or enclosure that may not be
physically protected. The single-chip will consist of one die that may be covered with a uniform
external material such as plastic or ceramic, and external input/output connectors. Examples:
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Single IC chips, smart cards with a single IC chip, or other systems with a single IC chip to implement
cryptographic functions.

b) Multiple-chip embedded cryptographic module. Characteristics: Two or more IC chips
interconnected and physically embedded within some other product or enclosure that may not be
physically protected.

c) Multiple-chip standalone cryptographic module. Characteristics: Two or more IC chips
interconnected and physically embedded in an enclosure that is entirely physically protected.

TEO07.09.02: The tester shall verify that the vendor documentation states which security level the
module is intended to meet. The tester shall perform an independent determination of the security
level that the produteactuatty meets:

AS07.10: (Physical security — Levels 1, 2, 3, and 4)

Whenever zdroisation is performed for physical security purposes, the zeroisatioh/shall o¢cur in
a sufficiently small time period so as to prevent the recovery of the sensitive‘data betwepn the
time of detedtion and the actual zeroisation.

Required Vendor Information

VE07.10.01: The vendor documentation shall specify the response time-of.the zeroisation after famper
detection.

Required Tes$t Procedures

TE07.10.01: The tester shall verify that the vendor documentation describes the zeroisation response
time after theltamper detection.

TE07.10.02: The tester shall verify that the zeroisation response mechanism is implemented as
specified.

AS07.11: (Physical security — Levels 1, 2, 3, and 4)

{If a module ipcludes a maintenance role that requires physical access to the contents of the rtodule
or ifthe modbule is designed to permit physical access (e.g. by the module vendor or other authprized
individual), then} a maintenance access interface shall be defined.

Required Vendor Information

VE07.11.01: Tlhe vendor documentation shall describe the maintenance access interface employed by
the module.

Required Test Procedures

TEO07.11.01: The’tester shall verify that the vendor documentation describes the maintenance [access
interface.

TEO07.11.02: The tester shall verify that the vendor documentation and implementation are consistent.
AS07.12: (Physical security — Levels 1, 2, 3, and 4)

{If a module includes a maintenance role that requires physical access to the contents of the module
or if the module is designed to permit physical access (e.g. by the module vendor or other authorized
individual), then} the maintenance access interface shall include all physical access paths to the
contents of the cryptographic module, including any removable covers or doors.

Required Vendor Information

VE07.12.01: The vendor documentation shall specify the maintenance access interface, including any
removable covers or doors.
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Required Test Procedures

TE07.12.01: The tester shall verify in the vendor documentation that a maintenance access interface is
provided, including any removable covers or doors.

AS07.13: (Physical security — Levels 1, 2, 3, and 4)

{If a module includes a maintenance role that requires physical access to the contents of the
module or if the module is designed to permit physical access (e.g. by the module vendor or other
authorized individual), then} any removable covers or doors included within the maintenance
access interface shall be safeguarded using the appropriate physical security mechanisms.

Requi ed Vendor lnfnrmofien

VEO07.13.01: The vendor documentation shall specify a physical protection such that aphy removable
covers|or doors included within the maintenance access interface are safeguarded sing tle appropriate
physicpl security mechanisms.

Requifred Test Procedures

TE07.13.01: The tester shall verify that any removable covers or doorsineluded within thg maintenance
access|interface are safeguarded using the appropriate physical security mechanisms.

AS07.14: (Physical security — Levels 1, 2, 3, and 4)
The fdllowing requirements shall apply to all cryptographic modules for Security Level 1.
NOTE Tested as part of AS07.15 to AS07.16.

AS07.15: (Physical security — Levels 1, 2, 3, and 4)

The cryptographic module shall consist ofproduction-grade components that incljide standard
passivation techniques (e.g. a conformal: coating or a sealing coat applied over the module’s
circuifry to protect against environmerital or other physical damage).

Required Vendor Information

VE07.15.01: The module shall censist of standard, production-quality ICs, designed to meeft commercial-
grade ppecifications for power;-temperature, reliability, shock and vibration, etc. The module shall use
standdrd passivation techniques for the entire chip. The vendor documentation shall dgscribe the IC
quality. If an IC is used that is not a standard device, its passivation design shall also be d¢scribed.

Requifred Test Procedures

TEO07.145.01: THe)tester shall verify by inspection, or from the vendor documentation, that the module

contaihs standard integrated circuits with a uniform exterior material and standard copnectors. The
tester phallverify from the vendor documentation that the chips in the module are commé¢rcial grade in
regards t0’power and voltage ranges, temperature, reliability, and shock and vibration.

TEO07.15.02: The tester shall verify from the vendor documentation that the module has a standard
passivation applied to it. The passivation has to be a sealing coat applied over the chip circuitry to
protect it against environmental or other physical damage. If standard passivation is not used, then
the documentation shall provide information to indicate why it is equivalent to a standard passivation
approach.

AS07.16: (Physical security — Levels 1, 2, 3, and 4)

When performing physical maintenance, zeroisation shall either be performed procedurally by
the operator or automatically by the cryptographic module.

NOTE This assertion is tested as part of AS07.10.

AS07.17: (Physical security — Levels 2, 3, and 4)
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The following requirement shall apply to all cryptographic modules for Security Level 2.
NOTE Tested as part of AS07.18 to AS07.20.
AS07.18: (Physical security — Levels 2, 3, and 4)

The cryptographic module shall provide evidence of tampering (e.g. on the cover, enclosure, and
seal) when physical access to the module is attempted.

NOTE This assertion is tested as part of AS07.34 and AS07.35 for single-chip embodiments, AS07.44 and
AS07.45 for multiple-chip embedded embodiments, and AS07.62 and AS07.63 for multiple-chip standalone
embodiments.

AS07.19: (Physical security — Levels 2, 3, and 4)

The tamper-pvident material, coating or enclosure shall either be opaque or translucent Ilvithin
the visible spgectrum (i.e. light of wavelength range of 400 nm to 750 nm) to preventithe gathering
of informatign about the internal operations of the critical areas of the module

Required Vendor Information

VE07.19.01: The vendor documentation shall specify that the tamper evidént material, coatjng, or
enclosure shalll be opaque or translucent within the visible spectrum.

Required Tes$t Procedures

TE07.19.01: The tester shall verify by inspection and from the vefidor documentation that the famper
evident matetfial, coating, or enclosure is opaque or translucent within the visible spectrum.

AS07.20: (Physical security — Levels 2, 3, and 4)

If the cryptpgraphic module contains ventilation holes or slits, then the module sﬁfj be
constructed [in a manner to prevent the gathering of information of the module’s infernal
construction or components by direct visualZobservation using artificial light sources [in the
visual spectijum of the module’s internal construction or components.

Required Vendor Information

VE07.20.01: If the module is contained’within a cover or enclosure that contains any ventilatiof holes
or slits, then they shall be constructed in a manner that prevents the gathering of information| of the
module’s intefnal constructionor"components by direct visual observation using artificial light spurces
in the visual spectrum of the(module’s internal construction or components. The vendor documentation
shall describd the physical design approach that prevents such observation.

Required Tes$t Procedures

TE07.20.01: The tester shall verify by inspection and from the vendor documentation whethler the
module has 4 cover or enclosure with ventilation holes, slits, or other openings, and if so, ether
they are constructed to deter the gathering of information of the module’s internal construction or
components by direct visual observation using artificial light sources in the visual spectrum of the
module’s internal construction or components.

AS07.21: (Physical security — Levels 3 and 4)
The following requirements shall apply to all cryptographic modules for Security Level 3.
NOTE Tested as part of AS07.22 to AS07.28.

AS07.22: (Physical security — Levels 3 and 4)
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If the cryptographic module contains any doors or removable covers or if a maintenance access
interface is defined, then the module shall contain tamper response and zeroisation capability.

NOTE This assertion is tested as part of AS07.13 for general requirements, AS07.38 for single-chip
embodiments, AS07.50 for multiple-chip embedded embodiments, and AS07.62 for multiple-chip standalone
embodiments.

AS07.23: (Physical security — Levels 3 and 4)

The tamper response and zeroisation capability shall immediately zeroise all unprotected SSPs
when a door is opened, a cover is removed, or when the maintenance access interface is accessed.

NOTE This assertion is tested as part of AS07.13 for general requirements, AS07.38 for single-chip
embodjments, AS07.50 for multiple-chip embedded embodiments, and AS07.62 for multipletchip standalone
embod|ments.

AS07.24: (Physical security — Levels 3 and 4)

The tamper response and zeroisation capability shall remain operational when|unprotected
SSPs are contained within the cryptographic module.

NOTE This assertion is tested as part of AS07.38 for single-chip embodiments, AS07.50 fof multiple-chip
embedfled embodiments, and AS07.65 for multiple-chip standalone embgdiments.

AS07.25: (Physical security — Levels 3 and 4)

If the| cryptographic module contains ventilation holes or slits, then the mojule shall be
constfucted in a manner that prevents undetected physical probing inside the enclosure (e.g.
prevent probing by a single articulated probe).

Required Vendor Information

VEO07.45.01: If the module is contained within a'cover or enclosure that contains any ventilation holes or
slits, then they shall be constructed in amanner that prevents undetected physical probiing inside the
enclospire. The vendor documentation shall describe the ventilation physical design apprqach.

Requifed Test Procedures

TE07.45.01: The tester shall verify by inspection and from the vendor documentatior] whether the
modulg has a cover or enclesure with ventilation holes, slits, or other openings, and if so,|whether they
are copstructed to deterundetected probing inside the cover or enclosure.

AS07.26: (Physicalsecurity — Levels 3 and 4)

Strong or hard‘conformal or non-conformal enclosures, coatings, or potting mgterials shall
maintpin strength and hardness characteristics over the module’s intended temperature range
of operation, storage, and distribution.

Required Vemdorinmfornmation

VEO07.26.01: The vendor documentation shall describe the strength, hard conformal or non-conformal
enclosure, coatings or potting materials, and the rational that the strength is appropriate for the
module design.

Required Test Procedures

TE07.26.01: The tester shall verify from the vendor documentation and inspection of the module that
the strength, hard conformal or non-conformal enclosure, coatings, or potting materials is the one
designed as specified.

AS07.27: (Physical security — Levels 3 and 4)

If tamper evident seals are employed, they shall be uniquely numbered or independently
identifiable (e.g. uniquely numbered evidence tape or uniquely identifiable holographic seals).
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Required Vendor Information
VE07.27.01: The vendor shall provide the specification of the tamper evident seal.

Required Test Procedures

TEO07.27.01: The tester shall verify that tamper evident seals are uniquely numbered or independently

identifiable as documented.
AS07.28: (Physical security — Levels 3 and 4)
The module shall either include EFP features or undergo EFT.

NOTE Thi$ assertion is tested as part of AS07.73.

AS07.29: (Physical security — Level 4)

The following requirement shall apply to all cryptographic modules for Security Level 4.

NOTE Tested as part of AS07.30 to AS07.33.

AS07.30: (Physical security — Level 4)

The cryptographic module shall be protected either by a hard opaque removal-resistant c
or by a tampgr detection envelope with tamper response and zeroisation capability.

NOTE Thi$ assertion is tested as part of AS07.40 for single-chipembodiments, AS07.52 for multig

embedded emHodiments, and AS07.64 for multiple-chip standalone elnbodiments.
AS07.31: (Physical security — Level 4)

The module $hall include EFP features.

NOTE Thig assertion is tested as part of AS07.74.
AS07.32: (Physical security — Level 4)

The cryptographic module shall provide-protection from fault induction.

Required Vendor Information

VE07.32.01: The vendor documentation shall specify the protection mechanism from fault induc

Required Tes$t Procedures

TE07.32.01: The testershall verify from the vendor documentation and by inspection of the mod

specified fault induction protection mechanisms.

AS07.33: (Physical security — Level 4)

Dating

le-chip

ion.

1le the

The fault induction mitigation techniques and the mitigation metrics employed shall be

documented as specified in {ISO/IEC 19790:2012} Annex B.

Required Vendor Information

VE07.33.01: The vendor documentation shall specify the fault induction mitigation techniques and the

mitigation metrics employed by the module.

Required Test Procedures

TE07.33.01: The tester shall verify that the fault induction mitigation techniques and the mitigation

metrics employed by the module are documented as specified.
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6.7.3 Physical security requirements for each physical security embodiment

6.7.3.1 Single-chip cryptographic modules

NOTE1 In addition to the general security requirements specified in ISO/IEC 19790:2012, 7.7.2, the
requirements specified in AS07.34 to AS07.42 are specific to single-chip cryptographic modules.

NOTE 2  There are no additional Security Level 1 requirements for single-chip cryptographic modules.
AS07.34: (Single-chip cryptographic modules — Levels 2, 3, and 4)

The following requirements shall apply to single-chip cryptographic modules for Security Level 2.

NOTE This assertion is tested as part of AS07.35.
AS07.35: (Single-chip cryptographic modules — Levels 2, 3, and 4)

The ciiyptographic module shall be covered with a tamper-evident coating'(e.g. a taipper-evident
passivation material or a tamper-evident material covering the passivation) or c¢gntained in a
tamper-evident enclosure to deter direct observation, probing, or-manipulation of the module
and td provide evidence of attempts to tamper with or remove thé- module.

NOTE This requirement is associated with AS07.18.
Requifred Vendor Information

VE07.35.01: The vendor documentation shall identify thetamper-evident coating and its characteristics.
Requifed Test Procedures

TEO07.35.01: The tester shall verify by inspectioivand from the vendor documentation thpt the module
is covgred with a tamper-evident coating. Thelinspection shall verify that the tamper-eyident coating
completely covers the module and deters direct observation, probing, or manipulation of the single-chip.

AS07.36: (Single-chip cryptographic modules — Levels 3 and 4)
The following requirements shall‘apply to single-chip cryptographic modules for Security Level 3.
NOTE This requirement is tested in AS07.37 or AS07.38.

AS07.37: (Single-chip eryptographic modules — Levels 3 and 4)

{Eithel} the module shall be covered with a hard opaque tamper-evident coating (e.g. a hard
opaque epoxy covering the passivation) {or AS07.38 shall be satisfied}.

Required Vendor Information

VE07.3701: The vendor documentation shall state clearly that the approach specified in AS07.37 is used
to meettheT EUUITeTITeTTt:

VEO07.37.02: The vendor documentation shall provide supporting detailed design information, especially
the type of coating that is used and its characteristics.

Required Test Procedures

TE07.37.01: The tester shall verify by inspection and from the vendor documentation that the module is
covered with a hard opaque tamper evident coating.

TE07.37.02: The tester shall verify that the vendor documentation does sufficiently provide supporting
detailed design information, especially specifying the type of coating thatis used and its characteristics.

TE07.37.03: The tester shall verify that the coating cannot be easily penetrated to the depth of the
underlying circuitry, and that it leaves tamper evidence. The inspection has to verify that the coating
completely covers the module, is visibly opaque, and deters direct observation, probing, or manipulation.
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AS07.38: (Single-chip cryptographic modules — Levels 3 and 4)

{If AS07.37 is not satisfied, then} the enclosure shall be implemented {so that attempts at removal
or penetration of the enclosure shall have a high probability of causing serious damage to the
cryptographic module (i.e. the module will not function)).

NOTE

This assertion is not separately tested. Tested in AS07.39.

AS07.39: (Single-chip cryptographic modules — Levels 3 and 4)

{If AS07.37 is not satisfied, then} {the enclosure shall be implemented} so that attempts at removal
or penetration of the enclosure shall have a high probability of causing serious damage to the

cryptograph

Required Vendor Information

VE07.39.01: T
used to meet

VE07.39.02: T
whether the

interface is sy
probability off

VE(07.39.03:

If the enclosyire contains any doors or removable covers, or 4f a maintenance access inter

specified, the

cmodule (i e themodulewillnot fnnr'finn)

he vendor documentation shall state clearly that the approach specifiedyin ASO
'he requirement.

he vendor documentation shall provide supporting detailed design.information, esp
enclosure contains any doors or removable covers and whether-a maintenance
ecified. The enclosure shall be designed such that attempts to\rémove it will have
causing serious damage to the circuitry within the module.

[he vendor documentation shall provide supporting detailed design inforn

n the module shall contain tamper response and zeroisation circuitry. The cif

shall continu

door, shall zefoise all plaintext CSPs. The circuitry shall be*operational whenever plaintext C§
contained within the module.

Required Tes$t Procedures

TE07.39.01:

removed easi
access interf3
interface is s

contains tamper response and zeroisation circuitry.

TE07.39.02: 1
specified, the
CSPs when a

TE07.39.03: 7]
response and
the module.

usly monitor the covers and doors, and upon.the removal of a cover or the openi

he tester shall verify that the documentation specifies that the enclosure can
y and whether the module contains doors or removable covers or has a maint
ce. If the enclosure contairis-any doors or removable covers, or if a maintenance
becified, then the tester'shall verify that the documentation specifies that the 1

 the enclosure has\removable covers or doors, or if a maintenance access inter
tester shall verifyfrom the vendor documentation that the module zeroises all pl
over or door is removed or if the maintenance access interface is accessed.

he tester shall verify by inspection and from the vendor documentation that the t
zerofsation circuitry remains operational when plaintext CSPs are contained

7.38 is

ecially
access
a high

nation.
face is
cuitry
hg of a
Ps are

hot be
bnance
access
hodule

face is
hintext

amper
within

TE07.39.04:

he tester shall verify by inspection and from the vendor documentation that the

enclosure cannot be removed or penetrated without having a high probability of causing serious
damage to the module.

TE07.39.05: If the enclosure has doors or removable covers, or if a maintenance access interface
is specified, the tester shall test that the module zeroises all plaintext CSPs when a cover or door is
removed or if the maintenance access interface is accessed.

TE07.39.06: The tester shall test that the enclosure cannot be removed or penetrated without having a
high probability of causing serious damage to the module.

AS07.40: (Single-chip cryptographic modules — Level 4)
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The following requirements shall apply to single-chip cryptographic modules for Security Level 4.
NOTE This assertion is tested in AS07.41 and AS07.42.
AS07.41: (Single-chip cryptographic modules — Level 4)

The cryptographic module shall be covered with a hard, opaque removal-resistant coating with
hardness and adhesion characteristics such that attempting to peel or pry the coating from the
module will have a high probability of resulting in serious damage to the module (i.e. the module

will not function).

Required Vendor Information

VE07.41.01: The vendor documentation shall clearly identify the kind of coating used and
detaild of its characteristics, especially hardness and removal resistance.

VE07.41.02: The vendor documentation shall provide supporting detailed design-inforn
when covered with a hard, opaque removal-resistant coating. The ‘hardness

charadteristics of the material shall be such that attempting to peel or pry theamaterial fro
will have a high probability of resulting in serious damage to the modulé (i.e. the mo
functipn). The material shall be opaque within the visible spectrum.

Requifed Test Procedures

TEO07.41.01: The tester shall verify by inspection and from the-vendor documentation that
coverdgd with a hard, opaque removal-resistant coating.

TE(07.41.02: The tester shall verify the removal-resistant properties of the module coati
shall attempt to peel or pry the material from the ‘module and verify that this is not p
reasorlable application of force that the module ceased to function or that the module
obvioysly physically destroyed.

AS07.42: (Single-chip cryptographic modules — Level 4)

The rpmoval-resistant coating shall have solvency characteristics such that di
coating will have a high probability of dissolving or seriously damaging the mo
module will not function).

Required Vendor Information

VE07.42.01: The vendor_documentation shall describe the solvency characteristics of
resistgnt coating. The'solvency characteristics of the material shall be such that dissolvin
to remjove it will have a high probability of dissolving or seriously damaging the module.

Requifred Test-Procedures

shall provide

hation for the
and adhesion
m the module
Hule does not

the module is

hg. The tester
bssible with a
circuitry was

ssolving the
ule (i.e. the

the removal-
b the material

TE07.42:01: The tester shall verify the vendor documentation to determine the solvency
the m ‘ i i

properties of

TE07.42.02: The tester shall test the solvency properties of the module’s removal-resistant coating.
The tester, based on documentation provided in VE07.42.01, shall verify what type of solvent would be

required to compromise the removal-resistant coating.

6.7.3.2 Multiple-chip embedded cryptographic modules

NOTE
requirements AS07.43 to AS07.59 are specific to multiple-chip embedded cryptographic modules.

AS07.43: (Multiple-chip embedded cryptographic modules — Levels 1, 2, 3, and 4)

In addition to the general security requirements specified in ISO/IEC 19790:2012, 7.7.2, the following

If the cryptographic module is contained within an enclosure or removable cover, a production-

grade enclosure or removable cover shall be used.
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Required Vendor Information

VE07.43.01: The module shall be entirely contained within a production-grade enclosure or removable
cover. The vendor documentation shall describe the cover or enclosure.

Required Test Procedures

TEO07.43.01: The tester shall verify by inspection and from the vendor documentation that the module is
contained within an enclosure or removable cover that is of production-grade.

AS07.44: (Multiple-chip embedded cryptographic modules — Levels 2, 3, and 4)

The following requirements {A5S07.45 to AS 07.46} shall apply to multiple-chip embedded
cryptographfic modules for Security Level 2 {and the assertions AS07.45 to AS 07.46/shall be
satisfied in the following groups: (AS07.45) or (AS07.46 and AS07.47) or (AS07.46 and ASQ7:48))}.

Required Vendor Information

VE07.44.01: Tlhe vendor documentation shall specify that either (AS07.45) or [ASQ7:46 and (ASO.47 or
AS07.48)] are|satisfied.

Required Tes$t Procedures

TE07.44.01: The tester shall verify by inspection and from the vendor documentation that|either
(AS07.45) or [|AS07.46 and (AS07.47 or AS07.48)] are satisfied.

AS07.45: (Myltiple-chip embedded cryptographic modules ~%Levels 2, 3, and 4)

The module ¢omponents shall be covered with a tamper:evident coating or potting material (e.g.
etch-resistaint coating or bleeding paint) to deter direct observation and to provide evidgnce of
attempts to famper with or remove module components {or the groups (AS07.46 and AS07\47) or
(AS07.46 and|AS07.48) shall be satisfied}.

Required Vendor Information

VE07.45.01: Tlhe vendor documentation shallspecify that the module is encapsulated with an opaque,
tamper-evident coating such as etch-resistant coating or bleeding paint.

Required Tes$t Procedures

TE07.45.01: The tester shall verify by inspection and from the vendor documentation that the module is
encapsulated [with an opaqué, tamper-evident material.

TE07.45.02: The tester shall verify by testing that the module provides evidence of attempts to famper
with or remoye module)components.

AS07.46: (Myltiple-chip embedded cryptographic modules — Levels 2, 3, and 4)

{If AS07.45 isTot 30 ed, titen thej module shiati be entirely contained w r hard
plastic production-grade enclosure that may include doors or removable covers {and the groups
(AS07.47 and AS07.48) or (AS07.47 and AS07.49) shall be satisfied).

Required Vendor Information

VE07.46.01: The module shall be entirely contained within a metal or hard plastic production-grade
enclosure that may include removable covers or doors. The vendor documentation shall describe the
enclosure and its hardness characteristics.

Required Test Procedures
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TE07.46.01: The tester shall verify by inspection and from the vendor documentation that the module is
contained within an enclosure that meets the following requirements.

a) The enclosure has to completely surround the entire module.
b) The enclosure material has to be of a composition defined in the vendor documentation.

c) The enclosure has to be production-grade. The vendor literature has to either show that an
enclosure of the same material has been used commercially or provide data to show that it is
equivalent to a commercial product.

AS07.47: (Multiple-chip embedded cryptographic modules — Levels 2, 3, and 4)

7.45 is not satisfied, then if} the enclosure includes any doors or removable|covers, then
the dqors or covers shall be locked with pick-resistant mechanical locks employinig physical or
logical keys {or AS07.48 shall be satisfied).

Required Vendor Information

VEO07.47.01: The doors or covers included by the enclosure shall be lockedwith pick-resistapt mechanical
locks that employ physical or logical keys. The vendor documentation shall describe the|locks and the
employed physical or logical keys.

Requifred Test Procedures

TE(07.47.01: The tester shall verify by inspection and fromvthe’vendor documentation that the doors or
covers|are locked with a pick-resistant lock that requires a physical key or a logical key.

TE07.47.02: The tester shall attempt to open the locked cover or door without use of the key and verify
that the cover or door will not open without signs 6f‘damage.

7.45 is not satisfied and the en¢losure includes any doors or removable cdvers without

t seals (e.g. evidence tape or-holographic seals) {and the group (AS07.47 and AS07.49) shall
be satjsfied}.

Requifred Vendor Information
VE07.48.01: The vendordocumentation shall describe the tamper-evident seals.
Requifred Test Procedures

TE07.48.01: Thetester shall verify by inspection and from the vendor documentation thdt the cover or
door i§ protécted with a tamper-evident seal such as evidence tape or a holographic seal.

TE(07.48:02: The tester shall verify that the cover or door cannot be opened withouf breaking or
removing the seal and that the seal cannot be removed and later replaced.

AS07.49: (Multiple-chip embedded cryptographic modules — Levels 3 and 4)

The following requirements shall apply to multiple-chip embedded cryptographic modules for
Security Level 3.

NOTE This assertion is tested in AS07.50 or AS07.51.
AS07.50: (Multiple-chip embedded cryptographic modules — Levels 3 and 4)

{Either} the multiple-chip embodiment of the circuitry within the cryptographic module shall
be covered with a hard coating or potting material (e.g. a hard epoxy material) {or AS07.51 shall
be satisfied} such that attempts at removal or penetration of the enclosure will have a high
probability of causing serious damage to the module (i.e. the module will not function).
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Required Vendor Information

VE07.50.01: The vendor documentation shall provide design documentation for the hard coating or
potting material.

VE07.50.02: The vendor documentation shall provide documentation regarding the opacity
characteristics of the hard coating or potting material.

Required Test Procedures

TEO07.50.01: The tester shall verify that the vendor documentation specifies the hard coating or potting
material.

TEO07.50.02: The tester shall verify by inspection and from the vendor documentation the\ qpacity
characteristids of the hard coating or potting material.

TE07.50.03: The tester shall verify by inspection and from the vendor documentationythat the hard
coating or pdtting material cannot be removed or penetrated without having a high probabllity of
causing seriofis damage to the module.

AS07.51: (Myltiple-chip embedded cryptographic modules — Levels 3 and-4)

{If AS07.50 dpes not apply,} the module shall be contained within a(strong enclosure sudh that
attempts at removal or penetration of the enclosure will have a“high probability of causing
serious damage to the module (i.e. the module will not function).

Required Vendor Information

VE07.51.01: Tlhe vendor documentation shall provide supporting design documentation for the [strong
enclosure. The module shall be entirely contained withina strong enclosure. The enclosure shall be
designed sucl} that attempts to remove it will have a high probability of causing serious damage to the
circuitry witHin the module (i.e. the module does not function).

VE07.51.02: If the enclosure contains any doors-or removable covers, then the module shall dontain
tamper resppnse and zeroisation circuitry and the vendor shall provide supporting |design
documentatidn for the tamper response and Zeroisation circuitry.

Required Tes$t Procedures

TE07.51.01: Tlhe tester shall verify that the vendor documentation specifies whether the englosure
contains any floors or removable covers and whether a maintenance access interface is specifiefl, then
the module shall contain tamper response and zeroisation circuitry.

TE07.51.02: Iffthe enclpsure contains any doors or removable covers, or if a maintenance access inferface
is specified, then the-tester shall verify that the vendor documentation specifies that the rmodule
zeroises all plaintext CSPs when a door or cover is removed or if the maintenance access interfface is
accessed.

TE07.51.03: The tester shall verify that the vendor documentation specifies which requirement option
in VE07.51.01 and VE07.51.02 is implemented and provides design documentation.

TEO07.51.04: The tester shall verify by inspection and from the vendor documentation that the tamper
response and zeroisation circuitry remains operational when plaintext CSPs are contained within
the module.

TE07.51.05: The tester shall verify by inspection and from the vendor documentation that the
enclosure cannot be removed or penetrated without having a high probability of causing serious
damage to the module.

TE07.51.06: The tester shall verify the strength of the enclosure by attempting to access the underlying
circuitry and verifying that the enclosure is not easily breached. The tester shall verify by inspection
and from the vendor documentation that the enclosure cannot be removed.
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TE07.51.07: If the strong enclosure has doors or removable covers, or if a maintenance access interface
is specified, the tester shall verify from the vendor documentation that the module zeroises all plaintext
CSPs when a cover or door is removed.

TE07.51.08: If the enclosure has doors or removable covers, or if a maintenance access interface
is specified, the tester shall test that the module zeroises all plaintext CSPs when a cover or door is
removed or if the maintenance access interface is accessed.

TEO07.51.09: The tester shall test that the enclosure cannot be removed or penetrated without having a
high probability of causing serious damage to the module.

AS07.52: (Multiple-chip embedded cryptographic modules — Level 4)

The fqllowing requirements shall apply to multiple-chip embedded cryptographid modules for
Security Level 4.

NOTE This assertion is tested in AS07.53 to AS07.59.

AS07.53: (Multiple-chip embedded cryptographic modules — Level 4)
The module components shall be within a strong or hard conformal-er non-conformal enclosure.
Requifred Vendor Information

VE07.33.01: The module shall be contained within a tamper" detection envelope that will detect
tampefing attacks against the potting material or enclosure.The vendor documentation ghall describe
the tamper detection envelope design.

Requifred Test Procedures

TE07.33.01: The tester shall verify from the vendor documentation and by inspection that the module
contaips a tamper detection envelope that strrounds the module components. This barrier shall be
designled such that any breach by means such as drilling, milling, grinding, or dissolving to access the
module components can be detected by monitoring components in the module.

AS07.54: (Multiple-chip embedded cryptographic modules — Level 4)

The enclosure shall be encapsulated by a tamper detection envelope (e.g. a flpxible mylar
printdd circuit with a serpertine geometric pattern of conductors or a wire-wounfd package or
a noniflexible, brittle circuit or a strong enclosure) {that shall detect tampering by means such
as cutting, drilling, milling, grinding, burning, melting, or dissolving of the potting material or
enclosure to an extent'sufficient for accessing SSPs).

NOTE This assertion is not separately tested. Tested in AS07.55.

AS07.55: (Multiple-chip embedded cryptographic modules — Level 4)

{The hylar printed
circuit with a serpentine geometric pattern of conductors or a wire- wound package or a non-
flexible, brittle circuit or a strong enclosure)} that shall detect tampering by means such as
cutting, drilling, milling, grinding, burning, melting, or dissolving of the potting material or
enclosure to an extent sufficient for accessing SSPs.

Required Vendor Information

VE07.55.01: The module shall be contained within a tamper detection envelope that will detect
tampering attacks against the potting material or enclosure. The vendor documentation shall describe
the tamper detection envelope design.

Required Test Procedures

TE07.55.01:  The tester shall verify from vendor documentation and by inspection that the module
contains a tamper detection envelope that surrounds the module components. This barrier shall be
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designed such that any breach by means such as drilling, milling, grinding, or dissolving to access the
module components can be detected by monitoring components in the module.

AS07.56: (Multiple-chip embedded cryptographic modules — Level 4)

The module shall contain tamper response and zeroisation circuitry {that shall continuously
monitor the tamper detection envelope and, upon the detection of tampering, shall immediately
zeroise all unprotected SSPs}).

NOTE This assertion is not separately tested. Tested in AS07.57 and AS07.58.

AS07.57: (Multiple-chip embedded cryptographic modules — Level 4)

{The module| shall contain tamper response and zeroisation circuitry} that shall continj;ously
monitor the famper detection envelope {and, upon the detection of tampering, shall immediately

Required Vendor Information

monitors the famper detection envelope for tampering, and upon the detectionoftampering, shall zeroise
all plaintext §SPs. The circuitry shall be operational whenever plaintext SSPs*are contained within the
module. The yendor documentation shall describe the tamper response and.zeroisation design.

VE07.57.01: The module shall contain tamper response and zeroisation circuitey that contir{lously

Required Test Procedures

TEO07.57.01: The tester shall verify from the vendor documentation that the module contains tfamper
response and|zeroisation circuitry that continuously monitors the tamper detection envelope; detects
any breach by means such as drilling, milling, grinding, or-dissolving any portion of the envelope; and
then zeroisesjall plaintext SSPs.

AS07.58: (Multiple-chip embedded cryptographic modules — Level 4)

{The module shall contain tamper response~and zeroisation circuitry that shall continpously
monitor the jamper detection envelope } and upon the detection of tampering, shall immediately
zeroise all upprotected SSPs.

Required Vendor Information

VE07.58.01: The module shall eenitain tamper response and zeroisation circuitry that continuously
monitors the|tamper detection envelope for tampering, and upon the detection of tampering, shall
zeroise all plaintext SSPs. “Phe vendor documentation shall describe the tamper responge and
zeroisation dgsign.

Required Tes$t Procedures

TE07.58.01:

hétester shall breach the tamper detection envelope barrier and then verify t}rat the
module zerois

esall-plaintext-SSPs-

AS07.59: (Multiple-chip embedded cryptographic modules — Level 4)

The tamper response circuitry shall remain operational when unprotected SSPs are contained
within the cryptographic module.

NOTE This assertion is not separately tested.

6.7.3.3 Multiple-chip standalone cryptographic modules

NOTE In addition to the general security requirements specified in ISO/IEC 19790:2012, 7.7.2, the following
requirements AS07.60 to AS07.72 are specific to multiple-chip standalone cryptographic modules.

AS07.60: (Multiple-chip standalone cryptographic modules — Levels 1, 2, 3, and 4)
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The cryptographic module shall be entirely contained within a metal or hard plastic production-
grade enclosure that may include doors or removable covers.

Required Vendor Information

VE07.60.01: The module shall be entirely contained within a metal or hard plastic production-grade
enclosure that may include removable covers or doors. The vendor documentation shall describe the
enclosure and its hardness characteristics.

Required Test Procedures

TE07.60.01: The tester shall verify by inspection and from the vendor documentation that the module is

T e e

...................

a) THRe enclosure has to completely surround the entire module.
b) THhe enclosure material has to be of a composition defined in the vendor doctimentatipn.

c) THhe enclosure has to be production-grade. The vendor literature has‘to either phow that an
erfclosure of the same material has been used commercially or provide data to show that it is
etluivalent to a commercial product.

AS07.61: (Multiple-chip standalone cryptographic modules —{Levels 2, 3, and 4)

The fgllowing requirements shall apply to multiple-chip standalone cryptographid modules for
Security Level 2.

NOTE This assertion is tested in AS07.62 or AS07.63.
AS07.62: (Multiple-chip standalone cryptographic modules — Levels 2, 3, and 4)

If the enclosure of the cryptographic module includes any doors or removable coviers, then the
doors|or covers shall be locked with pick-resistant mechanical locks employing physical or
logical keys {or AS07.63 shall apply}.

Required Vendor Information

VEO07.62.01: If the enclosure includes any removable covers or doors, then either they shall be locked
with gieck—resistant mechanicalocks that employ physical or logical keys. The vendor dpcumentation
shall describe pick-resistant mechanical locks that employ physical or logical keys.

Requifed Test Procedures

TE07.42.01: Thedtester shall verify whether the enclosure contains any removable covers|or doors. The
tester [shall vefify that each cover or door is locked with a pick-resistant lock that requifes a physical
key orla logieal'key. The tester shall attempt to open the locked cover or door without use pf the key and
verify thdt'the cover or door will not open without signs of damage.

AS07.63: (Multiple-chip standalone cryptographic modules — Levels 2, 3, and 4)

{If AS07.62 is not satisfied, then the doors or covers} shall be protected with tamper-evident seals
(e.g. evidence tape or holographic seals).

Required Vendor Information

VEO07.63.01: If the enclosure is protected via tamper-evident seals such as evidence tape or holographic
seals, the vendor documentation shall describe the tamper-evident seals.

Required Test Procedures

TE07.63.01: The cover or door is protected with a seal such as evidence tape or a holographic seal. The
tester shall verify that the cover or door cannot be opened without breaking or removing the seal and
that the seal cannot be removed and later replaced.
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AS07.64: (Multiple-chip standalone cryptographic modules — Levels 3 and 4)

The following requirements shall apply to multiple-chip standalone cryptographic modules for
Security Level 3.

NOTE This assertion is tested in AS07.65.
AS07.65: (Multiple-chip standalone cryptographic modules — Levels 3 and 4)

The module shall be contained within a strong enclosure, such that attempts at removal or
penetration of the enclosure will have a high probability of causing serious damage to the

module (i.e. the module will not function).

Required Vendor Information
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TE07.65.07: If the strong enclosure has doors or removable covers, or if a maintenance access interface
is specified, the tester shall verify from the vendor documentation that the module zeroises all plaintext
CSPs when a cover or door is removed.

TE07.65.08: If the enclosure has doors or removable covers, or if a maintenance access interface
is specified, the tester shall test that the module zeroises all plaintext CSPs when a cover or door is
removed or if the maintenance access interface is accessed.

TE07.65.09: The tester shall test that the enclosure cannot be removed or penetrated without having a
high probability of causing serious damage to the module.

AS07.66: (Multiple-chip standalone cryptographic modules — Level 4)
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The following requirements shall apply to multiple-chip standalone cryptographic modules for
Security Level 4.

NOTE This assertion is tested in AS07.67 to AS07.72.
AS07.67: (Multiple-chip standalone cryptographic modules — Level 4)

The enclosure of the cryptographic module shall contain a tamper detection envelope that use
tamper detection mechanisms such as cover switches (e.g. micro-switches, magnetic Hall effect
switches, permanent magnetic actuators, etc.), motion detectors (e.g. ultrasonic, infrared, or
microwave), or other tamper detection mechanisms as described in {ISO/IEC 19790:2012} 7.7.3.2
Security Level 4.

Required Vendor Information

VEO07.67.01: The enclosure or potting material shall be encapsulated by a tamper|detedtion envelope
by theg use of tamper detection mechanisms. The vendor documentation shal¥)describle the tamper
detectjon envelope design.

Requifed Test Procedures

TE07.47.01: The tester shall verify from the vendor documentation ‘and by inspection thpt the module
enclospire or potting material contains tamper detection mechanisms, which shall fqrm a tamper
detectjon envelope that protects the module components. The mecChanisms shall be designed such that
any breach of the enclosure or potting material to access the module components can be detected.

ASO7.138: (Multiple-chip standalone cryptographic modules — Level 4)

The tamper detection mechanisms shall respond to attacks such as cutting, drilling, milling,
grinding, burning, melting, or dissolving to an extent sufficient for accessing SSPs.

NOTE This assertion is tested as part of AS07.71.
AS07.69: (Multiple-chip standalone cryptographic modules — Level 4)

The cyyptographic module shall contain tamper response and zeroisation capability {that shall
contirluously monitor the tamper detection envelope and, upon the detection of tampering, shall
immediately zeroise all unprotected SSPs}).

NOTE This assertion isitested as part of AS07.71.
AS07.70: (Multiple-chip standalone cryptographic modules — Level 4)

{The dryptographic module shall contain tamper response and zeroisation capabilify} that shall
continuously ‘monitor the tamper detection envelope {and, upon the detection of tampering, shall
immedliately zeroise all unprotected SSPs}).

NOTE This assertion is tested as part of AS07.71.

AS07.71: (Multiple-chip standalone cryptographic modules — Level 4)

{The cryptographic module shall contain tamper response and zeroisation capability that shall
continuously monitor the tamper detection envelope} and, upon the detection of tampering, shall
immediately zeroise all unprotected SSPs.

Required Vendor Information

VE07.71.01: The module shall contain tamper response and zeroisation circuitry that continuously
monitors the tamper detection envelope for tampering, and upon the detection of tampering, shall zeroise
all plaintext SSPs. The circuitry shall be operational whenever plaintext SSPs are contained within the
module. The vendor documentation shall describe the tamper response and zeroisation design.

Required Test Procedures
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TEO07.71.01: The tester shall verify from the vendor documentation that the module contains tamper
response and zeroisation circuitry that continuously monitors the tamper detection envelope; detects
any breach by means such as drilling, milling, grinding, or dissolving any portion of the envelope; and
then zeroises all plaintext SSPs.

TEO07.71.02: The tester shall breach the tamper detection envelope barrier and then verify that the
module zeroises all plaintext SSPs.

AS07.72: (Multiple-chip standalone cryptographic modules — Level 4)

The tamper response and zeroisation capability shall remain operational when unprotected
SSPs are contained within the cryptographic module.

NOTE This assertion is tested as part of AS07.71.
6.7.4 Envinonmental failure protection/testing

6.7.4.1 Environmental failure protection/testing general requirements

NOTE A cryptographic module is not required to employ environmental failure protection featfires or
undergo envirgnmental failure testing for Security Levels 1 and 2.

AS07.73: (Enyironmental failure protection/testing — Level 3)

A module 11 either employ environmental failure protection (EFP) features {AS07.75 to
AS07.77} or undergo environmental failure testing (EFT) {AS07.78 to AS07.86).

Required Vendor Information

VE07.73.01: The vendor shall use either of the followings
a) EFP features;

b) EFT

as specified in ISO/IEC 19790:2012, 7.74-to ensure that the following four unusual environmental
conditions or(fluctuations (accidental-ot~induced) outside of the module’s normal operation range will
not compromjse the security of the moedule:

a) low tempprature;
b) high temperature;
c) large negptive voltage;

d) large posjtiveveltage.

The vendor shall-cheose-touse EEP or EET for each-conditionbut-each-choice-is-independent of the

choices for the other conditions. The vendor shall provide corresponding supporting EFP/EFT
documentation for each condition, specifying how the selected approach is used.

Required Test Procedures

TEO07.73.01: The tester shall verify that the documentation states EFP/EFT selection for each condition
and how the specified approach is used.

AS07.74: (Environmental failure protection/testing — Level 4)

A module shall employ environmental failure protection (EFP) features.

NOTE This assertion is tested in AS07.75 to AS07.77.
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6.7.4.2 Environmental failure protection features
AS07.75: (Environmental failure protection features — Levels 3 and 4)

Environmental failure protection (EFP) features shall protect a cryptographic module against
unusual environmental conditions (accidental or induced) when outside of the module’s normal
operating range that can compromise the security of the module.

NOTE This assertion is tested as part of AS07.77.

AS07.76: (Environmental failure protection features — Levels 3 and 4)

\ gra Jule 3 and correctly respond temperature
and vgltage are outside of the specified normal operating ranges.

NOTE This assertion is tested as part of AS07.77.

AS07.77: (Environmental failure protection features — Levels 3 and 4)

If the|temperature or voltage falls outside of the cryptographic module’s normal operating
range| the protection capability shall either

— shutdown the module to prevent further operation,
or
— immediately zeroise all unprotected SSPs.
Required Vendor Information

VE07.17.01: If EFP is chosen for a particular condijtion, the module shall monitor and corrjectly respond
to flucfuations in the operating temperature or voltage outside of the module’s normal ogerating range
for that condition. The protection features shall continuously measure these environmental conditions.
If a cdndition is determined to be outside of the module’s normal operating range, the protection
circuitry shall either

a) shut down the module, or
b) zefoise all plaintext SSPs

Docunpentation shall statewhich of these approaches was chosen and provide a specificatipn description
of the EFP features implemented within the module.

Requifred Test Procedures

TE07.47.01: Thetester shall configure the environmental condition (ambient temperaturg and voltage)
close tp thé appropriate extreme of the normal operating range specified for the module gnd verify that
the mqgdude continues to perform within normal operating parameters.

TE07.77.02: The tester shall extend the temperature and voltage outside of the specified normal range
and verify that the module either shuts down to prevent further operations or zeroises all plaintext SSPs.

TE07.77.03: If the module is designed to zeroise all plaintext SSPs, and the module was still operational
after returning to the normal environmental range, the tester shall perform services that require SSPs
and verify that the module does not perform these services.

6.7.4.3 Environmental failure testing procedures

AS07.78: (Environmental failure testing procedures — Level 3)

Environmental failure testing (EFT) shall involve a combination of analysis, simulation, and
testing of a cryptographic module to provide reasonable assurance that the environmental
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conditions (accidental or induced) when outside the module’s normal operating ranges for
temperature and voltage will not compromise the security of the module.

NOTE This assertion is tested as part of AS07.81.
AS07.79: (Environmental failure testing procedures — Level 3)

EFT shall demonstrate that, if the operating temperature or voltage falls outside the normal
operating range of the module resulting in a failure, {at no time shall the security of the
cryptographic module be compromised).

NOTE This assertion is tested as part of AS07.81.

AS07.80: (Enyironmental failure testing procedures — Level 3)

{EFT shall d¢emonstrate that, if the operating temperature or voltage falls outside\the normal
operating range of the module resulting in a failure,} at no time shall the security pf the
cryptographfc module be compromised.

NOTE Thig assertion is tested as part of AS07.81.

AS07.81: (Enyironmental failure testing procedures — Level 3)

The temperdture range to be tested shall be from a temperature(within the normal operating
temperature|range to the lowest (i.e. coldest) temperature that either (1) shutdown the module to
prevent further operation or (2) immediately zeroise all unprotected SSPs; and from a tempefature
within the njormal operating temperature range to the highest (i.e. hottest) temperaturle that
either (1) shyts down or goes into an error state or (2) zeroises all unprotected SSPs.

Required Vendor Information

VE07.81.01: IfEFT is chosen for a particular condition;the module shall be tested within the tempdrature
range specifigd in AS07.82 and voltage ranges specified in AS07.85 and AS07.86. The module shal] either

a) continue fo operate normally, or

b) shutdowh, or

c) zeroise alfl plaintext SSPs.

Documentatign shall state which\of these approaches was chosen and provide a specification description
of the EFT.

Required Tes$t Procedures

TE07.81.01: The testershall configure the environmental condition (ambient temperature and vpltage)
as specified ip AS07.82, AS07.85, and AS07.86, and verify that the module either continues to dperate
normally, or shuts’"down to prevent further operations, or zeroises all plaintext SSPs. C1p

TEO07.81.02: If the module is designed to zeroise all plaintext SSPs, and the module was still operational
after returning to the normal environmental range, the tester shall perform services that require SSPs
and verify that the module does not perform these services.

AS07.82: (Environmental failure testing procedures — Level 3)

The temperature range to be tested shall be from -100° to +200° Celsius (-150° to +400°
Fahrenheit); {however, the test shall be interrupted as soon as either (1) the module is shutdown
to prevent further operation, (2) all unprotected SSPs are immediately zeroised or (3) the module
enters a failure state).

NOTE This assertion is tested as part of AS07.81.

AS07.83: (Environmental failure testing procedures — Level 3)
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{The temperature range to be tested shall be from -100° to +200° Celsius (-150° to +400°
Fahrenheit);} however, the test shall be interrupted as soon as either (1) the module is shutdown
to prevent further operation, (2) all unprotected SSPs are immediately zeroised or (3) the

module enters a failure state.

NOTE

This assertion is tested as part of AS07.81.

AS07.84: (Environmental failure testing procedures — Level 3)

Temperature shall be monitored internally at the sensitive components and critical devices and
not just at the physical boundary of the module.

NOTE

This assertionistested as part‘ of ASQ7.81

ASO7.L5: (Environmental failure testing procedures — Level 3)

The v¢

Itage range tested shall be gradually decreasing from a voltage withinthe norn

hal operating

voltage range to alower voltage that either (1) shuts down the module to prévent further operation

or (2)
within
to pre

NOTE

immediately zeroises all unprotected SSPs; {and shall be gradually.increasing fi
the normal operating voltage range to a higher voltage that either{(1) shuts dow
bent further operation or (2) immediately zeroises all unprotected SSPs).

This assertion is tested as part of AS07.81.

ASO07.

{The
volta
or(2)

within the normal operating voltage range toa higher voltage that either (1) sh

modu

NOTE

6.8 1
AS08.
Non-i
the
requiy
NOTE

AS08.

6: (Environmental failure testing procedures — Level 3)

rom a voltage
'n the module

Itage range tested shall be gradually decreasing from a voltage within the norn
range to a lower voltage that either (1) shutsdown the module to prevent fur

nal operating
er operation

t
Immediately zeroises all unprotected SSPs;} and shall be gradually increasing f{om avoltage

e to prevent further operation or (2)\immediately zeroises all unprotected SS$

This assertion is tested as part of AS07.81.

Non-invasive security
D1: (Non-invasive security — Levels 1, 2, 3, and 4)
vasive attack mitigation techniques implemented by the cryptographic m
ements in {ISO/IEC 19790:2012} 7.12.
This asSertion is not separately tested. It is tested as part of AS12.01 to AS12.04.

D2: (Nen-invasive security — Levels 1, 2, 3, and 4)

ts down the
Ps.

odule to protect
odule’s SSPs that\are not referenced in {ISO/IEC 19790:2012} Annex F shLll meet the

Non-ipvasive attack mitigation techniques implemented by the cryptographic module to protect
the module’sSSP € TefeTeInCed SO7TEC 1979072012} Aninex F shiati meet the following
requirements.

NOTE This assertion is not separately tested.

AS08.03: (Non-invasive security — Levels 1, 2, 3, and 4)

The documentation requirements specified in {ISO/IEC 19790:2012} A.2.8 shall be provided.

Required Vendor Information

VE08.03.01:

ISO/IE

The vendor shall

€ 19790:2012, A.2.8.

provide the documentation requirements as

Required Test Procedures
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TE08.03.01: The tester shall verify that the vendor provides documentation as specified in
ISO/IEC 19790:2012, A.2.8.

AS08.04: (Non-invasive security — Levels 1, 2, 3, and 4)

Documentation shall specify all of the mitigation techniques employed to protect the module’s
CSPs from the non-invasive attacks referenced in {ISO/IEC 19790:2012} Annex F.

Required Vendor Information

VE08.04.01: The vendor shall provide supporting documentation which specifies all of the mitigation
techniques employed to protect the module’s CSPs from the non-invasive attacks specified in
{ISO/IEC 19790:2012} AnnexE.

Required Test Procedures

TE08.04.01: Tihe tester shall verify that the vendor provides supporting documentationGyhich specifies
all of the mitigation techniques employed to protect the module’s CSPs from the nen-invasive gttacks
specified in {ISO/IEC 19790:2012} Annex F.

AS08.05: (Nagn-invasive security — Levels 1, 2, 3, and 4)

Documentatjon shall include evidence of the effectiveness of each)of the attack mitigation
techniques.

Required Vendor Information

VE08.05.01: The vendor shall specify in the documentatign”the effectiveness of the mit|gation
techniques.

Required Tes$t Procedures

TE08.05.01: The tester shall verify that the vendor provides documentation that specifips the
effectiveness pf the mitigation techniques.

AS08.06: (Ndn-invasive security — Level'3)

The cryptographic module shall be-tested to meet the approved non-invasive attack mitigation
test metrics for Security Level 3 as specified in {ISO/IEC 19790:2012} Annex F.

Required Vendor Information

VE08.06.01: The vendor shall provide documentation that the module meets the approved non-irfvasive
attack mitigation test meétrics for Security Level 3.

Required Test Procedures

TE08.06.01: Thedester shall verify that the vendor provides documentation that the module mepts the

approved non-

AS08.07: (Non-invasive security — Level 4)

The cryptographic module shall be tested to meet the approved non-invasive attack mitigation
test metrics for Security Level 4 as specified in {ISO/IEC 19790:2012} Annex F.

Required Vendor Information

VE08.07.01: The vendor shall provide documentation that the module meets the approved non-invasive
attack mitigation test metrics for Security Level 4.

Required Test Procedures

TE08.07.01: The tester shall verify that the vendor provides documentation that the module meets the
approved non-invasive attack mitigation test metrics for Security Level 4.
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6.9 Sensitive security parameter management

6.9.1 Sensitive security parameter management general requirements
AS09.01: (Sensitive security parameter management — Levels 1, 2, 3, and 4)

CSPs shall be protected within the module from unauthorized access, use, disclosure,
modification, and substitution.

Required Vendor Information

VE09.01.01: The vendor documentation shall describe the protection of all CSPs internal to the module.
Protedtion shall include the implementation of mechanisms that protect against unauthprized access,
use, disclosure, modification, and substitution.

Requifed Test Procedures

TE09.01.01: The tester shall check the vendor documentation that describes;the protection of CSPs. The
tester shall verify that the documentation describes how these CSPs are protected from|unauthorized
access| use, disclosure, modification, and substitution.

TE09.01.02: The tester shall attempt to access (by circumventing the documentg¢d protection
mechanisms) CSPs for which the tester is not authorized to access;To meet this assertion,|the module is
requirgd to deny access.

TE09.01.03: The tester shall attempt to modify CSPs using any method not specified by the vendor
docunjentation.

NOTE CSPs encrypted using a non-approved algotithm or proprietary algorithm or method fare considered
in plairjtext form within the scope of this document.

AS09.02: (Sensitive security parameter management — Levels 1, 2, 3, and 4)
PSPs ghall be protected within the medule against unauthorized modification and gubstitution.

Required Vendor Information

VE09.02.01: The vendor docufnentation shall describe the protection of all PSPs against|unauthorized
modification and substitution.

Requifred Test Procedures

TE09.02.01: The tester shall verify that the vendor documentation describe how the PSPslare protected
from ynauthorizeéd modification and substitution.

TE09.92.02: The tester shall attempt to modify all PSPs using any method not specified py the vendor
docunjentation and shall attempt to enter them into the module.

AS09.03: (Sensitive security parameter management — Levels 1, 2, 3, and 4)

A module shall associate an SSP which is generated, entered into or output from the module with
the entity (i.e. person, group, role, or process) to which the SSP is assigned.

Required Vendor Information

VE09.03.01: The documented SSP procedures shall describe the mechanisms or procedures used to
ensure that each SSP is associated with the correct entity.

Required Test Procedures

TE09.03.01: The tester shall verify the documented SSP entry/output procedures that the procedures
address how an entered or output SSP is associated with the correct entity.
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TE09.03.02: For each SSP that can be entered, the tester shall first enter the SSP while assuming the
correct entity. The tester shall then verify that entry is not possible when assuming an incorrect entity.

TE09.03.03: For each SSP that can be output, the tester shall first output the SSP while assuming the
correct entity. The tester shall then verify that output is not possible when assuming an incorrect entity.

AS09.04: (Sensitive security parameter management — Levels 1, 2, 3, and 4)

Hash values of passwords, RBG state information, and intermediate key generation values shall
be considered as CSPs.

Required Vendor Information

VE09.04.01: The vendor shall provide documentation that hash values of passwords, RB( state
information, and intermediate key generation values are defined as CSPs.

Required Tes$t Procedures

TE09.04.01: The tester shall verify that the vendor provides documentation_that hash values of
passwords, RBG state information, and intermediate key generation values are defined as CSPs.

TE09.04.02: The tester shall verify that the vendor provided Security Policy~defines any hash vallues of
passwords, RBG state information, and intermediate key generation valuésjas CSPs.

AS09.05: (Sensitive security parameter management — Levels 1,2,'3, and 4)

-H

The docume]:tation requirements specified in {ISO/IEC 19790:2012} A.2.9 shall be provide
Required Vendor Information

VE09.05.01: |The vendor shall provide the documentation requirements as specified in
ISO/IEC 19790:2012, A.2.9.

Required Tes$t Procedures

TE09.05.01: [Che tester shall verify that'the vendor provides documentation as specified in
ISO/IEC 1979p:2012, A.2.9.

6.9.2 Randpm bit generators
NOTE A crjyptographic module)can contain RBGs, a chain of RBGs, or can be solely an RBG.
AS09.06: (Random bit generators — Levels 1, 2, 3, and 4)

If an approvéd security function, SSP generation, or SSP establishment method requires rgndom
values, then an approved RBG shall be used to provide these values.

NOTE Approved RBGs are listed in ISO/IEC 19790:2012, Annex C.

Required Vendor Information

VE09.06.01: The vendor shall provide the list of all RBGs used in approved security functions, SSP
generation, or SSP establishment methods within the cryptographic module and their precise usage.

VE09.06.02: The vendor shall provide documentation that any random values used by approved security
functions, SSP generation, or SSP establishment method are provided from an approved RBG.

Required Test Procedures

TE09.06.01: The tester shall verify that all RBGs used by approved security functions, SSP generation,
or SSP establishment methods are documented and their usage defined.
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TE09.06.02: The tester shall verify from the vendor provided documentation that the implemented
RBGs used by approved security functions, SSP generation, or SSP establishment methods are compliant
with the approved RBGs listed in ISO/IEC 19790:2012, Annex C.

TE09.06.03: The tester shall verify from the vendor provided documentation that any random values
used by approved security functions, SSP generation, or SSP establishment method are provided from

an approved RBG.

AS09.07: (Random bit generators — Levels 1, 2, 3, and 4)

If entropy is collected from outside the cryptographic boundary of the module, the data stream
generated using this entropy input shall be considered a CSP.

Requi
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6.9.3
ASO09.

Comp
RBG (
many

Requi

VE09.
the se

RBG) {

Requi
TEOO.

stating
initiali
the gel

TEOO.
proof
produ

red Vendor Information

)7.01: The vendor shall provide documentation that the input datastream genérated
ed from outside the cryptographic module’s boundary is defined as a CSP.

red Test Procedures

ted from entropy collected from outside the cryptographic module’s boundary is de

Sensitive security parameter generation
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AS09.09: (Sensitive security parameter generation — Levels 1, 2, 3, and 4)

SSPs generated by the module from either the output of an approved RBG or derived from an SSP
entered into the module and used by an approved security function or SSP establishment method
shall be generated using an approved SSP generation method listed in {ISO/IEC 19790:2012}
Annex D.

NOTE
Annex D.

Approved sensitive security parameter generation methods are listed in ISO/IEC 19790:2012,

Required Vendor Information
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VE09.09.01: The vendor shall provide the list of all SSPs generated by the module from either the output
of an approved RBG or derived from an SSP entered into the module and used by an approved security
function or SSP establishment methods used in the cryptographic module and their precise usage.

VE09.09.02: The vendor shall provide documentation that SSPs generated by the module from either the
output of an approved RBG or derived from an SSP entered into the module and used by an approved
security function or SSP establishment method are generated using an approved SSP generation method.

Required Test Procedures

TE09.09.01: The tester shall verify that all SSPs generated by the module from either the output of
an approved RBG or derived from an SSP entered into the module and used by an approved security
function or S§Pestabtishmrent methodsare documentedand their usage defimed:

TE09.09.02: Tihe tester shall verify from the vendor provided documentation that the implementdd SSPs
generated by the module from either the output of an approved RBG or derived from an SSPlentergd into
the module ahd used by an approved security function or SSP establishment metheds-are compliant
with the apprpved SSP generation methods listed in ISO/IEC 19790:2012, Annex D.

6.9.4 Sensiftive security parameter establishment

NOTE Senpitive security parameter establishment can consist of automated SSP transport or SSP agrgement
methods, or manual SSP entry or output, or output via direct or electronic methods.

AS09.10: (Sensitive security parameter establishment — Levels'1, 2, 3, and 4)

Automated §SP establishment shall use an approved method listed in {ISO/IEC 19790:2012)}
Annex D.

NOTE Approved sensitive security parameter establishment methods are listed in ISO/IEC 1979D:2012,
Annex D.

Required Vendor Information

VE09.10.01: Tlhe vendor shall provide the list-of all automated SSP establishment methods used in the
cryptographi¢ module and their precise usage.

Required Tes$t Procedures

TE09.10.01: The tester shall verify*that all automated SSP establishment methods are documented and
their usage dgfined.

TE09.10.02: The tester,shall verify from the vendor provided documentation that the implemented
automated SSP establishhment methods are compliant with the approved automated SSP establighment
methods listed in ISO/IEC 19790:2012, Annex D.

AS09.11: (Semsitive security parameter establishment — Levels 1, 2, 3, and 4)

Manual SSP establishment shall meet the requirements of {ISO/IEC 19790:2012} 7.9.5.

NOTE This assertion is tested as part of AS09.12 to AS09.24.

6.9.5 Sensitive security parameter entry and output

NOTE Sensitive security parameters can be manually entered into or output from a module either directly
(e.g. entered via a keyboard or number pad, or output via a visual display) or electronically (e.g. via a smart
card/tokens, PC card, other electronic key loading device, or the module operating system).

AS09.12: (Sensitive security parameter entry and output — Levels 1, 2, 3, and 4)
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If SSPs are manually entered into or output from a module, the entry or output shall be through
the defined HMI, SFMI, HFMI or HSMI ({ISO/IEC 19790:2012} 7.3.2) interfaces.

NOTE This assertion is tested as part of AS03.04 to AS03.15.
AS09.13: (Sensitive security parameter entry and output — Levels 1, 2, 3, and 4)

All cryptographically protected SSPs, entered into or output from the module shall be encrypted
using an approved security function.

Required Vendor Information

tographically

Requifred Test Procedures

TE09.13.01: The tester shall verify that the vendor has provided deocumentation spedifying all the
cryptdgraphically protected SSPs which are entered into and outputfreim the cryptographic module.

TE09.13.02: The tester shall verify that the vendor has pfoyided documentation |specifies the
encryption method used to cryptographically protect the SSPs which are entered into of output from
the cryptographic module.

TE09.13.03: The tester shall verify that the encryptioty method used to cryptographically protect the
SSPs which are entered into or output from the cryptegraphic module is performed using an approved
securify function.

NOTE For directly entered SSPs, the entered values can be temporarily displayed to allow vispal verification
and to {mprove accuracy.

AS09.14: (Sensitive security parameter entry and output — Levels 1, 2, 3, and 4)

If encfypted SSPs are directly entered into the module, then the plaintext values of the SSPs shall
not be displayed.

Required Vendor Information

VE09.14.01: The documented SSP entry mechanisms for encrypted SSPs shall preclude the display of
their plaintext valués.

Requifred Test Procedures

TE09.14.01: The tester shall verify the documented SSP entry mechanisms for encrypted SSPs preclude
the digplay of their plaintext values during the encrypted SSP entry process.

TE09.14.02: The tester shall enter all encrypted SSPs and shall monitor the output interfaces of the
module to verify that any resulting plaintext SSP values are not displayed.

AS09.15: (Sensitive security parameter entry and output — Levels 1, 2, 3, and 4)

Directly entered (plaintext or encrypted) SSPs shall be verified during entry into a module for
accuracy using the conditional manual entry test specified in {ISO/IEC 19790:2012) 7.10.3.5.

NOTE This assertion is tested as part of AS10.42 to AS10.46.
AS09.16: (Sensitive security parameter entry and output — Levels 1, 2, 3, and 4)

To prevent the inadvertent output of sensitive information, two independent internal actions
shall be required in order to output any plaintext CSP.
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Required Vendor Information

VE09.16.01: If the module outputs any plaintext CSPs, the vendor documentation shall describe the
output services.

VE09.16.02: The finite state model and other vendor documentation shall indicate, for the output of
plaintext CSPs, that two independent internal actions that are required.

Required Test Procedures

TE09.16.01: The tester shall verify from the vendor documentation or finite state model that the module
allows the output of plaintext CSPs.

TE09.16.02: Tlhe tester shall verify from the finite state model and other vendor documentatign that
the output of [plaintext CSPs requires two independent internal actions in order for the cryptographic
module to oufput the plaintext CSPs.

TE09.16.03: The tester shall attempt to output plaintext CSPs without the module’performing two
independent internal actions. The module shall fail if the module allows the output of plainteyt CSPs
without two ihdependent internal actions.

AS09.17: (Semsitive security parameter entry and output — Levels 1, 2)3,and 4)
These two independent internal actions shall be dedicated to mediating the output of the CSPs.
i$ assertion is not separately tested. Tested as part of AS09,16:

sitive security parameter entry and output< Levels 1, 2, 3, and 4)

ic entry or output via a wireless éonnection, CSPs, key component§, and
ipn data shall be encrypted.

dor Information

VE09.18.01: 1
interfaces, th

the module inputs or outputs CSPs, key components, and authentication data via wjireless
vendor documentation shall describe the wireless services.

VE09.18.02: If the module inputs or outputs CSPs, key components, and authentication data via wiireless
interfaces, th¢ vendor documentation-shall describe the encryption methods employed to encrypt the
CSPs, key confponents, and authentication data.

Required Tes$t Procedures

TE09.18.01: Tlhe tester shall verify whether the module inputs or outputs CSPs, key components, and
authenticatioh data via wireless interfaces.

TE09.18.02:
components,

he tester shall verify that the encryption methods employed to encrypt the CSPs, key
ndvduthentication data are approved encryption methods.

NOTE For Security Levels 1 and 2, plaintext CSPs, key components, and authentication data can be entered
and output via physical port(s) and logical interface(s) shared with other physical ports and logical interfaces of
the cryptographic module.

AS09.19: (Sensitive security parameter entry and output — Levels 1 and 2)

For software modules or the software components of a hybrid software module, CSPs, key
components, and authentication data may be entered into or output in either encrypted
or plaintext form provided that the CSPs, key components, and authentication data
shall be maintained within the operational environment and meet the requirements of
{ISO/IEC 19790:2012} 7.6.3.

Required Vendor Information
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VE09.19.01: For software modules or the software components of a hybrid software module the vendor
shall provide documentation that CSPs, key components, and authentication data may be entered
into or output in either encrypted or plaintext form provided that the CSPs, key components, and
authentication data are maintained within the operational environment and meet the requirements in
ISO/IEC 19790:2012, 7.6.3 {AS06.05 to AS06.29 as applicable}.

Required Test Procedures

TE09.19.01: For software modules or the software components of a hybrid software module the tester
shall verify that the vendor provides documentation that CSPs, key components, and authentication
data may be entered into or output in either encrypted or plaintext form provided that the CSPs, key
components, and authentication data are maintained within the operational environment and meet the
requirpments of [SO/IEC 19790:2012, 7.6.3 {AS506.05 to AS06.29 as applicabley.

AS09.20: (Sensitive security parameter entry and output — Levels 3 and 4)

CSPs, key components, and authentication data shall be entered into or otitput from the module
eitherjencrypted or by a trusted channel.

NOTE This assertion is tested as part of AS09.13 or AS03.16 to AS03.22.
AS09.21: (Sensitive security parameter entry and output — Levels 3 and 4)

CSPs which are plaintext secret and private cryptographic\keys shall be entered imto or output
from the module using split knowledge procedures usinga‘trusted channel.

Requifred Vendor Information

VE09.21.01: The vendor shall supply documentation specifying the split knowledge procedures
employed by the cryptographic module using a trusted channel for the input or outpyt of plaintext
secretjand private cryptographic keys.

Requifed Test Procedures

TE09.21.01: The tester shall verify that the documentation specifying the split knowledge procedures
employed by the cryptographic module using a trusted channel for the input or outpyt of plaintext
secretjand private cryptographickeys matches the implementation.

TE09.21.02: The tester shall.verify the split knowledge procedure splits the key into| multiple key
compdnents, with each kéy*component individually sharing no knowledge of the original key.

TE09.21.03: The testershall verify that a subset of the split knowledge components or all components
are required to be‘entered or output for each key.

TE09.21.04:_The tester shall verify the trusted channel under AS03.16 to AS03.21 for Level 3 and
AS03.32 for Level 4.

If the module employs split knowledge procedures, the module shall employ separate identity-
based operator authentication for entering or outputting each key component, {and at least two
key components shall be required to reconstruct the original cryptographic key}.

Required Vendor Information

VE09.22.01: The vendor documentation shall specify that identity-based authentication is employed for
each separate key component.

Required Test Procedures

TE09.22.01: The tester shall verify that identity-based authentication is employed for each separate key
component.
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AS09.23: (Sensitive security parameter entry and output — Level 3)

{If the module employs split knowledge procedures, the module shall employ separate identity-
based operator authentication for entering or outputting each key component,} and at least two
key components shall be required to reconstruct the original cryptographic key.

Required Vendor Information

VE09.23.01: The vendor documentation shall specify the number of components that are required to

construct the

original CSP.

Required Test Procedures
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6.9.6 Sensitive security parameter storage

AS09.25: (Se

A module shall associate every SSP stored within the module with the entity (e.g. operato

or process) t

he tester shall verify in the vendor documentation that the split knowledge pfio
st two components to construct the original CSP.

'he tester shall verify the vendor documentation that the output of GSPs undg
ocedures does not result in the output of a single component that can bé tised to cor]
SP.

hsitive security parameter entry and output — Level 4)

shall employ multi-factor separate identity-based opérator authenticati
utputting each key component.

he vendor documentation shall specify that multi-factor identity-based authenticd
each separate key component.

it Procedures

he tester shall verify that multi-facteridentity-based authentication is employed f¢
fomponent.

he tester shall verify the multi-factor authentication method under AS04.59.

hsitive security parameter storage — Levels 1, 2, 3, and 4)

D which the:SSP is assigned.

Required Ve
VE09.25.01:

used to ensurke that each kev is associated with the correct entity

dor Information

he vendor documentation on key storage shall describe the mechanisms or proc

redure

r split
struct

bn for

tion is

r each

[, role,

bdures

Required Test Procedures

TE09.25.01: The tester shall verify the documentation on key storage that the procedures address how
a stored key is associated with the correct entity.

TE09.25.02: The tester shall modify the association of key and entity. The tester shall then attempt to
perform cryptographic functions as one of the entities and shall verify that these functions fail.

AS09.26: (Sensitive security parameter storage — Levels 1, 2, 3, and 4)

Access to pla

NOTE

98

intext CSPs by unauthorized operators shall be prohibited.

This assertion is tested under AS09.01.
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AS09.27: (Sensitive security parameter storage — Levels 1, 2, 3, and 4)
Modification of PSPs by unauthorized operators shall be prohibited.
Required Vendor Information

VE09.27.01: The vendor shall provide documentation that modification of PSPs by unauthorized
operators shall be prohibited.

Required Test Procedures

TE09.27.01: The tester shall verify that the vendor provides documentation that modification of PSPs
by unauthorized operators shall be prohibited.

TE09.27.02: The tester shall assume an unauthorized role and attempt to modify PSPs'stored within the
modulg and verify that this attempt fails.

6.9.7 | Sensitive security parameter zeroisation
AS09.28: (Sensitive security parameter zeroisation — Levels 1, 2, 3;;and 4)

A module shall provide methods to zeroise all unprotected SSPS and key compohents within
the mpdule.

NOTE 1 This assertion is tested AS09.30.

NOTE2  Temporarily stored SSPs and other stored values gwited by the module should be zerofsed when they
are no longer needed for future use.

AS09.29: (Sensitive security parameter zeroisation — Levels 1, 2, 3, and 4)
A zerdised SSP shall not be retrievable or reusable.
Required Vendor Information

VE09.29.01: The vendor documentatjon shall specify how a zeroised SSP cannot be fetrievable or
reusalle.

Requifred Test Procedures

TE09.29.01: The testershall verify that the vendor provides documentation specifies hpw a zeroised
SSP capnot be retrievable or reusable.

TE09.29.02: Thetester shall verify the accuracy of any rationale provided by the vendor. [he burden of
proof 1s on the vendor; if there is any uncertainty or ambiguity, the tester shall require [the vendor to
produg¢e additienal information as needed.

NOTE 1 \“Zeroisation of protected PSPs, encrypted CSPs, or CSPs otherwise physically or logifally protected
within an additional embedded validated module (meeting the requirements of this document) 1s not required.

NOTE 2  SSPs need not meet these zeroisation requirements if they are used exclusively to reveal plaintext
data to processes that are authentication proxies (e.g. a CSP that is a module initialization key).

AS09.30: (Sensitive security parameter zeroisation — Levels 2, 3, and 4)

The cryptographic module shall perform the zeroisation of unprotected SSPs (e.g. overwriting
with all zeros or all ones or with random data).

Required Vendor Information
VE09.30.01: The vendor documentation shall specify the following SSPs zeroisation information:

a) zeroisation techniques;
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b) restrictio
c) plaintext
d) plaintext
e)

comprom

ns when plaintext SSPs can be zeroised;
SSPs that are zeroised;

SSPs that are not zeroised and rationale;

ise plaintext SSPs.

Required Test Procedures

rationale explaining how the zeroisation technique is performed in a time that is not sufficient to

TE09.30.01: The tester shall verify the vendor documentation that the information specified in

VE09.30.01 is
burden of pr
vendor to pro

TE09.30.02:

command. F
cryptographi
shall verify th

TE09.30.03: 7]
a time thatis

TE09.30.04: T
are either 1) ¢
embedded va

AS09.31: (Se

Zeroisation §

Required Vendor Information

VE09.31.01: T
unprotected §

Required Te:

TE09.31.01:
zeroisation ey

AS09.32: (Se

Temporary S

The tester shall verify that the vendor provided documentation specifies th

included. The tester shall verify the accuracy of any rationale provided by the vend
of is on the vendor; if there is any uncertainty or ambiguity, the tester shall requ
uce additional information as needed.

he tester shall verify which keys are present in the module and initiate the 3
llowing the completion of the zeroise command, the tester shall attémpt to p
" operations using each of the plaintext SSPs that were stored in thesmodule. The|
at each plaintext SSPs cannot be accessed.

he tester shall initiate zeroisation and verify the key destructionf method is perfor
hot sufficient to compromise plaintext SSPs.

he tester shall verify that all plaintext SSPs that are notzeroised by the zeroise con
bncrypted using an approved algorithm, or 2) physically or logically protected wit
idated cryptographic module (validated as confefming to ISO/IEC 19790:2012).

hsitive security parameter zeroisation — Levels 2, 3, and 4)

hall exclude the overwriting of an unpretected SSP with another unprotecteg

he vendor documentation shall specify that the zeroisation excludes the overwritin|
SP with another unprotected SSP.

it Procedures

cludes the overwriting of an unprotected SSP with another unprotected SSP.

hsitive security parameter zeroisation — Levels 2, 3, and 4)

SPs shallbe zeroised when they are no longer needed.

Required Ve
VE09.32.01:

no longer needed.

Required Test Procedures

or. The
ire the

eroise
brform
tester

med in

nmand
hin an

| SSP.

g of an

at the

ey are

TE09.32.01: The tester shall verify that the vendor provides documentation specifies that temporary
SSPs are zeroised when they are no longer needed.

AS09.33: (Sensitive security parameter zeroisation — Levels 2, 3, and 4)

The module shall provide an output status indication when the zeroisation is complete.

Required Vendor Information

VE09.33.01: The vendor documentation shall specify that the module provides an output status

indication wh

100

en the zeroisation is complete {AS03.11}.
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red Test Procedures

TE09.33.01: The tester shall verify that the vendor provides documentation that specifies that the

modul

e provides an output status indication when the zeroisation is complete.

TE09.33.02: The tester shall perform zeroisation and verify the status output indicator.

AS09.34: (Sensitive security parameter zeroisation — Level 4)

The following requirements {ISO/IEC 19790:2012 AS09.35 to AS09.37} shall be met.

NOTE

AS09.B5: (Sensitive security parameter zeroisation — Level 4)

Zerois
period
and th

NOTE
AS09.

{Zeroi
time |

initiatled and the actual zeroisation completed and {4509.37 shall be met}.

Requi

VE09.]
non-in|
sensiti
Requi
TE09.]
is imn]
recove
compl

TE09.]
Zerois

AS09.

All SSPs shall“be zeroised whether plaintext or cryptographically protected, s

modu

Requi

This assertion is tested under AS09.35 to AS09.37.

ation shall be immediate and non-interruptible {and shall occur in a sufficien
so as to prevent the recovery of the sensitive data between the time zeroisatid
e actual zeroisation completed and {AS09.37 shall be met}}.

This assertion is tested in AS09.36.
B6: (Sensitive security parameter zeroisation — Level 4)

Kation shall be immediate and non-interruptible} and_shall occur in a suffi
eriod so as to prevent the recovery of the sensitive data between the time 7

red Vendor Information

6.01: The vendor shall provide documentation that the module zeroisation is in
kerruptible and occurs in a sufficiently small time period so as to prevent the rg
ve data between the time zeroisation isiinitiated and the actual zeroisation comple|

red Test Procedures

6.01: The tester shall verify thatthe vendor provides documentation that the mody
ediate and non-interruptiblé-and occurs in a sufficiently small time period so as t
ry of the sensitive data“between the time zeroisation is initiated and the actu
bted.

6.02: The testersshall perform the module zeroisation. The test shall attempt to
ition process td prevent its completion in whole or part.

B7: (Sensitive security parameter zeroisation — Level 4)

e is\returned to the factory state.

lly small time
n is initiated

ciently small
eroisation is

hmediate and
covery of the
ted.

le zeroisation
o prevent the
h] zeroisation

interrupt the

ch that the

ed Vendor Infornmation

VE09.37.01: The vendor shall provide documentation that all SSPs are zeroised whether plaintext or
cryptographically protected, such that the module is returned to the factory state.

Requi

red Test Procedures

TE09.37.01: The tester shall verify that the vendor provides documentation that all SSPs are zeroised
whether plaintext or cryptographically protected, such that the module is returned to the factory state.

TE09.37.02: The tester shall perform the module zeroisation. The tester shall verify that the module has
returned to the factory state.
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6.10 Self-tests

6.10.1 Self-test general requirements
AS10.01: (Self-tests — Levels 1, 2, 3, and 4)

All self-tests shall be performed, {and determination of pass or fail shall be made by the module,
without external controls, externally provided input text vectors, expected output results, or
operator intervention or whether the module will operate in an approved or non-approved mode}.

NOTE This assertion is not separately tested.
AS10.02: (Self-tests — Levels 1, Z, 3, and 4]
{All self-tests|shall be performed,} and determination of pass or fail shall be made by the nJodule,
without extdrnal controls, externally provided input text vectors, expected output/resullts, or
operator int¢rvention or whether the module will operate in an approved or non<approved mode.
NOTE Thig assertion is not separately tested.
AS10.03: (Self-tests — Levels 1, 2, 3,and 4)
The pre-operational self-tests shall be performed and passed successfully prior to the mpodule

providing anly data output via the data output interface.

NOTE Thi$ assertion is tested as part of AS10.15.

AS10.04: (Self-tests — Levels 1, 2, 3, and 4)

Conditional ess is

invoked (i.e.

self-tests shall be performed when an_applicable security function or prog
security functions for which self-tests-are required).

NOTE Thig assertion is tested as part of AS10.25.

AS10.05: (Self-tests — Levels 1, 2, 3, and 4)

All self-tests x C to

Annex E) sha

identified in underlying-algorithmic standards ({ISO/IEC 19790:2012} Année
11 be implemented as applicable within the cryptographic module.

NOTE This assertion is tested as'\part of AS10.06.

AS10.06: (Self-tests — Levéls/1, 2, 3, and 4)

All self-tests| identified.in addition or in lieu of those specified in the underlying algorjthmic
standards (JISO/IEC_19790:2012} Annex C to Annex E) shall be implemented as specifiied in
{ISO/IEC 1 97?0:2012} Annex C to Annex E for each approved security function, SSP establishment

method and authentication mechanism.

NOTE This assertion is tested as part of AS10.01 to AS10.04.
AS10.07: (Self-tests — Levels 1, 2, 3, and 4)

If a cryptographic module fails a self-test, the module shall enter an error state {and shall output
an error indicator as specified in {ISO/IEC 19790:2012} 7.3.3).

Required Vendor Information

VE10.07.01: For each error condition, the vendor documentation shall provide the condition name,
description of the condition, the events that can produce the condition, and the actions necessary to
clear the condition and resume normal operation.

Required Test Procedures
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TE10.07.01: The tester shall verify the list of self-tests to include the following:

a) pr
)
2)
3)
b) co
1

e-operational self-tests:
pre-operational software/firmware integrity test;
pre-operational bypass test;
pre-operational critical functions test;

nditional self-tests:

conditional cryptographic algorithm test;

2)
3)
4)
5)
6)

TE10.(
condit

TE10.(
condit
the ve
verify
condit

TE10.(
modul

TE10.(
of pas

conditional pair-wise consistency test;
conditional software/firmware load test;
conditional manual entry test;
conditional bypass test;

conditional critical functions test.

7.02: The tester shall check that the information provided above is specified fi
on.

7.03: The tester shall cause each error condition to' occur and shall attempt to ¢
on. The tester shall verify that actions necessary to clear the error condition are c
hdor documentation. If the tester cannot cause each error condition to occur, th
the code listing and or design documentation whether the actions necessary to clg
on are consistent with the descriptionsiinthe vendor documentation.

7.04: The tester shall verify that gll*self-tests are performed regardless if the
e operates in an approved mode orvhon-approved mode.

7.05: The tester shall verify by inspection and from the vendor documentation that
b or fail of each self-test issmade by the module, without external controls, exterr

input
AS10.
{Ifac

aner
Requi

VE10.
for ea

ext vectors, expected output results, or operator intervention.
8: (Self-tests — Levels 1, 2, 3, and 4)

'yptographic.moedule fails a self-test, the module shall enter an error state} and
or indicater:as specified in {ISO/IEC 19790:2012} 7.3.3.

ed Vendor Information

801 The vendor shall document all error states associated with each self-test and

br each error

ear the error
nsistent with
e tester shall
ar each error

ryptographic

letermination
ally provided

shall output

shall indicate

Required Test Procedures

TE10.08.01: The tester shall verify the vendor documentation, check that it lists every error state that
the module enters upon failure of a self-test, and indicates the error indicator associated with each
error state. The tester shall compare the list of error states to those defined in the finite state model
(see AS11.10) to verify that they agree.

TE10.08.02: By inspecting the vendor documentation that specifies how each self-test handles errors,
the tester shall verify that:

a) the module enters an error state upon failing a self-test;

b) the error state is consistent with the documentation and the finite state model;
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the modu

<)

d) theerror

le outputs an error indicator;

indicator is consistent with the documented error indicator.

TE10.08.03: The tester shall run each self-test and cause the module to enter every error state. The tester
shall compare the observed error indicator with the indicator specified in the vendor documentation. If
they are not the same, this test is failed.

AS10.09: (Self-tests — Levels 1, 2, 3, and 4)

The cryptographic module shall not perform any cryptographic operations or output control
and data via the control and data output interface while in an error state.

Required Vendor Information

VE10.09.01: 1]
VE03.10.01, a
be performed|

Required Tej{

TE10.09.01: T
TE03.07.01, T
indicate that:

a)

the vendd
interface

'he vendor documentation requirements are specified under VE03.07.01;)VEO03
hd VE03.10.02. The vendor design also shall ensure that cryptographic opérsations
while the module is in the error state.

it Procedures

he tester shall verify that the inhibition of control and data output was performed
£03.07.02, TE03.10.01, TE03.10.02, and TE03.10.05. The résults of the verificatio

r documentation shows that all control and data output via the control and data
is inhibited whenever the module is in an error state:

b) the modulle inhibits all control and data output when thexmodule is in an error state.

TE10.09.02:
functions are

TE10.09.03: T
operations th

'he tester shall verify that the vendor”documentation specifies that cryptog
inhibited while the module is in an error'state.

he tester shall cause the module to-€rter the error state and verify that any cryptog
ht the tester attempts to initiate-are prevented.

.07.02,
Cannot

under
h shall

putput

raphic

raphic

AS10.10: (Self-tests — Levels 1, 2, 3, and4)

jon or
sfully

The cryptographic module shall not utilize any functionality that relies upon a funct
algorithm that failed a self-testiuntil the relevant self-test has been repeated and succes
passed.

Required Vendor Information

rannot
levant

VE10.10.01: The vendor shall provide design documentation that the cryptographic module
utilize any functionality that relies upon a function or algorithm that failed a self-test until the rg
self-test has bleen repeated and successfully passed.

Required Test Procedures

TE10.10.01: The tester shall cause an error in a function or algorithm that failed a self-test and initiate
a functionality that utilize the function or algorithm and verify that the module cannot utilize this
functionality.

TE10.10.02: The tester shall run each self-test and cause the module to enter every error state or a
degraded operation. The tester shall exercise the cryptographic module, and verify that the functionality
cannot be utilized until the relevant self-test has been repeated and successfully passed.

AS10.11: (Self-tests — Levels 1, 2, 3, and 4)

If a module does not output an error status upon failure of a module self-test, the operator of the
module shall be able to determine if the module has entered an error state implicitly through an
unambiguous procedure documented in the security policy ({ISO/IEC 19790:2012} Annex B).
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Required Vendor Information

VE10.11.01: If the module does not output an error status upon failure of the module self-test, the vendor
provided non-proprietary security policy shall describe unambiguously the procedure to determine if

the cryptographic module has entered an error state.

Required Test Procedures

TE10.11.01: The tester shall run each self-test and cause the module to enter every error state. The tester
shall verify that the module has entered the error state implicitly through the procedure documented

in the non-proprietary security policy.

AS10.12:{Self-tests — Levels 3 and 4}

The miodule shall maintain an error log that is accessible by an authorized operator of the module.

Requifred Vendor Information

VE10.12.01: The vendor documentation shall specify the error logging functionality ¢
including types of recorded information in the error log (e.g. which self-test has failed,
occurtjed).

VE10.12.02: The vendor documentation shall describe the mechafism to maintain the in
error lpg.

Requifred Test Procedures

TE10.12.01: The tester shall verify from the vendor{documentation that an unauthor
cannof access to the error log.

TE10.12.02: The tester shall verify from the vendor documentation that the error logging
provides information, at a minimum, of the most recent error event.

NOTE This TE is to cover assertion AS10.13.

TE10.12.03: The tester shall cause thecryptographic module to enter an error state and ¥
modulp generates the error log, ata@minimum, for the most recent error event.

TE10.12.04: The tester shall aceess the error log without assuming any authenticated role
the cryptographic module.'lf the error log can be accessed, this assertion fails.

TE10.12.05: The testefr shall exercise the cryptographic module and verify that the error1qg
against unauthorized modification and substitution.

AS10.13: (Self-tests — Levels 3 and 4)

The error'log shall provide information, at a minimum, of the most recent error eve|

f the module
hen the error

tegrity of the

zed operator

functionality

rerify that the

supported by

g is protected

nt (i.e. which

self-testfdiled).

NOTE This assertion is tested as part of AS10.12.
AS10.14: (Self-tests — Levels 1, 2, 3, and 4)

The documentation requirements specified in {ISO/IEC 19790:2012} A.2.10 shall be provided.

NOTE This assertion is tested as part of ASA.01.
6.10.2 Pre-operational self-tests

6.10.2.1 Pre-operational self-test general requirements

AS10.15: (Pre-operational self-tests — Levels 1, 2, 3, and 4)
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The pre-operational tests shall be performed and passed successfully by a cryptographic module
between the time a cryptographic module is powered on or instantiated (after being powered
off, reset, rebooted, cold-start, power interruption, etc.) and before the module transitions to
the operational state.

Required Vendor Information

VE10.15.01: The vendor documentation shall provide the information for each of the pre-operational
self-tests.

VE10.15.02: The vendor shall provide the sequence of pre-operational self-tests between the time the
module is powered on or instantiated and before the module transitions to the operational state.

Required Tes$t Procedures

TE10.15.01: The tester shall verify that the vendor documentation specifies each pre-operationpl self-

test. The testgr shall verify that the pre-operational self-tests are performed as specified)

TE10.15.02: By checking the code and/or design documentation, the tester shall verify ead
operational test is performed and passed successfully between the time a cryptographic mo
powered on of instantiated and before the module transitions to the operatignal state.

h pre-
Hule is

AS10.16: (Pre-operational self-tests — Levels 1, 2, 3, and 4)

A cryptographic module shall perform the following pre-operational tests, as applicable:

— pre-operational software/firmware integrity test;

pre-operjational bypass test;

ational critical functions test.

pre-oper|

NOTE This assertion is tested as part of AS10.17 totAS10.24.

6.10.2.2 Prefoperational software/firmware integrity test

AS10.17: (Pr¢

All software
using an a

e-operational software/firmware integrity test — Levels 1, 2, 3, and 4)

and firmware components within the cryptographic boundary shall be ve

{ISO/IEC 19790:2012} 7.5.
NOTE Thig assertion issnqt separately tested. Tested as part of AS05.05 to AS05.23.
AS10.18: (Pre-operational software/firmware integrity test — Levels 1, 2, 3, and 4)

If the verific:

tion-fails, the pre-operational software/firmware integrity test shall fail.

rified

proved integrity-\technique or EDC satisfying the requirements defined in

NOTE This assertion is not tested separately.

AS10.19: (Pre-operational software/firmware integrity test — Levels 1, 2, 3, and 4)

If a hardware module does not contain either software or firmware, the module shall, at a
minimum, implement one cryptographic algorithm self-test as specified in {ISO/IEC 19790:2012)}
7.10.3.2 as a pre-operational self-test.

NOTE This assertion is not tested separately.
AS10.20: (Pre-operational software/firmware integrity test — Levels 1, 2, 3, and 4)

A cryptographic algorithm that is used to perform the approved integrity technique for the
pre-operational software/firmware test shall first pass the cryptographic algorithm self-test
specified in {ISO/IEC 19790:2012} 7.10.3.2.

106 © ISO/IEC 2017 - All rights reserved


https://iecnorm.com/api/?name=4ba85fc95919af1ffcd2d0adcea5ded5

ISO/IEC 24759:2017(E)

Required Vendor Information
VE10.20.01: The vendor documentation requirement is specified under VE10.15.02.
Required Test Procedures

TE10.20.01: By checking the codes and/or design documentation, the tester shall verify that the
cryptographic algorithm test used to perform the approved integrity technique is passed before the

pre-operational software/firmware integrity test starts.

6.10.2

.3 Pre-operational bypass test

AS10.]

If a c1
correq

Requi

VE10.?
operat

Requi

TE10.7
that th

TE10.2
operat

1T (Pre-operatiomal bypass test— Levels 1,2, 3, anmd 4)

'yptographic module implements a bypass capability, then the module shal
t operation of the logic governing activation of the bypass capability by exercis

red Vendor Information

1.01: The vendor documentation shall specify how the cryptographic'module ensur
ion of the logic governing activation of the bypass capability.

red Test Procedures

1.01: The tester shall verify from the vendor documentation and by inspection
e logic governing activation of the bypass capability.is implemented as specified.

1.02: The tester shall verify by inspection and{from the vendor documentation
ional bypass test is implemented which exercises the logic governing activation

capabillity.

TE10.2
shall vi
to TEO

TE10.4
relies
and TH

AS10.]

1.03: The tester shall cause each error condition of the pre-operational bypass tes
erify that the inhibition of output wasperformed under TE03.07.01 to TE03.07.05 a
3.10.05.

1.04: The tester shall run the pre-operational bypass test and shall verify that any
bn the logic governing activation of the bypass capability cannot be utilized und
10.10.02.

p2: (Pre-operational bypass test — Levels 1, 2, 3, and 4)

The

se
t

odule shall alse’verify the data path by

1 ensure the
ng thatlogic.

es the correct

bf the module

that the pre-
of the bypass

k to occur and
nd TE03.10.01

functionality
er TE10.10.01

tingthebypassswitchtoprovidecryptographicprocessingand verify thatdatatransferred
rough the bypass mechanism is cryptographically processed, and

Required Vendor Information

fy that data

VE10.22.01: The vendor documentation shall specify how to set the bypass switch to provide
cryptographic processing.

VE10.22.02: The vendor documentation shall describe how the bypass mechanism is designed to
enforce the data transfer of cryptographically processed data through the data path by setting the
bypass switch to provide cryptographic processing.

VE10.22.03: The vendor documentation shall specify how to set the bypass switch to not provide
cryptographic processing.
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