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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
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INTERNATIONAL STANDARD ISO/IEC 24759:2014(E)

Information technology — Security techniques — Test
requirements for cryptographic modules

1 Scope

This International Standard specifies the methods to be used by testing laboratories to test whether the
cryptographic module conforms to the requirements specified in ISO/IEC 19790:2012/Cor.1:2015. The
methodgls are developed to provide a high degree of objectivity during the testing process andto|ensure
consisfency across the testing laboratories.

This Infernational Standard also specifies the requirements for information that venders)provide|to testing
laborafories as supporting evidence to demonstrate their cryptographic modules’ conformity to the

requirgments specified in ISO/IEC 19790:2012/Cor.1:2015.
Vendofs can use this International Standard as guidance in trying to verify‘whether their cryptodraphic

modulgs satisfy the requirements specified in ISO/IEC 19790:2012/Cor-1,2015 before they apply to the
testing|laboratory for testing.

2 Normative references
The following documents, in whole or in part, are normatively referenced in this document and gre
indispgnsable for its application. For dated references,.only the edition cited applies. For undatgd

referer|ces, the latest edition of the referenced document (including any amendments) applies.

ISO/IELC 19790:2012/Cor.1:2015, Information technology — Security techniques — Security requirements
for cryptographic modules

3 Terms and definitions
For thg purposes of this document;the terms and definitions given in ISO/IEC 19790:2012/Cor.[1:2015 apply.
4 Symbols and abbreviated terms

For thg purposes of this document, the symbols and abbreviated terms given in ISO/IEC 19790{2012/
Cor.1:2015 applyz

5 Document organization

5.1 LGeneral

Clause 6 of this document specifies the methods that shall be used by testing laboratories and the
requirements for information that vendors shall provide to testing laboratories. Clause 6, besides a general
subclause 6.1, includes eleven subclauses corresponding to the eleven areas of security requirements and
six subclauses corresponding to the six Annexes A to F of ISO/IEC 19790:2012/Cor.1:2015.

5.2 Assertions and security requirements
Within each subclause, the corresponding security requirements from ISO/IEC 19790:2012/Cor.1:2015 are
divided into a set of assertions (i.e., statements that have to be true for the module to satisfy the requirement

of a given area at a given level). All of the assertions are direct quotations from ISO/IEC 19790:2012/
Cor.1:2015.

© ISO/IEC 2014 - All rights reserved 1


https://iecnorm.com/api/?name=b9e3476b7cb334f64d2216dfac3cfaad

ISO/IEC 24759:2014(E)

The assertions are denoted by the form
AS<requirement_number>.<assertion_sequence _number>

where ‘“requirement_number” is the number of the corresponding area specified in ISO/IEC
19790:2012/Cor.1:2015 (i.e., one through twelve and A through F), and “sequence_number” is a sequential
identifier for assertions within a subclause. After the statement of each assertion, the security levels to which
the assertion applies (i.e., levels 1 through 4) are listed in parentheses.

Following each assertion is a set of requirements levied on the vendor. These requirements describe the
types of documentation or explicit information that the vendor shall provide in order for the tester to verify
conformity to the given assertion. These requirements are denoted by the form

ment_number>.<assertion_sequence_number>.<sequence_number>
ent_number” and “assertion_sequence_number” are identical to the correspoending agsertion
requirement nimber and sequence number, and “sequence_number” is a sequential identifier for vendor
requirements Wwithin the assertion requirement.
Also following pach assertion and the requirements levied on the vendor is a set of requirements levied|on the
tester of the cfyptographic module. These requirements instruct the tester as to.what he or she shall do in
order to test the cryptographic module with respect to the given assertion. These)requirements are dengted by
the form
TE<requirement_number>.<assertion_sequence_number>.<sequence_number>
where “requirgment_number” and “assertion_sequence_number™are identical to the corresponding agsertion
requirement number and sequence number, and “sequence.fnumber”’ is a sequential identifier forl tester
requirements within the assertion requirement.
A validation adthority may modify, add or delete VEs and/or TEs in this international standard.
5.3 Assertions with cross references

For clarity in some assertions, cross references to ISO/IEC 19790:2012/Cor.1:2015 or other assertions
numbers have|been put between curly brackets “{* and "}”. Those cross references are written in italics,

6 Security requirements

6.1 General

AS01.01: (Spgcification'~ Levels 1, 2, 3, and 4)

This clause specifies the security requirements that shall be satisfied by the cryptographic mqdule's
compliance tq this International Standard.

NOTE This subclause states general requirements to meet the assertions of the other subclauses in clauses 6, and A
through F. This subclause sets no assertion of itself and is not separately tested.

AS01.02: (Specification — Levels 1, 2, 3, and 4)

A cryptographic module shall be tested against the requirements of each area addressed in this
clause.

NOTE 1 The tests can be performed in one or more of the following manners:
a) Tester performs tests at the tester’s facility
b) Tester performs tests at the vendor's facility

c) Tester supervises vendor performing tests at the vendor's facility
2
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Rationale is included that explains why tester could not perform the tests
Tester develops the required test plan and required tests

Tester directly observes the tests being performed

An assertion fails if any of its subsequent tests fails.

759:2014(E)

NOTE 2 This subclause states general requirements to meet the assertions of the other subclauses in clause 6. This

subclau

se sets no assertion of itself and is not separately tested.

AS01.03: (Specification — Levels 1, 2, 3, and 4)

The cr

NOTE
through

yptographic module shall be independently rated in each area.

This subclause states general requirements to meet the assertions of the other subClauses in
F. This subclause sets no assertion of itself and is not separately tested.

ASO01.

All dogumentation, including copies of the user and installation manuals, design speci
cycle documentation shall be provided for a cryptographic module that is to undergo ar
verification or evaluation scheme.

NOTE
through

6.2 Cryptographic module specification

6.2.1

AS02.01: (Specification — Levels 1, 2, 3,.and 4)

A cryptographic module shall be a;set of hardware, software, firmware, or some combin

that at
algorit

NOTE

AS02.02: (Specification’— Levels 1, 2, 3, and 4)

The dT’cumentation requirements specified in {ISO/IEC 19790:2012/Cor.1:2015 subclaus

be pro

4: (Specification — Levels 1, 2, 3, and 4)

This subclause states general requirements to meet the assertions of the other subclauses in
F. This subclause sets no assertion of itself and is not separately tested.

Cryptographic module specification general requirements

a minimum, implements.a defined cryptographic service employing an approved
hm, security function of_process and contained within a defined cryptographic bou

This assertion is.not'separately tested.

ided.

clauses 6 and A

fications, life-
independent

clauses 6 and A

ation thereof,
Cryptographic
ndary.

e} A.2.2 shall

NOTE

6.2.2

Jhis assertion is tested as part of ASA.01.

Types of cryptographic modules

AS02.03: (Specification — Levels 1, 2, 3, and 4)

A cryptographic module shall be defined as one of the following module types:

— Hardware module is a module whose cryptographic boundary is specified at a hardware perimeter.
Firmware and/or software, which may also include an operating system, may be included within
this hardware cryptographic boundary.

— Software module is a module whose cryptographic boundary delimits the software exclusive
component(s) (may be one or multiple software components) that execute(s) in a modifiable
operational environment. The computing platform and operating system of the operational
environment which the software executes in are external to the defined software module
boundary.
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Firmware module is a module whose cryptographic boundary delimits the firmware exclusive

component(s) that execute(s) in a limited or non-modifiable operational environment. The
computing platform and operating system of the operational environment which the firmware
executes in are external to the defined firmware module boundary but explicitly bound to the
firmware module.

Hybrid Software module is a module whose cryptographic boundary delimits the composite of a

software component and a disjoint hardware component (i.e. the software component is not
contained within the hardware module boundary). The computing platform and operating system
of the operational environment which the software executes in are external to the defined hybrid
software module boundary.

Hybrid Fi
firmware
contained
of the op
firmware

Required Ven

VE02.03.01: T

cryptographic module. It will explain the rationale of the module type selection.

VE02.03.02: T
software and/d

Required Tes

TE02.03.01: T
listed in AS02.

TE02.03.02: T
hardware, soft
consistent with

AS02.04: (Sps

dor Information

component and a disjoint hardware component (i.e. the firmware component

brational environment which the firmware executes in are external to the defined
module boundary but explicitly bound to the hybrid firmware module.

he vendor shall provide a description of the cryptographic madule describing the

r firmware components of the cryptographic module.
Procedures

he tester shall verify that the vendor provided-documentation identifies one of the modul
D3.

he tester shall verify from the vendotZprovided specification documentation, by identif
are and/or firmware components (AS02.15 through AS02.18), that the cryptographic md
the type of the cryptographic moedule.

cification — Levels 1, 2, 3,.and 4)

rmware module is a module whose cryptographic boundary delimits the compasite of a

is not

within the hardware module boundary). The computing platform and operating system

hybrid

ype of

he vendor shall provide a specification of the cryptographic module identifying all hafdware,

b types

ying all
dule is

For hardwarg and firmware modules, the applicable physical security and non-invasive security

requirements
NOTE This
AS02.05: (Spe

For software

found in {ISO/IEC19790:2012/Cor.1:2015 subclause} 7.7 and 7.8 shall apply.
assertion is not\tested separately.
cification - Levels 1, 2, 3, and 4)

modules executmg in a modifiable enwronment the physncal securlty reqmre

found in {ISC
requirements

NOTE

ments

in {ISO/IEC 19790:2015 subclause} 7.8 shall apply.

This assertion is not tested separately.

AS02.06: (Specification — Levels 1, 2, 3, and 4)

peurity

For hybrid modules, all applicable requirements of {ISO/IEC 19790:2015 subclause} 7.5, 7.6, 7.7 and
7.8 shall apply.

NOTE

This assertion is not tested separately.
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6.2.3 Cryptographic boundary

6.2.3.1  Cryptographic boundary general requirements

AS02.07: (Specification — Levels 1, 2, 3, and 4)

The cryptographic boundary shall consist of an explicitly defined perimeter (i.e. set of hardware,
software or firmware components) that establishes the boundary of all components of the

cryptographic module.

Required Vendor Information

VEO02.07.01: The vendor documentation shall specify all components within the cryptographicibpundary.
Requined Test Procedures

TEO02.(J7.01: The tester shall verify by inspection and from the vendor documentation’/that all the components
specifigd in AS02.15 through AS02.18 are within the cryptographic boundary.

TE02.(7.02: The tester shall verify by inspection and from the vendor’documentation tha{ there are no
unidentified components which are not specified in AS02.15 through“AS02.18 within the| cryptographic
boundary.

AS02.08: (Specification — Levels 1, 2, 3, and 4)

The rjquirements of this International Standard shalk apply to all algorithms, secunty functions,
procegses and components within the module’s cryptographic boundary.

NOTE This assertion is not tested separately.

AS02.09: (Specification — Levels 1, 2, 3, and.4)
The cryptographic boundary shall, at a minimum, encompass all security relevant algoriﬂhms, security
functigns, processes and components of a cryptographic module (i.e., security relevgnt within the
scope |of this International Standard).

Requined Vendor Information

VE02.09.01: The vendof “shall provide a list of all the security relevant algorithms, secdrity functions,
procesges and components within the cryptographic boundary.

Requined Test Procedures

TE02.09.01: The tester shall verify that the vendor provided documentation clearly identifies gnd lists all the

security felevant algorithms, security functions, processes and components of the modple within the
cryptographic boundary

AS02.10: (Specification — Levels 1, 2, 3, and 4)

Non-security relevant algorithms, security functions, processes or components which are used in an
approved mode of operation shall be implemented in a manner to not interfere or compromise the
approved operation of the cryptographic module.

Required Vendor Information

VE02.10.01: The vendor provided documentation shall list the non-security relevant functions used in an
approved mode of operation and justify that they are not interfering with the approved mode of operation of
the module.

Required Test Procedures
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TEO02.10.01: The tester shall verify through documentation review and inspection of the module that the non-
security relevant functions are not interfering or compromising the approved mode of operation of the module.

TEO02.10.02: The tester shall verify the correctness of any rationale for not interfering nor compromising
provided by the vendor. The burden of proof is on the vendor; if there is any uncertainty or ambiguity, the
tester shall require the vendor to produce additional information as needed.

AS02.11: (Specification — Levels 1, 2, 3, and 4)
The defined name of a cryptographic module shall be representative of the composition of the

components within the cryptographic boundary and not representative of a larger composition or
product.

Required VenLior Information
VE02.11.01: The vendor shall provide the defined name of the module.
Required Test Procedures

TE02.11.01: The tester shall verify that the vendor provided module name is consistent with the composition
of the compongnts within the cryptographic boundary.

TE02.11.02: The tester shall verify that the module name does not represent:a composition of components or
functions that @re not consistent with the composition of the components within the cryptographic boundary.

AS02.12: (Spgcification — Levels 1, 2, 3, and 4)

The cryptograLphic module shall have, at minimum, specific' versioning information representing the
distinct individual hardware, software and/or firmware components.

Required Vengdor Information

VE02.12.01: The vendor shall provide the versioning information of the modules distinct individual hajdware,
software and/dr firmware components.

Required Test Procedures

TEO02.12.01: Tlhe tester shall verifysthe versioning information represents the modules distinct indlividual
hardware, softyvare and/or firmware‘components.

AS02.13: (Spgcification — Levels 1, 2, 3, and 4)

The excluded hardware, software or firmware components shall be implemented in a manner|to not
interfere or cgmpromise the approved secure operation of the cryptographic module.

Required Vendorinformation

VEO02.13.01: The vendor shall describe the excluded components of the module and justify that these
components will not interfere with the approved secure operation of the module.

VE02.13.02: The vendor documentation shall provide the rationale for excluding each of the components. The
rationale shall describe how each excluded component, when working properly or when it malfunctions,
cannot interfere with the approved secure operation of the module. Rationale that may be acceptable, if
adequately supported by documentation, includes:

a) The component is not connected with security relevant components of the module that would allow
inappropriate transfer of SSPs, plaintext data, or other information that could interfere with the approved
secure operation of the module,

b) All information processed by the component is strictly for internal use of the module, and does not in any
way impact the correctness of control, status or data outputs.


https://iecnorm.com/api/?name=b9e3476b7cb334f64d2216dfac3cfaad

ISO/IEC 24759:2014(E)

Required Test Procedures

TEO02.13.01: The tester shall verify from the vendor provided documentation that the excluded components of
the cryptographic boundary will not interfere with the approved secure operation of the module.

TE02.13.02: The tester shall verify the correctness of any rationale for exclusion provided by the vendor. The
burden of proof is on the vendor; if there is any uncertainty or ambiguity, the tester shall require the vendor to
produce additional information as needed.

TE02.13.03: The tester shall manipulate (e.g. to cause the component to operate not as designed) the
excluded components in a manner to cause incorrect operation of the excluded component. The tester shall
verify that the incorrect operation of the excluded component shall not interfere with the approved secure
operatipn of the module.

AS02.14: (Specification — Levels 1, 2, 3, and 4)

The excluded hardware, software or firmware shall be specified {ISO/IEC\19790:2012/Cor.1:2015}
(Annex A).

Requirled Vendor Information

VE02.14.01: All components that are to be excluded from the security requirements shall be explicitly listed in
the verldor documentation.

Required Test Procedures

TEO02.14.01: The tester shall verify whether the vendor indiCates that any components of the m¢dule are to be
exclude¢d from the requirements of ISO/IEC 19790:2012/Cor.1:2015.

6.2.3.2| Definitions of cryptographic boundary
AS02.15: (Specification — Levels 1, 2, 3, and 4)

The cryptographic boundary of a hardware cryptographic module shall delimit and identify:
— THe set of hardware components which may include:

—{ physical structures, including circuit boards, substrates or other mounting surfaces that
provide the interconnecting physical wiring between components,

—1 active electrical components such as semi-integrated, custom-integrated ([or common-
integrated circuits, processors, memory, power supplies, converters, etc.

—{ physical structures, such as enclosures, potting or encapsulation materials, copnectors, and
interfaces,

— firmware, which may include an operating system,
— other components types not listed above.
Required Vendor Information

VE02.15.01: All hardware components of the cryptographic module shall be identified in the vendor
documentation. Components to be listed shall include all of the following:

a) Physical structures, including circuit boards, substrates or other mounting surfaces that provide the
interconnecting physical wiring between components.

1) circuit boards, substrates and mounting surfaces.
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b) Active electrical components such as semi-integrated, custom-integrated or common-integrated circuits,
processors, memory, power supplies, converters, etc.

c)

1)

2)

processors, including microprocessors, digital signal processors, custom processors,
microcontrollers, or any other types of processors (identify manufacturer and type),

read-only memory (ROM) integrated circuits for program executable code and data (this may include
mask-programmed ROM, programmable ROM (PROM) such as ultraviolet, erasable PROM
(EPROM), electrically erasable PROM (EEPROM), or Flash-memory),

random-access memory (RAM) or other integrated circuits for temporary data storage,

semi-fustom, application-specific integrated circuits, such as gate arrays, programmable logic |arrays,
field grogrammable gate arrays, or other programmable logic devices,

fully ¢ustom, application-specific integrated circuits, including any custom cryptographic integrated
circuits,

powe[ supply components, including power supply, power converters (e.g. A€-to-DC or DG-to-DC
modules, transformers), input power connectors, and output power connectors,

other |active electronic circuit elements (passive circuit elements such _as pull up/pull down rgsistors
or bypass capacitors do not need to be included if they do not provide security relevant fungtion as
part af the cryptographic module).

Physical sfructures, such as enclosures, potting or encapsulation materials, connectors, and interfaces,

Firmware,|which may include an operating system,

1)
2)

Other conjponents types not listed above

1)

physigal structures and enclosures, including any removable access doors or covers,
potting or encapsulation materials,
boundary connectors,

conngctors between major independent-sub assemblies within the module.

Execuitable code:
Non-modifiable

i)  Mlodifiable

Coollrn arhantina Arranaarm ANt ocpinbh Ao A AL AR AN AlatAs AN~ Aflay At AvAal AN~ —\OOIIn
or-heating-arrangements—such-as-conduction-plates—cooling-airflowheat-exchapger—ooling

fins, fans, heaters, or other arrangements for removing or adding heat.

VE02.15.02: The vendor documentation shall indicate the internal layout and assembly methods (e.g.
fasteners and fittings) of the module, including drawings that are at least approximately to scale.

VEO02.15.03: The vendor documentation shall describe the primary physical parameters of the module,
including descriptions of the enclosure, access points, circuit boards, location of power supply, interconnection
wiring runs, cooling arrangements, and any other significant parameters.

VEO02.15.04: The vendor documentation shall include a block diagram which represents the module's
boundary and relationship of the hardware components.

Required Test Procedures
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TE02.15.01: The tester shall identify all hardware components of the cryptographic module. Components to
be listed shall include all of the following:

a) Physical structures, including circuit boards, substrates or other mounting surfaces that provide the
interconnecting physical wiring between components.

1)

circuit boards, substrates and mounting surfaces.

b) Active electrical components such as semi-integrated, custom-integrated or common-integrated circuits,
processors, memory, power supplies, converters, etc.

1)

processors, including microprocessors, digital signal processors, custom

processors,

2)

3)

4)

5)

6)

microcontrollers, or any other types of processors (identity manutracturer and type),

read-only memory (ROM) integrated circuits for program executable code and data (th

is may include

mask-programmed ROM, programmable ROM (PROM) such as ultrayiolet, erasable PROM

(EPROM), electrically erasable PROM (EEPROM), or Flash-memory,
random-access memory (RAM) or other integrated circuits for temporary data storage,

semi-custom, application-specific integrated circuits, such as gate.afrays, programmab
field programmable gate arrays, or other programmable logic. devices,

fully custom, application-specific, integrated circuits, ineluding any custom cryptogra
circuits,

power supply components, including power supply, power converters (e.g. AC-to-D(
modules, transformers), input power connectors;'and output power connectors,

other active electronic circuit elements (passive circuit elements such as pull up/pull

le logic arrays,

bhic integrated

C or DC-to-DC

down resistors

or bypass capacitors do not need to be included if they do not provide security relevant function as

part of the cryptographic module).

ysical structures, such as enclosures, potting or encapsulation materials, connectors, an

physical structures and,enclosures, including any removable access doors or covers,
potting or encapsulation materials,
boundary conhectors,

connectors-between major independent sub assemblies within the module.

d) Figmware;which may include an operating system,

1)

2)

1 interfaces,

EVQI\I Hahle-code-
ot oe8-

Non-modifiable

i) Modifiable

e) Other components types not listed above

1) cooling or heating arrangements, such as conduction plates, cooling airflow, heat exchanger, cooling

fins, fans, heaters, or other arrangements for removing or adding heat.

TEO02.15.02: The tester shall verify that the components list is consistent with information provided for other
assertions of this subclause, as defined below:

a) The specification of the cryptographic boundary under assertion AS02.07. Verify that all components
inside the cryptographic boundary are included in the components list and vice versa. Also verify that any

9
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components outside the cryptographic boundary are not listed as components of the cryptographic

module.

b)

The specification of the block diagram under assertion ASA.01. Verify that any individual components

identified in the block diagram (e.g. processors, application specific integrated circuits) are also listed in
the components list.

c)

Any components that are to be excluded from the requirements of ISO/IEC 19790:2012/Cor.1:2015 under

the provisions of assertions AS02.13 and AS02.14. Verify that components to be so excluded are still

listed in th

e components list.

TE02.15.03: The tester shall verify that the cryptographic boundary is physically contiguous, such that there

are no gaps {hat could allow uncontrolled Input, output, or other access Into the cryptographic, n

(Physical pro
ISO/IEC 1979(
interfaces into
TEO02.15.04: T

data, or otheri

ection and tamper protection are covered separately in requirements under
:2012/Cor.1:2015.) The module design has to also ensure that there are ne,\unco
or out of the cryptographic module.

he tester shall verify that the cryptographic boundary encompasses all components t

identified in th¢ block diagram under assertion ASA.01 as inputting, outputting, or processing SSPs, p
hformation.
s a partial exception to the above requirements, the vendor _is' allowed to exclude

TE02.15.05: A
components fr
assertions AS
connections b

a) uncontroll

compromi
b) uncontroll
TEO02.15.06: T

including the ¢
has to include

TE02.15.07: T
the module an

TE02.15.08: 1
parameters of

bm the requirements of ISO/IEC 19790:2012/Cor.1:2015 after satisfying the requirements
D2.13 and AS02.14 in this subclause. The tester shall yérify that any interfaces or p
tween such excluded components and the rest of the module do not allow the following:

d release of CSPs, plaintext data, or other infarmation that if misused could lea
e!

2)
-
5

bd modifications of SSPs or other information‘that could lead to a compromise.

fdrawings that are at least approximately to scale.

ne tester shall verify that the:vendor’s documentation indicates the major physical assem
] how they are assembled-or inserted into the module.

he tester shall werify that the vendor's documentation describes the primary p
the module. This description has to include at least the following:

shape and_approximate dimensions, including any access doors or covers

Circuit board(s)-approximate dimensions, layout, and interconnections

hodule.
7.7 of
ntrolled

nat are
aintext

certain
5 under
hysical

d to a

he tester shall verify that the vendor’'s;documentation shows the internal layout of the nmodule,
lacement and approximate dimensions of major identifiable components of the modulg.

This

plies of

hysical

a) Enclosure
b)
c) Location a
d)
e)

f power supply,_power converters _and power inputs and outputs

Interconnection wiring runs: routing and terminals

fans, heaters, or other arrangements for removing heat from or adding heat to the module

f)

Other component types not listed above

Cooling or heating arrangements, such as conduction plates, cooling airflow, heat exchanger, cooling fins,

TEO02.15.09: The tester shall verify that the vendor provided block diagram represents the module's boundary

and relationshi

p of the hardware components.

AS02.16: (Specification — Levels 1, 2, 3, and 4)

The cryptographic boundary of a software cryptographic module shall delimit and identify:

10
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— The set of executable file or files that constitute the cryptographic module; and

— The instantiation of the cryptographic module saved in memory and executed by one or more
processors.

Required Vendor Information

VEO02.16.01: All software components of the cryptographic module shall be identified in the vendor
documentation. Components to be listed shall include all of the following:

a) The set of executable file or files that constitute the cryptographic module,

b) Other security relevant component types not listed above.

VE02.16.02: The vendor documentation shall indicate the internal software architecture;’including how the
softwafe components interact.

VE02.16.03: The vendor documentation shall indicate the software environment|(e.g. operating system, run-
time lifrary, etc.) on which the module executes.

Requined Test Procedures

TE02.]6.01: The tester shall verify that the documentation includes a components list that includes all
softwafe components of the cryptographic module.

TE02.16.02: The tester shall verify that the components list\includes all occurrences of the follpwing types of
compohents, excluding only component types that are net Gsed in the module:

a) The set of executable file or files that constitutethe cryptographic module; and

b) Other component types not listed above.

TE02.16.03: The tester shall verify that the' components list is consistent with information proyided for other
assertipns of this subclause, as defined‘below:

a) The specification of the cryptographic boundary under assertion AS02.07. Verify that gl components
ingide the cryptographic boundary are included in the components list and vice versa. Also|verify that any
components outside thes cryptographic boundary are not listed as components of the| cryptographic
maodule.

b) THe specification of the software under assertion ASA.01. Verify that the list of software components is
the same as.in the specifications under assertion AS02.07.

c) THhe spécification of the block diagram under assertion ASA.01. Verify that any individugl components
identified in the block diagram are also listed in the components list.

d) Any components that are to be excluded from the requirements of ISO/IEC 19790:2012/Cor.1:2015 under
the provisions of assertions AS02.13 and AS02.14. Verify that components to be so excluded are still
listed in the components list.

TEO02.16.04: As a partial exception to the above requirements, the vendor is allowed to exclude certain
components from the requirements of ISO/IEC 19790:2012/Cor.1:2015 after satisfying the requirements under
assertions AS02.13 and AS02.14 in this subclause. The tester shall verify that any interfaces or physical
connections between such excluded components and the rest of the module do not allow the following:

a) uncontrolled release of CSPs, plaintext data, or other information that if misused could lead to a
compromise, nor

b) uncontrolled modifications of SSPs or other information that could lead to a compromise.

11
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TEO02.16.05: The tester shall verify that the vendor’s documentation indicates the major software components
of the module and how they are linked together forming the module.

AS02.17: (Specification — Levels 1, 2, 3, and 4)

The cryptographic boundary of a firmware cryptographic module shall delimit and identify:
— The set of executable file or files that constitute the cryptographic module; and

— The instantiation of the cryptographic module saved in memory and executed by one or more
processors.

Required Vendor Information

VE02.17.01: All firmware components of the cryptographic module shall be identified in“the endor
documentationf. Components to be listed shall include all of the following:

a) The set offexecutable file or files that constitute the cryptographic module,
b) Other sectrity relevant component types not listed above.

VE02.17.02: Tlhe vendor documentation shall indicate the internal firmware ‘architecture, including how the
firmware components interact.

VE02.17.03: The vendor documentation shall indicate the firmware €nvironment (e.g. operating systefn, run-
time library, et¢.) on which the module executes.

Required Test Procedures

TEO02.17.01: Tlhe tester shall verify that the documentation includes a components list that inclufles all
firmware components of the cryptographic module.

TE02.17.02: The tester shall verify that the components list includes all occurrences of the following types of
components, gxcluding only component types that are not used in the module:

a) The set oflexecutable file or files that constitute the cryptographic module,
b) Other component types not listedvabove.

TE02.17.03: The tester shall verify that the components list is consistent with information provided fgr other
assertions of this subclause;.as defined below:

a) The specifficationnof’/the cryptographic boundary under assertion AS02.07. Verify that all components
inside the[cryptographic boundary are included in the components list and vice versa. Also verify that any
componentsioutside the cryptographic boundary are not listed as components of the cryptographic
module.

b) The specification of the firmware under assertion ASA.01. Verify that the list of firmware components is
the same as in the specifications under assertion AS02.07.

c) The specification of the block diagram under assertion ASA.01. Verify that any individual components
identified in the block diagram are also listed in the components list.

d) Any components that are to be excluded from the requirements of ISO/IEC 19790:2012/Cor.1:2015 under
the provisions of assertions AS02.13 and AS02.14. Verify that components to be so excluded are still
listed in the components list.

TEO02.17.04: As a partial exception to the above requirements, the vendor is allowed to exclude certain
components from the requirements of ISO/IEC 19790:2012/Cor.1:2015 after satisfying the requirements under
assertions AS02.13 and AS02.14 in this subclause. The tester shall verify that any interfaces or physical
connections between such excluded components and the rest of the module do not allow the following

12
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a) uncontrolled release of CSPs, plaintext data, or other information that if misused could lead to a

Cco

b) un

mpromise,

controlled modifications of SSPs or other information that could lead to a compromise.

TEO02.17.05: The tester shall verify that the vendor's documentation indicates the major firmware components
of the module and how they are linked together forming the module.

AS02.18: (Specification — Levels 1, 2, 3, and 4)

The cryptographic boundary of a hybrid cryptographic module shall:

— be
fir|

— in

NOTE
embedd

Requied Vendor Information

VE02.1

the composite of the module’s hardware component boundary and the disjoin
mware component(s) boundary; and

Clude the collection of all ports and interfaces from each component.

In addition to the disjoint software or firmware component(s), the hardware. component d
ed software or firmware.

8.01: The cryptographic module shall be identified in the vendor documentation as ¢

Softwa

e Module or a Hybrid Firmware Module.

t software or

an also include

ither a Hybrid

a) Fdr Hybrid Software Module components, the vendor{documentation shall provide information required

u

er VE02.15.01 through VE02.15.04 and VE02.16.04 through VE02.16.03.

b) Fdr Hybrid Firmware Module components, the. vendor documentation shall provide information required

u
Requi

TEO02.1
Modulq

a) Fd

thnough TE02.15.09 and\TE02.16.01 through TE02.16.05.

b) Fd

thjough TE02.1509 and TE02.17.01 through TE02.17.05.

6.2.4

er VE02.15.01 through VE02.15.04 and ¥E02.17.01 through VE02.17.03.
ed Test Procedures

8.01: The tester shall verify that'the documentation identifies the module as either a H
or a Hybrid Firmware Modulé.

r Hybrid Software Module-components, the tester shall follow procedures required und

r Hybrid Firmware Module components, the tester shall follow procedures required und

Modes of‘operations

ybrid Software

er TE02.15.01

er TE02.15.01

6.2.4.1

Modes of operation general requirements

AS02.19: (Specification — Levels 1, 2, 3, and 4)

The operator shall be able to operate the module in an approved mode of operation.

Required Vendor Information

VE02.19.01: The vendor provided non-proprietary security policy shall provide a description of the approved
mode of operation.

VE02.19.02: The vendor provided non-proprietary security policy shall provide instructions for invoking the
approved mode of operation.

Required Test Procedures

13
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TE02.19.01: The tester shall verify that the vendor provided non-proprietary security policy contains a
description of the approved mode of operation.

TE02.19.02: The tester shall invoke the approved mode of operation using the vendor provided instructions
found in the non-proprietary security policy. The tester shall verify, by inspection and from the vendor
documentation, that the cryptographic module is the approved mode of operation as a result of documented
instructions.

AS02.20: (Specification — Levels 1, 2, 3, and 4)

An approved mode of operation shall be defined as the set of services which include at least one
service that utilises an approved cryptographic algorithm, security function or process and those

services or pjoCesSEes specified in {ISO/IEC 19790:2012/Cor.1. 2015 subctausey 7.4.3. . |

Required Vendor Information

VE02.20.01: The vendor shall provide a validation certificate for each approved security funétion.
VE02.20.02: The vendor shall provide a list of all non-approved security functions.

Required Test Procedures

TE02.20.01: The tester shall verify that the vendor has provided a validation certificate for each approved
security functign issued by a validation authority.

TE02.20.02: The tester shall verify that the vendor has provided thetlist'of non-approved security functigns.
AS02.21: (Spgcification — Levels 1, 2, 3, and 4)

Non-approved cryptographic algorithms, security functions, and processes or other services not
specified in {ISO/IEC 19790:2012/Cor.1:2015 subclause} 7.4.3 shall not be utilised by the operatgr in an
approved moge of operation unless the non-approved cryptographic algorithm or security fundtion is
part of an approved process and is not security relevant to the approved processes operation|(e.g. a
non-approved cryptographic algorithm or non-approved generated key may be used to obfuscate data
or CSPs buf| the result is considered\unprotected plaintext and provides no security relevant
functionality until protected with an approeved cryptographic algorithm).

Required Vendor Information

VE02.21.01: The vendor provided documentation shall identify all of non-approved cryptographic algdrithms,
security functigns or processes-utilised for each service in each approved mode of operation.

VE02.21.02: The vendor documentation shall provide a rationale for why utilised non-approved cryptographic
algorithms, segurity-functions or processes are considered non-security relevant to the approved processes
operation.

Required Test Procedures

TEO02.21.01: The tester shall verify by inspection that the vendor provided documentation identifies all of non-
approved cryptographic algorithms, security functions or processes utilised for each service in each approved
mode of operation.

TE02.21.02: The tester shall verify the correctness of any rationale provided by the vendor. The burden of

proof is on the vendor; if there is any uncertainty or ambiguity, the tester shall require the vendor to produce
additional information as needed.

6.2.4.2 Normal operation

AS02.22: (Specification — Levels 1, 2, 3, and 4)

14
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CSPs shall be exclusive between approved and non-approved services and modes of operation (e.g.
not shared or accessed).

Required Vendor Information

VE02.22.01: The vendor shall provide a list of all CSPs within the module and identify their usage between
approved and non-approved services and mode of operation.

VEO02.22.02: The vendor shall provide a description of how each CSP becomes exclusive between approved
and non-approved services and modes of operation.

Required Test Procedures

TEO02.4
usage

TEO02.2
exclusi

AS02.7

2.01: The tester shall verify that the vendor provided documentation contains a’des
bf each CSP in an approved or non-approved mode of operation.

2.02: The tester shall verify by inspection and from the vendor documentation that
ve between approved and non-approved services and modes of operation!

3: (Specification — Levels 1, 2, 3, and 4)

The module’s security policy shall define the complete set of services that are prov

define
NOTE

AS02.2
All ser

securi
{ISO/IH

H mode of operation (both approved and non-approved).
This assertion is tested under ASB.01.
4: (Specification — Levels 1, 2, 3, and 4)
vices shall provide an indicator when the service utilises an approved cryptograp

C 19790:2012/Cor.1:2015 subclause} 7.4.3.

Requined Vendor Information

VE02.2

4.01: The vendor provided documentation shall specify the indicator for each service.

Requined Test Procedures

TE02.2
when

4.01: The tester shall verify that the vendor provided documentation contains a descript
e service utilisés,an approved cryptographic algorithm, security function or process i

manney.

TE02.24.02: The)tester shall execute all services and verify that the indicator provides an
indication of-Whether the service utilises an approved cryptographic algorithm, security functiop or process in
an appfoyed-manner or not.

cription of the

the CSPs are

ded for each

hic algorithm,

y function or process in an approved.manner and those services or processes$ specified in

on of indicator
h an approved

unambiguous

6.2.4.3

Degraded operation

AS02.25: (Specification — Levels 1, 2, 3, and 4)

For a cryptographic module to operate in degraded operation, the following {ISO/IEC

19790:

NOTE

2012/Cor.1:2015 AS02.26 through AS02.30} shall apply:

This assertion is not separately tested.

AS02.26: (Specification — Levels 1, 2, 3, and 4)

The degraded operation shall be entered only after exiting an error state;

Required Vendor Information

15
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VE02.26.01: If the cryptographic module allows a degraded operation, the vendor shall provide a description

of all degraded operation after exiting each error state.

VE02.26.02: The vendor shall provide specification of degraded operation. For each degraded operati
specification shall include:

a) conditions of entry into and exit from the degraded operation
b) operational algorithms, security functions, services or processes

c) non-operational algorithms, security functions, services or processes

on, the

d) isolated mlechanisms, functions, or components in the degraded operation

e) technique$ to isolate mechanisms, functions or components

f)  status infgrmation provided in the degraded operation

g) status indicator if attempts are made to use a non-operational algorithm, security-function, or proce
Required Test Procedures

TE02.26.01: The tester shall verify that the vendor provided documentatien’clearly identifies the de|
operation and [ts conditions of entry and exit.

TE02.26.02: The tester shall use the vendor documentation to check that the degraded operation can
accessed after exiting in error state. The tester shall check thatthe error status indicator (see ASOJ
correctly positibned.

TE02.26.03: The tester shall exercise the cryptographi¢ ‘'module, causing it to operate in each de
operation. Foln each degraded operation, tester shall attempt to perform a service to verify that all con
algorithm self-{ests are performed prior to the first operational use of any cryptographic algorithm.

TEO02.26.04: The tester shall first exercise the*cryptographic module, causing it to operate in each de
operation. The tester shall next perform pre-operational self-tests to verify that the cryptographic

graded

bnly be
A1) is

graded
ditional

graded
module

remains in deggraded operation until such time the cryptographic module passes without failure all pre-

operational self-tests successfully.

TE02.26.05: The tester shall first exercise the cryptographic module, causing it to operate in each de
operation. The tester shall (next perform pre-operational self-tests, causing an error condition
operational seff-tests to occur: The tester shall verify that the cryptographic module does not rer
degraded operation but enters an error state.

graded
n pre-
hain in

NOTE This assertion is not separately tested. Tested as part of AS02.26.
AS02.28: (Specification — Levels 1, 2, 3, and 4)
The mechanism or function that failed shall be isolated.

Required Vendor Information

lered.

VE02.28.01: The vendor documentation requirement is specified under VE02.26.02. The vendor design shall
ensure that any failure from the failed mechanisms, functions, and components cannot interfere or

compromise the approved operation of the cryptographic module.

Required Test Procedures
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TEO02.28.01: The tester shall verify by inspection and from the vendor documentation that failed mechanisms,
functions, and components are isolated before entering degraded operation.

TEO02.28.02: The tester shall verify by inspection and from the vendor documentation that failed mechanisms,
functions, and components cannot interfere or compromise the approved operation of the cryptographic
module.

AS02.29: (Specification — Levels 1, 2, 3, and 4)

All conditional algorithm self-tests shall be performed prior to the first operational use of the
cryptographic algorithm after entering degraded operation.

NOTE ThIS assertion IS Not separately tested. Tested as part of ASUZ.26.
AS02.30: (Specification — Levels 1, 2, 3, and 4)

Services shall provide an indicator if attempts are made to use a non-operational algorjthm, security
functign, or process.

Requied Vendor Information
VE02.30.01: The vendor documentation requirement is specified undef VE02.26.02. The vendor design shall
ensure| that service output includes an indicator if attempts are miade to use a non-operatipnal algorithm,
security function, or process.

Required Test Procedures

TEO02.30.01: The tester shall verify from the vendorndocumentation that services providg¢ documented
indicators if attempts are made to use a non-operational“algorithm, security function, or process

TE02.30.02: The tester shall exercise the cryptographic module and verify that the documented indicator is
provided if attempts are made to use a non-operational algorithm, security function, or process.

AS02.31: (Specification — Levels 1, 2,3) and 4)

The cryptographic module shail-remain in degraded operation until such time the ¢ryptographic
module passes without failure.all pre-operational self-tests successfully.

NOTE This assertion is-not'separately tested. Tested as part of AS02.26.
AS02.32: (Specification — Levels 1, 2, 3, and 4)

If the ¢ryptographic module fails the pre-operational self-tests, the module shall not enter a degraded
operatjon.

NOTE This assertion is not separately tested. Tested as part of AS02.26.

6.3 Cryptographic module interfaces

6.3.1 Cryptographic module interfaces general requirements

AS03.01: (module interfaces — Levels 1, 2, 3, and 4)

A cryptographic module shall restrict all logical information flow to only those physical access points
and logical interfaces that are identified as entry and exit points to and from the cryptographic
boundary of the module.

Required Vendor Information

VEO03.01.01: The vendor documentation shall specify each of the physical ports and logical interfaces of the
cryptographic module, including the:
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a) Physical p
b)
c)
d)

e)

f)

orts and their pin assignments

Physical covers, doors or openings

Manual controls (e.g. buttons or switches) for applicable physical control inputs

Physical status indicators (e.g. lights or displays) for applicable physical status outputs

the cryptographic module

Logical interfaces (e.g. APIs and all other data/control/status signals) and the signal names and functions

Mapping of the logical interfaces to the physical ports, manual controls, and physical status indicators of

9)

VE03.01.02:
cryptographic

source code apd schematics provided in 6.2 and 6.11 of this International Standard. The vendor sh

provide any o
physical acces
information in

without incons

VE03.01.03:
from the modu
output belongs
specifications
Standard, and
subclause.

Required Tes

TE03.01.01: T
interfaces of th

a)
summary
or more Si

b)

and the cq
c) All logical
listing or g
the crypto

Physical, logical, and electrical characteristics, as applicable, of the above ports and interfaces

All physical input and output ports, including their pin assignments, physical locations within the mg

All physical covers, doors{_or openings, including their physical location within the cryptographic n

he vendor documentation shall specify the information flows and physical acgess points
odule by highlighting or annotating copies of the block diagrams, design spégcifications

her documentation necessary to clearly specify the relationship of the information flo
s points to the physical ports and logical interfaces. The vendor, 'shall establish the
elation with the information provided under assertions AS02.07 and*AS02.15 through A
stencies in the description of components and physical layout for the input/output ports.

For each physical or logical input to the cryptographic medule, or physical and logical
le, the vendor documentation shall specify the logicakKinterface to which the physical i
, and the physical entry/exit port. The specifications provided shall be consistent w
of the cryptographic module components provided under 6.2 and 6.11 of this Intern
the specifications of the logical interfaces provided in assertions AS03.04 to AS03.11
Procedures

ne tester shall verify that vendor documentation specifies each of the physical ports and

e cryptographic module. The required specifications shall include:

bf the logical signals that flow through each port, and the timing sequence of signal flow
gnals share the same'physical pin

mponents or.functions that can be accessed and/or modified via each cover/door/openin

input and’ output interfaces (e.g. APIs and all other data/control/status signals), inclu

of the
and/or
all also
vs and
above
502.18

output
hput or
ith the
ational
of this

logical

dule, a
5 if two

nodule,
g

ding a

nnotated block diagram of all the logical data and control inputs and data and status outputs of

graphic module, and a listing and description of the signal names and functions

d)

e)

f)

9)
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All manual controls used to physically enter control signals, such as switches or buttons, including their
physical location within the cryptographic module, and a listing and description of the control signals that
can be entered manually

All physical status indicators, including their physical location within the module and a listing and
description of the status indication signals that are output physically

A mapping of the logical input and output interfaces to the physical input and output ports, manual
controls, and physical status indicators of the cryptographic module

Physical, logical, and electrical characteristics, as applicable, of the above physical ports and interfaces,
including summaries of pin designations, logical signals carried on each port, voltage levels and their
logical significance (e.g. what a low or high voltage signifies in terms of a logic “0”, “1”, or other meaning)
and the timing of signals
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TE03.01.02: The tester shall verify that the vendor documentation specifies all information flows and physical
access points of the cryptographic module, by examining the block diagrams, design specifications and/or
source code and schematics provided in 6.2 and 6.11 of this International Standard, and any other
documentation provided by the vendor. The documentation shall specify the relationship of the information
flows and physical access points to the physical ports and logical interfaces of the cryptographic module. The
tester shall compare the above information with the information provided under assertions AS02.07 and
AS02.15 through AS02.18 and verify that there are no inconsistencies in the description of components and
physical layout for the input/output ports.

TEO03.01.03: The tester shall verify that for each physical or logical input to the cryptographic module, or
physical and logical output from the module, the vendor documentation specifies the logical interface to which
the physical input or output belongs, and the physical entry/exit port. The specifications provided shall be
consi nd 6.11 of this

stent wi € specifications of the cryptographic module components provided UNJer o.
International Standard, and the specifications of the logical interfaces provided in assertions AS03.04 to

AS03.11 of this subclause.

TE03.01.04: The tester shall verify, by inspection of the cryptographic module, that fall the above
specifi¢ations provided by the vendor documentation are consistent with the actual design of thg cryptographic
modulg.

AS03.02: (Module interfaces — Levels 1, 2, 3, and 4)

The cryptographic module logical interfaces shall be distinct fromyeach other although they may share
one physical port (e.g. input data may enter and output data. may exit via the same pdrt) or may be

distributed over one or more physical ports (e.g. input data ' may enter via both a serial pnd a parallel
port).
NOTE An Application Program Interface (API) of a softwate component of a cryptographic module can be defined as

one or nore logical interface(s).

Required Vendor Information

VE03.02.01: The vendor’s design shall separate the cryptographic module interfaces into logica
isolateql categories, using the categories listed in assertion AS03.04, and, if applicable, AS03.1
in this [subclause. This information shall be consistent with the specification of the logical

physical ports provided in AS03.04.jithis subclause.

VE03.02.02: The vendor decumentation shall provide a mapping of each category of logica
physical port of the cryptographic module. A logical interface may be physically distributed acn
one physical port, or two-er more logical interfaces may share one physical port as long as {
flows dre kept logically separate. If two or more logical interfaces share the same physical p
documepntation shall'specify how the information from the different interface categories is

lly distinct and
P and AS03.13
nterfaces and

interface to a
0ss more than
he information
brt, the vendor

kept logically

separae.

Required, Test Procedures

TE03.0Z2.07T: The tester shall verify, from the vendor documentation and by inspection of the cryptographic
module, that the module interfaces are logically distinct and isolated for the categories of interfaces specified
in assertions AS03.04 and, if applicable, AS03.12 and AS03.13 of this subclause. This information shall be
consistent with the specification and design of the logical interfaces and physical ports provided in AS03.01 in
this subclause.

TE03.02.02: The tester shall verify that the vendor documentation provides a mapping of each category of
logical interface to a physical port of the cryptographic module. A logical interface may be physically
distributed across more than one physical port, or two or more logical interfaces may share one physical port.
If two or more interfaces share the same physical port, the tester shall verify that the vendor documentation
specifies how the information flows for the input, output, control, and status interfaces are kept logically
separate.

AS03.03: (Module interfaces — Levels 1, 2, 3, and 4)
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The documentation requirements specified in {ISO/IEC 19790:2012/Cor.1:2015 subclause} A.2.3 shall
be provided.

Required Vendor Information
VE03.03.01: The vendor shall provide documentation as specified in A.2.3 of ISO/IEC 19790:2012/Cor.1:2015.
Required Test Procedures

TE03.03.01: The tester shall verify completeness of the documentation specified in A.2.3 of ISO/IEC
19790:2012/Cor.1:2015.

6.3.2 Types pf interfaces

6.3.3 Definitjon of interfaces
AS03.04: (Modlule interfaces — Levels 1, 2, 3, and 4)

A cryptographic module shall have the following five interfaces ("input"” and "joutput” are indicated
from the perspective of the module):

— Data input interface

— Data outpgut interface

— Control input interface
— Control output interface
— Status output interface
Required Vendor Information
VE03.04.01: [The vendor documentation shall separate the cryptographic module interfaces into Iggically
distinct and isolated categories by thev-following five distinctly defined logical interfaces withlin the
cryptographic module (“input” and “output” are indicated from the perspective of the module):
a) Data inpufinterface (for the input of data as specified in AS03.05),

b) Data outpyt interface (forthe output of data as specified in AS03.06 and AS03.07),

c) Control input interface (for the input of commands as specified in AS03.08),

d) Control oJtput interface (for the output of commands as specified in AS03.09, and AS03.10) and

e) Status output interface (for the output of status information as specified in AS03.11).

Required Test Procedures

TE03.04.01: The tester shall verify that the vendor documentation specifies that the five logical interfaces as
listed in VE03.04.01 have been designed within the cryptographic module. If so, verification that the logical
interfaces within the cryptographic module function as specified shall be performed under assertions AS03.05
to AS03.11 in this subclause.

Data input interface

AS03.05: (Data input interface — Levels 1, 2, 3, and 4)

All data (except control data entered via the control input interface) that is input to and processed by a
cryptographic module (including plaintext data, ciphertext data, SSPs, and status information from
another module) shall enter via the "data input” interface.
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Required Vendor Information

VE03.05.01: The cryptographic module shall have a data input interface. All data (except control data entered
via the control input interface) that is to be input to and processed by the cryptographic module shall enter via
the data input interface, including:

a) Plaintext data

b) Ciphertext or signed data

c) Cryptographic keys and other key management data (plaintext or encrypted)

d) Adthentication data (plaintext or encrypted)
e) Status information from external sources

f)  Arly other input data

VEO03.05.02: If applicable, the vendor documentation shall specify any external linput devices tp be used with
the cryptographic module for the entry of data into the data input interface; such as smart|cards, tokens,
keypads, key loaders, and/or biometric devices.
Requined Test Procedures

TE03.05.01: The tester shall verify, by inspection, that thé’ cryptographic module includeg a data input
interfage, and that the data input interface functions as spécified. The tester shall verify that gl data (except
control|data entered via the control input interface) that.isto be input to and processed by thg cryptographic
modulg enters via the data input interface, including:

a) Plaintext data that is to be encrypted or signed by the cryptographic module

b) Ciphertext or signed data that is to be decrypted or verified by the module

c) Plaintext or encrypted cryptographic-keys and other key management data that are input info and used by
the cryptographic module, including initialisation data and vectors, split key informatign, and/or key
accounting information.  (Other key management requirements are covered in 7.p of ISO/IEC
19790:2012/Cor.1:2015.)

d) Plaintext or encrypted authentication data that is input into the cryptographic module, including passwords,
PINs, and/or biometric information

e) Status information from external sources (e.g. another cryptographic module or device)

f)  Arly other information that is input into the cryptographic module for processing or storgge, except for
control information that is covered separately in AS03.08

TE03.05.02: The tester shall verify if the vendor documentation specifies any external input devices to be
used with the cryptographic module for the entry of data into the data input interface, such as smart cards,
tokens, keypads, key loaders, and/or biometric devices. The tester shall enter data into the data input
interface using the identified external input device(s), and verify that entry of data using the external input
device functions as specified.

Data output interface

AS03.06: (Data output interface — Levels 1, 2, 3, and 4)

All data (except status data output via the status output interface and control data output via the
control output interface) that is output from a cryptographic module (including plaintext data,
ciphertext data, and SSPs) shall exit via the "data output" interface.

Required Vendor Information
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VEO03.06.01: The cryptographic module shall have a data output interface. All data (except status data output
via the status output interface and control data output via the control output interface) that has been
processed and is to be output by the cryptographic module shall exit via the data output interface, including:

a) Plaintext data

b) Ciphertext data and digital signatures

c) Cryptographic keys and other key management data (plaintext or encrypted)

d) Any other information that is output from the cryptographic module after processing or storage except for
status information that is covered separately in AS03.11 and control information that is covered
separatelyf in AS03.09 and AS03.10 in this subclause

VEO03.06.02: If applicable, the vendor documentation shall specify any external output devices to,be usgd with

the cryptograp
displays, and/q

Required Tes

TE03.06.01:

interface, and
status data ou
has been prog

hic module for the output of data from the data output interface, such as smart cards,
r other storage devices.

Procedures
The tester shall verify, by inspection, that the cryptographic moedule includes a data

hat the data output interface functions as specified. The testerishall verify that all data
put via the status output interface and control data output via-the control output interfag

okens,

output
except
e) that

essed and is to be output by the cryptographic module-gexits via the data output interface,

including:

a) Plaintext data that has been decrypted by the cryptographic.module

b) Ciphertex{ data that has been encrypted, and digital 'signatures that have been generated py the
cryptograghic module

c) Plaintext or encrypted cryptographic keys andZether key management data that have been internally
generated| and output from the module, including initialisation data and vectors, split key information,
and/or key accounting information (other*key management requirements are covered in 7.9 of I$O/IEC
19790:2012/Cor.1:2015)

d) Any otherlinformation that is outputfrom the cryptographic module after processing or storage exgept for
status infqrmation that is coveréd separately in AS03.11 in this subclause and control information| that is
covered separately in AS03.09'and AS03.10 in this subclause.

TEO03.06.02: The tester shall\verify if vendor documentation specifies any external output devices to be used

with the cryptographic miodule for the output of data from the data output interface, such as smart| cards,

tokens, displays, and/or _other storage devices. The tester shall output data from the data output interface
using the identified-external output device(s), and verify that output of data using the external output|device

functions as s

ecified.

AS03.07: (Data output interface — Levels 1, 2, 3, and 4)

All data output via the “data output” interface shall be inhibited while performing manual entry, pre-
operational self-tests, software/firmware loading and zeroisation; or when the cryptographic module is
in an error state.

Required Vendor Information

VEO03.07.01: The vendor documentation shall specify how the cryptographic module inhibits data output while
performing manual entry, pre-operational self-tests, software/firmware loading and zeroisation; or when the
cryptographic module is in an error state.

VEO03.07.02: The vendor documentation shall specify how the design of the cryptographic module ensures
that all data output via the data output interface is inhibited while performing manual entry, pre-operational
self-tests, software/firmware loading and zeroisation; or when the cryptographic module is in an error state.
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Required Test Procedures

TE03.07.01: The tester shall verify that the vendor documentation specifies that all data output via the data
output interface is inhibited

a) whenever the cryptographic module is performing
1) manual entry,
2) pre-operational self-tests,

3) software/firmware loading,

4)| zeroisation;
b) orjwhen the cryptographic module is in an error state.
This tept procedure can be restated as follows:

a) The tester shall verify from the vendor documentation that once each/of-the following servjces is started,
allldata output via the data output interface is inhibited, until the service'is completed succegsfully:

1)|] manual entry,

2)| pre-operational self-tests,
3)| software/firmware loading,
4)| zeroisation.

b) THe tester shall verify from vendor documentation that once an error condition is detected and the error
state is entered, all data output via the data output interface is inhibited, until error recovery|occurs.

TEO03.(J7.02: The tester shall cause the'cryptographic module to enter each of following states:
a) a state performing manual 3SR entry,

b) a self-test state performing pre-operational self-tests,

c) a state performing'software/firmware loading,

d) a state perferming zeroisation,

e) an errar state;

d H ALY Y R | X s b it [y % P 4 HO I - AT |
anda ve My tiat dil Udla UULlpuUl Via U1 Udla UULPUl Tl iacvc 1o Tioitcu.

If it is not possible for the tester to cause an error then the vendor shall provide a rationale to the tester why
this test cannot be performed. In such case, the tester shall follow alternative procedures allowed by the
validation authority, to ensure that all data output via the data output interface is inhibited.

EXAMPLE Examining the applicable source code

TE03.07.03: The tester shall verify that the vendor documentation specifies that all data output via the data
output interface is inhibited whenever the cryptographic module is in a self-test condition. The tester shall
verify from the vendor documentation that once self-tests are being performed, all data output via the data
output interface is inhibited, until the self-tests are completed. Status information to display the results of the
self-tests may be allowed from the status output interface. The tester shall also verify that the self-test
conditions specified in response to this assertion are identical to the self-tests specified under AS10.14.
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TE03.07.04: The tester shall command the module to perform the self-tests and verify that all data output via
the data output interface is inhibited. If status information is output from the status output interface to indicate
the results of the self-tests, the tester shall verify that no CSPs, plaintext data, or other information are output
that if misused could lead to a compromise. If it is not possible for the tester to attempt data output during
specific self-test state, then the vendor shall provide a rationale to the tester why this test cannot be performed.
In such case, the tester shall follow alternative procedures allowed by the validation authority, to ensure that
all data output via the data output interface is inhibited.

EXAMPLE 1 Examining the applicable source code

EXAMPLE 2 Using a simulator

EXAMPLE 3 Usingadebugger

TE03.07.05: The tester shall verify that the vendor documentation specifies how the cryptographic module
ensures that gll data output via the data output interface is to be inhibited during error states or gelf-test
conditions. The tester shall also verify, by inspection of the design of the cryptographic module, that the data
output interface is, in fact, logically or physically inhibited under these conditions.

Control inputjinterface

AS03.08: (Cor[:rol input interface — Levels 1, 2, 3, and 4)
All input commands, signals (e.g. clock input), and control data (in¢luding function calls and manual
controls such as switches, buttons, and keyboards) used to control'the operation of a cryptographic
module shall pnter via the “control input” interface.
Required Vendor Information

VE03.08.01: [The cryptographic module shall have a centrol input interface. All commands, signals, and
control data :ﬁxcept data entered via the data input-interface) used to control the operation |of the

cryptographic module shall enter via the control input-interface, including:

a) Commands input logically via an API (e.g..fos the software and firmware components of the cryptographic
module)

b) Signals input logically or physically.via one or more physical ports (e.g. for the hardware compongnts of
the cryptographic module)

c) Manual cgntrol inputs (e.grusing switches, buttons, or a keyboard)
d) Any otherfinput control data
VEO03.08.02: If applicable, the vendor documentation shall specify any external input devices to be used with

the cryptographicsmodule for the entry of commands, signals, and control data into the control input interface,
such as smart [cards, tokens, or keypads.

Required Test Procedures

TEO03.08.01: The tester shall verify, by inspection, that the cryptographic module includes a control input
interface, and that the control input interface functions as specified. The tester shall verify that all commands,
signals, and control data (except data entered via the data input interface) used to control the operation of the
cryptographic module shall enter via the control input interface, including:

a) Commands input logically via an API, such as function calls to a software library or to a smart card

b) Signals input logically or physically via one or more physical ports, such as commands and signals sent
through a serial port or a PC Card

¢) Manual control inputs (e.g. using switches, buttons, or a keyboard)

d) Any other input control data
24
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TE03.08.02: The tester shall verify if the vendor documentation specifies any external input devices to be
used with the cryptographic module for the entry of commands, signals, and control data into the control input
interface, such as smart cards, tokens, or keypads. The tester shall enter commands via the control input
interface using the identified external input device(s), and verify that input of commands using the external
input device functions as specified.

Control output interface

AS03.09: (Control output interface — Levels 1, 2, 3, and 4)

All output commands, signals, and control data (e.g. control commands to another module) used to
control or indicate the state of operation of a cryptographic module shall exit via the “control output”
interfage.

Requirled Vendor Information

VEO03.(
control
modulg

9.01: The vendor documentation shall specify all output commands, signals,”and co
commands to another module) used to control or indicate the state of peration of g
shall exit via the control output interface

ntrol data (e.g.
cryptographic

Requined Test Procedures

TE03.09.01: The tester shall verify that the vendor documentation shall specify all output commands, signals,
and coptrol data (e.g. control commands to another module) usedto control or indicate the stafe of operation
of a cryptographic module shall exit via the control output interface

TEO03.09.02: If the control output interface is specified, the tester shall verify, by inspection, that the control
output Jnterface functions as specified.

AS03.10: (Control output interface — Levels 1,2;,.3, and 4)

All co:LtroI output via the “control output’>interface shall be inhibited when the cryptogrnaphic module
is in an error state unless exceptions are specified and documented in the security policy.

Requined Vendor Information

VEO03.1
output
covere
output

VEO03.1
that all
(self-te

0.01: The vendor documentation shall specify how the cryptographic module ensures
via the control outputiinterface is inhibited whenever the module is in an error state (e
g in 7.11 of ISO/EE 19790:2012/Cor.1:2015). Status information may be allowed fr
nterface to identifythe type of error.

0.02: The<{vendor documentation shall specify how the design of the cryptographic m
control.dutput via the control output interface is inhibited whenever the module is in a sel
5ts grécovered in 7.10 of ISO/IEC 19790:2012/Cor.1:2015). Status information to displal

that all control
rror states are
om the status

odule ensures
f-test condition
y the results of

the self-tests-may be allowed from the status output interface.

Required Test Procedures

TE03.10.01: The tester shall verify that the vendor documentation specifies that all control output via the
control output interface is inhibited whenever the cryptographic module is in an error state. The tester shall
verify from the vendor documentation that once an error condition is detected and the error state is entered, all
control output via the control output interface is inhibited, until error recovery occurs. The tester shall also
verify that the error states specified in response to this assertion are identical to the error states specified
under AS11.08.

TE03.10.02: The tester shall cause the cryptographic module to enter each specified error state and verify
that all control output via the control output interface is inhibited. If status information is output from the status
output interface to identify the type of error, the tester shall verify that the information output is not sensitive.
The following actions may be used to cause the cryptographic module to enter an error state - opening a
tamper-detecting cover or door, entering incorrectly-formatted commands, keys, or parameters, reducing input
voltage, and/or any other error-causing actions.
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If it is not possible for the tester to cause an error then the vendor shall provide a rationale to the tester why
this test cannot be performed.

TE03.10.03: The tester shall verify that the vendor documentation specifies that all control output via the
control output interface is inhibited whenever the cryptographic module is in a self-test condition. The tester
shall verify from the vendor documentation that once self-tests are being performed, all control output via the
control output interface is inhibited, until the self-tests are completed. The tester shall also verify that the self-
test conditions specified in response to this assertion are identical to the self-tests specified under AS10.14.

TEO03.10.04: The tester shall cause the module to perform the self-tests and verify that all control output via
the control output interface is inhibited.

TEO03.10.05: The tester shall verify that the vendor documentafion specifies how the cryptographic fnodule
ensures that aJl control output via the control output interface is to be inhibited during error statesior’gelf-test
conditions. The tester shall also verify, by inspection of the implementation of the cryptographie module, that
the control output interface is, in fact, logically or physically inhibited under these conditions.

Status output|interface

AS03.11: (Status output interface — Levels 1, 2, 3, and 4)

All output signals, indicators (e.g. error indicator), and status data_(including return cod¢s and
physical indicators such as visual (display, indicator lamps), audio (buzzer, tone, ring), and
mechanical ((Yibration)] used to indicate the status of a cryptographic.module shall exit via the ‘[status
output” interface.

NOTE Statlis output will be either implicit or explicit.

Required Vendor Information

VEO03.11.01: The cryptographic module shall have a status output interface. All status information, gignals,
logical indicatdrs, and physical indicators used to indicate or display the status of the module shall exit|via the
status output interface, including:

a) Status infgrmation output logically via an/API

b) Signal outputs logically or physically.via one or more physical ports

c) Manual status outputs (e.g. using displays, indicator, lamps, buzzer, tone, or ring)

d) Any otheroutput status_information

VEO03.11.02: If applicable, the vendor documentation shall specify any external output devices to be usgd with
the cryptographic module for the output of status information, signals, logical indicators, and physical
indicators via thes/status output interface, such as smart cards, tokens, displays, and/or other storage dgvices.

Required Test Procedures

TE03.11.01:

The tester shall verify, by inspection, that the cryptographic module includes a status output

interface, and that the status output interface functions as specified. The tester shall verify that all status
information, signals, logical indicators, and physical indicators used to indicate or display the status of the
module shall exit via the status output interface, including:

a) Status information output logically via an API, such as return codes from a software library or a smart
card

b) Signal outputs logically or physically via one or more physical ports, such as status information sent
through a serial port or a PC Card connector

¢) Manual status outputs (e.g. using LEDs, buzzers, or a display)

d) Any other output status information
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TE03.11.02: The tester shall verify that the vendor documentation specifies any external output devices (if
applicable) to be used with the cryptographic module for the output of status information, signals, logical
indicators, and physical indicators via the status output interface.

TE03.11.03: The tester shall verify that the status information output from the status output interface shall not
output any information that could result in a compromise of CSPs.

AS03.12: (Module interfaces — Levels 1, 2, 3, and 4)
Except for the software cryptographic modules, all modules shall also have the following interface.

NOTE This assertion is not tested separately.

AS03.13: (Module interfaces — Levels 1, 2, 3, and 4)

Power|interface: All external electrical power that is input to a cryptographic module shall enter via a
powerlinterface.

NOTE A power interface is not required if all power is provided or maintained' internal to the njodule, and that
replacement of an internal battery is considered a physical maintenance activity{and is subject to the requirements
specified in 7.7 of ISO/IEC 19790:2012/Cor.1:2015.

Requirled Vendor Information

VEO03.13.01: If the cryptographic module requires or provides ‘power to/from other devices gxternal to the
boundary (e.g. a power supply or an external battery), the‘vendor documentation shall sgecify a power
interfage and a corresponding physical port.

VE03.13.02: All power entering or exiting the cryptographic module to/from other devices éxternal to the
cryptographic boundary shall pass through the spgecified power interface.

Required Test Procedures

TEO03.13.01: The tester shall verify if the,vendor documentation specifies whether the cryptodraphic module
requirels or provides power to/from other‘devices external to the cryptographic boundary (e.g. a power supply,
power [cord, power inlet/outlet, .of_an external battery). The tester shall also verify that the vendor
documgntation specifies a power interface and a corresponding physical port.

TE03.13.02: The tester shall verify, by inspection of the cryptographic module that all power entering or
exiting [the module to/frem-other devices external to the cryptographic boundary passes through the specified
power |nterface.

AS03.14: (Module-interfaces — Levels 1, 2, 3, and 4)

The cryptographic module shall distinguish between data, control information, and power for input,
and d4dta;{control information, status information, and power for output.

Required Vendor Information

VEO03.14.01: The vendor documentation shall specify how the cryptographic module distinguishes between
data and control for input and data, control and status for output, and how the physical and logical paths
followed by the input data and control information entering the module via the applicable input interfaces are
logically or physically disconnected from the physical and logical paths followed by the output data, control
and status information exiting the module via the applicable output interfaces.

VEO03.14.02: The vendor documentation shall specify how the physical and logical paths used by the input
data and control information are logically or physically disconnected from the physical and logical paths used
by the output data, control and status information. If the physical and logical paths used by the input data and
control information and the output data, control and status information are physically shared, the vendor
documentation shall specify how logical separation is enforced by the cryptographic module.
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VEO03.14.03: The vendor documentation shall show consistency and shall show that the cryptographic module
distinguishes between data and control for input and data, control and status for output, and that the physical
and logical paths followed by the input data and control information entering the module via the applicable
input interfaces are logically or physically disconnected from the physical and logical paths followed by the
output data, control and status information exiting the module via the applicable output interfaces.

Required Test Procedures

TE03.14.01: The tester shall verify that the vendor documentation specifies how the cryptographic module
distinguishes between data and control for input and data, control and status for output. Input data entered
from the data input interface, and control information entered from the control input interface shall be logically
or physically distinguished from output data exiting to the output data interface, output control exiting to the
output control jnterface, and status information exiing 1o the status output INterface.

TE03.14.02:

paths used by
and logical pa
used by the i
physically sha
enforced by th

he tester shall verify that the vendor documentation specifies how the physical._and|logical
the input data and control information are logically or physically disconnected fromthe physical
hs used by the output data, control and status information. If the physicalvand logical paths
hput data and control information and the output data, control and status information are
red, the tester shall verify that the vendor documentation specifies how/logical separation is
b cryptographic module.

TEO03.14.03: The tester shall verify, by inspection, the consistency of the vendor ‘documentation, and that the
cryptographic module distinguishes between data and control for input and-data, control and status for [output,
and that the physical and logical paths followed by the input data and control information entering the module
via the applicaple input interfaces are logically or physically disconnected from the physical and logical paths
followed by tHe output data, control and status information exitig) the module via the applicable|output
interfaces.

AS03.15: (Moglule interfaces — Levels 1, 2, 3, and 4)

The cryptogrpphic module specification shall, unambiguously, specify format of input data and

control information, including length restrictions for all variable length inputs.

Required Vendor Information

VE03.15.01:
categories of
physical ports.
annotated cop
AS02.15 throu
only use the s
module. The

The vendor documentationshall specify the physical and logical paths used by al
nput data entering the cryptographic module via the data input interface and the apy
The documentation shall include a specification of the applicable paths (e.g. by highlig
ies of the schematics, block diagrams, or other information provided under AS02.
bh AS02.18). All'input data entering the cryptographic module via the data input interfad
pecified pathstwhile being processed or stored by each physical or logical sub-section
nput data paths shall be specified in sufficient detail to verify which type of data pass t

major
licable
hted or
D7 and
e shall
of the
hrough

each applicablg physical port.

NOTE The
addressed in AS

term\“all major categories of input data” refer to items addressed in AS03.05 for data input, and fo items

08.08 for control input.

VEO03.15.02: The vendor documentation shall specify that all input data entering the cryptographic module via
the data input interface and applicable physical ports only use the specified paths. The documentation shall
show that all logical and physical information flows used by the input data are consistent with the design and
operation of the cryptographic module. The vendor documentation shall establish that there are no conflicts
between the applicable paths that may lead to the compromise of CSPs, plaintext data, or other information of
the cryptographic module.

VE03.15.03: The vendor provided documentation shall unambiguously specify format of input data and control
information including length restrictions for all variable length inputs.

VEO03.15.04: The vendor provided documentation shall identify which component within the cryptographic
boundary is validating the format.

Required Test Procedures
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TE03.15.01: The tester shall verify that the vendor documentation specifies the physical and logical paths
used by all major categories of input data entering the cryptographic module via the data input interface. The
tester shall also verify that the paths shall be documented in the specification (e.g. by highlighted or annotated
copies of the schematics, block diagrams, or other information provided under AS02.07 and AS02.15 through
AS02.18). The tester shall verify the documentation which type of data pass through each applicable physical
port.

TE03.15.02: The tester shall verify from the vendor documentation and by inspection of the cryptographic
module, that all input data entering the module via the data input interface and applicable physical ports only
use the specified paths. The tester shall examine all logical and physical information flows and shall verify
that the specification of the paths used by the input data is consistent with the design and operation of the
cryptographic module. The tester shall verify that there are no conflicts between the applicable paths that may
lead to[the compromise of CSPs, plainiext data, or other information.

TEO03.15.03: The tester shall verify, by inspection and from the vendor documentation, that thg unambiguous
specifi¢ation is provided about the format of input data and control information, including.leéngth|restrictions for
all varigble length inputs.

TEO03.15.04: The tester shall verify that the identified component within the cryptegraphic bounflary is located
on the gpecified path under VE03.15.02.

TEO03.15.05: The tester shall examine the applicable source code(s) tolensure that the identified component is
actually validating the documented format.

TE03.15.06: The tester shall attempt to input data and/or conirol’information which is not compliant with the
format|and verify that such service inputs are rejected by thé ¢ryptographic module.

NOTE The test platform or configuration can impose a part'of format/restrictions.

EXAMHALE 1 A device driver to use the cryptographic.module is enforcing a part of the format.
EXAMHLE 2 A layer in a protocol stack supporsfixed length packet only.

If it is pot possible for the tester to input)certain data or control information which is not compliant with the
format, then the tester shall require-the ‘vendor to provide a rationale why this test cannot be jperformed. In

such cgse, the tester shall follow alternative procedures allowed by the validation authority, to ¢nsure that the
cryptographic module is validating/the format.

6.3.4 |Trusted channel

AS03.16: (Trusted.channel — Levels 3, and 4)

For the¢ transmission of unprotected plaintext CSPs, key components and authentication|data between
the cryptographic module and the sender or receivers endpoint the cryptographic [module shall
implement a‘trusted channel.

Required Vendor Information

VE03.16.01: The vendor shall describe the method of transmission of unprotected CSPs and the way they
are protected via a trusted channel.

Required Test Procedures

TE03.16.01: The tester shall verify that the trusted channel is able to protect unprotected CSPs between the
cryptographic module boundary and the sender or receiver endpoint.

AS03.17: (Trusted channel — Levels 3 and 4)

The trusted channel shall prevent unauthorised modification, substitution, and disclosure along the
communication link.

NOTE This assertion is not separately tested. Tested as part of AS03.18 or AS03.19.
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AS03.18: (Trusted channel — Levels 3 and 4)

The physical ports used for the trusted channel shall be physically separated from all other ports {or

AS03.19 shall

be satisfied}.

Required Vendor Information

VEO03.18.01: The vendor documentation shall specify if the cryptographic module inputs or outputs plaintext
CSPs. The physical port(s) used for the input and output of plaintext CSPs shall be physically separated from
all other physical ports of the cryptographic module.

VEO03.18.02: If the cryptographic module inputs or outputs plaintext CSPs, the module shall ensure that only

plaintext CSP
or encrypted, ¢

Required Tes

TE03.18.01: T
inputs or outp
inspection of t
input and outp

TE03.18.02:
plaintext CSPs
or encrypted, ¢

enter Or exit the rmoadie througn the applicable pnysiCal POrts, and thdat Nno otner dala, p
nters or exits the module via the applicable physical ports.

Procedures

[he tester shall verify if the vendor documentation specifies whether the gryptographic
uts plaintext CSPs. The tester shall verify, from the vendor documgntation and 3
he physical ports on the cryptographic module that the applicable physical ports used
it of plaintext CSPs are physically separated from all other physical perts of the module.

If the cryptographic module inputs or outputs plaintext CSPs;the tester shall verify th

enter or exit the module through the applicable physical pdrts; and that no other data, p
nters or exits the module via the applicable physical ports.

AS03.19: (Tru

The logical i
interfaces {o

Required Ven

VE03.19.01: 1
to input and oy

VE03.19.02:

plaintext CSPs
that no other d
the trusted chz

VE03.19.03:
unauthorised n

Required Tes

[ted channels — Levels 3, and 4)

terfaces used for the trusted channel shall be logically separated from all
AS03.18 shall be satisfied}.

dor Information

he vendor documentation shall describe how the logical interfaces used in the trusted g
tput plaintext CSPs are logically separated from all other interfaces.

f the cryptographic module inputs or outputs plaintext CSPs, the module shall ensu
enter or exit the module, through the applicable logical interface using the trusted chanr
ata, plaintext or encrypted, enters or exits the module via the applicable logical interfacs
nnel.

The vendordocumentation shall provide rationale how the trusted channel p
nodificationy.substitution, and disclosure along the communication link.

Procedures

aintext

module
Iso by
for the

at only

aintext

other

hannel

re that
el, and
b using

events

TE03.19.01:

Irne tesier shnall veriry, Trom the vendaor aocumentation and also DY Inspecton

of the

cryptographic module that the applicable logical interfaces used in the trusted channel to input and output of
plaintext CSPs are logically separated from all other logical interfaces of the module.

TEO03.19.02: If the cryptographic module inputs or outputs plaintext CSPs, the tester shall verify that plaintext
CSPs enter or exit the module through the applicable logical interface using the trusted channel, and that no
other data, plaintext or encrypted, enters or exits the module via the applicable logical interface using the
trusted channel.

TE03.19.03: The tester shall verify the correctness of any rationale provided by the vendor. The burden of
proof is on the vendor; if there is any uncertainty or ambiguity, the tester shall require the vendor to produce
additional information as needed.

TE03.19.04: The tester shall, by attempting to access the communication link, verify that the trusted channel
prevents unauthorised modification, substitution, and disclosure along the communication link.
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AS03.20: (Trusted channel — Levels 3, and 4)
Identity-based authentication shall be employed for all services utilising the trusted channel.
Required Vendor Information

VE03.20.01: The vendor shall provide description of the authentication mechanism used by the trusted
channel.

Required Test Procedures
TE03.20.01: The tester shall verify that an identity-based authentication mechanism is employed for all

servicds ufilising the trusied channel. The tesier shall verify that services ulilising the frusted channel are not
providgd without successfully passing the operator authentication.

AS03.21: (Trusted channel — Levels 3, and 4)

A status indicator shall be provided when the trusted channel is in use.
Requirled Vendor Information

VE03.21.01: The vendor shall provide description of the indicator provided when trusted channgl is in use.
Requined Test Procedures

TEO03.21.01: The tester shall verify, by exercising the modulé, that the status indicator is proyided when the
trusted|channel is in use.

AS03.22: (Trusted channel — Level 4)

In addjition to the requirements of Security, Level 3, for Security Level 4 multi-factor identity-based
authentication shall be employed for all services utilising the trusted channel.

Requined Vendor Information

VE03.32.01: The vendor shall provide description of the multi-factor identity-based authenticatipn mechanism
used by the trusted channel.

Required Test Procedures
TE03.42.01: The tester shall verify that a multi-factor identity-based authentication mechanisin is employed

for all $ervices utilising the trusted channel. The tester shall verify that services utilising the tfusted channel
are nof provided without successfully passing the operator authentication.

6.4 Rales, services, and authentication

6.4.1 Roles, services, and authentication general requirements
AS04.01: (Roles, services, and authentication — Levels 1, 2, 3, and 4)

A cryptographic module shall support authorised roles for operators and corresponding services
within each role.

NOTE This assertion is tested under AS04.11.
AS04.02: (Roles, services, and authentication — Levels 1, 2, 3, and 4)

If a cryptographic module supports concurrent operators, then the module shall internally maintain
the separation of the roles assumed by each operator and the corresponding services.

Required Vendor Information
31


https://iecnorm.com/api/?name=b9e3476b7cb334f64d2216dfac3cfaad

ISO/IEC 24759:2014(E)

VEO04.02.01: The vendor documentation shall specify whether multiple concurrent operators are allowed. The
vendor documentation shall specify the method by which separation of the authorised roles and services
performed by each operator is achieved. The vendor documentation shall also describe any restrictions on
concurrent operators.

EXAMPLE 1 One operator in a maintenance role and another in a user role simultaneously is not allowed.

EXAMPLE 2 Multiple concurrent operators up to 16 operators in a user role are supported, but the only one RSA key
generation service can be run at a time in the cryptographic module.

EXAMPLE 3 When multiple concurrent operators in a Crypto Officer role are logged in, but each Crypto Officer cannot
change the authentication data of the other operators in a Crypto Officer role.

Required Test Procedures

TEO04.02.01: The tester shall verify the vendor documentation that the method implemented by the module to
enforce separdtion between the roles and services performed by concurrent operators is described.

TE04.02.02: The tester shall assume the identity of two independent operators: Opérator1 and Opgrator2.
The operators [shall assume different roles. The tester shall verify that only the services allocated to the each
role can be pefformed in that role. The tester shall also attempt, for each operatorito access services that are
unique to the rfole assumed by the other operator in order to verify that separation’ is maintained betwgen the
roles and services allowed in concurrent operators.

TE04.02.03: If|the vendor documentation specifies any restrictions on concurrent operators, the test¢r shall
attempt to viglate the restrictions by attempting to concurrently .aSsume restricted roles as independent
operators and perify that the module enforces the restrictions.
AS04.03: (Roles — Levels 1, 2, 3, and 4)

The documerntation requirements specified in {ISO/IEC 19790:2012/Cor.1:2015 subclause} A.2.4 shall
be provided.

Required Vendor Information

VEO04.03.01: [The vendor shall provide documentation as described in {ISO/IEC 19790:2012/Cor.1:2015}
A24.

Required Test Procedures

TE04.03.01: The tester shall check vendor documentation against {ISO/IEC 19790:2012/Cor.1:2015} A.2.4
specification.

6.4.2 Roles

AS04.04: (Rolpes.“Levels 1, 2, 3, and 4)

A cryptographic module shall, at a minimum, support a Crypto Officer Role.

NOTE This assertion is not separately tested. Tested as part of AS04.05.

AS04.05: (Roles — Levels 1, 2, 3, and 4)

The Crypto Officer Role shall be assumed to perform cryptographic initialisation or management
functions, and general security services (e.g. module initialisation, management of CSPs, PSPs, and
audit functions).

Required Vendor Information

VEO04.05.01: In the documentation required, the vendor shall include at least one crypto-officer role. These
roles shall be specified by name and allowed services.
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TEO04.05.01: The tester shall verify the vendor documentation that at least one crypto-officer role is defined.
The tester shall verify that roles are specified by name and allowed services as specified in AS04.05.

AS04.06: (Roles — Levels 1, 2, 3, and 4)

If the cryptographic module supports a User Role, then the User Role shall be assumed to perform
general security services, including cryptographic operations and other approved security functions.

Required Vendor Information

VEO04.J6.07: Tf the cryptographic module supports a User Role, the vendor provided documen
explicitly state that a User Role is supported, and (2) completely specify the role by nam

services.

Requined Test Procedures

TE04.06.01: The tester shall determine, from the vendor documentation, whether the cryptog
supports a User Role. If the cryptographic module supports a User Role, \the tester shall ve

docum
and all

bntation that at least one user role is defined. The tester shall verify‘that user role is spe
bwed services as specified in AS04.06.

AS04.97: (Roles — Levels 1, 2, 3, and 4)

All unprotected SSPs shall be zeroised when entering of exiting the Maintenance Role.

Required Vendor Information

VEO04.(
docum
purpos

VEO04.(
3.110
exited.

7.01: If the cryptographic module has(a” maintenance access interface, the ve
entation shall 1) explicitly state a maintenance role is supported, 2) completely specify th
e, and allowed services, and 3) specifyythe maintenance access interface under VE07.11

7.02: The vendor documentatioh’shall specify how the module’s unprotected SSPs,
bf ISO/IEC 19790:2012/Cor.1:2015, are actively zeroised when the maintenance rolg

Requined Test Procedures

TEO04.(
interfag
authori

TEO04.(
defined

7.01: The tester shall verify the specifications of the module interfaces whether a maint
5ed roles and verify that the maintenance role is specified by name, purpose, and allowe

7.02:-The tester shall verify the specifications of the module interfaces whether a main
and-eheck the zeroisation of all unprotected SSPs as described in the module specificat

tation shall (1)
e and allowed

raphic module
rify the vendor
cified by name

ndor provided
b role by name,
.01.

as defined in
is entered or

enance access

e is specified\(see AS07.11). If so, the tester shall verify the vendor documentation pegrtaining to the

 services.

enance role is
on.

TEO04.07.03: While in the maintenance role, the tester shall enter, for all unprotected SSPs, known values
which are effective in demonstrating the zeroisation and, upon exit from the maintenance role, shall verify that
zeroisation has taken place.

6.4.3

6.4.3.1

Services

Services general requirements

AS04.08: (Services — Levels 1, 2, 3, and 4)

Services shall refer to all of the services, operations, or functions that can be performed by a module.

NOTE

This assertion is not separately tested.

AS04.09: (Services — Levels 1, 2, 3, and 4)
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Service inputs shall consist of all data or control inputs to the module that initiate or obtain specific

services, ope

NOTE

rations, or functions.

This assertion is not separately tested.

AS04.10: (Services — Levels 1, 2, 3, and 4)

Service outputs shall consist of all data outputs, control outputs, and status outputs that result from

services, ope

NOTE

AS04.11: (Serj

Each service
Required Ven
VE04.11.01: T

documentation
authorised rolg

Required Tes
TE04.11.01:

each service i
service: servic

rations, or functions initiated or obtained by service inputs.

This assertion is not separately tested.

viees—Levels+2-3;and4)

[] [] [l LA -l"

nput shall result in a service output.

dor Information

he vendor documentation shall describe the purpose and functioncofeach servic
shall include for each service: service inputs, corresponding service outputs, a

or roles in which the service can be performed.

Procedures

The tester shall check the vendor documentation and verify that the purpose and fung

5 described. The tester shall also check that the following information is specified fg
b inputs, corresponding service outputs, and the authorised role or roles in which the

can be performed.

TE04.11.02:
both approved

Enter eac

For servi

[he tester shall perform the following for each service (i.e. security and non-security se
and non-approved services):

of the specified service inputs and observe that they result in the specified service outp

s that require the operator to assume a role, the role shall be assumed to enter each

specified gervice inputs and observe that they result in the specified service outputs.

EXAMPLE

For servides that require the operator to assume a role, assume the role that is not specified
service and enter each of the-specified service inputs and observe that the service is not provided.

For serviges that require.the operator to assume an authenticated role, the role shall be assum
authenticdted to entenh.each of the specified service inputs and observe that they result in the sp
service outputs.

For servicesthat require the operator to assume an authenticated role, the role shall be assumed
authenticdtion”data shall be modified to fail authentication and enter each of the specified service

e. The
nd the

tion of
r each
service

rvices,

uts.

of the

for the

ed and
ecified

but the
inputs

and observe that the service is not provided.

For services that provide data output over the Data output interface, the tester shall verify the result

against the expected result.

data output result as a function of the provided input data.

AS04.12: (services — Levels 1, 2, 3, and 4)

A cryptographic module shall provide the following services to operators.

NOTE

This assertion is not separately tested.

Show module’s versioning information
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AS04.13: (Services — Levels 1, 2, 3, and 4)

The cryptographic module shall output the name or module identifier and the versioning information
that can be correlated with a validation record (e.g. hardware, software and/or firmware versioning
information).

Required Vendor Information

VEO04.13.01: The vendor documentation shall describe the output of the current name and versioning
information of the cryptographic module;

VEO04.13.02: The vendor provided documentation shall identify the name or module identifier and the
versiorfing Information which will be posted as the validation record.

VEO04.13.03: The vendor provided documentation, either non-proprietary security policy~or an Administrator
guidante, shall specify how to correlate the output of the current name and the versjonhing infdrmation with a
validation record.

Requined Test Procedures

TE04.13.01: The tester shall verify that the service outputs (i.e. name,»or'module identifier gnd versioning
information) are consistent with specification and with information( provided under assertjons AS02.11,
AS02.12, and AS11.04.

TEO04.13.02: The tester shall verify that the vendor provided documentation (i.e. non-proprietary security
policy pr an Administrator guidance) provides sufficient information to unambiguously identify the module
version|.

TEO04.13.03: The tester shall verify that the output of the current name or module identifier and|the versioning
information is sufficient for an operator to correlatesthe module with a validation record, with the help of non-
proprietary security policy or an administrator guidance.

Show Status

AS04.14: (Services — Levels 1, 2, 3;land 4)

The cryptographic module shall/output current status.
Requirled Vendor Information

VEO04.14.01: The vendor documentation shall describe the output of the current status of the mddule.

Requirned Test(Procedures

TE04.14.01+The tester shall verify the vendor documentation to verify that the “Show Stajus” service is
allocatgd\o at least one authorised role. The tester shall verify that these services are describgd as specified
in AS04.14.

TEO04.14.02: The tester shall verify that the “Show Status” indicator matches the vendor documentation.

Perform self-tests

AS04.15: (Services — Levels 1, 2, 3, and 4)

The cryptographic module shall initiate and run the pre-operational self-tests as specified in {ISO/IEC
19790:2012/Cor.1:2015 subclause} 7.10.2.

Required Vendor Information
VEO04.15.01: The vendor documentation shall describe the initiation and running of user callable self-tests.

Required Test Procedures
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TE04.15.01: The tester shall verify that the module provides for the initiation of the running of pre-operational
self-tests, as specified in {ISO/IEC 19790:2012/Cor.1:2015 subclause} 7.10 this is performed under
documentation verification in TEA.01.01.

Perform approved security functions

AS04.16: (Services — Levels 1, 2, 3, and 4)

The cryptographic module shall perform at least one approved security function used in an approved
mode of operation as specified in {ISO/IEC 19790:2012/Cor.1:2015 subclause} 7.2.4.

NOTE This assertion is not separately tested.

Perform zero&ation

AS04.17: (Seryices — Levels 1, 2, 3, and 4)

The cryptogrpphic module shall perform zeroisation of the parameters as spécified in {I$O/IEC
19790:2012/Cpr.1:2015 subclause} 7.9.7.

NOTE Thig assertion is not separately tested.

6.4.3.2 Bypass capability

AS04.18: (Bypass capability — Levels 1, 2, 3, and 4)
If the module [can output a particular data or status item in a €ryptographically protected form, or (as a
result of module configuration or operator intervention) can also output the item in a non-pratected
form, then a ypass capability shall be defined.

Required Vendor Information

VEO04.18.01: |f the module implements a bypass ‘capability, the vendor documentation shall describe the
bypass servicq.

Required Test Procedures

TE04.18.01: The tester shall verify that the module implements a bypass capability as specified in the vendor
documentation.

AS04.19: (Bypass capability ~Levels 1, 2, 3, and 4)

If a cryptogrpphic miodule implements a bypass capability, then the operator shall assume an
authorised ro|e befare configuring the bypass capability.

Required Vengdorinformation

VEO04.19.01: If the module implements a bypass capability, the vendor documentation shall describe how the
operator assumes an authorised role before configuring the bypass capability.

Required Test Procedures

TE04.19.01: The tester shall verify from the vendor documentation that the module requires an operator to
assume an authorised role before configuring the bypass capability.

TEO04.19.02: The tester shall assume the defined role that is documented to configure the bypass capability
and perform the configuration.

TE04.19.03: The tester shall assume a defined role that is not documented to configure the bypass capability
and attempt to perform the bypass configuration. The tester shall verify the attempt fails.

AS04.20: (Bypass capability — Levels 1, 2, 3, and 4)
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If a cryptographic module implements a bypass capability, then two independent internal actions shall
be required to activate the capability to prevent the inadvertent bypass of plaintext data due to a
single error.

Required Vendor Information

VEO04.20.01: If the module implements a bypass capability, the vendor documentation shall describe the
bypass service as specified in AS04.20.

VE04.20.02: The finite state model and other the vendor documentation shall indicate, for all transitions into
an exclusive or alternating bypass state, two independent internal actions that are required to transition into
each bypass state.

Requilled Test Procedures

TEO04.40.01: The tester shall verify whether the bypass capability is implemented bythe’moddle. The tester
shall vgrify the vendor documentation to verify that the bypass capability is allocated'toat least pne authorised
role.

TEO04.40.02: The tester shall verify the finite state model and other the vender documentation whether each
transitipn into an exclusive or alternating bypass state shows two independent internal actiorls that have to
occur in order for the cryptographic module to transition into either exclusive or alternating bypasgs state.

TE04.40.03: The tester shall attempt to transition to each bypass.state from each state that|shows such a
transitipn, and verify that it takes two internal actions to accomplish each such transition.

AS04.21: (Bypass capability — Levels 1, 2, 3, and 4)

If a cryptographic module implements a bypass _capability, then the two independent internal actions
shall modify software and/or hardware behaviour-that is dedicated to mediate the bypass|capability.

Requined Vendor Information
VEO04.21.01: If the module implements,abypass capability, the vendor provided documentatign shall specify
how the two independent internal actions modify software and/or hardware behaviour that is dedicated to

mediate the bypass capability.

VEO04.21.02: The vendor provided documentation shall specify how the two independent ipternal actions
protect|against the inadvertent bypass of plain text data to a single error.

Required Test Procedures

TE04.41.01: The)tester shall verify that vendor documentation specifies how the two indepgndent internal
actiong protett-against the inadvertent bypass of plain text data due to a single error.

TE04.41:02: The tester shall verify that the two independent internal actions modify software and/or hardware
behaviour that is dedicated to mediate the bypass capability, by inspection and by attempting to transition to
each bypass state from each state that shows such a transition.

AS04.22: (Bypass capability — Levels 1, 2, 3, and 4)

If a cryptographic module implements a bypass capability, then the module shall show status to
indicate whether the bypass capability:

a) is not activated, and the module is exclusively providing services with cryptographic processing
(e.g. plaintext data is encrypted); or

b) is activated and the module is exclusively providing services without cryptographic processing
(e.g. plaintext data is not encrypted); or

c) is alternately activated and deactivated and the module is providing some services with
cryptographic processing and some services without cryptographic processing (e.g. for modules
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with multiple communication channels, plaintext data is or is not encrypted depending on each
channel configuration).

Required Vendor Information
VEO04.22.01: The vendor documentation for the “Show Status” service shall indicate bypass status.
Required Test Procedures

TE04.22.01: The tester shall review the vendor documentation for the “Show Status” service and verify the
bypass service indication.

TE04.22.02:
applicable byp

e tester shall transition to each bypass state and verify that the “Show Status” indicafes the
hss status.

6.4.3.3  Self-Initiated cryptographic output capability

AS04.23: (Self-initiated cryptographic output capability — Levels 1, 2, 3, and 4)

The self-initigted cryptographic output capability shall be configured by the Crypto Officer and this
configuration)may be preserved over resetting, rebooting, or power cycling .of'the module.
Required Vendor Information
VE04.23.01: The vendor shall provide description of the self-initiated €ryptographic output capability.

Required Test Procedures

TEO04.23.01: T
the Crypto Offi

he tester shall verify that the self-initiated cryptographic output capability must be config
cer.

ired by

AS04.24: (Self-initiated cryptographic output capability — Levels 1, 2, 3, and 4)

If a cryptogr
independent
output due to

pphic module implements a*self-initiated cryptographic output capability, thg
nternal actions shall be required to activate the capability to prevent the inady
a single error.

n two
yertent

NOTE Thig assertion is not separately tested. Tested as part of AS04.25.

AS04.25: (Self-initiated cryptographic output capability — Levels 1, 2, 3, and 4)
If a cryptogrgphic module implements a self-initiated cryptographic output capability, then the two
independent |nternal'actions shall modify software and/or hardware behaviour that is dedicated to
mediate the cppability (e.g. two different software or hardware flags are set, one of which may b¢ user-
initiated).

Required Vendor Information

VEO04.25.01: The vendor shall define a set of two internal actions to be independently done in order to
activate the self-initiated cryptographic output capability.

VEO04.25.02: The vendor provided documentation shall specify how the two independent internal actions
modify software and/or hardware behaviour that is dedicated to mediate the self-initiated cryptographic output
capability.

VEO04.25.03: The vendor provided documentation shall specify how the two independent internal actions
protect against the inadvertent output due to a single error.

Required Test Procedures
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TE04.25.01: The tester shall determine whether the cryptographic module implements a self-initiated
cryptographic output capability. The tester shall verify that vendor documentation specifies the two
independent internal actions performed by the cryptographic module before activating the self-initiated
cryptographic output capability. The tester shall also verify that vendor documentation specifies how the two
independent internal actions protect against the inadvertent output due to a single error.

TE04.25.02: The tester shall activate the self-initiated cryptographic output capability, and verify that the two
independent internal actions function as specified. If any software or firmware components are executed in
the process of activation, the tester shall examine the applicable source code to ensure that the software or
firmware components support the requirement for two independent internal actions before activating the self-
initiated cryptographic output capability.

TEO4. € tester shall verify that a status Indicator 1S provide e self-initiated

cryptographic output capability is activated.

AS04.26: (Self-initiated cryptographic output capability— Levels 1, 2, 3, and 4)

If a cryptographic module implements a self-initiated cryptographic output eapability, then the module
shall show status to indicate whether the self-initiated cryptographic output capability is [activated.

NOTE This assertion is not separately tested. Tested as part of AS04.25.

6.4.3.4 Software/Firmware loading
AS04.27: (Software/Firmware loading — Levels 1, 2, 3, and4)

If a cryptographic module has the capability of loading software or firmware from an external source,
then the following requirements shall apply.

NOTE This assertion is not separately tested. Testéd as part of AS04.28.
AS04.28: (Software/Firmware loading — Levels 1, 2, 3, and 4)

The Igaded software or firmware shall be validated by a validation authority prior to loading to
maintgin validation.

Requined Vendor Information

VE04.28.01: The vendor-shall provide a certificate of validation by a validation authority. This ¢ertificate shall
unambjguously identity(the software or firmware loaded in the cryptographic module.

Required Test Procedures

TE04.48.01~"The tester shall check that the software or firmware version is the one who claims to be. This
identification-shall be consistent with the one verified in 7.2.3.1 of ISO/IEC 19790:2012/Cor.1:2415.

AS04.29: (Software/Firmware loading — Levels 1, 2, 3, and 4)

All data output via the data output interface shall be inhibited until the software/firmware loading and
load test has completed successfully.

Required Vendor Information

VEO04.29.01: The vendor shall describe the process used to inhibit data output during loading processes and
load test.

Required Test Procedures

TE04.29.01: The tester shall verify that the data output is inhibited during software or firmware loading and
load test.

AS04.30: (Software/Firmware loading — Levels 1, 2, 3, and 4)
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The Software/Firmware Load Test specified in {ISO/IEC 19790:2012/Cor.1:2015 subclause} 7.10.3.4
shall be performed before the loaded code can be executed.

NOTE This assertion is not separately tested. Tested as part of AS10.37 through AS10.41.

AS04.31: (Software/Firmware loading — Levels 1, 2, 3, and 4)

The cryptographic module shall withhold execution of any loaded or modified approved security
functions until after the pre-operational self-tests specified in {ISO/IEC 19790:2012/Cor.1:2015

subclause} 7.10.2 have been successfully executed.

NOTE This assertion is not separately tested. Tested as part of AS10.37 through AS10.41.

AS04.32: (Software/Firmware loading — Levels 1, 2, 3, and 4)

The modules |versioning information shall be modified to represent the addition and/or-update| of the
newly loaded |software or firmware ({ISO/IEC 19790:2012/Cor.1:2015 subclause} 7.4.3)

Required Vendor Information
VE04.32.01: The vendor shall provide the means to read the version of the newly.l0aded software or fifmware.
Required Test Procedures
TE04.32.01: The tester shall initiate the software/firmware load test. /After the pre-operational self-tes{s have
been successfully executed subsequent to software/firmware load“test, the tester shall verify that the
versioning infdrmation is modified to represent the addition andler ‘update of the newly loaded software or
firmware.

AS04.33: (Software/Firmware loading — Levels 1, 2, 3,.and 4)

If the loading| of new software or firmware is a complete image replacement, this shall constiILl:te an
entirely new module which would require validation by a validation authority to maintain validatipn.

Required Vendor Information

VEO04.33.01: The vendor provided documentation shall specify whether the module supports a cgmplete
image replaceinent as a result of software/firmware loading and load test.

VEO04.33.02: The vendor shall’ptevide a certificate of validation by a validation authority. This certificate shall
unambiguously identity the seftware or firmware loaded in the cryptographic module

Required Test Procedures

TEO04.33.01: The tester shall ensure that the new complete image replacement is validated by a validation
authority by ingpection of the name and version as indicated in AS04.13.

AS04.34: (Software/Firmware loading — Levels 1, 2, 3, and 4)

The new software or firmware image shall only be executed after the module transitions through a
power-on reset.

Required Vendor Information

VEO04.34.01: If a complete image replacement is supported, the vendor provided documentation shall specify
how the new image is executed only after the module transitions through a power-on reset.

Required Test Procedures

TEO04.34.01: The tester shall initiate the software/firmware load test. After the software/firmware load test
passed, the tester shall verify that the loaded software or firmware cannot be used until after the pre-
operational self-tests have been successfully executed through power-on reset.
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AS04.35: (Software/Firmware loading — Levels 1, 2, 3, and 4)
All SSPs shall be zeroised prior to execution of the new image.
Required Vendor Information

VE04.35.01: If a complete image replacement is supported, the vendor provided documentation shall specify
that SSP zeroisation takes place prior to execution of the new image.

VEO04.35.02: If a complete image replacement is supported, the vendor documentation shall specify the
following SSPs zeroisation information:

a) Zdroisation techniques

b) R4tionale explaining how the zeroisation technique is performed in a time that\is not sufficient to
compromise SSPs

Requined Test Procedures

TEO04.35.01: The tester shall review the vendor documentation to verify\that the information specified in
VE04.35.01 is included. The tester shall determine the accuracy of any ratiehale provided by the vendor. The
burden| of proof is on the vendor; if there is any uncertainty or ambiguity, the tester shall requir¢ the vendor to
producg additional information as needed.

TE04.35.02: The tester shall note which SSPs are present{in the module and initiate the gower-on reset
subseduent to software/firmware load test. Following the completion of the pre-operational selftest, the tester

shall aftempt to perform cryptographic operations using each of the SSPs that were stored in the module. The
tester ghall verify that each SSP cannot be accessed.

6.4.4 |Authentication

Role-Based Authentication

AS04.36: (Role-Based Authentication.—'Levels 2, 3, and 4)
If roleqbased authentication mechanisms are supported by a cryptographic module, the|module shall
require¢ that one or more roles’ either be implicitly or explicitly selected by the operator {and shall
autherfticate the assumption of the selected role (or set of roles)}.

NOTE This assertion is ot separately tested. Tested as part of AS04.37.

AS04.37: (Role-Based Authentication — Levels 2, 3, and 4)

If rolesbased-authentication mechanisms are supported by a cryptographic module, the module {shall
requireé that/one or more roles either be implicitly or explicitly selected by the operajor and} shall
authenticate the assumption of the selected role (or set of roles).

Required Vendor Information

VEO04.37.01: The vendor shall document the type of authentication performed for the module. The vendor
shall document the mechanisms used to perform the implicit or explicit selection of a role or set of roles and
the authentication of the operator to assume the role(s).

Required Test Procedures

TEO04.37.01: The tester shall verify that the vendor documentation specifies the mechanisms used for the
selection of a role or roles and the authentication of the operator to assume a role.

TEO04.37.02: The tester shall assume each role and initiate an error during the authentication procedure. The
tester shall verify that the module denies access to each role.

AS04.38: (Role-Based Authentication — Levels 2, 3 and 4)
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If a cryptographic module permits an operator to change roles, then the module shall authenticate the
assumption of any role that was not previously authenticated for that operator.

Required Vendor Information

VEO04.38.01: The vendor documentation shall describe the ability of an operator to modify roles and shall state

that authentica

tion of an operator to assume a new role is required.

Required Test Procedures

TEO04.38.01: The tester shall verify the vendor documentation to verify that the method by which an operator
can modify roles includes the authentication of the operator to assume a new role.

TE04.38.02: T

Assume g
the modul

a)

b) Assume g

that the m

ne tester shall perform the following tests:

role, attempt to modify to another role that the operator is authorised to assume, and verify that

b allows the operator to request services assigned to the new role.

role, attempt to modify to another role that the operator is not authorised|fo assume, an
pdule does not allow the operator to request the services assigned only to the new role.

Identity-Base

Authentication

AS04.39: (Identity-Based Authentication — Levels 3 and 4)

If identity-ba
shall require
roles either b
the operator §

Required Ven

VE04.39.01: T
module. The v

le implicitly or explicitly selected by the operator, and shall authenticate the ider

dor Information

ed authentication mechanisms are supported by ‘a cryptographic module, the n
hat the operator be individually and uniquely identified, {shall require that one o

nd the authorisation of the operator to assunte the selected role or set of roles}.

he vendor documentation shall specify the type of authentication implemented wit
bndor documentation shall specify.

nism(s) used to perform thetidentification of the operator,

is associated with AS04.39.

nism(s) used to(perform the authentication of the operator’s identity,
is associated.with AS04.41.

nism(s)-used to perform the implicit or explicit selection of a role or set of roles,

1 verify

hodule
more
tity of

nin the

is\associated with AS04.40.

d

is associated with AS04.41.

operator and the selected role or set of roles authorised to assume by the operator.

a) the mechg
NOTE 1 This
b) the mechg
NOTE 2  This
c) the mechg
NOTE 3 This
d)

role(s), an
NOTE 4  This
e)
NOTE 5  This

is associated with AS04.40, AS04.41, AS04.42 and AS11.13.

Required Test Procedures

TE04.39.01: The tester shall verify that the vendor documentation specifies:

a)
42

how the operator is uniquely identified,

the mechanism(s) used to perform the verification of the authorisation of the operator to assume the

the mechanism(s) used to internally maintain the relationship between the identified and authenticated
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NOTE 6

b) ho

NOTE 7

c) ho

NOTE 8

d)
an

ISO/IEC 24

This is associated with AS04.39.
w that identity is authenticated,
This is associated with AS04.41.
w the operator chooses a role,

This is associated with AS04.40.

d

759:2014(E)

how the authorisation of the operator to assume a role is performed based on the authenticated identity,

NOTE

ho
se

e)

NOTE 1

TEO04.3
and au
VEO04.3

TEO04.3
modulg

TEO04.3
one or
that au
NOTE 1

AS04.4

This is associated with AS04.41.

w the relationship is internally maintained between the identified and authenticated op
ected role or set of roles authorised to assume by the operator.

0 This is associated with AS04.40, AS04.41, AS04.42, and AS11.13.

9.02: The tester shall verify by inspection and from the vendor decumentation that th
thentication procedure is implemented as specified in the vémdor documentation p
9.01.

9.03: The tester shall initiate an error during the authentication procedure and shall
does not allow the tester to proceed beyond the authentication procedure.

9.04: The tester shall successfully authenticate his/her identity to the module. When req
more roles, the tester shall select roles not compatible with the authenticated identity &
thorisation to assume the roles is denied.

1 This test procedure is associated with, AS04.39 and AS04.41.

10: (Identity-Based Authentication — Levels 3 and 4)

{If idemtity-based authentication.fmechanisms are supported by a cryptographic modulg

shall r

bquire that the operatof be individually and uniquely identified}, shall require tha

erator and the

e identification

rovided under

verify that the

uired to select
nd shall verify

e, the module
l one or more

roles ¢ither be implicitly or explicitly selected by the operator, {and shall authenticate the identity of

the op
NOTE

AS04.4

brator and the authorisation of the operator to assume the selected role or set of rg
This assertiontis not separately tested.

11: (Identity-Based Authentication — Levels 3 and 4)

NOTE

titytbased authentication mechanisms are supported by a cryptographic moduls

les}.

e, the module
one or more

This assertion is not separately tested.

AS04.42: (Identity-Based Authentication — Levels 3 and 4)

he identity of

oles.

If a cryptographic module permits an operator to change roles, then the module shall verify the
authorisation of the identified operator to assume any role that was not previously authorised.

VE04.42.01: The vendor documentation shall specify:

a)

b)

whether the cryptographic module permits an operator to modify roles,

how an operator can modify roles after the operator is identified and authenticated,
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selected role or set of roles authorised to assume by the operator [see item e) of VE04.39.01],

c)
d)

assume a
e) conditions

f)

1)
than t

role that was not previously authorised,

under which the operator's identity has to be reauthenticated in modifying roles,

how the cryptographic module is designed to meet the assertion AS11.13:

he Crypto Officer, or

how the relationship is internally maintained between the identified and authenticated operator and the

how the cryptographic module enforces the verification of authorisation of the identified operator to

how the cryptographic module prohibits changing to a Crypto Officer state from any other role other

how
requi
chang

2)

Required Tes

TEO04.42.01: T

cryptographic module permits an operator to modify roles.

TEO04.42.02: T
modify roles w
the operator fo

TE04.42.03: T

Assume €
tester’s id
associate
with the p

a)

b) Assume ¢

verify that

TE04.42.04: T
Officer role fro
documentation

AS04.43: (Operator authentication — Levels 1, 2, 3, and 4)

When a cryp
module shall

’{Ze results of previous authentications/authorisation is cleared and the cryptographic

T with the new role. The tester shall perform services in the new role that were not ass
e

s the operator to be authenticated and authorised to assume a Crypto Office_role
ing from any other role other than the Crypto Officer role.

Procedures

he tester shall determine, by inspection and from the vendor documentation, wheth

he tester shall verify in the vendor documentation that the method by which an opera
I a role not previously authenticated.

ne tester shall perform the following tests:

bntity does not have to be reauthenticated; and verify that the tester can access the s
vious role in order to verify that the-téster has assumed a different role.

ach role, attempt to modify to anether role that the operator is not authorised to assun
the module denies access to.the role based on the identity of the operator.

ne tester shall exercise the-Cryptographic module and verify that the changing to a Cryptd
M any other role otherithan the Crypto Officer role is prohibited as specified in the vendor
provided under VE04.42.01.

ographic )module is reset, rebooted, powered off and subsequently powered ¢
Fequire the operator to be authenticated.

||nodule

when

er the

or can

thout re-authentication of the operator’s identity includes the verification of the authorisation of

pch role, attempt to modify to another role that the tester is authorised to assume, verify that the

ervices
bciated

e, and

n, the

Required Ven

dorinformation

VEO04.43.01: The vendor documentation shall describe how the results of previous authentications are cleared
when the module is powered off.

Required Test Procedures

TE04.43.01: The tester shall verify the vendor documentation that the clearing of previous authentications
upon power off of the module is described.

TE04.43.02: The tester shall authenticate to the module and assume one or more roles, power off the module,
power on the module, and attempt to perform services in those roles. To meet this assertion, the module shall
deny access to the services and require that the tester be reauthenticated.

AS04.44: (Operator authentication — Levels 1, 2, 3, and 4)
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Authentication data within a cryptographic module shall be protected against unauthorised use,
disclosure, modification, and substitution.

NOTE Approved security functions can be used as part of the authentication mechanism.

Required Vendor Information

VEO04.44.01: The vendor documentation shall describe the protection of all authentication data within the
module. Protection shall include the implementation of mechanisms that protect against unauthorised
disclosure, modification, and substitution.

Required Test Procedures

TEO04 4
data.
unauth

authentication
tected against

4.01: The tester shall verify the vendor documentation that describes the protection, of
The tester shall verify that the documentation describes how the data will he)pro
prised disclosure, modification, and substitution.

TE04.44.02: The tester shall perform the following tests:

a) Atfempt to access (by circumventing the documented protection mechanisms) authenti¢ation data for
which the tester is not authorised to have access. If the module dehies access or allows access only to
encrypted or otherwise protected forms of data, the requirement isimet.

b) Madify authentication data using any method not specified py.the vendor documentation and attempt to

enter the modified data. The module shall not allow the tester'to be authenticated using thg modified data.

AS04.45: (Operator authentication — Levels 2, 3, and 4)

If a ciyptographic module does not contain the authentication data required to authenticate the
operatpr for the first time the module is accessed, then other authorised methods (e%. procedural
controls or use of factory-set or default authentication data) shall be used to control access to the
module and initialise the authentication mechanisms.

Requined Vendor Information

VE04 .4
initialis

5.01: The vendor documentation shall specify means to control access to the modyle before it is

bd.

Required Test Procedures

TEO04.45.01: The tester-shall verify the vendor documentation describes the procedure by whig
is authenticated upon accessing the module for the first time.

TEO4. 5 02:=~H access to the module before initialisation is controlled, the tester shall initiate

h the operator

AN error on an
the authorised

he tester shall

attempt to assume other roles before the module has been initialised and verify that the module denies access
to the roles.

TE04.45.03: If default authentication data is used to access to the module and to initialise the authentication
mechanism, the tester shall assume the authenticated role, and verify that the default authentication data is
replaced upon the first-time authentication. The tester shall also enter the default authentication data after the
first-time authentication and verify that the cryptographic module does not allow the tester to be authenticated.

AS04.46: (Operator authentication — Levels 2, 3, and 4)

If default authentication data is used to control access to the module, then default authentication data
shall be replaced upon first-time authentication ({ISO/IEC 19790:2012/Cor.1:2015 subclause} 7.9.7).
NOTE This assertion is not separately tested. Tested as part of AS04.45.

AS04.47: (Operator authentication — Levels 2, 3, and 4)
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If the cryptographic module uses security functions to authenticate the operator, then those security
functions shall be approved security functions.

Required Vendor Information

VEO04.47.01: The vendor provided documentation shall specify the list of security functions used to
authenticate operators.

VEO04.47.02: The vendor shall provide a validation certificate for each approved security functions as specified
in VE02.20.01.

Required Test Procedures

TE04.47.01: The tester shall verify that the security functions used to authenticate operators are all.d@pproved
security functigns.

AS04.48: (Operator authentication — Levels 2, 3, and 4)

The module [shall implement an approved authentication mechanism as_specified in {I$O/IEC
19790:2012/Copr.1:2015} Annex E.

Required Vendor Information

VEO04.48.01: The vendor documentation shall describe the approved~authentication mechanism ysed to
authenticate operators.

VEO04.48.02: Iff the module implements an approved authentication mechanism, the vendor shall prgvide a
validation certificate as specified in VE02.20.01.

Required Test Procedures

TEO04.48.01: The tester shall verify that the authentication mechanism used to authenticate operatorg is an
approved one.

AS04.49: (Ope¢rator authentication — Levels-2, 3, and 4)

The strength|of the approved authentication mechanism shall be specified in the security |policy
({ISO/IEC 19790:2012/Cor.1:2015} ‘Annex B).

NOTE Thig| assertion is not separately tested. Tested as part of ASB.01.
AS04.50: (Operator authentication — Levels 2, 3, and 4)

For each attempt to-use the approved authentication mechanism, the module shall meet the strength
of the authentication objective.

Required Vendor Information

VEO04.50.01: The vendor documentation shall specify each authentication mechanism and the associated
false acceptance rate or probability that a random access will succeed.

Required Test Procedures

TE04.50.01: The tester shall verify the vendor documentation for each authentication mechanism that the
associated false acceptance or random access rate is specified.

TE04.50.02: The tester shall verify the vendor documentation for each authentication mechanism that the
objective is met.

AS04.51: (Operator authentication — Levels 2, 3, and 4)

46


https://iecnorm.com/api/?name=b9e3476b7cb334f64d2216dfac3cfaad

ISO/IEC 24759:2014(E)

For multiple attempts to use the approved authentication mechanism during a one-minute period, the
module shall meet the strength of the authentication objective.

Required Vendor Information

VEO04.51.01: The vendor documentation shall specify each authentication mechanism and the associated
probability of a successful random attempt during a one-minute period.

Required Test Procedures

TE04.51.01: The tester shall verify the vendor documentation for each authentication mechanism that the
associated probability of a successful random is specified.

TE04.91.02: The tester shall verify the vendor documentation for each authentication mechanism that the
associgted probability of a successful random is meeting the objective.

AS04.52: (Operator authentication — Levels 2, 3, and 4)

The agproved authentication mechanism shall be met by the module’s implementation ahd not rely on
documented procedural controls or security rules (e.g. password size restrictions).

Requirled Vendor Information

VEO04.52.01: The vendor shall provide complete description of the authentication mechanisms.
Required Test Procedures

TE04.92.01: The tester shall verify by inspection and\from the vendor documentation that| the approved
authentication mechanism is met by the module's:implementation and does not rely onh documented
procedural controls or security rules.

AS04.53: (Operator authentication — Level 2)

If the| operating system implements- the authentication mechanism, then the 3uthentication
mech]nism shall meet the requirements of this clause.

Requined Vendor Information
VE04.93.01: The vendor shall provide authentication mechanism specification of the operating gystem.
Required Test Procedures

TE04.93.01: The tester shall verify the vendor documentation and by inspection that [the approved
authentication mechanism implemented in the operating system meets the applicable requirements.

AS04.%4: (Operator authentication — Levels 2, 3, and 4)

Feedback of authentication data to an operator shall be obscured during authenfication (e.g. no
visible display of characters when entering a password).

Required Vendor Information

VEO04.54.01: The vendor documentation shall specify the method used to obscure feedback of the
authentication data to an operator during entry of the authentication data.

Required Test Procedures

TEO04.54.01: The tester shall verify the vendor documentation that the authentication data is obscured during
data entry.

TE04.54.02: The tester shall enter authentication data and verify that there is no visible display of
authentication data during data entry.
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AS04.55: (Operator authentication — Levels 2, 3, and 4)

Feedback provided to an operator during an attempted authentication shall prevent weakening of the
authentication mechanism strength beyond the required authentication strength.

Required Vendor Information

VEO04.55.01: The vendor documentation shall specify the feedback mechanism that is used when the operator
is entering authentication data.

Required Test Procedures

TE04.55.01: The vefify-the-vendor-doeumentation-that-the—feedbackrmeehear ISH-deeshe provide
information thdt could be used to guess or determine the authentication data.

TE04.55.02: Tlhe tester shall enter authentication data to assume each role to ensure that the fegdback
mechanism does not provide useful information.

AS04.56: (Op¢rator authentication — Level 1)

If a module dpes not support authentication mechanisms, the module shall/tequire that the operator
either implicitly or explicitly select one or more roles.

Required Vendor Information
VEO04.56.01: Tlhe vendor shall document the type of authentication~performed for the module. The vendor
shall document the mechanisms used to perform the implicit or explicit selection of a role or set of roles and

the authenticafion of the operator to assume the role(s).

VEO04.56.02: The vendor provided non-proprietary security-policy shall provide a description of the roles, either
implicit or explicit, that the operator can assume.

VEO04.56.03: The vendor provided non-proprietary security policy shall provide instructions for the opefator to
assume either the implicit or explicit roles.

Required Test Procedures
TE04.56.01: The tester shall verify that the vendor provided non-proprietary security policy proyides a
description of the roles, either impli¢it or explicit, that the operator can assume and the means to assume each

role.

TE04.56.02: The tester shallinvoke the method described in the non-proprietary security policy and verify that
each role can g¢ither bedmplicitly or explicitly assumed.

AS04.57: (OpTrator authentication — Level 2)
A cryptographic module shall at a minimum employ role-based authentication to control access to the

module.

NOTE This assertion is not separately tested. Tested as part of AS04.36.
AS04.58: (Operator authentication — Levels 3 and 4)

A cryptographic module shall employ identity-based authentication mechanisms to control access to
the module.

NOTE This assertion is not separately tested. Tested as part of AS04.39 through AS04.41.
AS04.59: (Operator authentication — Level 4)

A cryptographic module shall employ multi-factor identity-based authentication mechanisms to
control access to the module.
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VE04.59.01: The vendor shall provide specification of a multi factor identity-based authentication and provide
testing features of the mechanism.

Required Test Procedures

TE04.59.01: The tester shall verify the vendor documentation and assess multi-factor identity-based
authentication.

6.5 Software/Firmware security

AS05.01: (Software/Firmware security — Levels 1, 2, 3, and 4)

The refquirements of this clause shall apply to software and firmware components of a ¢ryptographic
module.

NOTE This assertion is not separately tested. Tested as part of AS05.02 through AS05.23:
AS05.02: (Software/Firmware security — Levels 1, 2, 3 and 4)

The dTIcumentation requirements specified in {ISO/IEC 19790:2012/Cor.1:2015 subclauge} A.2.5 shall
be proyided.

Requirled Vendor Information
VE05.02.01: The vendor shall provide documentation as specified”in A.2.5 of ISO/IEC 19790:2(012/Cor.1:2015.
Required Test Procedures

TE05.02.01: The tester shall verify completeness “of the documentation specified in A.2[5 of ISO/IEC
19790:R012/Cor.1:2015.

AS05.03: (Software/Firmware security — Levels 1, 2, 3 and 4)

The fqgllowing requirements shall apply to software and firmware components of a ¢ryptographic
modulg for Security Level 1.

NOTE This assertion is not sepanately tested.
AS05.04: (Software/Firmware security — Levels 1, 2, 3 and 4)

All software and firmware shall be in a form that satisfies the requirements of this| International
Standard without-modification prior to installation {ISO/IEC 19790:2012/Cor.1:2015 subclause} (7.11.7).

Required Vendor Information

VE05.04.61: The vendor shall provide software and firmware specification.

Required Test Procedures

TE05.04.01: The tester shall verify, by inspection of the cryptographic module, that specifications provided by
vendor documentation are consistent with the actual design of the cryptographic module.

AS05.05: (Software/Firmware security — Levels 1, 2, 3 and 4)

For software and firmware modules and the software or firmware component of a hybrid module
(except for the software and firmware components within a disjoint hardware component of a hybrid
module): A cryptographic mechanism using an approved integrity technique shall be applied to all

software and firmware components within the module’s defined cryptographic boundary in one of the
following ways:

— by the cryptographic module itself; or
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by another validated cryptographic module operating in an approved mode of operation.

Required Vendor Information

VEO05.05.01: The vendor provided documentation shall describe the approved integrity technique that is
applied to all software and firmware components and the software or firmware component of a hybrid module
(except for the software and firmware components within a disjoint hardware component of a hybrid module).

VE05.05.02: The vendor provided documentation shall specify how the integrity technique is applied to all
software and firmware components and the software or firmware component of a hybrid module (except for
the software and firmware components within a disjoint hardware component of a hybrid module) using either

a) asinglee

or
b) multiple di
VE05.05.03:

implemented €
in an approved

VE05.05.04: T

the integrity t¢chnique.

documentation
signature.

VEO05.05.05: T
in VE02.20.01

Required Tes

TEO05.05.01: T
technique is a
hybrid module
hybrid module

TEO05.05.02: T
integrity techni

TE05.05.03: If
verify that the
which the hash

TEO05.05.04: I
the tester sha

The vendor documentation shall describe whether the approved 'integrity techni

compassing message authentication code or signature,

sjoint codes or signatures.

ither by the cryptographic module itself or by another validated cryptographic module op
mode of operation.

If the approved digital signature is used as_the integrity technique, the
shall also specify the location of the private signing key which is used to generate ref

he vendor shall provide a validation certificate forthe approved integrity technique as sy

Procedures

he tester shall verify by inspectionof the cryptographic module that an approved i
bplied to all software and firmware, components and the software or firmware componsg
(except for the software and.firmware components within a disjoint hardware compong
within the module.

he tester shall verify, that the vendor has provided a validation certificate for the ap
ue implemented astspecified in VE02.20.01.

the module implements a hash or MAC for the software/firmware integrity test, the test
vendor documentation of the software/firmware integrity test fully describes the prog
or MACis‘calculated and verified.

the Mmodule implements an approved digital signature for the software/firmware integr
Il verify that the vendor documentation of the software/firmware integrity test includ

gue is
erating

he vendor provided documentation shall specify the location-6f the cryptographic key dised in

vendor
erence

ecified

htegrity

nt of a
nt of a

proved

er shall
ess by

ty test,
es the

following:
a)
b) Identificati

c)
firmware.

d)

e)

Specification of the approved digital signature algorithm implemented.

on of software and firmware that is protected using the approved digital signatures.

Verification of the approved digital signature.

Failure of the self-test upon failure of the approved digital signature verification.

Verification that the pre-calculated value of the approved digital signature is included with the software or

TEO05.05.05: Even if the approved integrity technique is provided by another validated module, the tester shall
verify that the determination of pass or fail of the software/firmware integrity test is made as specified in

AS10.01.
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TE05.05.06: By checking the code and/or design documentation, the tester shall verify that the
implementation of the software/firmware test is consistent with the information provided under AS05.05 and
AS05.08.

TE05.05.07: The tester shall modify the cryptographic software and firmware components. This test is failed if
the integrity mechanisms do not detect the modifications.

AS05.06: (Software/Firmware security — Levels 1, 2, 3 and 4)
For software and firmware components of a hardware cryptographic module and the software or

firmware components within a disjoint hardware component of a hybrid cryptographic module: A
cryptographic mechanism using an approved integrity technique or an error detection code (EDC)

Requirled Vendor Information

VEO05.(
detecti
and th

modulg.

VEO05.(
detecti
the sof]

VEO05.(
require

VEO05.(
vendor
VEO05.(

Requined Test Procedures

TEO05.0
technig
cryptog
hybrid

TEO05.0
under

TEO05.0

raphic boundary or within disjoint hardware components of the hybrid module.

6.01: The vendor provided documentation shall describe the approved.integrity tech
bn code that is applied to all software and firmware components of a hardware cryptod
b software or firmware components within a disjoint hardware component of a hybrid

6.02: The vendor provided documentation shall specify howdhe approved integrity tecl
bn code is applied to all software and firmware components ‘of a hardware cryptograph

6.03: If the module implements an error detection’code, the vendor shall provide the
d under VE05.07.01.

provided documentation shall providexinformation required under VE05.05.02, VEH
5.05.

6.01: The tester shall verify-\by inspection of the cryptographic module that an app

raphic module and all .software or firmware components within a disjoint hardware c
cryptographic module.

6.02: If the module implements an error detection code, the tester shall follow proce
[E05.07.01.

follow

6.03: If.the module implements a hash or MAC for the software/firmware integrity test,
procedures required under TE05.05.03.

ule’s defined

nique or error
raphic module
cryptographic

nique or error
ic module and

ware or firmware components within a disjoint hardware cemponent of a hybrid cryptographic module.

documentation

6.04: If the cryptographic module implements;an approved integrity technique for the in{egrity test, the

F05.05.04 and

roved integrity

ue or error detection code is applied to all software and firmware components ¢f a hardware

bmponent of a

dures required

he tester shall

the tester shall follow procedures required under TE05.05.04.

b integrity test,

TEO05.06.05: By checking the code and/or design documentation, the tester shall verify that the
implementation of the software/firmware test is consistent with the information provided under AS05.06
through AS05.08.

TEO05.06.06: The tester shall modify the cryptographic software and firmware components. This test is failed if
the integrity mechanisms do not detect the modifications.

AS05.07: (Software/Firmware security — Levels 1, 2, 3 and 4)
If an EDC is used, the EDC shall be at least 16 bits in length.

Required Vendor Information
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VEO05.07.01: The vendor shall provide the specification of the error detection code used within the module.

This mechanis
a)
b)
c)

1)

2) comp
3) expeq

Required Tes

TEO05.07.01: T
inspection that

a) theimplen
b)
1) recalg
2) comp
3) thee

AS05.08: (Soff

If the integrit

m shall be an error detection code of at least 16 bits in length. The vendor shall provide:

description of EDC calculation algorithm,
calculation of the EDCs when the software and firmware is installed,
description of verification process,

recalculation of the EDCs when the self-test is initiated,

arison of the stored EDC against the recalculated EDC,

ted outputs for success or failure of test.

Procedures

the following information is provided:

nentation of the EDC calculation algorithm,

the verification process,

ulation of the EDCs when the self-test is initiated,

arison of the stored EDC against the recalculated EBC, and
pected outputs for success or failure of test.
fware/Firmware security — Levels 1, 2,3 and 4)

y test fails (i.e. the calculated result is not successfully verified or the EDC can

verified depending on the module type), thecmodule shall enter the error state.

Required Ven
VE05.08.01: 1
mechanism sh
(see AS05.05

Required Tes
TE05.08.01: T

TE05.08.02: T

dor Information
all be an approved-integrity technique or an error detection code depending on the modu
hnd AS05.06).

Procedures

ne testersshall verify that if the integrity test fails, the module enters the error state.

he tester shall verify that the error detection code is at least 16 bits inllength and verify by

not be

he vendor shall provide the specification of the integrity test of Software/firmwar¢. This

le type

he fester shall verify that any temporary values generated during the integrity test are z

proised

upon completion of the integrity test.

AS05.09: (Software/Firmware security — Levels 1, 2, 3 and 4)

The approved integrity technique may consist of a single encompassing message authentication code
or signature, or multiple disjoint authentication codes or signatures of which failure of any disjoint
authentication code or signature shall cause the module to enter the error state.

NOTE

This assertion is not separately tested. Tested as part of AS05.05, AS05.06 and AS05.08.

AS05.10: (Software/Firmware security — Levels 1, 2, 3 and 4)

The temporary value(s) generated during the integrity test of the module’s software or firmware shall
be zeroised from the module upon completion of the integrity test.

NOTE
52
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AS05.11: (Software/Firmware security — Levels 1, 2, 3 and 4)

An operator shall be able to perform the integrity test on demand via an HMI, SFMI, HSMI or HFMI

service {ISO/IEC 19790:2012/Cor.1:2015 subclause} (7.3.2).

Required Vendor Information

VEO05.11.01: The vendor documentation shall describe the way to perform the integrity test on demand via an

HMI, SFMI, HSMI or HFMI service.

Required Test Procedures

s 4 & [l i ble ol Ll ok sk 4 Lo £ ol H Ll Q. 1
ITIC 1IColTT Sliall VCTITYy Uidl UTT TTIEyYlity 1ol LAlT UT PTTTUTTTICTU Via all TTIVIT, Ol 1IVIT,

TEO5.1+064
n demand.

servicg o

ISMI or HFMI

TEO05.11.02: The tester shall verify by inspection of the module that the integrity of all :softwarg¢ and firmware

compohents within the module is tested during the integrity test callable on demand:

AS05.12: (Software/Firmware security — Levels 1, 2, 3 and 4)

All d3ta and control inputs, and data, control and status .ouUtputs (specified
19790:2012/Cor.1:2015 subclause} 7.3.3) of the cryptographic'module and servig
19790:2012/Cor.1:2015 subclause}7.4.3) shall be directed through-a“defined HMI, SFMI, H
Require¢d Vendor Information

VEO05.12.01: The vendor documentation requirement is «Specified under VE05.16.01 and 6.3
6.4.3 of this International Standard.

Requined Test Procedures
TEO05.12.01: The tester shall verify that the vendor documentation specifies the following:

| set of commands used to request the services of the cryptographic module, includi
that enter or leave the module's cryptographic boundary as part of the requested service.

in {ISO/IEC
es ({ISO/IEC
EMI or HSMI.

.1, 6.3.3, and

Ng parameters

TEO05.12.02: The tester shall verify by inspection and from the vendor documentation that all dgta and control

inputs,|and data, control and-status outputs (specified in 7.3.3 of ISO/IEC 19790:2012/Cor.
cryptographic module and services (specified in 7.4.3 of ISO/IEC 19790:2012/Cor.1:2015) pas
the defjned HMI, SFMI, HEMI or HSMI.

AS05.13: (Software/Firmware security — Levels 1, 2, 3 and 4)

1:2015) of the
s through only

If the software or firmware that is loaded is associated, bound, modifies or is an executable requisite

of the |validated module, then the software/firmware load test is applicable and shall be
the validated module with the following exceptions:

performed by

— The cryptographic module is a software module and the loaded software image i
image replacement or overlay of the validated module.

s a complete

— The cryptographic module is a firmware module of physical Security Level 1 and the loaded

firmware image is a complete image replacement or overlay of the validated module.

— The cryptographic module is a hybrid software module and the loaded software image is a

complete image replacement or overlay of the disjoint software components.

— The cryptographic module is a hybrid firmware module of physical Security Level 1 and the
loaded firmware image is a complete image replacement or overlay of the disjoint firmware

components.

Required Vendor Information
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VEO05.13.01: The vendor shall provide a specification of software/firmware loading processes, including:
a) the type(s) of software/firmware loading processes

1) adding software and firmware components

2) updating existing software and firmware components
b) the location where newly loaded software and firmware components are stored,

c) existing software/firmware/hardware components to enforce the software/firmware loading,

d) existing spftware/firmware components which will be affected, modified or replaced as a  rgsult of
software/firmware loading,

e) existing sgftware/firmware components which will be neither affected, modified nor replaced'as a result of
software/firmware loading.

VE05.13.02: Tlhe vendor shall provide the specification of the software/firmware load test performed|by the
validated moddle.

Required Test Procedures

TEO05.13.01: The tester shall determine, by inspection and from the vendor documentation, whether the
cryptographic module has a capability of loading software or firmware.

TEO05.13.02: If|the cryptographic module has a capability of loading any software or firmware components, the
tester shall dgtermine, by inspection and from the vendor documentation, the type(s) of software/fi:lmware
loading whethgr additional software and firmware components-are loaded, or existing software and filmware
components afe updated.

TEO05.13.03: |
software/firm

additional software and firmware components are loaded, the tester shall verify that the
re load test is performed with the software/firmware loading.

TE05.13.04: Tlhe tester shall determine, by inspection and from the vendor documentation, whether any
security relevgnt components are included.in the existing components which will be affected, modified or
replaced as a fesult of software/firmwaré loading.

TEO05.13.05: Iffany security relevarnt.components are included in the existing components affected, modified or
replaced as a fesult of software/firmware loading, the tester shall verify that the software/firmware load test is
performed with the software/firmware loading.

TE05.13.06: The tester-shall verify, by inspection and from the vendor documentation, that a Crypto |Officer
role has to be assumed to perform software/firmware loading.

TEO05.13.07: By“{checking the code and/or design documentation, the tester shall verify thiat the

1 1 £ Ll £ LEs L (H H oy N adblodl H £ - = | L L AWiela¥ -
|mplementatlou o the—Sorwarerirmware Toadmg 1S ConStStentT Wit te-mrormation proviaeauaer-viEu .13.01.

TEO05.13.08: The tester shall verify the implementation of the software/firmware load test under TE04.28.01,
TEO04.29.01, TE04.32.01, TE04.34.01, TE04.35.01, and TE04.35.02.

AS05.14: (Software/Firmware security — Levels 2, 3 and 4)

The following requirements shall apply to software and firmware components of a cryptographic
module for Security Level 2.

NOTE This assertion is not separately tested. Tested as part of AS05.15 through AS05.18.
AS05.15: (Software/Firmware security — Levels 2, 3 and 4)

The software and firmware components of a cryptographic module shall only include code that is in
executable form (e.g. no source code, object code or just-in-time compiled code).
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Required Vendor Information
VE05.15.01: The vendor shall provide software and firmware description with the executable form used.
Required Test Procedures

TE05.15.01: The tester shall verify, by inspection and from the vendor documentation, that the documented
executable form does not require further compilation, and that there is no dynamically modified code.

TEO05.15.02: The tester shall verify, by inspection and from the vendor documentation, that the documented
executable form is used for each software/firmware components.

AS05.16(SeftwarefFirmware-seeurity—Levels 2, 3-and-4)

There ghall be no services via the HMI, SFMI, HFMI or HSMI interface to allow the operatpr to examine
the exg¢cutable code.

Requined Vendor Information

VEO05.16.01: The vendor shall provide specification of HMI, SFMI, HFMI, or HSMI services.

Requi]ed Test Procedures
TEO05.16.01: The tester shall verify the vendor documented specification of services.

TEO05.16.02: The tester shall verify from the vendor documentation that the services do not allgw the operator
to examine the executable code.

TEO05.16.03: The tester shall test the services to verify.that the operator cannot examine the exgcutable code.
AS05.17: (Software/Firmware security — Levels(2, 3 and 4)
For sortware and firmware modules and. the software or firmware component of a hybrjd module for
Security Level 2 (except for the software and firmware components within a disjgint hardware
compgnent of a hybrid module): An‘approved digital signature or keyed message authet:r;ication code
shall be applied to all software andfirmware within the module’s defined cryptographic boundary.

Requined Vendor Information

VE05.17.01: The vendor shall provide documentation that identifies the technique used t@ maintain the
integrity of the cryptographic software and firmware components.

Required Test Procedures

TEO05.17.01-The tester shall verify that the information specified in VE05.17.01 is included. If this information
is not ihcluded, then this assertion fails.

TE05.17.02: The tester shall attempt to corrupt the cryptographic software and firmware components. If the
integrity is maintained, this test is failed.

AS05.18: (Software/Firmware security — Levels 2, 3 and 4)

If the calculated result is not successfully verified, the test fails and the module shall enter the error
state.

NOTE This assertion is not separately tested. Tested as part of AS05.17.
AS05.19: (Software/Firmware security — Levels 3 and 4)

In addition to the requirements of Security Levels 1 and 2, the following requirements shall apply to
software and firmware modules and the software or firmware component of a hybrid module for
Security Levels 3 and 4 (except for the software and firmware components within a disjoint hardware
component of a hybrid module).
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NOTE This

AS05.20: (Software/Firmware security — Levels 3 and 4)

assertion is not separately tested. Tested as part of AS05.20 through AS05.23.

A cryptographic mechanism using an approved digital signature shall be applied to all software and

firmware com
Required Ven

VE05.20.01: T

ponents within the module’s defined cryptographic boundary.
dor Information

he vendor shall provide documentation of the approved digital signature mechanism.

Required Test Procedures

TEO05.20.01: The tester shall verify by inspection of the cryptographic module that a cryptographic mee

hanism

using an apprqved digital signature mechanism is applied to all software and firmware components within the

module's defined cryptographic boundary.

AS05.21: (Software/Firmware security — Levels 3 and 4)

If the calcula
state.

NOTE This
AS05.22: (Soff

The digital si
signatures of

NOTE Thisg
AS05.23: (Soff
The private si
Required Ven
VE05.23.01: T|
ensure that thq
module bound

Required Tes

TE05.23.01: T

key does not re¢side-within the cryptographic boundary.

6.6 Operatio

6.6.1

ed result is not successfully verified, the test fails and the module "shall enter the error

assertion is not separately tested. Tested as part of AS05.17.
fware/Firmware security — Levels 3 and 4)

gnature technique may consist of a single encompassing signature or multiple d

assertion is not separately tested. Tested as part@f AS05.05.
fware/Firmware security — Levels 3 and 4)

gning key shall reside outside the'module.

dor Information

he vendor documentation requirement is specified under VE05.05.04. The vendor desig
private signing key.for. generating reference signature does not reside within the crypto

ary.
Procedures

he testershall verify, by inspection and from the vendor documentation, that the private

isjoint

which failure of any disjoint signature shall cause the module to enter the error state.

n shall
graphic

s5igning

a
L1~}

Operational environment general requirements

AS06.01: (Operational environment — Levels 1 and 2)

If the operational environment is non-modifiable or a limited operational environment, only the
operating system requirements in {ISO/IEC 19790:2012/Cor.1:2015 subclause} 7.6.2 shall apply.

NOTE

This assertion is not separately tested. It is tested as part of AS06.04.

AS06.02: (Operational environment — Levels 1 and 2)

If the operational environment is a modifiable operational environment, the operating system

requirements
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NOTE This assertion is not separately tested. It is tested as part of AS06.05 through AS06.29 as applicable.
AS06.03: (Operational environment — Levels 1 and 2)

The documentation requirements specified in {ISO/IEC 19790:2012/Cor.1:2015 subclause} A.2.6 shall
be provided.

Required Vendor Information

VE06.03.01: The vendor shall provide the documentation requirements as specified in A.2.6 of ISO/IEC
19790:2012/Cor.1:2015.

Requifed Test Procedures

TEO06.03.01: The tester shall verify that the vendor provides documentation as specified\in A.R.6 of ISO/IEC
19790:R012/Cor.1:2015.

6.6.2 |Operating system requirements for limited or non-modifiable operational environments

AS06.04: (Operational environment — Level 1)

The requirements in {ISO/IEC 19790:2012/Cor.1:2015 subclause}’7.6.3 Security Level 1 shall be
applicable if the module is Security Level 1 in {ISO/IEC 19790:;2012/Cor.1:2015 subclause} 7.7.

NOTE This assertion is not separately tested. It is tested as part of AS06.05 through AS06.08.

6.6.3 |Operating system requirements for modifiable operational environments

NOTE The requirements AS06.05 through AS06.29,apply to the operating system or operating [environment as
le.

applicaI
AS06.05: (Operational environment — Levéls 1 and 2)
Each ipnstance of a cryptographic module shall have control over its own SSPs.

NOTE 1 Each instance of a cryptographic module controls its own SSPs and are not owned or contrplled by external
procesges/operators.

NOTE 4 This requirementcannot be enforced by administrative documentation and procedures, but must be enforced
by the dryptographic moddleitself.

Required Vendor Information
VE06.05.01:-The vendor shall provide a description of the operating system mechanism used|to ensure that

each instance of a cryptographic module has control over its own SSPs while the cryptographic process is in
use.

Required Test Procedures

TE06.05.01: The tester shall verify, from the vendor documentation and by inspection of the operating system,
that each instance of a cryptographic module has control over its own SSPs while the cryptographic module is
in use.

TEO06.05.02: The tester shall verify, from the vendor documentation and by inspection of the operating system,
that the requirement shall be enforced by the cryptographic module itself.

TE06.05.03: The tester shall perform cryptographic functions as described in the crypto officer and user
guidance documentation. While the cryptographic functions are executing, the same or another tester shall
attempt to gain unauthorised access to secret and private keys, intermediate key generation values, and other
SSPs which are under the control of the cryptographic module.

AS06.06: (Operational environment — Levels 1 and 2)
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The operational environment shall provide the capability to separate individual application processes
from each other in order to prevent uncontrolled access to CSPs and uncontrolled modifications of
SSPs regardless if this data is in the process memory or stored on persistent storage within the
operational environment.

Required Vendor Information

VE06.06.01: The vendor shall provide a description of the operational environment mechanism used to
provide the capability to separate individual application processes from each other in order to prevent
uncontrolled access to CSPs and uncontrolled modifications of SSPs regardless if this data is in the process
memory or stored on persistent storage within the operational environment.

Required TesfProcedures

TE06.06.01: The tester shall verify, from the vendor documentation and by inspection of the._opefational
environment mechanism used that it provides the capability to separate individual applicationprocessgs from
each other in| order to prevent uncontrolled access to CSPs and uncontrolled modifications off SSPs
regardless if this data is in the process memory or stored on persistent storage within the opefational
environment.

TE06.06.02: The tester shall perform cryptographic functions as described in’thé crypto officer and user
guidance docymentation. While the cryptographic functions are executing, the)same or another testgr shall
attempt to gain access to CSPs and perform modifications of SSPs regardless if this data is in the grocess
memory or stofed on persistent storage within the operational environment:

AS06.07: (Opl:ational environment — Levels 1 and 2)

Restrictions tp the configuration of the operational environment shall be documented in the security
policy of the ¢ryptographic module.

Required Vendor Information

VE06.07.01: The vendor shall provide documentation which provides a description of any restrictiong to the
operational enyironment.

Required Test Procedures

TEO06.07.01: The tester shall verify that'any restrictions to the operational environment are documented in the
Security Policy.

AS06.08: (Opegrational environment — Levels 1 and 2)

Processes that are spawned by the cryptographic module shall be owned by the module and are not
owned by external-processes/operators.

NOTE Thig requirement cannot be enforced by administrative documentation and procedures, but must be enforced
by the cryptographic module itself.

Required Vendor Information

VE06.08.01: The vendor shall provide a description of the operating system mechanism used to ensure that
processes that are spawned by the cryptographic module are owned by the module and are not owned by
external processes/operators.

Required Test Procedures

TEO06.08.01: The tester shall verify, from the vendor documentation and by inspection of the operating system,
that processes that are spawned by the cryptographic module are owned by the module and are not owned by
external processes/operators.

TE06.08.02: The tester shall verify, from the vendor documentation and by inspection of the operating system,
that the requirement shall be enforced by the cryptographic module itself.
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TE06.08.03: The tester shall perform cryptographic functions as described in the crypto officer and user
guidance documentation. While the cryptographic functions are executing, the same or another tester shall
attempt to gain ownership of a spawned cryptographic process that is owned by a cryptographic module from
either a separate external process or operator.

AS06.09: (Operational environment — Level 2)

For Security Level 2 an operating environment shall meet the following requirements or as allowed by
the validation authority.

NOTE 1 If the operating environment requirements are not specified by a validation authority, the assertion is tested in
AS06.10 through AS06.29.

NOTE 4 If the operating environment requirements are specified by a validation authority, the assertion is tested as
follows.

Requined Vendor Information

VE06.09.01: The vendor shall provide documentation which provides ac(deéscription of [the operating
environment.

VEO06.09.02: The vendor shall provide documentation comparing the operating environment with the operating
enviroiment allowed by the validation authority.

Requined Test Procedures

TEO06.(9.01: The tester shall verify that the vendor docamentation provides a description ofl the operating
system.

TEO06.09.02: The tester shall verify by inspection.ofthe operating system that it matches the veéndor provided
descrigtion of the operating system.

TEO06.09.03: The tester shall verify by inspection of the operating system and the vendor provided description
of the gperating system that it is allowed(by the validation authority.

AS06.10: (Operational environment — Level 2)

All cryptographic software, SSPs, and control and status information shall be under the| control of an
operatjing system that implements either role-based access controls or, at the | minimum, a
discretionary access control with robust mechanism of defining new groups and assign|ng restrictive
permijsions for example through access control lists (ACLs), and with the capability| of assigning
each user to more than one group.

Requined Vendor Information

VE06.10.04: The vendor shall provide operating system documentation which provides a description of the
operating system control mechanisms WhHICh Implements erher role-based access controls or, at the minimum,
a discretionary access control with robust mechanism of defining new groups and assigning restrictive
permissions for example through access control lists (ACLs), and with the capability of assigning each user to
more than one group.

Required Test Procedures

TE06.10.01: The tester shall verify that the vendor documentation, and by inspection of operating system
control mechanisms, that the operating system implements either role-based access controls or, at the
minimum, a discretionary access control with robust mechanism of defining new groups and assigning
restrictive permissions for example through access control lists (ACLs), and with the capability of assigning
each user to more than one group.

TE06.10.02: The tester shall configure the operating systems role-based access controls or discretionary
access controls to give permissions to a specific user or group. The tester, assuming a permitted user or
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group role, shall attempt to execute, modify, or read SSPs, control or status data which the tester has
authorised access.

TE06.10.03: The tester shall configure the operating systems role-based access controls or discretionary
access controls to give permissions to a specific user or group. The tester, assuming a different user or group
role, shall attempt to execute, modify, or read SSPs, control or status data which the tester has unauthorised

access.

AS06.11: (Operational environment — Level 2)

The operating system shall be configured to protect against unauthorised execution, modification,
and reading of SSPs, control and status data.

Required Ven

VE06.11.01: T
operating syst
modification, a

Required Tes

TE06.11.01: T
control mecha
modification, a

TE06.11.02: T
modification, a

Lior Information

he vendor shall provide operating system documentation which provides a description
bm control mechanisms which can be configured to protect against unauthorised exs
nd reading of SSPs, control and status data.

Procedures
he tester shall verify that the vendor documentation, and by inspection of operating
hisms, that the operating system can be configured to protectZagainst unauthorised exs

hd reading of SSPs, control and status data.

he tester shall configure the operating system tof protect against unauthorised exe
hd reading of SSPs, control and status data. During execution of a cryptographic proce

of the
cution,

system

cution,

cution,
ss, the

tester shall att
access.

empt to execute, modify or read SSPs, control er'status data which the tester has authorised

TE06.11.03:; T
modification, &
tester shall att
access.

cution,
ss, the
horised

he tester shall configure the operating System to protect against unauthorised exs
nd reading of SSPs, control and status, data. During execution of a cryptographic proce
bmpt to execute, modify or read SSPs, control or status data which the tester has unaut

AS06.12: (Operational environment — Level 2)
ontrol

or the
stored

{To protect plaintext data, cryptographic software, SSPs, and authentication data, the access (¢
mechanisms pf the operating system} shall be configured to define and enforce the set of role

groups and their associated restrictive permissions that have exclusive rights to execute the
cryptographig software.

Required Vendor Information

VE06.12.01: Thesvendor shall provide operating system documentation which provides a description jof how
the access coftremechanisms of the operating system are configured to define and enforce the set ¢f roles
or the groups and their associated restrictive permissions that have exclusive rights to execute the stored
cryptographic software.

Required Test Procedures

TE06.12.01: The tester shall verify that the vendor documentation, and by inspection of operating system
control mechanisms, that the operating system is configured to define and enforce the set of roles or the
groups and their associated restrictive permissions that have exclusive rights to execute the stored
cryptographic software.

TE06.12.02: The tester shall configure the operating system control mechanisms to define and enforce the set
of roles or the groups and their associated restrictive permissions to give exclusive rights to execute the
stored cryptographic software. The tester shall verify that they have exclusive rights to execute the stored
cryptographic software.
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TEO06.12.03: The tester shall configure the operating system control mechanisms to define and enforce the set
of roles or the groups and their associated restrictive permissions to not give exclusive rights to execute the
stored cryptographic software. The tester shall verify that they do not have exclusive rights to execute the
stored cryptographic software.

AS06.13: (Operational environment — Level 2)

{To protect plaintext data, cryptographic software, SSPs, and authentication data, the access control
mechanisms of the operating system} shall be configured to define and enforce the set of roles or the
groups and their associated restrictive permissions that have exclusive rights to modify (i.e., write,
replace, and delete) the following cryptographic module software stored within the cryptographic
boundary: cryptographic programs, cryptographic data (e.g. cryptographic audit data), SSPs, and
plaintgxtdata:

Requirled Vendor Information

VEO06.1
the acq

3.01: The vendor shall provide operating system documentation which provides a des
ess control mechanisms of the operating system are configured to definesand enforce f{

cription of how
he set of roles

or the
replace
cryptod

groups and their associated restrictive permissions that have exclusive,rights to mog
, and delete) the following cryptographic module software stored within the cryptogra
raphic programs, cryptographic data (e.g. cryptographic audit data),"SSPs, and plaintext

Required Test Procedures

TE06.1
control
groups
and d
cryptod

TEO06.1
of role
stored

replacs
cryptod

TE06.1
of roleg
write,

bound3
data. T|
followin
cryptod

AS06.1

3.01: The tester shall verify that the vendor documentation, and by inspection of ops
mechanisms, that the operating system is configured*to define and enforce the set
and their associated restrictive permissions that have exclusive rights to modify (i.e.,
blete) the following cryptographic module  sefiware stored within the cryptograp
raphic programs, cryptographic data (e.g. cryptegraphic audit data), SSPs, and plaintext

3.02: The tester shall configure the operating system control mechanisms to define and
5 or the groups and their associated>restrictive permissions to give exclusive rights
cryptographic software. The tester.shall verify that they have exclusive rights to mod
, and delete) the following cryptographic module software stored within the cryptogra
raphic programs, cryptographi¢.data (e.g. cryptographic audit data), SSPs, and plaintext

3.03: The tester shall configure the operating system control mechanisms to define and
b or the groups and their associated restrictive permissions to not give exclusive rights
replace, and delete) the following cryptographic module software stored within the
ry: cryptographiC ;pfograms, cryptographic data (e.g. cryptographic audit data), SSPs
he tester shallwerify that they do not have exclusive rights to modify (i.e., write, replace,

lify (i.e., write,
bhic boundary:
data.

brating system
bf roles or the
write, replace,
hic boundary:
data.

enforce the set
0 execute the
ify (i.e., write,
bhic boundary:
data.

enforce the set
to modify (i.e.,
cryptographic
and plaintext
and delete) the

g cryptographic module software stored within the cryptographic boundary: cryptographic programs,

raphic data‘(e.g. cryptographic audit data), SSPs, and plaintext data.

4:/(Operational environment — Level 2)

{To protect plaintext data, cryptographic software, SSPs, and authentication data, the access control
mechanisms of the operating system} shall be configured to define and enforce the set of roles or the
groups and their associated restrictive permissions that have exclusive rights to read cryptographic
data (e.g. cryptographic audit data), CSPs, and plaintext data.

Required Vendor Information

VEO06.14.01: The vendor shall provide operating system documentation which provides a description of how
the access control mechanisms of the operating system are configured to define and enforce the set of roles
or the groups and their associated restrictive permissions that have exclusive rights to read cryptographic data
(e.g. cryptographic audit data), CSPs, and plaintext data.

Required Test Procedures

TE06.14.01: The tester shall verify that the vendor documentation, and by inspection of operating system
control mechanisms, that the operating system is configured to define and enforce the set of roles or the
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groups and their associated restrictive permissions that have exclusive rights to read cryptographic data (e.g.
cryptographic audit data), CSPs, and plaintext data.

TEO06.14.02: The tester shall configure the operating system control mechanisms to define and enforce the set
of roles or the groups and their associated restrictive permissions to give exclusive rights to read
cryptographic data (e.g. cryptographic audit data), CSPs, and plaintext data.

TEO06.14.03: The tester shall configure the operating system control mechanisms to define and enforce the set
of roles or the groups and their associated restrictive permissions to not give exclusive rights to read
cryptographic data (e.g. cryptographic audit data), CSPs, and plaintext data. The tester shall verify that they
do not have exclusive rights to read cryptographic data (e.g. cryptographic audit data), CSPs, and plaintext
data.

AS06.15: (Oplrational environment — Level 2)

{To protect p
mechanisms

groups and th
Required Ven

VE06.15.01: T

aintext data, cryptographic software, SSPs, and authentication data, the-aceess ¢
bf the operating system} shall be configured to define and enforce the set-of roles
eir associated restrictive permissions that have exclusive rights to enter SSPs.

dor Information

he vendor shall provide operating system documentation which provides a description

the access comtrol mechanisms of the operating system are configured to define and enforce the set

or the groups 3
Required Tes

TE06.15.01: T
control mecha
groups and the

TE06.15.02: T
of roles or the

TE06.15.03: T
of roles or the
The tester sha

nd their associated restrictive permissions that have exclusive rights to enter SSPs.
Procedures

he tester shall verify that the vendor documentation, and by inspection of operating
hisms, that the operating system is configured to define and enforce the set of roles

ir associated restrictive permissions that have’exclusive rights to enter SSPs.

ne tester shall configure the operatingsystem control mechanisms to define and enforce

groups and their associated restrictive permissions to give exclusive rights to enter SSPs|

ne tester shall configure the operating system control mechanisms to define and enforce
groups and their associated.restrictive permissions to not give exclusive rights to enter
| verify that they do not have exclusive rights to enter SSPs.

AS06.16: (Operational environment — Level 2)

The following

specifications shall be consistent with the roles or designated groups’ righ

services as defined in the security policy.

NOTE This

assertionis not separately tested. It is tested as part of AS06.17 through AS06.20.

ontrol
or the

of how
bf roles

system

or the

the set

the set
SSPs.

s and

AS06.17: (Operational environment — Level 2)

When not supporting a maintenance role, the operating system shall prevent all operators and
running processes from modifying running cryptographic processes (i.e., loaded and executing
cryptographic program images).

Required Vendor Information

VE06.17.01: The vendor shall provide operating system documentation which provides a description of how
the operating system prevents all operators and running processes from modifying running cryptographic
processes (i.e., loaded and executing cryptographic program images) when not in maintenance mode.

VE06.17.02: The specifications of how the operating system prevents all operators and running processes
from modifying running cryptographic processes (i.e., loaded and executing cryptographic program images)
when not in maintenance mode shall be consistent with the roles or designated groups’ rights and services as
defined in the Security Policy.
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Required Test Procedures

TE06.17.01: The tester shall verify that the vendor documentation, and by inspection of operating system
control mechanisms, that the operating system is configured to prevent all operators and running processes
from modifying running cryptographic processes (i.e., loaded and executing cryptographic program images)
when not in maintenance mode.

TE06.17.02: The tester shall verify that the roles or designated groups’ rights and services as defined in the
Security Policy is consistent with how the operating system is configured to prevent all operators and running
processes from modifying running cryptographic processes (i.e., loaded and executing cryptographic program
images) when not in maintenance mode.

TEO06.17.03: The tester shall configure the operating system control mechanisms to prevent all
running processes from modifying running cryptographic processes (i.e., loaded and executing
prograim images) when not in maintenance mode. The tester shall assume an operaton.role
they are prevented from modifying running cryptographic processes (i.e., loaded andcexecutingd cryptographic
program images) when not in maintenance mode. The tester shall verify that runningprocessesg are prevented
from modifying running cryptographic processes (i.e., loaded and executing cryptographic pr¢gram images)
when rlot in maintenance mode.

operators and
cryptographic
and verify that

AS06.18: (Operational environment — Level 2)

The operating system shall prevent processes in user role or usér groups from gaining jeither read or

write access to SSPs owned by other processes and to system SSPs.
Required Vendor Information

VEO06.1

8.01: The vendor shall provide operating system.documentation which provides a des
rating system prevents processes in user roles\or user groups from gaining either read
owned by other processes and to systemSSPs.

Cription of how
br write access

VE06.18.02: The specifications of how the .opéerating system prevents processes in user roles
from gpining either read or write access t0"SSPs owned by other processes and to system
consistent with the roles or designated gtoups’ rights and services as defined in the Security Po

Or user groups
SSPs shall be

icy.

Requined Test Procedures

TEO06.18.01: The tester shall., verify that the vendor documentation, and by inspection of op
controllmechanisms, that.the ‘operating system is configured to prevent processes in user roles
from gaining either read orwrite access to SSPs owned by other processes and to system SSP

TE06.18.02: Thedester shall verify that the roles or designated groups’ rights and services as|
Policy (s consistent with how the operating system is configured to prevent processes
user groups-from gaining either read or write access to SSPs owned by other processes and to

brating system
Oor user groups

D.

defined in the
n user roles or
system SSPs.

TE06.18.03: The tester shall configure the operating system control mechanisms to prevent
roles or user groups from gaining either read or write access to SSPs owned by other pro

cesses in user
cesses and to

system SSPs. The tester shall verify that running processes in user roles or user groups are prevented from

gaining either read or write access to SSPs owned by other processes and to system SSPs.

AS06.19: (Operational environment — Level 2)

The configuration of the operating system that meets the above requirements {AS06.16 through

AS06.18} shall be specified in the Administrator Guidance.

Required Vendor Information

VE06.19.01: The vendor shall provide the Administrator Guidance documents which provides a description of

how the operating system is configured to meet the requirements in AS06.16 through AS06.18.

Required Test Procedures
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TE06.19.01: The tester shall verify that the vendor provided Administrator Guidance documents provide a
description of how the operating system is configured to meet the requirements in AS06.16 through AS06.18.

AS06.20: (Operational environment — Level 2)

The Administrator Guidance shall state that the operating system must be configured as specified
{AS06.16 through AS06.18} for the module contents to be considered protected.

Required Vendor Information
VE06.20.01: The vendor shall provide the Administrator Guidance documents which state that the operating

system shall be configured as specified AS06.16 through AS06.18 for the module contents to be considered
protected.

Required Test Procedures

TE06.20.01: T
operating syst
considered prd

he tester shall verify that the vendor provided Administrator Guidance documents state f
bm shall be configured as specified AS06.16 through AS06.18 for the medule content
tected.

hat the
5 to be

AS06.21: (Opé¢rational environment — Level 2)

pl
The identific
of {ISO/IEC 14

ion and authentication mechanism to the operating system shall meet the requiregments
790:2012/Cor.1:2015 subclause} 7.4.3 and be specified-in the module's security policy.

NOTE Thig assertion is not separately tested. Tested as part of AS06:24ythrough AS06.28.

AS06.22: (Operational environment — Level 2)

bhic software, SSPs, control and status.information shall be under the control
tem which shall have, at a minimum, the-following attributes.}

All cryptogra
operating sys

of {an

NOTE Thig| assertion is not separately tested. Tested\as part of AS06.24 through AS06.28.

AS06.23: (Opé¢rational environment — Level 2)

{All cryptogrgphic software, SSPs, comtrol and status information shall be under the control
operating system which shall have, ‘at a minimum, the following attributes.

of} an

NOTE Thigl assertion is not separately tested. Tested as part of AS06.24 through AS06.28.

AS06.24: (Operational enyvironment — Level 2)
The operating system.shall provide an audit mechanism with the date and time of each audited gvent.
NOTE An 3

operating syster -
as its audit log, no matter how well protected.

ssumption of this assertion is that the cryptographic module is using the audit mechanism providefl by the

ther file

Required Vendor Information

VE06.24.01: The vendor shall provide operating system documentation which provides a description of the
audit mechanism provided by the operating system and how each event is marked with the date and time.

Required Test Procedures

TE06.24.01: The tester shall verify that the vendor documentation, and by inspection of operating system, that
an audit mechanism is provided and that each event is marked with the date and time.

AS06.25: (Operational environment — Level 2)

The cryptographic module shall not include SSPs as part of any audit record.
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Required Vendor Information

VE06.25.01: The vendor shall provide operating system documentation which provides a description of the
cryptographic module's services that provide audit records to the audit mechanism of the operating system.

Required Test Procedures
TE06.25.01: The tester shall verify that the vendor documentation, and by inspection of the cryptographic
module's services that provide audit records to the audit mechanism of the operating system that no SSPs are

provided in the audit records.

TE06.25.02: The tester shall execute the module's services that provide audit records and examine the
operating system audit logs to verity that no SSPs were provided.

AS06.26: (Operational environment — Level 2)

The cryptographic module shall provide the following events to be recorded by the audit mechanism
of the pperating system:

— medifications, accesses, deletions, and additions of cryptographic'data and SSPs;
— attempts to provide invalid input for Crypto Officer functions;

— addition or deletion of an operator to and from a Crypto Officer role (if those roles ar¢ managed by
the cryptographic module);

— the use of a security-relevant Crypto Officer function;
— refjuests to access authentication data assogiated with the cryptographic module;

— the use of an authentication mechanism (e.g. login) associated with the cryptogrgphic module;
and

— explicit requests to assume a Crypto Officer role.
Requined Vendor Information

VE06.26.01: The vendor _shall provide operating system documentation which provides a degcription of the
cryptographic module events that are provided and recorded by the audit mechanism of the operating system.

Required Test Procedures

TE06.46.01: Jhe tester shall verify that the vendor documentation, and by inspection of the| cryptographic
modul 's services that provide audit event records to the audit mechanism of the operating system, that the
aphic data and

' ‘ ' perator to and
from a Crypto Officer role (|f those roles are managed by the cryptograph|c module) the use of a security-
relevant Crypto Officer function; requests to access authentication data associated with the cryptographic
module; the use of an authentication mechanism (e.g. login) associated with the cryptographic module; and
explicit requests to assume a Crypto Officer role} are provided by the cryptographic module for event
recording.

TE06.26.02: The tester shall execute the module's services that provide audit event records and examine the
operating system audit logs to verify that the events in AS06.26 {modifications, accesses, deletions, and
additions of cryptographic data and SSPs; attempts to provide invalid input for Crypto Officer functions;
addition or deletion of an operator to and from a Crypto Officer role (if those roles are managed by the
cryptographic module); the use of a security-relevant Crypto Officer function; requests to access
authentication data associated with the cryptographic module; the use of an authentication mechanism (e.g.
login) associated with the cryptographic module; and explicit requests to assume a Crypto Officer role} were
recorded.
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NOTE
the vendor.

The tester DOES NOT have to test the audit mechanism provided by the operating system and identified by

AS06.27: (Operational environment — Level 2)

The audit mechanism of the operating system shall be capable of auditing the following operating
system related events:

all operator read or write accesses to audit data stored in the audit trail;

access to files used by the cryptographic module to store cryptographic data or SSPs;

addition
operatio

Jr deletion of an operator to and from a Crypto Officer role (if those roles are manaped by
a

| environment);
requests fo use authentication data management mechanisms;

attempts ffo use the trusted channel function and whether the request was granted, when trusted
channel i$ supported at this security level; and

identifica
this secu

lion of the initiator and target of a trusted channel, when trusted channel is suppoyted at

ity level.

Required Vendor Information

VE06.27.01:
operating syst

he vendor shall provide operating system documentation which provides a description| of the
m events that are provided and recorded by the audit mechanism of the operating system.
Required Test Procedures

TEO06.27.01: The tester shall verify that the vendor dogumentation, and by inspection of the operating
documentation, that the operating system provides;the list of events specified in AS06.27 {all operator
write accesseq to audit data stored in the audit trait; access to files used by the cryptographic module t
cryptographic glata or SSPs; addition or deletion:ef an operator to and from a Crypto Officer role (if thog
are managed by operational environment);:fequests to use authentication data management mechg
attempts to use the trusted channel funetion and whether the request was granted, when trusted chg
supported at this security level; and identification of the initiator and target of a trusted channel, when

channel is supported at this security.level} as audit event records to the audit mechanism of the op
system.

Bystem
read or
D store
e roles
nisms;
nnel is
trusted
erating

TE06.27.02: T
events in ASO
used by the crf
and from a C
authentication
request was g

he tester shall\execute the cryptographic module's services to verify that the operating
5.27 {all operator read or write accesses to audit data stored in the audit trail; access
yptographic module to store cryptographic data or SSPs; addition or deletion of an ope
ypto~Officer role (if those roles are managed by operational environment); requests

data management mechanisms; attempts to use the trusted channel function and whet
anted when trusted channel is cllnnnrtpd at -this QQ{"III"If\I level: and identification of the

system
to files
ator to
to use
her the
nitiator

and target of a

NOTE
the vendor.

trusted channel, when trusted channel is supported at th|s securlty level} were recorded.

AS06.28: (Operational environment — Level 2)

The tester DOES NOT have to test the audit mechanism provided by the operating system and identified by

The operating system shall be configured to prevent operators other than those with the privileges
identified in the Security Policy from modifying cryptographic module software and audit data stored
within the operational environment of the cryptographic module.

Required Vendor Information

VE06.28.01: The vendor shall provide operating system documentation that specifies how the operating
system is configured to prevent operators other than those with the privileges identified in the Security Policy
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from modifying cryptographic module software and audit data stored within the operational environment of the
cryptographic module.

Required Test Procedures

TE06.28.01: The tester shall verify that the vendor documentation, and by inspection of operating system
configuration controls, that the operating system is configured to prevent operators other than those with the
privileges identified in the Security Policy from modifying cryptographic module software and audit data stored
within the operational environment of the cryptographic module.

TE06.28.02: The tester shall configure the operating system controls to prevent operators other than those
with the privileges identified in the Security Policy from modifying cryptographic module software and audit
data stpred within the operational environment of the cryptographic module.

TE06.48.03: The tester shall assume the privileges identified in the Security Policy to allewmodlification of the
cryptographic module software and audit data stored within the operational environmentof thg cryptographic
module and verify that modification can be achieved.
TE06.48.04: The tester shall assume the privileges identified in the Security Policy that| do not allow
modifidation of the cryptographic module software and audit data stored within’ the operational ¢nvironment of
the cryptographic module and verify that modification cannot be achieved.
AS06.29: (Operational environment — Level 2)

Only o¢perating systems that are configured to meet the“above security requirements {AS06.05
through AS06.28} shall be permitted at this security level, whether or not the cryptographic module
operatpes in an approved mode of operation.

NOTE This assertion is not separately tested. Tested as part of AS06.05 through AS06.28.
6.7 Physical security

6.7.1 |Physical security embodiments

AS07.01: (Physical security — Levels 1, 2, 3, and 4)

A cryptographic module shall employ physical security mechanisms in order to restrictjunauthorised
physidal access to the contents of the module and to deter unauthorised use or modification of the
modulg (including substitution of the entire module) when installed.

Required Vendor.Ihformation
VEO07.01.01: The“vendor documentation shall describe the applicable physical security mechanisms that are

employed, by the module. The contents of the module, including all hardware, firmware, softyware, and data
(includingplaintext CSPs) shall be protected.

Required Test Procedures

TE07.01.01: The tester shall verify that the vendor documentation describes the applicable physical security
mechanisms that are employed by the module.

TEO07.01.02: The tester shall verify that the physical security mechanisms documented are implemented.
AS07.02: (Physical security — Levels 1, 2, 3, and 4)

All hardware, software, firmware, and data components and SSPs within the cryptographic boundary
shall be protected.

NOTE This assertion is not separately tested.

AS07.03: (Physical security — Levels 1, 2, 3, and 4)
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The requirements of this clause shall be applicable to hardware and firmware modules, and hardware
and firmware components of hybrid modules.

NOTE This assertion is not separately tested.

AS07.04: (Physical security — Levels 1, 2, 3, and 4)

The requirements of this clause shall be applicable at the defined physical boundary of the module.
NOTE This assertion is not separately tested.

AS07.05: (Physical security — Levels 1, 2, 3, and 4)

Depending on the physical security mechanisms of a cryptographic module, unauthorised attempts at
physical access, use, or modification shall have a high probability of being detected:

— subsequégnt to an attempt by leaving visible signs (i.e., tamper evidence);
and/or
— during an access attempt
{and appropriate immediate actions shall be taken by the cryptographicimodule to protect CSPs}.
NOTE Thig| assertion is not separately tested.
AS07.06: (Physical security — Levels 1, 2, 3, and 4)

{In conjunctign with AS07.05:} Appropriate immediate actions shall be taken by the cryptographic
module to prqtect CSPs.

NOTE Thig assertion is not separately tested.
AS07.07: (Physical security — Levels 1, 2, 3,.and 4)

The documentation requirements specified in {ISO/IEC 19790:2012/Cor.1:2015 subclause} A.2.}¥ shall
be provided.

NOTE Thig assertion is not separately tested.

6.7.2 Physigal security general requirements
AS07.08: (Physical security — Levels 1, 2, 3, and 4)

The following|requirements shall apply to all physical embodiments.

NOTE Tested as part of AS07.09 through AS07.33.
AS07.09: (Physical security — Levels 1, 2, 3, and 4)

Documentation shall specify the physical embodiment and the security level for which the physical
security mechanisms of a cryptographic module are implemented.

Required Vendor Information

VEQ7.09.01: The vendor documentation shall specify the physical embodiment of the module: single-chip
cryptographic module, multiple-chip embedded cryptographic module, or multiple-chip standalone
cryptographic module, as defined in 7.7.1 of ISO/IEC 19790:2012/Cor.1:2015.

The specified physical embodiment shall be consistent with the module physical design. The vendor
documentation shall also state which security level (1 through 4) the module is intended to meet.
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Required Test Procedures

TEQ07.09.01: The tester shall verify that the vendor identified that the cryptographic module is either a
single-chip module, a multi-chip embedded module, or a multi-chip standalone module as defined in 7.7.1 of
ISO/IEC 19790:2012/Cor.1:2015.

The tester shall perform an independent determination that the physical embodiment satisfies one of the three
criteria specified below. The fundamental determining characteristics of the three physical embodiments and
some common examples are summarised below.

a) Single-chip cryptographic module. Characteristics: A single integrated circuit (IC) chip, used as a
standalone device or physically embedded within some other module or enclosure that may not be
phlysically protected. The single-chip will consist of one die that may be covered with a_uhiform external
material such as plastic or ceramic, and external input/output connectors. Examples;'S|ngle IC chips,
smart cards with a single IC chip, or other systems with a single IC chip to implemen{ cryptographic
fumctions.

b) Multiple-chip embedded cryptographic module. Characteristics: Two or more\C chips interconnected and
physically embedded within some other product or enclosure that may not be-physically pratected.

c) Multiple-chip standalone cryptographic module. Characteristics: Twoor more IC chips |nterconnected
and physically embedded in an enclosure that is entirely physically. protected.

TEO07.09.02: The tester shall verify that the vendor documentatioh. states which security levellthe module is
intendgd to meet. The tester shall perform an independent determination of the security level that the module
actually meets.

AS07.10: (Physical security — Levels 1, 2, 3, and 4)
Whengver zeroisation is performed for physical security purposes, the zeroisation shpall occur in a
sufficiently small time period so as to prevent the recovery of the sensitive data between the time of
detectjon and the actual zeroisation.

Requined Vendor Information

VEO07.10.01: The vendor documentation shall specify the response time of the zeroisatiog after tamper
detection.

Required Test Procedures

response time

specified.

{If a module includes a maintenance role that requires physical access to the contents of the module
or if the module is designed to permit physical access (e.g. by the module vendor or other authorised
individual), then} a maintenance access interface shall be defined.

Required Vendor Information

VEO07.11.01: The vendor documentation shall describe the maintenance access interface employed by the
module.

Required Test Procedures
TEOQ7.11.01: The tester shall verify that the vendor documentation describes the maintenance access interface.
TEQ07.11.02: The tester shall verify that the vendor documentation and implementation are consistent.
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AS07.12: (Physical security — Levels 1, 2, 3, and 4)

{If a module includes a maintenance role that requires physical access to the contents of the module
or if the module is designed to permit physical access (e.g. by the module vendor or other authorised
individual), then} the maintenance access interface shall include all physical access paths to the
contents of the cryptographic module, including any removable covers or doors.

Required Vendor Information

VEQ7.12.01: The vendor documentation shall specify the maintenance access interface, including any
removable covers or doors.

Required TesfProcedures

TEO07.12.01: The tester shall verify in the vendor documentation that a maintenance access.interface is
provided, inclugding any removable covers or doors.

AS07.13: (Physical security — Levels 1, 2, 3, and 4)
{If a module ipcludes a maintenance role that requires physical access to the.contents of the module
or if the module is designed to permit physical access (e.g. by the modulevérndor or other authlorised
individual), tHen} any removable covers or doors included within the maintenance access interface
shall be safequarded using the appropriate physical security mechanisms.

Required Vendor Information

VEO07.13.01: The vendor documentation shall specify a physical protection such that any removable coyers or
doors included within the maintenance access interface are.safeguarded using the appropriate physical
security mechanisms.

Required Test Procedures

TEOQ7.13.01: The tester shall very that any removable covers or doors included within the maintenance pccess
interface are sgfeguarded using the appropriate (physical security mechanisms.

AS07.14: (Physical security — Levels 1,°2,-3, and 4)
The following|requirements shall apply to all cryptographic modules for Security Level 1.
NOTE Tested as part of ASO7-15"through AS07.16.

AS07.15: (Physical security'— Levels 1, 2, 3, and 4)

passivation t¢chnigues (e.g. a conformal coating or a sealing coat applied over the module’s circuitry

The cryptogrpphic<module shall consist of production-grade components that include standard
to protect agginst/environmental or other physical damage). F

Required Vendor Information

VEQ7.15.01: The module shall consist of standard, production-quality ICs, designed to meet commercial-
grade specifications for power, temperature, reliability, shock and vibration, etc. The module shall use
standard passivation techniques for the entire chip. The vendor documentation shall describe the IC quality.
If an IC is used that is not a standard device, its passivation design shall also be described.

Required Test Procedures
TEOQ7.15.01: The tester shall verify by inspection, or from the vendor documentation, that the module contains
standard integrated circuits with a uniform exterior material and standard connectors. The tester shall verify

from the vendor documentation that the chips in the module are commercial grade in regards to power and
voltage ranges, temperature, reliability, and shock and vibration.
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TEOQ7.15.02: The tester shall verify from the vendor documentation that the module has a standard passivation
applied to it. The passivation has to be a sealing coat applied over the chip circuitry to protect it against
environmental or other physical damage. If standard passivation is not used, then the documentation shall
provide information to indicate why it is equivalent to a standard passivation approach.

AS07.16: (Physical security — Levels 1, 2, 3, and 4)

When performing physical maintenance, zeroisation shall either be performed procedurally by the
operator or automatically by the cryptographic module.

NOTE  This assertion is tested as part of AS07.10.

AS07.1T(Physical security—Levels 2,3, and 4)

The fol]lowing requirement shall apply to all cryptographic modules for Security Level 2.

NOTE Tested as part of AS07.18 through AS07.20.
AS07.18: (Physical security — Levels 2, 3, and 4)

The cryptographic module shall provide evidence of tampering (e.g..on.the cover, encloslure, and seal)
when physical access to the module is attempted.

NOTE This assertion is tested as part of AS07.34 and AS07.35 for single-chip embodiments, AS07.44 and AS07.45
for mult|ple-chip embedded embodiments, and AS07.62 and AS07.63,for.multiple-chip standalone embodinents.

AS07.19: (Physical security — Levels 2, 3, and 4)
The tamper-evident material, coating or enclosureshall either be opaque or translucent within the
visiblel spectrum (i.e., light of wavelength range of 400nm to 750nm) to prevent the| gathering of
informiation about the internal operations of the critical areas of the module.

Requined Vendor Information

VEO07.19.01: The vendor documentation shall specify that the tamper evident material, coating or enclosure
shall b¢ opaque or translucent within the visible spectrum.

Requined Test Procedures

TEOQ7.19.01: The tester.shall verify by inspection and from the vendor documentation that the famper evident
materigl, coating or enclosure is opaque or translucent within the visible spectrum.

AS07.20: (Physical'security — Levels 2, 3, and 4)
gryptographic module contains ventilation holes or slits, then the module shall be gonstructed in

a mannet/to prevent the gathering of information of the module’s internal construction or components
ervation—usin rtificialtigh e5—iF i : i the module’s

internal construction or components.
Required Vendor Information

VEO07.20.01: If the module is contained within a cover or enclosure that contains any ventilation holes or slits;
then they shall be constructed in a manner that prevents the gathering of information of the module’s internal
construction or components by direct visual observation using artificial light sources in the visual spectrum of
the module’s internal construction or components. The vendor documentation shall describe the physical
design approach that prevents such observation.

Required Test Procedures

TEQ07.20.01: The tester shall verify by inspection and from the vendor documentation whether the module has
a cover or enclosure with ventilation holes, slits, or other openings, and if so, whether they are constructed to
deter the gathering of information of the module’s internal construction or components by direct visual
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observation using artificial light sources in the visual spectrum of the module’s internal construction or
components.

AS07.21: (Physical security — Levels 3 and 4)

The following requirements shall apply to all cryptographic modules for Security Level 3.
NOTE Tested as part of AS07.22 through AS07.28.

AS07.22: (Physical security — Levels 3 and 4)

If the cryptographic module contains any doors or removable covers or if a maintenance access

interface is defined;then-the-modute-shatt-containmtamperresponse-and-zeroisation-—capabitity—

NOTE Thig| assertion is tested as part of AS07.13 for general requirements, AS07.38 for single-chip (€mbodiments,
AS07.50 for mulfiple-chip embodiments and AS07.62 for multiple-chip standalone embodiments.

AS07.23: (Physical security — Levels 3 and 4)

The tamper rmsponse and zeroisation capability shall immediately zeroise all tinprotected SSP§ when
a door is opened, a cover is removed, or when the maintenance access interface is accessed.

NOTE Thig| assertion is tested as part of AS07.13 for general requirements, ASQ7.38 for single-chip embodiments,
AS07.50 for mulfiple-chip embedded embodiments, and AS07.62 for multiple-chipstandalone embodiments.

AS07.24: (Physical security — Levels 3 and 4)

The tamper response and zeroisation capability shall remain ‘operational when unprotected SSPs are
contained within the cryptographic module.

NOTE Thig| assertion is tested as part of AS07.38 for single-chip embodiments, AS07.50 for multiple-chip embedded
embodiments, ahd AS07.65 for multiple-chip standalone embadiments.

AS07.25: (Physical security — Levels 3 and 4)
If the cryptographic module contains ventilation holes or slits, then the module shall be construgted in
a manner that prevents undetected physical probing inside the enclosure (e.g. prevent probing by a
single articulated probe).

Required Vendor Information
VEQ7.25.01: If|the module is\contained within a cover or enclosure that contains any ventilation holes pr slits;
then they shall be construeted in a manner that prevents undetected physical probing inside the endlosure.

The vendor dopumentation shall describe the ventilation physical design approach.

Required Test Procedures

TEQ07.25.01: The tester shall verify by inspection and from the vendor documentation whether the module has
a cover or enclosure with ventilation holes, slits, or other openings, and if so, whether they are constructed to
deter undetected probing inside the cover or enclosure.

AS07.26: (Physical security — Levels 3 and 4)

Strong or hard conformal or non-conformal enclosures, coatings or potting materials shall maintain
strength and hardness characteristics over the module's intended temperature range of operation,
storage and distribution.

Required Vendor Information

VEQ7.26.01: The vendor documentation shall describe the strength, hard conformal or non-conformal
enclosure, coatings or potting materials and the rational that the strength is appropriate for the module design.

Required Test Procedures
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TEOQ7.26.01: The tester shall verify from the vendor documentation and inspection of the module that the
strength, hard conformal or non-conformal enclosure, coatings or potting materials is the one designed as
specified.

AS07.27: (Physical security — Levels 3 and 4)

If tamper evident seals are employed, they shall be uniquely numbered or independently identifiable
(e.g. uniquely numbered evidence tape or uniquely identifiable holographic seals).

Required Vendor Information

VEQ7.27.01: The vendor shall provide the specification of the tamper evident seal.

Requilled Test Procedures

TE07.47.01: The tester shall verify that tamper evident seals are uniquely numbéred or [independently
identifigble as documented.

AS07.28: (Physical security — Levels 3 and 4)

The mpdule shall either include EFP features or undergo EFT.

NOTE | This assertion is tested as part of AS07.73.

AS07.29: (Physical security — Level 4)

The fo]lowing requirement shall apply to all cryptographic modules for Security Level 4.
NOTE Tested as part of AS07.30 through AS07.33.

ASO07.30: (Physical security — Level 4)

The cryptographic module shall be protected either by a hard opaque removal-resistant goating, or by
a tamper detection envelope with tamper response and zeroisation capability.

NOTE This assertion is tested as.part of AS07.40 for single-chip embodiments, AS07.52 for multipletchip embedded
embodiments, and AS07.64 for multiple-chip standalone embodiments.

ASO07.31: (Physical security:— Level 4)

The mpdule shall include EFP features.
NOTE | This assertion is tested as part of AS07.74.
AS07.32: (Physical security — Level 4)

The cry i ule sha Vi i ult induction.

Required Vendor Information
VEO07.32.01: The vendor documentation shall specify the protection mechanism from fault induction.
Required Test Procedures

TEQ07.32.01: The tester shall verify from the vendor documentation and by inspection of the module the
specified fault induction protection mechanisms.

AS07.33: (Physical security — Level 4)

The fault induction mitigation techniques and the mitigation metrics employed shall be documented
as specified in {ISO/IEC 19790:2012/Cor.1:2015} Annex B.
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Required Vendor Information

VEO07.33.01: The vendor documentation shall specify the fault induction mitigation techniques and the
mitigation metrics employed by the module.

Required Test Procedures

TEOQ7.33.01: The tester shall verify that the fault induction mitigation techniques and the mitigation metrics
employed by the module are documented as specified.

6.7.3 Physical security requirements for each physical security embodiment

6.7.3.1 SinJ;Ie-chip cryptographic modules

NOTE 1 In addition to the general security requirements specified in 7.7.2 of ISO/IEC 19790:2012/Cor.1:2915, the
requirements spgcified in AS07.34 to AS07.42 are specific to single-chip cryptographic modules.

NOTE 2  Thefe are no additional Security Level 1 requirements for single-chip cryptographic modules.

AS07.34: (Single-chip cryptographic modules — Levels 2, 3, and 4)

NV

The following|requirements shall apply to single-chip cryptographic modules for Security Level
NOTE Thig assertion is tested as part of AS07.35.

AS07.35: (Single-chip cryptographic modules — Levels 2, 3, and‘4)

passivation njaterial or a tamper-evident material covering the passivation) or contained in a tamper-
evident enclosure to deter direct observation, probing; or manipulation of the module and to pfrovide
evidence of attempts to tamper with or remove the module.

The cryptog:'[phic module shall be covered with a tamper-evident coating (e.g. a tamper-}vident

NOTE Thig requirement is associated with AS07.18:

Required Vendor Information

VEQ07.35.01: The vendor documentation‘shall identify the tamper-evident coating and its characteristics
Required Test Procedures

TE07.35.01: The tester shall verify by inspection and from the vendor documentation that the module is
covered with af tamper-evident coating. The inspection shall verify that the tamper-evident coating completely

covers the moglule and(deters direct observation, probing, or manipulation of the single-chip.

AS07.36: (Single-chip cryptographic modules — Levels 3 and 4)

The following requirements shall apply to single-chip cryptographic modules for Security Level
NOTE This requirement is tested in AS07.37 or AS07.38.
AS07.37: (Single-chip cryptographic modules — Levels 3 and 4)

{Either} the module shall be covered with a hard opaque tamper-evident coating (e.g. a hard opaque
epoxy covering the passivation) {or AS07.38 shall be satisfied}.

Required Vendor Information

VEQ7.37.01: The vendor documentation shall state clearly that the approach specified in AS07.37 is used to
meet the requirement.

VEQ7.37.02: The vendor documentation shall provide supporting detailed design information, especially the
type of coating that is used and its characteristics.
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Required Test Procedures

TEOQ7.37.01: The tester shall verify by inspection and from the vendor documentation that the module is
covered with a hard opaque tamper evident coating.

TEQ7.37.02: The tester shall verify that the vendor documentation does sufficiently provide supporting detailed
design information, especially specifying the type of coating that is used and its characteristics.

TEQ07.37.03: The tester shall verify that the coating cannot be easily penetrated to the depth of the underlying
circuitry, and that it leaves tamper evidence. The inspection has to verify that the coating completely covers
the module, is visibly opaque, and deters direct observation, probing, or manipulation.

AS07.38: (Single-chip cryptographic modules — Levels 3 and 4)

{If AS(
penetr
crypto

7.37 is not satisfied, then} the enclosure shall be implemented {so that attempts [at removal or
ption of the enclosure shall have a high probability of causing seriods dgmage to the
graphic module (i.e., the module will not function)}.

NOTE This assertion is not separately tested. Tested in AS07.39.

AS07.39: (Single-chip cryptographic modules — Levels 3 and 4)

{If AS(Q7.37 is not satisfied, then} {the enclosure shall be implemented} so that attempts|at removal or
penetration of the enclosure shall have a high probability of causing serious damage to the
crypt;Eraphic module (i.e., the module will not function).

Required Vendor Information

VEQ7.3

meet the requirement.

VEQ7.3
whethsg
is sped
causin

VEOQ7.3
contain
shall ¢
and do
circuitr

Requirned Test(Procedures

9.01: The vendor documentation shall state clearly that the approach specified in ASO

9.02: The vendor documentation shall provide supporting detailed design informat
r the enclosure contains any doors-or removable covers and whether a maintenance aq
ified. The enclosure shall be designed such that attempts to remove it will have a hig
) serious damage to the circuitry within the module.

9.03: The vendor documentation shall provide supporting detailed design information if
s any doors or removable covers, or if a maintenance access interface is specified, th
bntain tamper respoense and zeroisation circuitry. The circuitry shall continuously mon
ors, and upon the;removal of a cover or the opening of a door, shall zeroise all plainte

shall be opefational whenever plaintext CSPs are contained within the module.

TEOQ7.3

easily andwhether the module contains doors or removable covers or has a maintenance acce

9.01s-The tester shall verify that the documentation specifies that the enclosure cann

r.38 is used to

on, especially
cess interface
n probability of

the enclosure
en the module
tor the covers
xt CSPs. The

bt be removed

ss interface. If

the enclosure contains any doors or removable covers, or if a maintenance access interface is specified, then
the tester shall verify that the documentation specifies that the module contains tamper response and
zeroisation circuitry.

TEQ07.39.02: If the enclosure has removable covers or doors, or if a maintenance access interface is specified,
the tester shall verify from the vendor documentation that the module zeroises all plaintext CSPs when a
cover or door is removed or if the maintenance access interface is accessed.

TEQ07.39.03: The tester shall verify by inspection and from the vendor documentation that the tamper
response and zeroisation circuitry remains operational when plaintext CSPs are contained within the module.

TEQ07.39.04: The tester shall verify by inspection and from the vendor documentation that the enclosure
cannot be removed or penetrated without having a high probability of causing serious damage to the module.
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TEQ7.39.05: If the enclosure has doors or removable covers, or if a maintenance access interface is specified,
the tester shall test that the module zeroises all plaintext CSPs when a cover or door is removed or if the
maintenance access interface is accessed.

TEOQ7.39.06: The tester shall test that the enclosure cannot be removed or penetrated without having a high
probability of causing serious damage to the module.

AS07.40: (Single-chip cryptographic modules — Level 4)
The following requirements shall apply to single-chip cryptographic modules for Security Level 4.

NOTE This assertion is tested in AS07.41 and AS07.42.

AS07.41: (Single-chip cryptographic modules — Level 4)

The cryptographic module shall be covered with a hard, opaque removal-resistant: coating with
hardness and adhesion characteristics such that attempting to peel or pry the coating frgm the
module will hpve a high probability of resulting in serious damage to the module (i.e., the module will
not function).

Required Vendor Information

VEQ7.41.01: The vendor documentation shall clearly identify the kind of coating used and shall provide|details
of its characteljistics, especially hardness and removal resistance.

VEQ7.41.02: The vendor documentation shall provide supporting detailed design information for the jmodule
when covered|with a hard, opaque removal-resistant coating. The hardness and adhesion characteristics of
the material shall be such that attempting to peel or pry the.material from the module will have [a high
probability of fesulting in serious damage to the module (i.eythe module does not function). The material
shall be opaque within the visible spectrum.

Required Test Procedures

TEOQ7.41.01: Tlhe tester shall verify by inspection and from the vendor documentation that the module is
covered with alhard, opaque removal-resistant.coating.

TEO07.41.02: The tester shall verify the\removal-resistant properties of the module coating. The test¢r shall
attempt to pegl or pry the materialtfrom the module, and verify that this is not possible with a reagonable
application of {orce, that the module“ceased to function, or that the module circuitry was obviously physically
destroyed.

AS07.42: (Single-chip cryptographic modules — Level 4)
The removal-fesistant-coating shall have solvency characteristics such that dissolving the coating will

have a high probability of dissolving or seriously damaging the module (i.e., the module will not
function).

Required Vendor Information

VEQ7.42.01: The vendor documentation shall describe the solvency characteristics of the removal-resistant
coating. The solvency characteristics of the material shall be such that dissolving the material to remove it will
have a high probability of dissolving or seriously damaging the module.

Required Test Procedures

TEO07.42.01: The tester shall verify the vendor documentation to determine the solvency properties of the
module's removal-resistant coating.

TEQ07.42.02: The tester shall test the solvency properties of the module's removal-resistant coating. The tester,

based on documentation provided in VEQ07.42.01, shall verify what type of solvent would be required to
compromise the removal-resistant coating.
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6.7.3.2  Multiple-chip embedded cryptographic modules

NOTE In addition to the general security requirements specified in 7.7.2 of ISO/IEC 19790:2012/Cor.1:2015, the
following requirements AS07.43 to AS07.58 are specific to multiple-chip embedded cryptographic modules.

AS07.43: (Multiple chip embedded cryptographic modules — Levels 1, 2, 3, and 4)

If the cryptographic module is contained within an enclosure or removable cover, a production-grade
enclosure or removable cover shall be used.

Required Vendor Information

VEOQ7.

Ot novable cover.
The vepdor documentation shall describe the cover or enclosure.

Requined Test Procedures

TEOQ7.43.01: The tester shall verify by inspection and from the vendor documentation that [the module is
contairled within an enclosure or removable cover that is of production-grade.

AS07.44: (Multiple chip embedded cryptographic modules — Levels 2,3/ and 4)
The fgllowing requirements {AS07.45 through AS 07.46} shiall apply to multiple-chjp embedded
cryptographic modules for Security Level 2 {and the assertions AS07.45 through AS (7.46 shall be
satisfied in the following groups: (AS07.45) or (AS07.46 and AS07.47) or (AS07.46 and AS07.48)}.

Requined Vendor Information

VEOQ7.44.01: The vendor documentation shall specify-that either (AS07.45) or [AS07.46 anfd (ASQ07.47 or
AS07.48)] are satisfied.

Requined Test Procedures

TEQ07.44.01: The tester shall verify by inspection and from the vendor documentation that eithgr (AS07.45) or
[AS07.46 and (ASQ07.47 or AS07.48)}.are satisfied.

AS07.45: (Multiple chip embeddeéd cryptographic modules — Levels 2, 3, and 4)
The mpdule components.shall be covered with a tamper-evident coating or potting material (e.g. etch-
resistdnt coating or bleeding paint) to deter direct observation and to provide evidence of attempts to
tamper with or remove module components {or the groups (AS07.46 and AS07.47) or [(AS07.46 and
AS07.48) shall besatisfied}.

Required Vendor Information

VE07.45:01: The vendor documentation shall specify that the module is encapsulated with an opaque,
tamper-evident coating such as etch-resistant coating or bleeding paint.

Required Test Procedures

TEOQ7.45.01: The tester shall verify by inspection and from the vendor documentation that the module is
encapsulated with an opaque, tamper-evident material.

TEOQ7.45.02: The tester shall verify by testing that the module provides evidence of attempts to tamper with or
remove module components.

AS07.46: (Multiple chip embedded cryptographic modules — Levels 2, 3, and 4)
{If AS07.45 is not satisfied, then the} module shall be entirely contained within a metal or hard plastic

production-grade enclosure that may include doors or removable covers {and the groups (AS07.47
and AS07.48) or (AS07.47 and AS07.49) shall be satisfied}.
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Required Vendor Information

VEQ7.46.01: The module shall be entirely contained within a metal or hard plastic production-grade enclosure
that may include removable covers or doors. The vendor documentation shall describe the enclosure and its
hardness characteristics.

Required Test Procedures

TEOQ7.46.01: The tester shall verify by inspection and from the vendor documentation that the module is
contained within an enclosure that meets the following requirements:

a) The enclosure has to completely surround the entire module.

b) The enclogure material has to be of a composition defined in the vendor documentation.

c) The enclopure has to be production-grade. The vendor literature has to either show that-an’enclosure of
the same| material has been used commercially, or provide data to show that ifi§)equivalept to a
commercigl product.

AS07.47: (Multiple chip embedded cryptographic modules — Levels 2, 3, and 4)
{If ASQ7.45 is| not satisfied, then if} the enclosure includes any doors_or removable covers, then the
doors or covers shall be locked with pick-resistant mechanical locks ‘@mploying physical or Jogical
keys {or AS07.48 shall be satisfied}.
Required Vendor Information

VEQ7.47.01: Tjhe doors or covers included by the enclosure. shall be locked with pick-resistant mechanical
locks that employ physical or logical keys. The vendor documentation shall describe the locks and the
employed physical or logical keys.

Required Test Procedures

TEOQ07.47.01: The tester shall verify by inspection-and from the vendor documentation that the doors or|covers
are locked with a pick-resistant lock that requires a physical key or a logical key.

TEQ07.47.02: The tester shall attempt to*epen the locked cover or door without use of the key and vetjify that
the cover or dqor will not open without signs of damage.

AS07.48: (Multiple chip embedded cryptographic modules — Levels 2, 3, and 4)

{If AS07.45 i$ not satisfied and the enclosure includes any doors or removable covers without
matching AS(Q7.47, then they (i.e. the doors or removable covers)} shall be protected with tamper-
evident seals|(e.g.-évidence tape or holographic seals) {and the group (AS07.47 and AS07.49) shall be
satisfied}.

Required Vendor Information
VEO07.48.01: The vendor documentation shall describe the tamper-evident seals.
Required Test Procedures

TEO07.48.01: The tester shall verify by inspection and from the vendor documentation that the cover or door is
protected with a tamper-evident seal such as evidence tape or a holographic seal.

TEO07.48.02: The tester shall verify that the cover or door cannot be opened without breaking or removing the
seal, and that the seal cannot be removed and later replaced.

AS07.49: (Multiple chip embedded cryptographic modules — Levels 3 and 4)

The following requirements shall apply to multiple-chip embedded cryptographic modules for Security
Level 3.
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NOTE This assertion is tested in AS07.50 or AS07.51.

AS07.50: (Multiple chip embedded cryptographic modules — Levels 3 and 4)

{Either} the multiple-chip embodiment of the circuitry within the cryptographic module shall be
covered with a hard coating or potting material (e.g. a hard epoxy material) {or AS07.51 shall be
satisfied} such that attempts at removal or penetration of the enclosure will have a high probability of
causing serious damage to the module (i.e., the module will not function).

Required Vendor Information

VEQ07.50.01: The vendor documentation shall provide design documentation for the hard coating or potting
materigt:

VEO07.90.02: The vendor documentation shall provide documentation regarding the opacity characteristics of
the hand coating or potting material.

Requined Test Procedures

TEO07.90.01: The tester shall verify that the vendor documentation specifies the hard coating or potting
material.

TE07.90.02: The tester shall verify by inspection and from «the vendor documentatioh the opacity
characleristics of the hard coating or potting material.

TEO07.90.03: The tester shall verify by inspection and from_thé vendor documentation that the hard coating or
potting|material cannot be removed or penetrated without having a high probability of causing serious damage
to the module.

AS07.%1: (Multiple chip embedded cryptographic-modules — Levels 3 and 4)
{If ASP7.50 does not apply,} the module shall be contained within a strong enclosyre such that
attempts at removal or penetration of the enclosure will have a high probability of calising serious

damage to the module (i.e., the module)will not function).

Requined Vendor Information

VEO07.41.01: The vendor documentation shall provide supporting design documentation for the strong
encloslire. The module~shall be entirely contained within a strong enclosure. The enclgsure shall be
designed such that attempts to remove it will have a high probability of causing serious damage|to the circuitry
within the module (i.€y, the module does not function).

VEO07.841.02: If the 'enclosure contains any doors or removable covers, then the module shall ¢gontain tamper
response and:zeroisation circuitry and the vendor shall provide supporting design documeptation for the
tampen response and zeroisation circuitry.

Required Test Procedures

TEO07.51.01: The tester shall verify that the vendor documentation specifies whether the enclosure contains
any doors or removable covers and whether a maintenance access interface is specified, then the module
shall contain tamper response and zeroisation circuitry.

TEO07.51.02: If the enclosure contains any doors or removable covers, or if a maintenance access interface is
specified, then the tester shall verify that the vendor documentation specifies that the module zeroises all
plaintext CSPs when a door or cover is removed or if the maintenance access interface is accessed.

TEQ07.51.03: The tester shall verify that the vendor documentation specifies which requirement option in
VEO07.51.01 and VEQ7.51.02 is implemented and provides design documentation.

TEOQ07.51.04: The tester shall verify by inspection and from the vendor documentation that the tamper
response and zeroisation circuitry remains operational when plaintext CSPs are contained within the module.
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TEOQ07.51.05: The tester shall verify by inspection and from the vendor documentation that the enclosure
cannot be removed or penetrated without having a high probability of causing serious damage to the module.

TEOQ07.51.06: The tester shall verify the strength of the enclosure by attempting to access the underlying
circuitry and verifying that the enclosure is not easily breached. The tester shall verify by inspection and from
the vendor documentation that the enclosure cannot be removed.

TEOQ7.51.07: If the strong enclosure has doors or removable covers, or if a maintenance access interface is
specified, the tester shall verify from the vendor documentation that the module zeroises all plaintext CSPs
when a cover or door is removed.

TEO07.51.08: If the enclosure has doors or removable covers, or if a maintenance access interface is specified,
the tester shall test that the module zeroises all plaintext CSPs when a cover or door is removed_ o if the
maintenance gccess interface is accessed.

TEQ7.51.09: The tester shall test that the enclosure cannot be removed or penetrated without having|a high
probability of causing serious damage to the module.

AS07.52: (Multiple chip embedded cryptographic modules — Level 4)

The following| requirements shall apply to multiple-chip embedded cryptographic modules for Security
Level 4.

NOTE Thig assertion is tested in AS07.53 through AS07.59.

AS07.53: (Multiple chip embedded cryptographic modules — Level'4)
The module components shall be within a strong or hard conformal or non-conformal enclosure{
Required Vendor Information
VE07.53.01: Tlhe module shall be contained withinza*tamper detection envelope that will detect tanppering
attacks againgt the potting material or enclosurey® The vendor documentation shall describe the famper
detection envejope design.
Required Test Procedures
TEQ7.53.01: The tester shall verify from the vendor documentation and by inspection that the module cpntains
a tamper detegtion envelope thatrsurrounds the module components. This barrier shall be designed such that

any breach bylmeans such asdrilling, milling, grinding, or dissolving to access the module components can
be detected by monitoring components in the module.

AS07.54: (Multiple chip embedded cryptographic modules — Level 4)

The enclosurp shall be encapsulated by a tamper detection envelope (e.g. a flexible mylar printed
circuit with a|serpentine geometric pattern of conductors or a wire-wound package or a non-flexible,
brittle circuit or a strong enclosure) {that shall detect tampering by means such as cutting, drilling,
milling, grinding, burning, melting, or dissolving of the potting material or enclosure to an extent
sufficient for accessing SSPs}.

NOTE This assertion is not separately tested. Tested in AS07.55.

AS07.55: (Multiple chip embedded cryptographic modules — Level 4)

{The enclosure shall be encapsulated by a tamper detection envelope (e.g. a flexible mylar printed
circuit with a serpentine geometric pattern of conductors or a wire-wound package or a non-flexible,
brittle circuit or a strong enclosure)} that shall detect tampering by means such as cutting, drilling,
milling, grinding, burning, melting, or dissolving of the potting material or enclosure to an extent
sufficient for accessing SSPs.

Required Vendor Information
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VEO07.55.01: The module shall be contained within a tamper detection envelope that will detect tampering
attacks against the potting material or enclosure. The vendor documentation shall describe the tamper
detection envelope design.

Required Test Procedures

TEOQ7.55.01: The tester shall verify from vendor documentation and by inspection that the module contains a
tamper detection envelope that surrounds the module components. This barrier shall be designed such that
any breach by means such as drilling, milling, grinding, or dissolving to access the module components can
be detected by monitoring components in the module.

AS07.56: (Multiple chip embedded cryptographic modules — Level 4)

The mpdule shall contain tamper response and zeroisation circuitry {that shall contindously monitor
the tamper detection envelope and, upon the detection of tampering, shall immediatgly zeroise all
unprofected SSPs}.

NOTE This assertion is not separately tested. Tested in AS07.57 and AS07.58.
AS07.57: (Multiple chip embedded cryptographic modules — Level 4)

{The module shall contain tamper response and zeroisation circuitnhy} that shall continupusly monitor
the tamper detection envelope {and, upon the detection of tampering, shall immediately zeroise all
unprofected SSPs}.

Required Vendor Information

VEO07.97.01: The module shall contain tamper responserand zeroisation circuitry that continupusly monitors
the tamper detection envelope for tampering, and upon the detection of tampering, shall zeroise all plaintext
CSPs.| The circuitry shall be operational wheneye¥ plaintext CSPs are contained within thef module. The
vendorjdocumentation shall describe the tamper response and zeroisation design.

Requined Test Procedures

TEQ7.97.01: The tester shall verify from the vendor documentation that the module contains tamper response
and zgroisation circuitry that contindously monitors the tamper detection envelope; detects @any breach by
means| such as drilling, millingj.grinding or dissolving any portion of the envelope; and thgn zeroises all
plaintext CSPs.

AS07.58: (Multiple chip embedded cryptographic modules — Level 4)

the tamper detection envelope } and upon the detection of tampering, shall immediately zeroise all

{The rTjoduIe shall ‘¢ontain tamper response and zeroisation circuitry that shall continupusly monitor
unprofected<SSPs.

Required Vendor Information

VEO07.58.01: The module shall contain tamper response and zeroisation circuitry that continuously monitors
the tamper detection envelope for tampering, and upon the detection of tampering, shall zeroise all plaintext
CSPs. The vendor documentation shall describe the tamper response and zeroisation design.

Required Test Procedures

TEQ7.58.01: The tester shall breach the tamper detection envelope barrier and then verify that the module
zeroises all plaintext CSPs.

AS07.59: (Multiple chip embedded cryptographic modules — Level 4)

The tamper response circuitry shall remain operational when unprotected SSPs are contained within
the cryptographic module.

NOTE This assertion is not separately tested.
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6.7.3.3

NOTE

Multiple-chip standalone cryptographic modules

following requirements AS07.60 to ASQ07.71 are specific to multiple-chip standalone cryptographic modules.

AS07.60: (Mul

tiple-chip standalone cryptographic modules — Levels 1, 2, 3, and 4)

In addition to the general security requirements specified in 7.7.2 of ISO/IEC 19790:2012/Cor.1:2015, the

The cryptographic module shall be entirely contained within a metal or hard plastic production-grade
enclosure that may include doors or removable covers.

Required Vendor Information

VEO07.60.01:

that may incIuLe removable covers or doors. The vendor documentation shall describe the enclosuré

hardness char
Required Tes

TEO07.60.01: T
contained with

hcteristics.
Procedures

he tester shall verify by inspection and from the vendor documentation that the mo
n an enclosure that meets the following requirements:

closure
and its

dule is

a) The enclogure has to completely surround the entire module.

b) The enclogure material has to be of a composition defined in the vender documentation.

c) The enclopure has to be production-grade. The vendor literature) has to either show that an enclogsure of
the same| material has been used commercially, or provide data to show that it is equivalent to a
commercigl product.

AS07.61: (Multiple-chip standalone cryptographic modtules — Levels 2, 3, and 4)

The followin

requirements shall apply to multiple-chip standalone cryptographic modul

Security Leve] 2.

NOTE

Thig assertion is tested in AS07.62 or AS07.63.

AS07.62: (Multiple-chip standalone cryptographic modules — Levels 2, 3, and 4)

If the enclos

or covers shd
AS07.63 shall
Required Ven

VEOQ7.62.01: If

re of the cryptographic module includes any doors or removable covers, then the

apply}.

dor Information

the \enclosure includes any removable covers or doors, then either they shall be lock

pick-resistant

mechanical locks that employ physical or logical keys. The vendor documentatio

les for

doors

Il be locked with'pick-resistant mechanical locks employing physical or logical keys {or

bd with
h shall

describe pick-resistant mechanical locks that employ physical or logical keys.

Required Test Procedures

TE07.62.01: The tester shall verify whether the enclosure contains any removable covers or doors. The tester
shall verify that each cover or door is locked with a pick-resistant lock that requires a physical key or a logical
key. The tester shall attempt to open the locked cover or door without use of the key and verify that the cover
or door will not open without signs of damage.

AS07.63: (Multiple-chip standalone cryptographic modules — Levels 2, 3, and 4)

{If AS07.62 is not satisfied, then the doors or covers} shall be protected with tamper-evident seals (e.g.
evidence tape or holographic seals).

Required Vendor Information
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VEO07.63.01: If the enclosure is protected via tamper-evident seals such as evidence tape or holographic seals,
the vendor documentation shall describe the tamper-evident seals.

Required Test Procedures

TEQ07.63.01: The cover or door is protected with a seal such as evidence tape or a holographic seal. The
tester shall verify that the cover or door cannot be opened without breaking or removing the seal, and that the
seal cannot be removed and later replaced.

AS07.64: (Multiple-chip standalone cryptographic modules — Levels 3 and 4)

The following requirements shall apply to multiple-chip standalone cryptographic modules for
Securify Ceverl 3.

NOTE This assertion is tested in AS07.65.

AS07.65: (Multiple-chip standalone cryptographic modules — Levels 3 and 4)
The mpdule shall be contained within a strong enclosure such that attempts at removal ¢r penetration
of the pnclosure will have a high probability of causing serious damage to the module (i.e. the module

will not function).

Requined Vendor Information

VEO07.5.01: The vendor documentation shall provide supporting design documentation for the strong

encloslire. The module shall be entirely contained withinya strong enclosure. The enclgsure shall be
design'Ed such that attempts to remove it will have a high probability of causing serious damage|to the circuitry
within the module (i.e., the module does not function).

VEQ07.65.02: If the enclosure contains any doors.or“femovable covers, then the module shall ¢ontain tamper
response and zeroisation circuitry and the ‘vendor documentation shall provide supporting design
documgentation for the tamper response and zeroisation circuitry.

Requined Test Procedures

TEOQ7.95.01: The tester shall verify.that the vendor documentation specifies whether the enclpsure contains
any doors or removable coversiand whether a maintenance access interface is specified, then the module
shall cpntain tamper response and zeroisation circuitry.

TEQ07.95.02: If the enclosure contains any doors or removable covers, or if a maintenance accegss interface is
specifigd, then the_tester shall verify that the vendor documentation specifies that the module zeroises all
plaintext CSPs when-a door or cover is removed or if the maintenance access interface is accegsed.

TEQ07.95.03.-The tester shall verify that the vendor documentation specifies which requirefent option in
VEO07.65.0ahd VEQ7.65.02 is implemented and provides design documentation.

TEOQ7.65.04: The tester shall verify by inspection and from the vendor documentation that the tamper
response and zeroisation circuitry remains operational when plaintext CSPs are contained within the module.

TEOQ7.65.05: The tester shall verify by inspection and from the vendor documentation that the enclosure
cannot be removed or penetrated without having a high probability of causing serious damage to the module.

TEQ07.65.06: The tester shall verify the strength of the enclosure by attempting to access the underlying
circuitry and verifying that the enclosure is not easily breached. The tester shall verify by inspection and from
the vendor documentation that the enclosure cannot be removed.

TEOQ7.65.07: If the strong enclosure has doors or removable covers, or if a maintenance access interface is

specified, the tester shall verify from the vendor documentation that the module zeroises all plaintext CSPs
when a cover or door is removed.
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TEQ7.65.08: If the enclosure has doors or removable covers, or if a maintenance access interface is specified,
the tester shall test that the module zeroises all plaintext CSPs when a cover or door is removed or if the
maintenance access interface is accessed.

TEOQ7.65.09: The tester shall test that the enclosure cannot be removed or penetrated without having a high
probability of causing serious damage to the module.

AS07.66: (Multiple-chip standalone cryptographic modules — Level 4)

The following requirements shall apply to multiple-chip standalone cryptographic modules for
Security Level 4.

NOTE Thigassertion 1s tested In ASU7.67 through ASU7.72.
AS07.67: (Multiple-chip standalone cryptographic modules — Level 4)

The enclosuré of the cryptographic module shall contain a tamper detection envelopé-that use famper
detection me¢hanisms such as cover switches (e.g. micro-switches, magnetic Hall effect swjtches,
permanent miagnetic actuators, etc.), motion detectors (e.g. ultrasonic, infrared, or microwaye), or
other tamper| detection mechanisms as described in {ISO/IEC 19790:2012/CGor.1:2015 subdglause}
7.7.3.2 Security Level 4.

Required Vendor Information
VEOQ7.67.01: The enclosure or potting material shall be encapsulated’by-a tamper detection envelope|by the
use of tampe[ detection mechanisms. The vendor documentation shall describe the tamper dgtection
envelope design.

Required Test Procedures
TEQ07.67.01: The tester shall verify from the vendor, documentation and by inspection that the module
enclosure or potting material contains tamper detection mechanisms, which shall form a tamper ddtection
envelope that protects the module components. The mechanisms shall be designed such that any br¢ach of
the enclosure ¢r potting material to access the module components can be detected.

AS07.68: (Multiple-chip standalone cryptographic modules — Level 4)

The tamper detection mechanisms_shall respond to attacks such as cutting, drilling, milling, grinding,
burning, melting, or dissolvingto.an extent sufficient for accessing SSPs.

NOTE Thig| assertion is testedas part of AS07.71.
AS07.69: (Multiple-chip'standalone cryptographic modules — Level 4)
The cryptogrpphic )module shall contain tamper response and zeroisation capability {thaf shall

continuously |menitor the tamper detection envelope and, upon the detection of tampering} shall
immediately zeroise all unprotecied SSPS}.

NOTE This assertion is tested as part of AS07.71.

AS07.70: (Multiple-chip standalone cryptographic modules — Level 4)

{The cryptographic module shall contain tamper response and zeroisation capability} that shall
continuously monitor the tamper detection envelope {and, upon the detection of tampering, shall
immediately zeroise all unprotected SSPs}.

NOTE This assertion is tested as part of AS07.71.

AS07.71: (Multiple-chip standalone cryptographic modules — Level 4)
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{The cryptographic module shall contain tamper response and zeroisation capability that shall
continuously monitor the tamper detection envelope} and, upon the detection of tampering, shall

immed

iately zeroise all unprotected SSPs.

Required Vendor Information

VEO07.71.01: The module shall contain tamper response and zeroisation circuitry that continuously monitors
the tamper detection envelope for tampering, and upon the detection of tampering, shall zeroise all plaintext

SSPs.
vendor

The circuitry shall be operational whenever plaintext SSPs are contained within the
documentation shall describe the tamper response and zeroisation design.

Required Test Procedures

module. The

TEOQ7.7
and zs
means
plainte

TEOQ7.7
ZEeroise

AS07.1

roisation circuitry that continuously monitors the tamper detection envelope; detects
such as drilling, milling, grinding or dissolving any portion of the envelope;.and the
t SSPs.

1.02: The tester shall breach the tamper detection envelope barrier_and then verify th
s all t plaintext SSPs.

2: (Multiple-chip standalone cryptographic modules — Level 4)

The tamper response and zeroisation capability shall remainoperational when unproted

contai

NOTE

6.7.4

6.7.4.1

NOTE

ned within the cryptographic module.

This assertion is tested as part of AS07.71.
Environmental failure protection/testing

Environmental failure protection/testing general requirements

environmental failure testing for Security Levels 1 and 2.

AS07.7

3: (Environmental failure protection/testing — Level 3)

A mod

le shall either employ environmental failure protection (EFP) features {AS07.75 to

undergo environmentalfailure testing (EFT) {AS07.78 to AS07.86}.

Required Vendor Information

VEO07.13.01: The-vendor shall use either of the following:

a) EHRR4éatures; or

1.01: The tester shall verify from the vendor documentation that the module contains ta||nper response

any breach by
n zeroises all

at the module

tted SSPs are

A cryptographic module is not required to employ environmental failure protection features or undergo

ASQ7.77} or

b) EFT

as specified in 7.7.4 of ISO/IEC 19790:2012/Cor.1:2015, to ensure that the following four unusual
environmental conditions or fluctuations (accidental or induced) outside of the module’s normal operation
range will not compromise the security of the module:

a) Lo

w temperature

b) High temperature

c) La

d) La

rge negative voltage

rge positive voltage
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The vendor shall choose to use EFP or EFT for each condition, but each choice is independent of the choices
for the other conditions. The vendor shall provide corresponding supporting EFP/EFT documentation for each
condition, specifying how the selected approach is used.

Required Test Procedures

TEOQ7.73.01 The tester shall verify that the documentation states EFP/EFT selection for each condition and
how the specified approach is used.

AS07.74: (Environmental failure protection/testing — Level 4)

A module shall employ environmental failure protection (EFP) features.

NOTE  This 4

6.7.4.2

AS07.75: (Eny

5sertion is tested in AS07.75 through AS07.77.

Enviironmental failure protection features

ironmental failure protection features — Levels 3 and 4)

husual

environmental conditions (accidental or induced) when outside of the module’s normal ope¢rating

Environmentil failure protection (EFP) features shall protect a cryptographic. module against u

range that ca
NOTE This
AS07.76: (EnV

The cryptogr

compromise the security of the module.
assertion is tested as part of AS07.77.
ironmental failure protection features — Levels 3-and 4)

Aphic module shall monitor and correctly.respond when operating temperatu

voltage are outside of the specified normal operating ranges.

NOTE This
AS07.77: (Eny

If the tempera3
protection ca

—  shutdowr|
or

immediat

assertion is tested as part of AS07.77.

ironmental failure protection features — Levels 3 and 4)

pability shall either:

the module to prevent further operation,

bly zeroiséall unprotected SSPs.

Required Ven

VEQ7.77.01: If
fluctuations in

dor Information

the ope

re and

ture or voltage falls outsidelof the cryptographic module’s normal operating range, the

gond to
for that

condition. The protection features shall continuously measure these environmental conditions. If a condition
is determined to be outside of the module’s normal operating range, the protection circuitry shall either:

a)

Shut down the module; or

b) Zeroise all plaintext SSPs

Documentation shall state which of these approaches was chosen and provide a specification description of
the EFP features implemented within the module.

Required Test Procedures
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TEQ7.77.01: The tester shall configure the environmental condition (ambient temperature and voltage) close
to the appropriate extreme of the normal operating range specified for the module, and verify that the module
continues to perform within normal operating parameters.

TEQ7.77.02: The tester shall extend the temperature and voltage outside of the specified normal range and
verify that the module either shuts down to prevent further operations or zeroises all plaintext SSPs.

TEOQ7.77.03: If the module is designed to zeroise all plaintext SSPs, and the module was still operational after

returning to the normal environmental range, the tester shall perform services that require SSPs and verify
that the module does not perform these services.

6.7.4.3___Environmental failure testing procedures

AS07.78: (Environmental failure testing procedures — Level 3)

a cryptographic module to provide reasonable assurance that the environmental conditions
(accidental or induced) when outside the module's normal operating ranges for tenjperature and
voltage will not compromise the security of the module.

EnvirTmental failure testing (EFT) shall involve a combination of analysis, simulation, and testing of

NOTE This assertion is tested as part of AS07.81.

AS07.79: (Environmental failure testing procedures — Level 3)
EFT shall demonstrate that, if the operating temperature or voltage falls outside the normal operating
range pf the module resulting in a failure, {at no time shall the security of the cryptograplhic module be
comprpmised}.

NOTE This assertion is tested as part of AS07.81.

AS07.80: (Environmental failure testing procedures — Level 3)
{EFT shall demonstrate that, if the operating temperature or voltage falls outside the normal operating
range pf the module resulting in a failure,} at no time shall the security of the cryptographic module be
comprpmised.

NOTE This assertion is tested ‘as’part of AS07.81.

AS07.81: (Environmentalfailure testing procedures — Level 3)
The temperature range to be tested shall be from a temperature within the normal operating
temperature range-to the lowest (i.e. coldest) temperature that either (1) shutdown the module to
prevent further operation or (2) immediately zeroise all unprotected SSPs; and from a temperature

within|the normal operating temperature range to the highest (i.e. hottest) temperature that either (1)
shuts down_or goes into an error state or (2) zeroises all unprotected SSPs.

Required Vendor Information

VEO07.81.01: If EFT is chosen for a particular condition, the module shall be tested within the temperature
range specified in AS07.82, and voltage ranges specified in AS07.85 and AS07.86. The module shall either:

a) Continue to operate normally; or
b) Shut down; or
c) Zeroise all plaintext SSPs

Documentation shall state which of these approaches was chosen and provide a specification description of
the EFT.

Required Test Procedures
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TEO07.81.01: The tester shall configure the environmental condition (ambient temperature and voltage) as
specified in AS07.82, AS07.85 and AS07.86, and verify that the module either continues to operate normally,
or shuts down to prevent further operations, or zeroises all plaintext SSPs.

TEOQ7.81.02: If the module is designed to zeroise all plaintext SSPs, and the module was still operational after
returning to the normal environmental range, the tester shall perform services that require keys and verify that
the module does not perform these services.

AS07.82: (Environmental failure testing procedures — Level 3)

The temperature range to be tested shall be from - 100° to + 200° Celsius (- 150° to + 400°

Fahrenheit); {however, the test shall be interrupted as soon as either (1) the module is shutdown to
prevent furthgr operation, (2) all unprotected SSPs are Immediately zeroised or (3) the module efters a
failure state}.

NOTE Thig assertion is tested as part of AS07.81.

AS07.83: (Enyironmental failure testing procedures — Level 3)
{The temperature range to be tested shall be from - 100° to + 200° Celsius (- 150° to + 400°
Fahrenheit);} however, the test shall be interrupted as soon as either (1) the’module is shutdpwn to
prevent further operation, (2) all unprotected SSPs are immediately zeroised or (3) the module enters a
failure state.
NOTE Thig assertion is tested as part of AS07.81.

AS07.84: (Enyironmental failure testing procedures — Level 3)

Temperature ghall be monitored internally at the sensitive components and critical devices apd not
just at the physical boundary of the module.

NOTE Thig| assertion is tested as part of AS07.81.

AS07.85: (Enyironmental failure testing procedures — Level 3)

The voltage nange tested shall be gradually decreasing from a voltage within the normal opg¢rating
voltage range to a lower voltage that.either (1) shuts down the module to prevent further operation or
(2) immediatgly zeroises all unprotected SSPs; {and shall be gradually increasing from a \oltage
within the nofmal operating voltage range to a higher voltage that either (1) shuts down the modlule to
prevent furthgr operation or (2)-immediately zeroises all unprotected SSPs}.

NOTE Thig| assertion is-tested as part of AS07.81.

AS07.86: (Environmental failure testing procedures — Level 3)

{The voltage farige tested shall be gradually decreasing from a voltage within the normal opegrating
voltage rangeTo a lower voltage that either (1) shuis down the module 10 prevent further operation or
(2) immediately zeroises all unprotected SSPs;} and shall be gradually increasing from a voltage
within the normal operating voltage range to a higher voltage that either (1) shuts down the module to
prevent further operation or (2) immediately zeroises all unprotected SSPs.

NOTE This assertion is tested as part of AS07.81.

6.8 Non-invasive security

AS08.01: (Non-invasive security — Levels 1, 2, 3, and 4)

Non-invasive attack mitigation techniques implemented by the cryptographic module to protect the
module’s SSPs that are not referenced in {ISO/IEC 19790:2012/Cor.1:2015} Annex F shall meet the
requirements in {ISO/IEC 19790:2012/Cor.1:2015 subclause} 7.12.

NOTE This assertion is not separately tested. It is tested as part of AS12.01 through AS12.04.
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AS08.02: (Non-invasive security — Levels 1, 2, 3, and 4)

Non-invasive attack mitigation techniques implemented by the cryptographic module to protect the
module’s SSPs that are referenced in {ISO/IEC 19790:2012/Cor.1:2015} Annex F shall meet the
following requirements.

NOTE This assertion is not separately tested.

AS08.03: (Non-invasive security — Levels 1, 2, 3, and 4)

The documentation requirements specified in {ISO/IEC 19790:2012/Cor.1:2015 subclause} A.2.8 shall
be provided.

RequilIed Vendor Information

VE08.03.01: The vendor shall provide the documentation requirements as ~spetified| in A.2.8 of
ISO/IEC 19790:2012/Cor.1:2015.

Requined Test Procedures

TE08.03.01: The tester shall verify that the vendor provides documeéntation as specifigd in A.2.8 of
ISO/IELC 19790:2012/Cor.1:2015.

AS08.04: (Non-invasive security — Levels 1, 2, 3, and 4)

Documentation shall specify all of the mitigation techniques employed to protect the module’s CSPs
from the non-invasive attacks referenced in {ISO/IEC 19790:2012/Cor.1:2015} Annex F.

Requined Vendor Information
VEO08.04.01: The vendor shall provide supporting documentation which specifies all of the mitigation
techniques employed to protect the module’s-€SPs from the non-invasive attacks specified in
{ISO/IHC 19790:2012/Cor.1:2015} Annex E.

Requined Test Procedures

TEO08.04.01: The tester shall verify that the vendor provides supporting documentation which [specifies all of
the mitigation techniques employed to protect the module’s CSPs from the non-invasive attadks specified in
{ISO/IHC 19790:2012/Cor-1:2015} Annex F.

AS08.05: (Non-invasive security — Levels 1, 2, 3, and 4)

Documentation shall include evidence of the effectiveness of each of the attack mitigation techniques.

Requilled Vendor Information

VEO08.05.01: The vendor shall specify in the documentation the effectiveness of the mitigation techniques.
Required Test Procedures

TEO08.05.01: The tester shall verify that the vendor provides documentation that specifies the effectiveness of
the mitigation techniques.

AS08.06: (Non-invasive security — Level 3)

The cryptographic module shall be tested to meet the approved non-invasive attack mitigation test
metrics for Security Level 3 as specified in {ISO/IEC 19790:2012/Cor.1:2015} Annex F.

Required Vendor Information

VE08.06.01: The vendor shall provide documentation that the module meets the approved non-invasive attack
mitigation test metrics for Security Level 3.
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Required Test Procedures

TEO08.06.01: The tester shall verify that the vendor provides documentation that the module meets the
approved non-invasive attack mitigation test metrics for Security Level 3.

AS08.07: (Non-invasive security — Level 4)

The cryptographic module shall be tested to meet the approved non-invasive attack mitigation test
metrics for Security Level 4 as specified in {ISO/IEC 19790:2012/Cor.1:2015} Annex F.

Required Vendor Information

VEO08.07.01: The vendor shall provide documentation that tThe module meets the approved non-invasivg attack
mitigation test metrics for Security Level 4.

Required Test Procedures

TEO08.07.01: Tlhe tester shall verify that the vendor provides documentation that the.module meets the
approved non-jnvasive attack mitigation test metrics for Security Level 4.

6.9 Sensitivg security parameter management

6.9.1 Sensitive security parameter management general requirements
AS09.01: (Sern}sitive security parameter management — Levels 152;.3, and 4)

CSPs shall b¢ protected within the module from unauthorised access, use, disclosure, modification,
and substitution.

Required Vengdor Information

VE09.01.01: Tlhe vendor documentation shall deseribe the protection of all CSPs internal to the module.
Protection shdll include the implementation of mnechanisms that protect against unauthorised accesps, use,
disclosure, mofification, and substitution.

Required Test Procedures

TE09.01.01: The tester shall check-the vendor documentation that describes the protection of CSP$. The
tester shall velify that the documentation describes how these CSPs are protected from unauthorised access,
use, disclosurg, modificationgand substitution.

TE09.01.02: The testercshall attempt to access (by circumventing the documented protection mechanisis)
CSPs for which the tester is not authorised to access. To meet this assertion the module is required to deny
access.

TE09.01.03: The tester shall attempt to modify CSPs using any method not specified by the vendor
documentation.

NOTE CSPs encrypted using a non-approved algorithm or proprietary algorithm or method are considered in
plaintext form, within the scope of this International Standard.

AS09.02: (Sensitive security parameter management — Levels 1, 2, 3, and 4)
PSPs shall be protected within the module against unauthorised modification and substitution.
Required Vendor Information

VE09.02.01: The vendor documentation shall describe the protection of all PSPs against unauthorised
modification and substitution.

Required Test Procedures
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TE09.02.01: The tester shall verify that the vendor documentation describe how the PSPs are protected from
unauthorised modification, and substitution.

TE09.02.02: The tester shall attempt to modify all PSPs using any method not specified by the vendor
documentation and shall attempt to enter them into the module.

AS09.03: (Sensitive security parameter management — Levels 1, 2, 3, and 4)

A module shall associate an SSP which is generated, entered into or output from the module with the
entity (i.e. person, group, role, or process) to which the SSP is assigned.

Required Vendor Information

VE09.03.01: The documented SSP procedures shall describe the mechanisms or procedures iised to ensure
that each SSP is associated with the correct entity.

Requined Test Procedures

TE09.03.01: The tester shall verify the documented SSP entry/output procedures-that the procddures address
how ar| entered or output SSP is associated with the correct entity.

TE09.03.02: For each SSP that can be entered, the tester shall first enter'the SSP while assunfing the correct
entity. The tester shall then verify that entry is not possible when assuiming an incorrect entity.

TE09.03.03: For each SSP that can be output, the tester shallfirst output the SSP while assuming the correct
entity. The tester shall then verify that output is not possibleawhén assuming an incorrect entity.

AS09.04: (Sensitive security parameter management = Levels 1, 2, 3, and 4)

Hash yalues of passwords, RBG state information and intermediate key generation vglues shall be
considered as CSPs.

Requined Vendor Information

VE09.04.01: The vendor shall provide-documentation that hash values of passwords, RBG state information
and intermediate key generation values are defined as CSPs.

Requined Test Procedures

TE09.04.01: The testef shall verify that the vendor provides documentation that hash values|of passwords,
RBG sjate informationand intermediate key generation values are defined as CSPs.

TE09.04.02: The)tester shall verify that the vendor provided Security Policy defines any Hash values of

passwords,/RBG state information and intermediate key generation values are defined as CSPs.
ASOQ.LJEMW&W&M;M_M—

The documentation requirements specified in {ISO/IEC 19790:2012/Cor.1:2015 subclause} A.2.9 shall
be provided.

Required Vendor Information

VE09.05.01: The vendor shall provide the documentation requirements as specified in A.2.9 of ISO/IEC
19790:2012/Cor.1:2015.

Required Test Procedures

TE09.05.01: The tester shall verify that the vendor provides documentation as specified in A.2.9 of ISO/IEC
19790:2012/Cor.1:2015.
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6.9.2 Rando

NOTE

m bit generators

A cryptographic module can contain RBGs, a chain of RBGs, or can be solely an RBG.

AS09.06: (Random bit generators — Levels 1, 2, 3, and 4)

If an approved security function, SSP generation or SSP establishment method requires random
values, then an approved RBG shall be used to provide these values.

NOTE App

Required Ven

VE09.06.01: T
or SSP establi

VE09.06.02: T
functions, SSH

Required Tes

TE09.06.01: T
establishment

TE09.06.02: T
by approved
approved RBG
TE09.06.03: T
approved secu
RBG.
AS09.07: (Rar

If entropy is
generated usi

Required Ven

VE09.07.01: T
collected from

Required Tes

TE09.07.01: T

generated from_entropy collected from outside the cryptographic module's boundary is defined as a CSIP.

roved RBGs are listed in ISO/IEC 19790:2012/Cor.1:2015 Annex C.

dor Information

he vendor shall provide the list of all RBGs used in approved security functions, SSP,gen
Ehment methods within the cryptographic module and their precise usage.

he vendor shall provide documentation that any random values used by, ‘approved s
generation or SSP establishment method are provided from an approved RBG.

Procedures

ne tester shall verify that all RBGs used by approved security fuictions, SSP generation
methods are documented and their usage defined.

he tester shall verify from the vendor provided documentation that the implemented RBG
becurity functions, SSP generation or SSP establishment methods are compliant w
s listed in ISO/IEC 19790:2012/Cor.1:2015 Annex €.

ne tester shall verify from the vendor provided documentation that any random values U
rity functions, SSP generation or SSP establishment method are provided from an ap

dom bit generators — Levels 1, 2,3, and 4)

ing this entropy input shallbe considered a CSP.
dor Information

he vendor shall” provide documentation that the input datastream generated from ¢
outside the cryptographic module's boundary is defined as a CSP.

Procedures

he’ tester shall verify that the vendor provides documentation that the input data

eration

ecurity

br SSP

s used
ith the

sed by
proved

collected from outside thelcryptographic boundary of the module, the data stream

entropy

stream

D

6.9.3 Sensitive security parameter generation

AS09.08: (Sensitive security parameter generation — Levels 1, 2, 3, and 4)

Compromising the security of the SSP generation method which uses the output of an approved RBG
(e.g. guessing the seed value to initialise the deterministic RBG) shall require at least as many

operations as

Required Ven

determining the value of the generated SSP.

dor Information

VEO09.08.01: The vendor shall provide documentation that provides rationale stating how compromising the
security of the SSP generation method (e.g. guessing the seed value to initialise the deterministic RBG) shall
require at least as many operations as determining the value of the generated SSP.
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Required Test Procedures

TE09.08.01: The tester shall verify that the vendor provided documentation that provides rationale stating how
compromising the security of the SSP generation method (e.g. guessing the seed value to initialise the
deterministic RBG) shall require at least as many operations as determining the value of the generated SSP.

TE09.08.02: The tester shall verify the accuracy of any rationale provided by the vendor. The burden of proof
is on the vendor; if there is any uncertainty or ambiguity, the tester shall require the vendor to produce
additional information as needed.

AS09.09: (Sensitive security parameter generation — Levels 1, 2, 3, and 4)

SSPs fenerated by the module from either the output of an approve or derived|from an SSP
enterefl into the module and used by an approved security function or SSP establishment method
shall |be generated using an approved SSP generation method listed |in {ISO/IEC
19790:R012/Cor.1:2015} Annex D.

NOTE Approved sensitive security parameter generation methods are listed in ISO/IEC 19790:2012/Cor.1:2015
Annex ID.

Requied Vendor Information

VE09.(9.01: The vendor shall provide the list of all SSPs generated.by)the module from either the output of an
approved RBG or derived from an SSP entered into the module and used by an approved secyrity function or
SSP egtablishment methods used in the cryptographic modulesand their precise usage.

VE09.(9.02: The vendor shall provide documentation that SSPs generated by the module from either the
output |of an approved RBG or derived from an SSP.entered into the module and used by an approved
security function or SSP establishment method are generated using an approved SSP generatign method.

Requined Test Procedures

TE09.09.01: The tester shall verify that alF SSPs generated by the module from either the output of an
approved RBG or derived from an SSR. éntered into the module and used by an approved secUrity function or
SSP egtablishment methods are documented and their usage defined.

TE09.09.02: The tester shall verify from the vendor provided documentation that the implgmented SSPs
generated by the module from either the output of an approved RBG or derived from an SSP eptered into the
module and used by an approved security function or SSP establishment methods are compliant with the
approved SSP generation-methods listed in ISO/IEC 19790:2012/Cor.1:2015 Annex D.

6.9.4 |Sensitivedsecurity parameter establishment

NOTE Sensitive security parameter establishment can consist of automated SSP transport or SSP agreement
methodp of mahual SSP entry or output or output via direct or electronic methods.

AS09.10: (Sensitive security parameter establishment — Levels 1, 2, 3, and 4)

Automated SSP establishment shall use an approved method Ilisted in {ISO/IEC
19790:2012/Cor.1:2015} Annex D.

NOTE Approved sensitive security parameter establishment methods are listed in ISO/IEC 19790:2012/Cor.1:2015
Annex D.

Required Vendor Information

VE09.10.01: The vendor shall provide the list of all automated SSP establishment methods used in the
cryptographic module and their precise usage.

Required Test Procedures
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TE09.10.01: The tester shall verify that all automated SSP establishment methods are documented and their
usage defined.

TE09.10.02: The tester shall verify from the vendor provided documentation that the implemented automated
SSP establishment methods are compliant with the approved automated SSP establishment methods listed in
ISO/IEC 19790:2012/Cor.1:2015 Annex D.

AS09.11: (Sensitive security parameter establishment — Levels 1, 2, 3, and 4)

Manual SSP establishment shall meet the requirements of {ISO/IEC 19790:2012/Cor.1:2015 subclause}
7.9.5.

NOTE Thigassertion 1s tested as part of ASUY.TZ through ASUY.24.

6.9.5 Sensitive security parameter entry and output

NOTE Sengitive security parameters can be manually entered into or output from a moduleVeither directly (e.g.
entered via a kdyboard or number pad, or output via a visual display) or electronically (e.g. via_a‘smart card/tokens, PC
card, other elecffonic key loading device, or the module operating system).

AS09.12: (Sensitive security parameter entry and output — Levels 1, 2, 3, and 4)

If SSPs are mjanually entered into or output from a module, the entry‘or output shall be through the
defined HMI, $FMI, HFMI or HSMI ({ISO/IEC 19790:2012/Cor.1:2015 subclause} 7.3.2) interfaces.

NOTE Thig assertion is tested as part of AS03.04 through AS03.15.
AS09.13: (Sensitive security parameter entry and output — Levels 1, 2, 3, and 4)

All cryptograihically protected SSPs, entered into or.output from the module shall be encrypted using
an approved security function.

Required Vengdor Information

VE09.13.01: The vendor documentation shall_specify all cryptographically protected SSPs which are gntered
into or output ffom the cryptographic module.

VE09.13.02: The vendor documentation shall state the encryption method used to cryptographically [protect
the SSPs which are entered into pr output from the cryptographic module.

Required Test Procedures

TE09.13.01: The testér)'shall verify that the vendor has provided documentation specifying pll the
cryptographically proteeted SSPs which are entered into and output from the cryptographic module.

TE09.13.02: The tester shall verify that the vendor has provided documentation specifies the engryption
method used to cryptographically protect the SSPs which are entered into or output from the cryptographic
module.

TE09.13.03: The tester shall verify that the encryption method used to cryptographically protect the SSPs
which are entered into or output from the cryptographic module is performed using an approved security
function.

NOTE For directly entered SSPs, the entered values can be temporarily displayed to allow visual verification and to
improve accuracy.

AS09.14: (Sensitive security parameter entry and output — Levels 1, 2, 3, and 4)

If encrypted SSPs are directly entered into the module, then the plaintext values of the SSPs shall not
be displayed.

Required Vendor Information
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VE09.14.01: The documented SSP entry mechanisms for encrypted SSPs shall preclude the display of their
plaintext values.

Required Test Procedures

TE09.14.01: The tester shall verify the documented SSP entry mechanisms for encrypted SSPs precludes the
display of their plaintext values during the encrypted SSP entry process.

TE09.14.02: The tester shall enter all encrypted SSPs and shall monitor the output interfaces of the module to
verify that any resulting plaintext SSP values are not displayed.

AS09.15: (Sensitive security parameter entry and output — Levels 1, 2, 3, and 4)

Directly entered (plaintext or encrypted) SSPs shall be verified during entry into a modull for accuracy
using [the conditional manual entry test specified in {ISO/IEC 19790:2012/Co#,1:201
7.10.3.5.

NOTE
AS09.1

To pre

This assertion is tested as part of AS10.42 through AS10.46.
6: (Sensitive security parameter entry and output — Levels 1, 2,3, and 4)

vent the inadvertent output of sensitive information, two independent internal ac

required in order to output any plaintext CSP.

Requined Vendor Information

VE09.1
service

VE09.1
CSPs,

6.01: If the module outputs any plaintext CSPs, the vendor documentation shall desc
S.

6.02: The finite state model and other vendor documentation shall indicate, for the out
that two independent internal actions that are required.

Requi

ed Test Procedures

TEQ09.16.01: The tester shall verify from the vendor documentation or finite state model that the
the output of plaintext CSPs.

TEO09.
plainte
plainte

TE09.1
interna
indepe

6.02: The tester shalkverify the finite state model and other vendor documentation thg
t CSPs requires two.independent internal actions in order for the cryptographic modul
t CSPs.

6.03: The tester shall attempt to output plaintext CSPs without the module performing tw
actions. YThe module shall fail if the module allows the output of plaintext CSP
hdent internal actions.

5 subclause}

tions shall be

fibe the output

but of plaintext

module allows

t the output of
b to output the

0 independent
s without two

AS09.1

7:(Sensitive security parameter entry and output — Levels 1, 2, 3, and 4)

These two independent internal actions shall be dedicated to mediating the output of the CSPs.

NOTE

This assertion is not separately tested. Tested as part of AS09.16.

AS09.18: (Sensitive security parameter entry and output — Levels 1, 2, 3, and 4)

For electronic entry or output via a wireless connection; CSPs, key components and authentication
data shall be encrypted.

Required Vendor Information

VE09.18.01: If the module inputs or outputs CSPs, key components and authentication data via wireless
interfaces, the vendor documentation shall describe the wireless services.
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VE09.18.02: If the module inputs or outputs CSPs, key components and authentication data via wireless
interfaces, the vendor documentation shall describe the encryption methods employed to encrypt the CSPs,

key componen

ts and authentication data.

Required Test Procedures

TE09.18.01: The tester shall verify whether the module inputs or outputs CSPs, key components and

authentication

data via wireless interfaces.

TE09.18.02: The tester shall verify that the encryption methods employed to encrypt the CSPs, key
components and authentication data are approved encryption methods.

NOTE For [Security Levels T and Z, plainiext CSPsS, Key components and authentication data can be entefed and
output via physical port(s) and logical interface(s) shared with other physical ports and logical interfaces| of the
cryptographic mpdule.

AS09.19: (Serjsitive security parameter entry and output — Levels 1, and 2)

For software| modules or the software components of a hybrid softwaremodule, CSP$, key
components and authentication data may be entered into or output in either encrypted or plaintext
form provided that the CSPs, key components and authentication data shall-be maintained within the
operational epnvironment and meet the requirements of {ISO/IEC 19790:2012/Cor.1:2015 subdlause}
7.6.3.

Required Vendor Information

VE09.19.01: Fpr software modules or the software components af’avhybrid software module the vendor shall
provide documentation that CSPs, key components and authentication data may be entered into or olitput in
either encrypted or plaintext form provided that the CSPs; key components and authentication data are
maintained wjthin the operational environment and, (meet the requirements in 7.6.3 of I$O/IEC
19790:2012/C¢r.1:2015 {AS06.05 through AS06.29 as applicable}.

Required Test Procedures

TE09.19.01: Fpr software modules or the software components of a hybrid software module the tester shall
verify that the [vendor provides documentation that CSPs, key components and authentication data may be
entered into of output in either encrypted or plaintext form provided that the CSPs, key componerjts and
authentication [data are maintained within the operational environment and meet the requirements in 7.6.3 of
ISO/IEC 1979(:2012/Cor.1:2015 {AS06.05 through AS06.29 as applicable}.

AS09.20: (Ser}sitive security parameter entry and output — Levels 3, and 4)

CSPs, key components.and authentication data shall be entered into or output from the modul¢ either
encrypted or by a trusted channel.

NOTE Thig assertion is tested as part of AS09.13 or AS03.16 through AS03.22.

AS09.21: (Sensitive security parameter entry and output — Levels 3, and 4)

CSPs which are plaintext secret and private cryptographic keys shall be entered into or output from
the module using split knowledge procedures using a trusted channel.

Required Ven

dor Information

VE09.21.01: The vendor shall supply documentation specifying the split knowledge procedures employed by
the cryptographic module using a trusted channel for the input or output of plaintext secret and private
cryptographic keys.

Required Test Procedures
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TE09.21.01: The tester shall verify that the documentation specifying the split knowledge procedures
employed by the cryptographic module using a trusted channel for the input or output of plaintext secret and
private cryptographic keys matches the implementation.

TE09.21.02: The tester shall verify the split knowledge procedure splits the key into multiple key components,
with each key component individually sharing no knowledge of the original key.

TE09.21.03: The tester shall verify that a subset of the split knowledge components or all components are
required to be entered or output for each key.

TE09.21.04: The tester shall verify the trusted channel under AS03.16 through AS03.21 for Level 3 and
AS03.22 for Level 4.

AS09.22: (Sensitive security parameter entry and output — Level 3)
If the module employs split knowledge procedures, the module shall employ separate identity-based
operatpr authentication for entering or outputting each key component;‘{and at lgast two key
compgnents shall be required to reconstruct the original cryptographic keyh

Requirled Vendor Information

VE09.22.01: The vendor documentation shall specify that identity-based authentication is employed for each
separate key component.

Required Test Procedures

TE09.42.01: The tester shall verify that identity-based ‘authentication is employed for eachl separate key
compopent.

AS09.23: (Sensitive security parameter entry and-output — Level 3)
{If themodule employs split knowledge.procedures, the module shall employ separate igentity-based
operatpr authentication for entering ar* outputting each key component,} and at least two key
compgnents shall be required to reconstruct the original cryptographic key.

Requined Vendor Information

VE09.23.01: The vendor documentation shall specify the number of components that are requirgd to construct
the original CSP.

Required Test Procedures

TE09.43.01: The tester shall verify in the vendor documentation that the split knowledge procedure requires at
least to components to construct the original CSP.

TE09.43:02: The tester shall verify the vendor documentation that the output of CSPs under gplit knowledge
procedures does not result in the output of a single component that can be used to construct the original CSP.

AS09.24: (Sensitive security parameter entry and output — Level 4)

The module shall employ multi-factor separate identity-based operator authentication for entering or
outputting each key component.

Required Vendor Information

VE09.24.01: The vendor documentation shall specify that multi-factor identity-based authentication is
employed for each separate key component.

Required Test Procedures

TE09.24.01: The tester shall verify that multi-factor identity-based authentication is employed for each
separate key component.
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TE09.24.02: T

he tester shall verify the multi-factor authentication method under AS04.59.

6.9.6 Sensitive security parameter storage

AS09.25: (Sensitive security parameter storage — Levels 1, 2, 3, and 4)

A module shall associate every SSP stored within the module with the entity (e.g. operator, role, or
process) to which the SSP is assigned.

Required Ven

VE09.25.01: T
ensure that ea

Required Tes

dor Information

he vendor documentation on key storage shall describe the mechanisms or procedures

J1sed to

Ch key is associated with the correct entity.

Procedures

TE09.25.01: The tester shall verify the documentation on key storage that the procedutes’ address

stored key is a

TE09.25.02: T

5sociated with the correct entity.

he tester shall modify the association of key and entity. The tester shall'then attempt to ¢

cryptographic functions as one of the entities and shall verify that these functions'fail.

AS09.26: (Ser}sitive security parameter storage — Levels 1, 2, 3, and 4)

Access to pla

NOTE

intext CSPs by unauthorised operators shall be prohibited.

Thig assertion is tested under AS09.01.

AS09.27: (Sensitive security parameter storage — Levels;1,'2, 3, and 4)

Modification ¢f PSPs by unauthorised operators shall be prohibited.

Required Ven

dor Information

VE09.27.01: Tlhe vendor shall provide documentation that modification of PSPs by unauthorised op|

shall be prohibjted.

Required Test Procedures

TE09.27.01: The tester shall 'verify that the vendor provides documentation that modification of P§

unauthorised dperators shall.be prohibited.

TE09.27.02: The tester_shall assume an unauthorised role and attempt to modify PSPs stored wit

module and v rify that.this attempt fails.

how a

erform

erators

bPs by

hin the

6.9.7 Sensitive security parameter zerotsation

AS09.28: (Sensitive security parameter zeroisation — Levels 1, 2, 3, and 4)

A module shall provide methods to zeroise all unprotected SSPs and key components within the

module.

NOTE 1

NOTE 2

This assertion is tested AS09.30.

longer needed for future use.

AS09.29: (Sensitive security parameter zeroisation — Levels 1, 2, 3, and 4)

A zeroised SSP shall not be retrievable or reusable.
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Required Vendor Information
VE09.29.01: The vendor documentation shall specify how a zeroised SSP cannot be retrievable or reusable.
Required Test Procedures

TE09.29.01: The tester shall verify that the vendor provides documentation specifies how a zeroised SSP
cannot be retrievable or reusable.

TE09.29.02: The tester shall verify the accuracy of any rationale provided by the vendor. The burden of proof
is on the vendor; if there is any uncertainty or ambiguity, the tester shall require the vendor to produce
additional information as needed.

NOTE 1 Zeroisation of protected PSPs, encrypted CSPs, or CSPs otherwise physically or logically.prgtected within an
additionfal embedded validated module (meeting the requirements of this International Standard) is-nob reqpired.

NOTE 4 SSPs need not meet these zeroisation requirements if they are used exclusivelyyto reveal plaintext data to
procesdes that are authentication proxies (e.g. a CSP that is a module initialisation key).

AS09.30: (Sensitive security parameter zeroisation — Levels 2, 3, and 4)

The cryptographic module shall perform the zeroisation of unprotected SSPs (e.g. overwriting with all
zeros or all ones or with random data).

Requirled Vendor Information
VE09.30.01: The vendor documentation shall specify the following SSPs zeroisation information:
a) Zgroisation techniques

b) Rgstrictions when plaintext SSPs can be zeroised
c) Plaintext SSPs that are zeroised

d) Plaintext SSPs that are not zeroised and rationale

e) Rg3tionale explaining how ‘the zeroisation technique is performed in a time that is n¢t sufficient to
compromise plaintext SSPs

Required Test Procedures

TE09.30.01: Thedester shall verify the vendor documentation that the information specified in[VE09.30.01 is
includgd. The tester shall verify the accuracy of any rationale provided by the vendor. The burden of proof is
on the vendor;-if there is any uncertainty or ambiguity, the tester shall require the vendor to prodquce additional
information‘as needed.

TE09.30.02: The tester shall verify which keys are present in the module and initiate the zeroise command.
Following the completion of the zeroise command, the tester shall attempt to perform cryptographic operations
using each of the plaintext SSPs that were stored in the module. The tester shall verify that each plaintext
SSPs cannot be accessed.

TE09.30.03: The tester shall initiate zeroisation and verify the key destruction method is performed in a time
that is not sufficient to compromise plaintext SSPs.

TE09.30.04: The tester shall verify that all plaintext SSPs that are not zeroised by the zeroise command are
either 1) encrypted using an approved algorithm, or 2) physically or logically protected within an embedded
validated cryptographic module (validated as conforming to ISO/IEC 19790:2012/Cor.1:2015).

AS09.31: (Sensitive security parameter zeroisation — Levels 2, 3, and 4)

Zeroisation shall exclude the overwriting of an unprotected SSP with another unprotected SSP.
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Required Vendor Information

VE09.31.01: The vendor documentation shall specify that the zeroisation excludes the overwriting of an
unprotected SSP with another unprotected SSP.

Required Test Procedures

TE09.31.01: The tester shall verify that the vendor provided documentation specifies that the zeroisation
excludes the overwriting of an unprotected SSP with another unprotected SSP.

AS09.32: (Sensitive security parameter zeroisation — Levels 2, 3, and 4)

Temporary S
Required Ven

VEQ09.32.01: T
longer needed

Required Tes

TE09.32.01: T
zeroised when

AS09.33: (Ser
The module s
Required Ven

VE09.33.01: T
when the zeroi

Required Tes

TE09.33.01: T
provides an ou

TE09.33.02: T
AS09.34: (Se
The following

NOTE This

IPS shall be zeroised when they are no longer needed.

dor Information

or Information

he vendor documentation shall specify that temporary SSPs are zeroised ‘When they

Procedures

ne tester shall verify that the vendor provides documentation specifies that temporary SS
they are no longer needed.

sitive security parameter zeroisation — Levels 2, 3, and 4)

hall provide an output status indication when the zeroisation is complete.

he vendor documentation shall specify.\that the module provides an output status ing
sation is complete {AS03.11}.

Procedures

he tester shall verify that-the” vendor provides documentation that specifies that the
tput status indication whenthe zeroisation is complete.

ne tester shall perform zeroisation and verify the status output indicator.

nsitive security parameter zeroisation — Level 4)
requirements {ISO/IEC 19790:2012/Cor.1:2015 AS09.35 through AS09.37} shall be

assSertion is tested under AS09.35 through AS09.37.

are no

Ps are

ication

module

met:

AS09.35: (Sensitive security parameter zeroisation — Level 4)

Zeroisation shall be immediate and non-interruptible {and shall occur in a sufficiently small time
period so as to prevent the recovery of the sensitive data between the time zeroisation is initiated and
the actual zeroisation completed and {AS09.37 shall be met}}.

NOTE This

assertion is tested in AS09.36.

AS09.36: (Sensitive security parameter zeroisation — Level 4)

{Zeroisation shall be immediate and non-interruptible} and shall occur in a sufficiently small time
period so as to prevent the recovery of the sensitive data between the time zeroisation is initiated and
the actual zeroisation completed and {AS09.37 shall be met}.

Required Ven
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VE09.36.01: The vendor shall provide documentation that the module zeroisation is immediate and non-
interruptible and occurs in a sufficiently small time period so as to prevent the recovery of the sensitive data
between the time zeroisation is initiated and the actual zeroisation completed.

Required Test Procedures
TEQ09.36.01: The tester shall verify that the vendor provides documentation that the module zeroisation is
immediate and non-interruptible and occurs in a sufficiently small time period so as to prevent the recovery of

the sensitive data between the time zeroisation is initiated and the actual zeroisation completed.

TE09.36.02: The tester shall perform the module zeroisation. The test shall attempt to interrupt the zeroisation
process to prevent its completion in whole or part.

AS09.37: (Sensitive security parameter zeroisation — Level 4)

All SSPs shall be zeroised whether plaintext or cryptographically protected, such“that the module is
returned to the factory state.

Required Vendor Information

VE09.37.01: The vendor shall provide documentation that all unprotected'SSPs are zeroised whether plaintext
or crypfographically protected, such that the module is returned to the factory state.

Requined Test Procedures

TE09.37.01: The tester shall verify that the vendor provides documentation that all unprote¢ted SSPs are
zeroisgd whether plaintext or cryptographically protected, such that the module is returned to th¢ factory state.

TE09.37.02: The tester shall perform the module zeroisation. The tester shall verify that tHe module has
returngd to the factory state.

6.10 Self-tests

6.10.1 |Self-test general requirements

AS10.I1: (Self-tests — Levels 1, 2, 3, and 4)

All self-tests shall be péerformed, {and determination of pass or fail shall be made by the module,
withoyt external contrels, externally provided input text vectors, expected output results, or operator
intervgntion or whether'the module will operate in an approved or non-approved mode}.

NOTE This assertion is not separately tested.
AS10.02: (Self-tests — Levels 1, 2, 3, and 4)

{All setftests—strattbeperformed;and determimationof passor fait shatt-bemade by the module,
without external controls, externally provided input text vectors, expected output results, or operator
intervention or whether the module will operate in an approved or non-approved mode.

NOTE This assertion is not separately tested.
AS10.03: (Self-tests — Levels 1, 2, 3, and 4)

The pre-operational self-tests shall be performed and passed successfully prior to the module
providing any data output via the data output interface.

NOTE This assertion is tested as part of AS10.15.

AS10.04: (Self-tests — Levels 1, 2, 3, and 4)
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Conditional self-tests shall be performed when an applicable security function or process is invoked

(i.e. security f

NOTE This

unctions for which self-tests are required).

assertion is tested as part of AS10.25.

AS10.05: (Self-tests — Levels 1, 2, 3, and 4)

All self-tests identified in underlying algorithmic standards ({ISO/IEC 19790:2012/Cor.1:2015} Annexes
C through E) shall be implemented as applicable within the cryptographic module.

NOTE This

AS10.06: (Sel

All self-tests identified in addition or in lieu of those specified in the underlying algorithmic\sta

({ISO/IEC 197
19790:2012/C

NOTE This

AS10.07: (Sel

assertion is tested as part of AS10.06.

;

)

D0:2012/Cor.1:2015} Annexes C through E) shall be implemented as specified’in {I

assertion is tested as part of AS10.01 through AS10.04.

-tests — Levels 1, 2, 3, and 4)

hdards
5O/IEC

br.1:2015} Annexes C through E for each approved security function, SSP-establishment
method and authentication mechanism.

If a cryptographic module fails a self-test, the module shall enter an error state {and shall output an

error indicato
Required Ven
VE10.07.01: F
of the conditio

and resume ng

Required Tes

TE10.07.01: T
a) Pre-opera
1) Pre-o
2) Pre-o
3) Pre-o
b)

1) Cond
2) Cond
3) Cond
4) Cond
5) Cond
6) Cond

ConditionTI self-tests

I as specified in {ISO/IEC 19790:2012/Cor.1:2015 subclause} 7.3.3}.
dor Information
br each error condition, the vendor documentation shall provide the condition name, des
N, the events that can produce the conditionyJand the actions necessary to clear the cg
rmal operation.
Procedures
ne tester shall verify the list of.self-tests to include the following:
lional self-tests
perational software/itrmware integrity test

perational bypasstest

perational critical functions test

Cription
ndition

itional cryptographic algorithm test
itional pair-wise consistency test
itional software/firmware load test
itional manual entry test

itional bypass test

itional critical functions test

TE10.07.02: The tester shall check that the information provided above is specified for each error condition.

TE10.07.03: The tester shall cause each error condition to occur and shall attempt to clear the error condition.
The tester shall verify that actions necessary to clear the error condition are consistent with the vendor
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documentation. If the tester cannot cause each error condition to occur, the tester shall verify the code listing
and or design documentation whether the actions necessary to clear each error condition are consistent with
the descriptions in the vendor documentation.

TE10.07.04: The tester shall verify that all self-tests are performed regardless if the cryptographic module
operates in an approved mode or non-approved mode.

TE10.07.05: The tester shall verify by inspection and from the vendor documentation that determination of
pass or fail of each self-test is made by the module, without external controls, externally provided input text
vectors, expected output results, or operator intervention.

AS10.08: (Self-tests — Levels 1, 2, 3, and 4)

{If a clyptographic module fails a self-test, the module shall enter an error state} and'Shall output an
error indicator as specified in {ISO/IEC 19790:2012/Cor.1:2015 subclause} 7.3.3.

Requirled Vendor Information

VE10.08.01: The vendor shall document all error states associated with each self-test and sHall indicate for
each efror state the expected error indicator.

Requined Test Procedures
TE10.08.01: The tester shall verify the vendor documentation, €heck that it lists every error| state that the
modulg enters upon failure of a self-test, and indicates the etror indicator associated with egch error state.
The tegter shall compare the list of error states to those defined in the finite state model (sge AS11.10) to
verify that they agree.

TE10.08.02: By inspecting the vendor documentation that specifies how each self-test handles errors, the
tester ghall verify that:

a) THhe module enters an error state upon.failing a self-test.

b) THe error state is consistent with thé.documentation and the finite state model.
c) THe module outputs an error-indicator.

d) THe error indicator is consistent with the documented error indicator.
TE10.08.03: The testef shall run each self-test and cause the module to enter every error stagte. The tester
shall compare the ebserved error indicator with the indicator specified in the vendor documerjtation. If they

are nofl the samegthis test is failed.

AS10.09: (Self-tests — Levels 1, 2, 3, and 4)

via the control and data output mterface whlle in an error state

Required Vendor Information

VE10.09.01: The vendor documentation requirements are specified under VEO03.07.01, VE03.07.02,
VEO03.10.01 and VE03.10.02. The vendor design also shall ensure that cryptographic operations cannot be
performed while the module is in the error state.

Required Test Procedures

TE10.09.01: The tester shall verify that the inhibition of control and data output was performed under
TEO03.07.01, TE03.07.02, TE03.10.01, TE03.10.02 and TE03.10.05. The results of the verification shall
indicate that:

a) The vendor documentation shows that all control and data output via the control and data output interface
is inhibited whenever the module is in an error state.
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b) The module inhibits all control and data output when the module is in an error state.

TE10.09.02: The tester shall verify that the vendor documentation specifies that cryptographic functions are
inhibited while the module is in an error state.

TE10.09.03: The tester shall cause the module to enter the error state and verify that any cryptographic

operations that the tester attempts to initiate are prevented.

AS10.10: (Self-tests — Levels 1, 2, 3, and 4)

The cryptographic module shall not utilise any functionality that relies upon a function or algorithm
that failed a self-test until the relevant self-test has been repeated and successfully passed.

Required Ven

VE10.10.01: T
functionality th
repeated and {

Required Tes

TE10.10.01: 7]
functionality th

TE10.10.02: T
operation. The
utilised until th

AS10.11: (Sel

If a module ¢
module shall

unambiguous procedure documented in the security policy ({ISO/IEC 19790:2012/Cor.1:2015}

B).
Required Ven

VE10.11.01: If
provided non-

cryptographic mmodule has entered-an error state.

Required Tes

TE10.11.01: T|
shall verify the
non-proprietar

Lior Information

dor Information

he vendor shall provide design documentation that the cryptographic module cannot util
At relies upon a function or algorithm that failed a self-test until the relevant¢self-test ha
uccessfully passed.

Procedures

he tester shall cause an error in a function or algorithm that failed a self-test and in|
At utilise the function or algorithm and verify that the module cannot utilise this functionali

he tester shall run each self-test and cause the module to@nter every error state or a de|
tester shall exercise the cryptographic module, and«verify that the functionality can
b relevant self-test has been repeated and successfully/passed.

-tests — Levels 1, 2, 3, and 4)

oes not output an error status upon failure of a module self-test, the operator
be able to determine if the module\has entered an error state implicitly throu

the module does not output an error status upon failure of the module self-test, the
proprietary security policy shall describe unambiguously the procedure to determing

Procedures

he tester~shall run each self-test and cause the module to enter every error state. The
t the module has entered the error state implicitly through the procedure documented
security policy.

se any
s been

tiate a
y.

graded
not be

of the
gh an
Annex

\vendor
if the

tester
in the

AS10.12: (Sell

-tests — Levels 5, and 4)

The module shall maintain an error log that is accessible by an authorised operator of the module.

Required Vendor Information

VE10.12.01: The vendor documentation shall specify the error logging functionality of the module including
types of recorded information in the error log (e.g. which self-test has failed, when the error occurred).

VE10.12.02: The vendor documentation shall describe the mechanism to maintain the integrity of the error log.

Required Test Procedures

TE10.12.01: The tester shall verify, from the vendor documentation, that an unauthorised operator cannot
access to the error log.
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TE10.12.02: The tester shall verify, from the vendor documentation, that the error logging functionality
provides information, at a minimum, the most recent error event.

NOTE This TE is to cover assertion AS10.13.

TE10.12.03: The tester shall cause the cryptographic module to enter an error state and verify that the
module generates the error log, at a minimum, for the most recent error event.

TE10.12.04: The tester shall access the error log without assuming any authenticated role supported by the
cryptographic module. If the error log can be accessed, this assertion fails.

TE10.12.05: The tester shall exercise the cryptographic module, and verify that the error log is protected
agains unautharised maodification and substitution

AS10.13: (Self-tests — Levels 3, and 4)

The error log shall provide information, at a minimum, the most recent error event (i.e. which self-test
failed)

NOTE This assertion is tested as part of AS10.12.
AS10.14: (Self-tests — Levels 1, 2, 3, and 4)

The dgcumentation requirements specified in {ISO/IEC 19790:2012/Cor.1:2015 subclaus¢} A.2.10 shall
be proyided.

NOTE | This assertion is tested as part of ASA.01.
6.10.2 |Pre-operational self-tests

6.10.2/1 Pre-operational self-test general requirements

AS10.15: (Pre-operational self-tests — Levels 1, 2, 3, and 4)

The pre-operational tests shall be performed and passed successfully by a cryptographic module
betweén the time a cryptographic. module is powered on or instantiated (after being powered off, reset,
rebooted, cold-start, power interruption, etc.) and before the module transitions to the operational
state.

Required Vendor Information

VE10.15.01: The yendor documentation shall provide the information for each of the pre-operatjonal self-tests.

VE10.15.02: The’vendor shall provide the sequence of pre-operational self-tests between the time the module

is powered©nor instantiated and before the module transitions to the operational state.
RequiL_IesLEmn:edaﬁ

TE10.15.01: The tester shall verify that the vendor documentation specifies each pre-operational self-test.
The tester shall verify that the pre-operational self-tests are performed as specified.

TE10.15.02: By checking the code and/or design documentation, the tester shall verify each pre-operational
test is performed and passed successfully between the time a cryptographic module is powered on or
instantiated and before the module transitions to the operational state.

AS10.16: (Pre-operational self-tests — Levels 1, 2, 3, and 4)

A cryptographic module shall perform the following pre-operational tests, as applicable:
— pre-operational software/firmware integrity test;
— pre-operational bypass test; and
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NOTE This

pre-operational critical functions test.

assertion is tested as part of AS10.17 to AS10.24.

6.10.2.2 Pre-operational software/firmware integrity test

AS10.17: (Pre-operational software/firmware integrity test — Levels 1, 2, 3, and 4)

All software and firmware components within the cryptographic boundary shall be verified using an

approved in

tegrity technique or EDC satisfying the requirements defined

19790:2012/Cor.1:2015 subclause} 7.5.

in {ISO/IEC

NOTE This

AS10.18: (Pre

If the verificatiion fails, the pre-operational software/firmware integrity test shall fail.

NOTE This
AS10.19: (Pre

If a hardware

implement ope cryptographic algorithm self-test as specified in’\{ISO/IEC 19790:2012/Cor.

subclause} 7.
NOTE This

AS10.20: (Pre

toperational software/firmware integrity test — Levels 1, 2, 3, and4)

Loperational software/firmware integrity test'—Levels 1, 2, 3, and 4)

assertion is not separately tested. Tested as part of AS05.05 through AS05.23.

roperational software/firmware integrity test — Levels 1, 2, 3, and 4)

assertion is not tested separately.

module does not contain either software or firmware, the’module shall, at a min

10.3.2 as a pre-operational self-test.

assertion is not tested separately.

A cryptogra

operational spftware/firmware test shall first pass' the cryptographic algorithm self-test speci
{ISO/IEC 19790:2012/Cor.1:2015 subclause} 7.10.3.2.

Required Vendor Information

VE10.20.01: T
Required Tes

TE10.20.01:
cryptographic

B

6.10.2.3 Pre

AS10.21: (Pre

ic algorithm that is used to perform-the approved integrity technique for t

he vendor documentation_requirement is specified under VE10.15.02.
Procedures

y checking the./codes and/or design documentation, the tester shall verify th

operational bypass test

imum,
1:2015

e pre-
ied in

at the

algorithm testiused to perform the approved integrity technique is passed before the pre-
operational software/firmware integrity test starts.

-operational bypass test— Levels 1, 2, 3, and 4)

If a cryptographic module implements a bypass capability, then the module shall ensure the correct

operation of t|

Required Ven

he logic governing activation of the bypass capability by exercising that logic.

dor Information

VE10.21.01: The vendor documentation shall specify how the cryptographic module ensures the correct

operation of th

e logic governing activation of the bypass capability.

Required Test Procedures

TE10.21.01: The tester shall verify from the vendor documentation and by inspection of the module that the
logic governing activation of the bypass capability is implemented as specified.
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TE10.21.02: The tester shall verify by inspection and from the vendor documentation that the pre-operational
bypass test is implemented which exercises the logic governing activation of the bypass capability.
TE10.21.03: The tester shall cause each error condition of the pre-operational bypass test to occur, and shall
verify that the inhibition of output was performed under TE03.07.01 through TE03.07.05 and TE03.10.01
through TE03.10.05.

TE10.21.04: The tester shall run the pre-operational bypass test, and shall verify that any functionality relies
on the logic governing activation of the bypass capability cannot be utilised under TE10.10.01, TE10.10.02.

AS10.22: (Pre-operational bypass test — Levels 1, 2, 3, and 4)
bdule shall also verity the data path by:

The m

a transferred

setting the bypass switch to provide cryptographic processing and verify that da
through the bypass mechanism is cryptographically processed, and

seftting the bypass switch to not provide cryptographic processing andverify that data transferred
through the bypass mechanism is not cryptographically processed,

Requirled Vendor Information

VE10.3
proces

VE10.2
data tr
providsg

VE10.2
cryptog

VE10.2
data tr
not pro

Required Test Procedures

TE10.2
setting

TE10.2
implen

TE10.2
perforn

2.01: The vendor documentation shall specify how to set theZbypass switch to providg
5ing.

2.02: The vendor documentation shall describe how¢he bypass mechanism is designed
ansfer of cryptographically processed data through the data path, by setting the byj
cryptographic processing.

2.03: The vendor documentation shall _specify how to set the bypass switch t
raphic processing.

2.04: The vendor documentation shall“describe how the bypass mechanism is designed
hnsfer of not cryptographically precessed data through the data path, by setting the by
vide cryptographic processing.

2.01: The tester shall. verify by inspection that the module does not provide bypass
the bypass switch(to provide cryptographic processing.

2.02: By checking the code and/or design documentation, the tester shall v
entation of bypass mechanism is consistent with the vendor documentation.

2.03- By checking the code and/or design documentation, the tester shall verify th
ns{the” pre-operational bypass test which verifies that the data transferred through th

cryptographic

to enforce the
bass switch to

b not provide

to enforce the

pass switch to

5 capability by

prify  that the

at the module
e data path is

cryptod

mphit‘nlly prnrnecnd hy Qnﬂing the hylnncc switch to Ir\r'm/ir'in Prypfngmphir‘ prnrncqing

TE10.22.04: The tester shall verify by inspection that the module provides bypass capability by setting the
bypass switch to provide cryptographic processing by setting the bypass switch not to provide cryptographic
processing.

TE10.22.05: By checking the code and/or design documentation, the tester shall verify that the module

performs the pre-operational bypass test which verifies that the data transferred through the data path is not
cryptographically processed by setting the bypass switch to not provide cryptographic processing.

6.10.2.4 Pre-operational critical functions test
AS10.23: (Pre-operational critical functions test — Levels 1, 2, 3, and 4)

There may be other security functions critical to the secure operation of a cryptographic module that
shall be tested as a pre-operational test.
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