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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.

The procedures used to develop this document and those intended for its further m

described in the ISO/IEC Directives, Part 1. In particular the different approval criteria
differ¢nt types of ISO documents should be noted. This document was drafted in aceord
editorjial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be

a:lgtenance are

eded for the
hnce with the

the subject of

patent rights. ISO shall not be held responsible for identifying any or all‘such patent rights. Details of

any pdtent rights identified during the development of the document willbe in the Introd
on theg ISO list of patent declarations received (see www.iso.org/patéiits).

Any tade name used in this document is information given forthe convenience of users
constitute an endorsement.

explanation on the voluntary nature of standatrds, the meaning of ISO specif]
expregsions related to conformity assessment, as well*as information about I1SO’s adh
World| Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see
URL: www.iso.org/iso/foreword.html.

This dlocument was prepared by ISO/IEC JTC 4, Information technology, Subcommittee SC

iction and/or

and does not

ic terms and
brence to the
the following

7, IT Security

techniues.

This third edition cancels and replaces,the second edition (ISO/IEC 24759:2014), of which
a mingr revision. It also incorporates‘the Technical Corrigendum ISO/IEC 24759:2014/Cor

it constitutes
1:2015.

The m
follow]

ain changes compared o the previous edition (plus other minor editorial modific
S:

htions) are as

R

bferences to ISO/IEC 19790:2012 have been corrected throughout:
2.3.2: AS02.15,AS02.16, AS02.17 and AS02.18 modified;

o o

3.3: AS03.04, AS03.07, AS03.10 and AS03.15 modified;

[oy

B.4:'AS03.19 modified;

O

AT ASOZ4. 02 modified;

oy

4.2; AS04.05, AS04.06 and AS04.07 modified;

o

6.4.3.1: AS04.11, AS04.13 and AS04.14;
6.4.3.2 and AS04.20;

6.4.4: AS04.39, AS04.40 and AS04.42 modified;

6.5: AS05.05, AS05.06, AS05.07, AS05.08, AS05.13, AS05.17 and AS05.18 modified;
6.8: AS08.04 modified;

6.10.1: AS10.17 modified.
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Information technology — Security techniques — Test

req

uirements for cryptographic modules

1 Scope

This document specifies the methods to be used by testing laboratories to test whether the

crypt

graphic module conforms to the requirements specified in ISO/IEC 19790:2012. Th

methods are

develgped to provide a high degree of objectivity during the testing process and to enstir
acrosq the testing laboratories.

e consistency

This ¢locument also specifies the requirements for information that venders -providle to testing
labordtories as supporting evidence to demonstrate their cryptographic modules’ conf
requirlements specified in ISO/IEC 19790:2012.

brmity to the

Vendojrs can use this document as guidance in trying to verify whethep their cryptographic modules
satisfy the requirements specified in ISO/IEC 19790:2012 before they apply to the testi
for teqting.

2 N

prmative references

The fallowing documents are referred to in the text{in“such a way that some or all of

consti
undat

bd references, the latest edition of the referenced document (including any amendm

ISO/IRC 19790:2012, Information technology: — Security techniques — Security req
cryptdgraphic modules

3 T

For th

brms and definitions

e purposes of this docurient, the terms and definitions given in ISO/IEC 19790:2017

[SO and IEC maintain terminological databases for use in standardization at the following]

— IHC Electropediat available at http://www.electropedia.org/

— IS

4 Sy

0 Online bowsing platform: available at http://www.iso.org/obp

'mbols and abbreviated terms

hg laboratory

their content

[futes requirements of this document. For dated references, only the edition cited applies. For

ents) applies.

iirements for

apply.

addresses:

For the purposes of this document, the symbols and abbreviated terms given in [SO/TEC 19790:2012 apply.

5 D

5.1

ocument organization

General

Clause 6 specifies the methods that shall be used by testing laboratories and the requirements for
information that vendors shall provide to testing laboratories. Clause 6, besides a general subclause,
6.1, includes eleven subclauses corresponding to the eleven areas of security requirements and six
subclauses corresponding to the six annexes, Annex A to Annex F, of ISO/IEC 19790:2012.

© ISO/IEC 2017 - All rights reserved


http://www.electropedia.org/
http://www.iso.org/obp
https://iecnorm.com/api/?name=1330993fd3e45a3f0601d73982d163d3

ISO/IEC 24759:2017(E)

5.2 Assertions and security requirements

Within each subclause, the corresponding security requirements from ISO/IEC 19790:2012 are divided
into a set of assertions (i.e. statements that have to be true for the module to satisfy the requirement of
a given area at a given level). All of the assertions are direct quotations from ISO/IEC 19790:2012.

The assertions are denoted by the form
AS<requirement_number>.<assertion_sequence_number>

where “requirement_number” is the number of the corresponding area specified in ISO/IEC 19790:2012
(i.e. one to twelve and A to F), and “sequence_number” is a sequential identifier for assertions within a
subclause. Affertie Statemment of eacit asSertion, the Security fevels to Wit tie assertiom appiies (i.e.
levels 1 to 4) pre listed in parentheses.

Following eadh assertion is a set of requirements levied on the vendor. These requirements describe the
types of docymentation or explicit information that the vendor shall provide in order'for the tester to
verify conformity to the given assertion. These requirements are denoted by the form

VE<requjrement_number>.<assertion_sequence_number>.<sequence_number>

where “requirement_number” and “assertion_sequence_number” are identical to the correspg¢nding
assertion requirement number and sequence number, and “sequence_number” is a sequential ideptifier
for vendor refjuirements within the assertion requirement.

Also followirlg each assertion and the requirements levied on{the vendor is a set of requirements
levied on the| tester of the cryptographic module. These reguirements instruct the tester as tq what
he or she shall do in order to test the cryptographic module With respect to the given assertion.|These
requirementg are denoted by the form

TE<requjrement_number>.<assertion_sequencexiumber>.<sequence_number>

where “requirement_number” and “assertion_sequence_number” are identical to the correspg¢nding
assertion reqﬁirement number and sequence number, and “sequence_number” is a sequential ideptifier
for tester requirements within the assertion(requirement.

A validation quthority may modify, add;er delete VEs and/or TEs in this document.
5.3 Assertions with cross references

For clarity inf some assertions, ¢ross references to ISO/IEC 19790:2012 or other assertions numbers
have been puf between curly-brackets ““ and ”}”. Those cross references are written in italics.

6 Security requirements

6.1 General

NOTE 6.1 states general requirements to meet the assertions of the other subclauses in Clause 6, and
ISO/IEC 19790:2012, Annex A to Annex F. 6.1 sets no assertion of itself and is not separately tested.

AS01.01: (General — Levels 1, 2, 3, and 4)

This clause specifies the security requirements that shall be satisfied by the cryptographic
module’s compliance to {ISO/IEC 19790:2012}.

AS01.02: (General — Levels 1, 2, 3, and 4)

A cryptographic module shall be tested against the requirements of each area addressed in
this clause.

NOTE The tests can be performed in one or more of the following manners.

2 © ISO/IEC 2017 - All rights reserved
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a) Tester performs tests at the tester’s facility.

b) Tester performs tests at the vendor’s facility.

c) Tester supervises vendor performing tests at the vendor’s facility.

— Rationale is included that explains why tester could not perform the tests.

— Tester develops the required test plan and required tests.

— Tester directly observes the tests being performed.

An assertion fails if any of its subsequent tests fails.

AS01.03: (General — Levels 1, 2, 3, and 4)

The cryptographic module shall be independently rated in each area.

AS01.04: (General — Levels 1, 2, 3, and 4)

life-
indep,

6.2

cycle documentation shall be provided for a cryptographic’ medule that is to

ndent verification or evaluation scheme.

All d({umentation, including copies of the user and installation manuals, design sp

Cryptographic module specification

6.2.1 | Cryptographic module specification general requirements

AS02f01: (Specification — Levels 1, 2, 3, and 4)

A cryptographic module shall be a set of hardware, software, firmware, or some

there
apprad

cryptpgraphic boundary.

NOTE This assertion is not separately tested.

AS02.02: (Specification — Lévels 1, 2, 3, and 4)

The d

NOTE This assertionis tested as part of ASA.01.

6.2.2 | Types-ofcryptographic modules

AS0203: (Specification — Levels 1, 2, 3, and 4)

pf, that at a minimum, implements a defined cryptographic service ey
ved cryptographic algorithm, security function or process and contained within a defined

pcumentation requirements specified in {ISO/IEC 19790:2012} A.2.2 shall be pj

A cry ﬂngraphir module shall bhe defined as one of the fnllnwing module types:

ecifications,
undergo an

combination
nploying an

rovided.

— Hardware module is a module whose cryptographic boundary is specified at a hardware
perimeter. Firmware and/or software, which may also include an operating system, may be

included within this hardware cryptographic boundary.

— Software module is a module whose cryptographic boundary delimits the software exclusive
component(s) (may be one or multiple software components) that execute(s) in a modifiable
operational environment. The computing platform and operating system of the operational
environment which the software executes in are external to the defined software module

boundary.

— Firmware module is amodule whose cryptographicboundary delimits the firmware exclusive
component(s) that execute(s) in a limited or non-modifiable operational environment.
The computing platform and operating system of the operational environment which the

© ISO/IEC 2017 - All rights reserved
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firmware executes in are external to the defined firmware module boundary but explicitly
bound to the firmware module.

Hybrid Software module is a module whose cryptographic boundary delimits the composite of

asoftware component and a disjoint hardware component (i.e. the software component is not
contained within the hardware module boundary). The computing platform and operating
system of the operational environment which the software executes in are external to the
defined hybrid software module boundary.

— Hybrid Firmware module is a module whose cryptographic boundary delimits the composite
of a firmware component and a disjoint hardware component (i.e. the firmware component
is not contained within the hardware module boundary). The computing platform and
operating system of the operational environment which the firmware executes, in are

external to the defined hybrid firmware module boundary but explicitly bound to.theh
firmware module.

Required Vepdor Information

VEO02.03.01: The vendor shall provide a description of the cryptographic modulefdéscribing the t
cryptographic module. It will explain the rationale of the module type selectiof.

VE02.03.02:
hardware, so

Required Te

TE02.03.01: 7
types listed i

TE02.03.02:
identifying
cryptographi

AS02.04: (Sp

For hardware and firmware modules, the applicable physical security and non-invasive se

requiremen{

NOTE Thi

Che vendor shall provide a specification of the cryptographic module identifyi
Ftware, and/or firmware components of the cryptographicarodule.

st Procedures

n AS02.03.

1 hardware, software, and/or firmwate components (AS02.15 to AS02.18), th
module is consistent with the type ofithe cryptographic module.

ecification — Levels 1, 2, 3, and-4)

s found in {ISO/IEC 19790:2012} 7.7 and 7.8 shall apply.

5 assertion is not tested separately.

AS02.05: (S

For softwafe modules-\'executing in a modifiable environment, the physical se
requirements found-in {ISO/IEC 19790:2012} 7.7 are optional and the applicable non-iny
security reqpirements in {ISO/IEC 19790:2012} 7.8 shall apply.

NOTE

Thik.dssertion is not tested separately.

ecification — Levels 1, 2, 3, and 4)

ybrid

ype of

ng all

he tester shall verify that the vendor provided decumentation identifies one of the miodule

The tester shall verify from the vender “provided specification documentatign, by

ht the

curity

curity
rasive

© ISO/IEC 2017 - All rights reserved
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AS02.06: (Specification — Levels 1, 2, 3, and 4)

For hybrid modules, all applicable requirements of {ISO/IEC 19790:2012} 7.5, 7.6, 7.7 and 7.8
shall apply.

NOTE This assertion is not tested separately.
6.2.3 Cryptographic boundary

6.2.3.1 Cryptographic boundary general requirements

AS02.07: (Qpnr‘ifir‘aﬁnn — Levels 1, ')' '2’ and A.)

The cryptographic boundary shall consist of an explicitly defined perimeter (i.e.set pf hardware,
softwpre or firmware components) that establishes the boundary of all compopents of the
cryptpgraphic module.

Required Vendor Information

VE02.p7.01: The vendor documentation shall specify all componénts within the dryptographic
boundary.

Required Test Procedures

TEO02.97.01: The tester shall verify by inspection and from) the vendor documentation that all the
compg¢nents specified in AS02.15 to AS02.18 are withinthé cryptographic boundary.

TEO02.97.02: The tester shall verify by inspection andfrom the vendor documentation that there are
no unjdentified components which are not specified in AS02.15 to AS02.18 within the dryptographic
boundary.

AS02f08: (Specification — Levels 1, 2, 3, and 4)

The nequirements of {ISO/IEC 19790:2012} shall apply to all algorithms, security functions,
processes, and components within'the module’s cryptographic boundary.

NOTE This assertion is not tested separately.
AS0209: (Specification - Levels 1, 2, 3, and 4)

The cryptographic boundary shall, at a minimum, encompass all security relevant algorithms,
securjty functions, processes, and components of a cryptographic module (i.e. security relevant
within the scope of this document).

Required Vendor Information

VEO02.p9.01: The vendor shall provide a list of all the security relevant algorithms, securjity functions,

pa | e Ly - 41 b= 1o 1 pa |
processes;anmta ConTponents Wititir tire Cryptograpncoounaary:

Required Test Procedures

TE02.09.01: The tester shall verify that the vendor provided documentation clearly identifies and lists
all the security relevant algorithms, security functions, processes, and components of the module
within the cryptographic boundary.

AS02.10: (Specification — Levels 1, 2, 3, and 4)

Non-security relevant algorithms, security functions, processes or components which are
used in an approved mode of operation shall be implemented in a manner to not interfere or
compromise the approved operation of the cryptographic module.

© ISO/IEC 2017 - All rights reserved 5
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Required Vendor Information

VE02.10.01: The vendor provided documentation shall list the non-security relevant functions used in
an approved mode of operation and justify that they are not interfering with the approved mode of
operation of the module.

Required Test Procedures

TE02.10.01: The tester shall verify through documentation review and inspection of the module that the
non-security relevant functions are not interfering or compromising the approved mode of operation of

the module.

TE02.10.02: Thetester-shatty correctiessofs . Qmite ' promising
provided by the vendor. The burden of proof is on the Vendor 1f there is any uncertamty or ambjiguity,
the tester shdll require the vendor to produce additional information as needed.

AS02.11: (Specification — Levels 1, 2, 3, and 4)

The defined
components
or product.

Required Ve
VE02.11.01: 1
Required Te
TE02.11.01:

name of a cryptographic module shall be representative of the composition
within the cryptographic boundary and not representative of allarger compo

ndor Information
he vendor shall provide the defined name of the modulé.

5t Procedures

The tester shall verify that the vendor provided module name is consistent wi

of the
sition

th the

composition ¢f the components within the cryptographi¢boundary.

TEO02.11.02: [The tester shall verify that the module name does not represent a compositjon of
components pr functions that are not consistent-ith the composition of the components within the
cryptographic boundary.

AS02.12: (Splecification — Levels 1, 2, 3, and 4)

The cryptographic module shall have,at minimum, specific versioning information represe¢nting
the distinct individual hardware, software, and/or firmware components.

Required Vepdor Information

VEO02.12.01: The vendor shall provide the versioning information of the modules distinct individual
hardware, software, an@/or firmware components.

Required Teft Procedures

TE02.12.01: [Thé/tester shall verify the versioning information represents the modules djstinct

individual hardware, software, and/or [irmware components.

AS02.13: (Specification — Levels 1, 2, 3, and 4)

The excluded hardware, software or firmware components shall be implemented in a manner to
not interfere or compromise the approved secure operation of the cryptographic module.

Required Vendor Information

VEO02.13.01: The vendor shall describe the excluded components of the module and justify that these
components will not interfere with the approved secure operation of the module.

VE02.13.02: The vendor documentation shall provide the rationale for excluding each of the
components. The rationale shall describe how each excluded component, when working properly or

© ISO/IEC 2017 - All rights reserved
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when it malfunctions, cannot interfere with the approved secure operation of the module. Rationale
that may be acceptable, if adequately supported by documentation, includes the following.

a) The component is not connected with security relevant components of the module that would allow
inappropriate transfer of SSPs, plaintext data, or other information that could interfere with the
approved secure operation of the module.

b) All information processed by the component is strictly for internal use of the module, and does not

in

any way impact the correctness of control, status or data outputs.

Required Test Procedures

2041

TEO2.
comp
the m

TEO2.
The b
the ve|

TEO2.
exclud
shall v
securé

AS02.
The e

J.U1L. T}lC tCDtCl D}la}} vCl lf_y fl UIIl t]llC VClldUl PlUVidCd duuulucutatiuu t}lat
nents of the cryptographic boundary will not interfere with the approved secukd
dule.

[3.02: The tester shall verify the correctness of any rationale for exclusion provided |
irden of proof is on the vendor; if there is any uncertainty or ambiguity,-the tester
hdor to produce additional information as needed.

[3.03: The tester shall manipulate (e.g. to cause the component.te’ operate not as
ed components in a manner to cause incorrect operation of-the“excluded compone

erify that the incorrect operation of the excluded componentshall not interfere with
operation of the module.

14: (Specification — Levels 1, 2, 3, and 4)
kcluded hardware, software or firmware shall be specified {ISO/IEC 19790:201

Required Vendor Information

VEO02.[14.01: All components that are to be excluded from the security requirements shal
listed [in the vendor documentation.

Required Test Procedures

TEO2.
to be §

6.2.3.
AS02.
The c}

— th

[4.01: The tester shall verify whether the vendor indicates that any components of t
xcluded from the requirements of ISO/IEC 19790:2012.

P Definitions ofcryptographic boundary
15: (Specification — Levels 1, 2, 3, and 4)
"yptographic boundary of a hardware cryptographic module shall delimit and

e set of hardware components which may include:

the excluded
operation of

by the vendor.
shall require

lesigned) the
nt. The tester
the approved

2} (Annex A).

be explicitly

le module are

identify:

urfaces that

phyciral structures, inrlnding circuit boards substrates or other mnnnfing <
provide the interconnecting physical wiring between components;

— active electrical components such as semi-integrated, custom-integrated

integrated circuits, processors, memory, power supplies, converters, etc.;

and interfaces;

— firmware, which may include an operating system;

— other components types not listed above.

© ISO/IEC 2017 - All rights reserved
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Required Vendor Information

VE02.15.01: All hardware components of the cryptographic module shall be identified in the vendor
documentation. Components to be listed shall include all of the following:

a) physical structures, including circuit boards, substrates or other mounting surfaces that provide
the interconnecting physical wiring between components:

1) circuit boards, substrates and mounting surfaces;

b) active electrical components such as semi-integrated, custom-integrated or common-integrated
circuits, processors, memory, power supplies, converters, etc.:

1y

2)

3)

4)

5)

6)

7)

proc
micr

read

bssors, including microprocessors, digital signal processors, custom proce
bcontrollers, or any other types of processors (identify manufacturer and type);

only memory (ROM) integrated circuits for program executable code andydata (th

include mask-programmed ROM, programmable ROM (PROM) such as ultraviolet, er

PRO}
rand

semi
array

fully
integ

powg§
DC

othe
resis
relev

c) physical

I (EPROM), electrically erasable PROM (EEPROM), or Flash-memory);
bm-access memory (RAM) or other integrated circuits for temperary data storage;

Lcustom, application-specific integrated circuits, such as gafeyarrays, programmabl
s, field programmable gate arrays, or other programmable’ogic devices;

custom, application-specific integrated circuits, incliding any custom cryptog
rated circuits;

r supply components, including power supply;power converters (e.g. AC-to-DC or
odules, transformers), input power connectors, and output power connectors;

" active electronic circuit elements (passive circuit elements such as pull up/pull
tors or bypass capacitors do not néed to be included if they do not provide se
ant function as part of the cryptographic module);

structures, such as enclosures, potting or encapsulation materials, connector
:

cal structures and enclosures, including any removable access doors or covers;

potting or encapsulation‘materials;

interface
1) phys
2)
3) boun
4)

dary connectors;

connkctors between major independent sub assemblies within the module;

d) firmwarg

1y

, which may include an operating system:

SSOrs,

S may

hsable

e logic

raphic

DC-to-

down
curity

5, and

exec

falal |
ULdUIT CUULC,

i) non-modifiable

ii) modifiable

e) other components types not listed above:

1y

cooling or heating arrangements, such as conduction plates, cooling airflow, heat exchanger,
cooling fins, fans, heaters, or other arrangements for removing or adding heat.

VEO02.15.02: The vendor documentation shall indicate the internal layout and assembly methods (e.g.
fasteners and fittings) of the module, including drawings that are at least approximately to scale.

© ISO/IEC 2017 - All rights reserved


https://iecnorm.com/api/?name=1330993fd3e45a3f0601d73982d163d3

ISO/IEC 24759:2017(E)

VEO02.15.03: The vendor documentation shall describe the primary physical parameters of the module,
including descriptions of the enclosure, access points, circuit boards, location of power supply,
interconnection wiring runs, cooling arrangements, and any other significant parameters.

VEO02.15.04: The vendor documentation shall include a block diagram which represents the module’s
boundary and relationship of the hardware components.

Required Test Procedures

TE02.15.01: The tester shall identify all hardware components of the cryptographic module.
Components to be listed shall include all of the following:

a) phystes
e interconnecting

th
1)

a(
ci

b)

1)

2)

3)

4)

5)

6)

tive electrical components such as semi-integrated, custom-integrated’or comm
Fcuits, processors, memory, power supplies, converters, etc.:

J p
i

1) physical structures and enclosures, including any removable access doors or covd

2

ysical structures, such as enclosures, potting or encapsulation materials, con
erfaces;

physical wiring between components:

)

circuit boards, substrates and mounting surfaces;

processors, including microprocessors, digital signal predessors, custom|
microcontrollers, or any other types of processors (identify\mi@nufacturer and ty

read-only memory (ROM) integrated circuits for program executable code and d
include mask-programmed ROM, programmable ROM (PROM) such as ultravi
PROM (EPROM), electrically erasable PROM (EEPROM), or Flash-memory;

random-access memory (RAM) or other integrated circuits for temporary data st

g that provide

bn-integrated

processors,
be);

ata (this may
blet, erasable

orage;

semi-custom, application-specific integrated circuits, such as gate arrays, programmable logic

arrays, field programmable gate arraysior other programmable logic devices;

fully custom, application-specific,tintegrated circuits, including any custom @
integrated circuits;

power supply components, including power supply, power converters (e.g. AC-to
DC modules, transformers}, input power connectors, and output power connectot

other active electronic circuit elements (passive circuit elements such as pull {
resistors or bypass capacitors do not need to be included if they do not pro
relevant function as part of the cryptographic module);

ryptographic
-DC or DC-to-
S;

1p/pull down
vide security

nectors, and

r's;

potting or encapsulation materials;

3)
4)
d)
1)

boundary connectors;

connectors between major independent sub assemblies within the module;

firmware, which may include an operating system:

executable code:

i)

non-modifiable
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ii) modifiable
e) other components types not listed above:

1) cooling or heating arrangements, such as conduction plates, cooling airflow, heat exchanger,
cooling fins, fans, heaters, or other arrangements for removing or adding heat.

TEO02.15.02: The tester shall verify that the components list is consistent with information provided for
other assertions of 6.2.3, as defined below.

a) The specification of the cryptographic boundary under assertion AS02.07. Verify that all
components 1n51de the cryptographlc boundary are 1ncluded in the components llst and vice versa.

b)
components identified in the block diagram (e.g. processors, application spé€cific integrated
circuits) pre also listed in the components list.

c¢) Any components that are to be excluded from the requirements of ISO/IEE€ 19790:2012 under the
provisiorns of assertions AS02.13 and AS02.14. Verify that components#o-be so excluded afe still
listed in the components list.

TE02.15.03: The tester shall verify that the cryptographic boundary is\physically contiguous, sugh that
there are no [gaps that could allow uncontrolled input, output, or other access into the cryptographic
module. (Physical protection and tamper protection are covered separately in requirements [under
ISO/IEC 1979P:2012, 7.7.) The module design has to also ensure that there are no uncontrolled intdrfaces
into or out ofthe cryptographic module.

TE02.15.04: The tester shall verify that the cryptographic boundary encompasses all components that
are identified in the block diagram under assertion ASA.01 as inputting, outputting, or processing SSPs,
plaintext datd, or other information.

TE02.15.05: As a partial exception to the aboveirequirements, the vendor is allowed to exclude dertain
components from the requirements of ISOQAEC 19790:2012 after satisfying the requirements junder
assertions A$02.13 and AS02.14 in 6.2.3-1. The tester shall verify that any interfaces or plysical
connections hetween such excluded components and the rest of the module do not allow the following:

a) uncontrdlled release of CSPsj\plaintext data, or other information that if misused could ledd to a
compronjise;

b) uncontrdlled modifications of SSPs or other information that could lead to a compromise.

TE02.15.06: The testeryshall verify that the vendor’s documentation shows the internal layout|of the
module, including the placement and approximate dimensions of major identifiable components|of the
module. This|has to/include drawings that are at least approximately to scale.

TEO02.15.07: The tester shall verily that the vendors documentation indicates the major pnysical
assemblies of the module and how they are assembled or inserted into the module.

TE02.15.08: The tester shall verify that the vendor’s documentation describes the primary physical
parameters of the module. This description has to include at least the following:

a) enclosure shape and approximate dimensions, including any access doors or covers;
b) circuit board(s) approximate dimensions, layout, and interconnections;

c) location of power supply, power converters, and power inputs and outputs;

d) interconnection wiring runs: routing and terminals;

e) cooling or heating arrangements, such as conduction plates, cooling airflow, heat exchanger, cooling
fins, fans, heaters, or other arrangements for removing heat from or adding heat to the module;
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f) other component types not listed above.

TEO02.15.09: The tester shall verify that the vendor provided block diagram represents the module’s
boundary and relationship of the hardware components.

AS02.16: (Specification — Levels 1, 2, 3, and 4)
The cryptographic boundary of a software cryptographic module shall delimit and identify
— the set of executable file or files that constitute the cryptographic module, and

— the instantiation of the cryptographic module saved in memory and executed by one or more
prnr‘pccnrc

Required Vendor Information

VEO02.]16.01: All software components of the cryptographic module shall be identified in the vendor
docunpentation. Components to be listed shall include all of the following:

a) tHe set of executable file or files that constitute the cryptographic module;
b) offher security relevant component types not listed above.

VEO02.[16.02: The vendor documentation shall indicate the internal'seftware architecture, including how
the software components interact.

VEO02.16.03: The vendor documentation shall indicate the software environment (e.g. operjating system,
run-time library, etc.) on which the module executes.

Required Test Procedures

TEO02.16.01: The tester shall verify that the dectimentation includes a components list that includes all
software components of the cryptographic module.

TE02.16.02: The tester shall verify that\the components list includes all occurrences of [the following
types pf components, excluding only.¢Omponent types that are not used in the module:

a) the set of executable file or.files that constitute the cryptographic module;
b) other component types not listed above.

TE02.16.03: The tester(shall verify that the components list is consistent with informatior provided for
other pssertions of 6.2.3, as defined below.

a) The specifiecation of the cryptographic boundary under assertion AS02.07. Vdrify that all
cqmponents inside the cryptographic boundary are included in the components list ahd vice versa.
Also verify that any components outside the cryptographic boundary are not listed a$ components
off the€ eryptographic module.

b) The specification of the software under assertion ASA.01. Verify that the list of software
components is the same as in the specifications under assertion AS02.07.

c) The specification of the block diagram under assertion ASA.01. Verify that any individual
components identified in the block diagram are also listed in the components list.

d) Any components that are to be excluded from the requirements of ISO/IEC 19790:2012 under the
provisions of assertions AS02.13 and AS02.14. Verify that components to be so excluded are still
listed in the components list.

TE02.16.04: As a partial exception to the above requirements, the vendor is allowed to exclude certain
components from the requirements of ISO/IEC 19790:2012 after satisfying the requirements under
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assertions AS02.13 and AS02.14 in 6.2.3.1. The tester shall verify that any interfaces or physical
connections between such excluded components and the rest of the module do not allow the following:

a) uncontrolled release of CSPs, plaintext data, or other information that if misused could lead to a
COmpromise;

b) uncontrolled modifications of SSPs or other information that could lead to a compromise.

TEO02.16.05: The tester shall verify that the vendor’s documentation indicates the major software
components of the module and how they are linked together forming the module.

AS02.17: (Sp

ecification — Levels 1, 2, 3, and 4)

The cryptographic boundary of a firmware cryptographic module shall delimit and identif
— the set of executable file or files that constitute the cryptographic module, and

— the instdntiation of the cryptographic module saved in memory and executedby one or
processgrs.

Required Vepdor Information

VE02.17.01:
documentati

a) the setof
b) other sed

VE02.17.02: ]
how the firmy

VE02.17.03: T
run-time libr

Required Te

TE02.17.01: T
firmware con

TE02.17.02: 1T

types of components, excluding-only component types that are not used in the module:

a) the set of
b) other cor

TE02.17.03: 7]

1l firmware components of the cryptographic module shatlbe identified in the ¥
n. Components to be listed shall include all of the following:

executable file or files that constitute the cryptographic' module;
urity relevant component types not listed above:

'he vendor documentation shall indicate therinternal firmware architecture, inc
vare components interact.

he vendor documentation shall indicate the firmware environment (e.g. operating s}
hry, etc.) on which the module executes.

5t Procedures

he tester shall verify that.thé documentation includes a components list that inclu
hponents of the cryptographic module.

he tester shall verify that the components list includes all occurrences of the foll

executablefile or files that constitute the cryptographic module;

hponent'types not listed above.

other assertionsof 6 2 3 _as defined below

he tester shall verify that the components list is consistent with information provid

y

more

endor

luding

ystem,

Hes all

owing

ed for

a) The specification of the cryptographic boundary under assertion AS02.07. Verify that all
components inside the cryptographic boundary are included in the components list and vice versa.
Also verify that any components outside the cryptographic boundary are not listed as components
of the cryptographic module.

b) The specification of the firmware under assertion ASA.01. Verify that the list of firmware

compone

nts is the same as in the specifications under assertion AS02.07.

c) The specification of the block diagram under assertion ASA.01. Verify that any individual

compone

12

nts identified in the block diagram are also listed in the components list.
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d) Any components that are to be excluded from the requirements of ISO/IEC 19790:2012 under the
provisions of assertions AS02.13 and AS02.14. Verify that components to be so excluded are still
listed in the components list.

TEO02.17.04: As a partial exception to the above requirements, the vendor is allowed to exclude certain
components from the requirements of ISO/IEC 19790:2012 after satisfying the requirements under
assertions AS02.13 and AS02.14 in 6.2.3.1. The tester shall verify that any interfaces or physical
connections between such excluded components and the rest of the module do not allow the following:

a) uncontrolled release of CSPs, plaintext data, or other information that if misused could lead to a
compromise;

b) umcontrolled modifications of S5Fs or other information that could lead to a comprom ise.

TEOZ2.
comp

ASO02.
The c}

—  bq
o1

— in

NOTE
includg

Required Vendor Information

VEO2.
Hybri

a) Fq
re

b) Fq
re

Required Test Procedures

TEO2.
Softw

a) Fq
T

nents of the module and how they are linked together forming the module.
18: (Specification — Levels 1, 2, 3, and 4)

"yptographic boundary of a hybrid cryptographic module shall:

firmware component(s) boundary; and
clude the collection of all ports and interfaces from:each component.

In addition to the disjoint software or firmware component(s), the hardware comp
embedded software or firmware.

I Software Module or a Hybrid Firmware Module.

r Hybrid Software Module components, the vendor documentation shall providg
quired under VE02.15.01 to VE®2.15.04 and VE02.16.01 to VE02.16.03.

r Hybrid Firmware Module components, the vendor documentation shall provid¢
quired under VE02.15.0%to VE02.15.04 and VE02.17.01 to VE02.17.03.

[8.01: The tester shall verify that the documentation identifies the module as eit
hre Moduleor'a Hybrid Firmware Module.

r Hybrid” Software Module components, the tester shall follow procedures re
£02.15.01 to TE02.15.09 and TE02.16.01 to TE02.16.05.

[7.05: The tester shall verify that the vendor’s documentation indicates theymajor firmware

e the composite of the module’s hardware component boundary and the disjoint software

bnent can also

18.01: The cryptographic module shall'be identified in the vendor documentation as either a

information

b information

her a Hybrid

quired under

b) F

T Hybrid FiTTmware Module COmpoIents, the tesSter siiait follow procedures Ie

TE02.15.01 to TE02.15.09 and TE02.17.01 to TE02.17.05.

6.2.4

Modes of operations

6.2.4.1 Modes of operation general requirements

AS02.

19: (Specification — Levels 1, 2, 3, and 4)

The operator shall be able to operate the module in an approved mode of operation.
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Required Vendor Information

VE02.19.01: The vendor provided non-proprietary security policy shall provide a description of the
approved mode of operation.

VE02.19.02: The vendor provided non-proprietary security policy shall provide instructions for
invoking the approved mode of operation.

Required Test Procedures

TE02.19.01: The tester shall verify that the vendor provided non-proprietary security policy contains a
description of the approved mode of operation.

TE02.19.02:
instructions

result of docu
AS02.20: (Sp

An approved
service that
those servic

Required Ve
VE02.20.01: 1
VE02.20.02: 1
Required Te

TE02.20.01:
approved sec

TE02.20.02:
functions.

AS02.21: (Splecification — Levels 1;-2, 3, and 4)

Non-approvg
specified in
of operation
approved pr
approved cr
data or CSPs
functionalit)

Eound in the non-proprietary security policy. The tester shall verify, by inspectid
from the vendlor documentation, that the cryptographic module is the approved mode of operati

he tester shall invoke the approved mode of operation using the vendor prclwided

mented instructions.
ecification — Levels 1, 2, 3, and 4)

mode of operation shall be defined as the set of services which include at lea
utilizes an approved cryptographic algorithm, security function or proces
bs or processes specified in {ISO/IEC 19790:2012) 7.4.3,

hdor Information

'he vendor shall provide a validation certificate foreach approved security function|.

'he vendor shall provide a list of all non-approved security functions.

5t Procedures

[he tester shall verify that the vendor has provided a validation certificate for

urity function issued by a validatiof“authority.

[he tester shall verify that the’vendor has provided the list of non-approved se

d cryptographigalgorithms, security functions, and processes or other servic
[ISO/IEC 1979072012} 7.4.3 shall not be utilized by the operator in an approved
unless the rien-approved cryptographic algorithm or security function is partf
ocess and is not security relevant to the approved processes operation (e.g.
yptographic algorithm or non-approved generated key may be used to obf:
but theé result is considered unprotected plaintext and provides no security rel
 until protected with an approved cryptographic algorithm).

n and
nasa

5t one
s and

each

curity

es not
mode
L of an
non-
scate
evant

Required Vendor Information

VE02.21.01: The vendor provided documentation shall identify all of non-approved cryptographic
algorithms, security functions or processes utilized for each service in each approved mode of operation.

VE02.21.02: The vendor documentation shall provide a rationale for why utilized non-approved
cryptographic algorithms, security functions or processes are considered non-security relevant to the
approved processes operation.

Required Test Procedures

TEO02.21.01: The tester shall verify by inspection that the vendor provided documentation identifies all
of non-approved cryptographic algorithms, security functions or processes utilized for each service in
each approved mode of operation.
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TE02.21.02: The tester shall verify the correctness of any rationale provided by the vendor. The burden
of proof is on the vendor; if there is any uncertainty or ambiguity, the tester shall require the vendor to
produce additional information as needed.

6.2.4.2 Normal operation
AS02.22: (Specification — Levels 1, 2, 3, and 4)

CSPs shall be exclusive between approved and non-approved services and modes of operation
(e.g. not shared or accessed).

Required Vendor Information

VEO02.p2.01: The vendor shall provide a list of all CSPs within the module and identify their usage
between approved and non-approved services and mode of operation.

VEO02.p2.02: The vendor shall provide a description of how each CSP becgmes exclusive between
approyed and non-approved services and modes of operation.

Required Test Procedures

TE02.L2.01: The tester shall verify that the vendor provided documentation contains a description of
the uspge of each CSP in an approved or non-approved mode of gperation.

TE02.R2.02: The tester shall verify by inspection and from the vendor documentation that the CSPs are
exclugive between approved and non-approved services aivd modes of operation.

AS02.23: (Specification — Levels 1, 2, 3, and 4)

The module’s security policy shall define the complete set of services that are provided for each
defin¢d mode of operation (both approved.and non-approved).

NOTE This assertion is tested under ASB:0%.

AS02.24: (Specification — Levels 1,2, 3, and 4)

rvices shall provide an_indicator when the service utilizes an approved ciyptographic
algorithm, security function or process in an approved manner and those services pr processes
specified in {ISO/IEC 19790:2012} 7.4.3.

Required Vendor Information
VEO02.P4.01: The vendor provided documentation shall specify the indicator for each service.

Required Test Procedures

TE02.L4401:'The tester shall verify that the vendor provided documentation contains a T)escription of
indicafor'when the service utilizes an approved cryptographic algorithm, security functipn or process
in an approved manner.

TEO02.24.02: The tester shall execute all services and verify that the indicator provides an unambiguous
indication of whether the service utilizes an approved cryptographic algorithm, security function or
process in an approved manner or not.

6.2.4.3 Degraded operation
AS02.25: (Specification — Levels 1, 2, 3, and 4)

For a cryptographic module to operate in degraded operation, the following {ISO/IEC 19790:2012
AS02.26 to AS02.30) shall apply.

NOTE This assertion is not separately tested.
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AS02.26: (Specification — Levels 1, 2, 3, and 4)
The degraded operation shall be entered only after exiting an error state.

Required Vendor Information

VEO02.26.01: If the cryptographic module allows a degraded operation, the vendor shall provide a

description of all degraded operation after exiting each error state.

VE02.26.02: The vendor shall provide specification of degraded operation. For each degraded operation,

the specification shall include:

a) conditions-of entry inta and exit from the dpgradnd operation;

b) operatioxllal algorithms, security functions, services, or processes;

c) non-operfational algorithms, security functions, services, or processes;

d) isolated fnechanisms, functions, or components in the degraded operation;
e) techniqugs to isolate mechanisms, functions, or components;

f) status information provided in the degraded operation;

g) status indicator if attempts are made to use a non-operational“algorithm, security functi
process.

Required Tept Procedures

TE02.26.01: The tester shall verify that the vendor provided documentation clearly identifi
degraded opgration and its conditions of entry and exit,

on, or

s the

TE02.26.02: The tester shall use the vendor documentation to check that the degraded operatiIn can

only be accessed after exiting in error state. The-tester shall check that the error status indicat
AS03.11) is cqrrectly positioned.

TE02.26.03: The tester shall exercise the.¢ryptographic module, causing it to operate in each deg
operation. Folr each degraded operation{the tester shall attempt to perform a service to verify t
conditional aJgorithm self-tests are performed prior to the first operational use of any cryptog
algorithm.

r (see

raded
hat all
raphic

TE02.26.04: The tester shall first exercise the cryptographic module, causing it to operate im each

degraded opgration. Theqtester shall next perform pre-operational self-tests to verify th
cryptographic module reniains in degraded operation until such time the cryptographic module |
without failure all preé-gperational self-tests successfully.

ht the
basses

TE02.26.05: The (tester shall first exercise the cryptographic module, causing it to operate i

each

degraded opgration. The tester shall next perform pre-operational self-tests, causing an error condition

in pre-operational self-tests to occur. The tester shall verify that the cryptographic module do
remain in degraded operation but enters an error state.

AS02.27: (Specification — Levels 1, 2, 3, and 4)

es not

The module shall provide status information when re-configured and the degraded operation

entered.
NOTE This assertion is not separately tested. Tested as part of AS02.26.
AS02.28: (Specification — Levels 1, 2, 3, and 4)

The mechanism or function that failed shall be isolated.
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Required Vendor Information

VEO02.28.01: The vendor documentation requirement is specified under VE02.26.02. The vendor design
shall ensure that any failure from the failed mechanisms, functions, and components cannot interfere
or compromise the approved operation of the cryptographic module.

Required Test Procedures

TE02.28.01: The tester shall verify by inspection and from the vendor documentation that failed
mechanisms, functions, and components are isolated before entering degraded operation.

TEO2. 28 02 The tester shall Verlfy by 1nspect10n and from the Vendor documentatlon that failed
: S . 3 ‘ - : . v eration of the

AS02.29: (Specification — Levels 1, 2, 3, and 4)

All conditional algorithm self-tests shall be performed prior to the first‘operational use of the
cryptpgraphic algorithm after entering degraded operation.

NOTE This assertion is not separately tested. Tested as part of AS02.26.
AS02.30: (Specification — Levels 1, 2, 3, and 4)

Serviges shall provide an indicator if attempts are made to use a non-operationgl algorithm,
securfty function, or process.

Required Vendor Information

VEO02.80.01: The vendor documentation requirement'is specified under VE02.26.02. The yendor design
shall ¢nsure that service output includes an indicator if attempts are made to use a nop-operational
algorithm, security function, or process.

Required Test Procedures

TE02.80.01: The tester shall verify frem the vendor documentation that services providg documented
indicafors if attempts are made to'use a non-operational algorithm, security function, or grocess.

TEO02.80.02: The tester shallexercise the cryptographic module and verify that the| documented
indicafor is provided if attempts are made to use a non-operational algorithm, security function, or
process.

AS02.31: (Specification — Levels 1, 2, 3, and 4)

The cryptographic module shall remain in degraded operation until such time the cijyptographic
modulle passes without failure all pre-operational self-tests successfully.

NOTE This assertion is not separately tested. Tested as part of AS02.26.

AS02.32: (Specification — Levels 1, 2, 3, and 4)

If the cryptographic module fails the pre-operational self-tests, the module shall not enter a
degraded operation.

NOTE This assertion is not separately tested. Tested as part of AS02.26.
6.3 Cryptographic module interfaces

6.3.1 Cryptographic module interfaces general requirements

AS03.01: (Module interfaces — Levels 1, 2, 3, and 4)
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A cryptographic module shall restrict all logical information flow to only those physical
access points and logical interfaces that are identified as entry and exit points to and from the
cryptographic boundary of the module.

Required Vendor Information

VE03.01.01: The vendor documentation shall specify each of the physical ports and logical interfaces of
the cryptographic module, including the following:

a) physical ports and their pin assignments;

b) physical covers, doors or openings;

c) logical interfaces (e.g. APIs and all other data/control/status signals) and the signal nam¢s and
functiong;

d) manual cpntrols (e.g. buttons or switches) for applicable physical control inputs;

e) physical status indicators (e.g. lights or displays) for applicable physical statustoutputs;

f) mapping| of the logical interfaces to the physical ports, manual controls, and physical [status
indicators of the cryptographic module;

g) physical,|logical, and electrical characteristics, as applicable, of the@bove ports and interfaces.
VE03.01.02: The vendor documentation shall specify the informatiéh flows and physical access points
of the cryptpgraphic module by highlighting or annotating-cepies of the block diagrams, fesign
specification$, and/or source code and schematics providedin 6.2 and 6.11. The vendor shall also
provide any dther documentation necessary to clearly specify the relationship of the information flows
and physical jaccess points to the physical ports and logical interfaces. The vendor shall establish the
above information in relation with the information. pfovided under assertions AS02.07 and A$02.15
to AS02.18 without inconsistencies in the description of components and physical layout fpr the
input/output|ports.

VEO03.01.03: For each physical or logical input to the cryptographic module, or physical and logical

output from the module, the vendor documentation shall specify the logical interface to whith the

physical input or output belongs, and:the physical entry/exit port. The specifications provided shall
be consistentjwith the specifications\of the cryptographic module components provided under 6.2 and

6.11, and the ppecifications of thedogical interfaces provided in assertions AS03.04 to AS03.11 of|6.3.3.

Required Teft Procedures

TE03.01.01: The tester shall verify that vendor documentation specifies each of the physical porfts and

logical interfaces of the ¢ryptographic module. The required specifications shall include:

a) all physi¢al input and output ports, including their pin assignments, physical locations within the
module, & summary of the logical signals that flow through each port, and the timing sequgnce of
signal flowsiftwe-or-mere-signalsshare-the-samephysieat-pin;

b) all physical covers, doors, or openings, including their physical location within the cryptographic
module, and the components or functions that can be accessed and/or modified via each cover/door/
opening;

c) alllogical input and output interfaces (e.g. APIs and all other data/control/status signals), including
a listing or annotated block diagram of all the logical data and control inputs and data and status
outputs of the cryptographic module, and a listing and description of the signal names and
functions;

d) all manual controls used to physically enter control signals, such as switches or buttons, including
their physical location within the cryptographic module, and a listing and description of the control
signals that can be entered manually;
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e) all physical status indicators, including their physical location within the module and a listing and
description of the status indication signals that are output physically;

f) amapping of the logical input and output interfaces to the physical input and output ports, manual
controls, and physical status indicators of the cryptographic module;

g) physical, logical, and electrical characteristics, as applicable, of the above physical ports and

interfaces, including summaries of pin designations, logical signals carried on each port, voltage
levels and their logical significance (e.g. what a low or high voltage signifies in terms of a logic “0”,
“1”, or other meaning) and the timing of signals.

TE03.01.02: The tester shall verify that the vendor documentation specifies all information flows
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VEO03.02.02: The vendor documentation shall provide a mapping of each category of logical interface to
a physical port of the cryptographic module. A logical interface may be physically distributed across
more than one physical port, or two or more logical interfaces may share one physical port as long
as the information flows are kept logically separate. If two or more logical interfaces share the same
physical port, the vendor documentation shall specify how the information from the different interface
categories is kept logically separate.

Required Test Procedures

TEO03.02.01: The tester shall verify from the vendor documentation and by inspection of the
cryptographic module that the module interfaces are logically distinct and isolated for the categories
of interfaces specified in assertions AS03.04 and, if applicable, AS03.12 and AS03.13 of 6.3.3. This
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information shall be consistent with the specification and design of the logical interfaces and physical
ports provided in AS03.01 in 6.3.1.

TE03.02.02: The tester shall verify that the vendor documentation provides a mapping of each category
of logical interface to a physical port of the cryptographic module. A logical interface may be physically
distributed across more than one physical port, or two or more logical interfaces may share one
physical port. If two or more interfaces share the same physical port, the tester shall verify that the
vendor documentation specifies how the information flows for the input, output, control, and status
interfaces are kept logically separate.

AS03.03: (Module interfaces — Levels 1, 2, 3, and 4)
The documeptation requirements specified in : .Z.3 shall be provided.
Required Vepdor Information

VEO03.03.01: The vendor shall provide documentation as specified in ISO/IEC 19790:2012, A.2.3.
Required Teft Procedures

TE03.03.01: | The tester shall verify completeness of the documertation specifigd in
ISO/IEC 19790:2012, A.2.3.

6.3.2 Types of interfaces

6.3.3 Definition of interfaces
AS03.04: (Mpdule interfaces — Levels 1, 2, 3, and 4)

A cryptographic module shall have the followingfive interfaces (“input” and “output” are
indicated fr¢om the perspective of the module):

— data inppt interface;

— data output interface;

— control input interface;
— control gutput interface;
— status oqitput interface:
Required Vepdor Informmation

VE03.04.01: [The vendor documentation shall separate the cryptographic module interfaces into
logically distinct and isolated categories by the following five distinctly defined logical interfaces yithin
the cryptogrdphic module (“input” and “output” are indicated from the perspective of the modulg):

L

a) datainputinterface (for the input of data as specified in AS03.05);

b) data outputinterface (for the output of data as specified in AS03.06 and AS03.07);

c) control input interface (for the input of commands as specified in AS03.08);

d) control output interface (for the output of commands as specified in AS03.09, and AS03.10);
e) status outputinterface (for the output of status information as specified in AS03.11).
Required Test Procedures

TE03.04.01: The tester shall verify that the vendor documentation specifies that the five logical
interfaces as listed in VE03.04.01 have been designed within the cryptographic module. If so,
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verification that the logical interfaces within the cryptographic module function as specified shall be
performed under assertions AS03.05 to AS03.11 in 6.3.3.

Data input interface
AS03.05: (Data input interface — Levels 1, 2, 3, and 4)

All data (except control data entered via the control input interface) that is input to and
processed by a cryptographic module (including plaintext data, ciphertext data, SSPs, and status
information from another module) shall enter via the “data input” interface.

Required Vendor Information

VE03.p5.01: The cryptographic module shall have a data input interface. All data (excépt control data
entergd via the control input interface) that is to be input to and processed by the cryptographic module
shall gnter via the data input interface, including:

a) plaintext data;

b) ciphertext or signed data;

c) ciyptographic keys and other key management data (plaintext orencrypted);
d) aythentication data (plaintext or encrypted);

e) statusinformation from external sources;

f) any other input data.

VEO03.P5.02: If applicable, the vendor documentationyshall specify any external input deviges to be used
with the cryptographic module for the entry of data into the data input interface, such a§ smart cards,
tokens, keypads, key loaders, and/or biometric.devices.

Required Test Procedures

TEO03.95.01: The tester shall verify, bfiinspection, that the cryptographic module include a data input
interface, and that the data inputiinterface functions as specified. The tester shall verify that all data
(except control data entered viaithe control input interface) that is to be input to and professed by the
cryptographic module enters via the data input interface, including:

a) plaintext data thatisto be encrypted or signed by the cryptographic module;
b) ciphertext or signied data that is to be decrypted or verified by the module;

c) plaintext préncrypted cryptographic keys and other key management data that are ipnput into and
uged by.the'cryptographic module, including initialization data and vectors, split keyf information,
and/or jkey accounting information. (Other key management requirements ar¢ covered in
[SO/IEC 19790:2012, 7.9.);

d) plaintext or encrypted authentication data that is input into the cryptographic module, including
passwords, PINs, and/or biometric information;

e) statusinformation from external sources (e.g. another cryptographic module or device);

f) any other information that is input into the cryptographic module for processing or storage, except
for control information that is covered separately in AS03.08.

TE03.05.02: The tester shall verify if the vendor documentation specifies any external input devices
to be used with the cryptographic module for the entry of data into the data input interface, such as
smart cards, tokens, keypads, key loaders, and/or biometric devices. The tester shall enter data into the
data input interface using the identified external input device(s), and verify that entry of data using the
external input device functions as specified.
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Data output interface
AS03.06: (Data output interface — Levels 1, 2, 3, and 4)

All data (except status data output via the status output interface and control data output via
the control output interface) that is output from a cryptographic module (including plaintext
data, ciphertext data, and SSPs) shall exit via the “data output” interface.

Required Vendor Information

VE03.06.01: The cryptographic module shall have a data output interface. All data (except status data
output via the status output interface and control data output via the control output interface) that has

been process edandistobe uutput lu_y thect _yptugl aphi\, moduteshattexitviathedata uutput trt ,rface,

including:

a) plaintext/data;

b) ciphertejt data and digital signatures;

c) cryptogrpphic keys and other key management data (plaintext or encrypted);

d) any othef information that is output from the cryptographic module after processing or storage
except fof status information that is covered separately in AS03.11 and‘control information that is
covered geparately in AS03.09 and AS03.10 in 6.3.3.

VE03.06.02: If applicable, the vendor documentation shall specify*any external output deviceq to be

used with thg cryptographic module for the output of data fromthe data output interface, such as|smart

cards, tokens

Required Te

TE03.06.01: 1
interface, and

(except statu

interface) thg

output interf:

displays, and/or other storage devices.
st Procedures

he tester shall verify, by inspection, thatthe cryptographic module includes a data
that the data output interface functions as specified. The tester shall verify that a
b data output via the status outputiitterface and control data output via the control
t has been processed and is to/be output by the cryptographic module exits via th
ce, including:

butput
[l data
utput
e data

a) plaintextldata that has been decrypted by the cryptographic module;

b) ciphertext data that has been\encrypted, and digital signatures that have been generated py the
cryptogrpphic module;

c) plaintext] or encrypted’cryptographic keys and other key management data that have been
internally generatéd-and output from the module, including initialization data and vectors, split
key infomation,~and/or key accounting information (other key management requirements are
covered in ISO/IEC 19790:2012, 7.9);

d) any otherinformation that is output from the rrvp’mgmphir‘ module after processing or storage

except for status information that is covered separately in AS03.11 in 6.3.3 and control information
that is covered separately in AS03.09 and AS03.10 in 6.3.3.

TE03.06.02: The tester shall verify if vendor documentation specifies any external output devices to
be used with the cryptographic module for the output of data from the data output interface, such as
smart cards, tokens, displays, and/or other storage devices. The tester shall output data from the data
output interface using the identified external output device(s), and verify that output of data using the
external output device functions as specified.

AS03.07: (Data output interface — Levels 1, 2, 3, and 4)

All data output via the “data output” interface shall be inhibited while performing manual
entry, pre-operational self-tests, software/firmware loading and zeroisation; or when the
cryptographic module is in an error state.
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Required Vendor Information

VEO03.07.01: The vendor documentation shall specify how the cryptographic module inhibits data output
while performing manual entry, pre-operational self-tests, software/firmware loading and zeroisation,
or when the cryptographic module is in an error state.

VE03.07.02: The vendor documentation shall specify how the design of the cryptographic module
ensures that all data output via the data output interface is inhibited while performing manual entry,
pre-operational self-tests, software/firmware loading and zeroisation, or when the cryptographic
module is in an error state.

Required Test Procedures

TE03.97.01: The tester shall verify that the vendor documentation specifies that all data.gutput via the
data ojutput interface is inhibited:

a) whenever the cryptographic module is performing:

1) manual entry;

2) pre-operational self-tests;

3) software/firmware loading;

4) zeroisation;

b) o1 when the cryptographic module is in an error state:
This te¢st procedure can be restated as follows.

a) The tester shall verify from the vendor documentation that once each of the followihg services is
stprted, all data output via the data output interface is inhibited, until the service|is completed
syccessfully:

1) manual entry;

2) pre-operational self-tests;
3) software/firmware loading;
4) zeroisation;

b) The tester shall verify from vendor documentation that once an error condition is [detected and
the error state\is entered, all data output via the data output interface is inhibitef, until error
regcovery @egurs.

TE03.P7.02: Fhe tester shall cause the cryptographic module to enter each of following stdtes:

a) a ktate performing manual SSP entry:
T & 3

b) aself-test state performing pre-operational self-tests;
c) astate performing software/firmware loading;

d) astate performing zeroisation;

e) an error state;

and verify that all data output via the data output interface is inhibited.
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If it is not possible for the tester to cause an error then the vendor shall provide a rationale to the tester
why this test cannot be performed. In such case, the tester shall follow alternative procedures allowed
by the validation authority to ensure that all data output via the data output interface is inhibited.

EXAMPLE Examining the applicable source code.

TE03.07.03: The tester shall verify that the vendor documentation specifies that all data output via the
data output interface is inhibited whenever the cryptographic module is in a self-test condition. The
tester shall verify from the vendor documentation that once self-tests are being performed, all data
output via the data output interface is inhibited, until the self-tests are completed. Status information
to display the results of the self-tests may be allowed from the status output interface. The tester shall
also verify that the self-test conditions specified in response to this assertion are identical to the self-
tests specified under AS10.14.

TEO03.07.04: The tester shall command the module to perform the self-tests and verify that all data
output via thg data output interface is inhibited. If status information is output from the‘status putput
interface to indicate the results of the self-tests, the tester shall verify that no CSPs,{plaintext data, or
other information are output that, if misused, could lead to a compromise. If it issnot possible ﬂ.or the
tester to attempt data output during specific self-test state, then the vendor shall provide a rationale to
the tester why this test cannot be performed. In such case, the tester shall follow alternative proce¢dures
allowed by the validation authority, to ensure that all data output via thé.data output interface is
inhibited.

EXAMPLE 1 |Examining the applicable source code.
EXAMPLE 2 | Using a simulator.

EXAMPLE 3 | Using a debugger.

—

TE03.07.05: The tester shall verify that the vendor docimentation specifies how the cryptographic
module ensufes that all data output via the data outputinterface is to be inhibited during error|states
or self-test cpnditions. The tester shall also verify, by inspection of the design of the cryptographic
module, that the data output interface is, in fact;légically or physically inhibited under these condjitions.

AS03.08: (Cdntrol input interface —Levels 1, 2, 3, and 4)

All input commands, signals (e.g. clock input), and control data (including function calls and
manual confrols such as switches, buttons, and keyboards) used to control the operation of a
cryptographic module shal enter via the “control input” interface.

Required Vepdor Information

VEO03.08.01: The cryptographic module shall have a control input interface. All commands, slgnals,
and control data (exeept data entered via the data input interface) used to control the operation|of the
cryptographic.module shall enter via the control input interface, including:

a) commands input logically via an API (e.g. for the software and firmware components of the
cryptographic module);

b) signalsinputlogically or physically via one or more physical ports (e.g. for the hardware components
of the cryptographic module);

c) manual control inputs (e.g. using switches, buttons, or a keyboard);
d) any other input control data.

VE03.08.02: If applicable, the vendor documentation shall specify any external input devices to be used
with the cryptographic module for the entry of commands, signals, and control data into the control
input interface, such as smart cards, tokens, or keypads.
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Required Test Procedures

TE03.08.01: The tester shall verify, by inspection, that the cryptographic module includes a control
input interface, and that the control input interface functions as specified. The tester shall verify that all
commands, signals, and control data (except data entered via the data input interface) used to control
the operation of the cryptographic module shall enter via the control input interface, including:

a) commands inputlogically via an API, such as function calls to a software library or to a smart card;

b) signals input logically or physically via one or more physical ports, such as commands and signals
sent through a serial port or a PC Card;

d) any other input control data.

TE03.08.02: The tester shall verify if the vendor documentation specifies anycexternal jnput devices
to be psed with the cryptographic module for the entry of commands, signals, and control data into
the coptrol input interface, such as smart cards, tokens, or keypads. The tester shall enter commands
via the control input interface using the identified external input deyice(s), and verify|that input of
commpands using the external input device functions as specified.

Contrpl output interface
AS03.09: (Control output interface — Levels 1, 2, 3, and 4)

All output commands, signals, and control data (e.g.«control commands to another module) used
to control or indicate the state of operation of a cryptographic module shall exit vial the “control
outpl.]t" interface.

Required Vendor Information

VE03.p9.01: The vendor documentation shall specify all output commands, signals, and control data
(e.g. cpntrol commands to another moditle) used to control or indicate the state of operation of a
crypt]rgraphic module shall exit via the control output interface.

Required Test Procedures

TE03.99.01: The tester shall verify that the vendor documentation shall specify all output commands,
signalp, and control data.fe.g. control commands to another module) used to control or indicate the
state ¢f operation of a ¢ryptographic module shall exit via the control output interface.

TE03.P9.02: If the.control output interface is specified, the tester shall verify, by inspedtion, that the
contrql output ifterface functions as specified.

AS03.110: (Centrol output interface — Levels 1, 2, 3, and 4)

All control output via the “control output” interface shall be inhibited when the ciyptographic
module is in an error state unless exceptions are specified and documented in the security policy.

Required Vendor Information

VE03.10.01: The vendor documentation shall specify how the cryptographic module ensures that all
control output via the control output interface is inhibited whenever the module is in an error state
(error states are covered in ISO/IEC 19790:2012, 7.11). Status information may be allowed from the
status output interface to identify the type of error.

VE03.10.02: The vendor documentation shall specify how the design of the cryptographic module
ensures that all control output via the control output interface is inhibited whenever the module is in
a self-test condition (self-tests are covered in ISO/IEC 19790:2012, 7.10). Status information to display
the results of the self-tests may be allowed from the status output interface.
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Required Test Procedures

TE03.10.01: The tester shall verify that the vendor documentation specifies that all control output
via the control output interface is inhibited whenever the cryptographic module is in an error state.
The tester shall verify from the vendor documentation that once an error condition is detected and
the error state is entered, all control output via the control output interface is inhibited, until error
recovery occurs. The tester shall also verify that the error states specified in response to this assertion
are identical to the error states specified under AS11.08.

TE03.10.02: The tester shall cause the cryptographic module to enter each specified error state and
verify that all control output via the control output interface is inhibited. If status information is output
from the status output interface to identify the type of error, the tester shall verify that the information
output is notfsensitive. The following actions may be used to cause the cryptographic moduleitq enter
an error stat¢ — opening a tamper-detecting cover or door, entering incorrectly-formatted commands,
keys, or parameters, reducing input voltage, and/or any other error-causing actions.

If it is not possible for the tester to cause an error, then the vendor shall provide a ratignale to the|tester
why this test|cannot be performed.

TE03.10.03: The tester shall verify that the vendor documentation specifies that all control output via
the control ofitput interface is inhibited whenever the cryptographic moduleis in a self-test confition.
The tester shall verify from the vendor documentation that once self-tests are being performed, all
control outpyt via the control output interface is inhibited until the self<tests are completed. The|tester
shall also verjify that the self-test conditions specified in response to‘this assertion are identical|to the
self-tests spefified under AS10.14.

TE03.10.04: The tester shall cause the module to perform theseélf-tests and verify that all control putput
via the contr¢l output interface is inhibited.

TE03.10.05: The tester shall verify that the vendor _decumentation specifies how the cryptographic
module ensures that all control output via the contrel output interface is to be inhibited during error
states or selfftest conditions. The tester shall alse verify, by inspection of the implementation |of the
cryptographic module, that the control outputsinterface is, in fact, logically or physically inhibited
under these donditions.

Status output interface
AS03.11: (Status output interface — Levels 1, 2, 3, and 4)

All output signals, indicators (e.g. error indicator), and status data [including return cod¢s and
physical indicators such as’visual (display, indicator lamps), audio (buzzer, tone, ring), and
mechanical [vibration)}used to indicate the status of a cryptographic module shall exit vjia the
“status output” interface.

NOTE Status output will be either implicit or explicit.

Required Vendor Information

VEO03.11.01: The cryptographic module shall have a status output interface. All status information,
signals, logical indicators, and physical indicators used to indicate or display the status of the module
shall exit via the status output interface, including:

a) status information output logically via an API;

b) signal outputs logically or physically via one or more physical ports;

c) manual status outputs (e.g. using displays, indicator, lamps, buzzer, tone, or ring);

d) any other output status information.

VE03.11.02: If applicable, the vendor documentation shall specify any external output devices to be

used with the cryptographic module for the output of status information, signals, logical indicators,
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and physical indicators via the status output interface, such as smart cards, tokens, displays, and/or
other storage devices.

Required Test Procedures

TE03.11.01: The tester shall verify, by inspection, that the cryptographic module includes a status
output interface, and that the status output interface functions as specified. The tester shall verify that
all status information, signals, logical indicators, and physical indicators used to indicate or display the
status of the module shall exit via the status output interface, including:

a) status information output logically via an API, such as return codes from a software library or a
smart card;

b) signal outputs logically or physically via one or more physical ports, such as statu$ information
sgnt through a serial port or a PC Card connector;

c) mpanual status outputs (e.g. using LEDs, buzzers, or a display);
d) any other output status information.

TE03.11.02: The tester shall verify that the vendor documentation specifiés any external output devices
(if applicable) to be used with the cryptographic module for the output of status information, signals,
logical indicators, and physical indicators via the status output interface.

TE03.11.03: The tester shall verify that the status informatioh, output from the status oufput interface
shall rjot output any information that could result in a comapromise of CSPs.

AS03.12: (Module interfaces — Levels 1, 2, 3, and 4)

Exce;::l for the software cryptographic modules, all modules shall also have the following
interface.

NOTE This assertion is not tested separately.
AS03.13: (Module interfaces — Levels'l, 2, 3, and 4)

Power interface: All external eleetrical power that is input to a cryptographic module shall enter
via a power interface.

NOTE A power interface.is not required if all power is provided or maintained internal fo the module,
and thpt replacement of anyinternal battery is considered a physical maintenance activity, and iy subject to the
requirgments specifiedin1SO/IEC 19790:2012, 7.7.

Required Vendor Information

VEO03.13.01: If.the cryptographic module requires or provides power to/from other deyices external
to the[boundary (e.g. a power supply or an external battery), the vendor documentation ghall specify a
power| innterface and a corresponding physical port.

VE03.13.02: All power entering or exiting the cryptographic module to/from other devices external to
the cryptographic boundary shall pass through the specified power interface.

Required Test Procedures

TE03.13.01: The tester shall verify if the vendor documentation specifies whether the cryptographic
module requires or provides power to/from other devices external to the cryptographic boundary (e.g.
a power supply, power cord, power inlet/outlet, or an external battery). The tester shall also verify that
the vendor documentation specifies a power interface and a corresponding physical port.

TE03.13.02: The tester shall verify, by inspection of the cryptographic module that all power entering
or exiting the module to/from other devices external to the cryptographic boundary passes through
the specified power interface.
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AS03.14: (Module interfaces — Levels 1, 2, 3, and 4)

The cryptographic module shall distinguish between data, control information, and power for
input, and data, control information, status information, and power for output.

Required Vendor Information

VE03.14.01: The vendor documentation shall specify how the cryptographic module distinguishes
between data and control for input and data, control and status for output, and how the physical and
logical paths followed by the input data and control information entering the module via the applicable
input interfaces are logically or physically disconnected from the physical and logical paths followed by
the output data, control and status information exiting the module via the applicable output interfaces.

VE03.14.02: The vendor documentation shall specify how the physical and logical paths uséd
input data apd control information are logically or physically disconnected from the physic
logical paths|used by the output data, control and status information. If the physical and legical

used by the i
physically sh

cryptographic module.

VE03.14.03: 1

module distipguishes between data and control for input and data, contrel and status for outpt

that the phys
module via t
and logical p3
applicable ou

Required Te

TE03.14.01: T
module distinguishes between data and control for input and data, control and status for output

data entered

put data and control information and the output data, control and statusiinformati
hred, the vendor documentation shall specify how logical separation is“enforced

he vendor documentation shall show consistency and shall show that the cryptog

ical and logical paths followed by the input data and céntrol information enteri
e applicable input interfaces are logically or physically disconnected from the p}
ths followed by the output data, control and status information exiting the module ¥
[put interfaces.

5t Procedures

he tester shall verify that the vendor documentation specifies how the cryptog

interface sh
interface, ou
status output

TE03.14.02: 7]
paths used by
physical and
logical paths
information g
logical separ3

TE03.14.03: 7]

from the data input interface, and-¢ontrol information entered from the control

by the
hl and
paths
pn are
by the

raphic
t, and
ng the
lysical
yia the

raphic
Input
input

1 be logically or physically distingtished from output data exiting to the output data

put control exiting to the output control interface, and status information exiting
interface.

he tester shall verify that the vendor documentation specifies how the physical and
' the input data and control information are logically or physically disconnected fr(
logical paths used by the output data, control and status information. If the physic
used by the input.data and control information and the output data, control and
re physically.shared, the tester shall verify that the vendor documentation specifig
tion is enferced by the cryptographic module.

he tester-shall verify, by inspection, the consistency of the vendor documentation, ar

the cryptogrs
for output, a

entering the Ir

phi€ module distinguishes between data and control for input and data, control and
d that the phy51cal and loglcal paths followed by the 1nput data and Control 1nforr

to the

ogical
m the
al and
status
s how

d that
status
nation

from

the physical and loglcal paths followed by the output data control and status 1nf0rmat10n ex1t1ng the
module via the applicable output interfaces.

AS03.15: (Module interfaces — Levels 1, 2, 3, and 4)

The cryptographic module specification shall, unambiguously, specify format of input data and
control information, including length restrictions for all variable length inputs.

Required Vendor Information

VE03.15.01: The vendor documentation shall specify the physical and logical paths used by all major
categories of input data entering the cryptographic module via the data input interface and the
applicable physical ports. The documentation shall include a specification of the applicable paths (e.g.
by highlighted or annotated copies of the schematics, block diagrams, or other information provided
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under AS02.07 and AS02.15 to AS02.18). All input data entering the cryptographic module via the data
input interface shall only use the specified paths while being processed or stored by each physical or
logical sub-section of the module. The input data paths shall be specified in sufficient detail to verify
which type of data pass through each applicable physical port.

NOTE The term “all major categories of input data” refer to items addressed in AS03.05 for data input and to
items addressed in AS03.08 for control input.

VE03.15.02: The vendor documentation shall specify that all input data entering the cryptographic
module via the data input interface and applicable physical ports only use the specified paths. The
documentation shall show that all logical and physical information flows used by the input data are
consistent with the design and operation of the cryptographic module. The vendor documentation shall

establish that there are no conflicts between the applicable paths that may lead to theic
CSPs, plaintext data, or other information of the cryptographic module.

VEO3.
contrd

15.03: The vendor provided documentation shall unambiguously specify format of i}
| information including length restrictions for all variable length inputss

15.04: The vendor provided documentation shall identify which component
graphic boundary is validating the format.

Required Test Procedures

TEO03.15.01: The tester shall verify that the vendor documentation specifies the physic
pathsjused by all major categories of input data entering thecryptographic module via
interface. The tester shall also verify that the paths shalllbe documented in the specifid
highlighted or annotated copies of the schematics, bloek'diagrams, or other information pr
AS02.97 and AS02.15 to AS02.18). The tester shall.verify the documentation which type
through each applicable physical port.

TE03.15.02: The tester shall verify from :the vendor documentation and by insped
cryptographic module, that all input data: entering the module via the data input i
applicpble physical ports only use the specified paths. The tester shall examine all logica
informpation flows and shall verify that the specification of the paths used by the input dat3

ation.

TEO3.
unam
length

[5.03: The tester «shall verify, by inspection and from the vendor documentat
biguous specification is provided about the format of input data and control informat
restrictions for-all variable length inputs.

TEO3.
locate

[ 5.04: Thétester shall verify that the identified component within the cryptographi
d on the'specified path under VE03.15.02.

TEO03.15{057 The tester shall examine the applicable source code(s) to ensure that t

bmpromise of

hput data and

within the

hl and logical
he data input
ation (e.g. by
ovided under

of data pass

ction of the
nterface and
and physical
| is consistent
there are no
data, or other

ion, that the
ion, including

c boundary is

he identified

comp

néntis :\r‘fn:\”y v:\]ir‘]afing the documented format

TE03.15.06: The tester shall attempt to input data and/or control information which is not compliant
with the format, and verify that such service inputs are rejected by the cryptographic module.

NOTE The test platform or configuration can impose a part of format/restrictions.
EXAMPLE1 A device driver to use the cryptographic module is enforcing a part of the format.
EXAMPLE 2  Alayer in a protocol stack supports fixed length packet only.

If it is not possible for the tester to input certain data or control information which is not compliant
with the format, then the tester shall require the vendor to provide a rationale why this test cannot
be performed. In such case, the tester shall follow alternative procedures allowed by the validation
authority to ensure that the cryptographic module is validating the format.
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6.3.4 Trusted channel
AS03.16: (Trusted channel — Levels 3 and 4)

For the transmission of unprotected plaintext CSPs, key components and authentication data
between the cryptographic module and the sender or receivers endpoint the cryptographic
module shall implement a trusted channel.

Required Vendor Information

VEO03.16.01: The vendor shall describe the method of transmission of unprotected CSPs and the way
they are protected via a trusted channel.

Required Teft Procedures

TE03.16.01: The tester shall verify that the trusted channel is able to protect unprotected CSPs befween
the cryptographic module boundary and the sender or receiver endpoint.

AS03.17: (Trjusted channel — Levels 3 and 4)

The trusted rhannel shall prevent unauthorized modification, substitutionyand disclosure|along
the communiication link.

NOTE Thik assertion is not separately tested. Tested as part of AS03.18 ot-AS03.19.

AS03.18: (Trjusted channel — Levels 3 and 4)

The physical ports used for the trusted channel shall be\physically separated from all |other
ports {or ASQ3.19 shall be satisfied}.

Required Vepdor Information

VE03.18.01: The vendor documentation shall specify if the cryptographic module inputs or ofitputs
plaintext CSPs. The physical port(s) used for thed@nput and output of plaintext CSPs shall be phyfically
separated frdm all other physical ports of the ctyptographic module.

VE03.18.02: If the cryptographic moduleifiputs or outputs plaintext CSPs, the module shall ensure that
only plaintexft CSPs enter or exit the. madule through the applicable physical ports, and that no other
data, plainteyt or encrypted, enters or-exits the module via the applicable physical ports.

Required Teft Procedures

TEO03.18.01: The tester shall;verify if the vendor documentation specifies whether the cryptographic
module inpufs or outputs-plaintext CSPs. The tester shall verify from the vendor documentatign and
also by inspeftion of the'physical ports on the cryptographic module that the applicable physical ports
used for the ihput and output of plaintext CSPs are physically separated from all other physical pprts of
the module.

TE03.18.02: If the cryptographic module inputs or outputs plaintext CSPs, the tester shall verily that
only plaintext CSPs enter or exit the module through the applicable physical ports, and that no other
data, plaintext or encrypted, enters or exits the module via the applicable physical ports.

AS03.19: (Trusted channel — Levels 3 and 4)

The logical interfaces used for the trusted channel shall be logically separated from all other
interfaces {or AS03.18 shall be satisfied).

Required Vendor Information

VEO03.19.01: The vendor documentation shall describe how the logical interfaces used in the trusted
channel to input and output plaintext CSPs are logically separated from all other interfaces.
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VEO03.19.02: If the cryptographic module inputs or outputs plaintext CSPs, the module shall ensure
that plaintext CSPs enter or exit the module through the applicable logical interface using the trusted
channel, and that no other data, plaintext or encrypted, enters or exits the module via the applicable
logical interface using the trusted channel.

VEO03.19.03: The vendor documentation shall provide rationale how the trusted channel prevents
unauthorized modification, substitution, and disclosure along the communication link.

Required Test Procedures

TE03.19.01: The tester shall verify from the vendor documentation and also by inspection of the
cryptographic module that the applicable logical interfaces used in the trusted channel to input and

outpu

TEO3.
plaint

[ of plaintext CSFPs are logically separated Irom all other logical interraces of the mo

19.02: If the cryptographic module inputs or outputs plaintext CSPs, the tester sh:
bxt CSPs enter or exit the module through the applicable logical interface/using

channgl, and that no other data, plaintext or encrypted, enters or exits the madule via {

logica

TEO3.
of pro
produ

TEO3.
chann

ASO03.

Ident

interface using the trusted channel.

Hule.

11l verify that
v the trusted
he applicable

19.03: The tester shall verify the correctness of any rationale proyided by the vendof. The burden

bf is on the vendor; if there is any uncertainty or ambiguity, theltester shall require
ce additional information as needed.

19.04: The tester shall, by attempting to access the communication link, verify tha
el prevents unauthorized modification, substitution, anddisclosure along the commu

20: (Trusted channel — Levels 3 and 4)

ty-based authentication shall be employed for all services utilizing the truste

Required Vendor Information

VEO3.

TEO3.
servic

P0.01: The vendor shall provide desgription of the authentication mechanism used &

ChanTl
Required Test Procedures

P0.01: The tester shall vérify that an identity-based authentication mechanism is em

the vendor to

t the trusted
nication link.

1 channel.

y the trusted

ployed for all

es utilizing the trusted channel. The tester shall verify that services utilizing the trysted channel

are n

t provided withoutsuiccessfully passing the operator authentication.

AS03.21: (Trusted channel — Levels 3 and 4)

A statjus indicator shall be provided when the trusted channel is in use.

Required Vendor Information

nnel is in use.

VEO03.2101: The vendor shall provide description of the indicator provided when trusted ch3

Required Test Procedures

TE03.21.01: The tester shall verify, by exercising the module, that the status indicator is provided when
the trusted channel is in use.

AS03.22: (Trusted channel — Level 4)

In addition to the requirements of Security Level 3, for Security Level 4 multi-factor identity-
based authentication shall be employed for all services utilizing the trusted channel.

Required Vendor Information

VEO03.22.01: The vendor shall provide description of the multi-factor identity-based authentication
mechanism used by the trusted channel.
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Required Test Procedures

TEO03.22.01: The tester shall verify that a multi-factor identity-based authentication mechanism is
employed for all services utilizing the trusted channel. The tester shall verify that services utilizing the
trusted channel are not provided without successfully passing the operator authentication.

6.4 Roles,

services, and authentication

6.4.1 Roles, services, and authentication general requirements

AS04.01: (Roles, services, and authentication — Levels 1, 2, 3, and 4)

A cryptogrd
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to access ser

hin each role.
5 assertion is tested under AS04.11.
les, services, and authentication — Levels 1, 2, 3, and 4)

raphic module supports concurrent operators, then the module shall inte
t separation of the roles assumed by each operator and the éorresponding ser

hdor Information

The vendor documentation shall specify whether multiple concurrent operato
vendor documentation shall specify the method by which separation of the auth
'vices performed by each operator is achieved. The vendor documentation sha
Festrictions on concurrent operators.

One operator in a maintenance role and another in a user role simultaneously is not allowse

htion service can be run at a time in thé%cryptographic module.

When multiple concurrent operators in a Crypto Officer role are logged in, but each Crypto
the authentication data of the:gther operators in a Crypto Officer role.

5t Procedures

[he tester shall verify the vendor documentation that the method implemented
force separation\between the roles and services performed by concurrent opera

The tester{ shall assume the identity of two independent operators: Operator
he opetrators shall assume different roles. The tester shall verify that only the se
he eachi role can be performed in that role. The tester shall also attempt, for each op
vicés that are unique to the role assumed by the other operator in order to verif

phic module shall support authorized roles for operators and correspolnding

rnally
yices.

rs are
brized
] also

d.

Multiple concurrent operators up to 16«0perators in a user role are supported, but the only one

Dfficer

by the
fors is

1 and
rvices
brator,
y that

separation is

aintained between the Toles and Services atfowed 1T CONCUTTENT Operators.

TE04.02.03: If the vendor documentation specifies any restrictions on concurrent operators, the tester
shall attempt to violate the restrictions by attempting to concurrently assume restricted roles as
independent operators and verify that the module enforces the restrictions.

AS04.03: (Roles, services and authentication — Levels 1, 2, 3, and 4)

The documentation requirements specified in {ISO/IEC 19790:2012} A.2.4 shall be provided.

Required Vendor Information

VE04.03.01: The vendor shall provide documentation as described in {ISO/IEC 19790:2012} A.2 4.

32

© ISO/IEC 2017 - All rights reserved


https://iecnorm.com/api/?name=1330993fd3e45a3f0601d73982d163d3

ISO/IEC 24759:2017(E)

Required Test Procedures

TE04.03.01: The tester shall check vendor documentation against {ISO/IEC 19790:2012} A.2.4
specification.

6.4.2 Roles
AS04.04: (Roles — Levels 1, 2, 3, and 4)
A cryptographic module shall, at a minimum, support a Crypto Officer Role.

NOTE This assertion is not separately tested. Tested as part of AS04.05.

AS04.05: (Roles — Levels 1, 2, 3, and 4)

The Crypto Officer Role shall be assumed to perform cryptographic initialization or management
functions and general security services (e.g. module initialization, management of CSPs, PSPs,
and apdit functions).

Required Vendor Information

VE04.p5.01: In the documentation required, the vendor shall includevat least one cryptp-officer role.
These|roles shall be specified by name and allowed services.

Required Test Procedures

TE04.p5.01: The tester shall verify the vendor documentation that at least one crypto-pfficer role is
defingd. The tester shall verify that roles are specified by name and allowed services ap specified in
AS04.05.

AS04.)06: (Roles — Levels 1, 2, 3, and 4)

If the cryptographic module supports a User Role, then the User Role shall be assumed to perform
1 security services, including cryptographic operations and other approyed security
functions.

Required Vendor Information

VE04.p6.01: If the cryptographic module supports a User Role, the vendor provided d¢cumentation
shall ([1) explicitly state that a User Role is supported, and (2) completely specify the role/by name and
allowdd services.

Required Test Procedures

TE04.p6.01: The tester shall determine from the vendor documentation whether the dryptographic
module supports a User Role. If the cryptographic module supports a User Role, the testér shall verify

the vejndor-documentation that at least one user role is defined. The tester shall verify that user role is
specif ed hy name and allowed services as cpprifipd inASQ4 06

AS04.07: (Roles — Levels 1, 2, 3, and 4)
All unprotected SSPs shall be zeroised when entering or exiting the Maintenance Role.
Required Vendor Information

VE04.07.01: If the cryptographic module has a maintenance access interface, the vendor provided
documentation shall 1) explicitly state a maintenance role is supported, 2) completely specify the
role by name, purpose, and allowed services, and 3) specify the maintenance access interface under
VE07.11.01.

VE04.07.02: The vendor documentation shall specify how the module’s unprotected SSPs, as defined in
ISO/IEC 19790:2012, 3.110, are actively zeroised when the maintenance role is entered or exited.
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Required Test Procedures

TE04.07.01: The tester shall verify the specifications of the module interfaces whether a maintenance
access interface is specified (see AS07.11). If so, the tester shall verify the vendor documentation
pertaining to the authorized roles and verify that the maintenance role is specified by name, purpose,
and allowed services.

TE04.07.02: The tester shall verify the specifications of the module interfaces whether a maintenance
role is defined and check the zeroisation of all unprotected SSPs as described in the module specification.

TE04.07.03: While in the maintenance role, the tester shall enter, for all unprotected SSPs, known values
which are effective in demonstrating the zeroisation and, upon exit from the maintenance role, shall
verify that zefoisation has taken place.

6.4.3 Services

6.4.3.1 Services general requirements
AS04.08: (Services — Levels 1, 2, 3, and 4)

Services shall refer to all of the services, operations, or functions thatcan be performed by a
module.

NOTE Thik assertion is not separately tested.
AS04.09: (Services — Levels 1, 2, 3, and 4)

Service inpufs shall consist of all data or control inputs to the module that initiate or gbtain
specific servjices, operations, or functions.

NOTE Thik assertion is not separately tested.
AS04.10: (Sefvices — Levels 1, 2, 3, and 4)

Service outpyts shall consist of all data eutputs, control outputs, and status outputs that result
from servicgs, operations, or functions:initiated or obtained by service inputs.

NOTE Thik assertion is not separately tested.
AS04.11: (Sefvices — Levels 1,2, 3, and 4)
Each service input shall result in a service output.

Required Vepdor Infermation

VE04.11.01: The ¥ehdor documentation shall describe the purpose and function of each servide. The
documentatiJ)n shall include for each service: service inputs, corresponding service outputs, apd the

: 1 1 : Lol ol : 1. c 1
authorized rote-orrotesimrwhichtheserviceecanbe perrormed:

Required Test Procedures

TE04.11.01: The tester shall check the vendor documentation and verify that the purpose and function
of each service is described. The tester shall also check that the following information is specified for
each service: service inputs, corresponding service outputs, and the authorized role or roles in which
the service can be performed.

TE04.11.02: The tester shall perform the following for each service (i.e. security and non-security
services, both approved and non-approved services).

— Enter each of the specified service inputs and observe that they result in the specified service
outputs.
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— Forservices thatrequire the operator to assume arole, the role shall be assumed to enter each of the
specified service inputs and observe that they result in the specified service outputs.

— For services that require the operator to assume a role, assume the role that is not specified for the
service and enter each of the specified service inputs and observe that the service is not provided.

— For services that require the operator to assume an authenticated role, the role shall be assumed
and authenticated to enter each of the specified service inputs and observe that they result in the
specified service outputs.

— For services that require the operator to assume an authenticated role, the role shall be assumed
but the authentication data shall be modified to fail authentication and enter each of the specified
sdrvice Inputs and observe that the service 1s not provided.

— Far services that provide data output over the data output interface, the tester sh@ll verify the result
against the expected result.

EXAMPLE If the service provides data output which is a function of the servieés.data input,|the tester will
verify the data output result as a function of the provided input data.

AS04.112: (Services — Levels 1, 2, 3, and 4)

A cryptographic module shall provide the following services to)operators.
NOTE This assertion is not separately tested.

Showl|module’ ionineg inf ti

AS04.13: (Services — Levels 1, 2, 3, and 4)

The dryptographic module shall output the hame or module identifier and the versioning
information that can be correlated with a‘validation record (e.g. hardware, software, and/or
firmware versioning information).

Required Vendor Information

VE04.13.01: The vendor documentation shall describe the output of the current name and versioning
information of the cryptographicmodule;

VE04.13.02: The vendor provided documentation shall identify the name or module identifier and the
versioning informationwhich will be posted as the validation record.

VEO04.13.03: The vendor provided documentation, either non-proprietary security policy or an
inistrator guidance, shall specify how to correlate the output of the current npme and the
versioning information with a validation record.

Required Test Procedures

TE04.13-61 i i e identifier and
versioning information) are consistent with specification and with information provided under
assertions AS02.11, AS02.12, and AS11.04.

TE04.13.02: The tester shall verify that the vendor provided documentation (i.e. non-proprietary
security policy or an Administrator guidance) provides sufficient information to unambiguously
identify the module version.

TE04.13.03: The tester shall verify that the output of the current name or module identifier and the
versioning information is sufficient for an operator to correlate the module with a validation record,
with the help of non-proprietary security policy or an administrator guidance.
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Show Status

AS04.14: (Services — Levels 1, 2, 3, and 4)

The cryptographic module shall output current status.

Required Vendor Information

VE04.14.01: The vendor documentation shall describe the output of the current status of the module.

Required Test Procedures

TE04.14.01: 1
is allocated t
specified in A

TE04.14.02: T
Perform self
AS04.15: (Se

The cryptog
{ISO/IEC 197

Required Ve
VE04.15.01: 7]
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operational s

he tester shall verify the vendor documentation to verify that the “Show Status”'s
b at least one authorized role. The tester shall verify that these services are-descri

S04.14.

he tester shall verify that the “Show Status” indicator matches the vendor'documen
rtests

rvices — Levels 1, 2, 3, and 4)

raphic module shall initiate and run the pre-operational self-tests as specif]
D0:2012} 7.10.2.

hdor Information
he vendor documentation shall describe the jnitiation and running of user callable sel
5t Procedures

he tester shall verify that the module provides for the initiation of the running
plf-tests, as specified in {ISO/IEC 19790:2012} 7.10 this is performed under documen

verification i

TEA.01.01.

AS04.17: (Se

de of operatiomwas specified in {ISO/IEC 19790:2012)} 7.2.4.

ik assertion{is-hot separately tested.

c

rvices — Levels 1, 2, 3, and 4)

ervice
bed as

ration.

ied in

-tests.

f pre-
tation

in an

The cryptographic module shall perform zeroisation of the parameters as specified in {ISO/IEC

19790:2012)

NOTE Thi

7.9.7.

s assertion is not separately tested.

6.4.3.2 Bypass capability

AS04.18: (Bypass capability — Levels 1, 2, 3, and 4)

If the module can output a particular data or status item in a cryptographically protected form,
or (as a result of module configuration or operator intervention) can also output the item in a
non-protected form, then a bypass capability shall be defined.

Required Vendor Information
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VE04.18.01: If the module implements a bypass capability, the vendor documentation shall describe the
bypass service.

Required Test Procedures

TE04.18.01: The tester shall verify that the module implements a bypass capability as specified in the
vendor documentation.

AS04.19: (Bypass capability — Levels 1, 2, 3, and 4)

If a cryptographic module implements a bypass capability, then the operator shall assume an
authorized role before configuring the bypass capability.

Required Vendor Information

VEO04.[19.01: If the module implements a bypass capability, the vendor documentation ghall describe
how the operator assumes an authorized role before configuring the bypass capability.

Required Test Procedures

TE04.19.01: The tester shall verify from the vendor documentation that the module requirgs an operator
to asspime an authorized role before configuring the bypass capability

TE04.19.02: The tester shall assume the defined role that isCdpcumented to configure the bypass
capabllity and perform the configuration.

TE04.19.03: The tester shall assume a defined role that'{s not documented to configure the bypass
capabllity and attempt to perform the bypass configuration. The tester shall verify the atfempt fails.

AS04.20: (Bypass capability — Levels 1, 2, 3, and)4)

If a criyptographic module implements a bypass capability, then two independent intérnal actions
shall pe required to activate the capability to prevent the inadvertent bypass of plaintext data
due tg a single error.

Required Vendor Information

VEO04.R0.01: If the module implements a bypass capability, the vendor documentation shall describe the
bypasp service as specified in'\A504.20.

VE04.R0.02: The finite state model and other vendor documentation shall indicate, for dll transitions
into ap exclusive or @lternating bypass state, two independent internal actions that arg required to
transifion into eachtbypass state.

Required Test Procedures

TE04.20.01:)The tester shall verify whether the bypass capability is implemented by thg module. The
tester|shall verify the vendor documentation to verify that the bypass capability is allocated to at least
one authorized role.

TE04.20.02: The tester shall verify the finite state model and other vendor documentation whether each
transition into an exclusive or alternating bypass state shows two independent internal actions that
have to occur in order for the cryptographic module to transition into either exclusive or alternating
bypass state.

TE04.20.03: The tester shall attempt to transition to each bypass state from each state that shows such
a transition and verify that it takes two internal actions to accomplish each such transition.

AS04.21: (Bypass capability — Levels 1, 2, 3, and 4)

If a cryptographic module implements a bypass capability, then the two independent internal
actions shall modify software and/or hardware behaviour that is dedicated to mediate the
bypass capability.
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Required Vendor Information

VE04.21.01: If the module implements a bypass capability, the vendor provided documentation shall
specify how the two independent internal actions modify software and/or hardware behaviour that is
dedicated to mediate the bypass capability.

VE04.21.02: The vendor provided documentation shall specify how the two independent internal
actions protect against the inadvertent bypass of plain text data to a single error.

Required Test Procedures

TE04.21.01: The tester shall Verlfy that Vendor documentatlon spec1fles how the two 1ndependent
internal actigns aga adve ypa 3 ate a = ;

TE04.21.02: The tester shall verify that the two independent internal actions modify software and/or
hardware behaviour that is dedicated to mediate the bypass capability, by inspection and by attempting
to transition fo each bypass state from each state that shows such a transition.

AS04.22: (Bypass capability — Levels 1, 2, 3, and 4)

If a cryptognaphic module implements a bypass capability, then the module shall show staftus to
indicate whether the bypass capability

a) is not|activated, and the module is exclusively providing-services with cryptographic
processing (g.g. plaintext data is encrypted),

b) is actjvated and the module is exclusively providing services without cryptographic
processing (g.g. plaintext data is not encrypted), or

c) is alterpately activated and deactivated and the module is providing some services with
cryptographic processing and some services without cryptographic processing (e.g. for mqdules
with multiple communication channels, plaintext.data is or is not encrypted depending on each
channel configuration).

Required Vepdor Information
VE04.22.01: The vendor documentation for the “Show Status” service shall indicate bypass status.
Required Teft Procedures

TE04.22.01: The tester shall review the vendor documentation for the “Show Status” service and|verify
the bypass service indicatiof.

TE04.22.02: The testerhall transition to each bypass state and verify that the “Show Status” indicates
the applicabl¢ bypass.status.

6.4.3.3 Self-Initiated cryptographic output capability

AS04.23: (Self-initiated cryptographic output capability — Levels 1, 2, 3, and 4)

The self-initiated cryptographic output capability shall be configured by the Crypto Officer and
this configuration may be preserved over resetting, rebooting, or power cycling of the module.

Required Vendor Information
VE04.23.01: The vendor shall provide description of the self-initiated cryptographic output capability.
Required Test Procedures

TE04.23.01: The tester shall verify that the self-initiated cryptographic output capability is configured
by the Crypto Officer.

AS04.24: (Self-initiated cryptographic output capability — Levels 1, 2, 3, and 4)
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If a cryptographic module implements a self-initiated cryptographic output capability, then
two independent internal actions shall be required to activate the capability to prevent the
inadvertent output due to a single error.

NOTE This assertion is not separately tested. Tested as part of AS04.25.

AS04.25: (Self-initiated cryptographic output capability — Levels 1, 2, 3, and 4)

If a cryptographic module implements a self-initiated cryptographic output capability, then the
two independent internal actions shall modify software and/or hardware behaviour that is
dedicated to mediate the capability (e.g. two different software or hardware flags are set, one of
which may be user-initiated).

Required Vendor Information

VEO04.
actival

P5.01: The vendor shall define a set of two internal actions to be independently dope in order to

ke the self-initiated cryptographic output capability.

VEO4.
action

crypt

VEO04.
action

dent internal
self-initiated

P5.02: The vendor provided documentation shall specify how the|two indepen
s modify software and/or hardware behaviour that is dedicated td mediate the
pgraphic output capability.

5.03: The vendor provided documentation shall specifyt how the two indepenfent internal

s protect against the inadvertent output due to a single error.
Required Test Procedures

self-initiated
ifies the two
self-initiated

TEO04.25.01: The tester shall determine whether the ¢gyptographic module implements a
cryptographic output capability. The tester shall verify that vendor documentation spe
indep¢ndent internal actions performed by the cryptographic module before activating the

crypt

the tw

TEO04.

the twf

execu

the so
beforg

TEO4.
crypt

AS04.26: (Self-initiated cryptographic output capability— Levels 1, 2, 3, and 4)

If a cxyptographic module implements a self-initiated cryptographic output capabil
modulle shall show status to indicate whether the self-initiated cryptographic outp
is activated.

NOTE

pgraphic output capability. The tester shall’also verify that vendor documentation

D5.02: The tester shall activate the'self-initiated cryptographic output capability ai
o independent internal actions function as specified. If any software or firmware co
ed in the process of activation, the tester shall examine the applicable source code {

ftware or firmware compenents support the requirement for two independent int
activating the self-initiated cryptographic output capability.

D5.03: The tester shall verify that a status indicator is provided to indicate when the
graphic outputcapability is activated.

bpecifies how

o independent internal actions protect against the inadvertent output due to a single error.

hd verify that
mponents are
0 ensure that
ernal actions

self-initiated

ity, then the
ut capability

This assertion is not separately tested. Tested as part of AS04.25.

6.4.3.4 Software/Firmware loading

AS04.

27: (Software/Firmware loading — Levels 1, 2, 3, and 4)

If a cryptographic module has the capability of loading software or firmware from an external

sourc
NOTE
AS04.

e, then the following requirements shall apply.

This assertion is not separately tested. Tested as part of AS04.28.

28: (Software/Firmware loading — Levels 1, 2, 3, and 4)
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The loaded software or firmware shall be validated by a validation authority prior to loading to
maintain validation.

Required Vendor Information

VEO04.28.01: The vendor shall provide a certificate of validation by a validation authority. This certificate
shall unambiguously identity the software or firmware loaded in the cryptographic module.

Required Test Procedures

TE04.28.01: The tester shall check that the software or firmware version is the one who claims to be.
This identification shall be consistent with the one verified in ISO/IEC 19790:2012, 7.2.3.1.

AS04.29: (Sdftware/Firmware loading — Levels 1, 2, 3, and 4)

All data output via the data output interface shall be inhibited until the software/firmware
loading and Joad test has completed successfully.

Required Vepdor Information

VE04.29.01: The vendor shall describe the process used to inhibit data output during loading professes
and load test

Required Teft Procedures

TE04.29.01: The tester shall verify that the data output is inhibited during software or firnware
loading and 1¢ad test.

AS04.30: (Sdftware/Firmware loading — Levels 1, 2, 3,.and 4)

The Softwarg/Firmware Load Test specified in {ISO/AEC 19790:2012} 7.10.3.4 shall be perfgrmed
before the ldaded code can be executed.

NOTE Thik assertion is not separately tested. Tested as part of AS10.37 to AS10.41.
AS04.31: (Software/Firmware loading — Cevels 1, 2, 3, and 4)

The cryptographic module shall withhold execution of any loaded or modified approved se¢urity
functions until after the pre-operational self-tests specified in {ISO/IEC 19790:2012} 7.10.2 have
been successfully executed.

NOTE Thik assertion is not-separately tested. Tested as part of AS10.37 to AS10.41.

AS04.32: (Software/Firmware loading — Levels 1, 2, 3, and 4)

The modules versiening information shall be modified to represent the addition and/or update
of the newly|loaded software or firmware ({ISO/IEC 19790:2012} 7.4.3).

Required Vehdor Information

VE04.32.01: The vendor shall provide the means to read the version of the newly loaded software or
firmware.

Required Test Procedures

TE04.32.01: The tester shall initiate the software/firmware load test. After the pre-operational self-
tests have been successfully executed subsequent to software/firmware load test, the tester shall
verify that the versioning information is modified to represent the addition and/or update of the newly
loaded software or firmware.

AS04.33: (Software/Firmware loading — Levels 1, 2, 3, and 4)
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If the loading of new software or firmware is a complete image replacement, this shall constitute
an entirely new module which would require validation by a validation authority to maintain
validation.

Required Vendor Information

VE04.33.01: The vendor provided documentation shall specify whether the module supports a complete
image replacement as a result of software/firmware loading and load test.

VEO04.33.02: The vendor shall provide a certificate of validation by a validation authority. This certificate
shall unambiguously identity the software or firmware loaded in the cryptographic module.

= AT & D pu |
Requrrcu TesStTroceaures

TE04.83.01: The tester shall ensure that the new complete image replacementcis*validated by a
validation authority by inspection of the name and version as indicated in AS04.13:

AS04.34: (Software/Firmware loading — Levels 1, 2, 3, and 4)

The new software or firmware image shall only be executed after the module transitions
through a power-on reset.

Required Vendor Information

VE04.B4.01: If a complete image replacement is supported, the*vendor provided documéntation shall
how the new image is executed only after the moduletransitions through a powerton reset.

Required Test Procedures

TEO04.B4.01: The tester shall initiate the software/firmware load test. After the software/firmware
load t¢st passed, the tester shall verify that the lpaded software or firmware cannot be uged until after
the pre-operational self-tests have been successfully executed through power-on reset.

AS04.35: (Software/Firmware loading'<- Levels 1, 2, 3, and 4)
All SSPs shall be zeroised prior to'execution of the new image.
Required Vendor Information

VEO04.B5.01: If a completesimage replacement is supported, the vendor provided documéntation shall
specifly that SSP zeroisation takes place prior to execution of the new image.

VEO04.B5.02: If a complete image replacement is supported, the vendor documentation shall specify the
followjing SSPs zerwaisation information:

a) zdroisatiohrtechniques;

b) rdtienale explaining how the zeroisation technique is performed in a time that is nof sufficient to

H QCCD
C HMIPTUIIIST 50T 5.

Required Test Procedures

TE04.35.01: The tester shall review the vendor documentation to verify that the information specified
in VE04.35.01 is included. The tester shall determine the accuracy of any rationale provided by the
vendor. The burden of proof is on the vendor; if there is any uncertainty or ambiguity, the tester shall
require the vendor to produce additional information as needed.

TE04.35.02: The tester shall note which SSPs are present in the module and initiate the power-on reset
subsequent to software/firmware load test. Following the completion of the pre-operational self-test,
the tester shall attempt to perform cryptographic operations using each of the SSPs that were stored in
the module. The tester shall verify that each SSP cannot be accessed.
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6.4.4 Authentication
Role-Based Authentication
AS04.36: (Role-Based Authentication — Levels 2, 3, and 4)

If role-based authentication mechanisms are supported by a cryptographic module, the module
shall require that one or more roles either be implicitly or explicitly selected by the operator
{and shall authenticate the assumption of the selected role (or set of roles)}.

NOTE This assertion is not separately tested. Tested as part of AS04.37.

AS04.37: (R

If role-based authentication mechanisms are supported by a cryptographic module, the.module
{shall requirg that one or more roles either be implicitly or explicitly selected by the operatol and}
shall authenticate the assumption of the selected role (or set of roles).

Required Vepdor Information

VE04.37.01: The vendor shall document the type of authentication performed for the module. The
vendor shall locument the mechanisms used to perform the implicit or explicit selection of a rold or set
of roles and the authentication of the operator to assume the role(s).

Required Tept Procedures

TE04.37.01: The tester shall verify that the vendor documentation specifies the mechanisms uged for
the selection pf a role or roles and the authentication of the operdtor to assume a role.

TE04.37.02: The tester shall assume each role and initiateéan error during the authentication procedure.
The tester shall verify that the module denies access to@ach role.

AS04.38: (Rgle-Based Authentication — Levels 2, 3, and 4)

If a cryptographic module permits an operator to change roles, then the module| shall
authenticatdg the assumption of any role that was not previously authenticated for that opegrator.

Required Vepdor Information

VE04.38.01: The vendor documentation shall describe the ability of an operator to modify role¢s and
shall state thjt authenticationof'ah operator to assume a new role is required.

Required Teft Procedures

TE04.38.01: The tester,shall verify the vendor documentation to verify that the method by whiich an
operator can modifyxoles includes the authentication of the operator to assume a new role.

TE04.38.02: Thetester shall perform the following tests.

a) Assume a role, attempt to modify to another role that the operator is authorized to assume, and
verify that the module allows the operator to request services assigned to the new role.

b) Assume a role, attempt to modify to another role that the operator is not authorized to assume,
and verify that the module does not allow the operator to request the services assigned only to the
new role.

Identity-B { Aut] -
AS04.39: (Identity-Based Authentication — Levels 3 and 4)

If identity-based authentication mechanisms are supported by a cryptographic module, the
module shall require that the operator be individually and uniquely identified, {shall require that
one or more roles either be implicitly or explicitly selected by the operator, and shall authenticate
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the identity of the operator and the authorization of the operator to assume the selected role or set
of roles}.

Required Vendor Information

VE04.39.01: The vendor documentation shall specify the type of authentication implemented within
the module. The vendor documentation shall specify

a) the mechanism(s) used to perform the identification of the operator,
NOTE1 Thisisassociated with AS04.39.

b) the mpr‘hnnicm(c) used to pernrm the authentication of the npprnfm"c idpnfify’

NQTE 2  Thisis associated with AS04.41.
c) the mechanism(s) used to perform the implicit or explicit selection of a role or sét of rples,
NQPTE 3  This is associated with AS04.40.

d) the mechanism(s) used to perform the verification of the authorization of the operator to assume
the role(s), and

NOTE 4 Thisis associated with AS04.41.

e) the mechanism(s) used to internally maintain the relationship between the identified and
aythenticated operator and the selected role or set of¢oles authorized to assume by the operator.

NOTES5 Thisisassociated with AS04.40, AS04.41, AS04.42, and AS11.13.
Required Test Procedures
TEO04.B9.01: The tester shall verify that the vendor documentation specifies
a)

¢ow the operator is uniquely identified,

DTE 6  This is associated with AS04.39.

h
N

b) h¢w thatidentity is authenticated,
NQTE 7  Thisis associated with AS04.41.
how the operatorchooses a role,
NOPTE8  Thisis associated with AS04.40.

d) how the‘authorization of the operator to assume a role is performed based on the authenticated
identifyyand

N\TEO Tln{ ic o

clc accacia
T T Tto SOttt

e) how the relationship is internally maintained between the identified and authenticated operator
and the selected role or set of roles authorized to assume by the operator.

NOTE 10 This is associated with AS04.40, AS04.41, AS04.42, and AS11.13.

TE04.39.02: The tester shall verify by inspection and from the vendor documentation that the
identification and authentication procedure is implemented as specified in the vendor documentation
provided under VE04.39.01.

TE04.39.03: The tester shall initiate an error during the authentication procedure and shall verify that
the module does not allow the tester to proceed beyond the authentication procedure.
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TE04.39.04: The tester shall successfully authenticate his/her identity to the module. When required to
select one or more roles, the tester shall select roles not compatible with the authenticated identity and
shall verify that authorization to assume the roles is denied.

NOTE 11 This test procedure is associated with AS04.39 and AS04.41.
AS04.40: (Identity-Based Authentication — Levels 3 and 4)

{If identity-based authentication mechanisms are supported by a cryptographic module, the
module shall require that the operator be individually and uniquely identified}, shall require
that one or more roles either be implicitly or explicitly selected by the operator, {and shall
authenticate the identity of the operator and the authorization of the operator to assume the
selected rolefor set of rolesy.

NOTE Thik assertion is not separately tested.
AS04.41: (Identity-Based Authentication — Levels 3 and 4)

{If identity-based authentication mechanisms are supported by a cryptographic module, the
module shall require that the operator be individually and uniquely identified, shall require that
one or more foles either be implicitly or explicitly selected by the operator},and shall authenticate
the identity pf the operator and the authorization of the operator to assiime the selected role or
set of roles.

NOTE Thik assertion is not separately tested.
AS04.42: (Idpntity-Based Authentication — Levels 3 and 4)

If a cryptogijaphic module permits an operator to change roles, then the module shall verify the
authorization of the identified operator to assume any role that was not previously authorijized.

VE04.42.01: The vendor documentation shall specify®
a) whether fhe cryptographic module permits:an operator to modify roles;
b) how an operator can modify roles after‘the operator is identified and authenticated;

c) how the Felationship is internally“maintained between the identified and authenticated opjrator
and the sglected role or set of rolesauthorized to assume by the operator [see item e) of VE04.39.01];

d) how the ¢ryptographic medule enforces the verification of authorization of the identified operator
to assumk a role that wds not previously authorized;

e) condition)s under which the operator’s identity has to be reauthenticated in modifying roles;

f)  how the ¢ryptegraphic module is designed to meet the assertion AS11.13:

1) how theleryptographic module prohibits changing to a Crypto Officer state from any other role
otherthan the Crypto Officer;

2) how the results of previous authentications/authorization is cleared and the cryptographic
module requires the operator to be authenticated and authorized to assume a Crypto Office
role, when changing from any other role other than the Crypto Officer role.

Required Test Procedures

TE04.42.01: The tester shall determine, by inspection and from the vendor documentation, whether the
cryptographic module permits an operator to modify roles.

TE04.42.02: The tester shall verify in the vendor documentation that the method by which an operator
can modify roles without re-authentication of the operator’s identity includes the verification of the
authorization of the operator for a role not previously authenticated.
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TE04.42.03: The tester shall perform the following tests.

a)

b)

Assume each role, attempt to modify to another role that the tester is authorized to assume, verify
that the tester’s identity does not have to be reauthenticated, and verify that the tester can access the
services associated with the new role. The tester shall perform services in the new role that were not
associated with the previous role in order to verify that the tester has assumed a different role.

Assume each role, attempt to modify to another role that the operator is not authorized to assume,
and verify that the module denies access to the role based on the identity of the operator.

TE04.42.04: The tester shall exercise the cryptographic module and verify that the changing to a
Crypto Officer role from any other role other than the Crypto Officer role is prohibited as specified in

the vefidor documentation provided under VEU4.4Z2.01.

AS04.43: (Operator authentication — Levels 1, 2, 3, and 4)

Whern a cryptographic module is reset, rebooted, powered off and subsequently powered on, the

modulle shall require the operator to be authenticated.

Required Vendor Information

VE04.#43.01: The vendor documentation shall describe how the resul{s’of previous authentications are

cleared when the module is powered off.

Required Test Procedures

TE04.#3.01: The tester shall verify the vendor dectumentation that the clearing| of previous

authentications upon power off of the module is described.

TE04.43.02: The tester shall authenticate to the moedule and assume one or more roles, power off the
module, power on the module, and attempt toperform services in those roles. To meet this assertion,

the m¢dule shall deny access to the services.and require that the tester be reauthenticatedl.

AS04.44: (Operator authentication —Levels 1, 2, 3, and 4)

Authdntication data within a cryptographic module shall be protected against unauthorized

use, diisclosure, modification,.and substitution.
NOTE Approved security functions can be used as part of the authentication mechanism.

Required Vendor Information

VE04.#44.01: The vendor documentation shall describe the protection of all authentication data
within the modale: Protection shall include the implementation of mechanisms that protect against

unauthorized disclosure, modification, and substitution.

Required'Test Procedures

TE04.42.017 The tester shall verily the vendor documentation that describes the protection of
authentication data. The tester shall verify that the documentation describes how the data will be
protected against unauthorized disclosure, modification, and substitution.

TE04.44.02: The tester shall perform the following tests.

a)

b)

Attempt to access (by circumventing the documented protection mechanisms) authentication data
for which the tester is not authorized to have access. If the module denies access or allows access
only to encrypted or otherwise protected forms of data, the requirement is met.

Modify authentication data using any method not specified by the vendor documentation and
attempt to enter the modified data. The module shall not allow the tester to be authenticated using
the modified data.

AS04.45: (Operator authentication — Levels 2, 3, and 4)
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If a cryptographic module does not contain the authentication data required to authenticate
the operator for the first time the module is accessed, then other authorized methods (e.g.
procedural controls or use of factory-set or default authentication data) shall be used to control
access to the module and initialize the authentication mechanisms.

Required Vendor Information

VE04.45.01: The vendor documentation shall specify means to control access to the module before it is
initialized.

Required Test Procedures

TE04.45.01: “}u:: tCDtCl D}lcl}]l VvCl lf_y t}lC VClldUl dULulllClltdtiUll dCDLl i‘UCD t}lC l)l ULCdulC lU_y VV}li h the
operator is aythenticated upon accessing the module for the first time.

TE04.45.02: If access to the module before initialization is controlled, the tester shall initiate an error
on an uninitialized module and shall verify that the module denies access. The tester, shall assumne the
authorized rqle and verify that the required authentication complies with the documgented procedures.
The tester shiall attempt to assume other roles before the module has been initialized and verify that
the module dgnies access to the roles.

TE04.45.03: |f default authentication data is used to access to the modile and to initialize the
authentication mechanism, the tester shall assume the authenticated role; and verify that the default
authenticatioE data is replaced upon the first-time authentication. The tester shall also enter the default
authentication data after the first-time authentication and verify that the cryptographic modulg does
not allow theltester to be authenticated.

AS04.46: (Operator authentication — Levels 2, 3, and 4)

If default authentication data is used to control access to the module, then default authenti¢ation
data shall be replaced upon first-time authentication ({ISO/IEC 19790:2012} 7.9.7).

NOTE Thik assertion is not separately tested. Tested as part of AS04.45.

AS04.47: (Operator authentication — Levéls 2, 3, and 4)

If the cryptggraphic module uses security functions to authenticate the operator, then [those
security funftions shall be approved security functions.

Required Vepdor Information

VE04.47.01: The vendor provided documentation shall specify the list of security functions used to
authenticate pperators.

VE04.47.02: The vendor shall provide a validation certificate for each approved security functipns as
specified in E02:20.01.

Required TektPraocedures

TEO04.47.01: The tester shall verify that the security functions used to authenticate operators are all

approved sec

urity functions.

AS04.48: (Operator authentication — Levels 2, 3, and 4)

The module shall implement an approved authentication mechanism as specified in

{ISO/IEC 19790:2012} Annex E.

Required Vendor Information

VE04.48.01: The vendor documentation shall describe the approved authentication mechanism used to
authenticate operators.

46 © ISO/IEC 2017 - All rights reserved


https://iecnorm.com/api/?name=1330993fd3e45a3f0601d73982d163d3

ISO/IEC 24759:2017(E)

VE04.48.02: If the module implements an approved authentication mechanism, the vendor shall provide
a validation certificate as specified in VE02.20.01.

Required Test Procedures

TE04.48.01: The tester shall verify that the authentication mechanism used to authenticate operators is
an approved one.

AS04.49: (Operator authentication — Levels 2, 3, and 4)

The strength of the approved authentication mechanism shall be specified in the security policy
({ISO/IEC 19790:2012} Annex B).

NOTE This assertion is not separately tested. Tested as part of ASB.01.
AS04.50: (Operator authentication — Levels 2, 3, and 4)

For each attempt to use the approved authentication mechanism, the module shall meet the
strength of the authentication objective.

Required Vendor Information

VE04.50.01: The vendor documentation shall specify each authentication mechanism and the associated
false qcceptance rate or probability that a random access will suceeed.

Required Test Procedures

TE04.50.01: The tester shall verify the vendor documentation for each authentication mgchanism that
the aspociated false acceptance or random access rate is specified.

TE04.50.02: The tester shall verify the vendor decumentation for each authentication mgchanism that
the objective is met.

AS04.51: (Operator authentication —.Leyvels 2, 3, and 4)

For multiple attempts to use theCapproved authentication mechanism during al one-minute
period, the module shall meet the strength of the authentication objective.

Required Vendor Information

VEO04.p1.01: The vendor. documentation shall specify each authentication mechanism and the associated
probapility of a successful random attempt during a one-minute period.

Required Test Procedures

TE04.51.01: The' tester shall verify the vendor documentation for each authentication mgchanism that
the aspocidated probability of a successful random is specified.

TEO04.B1:02: The tester shall vprify the vendor documentation for each authentication mdchanism that
the associated probability of a successful random is meeting the objective.

AS04.52: (Operator authentication — Levels 2, 3, and 4)

The approved authentication mechanism shall be met by the module’s implementation and not
rely on documented procedural controls or security rules (e.g. password size restrictions).

Required Vendor Information
VEO04.52.01: The vendor shall provide complete description of the authentication mechanisms.

Required Test Procedures
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TE04.52.01: The tester shall verify by inspection and from the vendor documentation that the approved
authentication mechanism is met by the module’s implementation and does not rely on documented
procedural controls or security rules.

AS04.53: (Operator authentication — Level 2)

If the operating system implements the authentication mechanism, then the authentication
mechanism shall meet the requirements of this clause.

Required Vendor Information

VE04.53.01: The vendor shall provide authentication mechanism specification of the operating system.

Required Teft Procedures

TE04.53.01: The tester shall verify from the vendor documentation and by inspection thatthe approved
authentication mechanism implemented in the operating system meets the applicable requiremepts.

AS04.54: (Operator authentication — Levels 2, 3, and 4)

Feedback offauthentication data to an operator shall be obscured during authentication (¢.g. no
visible display of characters when entering a password).

Required Vepdor Information

VE04.54.01: The vendor documentation shall specify the method used to obscure feedback [of the
authentication data to an operator during entry of the authentication data.

Required Teft Procedures

TE04.54.01: The tester shall verify from the vendor documentation that the authentication data is
obscured durfing data entry.

TE04.54.02:
authenticatiof

he tester shall enter authentication”data and verify that there is no visible display of
data during data entry.

AS04.55: (Operator authentication — Léevels 2, 3, and 4)

Feedback prpvided to an operator'diuring an attempted authentication shall prevent weakiening
of the authentication mechanism strength beyond the required authentication strength.

Required Vepdor Information

VE04.55.01: The vendor,documentation shall specify the feedback mechanism that is used when the
operator is entering authentication data.

Required Tept Procedures

TE04.55.01: The sha or de a 3 pack
not provide information that could be used to guess or determine the authentication data.

TE04.55.02: The tester shall enter authentication data to assume each role to ensure that the feedback
mechanism does not provide useful information.

AS04.56: (Operator authentication — Level 1)

If a module does not support authentication mechanisms, the module shall require that the
operator either implicitly or explicitly select one or more roles.

Required Vendor Information

VE04.56.01: The vendor shall document the type of authentication performed for the module. The
vendor shall document the mechanisms used to perform the implicit or explicit selection of a role or set
of roles and the authentication of the operator to assume the role(s).
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VE04.56.02: The vendor provided non-proprietary security policy shall provide a description of the

roles, either implicit or explicit, that the operator can assume.

VE04.56.03: The vendor provided non-proprietary security policy shall provide instructions for the

operator to assume either the implicit or explicit roles.

Required Test Procedures

TE04.56.01: The tester shall verify that the vendor provided non-proprietary security policy provides
a description of the roles, either implicit or explicit, that the operator can assume and the means to

assume each role.

TE04‘_ C-CCStTC S1Ta VORe e e 918 ed o
verify[that each role can either be implicitly or explicitly assumed.

AS04.[57: (Operator authentication — Level 2)

A cryptographic module shall at a minimum employ role-based authentication to cgntrol access

to themodule.
NOTE This assertion is not separately tested. Tested as part of AS04.36.

AS04.[58: (Operator authentication — Levels 3 and 4)

A cryptographic module shall employ identity-based authentication mechanisms to control

access$ to the module.
NOTE This assertion is not separately tested. Tested as part of AS04.39 to AS04.41.

AS04.[59: (Operator authentication — Level 4)

A cryptographic module shall employ multi-factor identity-based authentication mgchanisms to

contrpl access to the module.

VE04.59.01: The vendor shall provide specification of a multi-factor identity-based authentication and

provide testing features of the mechanism.

Required Test Procedures

TE04.59.01: The tester shall verify the vendor documentation and assess multi-factor iflentity-based

authentication.

6.5 Boftware/Firmware security

AS05.01: (Software/Firmware security — Levels 1, 2, 3, and 4)

The requirements of this clause shall apply to software and firmware complonents of a

cryptpgraphic module.

NOTE This assertion is not separately tested. Tested as part of AS05.02 to AS05.23.

AS05.02: (Software/Firmware security — Levels 1, 2, 3 and 4)

The documentation requirements specified in {ISO/IEC 19790:2012} A.2.5 shall be provided.
Required Vendor Information

VEO05.02.01: The vendor shall provide documentation as specified in ISO/IEC 19790:2012, A.2.5.
Required Test Procedures

TE05.02.01: The tester shall verify completeness of the documentation specified
ISO/IEC 19790:2012, A.2.5.
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AS05.03: (Software/Firmware security — Levels 1, 2, 3 and 4)

The following requirements shall apply to software and firmware components of a cryptographic
module for Security Level 1.

NOTE This assertion is not separately tested.
AS05.04: (Software/Firmware security — Levels 1, 2, 3 and 4)

All software and firmware shall be in a form that satisfies the requirements of {ISO/IEC
19790:2012} without modification prior to installation {ISO/IEC 19790:2012} (7.11.7).

Required Vepdor Information
VEO05.04.01: The vendor shall provide software and firmware specification.
Required Teft Procedures

ations
dule.

TEO05.04.01: The tester shall verify, by inspection of the cryptographic module, that specifid
provided by yendor documentation are consistent with the actual design of the cfyptographic m

AS05.05: (Sofftware/Firmware security — Levels 1, 2, 3 and 4)

For softwarg and firmware modules and the software or firmware gomponent of a hybrid module
(except for the software and firmware components within a disjoint hardware componeit of a
hybrid module): A cryptographic mechanism using an approved integrity technique shill be

applied to a]l software and firmware components within-the module’s defined cryptographic
boundary in|one of the following ways:

— by the cjyptographic module itself;

— by anotHer validated cryptographic module eperating in an approved mode of operatipn.
Required Vepdor Information

VEO05.05.01: The vendor provided documentdtion shall describe the approved integrity techniquefthatis
applied to all|software and firmware components and the software or firmware component of a hybrid
module (except for the software and fitmware components within a disjoint hardware component of a
hybrid module).

VEO05.05.02: The vendor provided*documentation shall specify how the integrity technique is applied
to all softwarle and firmware components and the software or firmware component of a hybrid mpjodule
(except for the software ahd-firmware components within a disjoint hardware component of a hybrid
module) using either

a) asingle gncompassing message authentication code or signature,

or

b) multiple disjoint codes or signatures.

VEO05.05.03: The vendor documentation shall describe whether the approved integrity technique is
implemented either by the cryptographic module itself or by another validated cryptographic module
operating in an approved mode of operation.

VEO05.05.04: The vendor provided documentation shall specify the location of the cryptographic key
used in the integrity technique. If the approved digital signature is used as the integrity technique,
the vendor documentation shall also specify the location of the private signing key which is used to
generate reference signature.

VEO05.05.05: The vendor shall provide a validation certificate for the approved integrity technique as
specified in VE02.20.01.
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Required Test Procedures

TEO05.05.01: The tester shall verify by inspection of the cryptographic module that an approved
integrity technique is applied to all software and firmware components and the software or firmware
component of a hybrid module (except for the software and firmware components within a disjoint
hardware component of a hybrid module) within the module.

TE05.05.02: The tester shall verify that the vendor has provided a validation certificate for the approved
integrity technique implemented as specified in VE02.20.01.

TE05.05.03: If the module implements a hash or MAC for the software/firmware integrity test, the tester
shall verify that the vendor documentation of the software/firmware integrity test fully describes the
proce$s by which the hash or MAC 1s calculated and verified.

TEO05.95.04: If the module implements an approved digital signature for the $oftw
integrjity test, the tester shall verify that the vendor documentation of the software/firmw
test injcludes the following:

ire/firmware
yare integrity

a)
b)

)

S
id

V¢
S(

d) v¢
e)

TEOS.
tester
as spe

TEOS.

ecification of the approved digital signature algorithm implemented;
entification of software and firmware that is protected using the'approved digital s

rification that the pre-calculated value of the approved digital signature is inclu
ftware or firmware;

rification of the approved digital signature;

fafilure of the self-test upon failure of the approved.digital signature verification.

)5.05: Even if the approved integrity technique is provided by another validated
shall verify that the determination of pas&or fail of the software/firmware integrit
cified in AS10.01.

)5.06: By checking the code andyer design documentation, the tester shall ve

implementation of the software/firmware test is consistent with the information pr

ASO5.

TEOS.
failed

ASO5.

For sd
firmw
A cry]
(EDC)
defing

D5 and AS05.08.

)5.07: The tester shall modify the cryptographic software and firmware componen{
if the integrity mechanisms do not detect the modifications.

06: (Software/Firmware security — Levels 1, 2, 3 and 4)

ftware andfirmware components of a hardware cryptographic module and thé
rare components within a disjoint hardware component of a hybrid cryptograj
ptographic mechanism using an approved integrity technique or an error de

gnatures;

ded with the

module, the
y test is made

rify that the
bvided under

s. This testis

» software or

bhic module:
tection code

pdieryptographic boundary or within disjoint hardware components of the hy

shall be applied to all software and firmware components within the hardwF

re module’s
rid module.

Required Vendor Information

VE05.06.01: The vendor provided documentation shall describe the approved integrity technique
or error detection code that is applied to all software and firmware components of a hardware
cryptographic module and the software or firmware components within a disjoint hardware component
of a hybrid cryptographic module.

VEO05.06.02: The vendor provided documentation shall specify how the approved integrity technique or
error detection code is applied to all software and firmware components of a hardware cryptographic
module and the software or firmware components within a disjoint hardware component of a hybrid
cryptographic module.

VE05.06.03: If the module implements an error detection code, the vendor shall provide the
documentation required under VE05.07.01.
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VEO05.06.04: If the cryptographic module implements an approved integrity technique for the integrity
test, the vendor provided documentation shall provide information required under VE05.05.02,
VE05.05.04, and VE05.05.05.

Required Test Procedures

TEO05.06.01: The tester shall verify by inspection of the cryptographic module that an approved
integrity technique or error detection code is applied to all software and firmware components of a
hardware cryptographic module and all software or firmware components within a disjoint hardware
component of a hybrid cryptographic module.

TE05.06.02: If the module implements an error detection code, the tester shall follow procedures

required und

TE05.06.03:
tester shall fg

TE05.06.04:
integrity test

TE05.06.05:

er 1TEUS5.07.01.

f the module implements a hash or MAC for the software/firmware integrity te
llow procedures required under TE05.05.03.

[f the module implements an approved digital signature for the sbftware/firy
the tester shall follow procedures required under TE05.05.04.

By checking the code and/or design documentation, the tester shall verify th

implementatijon of the software/firmware test is consistent with the information provided

AS05.06to A

TE05.06.06: 1
failed if the if

505.08.

'he tester shall modify the cryptographic software andfirmware components. This
tegrity mechanisms do not detect the modificationss

AS05.07: (Sofftware/Firmware security — Levels 1, 2, 3,.and 4)

Ifan EDCis
Required Ve

VE05.07.01:
module. This
provide:

a)
b)
A

descripti

descripti

ised, the EDC shall be at least 16 bits in length.

hdor Information

mechanism shall be an error detection code of at least 16 bits in length. The vendo

bn of EDC calculation algorithm;

calculatipn of the EDCs when_ the software and firmware is installed;

bn of verificationyprocess:

1y
2) com

3) expe

recaqulation of the EDCs when the self-test is initiated;

arison-of the stored EDC against the recalculated EDC;

cted’outputs for success or failure of test.

5t, the

nware

at the
under

testis

'he vendor shall provide the specification of the error detection code used withliin the

I shall

Required Test Procedures

TE05.07.01: The tester shall verify that the error detection code is at least 16 bits in length and verify by
inspection that the following information is provided:

the implementation of the EDC calculation algorithm;

cation process:

recalculation of the EDCs when the self-test is initiated;

2) comparison of the stored EDC against the recalculated EDC;

3) the expected outputs for success or failure of test.

a)

b) the verifi
1)
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AS05.08: (Software/Firmware security — Levels 1, 2, 3, and 4)

If the integrity test fails (i.e. the calculated result is not successfully verified or the EDC cannot
be verified depending on the module type), the module shall enter the error state.

Required Vendor Information

VEO05.08.01: The vendor shall provide the specification of the integrity test of software/firmware.
This mechanism shall be an approved integrity technique or an error detection code depending on the
module type (see AS05.05 and AS05.06).

Required Test Procedures

TEO05.P8.01: The tester shall verify that if the integrity test fails, the module enters the €rjor state.

TEO05.P8.02: The tester shall verify that any temporary values generated during the-intejgrity test are
zeroised upon completion of the integrity test.

AS05.09: (Software/Firmware security — Levels 1, 2, 3, and 4)

The approved integrity technique may consist of a single encompassing message authentication
code or signature, or multiple disjoint authentication codes or signatures of which failure of any
disjoint authentication code or signature shall cause the module to enter the error state.

NOTE This assertion is not separately tested. Tested as part offAS05.05, AS05.06 and AS05.08.
AS05.110: (Software/Firmware security — Levels 1, 2,3, and 4)

The t¢mporary value(s) generated during the integrity test of the module’s software|or firmware
shall be zeroised from the module upon completion of the integrity test.

NOTE This assertion is not separately tested,Tested as part of AS05.08.
AS05.111: (Software/Firmware security— Levels 1, 2, 3, and 4)

An oplerator shall be able to perform the integrity test on demand via an HMI, SFMI, HSM], or
HFMl|service {ISO/IEC 19790:2012} (7.3.2).

Required Vendor Information

VEO05.111.01: The vendor.decumentation shall describe the way to perform the integrity test on demand
via an|HMI, SFMI, HSML.or HFMI service.

Required Test Procedures

TE05.11.01: The'tester shall verify that the integrity test can be performed via an HMI, SFMI, HSM], or
HFMI gervicée on demand.

TEOS5.L1002: The tester shall vprify by inspection of the module that the integrity of all koftware and
firmware components within the module is tested during the integrity test callable on demand.

AS05.12: (Software/Firmware security — Levels 1, 2, 3, and 4)

All data and control inputs, and data, control and status outputs (specified in {ISO/IEC
19790:2012) 7.3.3) of the cryptographic module and services ({ISO/IEC 19790:2012}7.4.3) shall be
directed through a defined HMI, SFMI, HFMI, or HSMI.

Required Vendor Information

VE05.12.01: The vendor documentation requirement is specified under VE05.16.01 and 6.3.1, 6.3.3,
and 6.4.3.

Required Test Procedures
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TE05.12.01: The tester shall verify that the vendor documentation specifies the following:

— totalsetofcommandsusedtorequesttheservicesofthe cryptographicmodule,including parameters
that enter or leave the module’s cryptographic boundary as part of the requested service.

TEO05.12.02: The tester shall verify by inspection and from the vendor documentation that all data
and control inputs, and data, control and status outputs (specified in ISO/IEC 19790:2012, 7.3.3) of
the cryptographic module and services (specified in ISO/IEC 19790:2012, 7.4.3) pass through only the
defined HMI, SFMI, HFMI, or HSMI.

AS05.13: (Software/Firmware security — Levels 1, 2, 3, and 4)

If the SOftW . 0 vV . O S Udu U Ol U O v v ’ Vv - , 0 §—d e 2CH
requisite of the validated module, then the software/firmware load test is applicable and shall
be performed by the validated module with the following exceptions.

— The crygjtographic module is a software module and the loaded software image is a complete
image rdplacement or overlay of the validated module.

— The cryptographic module is a firmware module of physical Security Level 1 and the Ipaded
firmware image is a complete image replacement or overlay of the validated module.

— The cryptographic module is a hybrid software module and the loaded software image is a
complet¢ image replacement or overlay of the disjoint software-components.

— The cryptographic module is a hybrid firmware module©f physical Security Level 1 arid the
loaded firmware image is a complete image replacement or overlay of the disjoint firmware
compong¢nts.

Required Vepdor Information
VEO05.13.01: The vendor shall provide a specification of software/firmware loading processes, inclpding:

a) the type(s) of software/firmware loading processes:

1) addipg software and firmware coniponents;

2) updling existing software and.firmware components;

b) the locatjon where newly loaded software and firmware components are stored;
c) existing §oftware/firmware/hardware components to enforce the software/firmware loading;

d) existing §oftware/firmware components which will be affected, modified, or replaced as a rejsult of
software}/firmware loading;

e) existing §oftware/firmware components which will be neither affected, modified, nor replac¢d as a
result of poftware/firmware loading.

VEO05.13.02: The vendor shall provide the specification of the software/firmware load test performed
by the validated module.

Required Test Procedures

TEO05.13.01: The tester shall determine, by inspection and from the vendor documentation, whether the
cryptographic module has a capability of loading software or firmware.

TEO05.13.02: If the cryptographic module has a capability of loading any software or firmware
components, the tester shall determine, by inspection and from the vendor documentation, the type(s)
of software/firmware loading whether additional software and firmware components are loaded, or
existing software and firmware components are updated.
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TE05.13.03: If additional software and firmware components are loaded, the tester shall verify that the

software/firmware load test is performed with the software/firmware loading.

TE05.13.04: The tester shall determine, by inspection and from the vendor documentation

, whether any

security relevant components are included in the existing components which will be affected, modified,

or replaced as a result of software/firmware loading.

TEO05.13.05: If any security relevant components are included in the existing components affected,

modified or replaced as a result of software/firmware loading, the tester shall ve
software/firmware load test is performed with the software/firmware loading.

rify that the

TE05.13.06: The tester shall verify, by inspection and from the vendor documentation, that a Crypto

OfficefTole has to be assumed to perform software/firmware loading.

TEOS.
imple
VEOS.

3.07: By checking the code and/or design documentation, the tester shall ve
entation of the software/firmware loading is consistent with the information pr
3.01.

TEOS.
TEO04.

3.08: The tester shall verify the implementation of the software/firmware lo3
8.01, TE04.29.01, TE04.32.01, TE04.34.01, TE04.35.01, and TE04:35:02.
AS05.114: (Software/Firmware security — Levels 2, 3 and 4)

The fgllowing requirements shall apply to software and firmware components of a cy
modulle for Security Level 2.

NOTE This assertion is not separately tested. Tested as papt of AS05.15 to AS05.18.

ASO05.15: (Software/Firmware security — Levels:2, 3 and 4)

rify that the
ovided under

d test under

yptographic

The spftware and firmware components of d«ryptographic module shall only include code that

is in executable form (e.g. no source code, object code, or just-in-time compiled code
Required Vendor Information

VEO05.15.01: The vendor shall providésoftware and firmware description with the executal
Required Test Procedures

TEO05.15.01: The tester shall verify, by inspection and from the vendor documentat
documented executabléform does not require further compilation and that there is no
modifjed code.

TEO05.15.02: Theé)tester shall verify, by inspection and from the vendor documentat
docunpented executable form is used for each software/firmware components.

ASO05.116: (Software/Firmware security — Levels 2, 3, and 4)

).

ble form used.

ion, that the
dynamically

ion, that the

There shall be no services via the HMI, SFMI, HFMI, or HSMI interface to allow the operator to

examine the executable code.

Required Vendor Information

VEO05.16.01: The vendor shall provide specification of HMI, SFMI, HFMI, or HSMI services.
Required Test Procedures

TE05.16.01: The tester shall verify the vendor documented specification of services.

TE05.16.02: The tester shall verify from the vendor documentation that the services do
operator to examine the executable code.

TEO05.16.03: The tester shall test the services to verify that the operator cannot
executable code.
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AS05.17: (Software/Firmware security — Levels 2, 3, and 4)

For software and firmware modules and the software or firmware component of a hybrid
module for Security Level 2 (except for the software and firmware components within a disjoint
hardware component of a hybrid module): An approved digital signature or keyed message
authentication code shall be applied to all software and firmware within the module’s defined
cryptographic boundary.

Required Vendor Information

VEO05.17.01: The vendor shall provide documentation that identifies the technique used to maintain the
integrity of the cryptographic software and firmware components.

Required Teft Procedures

TE05.17.01: The tester shall verify that the information specified in VE05.17.01 is included. [f this
information ip not included, then this assertion fails.

TE05.17.02: The tester shall attempt to corrupt the cryptographic software and firmware compdnents.
If the module|determines that the integrity is maintained, this test is failed.

AS05.18: (So[tware/ Firmware security — Levels 2, 3 and 4)
1

If the calcu
error state.

ted result is not successfully verified, the test fails aimd the module shall enter the

NOTE Thik assertion is not separately tested. Tested as part of AS05.17.

tware/Firmware security — Levels 3 and 4)

In addition fo the requirements of Security Levels’1 and 2, the following requirements shall
apply to soffware and firmware modules and the software or firmware component of a hybrid
module for Jecurity Levels 3 and 4 (except for-the software and firmware components within a

disjoint hardware component of a hybrid madule).
NOTE Thik assertion is not separately testéd:Tested as part of AS05.20 to AS05.23.
AS05.20: (Software/Firmware security — Levels 3 and 4)

A cryptographic mechanism using an approved digital signature shall be applied to all soffware
and firmware components within the module’s defined cryptographic boundary.

Required Vepdor Information
VEO05.20.01: The vendorx'shall provide documentation of the approved digital signature mechanisjm.

Required Tept Ptocedures

TE05.20.01: Fertyby 3 sraphie-modile a—eryptographic
mechanism using an approved digital signature mechanism is applied to all software and firmware
components within the module’s defined cryptographic boundary.

cl O y cl

AS05.21: (Software/Firmware security — Levels 3 and 4)

If the calculated result is not successfully verified, the test fails and the module shall enter the
error state.

NOTE This assertion is not separately tested. Tested as part of AS05.17.

AS05.22: (Software/Firmware security — Levels 3 and 4)
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The digital signature technique may consist of a single encompassing signature or multiple
disjoint signatures of which failure of any disjoint signature shall cause the module to enter the
error state.

NOTE This assertion is not separately tested. Tested as part of AS05.05.
AS05.23: (Software/Firmware security — Levels 3 and 4)
The private signing key shall reside outside the module.

Required Vendor Information

VE05.23.01: The vendor documentation requirement is Qppr‘ifipd under VEQOS 05 04_The vendor design

shall gnsure that the private signing key for generating reference signature does not réside within the
crypt]rgraphic module boundary.
Required Test Procedures

TE05.£3.01: The tester shall verify, by inspection and from the vendor documentation, that the private
signinig key does not reside within the cryptographic boundary.

6.6 Pperational environment

6.6.1 | Operational environment general requirements
AS06.01: (Operational environment — Levels 1 and 2)

If the pperational environment is non-modifiableor a limited operational environment, only the
operating system requirements in {ISO/IEC 19790:2012} 7.6.2 shall apply.

NOTE This assertion is not separately testedxlt is tested as part of AS06.04.
AS06.02: (Operational environment —E&evels 1 and 2)

If the|operational environment is.a’modifiable operational environment, the operating system
requirements in {ISO/IEC 19790:2012)} 7.6.3 shall apply.

NOTE This assertion is not separately tested. It is tested as part of AS06.05 to AS06.29 as appllicable.

AS06.03: (Operational-énvironment — Levels 1 and 2)

The dpcumentation'requirements specified in {ISO/IEC 19790:2012} A.2.6 shall be provided.
Required VenderInformation

VE06.p3.04:» The vendor shall provide the documentation requirements as |specified in
ISO/IHC419790:2012, A.2.6.

Required Test Procedures

TE06.03.01: The tester shall verify that the vendor provides documentation as specified in
ISO/IEC 19790:2012, A.2.6.

6.6.2 Operating system requirements for limited or non-modifiable operational environments
AS06.04: (Operational environment — Level 1)

The requirements in {ISO/IEC 19790:2012} 7.6.3 Security Level 1 shall be applicable if the module
is Security Level 1 in {ISO/IEC 19790:2012} 7.7.

NOTE This assertion is not separately tested. It is tested as part of AS06.05 to AS06.08.
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6.6.3 Operating system requirements for modifiable operational environments
NOTE The requirements AS06.05 to AS06.29 apply to the operating system or operating environment as
applicable.

AS06.05: (Operational environment — Levels 1 and 2)

Each instance of a cryptographic module shall have control over its own SSPs.

NOTE 1
external proce

NOTE2  Thi

sses/operators.

s requirement cannot be enforced by administrative documentation and procedures but

Each instance of a cryptographic module controls its own SSPs and are not owned or controlled by

by the

cryptographic
Required Ve

VE06.05.01: ]
that each ins
process is in

Required Te

TE06.05.01: 1
system that

TE06.05.02: 1
system that t

TE06.05.03: ]
user guidanc
tester shall at
values, and of

AS06.06: (Operational environment — Levels 1 and 2)

The operati
processes fT
modification
storage with

Required Ve

VE06.06.01: ]
provide the c
uncontrolled

module itself.
hdor Information

'he vendor shall provide a description of the operating system mechanismised to ¢
fance of a cryptographic module has control over its own SSPs whilé ‘the cryptog
ise.

5t Procedures

'he tester shall verify from the vendor documentation and by inspection of the ope

'he tester shall verify from the vendor documenptation and by inspection of the op¢
he requirement shall be enforced by the cryptegraphic module itself.

[he tester shall perform cryptographic functions as described in the crypto offic
e documentation. While the cryptographic functions are executing, the same or aj
tempt to gain unauthorized access tosecret and private keys, intermediate key gene
her SSPs which are under the control of the cryptographic module.

bnal environment shall provide the capability to separate individual applig
om each other in order to prevent uncontrolled access to CSPs and uncont

in the operational‘environment.
ndor Information

'he vendor'shall provide a description of the operational environment mechanism u
hpability to separate individual application processes from each other in order to p
access to CSPs and uncontrolled modifications of SSPs regardless if this data is

process mem

nsure
raphic

rating

each instance of a cryptographic module has controlhover its own SSPs while the
cryptographifc module is in use.

rating

br and
hother
ration

ration
rolled

s of SSPs regardless if this data is in the process memory or stored on persjistent

sed to
revent
in the

by Or stored on persistent storage within the operational environment.

Required Test Procedures

TE06.06.01: The tester shall verify from the vendor documentation and by inspection of the operational
environment mechanism used thatit provides the capability to separate individual application processes
from each other in order to prevent uncontrolled access to CSPs and uncontrolled modifications of SSPs
regardless if this data is in the process memory or stored on persistent storage within the operational
environment.

TE06.06.02: The tester shall perform cryptographic functions as described in the crypto officer and
user guidance documentation. While the cryptographic functions are executing, the same or another
tester shall attempt to gain access to CSPs and perform modifications of SSPs regardless if this data is in
the process memory or stored on persistent storage within the operational environment.

AS06.07: (Operational environment — Levels 1 and 2)
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Restrictions to the configuration of the operational environment shall be documented in the
security policy of the cryptographic module.

Required Vendor Information

VE06.07.01: The vendor shall provide documentation which provides a description of any restrictions
to the operational environment.

Required Test Procedures

TE06.07.01: The tester shall verify that any restrictions to the operational environment are documented
in the Security Policy.

AS06.08: (Operational environment — Levels 1 and 2)

Processes that are spawned by the cryptographic module shall be owned by the’'module and are
not owned by external processes/operators.

NOTE This requirement cannot be enforced by administrative documentation‘and procedures but by the
cryptographic module itself.

Required Vendor Information

VE06.p8.01: The vendor shall provide a description of the operating system mechanism uped to ensure
that pfocesses that are spawned by the cryptographic module*are owned by the modulge and are not
owned by external processes/operators.

Required Test Procedures

TE06.P8.01: The tester shall verify from the vendorydocumentation and by inspection of the operating
systerp that processes that are spawned by the eryptographic module are owned by the mpdule and are
not owned by external processes/operators.

TE06.P8.02: The tester shall verify from.the vendor documentation and by inspection of the operating
systerh that the requirement shall be entfforced by the cryptographic module itself.

TE06.P8.03: The tester shall perform cryptographic functions as described in the crypto officer and user
guidance documentation. While'the cryptographic functions are executing, the same or another tester
shall gttempt to gain ownership of a spawned cryptographic process that is owned by a dgryptographic
module from either a separate external process or operator.

AS06.09: (Operational environment — Level 2)

For Security Leyvel 2, an operating environment shall meet the following requirgments or as
allowed by the validation authority.

NOTE If the operating environment requirements are not specified by a validation authority, fhe assertion is
tested[inlAS06.10 to AS06.29.

NOTE 2  If the operating environment requirements are specified by a validation authority, the assertion is
tested as follows.

Required Vendor Information

VE06.09.01: The vendor shall provide documentation which provides a description of the operating
environment.

VE06.09.02: The vendor shall provide documentation comparing the operating environment with the
operating environment allowed by the validation authority.

Required Test Procedures

TE06.09.01: The tester shall verify that the vendor documentation provides a description of the
operating system.
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TE06.09.02: The tester shall verify by inspection of the operating system that it matches the vendor
provided description of the operating system.

TE06.09.03: The tester shall verify by inspection of the operating system and the vendor provided
description of the operating system that it is allowed by the validation authority.

AS06.10: (Operational environment — Level 2)

All cryptographic software, SSPs, and control and status information shall be under the control
of an operating system that implements either role-based access controls or, at the minimum,
a discretionary access control with robust mechanism of defining new groups and assigning
restrictive permissions, for example, through access control lists (ACLs) and with the capability
of assigning [each user to more than one group.

Required Vepdor Information

VE06.10.01: The vendor shall provide operating system documentation which provides.adescription of
the operating system control mechanisms which implements either role-based access controls orjat the
minimum, a discretionary access control with robust mechanism of defining new-groups and assfgning
restrictive p¢rmissions, for example, through access control lists (ACLs) and with the capability of
assigning eadh user to more than one group.

Required Tept Procedures

TE06.10.01: The tester shall verify that the vendor documentationy and by inspection of opgrating
system contrpl mechanisms, that the operating system impleménts either role-based access cdqntrols
or, at the mihimum, a discretionary access control with rgbust mechanism of defining new groups
and assigning restrictive permissions, for example, through‘access control lists (ACLs) and with the
capability of &ssigning each user to more than one groups

TE06.10.02: The tester shall configure the operating systems role-based access controls or discretjonary
access contrdls to give permissions to a specific user or group. The tester, assuming a permitted user
or group role| shall attempt to execute, modify, ef’read SSPs, control or status data which the tester has
authorized aqcess.

TE06.10.03: The tester shall configure the'operating systems role-based access controls or discretjonary
access contrdls to give permissions te-aspecific user or group. The tester, assuming a different yser or
group role, shall attempt to execute, modify, or read SSPs, control or status data which the tester has
unauthorized access.

AS06.11: (Operational environment — Level 2)

The operatjng system: shall be configured to protect against unauthorized execution,
modification, and réading of SSPs, control and status data.

Required VepdorInformation

VE06.11.01: The vendor shall provide operating system documentation which provides a description
of the operating system control mechanisms which can be configured to protect against unauthorized
execution, modification, and reading of SSPs, control and status data.

Required Test Procedures

TE06.11.01: The tester shall verify that the vendor documentation, and by inspection of operating
system control mechanisms, that the operating system can be configured to protect against
unauthorized execution, modification, and reading of SSPs, control and status data.

TE06.11.02: The tester shall configure the operating system to protect against unauthorized execution,
modification, and reading of SSPs, control and status data. During execution of a cryptographic process,
the tester shall attempt to execute, modify or read SSPs, control or status data which the tester has
authorized access.
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TE06.11.03: The tester shall configure the operating system to protect against unauthorized execution,
modification, and reading of SSPs, control and status data. During execution of a cryptographic process,
the tester shall attempt to execute, modify or read SSPs, control or status data which the tester has
unauthorized access.

AS06.12: (Operational environment — Level 2)

{To protect plaintext data, cryptographic software, SSPs, and authentication data, the access
control mechanisms of the operating system} shall be configured to define and enforce the set
of roles or the groups and their associated restrictive permissions that have exclusive rights to

execute the stored cryptographic software.

Requ red Vendor Information

VEO06.[12.01: The vendor shall provide operating system documentation which protides

of roles or the groups and their associated.xestrictive permissions to give exclu
the stored cryptographic software. The tester shall verify that they have exclu
the stored cryptographic software.

TE06.[12.03: The tester shall configure the eperating system control mechanisms to defin
the sef of roles or the groups and their associated restrictive permissions to not give excly
executle the stored cryptographic software. The tester shall verify that they do not have ex

a description
b and enforce
sive rights to

of operating

control mechanisms, that the operating system is configured to define and enfofce the set of

Lo execute the

e and enforce
sive rights to
sive rights to

e and enforce
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clusive rights

to exegute the stored cryptographic software.

AS06/13: (Operational environment — Level 2)

{To protect plaintext data; cryptographic software, SSPs, and authentication data, the dccess control
mechanisms of the operating system} shall be configured to define and enforce the set of roles
or thg groups and their associated restrictive permissions that have exclusive rights to modify
(i.e. wWrite, replace,.and delete) the following cryptographic module software stored within the
cryptpgraphic boundary: cryptographic programs, cryptographic data (e.g. cryptographic audit
data), SSPs, and plaintext data.

Required Vendor Information

VE06.13.01: The vendor shall provide operating system documentation which provides a description
of how the access control mechanisms of the operating system are configured to define and enforce
the set of roles or the groups and their associated restrictive permissions that have exclusive rights to
modify (i.e. write, replace, and delete) the following cryptographic module software stored within the
cryptographic boundary: cryptographic programs, cryptographic data (e.g. cryptographic audit data),
SSPs, and plaintext data.

Required Test Procedures

TE06.13.01: The tester shall verify that the vendor documentation, and by inspection of operating
system control mechanisms, that the operating system is configured to define and enforce the set of
roles or the groups and their associated restrictive permissions that have exclusive rights to modify
(i.e. write, replace, and delete) the following cryptographic module software stored within the
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cryptographic boundary: cryptographic programs, cryptographic data (e.g. cryptographic audit data),
SSPs, and plaintext data.

TE06.13.02: The tester shall configure the operating system control mechanisms to define and enforce
the set of roles or the groups and their associated restrictive permissions to give exclusive rights to
execute the stored cryptographic software. The tester shall verify that they have exclusive rights to
modify (i.e. write, replace, and delete) the following cryptographic module software stored within the
cryptographic boundary: cryptographic programs, cryptographic data (e.g. cryptographic audit data),
SSPs, and plaintext data.

TE06.13.03: The tester shall configure the operating system control mechanisms to define and
enforce the set of roles or the groups and their associated restrictive permissions to not give exclusive
rights to modify (i.e. write, replace, and delete) the following cryptographic module software stored
within the crfyptographic boundary: cryptographic programs, cryptographic data (e.g. cryptographic
audit data), §SPs, and plaintext data. The tester shall verify that they do not have exclusive rights to
modify (i.e. wlrite, replace, and delete) the following cryptographic module software stored within the
cryptographifc boundary: cryptographic programs, cryptographic data (e.g. cryptographic audit|data),
SSPs, and plajntext data.

AS06.14: (Operational environment — Level 2)

{To protect plaintext data, cryptographic software, SSPs, and authentication data, the ¢
control mechanisms of the operating system} shall be configured ‘to define and enforce t
of roles or the groups and their associated restrictive permissions that have exclusive rig

read cryptographic data (e.g. cryptographic audit data), CSPs, and plaintext data.
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Required Tept Procedures
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that they do not have exclusive rights to read cryptographic data (e.g. cryptographic audit data), CSPs,

and plaintext

data.

AS06.15: (Operational environment — Level 2)

{To protect plaintext data, cryptographic software, SSPs, and authentication data, the access
control mechanisms of the operating system} shall be configured to define and enforce the set
of roles or the groups and their associated restrictive permissions that have exclusive rights to
enter SSPs.

Required Vendor Information
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VE06.15.01: The vendor shall provide operating system documentation which provides a description of
how the access control mechanisms of the operating system are configured to define and enforce the set
of roles or the groups and their associated restrictive permissions that have exclusive rights to enter SSPs.

Required Test Procedures

TE06.15.01: The tester shall verify that the vendor documentation, and by inspection of operating
system control mechanisms, that the operating system is configured to define and enforce the set of
roles or the groups and their associated restrictive permissions that have exclusive rights to enter SSPs.

TE06.15.02: The tester shall configure the operating system control mechanisms to define and enforce
the set of roles or the groups and their associated restrictive permissions to give exclusive rights to
enter §SPs.

TE06.[15.03: The tester shall configure the operating system control mechanisms to(defing and enforce
the sef of roles or the groups and their associated restrictive permissions to not give‘exclysive rights to
enter $SPs. The tester shall verify that they do not have exclusive rights to enterSSPs.

AS06.[16: (Operational environment — Level 2)

The following specifications shall be consistent with the roles or designated groups’ rights and
serviges as defined in the security policy.

NOTE This assertion is not separately tested. It is tested as part'efAS06.17 to AS06.20.

AS06.117: (Operational environment — Level 2)

When not supporting a maintenance role, the opetating system shall prevent all o!:erators and
running processes from modifying running cryptographic processes (i.e. loaded and executing
cryptpgraphic program images).

Required Vendor Information

VEO06.[17.01: The vendor shall provide opérating system documentation which provides a description
of how the operating system prevents all operators and running processes from modiflying running
cryptographic processes (i.e. loaded and executing cryptographic program images) [when not in
maintgnance mode.

VEO06.117.02: The specifications of how the operating system prevents all operators |and running
processes from modifying\running cryptographic processes (i.e. loaded and executing dryptographic
program images) when_not in maintenance mode shall be consistent with the roles qr designated
groupp’ rights and services as defined in the Security Policy.

Required Test-Procedures

TE06.17.01: The tester shall verify that the vendor documentation, and by inspection| of operating

systerp. €ontrol mechanisms, that the operating system is configured to prevent all operators and

i £ Aifrs 33 3 PrETe 3 L3 ] dad d 3
runnikg-preecesses—{rom—modifying—running—eryptographie—proeesses—{ie—leaded—ahd executing

cryptographic program images) when not in maintenance mode.

TE06.17.02: The tester shall verify that the roles or designated groups’ rights and services as defined in
the Security Policy are consistent with how the operating system is configured to prevent all operators
and running processes from modifying running cryptographic processes (i.e. loaded and executing
cryptographic program images) when not in maintenance mode.

TE06.17.03: The tester shall configure the operating system control mechanisms to preventall operators
and running processes from modifying running cryptographic processes (i.e. loaded and executing
cryptographic program images) when not in maintenance mode. The tester shall assume an operator
role and verify that they are prevented from modifying running cryptographic processes (i.e. loaded
and executing cryptographic program images) when not in maintenance mode. The tester shall verify
that running processes are prevented from modifying running cryptographic processes (i.e. loaded and
executing cryptographic program images) when not in maintenance mode.
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AS06.18: (Operational environment — Level 2)

The operating system shall prevent processes in user role or user groups from gaining either
read or write access to SSPs owned by other processes and to system SSPs.

Required Vendor Information

VE06.18.01: The vendor shall provide operating system documentation which provides a description of
how the operating system prevents processes in user roles or user groups from gaining either read or
write access to SSPs owned by other processes and to system SSPs.

VE06.18.02: The spec1f1cat10ns of how the operatlng system prevents processes in user roles or user
groups from gaining e-acee o As shall
be consistent|with the roles or des1gnated groups rlghts and services as defined in the Securlty Poljcy.

Required Telt Procedures

TE06.18.01: Tihe tester shall verify that the vendor documentation, and by inspection ef0perating dystem
control mechphnisms, that the operating system is configured to prevent processes |in‘user roles dr user
groups from gaining either read or write access to SSPs owned by other processes and to system §SPs.

TE06.18.02: The tester shall verify that the roles or designated groups’ rights and services as defined
in the Security Policy is consistent with how the operating system is configured to prevent professes
in user roles pr user groups from gaining either read or write access,to SSPs owned by other professes
and to systenp SSPs.

TE06.18.03: The tester shall configure the operating system control mechanisms to prevent procesgses in
user roles or yiser groups from gaining either read or write accéss to SSPs owned by other processes and
to system SSHs. The tester shall verify that running processes'in user roles or user groups are preyented
from gainingleither read or write access to SSPs owned by'other processes and to system SSPs.

AS06.19: (Operational environment — Level 2)

The configuration of the operating system“that meets the above requirements {A506|16 to
AS06.18)} shalll be specified in the Administrator Guidance.

Required Vepdor Information

VE06.19.01: The vendor shall provide the Administrator Guidance documents which provjdes a
description of how the operating:system is configured to meet the requirements in AS06.16 to A§06.18.

Required Tept Procedures

TE06.19.01: The testef¢shall verify that the vendor provided Administrator Guidance documents
provide a deqcription.of how the operating system is configured to meet the requirements in A$06.16
to AS06.18.

AS06.20: (Oppratinnal environment — Level 2)

The Administrator Guidance shall state that the operating system must be configured as
specified {A506.16 to AS06.18} for the module contents to be considered protected.

Required Vendor Information

VE06.20.01: The vendor shall provide the Administrator Guidance documents which state that the
operating system shall be configured as specified AS06.16 to AS06.18 for the module contents to be
considered protected.

Required Test Procedures

TE06.20.01: The tester shall verify that the vendor provided Administrator Guidance documents state
that the operating system shall be configured as specified AS06.16 to AS06.18 for the module contents
to be considered protected.
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AS06.21: (Operational environment — Level 2)

The identification and authentication mechanism to the operating system shall meet the
requirements of {ISO/IEC 19790:2012} 7.4.3 and be specified in the module’s security policy.

NOTE This assertion is not separately tested. Tested as part of AS06.24 to AS06.28.
AS06.22: (Operational environment — Level 2)

All cryptographic software, SSPs, control and status information shall be under the control of
{an operating system which shall have, at a minimum, the following attributes.)}

NOTE This assertion is not cppnrqu]v tested Tested as part of ASOA 24 t0 ASQA 28

AS06.23: (Operational environment — Level 2)

{All ciyptographic software, SSPs, control and status information shall be under'the dontrol of} an
operating system which shall have, at a minimum, the following attributes.

NOTE This assertion is not separately tested. Tested as part of AS06.24 to AS06.28.
AS06.24: (Operational environment — Level 2)

The gperating system shall provide an audit mechanism \with the date and tjme of each
audited event.

NOTE An assumption of this assertion is that the cryptographic module is using the audit mechanism
provided by the operating system to audit the identified ewvents. It is insufficient for the cryptographic module
softwdre to use another file as its audit log, no matter how well protected.

Required Vendor Information

VEO06.P4.01: The vendor shall provide operating system documentation which provides [a description
of thejaudit mechanism provided by the operating system and how each event is marked with the date
and tifne.

Required Test Procedures

TE06.£4.01: The tester shall(verify that the vendor documentation, and by inspection| of operating
systerh, that an audit mechanjsm is provided and that each event is marked with the date pnd time.

AS06.25: (Operational environment — Level 2)
The cfyptographicmodule shall not include SSPs as part of any audit record.
Required Vendor Information

VE06.R501/The vendor shall provide operating system documentation which provides fa description
of the cryptographic module’s services that provide audit records to the audit mechlanism of the
operating system.

Required Test Procedures

TE06.25.01: The tester shall verify that the vendor documentation, and by inspection of the
cryptographic module’s services that provide audit records to the audit mechanism of the operating
system, that no SSPs are provided in the audit records.

TE06.25.02: The tester shall execute the module’s services that provide audit records and examine the
operating system audit logs to verify that no SSPs were provided.

AS06.26: (Operational environment — Level 2)
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The cryptographic module shall provide the following events to be recorded by the
mechanism of the operating system:

— modifications, accesses, deletions, and additions of cryptographic data and SSPs;

— attempts to provide invalid input for Crypto Officer functions;

audit

— addition or deletion of an operator to and from a Crypto Officer role (if those roles are

managed by the cryptographic module);

— the use of a security-relevant Crypto Officer function;

— theuse gfan authentication mechanism (e.g.login) associated with the cryptographicimy
— explicit requests to assume a Crypto Officer role.
Required Vepdor Information

VE06.26.01: The vendor shall provide operating system documentation which provides a descr
of the cryptdgraphic module events that are provided and recorded by tHe audit mechanism
operating syqtem.

Required Tept Procedures

TE06.26.01: |[The tester shall verify that the vendor docunientation, and by inspection
cryptographic module’s services that provide audit event secords to the audit mechanism
operating system, that the list of events specified in AS06.26 {modifications, accesses, deletion
additions of qryptographic data and SSPs; attempts to previde invalid input for Crypto Officer fun
addition or deletion of an operator to and from a Crypto Officer role (if those roles are manag
the cryptogrgphic module); the use of a security-rélevant Crypto Officer function; requests to
authenticatioh data associated with the cryptographic module; the use of an authentication mech
(e.g. login) asqociated with the cryptographic module; and explicit requests to assume a Crypto Officq
are provided |py the cryptographic module for,event recording.

TE06.26.02: [The tester shall execute. the module’s services that provide audit event record
examine the pperating system audit(logs to verify that the events in AS06.26 {modifications, ac
deletions, and|additions of cryptographic data and SSPs; attempts to provide invalid input for Crypto

functions; addition or deletion of‘an*operator to and from a Crypto Officer role (if those roles are mg
by the cryptographic module);\the use of a security-relevant Crypto Officer function; requests to

authenticatioh data associgted with the cryptographic module; the use of an authentication mech
(e.g. login) asdociated with'the cryptographic module; and explicit requests to assume a Crypto Office
were record

NOTE Thg tester'DOES NOT have to test the audit mechanism provided by the operating syst¢
identified by the'vendor.

bdule;

iption
of the

bf the
of the
s, and
rtions;
jed by
access
anism
rrole}

s and
resses,
Dfficer
naged
access
anism
rrole}

m and

AS06.27: (Operational environment — Level 2)

The audit mechanism of the operating system shall be capable of auditing the following operating

system related events:
— all operator read or write accesses to audit data stored in the audit trail;

— access to files used by the cryptographic module to store cryptographic data or SSPs;

— addition or deletion of an operator to and from a Crypto Officer role (if those roles are

managed by operational environment);

— requests to use authentication data management mechanisms;
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attempts to use the trusted channel function and whether the request was granted, when

identification of the initiator and target of a trusted channel, when trusted channel is

VE06.27.01: The vendor shall provide operating system documentation which provides a description
of the operating system events that are provided and recorded by the audit mechanism of the
operating system.
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P7.01: The tester shall verify that the vendor documentation, and by inspectign of
 documentation, that the operating system provides the list of events specifie
erator read or write accesses to audit data stored in the audit trail; acéess to file
lgraphic module to store cryptographic data or SSPs; addition or deletion df an operator
Officer role (if those roles are managed by operational environment); iéquests to use g

d, when trusted channel is supported at this security level; and.identification of the
of a trusted channel, when trusted channel is supported at this-security level} as audit
audit mechanism of the operating system.

D7.02: The tester shall execute the cryptographic module’s services to verify that
h events in AS06.27 {all operator read or write accesses to audit data stored in t
to files used by the cryptographic module to stoxe cryptographic data or SSPs; additi
perator to and from a Crypto Officer role (if those roles are managed by operational
ts to use authentication data management mechanisms; attempts to use the tri
bn and whether the request was granted,-When trusted channel is supported at this
entification of the initiator and target of a-trusted channel, when trusted channel is sup
y level} were recorded.

The tester DOES NOT have to test the audit mechanism provided by the operatiy
ed by the vendor.

28: (Operational environment — Level 2)

perating system_shall be configured to prevent operators other than thd

data stored within the operational environment of the cryptographic module.

P8.01xThe vendor shall provide operating system documentation that specifies how
h is configured to prevent operators other than those with the privileges identified i1

the operating
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to and from a
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environment of the cryptographic module.

Requi

red Test Procedures

TE06.28.01: The tester shall verify that the vendor documentation, and by inspection of operating
system configuration controls, that the operating system is configured to prevent operators other
than those with the privileges identified in the Security Policy from modifying cryptographic module
software and audit data stored within the operational environment of the cryptographic module.

TE06.28.02: The tester shall configure the operating system controls to prevent operators other than
those with the privileges identified in the Security Policy from modifying cryptographic module
software and audit data stored within the operational environment of the cryptographic module.
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TE06.28.03: The tester shall assume the privileges identified in the Security Policy to allow modification
of the cryptographic module software and audit data stored within the operational environment of the

cryptographi

¢ module and verify that modification can be achieved.

TE06.28.04: The tester shall assume the privileges identified in the Security Policy that do not allow
modification of the cryptographic module software and audit data stored within the operational

environment

of the cryptographic module and verify that modification cannot be achieved.

AS06.29: (Operational environment — Level 2)

Only operating systems that are configured to meet the above security requirements {AS06.05
to AS06.28) shall be permitted at this security level, whether or not the cryptographic module

operates in 4

NOTE Thi

6.7 Physid

6.7.1 Phys
AS07.01: (P

A cryptogrd
unauthorize
modification

Required Ve

VE07.01.01: 17
are employed
and data (inc

Required Te

TE07.01.01:
security mec

TE07.01.02: T|
AS07.02: (Ph

All hardwar

boundary sh
NOTE Thi

AS07.03: (Ph

N approved mode of operation.

5 assertion is not separately tested. Tested as part of AS06.05 to AS06.28.
al security

cal security embodiments
ysical security — Levels 1, 2, 3, and 4)

phic module shall employ physical security mechanisms in order to r¢

of the module (including substitution of the entire module) when installed.

hdor Information

by the module. The contents of the module, including all hardware, firmware, sof
uding plaintext CSPs) shall be protected:

5t Procedures

'he tester shall verify that.the-vendor documentation describes the applicable p}
hanisms that are employed®y the module.

ysical security —\Levels 1, 2, 3, and 4)

e, software, firmware, and data components and SSPs within the cryptogi
all be protected.

5 asseftion is not separately tested.

ysical security — Levels 1, 2, 3, and 4)

strict

d physical access to the contents of the module and to deter unauthorized yse or

he vendor documentation shall describe the‘applicable physical security mechanisnps that

fware,

lysical

he tester shall verify thatthe physical security mechanisms documented are implemlented.

aphic

The requirements of this clause shall be applicable to hardware and firmware modules, and
hardware and firmware components of hybrid modules.

NOTE Thi

s assertion is not separately tested.

AS07.04: (Physical security — Levels 1, 2, 3, and 4)

The requirements of this clause shall be applicable at the defined physical boundary of the module.

NOTE Thi

s assertion is not separately tested.

AS07.05: (Physical security — Levels 1, 2, 3, and 4)
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Depending on the physical security mechanisms of a cryptographic module, unauthorized
attempts at physical access, use, or modification shall have a high probability of being detected:

— subsequent to an attempt by leaving visible signs (i.e. tamper evidence);

and/or

— during an access attempt

{and appropriate immediate actions shall be taken by the cryptographic module to protect CSPs).

NOTE
ASO07.

{In co

modulle to protect CSPs.

NOTE

ASO07.

The dpcumentation requirements specified in {ISO/IEC 19790;2012} A.2.7 shall be pj

NOTE

6.7.2
ASO07.

The fgllowing requirements shall apply to all physical embodiments.

NOTE

ASO07.

Documentation shall specify the physical embodiment and the security level fg

physi

Required Vendor Information

VEO7.
crypt

The specified physical embodiment shall be consistent with the module physical desigy
docunpentation shall also state which security level (1 to 4) the module is intended to mee|

Requ ed Test Praocedures

This assertion is not separately tested.

D6: (Physical security — Levels 1, 2, 3, and 4)

njunction with AS07.05:} Appropriate immediate actions shall be taken by-the cr

This assertion is not separately tested.

D7: (Physical security — Levels 1, 2, 3, and 4)

This assertion is not separately tested.

Physical security general requirements

P8: (Physical security — Levels 1, 2, 3, and 4)

Tested as part of AS07.09 to AS07.33,

DO9: (Physical security — Levels 1;2, 3, and 4)

ral security mechanisms ofa cryptographic module are implemented.

9.01: The vendor. documentation shall specify the physical embodiment of the modu

yptographic

rovided.

r which the

e: single-chip

graphic module/ multiple-chip embedded cryptographic module, or multiple-chip standalone
cryptographic module, as defined in ISO/IEC 19790:2012, 7.7.1.

1. The vendor
it.

TE07.09.01: The tester shall verify that the vendor identified that the cryptographic module is either

a single-chip module, a multi-chip embedded module, or a multi-chip standalone module as defined in
ISO/IEC 19790:2012, 7.7.1.

The tester shall perform an independent determination that the physical embodiment satisfies one of
the three criteria specified below. The fundamental determining characteristics of the three physical
embodiments and some common examples are summarized below.

a) Single-chip cryptographic module. Characteristics: A single integrated circuit (IC) chip, used as a
standalone device or physically embedded within some other module or enclosure that may not be
physically protected. The single-chip will consist of one die that may be covered with a uniform
external material such as plastic or ceramic, and external input/output connectors. Examples:
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Single IC chips, smart cards with a single IC chip, or other systems with a single IC chip to implement
cryptographic functions.

b) Multiple-chip embedded cryptographic module. Characteristics: Two or more IC chips
interconnected and physically embedded within some other product or enclosure that may not be
physically protected.

c) Multiple-chip standalone cryptographic module. Characteristics: Two or more IC chips
interconnected and physically embedded in an enclosure that is entirely physically protected.

TEO07.09.02: The tester shall verify that the vendor documentation states which security level the
module is intended to meet. The tester shall perform an independent determination of the security
level that the[module actually meets.

sical security — Levels 1, 2, 3, and 4)

Whenever z¢roisation is performed for physical security purposes, the zeroisation'shall occur in
a sufficiently small time period so as to prevent the recovery of the sensitivedata betweé¢n the
time of dete¢tion and the actual zeroisation.

Required Vepdor Information

VEO07.10.01: The vendor documentation shall specify the response time-of the zeroisation after thmper
detection.

Required Teft Procedures

TE07.10.01: The tester shall verify that the vendor documentation describes the zeroisation regponse
time after th¢ tamper detection.

TE07.10.02: The tester shall verify that the zeroisdtion response mechanism is implemented as
specified.
AS07.11: (Phlysical security — Levels 1, 2, 3, and 4)

{If a module includes a maintenance role that requires physical access to the contents of the module
or ifthe modjle is designed to permit physical access (e.g. by the module vendor or other authgrized
individual), then} a maintenance access interface shall be defined.

Required Vepdor Information

VE07.11.01: The vendor documentation shall describe the maintenance access interface employed by
the module.

Required Telt Procédures

TE07.11.01:
interface.

he' tester shall verify that the vendor documentation describes the maintenance access

TEO07.11.02: The tester shall verify that the vendor documentation and implementation are consistent.
AS07.12: (Physical security — Levels 1, 2, 3, and 4)

{If a module includes a maintenance role that requires physical access to the contents of the module
or if the module is designed to permit physical access (e.g. by the module vendor or other authorized
individual), then} the maintenance access interface shall include all physical access paths to the
contents of the cryptographic module, including any removable covers or doors.

Required Vendor Information

VE07.12.01: The vendor documentation shall specify the maintenance access interface, including any
removable covers or doors.
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Required Test Procedures

TE07.12.01: The tester shall verify in the vendor documentation that a maintenance access interface is
provided, including any removable covers or doors.

AS07.13: (Physical security — Levels 1, 2, 3, and 4)

{If a module includes a maintenance role that requires physical access to the contents of the
module or if the module is designed to permit physical access (e.g. by the module vendor or other
authorized individual), then} any removable covers or doors included within the maintenance
access interface shall be safeguarded using the appropriate physical security mechanisms.

= S 1L pu | L £ =i
Requrrcu venaormrormatcion

VEOQ7.
covery
physid

3.01: The vendor documentation shall specify a physical protection such that aj
or doors included within the maintenance access interface are safeguarded using th
al security mechanisms.

1y removable
e appropriate

Required Test Procedures

TEO7.
access

3.01: The tester shall verify that any removable covers or doors-included within the{maintenance

interface are safeguarded using the appropriate physical security mechanisms.

ASO07.114: (Physical security — Levels 1, 2, 3, and 4)

The fgllowing requirements shall apply to all cryptographic modules for Security Level 1.

NOTE Tested as part of AS07.15 to AS07.16.

AS07.15: (Physical security — Levels 1, 2, 3, and 4)

The c
passiy
circu

de standard
he module’s

ryptographic module shall consist of production-grade components that incly
ration techniques (e.g. a conformal coating or a sealing coat applied over t
ry to protect against environmental or other physical damage).

Requ]:'ed Vendor Information

VEOQ7.
grade

 commercial-
Hule shall use

5.01: The module shall consist of standard, production-quality ICs, designed to mee
specifications for power, temperature, reliability, shock and vibration, etc. The mo

stand
qualit

ird passivation techniques for the entire chip. The vendor documentation shall dg
y. If an IC is used that is not a standard device, its passivation design shall also be de

Required Test Procedures

TE07.15.01: The,tester shall verify by inspection, or from the vendor documentation, th3
contains standard integrated circuits with a uniform exterior material and standard coj

scribe the IC
scribed.

It the module
inectors. The
rcial grade in

n
tester|shall.verify from the vendor documentation that the chips in the module are comme
regards\te’power and voltage ranges, temperature, reliability, and shock and vibration.

TEO07.15.02: The tester shall verify from the vendor documentation that the module has a standard
passivation applied to it. The passivation has to be a sealing coat applied over the chip circuitry to
protect it against environmental or other physical damage. If standard passivation is not used, then
the documentation shall provide information to indicate why it is equivalent to a standard passivation
approach.

AS07.16: (Physical security — Levels 1, 2, 3, and 4)

When performing physical maintenance, zeroisation shall either be performed procedurally by

the operator or automatically by the cryptographic module.
NOTE This assertion is tested as part of AS07.10.

AS07.17: (Physical security — Levels 2, 3, and 4)
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The following requirement shall apply to all cryptographic modules for Security Level 2.
NOTE Tested as part of AS07.18 to AS07.20.
AS07.18: (Physical security — Levels 2, 3, and 4)

The cryptographic module shall provide evidence of tampering (e.g. on the cover, enclosure, and
seal) when physical access to the module is attempted.

NOTE This assertion is tested as part of AS07.34 and AS07.35 for single-chip embodiments, AS07.44 and
AS07.45 for multiple-chip embedded embodiments, and AS07.62 and AS07.63 for multiple-chip standalone
embodiments.

AS07.19: (Phlysical security — Levels 2, 3, and 4)

The tamper-evident material, coating or enclosure shall either be opaque or translucent within
the visible spectrum (i.e.light of wavelength range of 400 nm to 750 nm) to prevent thé gathering
of informatipn about the internal operations of the critical areas of the module,

Required Vepdor Information

VE07.19.01: The vendor documentation shall specify that the tamper ewident material, coating, or
enclosure shgll be opaque or translucent within the visible spectrum.

Required Tept Procedures

TE07.19.01: The tester shall verify by inspection and from the vendor documentation that the tamper
evident material, coating, or enclosure is opaque or translucent\within the visible spectrum.

AS07.20: (PHysical security — Levels 2, 3, and 4)

If the cryptiographic module contains ventilation“holes or slits, then the module shall be
constructed|in a manner to prevent the gathering of information of the module’s internal
construction or components by direct visual,observation using artificial light sources |n the
visual spectrum of the module’s internal construction or components.

Required Vepdor Information

VE07.20.01: If the module is contained within a cover or enclosure that contains any ventilatior] holes
or slits, then [they shall be constructed in a manner that prevents the gathering of information|of the
module’s intefrnal construction-erx.components by direct visual observation using artificial light spurces
in the visual §pectrum of themodule’s internal construction or components. The vendor documentation
shall describg¢ the physicalidesign approach that prevents such observation.

Required Tept Procedures

TE07.20.01: The ftester shall verify by inspection and from the vendor documentation whethler the
module has 3 ‘céver or enclosure with ventilation holes, slits, or other openings, and if so, whether
they are constructed to deter the gathering of information of the module’s internal construction or
components by direct visual observation using artificial light sources in the visual spectrum of the
module’s internal construction or components.

AS07.21: (Physical security — Levels 3 and 4)
The following requirements shall apply to all cryptographic modules for Security Level 3.
NOTE Tested as part of AS07.22 to AS07.28.

AS07.22: (Physical security — Levels 3 and 4)
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If the cryptographic module contains any doors or removable covers or if a maintenance access
interface is defined, then the module shall contain tamper response and zeroisation capability.

NOTE This assertion is tested as part of AS07.13 for general requirements, AS07.38 for single-chip
embodiments, AS07.50 for multiple-chip embedded embodiments, and AS07.62 for multiple-chip standalone
embodiments.

AS07.23: (Physical security — Levels 3 and 4)

The tamper response and zeroisation capability shall immediately zeroise all unprotected SSPs
when a door is opened, a cover is removed, or when the maintenance access interface is accessed.

NOTE his assertion is tested as part of ASQ0713 for general requirements,—ASQ738 for single-chip
embodiments, AS07.50 for multiple-chip embedded embodiments, and AS07.62 for multiple“chip standalone
embodiments.

AS07.24: (Physical security — Levels 3 and 4)

The thmper response and zeroisation capability shall remain operational when unprotected
SSPs gre contained within the cryptographic module.

NOTE This assertion is tested as part of AS07.38 for single-chip embediments, AS07.50 foy multiple-chip
embedded embodiments, and AS07.65 for multiple-chip standalone embodiments.

AS07.p5: (Physical security — Levels 3 and 4)

If thg cryptographic module contains ventilation holes or slits, then the modple shall be
constructed in a manner that prevents undetected \physical probing inside the erclosure (e.g.
prevent probing by a single articulated probe).

Required Vendor Information

VEO07.25.01: If the module is contained within a cover or enclosure that contains any ventilption holes or
slits, then they shall be constructed in a manner that prevents undetected physical probing inside the
encloqure. The vendor documentation shall describe the ventilation physical design approach.

Required Test Procedures

TE07.25.01: The tester shall (verify by inspection and from the vendor documentation| whether the
module has a cover or enclosure with ventilation holes, slits, or other openings, and if so, whether they
are copstructed to detertindetected probing inside the cover or enclosure.

AS07.R6: (Physical security — Levels 3 and 4)

Strong or hard<{conformal or non-conformal enclosures, coatings, or potting materials shall
mainfain strength and hardness characteristics over the module’s intended temperature range
of opdration, storage, and distribution.

Required-Vendorinformation

VEO07.26.01: The vendor documentation shall describe the strength, hard conformal or non-conformal
enclosure, coatings or potting materials, and the rational that the strength is appropriate for the
module design.

Required Test Procedures

TE07.26.01: The tester shall verify from the vendor documentation and inspection of the module that
the strength, hard conformal or non-conformal enclosure, coatings, or potting materials is the one
designed as specified.

AS07.27: (Physical security — Levels 3 and 4)

If tamper evident seals are employed, they shall be uniquely numbered or independently
identifiable (e.g. uniquely numbered evidence tape or uniquely identifiable holographic seals).

© ISO/IEC 2017 - All rights reserved 73


https://iecnorm.com/api/?name=1330993fd3e45a3f0601d73982d163d3

ISO/IEC 24759:2017(E)

Required Vendor Information
VE07.27.01: The vendor shall provide the specification of the tamper evident seal.
Required Test Procedures

TEO07.27.01: The tester shall verify that tamper evident seals are uniquely numbered or independently
identifiable as documented.

AS07.28: (Physical security — Levels 3 and 4)
The module shall either include EFP features or undergo EFT.

NOTE Thik assertion is tested as part of AS07.73.

ysical security — Level 4)

aphic module shall be protected either by a hard opagueremoval-resistant coating
r detection envelope with tamper response and zeroisation capability.

NOTE Thiks assertion is tested as part of AS07.40 for single-chipsdembodiments, AS07.52 for multip]e-chip
embedded embodiments, and AS07.64 for multiple-chip standalone embodiments.

AS07.31: (PHysical security — Level 4)

The module shall include EFP features.

NOTE Thik assertion is tested as part of AS07.74.
AS07.32: (Physical security — Level 4)
The cryptographic module shall provide protection from fault induction.
Required Vepdor Information

VEO07.32.01: The vendor documentation shall specify the protection mechanism from fault inductjion.
Required Tept Procedures

TE07.32.01: The testershall verify from the vendor documentation and by inspection of the modile the
specified fault inductien protection mechanisms.

AS07.33: (PHysical security — Level 4)

The fault induction mitigation techniques and the mitigation metrics employed shall be
documented as specified in {ISO/IEC 19790:2012} Annex B.

Required Vendor Information

VE07.33.01: The vendor documentation shall specify the fault induction mitigation techniques and the
mitigation metrics employed by the module.

Required Test Procedures

TE07.33.01: The tester shall verify that the fault induction mitigation techniques and the mitigation
metrics employed by the module are documented as specified.
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6.7.3 Physical security requirements for each physical security embodiment

6.7.3.1 Single-chip cryptographic modules

NOTE1 In addition to the general security requirements specified in ISO/IEC 19790:2012, 7.7.2, the
requirements specified in AS07.34 to AS07.42 are specific to single-chip cryptographic modules.

NOTE 2  There are no additional Security Level 1 requirements for single-chip cryptographic modules.
AS07.34: (Single-chip cryptographic modules — Levels 2, 3, and 4)

The following requirements shall apply to single-chip cryptographic modules for Security Level 2.

NOTE This assertion is tested as part of AS07.35.
ASO07.B5: (Single-chip cryptographic modules — Levels 2, 3, and 4)

The cryptographic module shall be covered with a tamper-evident coating(é.g. a tamper-evident
passiyation material or a tamper-evident material covering the passivation) or cgdntained in a
tamper-evident enclosure to deter direct observation, probing, or-manipulation of the module
and tg provide evidence of attempts to tamper with or remove the module.

NOTE This requirement is associated with AS07.18.
Required Vendor Information

VE07.835.01: The vendor documentation shall identify thetdmper-evident coating and its characteristics.
Required Test Procedures

TEO07.35.01: The tester shall verify by inspectiorr,and from the vendor documentation that the module
is covered with a tamper-evident coating. Theé.inspection shall verify that the tamper-eyjident coating
completely covers the module and deters direct observation, probing, or manipulation of the single-chip.

AS07.B6: (Single-chip cryptographic modules — Levels 3 and 4)
The fgllowing requirements shall-apply to single-chip cryptographic modules for Secpirity Level 3.
NOTE This requirement is tested in AS07.37 or AS07.38.

AS07.87: (Single-chip eryptographic modules — Levels 3 and 4)

{Eithdr} the module-shall be covered with a hard opaque tamper-evident coating| (e.g. a hard
opaqye epoxy covering the passivation) {or AS07.38 shall be satisfied}.

Required Vendor Information

VE07.3701: The vendor documentation shall state clearly that the approach specified in A$07.37 is used

t A v Nt
0 meb\. CIIC 1 b\iull CITICIIL,.

VEO07.37.02: The vendor documentation shall provide supporting detailed design information, especially
the type of coating that is used and its characteristics.

Required Test Procedures

TE07.37.01: The tester shall verify by inspection and from the vendor documentation that the module is
covered with a hard opaque tamper evident coating.

TE07.37.02: The tester shall verify that the vendor documentation does sufficiently provide supporting
detailed design information, especially specifying the type of coating thatis used and its characteristics.

TE07.37.03: The tester shall verify that the coating cannot be easily penetrated to the depth of the
underlying circuitry, and that it leaves tamper evidence. The inspection has to verify that the coating
completely covers the module, is visibly opaque, and deters direct observation, probing, or manipulation.
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AS07.38: (Single-chip cryptographic modules — Levels 3 and 4)

{If AS07.37 is not satisfied, then} the enclosure shall be implemented {so that attempts at removal
or penetration of the enclosure shall have a high probability of causing serious damage to the
cryptographic module (i.e. the module will not function)).

NOTE This assertion is not separately tested. Tested in AS07.39.
AS07.39: (Single-chip cryptographic modules — Levels 3 and 4)

{If AS07.37 is not satisfied, then} {the enclosure shall be implemented} so that attempts at removal
or penetration of the enclosure shall have a high probability of causing serious damage to the

cryptographie-medite-ti-e-the-modt ot-ft 0
Required Vepdor Information

VEO07.39.01: The vendor documentation shall state clearly that the approach specified in AS07.38 is
used to meetthe requirement.

VE07.39.02: The vendor documentation shall provide supporting detailed design information, espgcially
whether the [enclosure contains any doors or removable covers and whether’a maintenance pccess
interface is specified. The enclosure shall be designed such that attempts to.rémove it will have ja high
probability of causing serious damage to the circuitry within the modulet

VE(07.39.03: [The vendor documentation shall provide supporting detailed design infornjation.
If the enclospre contains any doors or removable covers, ordf a’maintenance access interface is
specified, th¢n the module shall contain tamper response and"zeroisation circuitry. The cirjcuitry
shall continupusly monitor the covers and doors, and upon the removal of a cover or the opening of a
door, shall zdroise all plaintext CSPs. The circuitry shall be‘operational whenever plaintext CSPs are
contained wifhin the module.

Required Tept Procedures

TE07.39.01: The tester shall verify that the .documentation specifies that the enclosure canpot be
removed eas]ly and whether the module centains doors or removable covers or has a maintgnance
access interface. If the enclosure contains.any doors or removable covers, or if a maintenance pccess
interface is gpecified, then the tester<shall verify that the documentation specifies that the mpodule
contains tamper response and zeroisation circuitry.

TE07.39.02: If the enclosure has:removable covers or doors, or if a maintenance access interface is
specified, the tester shall verify’from the vendor documentation that the module zeroises all pldintext
CSPs when a ¢over or doortis.removed or if the maintenance access interface is accessed.

TE07.39.03: The testershall verify by inspection and from the vendor documentation that the tamper
response and zeroisation circuitry remains operational when plaintext CSPs are contained yithin
the module.

TE07.39.04: The tester shall verily by inspection and from the vendor documentation that the
enclosure cannot be removed or penetrated without having a high probability of causing serious
damage to the module.

TE07.39.05: If the enclosure has doors or removable covers, or if a maintenance access interface
is specified, the tester shall test that the module zeroises all plaintext CSPs when a cover or door is
removed or if the maintenance access interface is accessed.

TE07.39.06: The tester shall test that the enclosure cannot be removed or penetrated without having a
high probability of causing serious damage to the module.

AS07.40: (Single-chip cryptographic modules — Level 4)
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The following requirements shall apply to single-chip cryptographic modules for Security Level 4.
NOTE This assertion is tested in AS07.41 and AS07.42.
AS07.41: (Single-chip cryptographic modules — Level 4)

The cryptographic module shall be covered with a hard, opaque removal-resistant coating with
hardness and adhesion characteristics such that attempting to peel or pry the coating from the
module will have a high probability of resulting in serious damage to the module (i.e. the module
will not function).

Required Vendor Information

VE07.41.01: The vendor documentation shall clearly identify the kind of coating used afid|shall provide
detail$ of its characteristics, especially hardness and removal resistance.

VEO07.41.02: The vendor documentation shall provide supporting detailed design information for the
module when covered with a hard, opaque removal-resistant coating. Thevhardness gnd adhesion
charagteristics of the material shall be such that attempting to peel or pry the.material from the module
will hpve a high probability of resulting in serious damage to the modulé (i.e. the modlule does not
functipn). The material shall be opaque within the visible spectrum.

Required Test Procedures

TEO07.41.01: The tester shall verify by inspection and from the:vendor documentation thatthe module is
cover¢d with a hard, opaque removal-resistant coating.

TE07.41.02: The tester shall verify the removal-resistant properties of the module coating. The tester
shall attempt to peel or pry the material from theimodule and verify that this is not pgssible with a
reasomable application of force that the module ceased to function or that the module tircuitry was
obviotisly physically destroyed.

AS07.42: (Single-chip cryptographic modules — Level 4)

The rlemoval-resistant coating shall have solvency characteristics such that dissolving the
coating will have a high probability of dissolving or seriously damaging the modlule (i.e. the

modulle will not function).
Required Vendor Information

VE07.42.01: The venddr )documentation shall describe the solvency characteristics of [the removal-
resistant coating. The.solvency characteristics of the material shall be such that dissolving the material
to renjove it will iave a high probability of dissolving or seriously damaging the module.

Required Test Procedures

TE07.42:01:"The tester shall verify the vendor documentation to determine the solvency|properties of
the madule’s remaval-resistant coating

TE07.42.02: The tester shall test the solvency properties of the module’s removal-resistant coating.
The tester, based on documentation provided in VE07.42.01, shall verify what type of solvent would be
required to compromise the removal-resistant coating.

6.7.3.2 Multiple-chip embedded cryptographic modules

NOTE In addition to the general security requirements specified in ISO/IEC 19790:2012, 7.7.2, the following
requirements AS07.43 to AS07.59 are specific to multiple-chip embedded cryptographic modules.

AS07.43: (Multiple-chip embedded cryptographic modules — Levels 1, 2, 3, and 4)

If the cryptographic module is contained within an enclosure or removable cover, a production-
grade enclosure or removable cover shall be used.
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Required Vendor Information

VE07.43.01: The module shall be entirely contained within a production-grade enclosure or removable
cover. The vendor documentation shall describe the cover or enclosure.

Required Test Procedures

TEO07.43.01: The tester shall verify by inspection and from the vendor documentation that the module is
contained within an enclosure or removable cover that is of production-grade.

AS07.44: (Multiple-chip embedded cryptographic modules — Levels 2, 3, and 4)

The followi.we@;m&mﬂﬁ_m_&m&dmﬂ_amm_wm&&p_mﬁdded
cryptograpllic modules for Security Level 2 {and the assertions AS07.45 to AS 07.46 shall be

satisfied in the following groups: (AS07.45) or (AS07.46 and AS07.47) or (AS07.46 and AS07.48))}.

Required Vepdor Information

VE07.44.01: The vendor documentation shall specify that either (AS07.45) or [ASO%46 and (AS07.47 or
AS07.48)] arq satisfied.

Required Tept Procedures

TE07.44.01: The tester shall verify by inspection and from the vender  documentation that |either
(AS07.45) or [AS07.46 and (AS07.47 or AS07.48)] are satisfied.

AS07.45: (Multiple-chip embedded cryptographic modules —<Levels 2, 3, and 4)

The module romponents shall be covered with a tamper-evident coating or potting material (e.g.
etch-resistant coating or bleeding paint) to deter direct observation and to provide evidepce of
attempts to famper with or remove module components {or the groups (AS07.46 and ASO7.47) or
(AS07.46 and AS07.48) shall be satisfied}.

Required Vepdor Information

VE07.45.01: The vendor documentation shall-specify that the module is encapsulated with an opaque,
tamper-evidgnt coating such as etch-resjstant coating or bleeding paint.

Required Teft Procedures

TE07.45.01: The tester shall verify'by inspection and from the vendor documentation that the mogflule is
encapsulated|with an opaqug, tamper-evident material.

TE07.45.02: The tester shall verify by testing that the module provides evidence of attempts to tamper
with or remoye modulé,components.

AS07.46: (Multiple-chip embedded cryptographic modules — Levels 2, 3, and 4)

{If AS07.45 isnotsatisfied-thenthe} module-shall be-entirely-contained-withina-metal-otr hard
plastic production-grade enclosure that may include doors or removable covers {and the groups
(AS07.47 and AS07.48) or (AS07.47 and AS07.49) shall be satisfied).

Required Vendor Information

VE07.46.01: The module shall be entirely contained within a metal or hard plastic production-grade
enclosure that may include removable covers or doors. The vendor documentation shall describe the
enclosure and its hardness characteristics.

Required Test Procedures
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TE07.46.01: The tester shall verify by inspection and from the vendor documentation that the module is
contained within an enclosure that meets the following requirements.

a) The enclosure has to completely surround the entire module.
b) The enclosure material has to be of a composition defined in the vendor documentation.

c) The enclosure has to be production-grade. The vendor literature has to either show that an
enclosure of the same material has been used commercially or provide data to show that it is
equivalent to a commercial product.

AS07.47: (Multiple-chip embedded cryptographic modules — Levels 2, 3, and 4)

7.45 is not satisfied, then if} the enclosure includes any doors or removable |covers, then
the doors or covers shall be locked with pick-resistant mechanical locks employing physical or
logical keys {or AS07.48 shall be satisfied).

Required Vendor Information

VEO07.47.01: The doors or covers included by the enclosure shall be locked with pick-resistant mechanical
locks that employ physical or logical keys. The vendor documentation shall describe the Jocks and the
employed physical or logical keys.

Required Test Procedures

TE(07.47.01: The tester shall verify by inspection and fronythe vendor documentation thaf the doors or
coverg are locked with a pick-resistant lock that requires-a‘physical key or a logical key.

TE07.47.02: The tester shall attempt to open the locked cover or door without use of the Key and verify
that the cover or door will not open without signs*ofdamage.

AS07.48: (Multiple-chip embedded cryptographic modules — Levels 2, 3, and 4)

{If ASP7.45 is not satisfied and the enclosure includes any doors or removable copers without
matching AS07.47, then they (i.e. the.doors or removable covers)} shall be protected with tamper-
evident seals (e.g. evidence tape or-holographic seals) {and the group (AS07.47 and AS07.49) shall
be satlisfied).

Required Vendor Information
VE07.48.01: The vendor'documentation shall describe the tamper-evident seals.
Required Test Procedures

TEO07.48.01: The)tester shall verify by inspection and from the vendor documentation thalt the cover or
door i§ protected with a tamper-evident seal such as evidence tape or a holographic seal.

TE07.48.02: The tester shall verify that the cover or door cannot be opened without breaking or
removing the seal and that the seal cannot be removed and later replaced.

AS07.49: (Multiple-chip embedded cryptographic modules — Levels 3 and 4)

The following requirements shall apply to multiple-chip embedded cryptographic modules for
Security Level 3.

NOTE This assertion is tested in AS07.50 or AS07.51.
AS07.50: (Multiple-chip embedded cryptographic modules — Levels 3 and 4)

{Either} the multiple-chip embodiment of the circuitry within the cryptographic module shall
be covered with a hard coating or potting material (e.g. a hard epoxy material) {or AS07.51 shall
be satisfied} such that attempts at removal or penetration of the enclosure will have a high
probability of causing serious damage to the module (i.e. the module will not function).
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Required Vendor Information

VE07.50.01: The vendor documentation shall provide design documentation for the hard coating or
potting material.

VE07.50.02: The vendor documentation shall provide documentation regarding the opacity
characteristics of the hard coating or potting material.

Required Test Procedures

TEO07.50.01: The tester shall verify that the vendor documentation specifies the hard coating or potting
material.

TEO07.50.02: The tester shall verify by inspection and from the vendor documentation thé olpacity
characteristi¢s of the hard coating or potting material.

TE07.50.03: The tester shall verify by inspection and from the vendor documentation, that th¢ hard
coating or p¢tting material cannot be removed or penetrated without having a high probability of
causing seriojis damage to the module.

AS07.51: (MJlltiple-chip embedded cryptographic modules — Levels 3 and 4)

{If AS07.50 does not apply,} the module shall be contained within a'strong enclosure such that
attempts at|removal or penetration of the enclosure will have.a’high probability of cqusing
serious dampge to the module (i.e. the module will not function);:

Required Vepdor Information

VE07.51.01: The vendor documentation shall provide supporting design documentation for the $trong
enclosure. THe module shall be entirely contained within“a strong enclosure. The enclosure shall be
designed such that attempts to remove it will have a high probability of causing serious damage|to the
circuitry within the module (i.e. the module does not'function).

VE07.51.02: If the enclosure contains any doors~or removable covers, then the module shall cpntain
tamper response and zeroisation circuitry and the vendor shall provide supporting ¢esign
documentati¢n for the tamper response andzeroisation circuitry.

Required Tept Procedures

TE07.51.01: The tester shall verify that the vendor documentation specifies whether the enclosure
contains any [doors or removablé ‘covers and whether a maintenance access interface is specified, then
the module shall contain tamper response and zeroisation circuitry.

TE07.51.02: Ifthe encloSure contains any doors or removable covers, or if a maintenance access intierface
is specified, then the_tester shall verify that the vendor documentation specifies that the mpodule
zeroises all plaintext CSPs when a door or cover is removed or if the maintenance access interface is
accessed.

TE07.51.03: The tester shall verify that the vendor documentation specifies which requirement option
in VE07.51.01 and VE07.51.02 is implemented and provides design documentation.

TEO07.51.04: The tester shall verify by inspection and from the vendor documentation that the tamper
response and zeroisation circuitry remains operational when plaintext CSPs are contained within
the module.

TE07.51.05: The tester shall verify by inspection and from the vendor documentation that the
enclosure cannot be removed or penetrated without having a high probability of causing serious
damage to the module.

TE07.51.06: The tester shall verify the strength of the enclosure by attempting to access the underlying
circuitry and verifying that the enclosure is not easily breached. The tester shall verify by inspection
and from the vendor documentation that the enclosure cannot be removed.

80 © ISO/IEC 2017 - All rights reserved


https://iecnorm.com/api/?name=1330993fd3e45a3f0601d73982d163d3

ISO/IEC 24759:2017(E)

TE07.51.07: If the strong enclosure has doors or removable covers, or if a maintenance access interface
is specified, the tester shall verify from the vendor documentation that the module zeroises all plaintext
CSPs when a cover or door is removed.

TE07.51.08: If the enclosure has doors or removable covers, or if a maintenance access interface
is specified, the tester shall test that the module zeroises all plaintext CSPs when a cover or door is
removed or if the maintenance access interface is accessed.

TEO07.51.09: The tester shall test that the enclosure cannot be removed or penetrated without having a
high probability of causing serious damage to the module.

AS07.52: (Multiple-chip embedded cryptographic modules — Level 4)

The fJ)llowing requirements shall apply to multiple-chip embedded cryptographic/modules for
Securijity Level 4.

NOTE This assertion is tested in AS07.53 to AS07.59.

AS07.53: (Multiple-chip embedded cryptographic modules — Level 4)
The module components shall be within a strong or hard conformal ér non-conformal enclosure.
Required Vendor Information

VE07.53.01: The module shall be contained within a tamper detection envelope that will detect
tampdring attacks against the potting material or enclosure:-The vendor documentation ghall describe
the tapnper detection envelope design.

Required Test Procedures

TE07.53.01: The tester shall verify from the vendor documentation and by inspection that the module
contains a tamper detection envelope that surrounds the module components. This bafrier shall be
designjed such that any breach by means such as drilling, milling, grinding, or dissolving|to access the
module components can be detected by menitoring components in the module.

AS07.p4: (Multiple-chip embedded.cryptographic modules — Level 4)

The dnclosure shall be eneapsulated by a tamper detection envelope (e.g. a flexible mylar
printed circuit with a serpentine geometric pattern of conductors or a wire-wound package or
a nontflexible, brittle cireuit or a strong enclosure) {that shall detect tampering by means such
as cutting, drilling, niilling, grinding, burning, melting, or dissolving of the potting material or
enclogure to an extent'sufficient for accessing SSPs).

NOTE This aSsertion is not separately tested. Tested in AS07.55.

AS07.p5: (Multiple-chip embedded cryptographic modules — Level 4)

{The enclosure shall be encapsulated by a tamper detection envelope (e.g. a flexible mylar printed
circuit with a serpentine geometric pattern of conductors or a wire-wound package or a non-
flexible, brittle circuit or a strong enclosure)} that shall detect tampering by means such as
cutting, drilling, milling, grinding, burning, melting, or dissolving of the potting material or
enclosure to an extent sufficient for accessing SSPs.

Required Vendor Information

VE07.55.01: The module shall be contained within a tamper detection envelope that will detect
tampering attacks against the potting material or enclosure. The vendor documentation shall describe
the tamper detection envelope design.

Required Test Procedures

TE07.55.01:  The tester shall verify from vendor documentation and by inspection that the module
contains a tamper detection envelope that surrounds the module components. This barrier shall be
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designed such that any breach by means such as drilling, milling, grinding, or dissolving to access the
module components can be detected by monitoring components in the module.

AS07.56: (Multiple-chip embedded cryptographic modules — Level 4)

The module shall contain tamper response and zeroisation circuitry {that shall continuously
monitor the tamper detection envelope and, upon the detection of tampering, shall immediately
zeroise all unprotected SSPs}).

NOTE This assertion is not separately tested. Tested in AS07.57 and AS07.58.

AS07.57: (Multiple-chip embedded cryptographic modules — Level 4)

{The modulq shall contain tamper response and zeroisation circuitry} that shall continyously
monitor the tamper detection envelope {and, upon the detection of tampering, shall immediately
zeroise all upprotected SSPs}.

Required Vepdor Information

VE07.57.01: The module shall contain tamper response and zeroisation circuitpy that continpiously
monitors the famper detection envelope for tampering, and upon the detectionof tampering, shall Zeroise
all plaintext $SPs. The circuitry shall be operational whenever plaintext SSPSvare contained within the
module. The yendor documentation shall describe the tamper response and)zeroisation design.

Required Tept Procedures

TEO07.57.01: The tester shall verify from the vendor documentation that the module contains tamper
response and zeroisation circuitry that continuously monitots the tamper detection envelope; detects
any breach by means such as drilling, milling, grinding, oridissolving any portion of the envelope; and
then zeroises|all plaintext SSPs.

AS07.58: (Multiple-chip embedded cryptographicmodules — Level 4)

{The modulg shall contain tamper response‘and zeroisation circuitry that shall continwiously
monitor the famper detection envelope } and upon the detection of tampering, shall immediately
zeroise all unprotected SSPs.

Required Vepdor Information

VE07.58.01: The module shall eontain tamper response and zeroisation circuitry that continpiously
monitors the| tamper detectidn)énvelope for tampering, and upon the detection of tampering, shall
zeroise all plaintext SSPs.\The vendor documentation shall describe the tamper response and
zeroisation design.

Required Teft Procedures

TEO07.58.01: Thé tester shall breach the tamper detection envelope barrier and then verify that the
module zeroikesall plaintext SSPs

AS07.59: (Multiple-chip embedded cryptographic modules — Level 4)

The tamper response circuitry shall remain operational when unprotected SSPs are contained
within the cryptographic module.

NOTE This assertion is not separately tested.

6.7.3.3 Multiple-chip standalone cryptographic modules

NOTE In addition to the general security requirements specified in ISO/IEC 19790:2012, 7.7.2, the following
requirements AS07.60 to AS07.72 are specific to multiple-chip standalone cryptographic modules.

AS07.60: (Multiple-chip standalone cryptographic modules — Levels 1, 2, 3, and 4)
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The cryptographic module shall be entirely contained within a metal or hard plastic production-
grade enclosure that may include doors or removable covers.

Required Vendor Information

VE07.60.01: The module shall be entirely contained within a metal or hard plastic production-grade
enclosure that may include removable covers or doors. The vendor documentation shall describe the
enclosure and its hardness characteristics.

Required Test Procedures

TE07.60.01: The tester shall verify by inspection and from the vendor documentation that the module is
contaipred-withimramrenclosure-thatmeets-the folowing reqtirements————————————

a) The enclosure has to completely surround the entire module.
b) The enclosure material has to be of a composition defined in the vendor dogumentatign.

c) The enclosure has to be production-grade. The vendor literature has'to either ghow that an
erclosure of the same material has been used commercially or provide data to show that it is
equivalent to a commercial product.

AS07.p1: (Multiple-chip standalone cryptographic modules — Levels 2, 3, and 4)

The following requirements shall apply to multiple-chip standalone cryptographic/modules for
Securijity Level 2.

NOTE This assertion is tested in AS07.62 or AS07.63.
AS07.62: (Multiple-chip standalone cryptographic modules — Levels 2, 3, and 4)

If the[enclosure of the cryptographic modiile includes any doors or removable covers, then the
doors or covers shall be locked with pick-resistant mechanical locks employing physical or
logicdl keys {or AS07.63 shall apply}.

Required Vendor Information

VEO07.62.01: If the enclosure includes any removable covers or doors, then either they shall be locked
with pick-resistant mechanical/locks that employ physical or logical keys. The vendor dgcumentation
shall describe pick-resistaht mechanical locks that employ physical or logical keys.

Requlred Test Procedures

TE07.62.01: Thetester shall verify whether the enclosure contains any removable covers or doors. The
tester|shall verify that each cover or door is locked with a pick-resistant lock that requifes a physical
key orfa logieal key. The tester shall attempt to open the locked cover or door without use ¢f the key and
verify|thatthe cover or door will not open without signs of damage.

AS07.63: (Multiple-chip standalone cryptographic modules — Levels 2, 3, and 4)

{If AS07.62 is not satisfied, then the doors or covers} shall be protected with tamper-evident seals
(e.g. evidence tape or holographic seals).

Required Vendor Information

VEO07.63.01: If the enclosure is protected via tamper-evident seals such as evidence tape or holographic
seals, the vendor documentation shall describe the tamper-evident seals.

Required Test Procedures

TE07.63.01: The cover or door is protected with a seal such as evidence tape or a holographic seal. The
tester shall verify that the cover or door cannot be opened without breaking or removing the seal and
that the seal cannot be removed and later replaced.
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AS07.64: (Multiple-chip standalone cryptographic modules — Levels 3 and 4)

The following requirements shall apply to multiple-chip standalone cryptographic modules for
Security Level 3.

NOTE This assertion is tested in AS07.65.
AS07.65: (Multiple-chip standalone cryptographic modules — Levels 3 and 4)

The module shall be contained within a strong enclosure, such that attempts at removal or
penetration of the enclosure will have a high probability of causing serious damage to the
module (i.e. the module will not function).

Required Vepdor Information

VE07.65.01: The vendor documentation shall provide supporting design documentation for the $trong
enclosure. THe module shall be entirely contained within a strong enclosure. The enclosure shall be
designed such that attempts to remove it will have a high probability of causing seriolls damage|to the
circuitry within the module (i.e. the module does not function).

VE07.65.02: If the enclosure contains any doors or removable covers, then-thé module shall cpntain
tamper resp¢nse and zeroisation circuitry and the vendor documentation’shall provide suppprting
design docunpentation for the tamper response and zeroisation circuitry!

Required Tept Procedures

TEO07.65.01: The tester shall verify that the vendor documentation specifies whether the enclosure
contains any|doors or removable covers and whether a mainténance access interface is specified, then
the module shall contain tamper response and zeroisation ¢ircuitry.

TE07.65.02: If the enclosure contains any doors or remo{able covers, or ifa maintenance access interface
is specified, fthen the tester shall verify that the, vendor documentation specifies that the nmpodule
zeroises all plaintext CSPs when a door or coversis' removed or if the maintenance access interface is
accessed.

TE07.65.03: The tester shall verify that the vendor documentation specifies which requirement pption
in VE07.65.01 and VE(07.65.02 is impleménted and provides design documentation.

TE07.65.04: The tester shall verify by inspection and from the vendor documentation that the tamper
response and zeroisation circuitry remains operational when plaintext CSPs are contained yithin
the module.

TE07.65.05: [The testersshall verify by inspection and from the vendor documentation thpat the
enclosure cahnot be removed or penetrated without having a high probability of causing sgrious
damage to the module:

TE07.65.06:

[hetester shall verify the strength of the enclosure by attempting to access the unddrlying
circuitry andverifying-that-the-enclosureisnoteasty breached—Thetestershallverify-byinspection
and from the vendor documentation that the enclosure cannot be removed.

TE07.65.07: If the strong enclosure has doors or removable covers, or if a maintenance access interface
is specified, the tester shall verify from the vendor documentation that the module zeroises all plaintext
CSPs when a cover or door is removed.

TE07.65.08: If the enclosure has doors or removable covers, or if a maintenance access interface
is specified, the tester shall test that the module zeroises all plaintext CSPs when a cover or door is
removed or if the maintenance access interface is accessed.

TE07.65.09: The tester shall test that the enclosure cannot be removed or penetrated without having a
high probability of causing serious damage to the module.

AS07.66: (Multiple-chip standalone cryptographic modules — Level 4)

84 © ISO/IEC 2017 - All rights reserved


https://iecnorm.com/api/?name=1330993fd3e45a3f0601d73982d163d3

ISO/IEC 24759:2017(E)

The following requirements shall apply to multiple-chip standalone cryptographic modules for
Security Level 4.

NOTE This assertion is tested in AS07.67 to AS07.72.
AS07.67: (Multiple-chip standalone cryptographic modules — Level 4)

The enclosure of the cryptographic module shall contain a tamper detection envelope that use
tamper detection mechanisms such as cover switches (e.g. micro-switches, magnetic Hall effect
switches, permanent magnetic actuators, etc.), motion detectors (e.g. ultrasonic, infrared, or
microwave), or other tamper detection mechanisms as described in {ISO/IEC 19790:2012} 7.7.3.2
Security Level 4.

Required Vendor Information

VEO07.67.01: The enclosure or potting material shall be encapsulated by a tamper [detection envelope
by the use of tamper detection mechanisms. The vendor documentation shallydescribp the tamper
detection envelope design.

Required Test Procedures

TEO07.67.01: The tester shall verify from the vendor documentationiand by inspection that the module
enclogure or potting material contains tamper detection mechHanisms, which shall foym a tamper
detection envelope that protects the module components. The miechanisms shall be desighed such that
any brjeach of the enclosure or potting material to access theanodule components can be detected.

AS07.58: (Multiple-chip standalone cryptographic modules — Level 4)

The tamper detection mechanisms shall respond to attacks such as cutting, drilling, milling,
grindjng, burning, melting, or dissolving to an‘extent sufficient for accessing SSPs.

NOTE This assertion is tested as part of ASQ7:71.
AS07.59: (Multiple-chip standalone cryptographic modules — Level 4)

The cryptographic module shall centain tamper response and zeroisation capability {that shall
continuously monitor the tamper detection envelope and, upon the detection of tampering, shall
immedliately zeroise all unprotected SSPs).

NOTE This assertion is.tested as part of AS07.71.
AS07.70: (Multiple-chip standalone cryptographic modules — Level 4)

{The ¢ryptographic module shall contain tamper response and zeroisation capabilify} that shall
continuously(monitor the tamper detection envelope {and, upon the detection of tampering, shall
immediately zeroise all unprotected SSPs}).

NOTE This assertion is tested as part of AS07.71.

AS07.71: (Multiple-chip standalone cryptographic modules — Level 4)

{The cryptographic module shall contain tamper response and zeroisation capability that shall
continuously monitor the tamper detection envelope} and, upon the detection of tampering, shall
immediately zeroise all unprotected SSPs.

Required Vendor Information

VE07.71.01: The module shall contain tamper response and zeroisation circuitry that continuously
monitors the tamper detection envelope for tampering, and upon the detection of tampering, shall zeroise
all plaintext SSPs. The circuitry shall be operational whenever plaintext SSPs are contained within the
module. The vendor documentation shall describe the tamper response and zeroisation design.

Required Test Procedures
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TEO07.71.01: The tester shall verify from the vendor documentation that the module contains tamper
response and zeroisation circuitry that continuously monitors the tamper detection envelope; detects
any breach by means such as drilling, milling, grinding, or dissolving any portion of the envelope; and
then zeroises all plaintext SSPs.

TEO07.71.02: The tester shall breach the tamper detection envelope barrier and then verify that the
module zeroises all plaintext SSPs.

AS07.72: (Multiple-chip standalone cryptographic modules — Level 4)

The tamper response and zeroisation capability shall remain operational when unprotected
SSPs are contained within the cryptographic module.

NOTE Thik assertion is tested as part of AS07.71.
6.7.4 Envifonmental failure protection/testing

6.7.4.1 Enyironmental failure protection/testing general requirements

NOTE A dryptographic module is not required to employ environmental failuré protection featyres or
undergo envirpnmental failure testing for Security Levels 1 and 2.

AS07.73: (Enjvironmental failure protection/testing — Level 3)

A module shall either employ environmental failure protection (EFP) features {AS0775 to
AS07.77} or yndergo environmental failure testing (EFT) {4507.78 to AS07.86).

Required Vepdor Information

VE07.73.01: The vendor shall use either of the following;
a) EFP featyres;

b) EFT

as specified |n ISO/IEC 19790:2012, 7.74_to ensure that the following four unusual environmpental
conditions orf fluctuations (accidental .or-induced) outside of the module’s normal operation range will
not compromiise the security of the module:

a) low temperature;
b) high temperature;
c) large negative voltage;

d) large poditivevoltage.

The vendor of the
choices for the other conditions. The vendor shall provide corresponding supporting EFP/EFT
documentation for each condition, specifying how the selected approach is used.

Required Test Procedures

TEO07.73.01: The tester shall verify that the documentation states EFP/EFT selection for each condition
and how the specified approach is used.

AS07.74: (Environmental failure protection/testing — Level 4)

A module shall employ environmental failure protection (EFP) features.

NOTE This assertion is tested in AS07.75 to AS07.77.
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6.7.4.2 Environmental failure protection features
AS07.75: (Environmental failure protection features — Levels 3 and 4)

Environmental failure protection (EFP) features shall protect a cryptographic module against
unusual environmental conditions (accidental or induced) when outside of the module’s normal
operating range that can compromise the security of the module.

NOTE This assertion is tested as part of AS07.77.

AS07.76: (Environmental failure protection features — Levels 3 and 4)

femperature

andv )ltageare outside of the specified normal operating ranges.

NOTE This assertion is tested as part of AS07.77.
AS07.77: (Environmental failure protection features — Levels 3 and 4)

If the| temperature or voltage falls outside of the cryptographic mogdule’s normpl operating
range, the protection capability shall either

— shutdown the module to prevent further operation,
or
— immediately zeroise all unprotected SSPs.
Required Vendor Information

VEO07.77.01: If EFP is chosen for a particular condition, the module shall monitor and corrgectly respond
to fludtuations in the operating temperature orwvoltage outside of the module’s normal opgrating range
for that condition. The protection features shall continuously measure these environmental conditions.
If a condition is determined to be outside of the module’s normal operating range, the protection
circuitry shall either

a) sHutdown the module, or
b) zdroise all plaintext SSPs

Docurpentation shall state-which of these approaches was chosen and provide a specificatign description
of the [EFP features implemented within the module.

Required Test Procedures

TEO07.77.01: The‘tester shall configure the environmental condition (ambient temperaturg¢ and voltage)
close fo the appropriate extreme of the normal operating range specified for the module aphd verify that
the mpdule continues to perform within normal operating parameters.

TE07.77.02: The tester shall extend the temperature and voltage outside of the specified normal range
and verify that the module either shuts down to prevent further operations or zeroises all plaintext SSPs.

TE07.77.03: If the module is designed to zeroise all plaintext SSPs, and the module was still operational
after returning to the normal environmental range, the tester shall perform services that require SSPs
and verify that the module does not perform these services.

6.7.4.3 Environmental failure testing procedures

AS07.78: (Environmental failure testing procedures — Level 3)

Environmental failure testing (EFT) shall involve a combination of analysis, simulation, and
testing of a cryptographic module to provide reasonable assurance that the environmental
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conditions (accidental or induced) when outside the module’s normal operating ranges for
temperature and voltage will not compromise the security of the module.

NOTE This assertion is tested as part of AS07.81.
AS07.79: (Environmental failure testing procedures — Level 3)

EFT shall demonstrate that, if the operating temperature or voltage falls outside the normal
operating range of the module resulting in a failure, {at no time shall the security of the
cryptographic module be compromised).

NOTE This assertion is tested as part of AS07.81.

AS07.80: (Erfjvironmental failure testing procedures — Level 3)

{EFT shall demonstrate that, if the operating temperature or voltage falls outside \the nprmal
operating rdange of the module resulting in a failure,} at no time shall the security of the
cryptographic module be compromised.

NOTE Thik assertion is tested as part of AS07.81.
AS07.81: (Environmental failure testing procedures — Level 3)

The temperjture range to be tested shall be from a temperature_within the normal operating
temperaturg range to the lowest (i.e. coldest) temperature that either (1) shutdown the module to
prevent further operation or (2) immediately zeroise all unprotected SSPs; and from a temperature
within the normal operating temperature range to the highest (i.e. hottest) temperaturg that
either (1) shfits down or goes into an error state or (2) zeroiseés all unprotected SSPs.

Required Vepdor Information

VE07.81.01: IfEFT is chosen for a particular condition;the module shall be tested within the tempefature
range specifi¢d in AS07.82 and voltage ranges specified in AS07.85 and AS07.86. The module shall|either

a) continue(to operate normally, or
b) shutdowpn, or
c) zeroise a]l plaintext SSPs.

Documentatipn shall state which'of these approaches was chosen and provide a specification descyiption
of the EFT.

Required Teft Procedures

TE07.81.01: The tester-shall configure the environmental condition (ambient temperature and v¢ltage)
as specified in A$07:82, AS07.85, and AS07.86, and verify that the module either continues to operate
normally, or §hu€s down to prevent further operations, or zeroises all plaintext SSPs.

TEO07.81.02: If the module is designed to zeroise all plaintext SSPs, and the module was still operational
after returning to the normal environmental range, the tester shall perform services that require SSPs
and verify that the module does not perform these services.

AS07.82: (Environmental failure testing procedures — Level 3)

The temperature range to be tested shall be from -100° to +200° Celsius (-150° to +400°
Fahrenheit); {however, the test shall be interrupted as soon as either (1) the module is shutdown
to prevent further operation, (2) all unprotected SSPs are immediately zeroised or (3) the module
enters a failure state).

NOTE This assertion is tested as part of AS07.81.

AS07.83: (Environmental failure testing procedures — Level 3)
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{The temperature range to be tested shall be from -100° to +200° Celsius (-150° to +400°
Fahrenheit);} however, the test shall be interrupted as soon as either (1) the module is shutdown
to prevent further operation, (2) all unprotected SSPs are immediately zeroised or (3) the
module enters a failure state.

NOTE This assertion is tested as part of AS07.81.
AS07.84: (Environmental failure testing procedures — Level 3)

Temperature shall be monitored internally at the sensitive components and critical devices and
not just at the physical boundary of the module.

NOTE T}lib doSoT1 tiUll i) tCDth adS lJal t UfASG7.81.
AS07.85: (Environmental failure testing procedures — Level 3)

The voltage range tested shall be gradually decreasing from a voltage withinthe normal operating
voltage range to alower voltage that either (1) shuts down the module to prevent further operation
or (2)limmediately zeroises all unprotected SSPs; {and shall be graduallyincreasing firom a voltage
within the normal operating voltage range to a higher voltage that either'(1) shuts down the module
to preyvent further operation or (2) immediately zeroises all unprotected SSPs}.

NOTE This assertion is tested as part of AS07.81.

AS07.86: (Environmental failure testing procedures — Level 3)

{The voltage range tested shall be gradually decreasing.from a voltage within the normal operating
voltage range to a lower voltage that either (1) shutS,down the module to prevent further operation
or (2)limmediately zeroises all unprotected SSPs;}.and shall be gradually increasing friom a voltage
within the normal operating voltage range to\a higher voltage that either (1) shuts down the
modulle to prevent further operation or (2).immmediately zeroises all unprotected SSPs.

NOTE This assertion is tested as part of AS07.81.

6.8 Non-invasive security
AS0801: (Non-invasive security — Levels 1, 2, 3, and 4)

Non-ihvasive attack mitigation techniques implemented by the cryptographic module to protect
the module’s SSPs that are not referenced in {ISO/IEC 19790:2012} Annex F shall meet the
requirements in {ISO/IEC 19790:2012} 7.12.

NOTE This agsertion is not separately tested. It is tested as part of AS12.01 to AS12.04.
AS08.02: (Non<invasive security — Levels 1, 2, 3, and 4)

Non-ipvasive attack mitigation techniques implemented by the cryptographic module to protect

th - | 1ol CCD i £, a3 [ICOA /I 1070020120 A o Jacoll 'y I.l f 11 3
e aure s oot s tnatarerererencea 1006/ C 17770201z aneX1—snarmrmeettne 1olilowing

requirements.

NOTE This assertion is not separately tested.

AS08.03: (Non-invasive security — Levels 1, 2, 3, and 4)

The documentation requirements specified in {ISO/IEC 19790:2012} A.2.8 shall be provided.
Required Vendor Information

VE08.03.01: The vendor shall provide the documentation requirements as specified in
ISO/IEC 19790:2012, A.2.8.

Required Test Procedures
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TE08.03.01: The tester shall verify that the vendor provides documentation as specified in
ISO/IEC 19790:2012, A.2.8.

AS08.04: (Non-invasive security — Levels 1, 2, 3, and 4)

Documentation shall specify all of the mitigation techniques employed to protect the module’s
CSPs from the non-invasive attacks referenced in {ISO/IEC 19790:2012} Annex F.

Required Vendor Information

VE08.04.01: The vendor shall provide supporting documentation which specifies all of the mitigation
techniques employed to protect the module’s CSPs from the non-invasive attacks specified in
{ISO/IEC 197962642} ArmexT-

Required Tept Procedures

TE08.04.01: The tester shall verify that the vendor provides supporting documentationwhich spgcifies
all of the mitjgation techniques employed to protect the module’s CSPs from the nen-invasive afttacks
specified in {JSO/IEC 19790:2012} Annex F.

AS08.05: (Ngn-invasive security — Levels 1, 2, 3, and 4)

Documentatfon shall include evidence of the effectiveness of each)'of the attack mitigation
techniques.

Required Vepdor Information

VE08.05.01: [The vendor shall specify in the documentatiply’ the effectiveness of the mitigation
techniques.

Required Teft Procedures

TE08.05.01: [The tester shall verify that the vendor provides documentation that specifi¢s the
effectiveness|of the mitigation techniques.

AS08.06: (Ngn-invasive security — Levek3)

The cryptographic module shall be tested to meet the approved non-invasive attack mitigation
test metrics ffor Security Level 3 as'specified in {ISO/IEC 19790:2012} Annex F.

Required Vepdor Information

VE08.06.01: The vendor shall'provide documentation that the module meets the approved non-inyasive
attack mitigafion test metrics for Security Level 3.

Required Teft Procedures

TE08.06.01: The‘tester shall verify that the vendor provides documentation that the module megts the
approved norr i itigati i i

AS08.07: (Non-invasive security — Level 4)

The cryptographic module shall be tested to meet the approved non-invasive attack mitigation
test metrics for Security Level 4 as specified in {ISO/IEC 19790:2012} Annex F.

Required Vendor Information

VE08.07.01: The vendor shall provide documentation that the module meets the approved non-invasive
attack mitigation test metrics for Security Level 4.

Required Test Procedures

TE08.07.01: The tester shall verify that the vendor provides documentation that the module meets the
approved non-invasive attack mitigation test metrics for Security Level 4.
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6.9 Sensitive security parameter management

6.9.1 Sensitive security parameter management general requirements
AS09.01: (Sensitive security parameter management — Levels 1, 2, 3, and 4)

CSPs shall be protected within the module from unauthorized access, use, disclosure,
modification, and substitution.

Required Vendor Information

VE09.01.01: The vendor documentation shall describe the protection of all CSPs internal to the module.
Prote¢tion shall include the implementation of mechanisms that protect against unauthgrized access,
use, disclosure, modification, and substitution.

Required Test Procedures

TE09.91.01: The tester shall check the vendor documentation that describes theprotection of CSPs. The
tester|[shall verify that the documentation describes how these CSPs are protected from pinauthorized
accesd, use, disclosure, modification, and substitution.

TE09.91.02: The tester shall attempt to access (by circumventing the documented protection
mechdnisms) CSPs for which the tester is not authorized to access. To meet this assertion, the module is
required to deny access.

TE09.91.03: The tester shall attempt to modify CSPs usitig any method not specified Qy the vendor
docunpentation.

NOTE CSPs encrypted using a non-approved algorithm or proprietary algorithm or method fre considered
in plaiptext form within the scope of this document.

AS09.02: (Sensitive security parameter management — Levels 1, 2, 3, and 4)
PSPs be protected within the module against unauthorized modification and substitution.
Required Vendor Information

VE09.p2.01: The vendor docuimentation shall describe the protection of all PSPs against pnauthorized
modifjcation and substitution.

Required Test Procedures

TE09.92.01: The tester shall verify that the vendor documentation describe how the PSPs are protected
from ynauthorized modification and substitution.

TE09.92.02: The tester shall attempt to modify all PSPs using any method not specified by the vendor
docunllentation and shall attempt to enter them into the module.

AS09.03: (Sensitive security parameter management — Levels 1, 2, 3, and 4)

A module shall associate an SSP which is generated, entered into or output from the module with
the entity (i.e. person, group, role, or process) to which the SSP is assigned.

Required Vendor Information

VE09.03.01: The documented SSP procedures shall describe the mechanisms or procedures used to
ensure that each SSP is associated with the correct entity.

Required Test Procedures

TE09.03.01: The tester shall verify the documented SSP entry/output procedures that the procedures
address how an entered or output SSP is associated with the correct entity.
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TE09.03.02: For each SSP that can be entered, the tester shall first enter the SSP while assuming the
correct entity. The tester shall then verify that entry is not possible when assuming an incorrect entity.

TE09.03.03: For each SSP that can be output, the tester shall first output the SSP while assuming the
correct entity. The tester shall then verify that output is not possible when assuming an incorrect entity.

AS09.04: (Sensitive security parameter management — Levels 1, 2, 3, and 4)

Hash values of passwords, RBG state information, and intermediate key generation values shall
be considered as CSPs.

Required Vendor Information

VE09.04.01: [The vendor shall provide documentation that hash values of passwords, RB(| state
information, find intermediate key generation values are defined as CSPs.

Required Tept Procedures

TE09.04.01:
passwords,

he tester shall verify that the vendor provides documentation that hash valfies of
G state information, and intermediate key generation values are defined as CSPs.

TE09.04.02: The tester shall verify that the vendor provided Security Policy.defines any hash values of
passwords, RIBG state information, and intermediate key generation valugsyas CSPs.

AS09.05: (Sepsitive security parameter management — Levels 152, 3, and 4)
The documeptation requirements specified in {ISO/IEC 19790:2012} A.2.9 shall be provided.
Required Vepdor Information

VE09.05.01: | The vendor shall provide the documentation requirements as specified in
ISO/IEC 19790:2012, A.2.9.

Required Teft Procedures

TE09.05.01: [The tester shall verify thatOthe vendor provides documentation as speciffed in
ISO/IEC 19790:2012, A.2.9.

6.9.2 Random bit generators
NOTE A cryptographic moduléejcan contain RBGs, a chain of RBGs, or can be solely an RBG.
AS09.06: (Random bit generators — Levels 1, 2, 3, and 4)

If an approved security function, SSP generation, or SSP establishment method requires random
values, thenfan approved RBG shall be used to provide these values.

NOTE Approved RBGs are listed in ISO/IEC 19790:2012, Annex C.

Required Vendor Information

VE09.06.01: The vendor shall provide the list of all RBGs used in approved security functions, SSP
generation, or SSP establishment methods within the cryptographic module and their precise usage.

VE09.06.02: The vendor shall provide documentation that any random values used by approved security
functions, SSP generation, or SSP establishment method are provided from an approved RBG.

Required Test Procedures

TE09.06.01: The tester shall verify that all RBGs used by approved security functions, SSP generation,
or SSP establishment methods are documented and their usage defined.
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TE09.06.02: The tester shall verify from the vendor provided documentation that the implemented
RBGs used by approved security functions, SSP generation, or SSP establishment methods are compliant
with the approved RBGs listed in ISO/IEC 19790:2012, Annex C.

TE09.06.03: The tester shall verify from the vendor provided documentation that any random values
used by approved security functions, SSP generation, or SSP establishment method are provided from
an approved RBG.

AS09.07: (Random bit generators — Levels 1, 2, 3, and 4)

If entropy is collected from outside the cryptographic boundary of the module, the data stream
generated using this entropy input shall be considered a CSP.

Reunred Vendor Information

VE09.p7.01: The vendor shall provide documentation that the input datastream generated|from entropy
collected from outside the cryptographic module’s boundary is defined as a CSF

Required Test Procedures

TE09.07.01: The tester shall verify that the vendor provides documentation that the inpyt datastream
genergted from entropy collected from outside the cryptographic modide’s boundary is defined as a CSP.

6.9.3 | Sensitive security parameter generation
AS09.08: (Sensitive security parameter generation —evels 1, 2, 3, and 4)

Comppomising the security of the SSP generation method which uses the output of pn approved
RBG (fe.g. guessing the seed value to initialize the deterministic RBG) shall require at least as
many|operations as determining the value of the generated SSP.

Required Vendor Information

VE09.p8.01: The vendor shall provide dacumentation that provides rationale stating how dompromising
the security of the SSP generation méthod (e.g. guessing the seed value to initialize the deterministic
RBG) $hall require at least as many-operations as determining the value of the generated $SP.

Required Test Procedures

TE09.98.01: The tester.shall verify that the vendor provided documentation that provides rationale
stating how comprorising the security of the SSP generation method (e.g. guessing the seed value to
initialjze the deterministic RBG) shall require at least as many operations as determining the value of
the geperated SSP.

TE09.08.02: The tester shall verify the accuracy of any rationale provided by the vendor. The burden of
proof s ofi the vendor; if there is any uncertainty or ambiguity, the tester shall require fhe vendor to
produfeadditional information as needed.

AS09.09: (Sensitive security parameter generation — Levels 1, 2, 3, and 4)

SSPs generated by the module from either the output of an approved RBG or derived from an SSP
entered into the module and used by an approved security function or SSP establishment method
shall be generated using an approved SSP generation method listed in {ISO/IEC 19790:2012}
Annex D.

NOTE Approved sensitive security parameter generation methods are listed in ISO/IEC 19790:2012,
Annex D.

Required Vendor Information
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VE09.09.01: The vendor shall provide the list of all SSPs generated by the module from either the output
of an approved RBG or derived from an SSP entered into the module and used by an approved security
function or SSP establishment methods used in the cryptographic module and their precise usage.

VE09.09.02: The vendor shall provide documentation that SSPs generated by the module from either the
output of an approved RBG or derived from an SSP entered into the module and used by an approved
security function or SSP establishment method are generated using an approved SSP generation method.

Required Test Procedures

TE09.09.01: The tester shall verify that all SSPs generated by the module from either the output of
an approved RBG or derived from an SSP entered into the module and used by an approved security

function or S§P establishment methods are documented and their usage derined.

TE09.09.02: The tester shall verify from the vendor provided documentation that the implethente
generated bylthe module from either the output of an approved RBG or derived from an SSP entersg

the module
with the appt

6.9.4 Sens]

NOTE Sen
methods, or m

AS09.10: (Se

Automated
Annex D.

NOTE
Annex D.

Required Ve
VE09.10.01: ]

d used by an approved security function or SSP establishment metheds)are conm
oved SSP generation methods listed in ISO/IEC 19790:2012, Annex D.

tive security parameter establishment

sitive security parameter establishment can consist of automated SSP transport or SSP agrs¢
hnual SSP entry or output, or output via direct or electronic methods.

hsitive security parameter establishment — Levels.1, 2, 3, and 4)

BSP establishment shall use an approved method listed in {ISO/IEC 19790

Approved sensitive security parameter establishment methods are listed in ISO/IEC 1979

hdor Information

he vendor shall provide the lisbof all automated SSP establishment methods used

cryptographic module and their precise n$age.

Required Te

TE09.10.01: 7]
their usage d

TE09.10.02: ]
automated S§
methods listd

AS09.11: (Se

5t Procedures

he tester shall verify that all automated SSP establishment methods are documents
efined.

d SSPs
d into
pliant

ement

2012}

:2012,

in the

bd and

'he tester, shall verify from the vendor provided documentation that the implenjented

P establishment methods are compliant with the approved automated SSP establis
d in ISO/TEC 19790:2012, Annex D.

nsitive security parameter establishment — Levels 1, 2, 3, and 4)

hment

Manual SSP establishment shall meet the requirements of {ISO/IEC 19790:2012} 7.9.5.

NOTE Thi

s assertion is tested as part of AS09.12 to AS09.24.

6.9.5 Sensitive security parameter entry and output

NOTE

Sensitive security parameters can be manually entered into or output from a module either directly

(e.g. entered via a keyboard or number pad, or output via a visual display) or electronically (e.g. via a smart
card/tokens, PC card, other electronic key loading device, or the module operating system).

AS09.12: (Sensitive security parameter entry and output — Levels 1, 2, 3, and 4)
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If SSPs are manually entered into or output from a module, the entry or output shall be through
the defined HMI, SFMI, HFMI or HSMI ({ISO/IEC 19790:2012} 7.3.2) interfaces.

NOTE This assertion is tested as part of AS03.04 to AS03.15.
AS09.13: (Sensitive security parameter entry and output — Levels 1, 2, 3, and 4)

All cryptographically protected SSPs, entered into or output from the module shall be encrypted
using an approved security function.

Required Vendor Information

VE09.13.01: The vendor documentation shall specify all r‘rvpfngrqphi{‘n]]y protected SSPs which are
enterdd into or output from the cryptographic module.

VE09.113.02: The vendor documentation shall state the encryption method used £ eryptographically
protedt the SSPs which are entered into or output from the cryptographic modute,

Required Test Procedures

TE09.13.01: The tester shall verify that the vendor has provided documentation specffying all the
cryptographically protected SSPs which are entered into and outputftem the cryptographic module.

TE09.13.02: The tester shall verify that the vendor has pfevided documentation fspecifies the
encryption method used to cryptographically protect the SSRs*which are entered into of output from
the cryptographic module.

TE09.13.03: The tester shall verify that the encryptieh method used to cryptographically protect the
SSPs which are entered into or output from the cryptographic module is performed using an approved
security function.

NOTE For directly entered SSPs, the entered walues can be temporarily displayed to allow visjial verification
and to[improve accuracy.

AS09.[14: (Sensitive security parameter entry and output — Levels 1, 2, 3, and 4)

If encrypted SSPs are directly entered into the module, then the plaintext values of the SSPs shall
not be¢ displayed.

Required Vendor Information

VE09.14.01: The documented SSP entry mechanisms for encrypted SSPs shall preclude the display of
their plaintext values.

Required TestProcedures

TE09.14.01: The tester shall verify the documented SSP entry mechanisms for encrypted $SPs preclude
the di$pldy of their plaintext values during the encrypted SSP entry process.

TE09.14.02: The tester shall enter all encrypted SSPs and shall monitor the output interfaces of the
module to verify that any resulting plaintext SSP values are not displayed.

AS09.15: (Sensitive security parameter entry and output — Levels 1, 2, 3, and 4)

Directly entered (plaintext or encrypted) SSPs shall be verified during entry into a module for
accuracy using the conditional manual entry test specified in {ISO/IEC 19790:2012) 7.10.3.5.

NOTE This assertion is tested as part of AS10.42 to AS10.46.
AS09.16: (Sensitive security parameter entry and output — Levels 1, 2, 3, and 4)

To prevent the inadvertent output of sensitive information, two independent internal actions
shall be required in order to output any plaintext CSP.
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Required Ve

ndor Information

VE09.16.01: If the module outputs any plaintext CSPs, the vendor documentation shall describe the

output servic

es.

VE09.16.02: The finite state model and other vendor documentation shall indicate, for the output of

plaintext CSP

Required Te

s, that two independent internal actions that are required.

st Procedures

TE09.16.01: The tester shall verify from the vendor documentation or finite state model that the module

allows the ou

TE09.16.02: 1
the output of]
module to ou

TE09.16.03:
independent
without two i

AS09.17: (Se

These two i1

tput of plaintext CSPs.

plaintext CSPs requires two independent internal actions in order for the cryptog
Fput the plaintext CSPs.

'he tester shall attempt to output plaintext CSPs without the module/performin
internal actions. The module shall fail if the module allows the output' of plaintex
ndependent internal actions.

hsitive security parameter entry and output — Levels 1, 2,"3yand 4)

dependent internal actions shall be dedicated to mediating the output of the ¢

'he tester shall verify from the finite state model and other vendor documentation that

raphic

g two
t CSPs

SPs.

NOTE Thik assertion is not separately tested. Tested as part of AS09.16.

AS09.18: (Sepsitive security parameter entry and output<-Levels 1, 2, 3, and 4)

For electronic entry or output via a wireless connection, CSPs, key components, and
authenticatipn data shall be encrypted.

Required Vepdor Information

VE09.18.01: If the module inputs or outputs CSPs, key components, and authentication data via wireless
interfaces, the vendor documentation shall‘describe the wireless services.

VE09.18.02: If the module inputs or outpuits CSPs, key components, and authentication data via wireless
interfaces, t}I vendor documentation-shall describe the encryption methods employed to encrylpt the
CSPs, key comiponents, and authgefitication data.

Required Tept Procedures

TE09.18.01: The tester,shall verify whether the module inputs or outputs CSPs, key componen{s, and
authentication data viaywireless interfaces.

TE09.18.02: The tester shall verify that the encryption methods employed to encrypt the CSHs, key

components,

NOTE

bnd.authentication data are approved encryption methods.

For Security Levels 1 and 2, plaintext CSPs, key components, and authentication data can be entered

and output via physical port(s) and logical interface(s) shared with other physical ports and logical interfaces of
the cryptographic module.

AS09.19: (Se

nsitive security parameter entry and output — Levels 1 and 2)

For software modules or the software components of a hybrid software module, CSPs, key
components, and authentication data may be entered into or output in either encrypted
or plaintext form provided that the CSPs, key components, and authentication data
shall be maintained within the operational environment and meet the requirements of
{ISO/IEC 19790:2012} 7.6.3.

Required Vendor Information
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VE09.19.01: For software modules or the software components of a hybrid software module the vendor
shall provide documentation that CSPs, key components, and authentication data may be entered
into or output in either encrypted or plaintext form provided that the CSPs, key components, and
authentication data are maintained within the operational environment and meet the requirements in
ISO/IEC 19790:2012, 7.6.3 {AS06.05 to AS06.29 as applicable}.

Required Test Procedures

TE09.19.01: For software modules or the software components of a hybrid software module the tester
shall verify that the vendor provides documentation that CSPs, key components, and authentication
data may be entered into or output in either encrypted or plaintext form provided that the CSPs, key
components, and authentication data are maintained within the operational environment and meet the
requirlements of ISO/IEC 19790:2012, 7.6.3 {AS06.05 to AS06.29 as applicable}.

AS09.20: (Sensitive security parameter entry and output — Levels 3 and 4)

CSPs, key components, and authentication data shall be entered into or output fronm the module
either encrypted or by a trusted channel.

NOTE This assertion is tested as part of AS09.13 or AS03.16 to AS03.22.
AS09.21: (Sensitive security parameter entry and output — Levels 3 and 4)

CSPs which are plaintext secret and private cryptographic.keys shall be entered into or output
from the module using split knowledge procedures using-a trusted channel.

Required Vendor Information

VE09.£1.01: The vendor shall supply documentation specifying the split knowledg¢ procedures
employed by the cryptographic module using a trusted channel for the input or outpuft of plaintext
secretland private cryptographic keys.

Required Test Procedures

TE09.21.01: The tester shall verify that the documentation specifying the split knowledge procedures
employed by the cryptographic module using a trusted channel for the input or outpult of plaintext
secretland private cryptographictkeys matches the implementation.

TE09.21.02: The tester shall verify the split knowledge procedure splits the key into|multiple key
compg@nents, with each key.component individually sharing no knowledge of the original key.

TE09.21.03: The testershall verify that a subset of the split knowledge components or al|] components
are refjuired to bewentered or output for each key.

TE09.21.04: The tester shall verify the trusted channel under AS03.16 to AS03.21 foy Level 3 and
AS03.22 for Level 4.

AS09.22:(Sensitive security parameter entry and output — lLevel 3)

If the module employs split knowledge procedures, the module shall employ separate identity-
based operator authentication for entering or outputting each key component, {and at least two
key components shall be required to reconstruct the original cryptographic key}.

Required Vendor Information

VE09.22.01: The vendor documentation shall specify that identity-based authentication is employed for
each separate key component.

Required Test Procedures

TE09.22.01: The tester shall verify that identity-based authentication is employed for each separate key
component.
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AS09.23: (Sensitive security parameter entry and output — Level 3)

{If the module employs split knowledge procedures, the module shall employ separate identity-
based operator authentication for entering or outputting each key component,} and at least two
key components shall be required to reconstruct the original cryptographic key.

Required Vendor Information

VE09.23.01: The vendor documentation shall specify the number of components that are required to
construct the original CSP.

Required Test Procedures

TE09.23.01: The tester shall verify in the vendor documentation that the split knowledge pfog¢edure
requires at lepst two components to construct the original CSP.

TE09.23.02: The tester shall verify the vendor documentation that the output of GSPs undef split
knowledge pocedures does not result in the output of a single component that can be'Gsed to conjstruct
the original (SP.

AS09.24: (Sensitive security parameter entry and output — Level 4)

The modulg shall employ multi-factor separate identity-based operator authenticatign for
entering or ¢utputting each key component.

Required Vepdor Information

VE09.24.01: The vendor documentation shall specify that multi~factor identity-based authentication is
employed for|each separate key component.

Required Teft Procedures

TE09.24.01: The tester shall verify that multi-factonidentity-based authentication is employed fgr each
separate key fomponent.

TE09.24.02: The tester shall verify the multizfactor authentication method under AS04.59.

6.9.6 Sensltive security parameter storage
AS09.25: (Sepsitive security parameter storage — Levels 1, 2, 3, and 4)

A module shpll associate every SSP stored within the module with the entity (e.g. operator, role,
or process) o which the.SSP is assigned.

Required Vepdor Information

VE09.25.01: The vendor documentation on key storage shall describe the mechanisms or proce¢dures
used to ensuije'that each key is associated with the correct entity.

Required Test Procedures

TE09.25.01: The tester shall verify the documentation on key storage that the procedures address how
a stored key is associated with the correct entity.

TE09.25.02: The tester shall modify the association of key and entity. The tester shall then attempt to
perform cryptographic functions as one of the entities and shall verify that these functions fail.

AS09.26: (Sensitive security parameter storage — Levels 1, 2, 3, and 4)
Access to plaintext CSPs by unauthorized operators shall be prohibited.

NOTE This assertion is tested under AS09.01.
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AS09.27: (Sensitive security parameter storage — Levels 1, 2, 3, and 4)
Modification of PSPs by unauthorized operators shall be prohibited.
Required Vendor Information

VE09.27.01: The vendor shall provide documentation that modification of PSPs by unauthorized
operators shall be prohibited.

Required Test Procedures

TE09.27.01: The tester shall verify that the vendor provides documentation that modification of PSPs
by unauthorized operators shall be prnhihifpd

TE09.27.02: The tester shall assume an unauthorized role and attempt to modify PSPs storned within the
module and verify that this attempt fails.

6.9.7 | Sensitive security parameter zeroisation
AS09.28: (Sensitive security parameter zeroisation — Levels 1, 2, 3;and 4)

A moglule shall provide methods to zeroise all unprotected SSPs and key components within
the mjodule.

NOTE |l  This assertion is tested AS09.30.

NOTER  Temporarily stored SSPs and other stored values éwned by the module should be zeroised when they
are noflonger needed for future use.

AS09.29: (Sensitive security parameter zeroisation — Levels 1, 2, 3, and 4)

A zerIised SSP shall not be retrievable or reusable.

Required Vendor Information

VE09.£9.01: The vendor documentation shall specify how a zeroised SSP cannot be retrievable or
reusaTle.

Required Test Procedures

TE09.£9.01: The tester,shall verify that the vendor provides documentation specifies hqw a zeroised
SSP cqnnot be retrievablé or reusable.

TE09.29.02: Thetester shall verify the accuracy of any rationale provided by the vendor. The burden of
proof s on the'vendor; if there is any uncertainty or ambiguity, the tester shall require the vendor to
produfe additional information as needed.

NOTE [« {Zeroisation of protected PSPs, encrypted CSPs, or CSPs otherwise physically or logiqally protected

withinam additiomatembedded vatidated modute {rreeting the TequiTentents of thisdocumnemnt)ishot required.

NOTE 2  SSPs need not meet these zeroisation requirements if they are used exclusively to reveal plaintext
data to processes that are authentication proxies (e.g. a CSP that is a module initialization key).

AS09.30: (Sensitive security parameter zeroisation — Levels 2, 3, and 4)

The cryptographic module shall perform the zeroisation of unprotected SSPs (e.g. overwriting
with all zeros or all ones or with random data).

Required Vendor Information
VE09.30.01: The vendor documentation shall specify the following SSPs zeroisation information:

a) zeroisation techniques;
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b) restrictions when plaintext SSPs can be zeroised;
c) plaintext SSPs that are zeroised;
d) plaintext SSPs that are not zeroised and rationale;

e) rationale explaining how the zeroisation technique is performed in a time that is not sufficient to
compromise plaintext SSPs.

Required Test Procedures

TE09.30.01: The tester shall verify the vendor documentation that the information specified in
VE09.30.01 isd i i i r. The
burden of pr¢of is on the vendor; if there is any uncertainty or ambiguity, the tester shall require the
vendor to prdduce additional information as needed.

TE09.30.02: The tester shall verify which keys are present in the module and initiate the Zeroise
command. Fgllowing the completion of the zeroise command, the tester shall attémpt to perform
cryptographifc operations using each of the plaintext SSPs that were stored in theymodule. The|tester
shall verify that each plaintext SSPs cannot be accessed.

TE09.30.03: The tester shall initiate zeroisation and verify the key destruction method is perforined in
a time that is|not sufficient to compromise plaintext SSPs.

TE09.30.04: The tester shall verify that all plaintext SSPs that are not'zeroised by the zeroise conjmand
are either 1) pncrypted using an approved algorithm, or 2) physically or logically protected within an
embedded vallidated cryptographic module (validated as confotming to ISO/IEC 19790:2012).

AS09.31: (Sepsitive security parameter zeroisation — Levels 2, 3, and 4)
Zeroisation shall exclude the overwriting of an unprotected SSP with another unprotected SSP.
Required Vepdor Information

VE09.31.01: The vendor documentation shall specify that the zeroisation excludes the overwriting of an
unprotected $SP with another unprotected SSP.

Required Tept Procedures

TE09.31.01: [The tester shall vérify that the vendor provided documentation specifies that the
zeroisation excludes the overwTiting of an unprotected SSP with another unprotected SSP.

AS09.32: (Sepsitive secutity parameter zeroisation — Levels 2, 3, and 4)
Temporary $SPs shallybe zeroised when they are no longer needed.

Required Vepdot Information

VE093201' r‘}lC VClldUl dULulllClltdtiUll D‘lldll b})CLif_y that tClll})Ul dal'y SSPD dl T LTl Uide VV}lCll t}l y are
no longer needed.

Required Test Procedures

TE09.32.01: The tester shall verify that the vendor provides documentation specifies that temporary
SSPs are zeroised when they are no longer needed.

AS09.33: (Sensitive security parameter zeroisation — Levels 2, 3, and 4)
The module shall provide an output status indication when the zeroisation is complete.
Required Vendor Information

VE09.33.01: The vendor documentation shall specify that the module provides an output status
indication when the zeroisation is complete {AS03.11}.
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TE09.33.01: The tester shall verify that the vendor provides documentation that specifies that the
module provides an output status indication when the zeroisation is complete.

TE09.33.02: The tester shall perform zeroisation and verify the status output indicator.

AS09.34: (Sensitive security parameter zeroisation — Level 4)

The following requirements {ISO/IEC 19790:2012 AS09.35 to AS09.37} shall be met.

NOTE

This assertion is tested under AS09.35 to AS09.37.

AS09.B5: (Sensitive security parameter zeroisation — Level 4)

Zeroisation shall be immediate and non-interruptible {and shall occur in a sufficient

ly small time

period so as to prevent the recovery of the sensitive data between the time zeroisation is initiated

andt
NOTE
AS09.
{Zeroi

time period so as to prevent the recovery of the sensitive data between the time z

initia

Required Vendor Information

VEO0O.
non-in
sensit

Required Test Procedures

TEO9.

is immediate and non-interruptiblé.and occurs in a sufficiently small time period so as t

recovg

completed.

TEOQO.
Zerois

AS09.

e actual zeroisation completed and {AS09.37 shall be met}}.
This assertion is tested in AS09.36.
36: (Sensitive security parameter zeroisation — Level 4)

sation shall be immediate and non-interruptible} and-shall occur in a suffig

fed and the actual zeroisation completed and {A509.37 shall be met}.

iently small
eroisation is

B6.01: The vendor shall provide documentation that the module zeroisation is imimediate and

terruptible and occurs in a sufficiently small time period so as to prevent the re
ve data between the time zeroisation is\initiated and the actual zeroisation complet

B6.01: The tester shall verify that the vendor provides documentation that the modu

ry of the sensitive databetween the time zeroisation is initiated and the actud

B6.02: The tester-shall perform the module zeroisation. The test shall attempt to
ation process toprevent its completion in whole or part.

37: (Sensitive security parameter zeroisation — Level 4)

All SS

modui[e isreturned to the factory state.
Requ i

covery of the
ed.

le zeroisation
p prevent the
1] zeroisation

interrupt the

Ps shall"be zeroised whether plaintext or cryptographically protected, syich that the

VE09.37.01: The vendor shall provide documentation that all SSPs are zeroised whether plaintext or
cryptographically protected, such that the module is returned to the factory state.

Required Test Procedures

TE09.37.01: The tester shall verify that the vendor provides documentation that all SSPs are zeroised
whether plaintext or cryptographically protected, such that the module is returned to the factory state.

TE09.37.02: The tester shall perform the module zeroisation. The tester shall verify that the module has
returned to the factory state.
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6.10 Self-tests

6.10.1 Self-test general requirements
AS10.01: (Self-tests — Levels 1, 2, 3, and 4)

All self-tests shall be performed, {and determination of pass or fail shall be made by the module,
without external controls, externally provided input text vectors, expected output results, or
operator intervention or whether the module will operate in an approved or non-approved mode}.

NOTE This assertion is not separately tested.

AS10.02: (Se]f-tests — Levels 1, 2, 3, and 4)

{All self-testq shall be performed,} and determination of pass or fail shall be made by the module,
without external controls, externally provided input text vectors, expected output‘results, or
operator intervention or whether the module will operate in an approved or non<approved mode.

NOTE Thik assertion is not separately tested.
AS10.03: (Self-tests — Levels 1, 2, 3, and 4)

The pre-opefrational self-tests shall be performed and passed suceessfully prior to the module
providing any data output via the data output interface.

NOTE Thik assertion is tested as part of AS10.15.
AS10.04: (Self-tests — Levels 1, 2, 3, and 4)

Conditional |self-tests shall be performed when an applicable security function or prodess is
invoked (i.e.security functions for which self-tests.are required).

NOTE Thik assertion is tested as part of AS10.25,
AS10.05: (Se]f-tests — Levels 1, 2, 3, and 4)

All self-test
Annex E)

identified in underlying-algorithmic standards ({ISO/IEC 19790:2012} Annek C to
be implemented as applicable within the cryptographic module.

NOTE Thik assertion is tested asypart of AS10.06.

AS10.06: (Self-tests — Levéls, 2, 3, and 4)

All self-testq identified in addition or in lieu of those specified in the underlying algorithmic
standards ({ISO/IEC 19790:2012} Annex C to Annex E) shall be implemented as specifjed in
{ISO/IEC 197P0:2012} Annex C to Annex E for each approved security function, SSP establishment
method and authentication mechanism.

NOTE This assertion is tested as part of AS10.01 to AS10.04.
AS10.07: (Self-tests — Levels 1, 2, 3, and 4)

If a cryptographic module fails a self-test, the module shall enter an error state {and shall output
an error indicator as specified in {ISO/IEC 19790:2012} 7.3.3).

Required Vendor Information

VE10.07.01: For each error condition, the vendor documentation shall provide the condition name,
description of the condition, the events that can produce the condition, and the actions necessary to
clear the condition and resume normal operation.

Required Test Procedures

102 © ISO/IEC 2017 - All rights reserved


https://iecnorm.com/api/?name=1330993fd3e45a3f0601d73982d163d3

ISO/IEC 24759:2017(E)

TE10.07.01: The tester shall verify the list of self-tests to include the following:

a) pre-operational self-tests:

1)
2)
3)

pre-operational software/firmware integrity test;
pre-operational bypass test;

pre-operational critical functions test;

b) conditional self-tests:

1)

conditional cryptographic algorithm test;

2)
3)
4)
5)
6)

TE10.
condit

TE10.
condit
the vd
verify|
condit

TE10.
modu

TE10.
of pas
input

AS10.
{Ifac

an eri

Required Vendor Information

VE10.

conditional pair-wise consistency test;
conditional software/firmware load test;
conditional manual entry test;
conditional bypass test;

conditional critical functions test.

)7.02: The tester shall check that the information provided above is specified fi
ion.

ion are consistent with the descriptionsdn-the vendor documentation.

e operates in an approved mode of non-approved mode.

5 or fail of each self-test.is‘made by the module, without external controls, extern
ext vectors, expected output results, or operator intervention.

P8: (Self-tests — Levels 1, 2, 3, and 4)

ryptographic module fails a self-test, the module shall enter an error state} and
or indicator-as specified in {ISO/IEC 19790:2012} 7.3.3.

D801 The vendor shall document all error states associated with each self-test and

for ea

therror state the pypprfpd errorindicator.

r each error

D7.03: The tester shall cause each error condition to occur and shall attempt to clear the error
ion. The tester shall verify that actions necessafy to clear the error condition are cgnsistent with
ndor documentation. If the tester cannot cause each error condition to occur, the tester shall
the code listing and or design documentationt whether the actions necessary to clear each error

7.04: The tester shall verify that all self-tests are performed regardless if the dryptographic

)7.05: The tester shall verifyby inspection and from the vendor documentation that determination

ally provided

shall output

shall indicate

Required Test Procedures

TE10.08.01: The tester shall verify the vendor documentation, check that it lists every error state that
the module enters upon failure of a self-test, and indicates the error indicator associated with each
error state. The tester shall compare the list of error states to those defined in the finite state model

(see A

S11.10) to verify that they agree.

TE10.08.02: By inspecting the vendor documentation that specifies how each self-test handles errors,
the tester shall verify that:

a) the module enters an error state upon failing a self-test;

b) the error state is consistent with the documentation and the finite state model;
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c) the module outputs an error indicator;
d) the error indicator is consistent with the documented error indicator.

TE10.08.03: The tester shall run each self-test and cause the module to enter every error state. The tester
shall compare the observed error indicator with the indicator specified in the vendor documentation. If
they are not the same, this test is failed.

AS10.09: (Self-tests — Levels 1, 2, 3, and 4)

The cryptographic module shall not perform any cryptographic operations or output control
and data via the control and data output interface while in an error state.

Required Vepdor Information

VE10.09.01: The vendor documentation requirements are specified under VE03.07.01¢)VE03{07.02,
VE03.10.01, and VE03.10.02. The vendor design also shall ensure that cryptographic operations ¢annot
be performed while the module is in the error state.

Required Tept Procedures

TE10.09.01: The tester shall verify that the inhibition of control and data output was performed|under
TE03.07.01, TE03.07.02, TE03.10.01, TE03.10.02, and TE03.10.05. The résuilts of the verification shall
indicate that;

a) the vendpr documentation shows that all control and data output via the control and data putput
interfacelis inhibited whenever the module is in an error state;

b) the modyle inhibits all control and data output when the.module is in an error state.

TE10.09.02: [The tester shall verify that the vendorydocumentation specifies that cryptographic
functions arelinhibited while the module is in an errorstate.

TE10.09.03: The tester shall cause the module toenter the error state and verify that any cryptographic
operations that the tester attempts to initiate are prevented.

AS10.10: (Self-tests — Levels 1, 2, 3, and+4)

The cryptographic module shall not utilize any functionality that relies upon a function or
algorithm that failed a self-test.until the relevant self-test has been repeated and successfully
passed.

Required Vepdor Information

VE10.10.01: The vendor shall provide design documentation that the cryptographic module ¢annot
utilize any fuhctionality that relies upon a function or algorithm that failed a self-test until the relevant
self-test has heen‘répeated and successfully passed.

Required Test Procedures

TE10.10.01: The tester shall cause an error in a function or algorithm that failed a self-test and initiate
a functionality that utilize the function or algorithm and verify that the module cannot utilize this
functionality.

TE10.10.02: The tester shall run each self-test and cause the module to enter every error state or a
degraded operation. The tester shall exercise the cryptographic module, and verify that the functionality
cannot be utilized until the relevant self-test has been repeated and successfully passed.

AS10.11: (Self-tests — Levels 1, 2, 3, and 4)

If a module does not output an error status upon failure of a module self-test, the operator of the
module shall be able to determine if the module has entered an error state implicitly through an
unambiguous procedure documented in the security policy ({ISO/IEC 19790:2012} Annex B).
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Required Vendor Information

VE10.11.01: If the module does not output an error status upon failure of the module self-test, the vendor
provided non-proprietary security policy shall describe unambiguously the procedure to determine if
the cryptographic module has entered an error state.

Required Test Procedures

TE10.11.01: The tester shall run each self-test and cause the module to enter every error state. The tester
shall verify that the module has entered the error state implicitly through the procedure documented

in the

AS10.

The module shall maintain an error log that is accessible by an authorized operator o

Required Vendor Information

VE10.

occur

VE10.
error

Required Test Procedures

TE10.
canno

TE10.

provides information, at a minimum, of the miost recent error event.

NOTE

TE10.
modu

TE10.
the cr

TE10.

againgt unauthorized-modification and substitution.

AS10.
The e

self-t(fst failed).

NOTE

AS10.

non-proprietary security policy.

o —— e

red).

og.

| 2.01: The tester shall verify from the vendor decumentation that an unauthori
L access to the error log.

| 2.02: The tester shall verify from the vendor documentation that the error logging

This TE is to cover assertion AS10/438.

| 2.03: The tester shall cause the-cryptographic module to enter an error state and v
e generates the error log, ata-minimum, for the most recent error event.

| 2.04: The tester shall access the error log without assuming any authenticated role
yptographic modulehlf the error log can be accessed, this assertion fails.

| 2.05: The tester shall exercise the cryptographic module and verify that the error lo

[13: (Self-tests — Levels 3 and 4)

rror log shall provide information, at a minimum, of the most recent error eve

fthe module.

[2.01: The vendor documentation shall specify the error logging functionality of the module
includiing types of recorded information in the error log (e.g. which self-test has failed, w|

hen the error

| 2.02: The vendor documentation shall describe the mechanism to maintain the integrity of the

zed operator

functionality

erify that the

supported by

o is protected

nt (i.e. which

This assertion is tested as part of AS10.12.

14: (Self-tests — Levels 1, 2, 3, and 4)

The documentation requirements specified in {ISO/IEC 19790:2012} A.2.10 shall be provided.

NOTE

This assertion is tested as part of ASA.01.

6.10.2 Pre-operational self-tests

6.10.2.1 Pre-operational self-test general requirements

AS10.

15: (Pre-operational self-tests — Levels 1, 2, 3, and 4)
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The pre-operational tests shall be performed and passed successfully by a cryptographic module
between the time a cryptographic module is powered on or instantiated (after being powered
off, reset, rebooted, cold-start, power interruption, etc.) and before the module transitions to
the operational state.

Required Vendor Information

VE10.15.01: The vendor documentation shall provide the information for each of the pre-operational
self-tests.

VE10.15.02: The vendor shall provide the sequence of pre-operational self-tests between the time the
module is powered on or instantiated and before the module transitions to the operational state.

Required Teft Procedures

TE10.15.01: The tester shall verify that the vendor documentation specifies each pre-openationgl self-

test. The test

TE10.15.02:
operational
powered on d

AS10.16: (Pr

A cryptograj

br shall verify that the pre-operational self-tests are performed as specifiéd,

By checking the code and/or design documentation, the tester shall' verify eac
est is performed and passed successfully between the time a cryptographic moc
r instantiated and before the module transitions to the operatignal state.

e-operational self-tests — Levels 1, 2, 3, and 4)

bhic module shall perform the following pre-operational tests, as applicable:

h pre-
lule is

— pre-operational software/firmware integrity test;

pre-operational bypass test;

ational critical functions test.

pre-opel

NOTE Thik assertion is tested as part of AS10.17 t0:AS10.24.

6.10.2.2 Prg-operational software/firmware integrity test

AS10.17: (Pre-operational software/firmware integrity test — Levels 1, 2, 3, and 4)

All softwaré
using an a
{ISO/IEC 197

and firmware components within the cryptographic boundary shall be verified
pproved integrity.\technique or EDC satisfying the requirements definpd in
D0:2012)} 7.5.

NOTE Thik assertion is.not separately tested. Tested as part of AS05.05 to AS05.23.

AS10.18: (Prje-operdtional software/firmware integrity test — Levels 1, 2, 3, and 4)

If the verifichtionfails, the pre-operational software/firmware integrity test shall fail.

NOTE This assertion is not tested separately.

AS10.19: (Pre-operational software/firmware integrity test — Levels 1, 2, 3, and 4)

If a hardware module does not contain either software or firmware, the module shall, at a
minimum, implement one cryptographic algorithm self-test as specified in {ISO/IEC 19790:2012)}
7.10.3.2 as a pre-operational self-test.

NOTE This assertion is not tested separately.
AS10.20: (Pre-operational software/firmware integrity test — Levels 1, 2, 3, and 4)

A cryptographic algorithm that is used to perform the approved integrity technique for the
pre-operational software/firmware test shall first pass the cryptographic algorithm self-test
specified in {ISO/IEC 19790:2012} 7.10.3.2.
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Required Vendor Information
VE10.20.01: The vendor documentation requirement is specified under VE10.15.02.
Required Test Procedures

TE10.20.01: By checking the codes and/or design documentation, the tester shall verify that the
cryptographic algorithm test used to perform the approved integrity technique is passed before the
pre-operational software/firmware integrity test starts.

6.10.2.3 Pre-operational bypass test

AS10.21: (Pre-operational bypass test — Levels 1, Z, 3, and 4)

If a cryptographic module implements a bypass capability, then the module'shall ensure the
corre¢t operation of the logic governing activation of the bypass capability by exercising that logic.

Required Vendor Information

VE10.21.01: The vendor documentation shall specify how the cryptographi¢‘/module ensurgs the correct
operation of the logic governing activation of the bypass capability.

Required Test Procedures

TE10.21.01: The tester shall verify from the vendor documentation and by inspection qf the module
that the logic governing activation of the bypass capability is implemented as specified.

TE10.21.02: The tester shall verify by inspection and from the vendor documentation [that the pre-
operational bypass test is implemented which exercises the logic governing activation pf the bypass
capabllity.

TE10.21.03: The tester shall cause each error eondition of the pre-operational bypass test to occur and
shall yerify that the inhibition of output was‘performed under TE03.07.01 to TE03.07.05 and TE03.10.01
to TE(3.10.05.

TE10.21.04: The tester shall run the pre-operational bypass test and shall verify that any|functionality
relies Jon the logic governing activation of the bypass capability cannot be utilized und¢r TE10.10.01
and TE10.10.02.

AS10.22: (Pre-operational bypass test — Levels 1, 2, 3, and 4)
The module shall also verify the data path by

— settingthebypassswitchtoprovide cryptographicprocessingandverify thatdatg transferred
through-the bypass mechanism is cryptographically processed, and

— sqtting’the bypass switch to not provide cryptographic processing and verify that data
NN L1l h the l hanism i hicall Jf

Required Vendor Information

VE10.22.01: The vendor documentation shall specify how to set the bypass switch to provide
cryptographic processing.

VE10.22.02: The vendor documentation shall describe how the bypass mechanism is designed to
enforce the data transfer of cryptographically processed data through the data path by setting the
bypass switch to provide cryptographic processing.

VE10.22.03: The vendor documentation shall specify how to set the bypass switch to not provide
cryptographic processing.
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