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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

The procedures used to develop this document and those intended for its further maintenance
are d¢scribed in the ISO/IEC Directives, Part 1. In particular, the different apptoval criteria
neededl for the different types of document should be noted. This document)wds drafted in
accordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.dse.orgldirectives or
www.jec.ch/members_experts/refdocs).

lﬁe the subject
Il such patent

will be in the
nts) or the IEC

Attentjon is drawn to the possibility that some of the elements of this do¢ument may
of patent rights. ISO and IEC shall not be held responsible for identifying any or a
rights) Details of any patent rights identified during the development‘of the document
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/pate
list of patent declarations received (see patents.iec.ch).
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nde name used in this document is information given for the convenience of users
ute an endorsement.

explanation of the voluntary nature of staridards, the meaning of ISO specif
sions related to conformity assessment, as\well as information about ISO's
orld Trade Organization (WTO) principles in the Technical Barriers to Trag
so.org/iso/foreword.html. In the IEC, seeWwww.iec.ch/understanding-standards.
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ocument was prepared by Joint Technical Committee ISO/IEC JTC 1, Informati
mittee SC 27, Information security, cybersecurity and privacy protection.

econd edition cancels and. replaces the first edition (ISO/IEC 24745:2011), wh
cally revised.

hin changes compared to the previous edition are as follows:

cofrection of terms;

moval of non-compliant requirements related to jurisdictions;
irification)of various explanations;

provements on the requirements for protection of biometric information, with

and does not

ic terms and
adherence to
le (TBT) see

n technology,

ich has been

more explicit

forcement of irreversibility and unlinkability;

addition of relevant references to ISO/IEC 30136:2018;
introduction of new application models based on recent technologies;

addition of examples in annexes.

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and

www.iec.ch/national-committees.
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Introduction

As the Internet becomes a more pervasive part of daily life, various services are being provided via
the Internet, e.g. Internet banking, remote healthcare. In order to provide these services in a secure
manner, the need for authentication mechanisms between subjects and the service being provided

becomes even more critical. Some of the authentication mechanisms already developed include

token-

based schemes, personal identification and transaction numbers (PIN/TAN), digital signature schemes

based on public key cryptosystems, and authentication schemes using biometric techniques.

Biometrics, the automated recognition of individuals based on their behavioural and physio

logical

characteristics, includes recognition technologies based on, e.g. fingerprint image, voice patterns, iris

image and fadial image. The cost of biometric techniques has been decreasing while their reliapil

been increasipg, and both are now acceptable and viable for use as an authentication mechanismn.

Biometric aufhentication introduces a potential discrepancy between privacy and,authent
assurance. On the one hand, biometric characteristics are ideally an unchanging property assd
with and distinct to an individual. This binding of the credential to the individual provides
assurance of quthentication. On the other hand, this strong binding also underljes the privacy co
surrounding the use of biometrics, such as unlawful processing of biometric data, and poses cha

ity has

cation
ciated
strong
hcerns
lenges

to the security of biometric systems to prevent or to be resilient to thexcompromise of biometric

references (BRs). The usual solution to the compromise of an authentication credential (to char

ge the

password or ifsue a new token) is not generally available for biometric authentication because biometric

characteristids, being either intrinsic physiological properties or behavioural traits of individua
difficult or imjpossible to change. At most, another finger or eye inStance can be enrolled, but the g

Is, are
hoices

are usually lilnited. Therefore, appropriate countermeasures-to.safeguard the security of a biometric

system and tHe privacy of biometric data subjects are essential.

Biometric syptems usually bind a BR with other personally identifiable information (P
authenticating individuals. In this case, the binding is‘needed to assure the security of the data
containing bipmetric information. The increasing:linkage of BRs with other PII and the sha
biometric infgrmation across legal jurisdictions.make it extremely difficult for organizations to
the protection of biometric information and to achieve compliance with various privacy regulati

) for
record
ing of
assure
bns.
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Information security, cybersecurity and privacy
protection — Biometric information protection

1 Scope

This document covers the protection of biometric information under various requirements for
confidentiality, integrity and renewability/revocability during storage and transfer. It also provides

requir
of bion

This d
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BH
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securi

2 N

The fo
consti
undatsg

ISO/IH

3 Terms and definitions

For thq

hetric information.

bcument specifies the following:

curity requirements for securely binding between a biometri€ reference (BR) ay
ference (IR);

bmetric system application models with different scerarios for the storage and ¢

&

'y and key management for cryptographictechniques.

prmative references

llowing documents are referted to in the text in such a way that some or all of]

d references, the latestedition of the referenced document (including any amendn]

e purpaoses of this document, the following terms and definitions apply.

ISO an
— IS

— IEC Electropedia: available at https://www.electropedia.org/

31

authentication
provision of assurance in the identity (3.22) of an individual

[SOURCE: ISO/IEC 29115:2013, 3.2, modified — "entity" replaced by "individual".]

©150/1

EC 2022 - All rights reserved

ements and recommendations for the secure and privacy-compliant managementapd processing

alysis of the threats to and countermeasures inherent to biometrics and biormetric system
application models;

d an identity

omparison of

idance on the protection ofan individual's privaey during the processing of biometrif information.

bcument does not include general managementissues related to physical security, gnvironmental

their content

utes requirements of this-document. For dated references, only the edition cited applies. For

ents) applies.

C 30136, Informatiohtechnology — Performance testing of biometric template protegtion schemes

[EC maintain terminology databases for use in standardization at the following afldresses:
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3.2

auxiliary data

AD

subject-dependent data that are part of a renewable biometric reference (3.34) and may be required to
reconstruct pseudonymous identifiers (3.29) during verification, or for verification in general

Note 1 to entry: If auxiliary data are part of a renewable biometric reference, it is not necessarily stored in the

same place ast

he corresponding pseudonymous identifiers.

Note 2 to entry: Auxiliary data may contain data elements for diversification (3.19).

Note 3 to entry: Auxiliary data are not the element for comparison during biometric reference verification.

Note 4 to entry

EXAMPLE
commitment s
and AD.

3.3

biometric authentication

authenticatior
the identity (3

34

biometric ch
biological an
biometric feat

[SOURCE: ISO
3.5

biometric data

biometric sam
reference (3.1

Note 1 to entry
biometric data

[SOURCE: ISO
Note 1 to entn

3.6

: Auxiliary data are generated by the biometric system (3.13) during enrolment.

theme or fuzzy vault. See Table C.1 for concrete examples of pseudonymous idettifier (PI]

(3.1) where biometric verification (3.16) or biometric identification (3.8) is appli
.22) is linked to the biometric reference (3.11)

Aracteristic
l behavioural characteristic of an individual from which distinguishing, repg
ures (3.7) can be extracted for the purpose of biometric recognition

IEC 2382-37:2017, 3.1.2, modified — The EXAMPLE was removed.]

ple (3.12) or aggregation of biomgtric samples at any stage of processing, e.g. big
1), biometric probe, biometric feature (3.7) or biometric property

: As defined in ISO/IEC 2382¢37:2017, 3.3.15, biometric property is a descriptive attribut
(3.5) subject estimated or{derived from the biometric sample (3.12) by automated means.

[EC 2382-37:2017;3:3.6, modified — Note 1 to entry was removed and replaced by
VA

biometric da
subject
individual w

[SOURCE: ISO
3.7

a subject

ose individualized biometric data (3.5) is within the biometric system (3.13)

Secret number combined with biometric data using, for example, a helper data approacl, fuzzy

(3.29)

bd and

atable

metric

b of the

a new

biometric feature
numbers or labels extracted from biometric samples (3.12) and used for comparison

[SOURCE: ISO/IEC 2382-37:2017, 3.3.11, modified — Notes 1 to 5 to entry were removed.]

3.8

biometric identification
process of searching against a biometric enrolment database to find and return the biometric reference
(3.11) identifier(s) (3.21) attributable to a single individual

[SOURCE: ISO/IEC 2382-37:2017, 3.8.2, modified — Note 1 to entry was removed.]

©ISO/IEC 2022 - All rights r
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3.9
biometric information
information conveyed or represented by biometric data (3.5)

Note 1 to entry: Biometric data include for instance data derived or transformed from biometric data which are
handled in connection with biometric data within a biometric system (3.13).

3.10
biometric model
stored function generated from biometric data (3.5)

EXAMPLE Examples of biometric models could be a Hidden Markov Model, Gaussian Mixture Model or an
Artificial Neural Network

[SOURLCE: ISO/IEC 2382-37:2017, 3.3.13, modified — Notes 1 to 3 to entry were removed:]

3.11
biometric reference
BR
one o1lf more stored biometric samples (3.12), biometric templates (344)"or biometric [models (3.10)
attributed to a biometric data subject (3.6) and used as the object of biomeétric comparisor}

EXAMRLE Face image stored digitally on a passport, fingerprint minutiae template on a National ID card or
Gaussign Mixture Model for speaker recognition, in a database.

Note 1 fo entry: A biometric reference that can be renewed is referred to as a renewable biometric reference (3.34).
Note 2 fo entry: BR can be used as a factor in multi-factor atthéntication, that is, something a pergon is.

[SOURCE: ISO/IEC 2382-37:2017, 3.3.16, modified “~Notes 1 and 2 to entry were removed and replaced
by new Notes 1 and 2 to entry.]

3.12
biometric sample
analog or digital representation of hiometric characteristics (3.4) prior to biometric| feature (3.7)
extracfion

[SOURLE: ISO/IEC 2382-37:2017,:3.3.21, modified — The EXAMPLE was removed.]

3.13
biometric system
systemn for the purpese of the biometric recognition of individuals based on their behavioural and
biolog]cal characteristics

[SOURLE: ISO/IEC 2382-37:2017, 3.2.3, modified — Note 1 to entry was removed.]

3.14
biomdtric template
set of stored biometric features (3.7) comparable directly to probe biometric features

[SOURCE: ISO/IEC 2382-37:2017, 3.3.22, modified — The EXAMPLE and Notes 1 and 2 to entry were
removed.]

3.15

biometric template protection

protection of biometric references (3.11) under various requirements for secrecy, irreversibility (3.26),
and renewability (3.33) during storage and transfer

Note 1 to entry: A biometric template protection scheme is one example of biometric information (3.9) protection
scheme.

[SOURCE: ISO/IEC 30136:2018, 3.3, modified — Added Note 1 to entry.]

© ISO/IEC 2022 - All rights reserved 3
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3.16

biometric verification
process of confirming a biometric claim (3.17) through biometric comparison

[SOURCE: ISO/IEC 2382-37:2017, 3.8.3, modified — Note 1 to entry was removed.]

3.17
claim

assertion of identity (3.22)

3.18

common identifier

Cl
identifier (3.2]
logically sepa

3.19

1) for correlating identity references (3.24) and biometric references (3.11) in physid
rated databases

diversification

deliberate cr
more biometn
enhancement

Note 1 to entry

3.20
generative b

pation of multiple, unlinkable, transformed biometric references |(3.11) from
ic samples (3.12) obtained from one subject for the purposes ‘of) security and

: Renewability (3.33) is provided by performing diversification foerybiometric reference(s).

ometric data

biometric datq (3.5) (sample(s) or features) used as primary {nput to the biometric template pro

(3.15) schems
[SOURCE: ISO

3.21
identifier

IEC 30136:2018, 3.4]

one or more attributes that uniquely characterize an individual in a specific domain

EXAMPLE
with the name

3.22
identity

set of propert
other qualitie

3.23
identity man
IdMS

The name of a club with a chib=membership number, a health insurance card number t
of the insurance companyandP address, and a universal unique identifier.

ies or charactefistics of an individual that can be used to describe its state, appear4
5

agenient system

system contr

3.24

ally or

ne or
rivacy

tection

gether

nce or

identity reference

IR

non-biometric attribute that is an identifier (3.21) with a value that remains the same for the duration
of the existence of the individual in a domain

3.25
IR claimant

identity reference claimant
individual making an identity reference (3.24) claim (3.17)

Note 1 to entry: Claims can be verified in a number of ways, some of which may be based on biometrics.

©ISO/IEC 2022 - All rights r
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3.26

irreversibility

property of a transform that creates a biometric reference (3.11) from generative biometric data
(3.20) such that knowledge of the transformed biometric reference cannot be used to determine any
information about the generative biometric data

[SOURCE: ISO/IEC 30136:2018, 3.5, modified — Note 1 to entry was removed.]

3.27

personally identifiable information
PII

any information that a) can be used to identify the PII principal to whom such information relates, or
b) is of might be directly or indirectly linked to a PIT principal

[SOURCE: ISO/IEC 29100:2011, 2.9, modified — Note 1 to entry was removed.]

3.28
privagy compromise
event n which an adversary discovers part of the generative biometric‘data (3.20) of |an individual
enroll¢d in the database of a biometric verification (3.16) or identification system

[SOURCE: ISO/IEC 30136:2018, 3.6, modified — Note 1 to entry wasyvemoved.]

3.29
pseudonymous identifier
PI
part of a renewable biometric reference (3.34) that represents an individual or data subject within a
domaiph by means of a protected identity (3.22) thatean be verified by means of a captyred biometric
samplq (3.12) and the auxiliary data (3.2) (if any)

Note 1 fo entry: A pseudonymous identifier should 1igt contain any information that allows retrieval of the original
biometric sample, the original biometric features\(8.7), or the true identity of its owner.

Note 2 ko entry: The pseudonymous identifierhas no meaning outside the service domain.

Note 3[to entry: Encrypted biometricdata (3.5) with a cipher that allows retrieval of the plain-tgxt data before
compatison is not a pseudonymous'identifier.

Note 4| to entry: A pseudonymous identifier may be the element for comparison during bionjetric reference
verificqtion.

Note 5 fo entry: See Table’C.1 for examples of PI and auxiliary data (AD) (3.2).

3.30
pseudonymous’identifier comparator
PIC
systenp,nprocess or algorithm that compares the pseudonymous identifier (3.29) geng¢rated during
enrolkwmmmmfmmm econstructed
during verification by the pseudonymous identifier recoder (3.32), and returns a similarity score
representing the similarity between the two

[SOURCE: ISO/IEC 30136:2018, 3.8]

3.31

pseudonymous identifier encoder

PIE

system, process or algorithm that generates a renewable biometric reference (3.34) consisting of a
pseudonymous identifier (3.29) and possibly auxiliary data (3.2) based on a biometric reference

© ISO/IEC 2022 - All rights reserved 5
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3.32

pseudonymous identifier recoder

PIR

system, process or algorithm that reconstructs a pseudonymous identifier (3.29) based on the provided

auxiliary data

(3.2) and the extracted features

[SOURCE: ISO/IEC 30136:2018, 3.9]

3.33
renewability

property of a transform or process to create multiple, unlinkable transformed biometric references
(3.11) derived from one or more biometric samples (3.12) obtained from the same data subject and which

can be used t¢ recognize the individual while not revealing information about the original referd

3.34
renewable bi
RBR
renewable idq

of a protectedl binary identity (3.22) (re)constructed from the captured biometrie sample (3.1
ersibility (3.26) requirements

fulfilling irrey

Note 1 to entry
property.

Note 2 to entry
data elements

3.35

revocability
ability to pr
correspondin

Note 1 to entry:

3.36
secure chani
communicati

3.37

token
physical devi
comparison

EXAMPLE

3.38
unlinkabilit

<

ometric reference

ntifier (3.21) that represents an individual or data subject within a.domain by

: A renewable biometric reference fulfilling irreversibility requirement provides additional s

equired for biometric verification (3.16) or identificatien'such as auxiliary data (3.2).

bvent future successful verification of @) specific biometric reference (3.11) ai
b identity reference (3.24)

Rejection of a subject may occur on the’grounds of its appearance on a revocation list.

el
n channel providing the-confidentiality and authenticity of exchanged messages

Smart card, USB memory stick or RFID chip in e-passport.

nce

means
), and

pcurity

: An example of a renewable biometric reference is a pseudonymous identifier (3.29) and addlitional

nd the

Ce storing biometric reference (3.11) and in some cases performing on-board biometric

property of two or more biometric references (3.11) that they cannot be linked to each other or to the
subject(s) from whom they were derived

4 Abbreviated terms

AD au
AFIS au
BR

CI co
6

xiliary data

tomated fingerprint identification systems

biometric reference

mmon identifier

© ISO/IEC 2022 - All rights reserved
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database containing biometric reference (BR)
database containing identity reference (IR)
encrypted biometric reference (BR)
encrypted identity reference (IR)

identity management system

identity reference

ISO/IEC 24745:2022(E)

MAC
0CC
PI
PIC
PIE
PII
PIR
RBR
RFID
TTP
USB

5 Bi

51 ¢

Message authentication code

on-card comparison

pseudonymous identifier
pseudonymous identifier comparator
pseudonymous identifier encoder
personally identifiable information
pseudonymous identifier recoder
renewable biometric reference

radio frequency identification
trusted third party

universal serial bus

An arrow represents eithéra simple information flow of data x or initiation of pn interactive

protocol whose exchanged data may depend on the whole or a part of x.

x may be encryptedwhen a secure messaging system such as ISO/IEC 7816-4(is used.

The interactjve protocol may not transfer any information on x when, for gxample, a ze-

ro-knowledge technique is used.

ometricSystems

Feneral

Biometric systems perform the automated recognition of individuals based on one or more biological
(physical properties of the body such as fingerprints) and/or behavioural (functions of the body, such
as walking) characteristics.

Physiological characteristics include but are not limited to:

— fingerprint;

— face;

— iris;

— hand geometry;

— hand/finger vein;

© ISO/IEC 2022 - All rights reserved
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— DNA.

Behavioural c

haracteristics include but are not limited to:

— signature;

— keystroke dynamics;

— gait;

— voice.

The following are desirable properties of biometric characteristics that lead to good subject

discriminatio[\ and reliable recognition performancel<tl:

— universal
— uniquene|
— permanel
— collectab

— repeatabi
allowing

From an appli

ity: every individual should have the characteristic;

5s: every individual should have a distinguishable characteristic;

ce: the characteristics should not show variance over time;

lity: the characteristics should be easily collectable from the subjects;

lity: the property of the minimization of variations of a subject’s captured biometr
successful recognition over time.

cation point of view, the following additional properties should also be taken into ag

— performe]nce, which mainly refers to the success rate in.recognizing individuals;

— acceptabi

— robustne
biometrig

For verifying
for comparisq
image repres
derived from

Specifically, b
have permang
characteristid

lity, which represents the level of willingnessby the subject to use the biometric sy

bs against presentation attacks, which indicates how difficult it is to use a replica
characteristic to circumvent the bigmetric system.

hnd/or identifying an individuala biometric system processes one or more probe s;
n against stored biometricreference(s) (BRs). The BR can be a biometric sample
bnting the biometric charaCteristic) or a set of biometric features (i.e. a template
the image) or it can be d biometric model composed from the features.

iological biometrie-characteristics are very difficult to alter, so their compromi

ic data

count:

stem;

of the

mples
e.g. an
that is

Se can

nt consequences\for the individual in applications in which immutability of the biometric

is assumed.

©ISO/IEC 2022 - All rights r
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5.2 Biometric system operations
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Figure 1 — Conceptual structure of a biometric system
The overall operation of a biometric system is depicted in Figure 1, which is an expanded|version of the
origingl one given in ISO/IEC TR 24741, to highlight the processing of the identity referenfce (IR) within
the bigmetric'system.
The bipmetric system usually consists of five subsystems:

— A biometric data capture subsystem, which contains biometric capture devices or sensors for
collecting signals from a biometric characteristic and converting them into a biometric sample such
as a fingerprint image, facial image or voice recording.

— A signal processing subsystem, which extracts biometric features from a biometric sample with
the intent of outputting numbers or labels which can be compared with those extracted from other
biometric samples. Here, the biometric feature extracted in the enrolment process is stored in the
data storage subsystem as a BR for the identification and verification process.

— A data storage subsystem, which serves primarily as an enrolment database where the linking of
the enrolled BRs to the IR occurs. The data may contain biometric data and also non-biometric data
such as the IR related to the subject. In practice, DB;p and DBgy are often logically or physically
separated for reasons of security and privacy concerns. A more detailed description of binding DB
with DBgp, is given in Annex A.

© ISO/IEC 2022 - All rights reserved 9


https://iecnorm.com/api/?name=80a6857832286f513def10fecb49d236

ISO/IEC 24745:2022(E)

A comparison subsystem, which determines the similarity between captured biometric samples (or
derived features) and stored BRs. In the case of the one-to-one comparison used in the verification
process, a captured biometric sample is compared with a stored BR from a biometric data subject
to produce a comparison score. However, in the one-to-many comparison used in the identification
process, an extracted feature of a biometric data subject is compared against a set of BRs of more
than one biometric data subject to return a set of comparison scores.

A decision subsystem, which determines whether the captured biometric sample and the BR have
the same source (biometric subject), based on a comparison score(s) and a decision policy (or
policies) including a threshold. In the case of the verification process, the biometric data subject
may be accepted or rejected according to the comparison score. In the case of identification, a list of
candidate identities that meet the decision policy may be presented to the decision policy.

These five sybsystems represent the technical and functional blocks that capture, procéss]| store,
compare and fecide on the processing of biometric data. In addition, other subsystems canybé in¢luded,
in particular|a presentation attack detection subsysteml[24], or the following ones a$~introdyced in

Reference [27)]:

A refererjce-adaptation subsystem, which modifies a reference using a_new biometric fg¢ature,
extracted from a successful verification or identification process. Adaptation'is generally employed
by biometric systems to reflect external factors and to minimize their effects on the recognitign rate.
It may alsjo be used for attenuating the potential effects of reference aging. Unsupervised adaptation
can be pefformed automatically based on a pre-determined policy. Supervised adaptation is {[sually
invoked Hy the application and is based on application-specific criteria. For example, it may b called
upon whegn the biometric comparison score is not high but otlier factors clearly support the agserted
identity. §ince a lower comparison score can cause the sysfem to reject a genuine user, adoption of
a referenfe-adaptation subsystem should be considered in the earliest stages of establishing the
biometriq system.

An administration subsystem, which controls thé.overall policy, implementation and usage of the
biometriq system. Examples include:

NOTE Different relevant legal, jurisdictional and societal constraints and privacy requirements can
exist in different places.

— provision of privacy relevant infermation to the subject during biometric processing;
— storage and formatting of.the BRs and/or biometric interchange data;

— makipg of decisions-onencryption and digital signature mechanisms for confidentiality and
integrity of PII, including biometric data;

— analysis of thevailnerabilities of and security attacks against the overall biometric systgm and
implgmentation of proper countermeasures;

— provisiéns of the final arbitration on output from decisions and/or scores;

— setting of threshold values for the decision subsystem;
— control of the operational environment and non-biometric data storage;

— provisions of appropriate safeguards for the subject's biometric information privacy.

In essence, a biometric system involves three main functional processes:

10

Enrolment process: creating and storing an enrolment data record for an individual who is the
subject of a biometric capture process in accordance with the enrolment policy. The subject usually
presents his/her biometric characteristics to a sensor along with his/her IR. The captured biometric
sample is processed to extract the features which are enrolled as a reference in the enrolment
database with the IR.
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— Identification process: searching the enrolment database against the captured and extracted

biometric features to return an identity or a candidate list depending on the deci
candidate list consists of individuals whose references match with the feature in th

sion policy. A
e comparison

subsystems and have a similarity score value higher than a predefined threshold value.

— Verification process: testing a claim that an individual who is the subject of a biometric capture

process is the source of a specified BR. The subject presents his/her IR for a claim o
also his/her biometric characteristic(s) to the capturing device, which acquires biome
to be used for comparison with the BR linked to the IR for the claimed identity. Th
score together with the decision policy determines the verification decision.

f identity and
tric sample(s)
e comparison

The verification process has a possibility of impacting the subject's privacy since this process requires

both HR and IR. The identification process requires an exhaustive search of the enroln
During this process, biometric and other personal identifiable information can belo$
therefpre, this also has a possibility of impacting the subject's privacy. Verificatior
considered to be less privacy intrusive than identification as it impacts only onedndividu

5.3 Biometric references and identity references (IRs)

Each IR is an attribute, or combination of attributes, of the identity ,of an individual
identiffies that individual in a particular domain. An IR can also be a*combination of at]
indiviqlual.

A BR i$ one of many attributes belonging to an individual thabcan be used to recognize t
withinl a domain. This document classifies identity attribytes into non-biometric and bi
For the¢ sake of simplicity, the former is referred to as/the IR and the latter as the BR. So
not a djomprehensive or definitive list, of IRs and BRs.are depicted in Figure 2, where thg
box represents the set of attributes that can be uséd-to identify an individual.

.Name Identity

. Personal address reference
. Governmentissued identifier

.etc.

.Fingerprintimage Biometric
.Face image reference
. Ordered set of fingerprint minutiae
.etc.

4

Figure 2 — Identity references and biometric references (BRs)

ent database.
t or misused,
is generally
] at a time.

that uniquely
ributes of the

hat individual
ometric ones.
me examples,
e surrounding

5.4 Biometric systems and identity management systems

The identity management system (IdMS) has an important function in any domain to avoid identity
conflicts or ambiguities (for more details about IdMS, see ISO/IEC 24760-1). An authentication system

requires an accurate identification and verification process, within a well-defined d

omain, and a

defined relationship with registration and enrolment processes which can be in that same domain or
called in from another domain. When biometrics is used to provide an authentication service, the IdMS

may request authentication from the biometric system [a) in Figure 3] and the biometri
provide the authentication result to the IdMS [b) in Figure 3].
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IdMS

a) request authentication b) authenticationresult

( Biometric system 1
L )

Figure 3 — Biometric system as an authentication service provider for IdMS

5.5 Personally identifiable information (PII) and privacy

Biometric dafa such as BRs are strongly bound to the individual subjects\aiid when associated with
linked subject identity information stored on a system can be used to identify the subject. Hence,|stored
biometric datja are classified as personally identifiable information¢(PIT) and have attendant grivacy
concerns.

The strong bjnding of biometric data to the individual also~raises concerns that, if individugls are
enrolled in mpultiple biometric systems using the same biometric modality, it can be possible t$ track
the transacti(rns of those individuals across the multiple:systems by means of the BRs stored [on the
systems, unless precautions are taken to prevent this. This is a particular privacy concern wherf large
systems are Involved such as national identity systems which can be used by multiple government
departments,| but it is also a concern where biofetric and identity data are inadvertently |ost or
intentionally ghared by commercial organizations:

5.6 Societ3l considerations

The applicati¢gn of biometric systems‘always has a societal dimension, aspects of which can be codified
in legal and rpgulatory requirements regarding the operation of such systems (such as those rglating
to the protection of personal data), while other aspects such as acceptability by subjects using these
systems are Very desirable andContribute to good system performance. The acceptability of a §ystem
can be influerjced by religigus, ethnic and cultural factors, as well as by individual psychological ftraits.

In all deployments of biometric systems, those individuals and organizations responsible fof their
operation shquld recognise that protection of the biometric data by appropriate security mechgnisms
is necessary to satisfy the legal requirements (for personal data protection), as well as to contribute to
their acceptamce by society and individuals.

In a similar way, designers and operators of systems using biometrics should provide information on
how legal and regulatory obligations and good practice are observed in relation to the following:

— health and safety;

— accessibility, which ensures that systems are usable with a low physical and cognitive effort by as
wide a population as possible, especially for physically or mentally incapacitated subjects;

— usability, which delivers systems that are effective, efficient and satisfying in use.

NOTE A more extended discussion of the societal and cross-jurisdictional considerations in commercial
applications can be found in ISO/IEC TR 24714-1.
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6 Security aspects of a biometric system
6.1 Security requirements for biometric systems to protect biometric information

6.1.1 Confidentiality

Confidentiality is the property that protects information against unauthorized access or disclosure.
In biometric systems, a BR stored in a BR database during the enrolment process is transmitted to a
comparison subsystem during the verification and identification process. During this process, the BR
can be accessed by unauthorized entities and can be read or the binding to its identity information can
be revealed. Unauthorized disclosure of data can cause critical privacy threats since biometrics are
sensitijve. The confidentiality of stored and transmitted biometric data can be obtainefl from access
controgl mechanisms and various forms of encryption techniques.

NOTE hn be used for

provid

Various forms of encryption algorithms, with a symmetric or asymmetrie,Cipher, ¢
ng confidentiality of data. For more detailed information, see the ISO/IEC 1803B8xseries.

6.1.2 | Integrity

Integr
BRis
proceg
featur
sampl{

ac

ac

authorized enrolee or a system owner), without intervention of an attacker;

m

Biome
throug
need
stolen

NOTE 1]
provid
the ISO

NOTE 2
protect

possibillity is'te use authenticated encryption as standardized in ISO/IEC 19772.

ty is the property of safeguarding the accuracy and completeneéss of assets. The
ritical to the assurance of overall biometric system security./The integrity of the 3
s is dependent on the integrity of the BR. If either the BR orthe captured and extrac
b is untrustworthy, the resulting authentication is alsg*untrustworthy. Untrustw
s can occur for one or more of the following reasons:

cidental corruption due to a malfunction in hardware or software;

cidental or intentional modification of a bona fide BR by an authorized entity

pdification (including substitution) of'a BR of an authorized enrolee by an attacker.

fric systems shall employ effective data integrity protection. This can for instan

integrity of a
uthentication
ted biometric
rorthy BRs or

(i.e. either an

re be realized

h integrity checking using eryptographic techniques. It is possible that integrity protection will

0 be combined with othér\techniques (such as time stamping) to protect agains
biometric data and replay attacks.

Various techniglies, such as message authentication code (MAC) or digital signature,
e data integrity. For.more detailed information, see the ISO/IEC 9796 series, the ISO/IEC 9
IEC 14888 series-

Certaindituations can require both confidentiality and integrity. If both confidentialif]
ion are\required, one possibility is to use both encryption and a MAC or digital sign

[ the reuse of

can be used to
797 series and

y and integrity
nture. Another

NOTE 3

When a smart card is used for BR storage and/or comparison (Clause 8, Models B

E, F, G and H),

secure messaging mechanisms according to ISO/IEC 7816-4 can be used for biometric data integrity and/or
confidentiality.

6.1.3 Renewability and revocability

A major security and privacy concern for biometric systems relates to the compromise of BRs. A variety
of threats can compromise a BR. For example, an attacker can unlawfully obtain a token containing
a BR, or can try to gain unauthorized access by means of a fake or spoofed biometric through a false
accept. In case of compromise, revocation is required to prevent the attacker from future (or continued)
unauthorized access. Alternatively, a database security breach can result in unauthorized exposure of
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BRs and other personal data. In case of such compromise of BRs, there is a strong need to revoke the
compromised references, and to associate the legitimate data subject with a new BR.

NOTE1 ISO/IEC 30107-1 describes the obstacles to biometric imposter presentation attacks in a biometric
system. The basic requirement is that the presented attack sample resembles the compromised BR so the
adoption of renewability and revocability can prevent further presentation attacks for the compromised BR.

For these, the renewability to create new differently transformed BR from the same data subject while
not revealing information about biometric characteristics and the revocability to prevent future attack
with the compromised BR are required for security and protecting biometric information privacy.

NOTE 2
suitable biome
key cryptosyst
on biometric

The blometrlc template protectlon algorlthms to support renewablllty are 1mplemented by extracting
a.public-
effects

em, an error correctmg code or a secret transformatlon These can have potentlal 51de
ecognition performance, so a well-designed biometric template protection system~attempts to
minimize the accuracy degradation. ISO/IEC 30136 covers this issue.

It is possible[that a BR will need to be changed for a variety of reasons besides, compromise. For
example, a BR may only be valid for a specific period of time (in a manner similar tgpasswords).|lf a BR
is still requirgd at the end of that time period, the reference may be renewed, or revoked and replaced.
Moreover, th¢ diverse renewable biometric references (RBRs) generated £rom the same biometric
characteristidqs support unlinkability, which can provide independent-références across different

applications.

6.1.4 Availability

Availability is|the property that ensures that authorized parti€s'or individuals can access the bigmetric

information v
of authentica

biometric infT

any informat
are instances

fhen needed. Any biometric system does not pnly rely on its confidentiality and in
fion, but it also heavily relies on the availability of the biometric information.
rmation is not accessible nor available,it’leaves the system useless. Denying ac
on system is a basic occurrence especially for web applications. Almost every day
of a denial of service attacks, e.g. Bistributed Denial of Service (DDoS) that take

fegrity
If the
ress to
r there
down

levant
to the

websites acrd
attack. There
availability of

ss the globe. A biometric system\is no different and can also be a victim of a r¢
are also other factors such as,power outages and natural disasters that pose risks
a biometric system.

NOTE DDd disable

systems by sen

S is a kind of network attack that uses multiple computers that attempt to disrupt or
ding multiple service requests to consume a system’s resource.

tem is
aining
to the

1ps are key to ensuring biometric information availability. Since this type of sy4
br the PII principal, redundancy of information is an appropriate measure for maint
Iso, having,an off-site location ready to restore service in case anything happens
storage/héavily reduces the downtime of the system.

Regular back
very critical f
availability. A
primary data

6.2 Securitythreats and countermeasures in biometric systems

6.2.1 Threats and countermeasures against biometric system components

Threats against the components of a biometric system are summarized in Table 1.

Table 1 — Threats and countermeasures of biometric subsystems

Threats Countermeasures

Sensor spoofing

Data capture Presentation attack detection

Capture/replay of signals from sensor Multimodal biometric

Challenge/response

Hardware encryption capture device
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Table 1 (continued)
Threats Countermeasures
Signal processing Unauthorized manipulation of data — Use trusted algorithm
during processing
Comparison Manipulation of comparison scores — Secure server and/or client
— Trusted OCC
Storage Database compromise — Revocable and renewable biometric
references

— Unauthorized disclosure of BR/IR .
— Data separation

— Unauthorized replacement of

BR/IR — Database access control
— Unauthorized modification of — Sign BR/RBR/IR
BR/IR — Encrypt BR/RBR/IR

— Unauthorized deletion of BR/IR | __ Appropriate contingency plafjning and

— Distributed denial of service recovery prdcedures
attack
Decisipn Hill climbing attack — Secure channel
— (CHide comparison score from gubject
Distributed denial of service — Secure network/channel
Threshold manipulation — Access control to threshold sgtting

— Threshold value protection

NOTE1 For the secure evaluation and certification of the modular components of the biometri¢ systems, refer
to ISO/JEC 19792 for additional information.

NOTEZ The threat of component replacement is applicable for all subsystems. Against this threat, using
inventqry control involving digitally sighed components can be an effective countermeasure.

The inJplementation of the comparison and decision components in a certified single modyle constitutes
an effpctive countermeasure“dgainst threats of comparison score manipulation. In |this case, an
additignal countermeasurerof a hiding comparison score from the subject is required to|prevent a hill
climbipg attack.

For clgrification, brief'descriptions of these threats and countermeasures are provided aq follows:

— Prlesentation” attack can mean the presentation of artificial and thus non-live biometric
chlaracteristics. One countermeasure to such attack is presentation attack detection based on
repognition of a subject's biological activities as signs of life or the detection and rejection of known
presentation attack instruments

— Component replacement involves the substitution of the components (e.g. comparison or decision
subsystem) of the biometric system in order to control it and obtain a desired output.

— Hill climbing refers to the systematic modification of the biometric sample to obtain progressively
higher comparison scores until the decision threshold has been met.

— Threshold manipulation refers to changing the threshold value of the decision subsystem such that
the biometric system easily accepts an illegitimate biometric sample.

— Revocable and RBRs are created by means of diversification for different applications, organizations
or companies, but are associated with the same subject. Subjects may have multiple RBRs.
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— Dataseparationrefers to the security countermeasure oflogically or physically separating individual
data elements (e.g. partly on a token and partly in a database, see also 8.2). Data separation can be
applied to data elements such as IR, BR, Pl and AD.

6.2.2 Threats and countermeasures during the transmission of biometric information

The communication channels between the various components of the biometrics system can be
compromised, jeopardizing the security of the overall system. This risk is especially relevant for
distributed architectures. The occurrences of data transmission are shown in Figure 4 and summarized
in Table 2. In Table 2, if a network intervenes between comparison and decision subsystems, the threats
and their countermeasures for T1, T2, and T3 are also applicable for T4.

Data
storage
subsystem

T1 T2 T3 I T4
Data \ J \

Signal
processing
subsystem

Comparison
subsystem

Decision

capturle
subsysten|

subsystgm

Figure 4 — Threats in the biometric system

Table 2 — Threats and countérmeasures during transmission

Data Threats Countermeasures
Data capture - Signal Biometric sample Eavesdropping Encrypted/secure channel
Processing (T1) and feature Replay Challenge/response
Signal processjing - Brute Force Time out policy
Comparison (12)
Storage - Comparison Biometric reference |Eavesdropping Encrypted/secure channel
(T3) Replay Challenge/response
Person in the middle Encrypted /secure channel
Integrity check of biometrif data
with digital signature or MA(
Hill climhing Coarse scares
Secure channel
Comparison - Decision |Comparison score Comparison score Secure channel
(T4) manipulation
NOTE1 The implementation of the comparison and decision components in a certified single module

constitutes an effective countermeasure against manipulation of comparison score threats.
For clarification, brief descriptions of these threats are provided as follows.

— Eavesdropping is the interception of sensitive information during its transmission between
components of the biometric system.
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Person-in-the-middle attacks are attacks in which an attacker can read, insert and modify the

biometric data communicated between two parties without either party knowing that the
established link has been compromised.

The list of countermeasures in Table 2 is not comprehensive. A risk analysis shall be performed to
identify threats in the context of the application. Appropriate countermeasures shall be put in place

which

NOTE 2

can include procedural as well as technical countermeasures.

For a more detailed description of the managerial aspect of protecting biometric sys

tems see ITU-T

X.1086, ISO 19092:2008 and ISO/IEC 19792. For telebiometric authentication using biometric hardware security
module, see I[SO/IEC 17922.

6.2.3
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Renewable biometric references as countermeasure technology

essful attack against storage and transmission can result in unauthorized exp
it can be possible to reverse engineer the BR to create an approximation to
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a counftermeasure under this situation.
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Fly, the exposure of BRs during storage or transmission can enable an attacker to

a measure to further improve the privacy under such an‘attack.

Fcessful renewal of RBRs, the RBR creation processghould support the process of
ification involves the generation of multiple, irréversible and unlinkable refere
iometric characteristics that can be used to renew an RBR or to provide independ
different applications.

The ISO/IEC 30107 series presents standardization of specific presentation attack det
ailed information about countermeasures in'the biometric systems.
ion schemes and also gives guidanee on measuring and reporting diversity and unlinkabil

fes

litate a common vocabulary for the implementation of RBRs through a diversific

1, the concept of pseudonymous identifiers (PIs) is used in this document. In

descri

bed in this docurhent, RBRs consist of two data elements: a PI and corresponding

onate the subject by means of a presentation attack. Renewability of BR's and revod

b1 users across different applications and various systems. Renewability of BRs an

ISO/IEC 30136 supports evaluation of the accuracy, secrecy and privacy of bion

outline the architectural’aspects of RBRs and the diversification process in a techr

psure of BRs.
the biometric
rt and used to
ability can be

identify links
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htion process,
ology-neutral
the approach
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elements are
L subject, then
sample, using
vider and the

(AD). Both data elements are generated during enrolment and are stored because both
required during averification or identification process. If an RBR renewal is required for §

a new [corresponding PI is generated with both a new AD and newly captured biometric

RBR : rerepresents
a flow of mformatlon During enrolment, a feature extraction stage generates biometric feature data
from the captured biometric sample. Subsequently, a pseudonymous identifier encoder (PIE) generates
an RBR consisting of a Pl and AD. When the RBR is generated, the captured biometric sample and the
extracted features can be securely disposed of. The RBR is stored on a suitable storage medium, e.g. a
(smart) card or electronic database. Pl and AD may be separated physically or logically from each other.
The use of those specific components within the generic conceptual structure of a biometric system is
illustrated in Figure 6.

During verification, a feature extraction stage processes the probe biometric sample. Subsequently, a
pseudonymous identifier recoder (PIR) constructs a PI* based on the extracted features of the captured
biometric verification sample and the AD component of the RBR generated during the enrolment of the
subject whose identity is claimed at the verification stage. Subsequently, the comparison subsystem
compares the PI generated during enrolment and PI* and returns a similarity score representing the
similarity between PI and PI*. A more extensive overview of the PI creation and verification process, as
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well as its lifecycle, is provided in Annex B. For instance, PIR and pseudonymous identifier comparator
(PIC) may be combined in a single subprocess process for direct verification from the biometric probe

and the RBR.
Enrolment Storage Verification
Signal processing Comparison Signal processing
subsystem RBR subsystem subsystem
Cfalpture.d
Captured Pl S=—= PI PI* biometric
i i Pseudonymous LA Pseudonymous
blometlrlc % g identifier identifier % g prOble
sample g, 5 = encoder recoder S o |- sample
g 3 P — AD X
S (PIE) (PIR) S
~
Discard Discard
Figure 5 — Architecture for renewable biometric references (RBRs)
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Sensor a&® U_ KD . /
Re-capture Quality Control pr
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E & Segx;entation - Verification Identification
outcome outcome
. Sample A
1 (saghssunnnnnnnnnnnt 1
Key
enrplment
—_— verification/identification
Figure 6 —Components of a general biometric template protection system from
ISO/IEC 30136:2018

An overview of existing techniques to generate RBRs is given in Table C.1. The properties of Pl and AD
for a given technique are dependent on the related PIE, PIR, PIC mechanisms, e.g.:

— some techniques use PIC as an equality test with AD being a masked version of the BR, for which AD
may contain some information on BR;

some techniques use PIC as a secure comparison algorithm with AD being a random key, for which

AD does not contain information on BR while PI necessary contains, at least indirectly, some
information to enable the comparison.
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6.3 Security of data records containing biometric information

6.3.1 Security for biometric information processing in a single database

The binding of an IR with a BR is required to perform biometric authentication operations as shown
in Figure 1. Several applicable scenarios exist that can be used to describe the security of this binding,
depending on the data records (e.g. IR, BR) being stored. These binding scenarios, showing the data
element combinations, as well as outlining the associated security properties, are listed below. In the
scenarios, the designations raw IR and raw BR refer to the plain data without additional data protection
techniques and the authenticated BR denotes the signed data providing the integrity of the stored BR

data.
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In 6.3.1 and 6.3.2, encrypted, authenticated, authenticated-encrypted, diversified(co
eric methods that can be achieved either by using encryption, authentication, authentiea
fication functions or by dedicated logical or physical means (e.g. secure execution enhyiron|
ire storage).

enario 1: Raw IR and raw BR are stored. Neither confidentiality nor, integrity is p1
" IR or BR. Renewability and revocability are not provided.

enario 2: Raw IR and encrypted BR, Egy are stored. NeithefvConfidentiality ndg
ovided on IR. Confidentiality on BR is provided. A weak form of integrity may be p
pending on the mode of operation of encryption. Renewability and revocability arg
encryption is deterministic, and keys are fixed.

enario 4: Raw IR and authenticated-encrypted form of BR are stored. Both confi
fegrity are provided on BR.

enario 5: Encrypted IR and raw BR are'stored. Confidentiality on IR is provided. A
regrity may be provided on IR depending on the mode of operation of encryption.

enario 6: Authenticated IR and-saw BR are stored. Only integrity of IR is provided.

enario 7: Authenticated-encrypted form of IR and raw BR are stored. Confidentiality
e provided only on IR.

enario 8: Raw IR and raw BR are encrypted and then stored. Confidentiality on b
provided. A weakK form of integrity may be provided on both IR and BR depending d
eration of encryption.

enario 9:‘Raw IR and raw BR are authenticated and then stored. Integrity on bot
pvided:

enario 10: Authenticated-encrypted forms of IR and BR are stored. Confidentiality

ari

priovided on hoth IR and BR

enario 3: Raw IR and authenticated BR are stored. Only integrity of BR is provided,
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Scenario 11: Raw IR and authenticated BR are encrypted and then stored. Confidentiality is

provided on both IR and BR. Integrity is provided on BR. A weak form of integrity may be provided
on IR depending on the mode of operation of encryption.

on both IR and BR. Confidentiality is provided on BR only.

Scenario 12: Raw IR and encrypted BR, Egp are authenticated and then stored. Integrity is provided

Scenario 13: Authenticated IR and raw BR are encrypted and then stored. Confidentiality is

provided on both IR and BR. Integrity is provided on IR. A weak form of integrity may be provided
on BR depending on mode of operation of the underlying cryptographic algorithm.

both IR and BR. Confidentiality is provided on IR only.
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— Scenario 15: Raw IR and RBR are stored. Renewability and revocability are provided on BR, as well
as limited confidentiality and integrity on BR.

— Scenario 16: Raw IR and RBR are authenticated and then stored. Integrity on both IR and BR is
provided. Renewability and revocability on BR are also provided.

— Scenario 17: Authenticated-encrypted forms of IR and RBR are stored. Integrity and confidentiality
are provided on both IR and BR. Renewability and revocability are provided on BR.

— Scenario 18: Raw IR and RBR are encrypted and then stored. Confidentiality on both IR and BR is
provided. A weak form of integrity may be provided on both IR and BR depending on the mode of
operation. Renewability and revocability are provided on BR.

— Scenario|19: Raw IR and encrypted, RBR are authenticated and then stored. Integrity is‘prpvided
on both IR and BR. Confidentiality, renewability and revocability are provided on BR omnly:
The described scenarios and related security considerations are summarized in Table 3!
Table 3 —|Confidentiality, integrity and renewability for the data records stored in a single
database
Security and privacy requirements
Scenario q onfifienti- Integrity Ren(?wabil- Irreversi- | Unlinka: Stored form of
ality ity -V - BR and IR data
bility bility
IR BR IR BR BR
2 0 A A Raw IR and enc. BR
3 0 Raw IR and aut. BR
4 0 0 A Raw IR and auth.-enc.|BR
5 0 A Enc. IR and raw BR
6 0 Auth. IR and raw BR
7 ¢} 0 Auth-enc. IR and raw BR
8 o o | a | A A A Enc. (IR and BR)
9 0| o Auth. (IR and BR)
10 0 0 0 0 A A Auth.-enc.(IR and BR)
11 0 0 A 0 A A Enc. (IR and auth. BR)
12 0 0 0 A Auth. (IR and enc. BR)
13 0 0 0 A A A Enc. (auth. IR and BR)
14 0 0 0 Auth. (enc. IR and BR)
15 0 0 Raw IR and RBR
16 A 0 0 0 0 Auth. (IR and div. RBR)
17 0] 0 0 0 0 0 A Auth -enc (IR and div ZBR)
18 0 0 A A 0] 0 Enc. (IR and RBR)
19 0 0 0 0 0 Auth. (IR and enc., div. RBR)
Enc. encrypted
Auth. authenticated
Auth.-enc. authenticated-encrypted
0 satisfied
A partially satisfied corresponding to security Level 1 defined in ISO/IEC 19790

The ISO/IEC 19785 series specifies the common biometric exchange format framework (CBEFF)
to promote interoperability of biometric-based applications and systems by specifying a standard
structure for biometric information records (BIRs) for whose integrity and confidentiality the formats
are specified in ISO/IEC 19785-4.
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6.3.2 Security for biometric information processing in separated databases

Itis recommended to store the IR and BR or RBR separately, because the exposure of both items leads to
serious privacy compromise. Even if IR and BR are separated into different storage areas, protection is
not effective if they are controlled by the same operator. For the separation to be effective, it should be
controlled by different operators with their own cryptographic keys to protect their database contents.
When IR and BR are separated, there shall be a means to link them. This is achieved by a common
identifier (CI).

A similar argument holds for storage of RBRs in the form of PI and AD. Physical or logical separation of
PI and AD reduces privacy and security risks. Physical separation is desirable. If tokens are employed
in a model based on distributed storage, it is advisable to store the AD on the token and PI on the client

or seryer. If separated databases with a common CI are employed, the databases shall be
separdte operators with different cryptographic keys. More generally, RBR can be spi
splitting technique (like secret sharing approach) within different locations to reduee th
securify risks of one location being compromised.

In Table 4, binding scenarios employing separated databases are shown. The security
of confidentiality, integrity and renewability/revocability remain the same. However,
a privacy compromise becomes smaller if only one of either IR and BR-is exposed. If of

controlled by
[ via a secure
e privacy and

requirements
the impact of
e database is

comprpmised and its contents are illegally modified, the operators_ of two databases shguld be able to

detect|it. Similarly, during the usage of the databases, if a legitimate database operator \

wvith a correct

key mgdifies its contents, the other database should be able to detect the modification. Fgr these cases,
more Jecure binding is required. Annex A provides examplesfimplementations of a CI.
Table 4 — Confidentiality, integrity and renewability for the data records stored ih separated
datahases
Security and privacy requirements
Scenaitio Confifienti- Integrity Rel_u?wa- trreversi- | Unlinka- Stored form §tored form
ality bility of IR data of BR data
bility bility
IR BR IR BR BR
2 0 A A CI, raw IR CI, enc. BR
3 0 CI, raw IR Cl, auth. BR
4 0 (0] A CI, raw IR CIjauth.-enc. BR
5 0 A Cl, enc. IR CI, raw BR
6 0 CI, auth. IR CI, raw BR
7 0 0 CI, auth.-enc. IR CI, raw BR
8 0] O A A A A Cl, enc. IR CI, enc. BR
9 0 0 Cl, auth. IR CI, auth. BR
10 9] 0 0 0 A A CI, auth.-enc. IR CI}auth.-enc. BR
11 0 0 A 0 A A Cl, enc. IR CIfauth.-enc. BR
12 9] 9] 9] JAY CI, auth. IR CI, auth.-enc. BR
13 0 0 0 A A A CI, auth.-enc. IR CI, enc. BR
14 0 0 0 CI, auth.-enc. IR CI, auth. BR
15 A 0 0 CI, PL, IR CI, AD
16 Al ol o 0 0 uth plc,léuth. R CI, auth. AD
Key
Enc. encrypted
Auth. authenticated
Auth.-enc. authenticated-encrypted
0 satisfied
A partially satisfied corresponding to security Level 1 defined in ISO/IEC 19790

© ISO/IEC 2022 - All rights reserved
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Enc. encrypted
Auth. authentica
Auth.-enc. authe

0 satisfied

A partially satisf]

Table 4 (continued)
Security and privacy requirements
Scenario Confidenti- Intesrit Renewa- . . Stored form Stored form
ality grity bility | Irreversi- | Unlinka- of IR data of BR data
bility bility
IR BR IR BR BR
Cl,
17 0 0 0 0 0 0 A auth.-enc.(PI and IR) CI, auth.-enc. AD
Cl,
18 0 0 A A 0 0 A enc.(Pl and IR) Cl, enc. AD
Cl, ClL,
19 0 0 0 0 0 0 auth.(enc. Pl and IR) auth.(enc. AD)
Key

fed

hticated-encrypted

ed corresponding to security Level 1 defined in ISO/IEC 19790
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Irreversibility

To prevent the use of biometric data for any purpose other than originally intended, biometric data
shall be processed by irreversible transforms before storage. Irreversibility may be obtained using the
following mechanisms that can be combined:

— feature extraction algorithms which provide a measure of irreversibility by data reduction and
redundancy removal, increasing the difficulty of using the extracted features to extract medical or
ethnic data; see for instance [53] for an example of irreversibility measure;

unauthor

22

ized access to the biometric data;
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transforms. An overview of transforms that produce RBRs is provided in Table C.1.

In the case of RBRs, the irreversibility shall be validated following ISO/IEC 30136.

RBRs which limit access to the biometric characteristics of the data subject by means of irreversible

Irreversible transforms that allow comparing biometric data without reversing the transformation

should be preferred (e.g. relying on homomorphic encryption).

7.2.2 Unlinkability

The stored BRs should not be linkable across applications or databases. Unlinkability ma
using various mechanisms that can be combined:

y be provided

en
lin

cryption of BRs employing different (secret) keys or mechanisms across applicat
king of data subjects, provided that the secret keys are managed appropriately 10 aj

inflependent and unlinkable RBRs created through the process of diversification prey
ddta subjects;

logical or physical separation of IR and BR, or Pl and AD in case of RBRsg, prevents acce
d4qta records;

the use of different biometric modalities, incompatible feature-extraction algorithm
dqta exchange formats across applications prevents linking of data subjects.

In casg¢ of RBRs, the unlinkability shall be validated followifig ISO/IEC 30136.

NOTE The use of different biometric modalities,.incompatible feature extraction algor
exchanfge formats can pose challenges for system interoperability.

7.2.3 | Confidentiality

To protect BRs against access by an unduthorized entity resulting in a privacy risk, BRg

confidential. The following mechanisms tmay be employed to provide confidentiality:

ddta separation by storing (pattof the) BRs on a personal token or card instead of usil
dqtabases is a countermeasure to reduce privacy risks resulting from a security

ceptralized database (e.g. When an adversary obtains illegitimate access to a central
arld publishes its contents);

— erjcryption of BRS using a key only known to the operator of the IdMS and/or data su

NOTE The use’of a token to store biometric data does not guarantee confidentiality unle
logically and physically protected from disclosure.
7.3 Biometric information lifecycle privacy management
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7.3.1 Collection

Organizations shall obtain the consent of a subject prior to the collection of biometric information.

NOTE Different laws and regulations can exist that do not enforce consent.

When seeking the subject's consent, the organization should fully inform the subject of
(this list is not exhaustive):

the types and amount of biometric information to be captured;

information about available alternative procedures in case the data subject does not
or cannot be enrolled (failure to enrol);

the purpose of collection and the period of retention of the biometric information;

© ISO/IEC 2022 - All rights reserved
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— adescription of how the captured biometric information will be processed in the biometric system;

— information about the individual responsible for managing the biometric information, which
includes, e.g. his/her name, organization, position, contact information.

Unauthorized collection of biometric information without justification has strong impacts on the
biometric information privacy of the individual. Even if an organization had the subject's consent to
create BRs, it should still only extract the minimum amount of biometric information necessary to fulfil
the intended purposes. This can lessen the impact of a compromise.

7.3.2 Transfer (disclosure of information to a third party)

When transferring biometric information to other organizations, each party involved in procesking of
the biometricfinformation shall agree to be bound by contract or obligation to protect such inforfhation.
The transfer |of biometric information shall only take place with the consent of the subject [unless
consent is implied by the provision of a service requested by the subject.

NOTE1 Differentlaws and regulations can exist that can limit the consent requirement.

Before seekinlg the consent of the subject, the organization should provide the following (this lisf is not
exhaustive):

— relevant information about the third party to which the biometric.information is to be transferred;
— the contepts and amount of biometric information to be transfefred;
— the entityf that makes the transfer;

— the purpgse for the transfer and the period of retentionof the transferred biometric informgtion.

From the subject's point of view, transferring biometric information to a third party is essentiglly the
same as presenting the biometric information directly to the third party. Accordingly, the confent of
the subject shiall be obtained.

NOTE 2  Different laws and regulations can exist that can limit the consent requirement.

Cross-border [transfers are especially «common in operating biometric systems including, e.g. porder
control and electronic passports. For'this reason, it is important that more care is taken with respect to
the privacy of the transferred biometric information which can be processed by a third party.

7.3.3 Use

Use refers to| access, processing, or modification of biometric information within an organigation.
Biometric infoprmation.shall only be used with the consent of the subject.

NOTE Differentdaws and regulations can exist that can limit the consent requirement.

If the organization wants to use the collected biometric information for purposes other than those
already specified to the subject, the organization shall obtain the consent of the subject, providing a full
description of the additional purpose of use, and the period of retention of the biometric information.
Function creep, or expanded use of biometric information, such as determining the subject's health or
genetic inheritance, shall be avoided.

7.3.4 Storage

Biometric information is usually stored in a data storage subsystem, as depicted in Figure 1. However, a
data storage subsystem may be distributed. In order to satisfy privacy requirements, it can be necessary
to store the information in such a way that it can be identified as being sensitive PII. Organizations
should keep the collected biometric information logically or physically separate from the subject's other
PII to reduce the impact on the subject's privacy of a compromise of the combined information. Suitable
protection measures, as described in Clause 6, are necessary to ensure the confidentiality and integrity
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of the BR and also its related IR. To trace illegal distribution and misuse of the biometric samples, data
encryption and biometric watermarking schemes as described in Annex D can be adopted. Acquired
biometric samples can be classified as PII, and thus storing them presents security and privacy risks.
This should be avoided when possible. If stored, it shall include adequate security and privacy measures
following the requirements and recommendations in Clause 7.

7.3.5 Retention

Organizations shall consider the retention period of the biometric information or when to archive it.
Retaining any kind of information, whether it is biometric or not, creates risks for the organization
as well as for the biometric information. It is important to consider the purpose of retaining the
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the organization collects biometric information with the subject's consent, the
h an expiration date to specify the period for storing the’captured biometrig
ving archived biometric information beyond its expiration data can breach the con
eate a risk of privacy violation. Also access restrictions to-archived biometric infqg
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Cure storage and control of access to archivesand backup data containing biomet
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ganization or third party to which.the biometric information is disclosed shall seq
biometric information of the subject when (this list is not exhaustive):

e purpose for the collectionofthe biometric information has either been achieved or
no longer be necessaryj

e period of retentiqnief the biometric information has expired;

e subject withdraws consent for the collection of the biometric information or {
bmetric information changes, but the subject of the biometric information does not
W use.
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redidentified and securely disposed of, particularly in cases of distributed storag
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to be included in the inventory of data for disposal. This shall include archive and backup data (see 7.3.6
for further details). The policy shall also describe suitable procedures and safeguards to ensure the
complete and secure disposal of the data.

7.4 Responsibilities of a biometric system owner

The biometric system owner shall be responsible for the proper management of biometric information
in order to protect the information and safeguard the rights of the subject with regard to the biometric
information within the organization. To meet these obligations, the biometric system owner shall:

Provide the subject with the means to control his/her biometric information during its lifecycle

including when providing such information to third parties. This means that the biometric system
owner shall obtain consent when biometric information is collected.
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Provide a mechanism for consent withdrawal. The subject can request to withdraw his/her consent
from an organization or any third party that has received the biometric information whenever he/
she feels that it is necessary to do so. The biometric system owner shall provide appropriate means
for the subject to make such a request and remove the relevant biometric information from the
biometric system unless external constraints and conditions of the services override the request.

Provide appropriate security measures to safeguard against attacks on the confidentiality, integrity
and availability of the biometric information and the associated biometric system itself.

Ensure that information used for identification or verification decisions is complete, accurate and
up to date, to the extent possible. In this case, the term "information" refers to PII generally, as well
as biometric information related to a subject. Poor quality BRs can result in the system accepting an
attacker, fvhich in turn can have an impact on the subject’s privacy.

Respond fo any requests made by a subject to access his/her biometric information. Thé.subject can
request that the biometric system owner allow him/her to view his/her own biometric ihforrhation,
to make jnquiries about the details of the use of the biometric information or the:transfer] of the
biometridinformation to a third party, and to insist on the correction of any errofs in the inforfnation
when nedessary.
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ptually, many models exist; however, this document considers eleven application
rently deployed in real applications.

Table 5 — Biometric system application models

ized disclosure or unauthorized modification of the subject’s biometric informatiosp.

e compared, as shown in Table 5. In terms of security, each model has certain adva}£tages
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The platforms where biometric data can be stored are described as follows.

26

Aserverisacomputerremotely connected withthe clientviathe network.A“biometricauthentication
server” is one form of a server.

Aclientisa PC, mobile devices or its equivalent, executing a general-purpose operating system which
can exist in the form of a kiosk. The essential properties of a client are that it provides the front-end
services for a biometric system and interfaces with server and/or token. A biometric sensor unit can
be connected to or embedded in the client. Personally-owned devices including mobile devices are
considered to be clients in this document.

A token is a portable physical device capable of supporting BR storage and in some cases allowing
biometric comparison. Tokens for biometrics storage include USB memory sticks, e-passports and
smart cards. Smart cards can integrate a comparison-on-card application for biometric comparison
and decision.
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The biometric sensor connected to a client via an interface and the embedded sensor module within a

client can be considered as other locations for storage and comparison. However, clients are frequently equipped
with biometric sensors. As such, this document considers them as a part of the client.

NOTE 2

The server is controlled by a service provider and the token is controlled by a user. On the other

hand, the client is controlled either by a service provider or user depending on the biometric application models.
Specific constraints or recommendations, when applicable, are discussed in 8.2.

NOTE 3

In Table 5, the expression “distributed” means that:

with respect to storage, the storage of BRs or RBRs is split among different entities (at least two among

server, client and token) and that the complete information is not available within a single entity;
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multiple sterage locations as described in ISO/IEC 30136:2018, 6.4.1.
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reference and
hnd K may be

f them should
t assumption
bd BR or RBR
P, one should
properties by
those models
operties shall

ctures and are
operties of the

 protection by

ing the different data used in a model is possible: separation of storage can be made with nyultiple servers

in Annex F.

8.2

8.2.1

Security imeactrbiomretricapptlicatiommmodet

General

A general recommendation related to 8.2 is that when a system corresponds to one of the following
models, the alternative using RBRs should be preferred, except possibly if the solution corresponds to
an on-card comparison (OCC) case.

If the server (respectively token) is not trusted by the client, no unprotected fresh biometric information
(generated from the freshly capture biometric data) shall be transmitted by the client to the server
(respectively token).

If the client is not trusted by the server (respectively by the token), no unprotected biometric
information shall be transmitted to the client by the server (respectively by the token).
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If the server is not trusted by the token, no unprotected biometric information shall be transmitted to
the server by the token.

For mitigating the impact of a database breach, biometric information should be stored protected in a
distributed manner.

For mitigating the risk of leaking information from transmitted data, distributed computations should
be preferred.

8.2.2 Model A — Store on server and compare on server

In this model, biometric data are captured and processed on the client and then the extracted BR is
transferred t¢ the server for comparison, as shown in Figure 7 (for BRs) and Figure 8 (for RBRs]. Here,
biometric dath capture and signal processing on the client, compare on server. The subject's BR"dnd the
corresponding IR are associated as part of the registration/enrolment process.

Subject

W Identity claim / Identity reference
A4 |

N

Identification outcome

vdrification

identification

Figure 7 — Model A: Store on server and compare on server using BRs

This model requires that the server trusts the data captured from the client. This model can be used
for identification and also for verification. Since the sensitive PII (i.e. the BR and IR) is handled by
the server, reliable database security and network security are required. A large-sized commercial
automated fingerprint identification system (AFIS) is usually implemented according to this model.
From a privacy point of view, this model is usually not recommended unless RBRs as exemplified by
Figure 8 are employed because of the sensitive PII that is otherwise collected in a centralized database.
In Figure 8, the PIR can be implemented in the server.
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In thi§ model, the client is controlled either by d&service provider or by the user. Dep¢nding on the
leakage of information from PI/PI* or AD, one option can be preferred.
8.2.3 | Model B — Store on token and compare on server
In thig model, a token is used for storing BRs and the captured biometric data are trangferred to the
server|for comparison, as shown inFigure 9 and Figure 10. The biometric subject associafes his/her BR
with the IR at the token duringthé enrolment process. A subject who wants to assert hig/her identity
can cohnect a token with the cliént, and also submit his/her biometric characteristic(s). Then, the client
sends poth the stored BR and the captured biometric feature to the server for comparison.
In the [case of RBRs, the-PI that was generated during enrolment and then stored on the foken and the
PI* reqonstructed during verification are sent to the server while AD is only provided to the client. This
model|can also be extended with storing PIs on both the token as well as the server t¢ allow three-
factor puthentication. In Figure 10, the PIR can also be implemented in the server or the tpken.
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Figure 9 — Model B: Store on token and compare on.server using BRs
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Figure 10 — Model B: Store on token and compare on server using RBRs

This model requires that the server trusts the data captured from the client. This model is usually used
for verification because there is no other BR for comparison at the token except the one asserted by the
individual. Since the BR is stored at the portable token, which can be securely handled by the individual,
this model does not require database security. However, this model requires network security to
protect the transfer of the stored BR and captured probe biometric data. This is to ensure that the
server can trust that the reference data coming from the client stems from the enrolment process and
was not inserted into the network immediately prior to verification. It is noted that the IR is neither
transferred nor bound with the BR in the client and server. So, this model can be considered as a privacy
sympathetic model.
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In this model, the client is controlled either by a service provider or by the user. For the case of
Figure 10, it is recommended that the client is controlled by the user to ensure additional protection of
the captured biometric data.

8.2.4 Model C — Store on server and compare on client

In this model, the BRs are stored on the server and probe biometric data are extracted from the subject
at the client side for the comparison process as shown in Figures 11 and 12. The biometric subject
associates his/her BR with the IR at the server during the enrolment process. A subject who wants to
assert his/her identity submits his/her probe biometric sample to the client and then the client requests
the sending of the correspondlng BR related to the asserted biometric sub]ect Upon request, the
server 3 the captured
biomefric sample and the downloaded BR. For thls model the client shall be equlpped With a biometric
sensoland also a comparison/decision algorithm.

Subject Identity reference

}
)y

Identity Claim

\
\
: \ @;torage
\
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Data |~ — =/ Signal subsystem subsystem BRDB IR DB
capture processing
subsystem SubSyStem Verification # Identification
‘L outcome outcome |
777777777777777777 i N
Client / Server
Key
| verification
identification

Figure(11 — Model C: Store on server and compare on client using BRs

This npodel requires that the client trusts the data received from the server. This modgl can be used
for idgntification and also verification. Since sensitive PII (i.e. BRs and IRs) are usually|stored at the
centralized.server, reliable database security and network security are required for safgguarding the
biometricsubject's privacy. In Figure 12, the PIR also can be implemented in the server.
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Figure 12 — Model C: Store on server and compadre on client using RBRs

the client is controlled either by a service provider or by the user. For the case of Fig]
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1 D — Store on client and compare on client

the BRs are stored on_the client and a probe biometric sample is extracted fr
ject for the comparison process which is performed on the client using BRs as sh
using RBRs as shown in Figure 14. The subject associates his/her BR with the IR
the enrolment(process. A subject who wants to assert his/her identity submits |
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Figure 13 — Model D: Store on client and compare on client using BRs

and IR]) are not transferred to the server,'the burden of network security can be minimized, although
reliable database security is still required for the client and, hence, RBRs are recommendg¢d. In terms of
privacl, this model is generally more favourable than other models using a centralized database. If the
securify of client is not ensured;,aserver-based approach is preferred.

This EE)dEI can be used for both identification as well as verification. Since sensitive HII (i.e. the BR
|
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it is recommended that the client is contrelled by the user.
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Figure 15 — Model E: Store on token and .compare on client using BRs
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Figure 16 — Model E: Store on token and compare on client using RBRs

Biometric references and IRs can be stored on an IC chip embedded in a token. This model is usually
used for verification. Since sensitive PII (i.e. the BR and IR) are not transferred to the server, the burden
of network security can be minimized, although reliable database security is still required. In terms of
privacy, this model is more favourable than other models using centralized storage for the biometric
and IR. The command addressed to the token to read the BR and the subsequent response by the
token conveying the BR data should be secured using the secure messaging mechanism according to
ISO/IEC 7816-4.

In this model, the client is controlled either by a service provider or by the user. For the case of
Figure 15, it is recommended that the client is controlled by the user to ensure further protection of BR.
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For the case of Figure 16, depending on the leakage of information from PI/PI* or AD, one option can be
preferred.

NOTE This model is also applicable to the exploitation of the verification outcome directly by the client (case
without any server).

8.2.7 Model F — Store on token and compare on token

In this model, the BRs are stored on the token and the probe biometric sample is extracted from the
biometric subject for the comparison process, which is performed on the token as shown in Figure 17.
The subject associates his/her BR with the IR stored on the token during the enrolment process. A
subject who wants to assert his/her identity presents his/her probe biometric sample to the client with
the token (corpparison on card, see ISO/IEC 24787). With this model the token provides the comparison
and decision flunctionality. In this case, the client can be an automated teller machine (ATM)..Thisimodel
is usually applied to bank transactions using OCC.

This type of DCC model is the strongest mechanism for protecting personal identifiable information
under the asqumption that the token is able to provide a secure and isolated execution environment.
The token stpres the BR and IR and the comparison process is also executed on the carfd. The
command addressed to the card to start the comparison process and the subsequent response|by the
card conveying the result of the comparison process should be secured-using the secure megsaging
mechanism a¢cording to ISO/IEC 7816-4. The client acquires a probe bigmetric sample and IR dqta and
sends them tq the token for the comparison process. The result of the comparison is sent to the perver.
The token cai} contain the signal processing subsystem. In this casef{the biometric data are conflned to
the token and|the client, and is not passed to the server

Subject

Identity Claim

.=

Comparison Decision

Data Signal subsystem subsystem
Gapture processi
supsystem subsys&

K Client Token (0OCC) /

Verification outcome
Server

Figure 17 — Model F: Store on token and compare on token using BRs

This model limits the exposure of an individual's PII by storing the biometric and IR on the token.
Furthermore, for RBRs (see Figure 18), only AD may have to be transmitted to the client while PI
remains within the token. This model can, therefore, be considered as privacy-protective since the
biometric information is more under the control of the subject, in particular for the full OCC model (i.e.
the case where PIC and PIR are embedded in the token). However, as in some of the previous models,
reliable steps shall be embedded in the client-server communication such that the server can trust that
the data subject authentication is the result of a genuine comparison. Alternatively, the data capture and
signal processing subsystems can also be integrated into the token. Modalities for the implementation
of Model F are standardized by ISO/IEC 24787 (on-card biometric comparison). In Figure 18, the PIR can
be implemented in the token. In this case, AD remains inside the token, minimizing the risk of privacy
compromise.
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In thisfmodel, the client is controlled either by a service provider or by the user. For the cask of Figure 18,
depengding on the leakage of information fromAD; one option can be preferred.

NOTE This model is also applicable to the-exploitation of the verification outcome directly by|the client (case
withouf any server).

8.2.8 | Model G — Store distributed on token and server, compare on server

This model employs data separation through distributed storage of data elements fr¢m the RBRs.
During the enrolment phase.of one implementation of this model, a Pl is created and stored on the server
accompanied by CI. Thecorresponding AD, the IR and CI are stored on a token. During verification, the
token publishes the ADyand CI to the client (see Figure 19). The client captures probe Hiometric data
and transforms it £o,a PI*. The PI* and CI are transferred to the server. The server compdres Pl and PI*
resulting in a veFification outcome.

An imortant advantage of this model is that the RBR is distributed between the token ajnd the server.
his property

: 2 : = 11 as the data
at the server. Furthermore it allows revocatlon of BR data (PIs) on the server 51de w1thout the need to
access a token. A third advantage is that the subject has control over the verification process since his/
her token is required.

The following variations/adaptations of this model can be applied:
— IR stored on the server instead of the token;
— storage of CI, IR, AD on the client and P], CI on the server without the need for a token;

— storage of PI on both the token as well as on the server to allow three-factor authentication at the
server side. In this implementation, the PIC receives the PI from the server storage subsystem, the
PI from the token, and the PI* resulting from the PIR.
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This model is especially suitable for online transaction authentication (such as e-banking, online credit
card transactions and as PIN replacement or enhancement for ATMs) that employs a card or token
that can store AD. To minimize the amount of information exchange between client and server, and to
prevent the transmission of parts of RBR data from the server to the client, it is not recommended to
store the PI on a token and the AD at the server. In Figure 19, the PIR also can be implemented in the
server or token.
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Figure 19 — Model G: Store distributed on token and server, compare on server
In this model,[the client is controlled either;by a service provider or by the user. For the case of Figure 19,
depending on|the leakage of informatien‘from AD, control by the user can be preferred.

NOTE1 Thi$ model applies in principle only to RBRs as storage is distributed throught the separatidn of an
RBRinto Pl andl AD.

An example of an application.rélying on this model is provided in Annex E.
NOTE 2  In this model,pa¥t of the data stored in the token can be represented as memorizable secrg¢ts (e.g.

AD as passworld as in JSO/IEC 30136:2018, 6.4.3). In that case, it can be impossible to store them and, ihstead,
necessary to provide thiem as an input directly by the subject.

H Ctaoro dictributoad antakon-and cliont comnarxn o ~liand
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8.2.9 Mode

In this model, the AD, IR and a CI are stored on a token and the PI and CI are stored with the client
(Figure 20). During verification, the token publishes the CIl and AD to the client. The client retrieves the
PI corresponding to the CI from its storage subsystem and transfers the AD to the PIR, which generates
a candidate PI* based on the captured biometric probe. The resulting PI* is compared to the PI that is
stored with the client, and the comparison result is communicated to the decision subsystem to produce
a verification outcome.
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In thid model, the client can be a kiosk type, as found jnpublic places such as airports|and in public
buildings, for personal authentication. This model can(also be applied in border control $ettings using
the e-passport (or another token) in a registered traveller application.

The following modifications can be applied to this model:
— store IR on the client instead of on the teken;
— store Pl on the token and AD at the client.

As deqcribed in this clause, most*biometric systems usually consist of a server and sevleral remotely
conne¢ted clients which are equipped with biometric capture devices. In general, the oyerall security
level df the biometric authentieation process is dependent both on the security level of the process
executled and on the functidnal performance level of the biometric capture devices. By obtgining trusted
information such as thée functional performance level of the biometric devices used, angl the security
level df the remote s§{stem, and by determining whether the processes in the system were executed
securdly, the verifier of the authentication can make a better decision on the extent to which the result
of the[biometrid«werification can be trusted. For this, authentication context for biomgtrics (ACBio)
definef in ISOQEC 24761 can be used as a solution to the above issue by sending the infofmation about
the deyices used and the process executed at a remote site to the verifier. In Figure 20, the PIR also can
be impglemented in the token.

In this model, the client is controlled either by a service provider or by the user. For the case of Figure 20,
depending on the leakage of information from PI and AD, control by the user can be preferred.

NOTE1 This model applies in principle only to RBRs as storage is distributed through the separation of an
RBRinto Pl and AD.

NOTE 2  This model is also applicable to the exploitation of the verification outcome directly by the client (case
without any server).

NOTE 3 In this model, part of the data stored in the token can be represented as memorisable secrets (e.g.
AD as password as in ISO/IEC 30136:2018, 6.4.3). In that case, it can be impossible to store them and, instead,
necessary to provide them as an input directly by the subject.

© ISO/IEC 2022 - All rights reserved 39


https://iecnorm.com/api/?name=80a6857832286f513def10fecb49d236

ISO/IEC 24745:2022(E)

8.2.10 Model I — Store on server, compare distributed

In this model, the AD, IR, PI and a CI are stored on the server and CI is stored with the client (see
Figure 21). During verification, the server and the client never share AD, IR and PI, but only CI. The
server and the client execute together an interactive protocol to commonly execute PIR and PIC without
ever revealing to the other party the information owned by each party (AD, IR, PI on server side, the
captured biometric probe on client side). Based on this interactive protocol, the client and the server
learn only the final result of PIC.

This model can be applied to various settings where online communication and local computation are
sufficiently reliable, as it is generally heavier than execution without interaction.

The followingmodifications cam be appited to this modet:

— the outpyt of the interactive execution can be available only on the server side or only On th¢ client
side;
— the interdctive execution can be applied partially to PIR only and then PIC is executed locallyjon one
side (client or server);

— the interdctive execution can be applied partially to PIC only with PIR beingexecuted locally jon one
side (client or server) after prior communication of the required input-(AD);

— storage of Pl and AD can be distributed between client and server, not only by storing Pl and/AD on
two different places, but even by using secure secret sharing mechanisms (see ISO/IEC 1959p-1).

S
=

This model isjusually implemented by the use of secure multipdxpy computation techniquesl4Zl. [44
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Figure 21 — Model I: Store on server, compare distributed using RBRs

The same model can be implemented with normal BRs (see Figure 22), under the condition that the
comparison subsystem can be computed in a distributed manner (which is the case for comparison
techniques based on simple metrics such as Hamming distance and Euclidean distance).
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Figure 22 — Model I: Store on server, compare distributed using BRs
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model, the AD, IR, Pl and a CI are stored on theitoken and CI is stored with the client (Figure 23).
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liable, as it is

Client side;

locally on one

locally on one

available only on server side;

distribution of execution can be between token, client and server in order to have the final result

storage of Pl and AD can be distributed between client and token, not only by storing Pl and AD on

two different places, but even by using secure secret sharing mechanisms (see ISO/IEC 19592-1).

This model is usually implemented by using secure multiparty computation techniques[4Zl and secure
execution environment for the token.
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(variant with detision available only on server)

In thisimodel, the client is controlled+¢ither by a service provider or by the user.

NOTE This model is also applicable to the exploitation of the verification outcome directly by|the client (case
withoult any server).

8.2.12| Model K — Store distributed, compare distributed

In thisimodel, the AD; IR, PI are distributed between client, token (if any) and server, and g CI are stored
on each side (Figure 25), but AD and PI are stored in an encrypted form that allows operdtions without
prior decryption (e.g. using homomorphic encryption, [35. [28] [SO/IEC 18033-6). During verification,
PIR arld PI€are executed either on client, or token or server side, directly on encrypted data. The
outpuf of PIC computed on encrypted data can lead either directly into the plain decisior] result, or the

encryptee-de o e a aseonty ottp ay-be-6 Fpted-

In order to ensure confidentiality of the encrypted data, the owner of the decryption key related to a
specific encrypted data shall be the party that does not store this encrypted data.

This model can be applied to various settings where local computation is sufficiently reliable, as it is
generally heavier than execution without encrypted data.

Depending on the underlying mechanisms used to implement PIR and PIC, the following variants can be
applied for this model:

— PIR and PIC can be executed on the same side (either client, or token or server);

— PIR can be executed on client (or token) side with the captured biometric probe in clear text, and
PIC can be executed on server side on encrypted inputs and, when applicable, output decrypted by
the client;

© ISO/IEC 2022 - All rights reserved 43


https://iecnorm.com/api/?name=80a6857832286f513def10fecb49d236

ISO/IEC 24745:2022(E)

— PIR can be executed on server side with an encrypted version of the capture biometric probe, and

PIC can be executed on client (or token) side;

— storage of Pl and AD can be distributed between client, token and server, not only by storing PI and
AD on two different places, but even by using secure splitting mechanisms.

This model is usually implemented by using homomorphic encryption primitives.

%

o

Verification outcome

Decision
subsystem

Client

h Decryption |

EncryptedPI

Lsystem (option/al)J

Figure 25 — Model K: Store distributed, compare distributed (variant with PIR and P1C
on server side) using RBRs, decryption'system being optional
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The same moldel can be implemented with normal BRs (see Figure 26), under the condition that the
comparison spibsystem can be adapted to work onsencrypted inputs (e.g. this is the case for Hamming

distance-basq

d comparison).
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Figure 26 — Model K: Store distributed, compare distributed (variant with PIR and PIC
on server side) using BRs, decryption system being optional

In this model, the client shall be controlled by the user to strengthen the security and privacy during
the distributed comparison.
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Annex A
(informative)

Secure binding and use of separated DB and DBy

A.1 General

Ftwo DBs are used to separate the biometric data to minimize the effect of privacy
ir use, they should be bound with a common identifier (CI). However, one shou
fact any information about the data from the CI. If one DB is infringed and its
pmised, the operators of two DBs should be able to detect it. Similarly,if"during
egitimate DB operator with the correct key modifies its contents, the 6ther DB shq
the modification.

Even i
for thg
to ext
compr]
DBs a
detect

This a
for IR
for BR
proted
K, for
neededl).

hnex describes examples for secure binding of a pair of IR and BR a@ssuming separa
and BR with separated control and their usages. The database for IRs is called

S is called DBgg. It is assumed that DBy uses a secret keygK;, and DBy uses a se
t their database contents. In addition, it is assumed that-the databases share tw

becure binding between separated DB, and DBy

munication channel between DBy and\DBgp, is either secure or insecure, with a s
providing confidentiality and authenticitysdn the first case (Case A), the communic
betwegn the two databases is assumed t0-be secure. In the second case (Case B), the cqd
channgl is assumed to be insecure, but the two databases share a symmetric cipher a
secretlkey K. The secure binding of a-particular set of IR and BR is described below.

Case A: Secure communication-channel between DB,y and DBy as shown in Figure

R

infringement,
d not be able
contents are
'he use of the
uld be able to

ked databases

PB;r and that
rret key K, to
h secret keys:

computing CI and a cryptographic check value and K {for securing communicatiop messages (if

bcure channel
htion channel
mmunication
nd a common

A.1

a) DBgreceives an authentic IR from an identity reference (IR) claimant (individual) or from a trusted

thjrd party (TTP), éncrypts IR using K; to get E;(IR), and hashes IR to get h(/R).

, encrypts BR

key K;, to get

b) DBgy receives.the corresponding authentic BR from the signal processing subsysten
uding K, to getE, (BR), and hashes BR to get h(BR).

c) DBy serids h(IR) to DBgp.

d) DBgr'receives h(IR) from DBy, calculates MAC for {h(/R), h(BR)} with shared secret
CI = MACg;;,(h(IR), h(BR)) where CI will be used as a CI and as a cryptographic chec
h(BR) to DBy, and stores {CI, E;, (BR)}.

e) DBy receives h(BR) from DBgp, calculates MAC for {h(/R), h(BR)} with shared secret

CI = MAC;;,(h(IR), h(BR)), and stores {CI, E;(IR)}.
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Individual
P N Signal
Ki Kib S . ®,@h(R) WBSUY— D processing
.............................. >
' @ Identlty DB]R 4@®hBR ......... DBBR @ Biometric Subsystem
S registration S/h(BR) reference
registration
® {C], E.(IR)} @ {CI, E. (BR)}

Figure A.1 — Secure binding between separated DB,z and DBy (Case A)

Case B: Insecu

a) DBjgrecejves an authentic IR from an IR claimant (individual) or from a TTP, encrypts IR.using K; to
get E,(/R), hashes IR to get h(IR), and encrypts {h(IR), IDDB,, N;} using K, to get Eg, (h(IR), {DDBy,
N;), wherg IDDB is a unique identifier for DB and N, is a nonce (time stamp or sequence nymber)
generated by DB ;.

b) DBgy recgives the corresponding authentic BR from the signal processingsubSystem, encrypts BR
using K, fo get Ey, (/R), and hashes BR to get h(BR).

d) DBgy recg¢ives Ey,(h(IR), IDDBjg, N;) from DBy, decrypts it to recover {h(IR), IDDB,, and N;}, and
checks IODB,, and N; (if the check fails, it stops with an error message). DBy calculates MAC for
{h(IR), h(BR)} with shared secret key K;, to get CI = MACg;;(h(/R), h(BR)) where CI will be ysed as
a Cl and gs a Check value, encrypts {CI, h(BR), IDDBgp, Ny} using K, to get Ey,(CI, h(BR), IDDBR, N}),

e) DBy recdives Ey,(CI, h(BR), IDDBgy, N;) from DBgp; decrypts E¢.(CI, h(BR), IDDBgg, N,) to recover
{CI, h(BR), IDDBgg, and N,}, and checks IDDBgy, and N, (if the check fails, it stops with an error
message.). DBy calculates MAC for {h(/R), h(BR)} with shared secret key K;;,, to get CI = MACy;(h(IR),
h(BR)), cqmpare it with the received CI (if the comparison fails, it stops with an error message), and
stores {C}, Ex,(IR)}.

A.3 BR claim for verification

This clause dgscribes an example'of a BR claim from DB, to DBgy, for verification. It is assumed that the
method for finding the correctEy;(/R) from a legitimate identity claim is given.

Case A: Secure communication channel between DB, and DBy as shown in Figure A.2

a) Upon recpivingsarlegitimate identity claim from an IR claimant (individual) or from a TTP, DB

decrypts|corresponding E;(IR) to get IR and hashes IR to get h(IR), and sends {CI, h(IR)} to DBgR.
b) DBgy receives{Cr, TOm DB, TINdS Eg, using CI, decTypts Egy 0 get BR, hashes BR to

get h(BR), computes MAC;,(h(/R), h(BR)) and compares it with the received CI.

c) Ifthey match, DBy sends BR securely to the comparison subsystem. If the match fails, it exits with
an error message.

Individual Ki, Kib %b, Kib
> DB > DB — 5 Comparison
@ Identity ® ® @ 2R 3 BR subsystem
claim {CL EKiUR)} BR claim {CL, EKb(BR)}
{CI, h(IR)}

Figure A.2 — BR claim for verification (Case A)
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Case B: Insecure communication channel between DB, and DBy, with shared secret key K;,,

a)

b)

A4

Upon receiving a legitimate identity claim from an IR claimant (individual) or from a TTP, DB,
decrypts corresponding Eg;(/R) to get IR and hashes IR to get h(IR), encrypts {CI, h(IR), IDDB;,, N;}
to get Ex;, (CL, h(IR), IDDB, N;), and sends E;;, (CI, h(IR), IDDB, N;) to DBgp.

DBgy receives Ey;;(CI, h(IR), IDDB, N;) from DBy, decrypts it to recover {CI, h(IR), IDDB, N},
and checks IDDB, and N; (if the check fails, exits with an error message), finds Eg,(BR) using CI,
decrypts Eg;,(BR) to get BR, hashes BR to get h(BR), computes MACy;, (h(IR), h(BR)) and compares it
with received CI.

If they match, DBy sends BR securely to the comparison subsystem. If the match fails, it exits with
alTEerTor HIES548¢C.

IR claim for identification

This clause describes an example of an IR claim from DBgy to DB, for verification. It isjassumed that

DBgy Has already decrypted Eg,,(BR) to get BR, and has sent it to the comparison subsystg

m.
Case A: Secure communication channel between DB, and DBgg a§'shown in Figure A.3

a)

b)

Upon receiving a legitimate identity request from the decision/subsystem, DBy haghes BR to get
h(BR), and sends {CI, h(BR)} to DBy.

DB, receives {CI, h(BR)} from DBgp, finds E;(IR) usifig CI, decrypts Eg,(IR) to get IR, hashes IR to
gett h(IR), computes MACy;;, (h(IR), h(BR)), and compares it with the received CI.

If they match, DB sends IR securely to the decision subsystem. If the match fails, ifexits with an
erfor message.

i e — e — —
—— - -———
-

o~ - 3) IR S N
Ki, Kib Kb, Kib
S PENIERIR Decision
i Q2 PB4 subsystem
{CL E (IR)} IR Claim {CL E, (BR)} @Identity
{CI, h(BR)} request

Figure A.3 — IR claim for identification (Case A)

Case B: Insecure communication channel between DB, and DBy, with shared secrgt key Kib

a)

b)

Upon receiving a legitimate identity request from the decision subsystem, DBgy |hashes BR to
get h(BR), encrypts {CI, h(BR), IDDBgp, N} to get Ey (CI, h(BR), IDDBgp, N,), where|N, is a nonce
generated by DBgp, and sends Eg,(CI, h(BR), IDDBgg, N;) to DByp.

DB, receives Eg.(Cl, h(BR), IDDBgg, N,) from DBgg, decrypts it to recover {CI, h(BR), IDDBgp,
N,}, checks IDDBgp, and N; (if the check fails, exits with an error message), finds Ey;(IR) using CI,
decrypts Eg,(IR) to get IR, hashes IR to get h(IR), computes MAC;,(h(/R), h(BR)), and compares it
with the received CI.

If they match, DBy sends IR securely to the decision subsystem. If match fails, it exits with an error
message.
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Annex B
(informative)

Framework for renewable biometric references (RBRs)

B.1 Renewable biometric references (RBRs)

Renewable bjometric references (RBRs) are revocable/renewable identifiers that repre

individual or
constructed f
measurement
meaning outs

RBRs follow fi
a)

b) operatior
c) expiratio

d) renewal ¢

B.2 Creati

The signal pr
An arrow in {
two stages in

Fom a captured biometric sample. An RBR does not allow access to the original bi
data, biometric template or true identity of its owner. Furthermore,.the' RBR
jde the service domain.

pur distinct phases:

creation ¢f new RBRs from biometric data during an enrolment phase;

al use of the RBR as a reference to verify a claimed identity;
h of the validity of an RBR;

r revocation of an RBR if its validity has expired_ ot’if the RBR has been compromis

on and renewal

s¢nt an

b

data subject within a certain domain by means of a protected binary idebtity (re)

etric
nas no

ocessmg subsystem for the RBR creatlon and renewal process is outlined in Fi

biometric feature data from the captured biometric sample The features are preferably generated

according to p
a PIE generatg
sample and th

allows th
reference

allows g¢
provide r

e recreation of a-Plassociated with the captured biometric sample for comparison
PI;

neration-of multiple independent Pls from the same individual within an applica
rnewable-references;

allows ge
linking;

hetation of independent Pls across applications to prevent database cross-compari

Lion to

hg and
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provides a means for easy BR data separation (Pl and AD) to enhance security and privacy.
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Figure B.1 — Signal processing subsystem for the generation of renewable biometrijc references

(RBRs)

The AD can result from various approaches that provide RBRs (see Annex.Cfor an overview). Both
PI and AD are stored (either together as a combined database entry or oh.Separate storage media/

databdses), while all other captured biometric data are securely destroyedsThe combing
AD forms the RBR.

NOTE

B.3

In a remote comparison scenario, the data capture{and signal processing subsystem
hand 3nd the comparison subsystem on the other hand are physically separated (see H
Figure B.3). Verification requires the following steps:

a

a

‘Eﬁm

oV

omparison score (this step.andthe previous step may be combined in a single step as
igure B.3);

dsed on the compdarison score.

The renewal process is simply the re-iteration of the creation(process.

Comparison

leature extraction stage processes the probe biometric data sample;
IR generates a new PI* based on thé’provided AD and the extracted features;

omparison subsystem by medns of a PI comparator (PIC) compares PI with PI* ay

ecision subsystem {(not shown in Figure B.2 and Figure B.3) provides a verific3

Comparison Signal processing
subsystem subsystem

Captured
PI PI* biometric
Pseudonymous probe

identifier
recoder - sample

tion of PI and

s on the one
igure B.2 and

d generates a
illustrated by

tion outcome

10]0B.J1X9
21njesy

AD LDIDY
TITC

— T T

¢

Discard

Figure B.2 — Signal processing subsystem and comparison subsystem
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B.4 Expira

RBRs expire f
may require 11
characteristid

B.5 Revoc

Depending on

deleting t

removing

Subsequent t
the deployed
implementati
highly secure]
RBR databasg

B.6 Architectureoverview

The enrolmer

tion

pr several reasons. For example, an RBR can have been issued for a limited period
enewal because it was compromised. Furthermore, aging effects can impact the biometric
, alidity

checks and expiration can be controlled by means of revocationlists.

htion

he RBR from a database; and/or

bns, re-enrolment ds'based on raw biometric data, or spare RBRs that are storg
d database which is both logically as well as physically separated from the oper

Comparison PIR
output €] % 3 Captured
and o8 & «—— biometric
AD, PI ) PIC gr g probe sample
combined (= ®
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& =
Discard

Figure B.3 — Signal processing and comparison combined

as is the case for the human face, which would require a renewal of the BR. V

the implementation of a verification system, RBRs can be revoked by:

the authorization to use an RBR.

implementation, this-cah require capturing new genuine biometric samples. In

to allow re-enrolment without the physical presence of the data subject.

t,&torage and verification processes are provided in Figure B.4. The decision subs

nly or

b revocation, re-enrolment can result in a renewed biometric reference. Depending on

other
din a
htional

ystem

that is conned
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tad to the comparison subsustem isnatshownin Ficure B 4
r J e
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