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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and rfon-governmental, in liaison with ISO and IEC, also take part in the work. In the field ¢f information

technplogy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Inter|

The

Standards adopted by the joint technical committee are circulated to national badies for voting. |
rnational Standard requires approval by at least 75 % of the national bodies casting a vote.

an In

Atten
rights

ISO/IEC 24727-3 was prepared by Joint Technical Committee ISO/IEC JTC 1, Informatior
Subcpmmittee SC 17, Cards and personal identification.

ISO/IEC 24727 consists of the following parts, under the‘general title /dentification cards — Inte
card programming interfaces:

— A

— A

tional Standards are drafted in accordance with the rules given in the ISO/IEC Directives,

ain task of the joint technical committee is to prepare International Standards. Draft

ion is drawn to the possibility that some of the elements of this.document may be the sub
ISO and IEC shall not be held responsible for identifying any,erall such patent rights.

art 1: Architecture

art 2: Generic card interface

art 3: Application interface

art 4: Application programming interface (API) administration
art 5: Testing

art 6: Registration authority procedures for the authentication protocols for interoperability

Part 2.

International
Publication as
ject of patent

technology,

grated circuit
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Introduction

ISO/IEC 24727 is a set of programming interfaces for interactions between integrated circuit cards (ICCs) and
external applications to include generic services for multi-sector use. The organization and the operation of
the ICC conform to ISO/IEC 7816-4.

ISO/IEC 24727 is relevant to ICC a

This part of

level interfacg that allows information and transaction interchange with a card. ISO/IEC 7498-1 is used

layered archi
protocol stac
conveyed thr|
by the appl
ISO/IEC 2472

ISO/IEC
comman

ISO/IEC
operatior

ISO/IEC

The goal of this part of ISO/IEC 24727 is to maximize the‘applicability and solution space of software

that provide
evolution of
applications

SO/IEC 24727 specifies a language-independent and implementation-independent appli

tecture of the application interface. That is, the application interface assumes that-ther
k through which it will exchange information and transactions among cards using” comn
bugh the message structures defined in ISO/IEC 7816. The semantics of commands acc
cation interface refers to application protocol data units (APDUs) .asl characteriz
7-2, and in the following standards:

7816-4, Identification cards — Integrated circuit cards — Part 4 ,0Organization, securit]
/s for interchange

7816-8, Identification cards — Integrated circuit cards—Part 8: Commands for sg
S

7816-9, Identification cards — Integrated circuit cards)~~'Part 9: Commands for card manage
application interface support to card-aware”applications. This effort includes supportin

ard systems as the cards become more<powerful, peer-level partners with existing and
Yhile minimizing the impact to existing solutions conforming to this part of ISO/IEC 24727.

lication domains.

ation
s the
P is a
hands
bssed
bd in

and

curity

ment

tools

g the
future

vi
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This g
suppd

independent way.

This ¢
defing
storag

This

2

The {
referg
docur

I1ISO/I
biome

ISO/I

1ISO/I
card |

IETF

Scope
art of ISO/IEC 24727 defines services as representations of action requests and action reg

rted at the client-application service interface. The services are deseribed in a programm

art of ISO/IEC 24727 is the application interface of the OpenSystems Interconnection Ref
d in ISO/IEC 7498-1. It provides a high-level interface for a client-application making use
e and processing operations of a card-application as viewed on the generic card interface.

art of ISO/IEC 24727 does not mandate a specific implementation methodology for this intg

Normative references
nces, only the edition cited applieés. For undated references, the latest edition of th
hent (including any amendments)@applies.

EC 7816-11, Identification~cards — Integrated circuit cards — Part 11: Personal verific
tric methods

EC 24727-1, Identifieation cards — Integrated circuit card programming interfaces — Part 1

hterface

RFC 2441, URN Syntax, May 1997

ponses to be
ng-language-

brence Model
pf information

rface.

ollowing referenced documents arecihdispensable for the application of this document. For dated

e referenced

htion through

Architecture

EC 24727-2, Identification cards — Integrated circuit card programming interfaces — Part 2: Generic

3

Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 24727-1, ISO/IEC 24727-2 and

the fo

3.1

llowing apply.

access control list

set of

3.2

access rules

access permission
granted capability to perform an action

© 180/
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3.3
access rule

association of an action and a security condition in the context of a card-application

3.4
action

operation that a client-application can request of a card-application at the ISO/IEC 24727-3 application

interface

35
alpha card-a
administrativi
administrativ

3.6

pplication

services

card-application-path

ordered set
card-applicat

3.7

of protocol termination points in the network that connects the client-application f
on

card-application-service

set of actions

3.8
channel
physical path

3.9

client-applic
software coni
card-applicat

3.10
connection
logically refer

3.1

lvay allowing movement of bits of information between-alclient-application and a card-applid

ation
ponent running on a platform that uses data,storage and computational services offered
on

enced channel

global differgntial-identity

differential-id

3.12

bntity recognized in all\card-applications that are managed by the same alpha card-applicat

local differential-identity

differential-id

3.13
parameter

entity recoghized only within a specific card-application in which it is defined

ility and

b the

ation

by a

information re

3.14
return code

quilt:u' tU dl:filll: Ul Cffl:bt dll dbtiUlI

information, including status, returned as a consequence of an action

3.15

security condition
boolean expression in terms of differential-identity authentication states

3.16
session

connection used under a particular security context

© ISO/IEC 2008 — All rights reserved
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3.17
target
persistent entity that shall be manipulated through the actions of a card-application-service

4 Abbreviated terms

For the purposes of this document, the abbreviated terms given in ISO/IEC 24727-1 and the following apply.

ACL access control list

AR access raie

DID differential-identity

DSI data structure for interoperability

© ISO/IEC 2008 — All rights reserved 3
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5 Organization for interoperability

5.1 General

A client-application and a card-application comprise two peer-level entities that interact through well-defined
transaction and communication mechanisms. The ISO/IEC 24727-3 application interface shall be the sole
mechanism through which a client-application interacts with a card-application.

This clause defines the model of computation and persistent entities on the ISO/IEC 24727-3 application
interface by which the client-application and the card-application interact. A security model governs the

security mechanisms through which trust in this interaction is achieved.

Clause 5.2 infroduces the conceptual entities on the ISO/IEC 24727-3 application interface and deseribes their
operational behavior and relationships. Clause 5.3 specifies the entities and relationships présented gn the
ISO/IEC 24727-3 application interface. Clause 5.4 specifies the security model provided on the
ISO/IEC 24727-3 application interface.

5.2 Computation model

Using the terminology defined in ISO/IEC 24727-1:

5.2.1 A cfient-application may know a card-application-path to a_card-application. Using this |card-
application-path, a client-application can initiate a connection to a card~application. The card-applicatior) shall
be known as the current card-application for the connection.

5.2.2 The |SO/IEC 24727-3 application interface is the set. of card-application-services provided {o the
client-applicajion. Each card-application-service shall be comprised of actions that may be requested by a
client-application and confirmations returned by the SAL.

5.2.3 If the| client-application does not know a card-application-path to a card-application, it may mpke a
request at the ISO/IEC 24727-3 application intefface to discover a card-application-path to the requested
card-application.

5.2.4 A carf-application shall be uniquelysidentified by an AID.

5.2.5 The alpha card-application_provides the basis for trusted management of card-applications hy the
client-application.

5.2.6 A clignt-applicationmay open more than one connection. A client-application may open more thgn one
connection wjth the same, ¢ard-application, each connection being referenced by a different connection handle.
5.2.7 Using an openonnection, a client-application may initiate a session with a card-application.

5.2.8 A cligntéapplication may open more than one session. Only one session may be open within a

connection.
5.2.9 The current state is the current state of a connection defined by the current card-application, current
data-set, authentication state of recognized differential-identities, and the presence of a session on the
connection.

5.2.10 A card-application contains one or more card-application-services.

5.2.11 A specific card-application-service, the Named Data Service, provides access to zero or more data-
sets.

5.2.12 A data-set contains zero or more data structures for interoperability (DSI). A data-set shall provide
naming scope and access rules for the DSls it contains.

© ISO/IEC 2008 — All rights reserved
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5.2.13 Every data-set shall be accessible according to the access rules governing the actions available from

the Named Data Service.

5.2.14 The currently selected data-set in a card-application shall be known as the current data-set.

5.2.15 A single action request at the ISO/IEC 24727-3 application interface may translate
generic requests at the ISO/IEC 24727-2 generic card interface.

5.2.16 A card-application may support multiple actions that may be requested by the clie
through the ISO/IEC 24727-3 application interface.

5.21

5.2.18 An access rule consists of the name of an action and a security condition. The segurit
said tp be associated with the action by the access rule.

5.2.19 An access control list is a collection of zero or more access rules. An access contro
assodiated with each target.

5.2.20 An action involving a target may be successfully performed if @nd only if the secd
assodiated with the action by an access rule in the access control list of the target evaluates to T

5.2.21 An authentication protocol is the process by which a differebtial-identity demonstrates pd
marker.

5.2.22 Authentication is the successful execution of an authentication protocol. In this case th
identify is said to be authenticated.

5.2.23 The authentication state of a differential-identity shall be a boolean variable that is
differgntial-identity is authenticated and FALSE otherwise.

5.2.24 A client-application may learn aboutiinformation, status or services provided by a ca
through a discovery process effected threugh the various List, Get, and Describe actions ¢
247271-3 application interface.

5.2.2% Access rules are discoverable at the ISO/IEC 24727-3 application interface.

5.2.26 In general, the degree. of interoperability of a card-application with client-applications de
discoyerable information-presented by the card-application at the ISO/IEC 24727-3 application in

5.3 Entity relationships on the application interface

5.3.1 General

This ¢lause describes the entities accessible through a card-application, specifically the alpha ca

into multiple

nt-application

y condition is
list shall be
rity condition
RUE.
ssession of a
e differential-
TRUE if the
rd-application

ffered at the

pends on the
erface.

rd-application

nnnnnn Entiting mnnern Aieanthy it abhyad i tha caniieidyy oaaAAl opea

described in

nd arA _annlisnati~ane f 0 /
a Cara apPpPnICatonS— I ranmagC o ChttC S MoTe— anmooty mivorveT— i oo SCOUOTIty rouci—arc

Clause 5.4.

Figure 1 illustrates the client-application to card-application paradigm that underlies the ISO/IEC 24727

standard. The ISO/IEC 24727-3 application interface facilitates the connection and session
shown in this figure.

© ISO/IEC 2008 — All rights reserved
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Connection / Session

Client-Application Card-Application

A card-appligation-path can be specified to allow a client-application to be connectedcto‘a specific
Through such a connection, the client-application can access card-application-services using the

application.

ISO/IEC 24727-3 application interface. A session adds a security context to a conhgction in addition
intrinsic secufity characteristics that can be used to protect the data flowing between the client-applicatio
the card-appl|cation.

Figure 2 illusfrates the entities defined in the model of computation and establishes the relationships 4
these entitieg. This entity-relationship diagram is elaborated below to%describe individual card-applig
services. Thg type of target applicable to each action is shown in the-rounded boxes associated with

action.

Y

Card-Application-Path

Figure 1 — Application Connection Paradigm

Gard-Application

l which contains

Service ' Action

whichsis a set of which applies to

)

each of which has

card-

to its
n and

mong
ation-
each

Access Control List ——p» Access Rule

which is a set of

Figure 2 — Model of Computation Entities and Relationships

A card-application is a collection of targets and services. A service is a collection of actions. An action is an
operation which is applied to a target. The actions and services of a card-application are accessed by a
client-application using the ISO/IEC 24727-3 application interface.

© ISO/IEC 2008 — All rights reserved
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Alpha Card-Application

The alpha-card-application shall be available at the application interface. It may either be present in the ICC or
emulated by the SAL or GCAL implementation. In all cases, a connection by the client application to the
alpha-card-application grants the availability of the card application list.

5.3.3

Accessing Card-Application-Services

A client-application uses the Initialize and CardApplicationPath entry points on the ISO/IEC 24727-3
application interface to gain access to card-application-services. A client-application uses the Terminate entry
point to terminate access to card-application-services.

Befor
I1ISO/I

conng
client

b accessing card-application-services, a client-application must request the Initialize entry
FC 24727-3 application interface. After the Initialize confirmation, the client-applicatio

ctions and request actions with multiple card-applications, simultaneously.- or/sequ
application should request the Terminate entry point when use of card-applicationservice

needed.

5.3.4

This
client
this
client
Servi

The t

Connection Service Interface

card-application-service provides actions for the establishment of a connection
application and a card-application. Once a connection is established, a session may be effi
onnection in order to enhance the security characteristics of the communication
application and the card-application. Figure 3 illustrates.the entity relationships of th
e.

| Card-Application |

Connection Service

\b} CardApplicationConnect i—»( Card-Application )

\b} CardApplicationDisconnect l—»( Card—AppIication)

\n} CardApplicationStartSession |—>< Card—AppIication)

\D} CardApplicationEndSession l—»(Card—Application)

Figure 3 — Connection Service

brget-of.each of these actions, as specified in the diagram above, is the current card-appl

point on the
N may open
entially. The
5 is no longer

between a
ected through
between the
e Connection

cation, or the

card-TppIication to which the client-application is attempting to connect.
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5.3.5 Card-Application Service Interface

This card-application-service provides actions for the creation and manipulation of card-applications. Figure 4
illustrates the entity relationships of the Card-Application Service.

| Card-Application |

Card-Application Service

\.l CardApplicationList i—»( Card-Application )
\b} CardApplicationCreate I—»C Card-Application )
k.} CardApplicationDelete i—»(Card—AppIication )

\P} CardApplicationServiceList |—>< Card-Application )

\bi CardApplicationServiceCreate i—»( Card—AppIication)

\P} CardApplicationServiceLoad l—»(Card—AppIication)
\D} CardApplicationServiceDelete i—»(Card—AppIication)

\b} CardApplicationServiceDescribe i—»( Card—AppIication)

\n} ExecuteAction |—>( Card-Application )

Figure 4 — Card-Application Service

The target of|the CardApplicationCreate and CardApplicationDelete actions is the alpha card-application. The
current card-application shall be the alpha card-application when requesting these actions.

The target of jeach of the remaining actions is'the current card-application.

8 © ISO/IEC 2008 — All rights reserved
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This card-application-service provides actions for the creation and manipulation of data-sets, a containment
mechanism that allows for the establishment of common access rules for data contained in data structures for
interoperability. Data-sets may contain any number of DSIs. Figure 5 illustrates the entity relationships of the

Named Data Service.

| Card-Application |

Lbl Named Data Service

)

&-} DataSetList {—»( Card-Application )
N DataSetCreate }—(card-Application )
st DataSetSelect }>(  Data-set
N DataSetDelete }>( cara-Application )
Nt DSlList |»( DataSet
) DSICreate > -bataset
st DSIDelete [>(. Dataset
Nt DSIWrite > DataSet
et DSIRead > DataSet

(AN AN A A

The thrget of each of these actions, as Specified in the diagram above, is the current card-aj
current data-set, or the data-set which'the client-application is attempting to select.

Figure 5,— Named Data Service

© ISO/IEC 2008 — All rights reserved
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5.3.7 Cryptographic Service Interface

This card-application-service provides actions for a variety of cryptographic operations to be performed on or
through the parameters contained within a differential-identity. Figure 6 illustrates the entity relationships of

the Cryptographic Service.

| Card-Application |

The target of
request of the

Cryptographic Service
1 V- N
Encipher mﬁherenual-ldenﬂty /)
Decipher i—»CDifferentiaI-IdentitD

GetChallenge

HDiﬁerential- | dentity)

AN aaNaN|

Hash 1->(Diferential-dentity )
Sign i—»CDifferential-ldentity)
VerifySignature i—»CDifferentiaI-Identity)
VerifyCertificate i—»CDifferential- Identity)

Figure 6 — Cryptographic/Service

each of these actions, as specified in the diagram above, is the differential-identity named|in the

action.

10
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5.3.8 Differential-ldentity Service Interface

This card-application-service provides actions for the creation and manipulation of differential-identities.
Figure 7 illustrates the entity relationships of the Differential-ldentity Service.

| Card-Application |

Differential-ldentity Service

DIDList {—»C Card-Application )

DIDCreate i—»( Card-Application )

DIDGet {-»(Differentiakdentity )

AN araane

DIDUpdate {-»(Differentiak-1dentity )
DIDDelete {»( card-Application 1)
DIDAuthenticate {—»(Diﬁerential-ldentity)

Figure 7 — Differential-ldentity Service

The térget of each of these actions, as specified in the diagram above, is either the current card{application or
the differential-identity named in the request of the action.

© ISO/IEC 2008 — All rights reserved 1
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5.3.9 Authorization Service Interface

This card-application-service provides actions for the manipulation of access control lists. Figure 8 illustrates
the entity relationships of the Authorization Service.

| Card-Application |

Authorization Service

\—} ACLList H Target )
\-} ACLModify {—»( Target )

Figure 8 — Authorization Service

The target of these actions, as specified in the diagram above, can be any target. The-target is specified|in the
request of the action.
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Security model

General

A shared security state is established between a client-application and a card-application by successfully
performing the required protocols between the client-application and the card-application. Establishing the
required security state authorizes the performance of actions requested of a card-application by a
client-application.

The mechanism for specifying the required security state for performing an action shall be the access rule. A
security state is established by authenticating differential-identities.

5.4.2 Differential-ldentity

In ord
identi
Table
Anne

The [
time t

The A
actior
for us
the a
assod
the in

Note:
cryptd

The §

er to establish a security state encompassing a client-application and a card-application, th
y authentication mechanism shall be used. The elements of each differentialzidentity arg
1. At the generic card interface, a differential-identity may be transmitted"as”defined by

C.

Table 1 — Elements of Differential-ldentity

e differential-
illustrated in
the ASN.1 in

Element 1 Element 2 Element 3 Element 4 Element

DIDName Authentication Marker Scope Qualifier
Protocol

Mandatory Mandatory Mandatory Implicit Optional

IDName element shall be specified.by the client-application which creates the differential-
he differential-identity is created.

uthentication Protocol element-shall be specified as an object identifier (OID) and determi
s the differential-identity can.be used. Only if the authentication protocol specified by this
e in authentication as defined in Annex A shall its successful completion for the differenti
Ithentication state of tthe differential-identity to TRUE within the card-application. A DIDN
iated with only one~authentication protocol. The actions of the Cryptographic Service may
formation in the (Marker element as defined in Annex A.

The Authéntication Protocol indicated by element 2 is used either for authentication
graphic services.

bcope-element is implicit. Differential-identities defined within the alpha card-application

dentity at the

hes for which
DID is defined
pl-identity set
ame shall be
make use of

or for other

are global in

SCOpE

and therefore are recognized within all card-applications managed by this alpha card-a

plication. All

other differential-identities are local in scope to the card-application in which they are defined. The scope of
the corresponding authentication state shall be identical to the scope of the differential-identity.

The optional Qualifier element may provide details on the use of the differential-identity. For example, it may
refer to an external specification by OID.

The Marker element is the information within the card-application, or a reference to it, that shall be used in
executing the authentication protocol specified in the Authentication Protocol element.

Exam

© 180/

ples of markers include:

a PIN
a password

IEC 2008 — Al rights reserved
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a symmetric key

an asymmetric key

a digital certificate

a biometric image or template

a pair of symmetric keys; e.g., one for encryption and one for message authentication code (MAC)
generation

As evidenced by the final entry in the previous list, the marker may be comprised of multiple parts; e.g., of
multiple keys. This allows for complex authentication protocols that may need to use multiple keys in parallel
or serially.

The Marker
as specified in ISO/IEC 7816-4. One differential- |dent|ty and hence its marker may be related to multiple key
references i some complex authentication protocols. The key reference may be coded as(defined in
ISO/IEC 7816-4 security environments. A specific key reference may appear in several differentialzidentifies.

The associatipn of the DIDName to a Marker and Authentication Protocol is the mechanism) through whigh the
differential-id¢ntity is associated with the marker. This mapping shall be maintained as_part of the disqovery
information. This mapping allows the client-application and the card-application to récognize, exchangg, and
share informgtion about a differential-identity.

5.4.3 Authentication Protocols
Authenticatioh protocols shall be the mechanism by which the client-application sets an authentication| state

within the cafd-application for the differential-identity indicated by thé DIDName. Authentication protocqls are
enumerated ih Table 2, and described in Annex A.

Table 2 — Authentication Protocols

Simple Assertion Modular Extended Access Control Protocol (M-HAC)
Asymmetric Internal Authenticate Key Transport with mutual authentication basgd
on RSA
Asymmetric External Authenticate Age Attainment
Symmetric Internal Authentjeate Asymmetric Session Key Establishment
Symmetric External Authenticate Secure PIN Compare
Comparg EC Key Agreement with Card-Application
Authentication
PIN-CGompare EC Key Agreement with Mutual Authenticatiop
Biometric Compare Simple EC-DH Key Agreement
Mutual Alithentication with Key Establishment GP Asymmetric Authentication

Client-Applicatiom MutuatAuthenticationm with Key GP-Symmetric Authentication (Expticit vtode]

Establishment

Client-Application Asymmetric External Authenticate GP Symmetric Authentication (Implicit Mode)

To set the authentication state of a differential-identity to TRUE, the authentication protocol of that differential-
identity shall be successfully completed using either the CardApplicationStartSession or DIDAuthenticate
action.

Consecutive requests of the same action for the same connection handle and named differential-identity may
be necessary to complete the authentication protocol as defined in Annex A. These represent individual steps
in a multistep authentication protocol.

14 © ISO/IEC 2008 — Al rights reserved
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Differential-identity authentication states are valid for the connection handle specified during their
authentication and shall be set to FALSE when the CardApplicationDisconnect action is requested for that
connection handle or the connection handle otherwise becomes invalid. Authentication states established
while connected to the alpha card-application shall be valid for all connections to card-applications managed
by this alpha card-application. If a differential-identity was authenticated by requesting the
CardApplicationStartSession action, a subsequent request of the CardApplicationEndSession action shall set
its authentication state to FALSE.

The authentication state of a differential-identity shall be set to FALSE when the DIDAuthenticate or
CardApplicationStartSession action is requested and set to TRUE only at the time of the action confirmation

produced for the request that successfully completes the authentication protocol.

The guthentication state of a differential-identity that is not recognized at the time its authentigation state is
evalupted shall evaluate to FALSE.

544 Session Keys

A profocol may involve the creation of cryptographic keys for use during a session!

The gession keys shall become invalid when the CardApplicationDisconnect action is reqested or the
conngction otherwise becomes invalid. Additionally, if the protocokwas completed by rgquesting the
CardApplicationStartSession  action, the session keys shalll become invalid | when the
CardApplicationEndSession action is requested.

5.4.5 Access Control Lists

An adcess control list (ACL) is a set of access rules (ARS) applicable to a target. An AR associates an action

of a ¢

differgntial-identity authentication states. A target is,a‘data-set, a differential-identity, or a card-ap

Authg
state
secur|

An a
assod
authe
applig
assod

An A(
the A

ard-application-service with a security condition, “A'security condition is a boolean expressi

nticating a differential-identity shall set its”authentication state to TRUE. Otherwise, its
shall be FALSE. If the security condition evaluates to TRUE, the associated action is aut
ty condition evaluates to FALSE the-associated action is not authorized.

tion involving a target shall~only be performed if an AR exists in the ACL applicable
iating the action with a-\security condition that evaluates to TRUE with respect td
htication states of the differential-identities recognized within the current card-application.

iated.

CL is a part of the target to which it applies and is not a distinct target itself. Therefore whe
uthorization/Service appears in an AR, the AR controls whether that action may be perf

able to requests of ‘its "action and only when the request involves the target to whigh

bn in terms of
plication.

uthentication
orized. If the

fo that target

the current
An AR is only
its ACL is

h an action of
brmed on the

ACL ih which, it exists. The ARs controlling access to an ACL exist within the ACL itself.
Thr0Lgh the |nclusion of a differential-identity in a security condition the authent|cct|on of that
differe gss rule. If the

dlfferent|al |dent|ty is assomated with an authent|cat|on protocol that generates session keys its inclusion in
the security condition may make necessary the establishment of a security context.

© 180/
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Card-application-service access

6
6.1 General
This clause

defines entry points on the ISO/IEC 24727-3 application

interface through which a

client-application can locate a specific card-application and establish communication channels to that

card-applicati

on. A client-application may connect to more than one card-application.

6.2 Initialize

6.2.1 Purpese

This entry ppint shall initialize the ISO/IEC 24727-3 layer including connectivity to other components of
ISO/IEC 24727 protocol stack. Card-application-services shall be available on the ISO/IEC 24j727-3
application inferface to the client-application only after a successful call to this entry point.

The initialization state (variables, possible values, resources, supporting card-application-services) ¢f the

ISO/IEC 2472

7-3 application interface implementation is out of scope for ISO/IEC 24727-3.

6.2.2 Entry point

ouT HeturnCode Initialize(
)i

6.2.3 Parameters

None

6.2.4 Prefequisites

None

6.2.5 Return codes

API_OK

API_COMMUNICATION_FAILURE

API_TNCORR

6.2.6

Upon succes

ECT_PARAMETER

Imppact on current state

5ful completion, the ISO/IEC 24727-3 layer shall be initialized.

16
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6.3 Terminate

6.3.1 Purpose

This entry point shall terminate access to card-application-services offered on the ISO/IEC 24727-3
application interface. Any connection(s) currently in effect between the client-application and any
card-application(s) shall be disconnected. The Initialize entry point shall be called before any card-application-

services are available on the ISO/IEC 24727-3 application interface to the client-application.

6.3.2 Entry point

ouT ReturnCode Terminate (
);

6.3.3 Parameters

None

6.3.4 Prerequisites

None

6.3.5 Return codes

API_pK
API_WARNING_CONNECTION_DISCONNECTED
API [[NCORRECT PARAMETER

API_NOT_INITIALIZED
API_[OMMUNICATION_FAILURE

6.3.6 Impact on current state

The feturn code of API_WARNING CONNECTION_DISCONNECTED is a successful comy

request with the side effect of disconnecting at least one active connection.

letion of the

The return code of API_COMMUNICATION_FAILURE is an unsuccessful completion of the action. In this

case,|the state of existing connections is undefined.

© ISO/IEC 2008 — All rights reserved
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6.4 Card

ApplicationPath

6.4.1 Purpose

This entry poi

nt shall determine card-application-paths from the client-application to a named card-application.

6.4.2 Entry point

ouT ReturnCode CardApplicationPath (
IN CardApplicationPath cardAppPathRequest,
ouT CardApplicationPathSet cardAppPathResultSet

6.4.3 Parameters

cardAppPathRequest sequence of protocol termination points representing the final segment of a

card-application-path from the client-application to the card-application, including
its AID, a host or terminal identifier and optionally an IFD)name or identifief. The
specific syntax of this final segment is expressed by IETF RFC 2141.

cardAppPathResultSet set of card-application-paths between the client-application and the named

6.4.4 Prefequisites
None

6.4.5 Retlirn codes
API_OK

API_TNCORR

API_NOT_IN
API_SECURI]
API_TOO_MA
API_COMMUN

6.4.6 Imppact on current state

None

card-application, each of which contains the value of cardappPathRequelst as
its final segment.

ECT_PARAMETER

ITIALIZED
TY_CONDITION_NOT_SATISFIED
NY_RESULTS

ICATION_FAILURE

18
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7 Connection service

7.1 General

This clause defines actions through which a client-application can connect to or disconnect from a
card-application and start or end a session based on a connection.

© ISO/IEC 2008 — All rights reserved 19
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7.2 CardApplicationConnect

7.21 Purpose
This action shall establish an unauthenticated connection between the client-application and a
card-application.
7.2.2 Action
ouT ReturnCode CardApplicationConnect (
IN CardApplicationPath cardApplicationPath,
IN BOOLEAN exclusiveUse,
ouT ConnectionHandle connectionHandle
);
7.2.3 Parameters
cardApplicationPath card-application-path from the client-application to the card-application

exclusiveUs

connectionH

7.24 Pre
None

7.25 Ret
API_OK

API_TNCORR

API_NOT_IN
API_EXCLUS
API_SECURI
API_COMMOUN

W

andle

equisites

irn codes

ITIALIZED

TY_ CONDIT

7.2.6

if TRUE, this indicates to the ISO/IEC 24727-3 layer.that the connection shodlld be

opened if no other connection currently exists with the the card-application a
other connection should be established to the card-application until this conn
is closed; if FALSE, multiple simultaneous €onnections may be opened t
card-application

opaque reference for use at the IS@IEC 24727-3 application interface in
requests

ECT_PARAMETER

IVE_NOT_AVAILABLE

LON_NOT_SATISFIED

ICATION JFATILURE

nd no
bction
b this

pction

ImpIact on current state

Upon successful completion, the card-application named in the card-application-path is the current
card-application and the card-application associated with the connection handle.

20
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7.3 CardApplicationDisconnect

7.31 Purpose

This action shall terminate a connection between the client-application and a card-application.

7.3.2 Action
ouT ReturnCode CardApplicationDisconnect (
IN ConnectionHandle connectionHandle,
IN ReaderAction action
);
7.3.3 Parameters
conngctionHandle connection handle
action optional argument indicating a requested IFD action|to reset or unpower the IFD or

eject or confiscate the ICC

7.3.4 Prerequisites

A valid connectionHandle is expected.

7.3.5 Return codes

API_DPK
API_WARNING_SESSION_ENDED

API_[INCORRECT_PARAMETER
API_NOT_INITIALIZED

API_PBECURITY_CONDITION_NOT_SATISFIED
API_[OMMUNICATION_FATILURE

7.3.6 Impact on current state

The return code of API\WARNING_SESSION_ENDED is a successful completion of the action| with the side
effect| of ending at leastone active session on the connection.

© ISO/IEC 2008 — All rights reserved 21
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7.4 CardApplicationStartSession

7.41 Purpose

This action shall establish a session between a client-application and a card-application.

A connection handle to a second card-application, e.g. a security access module (SAM), may be provided to
perform cryptographic operations on behalf of the client-application in establishing the session.

Consecutive requests of this action for the same connection handle and named differential-identity may be
necessary to complete the protocol as defined in Annex A.

7.4.2 Actlon

ouT HeturnCode CardApplicationStartSession (

IN JonnectionHandle connectionHandle,

IN IIDScope didScope,

IN I IDName didName,

IN/OUT DIDAuthenticationData authenticationProtocolbata,
IN JonnectionHandle samConnectionHandle

7.4.3 Parameters

connectionHandle connection handle
didScope scope of the named differential-identity
didName name of the differential-identity containing the authentication protocol|to be

card-application

authenticati]mProtocoIData data exchanged according to the protocol

samConnec

744 Prefequisites
A valid conn¢ctionHandle is‘expected.

7.4.5 Return codes

API_OK
API_NEXT_REQUEST

executed to establish.thé session between the client-application and the

ionHandle optional argument to a card-application that can be used by the
ISO/IEC . 24727-3 layer

API_INCORRECT_PARAMETER
API_NAMED_ENTITY_NOT_FOUND
API_PROTOCOL_NOT_RECOGNIZED
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

API_NOT_INITIALIZED
API_SECURITY_CONDITION_NOT_SATISFIED

API_TINSUFFICIENT_RESOURCES
API_COMMUNICATION_FAILURE

7.4.6 Impact on current state

See Annex A.

22
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7.51

CardApplicationEndSession

Purpose

ISO/IEC 24727-3:2008(E)

This action shall end a session between a client-application and a card-application.

7.5.2

ouT
IN

7.53

conn

7.54

A vali

7.5.5
API_|

APT__
APT

APT_

APT_|
APT_|

7.5.6

Upon
chara

Action

ReturnCode CardApplicationEndSession (
ConnectionHandle connectionHandle
)

Parameters

ectionHandle connection handle
Prerequisites
H connectionHandle is expected.

Return codes
DK

TNCORRECT_PARAMETER

_NO_ACTIVE_SESSION

NOT_INITIALIZED
SECURITY_CONDITION_NOT_SATISFIER
COMMUNICATION_FAILURE

Impact on current state

cteristics of the connection.

successful completion, the security characteristics of the connection revert to the intfjinsic security

© ISO/IEC 2008 — All rights reserved
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8 Card-application service

8.1 General

This clause defines actions through which card-applications can be created and deleted and through which
services can be created and deleted within card-applications. The CardApplicationCreate() action provides
administrative functionality to establish the existence of the card-application. Card-application executable code
is loaded via the CardApplicationServiceLoad() action.
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https://iecnorm.com/api/?name=7ad9cc266aa0e423a61f188ad471eeeb

ISO/IEC 24727-3:2008(E)

8.2 CardApplicationList

8.21 Purpose

This action shall return the names of the card-applications listed in the alpha card-application. The access rule

applicable to this action shall be in the access control list of the current card-application.

8.2.2 Action

ouT ReturnCode CardApplicationList (

IN ConnectionHandle connectionHandle,

ouT CardApplicationNameList cardApplicationNameList

8.2.3 Parameters
conngectionHandle connection handle

cardApplicationNameList list of card-application names

8.24 Prerequisites

A valid connectionHandle is expected.

8.2.5 Return codes
API_pPK
API_[INCORRECT_PARAMETER
API_NOT_INITIALIZED

API_PBECURITY_CONDITION_NOT_SATTSFIED
API_[OMMUNICATION_FAILURE

8.2.6 Impact on current state

None

© ISO/IEC 2008 — All rights reserved
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8.3  CardApplicationCreate

8.3.1 Purpose

This action shall create a new card-application.

8.3.2 Action

ouT ReturnCode CardApplicationCreate (

IN ConnectionHandle connectionHandle,

IN ardApplicationName cardApplicationName,
IN AccessControlList cardApplicationACL

8.3.3 Parameters
connectionHandle connection handle
cardApplicationName name of the card-application to be created

cardApplicationACL access control list for this new card-application

8.34 Prefequisites

A valid conng¢ctionHandle is expected. The current card-application shall be the alpha card-applicatio

=)

8.3.5 Return codes
API_OK

API_INCORRECT_PARAMETER
API_NAME_HXISTS

API_NOT_INITIALIZED
API_SECURITY_CONDITION_NOT_SATISFIED
API_PREREQUISITE_NOT_SATISFIED
API_INSUFHICIENT_RESOURCES
API_COMMUNICATION_FAILURE

8.3.6 Imppact on current state

None
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plication.

8.4 CardApplicationDelete
8.41 Purpose
This action shall delete the named card-application including all of its services, data-sets, and differential-
identities.
8.4.2 Action
ouT ReturnCode CardApplicationDelete (
IN ConnectionHandle connectionHandle,
IN CardApplicationName cardApplicationName
)i
8.4.3 Parameters
conngctionHandle connection handle
cardApplicationName name of the card-application to be deleted
8.4.4| Prerequisites
A valid connectionHandle is expected. The current card-appliCation shall be the alpha card-af
8.4.5 Return codes
API_pPK
API_WARNING_CONNECTION_DISCONNECTED

APTI_
APT_

APT_|
APT_|

API_
APTI_

8.4.6

Upon

INCORRECT_PARAMETER
NAMED_ENTITY_NOT_FOUND

NOT_INITIALIZED
SECURITY_CONDITION_NOTNSATISFIED

PREREQUISITE_NOT_SATLSFIED
COMMUNICATION_FAILURE

Impact on current state

successful completion, any connections to the named card-application shall be disconnects

© ISO/IEC 2008 — All rights reserved
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8.5 CardApplicationServiceList

8.5.1 Purpose

This action shall list the card-application-services in the current card-application.

8.5.2 Action

ouT ReturnCode CardApplicationServiceList (

IN ConnectionHandle connectionHandle,

ouT CardApplicationServiceNamel.ist cardApplicationServiceNameList
);

8.5.3  Parameters

connectionHandle connection handle

list of names
card-application

cardApplicationServiceNameList

8.5.4 Prefequisites

A valid conng¢ctionHandle is expected.

8.5.5 Return codes
API_OK
API_INCORRECT_PARAMETER
API_NOT_INITIALIZED

API_SECURITY_CONDITION_NOT_SATISFIED
API_COMMUNICATION_FAILURE

8.5.6 Imppact on current state

None

of

card-application-services in the cprrent

28
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8.6  CardApplicationServiceCreate

8.6.1 Purpose

This action shall create a new card-application-service in the current card-application.

8.6.2 Action

ouT ReturnCode CardApplicationServiceCreate(

IN ConnectionHandle connectionHandle,

IN CardApplicationServiceName cardApplicationServiceName

8.6.3 Parameters
conngctionHandle connection handle

cardApplicationServiceName  name of the card-application-service to be Created

8.6.4 Prerequisites

A valid connectionHandle is expected.

8.6.5 Return codes
API_pK

API_[NCORRECT_PARAMETER
API_NAME_EXISTS

API_NOT_INITIALIZED
API_PBECURITY_CONDITION_NOT_SATTSFIED

API_[NSUFFICIENT_RESOURCES
API_[OMMUNICATION_FAILURE

8.6.6 Impact on current state

None

© ISO/IEC 2008 — All rights reserved
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8.7 CardApplicationServiceLoad

8.71 Purpose

This action shall load executable code that implements a card-application-service into the current

CardApplicationServiceLoad (

connectionHandle,

card-application.

8.7.2 Action

ouT ReturnCode

IN ConnectionHandle

IN fardApplicationServiceName

IN

fardApplicationServicel.oadPackage

8.7.3 Parameters

connectionH
cardApplicat

code

8.7.4 Pre

A valid conng

8.7.5 Ret
API_OK

API_TINCORK
API_NAMED_|

API_NOT_IN
API_SECURI
API_TINSUFFE
API_COMMUN

andle connection handle

service load package
equisites
bctionHandle is expected.

irn codes

ECT_PARAMETER
ENTITY_NOT_FOUND

ITIALIZED

TY_ CONDITION_NOT_SATISFIED
ICIENT_RESOURCES
ICATION_FAILURE

8.7.6 Imppct on current state

None

)

.
I

ionServiceName name of the card-application-service implemented by the code

cardApplicationServiceName,
code

30
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8.8  CardApplicationServiceDelete

8.8.1 Purpose

This action shall delete the named card-application-service, including the code that implements it, from the
current card-application.

8.8.2 Action

ouT ReturnCode CardApplicationServiceDelete (

IN ConnectionHandle connectionHandle,

IN CardApplicationServiceName cardApplicationServicel\iame

8.8.3 Parameters
conngectionHandle connection handle

cardApplicationServiceName  name of the card-application-service to be;deleted

8.8.4 Prerequisites

A valid connectionHandle is expected.

8.8.5 Return codes
API_pK

API_[NCORRECT_PARAMETER
API_NAMED_ENTITY_NOT_FOUND

API_NOT_INITIALIZED

API_PBECURITY_CONDITION_NOT_SATISFIED
API_[OMMUNICATION_FAILURE

8.8.6 Impact on current state

None
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8.9

8.9.1 Purpose

CardApplicationServiceDescribe

This action shall return a URL or full description of the named card-application-service. The resulting
description allows the client-application to discover functionality beyond the standardized set of
card-application-services described in ISO/IEC 24727-3.

CardApplications icer ibe (

8.9.2 Action

ouT eturnCode

IN fonnectionHandle

IN fardApplicationServiceName

ouT fardApplicationServiceDescription
)i

8.9.3  Parameters

connectionHandle
cardApplicationServiceName

serviceDescFiption
8.9.4

Prefequisites

A valid conng¢ctionHandle is expected.

8.9.5 Return codes
API_OK

API_TNCORRECT_PARAMETER
API_NAMED_[ENTITY_NOT_FOUND

API_NOT_INITIALIZED

API_SECURITY_CONDITION_NOT_SATISFIED

API_COMMUNICATION_FAILURE

8.9.6 Imppact on current state

None

connectionHandle,
cardApplicationServiceName,
serviceDescription

connection handle
name of the card-application-service to be-described
URI, URL, or full description (syntax) of the named card-applidation-

service (may be used as a basijs for correct syntax for SAL requests on
this named card-application-service via the ExecuteAction action)
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8.10 ExecuteAction

8.10.1 Purpose

ISO/IEC 24727-3:2008(E)

This action shall request access to an action in a card-application-service that is not defined in

ISO/IEC 24727-3.

The functionality of the actions accessed through this action is out of scope.

8.10.2 Action

ouT ReturnCode ExecuteAction(

IN ConnectionHandle connectionHandle,

IN CardApplicationServiceName cardApplicationServiceName,
IN ActionName actionName,

IN ExecuteActionRequest request,

ouT ExecuteActionConfirmation confirmation

8.10.3 Parameters
conngctionHandle

cardApplicationServiceName

actionName
requegst

confifmation

8.10.4 Prerequisites

A valid connectionHandle is-expected.

8.10.% Return codes

API_DPK

API_[NCORRECT “PARAMETER
API_NAMED AENTITY_ NOT_FOUND

API_NOT INITIALIZED

API_BECURITY CONDITION _NOQT SATISEFIED

connection handle

name of the card-application-service containing the 4gction to be
requested

name of the action.to be requested
action requestdata

action confirmation data

API:INSUFFICIENT_RESOURCES
API_COMMUNICATION_FAILURE

8.10.6 Impact on current state

None
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33


https://iecnorm.com/api/?name=7ad9cc266aa0e423a61f188ad471eeeb

ISO/IEC 24727-3:2008(E)

9 Named data service

9.1 General

This clause defines actions through which data can be managed within a card-application.
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9.2 DataSetList

9.21 Purpose

This action shall list the names of data-sets defined in the current card-application.

9.2.2 Action

ouT ReturnCode DataSetList (

IN ConnectionHandle connectionHandle,
ouT DataSetNamel.ist dataSetNamelList

9.2.3 Parameters
conngctionHandle connection handle

data§etNamelList list of names of the data-sets defined within the curréent card-application

9.24 Prerequisites

A valid connectionHandle is expected.

9.2.5 Return codes
API_pPK
API_[INCORRECT_PARAMETER
API_NOT_ INITIALIZED

API_PBECURITY_CONDITION_NOT_SATISFIED
API_[OMMUNICATION_FAILURE

9.2.6 Impact on current state

None
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9.3 DataSetCreate

9.31 Purpose

This action shall create a new data-set in the current card-application.

9.3.2 Action

ouT ReturnCode DataSetCreate(

IN ConnectionHandle connectionHandle,
IN DataSetName dataSetName,

IN AccessControlList dataSetACL

9.3.3 Parameters

connectionHandle connection handle

dataSetNam

W

name of the data-set

dataSetACL access control list for the data-set

9.34 Prefequisites

A valid conng¢ctionHandle is expected.

9.3.5 Return codes
API_OK

API_TINCORRECT_PARAMETER
API_NAME_HXISTS

API_NOT_INITIALIZED
API_SECURITY_CONDITION_NOT_SATISFIED

API_INSUFEHICIENT_RESOURCES
API_COMMUNICATION_FAILURE

9.3.6 Imppct on current state

Upon succesgful completion, the new data-set becomes the current data-set in the current card-applicatipn.
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9.4 DataSetSelect

9.41 Purpose

ISO/IEC 24727-3:2008(E)

This action shall select the named data-set in the current card-application.

9.4.2 Action
ouT ReturnCode DataSetSelect (
IN ConnectionHandle connectionHandle,
IN DataSetName dataSetName
);
9.4.3| Parameters

conngctionHandle connection handle

dataS§etName name of the data-set

944 Prerequisites

A valid connectionHandle is expected.

9.4.5 Return codes

API_DPK
API_[NCORRECT_PARAMETER
API_NAMED_ENTITY_NOT_FOUND

API_NOT_INITIALIZED
API_PBECURITY_CONDITION_NOT_SATTSFIED
API_[OMMUNICATION_FAILURE

9.4.6 Impact on current state

Upon| successful
card-gpplication.

completion,

the selected data-set becomes the current data-set

in

© ISO/IEC 2008 — All rights reserved
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9.5 DataSetDelete

9.5.1 Purpose

This action shall delete the named data-set within the current card-application including all of the DSIs within

that data-set.

9.5.2 Action

ouT ReturnCode DataSetDelete(

IN ConnectionHandle connectionHandle,
IN bataSetName dataSetName

9.5.3 Parameters
connectionHandle connection handle

dataSetNam name of the data-set

W

9.5.4 Prefequisites

A valid conng¢ctionHandle is expected.

9.5.5 Return codes
API_OK

API_TINCORRECT_PARAMETER
API_NAMED_[ENTITY_NOT_FOUND

API_NOT_INITIALIZED

API_SECURITY_CONDITION_NOT_SATISFTIED
API_COMMUNICATION_FAILURE

9.5.6 Imppact on current state

If the current|data-set at the time this action is requested is the data-set to be deleted, the current datatset is

undefined following the action.confirmation.
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9.6

9.6.1

DSiList

Purpose

This action shall list the names of DSIs in the current data-set.

ISO/IEC 24727-3:2008(E)

9.6.2 Action
ouT ReturnCode DSIList (
IN ConnectionHandle connectionHandle,
ouT DSINamelist dsiNameList
)i
9.6.3 Parameters
conngctionHandle connection handle
dsiNgmelList list of names of the DSls in the current data-set
9.6.4 Prerequisites
A valid connectionHandle is expected. A data-set shall be selected.
9.6.5 Return codes
API_pPK
API_[INCORRECT_PARAMETER

APT_|
APT_
APT_
APT_|

9.6.6

None

NOT_INITIALIZED
SECURITY_CONDITION_NOT_SATISFIED
PREREQUISITE_NOT_SATISFIED
COMMUNICATION_FAILURE

Impact on current state

© ISO/IEC 2008 — All rights reserved
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9.7 DSICreate

9.71

Purpose

This action shall create a new DSI in the current data-set.

9.7.2 Action
ouT ReturnCode DSICreate(
IN ConnectionHandle connectionHandle,
IN DSIName dsiName,
IN PSIContent dsiContent
):
9.7.3 Parameters
connectionHandle connection handle
dsiName name of the DSI to be created in the current data-set
dsiContent content to be stored in the DSI
9.74 Prefequisites

A valid connz

9.7.5

API_OK

API_TINC

API_NOT_IN

API_SEC
API_PRE
API_TINS

API_COMMUN

9.7.6

None

40

Return codes

ectionHandle is expected. A data-set shall be sele€ted.

ORRECT_PARAMETER
API_NAME_HXISTS

ITTALIZED

URITY_CONDITION_NOT_SATISFIED
REQUISITE_NOT_SATISFIED
UFHICIENT_RESOURCES

ICATION_FAILURE

Imppact on current state
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9.8 DSIDelete

9.8.1 Purpose

This action shall delete the named DSI from the current data-set.

9.8.2 Action

ouT ReturnCode DSIDelete(

IN ConnectionHandle connectionHandle,
IN DSIName dsiName

9.8.3 Parameters
conngctionHandle connection handle

dsiNgme name of the DSI to be deleted in the current data-set

9.8.4 Prerequisites

A valid connectionHandle is expected. A data-set shall be selected.

9.8.5 Return codes
API_pK

API_[NCORRECT_PARAMETER
API_NAMED_ENTITY_NOT_FOUND

API_NOT_INITIALIZED
API_PBECURITY_CONDITION_NOT_SATTSFIED

API_PREREQUISITE_NOT_SATISFTIED
API_[OMMUNICATION_FAILURE

9.8.6 Impact on current state

None
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9.9 DSIWrite

9.9.1 Purpose

This action shall replace the contents of the named DSI in the current data-set with the data provided.

9.9.2 Action
ouT ReturnCode DSIWrite(
IN ConnectionHandle connectionHandle,
IN DSIName dsiName,
IN PSIContent dsiContent
):
9.9.3 Parameters
connectionHandle connection handle
dsiName name of the DSI to be written in the current data-set
dsiContent content to be stored in the DSI
9.94 Prefequisites

A valid connz

9.9.5 Ret

API_OK

API_TINCORK
API_NAMED_|

API_NOT_IN
API_SECURI]
API_PRERE(Q
API_TINSUFFE
API_COMMUN

9.9.6 Imppact on current state

None

irn codes

ITTALIZED

ECT_PARAMETER
ENTITY_NOT_FOUND

ectionHandle is expected. A data-set shall be sele€ted.

TY_CONDITION_NOT_SATISFIED
UISITE_NOT_SATISFIED
ICIENT_RESOURCES
ICATION_FAILURE
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9.10 DSIRead

9.10.1 Purpose

This action shall return the contents of the named DSI in the current data-set.

9.10.2 Action

ouT ReturnCode DSIRead (

IN ConnectionHandle connectionHandle,
IN DSIName dsiName,

ouT DSIContent dsiContent

9.10.3 Parameters

conngectionHandle connection handle
dsiName name of the DSI to be read in the current data-set
dsiContent content of the DSI

9.10.4 Prerequisites

A valid connectionHandle is expected. A data-set shall®e selected.

9.10.% Return codes
API_pK

API_[NCORRECT_PARAMETER
API_NAMED_ENTITY_NOT_FOUND

API_NOT_INITIALIZED
API_PBECURITY_CONDITION_NOT_ SATISFIED

API_PREREQUISITE_NOT_SATISFIED
API_[OMMUNICATION_EATLURE

9.10.6 Impact on'current state

None
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10 Cryptographic service

10.1 General
This clause defines actions through which cryptographic operations can be performed.

The algorithms used in the performance of these actions depend on the authentication protocols as defined in
Annex A.
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10.2 Encipher

10.2.1 Purpose

This action shall encipher the provided data according to the cryptographic operation specified in the
authentication protocol in the named differential-identity.

10.2.2 Action

ouT ReturnCode Encipher (

IN ConnectionHandle connectionHandle,
IN DIDScope didsScope,

IN DIDName didName,

IN CipherBuffer plainText,

ouT CipherBuffer cipherText

10.2.3 Parameters

conngctionHandle connection handle

didS¢ope scope of the named differential-identity

didName name of the differential-identity proyiding the cryptographic algorithm
plainText data to be enciphered

ciphdgrText ciphertext

10.2.4 Prerequisites

A valid connectionHandle is expected:

10.2.% Return codes
API_pK

API_[NCORRECT_PARAMETER
API_NAMED_ENTITY\.NOT_FOUND
API_PROTOCOL_NOT RECOGNIZED
API_[NAPPROPRTATE_PROTOCOL_FOR_ACTION

API_NOTAINITIALIZED
API_PBRECURITY_CONDITION_NOT_SATISFIED
APT_[INSUFFTCTENT RESOURCES
API_COMMUNICATION_FAILURE

10.2.6 Impact on current state

None
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10.3 Decipher

10.3.1 Purpose

This action shall decipher the provided data according to the cryptographic operation of the protocol in the
named differential-identity.

10.3.2 Action

ouT ReturnCode Decipher (

IN ConnectionHandle connectionHandle,
IN DPIDScope didsScope,

IN PIDName didName,

IN [ipherBuffer cipherText,

ouT [ipherBuffer plainText

10.3.3 Parameters

connectionH
didScope
didName
cipherText

plainText

10.3.4 Pre

A valid conng

10.3.5 Ret
API_OK

API_TINCORKR
API_NAMED |
API_PROTOC
API_TINAPPR

API_NOT_IN
API_SECURI

andle connection handle
scope of the named differential-identity
name of the differential-identity providing the eryptographic algorithm
data to be deciphered

plaintext

equisites

bctionHandle is expected.

irn codes

ECT_PARAMETER

ENTITY_ NOT_EQOUND
OL_NOT_RECQGNIZED
OPRIATESPROTOCOL_FOR_ACTION

ITIALILIZED
TY  CONDITION_NOT_SATISFIED

API_TINSUFH

TICTENT RESQURCES

API_COMMUNICATION_FAILURE

10.3.6 Impact on current state

None
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10.4 GetRandom

10.4.1 Purpose

This action shall return a random value generated in accordance with the protocol of the named
differential-identity.

10.4.2 Action

ouT ReturnCode GetRandom (

IN ConnectionHandle connectionHandle,
IN DIDScope didsScope,

IN DIDName didName,

ouT RandomDataBuffer random

10.4.3 Parameters

conngctionHandle connection handle

didS¢ope scope of the named differential-identity

didName name of the differential-identity which defines the attributes of the randpm value
random random value

10.4.4 Prerequisites

A valid connectionHandle is expected.

10.4.% Return codes
API_pK

API_[INCORRECT_PARAMETER
API_NAMED_ENTITY_NOT_EFOUND
API_PROTOCOL_NOT_RECOGNIZED
API_[INAPPROPRIATE(PROTOCOL_FOR_ACTION

API_NOT_INITIALIZED
API_PBECURITYWEONDITION_NOT_SATISFIED
API_[INSUFEICIENT_RESOURCES
API_[OMMUNICATION_FAILURE

10.4.6—lmpaet-on-current-state

None
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10.5 Hash

10.5.1 Purpose

This action shall hash the provided message according to the authentication protocol and marker of the
named differential-identity.

10.5.2 Action

ouT ReturnCode Hash (

IN ConnectionHandle

IN IDScope didsScope,
IN IDName didName,
IN essageBuffer message,
ouT ashBuffer hash

10.5.3 Parameters

connectionH
didScope
didName
message

hash

10.5.4 Pre

A valid conng

10.5.5 Ret
API_OK

API_TINCORK
API_NAMED |
API_PROTOC
API_TINAPPR

API_NOT_IN
API_SECURI

andle connection handle

scope of the named differential-identity

name of the differential-identity to use for generating the hash

message to be hashed

hash of provided message

equisites

bctionHandle is expected.

irn codes

ECT_PARAMETER

ENTITY NOT_EQOUND
OL_NOT_RECQGNIZED

OPRIATE SPROTOCOL_FOR_ACTION

ITIALILIZED
TY  CONDITION_NOT_SATISFIED

API_TINSUFH

TICTENT RESQURCES

connectionHandle,

API_COMMUNICATION_FAILURE

10.5.6 Impact on current state

None
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Sign

10.6.1 Purpose

This action shall sign the provided message according to the authentication protocol and marker of the named
differential-identity.

10.6.2 Action
ouT ReturnCode Sign(
IN ConnectionHandle connectionHandle,
IN DIDScope didsScope,
IN DIDName didName,
IN MessageBuffer message,
ouT SignatureBuffer signature
)
10.6.3 Parameters
conngctionHandle connection handle
didS¢ope scope of the named differential-identity
didName name of the differential-identity to use'\for generating the digital signatu
mes]age message to be signed
signdture signature of provided message
10.6.4 Prerequisites
A valid connectionHandle is expected:
10.6.% Return codes
API_pDK
API_[[NCORRECT_PARAMETER

APT_|
APT_
APT_|

APT_|
APT_|

NAMED_ENTITY\. NOT_FOUND
PROTOCOL_NOT ' RECOGNIZED
[NAPPROPRTATE_PROTOCOL_FOR_ACTION

NOT AINITIALIZED
SECURITY_ CONDITION_NOT_SATISFIED

APT

NSUFEFTCTENT RESOURCES

API_COMMUNICATION_FAILURE

10.6.6 Impact on current state

None
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10.7 VerifySignature

10.7.1 Purpose

This action shall perform the verification of a digital signature using the authentication protocol and marker of
the named differential-identity.

10.7.2 Action

ouT ReturnCode VerifySignature (

IN ConnectionHandle connectionHandle,
IN DPIDScope didsScope,

IN PIDName didName,

IN bignatureBuffer signature,

IN YessageBuffer message

10.7.3 Parameters

connectionHandle connection handle

didScope scope of the named differential-identity

didName name of the differential-identity to use for verifying the signature
signature signature to be authenticated

message data that was signed

10.7.4 Prefequisites

A valid conn¢ctionHandle is expected.

10.7.5 Retlirn codes
API_OK

API_INCORRECT_PARAMETER
API_NAMED_|[ENTITY_NOT_EOUND
API_TINVALID_SIGNATURE
API_PROTOJOL_NOT_REECOGNIZED
API_INAPPROPRIATE PROTOCOL_FOR_ACTION

API_NOT_INITEALIZED

API_SECURITY. CONDITTON_NOT SATISEFTED
API_INSUFFICIENT_RESOURCES
API_COMMUNICATION_FAILURE

10.7.6 Impact on current state

None
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10.8 VerifyCertificate

10.8.1 Purpose

This action shall perform the verification of a digital certificate using the authentication protocol and marker of
the named differential-identity.

If the certificate supplied is valid but not signed by an on-card differential-identity, successive requests can be
made supplying the certificate of the signer of the previous certificate. Repeating this until the supplied
certificate is signed by an on-card differential-identity verifies the chain of trust from the on-card
differential-identity to the owner of the original certificate supplied.

10.8.2 Action

ouT ReturnCode VerifyCertificate(

IN ConnectionHandle connectionHandle,
IN DIDScope didsScope,

IN DIDName rootCert,

IN CertificateType certificateType,
IN Certificate certificate

10.8.3 Parameters

conngctionHandle connection handle
didSg¢ope scope of the named differential-identity
rootQert name of the optiopal differential-identity to use for verifying the| signature on

the certificate
certifjcateType format of certificate, consisting of an index and object identifier

certifjcate certificate to be verified

10.8.4 Prerequisites

A valid connectionHandle is expected.

10.8.% Return codes
API_pK

API_[INCORRECT_PARAMETER

API_NAMED ENTITY NOT FOUND
API_TINVALID_KEY

API_INVALID_SIGNATURE
API_PROTOCOL_NOT_RECOGNIZED
API_TINAPPROPRIATE_PROTOCOL_FOR_ACTION

API_NOT_INITIALIZED
API_SECURITY_CONDITION_NOT_SATISFIED
API_INSUFFICIENT_RESOURCES
API_COMMUNICATION_FAILURE

10.8.6 Impact on current state

None
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11 Differential-identity service

11.1 General

This clause defines actions through which differential-identities can be created and managed within a
card-application.
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11.2 DIDList

11.2.1 Purpose

This action shall list the names of the differential-identities defined within the current card-application.

11.2.2 Action

ouT ReturnCode DIDList (

IN ConnectionHandle connectionHandle,
IN DIDQualifier filter,

ouT DIDNameList didNameList

11.2.3 Parameters
conngctionHandle connection handle

filter didNameList only contains the names of thosé DIDs with qualifier
matching the filter; a NULL filter matches all qualifier fields and values.

didNamelList list of names of the differential-identities .if-the current card-application

11.2.4 Prerequisites

A valid connectionHandle is expected.

11.2.5 Return codes
API_pPK
API_[INCORRECT_PARAMETER
API_NOT_INITIALIZED

API_PBECURITY_CONDITION_MNOT_SATISFIED
API_[OMMUNICATION_FAILURE

11.2.6 Impact on current state

None
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11.3 DIDCreate

11.3.1

Purpose

This action shall create a new differential-identity within the current card-application.

The format of the didUupdateData parameter is defined in Annex A for each authentication protocol.

11.3.2 Action
ouT eturnCaode DIDCreate (
IN fonnectionHandle connectionHandle,
IN PIDName didName,
IN bjectIdentifier authProtocolOID,
IN DPIDUpdateData didUpdateData,
IN AccessControlList didACL
);
11.3.3 Parameters

connectionHandle

didName

authProtoco]OID

didUpdateData

didACL

11.3.4

A valid conng

11.3.5

API_OK

API_TNCORR

Prefequisites

Return codes

API_NAME_ HXISTS

API_PROTOC

API_NOT_IN
API_SECURI

bctionHandle is expected.

ECT_PARAMETER
OL_NOTRECOGNIZED

ITIALIZED

Y- CONDETEON—NOT SATISEIED

connection handle
name of the differential-identity to be created

OID of an authentication protocol specified-in Annex A or registered elsewhere
within ISO/IEC 24727

structure containing parameters for the creation of the differential-identity, spegific to
the authentication protocol identified*by authProtocol0ID

access control list governing aecess to the differential-identity

API_TINSUFFICIENT_RESOURCES
API_COMMUNICATION_FATILURE

11.3.6

None
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11.4 DIDGet

11.4.1 Purpose
This action shall return information about a differential-identity recognized in the current card-application.

The returned data shall contain the protocol field, all exportable elements of the maker according to the
definition of the protocol in Annex A, and the qualifier field, if any.

11.4.2 Action

ouT ReturnCode DIDGet (

IN ConnectionHandle connectionHandle,
IN DIDScope didsScope,

IN DIDName didName,

ouT DIDStructure didstructure

11.4.3 Parameters

conngctionHandle connection handle

didS¢ope scope of the named differential-identity:

didName name of the differential-identity ferwhich discovery information is requgsted
didStructure structure containing discoverable parameters of the differential-identity

11.4.4 Prerequisites

A valid connectionHandle is expected.

11.4.% Return codes
API pK

API_[NCORRECT_PARAMETER
API_NAMED_ENTITY_NOT' FOUND
API_PROTOCOL_NOT\. RECOGNIZED

API_NOT_INITWALIZED
API_PBECURIILY) CONDITION_NOT_SATISFIED
API_[OMMUNICATION_FAILURE

11.4.6—impacton-—cturrent-state

None
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11.5 DIDUpdate

11.5.1 Purpose

This action shall store or generate new marker for the named differential-identity defined within the current

card-application appropriate for its existing protocol.

The didUpdateData arugment contains the new marker to be stored or the parameters to be used in the
generation of a new marker according to the protocol of the differential-identity. The didUpdateData argument

may also contain the differential-identity variant information.

11.5.2  Action

ouT ReturnCode DIDUpdate (

N [onnectionHandle connectionHandle,
IN PIDName didName,

IN PIDUpdateData didUpdateData

11.5.3 Parameters
connectionHandle
didName

didUpdateData

connection handle
name of the differential-identity to be updated

data for the update of a differential-identity

11.5.4 Pre

A valid conng

11.5.5 Ret

API_OK

API_TNCORR
API_NAMED_|
API_PROTOC

API_NOT_IN
API_SECURI
API_TINSUFH
API_COMMUN

equisites

rctionHandle is expected.

irn codes

ECT_PARAMETER
ENTITY NOT_FOUND
OL_NOT_RECOGNIZED

ITIALIZED

TY_ CONDITTON_NOT_SATISFIED
ICIENTLRESOURCES
ICATTON_FAILURE

11.5.6

None
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11.6

DIDDelete

11.6.1  Purpose

ISO/IEC 24727-3:2008(E)

This action shall delete the named differential-identity defined in the current card-application.

11.6.2 Action

ouT
IN
IN

ReturnCode DIDDelete(

ConnectionHandle
DIDName

connectionHandle,
didName

11.6.3

conn

didName

11.6.4

A vali

11.6.4

APT_|

API_
APT_

APT_|
APT_
APT_|

b Parameters

ectionHandle connection handle

. Prerequisites

0 connectionHandle is expected.

b Return codes
DK

INCORRECT_PARAMETER
NAMED_ENTITY_NOT_FOUND

NOT_INITIALIZED
SECURITY_CONDITION_NOT_SATTSFIED
COMMUNICATION_FAILURE

11.6.6 Impact on current state

Upon

current state.

name of the differential-identity to be deleted from the card-application

successful completion; the authentication state of the differential-identity deleted is remg

© 180/
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11.7 DIDAuthenticate

11.71

Purpose

This action shall perform the authentication protocol of the named differential-identity recognized in the current

card-applicati

on.

Consecutive requests of this action for the same connection handle and differential-identity may be necessary
to complete the protocol as defined in Annex A or registered elsewhere in ISO/IEC 24727.

11.7.2 Actiaon

ouT ReturnCode DIDAuthenticate(

IN fonnectionHandle connectionHandle,

IN PIDScope didScope,

IN PIDName didName,

IN/OUT DPIDAuthenticationData authenticationProtocolData,

IN fonnectionHandle samConnectionHandle
)i
11.7.3 Parameters
connectionHandle connection handle
didScope scope of the named differential-identity
didName name of the differential-identity.to be authenticated
authenticationProtocolData data exchanged according’ito the protocol
samConnec];onHandIe optional argument<to a card-application that may be used by the
ISO/IEC 24727-3 layer
11.7.4 Prefequisites

A valid conns

11.7.5 Ret

API_OK
APT_NEXT_ K

API_TINCORKR
API_NAMED_|

irn codes

EQUEST

API_PROTO

bctionHandle is expected.

ECT/PARAMETER

ENTITY_ NOT_FOUND
QL NQT _RECQGNIZED

API_TNAPPROPRIATE_PROTOCOL_FOR_ACTION

API_NOT_INITIALIZED
API_SECURITY_CONDITION_NOT_SATISFIED
API_TINSUFFICIENT_RESOURCES
API_COMMUNICATION_FAILURE

11.7.6

See Annex A
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12 Authorization service

12.1 General

This clause defines actions used to discover and modify access control lists.
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12.2 ACLList

12.2.1

Purpose

This action shall return the access control list for the named target.

If the target type is data-set, the target name shall only apply to data-sets defined in the current

card-application. If the target type is differential-identity, the target name shall only apply to
differential-identities defined in the current card-application.

12.2.2 Action

ouT ReturnCode ACLList (

IN fonnectionHandle connectionHandle,

IN TargetType targetType,

IN TargetName targetName,

ouT AccessControlList targetACL

12.2.3
connectionH
targetType
targetName

targetACL

12.2.4 Pre

A valid conng

12.2.5 Ret
API_OK

API_TINCORKR
API_NAMED_|

API_NOT_IN
API_SECURI
API_COMMUN

Parameters

andle

equisites

irn codes

ITIALIZED

12.2.6 Impacton—currentstate

None

60

bctionHandle is expected.

ECT_PARAMETER
ENTITY_NOT_EOUND

connection handle
type of the target
name of the target

access control list

TY_ CONDITION_NOT_SATISFIED
ICATTON_FAILURE
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12.3 ACLModify

12.3.1 Purpose
This action shall modify the access rule for the named action within the access control list of the named target.
If the target type is data-set, the target name shall only apply to data-sets defined in the current

card-application. If the target type is differential-identity, the target name shall only apply to
differential-identities defined in the current card-application.

12.3.2___Action

ouT ReturnCode ACLModify (

IN ConnectionHandle connectionHandle,

IN TargetType targetType,

IN TargetName targetName,

IN CardApplicationServiceName cardApplicatiionServiceName,
IN ActionName actionName,

IN SecurityCondition securityCondition

12.3.3 Parameters

conngctionHandle connection handle
targetType type of the target
targefName name of the target

cardApplicationServiceName  name of the ‘card-application-service containing the named agtion
actionName name _of\the action whose access rule is to be modified

secufityCondition full boolean expression in terms of differential-identity names

12.3.4 Prerequisites

A valid connectionHaridle is expected.

12.3.% Return codes
API_pPK

API_[NCORRECT_PARAMETER

APT AMED ENTTM NOT_EQUND

API_NOT_INITIALIZED
API_SECURITY_CONDITION_NOT_SATISFIED
API_INSUFFICIENT_RESOURCES
API_COMMUNICATION_FAILURE

12.3.6 Impact on current state

None

© ISO/IEC 2008 — All rights reserved 61


https://iecnorm.com/api/?name=7ad9cc266aa0e423a61f188ad471eeeb

ISO/IEC 247

27-3:2008(E)

Annex A
(normative)

Authentication protocols

A.1 General

The protocol |associated with a differential-identity during its creation shall be one of the protocols defi||1ed in

this annex or

protocol defined in this annex.

registered elsewhere in ISO/IEC 24727. A card-application is not required to implement |every

Authenticatiop of differential-identities is accomplished through the successful execution of the authentication

protocols defined in this annex.

In the followihg figures, general descriptions are provided for the requests placed .oh the ISO/IEC 24727-2
interface by the ISO/IEC 24727-3 layer rather than an actual encoding of the requests themselves. The pctual
encoding of the requests is the responsibility of the ISO/IEC 24727-3 implementation. Some ISO/IEC 24727

stack configurations may not require the implementation of an ISO/IEC 24727-2 GCI layer.
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A.2 Common Definitions

A.2.1 Symbols and Operators
The following conventions are used in the definition of computations in this Annex.
=7= denotes a comparison operation

[l denotes a concatenation operation

algofithm (input) denotes the application of algorithm to input
algofithm [key] (input) denotes the application of algorithm to input using kéy

algokithm™ (input) denotes the application of the inverse of algorithm o input
(For an encryption algorithm, this denotes its application for decigherment.)

RNG [(size) denotes the application of a random number generator to ggnerate size
bytes of data, where the generator used.isfout of scope

A.2.2 Structures

Actions on the ISO/IEC 24727-3 API supporting creation and update of differential-identities ghall supply a
DIDUpdateData structure as an input argument to those actions. This structure is defined as

DIDUpdateData ::= SEQUENCE ({

marker OCTET STRING,
qualifiier DiDQualifier OPTIONAL
}

wher¢ marker is a specific marker asdefined below in each specific sub-clause for each authentication
protogol.

A confirmation to the DIDGet action shall include a DIDStructure parameter as defined below.

DIDStructure ::= SEQUENCE {
name DIDName,
authProtocol OBJECT IDENTIFIER,
scope DIDScope,
authenticated BOOLEAN,
marker OCTET STRING,
qualifier DiDQualifierType OPTIONAL

}

At a minimum, the DIDGet confirmation shall return valid name, authProtocol, scope, and
authenticated values. Partial or complete, marker and qualifier values may be returned in the
confirmation, subject to implementation and policy choices.
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A.3 Simpl

e Assertion

Authentication of a differential-identity associated with this authentication protocol is achieved by simple

assertion.

This protocol

A.3.1 Mark

A differential-|

A.3.2 DIDC

A request of
protocol shal

API GClI
Client- Part 3 Card-
Application @ N Layer v Application
— Set
@ Authentication |
————— State

Figure A.1 — Simple Assertion

Protocol Object Identifier

3.

simple-assertion(3)

W

r

dentity which uses this protocol has an empty marker (OCTET STRING of length zero).

reate

the DIDCreate action intended to_create a differential-identity for use with this authenti
include a DIDUpdateData parameter where marker is a zero-length OCTET STRING f

authentication protocol.

A.3.3 DIDU

A request o

API_TINAPPR

pdate

the DIDUpdate caction on a differential-identity which uses this protocol shall retur
OPRIATE_PROTOCOL_FOR_ACTION return code.

A.3.4 DIDGet

The confirm
shall include

B¥DStructure.

is identified by the OID { iso(1l) standard(0) iso2472N?24727) part3(3) annext

Cation
br this

h the

btocol

Ton to/the DIDGet action involving a differential-identity which uses this authentication pr

A.3.5 Authentication

This authentication protocol is executed through a single request of the DIDAuthenticate action with an empty
authenticationProtocolData parameter as defined below.

A request of the CardApplicationStartSession action on a differential-identity which uses this protocol shall

return the AP

64

I_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.
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A.3.5.1 Procedure
(1) authenticationProtocolData ::= empty OCTET STRING

(2) authenticationProtocolData ::= empty OCTET STRING

A.3.5.2 Impact on current state

Upon successful completion of this protocol, the authentication state of the named differential-identity shall be

set to TRUE within the card-application.

A.3.4 Encipher

A request of the Encipher action on a differential-identity which uses this protoCol shsg
API_[[NAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.3.7 Decipher

A request of the Decipher action on a differential-identity which uses) this protocol shs
API_[[NAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.3.§ GetRandom

Il return the

Il return the

A request of the GetRandom action on a differential-identity which uses this protocol shall return the

API_[INAPPROPRIATE_PROTOCOL_FOR_ACTION return.code.

A.3.9 Hash

A request of the Hash action on a differential-identity which uses this protocol sha
API_[INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.3.10 Sign

A refluest of the Sign action:on a differential-identity which uses this protocol sha
API_[[NAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.3.11 VerifySignature

A request of the,VerifySignature action on a differential-identity which uses this protocol sh
API_[[NAPPRQPRIATE_PROTOCOIL_FOR_ACTION return code.

A.3.12 VerifyCertificate

| return the

| return the

all return the

A request of the VerifyCertificate action on a differential-identity which uses this protocol sh
API_INAPPROPRIATE_PROTOCOIL_FOR_ACTION return code.

© ISO/IEC 2008 — All rights reserved
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A.4 Asymmetric Internal Authenticate

This authentication protocol is a challenge/response protocol using public key cryptography.

A.4.1 Protd

This protocol

API GClI
Client- Part 3 Card-
Application @ \ Layer v Application
Retrieve. —> Read
Public Ke Public Key &
Y «——————— Nonce Size  |«—
Generate ‘
Nonce
Issue ‘ > Sign Challenge |
Challenge " | with Private Key

v

Verify signature
with Public Key

A

v

®

Compare
Response with
Nonce

6

Figure A.2 —|Asymmetric Internal Authenticate

col Object Identifier.

is identified by the OID { iso (1) standard(0)
asymmetric-internal-authenticate (4)

15024727 (24727)

part3(3)

T

anng

A.4.2 Marker
A differential-jdentityswhich uses this protocol has the following marker.
MarkerAPOQ4 N = SEQUENCE {
signatureAlgorithm OBJECT IDENTIFIER,
hashAlgorithm OBJECT IDENTIFIER,
keySize INTEGER,
CHOICE {
SEQUENCE {
publicKeyMaterialOCTET STRING,
privateKey OCTET STRING
} 7
generateFlag NULL
}
nonceSize INTEGER
}
66

x-a(0)
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A.4.3 DIDCreate

A request of the DIDCreate action intended to create a differential-identity for use with this authentication
protocol shall include a DIDUpdateData parameter where marker is the specific marker for this protocol as
defined above in A.4.2.

A.4.4 DIDUpdate

A request of the DIDUpdate action involving a differential-identity which uses this authentication protocol shall
include a DIDUpdateData parameter, where marker is the specific marker for this protocol as defined above
in A4.2.

If the
gene
includ
If the

publ
DIDU

A.4.5

The ¢
shall

A.4.6

This

original keys were generated within the card-application, as specified by the (pre
rateFlag option during the request of the DIDCreate action, a request of the DIDWUpdate
es keys shall return the API_INCORRECT_PARAMETER return code.

original keys were supplied by the client-application, as specified\ by the preg

i cKeyMaterial and privateKey options during the request of the DIDCreate action, a
bdate action with the generateFlag option shall return the API_ INCORRECT_PARAMETE}

DIDGet

onfirmation to the DIDGet action involving a differential-identity which uses this authentic
nclude a DIDStructure parameter.

Authentication

huthentication protocol is executed through>a“single request of the DIDAuthenticate a

authpnticationProtocolData parameter as.defined below.

A req
return

A.4.6
(1) a
(2) n
(3) c

4) r

uest of the CardApplicationStartSession action on a differential-identity which uses this
the API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

1 Procedure

hthenticationProtocolData ::= empty OCTET STRING
bnce = RNG (ngnhcesize)
hallengeZ8ignatureAlgorithm [privateKey] (nonce)

bsponse = signatureAlgorithm™ [publicKey] (challenge)

®) r

tence of the
action which

ence of the
equest of the
 return code.

htion protocol

ction with an

brotocol shall

bawlt = (Y‘QQP(’\T’\QQ =?= 'I’\f'\'l’\f"‘ﬂ)

(6) authenticationProtocolData ::= result BOOLEAN as OCTET STRING

A.4.6.2 Impact on current state

Upon successful completion of this protocol, the authentication state of the named differential-identity is not
affected within the card-application.

A.4.7 Encipher

A request of the Encipher action on a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

© ISO/IEC 2008 — All rights reserved
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A.4.8 Decipher

outBuffer = encryptionAlgorithm [privateKey] (inBuffer)

A.4.9 GetRandom

random = RNG (noncesSize)

A.4.10 Hash

hash = hashplgerithm{messcage)

A.4.11 Sign

signature § encryptionAlgorithm [privateKey] (message)

A.4.12 VerifySignature

message =?F encryptionAlgorithm [publicKey] (signature)
If TRUE, retufn API_OK, else return API_INVALID_SIGNATURE.

A.4.13 VerifyCertificate

Depending on certificateType,

hash = hashAlgorithm (certificate without signature)

hash =7= enkryptionAlgorithm [publicKey] (signature ftom certificate)
If TRUE, retufn API_OK, else return APT_INVALID_SIGNATURE.
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A.5 Asymmetric External Authenticate

This authentication protocol is used to establish an authenticated state of a differential-identity in a card-

application.
API GClI
Client- Part 3 Card-
Application @ \ Layer v Application
Get
Private Key < |
—> |
Ngr?:;e Generate Nonee @
— ::]
Sign Nonce
with Private Key
Send Signaturg \v/v?trr:féﬁgiga}iz;e | @
Compare ‘
Signed Value | @
with Nonce
Set ]
@ Authentication |
—— State
Figure A.3 — Asymmetric External Authenticate
A.5.1 Protocol Object Identifier
This protocolis identified by the OID { iso (1) standard(0) iso024727(24727) part3(3
asymmetric-external-authenticate(5) }.

)

A.5.2 Marker

A differential-identity which uses this protocol has the following marker.

MarkerAP005 ::= SEQUENCE {
encryptionAlgorithm OBJECT IDENTIFIER,
hashAlgorithm OBJECT IDENTIFIER,
keySize INTEGER,
publicKeyMaterial OCTET STRING,
nonceSize INTEGER

© ISO/IEC 2008 — All rights reserved
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A.5.3 DIDCreate

A request of the DIDCreate action intended to create a differential-identity for use with this authenti
protocol shall include a DIDUpdateData parameter where marker is the specific marker for this proto
defined above in A.5.2.

A.5.4 DIDUpdate

A request of the DIDUpdate action involving a differential-identity which uses this authentication protoco

cation
col as

| shall

include a DIDUpdateData parameter, where marker is the specific marker for this protocol as defined above

in A.5.2.

A.5.5 DIDGet

The confirmation to the DIDGet action involving a differential-identity which uses this authentication pr
shall include f DIDStructure parameter.

A.5.6 Authentication

This authentication protocol is executed through a single request of the DIDAUthenticate action w
authenticationProtocolData parameter as defined below.

A request of|the CardApplicationStartSession action on a differential-identity which uses this protoco
return the AP[_ INAPPROPRIATE_PROTOCOL_FOR_ACTION return eode.

A.5.6.1 Prqcedure
(1) authenticationProtocolData ::= privateKeéy OCTET STRING

or empty OCTET STRING if the samConnectionHandle option was used in the request to
DIDAuthenticate.

(2) nonce =[RNG (nonceSize)

(3) signatyre = encryptionAlgorithm [privateKey] (nonce)
If the sanConnectionHandle option was used in the request to DIDAuthenticate, the ISO/IEC 247
layer shdll request this operation be performed by the card-application to which it is connected by th
samConnectionHandle:

(4) messag¢ = encrypiionAlgorithm™ [publicKey] (signature)

(5) result F (norice =?=message)

btocol

th an

shall

27-3

[

(6) authenticationProtocolData ::=empty OCTET STRING

A.5.6.2 Impact on current state

Upon successful completion of this protocol, if the value of result is TRUE, the authentication state
named differential-identity shall be set to TRUE within the card-application.

A.5.7 Encipher

outBuffer = encryptionAlgorithm [publicKey] (inBuffer)

of the
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A.5.8 Decipher

A request of the Decipher action on a differential-identity which uses this protocol shall return the

API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.5.9 GetRandom

random = RNG (nonceSize)

A.5.10 Hash

hash|= hashAlgorithm (message)

A.5.11 Sign

A refluest of the Sign action on a differential-identity which uses this,‘protocol sha
API_[INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.5.12 VerifySignature

messhge =7= encryptionAlgorithm [publicKey] (signature)
If TRUE, return API_OK, else return API_INVALID_SIGNATURE:

A.5.13 VerifyCertificate

Depending on certificateType,

hash|= hashAlgorithm (certificate without signature)

hash|=7= encryptionAlgorithm [publicKeg}(signature from certificate)
If TRUE, return API_OK, else return API_INVALID_SIGNATURE.

© ISO/IEC 2008 — All rights reserved
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A.6 Symmetric Internal Authenticate

This authentication protocol is a challenge/response protocol using symmetric cryptography.

Client-
Application

API|

Part 3
Layer

GCI

Card-
v Application

@ \

Get

Secret Key

Y

Generate
Nonce

O

v

Encipher Nonce
with Secret Key

16

v

Issue
Challenge

| —

v

Decipher
Challenge
with Secret Key

J®

®

Compare
Response
with Nonee

6

Figure A.4 =X Symmetric Internal Authenticate

A.6.1 Protqcol Object Identifier:

This protocol

A.6.2 Mark

w

r

is identified by the OID { iso(1)

standard(0)

A differential-jdentity which uses this protocol has the following marker.

15024727 (24727)
symmetric-internal-authenticate(6)

part3(3)

.

ann

bx—-a (0)

MarkerAP006

3

::= SEQUENCE {
encryptionAlgorithm OBJECT IDENTIFIER,
hashAlgorithm OBJECT IDENTIFIER,
keySize INTEGER,
secretKey OCTET STRING,
nonceSize INTEGER

The keySize and nonceSize parameters represent the number of bits in the key and nonce, respectively.

The secretKey parameter is the bitstring of the key itself.
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A.6.3 DIDCreate

A request of the DIDCreate action intended to create a differential-identity for use with this authentication
protocol shall include a DIDUpdateData parameter where marker is the specific marker for this protocol as
defined above in A.6.2

A.6.4 DIDUpdate

A request of the DIDUpdate action involving a differential-identity which uses this authentication protocol shall
include a DIDUpdateData parameter, where marker is the specific marker for this protocol as defined above
in A.6.2.

A.6.5I DIDGet

The donfirmation to the DIDGet action involving a differential-identity which uses this'authentic

shall

A.6.6

This

nclude a didStructure parameter.

Authentication

huthentication protocol is executed through a single request of\thé DIDAuthenticate a

authpnticationProtocolData parameter as defined below.

A req
return

A.6.6

uest of the CardApplicationStartSession action on a diffefential-identity which uses this
the API_INAPPROPRIATE_PROTOCOL_FOR_ACTIONGeturn code.

1 Procedure

(1) duthenticationProtocolData ::= sedzetKey OCTET STRING

g
DIDA

(2) n
(3) d
4) 1

) 1

rempty OCTET STRING if the samCoeiihectionHandle option was used in the request
ithenticate.

once = RNG (nonceSize)
hallenge = encryptiénAlgorithm [secretKey] (nonce)
esponse = encryptionAlgorithm’ [secretKey] (challenge)

esult = (norige =7= response)

(6) duthenticationProtocolData ::= result BOOLEAN as OCTET STRING

A.6.6

2<,/Impact on current state

htion protocol

ction with an

brotocol shall

to

Upon successful completion of this protocol, the authentication state of the named differential-identity is not
affected within the card-application.

A.6.7 Encipher

outBuffer = encryptionAlgorithm [secretKey] (inBuffer)

A.6.8 Decipher

outBuffer = encryptionAlgorithm™ [secretKey] (inBuffer)

© ISO/IEC 2008 — All rights reserved
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A.6.9 GetRandom

random = RNG (nonceSize)

A.6.10 Hash

hash = hashAlgorithm (message)

A.6.11 Sign

digest:h:skﬂ'lg ithm (m Seag )

signature

A.6.12 Veri
digest =h

digest =?=
If TRUE, retu

A.6.13 Verit

A request 0o
API_INAPPR

encryptionAlgorithm[secretKey] (digest)

Signature

shAlgorithm (message)
encryptionAlgorithm™ [secretKey] (signature)
N API_OK, else return API_INVALID_SIGNATURE.

yCertificate

OPRIATE_PROTOCOIL_FOR_ACTION return code.

f the Encipher action on a differential-identity which uses this protocol shall returpn the

74
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This authentication protocol is used to establish an authenticated state of a differential-identity in a
card-application.

Client-
Application

API

Part 3
Layer

GCI

Card-
y Application

@ \

Get
Secret Key

v

Get
Challenge

v

Generate Nonce

Encipher
Nonce with
Secret Key

v

Send Response

®

A7.1

This

Decipher
Response
with Secret Key

v

Compare
Response
with Nonce

16

v

]

Set
Authentication
State

<

Figure A.5 — Symmetric External Authenticate

ProtocolObject Identifier

rotocol'is identified by the OID { iso (1) standard(0)

15024727 (24727)

symmetric-external-authenticate(7)

part3 (3

3.

A.7.2 Marker

A differential-identity which uses this protocol has the following marker.

MarkerAP007

© ISO/IEC 2008 — All rights reserved

:= SEQUENCE {

encryptionAlgorithm

hashAlgorithm
keySize
secretKey
nonceSize

OBJECT IDENTIFIER,

OBJECT IDENTIFIER,
INTEGER,
OCTET STRING,
INTEGER

)

annex-a (0)
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A.7.3 DIDCreate

A request of the DIDCreate action intended to create a differential-identity for use with this authentication
protocol shall include a DIDUpdateData parameter where marker is the specific marker for this protocol as
defined above in A.7.2

A.7.4 DIDUpdate

A request of the DIDUpdate action involving a differential-identity which uses this authentication protocol shall
include a DIDUpdateData parameter, where marker is the specific marker for this protocol as defined above
in A.7.2.

A.7.5 DIDGet

The confirmation to the DIDGet action involving a differential-identity which uses this authentication pr
shall include

b DIDStructure parameter.

A.7.6 Authentication

This authent
authenticationProtocolData parameter as defined below.

A request of
return the AP

A.7.6.1 Prg

(1)

authent

or empty

DIDAuthentic|

()
©)
(4)
(®)
(6)

nonce =

cation protocol is executed through a single request of the DIDAUthenticate action wi

the CardApplicationStartSession action on a differential-identity which uses this protoco
[ INAPPROPRIATE_PROTOCOL_FOR_ACTION return e¢ode.

cedure
ticationProtocolData ::= secretKeyOCTET STRING
r OCTET STRING ifthe samConnectionHandle option was used in the request to

Ate.

RNG (noncesSize)

responge = encryptionAlgorithm [secretKey] (nonce)

challenge = encryptionpdAlgorithm™ [secretKey] (nonce)

result

authent

= (nonce =?=\challenge)

ticationProtocolData ;= empty OCTET STRING

A.7.6.2 Im;ract on current state

btocol

th an

shall

Upon successful completion of this protocol, the authentication state of the named differential-identity shall be
set to the value of result within the card-application.

A.7.7 Encipher

outBuffer = encryptionAlgorithm [secretKey] (inBuffer)
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A.7.8 Decipher

outBuffer = encryptionAlgorithm™ [secretKey] (inBuffer)

Note: encryptionAlgorithm is used for decryption and may be a difference form of “encryptionAlgorithm”.

A.7.9 GetRandom

random = RNG (nonceSize)

A.7.10Hash

hash|= hashAlgorithm (message)

A.7.11 Sign

digegt = hashAlgorithm (message)
signpture = encryptionAlgorithm [secretKey] (digest)

A.7.12 VerifySignature
digegt = hashAlgorithm (message)

digept =7= encryptionAlgorithm [secretKey] (sigmatire)
If TRUE, return API_OK, else return APTI_INVALID_SIGNATURE.

A.7.13 VerifyCertificate

A request of the Encipher action on a differential-identity which uses this protocol shgll return the
API_[[NAPPROPRIATE_PROTOCOL_FOR_ACTION return code.
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A.8 Compare

This authentication protocol compares a supplied value with a value stored

in the marker

differential-identity.

A.8.1 Protd

This protocol

A.8.2 Mark
A differential-|

MarkerAPOQ

}

The minDat

API GClI
Client- Part 3 Card-
Application @ \ Layer v Application
Get Marker |
——p»{ Compare Marker |
Send Marker to Marker | @
Template

Y

Set Auth State
and.Return
Status

®

Figure A.6 — Compare

col Object Identifier

is identified by the OID { iso (1) standard(0) 1s024727(24727) part3(3)

compare{(8) 1.

anng

W

r

dentity which uses this ptotocol has the following marker.

8 = SEQUENCE.Sf
minDataLength INTEGER,
maxDataLength INTEGER,
paddingCharacter OCTET STRING,
markerTemplate OCTET STRING
hLEngth and maxDataLength parameters represent the number of bits in the key and n

respectively.

A.8.3 DIDC

The paddingCharacter parameter Is a single byte.

reate

of a

x-a(0)

once,

A request of the DIDCreate action intended to create a differential-identity for use with this authentication
protocol shall include a DIDUpdateData parameter where marker is the specific marker for this protocol as
defined above in A.8.2
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A.8.4 DIDUpdate
A request of the DIDUpdate action involving a differential-identity which uses this authentication protocol shall

include a DIDUpdateData parameter, where marker is the specific marker for this protocol as defined above
in A8.2

A.8.5 DIDGet

The confirmation to the DIDGet action involving a differential-identity which uses this authentication protocol
shall include a DIDStructure parameter.

A.8.6 Authentication

This puthentication protocol is executed through a single request of the DIDAuthenti¢ate agtion with an
authpnticationProtocolData parameter as defined below.

A request of the CardApplicationStartSession action on a differential-identity which uses this protocol shall
return the API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.8.6|{1 Procedure

(1) aythenticationProtocolData ::= markerTemplate < OCTET STRING
SIZE (minDataLength. .maxDatalength)

The mMarker shall be formatted in big-endian byte order with padding of the least significant byte |end.

(2) fesult = (marker =?=markerTemplate)
Tlhe comparison is a bit-by-bit.

(3) duthenticationProtocolData ::=iempty OCTET STRING

A.8.6]2 Impact on current state

Upon|successful completion of this_protocol, the authentication state of the named differential-id¢ntity shall be
set to[the value of result withinjthe card-application.

A.8.71 Encipher

A request of the ‘Encipher action on a differential-identity which uses this protocol shgll return the
API_[INAPPROPREATE_PROTOCOIL_FOR_ACTION return code.

A.8.8 Decipher

A request—of theDecipher —actiom—om—adifferential=identity —which—uses—this—protocot—stall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.8.9 GetRandom

A request of the GetRandom action on a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOIL_FOR_ACTION return code.

A.8.10 Hash

A request of the Hash action on a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOIL_FOR_ACTION return code.
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A.8.11 Sign

A request of the Sign action on a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.8.12 VerifySignature

A request of the VerifySignature action on a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.8.13 VerifyCertificate

A request of| the VerifyCertificate action on a differential-identity which uses this protocol shall~return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.
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This authentication protocol compares a supplied PIN with a value stored in the marker of a differential-identity.

API GClI
Client- Part 3 Card-
Application @ v Layer v Application
Get Marker

v

Send Marker

> Test
Attempt Counter

®

v

to Marker
Template

Compare Marker :I @

Y

Adjust
Attempt Counter

v

Set Auth State
and Return

|— Status

Figure A.7 — PIN Compare

The mharker may be a verification,code or resetting code according to ISO/IEC 7816-4.

A.9.1 Protocol Object Identifier

This protocol is identified by the OID { iso (1) standard(0) iso024727(24727)

A.9.2 Marker

pin-compare (9)

£a1

3.

part3 (3

)

A d'ff il ool Py | PN N 4l + Ll +lo | H L
| TTTTUATETUTTTUTY Wi OSTS TS PTUTULUT TTIAS TN TUTTUWITTY TITATRTT

MarkerAP009 ::= SEQUENCE {

© ISO/IEC 2008 — All rights reserved

minDataLength
maxDataLength
storedLength
paddingCharacter
markerTemplate
maxAttempts
attemptsCounter
pinRef

pinvValue

INTEGER,
INTEGER,
INTEGER,
OCTET STRING,
OCTET STRING,
INTEGER,
INTEGER,
OCTET STRING,
VisibleString

annex-a (0)
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The minDataLength and maxDataLength parameters represent the number of bits in the key and nonce,
respectively. The paddingCharacter parameter is a single byte.

The markerTemplate shall be formatted in big-endian byte order with padding of the least significant byte

end.

A.9.3 DIDC

reate

A request of the DIDCreate action intended to create a differential-identity for use with this authentication
protocol shall include a DIDUpdateData parameter where marker is the specific marker for this protocol as
defined above in A.9.2

A.9.4 DIDU

pdate

A request of the DIDUpdate action involving a differential-identity which uses this authentication’protoco

include a DI
in A.9.2

The performg

UpdateData parameter, where marker is the specific marker for this protocal ‘as defined

nce of this action shall reset attemptsCounter to zero.

A.9.5 DIDGet

The confirma
shall include

tion to the DIDGet action involving a differential-identity which uses this authentication pr
b didStructure parameter.

A.9.6 Authentication

This authent

cation protocol is executed through a single request of the DIDAuthenticate action w

authenticationProtocolData parameter as definéd below.

A request of
return the AP

A.9.6.1 Prag

(1) authent

The marker

(2) If atten
proceed to to

the CardApplicationStartSession action on a differential-identity which uses this protoco
[ INAPPROPRIATE_PROTOCOIL,_(FOR_ACTION return code.

cedure

LcationProtocolData ::= markerTemplate OCTET STRING

SIZE (minDataLength. .maxDataLength)
shall be formatted in big-endian byte order with padding of the least significant byte end.

ptsCounter is equal to or greater than maxAttempts, performance of this request
#5 below.

result

©)

shall
hbove

btocol

th an

shall

shall

= (oo lear == oo e noem
¥

The com

(4)

o 1s

parison is bit-by-bit.

g F3ae o e o e

retries =maxAttempts —attemptsCounter

(®)

A.9.6.2

authenticationProtocolData ;= retries INTEGER OPTIONAL as OCTET STRING

Impact on current state

If result is TRUE, attemptsCounter is reset to zero. Otherwise, attemptsCounter is incremented.

Upon successful completion of this protocol, the authentication state of the named differential-identity shall be
set to the value of result within the card-application.
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A.9.7 Encipher

A request of the Encipher action on a differential-identity which uses this protocol shall return
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.9.8 Decipher

A request of the Decipher action on a differential-identity which uses this protocol shall return
API_INAPPROPRIATE_PROTOCOIL_FOR_ACTION return code.

A.9.9

A red
API

_GetRandom

TNAPPROPRIATE_PROTOCOIL_FOR_ACTION return code.

A.9.10 Hash

A re
API

A.9.1

A re
APT

A.9.1

A req
APT_

A.9.1

A req
API_

quest of the Hash action on a differential-identity which uses_ this protocol sha
TNAPPROPRIATE_PROTOCOIL_FOR_ACTION return code.

1 Sign

quest of the Sign action on a differential-identity which uses this protocol sha
[NAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

2 VerifySignature

uest of the VerifySignature action on a_differential-identity which uses this protocol sh
[NAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

3 VerifyCertificate

uest of the VerifyCertificatecaction on a differential-identity which uses this protocol sh
TNAPPROPRIATE_PROTQCOI_FOR_ACTION return code.

uest of the GetRandom action on a differential-identity which uses this protocol:shall return

| return

| return

all return

all return

© ISO/IEC 2008 — All rights reserved
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A.10 Biometric Compare

differential-identity.

A.10.1 Prot

This protocol

A.10.2 Marker

A differential-|

MarkerAPO1l

}

This authentication protocol compares a supplied value with a value stored in the marker
API GClI
Client- Part 3 Card-
Application @ \ Layer v Application
Get Marker |
——p»{ Compare Marker |
Send Marker to Marker | @
Template
Set Auth State |
and.Return |
————— Status
Figure A.8 — Biometric Compare
pcol Object Identifier
is identified by the OID { iso (1) standard(0) 1s024727(24727) part3(3) anne
biometrid¢icompare (10) }.
dentity which uses this ptotocol has the following marker.
0 = SEQUENCE.&f
bit OCTET STRING,
markerTemplate OCTET STRING
rametersshall be formatted as an ISO/IEC 7816-11 biometric information template

The bit pa
markerTemg

lat'e parameter shall be formatted as an ISO/IEC 7816-11 biometric template.

A.10.3 DIDCreate

of a

x-a(0)

The

A request of the DIDCreate action intended to create a differential-identity for use with this authentication
protocol shall include a DIDUpdateData parameter where marker is the specific marker for this protocol as
defined above in A.10.2

A.10.4 DIDUpdate

A request of the DIDUpdate action involving a differential-identity which uses this authentication protocol shall
include a DIDUpdateData parameter, where marker is the specific marker for this protocol as defined above

in A.10.2
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A.10.5 DIDGet

The confirmation to the DIDGet action involving a differential-identity which uses this authentication protocol

shall i

nclude a DIDStructure parameter

A.10.6 Authentication

This authentication protocol is executed through a single request of the DIDAuthenticate action with an
authenticationProtocolData parameter as defined below.

A req

uest of the CardApplicationStartSession action on a differential-identity which uses this

protocol shall

return

A.10.

the APT_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

5.1 Procedure

(1) duthenticationProtocolData ::= MarkerAP010 as OCTET STRING

()

—_ =

bsult = (marker =?= markerTemplate)
he comparison is as deinfed in the 7816-11 biometric information template.

(3) duthenticationProtocolData ::= empty OCTET STRING

A.10.

Upon
set to

A.10

A request of the Encipher action on a .differential-identity which uses this protocol shg

API_

A.10

A request of the Decipher ‘action on a differential-identity which uses this protocol shz

APTI_

A.10

A red
APT

6.2 Impact on current state

successful completion of this protocol, the authentication state of the named differential-id
the value of result within the card-application.

7 Encipher

[NAPPROPRIATE_PROTOCOL_FOR_AETION return code.

8 Decipher

[NAPPROPRIATE_PRETOCOL_FOR_ACTION return code.

9 GetRandom

TNAPPROPRIATE_PROTOCOIL_FOR_ACTION return code.

A.10

10°Hash

entity shall be

Il return the

Il return the

uest of the~GetRandom action on a differential-identity which uses this protocol shall return the

A request of the Hash action on a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOIL_FOR_ACTION return code.

A.10.11 Sign

A request of the Sign action on a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOIL_FOR_ACTION return code.

© ISO/IEC 2008 — All rights reserved
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A.10.12 VerifySignature

A request of the VerifySignature action on a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.10.13 VerifyCertificate

A request of the VerifyCertificate action on a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.
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API GCI
Client- Part 3 Card-
Application @ Yy Layer v Application
Form Kseed
Derive @
Kenc, Kmac  [«—
Request > Generate ‘ 3
RND.ICC < RND.ICC
Generate
RND.IFD, K.IFD
Form S @
Derive
E.IFD, MIFD
Request Mutual ‘
Authenticate-with ———— PeArL(iLn; nﬁg;zral |
E.IFD{pM.IFD
Generate KICC |
FormR <§>
Derive & Return
. —
Recover K.ICC E.ICC, MICC
Form ‘ Form ‘
e Session Keys, | @ Session Keys, | @
Counters Counters

Figure A.9 — Mutual Authentication with Key Establishment

A.11.1 Protocol Object Identifier

This protocol is identified by the OID { iso (1) standard(0)
mutual-authentication-with-key-establishment (11)

A.11.2 Marker

A differential-identity which uses this protocol has the following marker.

MarkerAP0ll ::= SEQUENCE {

encryptionAlgorithm

macAlgorithm

© ISO/IEC 2008 — All rights reserved

15024727 (24727)

OBJECT IDENTIFIER,
OBJECT IDENTIFIER,

part3(3)
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OBJECT IDENTIFIER,
OBJECT IDENTIFIER,
OBJECT IDENTIFIER,
OBJECT IDENTIFIER

derivationAlgorithmK_enc
derivationAlgorithmK_mac
derivationAlgorithmK_IFD
derivationAlgorithmSessionKeysAndCounters

A.11.3 DIDCreate

A request of the DIDCreate action intended to create a differential-identity for use with this authentication
protocol shall include a DIDUpdateData parameter where marker is the specific marker for this protocol as
defined above in A.11.2.

A.11.4 DIDUpdate

A request of the DIDUpdate action on a differential-identity which uses this protocol shall” retur
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.11.5 DIDGet

The confirma
shall include

A.11.6 Auth

This authenti
with an auth

A request of
API_INAPPR

A.11.6.1 Prag

(1) authent

tion to the DIDGet action involving a differential-identity which use§-this authentication pr
b DIDStructure parameter.

entication

Cation protocol is executed through a single request.of‘the CardApplicationStartSession a
pnticationProtocolData parameter as defined below.

the DIDAuthenticate action on a differential-identity which uses this protocol shall retu
OPRIATE_PROTOCOL_FOR_ACTION return.code.

cedure

ticationProtocolData ::= K\ seed OCTET STRING

(2) K_enc ={derivationAlgorithmK.(enc (Kseed)
K_mac =[derivationAlgorithimK_ mac (Kseed)
(3) RND.IC¢ = RNG (8 bytes)
(4) rRND.IFD = RNG (8 bytes)
K.IFD =(RNG (16 bytes)
S =RNDJIFD||RNDICC || K.IFD
E.IFD S|lencry¥ptionAlgorithm [K_enc] (S)
M.IFD S[macdlgorithm [K_mac] (E.IFD)

(®)

M.IFD =?= macAlgorithm

h the

btocol

Ctions

n the

[K_mac] (E.IFD)

S' = encryptionAlgorithm™ [K_enc] (E.IFD)

Recover

RND. ICC from S' and compare with original.

If not equal, return some error.

Recover
K.ICC=

R =RND.

E.ICC=
M.ICC=

(6)

K_enc ||

88

K.IFD from S'.

RNG (16 bytes)

ICC||RND.IFD || K.ICC
encryptionAlgorithm [K_enc] (R)
macAlgorithm [K_mac] (E.ICC)

Derive session keys and send sequence counter (SSC)

K_mac || SSC = derivationAlgorithmSessionKeysAndCounters(K.ICC)
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(7) result = ( M.ICC =?= macAlgorithm [K_mac] (E.ICC) )
R'= encryptionAlgorithm™ [K_enc] (E.ICC)
Recover RND. IFD from R' and compare with original.
If not equal, return some error.
Recover K.ICC from R.
K_enc || K_mac | SSC = derivationAlgorithmSessionKeysAndCounters(K.ICC)

(8) authenticationProtocolData ::= result BOOLEAN as OCTET STRING

A.11.6.2 Impact on current state

Upon
set to|

A.11

successful completion of this protocol, the authentication state of the named differential-id
TRUE within the card-application, and a session will be started.

7 Encipher

A request of the Encipher action on a differential-identity which uses this, protocol she

APT_

A.11

TNAPPROPRIATE_PROTOCOIL_FOR_ACTION return code.

8 Decipher

A request of the Decipher action on a differential-identity which uses this protocol shs

APT_

A.11

A red
APT

A11

A re
API_

A11

A re
API_|

A.11

A req
APT_

TNAPPROPRIATE_PROTOCOIL_FOR_ACTION return code.

9 GetRandom

TNAPPROPRIATE_PROTOCOIL_FOR_ACTIONeturn code.

10 Hash

quest of the Hash action on~a differential-identity which uses this protocol sha
[NAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

11 Sign

nuest of the Signaction on a differential-identity which uses this protocol sha
[NAPPROPRIATE_.PROTOCOL_FOR_ACTION return code.

12 VerifySignature

uest-of. the VerifySignature action on a differential-identity which uses this protocol sh
TNAPPROPRIATE_PROTOCOIL_FOR_ACTION return code.

entity shall be

Il return the

Il return the

uest of the GetRandom action on a differential-identity which uses this protocol shall return the

| return the

| return the

all return the

A.11.13 VerifyCertificate

A request of the VerifyCertificate action on a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOIL_FOR_ACTION return code.

A.11.14 CardApplicationEndSession

A request to this action after a differential-identity utilizing this protocol has been authenticated, shall set this
differential-identity authentication state to FALSE, and return the API_OK return code.

© ISO/IEC 2008 — All rights reserved
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A.12 Client-Application Mutual Authentication with Key Establishment

This authentication protocol is patterned after the Mutual Authentication with Key Establishment protocol
defined by CEN/EN 14890-1 and CEN/EN 14890-2.

1|

API GCI
Client- Part 3 Card-
Application v Layer v Application
Rects — — PSR —
Regt Ret -
RND.ICC < | < | RND.ICC < Kf)
Generate
RND.IFD, K.IFD
Form S <:>
Derive
Data, MAC ————| RequestMutual Perform Geferal
Authenticate with =——————p1 Authenticate
Data || MAC g
Generate KICC
: Form S” @
Derive & Return
. | —————— < ———————
Recover K.ICC Data’”, MAC”
Form 1 Form 1
Session Keys, | @ Session Keys, |
Counters Counters

A.12.1 Protpcol Object Identifier

This protocol|is identified-bysthe OID { iso (1) standard(0)
client-application-mutual-authentication-wke (12)

A.12.2 Marker

15024727 (24727)

igure A.10 — Client-Application Mutual Authentication with Key Establishment

part3(3)

anng

A differential-identity which Uses this protocol has the following marker.

MarkerAP012

}

::= SEQUENCE {

encryptionAlgorithm

macAlgorithm
encryptionAlgorithmForSessionKey
macAlgorithmForSessionKey
derivationAlgorithmSessionKeysAndCounter
K_enc

K_mac

DIV_TIFD

The DIV_IFD value is 8 bytes long.

90

OBJECT
OBJECT
OBJECT
OBJECT
OBJECT

IDENTIFIER,
IDENTIFIER,
IDENTIFIER,
IDENTIFIER,
IDENTIFIER,

OCTET STRING,
OCTET STRING,
OCTET STRING

x-a(0)
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A.12.3 DIDCreate

A request of the DIDCreate action intended to create a differential-identity for use with this authentication
protocol shall include a DIDUpdateData parameter where marker is the specific marker for this protocol as
defined above in A.12.2.

A.12.4 DIDUpdate

A request of the DIDUpdate action on a differential-identity which uses this protocol shall include
DIDUpdateData parameter, where marker is the specific marker for this protocol as defined above in A.12.2.

A.12]5 DIDGet

The donfirmation to the DIDGet action involving a differential-identity which uses this authéentic

shall

nclude a DIDStructure parameter.

A.12]6 Authentication

This

authentication protocol is executed through consecutive requests of the DIDAu

CardApplicationStartSession action with the same connection handié“and differential-iden
authpnticationProtocolData parameters as defined below.

A.12.6.1 Prerequisite

The dient-application shall obtain the 8-byte DIV . I1CC prionio Step 1.

A.12.6.2 Procedure

(1)
()
©)
(4)

(%)

(6)

duthenticationProtocolData ::= empty OCTET STRING
RND. ICC = RNG (8 bytes)
duthenticationProtocolData ::= RND.ICC OCTET STRING

RND.IFD = RNG (8 bytes)

H.IFD = RNG (32 bytes)

d = RND.IFD ||/SNIIFD || RND.ICC || SN.ICC || K.IFD
Data = encryptionAlgorithm [K_enc] (S)

MAC =macAlgerithm [K_mac] (Data)

authenticationProtocolData ::= SEQUENCE {
Data OCTET STRING,
MAC OCTET STRING

y

htion protocol

henticate or
ity and with

MAC =?= macAlgorithm [K_mac] (Data)
' = encryptionAlgorithm™ [K_enc] (Data)
Recover RND. ICC and DIV.ICC from S' and compare with original.
Recover K. IFD from S'.
K.ICC =RNG (32 bytes)
S"=RND.ICC || DIV.ICC || RND.IFD || DIV.IFD || K.ICC
Data" = encryptionAlgorithm [K_enc] (S")
MAC" =macAlgorithm [K_mac] (Data")
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91


https://iecnorm.com/api/?name=7ad9cc266aa0e423a61f188ad471eeeb

ISO/IEC 24727-3:2008(E)

(7) authenticationProtocolData ::= SEQUENCE {
Data" OCTET STRING,
MAC" OCTET STRING

}
(8) Compute session keys and send sequence counter (Ssc) from key seed Kizp,rcc.

K_enc || K_mac || SSC = derivationAlgorithmSessionKeysAndCounters (K.ICC)
(9) result=(MAC" =?= macAlgorithm [K_mac] (Data") )
S"' = encryptionAlgorithm™ [K_enc] (Data")

Recover RND. IFD and DIV.IFD from S"' and compare with original.
Recover Kk.ICC from S"'.

C + L <l <l 4 L AW 4 l <l
omputg-sesstonkeys-and-send-sequence—counter(ScefromkeyseedE5 o

K_enc || K_mac || SSC = derivationAlgorithmSessionKeysAndCounters (K.ICG)

A.12.6.3 Impact on current state

Upon succesgful completion of this protocol, the authentication state of the named differential-identity sh
set to TRUE yithin the card-application, and a session will be started.

A.12.7 Encipher

A request of the Encipher action on a differential-identity which uses this protocol shall returp

API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.12.8 Decipher

A request of the Decipher action on a differential-identity “which uses this protocol shall returp

API_INAPPROPRIATE_PROTOCOIL_FOR_ACTION return code.

A.12.9 GetRandom

A request of the GetRandom action on a differgntial-identity which uses this protocol shall retuq
API_INAPPROPRIATE_PROTOCOL_FOR_ACTIONreturn code.

A.12.10 Hagh

A request of the Hash action on“-a differential-identity which uses this protocol shall retur
API_INAPPROPRIATE_PROTOCQLNFOR_ACTION return code.

A.12.11 Sign

A request o¢f the Sign—'action on a differential-identity which uses this protocol shall retur
API_INAPPROPRIATE_PROTOCOIL_FOR_ACTION return code.

A.12.12 VerifySignature

all be

N

N

the

the

the

the

the

A request of the VerifySignature action on a differential-identity which uses this protocol shall return the

API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.12.13 VerifyCertificate

A request of the VerifyCertificate action on a differential-identity which uses this protocol shall return the

API_INAPPROPRIATE_PROTOCOIL_FOR_ACTION return code.

A.12.14 CardApplicationEndSession

A request to this action after a differential-identity utilizing this protocol has been authenticated, shall set this

differential-identity authentication state to FALSE, and return the API_OK return code.
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A.13 Client-Application Asymmetric External Authenticate

This authentication protocol is used to establish an authenticated state of a differential-identity in a
card-application.

API GCl
Client- Part 3 Card-
App"caﬁon (ﬁw y Layer \ Appﬁcaﬁon
1
Get ‘ —>  EEE— |
Nonce Generate Nonce @

Sign Nonce |
with Private Key
_ Verify Signature
Send Signature  —————p| > Withf}lgubglic Key @

@ Y

| |eQ——————— Authentication |
State

Figure A.11 — Client-Application Asymmetric External Authenticate

A.13]1 Protocol Object Identifier

This protocol is identified by the"OID { iso (1) standard(0) is024727(24727) part3 (3| annex-a(0)
client-app-asymmetric-external-authenticatp(13) }.

A.13|2 Marker

A diff¢rential-identity' which uses this protocol has the following marker.

MarkprAPOI3 ::= SEQUENCE {
encryptionAlgorithm OBJECT IDENTIFIER,
hashAlgorithm OBJECT IDENTIFIER,
keySize INTEGER,
publicKeyMaterial OCTET STRING,
nonceSize INTEGER

A.13.3 DIDCreate
A request of the DIDCreate action intended to create a differential-identity for use with this authentication

protocol shall include a DIDUpdateData parameter where marker is the specific marker for this protocol as
defined above in A.13.2.
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A.13.4 DIDUpdate

A request of the DIDUpdate action involving a differential-identity which uses this authentication protocol shall
include a DIDUpdateData parameter, where marker is the specific marker for this protocol as defined above

in A.13.2.

A.13.5 DIDGet

The confirmation to the DIDGet action involving a differential-identity which uses this authentication protocol

shall include a DIDStructure parameter.
A.13.6 Authentication
This authentication protocol is executed through a single request of the DIDAuthenticate action with an
authenticationProtocolData parameter as defined below.
A request of|the CardApplicationStartSession action on a differential-identity which uses 'this protocol shall
return the AP[_ INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.
A.13.6.1 Prqgcedure
(1) authenticationProtocolData ::= empty OCTET STRING
(2) nonce =[RNG (nonceSize)
(3) authenticationProtocolData ::= nonce OCTET .STRING
(4) signatyre = encryptionAlgorithm [privateKey] (nonce)
(5) authenticationProtocolData ::= signature OCTET STRING
(6) messag¢ = encryptionAlgorithm™ [publicKey] (signature)
result F (message =7=nonce)
(7) authenticationProtocolDat@a :':= empty OCTET STRING
A.13.6.2 Impact on current state
Upon succespgful completion.of this protocol, if the value of result is TRUE, the authentication state pf the
named differgntial-identity-shall be set to TRUE within the card-application.
A.13.7 Encipher

outBuffer —encryptionatgorithmipubtickey(inBufter)

A.13.8 Deci

pher

A request of the Decipher action on a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.13.9 GetRandom

random = RNG (nonceSize)
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A.13.10 Hash

hash = hashAlgorithm (message)

A.13.11 Sign

A request of the Sign action on a differential-identity which uses this protocol shall
API_INAPPROPRIATE_PROTOCOIL_FOR_ACTION return code.

A.13.12 VerifySignature

messhge =7= encryptionAlgorithm [publicKey] (signature)
If TRUE, return API_OK, else return APTI_INVALID_SIGNATURE.

A.13{13 VerifyCertificate

Depending on certificateType,

hash|= hashAlgorithm (certificate without signature)

hash|=7?= encryptionAlgorithm [publicKey] (signature from cert¥ficate)
If TRUE, return API_OK, else return API_INVALID_SIGNATURE.

© ISO/IEC 2008 — All rights reserved
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A.14 Modular Extended Access Control Protocol (M-EAC)

The client application can initiate the execution of the protocol by calling Differential-ldentityAuthenticate with
a DIDName, which has the Mutual Authenticate with non traceability specified as authentication protocol.

This protocol is patterned after the “Privacy constrained device authentication with non traceability based on
ELC” described in prEN 14890-1 chapter 8.6.

API GCI
Client- Part 3 Card-
Application @ v Layer v Application
Retrieve public domain P return public domain :l @
parameters -t parameters
Assert user presense | o Verify user presence I @
Exchange of a chain of P Verification of a’chain of
certificates and public certificates and\public @
keys -t keys <

Generate
PuK.SAL.KA, @

PrK.SAL.KA <

Generate @
h=hash(PuK.SAL.KA) |

and send Select PUK.SAL. AUT
Keyld(PuK.SAL.AUT)|h

\
A

\i

Reguest
RNDICC

Generate
RND.ICC :I @

A

Form
S =[RND.ICC||
hash(PuK.SAL.KA)]

Compute signature > Verify signature ; |
[PrK.SAL.AUTI(S) o Yo

A

Request and verify > return ICCs
C.ICCAUT < authentication certificate
Compute
Generate

KsaLicc=PuK.ICC.KA *

PrK SAL KA < hash(PuK.SAL.KA)

Send . Compute P @
7| Ksauicc=PuK.SAL.KA* |%

KeyID(PrK.ICC.KA) || < PrKICC.KA

PuK.SAL.KA ) )

Generate K_ENC and Generate K_ENC and @
e [«1(13) cviac e

Figure A.12 — Modular Extended Access Control Protocol (M-EAC)
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A.14.1 Protocol Object Identifier

This authentication protocol is identified by the OIDs:

1. { iso(1l) standard(0) 1s024727(24727) part3(3) annex-a(0)
authentication-protocol (0) Modular-extended-access-control-protocol (14)

without-local-authentication (0) }

2. { iso(l) standard(0) iso024727(24727) part3(3) annex-a(0)
authentication- protocol (0) Modular-extended-access-control-protocol (14)
with-non-traceability (1) }
3. { iso(1l) standard(0) is024727(24727) part3(3) annex-a(0)
authenticati r'\h—r\?‘r'\i‘r‘\r‘r\'l (Q) Modular-extended-_accegss_control =Rrof col(14)
with-local-authentication(2)}
A.14{2 Marker
A diff¢rential-identity which uses this protocol has the following marker.
Mark¢rAP01l4 ::= SEQUENCE {
encryptionAlgorithm OBJECT IDENTIFIER,
hashAlgorithm OBJECT IDENTIFIER,
encryptionAlgorithmForSessionKey OBJECT IDENTIFIER,
macAlgorithmForSessionKey OBJECT IDENTIFIER,
K_enc OCTET STRING,
K_mac OCTET STRING,
derivationAlgorithiik) ‘enc OBJECT IDENTIFIER,
derivationAlgorithmK_mac OBJECT IDENTIFIER,
keySize INTEGER,
CHOICE {
SEQUENCE {
publicKeyMaterial JCTET STRING,
privateKey JCTET STRING
.
generateFlag NULL
X .
nonceSize INTEGER
}
A.14{3 DIDCreate
A request of the DIDCreate action intended to create a differential-identity for use with this @uthentication
protog¢ol shall in€lude a DIDUpdateData parameter where marker is the specific marker for this protocol as
defingd above\inA.14.2.
A.14/4°'DIDUpdate

A request of the DIDUpdate action on a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.14.5 DIDGet

The confirmation to the DIDGet action involving a differential-identity which uses this authentication protocol

shall i

nclude a DIDStructure parameter.

© ISO/IEC 2008 — All rights reserved
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A.14.6 Authentication

This authentication protocol is executed through a single request of the DIDAuthenticate action with an

authenticationProtocolData parameter as defined below.

A request of the CardApplicationStartSession action on a differential-identity which uses this protocol shall

return the APT_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.14.6.1 Procedure

(1) authenticationProtocolData ::= publicKeyMaterial

OCTET STRING

(2) Retrjeval of public domain parameters
(3) Confitional proof of user presence

--- Selection of verification key and certificate ---

(4) Verify Root CA public key and SAL’s CA certificate
verjfySiganture (PuK.RCA.AUT)
verjfyCertificate [PuK.RCA.AUT] (C_CV.CAga .CS_AUT)

Verify pignature of SAL CA authentication certificate’s public key and SAL's authentication certificate

ver]lfySiganture (PuK.CAga .CS_AUT)
verjfyCertificate [PuK.CAga .CS_AUT] (C_CV.SAL.AUT)

ICC stpres PuK.SAL.AUT in temporary location.
--- Authepticate SAL (external authentication) ---
(5) SALlgenerates key agreement key pair by random
PuK|SAL.KA = RNG (keySize)
PrK|SAL.KA = RNG (keySize)

(6) hash = hashAlgorithm (PuK.SAL.KA)
mespage = (keyId (PuK.SAL.AUT() || hash)

(7) RND|ICC = RNG (nonceSizey

(8) s [RND.ICC || hashAlgorithm (PuK.SAL.KA)]
signatyre = encryptionAdlgorithm [PrK.SAL.AUT] (S)

Verify pignature
digest ¥ encryptionAlgorithm [PuK.SAL.AUT] (signature)
recover RND. Icc(@nd compare with original

--- Authepticate! [CC (internal authentication) ---
(9) Verifyh €C’s authentication certificate

verifyCertificate [PuK.ICC.KA] (C.ICC.AUT)

(10) SAL computes key agreement key
Ksauicc = [PuK.ICC.KA * PrK.SAL.KA]
message = (keyId(PrK.ICC.KA) || PuK.SAL.KA)

(11) ICC computes key agreement key
hash =?= hashAlgorithm (PuK.SAL.KA)
KicoisaL = [PUK.SAL.KA * PrK.ICC.KA]

(12) ICC generates session keys for encryption and MAC calculation

K_enc =derivationAlgorithmK_enc ()
K_mac =derivationAlgorithmK_mac ()
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(13) SAL generates session keys for encryption and MAC calculation

K_enc =derivationAlgorithmK_enc ()
K_mac =derivationAlgorithmK_mac ()

--- Establish secure session ---
(14) authenticationProtocolbData ::= result BOOLEAN as OCTET STRING

}

A.14.6.2 Impact on current state

outBjy
outBjy

A.14

outBjy
outBjy

A.14

rand

A.14

hash

A.14

sign

A.14

mess

If TRU

A.14

d within the card-application.

7 Encipher

L ffer = encryptionAlgorithm [privateKey] (inBuffer)
L ffer =encryptionAlgorithmForSessionKey [K_enc] (inBuffer)

8 Decipher

L ffer = encryptionAlgorithm [publicKey] (inBuffer)
| ffer =encryptionAlgorithmForSessionKey  [K_enc]({nBuffer)

9 GetRandom

m = RNG (nonceSize)

10 Hash

= hashAlgorithm (message)

11 Sign

hture = encryptionAl§orithm [privateKey] (message)

12 VerifySignature

hge =7= encryptionAlgorithm [publicKey] (signature)
E, return XPI" OK, else return API_INVALID_SIGNATURE.

13 VerifyCertificate

ISO/IEC 24727-3:2008(E)

dentity is not

Depe
hash
hash

|d;| |y UTl bci‘t;ﬁbatc Typc,
= hashAlgorithm (certificate without signature)
=?= encryptionAlgorithm [publicKey] (signature from certificate)

If TRUE, return API_OX, else return API_INVALID_ SIGNATURE.
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A.15 Key Transport with mutual authentication based on RSA

The client application can initiate the execution of the protocol by calling Differential-ldentityAuthenticate with
a DIDName, which has the Key Transport with Mutual Authentication based on RSA specified as
authentication protocol.

This protocol is patterned after the “Key transport protocol based on RSA” described in prEN 14890-1
chapter 8.4.

API GCI
Client- Part3 Carda-
Application @ v Layer \ Application
Retrieve public domain - return public domain :l @
parameters - parameters
Assert user presense | T Verify user presence I @
Exchange of a chain of P Verification of a«chain of
certificates and public certificates and\ptblic @
keys - keys <
Generate
PuK.SAL.KA, @
PrK.SAL.KA <

Generate @
h=hash(PuK.SAL.KA) |4

and send Select PUK.SAL. AUT
Keyld(PuK.SAL.AUT)||h

Y
A

Y

Request
RNDJICC

Generate
eme (@

A

Form
S =[RND.ICC||
hash(PuK.SAL.KA)]

Compute signature » Verify signature ; |
[PrK.SAL.AUTI(S) o Yo

A

Request and verify > return ICCs
C.ICCAUT - authentication certificate
Compute
Generate

KsaLicc=PuK.ICC.KA *

PrK SAL KA < hash(PuK.SAL.KA)

Send - Compute @
"1 Ksaico=PuK.SAL.KA* |

KeyID(PrKICC.KA) || | PrKICC.KA

PuK.SAL.KA T

Generate K_ENC and Generate K_ENC and @
™ [0 | e [

Figure A.13 — Key Transport with mutual authentication based on RSA
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A.15.1 Protocol Object Identifier

ISO/IEC 24727-3:2008(E)

This authentication protocol is identified by the OID { iso (1) standard(0) 1s024727(24727) part3(3)

annex-a(0)

key-transport-with-mutual-authentication(15) }.

A.15.2 Marker

A differential-identity which uses this protocol has the following marker.

MarkerAP01l5 ::= SEQUENCE {
encryptionAlgorithm OBJECT IDENTIFIER,
hashAlgorithm OBJECT IDENTIFIER,
keySize INTEGER,
CHOICE {
SEQUENCE {
publicKey  OCTET ,STRING,
privateKey OCEET STRING
1,
generateFlag NULL
1,
nonceSize INTEGER
}
A.15]3 DIDCreate

A request of the DIDCreate action intended to create.a"differential-identity for use with this authentication

proto
defingd above in A.15.2.

A.15/4 DIDUpdate

ol shall include a DIDUpdateData parametefiwhere marker is the specific marker for th

s protocol as

A request of the DIDUpdate action.©n a differential-identity which uses this protocol shall return the

API_INAPPROPRIATE_PROTOCOL_EOR_ACTION return code.

A.15]5 DIDGet

The gonfirmation to the( DIDGet action involving a differential-identity which uses this authentic

shall include a DIDStxucture parameter.

A.15/6 Authentication

This
authenticationProtocolData parameter as defined below

buthentication protocol is executed through a single request of the DIDAuthenticate a

ption protocol

ction with an

A request of the CardApplicationStartSession action on a differential-identity which uses this protocol shall
return the APTI_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.15.6.1 Procedure

(1) authenticationProtocolData ::=

empty OCTET STRING

(2) Multi-stage verification of public keys and certificates of SAL

(2.1) Verify CA’s certificate with root CA’s public key
verifyCertificate [PuK.RCA.AUT]

© ISO/IEC 2008 — All rights reserved
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On verification success, the ICC stores the PuKk.Caga .CS_AUT contained in the certificate.

(2.2) Verify SAL’s authentication certificate
verifyCertificate [PuK.CAga .CS_AUT] (C_CV.SAL.AUT)
On verification success, the ICC stores the puk.SAL.AUT contained in the certificate in a temporary location.

(3) Multi-stage verification of public keys and certificates of ICC
SAL retrieves from ICC:
ICC’s CA certificate c.ca.auT containing CA’s public key PuK.CAcc.CS_AUT.
ICC'’s certificate c.1cCc.aUT containing ICC’s public key Puk. I1cC.AUT used for authentication.

verify(

On verificatio

brtificate [PuK.CAc.CS_AUT] (C.ICC.AUT)

h success, the SAL stores the puk . I1cC.AUT contained in the certificate temporarily!

(4) ICC to sglect private authentication key prk.ICC.AUT

(5) ICCto'S

--- Authenticq

(6) SAL gen
SN.SAL
RND. SAL
challen

(7)

Kicc = 1Q

AL's public key Puk. saL.auT for encryption

te ICC ---

brates and sends

= serial number of SAL
RNG (nonceSize)
(RND.SAL || SN.SAL)

(8 LSB)

ge

ICC gengrates a signature and responds

C’s key token information

signatyre = encryptionAlgorithm [PrK.ICC.AUT]«challenge || Kic)
responde = encryptionAlgorithm [PuK.ICC.AUT]{signature)
(8) SAL verifies signature contained in ICC’s response
signatyre = encryptionAlgorithm [PrK.IEC.AUT] (response)
result |=?= encryptionAlgorithm [PuK.ICC.AUT] (signature)
--- Authenticgte SAL ---
(9) SAL genprates signature to be verified by ICC
KsaL = SAL’s key token information
SN.ICC |= serial number of ICC. (8 LSB)
RND.ICJ = RNG (nonceSize)
(10)s = (RND.ICC || SN.ZICC)
signatyre = encryptitonAlgorithm [PrK.SAL.AUT] (Ksa. || S)
challerlge = encryptionAlgorithm [PuK.ICC.AUT] (signature)

(11) ICC verif

ies thatKsy, is different from k,cc and verifies challenge sent by SAL

KsaL =74 Kicg
signature—eneryptionhtgori-thmPrk—Fec AR HHehatternge)
result = encryptionAlgorithm [PuK.SAL.AUT] (signature)

(12) authenticationProtocolData ::

}

result BOOLEAN as OCTET STRING

A.15.6.2 Impact on current state

Upon successful completion of this protocol, the authentication state of the named differential-identity is not

affected within the card-application.
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A.15.7 Encipher

outBuffer = encryptionAlgorithm [privateKey] (inBuffer)

A.15.8 Decipher

outBuffer =encryptionAlgorithm [publicKey] (inBuffer)

A.15.9 GetRandom

random = RNG (nonceSize)

A.15]10 Hash

hash|=hashAlgorithm (message)

A.15/11 Sign

signature = encryptionAlgorithm [privateKey] (message)

A.15]12 VerifySignature

message =?= encryptionAlgorithm [publicKey] (signatuke)
If TRUE, return API_OK, else return APT_INVALID_SIGNATURE.

A.15/13 VerifyCertificate

Depepding on certificateType,

hash|=hashAlgorithm (certificate without signature)

hash|=?= encryptionAlgorithm [publigKey] (signature from certificate)
If TRYE, return API_OK, else return API_INVALID_SIGNATURE.
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A.16 Age Attainment

The purpose of this protocol is to allow a cardholder to prove that he/she has attained a specific age, without

releasing the cardholder's date of birth.

Some smart card implementations may store the cardholder date of birth. Often the date of birth is considered
confidential yet there are situations where the cardholder has to prove that they have attained a specific age
e.g. in order to access services that have age restrictions placed upon them. This authentication protocol is
designed to indicate whether a card holder has attained a certain age without the actual date of birth being

released.
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the input datg is equal to or more recent than the date of birth.

The value of the date of birth shall never be released by this authentication protocol.

API GClI
Client-Application Part 3 Layer

A==

l Card-Application

©

Get Marker

A

"o ouUy

Send Marker —P

A

Test attempt counter

Compare marker to the
referenced date of birth

Adjust attempt counter

@ Return Status Return status

Figure A.14 — Age Attainment

A.16.1 Protpcol Objectidentifier

This authenti¢ation protocol is identified by the OID { iso (1) standard(0) iso024727(24727)

annex-a(0) age-attainment (16)

o

ra

A.16.2 Marker

A differential-identity which uses this protocol shall have the following marker.

MarkerAP0l6 ::= SEQUENCE {

dateOfBirthReference DSIReference,
attainedDate OCTET STRING

rt3(3)
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Where dateofBirthReference shall reference a date stored within the card-application. The structure of
the reference is defined as follows:

DSIReference ::= SEQUENCE ({
alD APPLICATION IDENTIFIER,
dataSetName DataSetName,
dSIName DSIName

}

The attainedDate and the date of birth stored in the DSI referenced by dateOfBirthReference shall be
of the yyyymmdd format.

A.16

A req

include a DIDUpdateData parameter where marker is the specific marker for thisyprotocol as ¢

in A.1

A.16

A request of the DIDUpdate action on a differential-identity which\ uses this authentication
include a DIDUpdateData parameter, where marker is the specific-marker for this protocol as ¢

in A.1

A.16

The donfirmation to the DIDGet action involving a différential-identity which uses this authentic

shall

A.16

This
auth

A request of the CardApplicationStartSession action on a differential-identity which uses this
returr] the API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.16.

(1) aythenticationProtocolData ::= attainedDate OCTET STRING

The gttalinédbDate shall be formatted in the yyyymmdd format as shall be the date of birth refe

date

3 DIDCreate
Liest of the DIDCreate action involving a differential-identity which uses this authentication

6.2.

4 DIDUpdate

6.2.

5 DIDGet

nclude a DIDStructure parameter.

6 Authentication

protocol shall
efined above

protocol shall
efined above

htion protocol

uthentication protocol shall be éxecuted through a single request of the DIDAuthenticate action with an

nticationProtocolData parameter as defined below.

5.1 Procedure

DEBirthReference.

brotocol shall

renced in the

(2) Ensure that the authentication state has not been set, as only one authentication attempt shall be
permitted for each session.

Compare the attainedDate to the date stored in the DSI reference in the dateOfBirthReference
field.

If the attainedDate is equal or more recent than the date of birth, return success. Otherwise, return
failure.

(3) Return status.

© 180/
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A.16.6.2 Impact on current state

Upon completion of this authentication protocol, either successful or unsuccessful, the authentication state of
the differential-identity shall be set to “true”. This shall indicate that age attainment authentication has

occurred and

A.16.7 Enci

A request on

can not be repeated for this session.

pher

a differential-identity which uses this protocol shall return the

API_INAPPROPRIATE_FOR_ACTION return code.

A.16.8 Deci

A request on
API_INAPPR

A.16.9 GetR

A request on
API_INAPPR

pher

a differential-identity which uses this protocol shall return the
OPRIATE_FOR_ACTION return code.

Random

a differential-identity which uses this protocol shall return the
OPRIATE_FOR_ACTION return code.

A.16.10 Hagh

A request on
API_INAPPR

A.16.11 Sig

A request on
API_INAPPR

A.16.12 Ve

A request on
API_INAPPH

A.16.13 Ve

A request on
API_INAPPH

a differential-identity which uses this protocol shall retufn the
OPRIATE_FOR_ACTION return code.

n

a differential-identity which uses this protocol shall return the
OPRIATE_FOR_ACTION return code.

rifySignature

a differential-identity which'uses this protocol shall return the
OPRIATE_FOR_ACTION return code.

rifyCertificate

a differential-identity which uses this protocol shall return the
OPRIATENFOR_ACTION return code.
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A.17 Asymmetric Session Key Establishment

This protocol establishes symmetric session keys by facilitation asymmetric cryptography to transport the
off-card generated session keys to the card.

An optional mechanism to either store a static asymmetric key pair (including a digital certificate) or an
ephemeral asymmetric key pair provides flexibility for the issuance authority to leverage session key
establishmet with or without asymmetric card authentications.

In the case of a static key pair and digital certificate, the client-application may verify the card authenticity.

API
Part 3 Layer

(off-card) Card-Application

Client-Application

0 O

Conditionally generate

Get Marker ephemeral key pair or
facilitate existing key
pair.
Generate session key < Return Marker

and encrypt with card
public key. @
Send encrypted
session‘key

Decrypt session key.

Store session key for @

consequent secure
messaging.

MAC the return status
using the session key.

Return status and its
MAC representation.

A

Verify the returned
e 0
G Return status.

Figure A.15 — Asymmetric Session Key Establishment

A.17.1 Protocol Object Identifier

This protocol is identified by the OID { iso (1) standard(0) iso02747(24727) part3(3) annex-a(0)
asymmetric-session-key-establishment (17) }
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A.17.2 Marker

A differential-identity which uses this protocol has the following marker.
MarkerAPQ017 = SEQUENCE {
encryptionAlgorithm OBJECT IDENTIFIER,
keySize INTEGER,
keyTransportProtectionType INTEGER,
privateTransKeyReference DIDReference
CHOICE {
SEQUENCE {
pJ’.J‘.Vd.LSl\S_y ULITLELLD ST RING,
publicKeyMaterial OCTET STRING
} I
SEQUENCE {
privateKeyReference DIDReference,
publicKeyReference DIDReference
} r
generateFlag BOOLEAN
} I
sessionMACAlgorithm OBJECT IDENTIEIER,
sessionENCAlgorithm OBJECT IDENTWIFIER
}
The keyTramsportProtectionType shall indicate whether the pfivate key is transmitted in clear text (0)
or encrypted|(1). The publicKeyMaterial can be either a pdblic key or a digital certificate containing a
public key. Each of the parameters privateKeyReferendée, publicKeyMaterialReferencq and
privateTrgnsKeyReference reference a cryptographicckey. The structure of the reference is as defined
below:
DIDReference = SEQUENCE {
scope DIDScope,
dIDName DIDName
}
A.17.3 DIDCreate
A request of|the DIDCreate action intended to create a differential-identity for use with this protocol shall
include a DINUpdateData parameter where marker is the specific marker for this protocol as defined above
in A.17.2.
In the case where a private\and public key pair is generated outside of the client-application and the grivate
key is to be|transportédconfidentially between the client-application and the card-application during the
DIDCreate agtion (i.e.the keyTransportProtectionType is setto (1), “encrypted”), the following agply:

the privare key shall be packaged using the secure transport syntax (ref A.17.15) format

an existing private key shall be referenced in the privateTransKeyReference parameter

the secure transport syntax (ref A.17.15) package

syntax (ref A.17.15) package to extract the private key for storage in the DID.

the corresponding public key to the privateTransKeyReference shall be used during the creation of

the card-application implementation of this authentication protocol shall process the secure transport

If the generateFlag is set to TRUE, then the public and private key shall be generated on each
DIDAuthenticate action.
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If the keyTransportProtectionType is set to encrypted (1), then the private key must be a reference to
an existing key (differential-identity) available to the client-application.

AA17.

4 DIDUpdate

A request of the DIDUpdate action involving a differential-identity which uses this authentication protocol shall
include a DIDUpdateData parameter, where marker is the specific marker for this protocol as defined above

in A1

7.2.

The fields of the marker structure are interpreted exactly as described for the DIDCreate action, above.

A7

A corf
dids

For th

publid
refere

A7

This
auth

A red
API_|

AA17.

(0) ay

wherg
value

—
—

5 DIDGet

firmation to the DIDGet action involving a differential-identity which uses this protocol s
L ructure parameter.

is specific protocol, if the generateFlag is set to TRUE then no public Key'material or

key material shall be returned. If the generateFlag is not set, then thé)asymmetric key p
nced, and the publicKeyMaterial shall be returned

6 Authentication

protocol is executed through a single request of the CardApplicationStartSession action
bnticationProtocolData parameter as defined below.

uest of the DIDAuthentication action on a differéntial-identity which uses this protoco
NAPPROPRIATE_PROTOCOL_FOR_ACTION-return code.

5.1 Procedure
thenticationProtocoldata :s=7SEQUENCE ({
centVerificationProcess INTEGER,
crlAddress OCTET STRING OPTIONA
ocspAddress OCTET STRING OPTIONA
the certVerifcationProcess parameter is an indicator consisting of a bit-mask derived from

D) No verifieation

) Verifysignature

nall include a

eference to a
air is static or

ith an empty

shall return

L,
L

the following

—

P)\Verify expiry date

— (4) Check CRL

— (8) Check OCSP responder

i.e. a verification that requires signature verification (1), expiry date verification (2), and the consultation of a
OCSP responder (8) would constitute a bit-mask of 11 (1 + 2 + 8).

(1) The SAL shall request the Asymmetric Session Key Establishment marker.

© 180/
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(2) If the DID
public key

marker generateFlag is set to TRUE, an asymmetric key pair shall be generated and the
shall be returned in the marker.

If the DID marker generateFlag is not set, the static publicKeyMaterial, which may be either an
asymmetric public key or a digital certificate, shall be returned in the marker.

(3) The SAL may optionally verify the digital certificate if supplied, in accordance with the
certVerificationProcess indicator.
The SAL shall generate a symmetric session key which shall be encrypted with the public key contained in

the DID m
certificate,

session

}

If the marl
encrypt
else if the

encrypt
session

The SAL s

(4) The card-
keys for s

session

MAC the §tatus code

macData
The card-

(5) The SAL

A.17.6.2 Impact oncurrent state

— 2 e tlora
-s-es-sa.—e-ﬁﬂa—e-A—]rg et

arker (i.e. either the public key directly if supplied, or the public key contained in the digital
if supplied).

L)
7
sessionEncAlgorithm()
Keys ::= SEQUENCE {
K_Mac OCTET STRING,
K_Enc OCTET STRING
er returned contains the public key then
bdData = encryptionAlgorithm(publicKey, sessionkKeys)
marker returned contains the digital certificate

bdData = encryptionAlgorithm(digitalCertificate (publicKey),
Keys)

hall return the encrypted session keys.

bpplication decrypts the encrypted sessionikeys using the private key and stores the sessio
Ibsequent ISO/IEC 24727 secure messaging.

Keys = encryptionAlgorithm ™ (privateKey, encryptedData)

= macAlgorithm (K ‘Mac, statusCode)
bpplication shall return a status code as well as the macData.

erifies the returned macData to establish the authenticity of the referenced private key.

amed

Upon succe

ssful__completion _of this authentication protocol, the authentication state of the n

differential-identity shall be set to TRUE within the card-application.

A.17.7 Encipher

A request action on a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.17.8 Decipher

A request action on a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

110

© ISO/IEC 2008 — Al rights reserved


https://iecnorm.com/api/?name=7ad9cc266aa0e423a61f188ad471eeeb

ISO/IEC 24727-3:2008(E)

A.17.9 GetRandom

A request action on a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.17.10 Hash

A request action on a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.17.11_Sign

A reqliest action on a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.17)12 VerifySignature

A reqliest action on a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.17{13 VerifyCertificate

A reqliest action on a differential-identity which uses this protocolshall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.17)14 CardApplicationEndSession

A reqgpest to this action after a differential-identity Utilizing this protocol has been authenticated,| shall set this
differ¢ntial-identity authentication state to FALSEyand return the API_OK return code.

A.17)15 Secure Transport Syntax

Note:|This syntax is an adaptation of PKCS#7 envelopedData content type — RFC 2315.

A.17.15.1 Transport package definition

ContentInfo ,~3= SEQUENCE ({
contentType ContentType,
content EnvelopedData
}
ContentType ::= OBJECT IDENTIFIER
EnvelopeDataVersion ::= INTEGER (0)
CexrtificateCSerialNumber P— INTECER
KeyEncryptionAlgorithmIdentifier ::= AlgorithmIdentifier
ContentEncryptionAlgorithmIdentifier ::= AlgorithmIdentifier
AlgorithmIdentifier ::= SEQUENCE {
algorithm OBJECT IDENTIFIER,
parameters ANY DEFINED BY algorithm OPTIONAL
}
EnvelopedData ::= SEQUENCE ({
version EnvelopeDataVersion,
recipientInfos RecipientInfos,

encryptedContentInfo EncryptedContentInfo
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RecipientInfos ::= SET OF RecipientInfo
RecipientInfo ::= SEQUENCE {
version EnvelopeDataVersion,
issuerAndSerialNumber IssuerAndSerialNumber,
keyEncryptionAlgorithm KeyEncryptionAlgorithmIdentifier,
encryptedKey EncryptedKey
}
IssuerAndSerialNumber ::= SEQUENCE ({
issuer Name,
serialNumber CertificateSerialNumber
}
EncriyptedKey ::= OCTET STRING
EncrlyptedContentInfo ::= SEQUENCE ({
gontentType ContentType,
dontentEncryptionAlgorithm ContentEncryptionAlgorithmIdentifier,
dgncryptedContent [0] IMPLICIT EncryptedContent, OPTIONAL
}
EncrliyptedContent ::= OCTET STRING

A.17.15.2 Descriptions

ContentInfo — contentType: indicates the type of content. This doeument defines one content type of
envelopedData that shall have an object identifier of OID { iso(1) standard(0) is02747(24727) part3(3
annex-a(0) asymmetric-session-key-establishment(17) envelopedData (1)}.

Contentlnfo — content: the content to be transmitted<lnrthis case it shall be the envelopedData.

EnvelopedData — EnvelopeDataVersion: is the;syntax version number. It shall be 0 for this version of|the
enveloped data format.

4

EnvelopedData — recipientinfos: is a collection of per-recipient information. There must be at least on
element in the collection.

EnvelopedData — encryptedContentinfo: is the encrypted content information.
Recipientinfo — version.is the syntax version number. It shall be 0 for this version of the document.

Recipientinfo — issuefAndSerialNumber specifies the recipient's certificate (and thereby the recipient's
distinguishedmame and public key) by issuer distinguished name and issuer-specific serial number.

Recipientlnfo — keyEncryptionAlgorithm: identifies the key-encryption algorithm (and any associated
parameters) under which the content-encryption key is encrypted with the recipient's public key.

public key.
EncryptedContentinfo — contentType: indicates the type of content. This document defines one content

type of envelopedData that shall have an object identifier of OID { iso(1) standard(0) is02747(24727)
part3(3) annex-a(0) asymmetric-session-key-establishment(17) envelopedData (1) }.

EncryptedContentinfo — contentEncryptionAlgorithm: identifies the content-encryption algorithm (and any
associated parameters) under which the content is encrypted.

EncryptedContentinfo — encryptedContent: is the result of encrypting the content.
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A.17.15.3 Package Construction Process

A content-encryption key for a particular content-encryption algorithm is generated at random.
Encrypt the content encryption key with the recipient (i.e. client-application) public key.

Collate the encrypted content encryption key and other receipient specific information into the Recipientinfo
value.

Encrypt the content with the encryption key (apply padding if required).

Collate the Recipientinfo values with the encrypted content into an EnvelopedData value.

A.17.15.4 Package Interpretation Process

Decrypt the encrypted content encryption key with the recipients (i.e. smartcard) private key.

Decrypt the encrypted content with the recovered content encryption key.
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A.18 Secure PIN Compare

This authentication protocol utilizes secure transport syntax (ref A.17.14) to securely and anonymously
transmit the PIN. The card-application shall extract the PIN from the secure transport syntax (ref A.17.14)
package and compares it with a value stored in the marker of a differential-identity.

The attemptsCounter value in this authentication protocol shall be updatable in order to facilitate the locking of
the authentication protocol (i.e. set attemptsCounter to maxAttempts).

API
. — ' Part 3 Layer -
CllentIAppllcatlon l (off card) Card-Application
O ..
O Get Marker —» Conditionally ‘generate
ephemeral\key pair or 5
facilitate existing key
pair.
4—‘
Return Marker Return Marker
Append thhe nonce from €]
the markpr to the PIN.
Packape PIN and
appendgd nonce in
Securg Transport
Syntax format.
Send Sedure Transport
Syntak package. >
Send Secure Trahsport
Syntax package. > Test attempt counter
Un-package

markerTemplate .

Retrieve and decrypt
PIN and appended
nonce from the Secure

Transport Syntax
package 4

Compare marker to the
marker template .

Adjust attempt counter

Generate and update
norice

Set authentication state

and return status.
Return status

A

Figure A.16 — Secure PIN Compare
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A.18.1 Protocol Object Identifier

This protocol is identified by the OID { iso (1) standard(0) is024727(24727) part3(3) annex-a(0)
secure-pin-compare(18) }

A.18.2 Marker

A differential-identity which uses this protocol has the following marker:

markerAP018 ::= SEQUENCE {
minDataLength INTEGER,
maxDataLength INTEGER,
paddingCharacter OCTET STRING,
markerTemplate OCTET STRING,
maxAttempts INTEGER,
attemptsCounter INTEGER,
encryptionAlgorithm OBJECT 4AIDENTIFIER,
keySize INTEGER,
keyTransportProtectionType INTEGER,
nonceSize INTEGER,
nonce INTEGER,
CHOICE {
SEQUENCE {
privateKey OCTET STRING,
publicKeyMaterial OCTET STRING
T,
SEQUENCE {

privateKeyReference DIDReference,
publicKeyMaterialReference DIDReflerence

} 4
generateFlag NULL

The KeyTransportProtectionType shall indicate whether the markerTemplate is transmitted in clear
text(0)) or encrypted(1) during the:DIDCreate or DIDUpdate action.

The |privateKeyReference and publicKeyMaterialReference parameters shall |reference a
cryptggraphic key known-through a differential-identity. The structure of the reference is defined helow:

DIDREference ::=\_SEQUENCE {

scope DIDScope,
dIDName DIDName

}

A.18]3 DIDCreate

A request of the DIDUpdate action involving a differential-identity which uses this authentication protocol shall
include a DIDUpdateData parameter where marker is the specific marker for this protocol as defined above
in A.18.2.

In the case where the markerTemplate is to be transported confidentially between the client-application and
card-application during the DIDCreate action (i.e. the keyTransportProtectionType is set to “encrypted”),
the following apply:

— The markerTemplate shall be packaged using the secure transport syntax (ref A.17.14) format;

— A static private and public key shall be referenced in the privateKeyReference parameter and the
publicKeyMaterialReference respectively;
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secure tr.

syntax (r

ansport syntax (ref A.17.14) package.

ef A.17.14) package to extract the markerTemplate for storage in the DID.

The public key referenced by publicKeyMaterialReference shall be used during the creation of the

The card-application implementation of this authentication protocol shall process the secure transport

In the case where the generateFlag is set to “true” the markerTemplate shall not be transported

confidentially

and no secure packaging is required during the DIDCreate action.

A.18.4 DIDUpdate

A request of the DIDUpdate action involving a differential-identity which uses this authentication protagg

include a DI
in A.18.2. Th
above.

The attemp
this authentic

A.18.5 DID(

A request ¢
DIDStructy

A.18.6 Auth

This authenti
which returns
with an auth

A request of
return the AP|

A.18.6.1 Prg
(1) Request t

(2) If the DID
card-appli
if the DID
card-appli
The mark

UpdateData parameter, where marker is the specific marker for this protocol as defined
e fields of the marker structure are interpreted exactly as described for the DIDCreate 3

FsCounter counter may be set to maxaAttempts to disable a differential<identity which U
ption protocol.

et

f the DIDGet action on a differential-identity which uses) this protocol shall inclu
re parameter.

entication

cation protocol shall be executed through twoirequests. The first request is the DIDGet
the marker containing the required public key. The second request is the DIDAuthenticate
enticationProtocolData parameter as.defined below.

the CardApplicationStartSession() agtion on a differential-identity which uses this protoco
_INAPPROPRIATE_PROTOCOQL "FOR_ACTION return code.

cedure
D retrieve the marker that contains the public key.

marker generateFlag is set to TRUE, an asymmetric key pair shall be generated by the
cation for the eurrent session.

marker geperateFlag is set to FALSE, the referenced key pair shall be utilized by the
cation forthe current session.

shall
hbove
ction,

tilizes

de

bction
Action

shall

br including the public key material and current nonce shall be returned to the client-application.

(3) Verify that

the’at temptsCounter is less than the maxAttempts. The client-application shall generate a

symmetric key and package the PIN appended with the nonce using the generated symmetric key and the

card-appli

cation supplied public key as specified by the secure transport syntax defined in A.17.14.

The markerTemplate, with the contained secure transport syntax (ref. A.17.14) package, is returned to

the card-a

authenticationProtocolData ::

General

pplication.

syntax)

ContentInfo(secure transport syntax A.17.14,

7.

(4) If the value of attemptsCounter is greater or equal to the value of maxAttempts, this request shall
proceed with step #5.
The card-application unwraps the secure transport syntax (ref. A.17.14) template using the privateKey
to decrypt the encryptedKey contained in the ContentInfo of the secure transport syntax template.
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The encryptedKey in conjunction with other ContentInfo is used to decrypt the PIN and the appended
nonce.

result = (decryptedPIN =?= markerTemplate)

The PIN and appended nonce comparison is bit-by-bit.

If resultis TRUE, attemptsCounter is reset to zero. Otherwise, attemptsCounter is incremented.

Generate and store the new nonce.

RAOL falt

ng

(5) au

A.18.

Upon
set to

A.18

A req
APL_I

A.18

A req
APL_I

A.18

Areq
API_I

A.18

Areq
API_I

A.18

AY
A=A TA2T] oL e

thenticationProtocolData ::= SEQUENCE {
maxAttempts INTEGER OPT
attemptsCounter INTEGER OPT
}

5.2 Impact on current state

successful completion of this protocol, the authentication state of\the’named differential-id
the value of result within the card-application.

7 Encipher

est action on a differential-identity which uses this pretocol shall return the
NAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

8 Decipher

est action on a differential-identity whichiuses this protocol shall return the
NAPPROPRIATE_PROTOCOL_FORACTION return code.

9 GetRandom

hest action on a differential-identity which uses this protocol shall return the
NAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

10 Hash

hest action on-a-differential-identity which uses this protocol shall return the
NAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

11, Sign

IONAL,
IONAL

entity shall be

laal

A req
APL_I

4 'H LEE il ool 4.4 | NN tlos 4 1 1 4 +lo
U ST alliumuIiT a urnmCiTiiuar=TucTITuty - wWiniCl T USTo UiS PTuUtluLUT STTAaim TClan T unTe

NAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.18.12 VerifySignature

A request action on a differential-identity which uses this protocol shall return the

API_|

NAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.18.13 VerifyCertificate

A request action on a differential-identity which uses this protocol shall return the

API_|
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A.19 EC Key Agreement with Card-Application Authentication

This authentication protocol is an card-application internal authentication protocol and key agreement using
EC cryptography. The initator generates an empemeral key pair but has not static key pair; the responder has
only a static key pair. This protocol is used to establish authentication (SKmac) and encryption (SKenc)
session keys for further secure messaging between the ISO/IEC 24727-3 layer and the card-application.

Client- API GCl  card-
Application Part 3 Layer Application
(1) \ \
Retrieve Marker Return Marker and
and iccCert < iccCert @
v

Validate iccCert
Extract iccld and
icc pub.key (Qcc)

From domain @

params D
generate key pair
(dw; Qn)
) » Generate iccNonce
Segﬁglg:tld compute secret Z

conv. Z to byte string

compute @
SKmacHSKenc

compute MacTag
zeroize Z, ret
MacTag

receive MacTag
and iccNonee

v

compute secret Z
corlv) Z to byte
string

compute

SKadl|SKenc @
zeroize Z’
compute MacTag’

@ compare MacTag’
with MacTag

A

Figure’A.17 — EC Key Agreement with Card-Application Authentication

A.19.1 Protpcol Object Identifier

This protocol is identified by the OID { iso(1) standard(0) i1s024727(24727) part3(3) annex-a(0)
ec-key-agreement-with-card-application-authentication(19) }
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A differential-identity which uses this protocol has the following marker:

MarkerAP01l9 ::= SEQUENCE {
domainParameters

OBJECT IDENTIFIER,

keyEstablishmentAlgorithm OBJECT IDENTIFIER,

kDFHashAlgorithm
sessionMacAlgorithm
sessionEncAlgorithm

OBJECT IDENTIFIER,
OBJECT IDENTIFIER,
OBJECT IDENTIFIER,

nonceSize INTEGER,
CHOFER—
SEQUENCE {
iccPublicKey OCTET S$TRING,
iccPrivateKey OCTET" STRING

} ’
}

iccIdentifier
iccCert

A.19]/3 DIDCreate

genKeyPairFlag NULL

OCTET STRING,
OCTET/STRING

A request of the DIDCreate action intended to create addifferential-identity for use with this protocol shall
include a DIDUpdateData parameter where marker is‘the specific marker for this protocol as defined above

in A.19.2.

A.19/4 DIDUpdate

A request of the DIDUpdate action involving a differential-identity which uses this protocol shall include a
DIDUpdateData parameter where marker is the specific marker for this protocol as defined abpve in A.19.2.

A.19]5 DIDGet

A corfirmation to the DIDGet-action involving a differential-identity which uses this protocol shall include a

DIDSkructure parameter;

A.19/6 Authentication

This protocol\is executed through a simple request of the CardApplicationStartSession ag¢tion with an

authpnticationProtocolData parameter as defined below.

A.19.67tProcedure

(1) authenticationProtocolData ::= clientIdentifier OCTET STRING

(2) Validate icccert. Generate ephemeral key pair (dy;Qy) from domain parameters D. Verify that Qy is valid

for Domain Parameters D.

(3) iccNonce = RNG (nonceSize)
Z = keyEstablishmentAlgorithm (dcc; Q)

Convert z to a byte string using field-element-to-byte-string.
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Compute session keys using the derivation function:

SKuac || SKenc = KDF (Z, keyDatalen, otherInfo)

Where:

otherInfo ::= SEQUENCE {
sessionMacAlgorithm OBJECT IDENTIFIER,
sessionEncAlgorithm OBJECT IDENTIFIER,
clientIdentifier OCTET STRING,
iccIdentifier OCTET STRING,
iccNonce OCTET STRING

}

keyDatal.en = algoKeyLengthInBits (seesionMacAlgorithm) +
algoKeyLengthInBits (sessionEncAlgorithm)
N = keyDbataLen / (hashLengthInBits (kDFHashAlgorithm))

DerivedKeyingMaterial = kDFHashAlgorithm(0x00000001 || Z || othérnfo) ||
kDFHashAlgorithm (0x00000002 || Z || etherInfo) ||
kDFHashAlgorithm( (0x00000000 + N) || Z || otherInfp)

KDF is the¢ (keyDataLen) left-most bits from DerivedkeyingMaterial.
The coordinates of Qy are converted from field elements to byte strings*Q}'

MacData|= "KC_1_V" || iccIdentifier || clientIdeémtifier || NULL || Q'
MacTag F# sessionMacAlgorithm(SK,.., MacData)

(4) Verify thal Q/cc is valid for Domain Parameters D
Z = keyEstablishmentAlgorithm (dy; Qrcc)
Convert Z|to a byte string using field-element-tebyte-string.
Use KDF fefined at step (3)
SKnac | | | SKene = KDF (Z; KeyDatalLen; otherInfo)
The coordinates of QH are converted from field elements to byte strings QH'
MacData| = "KC_1_v"( )| iccIdentifier || clientIdentifier || NULL || Q'

MacTag'|= sessionMacAlgorithm(SKy.., MadData)

(5) authentjcationProtocol ::= empty OCTET STRING

return toede—— 2DPT QK

A.19.6.2 Impact on current state
Upon successful completion of this authentication protocol, the authentication state of the named

differential-identity is not affected within the card-application, however, a session with secure messaging
capability is started.

A.19.7 Encipher

A request action on a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.
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A.19.8 Decipher

A request action on a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.19.9 GetRandom

A request action on a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.19.10 Hash

A reqliest action on a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.19]11 Sign

A reqliest action on a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.19/12 VerifySignature

A reqliest action on a differential-identity which uses this protocolshall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.19]13 VerifyCertificate

A reqliest action on a differential-identity which use€s this protocol shall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTJON return code.
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A.20 EC Key Agreement with Mutual Authentication

This authentication protocol is a mutual authentication protocol with key agreement using Eliptic Curve
cryptography.

For forward secrecy, both client and ICC use an ephermeral EC key pair and a static EC key pair to establish
the session keys.

This protocol is used to establish authentication (SKmac) and encryption (SKenc) session keys for further
secure messaging between the ISO/IEC 24727-3 layer and the card-application.

122 © ISO/IEC 2008 — Al rights reserved


https://iecnorm.com/api/?name=7ad9cc266aa0e423a61f188ad471eeeb

Client-
Application

API
i Part 3 Layer

O

@
i

@

ISO/IEC 24727-3:2008(E)

GCI Card-

Application
y

Y

Qsice

O

)

]

Get Marker Return Marker
* il
generate key pair @
(deH; QeH) :‘
v generate key pair
Send Qen (deice; Qeice)
Compute Shared
SIGCI’GiEjZ (deicc;Qen)
clientld =
Truncate(Qen) m
% SKmac||Skenc =
X KDF(Z; algolD ||
s clientld || iccld).
@ Zeroize Z
s Compute Shared ’ @
c Secret Z' (den; - return Qeicc
s Qeicc)
8 iccld =
truncate(Qeicc)
Skmac ||Skenc = @
KDF(Z’; algolD ||
clientld || iccld)
Zeroize Z'
Select root pubK 4 Select root pubK
Send clientCert.fer :,/:‘l)ltd Fa);eblil tentCert by @
Validation < Extract clientld, Qg
@
E v
F (8)
§ GetJCC nonce Return ICC nonce
% il
<
s
< Compute sigH= 7
AuthAlgorithm(dsp, { @
Qeicc || clientld ||
iccNonce || Qen))
Send sigH'for validate sigH using
o "1Qgn over input data {
validation (use )
secure messaging) Qeicc || clientld ||
iccNonce || Qen }
1 v ()
Obtain iccCert (use " |Return iccCert (_use
secure messaging) |« secure messaging)
Generate and send -
clientNonce to @
8 authenticate ICC
2 (use Secure 1 | Compute SigC =
8 messaging) > AuthAlgorithm(
€ deice, Qe | iccld @
g ||clientNonce ||
< Extract clientld, < Qeice)
Qsice return SigC
From CCert
validate sigC using

Figure A.18 — EC Key Agreement with Mutual Authentication
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A.20.1 Protocol Object Identifier

This protocol is identified by the OID { iso (1) standard(0) iso024727(24727) part3(3) annex-a(0)
ec-key-agreement-with-mutual-authentication(20) }

A.20.2 Marker

A differential-identity which uses this protocol has the following marker:

MarkerAP020 ::= SEQUENCE {

DomainParameters OBJECT IDENTIFIER,
KeyEstablishmentAlgorithm OBJUECT IDENTIFIER,
KDFHashAlgorithm OBJECT IDENTIFIER,
SessionMacAlgorithm OBJECT IDENTIFIER,
SessionEncAlgorithm OBJECT IDENTIFIER,
AuthAlgorithm OBJECT IDENTIFIER,
nonceSize INTEGER,
CHOICE {

SEQUENCE {

iccPublicKey OCTET STRING)
iccPrivateKey OCTET STRING

T,

genKeyPairFlag NULL
T,
iccIdentifier OCTET STRING,
iccCert OCTET STRING,
rootIdentifier OCTET STRING,
rootPublicKey OCTET STRING}
iccCertKnown BOOLEAN,
verifyClientCert BOOLEAN,
EnforcePrivacy BOOLEAN

}
A.20.3 DIDCreate

A request of|the DIDCreate action intended to create a differential-identity for use with this protocol shall

include a DINUpdateData parameter where marker is the specific marker for this protocol as defined above
in A.20.2

A.20.4 DIDUpdate

A request of|the DIDUpdate ‘action involving a differential-identity which uses this protocol shall include a
DIDUpdateData parameéter, where marker is the specific marker for this protocol as defined above in A.20.2.

A.20.5 DIDGet

A confirmation to the DIDGet action involving a differential-identity which uses this protocol shall include a
DIDStructure parameter.

A.20.6 Authentication

This protocol is executed through a simple request of the CardApplicationStartSession() action with the
authenticationProtocolData parameter defined below.
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A.20.6.1 Procedure
(1) authenticationProtocolData ::= SEQUENCE ({
clientIdentifier OCTET STRING
}

(2) Obtain Domain Pa Parameters D from Marker template. The returned information must not include any
data specific to the ICC. All keys, certificates and identifiers must be set to NULL.

(3) Generate ephemeral key pair(d.y, Qey) from domain parameters D Send Q;; to ICC.

. . " . ~ . . .
(4) Vetify-that-oris-vatid-for BomainParameters D-Generate-ephremeratkeypair—tdocc O=cc—from domain

parameters D.

Z |= KeyEstablishmentAlgorithm (dercc, Qen)

Convert z to a byte string using Field-element-to-Byte-String

Convert the coordinates of Qg cc and Q. from field elements to byte strings|Q,cc' and Qy'.

clientIdentifier = Truncate (QICC')
idcIdentifier = Truncate(QH')

Where Truncate () returns the left-most 4 bytes of its parameter.
Compute session keys using the derivation function KDk:

SHmac || SKenc = KDF( Z, keyDatalen, .OtherInfo)
Where

otherinfo ::= SEQUENCE {

sessionMacAlgorithm OBJECT IDENTIFIER,
sessionMacAlgorithm OBJECT IDENTIFIER,

clientldentifier OBJECT IDENTIFIER,
iccldentifier OBJECT IDENTIFIER
}
kdyDataLen = algoKeyLengthInBits (sessionMacAlgorithm)

+ algokeyLengthInBits (sessionEncAlgorithm)

N |= keyDataLen / (hashLengthInBits (KDFHashAlgorithm))

DgrivedKeyingMaterial = KDFHashAlgorithm(0x00000001 || Z || otherInfd) ||
KDFHashAlgorithm (0x00000002 !! Z !! otherInfg) ||

EDFHashAlgorithm((OXOOOOOOO + N) || z || otherInfo)
KDF is the keyDatalLen left-most bits from DerivedKeyingMaterial.
Zeroize Z and return Qercc-
(5) Verify that Qg cc is valid for domain parameters D.
Z = KeyEstablishmentAlgorithm (Dey; Qercc)

Convert Z to a byte string using Field-element-to-Byte-String
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Convert the coordinates of Q.;cc and Q. from field elements to byte strings Q' and Q.

clientIdentifier = Truncate (Qcc')
iccIdentifier = Truncate(Qy')

Where Truncate () returns the left-most 4 bytes of its parameter.
Use KDF defined at step (4)

SKmac || SKenc = KDF(Z; keyDatalen; otherInfo)
Zeroize 7.

A channel for secure messaging (SKmac, SKenc) is opened.

(6) Select roptPublicKey for further certificate verification.

(7) If verifyClientCert is set to TRUE, verify clientCert based on rootPublicKe¥y
Extract clientIdentifier from clientCert and the host authentication publiclkey Qsy.
Verify thaf Qg is valid for domain Parameters D.
if verify[ClientCert is set to FALSE, then assume
clientIflentifier = rootIdentifier
And
Qsu = roptPublicKey

(8) Use secule messaging to transport iccNonce.
iccNoncg = RNG(nonceSize)

(9) Convert the coordinates of Q.. and Q. from field elements to byte strings Qc' and Qy'
sigH = AuthAlgorithm(dg, . {(™Qrcc' || clientIdentifier || iccNonce || Qu'})
The Authalgorithm mustcomply with the domain parameters and do not allow message recovery.

(10) sigH myst be transperied using secure messaging.

Validate sigH using Qs over inputdata { Q' || clientIdentifier || iccNonce || Qf'}

The clierjt-application has been authenticated.

(11) If iccCertKnown is set to TRUE, then return iccIdentifier instead of iccCert. Encrypt iccCert
using secure messaging if enforcePrivacy value is set to TRUE.

If enforcePrivacy value is set to FALSE, then the card-application certificate does not need to be
encrypted or MACed with secure messaging.

(12) if iccCertKnown is set to FALSE, extract Qg from iccCert. Verify that Q. ¢ is valid for domain
parameters D.

clientNonce shall be transuported using secure messaging:

clientNonce = RNG(nonceSize)
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(13) Convert the coordinates of Q.- and Q. from field elements to byte strings Q' and Qy'
Locate d.:cc, authentication private key corresponding t0 Qgrcc , iccIdentifier, and iccCert.

sigC = AuthAlgorithm(dgicc, { Qrec' || iccIdentifier || clientNonce || Qy' } )
authAlgorithm must comply with the domain parameters and does not allow message recovery.

(14) sigC shall be transported using secure messaging

validate sigC using Qsrcc OVer inputdata { Qo' || iccIdentifier || clientNonce || Qy' 1}

Tia L 4 L '+ lo lo 4l ' taal
WIS CITCTITU appllballull 'ndo UTTIT AUlITTIiCdlTu.
(15) quthenticationProtocolData ::= empty OCTET STRING

yeturn_code = API_OK

A.20.6.2 Impact on current state
Upon| successful completion of this authentication protocol, the authentication state off the named

differgntial-identity shall be set to the value of result within the card-application, and a session with secure
messhging capability is started.

A.20{7 Encipher

A reqpest action on a differential-identity which uses thisrotocol shall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION réturn code.

A.20]8 Decipher

A reqliest action on a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOL_FQOR>ACTION return code.

A.20]9 GetRandom

A reqlest action on a differential<identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.20/10 Hash

A reqlest action,on a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.20/11-Sign

A request action on a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.20.12 VerifySignature

A request action on a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.20.13 VerifyCertificate

A request action on a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.
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A.21 Simple EC-DH Key Agreement

This authentication protocol is a simple protocol with key agreement using EC cryptography. Both the
client-application and card-application generate and use an ephemeral key pair but no static key pair for the
key agreement.

This protocol is used to establish authentication (SKmac) and encryption (SKenc) session keys for further
secure messaging between the ISO/IEC 24727-3 layer and the card-application.

A.21.1 Prot

This protocol

Client- API GCl  card-
Application Fart 5 Layer Application
ol ‘
A Get Marker @ Return Marker
* -
generate key pair @
o Qo) |
v
Send Qe generate key pair
ec; Wec
Compute, Shared
SecretZ\(dot;Qen)
SID= truncate(Q.)
% SKmac||Skenc =
< KDF(z; algolD ||
s SIDy || SID¢).
1%}
& Zeroize Z, return Qe
= Compute Shared N
g Secret Z (dep; Qec)
(@]
SID = truncate(Q.)
SKmac||Skenc s @
KDF(z; algolD+|
SIDy || SIDg)
Zeroize'Z
C\ A 4
/|

®

pcol ObjectIdentifier

is identified by the OID { iso(1)

standard (0)

15024727 (24727)

Figure A.19 — Simple EC-DH Key Agreement

simple-ec-dh-key-agreement (21) }

g

A.21.2 Marker

A differential-identity which uses this protocol has the following marker:

MarkerAP02

128

1 ::=

SEQUENCE {
DomainParameters

KeyEstablishmentAlgorithm

KDFHashAlgorithm
SessionMacAlgorithm
SessionEncAlgorithm

OBJECT
OBJECT
OBJECT
OBJECT
OBJECT

IDENTIFIER,
IDENTIFIER,
IDENTIFIER,
IDENTIFIER,
IDENTIFIER

nnex-a(0)
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A.21.3 DIDCreate

A request of the DIDCreate action intended to create a differential-identity for use with this protocol shall
include a DIDUpdateData parameter where marker is the specific marker for this protocol as defined above
in A.21.2.

A.21.4 DIDUpdate

A request action on a differential-identity which uses this protocol shall return the

API_|

NAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.21

A con
DIDS

A.21

This
auth

(1) ay

(2)0
s

5 DIDGet

firmation to the DIDGet action involving a differential-identity which uses this protocol shall
Lructure parameter.

6 Authentication

protocol is executed through a simple request of the CardApplicationStartSession() a
bnticationProtocolData parameter as defined below.

thenticationProtocolData ::= empty OCTET STRING

btain domain parameters D from Marker template. Thé returned information must not inc
ecific to the ICC. All keys, certificates, and identifiersimust be set to NULL.

(3) Generate ephermeral key pair (d.y; Qey) from domiain parameters D. Send Q. to ICC.

(4) Ve

rify that Q;; is valid for Domain Parameters D

Generate ephemeral key pair (derec; Qaket) from domain parameters D.

Z

Cq

Cq

cl
id

W,

Cq

= KeyEstablishmentAlgorithm (deICC;QeH)
nvert Z to a byte string using field-element-to-byte-string
nvert the coordinates\of Q.:cc and Q. from field elements to byte strings Q:.c' and Qy'

ientIdentifier = Truncate (Qrcc')
cIdentifiex = Truncate(Qy')

here Truncate () returns the left-most bytes of its parameter

nmipute session keys using the derivation function XDF:

nclude a

ction with an

ude any data

SKpac || SKene = KDF (Z, keydatalen, otherInfo)

otherInfo ::= SEQUENCE {

SessionMacAlgorithm OBJECT IDENTIFIER,
SessionEncAlgorithm OBJECT IDENTIFIER,
clientIdentifier OCTET STRING,
iccIdentifier OCTET STRING,
iccNonce OCTET STRING
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keyDatalLen = algoKeyLengthInBits (SessionMacAlgorithm) +
AlgoKeyLengthInBits (SessionEncAlgorithm)

N = keyDataLen / (hashLengthInBits (KDFHashAlgorithm))

DerivedKeyingMaterial = KDFHashAlgorithm(0x00000001 || Z || otherInfo) ||
KDFHashAlgorithm(0x00000002 || Z || otherInfo) ||
KDFHashAlgorithm( (0x00000000 + N) || Z || otherInfo)

KDF is the (keyDatalLen) left-most bits from DerivedKeyingMaterial

Zeroize 7| and return Q.rcc.
(5) Verify thal QelCC is valid for domain parameters D
Z = KeyEstablishmentAlgorithm(deH;QelCC)
Convert ZJto a byte string using field-element-to-byte-string
Convert the coordinates of QelCC and QeH from field elements to byte strings/ QICC' and QH'

clientldentifier = Truncate(QICC')
iccldentifigr = Truncate(QH")

Where Triincate() returns the left-most 4 bytes of its parameter,
Use KDF fefined at step (4)
SKmac || BKenc = KDF(Z; keyDatalen; otherlnfo)
Zeroize Z
A channel for secure messaging (SKmac,SKenc) is opened.

(6) authentjcationProtocolData : (5  empty OCTET STRING

return_¢ode = API_OK

A.21.6.1 Impace on current-state

Upon succepsful completion of this authentication protocol, the authentication state of the n
differential-idgntity is (ot affected within the card-application; however, a session with secure mess
capability is starteds

amed
aging

A.21.7 Encilpher

A request action on a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.21.8 Decipher

A request action on a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.
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A.21.9 GetRandom

A request action on a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.21.10 Hash

A request action on a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.21.11_Sign

A reqliest action on a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.21/12 VerifySignature

A reqliest action on a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.21{13 VerifyCertificate

A reqliest action on a differential-identity which uses this protocolshall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.
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A.22 GP Asymmetric Authentication

This authentication protocol is a challenge-response protocol using public key cryptography). This protocol is
used both to establish an authenticated state of a differential-identity in a card-application and to transport two
session keys for message authentication (SKmac) and for encryption (SKenc) between the ISO/IEC 24727-3
layer and the card-application for further secure messaging?).

Client- API GCl
Application Part 3 Layer Card-Application
Ol A
Transmit Secure
CardApplicationStartSession Channel Protocol (SCP) "| Set SCP Parameters
parameters
ly Off-Card Entit validate oceCertificate with
zﬂgggmﬁcatzr iy exPublicKey as root publickey @
Extract oceCert publi¢ key

Request certificate @
sdCertificate from the

card application

Verify sdCertificate & ]
extract sdPublicKey

Get sdCertificate from marker

Generate session keys »

Encrypt with sdPublicKey E(j’g?\’/‘:;ﬁ:""” keys with z
Transport the encrypted .

session keys to card Store the session keys

application <

» Generate card application

challenge according to @
nonceSize

Request card application

challenge

Signithe returned L

Shallenge and session Verify signature block @
data and send result for Return verification status
external authentication | _ <

v

A

A

Sign OCE challenge and ]

Generate OCE challenge session data
and request internal @
authentication Return with the card signature

A

block <

@ Verify card signature @

Figure A.20 — GP Asymmetric Authentication

1) Defined as “SCP10” with key transport option (i = 0x02) in the GlobalPlatform 2.2 Card Specification.

2) With this authentication protocol, the private key isss hosted within thhhe SAL. This implies that the
client-authentication and the SAL shall be running in the same trusted environment. The appropriate configurations for this
scheme (ref. ISO/IEC 24727-4) are Loyal-stack, Opaque-ICC-stack, and Remote-ICC-Stack.

132 © ISO/IEC 2008 — Al rights reserved


https://iecnorm.com/api/?name=7ad9cc266aa0e423a61f188ad471eeeb

A.22.1 Protocol Object Identifier

This protocol is identified by the following OIDS:

{

a

iso(1l) is024727(24727)

uthentication(22) }

part3(3)

if only external authentication is required,

{

iso(1l) 1is024727(24727)

mutual-auth(0) }

part3(3)

annex-a (0)

annex-a (0)

ISO/IEC 24727-3:2008(E)

gp-asymmetric-

gp-asymmetric-authentication(22)

if

internal authentication (steps (10) thru (12)) is required.

A.22]2 Marker
A diff¢rential-identity which uses this protocol has a marker defined with the following-template:
MarkprAP022 ::= SEQUENCE {
dqdPublicKey OCTET STRING,
ddPrivateKey OCTET STRING,
ddCertificate OCTET STRING,
dxPublicKey OCTET STRING, // PR\TP_EX.AUT as defined jn GP 2.2
(F.1.2.1 Overview)
dcePubliKey OCTET STRING, K/ PK.OCE.AUT as defined in|GP 2.2
(F.1.2.1 Overview)
HaExPublicKey OCTET STRINGY. // PK.KA_EX.AUT as defined in GP 2.2
(F.1.2.1)
KHaInCertificate OCTET STRING, // CERT.KA_IN.AUT as define@ in GP
4.2 (F.1.2.1 Overview)
dessionMacAlgo OBJECT IDENTIFIER,
dessionEncAlgo OBJECT IDENTIFIER,
KeyEncryptionAlgo OBJECT IDENTIFIER,
HashAlgorithm OBJECT IDENTIFIER,
ronceSize INTEGER
}
A.22{3 DIDCreate
A reqpest of DIDCreate’action intended to create a differential-identity for use with this protocol ghall include a
DIDUpdateDataparameter where marker is the specific marker for this protocol as defined abpve in A.22.2.
A.22]4 DIDUpdate
A reqgpest’of the DIDUpdate action involving a differential-identity which uses this authentication |protocol shall
include a DIDUpdateData parameter, where marker is the specific marker for this protocol as defined above
in A.22.2.
A.22.5 DIDGet

A confirmation to the DIDGet action involving a differential-identity which uses this authentication protocol
shall include a DIDStructure parameter.

© 180/
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A.22.6 Authentication

This protocol is executed through a simple request of the CardApplicationStartSession action with an
authententicationProtocolData parameter as defined below.

A request of the DIDAuthentication action on a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.22.6.1 Procedure

(1) authenticationProtocolData ::= SEQUENCE {
oceCertificate OCTET STRING,
securityLevel OCTET STRING, // As specified in GlobalPlatform

SCPPargmetersPl1P2 OCTET STRING,

}

Specifications 2.2 Table 10+

// As specified in GlobalPlatferm

Specifications 2.2 F4.5.2 ‘and F4.

(2) The SCH parameters are communicated to the card-application

(3) The secyrity domain(SD) of the card-application verifies oceCertificatg and establishes the vali
ocePublicKey, the corresponding public key ,using exPublicKeysas-the authority public key

with the marker.

(4) The ISQUIEC 24727-3 layer verifies sdCertificate and establishes the validity of sdpubli
based on the authority certificate and the policies of the issuer'ef sdCertificate.

(5) The ISOJIEC 24727-3 layer generates session keys for MAC and ENC, encrypts them with
sdPubl]cKey and transports the encrypted data bloék encData to the card-application.

skMac H sessionMacAlgo ()

skEnc H sessionEncAlgo ()

crtMac |: := SEQUENCE {
crtTag OCTET
crtLength OCTET
usageQualifier OCTET
skMac OCTET
crypteAlgo OCTET

seguenceCounter OCTET

STRING, //
STRING,

STRING, //
STRING, //
STRING, //

STRING //

'B4' (CCT) or 'B8' (CT)

'95.01.XX"

'D1.18.XX.XX'

GP 2.2 Table F-11 and 11.1.8, wit
value corresponding to sessionMad
OID
'91.08.XX.XX'

b . 4

dity of
stored

cKey

h a
Algo

crtEnc STT—=SEOUENCE—

crtTag OCTET STRING, // 'B4' (CCT) or 'B8' (CT)

crtLength OCTET STRING,

usageQualifier OCTET STRING, // '95.01.XX'

skEnc OCTET STRING, // 'D1.18.XX.XX'

cryptoAlgo OCTET STRING, // GP 2.2 Table F-11 and 11.1.8, with a
value corresponding to sessionMacAlgo
OID

sequenceCounter OCTET STRING // '91.08.XX.XX'
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keyData ::= SEQUENCE ({
paddingPattern OCTET STRING, // '00.02.FF..FF.00'
securityLevelTag OCTET STRING, // 'D3'
securityLevelLen OCTET STRING, // 'D1'

securityLevel OCTET STRING,
crtMac OCTET STRING,
crtEnc OCTET STRING

encData = keyEncryptionAlgo[sdPublicKey] (keyData)

(6) The card-application decrypts the received data block with sdPrivateKey ta derive the sessi keys for
MIAC and ENC, and stores them for later secure message usage.

KeyData = keyEncryptionAlgo![sdPrivateKey] (encData)

(7) The card-application generates a challenge for external authentication

0

dNonce = RNG (nonceSize)

(8) The ISO/IEC 24727-3 layer sends its signature to the card-applicatioffof external authenticgtion. The
ISO/IEC 24727-3 layer signature is the result of generating a digest\(hash) over a set of datq, creating a
signature block, and signing the signature block with ocePrivateKey, the private key corresponding to
dceCertificate.
dataToHash ::= SEQUENCE ({

securityLevelTag QCI'ET STRING, // 'D3'
securityLevellLen QCTET STRING, // '01"'
securityLevel OCTET STRING,
crtMac OCTET STRING,
crtEnc OCTET STRING,
sdNonce OCTET STRING

hashData = hashAlgorithm(dataToHash)

digBlock ::= SEQUENCEM{
paddingPattern OCTET STRING, // '00.01.FF.FF.(QO0'
derHashAlgorithm OCTET STRING, // DER encoded OID
(of GP's hashl algo)
derHashData OCTET STRING // DER encoded haghData

dceSignature = authAltorithm[ocePrivateKey] (sigBlock)

(9) Thecard- appllcatlon verifies oceSignature using the previously derived ocePublchey in steg (2). The

wa-ohanaal alablaiftha varifinot: doaJf intarnal o it antinot: + H d f t
core-enanheriShow-avahraotreHtmevefeatoi-Steeeeas—Hteriaratdtmentcatonis ot qu|re Irs

OID supported by this authentication protocol), proceed to step (13).

(10) If internal authentication is required (for the second OID supported by this authentication protocol), then
execute steps (10), (11), and (12)

OCE generates a nonce to challenge the card-application:

oceNonce = RNG(nonceSize)
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(11) The card-application sends its signature back to the OCE for internal authentication. The card-application
signature is the result of generating a digest (hash) over a set of data, creating a signature block, and
signing the block with the sdPrivateKey:

sdSigBlock ::= SEQUENCE {
paddingPattern OCTET STRING, // '00.01.FF..FF.00'
derHashAlgorithm OCTET STRING, // DER encoded OID
derHashData OCTET STRING // DER encoded hashData

hashData = hashAlgorithm(dataToHash)

sdDataToHash - -:-= SEQUENCE {
crtMac OCTET STRING,
crtEnc OCTET STRING,
oceNonce OCTET STRING

}

sdSigngture = authAlgorithm[sdPrivateKey] (sdSigBlock)

(12) The ISOJIEC 24727-3 layer verifies sdSignature using the previously derived sdPublicKey in step (3

confirms
layer.

(13) authent
return|

that the card-application has correctly derived the session keys sent.bythe ISO/IEC 24727

icationProtocolData ::= empty OCTET STRING
|code = API_OK if authentication is completed successfully.

A.22.6.2 Impact on current state

Upon success
be set to TRUH

ul completion of this authentication protocol, the authentication stat of the named differential-identif]
within the card-application, and a session with\secure messaging capability is started.

A.22.7 Enci

A request of {
API_INAPPR

A.22.8 Deci

A request of {
API_INAPPR

A.22.9 GetR

A request of {

pher

his action on a differential-identity>which uses this protocol shall return the
OPRIATE_PROTOCOL_FOR. ACTION return code.

pher

his action on a differential-identity which uses this protocol shall return the
OPRIATE_PROTOCOIL_FOR_ACTION return code.

Random

his action on a differential-identity which uses this protocol shall return the

. This

y shall

APT_TNAPPRORRIATL DROoLOCoL oo Acpron rolurn code-

A.22.10 Hash

A request of {

his action on a differential-identity which uses this protocol shall return the

API_INAPPROPRIATE_PROTOCOIL_FOR_ACTION return code.

A.22.11 Sign

A request of {

his action on a differential-identity which uses this protocol shall return the

API_INAPPROPRIATE_PROTOCOIL_FOR_ACTION return code.
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A.22.12 VerifySignature

A request of this action on a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.22.13 VerifyCertificate

A request of this action on a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOIL_FOR_ACTION return code.

ion

A reqgpest to this action after a differential-identity utilizing this protocol has been authentiCated,| shall set this
differgntial-identity authentication state to FALSE, and return the API_OK return code.
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A.23 GP Symmetric Authentication (Explicit Mode)

This authentication protocol is a challenge-response protocol using symmetric key cryptography3). This
protocol is used both to establish an authenticated state of a differential-dientity in a card-application and to
agree on two session keys for message authentication (skMac) and for encryption (skEnc) between the
ISO/IEC 24727-3 layer and the card-application for further secure messaging.

A.23.1 Prot

This protocol

Client-
Application

@

Part 3 Layer

Retrieve marker param

Card-Application

Get marker

[CardApplicationStartSession

uthenticationProtocplData =result

@

v

Generate OCE
challenge, transmit OCE
challenge, Request
internal authentication,

A

Compute session keys

Verify card cryptogram

Compute OCE
cryptogram and transmit
for external
authentication

Generate card application
challenge

Derive session keys

Compute card cryptograpm:

Apply SC protocol

A.23.2 Marker

pcol Object Identifier

is identified by the OID"{ iso (1) standard(0)
gp-symmetric-authentication-explicit-mode(23) }

\erify OCE cryptogram
Verify MAC & initialize ICV

Increment
sdSequenceCounter

15024727 (24727)

Figure A.21 — GP Symmetric Authentication (Explicit Mode)

part3(3)

anng

A differentialjdentity.which uses this protocol has a marker defined as the following:
MarkerAPO023\¥Y:= SEQUENCE {

sdStaticEncKey OCTET STRING,

sdStaticMacKey OCTET STRING,

sdStaticDekKey OCTET STRING,

sdSequenceCounter OCTET STRING,

sessionMacAlgo OBJECT IDENTIFIER,

sessionEncAlgo OBJECT IDENTIFIER,

keyDerivationAlgo

nonceSize

OBJECT IDENTIFIER,

INTEGER

3) Defined as SCP02 in explicit mode (i = 0x25) in GlobalPlatform 2.2 Card Specification.
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A.23.3 DIDCreate

A request of the DIDCreate action intended to create a differential-identity for use with this authentication
protocol shall include a DIDUpdateData parameter where marker is the specific marker for this protocol as
defined above in A.23.2.

A.23.4 DIDUpdate

A request of the DIDUpdate action involving a differential-identity which uses this authentication protocol shall
include a DIDUpdateData parameter, where marker is the specific marker for this protocol as defined above
in A.23.2.

A.23

A cor
includ

A.23

This

authenticationProtocolData parameter as defined below.

A req
APL_IN

A.23.

(1) guthenticationProtocolData ::=

5 DIDGet

firmation of a request to the DIDGet action involving a differential-identity which‘useés this
e a DIDStructure parameter.

6 Authentication
protocol is executed through a simple request of the CardApplicationStartSession ad

uest of the DIDAuthentication action on a differentia-identity ~which uses this protocol sh
NAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

5.1 Procedure

securityLevel OCTET.(STRING // As specified in GlobalP]
Card Specification 2.2 1

protocol shall

tion with an

all return the

atform
able E-11

uthentication:

14

(2) The ISO/IEC 24727-3 layer generates(’a challenge to the card-application for internal a
ogeNonce = RNG(nonceSize)
(3) The card-application also genefates a nonce, then derives the session keys and computes th
cdrd-application cryptogram:
sdNonce = RNG (noneeSize)
slMac = keyDeriwvationAlgo[sdStaticEncKey] (sdSequenceCounter)
sHEnc = keyDBerivationAlgo[sdStaticMacKey] (sdSequenceCounter)
sdInput\+<= SEQUENCE {
oceNonce OCTET STRING,
sdSequenceCounter OCTET STRING,
scNere O HFEF—STRING
padding OCTET STRING

}

sdCryptogram = authAlgorithm[skEnc] (sdInput)

(4) The ISO/IEC 24727-3 layer also computes the card-application as in step (3), and performs a comparison.
It authenticates the card-application when the comparison succeeds.
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(5) The ISO/IEC 24727-3 layer computes and off-card entity cryptogram and sends it together with a CMAC

pattern to the card-applicatioon for external authentication:

oceInput ::= SEQUENCE [
sdSequenceCounter OCTET STRING,
sdNonce OCTET STRING,
oceNonce OCTET STRING,
padding OCTET STRING

}

oceCryptogram = authAlgorithm[skEnc] (oceInput)

macInpuf ::= SEQUENCE {
apduHeader OCTET STRING,
oceCryptogram OCTET STRING

}

CMAC = $essionMacAlgo[skMac] (macInput)

(6) The card-gpplication computes the same cryptogram and CMAC and performs a comparison with the dlata

received ip step (5). It authenticates the ISO/IEC 24727-3 layer if the comparisan is successful, and

increments the sdSequenceCounter and sets the initial ICv with the cMAC Value.

(7) authentjcationProtocolData ::= empty OCTET STRING

return_¢ode = API_OK if authentication is completed successfully.

A.23.6.2 Impact on current state

Upon succepsful completion of this authentication protocol, the authentication state of the n
differential-idgntity shall be set to the value of 'result’ Within the card-application, and a session with s

messaging is|started.

A.23.7 Encipher

A request to this action referencing a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOL_FOR/ ACTION return code.

A.23.8 Decipher

A request to this action referencing a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE~PROTOCOL_FOR_ACTION return code.

A.23.9 GetRandom

amed
ecure

A request to this action referencing a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.23.10 Hash

A request to this action referencing a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.23.11 Sign

A request to this action referencing a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOIL_FOR_ACTION return code.
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A.23.12 VerifySignature

A request to this action referencing a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.23.13 VerifyCertificate

A request to this action referencing a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOIL_FOR_ACTION return code.

A.23.14 CardApplicationEndSession

A request to this action after a differential-identity has been successfully authenticated ghall set this
differ¢ntial-identity authentication state to FALSE, and return the API_OK return code.
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A.24 GP Symmetric Authentication (Implicit Mode)

This authentication protocol is a simple assertion indicating that the subsequent communication with the
card-application will be in implicit-mode secure messaging4). This protocol is used to both establish an
authenticated state of a differential-identity in a card-application and to agree on two session keys for
message authentication (skMac) and for encryption (skEnc) between the ISO/IEC 24727-3 layer and the card-
application for further secure messaging.

APl GCl
Client- Parl 3 Card-
pplication @ v Layer v Application
e | Sef
@ Authenticatior I
- State

A.24.1 Prot

This protocol
annex-a(0)

A.24.2 Marker
A differential{dentity which uses this protocol shall have a marker defined as the following:
SpecificMgrkerStruct ::= SEQUENCE- {

sdSHaticBaseKey OCTET STRING,

sdSgquenceCounter OCTET STRING,

sesdionMacAlgo OBJECT IDENTIFIER,

sesdionEncAlgo OBJECT IDENTIFIER,

keyQerivationAlgo OBJECT IDENTIFIER

Figure A.22 — GP Symmetric Authentication (Implicit Mode)

pcol Object Identifier

is identified by the following OID: { iso (1) standard(0)
gp-asymmetric-authentication-impldcit-mode (24)

15024727 (24727)

parg3 (3)

A.24.3 DIDCreate

A request of

the’ DIDCreate action intended to create a differential-identity for use with this protoco

shall

include a didstructureparameteras-defined-betow:

didStructure ::= SEQUENCE {
authProtocol OBJECT IDENTIFIER,
marker OCTET STRING,
scope BOOLEAN OPTIONAL,
qualifier DIDQualifier OPTIONAL

4) Defined as SCP02 in implicit mode (/ = 0x29) in GlobalPlatform Card Specification 2.2.
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A.24.4 DIDUpdate

A request of the DIDUpdate action involving a differential-identity which uses this authentication protocol shall
include a SpecificMarkerStruct as defined in A.24.2.

A.24.5 DIDGet

A confirmation of a request to the DIDGet action involving a differential-identity which uses this protocol shall
include a specificMarkerstruct defined in A.24.2.

A.24 6-Authentieation

This protocol is executed through a simple request of the CardApplicationStartSession.action| with a NULL
authpnticationProtocolData parameter, as it is implicity known by each party.

A redquest of the DIDAuthenticate action on a differential-identity which uses this/,protocol shgll return the
API_INAPPROPRIATE_PROTOCOL FOR ACTION return code.

A.24.6.1 Procedure

(1) aythenticationProtocolData empty OCTET STRING

(2) aythenticationProtocolData empty OCTET{STRING

return_code = API_OK if authentication is completed successfully.
A.24.6.2 Impact on current state

Upon| successful completion of this authentication protocol, the authentication state off the named
differgntial-identity shall be set to TRUE within the card-application.

Upon|subsequently receipt of the first APDU in secure messaging, the session keys are computed as follows:

gkMac = keyDerivationAlgolsdStaticBaseKey] (sdSequenceCounter)

skEnc = keyDerivatiohAlgo[sdStaticBaseKey] (sdSequenceCounter)

The ICV is set to “MACover AID as specified in the GlobalPlatform card Specification 2.2 [Table E-1 for
comppting the first GMAC attached to the first APDU protected with seure messaging. Upon successful
verifigation of the CMAC value, the card-application increments sdSequenceCounter.

A.24]7 Encipher

A reqpestito this action referencing a differential-identity which uses this protocol shall return the
API_ TINAPPROPRIATE_ _PROTOCOL_FOR_ACTION retm TOdE.

A.24.8 Decipher

A request to this action referencing a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOIL_FOR_ACTION return code.

A.24.9 GetRandom

A request to this action referencing a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOIL_FOR_ACTION return code.

© ISO/IEC 2008 — All rights reserved 143


https://iecnorm.com/api/?name=7ad9cc266aa0e423a61f188ad471eeeb

ISO/IEC 24727-3:2008(E)

A.24.10 Hash

A request to this action referencing a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION return code.

A.24.11 Sign

A request to this action referencing a differential-identity which uses this protocol shall return the
API_INAPPROPRIATE_PROTOCOIL_FOR_ACTION return code.

A.24.12 Vej

A request to t
API_INAPPR

A.24.13 Ve

A request to t
API_INAPPR

A.24.14 Ca

A request tg
differential-id

Mj_g_nahlrn

his action referencing a differential-identity which uses this protocol shall return the
OPRIATE_PROTOCOIL_FOR_ACTION return code.

rifyCertificate

his action referencing a differential-identity which uses this protocol shall return the
OPRIATE_PROTOCOL_FOR_ACTION return code.

rdApplicationEndSession

this action after a differential-identity has been succeéssfully authenticated shall sgt this
entity authentication state to FALSE, and return the ART{OK return code.
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Annex B
(normative)

Cryptographic algorithms

B.1 Interoperability requirements

This zimnex provides the defining source for the cryptographic algorithms used in the authenticahon protocols
specified in Annex A.
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B.2 Symmetric Algorithms

B.2.1 References

18033-2 refers to hash functions in 10118-2 and 10118-3.

18033-2 describes key derivation functions KDF1 and KDF2 with dependences on hash functions.

18033-2 refers to MAC algorithms in 9797-1 and 9797-2.

18033-2 refefs to block ciphers in 18033-3.

18033-2 des
functions.

18033-2 desq

18033-2 desq

18033-2 desq

18033-2 desq

18033-2 desq

18033-3 defir

18033-3 defir

18033-3 defir

18033-3 defir

18033-3 defir

18033-3 defir

18033-3 defir

18033-4 desq

ribes symmetric ciphers SC1 and SC2 with dependences on block ciphers and key-deri

ribes key encapsulation mechanisms (KEM).
ribes data encapsulation mechanisms (DEM).
ribes hybrid ciphers.

ribes ElIGamal-based KEM.

ribes RSA-based asymmetric cipher and KEM.

es TDEA (which is 3DES) in terms of DES.
es DES (in Annex A).

es MISTY1.

es CAST-128.

es AES.

es Camellia.

es SEED.

ribes the construction of stream ciphers from block ciphers.

vation

18033-4 defines MUGI keystream generator.

18033-4 defines SNOW 2.0 keystream generator.

B.2.2 From

The following

18033-3

OIDs and the algorithms to which they refer are defined in ISO/IEC 18033-3.

OID ::= OBJECT IDENTIFIER
1s18033-3 OID ::= { iso(l) standard(0) is18033(18033) part3(3) 3}
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id-bc64d OID ::= { 1s18033-3 cipher-64-bit(1l) }
id-bcl28 OID ::= { 1is18033-3 cipher-128-bit(2) }
id-bc6d-tdea OID ::= { id-bc64 tdea(l) }
id-bc64d-mistyl OID ::= { id-bc64 mistyl (2) }
id-bc6d-castl28 OID ::= { id-bc64 castl28(3) }
id-bcl28-aes OID ::= { id-bcl28 aes(1l) }
id-bpl28-camellia OID ::= { id-bcl28 camellia(2) }
id-bpl28-seed OID ::= { id-bcl28 seed(3) }

B.2.3 AES (128-bit key)

1d-apsl128-ECB ::= { joint-iso-ccitt(2) country(16) us(840) “organization|1)
gov (101) csor(3) nistAlgorithm(4) < T }

id-apsl128-CBC = { joint-iso-ccitt(2) country(1l6)~us(840) organization|1)
gov(101l) csor(3) nistAlgorithm¢4) 1 2 }

1id-apsl128-0FB = { joint-iso-ccitt(2) country(16) us(840) organization|1)
gov (101) csor(3) nistAlgorithm(4) 1 3 }

id-aps128-CFB = { joint-iso-ccitt(2) ,country(16) us(840) organization|1)

gov(101l) csor(3) nistAlgorithm(4) 1 4 }
B.2.4 AES (192-bit key)

1d-apsl192-ECB ::= { joint-isd=ccitt(2) country(16) us(840) organization|1)
gov (10d) csor(3) nistAlgorithm(4) 1 21 }

id-aps192-CBC = { joint-iso-ccitt(2) country(16) us(840) organization|1)
gov (101) csor(3) nistAlgorithm(4) 1 22 }

1id-aps192-0FB =\{) joint-iso-ccitt(2) country(1l6) us(840) organization|1)
gov (101) csor(3) nistAlgorithm(4) 1 23 }

id-aps192-CEB = { joint-iso-ccitt(2) country(16) us(840) organization|1)

gov(101l) csor(3) nistAlgorithm(4) 1 24 }

B.2.§ ‘AES (256 bit key)

id-aes256-ECB ::= { joint-iso-ccitt(2) country(16) us(840) organization(l)
gov(101l) csor(3) nistAlgorithm(4) 1 41 }

id-aes256-CBC = { joint-iso-ccitt(2) country(16) us(840) organization(1l)
gov (101) csor(3) nistAlgorithm(4) 1 42 }

id-aes256-0FB = { joint-iso-ccitt(2) country(16) us(840) organization(1l)
gov (101) csor(3) nistAlgorithm(4) 1 43 }

1id-aes256-CFB = { joint-iso-ccitt(2) country(16) us(840) organization(1l)

gov(101l) csor(3) nistAlgorithm(4) 1 44 }
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B.2.6 DES

DES-ECB

DES-CBC

-- Carries an

DES-OFB

-- Carries an

{
{

{

iso(1l) identified-organization(3) oiw(1l4) secsig(3) algorithm(2) 6 }
iso(1l) identified-organization(3) oiw(1l4) secsig(3) algorithm(2) 7 }
IV as a parameter.

iso(1l) identified-organization(3) oiw(1l4) secsig(3) algorithm(2) 8 }

FBParameter as a parameter.

where,

FBParametd

and,
IV ::= 0CT

NumberOfBi

B.2.7 Othe

des-EDE3-(

rc2CBC

rc5-CBC-PA

r

ET

ts

'S

BC

::= SEQUENCE {

iv Iv,
numberOfBits NumberOfBits

}

STRING

INTEGER -- number of feedback bits&/ (1-64)

{ is0(1l) member-body(2) Ms(840) rsadsi(113549)
encryptionAlgorithm(3)" 7}

{ is0(1l) member-bodw(2) us(840) rsadsi(113549)
encryptionAlgetithm(3) 2}

{ is0(1l) membex*body(2) us(840) rsadsi(113549)
encryptienAlgorithm(3) 9}
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B.3 Asymmetric Algorithms

B.3.1

RSA public key:
DSA public key:

EC public key:

Public Keys

1.2.840.10045.2.1

1.2.840.10040.4.1

ISO/IEC 24727-3:2008(E)

1.2.840.113549.1.1.1

B.3.2

RSA-

B.3.3

DSA

md2W
md5W
sha-
sha2
sha2
sha3
shab
RSAS

-- s

bme OID for all hashjalgorithms

Asymmetric Encryption
DAEP ::= 1.2.840.113549.1.1.7

Signatures
with SHA-1: 1.2.840.10040.4.3
i thRSAEncryption 1.2.840.113549.1.1.2
i thRSAEncryption 1.2.840.113549.1.1.4
[WithRSAEncryption 1.2.840.113549.1-1.5
DAWithRSAEncryption 1.2.840.11354971.1.14
b6WithRSAEncryption 1.2.840.143549.1.1.11
B4WithRSAEncryption 1.2.840.113549.1.1.12
[ 2WithRSAEncryption 1.24840.113549.1.1.13
SA-PSS ::= 1.2.840.113549.1.1.10

(hash algorithm is specified as a p

brameter) .

© 180/
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B.4 Elliptic Curve Algorithms

B.4.1 Elliptic Curves

ansiX9pl92ril = { iso(1l) member-body(2) us(840) 10045 curves(3) prime(l) 1 }
ansiXotl63kl ::= { iso(l) identified-organization(3) certicom(132) curve(0) 1 }
ansiXotl63r2 ::= { iso(l) identified-organization(3) certicom(132) curve(0) 15 }
ansiX9p224rl ::= { 1iso(l) identified-organization(3) certicom(132) curve(0)~3[B }
ansix9t233kl ::= { iso(l) identified-organization(3) certicom(132) curve(Q) 26 }
ansiXot233rl ::= { iso(l) identified-organization(3) certicom(132) cuwrve(0) 2[7 }
ansiX9p25drl ::= { iso(l) member-body(2) us(840) 10045 curves(3) ypxime(l) 7 }
ansix9t283kl ::= { iso(l) identified-organization(3) certicom(132) curve(0) 16 }
ansixot283rl ::= { iso(l) identified-organization(3) certicom(132) curve(0) 17 }
ansiX9p384rl ::= { iso(l) identified-organization(3) gexticom(132) curve(0) 34 }
ansixot409kl ::= { iso(l) identified-organization(3) certicom(132) curve(0) 36 }
ansixXot409rl ::= { iso(l) identified-organization(3) certicom(132) curve(0) 3[7 }
ansiX9pbh2lrl ::= { iso(l) identified-organization(3) certicom(132) curve(0) 35 }
ansixot571kl ::= { iso(l) identified-organization(3) certicom(132) curve(0) 38 }
ansiX9oth57Url ::= { iso(l) identified-®¥ganization(3) certicom(132) curve(0) 39 }
B.4.2 Signatures

ECDSA with SHA-1: 1.2.840.10045.4.1

ECDSA witH SHA-224: 1.2(840.10045.4.3.1

ECDSA witHh SHA-256:.1.,2.840.10045.4.3.2

ECDSA witHh SHA-384: 1.2.840.10045.4.3.3

ECDSA with SHAA512: 1.2.840.10045.4.3.4
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B.5 Hash Functions

md2 ::= { iso(1l) member-body(2) US(840) rsadsi(113549) digestAlgorithm(2) 2 }

mdb ::= { is0o(1l) member-body(2) US(840) rsadsi(113549) digestAlgorithm(2) 5 }

shal = { iso(l) identified-organization(3) oiw(1l4) secsig(3) algorithms(2)
26 }

sha224 = { joint-iso-itu-t(2) country(16) us(840) organization(l) gov(101)
csor 3 TistatgorrthmtA—teshatos 22—

sha2p6 ::= { joint-iso-itu-t(2) country(16) us(840) organization(l)Cgev|101)
csor(3) nistalgorithm(4) hashalgs(2) 1 }

sha3B4 ::= { joint-iso-itu-t(2) country(16) us(840) organization(l) gov|101)
csor(3) nistalgorithm(4) hashalgs(2) 2 }

shab[l2 ::= { joint-iso-itu-t(2) country(16) us(840) organization(l) gov|101)

csor(3) nistalgorithm(4) hashalgs(2) 3 }
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B.6 Message Authentication Codes

id-hmacWithSHA1 ::= { iso(1l) member-body(2) us(840) rsadsi(113549) 2 7}
id-hmacWithSHA224 ::= { iso(1l) member-body(2) us(840) rsadsi(113549) 2 8}
id-hmacWithSHA256 ::= { iso(l) member-body(2) us(840) rsadsi(113549) 2 9}
id-hmacWithSHA384 ::= { iso(1l) member-body(2) us(840) rsadsi(113549) 2 10}
id-hmacWi thSHASEZ——=—"_—Fseoti—member—body{2—us{84—rsads {31354 0—2—+13
HMAC-MD5 ::= { iso(1l) org(3) dod(6) internet(l) security(5)

mechanisms (5) ipsec(8) isakmpOakley(1l) 1 }
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B.7 Key Establishment

dhSinglePass-stdDH-shalkdf-scheme

dhSinglePass-cofactorDH-shalkdf-scheme

iso(1)

ISO/IEC 24727-3:2008(E)

identified-organization(3)

tc68(133) country(l6) x9(840)
x9-63(63) schemes(0) 2}

iso (1)

identified-organization(3)

tc68(133) country(1l6) x9(840)
x9-63(63) schemes(0) 3}

mgvSfinglePass-shalkdr-scheme

x9-6B-scheme

secglscheme

dhSihglePass-stdDH-shalkdf

dhSihglePass-cofactorDH-shalkdf

dhSihglePass-cofactorDH-recommendedKDF

dhSinglePass-cofactorDH-specifiedKDF

1so (1)

Tdentiried-organizagion(3)

tc68(133) country(1l6) xO(84#0)

x9-63(63) schemes(0) 1%}

iso (1)

ansi-x9-63(63) gGhemes (0)

iso(1)

certicom(1832) schemes (1) }
x9-63-gcheme 2 }
x9+638~schemem 3 }
gecg-scheme 1 }

secg-scheme 2 }

member-body (29 US(8#0)

identified-organizagion(3)
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Annex C
(normative)

ASN.1 Representation

C.1 General

ASN1 for Ann
IS024727API

-- Version 1

DEFINITIONS
BEGIN

bx C of ISO_IEC_24727-31.txt
{iso (1) standard(0) 1s024727(24727) part3(3)

}

60

[MPLICIT TAGS

-- C.1.1 Constants

size-max-Nam
size-max-Nod
size-max-Pad

size-max-Sec

--C.1.2 The

ByteValue
ConnectionHa
ApplicationI
ObjectIdenti
Name

CardApplicat
CardApplicat
DSIName
DSINameList
DSIContent
DataSetName
DataSetNameL

ProtocolTerm

TransactionI

DIDScope
local

[0

bLength INTEGER = 255
bPathLength INTEGER = 255
Hing INTEGER ::= 16
rityCondition INTEGER = 255
Data Types
F INTEGER (FROM (0..255) )
hdle = INTEGER
Hentifier = [APPLICATION 15J]\YOCTET STRING
Fier = OBJECT IDENTIEFT¥ER
VisibleString (SIZE(1l..size-max-NameLength))
| onName = ApplicatienIdentifier
 onNameList = SET OF ,CardApplicationName
Name

= SET OF DSIName

= OCTET STRING

= Name
st = SET OF DataSetName
 nationPodnt = OCTET STRING
lentifier = OCTET STRING
CHOICE™ {
1 NULL,

AT T

global [

CardApplicationServiceLoadPackage

ExecuteActionRequest

ExecuteActionConfirmation

T INULTLT

OCTET STRING

OCTET STRING
OCTET STRING

CipherBuffer = OCTET STRING
MessageBuffer = OCTET STRING
HashBuffer = OCTET STRING
SignatureBuffer = OCTET STRING
RandomDataBuffer = OCTET STRING
154

© ISO/IEC 2008 — Al rights reserved



https://iecnorm.com/api/?name=7ad9cc266aa0e423a61f188ad471eeeb

ISO/IEC 24727-3:2008(E)

1}) OPTIONAL

27)

-- C.1.3 The Data Structures
DifferentialIdentityAuthenticationState ::= SEQUENCE ({
dIDName DIDName,
dIDScope DIDScope,
dIDState BOOLEAN
}
SecurityCondition ::= CHOICE {
didAuthentication [1] DifferentialIdentityAuthenticationState,
always [2] BOOLEAN (FROM (TRUE)),
never [3] BROOLEAN (FROM (FATSE))
npbt [4] SecurityCondition,
anhd [5] SEQUENCE SIZE (1..size-max-SecurityCondition) OF
SecurfityCondition,
ofr [6] SEQUENCE SIZE (1..size-max-SecurityCondition) OF
SecurfityCondition
}
AccespRule ::= SEQUENCE {
chrdApplicationService CardApplicationServiceName,
aktion ActionName,
skcurityCondition SecurityCondition
}
AccespControlList ::= SET OF AccessRule
ReadekAction ::= ENUMERATED { reset(0), unpower(l), ejéct(2), confiscate(3) }
CardApplicationPath ::= SEQUENCE {
ppthSecurity PathSecurityType OPTIONAL,
-t The pathSecurity element specifies the\protection
- between the local dispatcher and the, remote dispatcher
- which is located at channelHandle{protocolTerminationPoint
channelHandle ChannelHandleType OPTIONAL,
contextHandle ContextHandleType OPTIONAL,
iJFDName UTF8String OPTIONAL,
sflotIndex INTEGER OPTIONAL,
chrdApplication ApplicationIdentifier
}
PathSpcurityType ::=,_SEQUENCE ({
plrotocol PATHSECURITYPARAMETERS. &1id ( { SupportedPathSecurityProtocols}),
pprameters PATHSECURITYPARAMETERS. &Type ({ SupportedPathSecurityProtocols} {@protoco)
}
unknopnPathSecurityProtocolOID OBJECT IDENTIFIER ::= { iso(l) standard(0) 1s024727 (247
annex}|c\2) pathSecurityProtocols(0) unknown(0) }
unknownPathSecurityProtocol PATHSECURITYPARAMETERS ::= {
ID unknownPathSecurityProtocolOID
TYPE NULL
}
SupportedPathSecurityProtocols PATHSECURITYPARAMETERS ::= {unknownPathSecurityProtocol}
PATHSECURITYPARAMETERS ::= CLASS {
&id OBJECT IDENTIFIER,
&Type

} WITH SYNTAX {ID &id

© IS0/
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