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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,

ISO/IECJTC 1.

The procedyres used to develop this document and those intended for its further maintenahg
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needg
the different types of document should be noted. This document was drafted in accordahce wit
editorial rulgs of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is|drawn to the possibility that some of the elements of this document mdy be the s
of patent rights. ISO and IEC shall not be held responsible for identifying any orall such patent r
Details of any patent rights identified during the development of the document @will be in the Intrody
and/or on thie ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and dog
constitute an endorsement.

For an explhnation on the meaning of ISO specific terms ahd expressions related to confo
assessment, ps well as information about ISO’s adherence to the'WTO principles in the Technical Ba
to Trade (TBT) see the following URL: Foreword - Supplementary information
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The Commitftee responsible for this document is ISO/IEC JTC 1, Information technology, Subcommnpittee

SC 17, Cards find personal identification.

This second| edition cancels and replaces the_ first edition (ISO/IEC 24727-1:2007), which has
technically revised.

ISO/IEC 247R7 consists of the following'parts, under the general title Identification cards — Integ
circuit card grogramming interfaces:

— Part 1: Architecture

— Part 2: (eneric card interface

— Part 3: Application iijtterface

— Part 4: Application’programming interface (API) administration

—  Part 5:

been

rated

sting procedures

— Part 6: Registration authority procedures for the authentication protocols for interoperability
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Introduction

-1:2014(E)

ISO/IEC 24727 specifies a set of programming interfaces and protocols enabling interactions between
integrated circuit cards (ICCs) and applications resident on diverse computer platforms. The ICCs
provide generic services for multi-sector use aimed preferentially at supporting trusted Identification,
Authentication and Signature (IAS) operations. The organization and the operation of the ICCs conform
to ISO/IEC 7816-4.

ISO/IEC 24727 makes use of the general principles of the Open Systems Interconnect reference model
presented in ISO/IEC 7498-1 | ITU-T Rec. X.200. These principles suggest that the connection of
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sed through standard interfaces. The procedures encompass both hardware and softw
llow the applications to interact, even when separated by complex communication'pd

pllection of procedures that connect one applicationtoanotherisreferredtoasaprotoc
onent of such a stack comprises an interface and a layer. The layer comprises the imy

procedural functionality that accepts and responds to requests conyeyed through f
EC 24727 specifies interfaces allowing independent layer implementations to be inte
fomprises the basic definition of interoperability: independent implementations are inte

EC 24727, requires a variety of mechanisms to be addressed within the relevant impl
e mechanisms include: common architectures, comman ‘semantics, formally define
verability, extensibility, backward compatibility and conformance testing. The mean
mechanisms are addressed in the following clauses@nd in the other parts of ISO/IEC

]pmpnfary npp]ir‘nrinnc andiverse computer p]nffnrmc be ar‘rnmp]ichpd hy welldefined procedures
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5 of realizing
24727.

© ISO/IEC 2014 - All rights reserved


https://iecnorm.com/api/?name=01cfddf99d3f1b6748012edbdd80b60f



https://iecnorm.com/api/?name=01cfddf99d3f1b6748012edbdd80b60f

INTERNATIONAL STANDARD ISO/IEC 24727
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Identification cards — Integrated circuit card
programming interfaces —

Part 1:
Architecture

1 Scope

ISO/IEC 24727 specifies a set of programming interfaces and protocols enabling intéracti
integrated circuit cards (ICCs) and applications resident on a variety of computer platfor
provide generic services for multi-sector use by the applications. The organization and the
the I§Cs conform to ISO/IEC 7816-4. It is anticipated that some application domains will se
interpperability through ISO/IEC 24727 facilities even though the applieations pre-exist th
To this end, various means of backward compatibility are established through mechanism:
ISO/IEC 24727.

This part of ISO/IEC 24727 specifies

— slystem architecture and principles of operation,

— the means for achieving interoperability among diverse application domains,
— the conceptual service and data models that span the relevant application domains, an|

— the rationale for trusted processes enabled under these models.

2 ormative references

The following documents, in whole or in part, are normatively referenced in this docun|
indispensable for its application. For dated references, only the edition cited applies.

bns between
ms. The ICCs
operation of
bk to achieve
bse facilities.
specified in

nent and are
For undated

refergnces, the latest edition of the referenced document (including any amendments) applfies.

ISO/IEC 7816-4:2005, {dentification cards — Integrated circuit cards — Part 4: Organization
commands for interchange

3 erms.and definitions

For thegpurposes of this document, the following terms and definitions apply.

security and

31
authentication
process of assessing a level of confidence in identity or identification

3.2
authentication protocol
specific process for authentication

3.3
card
integrated circuit card

© ISO/IEC 2014 - All rights reserved
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3.4

card-application

uniquely addressable set of functionalities on an ICC that provide data storage and computational
services to a client-application

3.5
client-application
processing software needing access to one or more card-application(s)

3.6
data element

item of information seen atthe interface for which are cpnrifinr‘] a-name, a Hocrripfinn nf]ngira] content,

a format and a coding

[SOURCE: ISP/IEC 7816-4]

3.7
data set
named colle¢tion of data structures for interoperability

3.8
data structure for interoperability
ISO/IEC 781p-4 file identified by a two-byte file identifier or an ISO/IEC 8825 BER-TLV data ¢bject
identified by an octet string encoding an ASN.1 tag

39
differentialtidentity
set of infornmation that comprises a name, a marker, and ap.atithentication protocol

3.10
generic cargl access layer
component which provides an ISO/IEC 24727-2 interface to a service access layer

3.11
identificatipn
collective aspect of a set of characteristjcs-and processes by which an entity is recognizable or knpwn

3.12

interface
point at which independent and-often unrelated systems meet and act on or communicate with| each
other

3.13
interoperability
ability for ahy cardapplication interface that conforms to ISO/IEC 24727 to be used by any dlient-
application donforming to ISO/IEC 24727

3.14
marker
item of information within a differential-identity representing a unique characteristic of an entity

3.15
middleware
software that connects two otherwise separate applications

3.16

SAL-lite

Lightweight component which provides a subset of ISO/IEC 24727-3 API for data structure discoverability
by a client-application

2 © ISO/IEC 2014 - All rights reserved
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3.17
service
set of processing functions available at an interface

3.18
service access layer
component which provides an ISO/IEC 24727-3 API to a client-application

4 Abbreviated terms

AID application identifier

ACD application capability description
APDU application protocol data unit
API application programming interface
BER basic encoding rules

CCD card capability description

GCAL generic card access layer

GCI generic card interface

ICC integrated circuit card

IFD interface device

SAL service access layer

SAL-lite  service access layer lightweight component

TLV

5

tag-length-value

Interoperability

Interpperability addrésses the facilities through which card-application interfaces copforming to
ISO/IEC 24727 can be accessed by a client-application conforming to ISO/IEC 24727. ISP/IEC 24727

achieyes interoperability through a variety of mechanisms, including:

qomimon, architecture,

domimen semantics,

formally defined interfaces,
discoverability,
extensibility,

backward compatibility, and

conformance testing.

All of the interfaces in ISO/IEC 24727 are specified through formal languages. This establishes a rigorous
expression of grammar and semantics allowing the interfaces to be independently implemented and
conveyed throughout a variety of protocol stacks in an interoperable fashion.

© ISO/IEC 2014 - All rights reserved 3
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As illustrated in Figure 1, for each specified interface the relevant parts of ISO/IEC 24727 shall define
the functionality to be supported.

ISO/IEC 24727 applies to an ICC providing directly, or indirectly, a capability description. The capability
description is further described in Clause 6.6, and is more rigorously specified in ISO/IEC 24727-2.

Means of extending the various interfaces and protocols addressed by ISO/IEC 24727, including relevant

ICC technolo

gy, are addressed in the various parts of the standard.

6 Architecture

6.1 General

ISO/IEC 24727 partitions functionality between a client-application running on a host platforim ang

of services
to such serv|
interface, an

6.2 Archi

The service
ISO/IEC 247

The generic
in ISO/IEC 2

The connect|
in ISO/IEC 2

The trusted
addressed in

Card-applicg
information
names is avg
the data set

Access to dd
security con
and [SO/IEC

Card-applicg
more contail

ovided by an ICC resident card-application that can be used by a client-application. A
ices is provided through a protocol stack that provides a service interface, a generic
d one or more card-applications resident on an ICC.

tectural attributes

interface implements features discussed in Clause 6.5 and.more rigorously address
p7-3.

rard interface implements features discussed in Clause6.8 and more rigorously addr
1727-2.

vity interface implements features discussed.in Clause 6.9 and more rigorously addr
1727-3,ISO/IEC 24727-3 and ISO/IEC 24727-6:

channel interface implements features discussed in Clause 6.10 and more rigor
ISO/IEC 24727-4.

tions manage data sets, including establishing a unique name space for data sets a
contained within data sets..Each data set is named and the card-application list of da
ilable to the client-application by direct knowledge or discovery. A client-application
nhame when requesting a service to be performed on a data set.

ta sets is controlledithrough an access control list. The access control list describg
Hitions that shall'be satisfied in order to perform an action on the data set. ISO/IEC 24
24727-4 provide‘additional detail on access control lists, identities, and actions.

tions are-0rganized on an ICC through an encompassing alpha card-application and g
ned cardsapplications. Card-applications are selectable by AID at the service interface

aset
ccess
card

ed in

bssed

bssed

ously

nd all

fa set

uses

s the
727-3

ne or

6.3 Logic

hlarchitecture

Figure 1 illustrates the relationships between a client-application, the layers and interfaces defined in
ISO/IEC 24727, and a card-application resident on an ICC. The flow of requests from the client-application
to the card-application is shown as directional arrows indicating either a request or a confirmation. Each
arrow illustrates functionality supported by the standard. The actual format and syntax of a request or
a confirmation is detailed in the indicated part of ISO/IEC 24727.

© ISO/IEC 2014 - All rights reserved
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ISO/IEC 24727

Client-Application

Testing

ISO/EC 24727-5 Authentication
L Protocols-

Application Programming Interface ISO/IEC 247276
ISO/IEC 24727-3 ISO/IEC 24727-3

CCD & ACD API Layer —
ISO/IEC 24727-2

Trusted Channel Secure

ISO/IEC 24727-4 Messaging
¢ ISO/IEC 24727-4

Generic Card Interface
ISO/IEC 24727-2

GCl Layer
Procedural

Element
ISO/IEC 24727-2

Trusted Channel
ISO/IEC 24727-4

¢ Secure

Messaging
InterFace.Device ISO/IEC 24727-4
ISOAEC 24727-4

<
Card-Application

Application Domain

s e | L 3 1 \ 'S 'S FICN/IDC DA
TrITguic I LUSIUAT AdItIIMITTtiuI TUT 10U/ TG 477

Functionality of ISO/IEC 24727 can be implemented in multiple ways with interface conformance
verified through testing specified by ISO/IEC 24727-5.

6.4 Protocol independence

ISO/IEC 24727 interfaces are specified through ASN.1 description, with subordinate descriptions
provided through XML. Interfaces are specified in a manner independent of the protocols required to
establish the communication between the client-application and card-application.

Figure 1 illustrates a stack of layers and interfaces necessary to enable connectivity between client-
applications and card-applications.

© ISO/IEC 2014 - All rights reserved 5
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A proxy-agent mechanism is an implementation of the interface of a stack element that allows the stack
element implementation to be split between a proxy and an agent found at some other point within the
protocol stack. An interoperable proxy-agent mechanism depends of a formal language specification of
the interface and a well defined framing mechanism. This facility is specified in ISO/IEC 24727-4.

Annex A illustrates a number of generically useful configurations. These configurations are considered
in more rigorous fashion in ISO/IEC 24727-4.

6.5 Client-application service access layer interface

ISO/IEC 24727-3 provides a detailed description of the service interface available to a client-application.

An impleme]ltation of the service interface

translat more

generic

Es an action request couched in the semantics of the client-application into.ohé or
requests couched in the semantics of the ICC-resident card-application,

bs one or more generic confirmations from the card-application into an‘action confirnjation

for the client-application.

translat
destined

The service Interface includes

— client-agplication to card-application connectivity using the generic'card interface,

client-agplication to card-application security in accordance with the security rationale,
cryptographic service,

differential-identity service.

6.6 Capability description

The service
of the capab
enabling thij

interface and generic card interface are specified in a manner that facilitates disc
ilities of one or more card-applications resident on an ICC. The information structu
discovery mechanism is the Gapability Description.

bvery
re for

Two levels of Capability Description aredetailed in ISO/IEC 24727.

ACardC
ICC. The|

— An App
if prese

apability Description (CCD) is used to discover one or more card-applications resident ¢
CCD resides in the-alpha card-application. The CCD provides APDU translation inform

ication Capahility Description (ACD) may be provided with a card-application. The
t, is used tosinform the requesting entity of additional or revised capability from w

nthe
ation.

ACD,
hat is

provided in the €ED.

ISO/IEC 247
is to enable

P7-2(details both levels of Capability Description. The purpose of the capability description
liS€overy at both the generic card interface and service interface. Any command-resﬂ)onse
pair translation between the generic card interface and the Service interface may be specified using a

capability description.

ISO/IEC 24727-2 further details the capability description methodology relating to how information is
organized, protected, retrieved, and updated using card-applications resident on an ICC.

A subset of API called SAL-lite implemented exclusively on a local host supports card-application
discoverability.

6.7 Data model

The service interface specified in ISO/IEC 24727-3 is predicated on a data model structure that defines
data elements and their interrelationship. While they are application specific, the data elements and

© ISO/IEC 2014 - All rights reserved
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their relationships are presented consistently through this data model structure. Thus, the application
specific data models are discoverable by client-applications through the service interface.

6.8

Generic card interface

ISO/IEC 24727-2 defines a means for access to a card-application present on an ICC. The generic card
interface detailed in ISO/IEC 24727-2 provides a fixed set of functionality.

An implementation of the generic card interface

— translates a generic request into one or more specific requests,

— t

1S0/1
admi

6.9

1SO/I1
Mech
conn
the c

6.10

1SO/1
stack
comn

7 S
1SO/I
1SO/I

Secui
mech

supp
Cryp
—

— U

Fanslates one or more specific confirmations into a generic confirmation.

histration.

Connectivity interface

EC 24727-3 provides a detailed description of the connectivity interface available to

pctivity interface is used to establish a communication chafhel between adjacent co
mmunication stack.

Trusted channel interface

EC 24727-4 provides a detailed description “of the trusted channel interface

wunication channel between adjacent components in the protocol stack.

ecurity rationale
EC 24727 employs the security Concepts and mechanisms defined in ISO/IEC 7816-4:
EC 24727 utilizes secure messaging consistent with ISO/IEC 7816-4 specified in ISO/

ity in an ISO/IEC 24727 implementation depends on the ability to map the security
anisms defined inISO/IEC 24727-3 and ISO/IEC 24727-4 onto the security architecture
prted by the ICG-as-specified by ISO/IEC 7816-4.

ographic information discovery may be implemented in more than one form, e.g.
se of capability description,

seof ISO/IEC 7816-15 as specified in ISO/IEC 24727-2 and ISO/IEC 24727-4.

EC 24727-2 defines the functionality available for data processing, security)management, and

components.

anisms to effect this connectivity is specified in ISO/IEC 24727-4. An implemenfation of the

mponents in

available to

components. An implementation of the trusted channel interface is used to establish a secure

2005.
EC 24727-4.

architecture
mechanisms

ISO/IEC 24727-3 details the mechanics of the security rationale from a client-application perspective.

© ISO/IEC 2014 - All rights reserved
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Annex A
(informative)

Implementation configuration examples

A.1 General

A discussiOri of anticipated stack configurations is detailed in this Annex. More detailed specifi¢gtions
of these varjous stack configurations is presented in ISO/IEC 24727-4. The set of stack configurdtions
presented addressesall ofthe use casesthus faridentified. However, itshould be noted that speeializgtions
of these configurations is not precluded by ISO/IEC 24727. Indeed, such specializations an essential
element nec¢ssary to achieve the desired levels of interoperability.

Eachdiagrarhrepresentsaphysicalarchitectural perspective ofasingle client-application communidating
withasingle|card-applicationasillustrated in Figure A.1. The possible expansjon of request/confirmation
exchanges at the card-application interface is not shown in these drawings:

Non-ICC Components

X
© IcC

Indication

Request

N

Middleware o |/ 0
= Electrical Signals = 237'(3:_- y
Q $) ication
<:& \W—I/ oK—— PP
Confirmation O Response

ICC Services

Action Request>
@ewwoo uonoy

Client-Application

s A4 Dl = h | TR 4
riguic A.1 — ruysitdrdiianeciuurc

Figure 1 in Clause 6 and Figure A.1 show the same system but from different perspectives. Figure 1
illustrates a logical view of the architecture whereas Figure A.1 illustrates a physical view. The mapping
of components between the logical and physical perspectives depends on the chosen implementation
configuration as outlined in further clauses of this Annex and addressed specifically in [SO/IEC 24727-4.

Hereinafter follows a brief description of the physical architecture shown in Figure A.1.
ICC Services: An implementation that provides services to a client-application and employs an ICC.

ICC: An element of ICC Services. The component is identical to a physical ICC.

8 © ISO/IEC 2014 - All rights reserved
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Non-ICC Components: This element represents all other functionality provided within ICC Services.
This element is complementary to the ICC.

Electrical Signals: The two major functional partitions of ICC Services communicate through a
channel called “Electrical Signals”. The specific type of electrical signals (e.g. ISO/IEC 7816-3 (T=0, T=1),
ISO/IEC 7816-12 USB, ISO/IEC 14443 contactless, and Transport Layer Security) are addressed in the
relevant standards.

ICC 1/0: This is a component of ICC. Its purpose is to transform messages received by the channel
“Electrical Signals” into requests which are sent to the Card-Application. Furthermore, this component

transforms confirmations received from the Card-Application into electrical signals and sends them via
the channel “Electrical Qigha]c" 1CC II/(\ is out of scope for IQnI/IFF 24727

IFD I}/O: This functionality, contained in “non-ICC components”, has a similar responsibility as ICC 1/0.
[FD IfO is out of scope for ISO/IEC 24727.

CardfApplication: As defined in Clause 3.

Middleware: As defined in Clause 3.

A.2 |Discrete layer configuration

Non-ICC Components
Middleware »
GCl Request Specific ﬁ%eiccgtli%n
2 Request
Y — >
GCI. . 8 g J
Confirmation § ® | lspecific Q Q Card
~ o | [t —= Electrical Signals = i
2 s P—A Applicatjon
] m—r — 1| 8K— °FP
N Specific
Response CCD ACD
3 | service Access Layer
Middleware

ICC Services

olewluoy Wondy

Action Requestg
L
<

Legend
GCI Generic Card Interface
ACD Application Capability Description
CCD Card Capability Description

Figure A.2 — Discrete implementation of each interface and layer

This configuration illustrates the implementation of ISO/IEC 24727-2 and ISO/IEC 24727-3 as distinct
components. As illustrated in ISO/IEC 24727-4, this class of implementation can present as an Opaque
ICC Stack or as a Full-network Stack.

This configuration is proposed for evolving requirements. The generic card access layer, serving as an
ICC proxy, can provide the necessary translation required for an existing, deployed ICC.

© ISO/IEC 2014 - All rights reserved 9
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A.3 Combined configuration

This configy|
as asingle sg
the ISO/IEC
this class of

Non-ICC Components

ICC

Middleware o Specific
, 2 gzzzz; Indication
e B8 o | -
Specified S Specific 9 ®) Cared
- g Confirmation” | == ~FElectrical Signals - ward b
2 8 (@] Application
iz <K g \r—|, o K— PP :
v Specific
Response C C D AC D
3 || service Access Layer|
I\ 1’4
AN alx
s 5
L ICC Servi
g S ervices
8 2
Legend

Client-Application

or an ICC Regident Stack.

10

Figure A.3 — Combined implementation

ACD-Application Capability Description
CCD Card Capability Description

fration proposes the service interface, discovery and any APDU translation are implemgnted
ftware component. The interactionbetween the ISO/IEC 24727-2 generic card interfage and
P4727-3 service access layer is not'specified in this case. As illustrated in ISO/IEC 247127-4,
ttack configuration can presentas a Loyal Stack, a Remote Loyal Stack, a Remote ICC $tack,

© ISO/IEC 2014 - All rights reserved
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A.4 On-ICC generic card access layer configuration

Non-ICC Components

ICC

Middleware

>

GCl Request GCl
Indication
2
::> > O
ol / N O 98
= h = ¢ e | Card-
GClI Electrical Signals ) i i
Confirmation E 8 <:: E 9 App“catlon
GCl
Response (]/
3 | service Access Layer b/‘\ CCD ACD

ICC Sen

sices

Action Request
OlEULIJUOD) UOHOY

<

Client-Application

Figure A.4 — Generic cardaccess layer implemented on the ICC

Legend
GCIl Generic Card Interfacs
ACD Application Capability
CCD Card Capability Descr

Description
ption

This fonfiguration proposes the generit card interface and access layer is implemented on the ICC. In

ISO/IEC 24727-4 this is presented as’an ICC Resident Stack. In this stack configuration, 3
card gpplication can be providedithrough an APDU-based connection via the ENVELOPE AP
in ISQ/IEC 24727-2 and/or directly through a TLS message structure if the ICC has dif
connectivity. Supporting TLS through direct network connection is not specified by the I

series of standards.

ccess to the
DU indicated
ect network
SO/IEC 7816
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A.5 On-ICC implementation of service access and generic card access layers

Non-ICC Components e
Action Request
: 2
ol / N A Q
=V = Z | Card-
Action O | Electrical Signals O ﬁCtii::); » Aoblicatioh
Confirmation | —l/ 3] Indicat > 3 pp
' Action

Ivs

(Optional) Response

Presentation Middleware <_ @ ACD
v

i

ICC Services

Action PPHIIPS]:>
é}}ewmuoo uonoy

kegend

. .. SAL Service Access Layer
Client-Application GCAL Generic Card Access Layer
ACD Application Capability Descriptjon
CCD Card Capability Description

Figure A.5 — Service access and generic'card access layers implemented on the ICC

In this configuration, ISO/IEC 7816-4 addrésses the encapsulation of actions through ASN.1 data objects
in the form qf BER-TLV structures.
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A.6 Loadable/fixed non-ICC components hosting of capability description

Non-ICC Components
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g 0 s
g = ICC Servijces
5 3
I\
Legend
GCl| Generic Card Interface

Client-Application
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Figure A.6 — Loadable or fixed configuration

GCAL Generic Card Access L
ACD Application Capability D
CCD Card Capability Descrip

hble configuration is proposed.for accommodating an ICC that cannot support th
ability description. The CCD "anid ACD are provided by the middleware using off-I

hyer
escription
tion

e loading of
ICC facilities.

a cap
ISO/IEC 24727-2 specifies specific signalling mechanisms through which middleware can address these
facilifies.
Fixed configuration is qpreposed for accommodating an ICC that cannot support the Joading of a
capagility description, Further, the middleware supports a known set of ICC implementations. The
capability description’may be explicitly provided or is implied in the functionality of the|middleware
(e.g.; p loadable APL).
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A.7 Web service configuration
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Figure A.7 — Web se¥xvice configuration

This configyration proposes a Web service Intérface which can be accessed from Web applications.
All interfacds in ISO/IEC 24727 are formally specified preferentially through ASN.1, but secondarily
through XML descriptions found respectively in ISO/IEC 24727-3 and ISO/IEC 24727-4.
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