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Foreword

ISO (the

International Organization for Standardization) and

IEC (the International

Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and non-gov
technology, |
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API administration and testing will formthe subjects of the future Parts 4 and 5, respectively.

loplication interface

brnmental, in liaison with 1ISO and IEC, also take part in the work. In the field of inforn
50 and IEC have established a joint technical committee, ISO/IEC JTC 1.

Standards are drafted in accordance with the rules given in the ISO/IEC Directivesy Part 2.
5k of the joint technical committee is to prepare International Standards. BPraft Interns
opted by the joint technical committee are circulated to national bodies forwvoting. Publicat

al Standard requires approval by at least 75 % of the national bodies gasting a vote.

rawn to the possibility that some of the elements of this document'may be the subject of
d IEC shall not be held responsible for identifying any or all sueh-patent rights.

7-1 was prepared by Joint Technical Committee ISO/NEC JTC 1, Information techn
b SC 17, Cards and personal identification.

7 consists of the following parts, under the generalhtitle Identification cards — Integrated
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Introduction

ISO/IEC 24727 is a set of programming interfaces for interactions between integrated circuit cards (ICCs) and
external applications to include generic services for multi-sector use. The organization and the operation of
the ICC conform to ISO/IEC 7816-4.

ISO/IEC 24727 is relevant to ICC applications desiring interoperability among diverse application domains.
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SO/
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FC 24727 defines interfaces such that independent implementations are interoperable.

es may be discoverable through mechanisms detailed in ISO/IEC 24727. ISO/IEC 247
ds include provisions for a client-application to discover

ard-applications available for selection on the ICC,

mformation about each card-application.

27 discovery

EC 24727-1 specifies the conceptual framework. It providesCessential background information for the

quent parts. Developers using ISO/IEC 24727 are encouraged to read this introdu
FC 24727. The other parts provide technical details of the €oncepts specified in ISO/IEC 24

EC 24727-2 details the functionality and related infetmation structures available to the impl
erface defined in ISO/IEC 24727-3.

FC 24727-3 details service access mechanisms to initiate their use by a client-application.

EC 24727-4 will detail trust mechanismstand connectivity mechanisms between adjacent ¢
mmunication stack.

FC 24727-5 will detail test mechanisms.

onality for ISO/IEC 24727-3 usually resides outside of the ICC. Functionality for ISO/IEC
inside the ICC.

Ctory part of
727-1.

bmentation of

bmponents in

24727-2 may
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INTERNATIONAL STANDARD ISO/IEC 24727-1:2007(E)

Identification cards — Integrated circuit card programming
interfaces —

Part 1:
Architecture

1

[da)

jcope
ISO/IEC 24727 is a set of programming interfaces for interactions betweenVintegrated circuit cards and
externmal applications to include generic services for multi-sector use. Theorganization and theg operation of
the 1QC conform to ISO/IEC 7816-4.

This part of ISO/IEC 24727 specifies

— slystem architecture and principles of operation,
— g capabilities discovery mechanism,

— sfecurity rationale.

ISO/IEC 24727-1 is independent of physical interface technology.

2 ormative references
The following referenced documents are indispensable for the application of this documenpt. For dated
refergnces, only the edition, cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 7816-4:2005( Identification cards — Integrated circuit cards — Part 4: Organization,| security and
commnjands for interchange

3 erms and definitions

31
authentication
process of assessing a level of confidence in identity or identification

3.2
authentication protocol
specific process for authentication

3.3

card
integrated circuit card

© ISO/IEC 2007 — All rights reserved 1
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3.4

card-application

uniquely addressable set of functionalities on an ICC that provide data storage and computational services to
a client-application

3.5
client-application
processing software needing access to one or more card-application(s)

3.6

data element
item of information seen_at the interface for which are specified a name, a description _of logical content, a
format and a poding

[ISO/IEC 7816-4]

3.7
data set
named collection of data structures for interoperability

3.8
data structure for interoperability
ISO/IEC 7816-4 file identified by a two-byte file identifier or an ISO/IEC 8825 BER-TLV data object ideptified
by an octet sfring encoding an ASN.1 tag

3.9
differential-igdentity
set of informgtion that comprises a name, a marker, and an authéntication protocol

3.10
generic card access layer
component which provides an ISO/IEC 24727-2 interface.to a service access layer

3.1
identification
collective asgect of a set of characteristics and.processes by which an entity is recognizable or known

3.12
interface
point at whicl) independent and often unrelated systems meet and act on or communicate with each othgr

3.13
interoperability
ability for any card-application interface that conforms to ISO/IEC 24727 to be used by any client-application
conforming tq ISO/IEC.24727

3.14
marker
item of information within a differential-identity representing a unique characteristic of an entity

3.15
middleware
software that connects two otherwise separate applications

3.16
service
set of processing functions available at an interface

3.17
service access layer
component which provides an ISO/IEC 24727-3 API to a client-application

2 © ISO/IEC 2007 — All rights reserved
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4 Abbreviated terms

AID

ACD

APDU

API

BER

application identifier

application capability description
application protocol data unit
application programming interface

basic encoding rules

ISO/IEC 24727-1:2007(E)

CCD

DSl

GCAL

GClI

IAS

ICC

IFD

oD

PKI

RFU

SAL

TLV

URL

card capability description
data structure for interoperability
generic card access layer

generic card interface

identity, authentication, and (digital) signature services

integrated circuit card

interface device

object identifier

public key infrastructure

reserved for future use by ISO/IEC
service access layer
tag-length-value

uniform resource locater

5 Ipteroperability

Interoperability-isithe ability for any card-application interface that conforms to ISO/IEC 24727 fo be used by

any c

ient-applieation conforming to ISO/IEC 24727. ISO/IEC 24727 defines a set of interfaces @nd discovery

mechpnisms such that independent implementations are functionally equivalent as verifiable by testing.

ISO/IE
— between the client-application and a service interface,

— between a service access layer and a generic card interface.

P’
1

! I s 1 1
UcTiries IMeriatts dl (WU IEVEITS

For each specified interface, the relevant parts of ISO/IEC 24727 shall define which functionality shall be
supported.

ISO/IEC 24727 applies to an ICC providing directly, or indirectly, a capability description. Capability
description is described in 6.6.

© ISO/IEC 2007 — All rights reserved
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The service interface, generic card interface, and capability descriptions may be extended according to the

future develo

pment of ICC technologies.

6 Architecture

6.1

General

ISO/IEC 24727 partitions functionality between a client-application running on a host platform and a layered
set of services that can be used by a client-application. The organization of services is further defined into a
service interface, a generic card interface, and one or more card-applications resident on an ICC.

6.2 Archi

ctural attributes

The service ipterface implements features given in 6.5.

The generic ¢
The connecti
The trusted c
Card-applicat
available to {

name when r

Access to da
conditions th

ard interface implements features given in 6.8.

ity interface implements features given in 6.9.

hannel interface implements features given in 6.10.

jons manage data sets. Each data set is named and the cafd-application list of data set nar
he client-application by direct knowledge or discovery. A’ client-application uses the da

bquesting a service to be performed on a data set.

a sets is controlled through an access control listxThe access control list describes the se
bt shall be satisfied in order to perform an a¢tion on the data set. ISO/IEC 24727-3 prg

additional defail on access control lists, identities, and actions.

Card-applicat
Card-applicat

jons are organized on an ICC as an alpha card-application and one or more card-applicg
ions are selectable by AID at the service interface.

6.3 Logical architecture

Figure 1 illus
ISO/IEC 2471
the card-appl
each arrow cf
or a confirma

trates the relationships “between a client-application, the layers and interfaces defin

cation is shown ag directional arrows indicating either a request or a confirmation. The nam
bnveys functionality being supported by the standard. The actual format and syntax of a reg
lion is not detailed in this part of ISO/IEC 24727.

hes is
a set

curity
vides

tions.

ed in

7, and a card-application resident on an ICC. The flow of requests from the client-applicafion to

ing of
quest
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Client-Application
N

Action Action

Request Confirmation

Service Interface ISO/IEC 24727-3

Service Access Layer Trust
Mechanism™

Generic Generic
Request Confirmation

Generic Card Interface ISO/IEC 24727-2

Generic Card Access Layer Trust
Mechanism*

Specific Specific
Request Confirmation

ICC Services

(*)Note: None, one or both of
these mechanisms may exist

Figure 1.— Logical architecture of ISO/IEC 24727

Functjonality of ISO/IEC 24727\can be implemented in more than one manner.

6.4 |Protocol independence

ISO/IEC 24727 defined interfaces are specified in a manner independent of the protocols requirgd to establish
the cgmmunicationbetween the client-application and card-application.

Figuré 1 shows a stack of layers and interfaces.

A proxy-is—animptementation—c etermer imptementation to

be split. Fo exale,cad—plico iir 1is prx fr th ctI r.
See Annex A for details on the configurations of implementations of the stack.
6.5 Client-application service access layer interface

ISO/IEC 24727-3 provides a detailed description of the service interface available to a client-application.
An implementation of the service interface

— translates an action request into one or more generic requests,

© ISO/IEC 2007 — All rights reserved 5
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translates one or more generic confirmations into an action confirmation.

The service interface includes

client-application to card-application connectivity using the generic card interface,
client-application to card-application security in accordance with the security rationale,
cryptographic service,

differential-identity service.

6.6 Capah
The service

capabilities o
discovery me

Two levels of]

A Card (
ICC. Thd

An Appli
is used t

ISO/IEC 2473
at both the g¢
generic card

ISO/IEC 2477
organized, pr

6.7 Datan

Data models
models are in

6.8 Gener

ISO/IEC 2472
detailed in IS

An implemen

ility description

nterface and generic card interface are specified in a manner that facilitates discovery
f one or more card-applications resident on an ICC. The information structuré, for enablin
chanism is the Capability Description.

Capability Description are detailed in ISO/IEC 24727.

Capability Description (CCD) is used to discover one or more card-applications resident g
CCD resides in the alpha card-application. The CCD provides-APDU translation informatio|

bf the
g this

n the
n.

cation Capability Description (ACD) may be provided with a’card-application. The ACD, if ptesent,

b inform the requesting entity of additional or revised capability from what is provided in the

7-2 details capability description. The purpose of:the capability description is to enable disq

CCD.

overy

bneric card interface and service interface. Any:command-response pair translation betweg¢n the

nterface and the service interface may be specified using a capability description.

7-2 further details the capability deseription methodology relating to how informat
btected, retrieved, and updated using.€ard-applications resident on an ICC.

hodel

define data elements and their interrelationship. Data models are application specific.
tended to be discoverable by client-applications.

c card interface

7-2 definés~a means for access to a card-application in an ICC. The generic card intg
D/IEC 24727-2 provides a fixed set of functionality.

ation of the generic card interface

on is

Data

prface

translates a generic request into one or more specific requests,

translates one or more specific confirmations into a generic confirmation.

ISO/IEC 24727-2 defines the functionality available for data processing, security management, and
administration.

6.9 Connectivity interface

A future International Standard (ISO/IEC 24727-4) will provide a detailed description of the connectivity
interface available to components. An implementation of the connectivity interface is used to establish a
communication channel between adjacent components in the communication stack.

© ISO/IEC 2007 — All rights reserved


https://iecnorm.com/api/?name=140bffa684a46fd12b619dd0560acb45

ISO/IEC 24727-1:2007(E)

6.10 Trusted channel interface

A future International Standard (ISO/IEC 24727-4) will provide a detailed description of the trusted channel
interface available to components. An implementation of the trusted channel interface is used to establish a
secure communication channel between adjacent components in the communication stack.

7 Security rationale

ISO/IEC 24727 employs the security concepts and mechanisms defined in ISO/IEC 7816-4:2004, 5.4.

ISO/IET 24727 supports particular modes of secure messaging from ISO/TEC 7816-4.

Secufity in an ISO/IEC 24727 implementation depends on the ability to map the security architecture
mechpnisms defined in ISO/IEC 7816-4 onto the security architecture mechanisms supportéd by(the ICC.

Cryptpgraphic information discovery may be implemented in more than one form,.€.g.
— Uuse of capability description,
— use of ISO/IEC 7816-15.

ISO/IEC 24727-3 details the mechanics of the security rationale from-a client-application perspedfive.

© ISO/IEC 2007 — All rights reserved 7
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Annex A
(informative)

Implementation configuration examples

A.1 General

A discussioni:)f each envisioned configuration is detailed in this Annex. The reader is cautioned that this|is not
an exhaustive list of configurations.

Connectivity 1o an IFD and other transport layer details are represented in the drawings but are out of cope
with respect |to enabling communications between the card-application, IFD, one or mere ISO/IEC 4727
layers, and the client-application.

Services proyided below the client-application may use APDU command-response pairs as the means to
make a reqyest and receive a confirmation. This Annex does not detail the{syntax or semantics qf any
interface shoyn.

Each diagrar:lldrepresents a physical architectural perspective of a singleclient-application communicating with
a single carnd-application as illustrated in Figure A.1. The possible) ‘expansion of request/confirmation
exchanges af the card-application interface is not shown in these drawings.

Non-ICC Components

ICC
—l\
) ME—
i o — o
Middleware = Electrical Signals = Card-
—a O |+ | Application
e L o K——
Confirmation Response

ICC Services

Actio| Requ;\

uopeuuluo) uonoy

Client-Application

Figure A.1 — Physical architecture

8 © ISO/IEC 2007 — All rights reserved
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Figure 1 in Clause 6 and Figure A.1 show the same system but from different perspectives. Figure 1 illustrates
a logical view of the architecture whereas Figure A.1 illustrates a physical view. The mapping of components
between the logical and physical perspectives depends on the chosen implementation configuration as
outlined in further clauses of this Annex.

Hereinafter follows a brief description of the physical architecture shown in Figure A.1.

ICC Services:
An implementation that provides services to a client-application and employs an ICC.

ICC:

An element of ICC Services The compaonent is identical to a physical ICC

Non-|CC Components:
This ¢lement represents all other functionality provided within ICC Services. This element is
complementary to the ICC.

Electrical Signals:
The tivo major functional partitions of ICC Services communicate through a-channel called “Hlectrical

Signdls”. The specific type of electrical signals (e.g.ISO/IEC 7816-3 (T=0; T=1), ISO/IEC 7816-12 USB,
ISO/IEC 14443 contactless) are out of scope for ISO/IEC 24727 .

ICC 1]O:
This is a component of ICC. Its purpose is to transform messages-teceived by the channel “Blectrical

Signdls” into requests which are sent to the Card-Application(Furthermore, this component tfansforms
confifmations received from the Card-Application into electrical signals and sends them via the channel
“Elecfrical Signals”. ICC 1/O is out of scope for ISO/IEC-24727.

IFD 1/0O:
This functionality, contained in 'non-ICC components"”, has a similar responsibility as ICC I/O} IFD I/O is
out of scope for ISO/IEC 24727.

Card{Application:
As deffined in Clause 3.

Middleware:
As deffined in Clause 3.

© ISO/IEC 2007 — All rights reserved 9
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A.2 Discrete layer configuration

This configu
components.

This configur
proxy, can pr

10

Non-ICC Components

Middleware

GCl:Request Specific
> 2 Request
N

ICC

Specific
Indication

Gcal
Copfirmation

]
Specific

Confirmation

P

-

J19Ae ssaooy)|
ple) ouduan

IFD 1/0

3 | service Access Layer

Middleware

 Electrical Signals

W

Card-

<: Application
gzzgioﬁ:se S;éb AC D
G

&

ICC 1/O0

ICC Services

HEWILUOD UOHOY

Action Request

o
N

Client-Application

Figure A.2 — Discrete implementation of each interface and layer

Legend
GCI Generic Card Interface
ACD Application Capability Description
CCD Card Capability Description

ration illustrates the implementation of ISO/IEC 24727-2 and ISO/IEC 24727-3 as djstinct

htion is proposed for-evolving requirements. The generic card access layer, serving as ap ICC
bvide the necessarytranslation required for an existing, deployed ICC.
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A.3 Combined configuration

Non-ICC Components ICC
Middl o
e wll - ot
> eques
Not g g l/ \ v
Specified g § Specific @) /L (@)
i ‘:; Confrmation | = [ Electrical Signals = Card-
c >~ .
33 < g \,,—I/ 8 <: Application
fic (]
’ 32?33%{\ cco| [atp
3 | service Access Layer (1/

O

g
g o
g = ICC Services
c 3
Legend
. .. ACD Application Capability Dg¢scription
Client-Application CCD Card Capability Descripfion

Figure A.3— Combined implementation

This ¢onfiguration proposes the setvice interface, discovery and any APDU translation is implgmented as a
singlg software component. The.interaction between the ISO/IEC 24727-2 generic card intefface and the
ISO/IEC 24727-3 service accessllayer is not specified in this case.

© ISO/IEC 2007 — All rights reserved 11
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A.4 On-ICC generic card access layer configuration

Non-ICC Components 1CC
GCl'Request IGSI ’
m— [
Q /L4,\ Q 23 |Card-
e lE ) Electrical Signals ) ﬁ g App"cation
Confirmation TH \[ O <: &9
— —I / O 53
gecslponse Q
3 | service Access Layer \Q/ CCD ACD
> Middleware n\
g 3 ICC Services
: s
= W Legend

Client-Application

Figure A.4 — Genericlecard access layer implemented on the ICC

GCI Generic Card Interface
ACD Application Capability Description
CCD Card Capability Description

This configunation proposes the generic card interface and access layer is implemented on the ICC. No
translation of|APDU command-response pairs is anticipated.

12

© ISO/IEC 2007 — All rights reserved


https://iecnorm.com/api/?name=140bffa684a46fd12b619dd0560acb45

ISO/IEC 24727-1:2007(E)

A.5 On-ICC implementation of service access and generic card access layers

Non-ICC Components

Action Request

ICC

In thi$ configuration, ISOAEC 7816-4 does not define a standard way to encapsulate action

APDUs.

' Z
®
o
g /L;,\ g 2 |\Card-
Action o) Electrical Signals (&) Action /\ App"c ation
Confirmation | W= \[—\/ o indication /\Q/
h 4 Action cﬁ
(Optional) g =
Presentation Middleware CCDh ACD
a4 F =
7 5
S o
g = ICC Services
c 3
S 3
o o
N v Legend
. . SAL Service Access Layer
Client-Application GCAL Generic Card Acces§ Layer
ACD Application Capability Description
CCD Card Capability Des¢ription
Figure A.5 — Service-access and generic card access layers implemented on the|ICC

5 in standard
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A.6 Loadable/fixed non-ICC components hosting of capability description

Non-ICC C t
on omponents ICC

Middleware »
e Specific Specific
Request 2 P Indication

Request

N

GC @ 1 I\ —
Corjfimation 2 l/ \

CED Commaton Electrical Signals garcll- '
F'— \ ,_—| \‘/\: pplication
ﬂ Specific

g
Response

IFD /O
ICC /O

3 | [service Access Layer

&

Middleware

ICC Services

IEULIIUOD UOHOY

&
N

ACUOTT REYUEST

Legend

. .. GCI Generic Card Interface
Client-Application GCAL Generic Card Access Layer

ACD Application Capability Description
CCD Card Capability Description

Figure A.6 — Loadable or fixed configuration

Loadable corffiguration is proposed for accommodating an ICC that cannot support the loading of a capjability

description. Thhe CCD and ACD are provided by the middleware using an unspecified means.

Fixed configyration is proposed for*accommodating an ICC that cannot support the loading of a capability
description. Hurther, the middleware supports a known set of ICC implementations. The capability description

may be expligitly provided or is-implied in the functionality of the middleware (e.g.; a loadable API).

NOTE

interoperable, $pecified\means for a Part 2 implementation to discover the CCD/ACD.

14

This particulartype of configuration may pose a challenge to achieving interoperability as there @re no
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Non-ICC Components

ICC

>

This gonfiguration proposes a Web ‘service Interface which can be accessed from Web app
Web Eervice layer can be providedtas a local client-application that exposes to web applicati

Figure A7— Web service configuration

ISO/IEC 24727-3 service interface or a (non-specified) proprietary interface.
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A.8 Multiple application configuration
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Figure A.8 — Multiple application configuration

ption illustrates the co-existence of an ISO/IEC 24727 card-application within an ICC that also
r ISO/IEC 7816 card-applications.
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