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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and rfon-governmental, in liaison with ISO and IEC, also take part in the work. In the field,¢f information
technplogy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The fnain task of the joint technical committee is to prepare International Standards. Draft| International
Standards adopted by the joint technical committee are circulated to national badies for voting. Publication as
an International Standard requires approval by at least 75 % of the national bodies casting a votd.

Attention is drawn to the possibility that some of the elements of this.doeument may be the subjject of patent
rights| ISO and IEC shall not be held responsible for identifying anyerall such patent rights.

ISO/IEC 24713-3 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcpmmittee SC 37, Biometrics.

ISO/IEC 24713 consists of the following parts, under.the general title Information technology— Biometric
profilgs for interoperability and data interchange:

— Rart 1: Overview of biometric systems and*biometric profiles
— Rart 2: Physical access control for empfeyees at airports

— Rart 3: Biometrics-based verification and identification of seafarers

© ISO/IEC 2009 — All rights reserved \"
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Introduction

The International Labour Organization, in response to a request from the International Maritime Organization,
has adopted the Seafarers' Identity Documents Convention (Revised), 2003 (No.185). This convention
requires all seafarers from ratifying nations to be issued with an identity document that follows a uniform
format, has specific physical security features, and uses biometrics to link the seafarer to their identity
document. Currently Convention No. 185 specifies the use of two fingerprints stored in a two-dimensional bar
code, but th¢ choice of biometric modality and storage medium could be changed provided backwards
compatibility {s maintained.

In order to qupport a globally interoperable system of Seafarers' Identity Documents (SIDS$),- this part of
ISO/IEC 24713 establishes a biometric profile to define how to use biometrics for verification’and identification
of seafarers 3t the various stages of document issuance and inspection. It defines a set of base standards and
criteria for applying those standards in applications where identity documents are jissued to seafarers and
biometrics arne used to link each document to the seafarer to whom it was issued./It attempts to pfovide
information oh the processes surrounding the enrolment and verification or identifieation of seafarers sp that
the biometricl components of the system can be used in a proper context. It\also addresses other sjystem
components such as the storage medium for the biometric data and the security of the system, since |these
will affect the| use of the biometric technology. This part of ISO/IEC 24713.is’ intended for use in the mgritime
industry, but ¢an be applicable to other situations where identification and-verification of document holders are
necessary during document issuance or inspection.

The use of bipmetric data includes identification checks during.the issuance of the document, when watghlists
can be checked and the entire database of existing seafarers:can be searched to prevent a single sepfarer
from establishing multiple identities.

It also includes the use of biometric data for verification when a card is presented at a control poin{ by a
person claimjng to be the seafarer to whom theZcard was issued. Such control points can includ¢ port
entrances, ship gangplanks, border crossing points where a seafarer must verify themselves to immigration
authorities apd any other situation where the’ seafarer needs to verify their identity as a seafarer| This
verification ig expected to be performed not only indoors under controlled conditions, but also outdoprs in
difficult condifions, including harsh wet'weather, salt spray, high humidity and high temperatures. Biometric
equipment and credentials have to be capable of functioning in all such environments.

This part of ISO/IEC 24713 is not*intended in any way to conflict with the existing international Convention
No. 185 estaplished by the International Labour Organization and ratified by various member states pf the
ILO. Instead, [the approaches profiled in this part of ISO/IEC 24713 can be used to satisfy the requiremgnts of
the current version of CGoenvention No. 185 while also allowing alternative approaches outlined in this gart of
ISO/IEC 24713 to be 'used in the future by the ILO if the technical documents associated with or annexes of
Convention No. 185.are modified. To this end, the concept of backwards compatibility is stressed. The
fundamental ghoices already made by the ILO of the use of a minutiae-based, two-finger template for sepfarer
verification, of_the in ion of a photograph and signature in the visible area of the SID, and of the usk of a
two-dimensional barcode as a storage medium are respected in this profile. Where alternative technology
choices are promoted, they are defined in such a way that there will still be backwards compatibility with
existing SIDs.

This part of ISO/IEC 24713 defines a CBEFF patron format in Annex B and a CBEFF Security Block in

Annex C that are suitable for the limited storage available in a two dimensional barcode and which may be
relevant for other storage constrained environments.

Vi © ISO/IEC 2009 — All rights reserved
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Information technology — Biometric profiles for interoperability
and data interchange —

Part 3:
Biometrics-based verification and identification of seafarers
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requitements, and the operation of biometric procedures on a Seafarers’ Identity Document (SID].
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part of ISO/IEC 24713 specifies a biometric profile including data interchange formats, system

omain of applicability can extend to other situations where an-interoperable biometrics-lyased identity
nent is required, but the main focus is on the use of biometrics’Tona Seafarers' Identity Dociiment (SID).

bart of ISO/IEC 24713 notes that ILO Convention No. 85 already provides the overdrching policy
nce on biometric verification and identification of seafaters and it relies on that guidance| Determining
atters of policy beyond those or in contradiction tothose included in ILO Convention No. 185 is explicitly
scope of this part of ISO/IEC 24713.

bonformance

afarers' identity documents, systems used for issuing seafarers' identity documents, and s$ystems used
rification or identification of seafarers that claim conformance to this part of ISO/IEC 24713 [shall conform

mandatory requirements of\Clause 6 of this part of ISO/IEC 24713 and of the normative Annexes
nced therein.

3

ormative references

The following referenced documents are indispensable for the application of this document. For dated
refergnces, only/the edition cited applies. For undated references, the latest edition of the referenced

docurpent (including any amendments) applies.

ISO/IEC 7501-1, Identification cards — Machine readable travel documents — Part 1: Machine readable

passport

ISO/IEC 7501-3, Identification cards — Machine readable travel documents — Part 3: Machine readable
official travel documents

ISO/IEC 8824-1:2002, Information technology — Abstract Syntax Notation One (ASN.1): Specification of basic
notation

ISO/IEC 8825-1:2002, Information technology — ASN.1 encoding rules: Specification of Basic Encoding
Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)

ISO/IEC 8825-2:2002, Information technology — ASN.1 encoding rules: Specification of Packed Encoding
Rules (PER)
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ISO/IEC 15438:2006, Information technology — Automatic identification and data capture techniques —
PDF417 bar code symbology specification

ISO/IEC 19785-1:2006, Information technology — Common Biometric Exchange Formats Framework —
Part 1: Data element specification

ISO/IEC 19785-3:2007, Information technology — Common Biometric Exchange Formats Framework —
Part 3: Patron format specifications

ISO/IEC 19794-2:2005, Information technology — Biometric data interchange formats — Part 2: Finger

minutiae data

ISO/IEC 1974
data

ISO/IEC 1974
data

ISO/IEC 1974
Interoperabili

ISO/IEC 247
interchange -

ISO/IEC 291(
formats defin

4 Terms

For the purp
apply.

NOTE Th
Specifically, vd
entities that ar
ILO Conventid

explanations can be found by reading Conyvention No. 185 as provided in the bibiliography or by consulting with the

41

)4-4:2005, Information technology — Biometric data interchange formats — Part 4: Fingér
4-5:20095, Information technology — Biometric data interchange formats — Part’5:" Face
5-4:2008, Information technology — Biometric performance testing and" reporting — A

'y performance testing

3-1:2008, Information technology — Biometric profiles for" interoperability and
— Part 1: Overview of biometric systems and biometric profiles

9-1, Information technology — Conformance testing methodology for biometric data interc
bd in ISO/IEC 19794 — Part 1: Generalized conformance testing methodology

and definitions

pses of this document, the terms and definitions given in ISO/IEC 24713-1 and the foll

ere are some terms which are commonly used in this part of ISO/IEC 24713 but are not explicitly d
rification authority, issuing authefity, competent authority and focal point are terms which addres
e the responsibility of the ILOand which vary from country to country. These terms are used frequg
n No. 185 but their precise) definition is best left to the interpretation of ILO legal experts. H

biometric ¢
measurable

claimed idenEy, of an.entolee

racteristic
hysical characteristic or personal behavioural trait used to recognize the identity, or veri

4.2
biometric e
process of ¢

biometric reference(s)

4.3

mage

mage

Part 4:

data

nange

pbwing

bfined.
5 legal
ntly in
urther
LO.

fy the

rolment

and, typically, non-biometric data

biometric feature
concise representation of information extracted from an acquired or intermediate biometric sample by applying
a mathematical transformation

4.4

biometric model
stored function (dependent on the biometric data subject) generated from a biometric feature(s)

uding
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4.5

biometric reference

one or more stored biometric samples, biometric templates or biometric models attributed to a biometric data
subject and used for comparison

4.6

enrolee
person who has a biometric reference template recorded for the purpose of issuing a SID

he seafarers’

ordingrily engaged in maritime navigation

49
Seafgrers' Identity Document
SID
docurhent containing identifying information about a seafarer ificluding demographic informatign, a photo of
that spafarer and biometric data contained within a PDF 417Z%ar code or optionally an IC chip

NOTE] It is expected that in initial deployments of SIDs_the inclusion of an IC chip will be optional but that more
deployments will migrate to that technology as IC chips and the technology to perform biometric verificatior] using IC chips
beconje ubiquitous.

410
SID vgrification station
systen of hardware and software that-supports the biometric verification of a seafarer's {dentity using
information recorded on the SID, optionally including the capability to perform on-line verificatipn of the SID
with g secure electronic database provided by the issuing authority that issued the SID

NOTE A single verification, authority will often support multiple SID verification stations, some of jwhich may be
requir¢d to function on board ships or in other difficult environments where no on-line access is available.
5 Abbreviated terms

CBERF Commen Biometric Exchange Formats Framework

ILO International Labour Organization

SID Seafarers' |dentity Document

6 Application requirements

6.1 General

The requirements of a globally interoperable system of seafarers' identity documents to be used for the
biometric verification and identification of seafarers are outlined in this clause. The requirements focus on the
biometric aspects of this application, but where other aspects affect the use of biometrics, they are also
discussed. These requirements are intended to be in accordance with the regulatory requirements of the
Seafarers' Identity Documents Convention (Revised), 2003 (No.185) [3] and to ensure backwards

© ISO/IEC 2009 — All rights reserved 3
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compatibility with the existing practices of the ILO and with SIDs already issued. There are currently several
requirements of the existing Convention that would be difficult to change and which this standard normatively
requires for all verification and identification of seafarers. Permission has been given for certain portions of
Convention No. 185 to be quoted directly in this document, and these are used to help define the
requirements. The relevant sections of Convention No. 185 (renumbered to make sense when quoted without

the full text of the Convention) follow in Clause 6.2.

6.2 Requirements of ILO SID convention

6.2.1 Physi

cal composition of the document

The seafarer
special regar

5' identity document shall be designed in a simple manner, be made of durable materia
| to conditions at sea and be machine-readable. The materials used shall:

, with

a) prevent fampering with the document or falsification, as far as possible, and enable easy.detectjon of
alterations; and

b) be genefally accessible to governments at the lowest cost consistent with reliably lachieving the purpose
set out irf] (a) above.

NOTE 1 This requirement comes from Article 3, paragraph 2 of Convention No. 185 [3}.

NOTE 2 Thg specific details associated with this requirement are found by feference to the physical layout and

document spe
size document

6.2.2 Persd

Particulars al

ifications for either a TD-3 booklet size document as defined in ISO/IEC 7501-1 or preferably a TD-
as defined in ISO/IEC 7501-3.

nal data contained in the document

out the holder included in the seafarer's identity*"document shall be restricted to the following:

1 card

a) full namg (first and last names where applicable);

b) sex;

c) date and|place of birth;

d) nationalily;

e) any spedial physical characteristics that may assist identification;

f)  digital or|original photegraph; and

g) signaturg

NOTE This fequirement comes from Article 3, paragraph 7 of Convention No. 185 [3].

6.2.3 Biometric data contained in the document

Notwithstanding 6.2.2 above, a template or other representation of a biometric of the holder shall also be
required for inclusion in the seafarers' identity document, provided that the following preconditions are
satisfied:

a) the biometric can be captured without any invasion of privacy of the persons concerned, discomfort to
them, risk to their health or offence against their dignity;

b) the biometric shall itself be visible on the document and it shall not be possible to reconstitute it from the
template or other representation;

4 © ISO/IEC 2009 — All rights reserved
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NOTE

e)

NOTE] This requirement comes from Article 3, paragraph 8 of Convention No. 185 [3].

6.2.4| Visibility of data

All dgta concerning the seafarer that are recorded on the document shallbe visible. Seafare
convgnient access to machines enabling them to inspect any data conegerning them that is not
Such faccess shall be provided by or on behalf of the issuing authorijty:

NOTE] This requirement comes from Article 3, paragraph 9 of Convention No. 185 [3].

6.2.5| Secure electronic database
Each |[Member shall ensure that a record of each seafarers' identity document issued, suspended
by it is stored in an electronic database. The neceSsary measures shall be taken to secure the d
interf¢rence or unauthorized access.

NOTE|1 This requirement comes from Article4, paragraph 1 of Convention No. 185 [3].

NOTE|2  The detailed contents of this database are described elsewhere in Convention No. 185 [3], but
this stgndard they are defined in Clause;6.5.4 of this document.

NOTE|3  There will usually be a“separate issuance database created by the document issuance system
record personal information and issue the SID, but this is not specified either in Convention No. 185 [3] o
ISO/IHC 24713.

6.2.6 | Restrictions on database content

The i

ISO/IEC 2471

3-3:2009(E)

This requirement is interpreted to mean that the fingerprint template which is a representation of the biometric

used in the document shall be made visible by being encoded in a two dimensional barcode. Since the

ISO 19794-2 fingerprint template profiled in this standard is a representation only of bifurcations

and endpoints,

this is interpreted to be only a subset of the information in the original biometric characteristic of the fingerprint

and thus satisfies the requirement that the biometric can not be reconstituted from the template.

the equipment needed for the provision and verification of the biometric is user-friendly and is generally

accessible to governments at low cost;

the equipment for the verification of the biometric can be conveniently and reliably operated in ports and
in other places, including on board ship, where verification of identity is normally carried out by the

competent authorities; and

tILe system in which the biometric is to be used (including the equipment, technologies and-p
use) provides results that are uniform and reliable for the authentication of identity.

rocedures for

rs shall have
bye-readable.

or withdrawn
atabase from

for purposes of

that is used to
I in this part of

hformation/contained in the record shall be restricted to details which are essential for the purposes of
verifylng a“seafarers' identity document or the status of a seafarer and which are consistent with
right fo.privacy and which meet all applicable data protection requirements.

he seafarer's

NOTE This requirement comes from Article 4, paragraph 2 of Convention No. 185 [3].

6.2.7 Access to the database

Each Member shall designate a permanent focal point for responding to inquiries, from the immigration or
other competent authorities of all Members of the Organization, concerning the authenticity and validity of the
seafarers' identity document issued by its authority. Details of the permanent focal point shall be
communicated to the International Labour Office, and the Office shall maintain a list which shall be
communicated to all Members of the Organization.
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https://iecnorm.com/api/?name=72bf4dfb45eb68c0ee6e95f9bfa00732

ISO/IEC 24713-3:2009(E)

The details referred to in paragraph 6.2.5 above shall at all times be immediately accessible to the immigration
or other competent authorities in member States of the Organization, either electronically or through the focal
point referred to above.

NOTE This requirement comes from Article 4, paragraphs 4 and 5 of Convention No. 185 [3].

6.2.8 Data protection and privacy

For the purposes of this Convention, appropriate restrictions shall be established to ensure that no data - in
particular, photographs - are exchanged, unless a mechanism is in place to ensure that applicable data

protection and privacy standards are adhered to.

Members shalll ensure that the personal data on the electronic database shall not be used for any.pu

other than ve

NOTE Th

6.3 Suitak

rification of the seafarers' identity document.

s requirement comes from Article 4, paragraphs 6 and 7 of Convention No. 185 [3].

le biometric modalities

Although mamy biometric modalities are suitable for use with seafarers, current practice uses two finger

preferably on

e from each hand. These fingerprints are stored in a single template with two finger

formatted in accordance with the card normal format (including a record header) defined by an early d

ISO/IEC 1974
used in additi

4-2 and profiled in detail in ILO SID-0002 [4]. Any other modadlities selected should therefq
pn to a minutiae based fingerprint template in order to maintain backwards compatibility.

Since existin
printed docu
applications

fingerprint as

6.4 Perfor

The Internat
acceptable fi
performance
issuance che
and having t
quality of the
identification
minimum per]

Biometric sys
profile, shall
ISO/IEC 197¢
generalized t

practice for seafarers' identity documents is to show_a photograph of the seafarer’s face

ent, it is current practice to collect both fingerprints and facial images for most seafare
for biometric verification and identification thatv:are conformant to this standard sha
a mandatory biometric and face as an optional additional biometric.

mance levels
onal Labour Organization has already specified a performance level that it deems

evel for identification of seafaters which may be relevant during background checks or dug
cks when the seafarer iscbeing enrolled into one of the electronic databases described in
neir identity document issted. Given the dependence of the identification performance g
input biometric data\and the lack of detailed performance testing methodology standar

ormance levels.

tems thatiperform enrolment or verification functions for use with seafarers, as defined b

be able’ to achieve specified metrics of interoperable performance (as defing
5-4)"that are measured using generalized transactional false accept rate (GFAR
ransactional false reject rate (GFRR). Specifically the mean interoperable GFRR at a GF

1 % shall be

rpose

Drints,
iews,
raft of
re be

bn the
rs. All
| use

to be

pr verification of seafarers at ‘ports and on board ships. It has not, however, specified a

licate
6.2.5
n the
is for

pperations, the simplést solution is to adopt the current ILO specified performance levels as the

y this
d by
and
AR of
AR of

acc than 1 90/ fAr all ovctame 1N an intaranarahla araiin and tha mavimiim CEDPD At 4 (0
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1 % for any combination of enrolment system and verification system shall be less than 2 %. Interoperable
groups may be defined such that systems may be either enrolment only or verification only or both.

Any tests to determine which biometric systems meet the interoperable performance thresholds mandated by

this standard

shall be conformant to ISO/IEC 19795-4.
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6.5 Data storage formats and data storage media

6.5.1 General

3-3:2009(E)

There are privacy concerns about storing images of fingerprints that may hinder adoption of a system based
on fingerprint images. Individual documents will also be more expensive if fingerprint images are used

because of the additional data storage requirements.

For these reasons, the format for storing fingerprints in a seafarers' identity document shall be
defined in ISO/IEC 19794-2.

one of those

Since[EXISINg practice 15 1o display photographs on seatarers. dentity documents, there snou
privagy issues with using face images. Therefore the storage format for face imag
ISO/IEC 19794-5.

Altholigh all SIDs created prior to publication of this part of ISO/IEC 24713 were- based o
docurhents and use a data format for fingerprint minutiae records based on an older, draft of ISO
as propfiled in detail in ILO SID-0002, it should be possible in the future for parsers to identify
record is an old record or a new record based on the header bytes and to interpret the remainder
apprdpriately. Therefore the requirement for backwards compatibility does hot restrict this standg
the final published versions of the data formats and all systems and doeuments claiming confor|
standprd for issuance of SID cards shall use only those versions of the)data formats profiled in
this sfandard. The only constraints should be the memory capacity-of the media being used to s
and the ability to achieve the interoperable performance outlined.in' Clause 6.4. It is, however, r
but npt required that systems conforming to this standard, for verification should also supj
matching using the older fingerprint minutiae format profiled inILO SID-0002.

Biometric data used for the verification and identification of seafarers in the context of this sts
stored both in a secure electronic database (as deseribed in Clause 6.2.5) and on an identity

SIDs that are compliant to ILO Convention No.A185 use a PDF 417 bar code to store an ISO
record containing minutiae data from two fingers and therefore all SIDs that are conformant to
shall include such a barcode, as defined in |ISO/IEC 15438.

6.5.2| Two dimensional bar code
In ord
the dq
cards|
This
as th
speci

er to make the bar code Jegible, it should be printed as large as is practical within the allo
cument. The available space is defined by the ID-1 size card layout in ISO/IEC 7501-3 (for|
and by the passportidata page layout in ISO/IEC 7501-1 (for SIDs that are in ID-3 size
etermines the space-that remains for additional print features once all of the mandatory f

F seafarer’s printed photograph and the document's machine readable zone, have been
ic positioning of the two dimensional barcode depends on the document size.

For Il
seafa

D-3 size _booklets, the bar code shall be placed immediately to the right of the printed phot
rer (Zone V in ISO/IEC 7501-1) and immediately above the machine readable zone
ISO/IECG7501-1). In order to leave space for other necessary data elements the area allotte

d not be any
es shall be

h earlier ILO
/IEC 19794-2
whether the
of the record
rd from using
mance to this
Clause A.6 of
tore the data
bcommended
ort biometric

ndard will be
jocument. All
IEC 19794-2
this standard

ted space on
SIDs that are
pooklet form).
patures, such
printed. The

bgraph of the
(Zone VIl in
d for the two

dimensional bar code including all necessary quiet zones shall not be more than 21,35 mm in

height and it

shall not extend below 23,2 mm above the bottom of the document since the first 23,2 mm are allotted to the
machine readable zone. The bar code shall also be limited in width by the end of the printed photograph in
Zone V on the left side and the 2 mm no-print zone at the edge of the document on the right side. Since the
width of the photograph is somewhat flexible in ISO/IEC 7501-1, it is not possible to specify an exact width for
the bar code.

For ID-1 size cards, the bar code shall be printed on the reverse side of the card from the printed photograph
and shall be printed at the top of this side of the card, with the machine readable zone printed at the bottom.
The two dimensional bar code shall be printed entirely within Zone VI as defined in ISO/IEC 7501-3 and
therefore the maximum size of the two dimensional barcode shall be 85,6 mm in width and 27,8 mm in height
including all necessary quiet zones.
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In order to permit the finger minutiae data to be stored in the limited space available on a two dimensional bar
code, the only data contained in the bar code shall be a template containing two finger minutiae data records
of CBEFF format type 3 or CBEFF format type 4, as defined in ISO/IEC 19794-2 and profiled in Clause A.6.2
of this standard. This template shall be wrapped in a CBEFF Patron Format Header specified in Annex B and
a CBEFF Security Block specified in Annex C. This use of the CBEFF Patron Format and Security Block is
profiled in clause A.6.4.

The data contained within the two dimensional barcode shall be encoded and printed using the PDF 417 bar
code symbology specification defined in ISO/IEC 15438. The precise size of the bar code data symbols as
well as the number of rows and columns should be decided by the authority that prints the document based on
the size of the document and the print technology used to create it. The only mandatory requirement is that an

error correcti

n level of 5 shall be used and the barcode shall be readable with commercial hand held b

rcode

readers. One

y-dimension ¢f 0,511 mm.

6.5.3 Contactless integrated circuit

If the SID al
Specifically,
6.2.2 and 6.2
demographic
contactless in
there is more

The integratéd circuit shall contain fingerprint data consisting of a’two finger minutiae record t

conformant tq
this standard
the photogra
profiled in CI
data record

dimensional bar code, a security block shall be mandatoty and shall contain a digital signature of the bio

data using th

Finger image)
stored in the
ILO member

recommended option is to use an x-dimension for the bar code data symbols of 0,170 mm

50 contains a contactless integrated circuit, then it shall respect the pravisions of Claus
t shall not contain any information pertaining to the seafarer other than that listed in Cl
.3 and this information shall be visible somewhere else on the documment (such as the ph
data printed on the document or the fingerprints stored in the bar‘code on the document
tegrated circuit is not constrained by the storage capacity limitsof the bar code, howeve
flexibility in the specific CBEFF format types that may be used-

either CBEFF format type 3 or 4 as defined in ISO/JIEC. 19794-2 and profiled in Clause A.
bh printed on the document, stored in a data recerd that is conformant to ISO/IEC 19794
huse A.6.3 of this standard. The finger minutiae-data record shall be encapsulated in a C
specified in Annex B and profiled in Claus€A.6.4 of this standard. As in the case of th
e method outlined in Clause 6.6 of this standard.

data, as defined in ISO/IEC 19794-4 and profiled in Clause A.6.1 of this standard shall 1

contactless integrated circuit,.but'is restricted to use in the secure electronic SID database
State.

and a

e 6.2.
QuUSes
bto or
. The
r, and

hat is
6.2 of

The integrated circuit shall also contain face image data comprising a digital representation of

-5 as
BEFF
e two
metric

ot be
of an

Since the us¢ of the contactless integrated circuit is optional and not mandatory, the precise specificafion of

the data blo
specification
make the fin
consultations
beyond the s

6.5.4 Secu

Cks stored in the IC-chip is not provided here. It is recommended that the chip follo
for an ePassport-containing face image and finger minutiae data, but it is expected that IL
al decision on“that and publish additional documentation to define the specification
with other relevant bodies such as the International Civil Aviation Organization. As such,
cope of this‘part of ISO/IEC 24713.

e electronic database

v the
O will

after
this is

The secure electronic database maintained by each ILO member state that issues SIDs shall store key data
(See Table 1) from each SID issued by that state and shall make it available to SID verification authorities that
may have cause to enquire about specific SIDs or seafarers as required in Clause 6.2.7. The secure
electronic database is required to maintain records of each document issued, suspended or withdrawn and to
maintain enough information to allow verification of individual SIDs or of the status of a particular seafarer.
Access to this information shall be given to properly authenticated verification authorities, provided that the
security mechanisms in place for the verification authorities are secure against accidental or unprotected
disclosure. This can be accomplished using the security techniques outlined in Clause 6.6. The secure
electronic database shall also store logs of the verification enquiries made against each SID record that it
contains and it is recommended that these logs be retained for a minimum of ten years subject to national
legislative requirements.
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Any document issuance system used to create and issue SIDs is likely to have a large database containing a
full record of every seafarer, every document issued, all of the information used during the issuance process
and audit logs of all actions taken concerning each seafarer and document. Such databases are typically
proprietary solutions that depend on the particular issuance software and procedures used by each SID
issuing authority. They may also be affected by individual jurisdictional requirements about such issues as
whether or not complete ten-fingerprint sets are acquired from seafarers as part of the security check during
the enrolment process and, if so, whether these fingerprint images are retained or deleted after security
checks have been completed.

The secure electronic database defined in this standard shall be separate from any proprietary issuance
database (using either physical or electronic separation) and shall only contain the data for each SID that is

verification of

and seafarers. These data elements are listed in the Table below with an indication of whgther they are

mandatory or optional and a historical indication of whether they are present in currently
systems that use ILO technical documents published prior to the development of this standard.
Item Data Element Data Description Mandatory or HAresent in
No Optional Uegacy SID
Hlectronic
Databases
Issuing authority Variable Length Text String containing the three-character
1 named on the identity | ISO code (see ISO/IEC 7501-1) for the issuifg state and the Mandatory Yes
document name and full address of the SID issuing authority as well as
the name and position of the person authorizing the issue
Full name of seafarer | Variable Length Text String contaihing the full name of the
2 as written on the seafarer Mandatory Yes
identity document
Unique document 12 Character Text String‘containing the three character ISO
3 number of the identity cpde (see ISO/IEC:7501 -1) for'the issuing stat.e foII'owed by a Mandatory Yes
nine character document identity number that is unique
document among all SIDs issued by the SID issuing authority in that
state
Date of expiry or 10 Character Text String (ASCII encoded) containing a date
4 suspension or of(expiry, suspension or withdrawal of the document in the Mand v
withdrawal of the format (dd/mm/yyyy) andatory es
document
1 Character Text String (ASCII encoded) indicating the
meaning of the date field described in data element 4. This is
Stat o t set to:
5 @ L_js o. ocumen . . Mandatory No
termination date D — Date is date of expiry of document
S — Date indicates date on which document was suspended
\W—DBate-is-date-on-which-decurent-was-withdrawn
Variable Length Binary containing the two fingerprint Mandato Yes
) ) ISO/IEC 19794-2 minutiae record encapsulated in a CBEFF ry
Fingerprint template record containing a security block exactly as encoded in the May be in
6 appearing on the two dimensional barcode in the SID and described in (unless prohibited ISO/IEC 19794-2
identity document Clause 6.5.2 of this standard. by legislative 195
] . format profiled in
requirements) ILO SID-0002
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Variable Length Binary containing the facial image that is Yes
. ) printed as the photograph on the physical SID contained
Face image appearing | \ithin a ISO/IEC 19794-5 face image record as profiled in May be simple
7 on the identity Clause A.6.3 of this standard and using a CBEFF header and Mandatory ) :
document Security Block as profiled in Clause A.6.4 of this standard. image without
ISO/IEC 19794-5
format
Fingerprint images Variable Length Binary containing the two fingerprint images
corresponding to the that correspond to the two fingers present in the minutiae
8 minutiae record of two | record present in the two dimensional barcode on the Optional No
fingers stored in the document. These images shall be encoded in a single
) ) } ISO/IEC 19794-4 fingerprint image record as profiled in
identify-dosument Crause A6, T of TS Standard.
Internal database logs recording the identity of the verification
. . authority making each inquiry, the details used to validate
Detaill of all inquiries | that verification authority, the date and time of the query and
9 made congernir?g the | the unique document number of the SID against which the Mandatory Yes
seafafers' identity enquiry was made. The internal format used to record this
docurhent information is up to each issuance authority as this
information is not for exchange but for providing audit reports
to issuance authorities and, for queries against their own SID,
to seafarers.

In order to ad
be released &

6.6 Secur

6.6.1 Gene

There are thr|
and that are 4

6.6.2 Prote

The face ima
the same in
required.

The finger m
appears that
be read unles

In the case ¢

Table 1 — Data Elements in the Secure Electronic Database

dress privacy and data security concerns, these data elements should be protected and sh
xcept to authenticated verification authorities using the\procedures outlined in Clause 6.8.

ty requirements

ral

be fundamental security issues that aré relevant to the verification and identification of sea
ddressed in this standard.

ction of biometric data on the SID

je data that shall be stored on the contactless integrated circuit if one is present on the S
ormation content as-the printed photograph. Therefore no cryptographic data protect

nutiae records*are typically considered to be more sensitive, but based on existing ILO pq
minutiaerecords do not need cryptographic protection against reading, provided that they
s the eard’is voluntarily surrendered by the seafarer.

f{he’ minutiae record stored in the bar code, in normal operation of verifying the identity

Bl not

farers

D has
on is

licy it
can’t

pf the

seafarer, the

record will be scanned once the seararer voluntarily surrenders the document so that th

e bar

code can be scanned. Only in exceptional circumstances, such as the legal confiscation of an SID or a
seafarer losing an SID, would it be possible for the barcode to be scanned without the seafarers’ permission.

In the case of the minutiae record that shall be stored on the contactless integrated circuit if one is present on
the SID, the simplest solution is to use the Basic Access Control (BAC) method that is commonly used for
ePassports. Therefore, the biometric data stored on the SID is not encrypted, but if a contactless integrated
circuit is present, access to it shall be protected using the Basic Access Control method that is commonly
used for ePassports.

10
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6.6.3 Authentication of biometric data on the SID

In order to prevent fraud, it is necessary to ensure that the biometric data stored on the SID actually matches
the biometric characteristics of the seafarer and that the data was encoded and the document created by a
trusted SID issuing authority. One method of doing this is to access the secure electronic database of the
issuing authority and verify the authenticity of the SID. Since many SID verification stations may be located in
ports or on ships where there is no availability of a communication infrastructure to access the electronic
databases of all SID issuing authorities, there must be an immediate method of authenticating the SID.

The method that shall be employed is to use the digital signature contained in the CBEFF security block.
Srnce the cryptographic functions relate only to the d|g|tal signature (encryption of a hash) the related keys,
ut their origin
the SID, the
ained on-line

has t¢ be ensured. Ideally, once the globally unique document number has been obta|ned frorr

neces
using

sary parameters to validate the digital signature (and hence the biometric data) can be.ob
a PKI secured infrastructure from a trusted third party such as the ILO.

Wher
revoc,
the tryisted third party when on-line access becomes available. The stored information should be
less ffequently than once a month.

& on-line access via a PKI secured infrastructure is not available to obtain these parameters (and any
ation information), the verification station should download and store the algarithms and pafjameters from
refreshed no

The $ID includes in the machine readable zone and in the CBEFE~Security Block of each Hiometric data

recordl stored on the document, a 12 character globally unique document number identical to tha
securg electronic database and described in Table 1 above. The downloaded information sha
each [issuing authority, and for each group of SID numbers deSignated by that issuing authorit

NOTE
verification authority may fail to detect'fraudulent cards by use of parameters and a public key obtained fro|
the frdudulent card. Thus any downfoaded list stored in the SID verification station needs to be protected
(by phyysical means).

6.6.4| Protection of'the secure electronic database

In order to protéct-the data contained in the secure electronic database, it is important that IT
practices be‘followed. These are beyond the scope of this document, but include such matte

These parameters need.not'be kept secret, but they need to be obtained from a trusted sourcq,

stored in the
| contain (for
to require a
Signature that
ion shall also
ben revoked.

bal focal point

itlon of such a

bsential to the

otherwise the
M the issuer of
rom tampering

security best
rs as limiting
5 made to the

acceds to(the database only to authorized personnel, recording all access requests and change
datase in aud|t Iogs and ensurmg a regular review of such audlt logs. The database

transmrtted to properly authentrcated ver|f|cat|on authorrtres and shaII be protected durlng transit.

6.6.5 General security requirements

ust only be
shall only be

There are numerous security requirements that are common to all biometric applications and these should be
followed in biometric verification and identification of seafarers. It is not appropriate to repeat all of them in this
standard, but a few key concepts are repeated for the benefit of implementers of the standard.

The biometric capture devices used should be resistant to the harsh environmental conditions, including salt
spray, found in ports and on board ships, while still retaining enough discriminating power to make spoofing
difficult.
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The verification of seafarers should include a step to verify the authenticity of the SID, either by checking with
the secure electronic database or by verifying the digital signature in the CBEFF security block for the
biometric data being used to verify the seafarer.

The biometric enrolment and verification systems should be designed so that it is difficult to insert data into the
system or siphon data from the system through illegitimate channels. This will protect the integrity of the
issuance process and protect against replay attacks and man in the middle attacks on the verification system.

Once a system component in the enrolment or verification systems has completed its function, the data used
by that component should no longer be accessible in that component. For example, the biometric capture
device should clear its memory after a capture sequence is complete and the Matching and Comparison

ision

component(s
rendered.

These are or
the practices
and provided

6.7 Enrolrn

Each SID is
document. TH
employment
through the
SID issuing
another, as W

There are ce
among all is

should clear hiometric data from memaory after a match score is rnmpn’rpd and a match de

ly a few of the elements of general information security best practices. It is recommende
outlined in detail in the bibliography references [5], [6] and [7] should be followed where po|
they do not conflict with any of the specific requirements of this part of ISO/IEC 24713.

hent procedures

suing authority shall verify the eligibility of the individual applying for a seafarers’ ig
is may include checking that the individual is a qualified seafarér'using national training re
ecords or other sources. It may also include verifying the identity and nationality of the se
authority to another, since available documents and_databases will vary from one nat
ill requlatory requirements.

suing authorities. Specifically, the issuing authority will need to obtain the demographi

d that
Ssible

entity
cords,
bfarer

se of breeder documents and existing national databases,*These processes may vary frofn one

on to

tain procedures during the process of issuing a seafarers’ identity document that will be common

C and

biometric dath of the seafarer and enter them into the .issuance system so that they can become part pf the
secure electionic database and be included on the SID, assuming one is issued for that seafaren. The
demographic|data recorded shall be sufficient to, produce the SID, including the machine readable zone, as
specified in I$O/IEC 7501-3. As a minimum, the demographic data recorded shall include the following:

a) primary igentification — the seafarer’s primary identifying name;

b) secondafy identification — the seafarer’'s secondary identifying name;

c) nationalily — a three letter country code (see ISO/IEC 7501-1) representing the seafarer’s nationality

d) place of pirth — the seafaréer’s place of birth;

e) date of Qirth — the seafarer’s date of birth, recorded under the Gregorian Calendar as year, month and
day; and

f) gender {the“gender of the seafarer.

The biometric data of the seafarer shall be captured in an enrolment process that takes place as part of the
overall process of issuing and producing an identity document, in this case an SID.

The enrolment shall include the capture of a face image that meets the criterion for a full frontal (Face Image
Type = 1) image as defined in ISO/IEC 19794-5 and the encoding of it into an ISO/IEC 19794-5 conformant
record as defined in Clauses 6.5.3 and 6.5.4. The enrolment shall also include the capture of at least two
fingers, which may optionally be stored in the secure electronic database as ISO/IEC 19794-4 conformant
finger image records and which shall have minutiae extracted to create an ISO/IEC 19794-2 conformant finger
minutiae record to be stored mandatorily in the secure SID database (unless prohibited by legislative
requirements) and mandatorily on the SID.
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In the enrolment of both face and fingerprint biometrics, the SID issuing authority (or their enrolment office)
should take particular care to obtain high quality images in order that the verification of the identity of
seafarers by SID verification authorities (see Clause 6.8) is facilitated. The capture of a poor quality fingerprint
image can result in a set of recorded minutiae for that finger which fails to match sufficiently the set of
minutiae obtained on processing of the finger images at verification. SID issuing authorities may be able to
request suppliers of biometric enrolment equipment to provide training materials on how to collect the best
possible images. Examples of issues to consider during fingerprint enrolment include:

Quality control procedures should be developed to track conformanece with enrolment best
indiviual enrolment officials (and by different offices, if more than(omne enrolment office is us

issui

issue$ in consistently obtaining high quality fingerprints during enrolment.

The

seafafer in the order specified below. If a finger is unable to be enrolled because of poor quali
the seafarer is unable to present a fingerprint (perhaps due to physical disability or damage to th
the ngxt finger in the list is enrolled in its place.

In th

list to|be successfully enrolled and the secopd:finger is the second one in this list to be successfy

Reco
the nr;txt finger if all three are of insufficient quality. Prior to the completion of the enrolment prog

reco

move|on and choose alternate fingers from the list.

a)
b)
c)
d)
e)
f)
9)
h)

° Pasitionina-of-the finaarnrint sensorat an-ontimal heiaht and anale-
oSO g-0+tHe-HRGeHPHA+S8 RSO a+aR-BptareigrtahRaaRgte;
¢| Monitoring and responding to excessive moisture or dryness of the seafarer's fingef;

¢| Feedback to the seafarer in correct placement of the flat part of the finger (as-opposeq

¢| Ensuring that the seafarer’s finger is not excessively rotated on the platen of the sensor;

place in accordance with recommendations from equipment suppliers;

tip) in contact with the platen, and in applying sufficient pressure;

Controlling temperature, humidity and lighting levels of the environment in which enrolment takes

to the finger

practices by
ed by a SID

authority). Periodic reports should evaluate this conforman¢e)and make recommendations if there are

ecision of which two fingers to capture for this purpose,is made by attempting to enrol the

€| two finger minutiae records stored in both ‘the database and the SID, the first finger is the fi

mended to allow the seafarer’to verify both of the selected fingers and if verification is not

—

ght index finger

¢ft index finger

right thumb

fingers of the
y or because
e finger) then

rst one in this
lly enrolled.

mmended practice is to allow thre€)finger placements to be used to enrol each finger and ofly to move to

ess, it is also
successful to

Tft thumb

right middle finger
left middle finger
right ring finger
left ring finger
right little finger

left little finger
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Biometric systems are neither completely accurate nor accessible to all. People with unreadable fingerprints,
for example, have the same need for dignity and security as others. In order to address this, there needs to be
a fallback procedure for those who can’t enrol any two fingers from the above list. The solution is to create a
finger view that represents a finger that could not be enrolled. If the seafarer can only enrol a single finger
from the list above, then that finger shall be encoded in the first view of the two finger minutiae record and the
second finger view shall be encoded in the profiled manner described in Annex A but with specific items
having the fixed values shown in Table 2. If no finger can be enrolled, then both finger views in the
ISO/IEC 19794-2 conformant record shall be encoded in the profiled manner described in Annex A but with
specific items having the fixed values shown in Table 2. This allows a seafarer who is unable to use
fingerprints to be issued a valid and digitally signed SID card. When a verification authority encounters such
an SID card, they will know it was issued this way for valid reasons and can use the secure electronic
database of the relevant SID issuing authority to verify the seafarer, although this will require that the SID
verification stption has on-line access.

Of course mgst seafarers will not have a problem enrolling the right and left index fingers, and the) SID igsuing
authority may, depending on local legislation and practice, want to enrol all of their fingerprints to assist in
identification checks against biometric databases of persons of interest to competent authorities or to prevent
duplicate issyance of multiple SIDs to the same individual. As described in Clause/6.5:4, any addjtional
fingerprints sfored beyond the first two to be successfully enrolled from the list above shall not be stored|in the
secure electrpnic database.

Item Section Status Operator Operand
12 Finggr Position M EQ 0
13 View Number M EQ 0
14 Imprgssion Type M EQ 0, 18
M 0x65 — If fingers could not be enrolled due to seafarer disahility
Fingdr Quality EQ
15 0x66 — If fingers could not be enrolled due to poor quality
16 Numlbper of Minutiae M EQ 0

Table 2 — The Characteristics of the Unenrolled Finger

6.8 Verifigation procedurés

6.8.1 General

ship

U\

SID verificatipn authorities may wish to verify seafarers at ports, on board ships prior to the arrival of th
in a port, andTat other border crossing points where seafarers may be transiting to join or leave their ship

In some cases, the verification authority will have on-line access to an internet link to the secure electronic
database of the issuing authority that issued the SID being presented by the seafarer who is being verified. In
other cases, it will not. Therefore the verification procedure is defined to use an off-line process first that relies
only on the SID and cached data for the biometric verification of the seafarer. Where it is convenient, or where
the SID verification authority believes that additional authentication of the seafarer is absolutely necessary, the
on-line procedure may also be used.

All SID verification systems claiming conformance to this standard shall support the off-line verification
procedure described in Clause 6.8.2. They may optionally support the on-line verification procedure described
in Clause 6.8.3. Since there will be circumstances when those verification systems that support the on-line
verification procedure will seek to use it with seafarers from any specific nationality, all secure electronic
databases claiming conformance to this standard shall support the on-line verification procedure described in
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Clause 6.8.3. A manual fallback procedure may optionally be supported for special circumstances in which no
internet connection is available, but such a manual procedure would necessarily involve bilateral
arrangements between the verification authority and the issuing authority in question so that the focal point of
that issuing authority could properly authenticate the identity of the verification authority before providing
information about any seafarers in its secure electronic database. Such bilateral arrangements are not within

the scope of this standard.

6.8.2 Off-line verification procedure

Any system for verification of seafarers that claims conformance to this standard shall be used in
fashion and shall support the functions listed below.

a supervised

ead the PDF 417 bar code printed on an SID as described in Clause 6.5.2 and
O/IEC 15438 and decode the ISO/IEC 19794-2 conformant two finger minutiae record
r code.

b) Verify the authenticity of the fingerprint data by checking the digital signature-of the I1SQ
record, and display the result of whether or not the signature can be authenticated. This w
duthenticated public key of the SID issuing authority to be known by the SID verification stati
c) I both fingers stored in the bar code are unenrolled fingers (see Cladse 6.7 above), then in
that the verification authority representative can take appropriate action. If not, then promp

specified in

dtored on that

/IEC 19794-2
ill require the
pn.

dicate this so
| the seafarer

dither visually or audibly for the first finger stored in the ISO/IEC 19794-2 finger minutiae rg¢cord (usually

the right index finger) to be placed on the fingerprint capture‘device.

d) (apture the fingerprint from the finger placed on the deyice by the seafarer and attempt to

the first finger stored in the ISO/IEC 19794-2 confermant finger minutiae record extracted

match it with
from the bar

code using a

I{ the finger placed does not match the finger minutiae record extracted from the bar
threshold established in independent testing to achieve the interoperable performanc

required in

Clause 6.4, then allow a total of three placement attempts before prompting for the second| finger stored
im the ISO/IEC 19794-2 conformant_minutiae record. If this second finger is an unenrolled finger (See
Clause 6.7 above), then do not prempt for it to be placed, but instead indicate this so that the verification

duthority representative can take appropriate action.
f) I the second finger also fails*to match during three separate placement attempts (for a totg
placements), then indicate that the seafarer could not be verified so that the verifica
representative can take appropriate action.

I{ either the first or-second finger produced a match score above the threshold on any of th
placement attempts, then indicate that the seafarer was successfully verified and do not p

g)

| of six finger
lion authority

eir respective
rompt for any

ore fingerplacements.

A verffication‘system may also support the optional off-line functions listed below.

h) i A i p the correct
public key for digital signature verification, to populate a verification authority database or to implement
Basic Access Control for a contactless integrated circuit present on the SID.

i) Using Basic Access Control, access an IC chip on the card, if one is available and read an

ISO/IEC 19794-2 conformant finger minutiae record and/or an ISO/IEC 19794-5 conformant face image
record. The finger minutiae record may be used for fingerprint verification of the seafarer exactly as
described above. The face image data may be used for facial recognition verification of the seafarer or for
simple visual display by the verification system.

Capture an image of the seafarer’'s face and compare it to the ISO/IEC 19794-5 conformant face image
record. The number of capture attempts and the performance levels are not specified in this part of
ISO/IEC 24713, since verification using face recognition is not the primary means of biometric verification
of seafarers.
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k) If the seafarer's face matches the ISO/IEC 19794-5 conformant face image record beyond a threshold
specified in the security policy of the verification authority, then indicate that the seafarer has been

verified using face recognition.

6.8.3 On-line verification procedure

The on-line verification procedure requires that the verification authority has access to the internet and that it
has been given remote access rights to the secure electronic database of the issuing authority corresponding
to the SID being verified. A single global focal point coordination centre shall manage access rights for all SID
verification authorities and for the focal points maintained by all SID issuing authorities. Standard procedures
for issuing and transferring certificates to grant each verification authority and each issuing authority the

necessary access-to-a-sectre-servet maintained by the-focatpointcoordinationcentre—and-to grant this-gerver
access to the|secure electronic databases maintained by each focal point shall be followed.
After the SID|verification authority has authenticated itself to the focal point coordination centre server, if shall

be given acc
shall permit

uploading ma3
centre server
appropriate fq
involved in th
downloaded

pss to a secure web page or other equivalent mechanism on that central server., Fhis web|
the verification authority to make enquiries about single SIDs or about, groups of Sl
nifest files containing the available information about those SIDs. The focal point coordi
shall then forward the enquiry to the server connected to the secure electronic database
cal point or focal points and accumulate the responses to form a combined response for al
e enquiry. It shall display the results to the verification authority and also allow the results
n an enquiry result file. Since there are multiple types of queries, as described beloy

verification a

thority will need to select on the secure web page of the focalpoint coordination server e

page
Ds by
nation
of the
SIDs
to be
v, the
xactly

ional,
ested
nquiry
may

which type of|query is desired. Also, since some data elements in the seture electronic database are op
it is possible that a combined enquiry generated by uploading a manifest file shall contain certain reqy
data elements only for a subset of the seafarers included in the original manifest. The structure of the e
result file shall therefore be flexible enough to accommodate thisY Also, since local privacy legislation

restrict the d
support perm
release to ea

The different

ta that some focal points are able to release, the focal point coordination server systen
ssions such that each focal point can decide which, if any, of the optional data elements th
ch ILO member state that may submit an enddiry.

types of enquiry outlined below assumetthat the verification authority has either received it

shall
by will

bms 1

through 4 from Table 1 in advance of the seafareris arrival (which is a requirement of ILO Convention Nd|. 185)
or has obtained them directly from the SID presented by the seafarer upon their arrival. If the items| were
transmitted ir} advance, such as when a ship‘is preparing to dock at the first port in a new country, then the
manifest file|submitted may contain infosmation on all the seafarers from that vessel and it is highly
recommendefl that verification authorities request that information about arriving seafarers be sent to]them
using the same manifest file format as they will use when submitting enquiries. Thus, all enquiries requifre the
verification aulithority to provide items 1 through 4. In all cases, the focal point shall respond with a verification
point
vith a
e text
point
bf the

of whether the four data elements are correct. This can be a simple “Yes” or “No” answer, but the foca
shall also regpond with the cerrect value for each of the four items submitted and with item 5, or
message thal no matchigg-SID was found. Since scanning errors or typos could result in some of th
strings being|incorrect-inithe enquiry made by the verification authority, it is recommended that the foca
use the SID humber\as the primary key and if that fails, then attempt a search based on the name
seafarer and fthe date of expiry of the SID.

l may
include the face image, the fingerprint template or the fingerprint image. For those focal points that do not wish
to disseminate the fingerprints of their seafarers, but are willing to support a biometric matching service on
their focal point server, the enquiry may also submit fingerprint templates. This type of enquiry could only
happen when a seafarer was present as they would have to submit their fingerprints to a verification authority
device so that they could be captured and have an ISO/IEC 19794-2 minutiae template extracted and included
in a manifest file to be uploaded to the focal point coordination centre server. Since this process would be
rather cumbersome, it is permitted, but not recommended for general use. It may be applicable for a few
seafarers who had inadvertently damaged the barcodes on their SIDs. The different queries can thus be
summarized as shown below.
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Verification authority sends items 1 — 4 from Table 1 and receives “Yes" or “No“ confirmation of

validity of these items and the correct values of items 1 — 5 from Table 1 or a message that no

matching SID or seafarer could be found.

Identical to 1 above except that the response to the enquiry also includes item 7 from Table 1, the

ISO/IEC 19794-5 face image record, thus allowing for a biometric or visual check of the seafarer

against both the SID photo and the record in the secure electronic database maintained
point.

by their focal

Identical to 1 above except that the response to the enquiry also includes item 6 from Table 1, the

ISO/IEC 19794-2 finger minutiae record, thus allowing for a biometric check of the seafarer against

the record in the secure electronic database maintained hy their focal pninf

Identical to 1 above except that the response to the enquiry also includes item 8-from
ISO/IEC 19794-4 finger image record, thus allowing for a biometric check of the' sgafar
record in the secure electronic database maintained by their focal point. Note’that the
using finger images is that biometric checks may be supported by matching software
support ISO/IEC 19794-2 and that increased accuracy may be possible’\ The disadvan
will require large data volumes to be transferred, possibly straining-the capacity of tf
coordination centre. Also, it is likely that many focal points may not support the optiona
data element in their secure electronic databases or support this query.

Identical to 2 above except that the response to the enquiry.aiso includes item 6 from T
both the face and fingerprint can be verified.

Identical to 2 above except that the response to the.€nquiry also includes item 8 from T
both the face and fingerprint can be verified.

Identical to 1 above except that the verificationrauthority includes an ISO/IEC 19794-2 fi
record generated from the seafarer’s primany and secondary fingers as profiled in Claus
standard. The response then includes an indication of whether or not each of the
secondary fingers matched the corresponding fingers in item 6 for that SID in the sec
database managed by the focal point.

The first query in the above list shall be supported by all focal points that claim conformance to
and the response shall be provided,fo all verification authorities that have been authorized thrg
point coordination centre. All of the other queries are optionally supported and each focal point §
ability| to decide to which, if any, ILO member states they will provide responses to queries 2 thr
each |verification authority.shall authenticate itself securely to the focal point coordination centr|
servel shall include the_information concerning the identity of the verification authority making
including which ILO, member state it is associated with and a copy of the digital certificate used f
verifigation autharity;*as part of each enquiry it sends to each focal point server. This is require

lement that is not present in the secure electronic database or due to a permission issue ¢

Table 1, the
br against the
advantage of
that does not
fage is that it
e focal point
finger image

hble 1 so that

hble 1 so that

nger minutiae
b A.6.2 of this
primary and
ire electronic

this standard
ugh the focal
hall have the
bugh 7. Since
B server, that
the enquiry,
p validate the
d so that the
fo respond to
uiry, a status
s an optional
etermined by

the foeak-peint

ar PO e
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Annex A
(normative)

Requirements list

A.1 General

Use of this
standards re
base standar
the items af
modified requ

The meaning
behaviour of

M Mand4g
the co
behav

N/A  Not Ap

(0] Option
standg
define

O.i
a uniq

X The ug

The Require

correspondin

A.2 Relati

In the conteX
contain tableg

;

Is. This annex specifies the modifications (the Requirements List - RL) that apply tg the stqtus of

qualifigd optional - for mutually exclusive or selectable options from a set.

tandard imposes requirements on the implementation that go beyond those of the
rred to by this Standard. These result in modifications to the requirements expressed

fected in each Implementation Conformance Statement (ICS) proforma, with"conseq
irements on the answers to be provided.

he implementation:

tory - the capability is required to be supported. In the case of values, the base standards
our of the implementation.

plicable - in the given context, it is impossible to use thelcapability.

al - the capability may be supported or not. {f\supported: in the case of values, the

rds define the content of the optional element; in the case of functions, the base stan
the required behaviour of the implementation:

“n
I

is an integer that ide
e group of related optional items and.the logic of their selection, defined below the table.

e of this function is under the control of the application and may be subject to local agreem

ments List in this annexshall be used to restrict the permitted support answers i
j ICS.

bnship between RL and corresponding ICS proformas

t of the (profile specification contained in this Standard, ICS proformas of the base stan
in 3-categories. The 3 categories are:

base
n the

Lently

of the notations is as follows and in each case the base standard~dé&fines the contént or

Hefine

htent of the required element. In the case of functions, the base’ standard defines the required

base
dards

htifies

dards

those prq

forma tables where this profile does not restrict the permitted support answers;

those proforma tables where this profile restricts the permitted support answers; and

those proforma tables that are not relevant to this profile.

The Requirements List consists of the tables falling into the second category, with an indication of the

modified item

s in those tables.

A.3 Profile specific implementation conformance statement

The supplier of a profile implementation that is claimed to conform to this Standard shall complete the Profile
specific Implementation Conformance Statement (ICS) proforma contained in this annex for those items for
which implementation and conformance is claimed. All others shall be ignored.
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A completed Profile specific ICS proforma is the ICS for the implementation in question. The ICS is a
statement of which capabilities and options of the profile have been implemented. The ICS can have a
number of uses, including use:

- by the profile implementer, as a check list to reduce the risk of failure to conform to the standard through
oversight;

- by the supplier and acquirer (or potential acquirer) of the implementation, as a detailed indication of the
capabilities of the implementation, stated relative to the common basis for understanding provided by the
standard ICS proforma;

- by the user (or potent|al user) of the |mplementat|on as a basis for initially checking the possibility of
[ k ed, failure to

the claim for

confofmance of the implementation.

A.4 |Instruction for completing the ICS proforma

The fpllowing subclauses describe the procedures for completing the ICS proforma.

A.4.1 General structure of the ICS proforma

The ICS proforma is a fixed format questionnaire divided into sections each containing a group of individual
items| Each item is identified by an item number, the nameé-of the item (or section from the gorresponding
base standard), the operator and operand that define the-possible values for the item and the re¢ference(s) to
specific clauses in the corresponding base standard. There is also a status column that indicates whether the
indicdted values of this item are mandatory, optional, etc. The unshaded columns on the Igft of the ICS
proforma indicate the requirements for each item in,the base standard and the shaded columns ¢n the right of
the 1QS proforma indicate the requirements for each item in the profile.

Answegrs to the questionnaire items are to.beé provided in the “Support” column, by simply markihg an answer
to ind|cate a restricted choice support.

Refer|to the tables below when completing this form to determine whether an item is mandatory ¢r optional for
the implementation type supplying:

A.4.2 Additional Information

ltems| of Additional information allow a supplier to provide further information intended fo assist the
interpretation of the~ICS. It is not intended or expected that a large quantity will be supplied, and an ICS can
be considered-eomplete without any such information. Examples might be an outline of the walys in which a
(singlg) implementation can be set up to operate in a variety of environments and configurations.

References to items of Additional Information may be entered next to any answer in the questionnaire, and
may benciudedimitems of ExXception informatiorn.

A.4.3 Exception Information

It may occasionally happen that a supplier will wish to answer an item with mandatory or prohibited status
(after any conditions have been applied) in a way that conflicts with the indicated requirements. No pre-printed
answer will be found in the Support column for this. Instead, the supplier is required to write into the support
column an x.<i> reference to an item of Exception Information, and to provide the appropriate rationale in the
Exception item itself.

An implementation for which an Exception item is required in this way does not conform to this Standard. A

possible reason for the situation described above is that a defect in the standard has been reported, a
correction for which is expected to change the requirement not met by the implementation.
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A.5 ICS proforma

Supplier

Contact point for queries about the ICS

Implementation Name(s)and Version(s) *

Other information necessary for full
Identificatior]; e.g. name(s)and

version(s)fol machines and/or operating systems;
system namg(s)

Have any exception items been required? No[]VYes|[]

(The answer Ye&s means that the implementation
does not conform to this Standard)

Date of Stat¢ment

*

The terms “Name” and “Version” should be .nterpreted appropriately to correspond with a supplier's
terminology (g.g., Type, Series, Model).
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