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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and rjon-governmental, in liaison with ISO and IEC, also take part in the work. In the field, ¢f information
technplogy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Interniational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The fnain task of the joint technical committee is to prepare International Standards. Draft| International
Standards adopted by the joint technical committee are circulated to national badies for voting. Publication as
an International Standard requires approval by at least 75 % of the national bodies casting a votd.

Attenfion is drawn to the possibility that some of the elements of this.doeiment may be the suljject of patent
rights| ISO shall not be held responsible for identifying any or all such‘patent rights.

ISO/IEC 24713-2 was prepared by Joint Technical Committee ISO/IEC JTC 1, Informationy technology,
Subcommittee SC 37, Biometrics.

ISO/IEC 24713 consists of the following parts, understhe general title Information technology| — Biometric
profilgs for interoperability and data interchange:

— Rart 1: Overview of biometric systems and‘biometric profiles
— Rart 2: Physical access control for employees at airports

— Rart 3: Biometrics-based verification and identification of seafarers

© ISO/IEC 2008 — All rights reserved \
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Introduction

This part of ISO/IEC 24713 is one of a family of International Standards being developed by ISO/IEC
JTC 1/SC 37 that support interoperability and data interchange among biometrics applications and systems.)
This family of standards specifies requirements that solve the complexities of applying biometrics to a wide
variety of personal recognition applications, whether such applications operate in an open systems

environment or consist of a single, closed system

Biometric dath interchange format standards and biometric interface standards are both necessary-fo)aghieve

full data intefchange and interoperability for biometric recognition in an open systems environmen{. The

ISO/IEC JTC|1/SC 37 biometric standards family includes a layered set of standards consisting: of biomnetric

data interchahge formats and biometric interfaces, as well as biometric profiles that describe-the use of|these

standards in $pecific application areas.

— The biometric data interchange format standards specify biometric data interchange records for different
biometri¢ modalities. Parties that agree in advance to exchange biometric{data interchange recoids as
specified in a subset of the ISO/IEC JTC 1/SC 37 biometric data interchange format standards should be
able to perform biometric recognition with each other’s data. Parties_should also be able to pgrform
biometrig recognition even without advance agreement on the specific.biometric data interchange format
standardk to be used, provided they have built their systems on thé)layered ISO/IEC JTC 1/SC 37 family
of biome}ric standards.

— The biometric interface standards include ISO/IEC 19785, the Common Biometric Exchange Fdgrmats
Framewgrk (CBEFF) and ISO/IEC 19784, the Biometric Application Programming Interface (BipAPI).
These standards support exchange of biometric datagwithin a system or among systems. ISO/IEC {9785
specifies| the basic structure of a standardized Biometric Information Record (BIR) which includgs the
biometri¢ data interchange record with added metadata, such as when it was captured, its expiry| date,
whether |t is encrypted, etc. ISO/IEC 19784 speécifies an open system API that supports communicptions
between| software applications and underlying biometric technology services. BioAPI also specifies a
CBEFF BIR format for the storage and transmission of BioAPI-produced data.

The biometr|c profile standards facilitate implementations of the base standards (e.g. the ISPD/IEC

JTC 1/SC 37 [biometric data interchange format and biometric interface standards, and possibly non-biometric

standards) fpr defined applications. These profile standards define the functions of an application

(e.g. physicallaccess control fof_employees at airports) and then specify use of options in the base standards

to ensure bionetric interoperability.

1)

Open systems are built on standards-based, publicly defined data formats, interfaces, and protocols to facilitate data

interchange and interoperability with other systems, which may include components of different design or manufacture. A
closed system may also be built on publicly defined standards, and may include components of different design or
manufacture, but inherently has no requirement for data interchange and interoperability with any other system.

Vi
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Information technology — Biometric profiles for interoperability

and data interchange —

Part 2:
Physical access control for employees at airports

1 cope

This part of ISO/IEC 24713 specifies the biometric profile including necessary parameters and interfaces

betwgen function modules (i.e. BioAPI based modules and an external jnterface) in support of

token-based

biometric identification and verification of employees, at local access points (i.e. doors or otler controlled
entramces) and across local boundaries within the defined area of control in an airport. The tokeh is expected

to contain one or more biometric references.

This part of ISO/IEC 24713 does not specify a complete Aecess Control System for deploymeént at access
pointy within the secure area of an airport. It is assumeéd“that such systems exist and that a biometric
comppnent that is the subject of this part of ISO/IEC 24713"is being added to an existing system. It therefore

exclugles such things as device features, and exceptionsand incident reporting and handling. Th
is corftained in Annex C for information only.

This part of ISO/IEC 24713 includes recommended practices for enrolment, watch list check
issuance prevention, and verification of thesidentity of employees at airports. It also describes
and Business processes appropriate to\the support of token-based identity management i
envirgnment of an airport.

It is recommended that the confidentiality, integrity, and availability of biometric data be sz
accorgdance with local, regional, or national policy considerations.

This part of ISO/IEC 24743:does not preclude users building applications based on this part of IS
from peing able to meet’such privacy/data protection requirements as may apply to their ap
specification of privacy/data protection requirements that may apply is outside the scope o
ISO/IEC 24713.

2 (Conformance

s information

ng, duplicate
architectures
h the secure

feguarded in

O/IEC 24713
plication. The
f this part of

A system conforms to this part of ISO/IEC 24713 if it correctly performs all the mandatory capabilities defined
in the requirements list and supplies the profile specific Implementation Conformance Statement (ICS) in

Annex A. Note that more capabilities may be required than in the base standards.
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3 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 19784-1:2006, Information technology — Biometric application programming interface — Part 1:
BioAPI specification

ISO/IEC 19785-1:2006, Information technology — Common Biometric Exchange Formats Framework —
Part 1: Data element specification

Part 3: Patron

ISO/IEC 1974
minutiae datd

ISO/IEC 197¢
pattern specit|

ISO/IEC 1974
data

ISO/IEC 1974
data

ISO/IEC 1974
data

ISO/IEC 1974
Signature/sig

ISO/IEC 1974
pattern skele

ISO/IEC 197¢
image data

ISO/IEC 1974
geometry silh

ISO/IEC 1974
Principles an

ISO/IEC 197&&5-3:2007, Information technology — Common Biometric Exchange Formats Framewark —
format specifications
4-2:2005, Information technology — Biometric data interchange formats —, \Part 2: Finger
4-3:2006, Information technology — Biometric data interchange fofmats — Part 3: Finger
fal data
4-4:2005, Information technology — Biometric data interchange formats — Part 4: Finger fmage
4-5:2005, Information technology — Biometric data interchange formats — Part 5: Face |mage
4-6:2005, Information technology — Biometric \data interchange formats — Part 6: Iris mage
4-7:2007, Information technology — “-Biometric data interchange formats — Fart7:
h time series data
4-8:2006, Information technolody — Biometric data interchange formats — Part 8: Finger
al data
4-9:2007, Information téechnology — Biometric data interchange formats — Part 9: Vagcular
4-10:2007, Information technology — Biometric data interchange formats — Part 10: |Hand
ouette data
5-1:20086,Information technology — Biometric performance testing and reporting — Rart 1:
) framework
5-2;2007, Information technology — Biometric performance testing and reporting — Rart 2:

ISO/IEC 197¢

Testing methodologies for technology and scenario evaluation

ISO/IEC 24713-1:2008, Information technology — Biometric profiles for interoperability and data interchange —
Part 1: Overview of biometric systems and biometric profiles
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4 Terms and definitions

For th

41

e purposes of this document, the following terms and definitions apply.

application
program or piece of software designed to fulfil a particular purpose

4.2
base

standard

3-2:2008(E)

standard that is part of a profile and from which options, subsets, and parameter values are selected if these

choic

4.3
biom
pertai

4.4
biom

automated recognition of individuals based on their behavioural and biologi€al characteristics

4.5

biometric characteristic

meas
claim

4.6

laft HY=E 128 + P~ =
PO arc ot oOpTT T T are~Startadanrd

btric
hing to biometrics

btrics

urable, physical characteristic or personal behavioural traitiused to recognize the identity
bd identity, of an enrolee

concige representation of information extracted from“an acquired or intermediate biometric samp

ama

4.7
biom
confo

NOTE
interch

4.8

biom£tric feature

ematical transformation
btric profile
rming subsets or combinations ofbase standards used to provide specific functions

Biometric profiles identify.the use of particular options available in base standards, and provide
ange of data between applications and interoperability of systems.

biom
one

used for comparison

4.9

biometric. sample
raw data_representing a biometric characteristic of an end-user as captured by a biometri

exam

410

tric reference
more stored biometric samples, biometric templates or biometric models attributed to an

or verify the

e by applying

a basis for the

ndividual and

system (for

,theimmageof afimgerprint)

biometric system
automated system capable of:

— capturing a biometric sample from an end-user;

— extracting biometric data from that sample;

— comparing the biometric data with that contained in one or more reference templates;

— deciding how well they match, and indicating whether or not an identification or verification of identity has
been achieved

© IS0/
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4.1
biometric template
data that represents the biometric measurement of an enrolee

NOTE Used by a biometric system for comparison against submitted biometric samples.

412
capture
method of taking a biometric sample from an end-user

413
comparison
process of cgmparing a biometric sample with a previously stored reference template or templates

cf. identification and verification

414

claimant
person submitting a biometric sample for verification or identification whilst claiming”a legitimate or false
identity

415
database
structured sef of data held in a computer

4.16
end-user
person (emplpyee) who interacts with a biometric system to enrol or have his/her identity checked

417
enrolee
person who Has a biometric reference template on file

418

enrolment
process of dollecting biometric samplescfrom a person and the subsequent preparation and storgge of
biometric refgrence templates representing that person's identity

4.19
extraction
process of cgnverting a captured biometric sample into biometric data

4.20
false acceptance
(biometric syptem) incorrect identification of an individual or incorrect verification of an impostor against a
claimed identjty

4.21

false acceptance rate

FAR

proportion of verification transactions with wrongful claims of identity that are incorrectly confirmed

NOTE The false acceptance rate is estimated as the proportion of recorded zero-effort impostor transactions that
were incorrectly accepted (or weighted proportion, in case the number of recorded zero-effort impostor transactions is
different for individual crew members).

4.22

false rejection

when a biometric system fails to identify an enrolee or fails to verify the legitimate claimed identity of an
enrolee

4 © ISO/IEC 2008 — All rights reserved
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4.23

false rejection rate

FRR

proportion of verification transactions with truthful claims of identity that are incorrectly denied

NOTE The false rejection rate is estimated as the proportion of recorded genuine transactions that were incorrectly
denied (or weighted proportion, in case the number of recorded genuine transactions is different for individual test crew
members).

4.24

identifier
unique data string used as a key in the biometric system to associate a person’s biometric with a person’s
identify attributes

4.25
identffication
ident|fy

biometric system function that performs a one-to-many search of a submitted sample against all|or part of the
enrolled database, and outputs a candidate list of zero, one or more identifiers for'the stored templates found
to be similar to the submitted sample

4.26
match
matching
process of comparing (a) biometric sample(s) against (a) previously stored template(s) and scorifg the level of
similgrity

4.27
multiple biometric
biomgtric system that includes more than one biometric modality

4.28
populjation
set of|end-users for the application

4.29
record
templpte and other information ‘about the end-user

EXAMPLE Access pérmissions.

4.30
registration
process of making a person’s identity known to a biometric system, associating a unique identifier with that
identity, and Collecting and recording the person’s relevant attributes into the system

4.31
token
physical device that contains information specific to the bearer (end-user) or issuer (user)

4.32

transaction

an attempt by an end-user to validate a claim of identity or non-identity by consecutively submitting one or
more samples, as allowed by the system decision policy

4.33
verification

verify
biometric system function that performs a one-to-one comparison of a submitted sample against a specified
stored template, and returns the matching score or matching decision

© ISO/IEC 2008 — All rights reserved 5


https://iecnorm.com/api/?name=887c7b9ceb8ceecb1be8a55a8e6987fd

ISO/IEC 24713-2:2008(E)

5 Environment

5.1

Employees in the targeted environment

The physical Access Control deployment requests that groups of employees shall be identified. Employees
are sets of people involved in airport activities with common characteristics.

Employees are targeted by this part of ISO/IEC 24713. Characteristics are:

individua

Is that access different restricted areas covered by the airport authorities;

individug

individua

For example,

Employers maintain contractual links with employees. The contractual links are either-employment cont

commercial d
airport autho
authorities, e

For example,

Airport auth
shall include
6.2.1). Regis
authority or o

Privacy aut
employees |
protection in
privacy office

NOTE Pri
jurisdictions a

5.2 Archit

ority is the unique legal authority in charge of granting access rights to restricted areas

Is that have access to the restricted areas only under condition of professional objectives;
Is subject to labour regulation.

employees are receptionists, refuelling staff, maintenance staff, carrier, tempofal road work
ontract. Employers are responsible for requesting physical access control for employees
rities. Employers shall be in charge of collecting all information ‘requested by the

cept biometric information.

employers are the airport company, any sub-contractor companies, or airport authorities.

bnrolment activities. The airport authority is solely responsible for proofing (see ISO/IEC 24
hly supervised by airport authority.

nority is an authority, strictly independent from airport authority, employers and als
bbbying association. Privacy authoritytis responsible for the supervision of biometrig
respect of the applicable laws or tegulation. It should be noted that in some configura
s are employees with a dedicated.mission from the privacy authority.

vacy/data protection requirements-are outside the scope of this part of ISO/IEC 24713. However, in
rivacy authority may be putin‘place, dependent on local laws and regulations.

ecture

re of this specific employee profile can be broken down into four subsystems. The first

act or
10 the

ers.

irport

This
713-1,

fration and issuance (see ISO/IEC 24713-1, 6.2). could be either directly managed by airport

D any
data
tions,

some

is the
areas
4713.

yee system. The fourth is the Command and Control Administration System, which is us

elements above.

NOTE

the biometric reference data and/or performs the verification (see ISO/IEC 7816-11).

5.3 Token

d for
four

There may be other architectures with a different structure of subsystems, i.e. one where the token contains

The token is the physical component that, in the possession of the Employee, shall provide authorized
physical access within the airport restricted area. The token may also support multiple memory technologies
including integrated circuit chip (ICC) memory, magnetic stripe, optical stripe and barcodes, as well as
processing capabilities as provided within an ICC microprocessor. The token shall contain a unique token ID
number. The biometric reference is typically stored in the token.

© ISO/IEC 2008 — All rights reserved
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Depending on the command and control system design, the token is an element of security containing a
biometric. Appropriate security evaluation of the token shall be considered. Security requirements for the
token are out of the scope of this part of ISO/IEC 24713.

5.4 Token management system

The Token Management System is a system that handles the shipping, storage, printing, personalization,
loading, processing, and revoking of the token. Processing within the Token Management System may
include the following functions:

Applet loading

lanage requests
andle volume printing
rack inventory

est tokens

iometric quality
xception handling
andle returns

roduce images

andle encryption

N

H

T

T

B

B

H

F

H

Rhotograph capture that works with digital video captute)device
Digital camera compatibility

Database maintenance including photograph storage

Magnetic stripe encoding

Barcode printing

Built-in token design capability

Tloken locking/unlocking

AKI encoding

Biometric encoding and.storage

Qpen application program interface (API) for applet development
g

mart-chip encoding

NOTE] This list is not exhaustive, and some entries on this list are outside the scope of this part of ISOJEC 24713.

5.5 |Command and control system

The command and control system is the central database and security umbrella for the employee system. As
a minimum, the central database shall contain the list of the valid and revoked token id numbers. It may also
have several components including directory services, central communication, token information, and other
information as deemed necessary by security requirements (as determined by the specific application). The
biometric data may be stored in the central database, and linked to the token ID. The command and control
system should also support claimed identity checks and other background check material. The command and
control system shall provide the “watch list” function for tokens and should provide this function for individuals.
The final component of the command and control system shall be a passive/active secure messaging system.

© ISO/IEC 2008 — All rights reserved 7
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5.6 Command and control administration system

The command and control administration system monitors data integrity issues, actively monitors for
attempted attacks on the system, enables or disables administrative control of the system and

policy management, i.e., control over authentication policies, based on alert level.

system includes an override control in case of a terrorist or other attack.

5.7

Infrastructure system

Further, this part of the

The infrastructure incorporates biometric token terminals, wiring, door controls, wire status sensors, and
access control products and services. Those elements of the system that are software oriented (i.e. can be

changed in t

6 Process

6.1 Gener
Clause 6 of
application. T
The process
information. |
process for th

An airport co
employees o
Entry Gates
facilities for e
in the restrict

o fiold) shauld incaornorate diaital securitv technoloavta nrotect against svystem comnromis
7 1 ) 4 Ty g 1) 4 Lig .

al

SO/IEC 24713-1 describes in detail the relationship between the biometric system an

d the

he application defined by this part of ISO/IEC 24713 is access control for employees at aifports.

Hescribed below is the instantiation of the reference architecture. See“also annex C for add
ndeed, as mentioned in the scope of this part of ISO/IEC 24713, this clause addresses bus
e support of token-based identity management.

htains public areas, airport offices and restricted areas, Restricted area access is restric
nly. Restricted areas are delimited by security mechanisms, such as walls, gates, barrier
to the access area shall be equipped with accéss”control mechanisms, including bio
mployees. Each area requires a level of privileges:For example, if a restricted area A is ing
bd area B, then the privilege of A is higher than\the privilege of B. If restricted area A and B

tional
iness

fed to
5, etc.
metric
luded

have

no “relation”, then privilege A and B have no access dependencies.

6.2 Proofing

When an employee applies or re-applies for.a token, the process begins at a proofing and issuance sfation.
Here, the worker will first produce a request for a token from his/her employer using the emplpyer’s

procedures. (
by the emplo

This process
Employees (3
provided eith
the identity

biometrics may be used\for background check.

NOTE
lifetime.

Th

Claimed identity verification.is-then completed through a review of the documentation pres
ee (photograph identity ¢ard, birth certificate, link to community, link to employer, etc).

is the first stage-of the ID life-cycle (see ISO/IEC 24713-1). This process concerns
bee description jn ‘elause 5.0). Physical identity can be claimed by documents. Documen
br by the Employee or by the Employer. Only the Airport Authority has the privilege to pr
erification,~Fhe Privacy authority should be involved in this stage. As indicated in F

e Employee may have a token, issued previously. This is due to managing identities throughoy

ented

only
[s are
bcess
Part 1,

t their

6.3 Registration

Once claimed identity is proven, the biometric reference(s) and personal information is collected to initiate the
background check process. As indicated in ISO/IEC 24713-1, biometrics may be used to perform a
background check. Other screening measures, if required by the local facility, would also be administered at
this time.

The data required by the token system is then entered into the enrolment record along with a digital
photograph and biometric reference template. The biometric reference(s) will be selected from the list of
reference technologies deemed suitable for identification (one-to-many) and verification (one-to-one) and
specified in annex A. In the event of a lost token, see 6.5. The enrolment team should be trained to operate
the biometric system efficiently to collect the biometric samples from the employees. The enrolment area and
token storage area shall be secure area(s), with access control managed only by the airport authority.
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The biometric sample may be encrypted and signed by the application (see A.7.2, item 2). The keys that are
used to encrypt the biometric sample should be managed within the context of a suitable key management
system, and a suitable certificate management system and private key management system should be used
for effective biometric authentication.

In addition to a background check process, the system may provide a duplication check function to examine
the biometric templates against previously enrolled biometric templates using biometric identification (1:N) to

reduce the threat of alias identities in the system.

6.4 Issuance
The i ; - and giving a
credeptial. This stage is the next stage after registration (enrolment). If the previous stages-arg successfully

comp
the tdg
electr
both t

The i
referg
data i
have

6.5

Activd
the b
facilit
reque

The W

eted, the enrolment information and a request are sent to a printing and personalization
ken is prepared and printed, and the final personalization is completed. The.token ig
bnically and shipped to the appropriate enrolment and issuance centre. Notifications are
he central administration and the individual, informing them that the token is ready for issud

ndividual then returns to the Airport Authority, where the token is electfonically unlocked;
nce(s) is verified (1:1 check) to ensure the token is being issued to the same individual wh
5 validated; and the token is issued and the central administration is’notified. The token i
b validity period. The validity period shall be determined by the Airport Authority.

Activation to a local access control system

centre, where
then locked
hen made to
hce.

the biometric
b applied; the
ssuance shall

tion of the token takes place at each facility, where the individual requires access. Any t
ometric shall be protected with encrypted and_signed templates. When the individual

or the appropriate enrolment and issuance station, the employee presents the token and
sting access.

orker's identity and background clearange status, if appropriate, are verified by the use of

refere
and t

nce. This process is a validation as well as a security check. The access privilege decision
e appropriate access to the facilityis granted. The access privilege given to an individual

nsmission of
rrives at the

r;
he reason for

the biometric
is then made
s determined

by the facility based on the established'local security plan and the information verified by the tokegn. If the local
acceds control system is compatible-with the token, the token is ready for use throughout the|facility. If the
systems are incompatible, the employee shall restart at the proofing stage to obtain a compatibl¢ token. Upon
granting access to an employeey’the facility notifies the central administration of the access privilege assigned
and the individual’s record is.updated.

6.6 [Usage

An en
token
restrig
scens
syste

nployee usés the issued token to gain access to one or more restricted areas within a local airport. The
must_have been activated for the local airport and the employee granted authorization| to enter the
ted (@area. The sequence of events during usage will be implementation dependent. A dample usage
riodis now presented (noting that this is one of a number of alternative ways of implementing the

)

At the access point to a restricted area, the employee presents the token to a biometric token terminal, for
authentication. The employee identifier or token identifier is read from the token. The reference biometric(s) is
read from the token or the central database. The system should ensure the validity and integrity of the data
read from the token, through use of security techniques such as digital signatures, certificates or other
cryptographic techniques and/or encryption. The employee is requested to present one or more biometric
samples to a biometric capture device. Through these actions the employee is making a claim that they are a
valid authorized user of the restricted area at that specific point in time.

The biometric reference(s) are compared against the biometric(s) submitted by the claimant. An authorization

check is performed to confirm that the employee is allowed to access the restricted area and under the current
conditions (e.g. time of day, employee work schedule, threat level, movement history). The biometric
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verification and employee authorization check may take place in part or in full on the token, in the biometric
token terminal, in an access control device or other attached processing device, or in a command and control
system or other networked central location. The preferred locations for these operations will be
implementation dependent.

If the system decides that the biometrics successfully matched and the employee is authorized for the area,
then access will be granted. This may involve opening a door, gate, or other entrance.

There are several possible reasons why the token would no longer be valid. These include, but are not limited

to, the following.

The Emp
The Emg
The Airp

Any of the ab
the mandator
expiration or
actual proced
the privacy

associated wi

When a toke

number of th¢ token shall also be locked and shall not be re-used in the future. Denied attempts to an 3

area with a rq
used to estal
be transmitte

The Employe
accordance W

The Airport A
request of En
unique ID ny

loyee declares to the Airport Authority or to the Employers that the token is stolen.

loyer declares to the Airport Authority that contractual link with an Employee is cancelled.
prt Authority has decided to revoke a token.

ove events will result in the decision to revoke the token. Such decision will be taken bas
y unique ID number of the token and will be invoked automatically. Gpon expiration of the

cancellation of the relationship that exists between the Airport Authority and the Employe
ure for revoking a token, independent of the reason, should take careful consideration to p
pbf those involved. The specific procedures for revocation, and the privacy consider
th such action, are out of scope of this part of ISO/IEC 247473.

n is revoked, the privileges associated with that token are locked. Additionally, the uniq

voked token should be monitored by the Airport-Authority. The unique ID of the token sho
lish statistics on denied attempts. The biomeétric sample captured during a denied attemp
J and stored for further investigation.

e who declares lost or stolen his/hértoken, would request and be issued with a new to
ith the procedures of the Airport Authority.

\uthority can replace a valid-token by a new valid token at any time and for any reaso|
nployers or the Airport Authority, the validity period of a token may be updated. In this cas
mber of the token would be maintained. The biometric reference may be replaced whg

ed on
oken,
. The
rotect
Ations

ue ID
ccess
ild be
t may

en in

n. On
e, the
n the

validity periofl is updated. Biometric data is managed as described in the enrolment stage (see 6.2]. The
procedure forl updating the validity period is out of scope of this part of ISO/IEC 24713.
The Airport Authority should establish a procedure in the case where a genuine Employee applies His/her

valid token t

example, du¢ to False Rejection). The content of such a procedure is outside the scope of this p

ISO/IEC 2471

3.

b request his/her privileges and the access privileges are not granted due to any failufe (for

art of

The keys provisioned on the reader should be managed within the context of a suitable key management
system, and a suitable certificate management system and private key management system should be used
for effective biometric authentication.

7 Security Considerations

This section describes general concepts of security applied for a Biometric authentication system, including
approaches and profiles. See also annex D for a concrete example.

When an access control system for employees at an airport is deployed, then sensors and associated
equipment should be certified in accordance with local regulations, taking into account environmental testing
in the case of outdoor applications.

10
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Annex D describes general concepts of security that could be applied for a Biometric authentication system,
including approaches and profiles. Annex D is an example that is not inclusive but intended as a starting point
for security considerations.

Liveness detection in a biometric system ensures that only fingerprints, facial images, irises, and other
characteristics directly derived from the person requesting verification of such a characteristic are capable of
generating valid biometric templates. For further information on liveness detection, see Annex C.

Performance of a Physical Access Control system for Employees at Airports is driven by security
requirements. Performance evaluation shall be done in accordance with ISO/IEC 19795-1 and

ISO/IEC 19795-2.

Typical performance parameters to be specified include:
FAR;
FRR;
FTE;
FTA.

The range of values for each parameter is managed by country_legal authorities of Civil Aviafion and local
airportts.

© ISO/IEC 2008 — Al rights reserved 11
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Annex A
(normative)

Requirements List

A.1 General

Use of this part of ISO/IEC 24713 imposes requirements on the implementation that go beyond those of the

OO0 2474

base standa
expressed in
apply to the s
consequently

The status n
notations is

implementation:

M Mandato
the content o
of the implem

N/A Not Appl
O Optional
define the co

behaviour of

O.i qualified
an unique grdg

X The use

The Require
correspondin

A.2 Relati

In the contex
standards co

those pr

o IUfUIIUd tU by th;b pdi.t Uf :S\JII:LU =T I3. ThUDU IUDu:t ;II IIIUd;f;bat;Ul 19 tU thc |cqu;|c
the base standards. This annex specifies the modifications (the Requirements List ~RL
tatus of the items affected in each Implementation Conformance Statement (ICS) praforma

modified requirements on the answers to be provided.

ptation used in this annex is that defined in ISO/IEC 9646-7. In summary, the’ meaning

nents
) that
, with

bf the

as follows and in each case the base standard defines the content or behaviour ¢f the

ry - the capability is required to be supported. In the case of values,/the base standards
the required element. In the case of functions, the base standard\defines the required beh
entation.

cable - in the given context, it is impossible to use the capability.

- the capability may be supported or not. If supported?in the case of values, the base stan
ntent of the optional element; in the case of functions, the base standards define the re
he implementation.

optional - for mutually exclusive or selectable options from a set. "i" is an integer that ide
up of related optional items and the logic of their selection, defined below the table.

pf this function is under the contrahof the application and may be subject to local agreemen

ments List in this annex.shall be used to restrict the permitted support answers i
j ICS.

bnship betwéen RL and corresponding ICS proformas

t of the préfile specification contained in this part of ISO/IEC 24713, ICS proformas of the
ntain tables in 3 categories. The 3 categories are:

forma tables where this profile does not restrict the permitted support answers;

Hefine
Bviour

dards
uired

htifies

h the

base

those proforma tables where this profile restricts the permitted support answers;

those proforma tables that are not relevant to this profile.

The Requirements List consists of the tables falling into the second category, with an indication of the

modified item

12

s in those tables.
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A.3 Profile Specific Implementation Conformance Statement

The supplier of a profile implementation that is claimed to conform to this part of ISO/IEC 24713 shall
complete the Profile specific Implementation Conformance Statement (ICS) proforma contained in this annex
for those items for which implementation and conformance is claimed. All others shall be ignored.

A completed Profile specific ICS proforma is the ICS for the implementation in question. The ICS is a
statement of which capabilities and options of the profile have been implemented. The ICS can have a

numb

er of uses, including use:

by the profile implementer, as a check list to reduce the risk of failure to conform to the standard through

= = O

QO

vclaiyht,
the supplier and acquirer (or potential acquirer) of the implementation, as a detailed"ind
pabilities of the implementation, stated relative to the common basis for understanding pr
andard ICS proforma;
y the user (or potential user) of the implementation, as a basis for initially checking the

terwork can often be predicted from incompatible ICS);

y a tester, as the basis for selecting appropriate test suites( against which to assess
pnformance of the implementation.

ication of the
bvided by the

possibility of

terworking with another implementation (note that, while interworking cannot be guarantged, failure to

the claim for

A.4 Instruction for completing the ICS proforma

A.4.1 General structure of the ICS proforma

The ICS proforma is a fixed format questionnaire divided into formats each containing a group of individual
items| Each item is identified by an item number, the name of the item (question to be answegred), and the

refere
main

Answ

nce(s) to either the base standard, ora specific clause in a base standard, or specifying t
body of this part of ISO/IEC 24713(if no base standard is listed in the reference column).

brs to the questionnaire itemssare to be provided in the “Support” column, by simply marki

e item in the

Ng an answer

to ind|cate a restricted choice support

Refer
the in

to the tables below-when completing this form to determine whether an item is mandatory
plementation type'supplying.

br optional for

A.4.2 Additional Information

ltems
interp

of Additional information allow a supplier to provide further information intended {o assist the
retation of the ICS. It is not intended or expected that a large quantity will be supplied, and an ICS can
i i ' i i ' lys in which a

References to items of Additional information may be entered next to any answer in the questionnaire, and
may be included in items of Exception Information.

A.4.3 Exception Information

It may occasionally happen that a supplier will wish to answer an item with mandatory or prohibited status
(after any conditions have been applied) in a way that conflicts with the indicated requirements. No pre-printed
answer will be found in the Support column for this. Instead, the supplier is required to write into the support
column an x.<i> reference to an item of Exception Information, and to provide the appropriate rationale in the
Exception item itself.
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An implementation for which an Exception item is required in this way does not conform to this part of
ISO/IEC 24713. A possible reason for the situation described above is that a defect in the standard has been
reported, a correction for which is expected to change the requirement not met by the implementation.

A.5 ICS proforma

Supplier

Contad

point Tor queries about the 1CS

Implem

(NOTE

entation Name(s)and Version(s)

Other i
Identifi

version
system

nformation necessary for full
Cation; e.g. name(s)and

(s)for machines and/or operating
s; system name(s)

Have a

ny exception items been required?

No[]VYes|[]

(The answer Yes means that the
implementation does not conform to this part of
ISO/IEC 24713)

Date of

Statement

NOTE Th
terminology (e

e terms "Name"“and "Version" should be interpreted appropriately to correspond with a supplier's

g., Type, Series;, Model).

14
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A.6.1 Finger Image Data (ISO/IEC 19794-4:2005)

ISO/IEC 24713-2:2008(E)

Base Standard Requirements List Profile Requirements List and Implementation Conformance Statement
Item | Question/ Base Base Profile ICS Profile Status ICS Profile ICS
Ref. Standard Status Support identification | Support Status Support

Feature Status enrolment verification

1 Bit and Byte 6.1 M M [yes] M [yes] M [yes]
Ordering

2 Scan 6.2 ™ ™ [yes] ™M [yes] M [yes]
Sequence

3 Image 7 (0] M [yes,N/A] M [yes,N/A] M [yes,N/A]
Acquisition S
Requirements Image Image Level 2 Image Lgvel
_ Level 230 20 =20
(see Note 1)

4 Pixel Aspect 7.2 M M [yes] M [yes] M [yes]
Ratio

5 Pixel Depth 7.3 M M [yes] M [yes] M [yes]

6 Greyscale 7.4 M M [yes] M [yes] M [yes]
Data

7 Dynamic 7.5 M M [yes] M [yes] M [yes]
Range

8 Scan 7.6 M M [yes] M [yes] M [yes]
Resolution

9 Image 7.7 M M [yes] M [yes] M [yes]
Resolution

10 Finger Image | 7.8 M M [yes] M [yes] M [yes]
Location

11 Finger Image | 8 M M [yes] M [yes] M [yes]
Record
Format

12 General 8.2 M M [yes] M [yes] M [yes]
Record
Header

13 Image 82.14 O M [yes,N/A] M [yes,N/A] M [yes,N/A]
Compression . _ . _ : -
Algorithm Algorithm = Algorithm = Algorithnp =

2 any any

(see Noté 2)

14 Finger'Record | 8.3 M M [yes] M [yes] M [yes]
héader

NOTE 1 Image Acquisition requirements (Image Level > 30) is required for enrolment to obtain an image of at least

500 pixels. Whereas the lesser image level (Image Level > 20) may be used and is acceptable for identification and
verification, it is recommended that the greater image level be used for these functions.

NOTE 2

Image Compression Algorithm (2) is required for Image Level > 30 and Image Compression Algorithm (any)
may be used for all other image levels except Image Level > 30

© ISO/IEC 2008 — All rights reserved
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A.6.2 Finger Minutiae Data (ISO/IEC 19794-2:2005)

Base Standard Requirements List Profile Requirements List and Implementation Conformance Statement

Item | Question/ Base Base Profile ICS Profile Status ICS Profile ICS
Ref. Standard Status Support identification | Support Status Support
Feature Status enrolment verification

1 Finger 6.3 M M [yes] M [yes] M [yes]
minutiae
point
location

2 Coordinate | 6.3.1 M M [yes] M [yes] M [yes]
locatio

3 Minutig 6.3.2 M M [yes] M [yes] M [yes]
placenjent
on ridge
ending

4 Minutig 6.3.3 M M [yes] M [yes] M [yes]
placemnient
on ridge
bifurcalion

5 Minutig 6.3.4 M M [yes] M [yes] M [yes]
placenjent
on ridge
skeletgn

6 Minutig 6.3.5 M M [yes] M [yes] M [yes]
placemnient
on othgr
minutig
types

7 Angle 6.4.1 M M [yes] M [yes] M [yes]
converjtions

8 Directipn of | 6.4.2 M M [yes] M [yes] M [yes]
a ridge]
ending

9 Directipn of | 6.4.3 M M [yes] M [yes] M [yes]
a ridge]
bifurcafion

10 Directipn of | 6.4.4 M M [yes] M [yes] M [yes]
a ridge]
skeletdl end
point

11 Core ahd 6.5 M M [yes] M [yes] M [yes]
delta
placenjent
and

directig

=}

12 Minutid type | 6.6 M M [ves] M [ves] M
matching

|

es]

13 Encoding of | 6.7 M M [yes] M [yes] M [yes]
multibyte
quantities

14 Finger 7.2 M M [yes] M [yes] M [yes]
minutiae
record
organization

11 Record 7.3 M M [yes] M [yes] M [yes]
header

12 Format 7.31 M M [yes] M [yes] M [yes]
Identifier
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Base Standard Requirements List Profile Requirements List and Implementation Conformance Statement

Item | Question/ Base Base Profile ICS Profile Status ICS Profile ICS
Ref. Standard Status Support identification | Support Status Support
Feature Status enrolment verification

13 Version 7.3.2 M M [yes] M [yes] M [yes]
number

14 Length of 7.3.3 M M [yes] M [yes] M [yes]
record

15 Capture 7.3.4 M M [yes] M [yes] M [yes]
Equipment
certification

16 Capture 7.3.5 M M [yes] M [yes] N [yes]
Equipment
ID

17 Size of 7.3.6 M M [yes] M [yes] M [yes]
scanned
image in X
direction

18 Size of 7.3.7 M M [yes] M [yes] M [yes]
scanned
image in Y
direction

19 X 7.3.8 M M [yes] M [yes] M [yes]
(horizontal)
resolution

20 Y 7.3.9 M M [yes] M [yes] M [yes]
(horizontal)
resolution

21 Number of | 7.3.10 M M [yes] M [yes] M [yes]
finger views

22 Reserved 7.3.11 M M [yes] M [yes] M [yes]
byte

23 Single 7.4 M M [yes] M [yes] M [yes]
finger

record
format

24 Finger 7.41 M M [yes] M [yes] M [yes]
header

25 Finger 7.4:2 M M [yes] M [yes] M [yes]
minutia data

26 Extended 7.5 O (0] [yes,no] (0] [yes,no] (0] [yes,no]
data

27 Common 7.5.1 O (0] [yes,no] (0] [yes,no] (0] [yes,no]
extended
data fields

28 Ridge count | 7.5.2 O 01 [yes,no] 01 [yes,no] 01 [yes,no]
data format

29 Core and 753 O 0.2 [yes,no] 0.2 [yes,no] 0.2 [yes,no]
delta data
format

30 Zonal 754 O 0.2 [yes,no] 0.2 [yes,no] 0.2 [yes,no]
quality data

31 Minutiae 7.6 M M [yes] M [yes] M [yes]
record
format
summary
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Base Standard Requirements List Profile Requirements List and Implementation Conformance Statement
Item | Question/ Base Base Profile ICS Profile Status ICS Profile ICS
Ref. Standard Status Support identification | Support Status Support

Feature Status enrolment verification

32 Finger 8 (0] M [yes] M [yes] M [yes]
minutia card
format

33 CBEFF 9 M M [yes] M [yes} M [yes]
Format
owner and
format
types

NOTE 1 Ogdtions denoted “O.1” are related to the optional ridge count information, and should appear~or’b¢ used
together.

NOTE 2  Ogtions denoted “O.2” are related to the optional core and delta information, and should ‘appear or b¢ used
together.

Additional requirements for the use of this format are identified below to apply to implementations claimirlg
conformance|with this part of ISO/IEC 24713:

1. Extendeq Data shall not be used to specify a proprietary Minutiae format in‘order to bypass the mandlatory
functions|of this part of ISO/IEC 24713.

2. Minutiae fthat represent endings of a friction ridge shall be encoded as “ridge ending”, and minutiag that
represen{ divisions of a friction ridge into two ridges shall"\be encoded as “bifurcation”. The “©Other”
minutiae ftype shall be used for minutiae whose type is either ridge ending or bifurcation, but whefe the
encoding|application is unsure of the type.

3. |If ridge cpunts are used, they shall be derived insthe following manner. If 4-neighbor ridge counts are
used, thg quadrants shall be bounded by the angles 45, 135, 225, and 315 degrees. If 8-neighbon ridge
counts are used, the octants shall be 45 degrees wide, forming a theoretical circle centred on the logation
of the minutia.
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A.6.3 Finger Pattern Spectral Data (ISO/IEC 19794-3:2006)

ISO/IEC 24713-2:2008(E)

Base Standard Requirements List Profile Requirements List and Implementation Conformance Statement
Item Question/ Base Base Profile ICS Profile ICS Profile Status ICS
Ref. Standard Status Support Status Support verification Support

Feature Status | enrolment identification

1 Format 8.1.1 M M [yes] M [yes] M [yes]
Identifier

2 Version Number | 8.1.2 M M [yes] M [yes] M [yes]

3 Length of 8.1.3 M M [yes] M [yes] M [yes]

5 Number of 8.1.4 M M [yes] M [yes] M [yes]
single finger
Records

6 x (horizontal) 8.1.5 M M [yes] M [yes] M [yes]
resolution

7 y (vertical) 8.1.6 M M [yes] M [yes] M [yes]
resolution

8 Number of Cells | 8.1.7 M M [yes] M [yes] M [yes]
in x-direction

9 Number of Cells | 8.1.8 M M [yes] M [yes] M [yes]
in y-direction

10 Number of 8.1.9 M M [yes] M [yes] M [yes]
Pixels in Cells
in x-direction

11 Number of 8.1.10 M M [yes] M [yes] M [yes]
Pixels in Cells
in y-direction

12 Cellular x-offset | 8.1.11 M M [yes] M [yes] M [yes]

13 Cellular y-offset | 8.1.12 M M [yes] M [yes] M [yes]

14 Spectral 8.1.13 M M [yes] M [yes] M [yes]
component
selection
method

15 Type of window | 8.1.14 M M [yes] M [yes] M [yes]

16 Standard 8415 M M [yes] M [yes] M [yes]
deviation

17 Number of 8.1.16 M M [yes] M [yes] M [yes]
frequencies

18 Frequencies 8.1.17 M M [yes] M [yes] M [yes]

19 Number of 8.1.18 M M [yes] M [yes] M [yes]
Qrientations

20 Number of 8.1.19 M M [yes] M [yes] M [yes]
spectral
components to
be retained

21 Bit-depth of 8.1.20 M M [yes] M [yes] M [yes]
propagation
Angle

22 Bit-depth of 8.1.21 M M [yes] M [yes] M [yes]
Wavelength

23 Bit-depth of 8.1.22 M M [yes] M [yes] M [yes]
phase

24 Bit-depth of 8.1.23 M M [yes] M [yes] M [yes]
magnitude
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Base Standard Requirements List Profile Requirements List and Implementation Conformance Statement
Item Question/ Base Base Profile ICS Profile ICS Profile Status ICS
Ref. Standard Status Support Status Support verification Support

Feature Status enrolment identification

25 Bit-depth of 8.1.24 M M [yes] M [yes] M [yes]
quality score

26 Cell quality 8.1.25 M M [yes] M [yes] M [yes]
group
granularity

27 Reserved Bytes | 8.1.26 (6] (0] [yes, O [yes, no] (0] [yes, no]

noj

28 Singlejfinger 8.2 M M [yes] M [yes] M ves]
record

29 Headqr 8.2.1 M M [yes] M [yes] M [ves]

30 Finger| pattern 8.2.2 M M [yes] M [yes] M [yes]
spectrpl data
block

31 Extengled data 8.2.3 M M [yes] M [yes] M [yes]
block

32 Finger| pattern 9 M M [yes] M [yes] M [yes]
spectrpl data
card fgrmat
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A.6.4 Face Image Data (ISO/IEC19794-5:2005)

Base Standard Requirements List Profile Requirements List and Implementation Conformance Statement
Item Question/ Base Base Profile ICS Profile ICS Profile Status ICS
Ref. |Standard Status Support Status Support verification Support
Feature Status | enrolment identification
1 | Byte Ordering 5.2.1 M M [yes] M [yes] M [yes]
2 | CBEFF Header 5.3 M M [yes| M [yes| M [yes|
3 | Format Identifier 5.4.1 M M [yes| M [yes| M [yes|
4 \ersion Number 542 M M [ync! M [ync! M [yesl
5 ||Record Length 5.4.3 M M [yes| M [yes| It [yes|
6 [|[Number of Facial 5.4.4 M M [yes| M [yes| M [yes|
Images
7 [|Facial record data 5.5.1 M M [yes| M [yes| M [yes|
Length
8 ||[Number of Feature | 5.5.2 M M [yes| M [yes| M [yes|
Points
9 [ Gender 5.5.3 M M [yes| M [yes| M [yes|
10 [[Eye Colour 5.54 M M [yes| M [yes| M [yes|
11 ||Hair Colour 5.5.5 M M [yes| M [yes| M [yes|
12 ||Feature Mask 5.5.6 M M [yes| M [yes| M [yes|
13 ||[Expression 5.5.7 M M [yes| M [yes| M [yes|
14 |[Pose Angle Yaw 5.5.8.1 M M [yes| M [yes| M [yes|
15 |[Pose Angle Pitch 5.5.8.2 M M [yes| M [yes| M [yes|
16 [[Pose Angle Roll 5.5.8.3 M M [yes| M [yes| M [yes|
17 |[Pose Angle 5.5.9 M M [yes| M [yes| M [yes|
Uncertainty
18 |[|[Feature Point Type | 5.6.1 M M [yes| M [yes| M [yes|
19 ||[Feature Point Code| 5.6.2 M M [yes| M [yes| M [yes|
20 [|[MPEG4 feature 5.6.3 M M [yes] M [yes] M [yes]
points
21 [|[Eye and nostril 5.6.4 M M [yes] M [yes] M [yes]
centre feature
points
22 [|Facial ImageType | 5.7.1 M M [yes| M [yes| M [yes|
23 [Image.Data Type 5.7.2 M M [yes| M [yes| M [yes|
24 Width 5.7.3 M M [yes| M [yes| M [yes|
25 [Height 5.74 M M [yes] M [yes] M [yes|
26 |Image Colour 5.7.5 M M [yes| M [yes| M [yes|
Space
27 | Source type 5.7.6 M M [yes] M [yes] M [yes]
28 | Device type 5.7.7 M M [yes| M [yes| M [yes|
29 | Quality 5.7.8 M M [yes| M [yes| M [yes|
30 |Image Data 5.8.1 M M [yes| M [yes| M [yes|
Structure
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Base Standard Requirements List

Profile Requirements List and Implementation Conformance Statement

Item Question/ Base Base Profile ICS Profile ICS Profile Status ICS
Ref. |Standard Status Support Status Support verification Support
Feature Status | enrolment identification
31 [Inheritance 6.1 M M [yes| M [yes| M [yes|
requirements for
basic face image
type
32 | Data encoding 6.2 M M [yes| M [yes| M [yes|
requirements
33 [Data compression 6.3 M M [yes| M [yes| M [yes|
requirements
34 [Format 6.4 M M [yes| M [yes| M [ves|
requirements for
Basic Fafe Image
35 [Facial hgader 6.4.1 M M [yes| M [yes| M [Ves|
36 [ Facial Information 6.4.2 M M [yes| M [yes| M [Ves|
37 [Image information 6.4.3 M M [yes| M [yes| M [ves|
38 |Pose 722 | M1 M.2 M.1,M.2 [yes| N/A [n/a] N/A [r/a]
39 | Expressipn 723 | 0.1,0.2 M.1,M.2 [yes| N/A [n/a] N/A [/a]
40 |[Assistange in 724 | M1 M.2 M [yes| N/A [n/a] N/A [/a]
Positionifg the
Face
41 | Shoulders 725 | M1 M.2 M.1,M.2 [yes| N/A [n/a] N/A [r/a]
42 | Backgroynds 726 | 0.1,0.2 M.1,M.2 [yes| M.1,M.2 [yes| M.1,M.2 [ves|
43 | Subject gnd Scene | 7.2.7 | M.1 M.2 M.1,M.2 [yes| M.1,M.2 [yes| M.1,M.2 [ves|
Lighting
44 | Shadowq over the 728 | M1 M.2 M.1,M.2 [yes| M.1,M.2 [yes| M.1,M.2 [ves|
Face
45 | Shadowq in Eye 729 [ MAM2 | M1M2 [yes| M.1,M.2 [yes| M.1,M.2 [vies|
Sockets
46 | Hot Spotp 7210 | 0.1,0.2 M:1,M.2 [yes| M.1,M.2 [yes| M.1,M.2 [ves|
47 | Eye Glagses 7211 ] 0.1,0.2 M.1,M.2 [yes| N/A [n/a] N/A [r/a]
48 | Eye Patches 7212 | O:150.2 M.1,M.2 [yes| N/A [n/a] N/A [r/a]
49 | No Over pr Under 7.3.2 | M.1M.2 M.1,M.2 [yes| M.1,M.2 [yes| M.1,M.2 [ves|
Exposurg
50 [Focus arld Depth of (- 7%.33 | M.1 M.2 M.1,M.2 [yes| M.1,M.2 [yes| M.1,M.2 [ves|
Field
51 [ Unnaturgl Colour 734 | M1 M.2 M.1,M.2 [yes| M.1,M.2 [yes| M.1,M.2 [ves|
52 | Colour o 735 [ M1M2 ]| M.1,M.2 [yes| M.1,M.2 [yes| M.1,M.2 [ves|
Greyscale
Enhancement
53 [Radial Distortion of [ 7.3.6 | M.1 M.2 M.1,M.2 [yes| M.1,M.2 [yes| M.1,M.2 [yes|
the Camera Lens
54 | Pixel Aspect Ratio |7.4.1.1| M1 M2 [ M.1,M.2 [yes| M.1,M.2 [yes| M.1,M.2 [yes|
55 | Origin at Upper Left| 7.4.1.2 | M.1 M.2 M.1,M.2 [yes| M.1,M.2 [yes| M.1,M.2 [yes|
56 | Greyscale Density |7.4.2.1| 0.1,0.2 M.1,M.2 [yes| M.1,M.2 [yes| M.1,M.2 [yes|
57 |[Colour Saturation [7.4.22| 0.1,0.2 M.1,M.2 [yes| M.1,M.2 [yes| M.1,M.2 [yes|
58 | Colour Space 7423 M1M2 | MA1M2 [yes| M.1,M.2 [yes| M.1,M.2 [yes|
59 [Video Interlacing 743 | M1 M.2 M.1,M.2 [yes| M.1,M.2 [yes| M.1,M.2 [yes|
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Base Standard Requirements List Profile Requirements List and Implementation Conformance Statement
Item Question/ Base Base Profile ICS Profile ICS Profile Status ICS
Ref. |Standard Status Support Status Support verification Support
Feature Status | enrolment identification
60 | Horizontally centred| 8.3.2 M1 M.1 [yes| N/A [n/a] N/A [n/a]
face
61 | Vertical position of | 8.3.3 M1 M.1 [yes| N/A [n/a] N/A [n/a]
the face
62 | Width of Head 8.3.4 M.1 M.1 [yes| N/A [n/a] N/A [n/a]
63 |[Length of Head 8.3.5 M.1 M.1 [yes| N/A [n/a] N/A [n/a]
64 [[Full Frontal image 8.4.1 M1 M1 [yes| N/A [n/a] N/A [n/a]
resolution
65 || Token Image Eye 9.2.2 O N/A [n/a] N/A [n/a] 0.2 [yes, no]
Positions
66 [ TokenImage 9.2.3 (@) N/A [n/a] N/A [n/a] 0.2 [yes, no]
Geometric Format
67 |[|Minimum Width 9.2.4 (0] N/A [n/a] N/A [n/a} 0.2 [yes, no]
Token Image
68 [TokenImage 9.25 (0] N/A [n/a] N/A [n/a] 0.2 [yes, no]
Padding
69 ||Inheritance 9.3.1 M M [yes] M [yes] M [yes]
requirements
70 [llmage information 9.3.2 M M [yes] M [yes] M [yes]

NOTE]|1 Options denoted “O.1” are related to the frontal image type, and should appear or be used together.

NOTE|2  Options denoted “O.2” are related to the token image type, and should appear or be used together.
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A.6.5 Iris Image Data (ISO/IEC 19794-6:2005)

Base Standard Requirements List Profile Requirements List and Implementation Conformance Statement
Item | Question/ | Base Base Profile Status ICS Profile ICS Profile Status ICS
Ref. Standard enrolment Support Status Support verification Support

Eeafurs Status identification

1 Irisimage | 6.1 M M [yes] M [yes] M [yes]
format -
general

2 Image 6.2 M M [yes] M [yes] M [yes]
compression

3 Iris image | 6.3 M M [yes] M [yes] M [yes]
pre-
processjng

4 Irisimage | 6.4 M M [yes] M [yes] M [yes]
data redord

5 Iris headler | 6.5 M M [yes] M [yes] M [yes]
structurgs

6 Image A1 (0] (0] [yes, no] (0] [yes, no] (0] [yess, no]
quality

7 Greyscgle | A.2 O (0] [yes, no] (0] fyessno] (0] [yess, no]
density

8 llluminagion | A.3 O (0] [yes, no] (0] [yes, no] (0] [yess, no]

9 Contras A4 O (0] [yes, no] (0) [yes, no] (0] [yess, no]

10 Visible ifis | A.5 (@) (0] [yes, no] (0] [yes, no] (0] [ye's, noj

11 Pixel A.6 (@) (0] [yes, no] (0] [yes, no] (0] [y&, noj
aspect
ratio

12 Image A7 O (0] [yes;no] (0] [yes, no] (0] [yess, no]
scale

13 Optical A.8 (@) (0] [yes, no] (0] [yes, no] (0] [yess, no]
distortion

14 Noise A.9 O Q [yes, no] (0] [yes, no] (0] [yess, no]

15 Image A.10 (@) (0] [yes, no] (0] [yes, no] (0] [yess, no]
orientatjon

16 Presentafion | A.11 (@] (0] [yes, no] (0] [yes, no] (0] [yess, no]
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A.6.6 Signature/Sign Time Series Data (ISO/IEC 19794-7:2007)

ISO/IEC 24713-2:2008(E)

Base Standard Requirements List

Profile Requirements List and Implementation Conformance Statement

Item

Question/

Feature

Base
Ref.

Base
Standard
Status

Profile
Status
enrolment

ICS
Support

Profile Status
identification

ICS
Support

Profile
Status
verification

ICS
Support

Pen
position
channels

6.2

M

M

[yes]

M

[yes]

M

[yes]

Pen velocity
channels

6.3

[yes]

[yes]

[yes]

Pen
acceleration
channels

6.4

[yes]

[yes]

[yes]

Time
channel

6.5

[yes]

[yes]

[yes]

Time
difference
channel

6.6

[yes]

[yes]

[yes]

Pen tip
force
channel

6.7

[yes]

[yes]

[yes]

Tip switch
state
channel

6.8

[yes]

[yes]

[yes]

Pen
orientation
channel

6.9

[yes]

[yes]

[yes]

Record
Format
Identifier

7.3.2

M/na.1

tyes]

M/na.1

[yes]

M/na.1

[yes]

10

Standard
Version
Number

7.3.3

Mina

[yes]

M/na.1

[yes]

M/na.1

[yes]

11

Channel
descriptions

7.3.4

M/na.1

[yes]

M/na.1

[yes]

M/na.1

[yes]

12

Reserved
Octet

7.3.5

M/na.1

[yes]

M/na.1

[yes]

M/na.1

[yes]

13

Record
body

7.4

M/na.1

[yes]

M/na.1

[yes]

M/na.1

[yes]

14

Sequence
of sample
points

74.2

M/na.1

[yes]

M/na.1

[yes]

M/na.1

[yes]

15

Extended

743

M/na.1

[yes]

M/na.1

[yes]

M/na.1

adid

[yes]

16

Reserved
byte

6.4.7

M/na.1

[yes]

M/na.1

[yes]

M/na.1

[yes]

17

Compact
format

O/M.1

[yes]

O/M.1

[yes]

O/M.1

[yes]

18

Matching
algorithm
parameters
template

8.2

O/M.1

[yes, no]

O/M.1

[yes, no]

O/M.1

[yes, no]

19

Embedment
in a CBEFF
data
structure

8.3

O/M.1

[yes, no]

O/M.1

[yes, no]

O/M.1

[yes, no]
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Base Standard Requirements List Profile Requirements List and Implementation Conformance Statement
Item | Question/ Base Base Profile ICS Profile Status ICS Profile ICS
Ref. Standard Status Support identification | Support Status Support

Feature Status enrolment verification

20 BDB body 8.4 O O/M.1 [yes, no] O/M.1 [yes, no] O/M.1 [yes, no]

21 Sequence 8.4.2 (@) O/M.1 [yes, no] O/M.1 [yes, no] O/M.1 [yes, no]
of sample
points

22 "Extended 8.4.3 (@) O [yes] O [yes] (0] [yes]
data

NOTE 1 Engries marked M/na.1 are mandatory if the biometric reference is not stored on a token and/are not

applicable if th

NOTE2 En

biometric refer:

26

b biometric reference is stored on a token.

bnce is stored on a token.

tries marked O/M.1 are optional if the biometric reference is not stored on a token and are mandatory if the
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A.6.7 Finger Pattern Skeletal Data (ISO/IEC 19794-8:2006)

ISO/IEC 24713-2:2008(E)

Base Standard Requirements List

Profile Requirements List and Implementation Conformance Statement

Item

Question/

Feature

Base
Ref.

Base
Standard
Status

Profile
Status
enrolment

ICS
Support

Profile
Status
identification

ICS
Support

Profile
Status
verification

ICS Support

Minutiae type

6.1.1

M

M

[yes]

M

[yes]

M

[yes]

Finger
minutiae
point location

6.1.2

M

M

[yes]

M

[yes]

M

[yes]

Coordinate
location

[yes]

[yes]

[yes]

Angle
convention

[yes]

[yes]

[yes]

Direction
code

6.2.1

[yes]

[yes]

[yes]

General
skeleton line
encoding
rules

6.2.2

[yes]

lyes]

[yes]

Constructing
direction
elements

6.2.3

[yes]

[yes]

[yes]

Finger
pattern
record
organization

7.2

[yes]

[yes]

[yes]

Record
header

7.3

[yes]

[yes]

[yes]

10

Format
identifier

7.3.1

[yes]

[yes]

[yes]

11

Version
number

7.3.2

[yes]

[yes]

[yes]

12

Length of
record

7.3.3

[yes]

[yes]

[yes]

13

Capture
device ID

7.8.4

[yes]

[yes]

[yes]

14

Number(of
fingerpattern
in record

7.3.5

[yes]

[yes]

[yes]

15

Reé&solution of

7.3.6

[yes]

[yes]

scaled image

[yes]

16

Bit-depth of
coordinates

7.3.7

[yes]

[yes]

[yes]

17

Bit-depth of
start and stop
directions

7.3.8

[yes]

[yes]

[yes]

18

Bit-depth of
direction in
direction
code

7.3.9

[yes]

[yes]

[yes]
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Base Standard Requirements List

Profile Requirements List and Implementation Conformance Statement

Item | Question/ Base Base Profile ICS Profile ICS Profile ICS Support
Ref. Standard Status Support Status Support Status

Feature Status enrolment identification verification

19 |[Stepsize of | 7.3.10 M M [yes] M [yes] M [yes]
direction
code

20 [Relative 7.3.11 M M [yes] M [yes] M [yes]
perpendicular
step size

21 [ Numberef 342 vk vk frest vk frest v Bres]
directions on
180°

22 | Finger yiew 7.41 M M [yes] M [yes] M [yes]
header

23 |Viewnyimber| 7.4.2 M M [yes] M [yes] M [yes]

24 | Finger 7.4.3 M M [yes] M [yes] M [yes]
positiof

25 | Impresgion 74.4 M M [yes] M [yes] M [yes]
type

26 | Finger puality| 7.4.5 M M [yes] M [yes] M [yes]

27 |Image $izein| 7.4.6 M M [yes] M [yes] M [yes]
X

28 [Image $izein| 7.4.7 M M [yes] M [yes] M [yes]
Y

29 [Length|of 7.4.8 M M [yes] M [yes] M [yes]
skeletal data

30 |[Finger 7.49 M M [yes] M [yes] M [yes]
pattern
skeletal data

31 | Extendgd 7.5 O 0] [yes, no] (0] [yes, no] O [yes} no]
data

32 | Comm¢n 7.5.1 O O [yes, no] (0] [yes, no] O [yes} no]
extendgd
data figds

33 | Extendgd 7511 M M [yes] M [yes] M [yes]
data blpck
length

34 |[Type 7%5.1.2 O O [yes, no] (0] [yes, no] O [yes} no]
identifi¢ation
code

35 [Length of 7.5.1.3 O O [yes, no] (0] [yes, no] O [yes, no]
data

36 |Data area 7514 O [yes, no] (0] [yes, no] O [yes, no]

37 |Ridge count | 7.5.2 O 0.1 [yes, no] 0.1 [yes, no] 0.1 [yes, no]
data format

38 |Ridge count |7.5.2.1 O 0.1 [yes, no] 01 [yes, no] 0.1 [yes, no]
extraction
method

39 |Ridge count |7.5.2.2 O 0.1 [yes, no] 01 [yes, no] 0.1 [yes, no]
data
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Base Standard Requirements List

Profile Requirements List and Implementation Conformance Statement

Item | Question/ Base Base Profile ICS Profile ICS Profile ICS Support
Ref. Standard Status Support Status Support Status

Feature Status enrolment identification verification

40 |[Core and 7.5.3 (0] 0.2 [yes, no] 0.2 [yes, no] 0.2 [yes, no]
delta format

41 [ Number of 7.5.3.1 (0] 0.2 [yes, no] 0.2 [yes, no] 0.2 [yes, no]
cores

42 | Core 7.5.3.2 (0] 0.2 [yes, no] 0.2 [yes, no] 0.2 [yes, no]
information
type

43 | | Core position| 7.5.3.3 (0] 0.2 [yes, no] 0.2 [yes, no] 0.2 [yes, no]

44 | | Core angle |7.5.3.4 0.2 [yes, no] 0.2 [yes, no] 0.2 [yes, no]

45 | [ Number of 7.5.3.5 (0] 0.2 [yes, no] 0.2 [yes, no] 0.2 [yes, no]
deltas

46 | | Delta 7.5.3.6 (0] 0.2 [yes, no] 0.2 [yes) no] 0.2 [yes, no]
information
type

47 | | Delta position| 7.5.3.7 (0] 0.2 [yes, no] 0.2 [yes, no] 0.2 [yes, no]

48 | | Delta angles |7.5.3.8 0.2 [yes, no] o2 [yes, no] 0.2 [yes, no]

49 | | Zonal quality | 7.5.4 (0] 0.3 [yes, no] 0.3 [yes, no] 0.3 [yes, no]
data

50 | [ Cell width 7.541 (0] 0.3 [yes,ig] 0.3 [yes, no] 0.3 [yes, no]
and height

51 | [Cell quality |7.5.4.2 (0] 0.3 [yes, no] 0.3 [yes, no] 0.3 [yes, no]
information
depth

52 | [Cell quality |7.5.4.3 (0] ©.3 [yes, no] 0.3 [yes, no] 0.3 [yes, no]
data

53 | | Pore position| 7.5.5 (0] 04 [yes, no] 0.4 [yes, no] 04 [yes, no]
data

54 | | Pore position | 7.5.5.1 O 0.4 [yes, no] 0.4 [yes, no] 0.4 [yes, no]
resolution

55 | | Pore 7.552 (0] 04 [yes, no] 0.4 [yes, no] 04 [yes, no]
distance
information
depth

56 | | Pore pesition | 7.5.5.3 (0] 04 [yes, no] 0.4 [yes, no] 04 [yes, no]
description

57 | Skeleton 7.5.6 (@) 0.5 [yes, no] 0.5 [yes, no] 0.5 [yes, no]
structural
data

58 |Normal size 8.1 (0] (0] [yes, no] O [yes, no] (0] [yes, no]
finger pattern
skeletal
format

59 |Compact size| 8.2 (0] (0] [yes, no] O [yes, no] (0] [yes, no]
finger pattern
skeletal
format
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Base Standard Requirements List Profile Requirements List and Implementation Conformance Statement
Item | Question/ Base Base Profile ICS Profile ICS Profile ICS Support
Ref. Standard Status Support Status Support Status
Feature Status enrolment identification verification
60 | Skeleton 8.3.1 O O [yes, no] (0] [yes, no] O [yes, no]
image size in
XandY
61 |XorY 8.4 O O [yes, no] (0] [yes, no] O [yes, no]
coordinate
extension for
compact card
format |
62 |Usage pf 8.5 (0] (0] [yes, no] (0] [yes, no] (0] [yesl, noj
additional
featurep for
the carg
format
63 | Comparison 8.6 O O [yes, no] (0] [yes, no] O [yes} no]
paramgters
and caid
capabiljties
64 | CBEFH 9 M M [yes, no] M [yes,/no] M [yes] no]
format pwner
and format
types
NOTE 1 Ogdtions denoted “O.1” are related to the optional ridge ceunt information, and should appear or b¢ used
together.
NOTE 2  Ogtions denoted “O.2” are related to the optional e6re and delta information, and should appear or b¢ used
together.
NOTE 3  Ogtions denoted “0.3” are related to the optional pore position information, and should appear or b¢ used
together.
NOTE 4  Ogtions denoted “O.4” are related to the optional cell quality information, and should appear or bg used
together.
NOTE 5  Ogtions denoted “O.5” are related to the optional skeleton structural information, and should appeal or be
used together.
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A.6.8 Vascular Image Data (ISO/IEC 19794-9:2007)

Base Standard Requirements List Profile Requirements List and Implementation Conformance Statement
Item Question/ Base Base Profile ICS Profile ICS Profile ICS
Ref. Standard Status Support Status Support Status Support
Feature Status | enrolment identification verification
1 Byte and bit
ordering 6.1 M M [yes] M [yes] M [yes]
2 Scan
sequence 6.2 M M [yes] M [yes] M [yes]
3 Spatat
resolution 71 M M [yes] M [yes] M [yes]
4 Gray scale
depth 7.2 M M [yes] M [yes] M [yes]
5 lllumination 7.3 M M [yes] M [yes] M [yes]
6 Pixel
aspect 7.4 M M [yes] M [yes] M [yes]
ration
7 Normalization
of projection 7.5 M M [yes] M [yes] M [yes]
8 Image
storage 7.6 M M [yes] M [yes] M [yes]
format
9 Imaging
area 7.7 M M [yes] M [yes] M [yes]
10 Standard
pose 7.8 M M [yes] M [yes] M [yes]
11 Object
coordinate 7.9 M M [yes] M [yes] M [yes]
system
12 Vascular
image data 8.1 M M [yes] M [yes] M [yes]
block
13 Vascular
image
record 8.2 M M [yes] M [yes] M [yes]
header
14 Vascular
image 8.3 M M [yes] M [yes] M [yes]
header,
15 Image.type 8.3.1 M M [yes] M [yes] M [yes]
16 Vascular
fmage 8.3.2 M M lyes] M lyes] M lyes]
length
17 Image
width and 8.3.3 M M [yes] M [yes] M [yes]
height
18 Gray scale
depth 8.3.4 M M [yes] M [yes] M [yes]
19 Image
position
and 835 | M M [yes] M [yes] M [yes]
property bit
field
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Base Standard Requirements List Profile Requirements List and Implementation Conformance Statement
Item Question/ Base Base Profile ICS Profile ICS Profile ICS
Ref. Standard Status Support Status Support Status Support

Feature Status enrolment identification verification

20 Rotation 8.3.6 0 0 [yes,no] 0 [yes,no] 0 [yes,no]
angle

21 Image 8.3.7 M M [yes] M [yes] M yes]
format e Y Y Y

22 {I)Il:rglnanon 8.3.8 (0] O [yes,no] (0] [yes,no] O [yes,no]

23 Image 8.3.9 0 o) [yes,no] o] [yes,no] o) [ye$,no]
badkground e yes, yes, yes,

24 Horjizontal
scan 8.3.10 (0] (0] [yes,no] (0] [yes,no] O [ye$,no]
resplution

25 Vertical
scan 8.3.11 (0] (0] [yes,no] (0] [yes,no] O [ye$,no]
resplution

26 Pixel
aspect ratio | 8312 e 0 [yes,no] o [yes.no] o [yeg.no]
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A.6.9 Hand Geometry Silhouette Data (ISO/IEC 19794-10:2007)

Base Standard Requirements List

Profile Requirements List and Implementation Conformance Statement

Item | Question/ Ref. Base Profile ICS Profile ICS Profile ICS
Standard Status Support Status Support Status Support

Feature Status | enrolment identification verification

1 Format identifier | 7.1.1 M M [yes] M [yes] M [yes]

2 Version number | 7.1.2 M M [yes] M [yes] M [yes]

3 Record length 71.3 M M [yes] M [yes] M [yes]

4 Number of
HGVRs 714 M M [yes] M [yes] M [yes]

5 Reserved 7.1.5 M M [yes] M [yes] M [yes]

6 Length of HGVR | 7.2.1 M M [yes] M [yes] M [yes]

7 HGVR index 7.2.2 M M [yes] M [yes] M [yes]

8 Hand Identifier 7.2.3 M M [yes] M [ves] M [yes]

9 Hand Integrity 7.24

10 Data Resolution | 7.2.5 M M [yes] M [yes] M [yes]

11 Distortion 7.2.6 M M [yes] M [yes] M [yes]
Silhouette

12 Quality 7.2.7 (@) (0] [yes, no] (0] [yes, no] (0] [yes, no]
Camera X

13 Position 7.2.8 M M [yes] M [yes] M [yes]
Camera Y

14 Position 7.2.9 M M [yes] M [yes] M [yes]
Camera Z

15 Position 7.2.10 M M [yes] M [yes] M [yes]
Target X

16 Position 7.2.11 M M [yes] M [yes] M [yes]
Target Y

17 Position 7.212 M M [yes] M [yes] M [yes]
Target Z

18 Position 7.213 M M [yes] M [yes] M [yes]
X position of

19 silhouette 7.2714 M M [yes] M [yes] M [yes]
starting point
Y position 6f

20 silhouette 7.2.15 M M [yes] M [yes] M [yes]
starting-point

21 |Rata 7216 M M [yes] M [yes] M [yes]
Compression - Y Y y
Hand Scanning

22 Technology 7.2.17 (@) (0] [yes, no] (0] [yes, no] (0] [yes, no]
Extended Data

23 Length 7.218 M M [yes] M [yes] M [yes]

24 Reserved 7.2.19 [yes] [yes] [yes]

25 Silhouette Data | 7.2.20 M M [yes] M [yes] M [yes]

26 Extended Data 7.2.21 (@) (0] [yes, no] (0] [yes, no] (0] [yes, no]
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A.7 Technical Interface Standards

A.7.1 BioAPI (ISO/IEC 19784-1:2006)

NOTE This table specifies the conformity requirements placed on BSPs that are to be deployed under this profile.
This implies that some functions are designated as mandatory in the BSP in case the application uses that function.
Conformity requirements placed on applications are limited to those specified in Annex A.1 of BioAPI, which requires only
that the applications calls to the BSP conform to the BioAPI specification. No requirements to use specific calls are placed
on applications by BioAPI.

Base Standard Requirements List Profile Requirements List and Implementation Conformance Statement
Item | Questiqn/ | Base Base Profile ICS Profile Status ICS Profile IES
Ref. Standard Status Support identification Support Status Support

Featurq Status | enrolment verification

1 BioAPI 10.2, M M [yes] M [yes] M [yes]
Registry 10.1.2

2 BioSPI_ 9.3.11 M M [yes] M [yes] M [yes]
BSPLoad

3 BioSPI_ 9.3.1.2 M M [yes] M [yes] M [yes]
BSP Unlpad

4 BioSPI_ 9.3.1.3 M M [yes] M [yes] M [yes]
BSP Attgch

5 BioSPI_ 9.3.1.4 M M [yes] M [yes] M [yes]
BSP Detach

6 BioSPI_ 9.3.1.5 M M [yes] M [yes] M [yes]
Query units

7 BioSPI_ 9.3.1.6 (@) M [yes] M [yes] M [yes]
Query BFPs

8 BioSPI_ 9.3.1.7 (@) M [yes] M [yes] M [yes]
Control ynit

6 BioSPI_ 9.3.2.1 M M [Ves] M [yes] M [yes]
Free BIR
Handle

7 BioSPI_[Get | 9.3.2.2 M M [yes] M [yes] M [yes]
BIR From
Handle

8 BioSPI_[Get | 9.3.2.3 M M [yes] M [yes] M [yes]
Header ffom
Handle

9 BioSPI_ 9.3.31 M M [yes, no] M [yes, no] M [yep, no]
Enable
Events

10 BioSPI Jet\ {9.3.3.2 O (0] [yes, no] O [yes, no] O [yeE, no]
GUI
Callbacks

11 BioSPI_ 9.34.1 C M [yes] M [yes] M [yes]
Capture

11a |Return of 9.3.4.1 (@) M [yes] O [yes, no] O [yes, no]
raw/audit
data

11b |Return of 9.3.4.1 O M [yes] O [yes, no] O [yes, no]
quality in the
captured
BIR header
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Base Standard Requirements List Profile Requirements List and Implementation Conformance Statement

Item | Question/ | Base Base Profile ICS Profile Status ICS Profile ICS
Ref. Standard Status Support identification Support Status Support
Feature Status enrolment verification

11c |BIR signing | 9.3.4.1 (0] O [yes, no] (0] [yes, no] (0] [yes, no]
(by BSP)

11d |BIR 9.3.41 (0] X (see note [no] X (see note e) [no] X (see note [no]
encryption e) e)
(by BSP)

11e |Detection of | 9.3.4.1 (0] O [yes, no] (0] [yes, no] (0] [yes, no]
Source
Presence

11f [ Support of 9.34.1 (0] (0] [yes, no] (0] [yes, no] (0] [yes, no]
application
control of
the GUI

12 BioSPI_ 9.3.4.2 (03 M [yes] N/A [n/a]) N/A [n/a]
Create
Template

12a |[Acceptinput | 9.3.4.2 (0] (6] [yes, no] N/A [n/a] N/A [n/a]
of stored
template to
return
update/
adapted
template

12b [|Acceptance | 9.3.4.2 (0] 0 [yes, no] N/A [n/a] N/A [n/a]
of payload

12c¢ [Return of 9.3.4.2 (0] M [yes] N/A [n/a] N/A [n/a]
quality in the
processed
BIR header

12d |BIR signing | 9.3.4.2 (0] Q [yes, no] N/A [yes, no] N/A [yes, no]
(by BSP)

12e |BIR 9.3.4.2 (0] X (see note [no] N/A [n/a] N/A [n/a]
encryption e)
(by BSP)

13 BioSPI_ 9.34.3 (03 N/A [yes, no] (0] [yes, no] (0] [yes, no]
Process

13a [Return of 9:3.4:3 (0] N/A [yes, no] (0] [yes, no] (0] [yes, no]
quality in the
processed
BIR header

13b [IBIR signing | 9.3.4.3 (0] N/A [yes, no] (0] [yes, no] (0] [yes, no]
(by/BSP)

13c¢ |BIR 9.34.3 (0] N/A [no] X (see note e) [no] X (see note [no]
encryption e)
(by BSP)

14 BioSPI_ 9.344 (0] N/A [yes,no] (0] [yes,no] (0] [yes,no]
process with
aux BIR

15 BioSPI_ 9.3.45 C N/A [n/a] N/A [n/a] M [yes]
Verify Match

15a |Model/ 9.345 (0] N/A [n/a] N/A [n/a] (0] [yes, no]
template
adaptation
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Base Standard Requirements List

Profile Requirements List and Implementation Conformance Statement

Item | Question/ | Base Base Profile ICS Profile Status ICS Profile ICS
Ref. Standard Status Support identification Support Status Support

Feature Status enrolment verification

15b- |Return of 9.345 See note N/A [n/a] N/A [n/a] O [yes, no]
coarse d
scores

15¢ |Return of 9.3.45 (@) N/A [n/a] N/A [n/a] O [yes, no]
payload

16 BioSPI_ 9.34.6 © N/A [n/a] M [yes] N/A [n/a]
Identify
Match

16a |Return o 9.3.4.6 See note N/A [n/a] O [yes, no] N/A [h/a]
coarse d
scores

16b |Support pf 9.3.4.6 (@) N/A [n/a] O [yes, no] N/A [h/a]
binning

17 BioSPI_ 9.34.7 M M [yes] N/A [n/a] N/A [p/a]
Enrol

17a |Templatd 9.3.4.7 (@) (0] [yes, no] N/A [n/a) N/A [h/a]
update

17b |Acceptafce | 9.3.4.7 (@) (0] [yes, no] N/A [n/a] N/A [h/a]
of paylogd

17c |Return o 9.3.4.7 O M [yes] N/A [n/a] N/A [h/a]
raw/audi
data

17d |Return o 9.3.4.7 (@) M [yes] N/A [n/a] N/A [h/a]
quality i the
enrolment
BIR headler

17e |Support pf 9.34.7 (0] (0] [yés) no] N/A [n/a] N/A [p/a]
applicatipn
control 0
the GUI

17f |BIRsign|ng | 9.3.4.7 (@) Q [yes, no] N/A [n/a] N/A [h/a]
(by BSP

17g |BIR 9.34.7 (0] X (see note [no] N/A [n/a] N/A [p/a]
encryptign e)
(by BSP

18 BioSPI_ 9.3.4.8 M N/A [n/a] N/A [n/a] M [yes]
Verify

18a |Model/ 9.34:8 O N/A [n/a] N/A [n/a] O [yeE, no]
template)
adaptatign

18b |Return o 9343 See note N7A [n7a] N7A [n7a] O [yes, no]
coarse d
scores

18c |Return of 9.3.4.8 O N/A [n/a] N/A [n/a] O [yes, no]
payload

18d |Return of 9.3.4.8 O N/A [n/a] N/A [n/a] O [yes, no]
raw/audit
data

18e |Support of 9.3.4.8 O N/A [n/a] N/A [n/a] O [yes, no]
application
control of
the GUI
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Base Standard Requirements List

Profile Requirements List and Implementation Conformance Statement

Item | Question/ | Base Base Profile ICS Profile Status ICS Profile ICS
Ref. Standard Status Support identification Support Status Support

Feature Status enrolment verification

18f |BIR signing | 9.3.4.8 (0] N/A [n/a] N/A [n/a] (0] [yes, no]
(by BSP)

18g |BIR 9.3.4.8 (0] N/A [n/a] N/A [n/a] X (see note [no]
encryption e)
(by BSP)

19 BioSPI_ 9.34.9 C N/A [n/a] M [yes] N/A [n/a]
Identify

19a |[Return of 9.3.4.9 See note N/A [n/a] (0] [yes, no] N/A [n/a]
coarse d
scores

19b [ Support of 9.3.4.9 (0] N/A [n/a] (6] [yes, no] N/A [n/a]
binning

19¢ [Return of 9.3.4.9 (0] N/A [n/a] (0] [yesy.no] N/A [n/a]
raw/audit
data

19d || Support of 9.3.4.9 (0] N/A [n/a] (0] [yes, no] N/A [n/a]
application
control of
the GUI

19e [BIR signing | 9.3.4.9 (0] N/A [n/a] (0] [yes, no] N/A [n/a]
(by BSP)

19f |IBIR 9.3.4.9 (0] N/A [n/a] X (see note e) [no] N/A [n/a]
encryption
(by BSP)

20 BioSPI_ 9.3.4.10 (0] M [yes] N/A [n/a] N/A [n/a]
Import

21 BioSPI_db | 9.3.5.1 (0] Q [yes, no] (0] [yes, no] (0] [yes, no]
Open

22 BioSPI_db [ 9.3.5.2 (0] O [yes, no] (0] [yes, no] (0] [yes, no]
Close

23 BioSPI_db | 9.3.5.3 (@) O [yes, no] (0] [yes, no] (0] [yes, no]
Create

24 BioSPI_db | 9.3.5.4 (0] O [yes, no] (0] [yes, no] (0] [yes, no]
Delete

25 BioSPI_db 9.3.5.5 (0] O [yes, no] (0] [yes, no] (0] [yes, no]
Set Marker

26 BioSRISdb | 9.3.5.6 (0] 0 [yes, no] (0] [yes, no] (0] [yes, no]
Free\Marker

27 RinQ.PI_ db 938”7 0 0 [yes na] 0 [yes no] 0 [yes, no]
Store BIR

28 BioSPI_db | 9.3.5.8 (0] O [yes, no] (0] [yes, no] (0] [yes, no]
Get BIR

29 BioSPI_db [ 9.3.5.9 (0] O [yes, no] (0] [yes, no] (0] [yes, no]
Get Next
BIR

30 BioSPI_db [ 9.3.5.10 (0] O [yes, no] (0] [yes, no] (0] [yes, no]
Delete BIR

31 BioSPI_ Set | 9.3.6.1 (0] O [yes, no] (0] [yes, no] (0] [yes, no]
Power Mode
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