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Introduction

This Recommendation | International Standard, the BioAPI interworking protocol (BIP), specifies the syntax,
semantics, and encodings of a set of messages ("BIP messages') that enable a BioAPI-conforming application to
request biometric operations in BioAPI-conforming biometric service providers (BSPs) across node or process
boundaries, and to be notified of events originating in those remote BSPs. It also specifies extensions to the architecture
and behaviour of the BioAPI framework (specified in ISO/IEC 19784-1) that support the creation, processing, sending,
and reception of BIP messages.

A scenario where this Recommendation | International Standard would be applicable is where a national government
decides to establish a system of biometric enrolment and authentication that will involve a central database of all
enrolled persons in the country, with access to that database from biometric devices in health-care, socia services,
immigration, and security services. Thisis one of several applications where the BIP would be of use.

accommodate various degrees of support of such functionality. This makes it possible (tocr¢ate lightweight
implementations of this Recommendation | International Standard in which support of BioAPI<confornjing applications
or BidAPI conforming BSPsiis either not possible or not required.

This Recommendation | International Standard uses the ASN.1 notation (see ITU-T Rec:,X.680 series || SO/IEC 8824-1
multi-part standard) to specify the protocol messages.

Clausgs 7 to 11 contain informative overview material. Clauses 12 onwards (arid’some annexes) provigle the normative
specif|cation.

Clausg 7 describes the architecture of BIP.

Clausg 8 describes the mechanism of remote GUI event notifications.

Clausg 9 presents some examples of possible system configurations using BIP.
Clause 10 describes the format of the biometric data transferred by BIP.

Clausg 11 describes the identification of BIP endpointsgapplications, and BSPs.
Clausg 12 provides an overview of BIP message exchanges.

Clausg 13 contains general provisions which areinvoked by other clauses.
Clausg 14 specifies the genera syntax of aBl1P message.

Clausg 15 specifies the mapping between BioAPI types and the corresponding ASN.1 types that occur gs components of
BIP messages.

Clausg 16 specifies the syntax-of some individual BIP messages and the actions to be performed when receiving a
BioAlPI function call or a BIP'message related to a BioAPI function call.

Clausg 17 specifies the.Syntax of some individual BIP messages, and the actions to be performed when receiving a
BioAlI callback enaBlP message related to a BioAPI callback.

Clausg 18 spetifies a number of conceptual tables to be used by an implementation.

Clausgs 29'te 33 contain specific provisions which are invoked by other clauses.

AnnexX A TSTOrmatlive and SpeciTies the TCHITP binding of BTP.

Annex B is normative and specifies additional provisions for the TCP/IP binding of BIP.

Annex Cis normative and specifies the SOAP/HTTP binding of BIP.

Annex D isinformative and clarifies the minimal requirements for simple systems.

Annex E isinformative and provides examples of scenarios in which the BIP might be employed.

Annex F is normative and contains the complete ASN.1 specification of BIP.

© ISO/IEC 2008 — All rights reserved iX


https://iecnorm.com/api/?name=c1dd7432e93d496363ef3a291cb4af51



https://iecnorm.com/api/?name=c1dd7432e93d496363ef3a291cb4af51

| SO/I EC 24708:2008 (E)

INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

I nformation technology — Biometrics — BioAPI interworking protocol

1 Scope

11 This Recommendation | International Standard specifies the syntax, semantics, and encodings of a set of
messages ("BIP messages') that enable a BioAPI-conforming application to request biometric operations in BioAPI-
conforming biometric service providers (BSPs) across node or process boundaries, and to be notified of events
originating in those remote BSPs.
NOTE — Both the local and the remote node or process can contain BSPs that provide storage and retrieval of biometric
|nformat|on records processi ng or comparison of such records or capture of blometrlc sampleﬁ from one or more biometric
Sensors. aln-both-{one-ormore)-applicatio al-acce moete BSPs, and
(one or

ore)BSPs that are accmd by remote appllcatl ons

12 Tlhis Recommendation | International Standard also specifies extensions to the architecture\and bghaviour of
the BioAP] framework that support the creation, processing, sending, and reception of BIP mesSages.|A BioAPI
framework| conforming to this Recommendation | International Standard (a "BlP-enabled frameworK") creates,
processes, pends, and receives BIP messages in close relationship with BioAPI function calls and callbacks. Outgoing
BIP messajes can be generated and sent by the framework as part of the handling of anincoming call ¢r callback.
Incoming BIP messages can cause actions to be performed by the framework as though a call or callbagk has been

received.
13 his Recommendation | International Standard explicitly allows forBIP messages to be created,| processed,
sent, and rgceived by a software entity (a"generic BIP entity") that is not necessarily a BIP-enabled framewark.

externally observable difference between the BIP messages created and-sent’by a generic BIP entity and those createql and sent by
abled framework. However, while a BIP-enabled framework istrequired to fully and properly implement thq relationship
herein between BIP messages and BioAPI function calls eicallbacks, a generic BIP entity has no such oljligation (see

14 his Recommendation | International Standard.specifies the use of any of several commonly available
transport pfotocols for the transfer of BIP messages between a pair of software entities ("BIP endpoints”).

15 andardization of biometric data blocks\(carrying raw, intermediate, or processed biometric samples) is not
in the scope of this Recommendation | International Standard.

NOTE - Standardization of such formatsis performed by the various parts of 1SO/IEC 19794.

16 andardization of biometric{information records (each containing one or more biometric data blogks together
with identifying and other meta-information) is not in the scope of this Recommendation | International Standlard.

NOTE - Standardization of the-elements of such formatsis performed by 1SO/IEC 19785-1, which also contains the ppecification
of anunjber of standardizedbiometric information record formats.

17 Gomparison algorithms for biometric identification or verification are not in the scope of this
Recommeridation | Intérnational Standard.

18 Tlhe definition of security mechanisms is not in the scope of this Recommendation | Internationdl Standard,
but a number of\bindings to secure transport protocols are specified in order to support secure exchanges bgtween BIP
endpoints.

19 The classification of, determination of, or requirements on the performance of biometric systems is not in the
scope of this Recommendation | International Standard.

1.10 This Recommendation | International Standard specifies a Version 1 of the BioAPI interworking protocol
(BIP), and assigns it the ASN.1 object identifier value {iso standard 24708 version (1)} (see ITU-T Rec. X.680 |
I SO/IEC 8824-1 for the meaning of this notation).

111 ISO/IEC 19784-1 specifies version 2.0 and 2.1 of BioAPI. This Recommendation | International Standard
provides support for only version 2.1.

ITU-T Rec. X.1083 (11/2007) 1
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2

Normative refer ences

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
edition of the Recommendations and Standards listed below. Members of IEC and 1SO maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently
valid ITU-T Recommendations.

2.1

2.2

None.

2.3

Identical Recommendations| International Standards

ITU-T Recommendation X.667 (2004) | |SO/IEC 9834-8:2005, Information technology — Open Systems
Interconnection — Procedures for the operation of OS Registration Authorities. Generation and
registration of Universally Unique Identifiers (UUIDS) and their use as ASN.1 Object Identifier

h >

components.

ITU-T Recommendation X.680 (2002) | ISO/IEC 8824-1:2002, Information technology
Syntax Notation One (ASN.1): Specification of basic notation.

ITU-T Recommendation X.681 (2002) | ISO/IEC 8824-2:2002, Information, (technology
Syntax Notation One (ASN.1): Information object specification.

ITU-T Recommendation X.682 (2002) | ISO/IEC 8824-3:2002, Information technology
Syntax Notation One (ASN.1): Constraint specification.

ITU-T Recommendation X.683 (2002) | ISO/IEC 8824-4:2002,~\nformation technology
Syntax Notation One (ASN.1): Parameterization of ASN.1 specifications.

ITU-T Recommendation X.691 (2002) | ISO/IEC 8825-2:2002, Information technology
encoding rules; Specification of Packed Encoding Rules (PER).

ITU-T Recommendation X.693 (2001) | ISO/IEC~8825-4:2002, Information technology
encoding rules: XML Encoding Rules (XER).

— Abstract

— Abstract

— Abstract

— Abstract

— ASN1

- ASN.1

ITU-T Recommendation X.693 (2001)/Amd.1%2003) | ISO/IEC 8825-4:2002/Amd.1:2004, Information

technology — ASN.1 encoding rules. XML @Encoding Rules (XER) — Amendment 1. XE
instructions and EXTENDED-XER.

aired Recommendations | International Standards equivalent in technical content

dditional r eferences

ISO/IEC TR 8802-1:2001, Information technology — Telecommunications and informatio
between systems —)Local and metropolitan area networks — Specific requirements — Part 1 : (
Local Area Network Standards.

I SO/IEC19784-1:2006, Information technology — Biometric application programming
Part 17BioAPI specification.

I SOIEC 19785-1:2006, Information technology — Common Biometric Exchange Formats Fi
Part 1. Data element specification.

R encoding

N exchange
Dverview of

nterface —

amework —

Lo 40200 2. 900
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Part 3: Patron format specifications.

ISO/IEC 19794 (all parts), Information technology — Biometric data interchange formats.
IETF RFC 768 (1980), User Datagram Protocol.

IETF RFC 791 (1981), Internet Protocol.

IETF RFC 793 (1981), Transmission Control Protocol.

IETF RFC 826 (1982), Ethernet Address Resolution Protocol.

IETF RFC 1945 (1996), Hypertext Transfer Protocol — HTTP/1.0.

IETF RFC 2131 (1997), Dynamic Host Configuration Protocol.

IETF RFC 2136 (1997), Dynamic Updates in the Domain Name System (DNS UPDATE).
IETF RFC 2462 (1998), |Pv6 Stateless Address Autoconfiguration.
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IETF RFC 2616 (1999), Hypertext Transfer Protocol — HTTP/1.1.

IETF RFC 2818 (2000), HTTP Over TLS.

IETF RFC 3315 (2003), Dynamic Host Configuration Protocol for 1Pv6 (DHCPV6).
IETF RFC 3927 (2005), Dynamic Configuration of 1Pv4 Link-Local Addresses.
IETF RFC 3987 (2005), Internationalized Resource Identifiers (IRIS).

IETF RFC 4443 (2006), Internet Control Message Protocol (ICMPv6) for the Internet Protocol
Version 6 (IPv6) Soecification.

W3C SOAP 1.2:2007, SOAP Version 1.2.

W3C SOAP MTOM:2005, SOAP Message Transmission Optimization Mechanism.
W3C XMLENC:2002, XML Encryption Syntax and Processing.

W3C XMLDSIG:2002, XML — Signature Syntax and Processing.

3 Conformance

The term$ and definitions specified in ISO/IEC 19784-1 and ISO/IEC 19785-1C~also apply to this

Recommeridation | International Standard.

Thefollow,

ng additional terms and definitions are used:

31 acknowledgement BIP message: BIP message conveying a responsei(acknowledgement) |to a prior

notificatior]
NOTE

3.2 B
processing
NOTE

BIP message.
Not all notification BIP messages have a corresponding acknowledgement,BLP message.

IP-enabled framework: Augmented version of the BioARD framework that is capable qf creating,
sending, and receiving BIP messages in close rel ationshipwith BioAPI function calls and callbagks.

Not al implementations of the BIP-enabled framework are BioAPI frameworks fully conforming to ISO/\EC 19784-1

(seethe Noteto 6.7).

33 B

| P endpoint: Runtime entity, identified by an endpoint IRI, capable of sending and receiving BIP messages,

and containing either a running generic BIP entity, or a running BlP-enabled framework with one compongnt registry,

Z€ero or ong

34 B
channel an
and the oth

NOTE

running BioAPI application, and zero or mare running BSPs.

IP link: Logical connection between two’BIP endpoints, consisting of a mandatory request/response link
| an optional notification/acknowledgement link channel, in which one BIP endpoint plays the role of master
by plays therole of dave.
At most one BIP link can exist between any pair of BIP endpoints for either assignment of roles. If a BIP|link has two

link chapnels, one of the two BIP endpoints will be the master endpoint in both link channels, and the other one will| be the slave

endpoin
capable.

35 B

3.6 B
framework
which unar

NOTE -

in both. A BIP link cannot exist between a pair of BIP endpoints if both are master-role-capable or both aje slave-role-

I P message: Messagethat can be sent from a BIP endpoint to another BIP endpoint through alink channel.

SP access UULD: Non-persistent UUID that is dynamically generated and assigned by a BlIP-enabled
to a BSPthat is available for loading into a given BIP endpoint (either the local one or a remote one), and
nbiguously-identifies both the BSP and (implicitly) the BIP endpoint.

BSPlaccess UUIDs are meaningless outside the BIP endpoint in which they have been generated.

3.7 B

NOTE 1
systems.

NOTE 2

—The BSP product UUID is expected to remain the same across multiple installations of the same BSP on different

—A BSP product UUID can be generated and registered at http://www.itu.int/ITU-T/asnl/uuid.html (see ITU-T

Rec. X.667 | ISO/IEC 9834-8).
3.8 CBEFF: Data elements and BIR formats specified in ISO/IEC 19785-1.

39 endpoint IRI: IRI that unambiguously identifies a BIP endpoint.

NOTE — There are no constraints on the form of this IRI. In general (unless a binding specification prescribes otherwise), thereis
no relationship between the IRI scheme of the endpoint IRI and the binding(s) supported by the underlying implementation. This
implies that, in general, an endpoint IRl may not provide, by itself, sufficient information for locating the BIP endpoint on a
network.

I TU-T Rec. X.1083 (11/2007) 3
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3.10 generic BIP entity: Software entity that is capable of creating, processing, sending, and receiving BIP
messages, but which does not necessarily implement the BioAPI APl and the whole functionadity of a BioAPI
framework (including access to the component registry and to local BSPs).

311 link channel: Logical connection from one BIP endpoint to another BIP endpoint using a specific transport
protocol binding, in which one BIP endpoint plays the role of master and the other plays the role of dave.

312 master endpoint (of a given BIP endpoint): BIP endpoint that has been logically connected with a BIP link
to the given (slave) BIP endpoint, and which is capable of sending request BIP messages to the given BIP endpoint and
processing notification BIP messages received fromit.

NOTE — A given BIP endpoint may play both the role of master and the role of slave at the same time, with any number of other
BIP endpoints, provided that an appropriate set of BIP links are established.

313 notification BIP message: BIP message conveying the notification of an event of interest to the receiving
BIP endpoint.

ption  and

NOTE — A natification/acknowledgement link channel can only exist as part of aBIP link. Its presencein aBMNlink js optional.

3.15 remote access policy: Determination of which local BSPs, which local BFPs, andtwhich BiloAPI units
(managed ljy those BSPs and BFPs) a BIP endpoint makes available for use by another BIP endpoint.

3.16 request BIP message: BIP message conveying a request for an action to be perfermed by the regeiving BIP
endpoint.

317 request/response link channel: Link channel through which request\and response BIP mgssages are
transferredjand which is always present in aBIP link (see 3.4).

NOTE A request/response link channel can only exist as part of a BIP link.
3.18 response Bl P message: BIP message conveying aresponse to@a prior request BIP message.

3.19 slave endpoint (of a given BIP endpoint): BIP endpointdo which the given (master) BIP endpoint has been
logically connected with a BIP link, and which is capable of processing request BIP messages received fromm the given
BIP endpoint and sending notification BIP messages to it.

NOTE A given BIP endpoint may play both the role of masterand the role of slave at the same time, with any number of other
BIP endpoints, provided that an appropriate set of BIP links are established.

3.20 transport protocol binding: Physical realization of alink channel, specifying what transport protpcol to use,
how to engode BIP messages, how to compose transport-level messages carrying the encoded BIP messages, and other
details abolit the usage of the transport protocol:

4 Abbreviations

For the purpose of this Recommendation | International Standard, the following abbreviations apply.
ARP Address Resolution Protocol

ASN.1 Abstract Syntax Notation One

BDB Biemetric Data Block

BFP Biometric Function Providers

1P BioAP! Interwaorking Protocol

BIR Biometric Information Record

BSP Biometric Service Providers

DHCP Dynamic Host Configuration Protocol

FPI Function Provider Interface

HTTP  Hypertext Transfer Protocol

HTTPS Hypertext Transfer Protocol over Secure Socket Layer
IP Internet Protocol (see IETF RFC 791)

IRI Internationalized Resource Identifier

MAC  MediaAccess Control

MTOM Message Transmission Optimization Mechanism
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PER Packed Encoding Rules
SOAP  Simple Object Access Protocol
SPI Service Provider Interface
TCP Transmission Control Protocol

U

DP User Datagram Protocol

UUID  Universaly Unique Identifier

5 Conventions

The following typographic and colour conventions have been followed in this Recommendation | International Standard

to facilitate reading even though they are not essential to understand the Recommendation:

— angtage-Rames-ane-deftrittors—{saeh—as-BioAPtype-defirttons—Bie Hretter-eefiitions, and
input parameters of BioAPI functions) are displayed as in the following example: Bio AB{5|nit; output
parameters of BioAPI functions are printed as in the following example: Response;

—- ASN.1 language names and definitions (such as ASN.1 type definitions, ASN.1 component hames, and
BIP message types) are displayed as in the following example: masterEndpointIR;

- XML names and documents (such as XML Schema definitions, global element names, and gxamples of
XML-encoded BIP messages) are displayed as in the following example; <hip?verifyMatch/>.

6 Conformance
6.1 Qlauses 7 to 33 specify the syntax and semantics of BIP messages and the behaviour of a BIP-enabled
framework|on reception of incoming BioAPI function calls (made by the loca application), callbacks (madg by alocal
BSP), and BIP messages.
6.2 A BlP-enabled framework is one type of implementation of this Recommendation | Internationgl Standard.
The other tiype of implementation is a generic BIP entity. A generic BIP entity has the ability to create, prgcess, send,
and receivég BIP messages, but does not necessarily implement the BioAPI API and the whole functionality ¢f a BioAPI
framework|(including access to the component registry and'to local BSPs) internally.
6.3 Gonformance to this Recommendation |Iternational Standard is organized into two conformpnce levels
(level 1 anfl level 2) and three role capability classes (master-role-capable, slave-role-capable, and dual-role-capable).
This gives atotal of six conformance classes asfollows:
Table 1 — Conformance classes
Conformance level
level 1 level 2
(generic BIP entity) (Bl P-enabled framewoik)
master-role-capable master-role-capable
Master-role-capable generic BIP entity Bl P-enabled framework
Role capability slave-role-capable slave-role-capable
dass save-role-capable generic BIP entity Bl P-enabled framework
duar-rore-capapie dual-role-capable
dual-role-capable generic BIP entity Bl P-enabled framework
6.4 The provisions of clauses 7 to 33 shall be applied differently for each of the two conformance levels, as
follows:

a) for aBIP-enabled framework, they shall be applied as specified;

b)

for a generic BIP entity, they shall be interpreted as referring to an ideal framework conceptually present

within the generic BIP entity, with no presumption that the ideal BioAPI and BioAPI SPIs of the ideal

framework are visible to any external observer or test.

NOTE — The internal structure of a generic BIP entity is not merely invisible. It is also totally unconstrained, and is not specified

for thep

urposes of conformance or conformance testing.

6.5 A software entity may claim to be a master-role-capable Bl P-enabled framework if and only if it:

a) exposesaBioAPI API to alocal application;

I TU-T Rec. X.1083 (11/2007) 5
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b) processesincoming BioAPI calls from alocal application as specified in clauses 7 to 33;
c) processesincoming notification BIP messages as specified in those clauses; and
d) never produces BIP messages except as specified in those clauses.

6.6 A software entity may claim to be a dave-role-capable Bl P-enabled framework if and only if it:
a) usestheBioAPI SPI exposed by local BioAPI-conforming BSPs to interact with them;
b) processesincoming callbacks from local BSPs as specified in clauses 7 to 33;
C) processesincoming request BIP messages as specified in those clauses; and
d) never produces BIP messages except as specified in those clauses.

6.7 A software entity may claim to be a dual-role-capable BIP-enabled framework if and only if it satisfies the
conditions for both a master-role-capable and a slave-role-capable Bl P-enabled framework.
NOTE — A dual-role-capable BlP-enabled framework is the only type of implementation of BIP that is required to support both

the BioAPI APl and the use of Tocal BSPs, and therefore it is the only one that can be regarded as a true superset, of the BioAPI
framewqrk as specified in ISO/IEC 19784-1.

6.8 software entity may claim to be a generic BIP entity (master-role-capable, slave-role-capable, or dual-role-
capable) ifland only if it is possible to determine, for any possible sequence (of arbitrary length) of ingoming and
outgoing BIP messages, a congruous sequence of actions which could have been performed'by’an ideal BlIP-enabled
framework|(of that role capability class) conceptually present within the software entity and that would have resulted in

NOTE —Clauses 7 to 33 are worded in such a way to ensure that a BIP implementation.doées not normally need[to know the
ce level of another BIP implementation with which it will exchange BIP,messages. The other implempntation will

enabled framework. For example, it is not possible, just by observing the BIP messages coming from the other imglementation,
to determine whether that implementation uses a real BioAPI-conforming BSP\to perform biometric operations qr uses some

sacorollary of the previous subclauses, the following intexfaces are subject to conformance testing for each
e class:

Table 2 — Confofmancetesting

Conformance class BioAPI API BioSPI API M essaging inter flace

master -role-capable generic BIP entity X

slavg-role-capable generic BIP entity X
dual{role-capable generic BIP entity X
master -role-capable Bl P-enabled framework X X
slavg-role-capabl e Bl P-enabl ed\framework X X
dualrole-capable Bl P-enabledframework X X X

6.10 Gonformance ta'the transport protocol bindings specified in Annexes A and B is defined separatgly for each
annex. Hoyvever, conformance testing of an implementation cannot be performed unless there is at least gne binding
that is supported-toth by the implementation and by the testing tool. In addition, conformance with regpect to the
correct prgcessing of notification BIP messages cannot be assessed unless the binding used in the test qupports the
transfer of hotification BIP messages.

6.11 An implementation claiming conformance to Annex A does not need to also claim conformance to Annex B.
However, conformance to Annex B requires conformance to Annex A.

6.12 Conforming implementations are additionally required to detect and to process bit-patterns in incoming
messages that do not form part of the BIP protocol (or that represent correct messages that are not allowed by previous
exchanges) in a manner that prevents denia of service attacks by an outside source, or by a Trojan horse inside an
otherwise conforming system. This requirement applies to al implementations claiming conformance to this
Recommendation | International Standard, even if the implementation is intended for use on a physically secured
network. It isnot optional if conformance is claimed.

NOTE — This requirement essentially means that a conforming receiver will make no assumptions on the correctness of

encodings and messages that are received, even on an established connection from an authenticated BIP sender. Conforming

implementations should not “crash” due to (for example) buffer over-run problems. It is expected that if BIP becomes widely

used, extensive test-suites will be produced to identify incorrect implementations that result in vulnerability to denia of service
attacks arising from messages that are not correct BIP messages, whether coming from an authenticated sender or not.
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7 BIP architecture

At the heart of BIP are the concepts of BIP-enabled framework, BIP message, BIP endpoint, BIP link, master/save
endpoints, and transport protocol binding, in addition to BioAPI concepts such as BSP and local application.

7.1 Bl P-enabled frameworks

711 One of the purposes of BIP is to enable a BioAPI application to use a remote BSP in the same ways as it
would use alocal BSP. Thisis avery concise statement that is clarified in the following subclauses.

7.12 The distinction between local and remote BSPs is based on the distinction between local and remote BioAP!
frameworks, which is as follows. For a given running BioAPI application, a local BioAPI framework is a running
instance of a BioAPI framework product that exposes its BioAPI APl to the application, whereas a remote BioAPI
framework is any other running instance of a BioAPI framework product (which may be located either in a different

computer or in a different process within the same computer). A local BSP is aloadable or running BSP whose schema

present in the component registry of aremote BioAPI framework but not in the component registry of\any Idcal BioAPI
framework| and which is therefore not accessible to the application through the BioAPI API~of 'any logal BioAPI

713 Tlhere are many situations in which a BioAPI application may wish to access afremote BSP. Sonfe examples

- asensor device may be physically attached to a computer different frem.the one in which thelapplication
is running, and be managed by a BSP that is loaded into the camputer to which the sensgr device is
attached;

- atemplate database may be located on a computer different from the one in which the application is
running, and be managed by a BSP that is loaded inte,.the computer where the template [database is
located;

- multiple registered copies of a BSP product implementing a comparison algorithm may be made
available for execution on multiple serversin order to optimize the use of computing resources,

- awatch-list search service may be providedtisthg a BSP running on a server;

- onagiven computer there may be a security policy restricting access to a template database| so that the
BSP that manages the template datahase and an application that accesses that BSP have {o be given
different access control permissions;*and therefore cannot run in the same process, even though they are
alowed to run in the same computer;

- executing an application in a separate process from that in which aBSP is running may help Ecrease the
reliability of the whole(system (when the application crashes, the BSP can remain available, and vice

versa);
- executing an application in a separate process from that in which a BSP is running enablles multiple

concurrent applications to share the same running instance of the BSP, which may help the BSP to
optimize itsintérnal resource management.

714 Access to remote BSPs through the BioAPI API of a local framework is not supported by BigAPI but is
supported by BIP.

he’BieAPI API exposed by a BIP-enabIed framework is syntactically |dent|cal to the one eX

extended and specialized. When an application uses the BioAPI APl of a BIP-enabled framework, the same sequences
of BioAPI calls and callbacks work for both local and remote BSPs. It would always be possible to replace a BioAPI
framework with a BIP-enabled framework with no visible changes in behaviour (assuming that al currently registered
BSPs are re-registered in the new framework).

7.1.6 The above implies that there is no fundamental difference between a BioAPI application (not BlP-aware) that
only uses local BSPs and one (BIP-aware) that uses both local and remote BSPs, apart from the portions of the
application that deal specifically with the location of the BSPs (if any). Both local and remote BSPs are listed in the
array returned by BioAPI_EnumB SPs; both local and remote BSPs are "loaded” by calling BioAPI_ BSPLoad and
are "attached" by calling BioAP|_BSPAttach; both local and remote BSPs can send unit event notifications and GUI
event notifications to the application; and so on. A BioAPI application will still work even if the BioAPI framework is
replaced with a BlP-enabled framework and some or al of the local BSPs are moved to a remote BIP-enabled
framework (and thus become remote BSPs).
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7.2 BI P messages

721 This Recommendation | International Standard specifies a set of messages that can be exchanged between two
BIP-enabled frameworks (using transport protocol bindings) and precise rules for creating and processing those
messages in relation with BioAPI function calls and callbacks. A BlIP-enabled framework is capable of creating,
processing, sending, and receiving BIP messages. The logical connection between two running BlP-enabled
frameworks which supports the exchange of BIP messagesis called a BIP link.

7.2.2 The messaging protocol of BIP is modelled upon the BioAPI APl and is closely related to it. Most BioAPI
functions and callbacks have a corresponding pair of BIP messages (a request message and a response message, or a
notification message and an acknowledgement message), although there are exceptions.

7.2.3 The abstract message syntax of BIP is specified in ASN.1 notation. At the top level, there is a choice between
four main kinds of messages (request, response, notification, and acknowledgement). The BIP messaging protocol does
not specn‘y the use of any partlcular set of encoding rules for the ASN 1 type definitions, because the transfer of BIP

o > individual

SEX ncoding es are specified in the

transport protocol bindings (see 7.5).

7.24 All four kinds of BIP messages carry a link number, which identifies messages exchanged agrosg a BIP link
(see7.4), gnd an identifier (positive integer), which is either a request identifier (for requestsyand resppnses) or a
notification) identifier (for notifications and acknowledgements). Request and notification BlPymessages [sent across
each BIP I|nk are independently numbered, starting from an arbitrarily chosen number, and,are incremented on each
message being sent. When an identifier reaches the top of the allowed range (4294967295), it restarts|from zero.
A responsd BIP message is required to carry the same link number and identifier as.the corresponding fequest BIP
message. The purpose of the link number and identifier in BIP is to facilitate the” pairing of responsgs with the
correspondjng requests and the pairing of acknowledgements with the corresponding notifications. Identifierfs cannot be
relied upor| for determining the order of transmission of BIP messages.

7.3 BIP endpoints

731 Although it would be possible to specify the exchange of \BIP messages in terms of alocal and a remote BIP-
enabled frgmeworks communicating over a BIP link, this Recommendation | International Standard adoptf a slightly
different model based on the concept of BIP endpoint, which“accommodates implementations that are BlP-enabled
frameworks as well as implementations that are not framewofks, as described in the following subclauses.

732 A BIP endpoint is a conceptual runtime software entity, which is identified by a unique IRI and ig capable of
creating, processing, sending, and receiving BIP méssages. A BIP endpoint sends BIP messages to gnhother BIP
endpoint through a BIP link, which is a logical connection established between two BIP endpoints. One of I1e two BIP
endpoints iin a BIP link plays the role of master endpoint with respect to that link, the other plays the rgle of slave
endpoint wjth respect to that link.

733 A BIP endpoint may have an‘internal structure consisting of the following runtime components:

a one running instance of a BIP-enabled framework (which is responsible for sending and receiving the
BIP messages that jappear to be sent and received by the BIP endpoaint);

b) one BioAPltcomponent registry (managed by the framework in a));
¢) zero or<oheé running instance of a BioAPI application (which uses the BioAPI API of the|framework
ina));
d zéreor more running instances of BSPs (whose BioAPI SPI is used by the framework in a)); gnd
€) “\.'zéro or more running instances of BFPs (whose BioAPI FPI is used by some of the BSPs in d)).

734 Alternatively, a BIP endpoint may have a different internal structure or an unspecified internal structure, in
which case it is said to contain a generic BIP entity (a different conformance class from a BIP-enabled framework).
However, the two BIP endpointsin a BIP link have no visibility of each other's internal structure. All the provisions of
this Recommendation | International Standard regarding the exchange of BIP messages are expressed in terms of a
framework sending a message to a (master or slave) BIP endpoint or receiving a message from a (master or slave) BIP
endpoint, and never refer to the BIP-enabled framework contained in that BIP endpoint (which may or may not contain
a BIP-enabled framework, depending on its conformance class).

7.35 There are many situations in which an implementer may wish to create a generic BIP entity instead of a BIP-
enabled framework. Some examples are:

— computing platforms with constrained resources (such as embedded systems), which are built to perform
a very specific set of biometric functions and do not need to support arbitrary BSPs or arbitrary
applications, but need to support the exchange of BIP messages,
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— implementations of BIP that wish to expose an API different from the standard BioAPI 2.0 defined in
ISO/IEC 19784-1 APl or wish to use biometric service modules different from standard BioAPI 2.0
BSPs;

— implementations of BIP that wish to support the same functionalities of a BioAPI framework while
providing an APl in a programming language other than C;

—  proxies, gateways, firewalls, or other intermediaries which may perform avariety of functions (including
tranglation between different transport protocol bindings, message routing, message logging, security
checks, load balancing, etc.); these functions normally result in another BIP message of the same type
being sent to another BIP endpoint, instead of abiometric operation being performed by that endpoint.

7.3.6 As stated above, the internal structure of a BIP endpoint (and so whether the endpoint contains a BIP-enabled
framework or an embedded implementation, a non-standard framework, a proxy, a gateway, €etc.) is not visible to any
other BIP endpoint that is engaged in a BIP link with it. The BIP endpoint will exhibit the same behaviour in all cases
as far as can be observed from the BIP messages being exchanged.

737 Tlhe limits imposed on the number of BioAPI applications within a BIP endpoint (at most org)|and on the
number of endpoint IRIs (one) do not prevent the existence of implementations of this Recommendation)| Ipternational
Standard ip which a BIP-enabled framework implementation supports multiple BioAPI applications apd multiple
endpoint IRIs simultaneously. Such an implementation can be modelled as a set of conceptua{BIP endpoints, each
having expctly one endpoint IRl and containing at most one BioAPI application. “The provisions of this
Recommeridation | International Standard then apply to each one of those conceptual BIP endpoints.

7.4 BIP links

74.1 A BIPlink isalogica connection established between two BIP endpoints for the exchange of BIFP messages.
Thisisavary abstract concept. There are many ways to physically realize a BIRTink.

7.4.2 Tlhe term "send", as used in this Recommendation | Internationial Standard, means the conceptual tyansfer of a
BIP messafje from a BIP endpoint (sender) to the BIP link between(the sending endpoint and the receiving endpoint.
Them e being transferred is an abstract value of type BIPMessage (see clause 14), which is placed on the link as
aresult of the send. The term "receive", as used in this Recommendation | International Standard, means theg conceptual
transfer of ja BIP message from the BIP link to the receiving BIP endpoint. The message being transferred|is removed
from the limk as a result of the receive. No assumptions aretnade at this level about the physical nature of the BIP link,
about the yinderlying transport protocol, about the encoding of the BIP message being transferred, and gbout time-

related or gpace-related aspects of sending or receiving (such as waiting and queuing).
74.3 he roles of master and slave with respect to a given BIP link constrain the types of BIP messages that a BIP
endpoint cgn send through the link. A master endpoint can only send request BIP messages and acknowledgement BIP

messages through the link, and a slave endpoint can only send response BIP messages and notification BIP messages
through the link. A BIP link is always Created by a BIP endpoint that intends to act as a master endpoint with respect to
that link knows in advance the endpoint IRI of the other BIP endpoint. A BIP endpoint that accepts to participate in
alink being created by another BIRendpoint implicitly accepts to act as a slave endpoint with respect to thgt link, and
may or may not know in advarice'the endpoint IRI of the other BIP endpoint (but will learn it as the link is established).
There may |be at most one BIRIink between two BIP endpoints for either assignment of roles, but there is nojlimit to the
number of |inks in whichra\BIP endpoint may be engaged (in either role). A BIP endpoint may refuse to parficipate in a
link being ¢reated by.-acertain BIP endpoint, or may always refuse to act as a slave BIP endpoint.

74.4 ach request BIP message sent by the master endpoint through a BIP link is followed by a regponse BIP
message sgnt/by-the slave endpoint through the same link. Some (but not all) notification BIP messages fent by the
slave endppint'through a link are followed by an acknowledgement BIP endpoint sent by the master endpdint through
the same link. Unsolicited responses (not preceded by a request) and unsolicited acknowledgements (not preceded by a
notification) are not alowed. Examples of request BIP messages are those originating from a call to
BioAPI_BSPLoad or BioAPI VerifyMatch made by the local application within the master endpoint. Examples of
notification BIP messages are those originating from a callback to the local framework's unit event handler or GUI
event handler made by alocal BSP within the slave endpoint.

7.4.5 Here is an example of a possible interaction between two linked BIP endpoints that both contain a BIP-
enabled framework. A BioAPI call made by the application in the master endpoint and directed to a BSP in the Slave
endpoint will normally result in arequest BIP message being sent by the master framework to the save framework. The
slave framework will process the message as if it had received a function call on its BioAPl API, and after the
processing, it will send a response BIP message to the master framework, which will then return control to the local
application. A notification callback (such as a unit event notification or a GUI event notification) made by a BSP in the
slave endpoint to its framework will normally result in a notification BIP message being sent by the slave framework to
the master framework. The master framework will process the message by making a callback to a handler function
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provided by the local application. For some notifications, the master framework will send an acknowledgement message
to the slave framework, which will then return control to the local BSP. For other notifications, the slave framework
will return control to the BSP as soon as the natification BIP message has been sent to the master framework.

75 Transport protocol bindings

751 A transport protocol binding is a physical realization of alink channel (either a request/response link channel
or a natification/acknowledgement link channel). In most cases, a binding specification will reference a commonly
available transport protocol rather than specify a new one. A binding specification has to provide complete details
aboult:

— thetransport protocol;

—  selection of parameters and options of the transport protocol;
—  bit-level encoding of BIP messages;

- addressing mechanisms or conventions,

- possible sharing of atransport-level connection among multiple abstract link channels;

-  definition of transport-level messages that carry the encoded BIP messages,

-  possible grouping of multiple encoded BIP messages into a single transport-level ‘miessage;
- any additional mechanisms in support of security, reliability, routing, etc.

752 A BIP link has a request/response link channel, and may or may not have, a-notification/acknowledgement
link channgl. If a BIP link does not have a notification/acknowledgement link channel; then the slave endgoint cannot
send notifi¢ation BIP messages to the master endpoint. If a BIP link has both channels, the two channels may use either
the same b|nding or different bindings. In most cases, a BIP link has both channels and the two channels uge the same
binding. Hpwever, the ability to use different bindings for the two channels-(er avoid the notification/acknoyledgement
channel altpgether) is useful in many situations where different costs and different benefits are associated with the use
of aparticlar binding by each link channel between two given BIP endpoints.

75.3 A conforming implementation of this Recommendation,| International Standard (of any confornfance class)
may use any transport protocol binding (either standardized oc proprietary) for each link channel when esfablishing a
BIP link wjith another BIP endpoint, provided that the other’BIP endpoint supports those transport protocgl bindings.
Severa stgndardized bindings are specified in Annexes“A to C in order to facilitate interoperability, but |there is no
requiremert for implementations to support any one of them.

7.6 reation and destruction of BIRlinks

d
7.6.1 BIP links can be established by-€either:
a managed connections; or

) by automatically-established connections using the so-called Plug and Play (PnP) mechanisms.
NOTE 1|— Specific transport. protocol bindings specified in the annexes define a default PnP mechanism for that transport
protocol|binding.

NOTE 41— Specificationyof the mechanisms to be used to establish managed connections is out of the sgope of this
Recomnpendation | lnternational Standard.

7.6.2 Tlhe PnR-mechanisms specified in the annexes provide service discovery for BIP master endpoints. Service
announcenent mechanisms for save endpoints are also specified, but their use is optional. The PnP mechanisms
contain defjinitions on how to use generic security mechanisms. Specification of the security mechanisms tg be used is
not in the scope of this Recommendation | International Standard.

7.6.3 The protocol messages creating and destroying BIP links may be transmitted separately from the BIP
messages, depending on the capabilities of the specific protocol binding.

EXAMPLE: TCP/IP provides an identification of types of messages between the same endpoints by using different port
numbers for the different types of messages. For the TCP/IP binding of BIP, different ports are used for the PnP
mechanism and for BIP messages.

7.6.4 A BIP link can be created by a BIP-enabled framework either implicitly or explicitly. A BIP link is explicitly
created by the framework when the framework processes an incoming call to BioAP| _LinkToEndpoint made by the
local application. The BIP endpoint identified by the endpoint IRI specified by the application becomes the dave
endpoint in the newly created BIP link, and the local endpoint becomes the master endpoint. A BIP link is implicitly
created by the framework whenever the framework chooses to do so while processing an incoming call to BioAPI_Init
or BioAPI_InitEndpoint. In this case, the local application has no direct control over the creation of BIP links (the
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framework chooses a set of BIP endpoints and attempts to create alink to each of them). Obvioudly, it is possible to use
the two methods in combination. Normally, the framework chooses the binding(s) to use for each link channel, but the
application can suggest a particular binding or particular binding parameters via an auxiliary parameter of the function
BioAPI _LinkToEndpoint (the format of this auxiliary parameter is not standardized). A BIP link is destroyed when
the framework processes an incoming call to BioAP| _UnlinkFromEndpoint (which specifies an endpoint IRI), or
when it processes an incoming call to BioAPI Terminate (all existing links are destroyed), or when it receives a
masterDeletionEvent notification BIP message from a slave endpoint or sends a masterDeletionEvent
notification BIP message to a master endpoint (the link with that BIP endpoint is destroyed), or when a failure of a
transport-level connection is detected.

7.6.5 The creation of a BIP link occurs in two phases. In the first phase (optional), a transport-level connection is
established for each channel (either one or two) of the new BIP link. The first phase may be skipped if it is possible to
utilize a pre-existing transport-level connection or if there is no need to establish a permanent transport-level
connection. At this point, the roles of master and slave are assigned to the two endpoints (the creator of the link
becomes the master endpoint). In the second phase, the master framework sends an addMaster request BIP message to
the slave endpoint. On reception of the addMaster request BIP message from the master, the slave framewgrk will add
the endpoint IRI of the new master to its internal MasterEndpoints table, and will return the followinginfprmation in
the addMaster response BIP message to the master: the framework schema, a list of BSP schemas;'and aflist of BFP

7.6.6

transport-lgvel connection of alink, it will delete from its tables all the entries pertaining to the endpoint (either master
or slave) ciated with that link, and any pending function calls or callbacks related to one of those entrieg will return

7.6.7 ue to the way schema infopmation is transferred from a slave endpoint to a master endpoint, a|BIP link is
neither synpmetric nor transitive. For example, if an endpoint A links to an endpoint B, an application in A wjll "see" the
BSPs regigiered in B, but an application in B will not see the BSPs registered in A, unless another (indepengent) link is
established|from B to A. If an endpoint A links to an endpoint B which links to an endpoint C, an applicatign in A will
"see" the BSPs registered inB,)but not those registered in C, unless another (independent) link is establishefl from A to
C. (Note, however, that the'non-transitivity statement only applies to implementations conforming to level-2, but not to
level-1 imglementations’stich as proxies and gateways acting as slaves, because conformance of those impl@mentations
k

is defined pxclusively with regard to the sequences of BIP messages exchanged with a master endpoint. A proxy or
gateway in fact.violate the transitivity rule, so long as it produces BIP messages that could have been prgduced by a
BIP-enabled framework with a suitable component registry and a suitable set of local BSPs and BFPs.)

8 Remote GUI event notifications

8.1 BIP alows an application to run on a different computer from the one in which the BSP is loaded, which is

usually the one where the sensor is physicaly attached. If a non-BlP-aware BioAPI application running in a BIP setup
requests GUI event notification callbacks and the BSP supports those callbacks, the callbacks will be sent to the
application. On reception of those callbacks, the application may display a GUI on the computer where it is running, but
that computer may not be the computer with the sensor attached, which is the one that the subject is using. Any solution
to this problem involves some changes to the application. However, BIP provides support for managing GUI
notifications in many useful ways, including support for dual (or even multiple) GUI displays on different computers
when asubject is assisted by a person that oversees the capture operation.

8.2 GUI notification callbacks are sent to an application that has subscribed to them by indicating which types of
GUI callbacks related to a given attach session (or to a given BSP) it wants to receive, and has subsequently called a
capture function on that attach session (or on any attach session of that BSP).
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8.3 Such GUI notification callbacks are called primary in BIP. In addition to primary GUI notification callbacks,
BIP supports secondary GUI notification callbacks, which are sent to an application (in any endpoint) that previously
subscribed to them providing a GUI event subscription UUID. (No GUI event subscription UUID is provided when
subscribing to primary GUI netification callbacks.)

8.4 Secondary GUI notification callbacks have the same forms as primary GUI natification callbacks. Also, the
same BioAPI function is used to subscribe to primary and to secondary GUI notification callbacks.

8.5 There are two ways in which a secondary GUI natification callback can be sent to an application (called a
GUI handler application):

a) onreception of a primary GUI notification callback, the application makes a call to the BioAPI function
BioAPI NotifyGUIEvent; the parameters of this function include all the parameters of a GUI
notification callback, plus a GUI event subscription UUID; these functions request the framework to
generate a secondary GUI notification callback and send it to the application identified by that given GUI
event subscription UUID (more precisely, the parameters of this call identify the endpoint, the BSP, the
unit ID, and the GUI notification handler);

b) before receiving a primary GUI notification callback, the application has made a call\fo the BioAPI
function BioAPI_RedirectGUIEvents by providing a GUI event subscription |UUID] the other
parameters of this function allow the application to indicate which kind of GUI event notificgtions are to
be redirected to the secondary GUI handler.

9 Bxamples of possible system configurations

9.1 Higure 1 illustrates three BIP endpoints. In norma BioAPI operatien, any application in a pystem can
interwork With any BSP in the same system. Thisis till possible when using BlP:

9.2 Using BIP, any application in one system (for example, endpoint-A) can interwork with any BSR in another
system (forl example, endpoints B and C), subject to the remote accesspolicy implemented in the endpoints.

9.3 Tlhere is no support in this version of the BIP for an-application in endpoint B to interwork with a BSP in
endpoint g (or vice versa), unless there is a further direct logical connection between endpoints B and |C. That is,
relaying is hot supported by this version of the BIP.

94 Higures 2 to 7 show some possible architectures using level-2 implementations of BIP.

NOTE {Figures 2 to 7 areillustrative, and not exhaustive. Many other combinations are possible within the generiq architecture
of Figure 1.

9.5 Rigures 2 and 3 show a BIP endpoint'with an application with a locally loaded storage BSP and a femote BIP
endpoint wiith a BSP supporting a biometric,sensor, with comparison supported (Figure 2) locally to the application or
(Figure 3) femotely.

9.6 Higures 4 and 5 show_aBIP endpoint with an application with a locally attached biometric sgnsor and a
remote BIP endpoint with a/BSP that supports storage, with comparison implemented (Figure4) logally to the
applicationor (Figure 5) remotely.

9.7 Higures 6 ands7show a BIP endpoint with an application but with no locally loaded BSPs, conmunicating
with remote endpoints‘providing storage and a biometric sensor, with comparison incorporated in either|of the two
remote endpoints.

Endpoint B Endpoint A Endpoint C

Application

v

Framework | 4+~Z-1"| Framework | 4Z—1"| Framework

v v

BSP BSP

X.1083(07)_FO1

Figure 1 —An application communicating with two other BSPs on two remote systems
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with all other functions performed locally

Endpoint A Endpoint B
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Figure 3—An application communicating with a remote capture BSP,
with remotematching and local storage
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Application
Framework | —Z—1| Framework
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BSPs Storage BSP

X.1083(07)_F04

Figure 4 — An application communicating with a remote storage BSP,
with all other functions performed locally
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Figure 6 — An application communicating with two remote BSPs, one providing storage
and matching and the other providing capture
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Figure 7 — An application communicating with two remote BSPs, one providing storage
and the other providing capture and matching

9.8 BIP can support many other configurations of storage, comparison, and capture BSPs. Essentially, BIP
provides transparent (to applications and BSPs) extension of the BioAPI framework across node or process boundaries.
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10 BIR format

10.1 A number of BIP message types defined in this Recommendation | International Standard may contain one or
more BIR. When transferring such messages, the BIRs can be represented in any CBEFF patron format that meets the
following requirements (see 13.16):

a) it supports at least all the data elements and al the abstract values that the BioAPI patron format
supports;
b) incaseit supports additional data elements, those are all optional; and

¢) if it is a complex patron format, it has the ability to carry the data that comprise a simple BIR (and
nothing else).

10.2 Each transport protocol binding specifies which patron format is to be used when using that binding. In most
cases, that will be either the BioAPI patron format specified in ISO/IEC 19784-1 or the XML patron format specified in
ISO/IEC 19785-3.

11 Identification of BIP endpoints, applications, and BSPs

111 IBO/IEC 19784-1 clause 10 specifies the use of UUIDs to identify the local BioARINframework and local

BSPs as sqftware products. Those UUIDs are not sufficient to distinguish multiple installations of the same software

product on|different computers, and obviously they cannot distinguish two instances of thé same installed BSP that is

available fpr loading into two different BIP endpoints in the same computer, nor, two instances of i111 installed
i

framework|that is common to two different BIP endpoints in the same computer. For these reasons, and alsg in order to
provide a more flexible and Web-friendly naming system for BIP endpoints this Recommendation | International
Standard specifies the use of IRIs to identify BIP endpoints and the use of BSP-access UUIDs (as an alterngive to BSP
product UYIDs) to identify loadable or running BSPs along with their BIP endpoint.

11.2 Yince a BIP endpoint contains at most one application, an.endpoint IRI is sufficient to identify [both a BIP
endpoint a:Ejd the local application in that endpoint (if any). The master.endpoint IRI carried in all request BIP messages

implicitly ifentifies the calling application, and the master endpaint IRl carried in al BIP response messages implicitly
identifies thhe application whaose function call is being returneds

11.3 Ih BioAPI, each BSP is identified by a UUID. Ferthe purposes of BIP, this UUID is referred tolas the BSP
product UYID, to emphasize that this UUID identifies the'BSP as a product, rather than as an installed instance or asa
running ingtance of that product. (If the same BSP isinstalled on different computers, it will have the same BSP product
UUID on gl of them.) The BSP product UUID is4ih'the BSP schema and is made available to all applications via a call
to BioAPI| EnumBSPs.

114 As aresult of BIP endpoint linking; it may happen that the same BSP is available for loading in tfvo or more
different edpoints. Although the BSRproduct UUID uniquely identifies a BSP within an endpoint (becauge the same
BSP cannqgt be registered twice in the same component registry), there is no limit to the number of independent
registratiorfs of the same BSP in«different component registries (and thus in different endpoints). This implies that the
BSP produgt UUID does not always provide sufficient information as a parameter of BioAP|_BSPLoad.

115 he function BioAP|_BSPLoad expects a UUID as input. In BioAPI, this must be the BSP DUID. BIP
extends th¢ semantics(@f-BioAPI BSPLoad by alowing either the BSP product UUID, or a different[UUID that
identifies Joth the, BSP and the endpoint in which it is registered. The latter is called a BSP access UUID and is
dynamicallly generated by the master framework for all (local and remote) BSPs.

11.6 nlike the BSP product UUID, which may be known to the application from an external sourge, the BSP
access UUTDTsdyrnamic and—wi ot become Rnow to theapphcationm (1 a taiableway)untitTuntime. The
application can do either:

a) cdl BioAPI _EnumBSPs and examine the BSP schemas returned; for each remote BSP (registered and
available for loading in the slave endpoint), the BSP schema will contain the BSP product UUID, the
endpoint IRI, and the BSP access UUID (among other data); for each local BSP (registered and available
for loading in the master endpoint), the BSP schema will contain the BSP product UUID, an empty
endpoint IRI, and the BSP access UUID (among other data); the application can choose a BSP schema
entry based on the BSP product UUID and the endpoint IRI, read the BSP access UUID from that BSP
schema entry, and provide the BSP access UUID as input to BioAPI BSPLoad,
BioAPI BSPAttach, etc.; or

b) assume that the desired BSP is registered in exactly one of the various accessible BIP endpoints (the
master endpoint and all the slave endpoints), and provide the (known) BSP product UUID as input to
BioAPI_BSPLoad.

I TU-T Rec. X.1083 (11/2007) 15


https://iecnorm.com/api/?name=c1dd7432e93d496363ef3a291cb4af51

| SO/IEC 24708:2008 (E)

11.7 Of course, method b) will only work if the assumption is correct, but is useful in that it maximizes the chances
of successfully running a non-BlP-aware application in a BIP setup. Even in the presence of multiple accessible
endpoints, this method can work well, provided that no BSP (with a given BSP product UUID) is available in more than
one endpoint. If that is not the case, BioAPI BSPLoad will return an error indicating that the BSP product UUID
supplied is ambiguous and the call should be retried by providing the BSP access UUID instead.

12 Overview of BIP exchanges

121 Security and privacy provisions

No provision is made in BIP itself for security privacy of exchanges. If security or privacy is required, it can be
achieved by using atransport protocol binding that provides security techniques.

12.2  Application invocation of functionson aremote BSP

The BioARI API functions that produce request BIP messages, the clauses of 1SO/IEC 19784-1 specifying the BioAPI

functions, the corresponding request BIP message, and the clauses of this Recommendation | Internationgl Standard

specifying the BIP message are listed in Table 3.

Table 3 — Correspondence between BioAPI functionsand BI P message types
BioAPI function ?:Ilgﬁg BIP meSsage types Refer ence
BioAPI_Init 811 None 16.1
BioAPI_IfitEndpoint None 16.2
BioAPI_Terminate 8.1.2 masterDeél efionEvent notification lki.S
BioAPI_L|nkToEndpoint addM aster request and response 1b.4
BioAPI_UnlinkFromEndpoint deleteM aster reguest and response 1k3.5
BioAPI_BEnhumFrameworks None lki.6
BioAPI_EhumBSPs 8.1.4 None 16.7
BioAPI_EhumBFPs 84:10 | None 1.8
BioAPI_BSPLoad 8.1.5 bspLoad request and response 1*3.9
BioAPI_BSPUnload 8.1.6 bspUnload request and response 1|6.10
BioAPI_QueryUnits 8.19 gueryUnits request and response lki.ll
BioAPI_QueryBFPs 8.1.11 queryBFPs request and response 1k5.12
BioAPI_BISPAttach 8.1.7 bspAttach request and response 16.13
BioAPI_BSPDetach 8.1.8 bspDetach request and response 1k3.14
BioAPI_HnableEvents 831 enableUnitEvents request and response 1F.15
BioAPI_HnableEventdgRfications enableEventNotifications request and response 1k3.16
BioAPI_QontrolUnif 8.1.12 control Unit request and response 1*3.17
BioAPI_Qontro# control request and response 1b.18
BioAPI_Ffe€BIRHandle 8.2.1 freeBIRHandle request and response 16.19
BioAP| CetBtRrFromttarmie X getBrREromHanteregquestandresponse———46.20
BioAPI_GetHeaderFromHandle 8.23 getHeaderFromHandle request and response 16.21
BioAPI_SubscribeToGUIEvents subscribeToGUI Events request and response 16.22
BioAPI_UnsubscribeFromGUIEvents unsubscribeFromGUI Events request and 16.23
response
BioAPI_QueryGUIEventSubscriptions queryGUI EventSubscriptions request and 16.24
response

BioAPI_NotifyGUISelectEvent notifyGUI SelectEvent request and response 16.25
BioAPI_NotifyGUIStateEvent notifyGUI StateEvent request and response 16.26
BioAPI_NotifyGUIProgressEvent notifyGUIProgressEvent request and response 16.27
BioAPI_RedirectGUIEvents redirectGUI Events request and response 16.28
BioAPI_UnredirectGUIEvents unredirectGUI Events request and response 16.29
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Table 3 — Correspondence between BioAPI functionsand BI P message types

BioAPI

BioAPI function clause BIP message types Reference
BioAPI_Capture 841 capture request and response 16.30
BioAPI_CreateTemplate 842 createTemplate request and response 16.31
BioAPI_Process 84.3 process request and response 16.32
BioAPI_ProcessWithAuxBIR 844 processWithAuxBIR request and response 16.33
BioAPI_VerifyMatch 845 verifyMatch request and response 16.34
BioAPI_ldentifyMatch 8.4.6 identifyMatch request and response 16.35
BioAPI_Enroll 847 enroll request and response 16.36
BioAPI_\VTify 848 verty requestand TesporTse 16.37
BioAPI_Identify 849 identify request and response 1b.38
BioAPI_Iport 8.4.10 import request and response 1k3.39
BioAPI_PresetldentifyPopulation 84.11 presetldentifyPopul ation request and responise 1#3.40
BioAPI_Tfansform transform request and response 1*3.41
BioAPI_ObOpen 851 dbOpen request and response 1k5.42
BioAPI_DObClose 852 dbClose request and response 1b.43
BioAPI_ObCreate 853 dbCreate request and response 1k3.44
BioAPI_DObDelete 854 dbDelete request and.response 1k3.45
BioAPI_DObSetMarker 855 dbSetMarker request and response 1k3.46
BioAPI_DbFreeMarker 8.5.6 dbFreeMarker reguest and response 1}6.47
BioAPI_DbStoreBIR 857 dbStoreBIR request and response 1b.48
BioAPI_DoGetBIR 85.8 dbGetBIR request and response 16.49
BioAPI_ObGetNextBIR 859 dbGetNextBIR request and response 1b.50
BioAPI_DObDeleteBIR 8.5.10 dbDeleteBIR request and response 1k3.51
BioAPI_QalibrateSensor 8.6.4 calibrateSensor request and response 1k3.52
BioAPI_SetPowerMode 871 setPowerM ode request and response 1*3.53
BioAPI_SetindicatorStatus 8.6.2 setlndicatorStatus request and response lki.S4
BioAPI_(etIndicatorStatus 8.6.3 getindicatorStatus request and response 1k3.55
BioAPI_Qancel 871 cancel request and response 1k3.57
BioAPI_Ffee 8.7.2 none 1k5.58
BioAPI_RegisterBSP registerBSP request, registerBSP response, and Jri.59

bspRegi strationEvent notification
BioAPI_UnregisterBSP unregisterBSP request, unregisterBSP response, ]F.GO
and bspUnregistrationEvent notification
BioAPI_RegisterBFP registerBFP request, registerBFP response, and ]ri.6l
bfpRegistrationEvent notification
BioAPI_Unregjst&BFP unregisterBFP request, unregisterBFP response, 16.62
and bfpUnregistrationEvent notification
BioAPI_EMENT HANDIER 1.28 unitEvent natification 7.1
BioAPI_GUI_SELECT_EVENT_HANDLER gui SelectEvent notification and 17.2
acknowledgement
BioAPI_GUI_STATE_EVENT_HANDLER gui StateEvent notification and 17.3
acknowledgement
BioAPI_GUI_PROGRESS EVENT_HANDLER guiProgressEvent notification and 17.4

acknowledgement
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12.3

Application invocation of functionswith no associated BI P message

A small number of BioAPI API functions invoked by an application do not identify a BSP and are purely local. They
never produce corresponding BIP exchanges, being resolved by information available to the local framework. These are

listed in Table 4.
Table 4 —BioAPI functionswith no corresponding BI P message type
BioAPI function BIoAPI Sour ce of information Reference
clause
BioAPI_EnumFrameworks VisibleEndpoints table 18.2
BioAPI_EnumBSPs 8.14 VisibleBSPRegistrations table 18.3
BioAPI_EnumBFPs 8.1.10 VisibleBFPRegistrations table 18.4
BioAPI_Free 8+2 AppHeatiorOwnedMermeoryBlockstable 48.13
12.4 HBvent notifications
Once an agplication has enabled unit event notification (see BioAPI 9.2.1 & 10.2.1.1/2) from\a-particular femote BSP
(using BidAPI EnableEventNotifications), events that occur in the BSP are transfefred to the remote system
containing the application by the unitEvent notification BIP message (see 17.1).
13 General provisions
131 This clause contains provisions that only apply ascinvoked by other clauseg of this
Recommerjdation | International Standard that referenceitsindividual sdbclauses.
13.2 I order to create and send a request BIP message of algpeCified type to a slave endpoint with|a specified
endpoint IRI, aframework shall create atemporary abstract value.of type BIPMessage (see clause 14), where:

and send (gee 13.8)-the BIPMessage abstract value to the specified BIP slave endpoint.

13.3

frama/\/ork g‘la:: ulmca\.mllpulal_y GUQI.I(JLIL va:ucuf LyPCUII IVICOOGUC \acculauac L—I‘}, VVIIClU

ad theadlternativerequest shall be selected;

b) thecomponent masterEndpointIRI shallbe set to the local endpoint IRI;

c¢) thecomponent slaveEndpointIRI shathbe set to the specified dlave endpoint IRI;
d

the component linkNumber shall ‘be set to the link number (see 16.4.4 a)) associated with t
from the local endpoint to the specified dave endpoint;

¢ the component requestld Shall be set to the current request identifier associated with th
(see 16.4.4 @)), which shall*then be incremented by one (if it is less than 4294967295) or
(otherwise);

f] the aternative of-the'component params corresponding to the specified request BIP messag
be selected; and

d the selected\alternative of the component params shall be set to the parameter value speg
invocation-of this subclause;

In.6rder to create and send a response BIP mesgage correspondlng to a g|ven request BIP

he BIP link

e BIP link
bset to zero

P type shall

fied in the

message, a

a) thealternativeresponse shall be selected;

b) the components masterEndpointIRI, slaveEndpointlIRI, linkNumber, and requestld shall be set

from the components of the request BIP message with the same names;

¢) the dternative of the component params with the same name as the alternative of the
params that is present in the request BIP message shall be selected;

component

d) the selected alternative of the component params shall be set to the parameter value specified in the

invocation of this subclause; and

e) thecomponent returnValue shall be set to the return value specified in the invocation of this subclause;

and send (see 13.8) the BIPMessage abstract value to the BIP endpoint identified by the value of the component
masterEndpointIRI.

18
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134 In order to create and send a notification BIP message of a specified type to amaster endpoint with a specified
endpoint IRI, aframework shall create atemporary abstract value of type BIPMessage (see clause 14), where:

a) thealternative notification shall be selected;

b) the component slaveEndpointIRI shall be set to the local endpoint IRI;

¢) thecomponent masterEndpointlIRI shall be set to the specified master endpoint IRI;

d) the component linkNumber shall be set to the link number (see 16.4.4 a)) associated with the BIP link
from the specified master endpoint to the local endpoint;

e) the component notificationld shall be set to the current notification identifier associated with the BIP
link (see 16.4.4 &)), which shall then be incremented by one (if it is less than 4294967295) or reset to
zero (otherwise);

f) the alternative of the component params corresponding to the specified notification BIP message type
shall be selected; and

g) the selected aternative of the component params shall be set to the parameter value spegfied in the
invocation of this subclause;

and send (pee 13.8) the BIPMessage abstract value to the BIP endpoint identified by the value lef the[component
masterEnfdpointIRI.

135 I order to create and send an acknowledgement BIP message corresponding-to~a given notif{cation BIP
message, alframework shall create atemporary abstract value of type BIPMessage (see-clause 14), where:

a theadternativeacknowledgement shall be selected; and

b) the components masterEndpointiRI, slaveEndpointIRI, linkNumber, and notificatiorld shall be
set from the components of the notification BIP message with the same names;

c) the dternative of the component params with the same(hame as the aternative of the |component
params that is present in the notification BIP message-shall be selected;

d) the selected alternative of the component params<shall be set to the parameter value spegfied in the
invocation of this subclause; and

g) the component returnValue shall be set to the return value specified in the invocation of thissubclause;

and send (pee 13.8) the BIPMessage abstract value to-the BIP endpoint identified by the value of the|component
slaveEndpointIRI.

13.6

a
b
C

13.7

that a frami
a
b
C)

13.8

Reception of aresponse BIP message corresponding to a given request BIP message means that afframework
receives (se 13.9) atemporary abstract value of:type BIPMessage (see clause 14), where:

the alternative response.ispresent;

the components masterEndpointIRI, slaveEndpointlIRI, linkNumber, and requestifi have the
same values as the components of the request BIP message with the same names; and

the alternative of the component params that is present has the same name as the alternitive of the
component params that is present in the request BIP message.

Reception of an-acknowledgement BIP message corresponding to a given notification BIP mesgage means
pwork regeives (see 13.9) atemporary abstract value of type BIPMessage (see clause 14), wherg:

the alternative acknowledgement is present;

the components masterEndpointIRI, slaveEndpointIRI, linkNumber, and notificationlld have the

the aternative of the component params that is present has the same name as the aternative of the
component params that is present in the notification BIP message.

The term "send", as used in this Recommendation | International Standard, usually means the conceptual
transfer of a message from a BIP endpoint (sender) to the BIP link between the sender endpoint and another BIP
endpoint (receiver). The message being transferred is an abstract value of type BIPMessage (see clause 14), which is
placed on the BIP link as a result of the send. No assumptions are made with regard to the nature of the BIP link (except
that it logically connects two endpoints and is oriented), to the transport mechanism or protocol being used, to the
encoding of the BIP message being transferred, and to time-related or space-related aspects of the sending (such as
timeouts and queuing).
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13.9 The term "receive", as used in this Recommendation | International Standard, usually means the conceptual
transfer of a message from the BIP link between a BIP endpoint (sender) and another BIP endpoint (receiver) to the
receiver endpoint. The message being transferred is an abstract value of type BIPMessage (see clause 14), which is
removed from the BIP link and copied to a newly created temporary abstract value (see 13.11) within the receiver
endpoint as a result of the receive. No assumptions are made with regard to the nature of the BIP link (except that it
logically connects two endpoints and is oriented), to the encoding of the BIP message being transferred, and to time-
related or space-related aspects of the reception (such as waiting and queuing).
NOTE — The above means that whenever a sentence such as "receive a corresponding response BIP message" (a response
containing the request identifier of the request) occurs normatively in the text, an implementation of a framework may have to
wait for an unspecified time before actually obtaining the BIP message. The binding specifications in Annexes A and C provide
details of BIP message reception for some particular transports.

13.10  An"internal BioAPI function call" is a conceptua function call made by the framework to a function of its
own BioAPI interface in such away that the call is processed as specified in ISO/IEC 19784-1, and not according to the
provisions of thls Recommendatl on| Internatlonal Standard for a call to the same BioAPI functlon made by the local
applicationf 2 X uirement for a
second disfinct BioAPI interface inside the framework), but shall be supported by any mechan|sm which meets the
following requirements:

a) before executing an interna call, the framework shall be able to set the parameters of\the interpal call;

) while executing the internal call, the framework shall perform all the™actions specified in
ISO/IEC 19784-1 for an incoming call to the BioAPI function, up to and including the deterfnination of
the return value;

c¢) the actions performed shall not include any of the modifications¢anhd additions specifjed in this
Recommendation | International Standard for an incoming call t0 the same BioAPI functign (such as
determination of the hosting endpoint); and

d) when the execution of the internal call is completed, the framework shall be able to read the¢ parameter
values and the return value of the internal call.

1311  Many subclauses of this Recommendation | International‘Standard specify that a temporary abstract value of
some ASN|1 type is to be created. All such temporary abstract.values are referenced in subsequent subglauses that
specify thejr use. However, there are no subclauses that specify-the deletion of atemporary abstract value. Alframework
may delete|a temporary abstract value at any time with the following restrictions:

a) atemporary abstract value created while processing an incoming BioAPI function call from the local
application shall not be deleted beforegithe framework has returned control to the local application;

b) atemporary abstract value created while processing an incoming request BIP message from a master
endpoint shall not be deleted befere the framework has sent a corresponding response BIP mepsage to the
master endpoint;

c¢) atemporary abstract value created while processing an incoming callback from a BSP shall not be
deleted before the framework has returned control to the BSP; and

d atemporary abstract value created while processing an incoming notification BIP message ffom a dave
endpoint shall_not be deleted before the framework has either sent a corresponding acknowledgement
BIP messageto the slave endpoint or has concluded that no acknowledgement BIP message iqto be sent.

13.12  Mlany subelauses of this Recommendation | International Standard specify that, when converting ffom ASN.1
to C, avariable of:some C type (or an array of octets, or an array of elements of some C type) isto be allocpted and its
address is o be.assigned to another C variable. However, there are no subclauses that specify the deletion| of such an
allocated viarigble or array. A framework may delete an alocated variable or array at any time with the following
restrictions:

a) an adlocated variable or array created while processing an incoming BioAPI function call from the local
application shall never be deleted except on a subsegquent incoming call to BioAP| Free from the local
application;

NOTE 1 — Those alocated variables and arrays can only be output parameters of BioAPI functions created by a
master framework and being returned to the local application.

b) an alocated variable or array created while processing an incoming request BIP message from a master
endpoint shall not be deleted (see 13.14) before the framework has sent a corresponding response BIP
message to the master endpoint;

NOTE 2 — Those alocated variables and arrays can only be output parameters of BioAPI functions created by a
slave framework and being returned by an internal call.
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deleted before the framework has returned control to the BSP; and

an allocated variable or array created while processing an incoming callback from a BSP shall not be

NOTE 3 — Those allocated variables and arrays can only be input parameters of callback functions created by a

master framework and being provided to the local application.

slave endpoint shall not be deleted before the framework has either sent a cor

an alocated variable or array created while processing an incoming notification BIP message from a

responding

acknowledgement BIP message to the slave endpoint or has concluded that no acknowledgement BIP

message is to be sent.

NOTE 4 — Those allocated variables and arrays can only be input parameters of callback functions
master framework and being provided to the local application.

created by a

When an allocated variable or array is created while processing an incoming BioAPI function call from the
local application (see 13.12), the framework shall add an entry containing the address of the allocated variable or array
to the ApplicationOwnedMemoryBlocks table (see 18.13).

O

eletion of an dlocated variable or array created while processing an incoming request Bl

P message

b)) shall be done by making an internal BioAPI function call (see 13.10) to the function(Bie[AP| Free,
where the parameter of the function call shall be the address of the allocated variable or array.

13.15  Tlhe version number associated with this edition of this Recommendation | InternationalStandard |s (major 1,
minor 0).
13.16  When a BIP message containing a BIR is carried within a transport-level message, the BIR may be in any
CBEFF patron format that meets the following requirements:
a it supports at least al the data elements and all the abstract values that the BioAPI pafron format
supports;
) incaseit supports additional data elements, those are all optional; and
c) if it is a complex patron format, it has the ability to carry the data that comprise a simplg BIR (and
nothing else);
and shall npt be in any patron format that does not meet these requirements.
1317 When a BIP message to be encoded (a, the transport-protocol binding level) ¢ontains a
BioAPI-B|R-HEADER or BioAPI-BIR abstract value; then the component formattedBIR of that abgtract value
(which is g BIR in the patron format specified in ISOHEC 19784-1, Annex B) may be converted, as an option of the
transport-protocol binding implementation, to a différent patron format prior to encoding. Such conversion is permitted
only if the hew patron format meets the requirementsin 13.16.
13.18  When an incoming BIP message (&t the transport-protocol binding level) is found to contain, aftgr decoding,
an abstract value of type BioAPI-BIR-HEADER or BioAPI-BIR whose components patronFormat@®wner and
patronFofmatType have values differént from 257 and 8 (respectively), then the component formattedBIR of that
abstract value shall either be converted to the patron format specified in ISO/IEC 19784-1, Annex B (only if the original
patron format meets the requirements in 13.16 and the implementation knows how to perform the conversipn) or shall
be left unchanged. If the conversion is performed, the components patronFormatOwner and patronFormatType
shall be set]to 257 and 8 (respectively).
14 Bl P message syntax
141 A BIP’'message shall consist of an abstract value of the ASN.1 type BIPMessage specified below
BIPMessage ::= SEQUENCE {
nature CHOICE {
request BIPRequest,
response BIPResponse,
notification BIPNotification,
acknowledgement BIPAcknowledgement
h
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BIPRequest ::= SEQUENCE {

slaveEndpointIRI EndpointIRI,

masterEndpointIRlI EndpointIRI,

linkNumber Unsignedint,

requestld Unsignedint,

params CHOICE {
addMaster AddMaster-RequestParams,
deleteMaster DeleteMaster-RequestParams,
bspLoad BSPLoad-RequestParams,
bspUnload BSPUnload-RequestParams,
queryUnits QueryUnits-RequestParams,
queryBFPs QueryBFPs-RequestParams,
bspAttach BSPAttach-RequestParams,
bspDetach BSPDetach-RequestParams,

enableUnitEvents
enableEventNotifications

EnableUnitEvents-RequestParams,

EnableEventNotifications-RequestParams,

CONTroTunit
control

freeBIRHandle
getBIRFromHandle
getHeaderFromHandle
subscribeToGUIEvents
unsubscribeFromGUIEvents
redirectGUIEvents
unredirectGUIEvents
queryGUIEventSubscriptions
notifyGUISelectEvent
notifyGUIStateEvent
notifyGUIProgressEvent
capture

createTemplate

process
processWithAuxBIR
verifyMatch
identifyMatch

enroll

verify

identify

import
presetldentifyPoptlation
transform

dbOpen

dbClosé

dbCreate

dbDelete

dbSetMarker
dbFreeMarker

dbStore

dbGetBIR
dbGetNextBIR
dbDeleteBIR
calibrateSensor
setPowerMode
setindicatorStatus

ControlUn-RequestParams,
Control-RequestParams,
FreeBIRHandle-RequestParams§;
GetBIRFromHandle-RequestParams,
GetHeaderFromHandle-ReguéstPara
SubscribeToGUIEventsiRequestParg
UnsubscribeFromGUIEvents-Requed
RedirectGUIEvents-RequestParams,
UnredirectGUIEvents-RequestParam
QueryGUIEventSubscriptions-Reque
NotifyGUISelectEvent-RequestParann
NotifyGUIStateEvent-RequestParamg

mns,
ms,
tParams,

B,
stParams,
S,

NotifyGUIProgressEvent-RequestPaljams,

Captupe-RequestParams,
CréateTemplate-RequestParams,
Process-RequestParams,
ProcessWithAuxBIR-RequestParamg
VerifyMatch-RequestParams,
IdentifyMatch-RequestParams,
Enroll-RequestParams,
Verify-RequestParams,
Identify-RequestParams,
Import-RequestParams,
PresetldentifyPopulation-RequestPa
Transform-RequestParams,
DbOpen-RequestParams,
DbClose-RequestParams,
DbCreate-RequestParams,
DbDelete-RequestParams,
DbSetMarker-RequestParams,
DbFreeMarker-RequestParams,
DbStoreBIR-RequestParams,
DbGetBIR-RequestParams,
DbGetNextBIR-RequestParams,
DbDeleteBIR-RequestParams,
CalibrateSensor-RequestParams,
SetPowerMode-RequestParams,

ams,

SetIndicatorStatus-RequestParams,

getindicatorStatus
cancel
registerBSP
unregisterBSP
registerBFP
unregisterBFP
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BIPResponse ::= SEQUENCE {

slaveEndpointIRI EndpointIRI,

masterEndpointIRlI EndpointIRI,

linkNumber Unsignedint,

requestld Unsignedint,

params CHOICE {
addMaster AddMaster-ResponseParams,
deleteMaster DeleteMaster-ResponseParams,
bspLoad BSPLoad-ResponseParams,
bspUnload BSPUnload-ResponseParams,
queryUnits QueryUnits-ResponseParams,
queryBFPs QueryBFPs-ResponseParams,
bspAttach BSPAttach-ResponseParams,
bspDetach BSPDetach-ResponseParams,

enableUnitEvents
enableEventNotifications

EnableUnitEvents-ResponseParams,

EnabieEventNotications-Responserarams
ControlUnit-ResponseParams,
Control-ResponseParams,
FreeBIRHandle-ResponseParams,
GetBIRFromHandle-ResponsePatams,
getHeaderFromHandle GetHeaderFromHandle-RespofiseParams,
subscribeToGUIEvents SubscribeToGUIEvents-ResponseParams,
unsubscribeFromGUIEvents UnsubscribeFromGUIEvents“ResponseParams,
redirectGUIEvents RedirectGUIEvents-RespohseParams,
unredirectGUIEvents UnredirectGUIEventssResponseParams,
queryGUIEventSubscriptions
QueryGUIEventSupscriptions-ResponseParpms,
NotifyGUISelectEvent-ResponseParams,
NotifyGUIStateEvent-ResponseParams,
NotifyGUIProgressEvent-ResponseParams,

controlUnit

control
freeBIRHandle
getBIRFromHandle

notifyGUISelectEvent
notifyGUIStateEvent
notifyGUIProgressEvent

capture Captuie-ResponseParams,
createTemplate CreateTemplate-ResponseParams,
process Process-ResponseParams,

processWithAuxBIR
verifyMatch
identifyMatch

RProcessWithAuxBIR-ResponseParams,
VerifyMatch-ResponseParams,
IdentifyMatch-ResponseParams,

enroll Enroll-ResponseParams,

verify Verify-ResponseParams,

identify Identify-ResponseParams,

import Import-ResponseParams,
presetldentifyPopulation PresetldentifyPopulation-ResponseParams,
transformy Transform-ResponseParams,
dbOpen DbOpen-ResponseParams,
dbClose DbClose-ResponseParams,
dhCreate DbCreate-ResponseParams,
dbDelete DbDelete-ResponseParams,
dbSetMarker DbSetMarker-ResponseParams,
dbFreeMarker DbFreeMarker-ResponseParams,
dbStore DbStoreBIR-ResponseParams,
dbGetBIR DbGetBIR-ResponseParams,
dbGetNextBIR DbGetNextBIR-ResponseParams,
dbDeleteBIR DbDeleteBIR-ResponseParams,
calibrateSensor CalibrateSensor-ResponseParams,
setPowerMode SetPowerMode-ResponseParams,

setindicatorStatus
getindicatorStatus
cancel
registedBSP
unregisterBSP
registerBFP
unregisterBFP

SetIndicatorStatus-ResponseParams,
GetlIndicatorStatus-ResponseParams,
Cancel-ResponseParams,
RegisterBSP-ResponseParams,
UnregisterBSP-ResponseParams,
RegisterBFP-ResponseParams,
UnregisterBFP-ResponseParams,

h

returnValue BioAPI-RETURN
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BIPNotification ::= SEQUENCE {
masterEndpointIRlI
slaveEndpointIRI
linkNumber
notificationld
params

masterDeletionEvent
unitEvent
guiSelectEvent
guiStateEvent
guiProgressEvent
bspRegistrationEvent
bspUnregistrationEvent
bfpRegistrationEvent
bfpUnregistrationEvent

EndpointIRI,

EndpointIRI,

Unsignedint,

Unsignedint,

CHOICE {
MasterDeletionEvent-NotificationParams,
UnitEvent-NotificationParams,
GUISelectEvent-NotificationParams,
GUIStateEvent-NotificationParams,
GUIProgressEvent-NotificationParams,
BSPRegistrationEvent-NotificationParams,
BSPUnregistrationEvent-NotificationParams,
BFPRegistrationEvent-NotificationParams,
BFPUnregistrationEvent-NotificationParams,

}

BIPAcknowledgement ::= SEQUENCE {
masterEndpointIRI
slaveEndpointIRI
linkNumber
notificationld
params
guiSelectEvent
guiStateEvent
guiProgressEvent

h

returnValue

EndpointIRI,

EndpointIRI,

Unsignedint,

Unsignedint,

CHOICE {
GUISelectEvent-AckiiowledgementParams,
GUIStateEvent-AcknowledgementParams,
GUIProgressEvent-AcknowledgementParam

iz

BiOAPI-RETURN

14.2 Tlhis and all other ASN.1 type definitions are assumed to be in an environment of automatic tags. [The formal

specificatign of the ASN.1 module with these typesisin Annex F.

15  BioAPI and BIP types

151  Ihtegers

15.1.1  Thefollowing integer ASN.1 types are defined in BIP:

UnsignedByte
UnsignedShgant
Unsignedint

Signedint

= INTECLCD

::= INTEGER (0..max-unsigned-byte)

2= INTEGER (0..max-unsigned-short)

::= INTEGER (0..max-unsigned-int)

2= INTEGER (min-signed-int..max-signed-int)

MerrorrAddress
where the value references are defined as follows:
max-unsigned-byte INTEGER ::= 255
max-unsigned-short INTEGER ::= 65535
max-unsigned-int INTEGER ::= 4294967295
min-signed-int

max-signed-int INTEGER ::= 2147483647
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15.1.2 Thebuilt-in ASN.1 type INTEGER occurs, always with arange constraint, in correspondence to an integer C
type (most frequently uint8_t). The set of values of the constrained ASN.1 typeis either the same or a subset of the set
of values of the C type (there may be one or more unconvertible C values). Conversion between the ASN.1 type and the
C type (in both directions) shall be done by mapping an integer ASN.1 abstract value to the corresponding (signed or
unsigned) C integer value. Clause 33 applies when an unconvertible integer C value is encountered.

15.1.3 The ASN.1 type UnsignedByte occurs in correspondence to the C type uint8 t. The set of values is the
same in both languages. Conversion between the ASN.1 type and the C type (in both directions) shall be done by
mapping an integer ASN.1 abstract value to the corresponding 8-bit C unsigned integer value.

1514 The ASN.1 type UnsignedShort occurs in correspondence to the C type uint16_t. The set of valuesisthe
same in both languages. Conversion between the ASN.1 type and the C type (in both directions) shall be done by
mapping an integer ASN.1 abstract value to the corresponding 16-bit C unsigned integer value.

15.1.5 The ASN.1 type UnsignedInt occurs in correspondence to the C type uint32 t. The set of values is the
same in bath languages. Conversion between the ASN.1 type and the C type (in both directions) shall be done by
mapping ar integer ASN.1 abstract value to the corresponding 32-bit C unsigned integer value.

15.1.6 Tlhe ASN.1 type SignedInt occurs in correspondence to the C type int32_t. The set of valuesisthe samein
both langugges. Conversion between the ASN.1 type and the C type (in both directions) shall be,dorie by mapping an
integer ASN.1 abstract value to the corresponding 32-bit C signed integer value.

15.1.7 The ASN.1 type MemoryAddress occurs in correspondence to the C type void® or a C function pointer
type. The mapping between ASN.1 values of type MemoryAddress and C pointersvaltes is not specified in this
Recommeridation | International Standard.

NOTE - Any implementation-defined mapping between MemoryAddress values and-C.pointer values is acceptalje so long as
each poipter value is mapped to a different MemoryAddress integer and that integer. s mapped back to the same fointer value.
The ASIN.1 type MemoryAddress does not occur in the content of any BIP messages exchanged between BIP erydpoints, and
therefore its abstract values are never encoded.

152 Character strings

15.21  Tlhe built-in ASN.1 type UTF8String occurs in correspondence to the C type uint8 t* where thg C variable
points to a gero-terminated octet array containing a UTF-8 encoded character string.
15.2.2  {onversion from the C pointer variable to the ASN.1 component shall be done as follows:

a) if the C pointer variable has the valueNUL L and the ASN.1 component is OPTIONAL, therj the ASN.1
component shall be absent;

b) if the C pointer variable has thewvaue NULL and the ASN.1 component is not OPTIONAL | then the C
value is unconvertible and.clatise 33 applies;

c) if the C pointer variablé.has a value different from NULL, then the content of the octet array pointed to
by the C variable up.to the first zero-valued octet (exclusive) shall be interpreted as the UTF{8 encoding
of acharacter string;“and the ASN.1 component shall be set to that character string.

15.23 (onversion from the ASN.1 component to the C pointer variable shall be done as follows:

a) if the ASN:I'component is OPTIONAL and is absent, then the C pointer variable shall be set fo NULL;

b) if thelASN.1 component is present, then, calling L the length (in octets) of the UTF-8 encdding of the
ASN:1 abstract character string, a newly allocated array of L + 1 octets shall be filled with that UTF-8
eneoding followed by a zero-valued octet, and the C variable shall be set to the address df that octet
array.

15.3 Uniform resour ce identifier s designating BIP endpoints
153.1 Thefollowing ASN.1 typeisdefined in BIP:

EndpointIRI ::= VisibleString (CONSTRAINED BY
{--The string shall conform to the "absolute-IRI" grammar--
--defined in IETF RFC 3987--)

15.3.2 The ASN.1 type EndpointIRI occurs in correspondence to the C type uint8 t* where the C variable points
to a zero-terminated octet array containing a uniform resource identifier.

15.3.3 Conversion from the C pointer variable to the ASN.1 component shall be done as follows:

a) if the C pointer variable has the value NUL L then the ASN.1 component shall be set to the local endpoint
IRI;
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1534

154
154.1

b) otherwise, the content of the octet array pointed to by the C variable up to the first zero-valued octet
(exclusive) shal be interpreted as the ASCII codes of a character string, and the ASN.1 component shall

be set to that character string.

Conversion from the ASN.1 component to the C pointer variable shall be done asfollows:

a) if the ASN.1 component contains the local endpoint IRI, then the C pointer variable shall be set

to NULL;

b) otherwise, caling L the length of the ASN.1 abstract character string, a newly allocated arr
octets shall be filled with the ASCII codes of the ASN.1 character string followed by a zero-v
and the C variable shall be set to the address of that octet array.

TypeBioAPI BFP _LIST ELEMENT
This C typeis defined in BioAPI asfollows:

ayof L+1
alued octet,

tygedef struct _bioapi_bfp_list_element {

BioAPI_CATEGORY BFPCategory;
BioAPI_UUID BFPUuid;
} BioAPI_BFP_LIST_ELEMENT;

15.4.2 The corresponding ASN.1 typein BIP is defined as follows:

154.3

individual

BioAPI-BFP-LIST-ELEMENT ::= SEQUENCE {

category BioAPI-CATEGORY,
bfpProductUuid BioAPI-UUID

}

Conversion between the C type and the ASN.1 type (in both directions) shall be done by converti
C members and ASN.1 components in accordance with Tablés.

Table5—Mapping between membersof the Ctype BioAPI_BFP_LIST_ELEMENT
and components of the ASN.1 type BiOAPI-BFP-LIST-ELEMENT

Ng between

Member of the C type Component of the ASN.1 type References
BHPCategory Category,. 15.21
BHPUuid bfpProductUuid 15.58

NOTE {No "HostingEndpointIRI" memberis present in the C type BioAPI_BFP_LIST _ELEMENT. ThisC ty]
the BiopPI_QueryBFPs function, andalBFPs in the BFP list returned by that function are in the same hosting B
which igthe BIP endpoint where the BSR4s running.

155
1551

26

Type BioAPI_BKP SCHEMA
Tlhis C typeis defined in BioAPI asfollows:

typedef stryefioapi_bfp_schema {

BioAPI_UUID BFPProductUuid;
BioAPI_CATEGORY BFPCategory;
BioAPI_STRING BFPDescription;

peisusedin
IP endpoint,

uint8 t *Path:
BioAPI_VERSION SpecVersion;
BioAPI_STRING ProductVersion;
BioAPI_STRING Vendor;
BioAPI_BIR_BIOMETRIC_DATA_FORMAT *BFPSupportedFormats;
uint32_t NumSupportedFormats;
BioAPI_BIR_BIOMETRIC_TYPE FactorsMask;
BioAPI_UUID BFPPropertyUuid;
BioAPI_DATA BFPProperty;
uint8_t *HostingEndpointIRlI,

} BioAPI_BFP_SCHEMA,;
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15.5.2  The corresponding ASN.1 typein BIP is defined as follows:
BioAPI-BFP-SCHEMA ::= SEQUENCE {
bfpProductUuid BioAPI-UUID,
category BioAPI-CATEGORY,
description BioAPI-STRING,
path UTF8String,
specVersion BioAPI-VERSION,
productVersion BioAPI-STRING,
vendor BioAPI-STRING,
supportedFormats SEQUENCE (SIZE(0..max-unsigned-int)) OF
format BioAPI-BIR-BIOMETRIC-DATA-FORMAT,
factorsMask BioAPI-BIR-BIOMETRIC-TYPE,
propertyUuid BioAPI-UUID,
property BioAPI-DATA,
hostingEndpointIRI EndpointIRI
t
155.3 (onversion between the C type and the ASN.1 type (in both directions) shall be done by convertipg between
individual € members and ASN.1 components in accordance with Table 6.
Table 6 — Mapping between membersof the C type BioAPI BFP_SGHEMA
and components of the ASN.1 type BioAPI-BFP-SCHEMA
Member of the C type Component of the ASN.1 type References
BHPProductUuid bfpProductUuid 15.58
BHPCategory Category 1521
BHPDescription Description 15.53
Pafh Path 15.2
SpecVersion specVersion 15.59
PrgductVersion productVersion 15.53
Vehdor Vendor 15.53
BHPSupportedFormats, supportedFormats 1554 and 15.5.5
NumSupportedFormats
FaftorsMask factorsMask 15.10
BHPPropertyUuid propertyUuid 15.58
BHPProperty Property 15.22
HastingEndpointIRlI hostingEndpointIRI 153
155.4  Qonversion from the pairof C members BFPSupportedFormats/NumSupportedFormats tqthe ASN.1
component] supportedFormats shall be done as follows: Caling N the vaue of th¢ member
NumSupgortedFormats,‘\each of the first N elements (of type BioAPI_BIR_BIOMETRIC DATA FHORMAT —
see 15.8) i the array pointed to by the member BFPSupportedFormats shall be converted, in order, tofan element
of the component supportedFormats as specified in 15.8. The component supportedFormats shall have exactly
N element
1555 onversion from the ASN.1 component supportedFormats to the par of C| members
BFPSupppretFormats/NumSupportedFormats shal be done as follows: Calling N the number of glements of

the component supportedFormats, a newly alocated aray of N €eements of type
BioAPI BIR BIOMETRIC DATA FORMAT (see 15.8) shall be filled by converting each element of the
component supportedFormats, in order, to an element of the array as specified in 15.8. The member
BFPSupportedFormats shall be set to the address of the array, and the member NumSupportedFormats shal be
setto N.
NOTE — While the C type BioAPI_BSP_SCHEMA (see 15.19) includes a BSP access UUID, there is no BFP access UUID in
the C type BioAPI_BFP_SCHEMA. Since BFPs are not accessed directly by any BioAPI function, a BFP access UUID is not
needed. The endpoint IRI is included in this C type because an application may wish to call BioAPIEnumBFPs to obtain the
list of BFPs, learn about a BFP available in some BIP endpoint, and then remotely load a BSP in that BIP endpoint in an attempt
to use that BFP.
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TypeBioAPI BIR
This C typeisdefined in BioAPI asfollows:

typedef struct bioapi_bir {

156.2

15.6.3
BIR (see

BioAPI_BIR_HEADER Header;

BioAPI_DATA BiometricData;

BioAPI_DATA SecurityBlock;
} BioAPI_BIR;

The corresponding ASN.1 typein BIP is defined as follows:

BioAPI-BIR ::= SEQUENCE {
patronFormatOwner UnsignedShort,
patronFormatType UnsignedShort,
formattedBIR OCTET STRING

}

Gonversion from the C type to the ASN.1 type shall be done by serializing the value of the C typeit
SO/IEC 19784-1, Annex B) placing the resulting BIR in the formattedBIR octet_string

patronFofmatOwner and patronFormatType to 257 and 8 (respectively).

NOTE

- In any abstract value of this ASN.1 type, the formattedBIR component consists of the octets-of a BIR i

specified in Annex B of BioAPI. A transport protocol binding implementation can either include the octet string in

asitis,

15.6.4

qr convert it to another patron format prior to encoding (see 13.17).

Gonversion from the ASN.1 type to the C type shall be done by interpretingthe.content of the forr

octet string as a BioAPI BIR (see ISO/IEC 19784-1, Annex B) and deserializing it\inte a value of the C typ
that patropFormatOwner and patronFormatType have the values 257 and.8)(respectively). If these
have differpnt values, then the framework shall create and send a response BIP-message that matches the
message, With the return value set to BioAPIERR_ PATRON FORMAT AOT SUPPORTED.

NOTE

—{ This occurs when the implementation of the transport protocol bifiding has received a message containing

unsupported or disallowed patron format, which cannot be converted to the BioAPI BIR patron format (see 13.18).

15.7
1571

Type BioAPI_ BIR_ARRAY_ POPULATIQN
Tlhis C typeis defined in BioAPI as follows:

tygedef struct bioapi_bir_array_ populations

}
15.7.2

15.7.3

uint32_t NumberOfMembers;
BioAPI_BIR *Members;
HioAPl_BIR_ARRAY_POPULATION

Tlhe corresponding ASN.1 typein-BIP is defined as follows:

BioAPI-BIR-ARRAY-POPULATION ::= SEQUENCE {
members SEQUENCE (SIZE(0..max-unsigned-int)) OF
member BioAPI-BIR
}

Qonversion from ‘the pair of C members NumberOfMembers/Members to the ASN.1

0 aBioAPI
pnd  setting

h the format
he encoding

hattedBIR
e, provided
omponents
equest BIP

aBIRinan

component

members| shall be-done as follows: Calling N the value of the member NumberOfMembers, each

order, to ap element of the component members as specified in 15.6. The component members shall h

of the first

e exactly

N elementd (of typesBToAPI BIR — see 15.6) in the array pointed to by the member Members shall be CtF/verted, in

N elements

15.7.4

28

Conversion from the ASN.1 component members to the pair of C members NumberOfMembers/
Members shall be done as follows: Calling N the number of elements of the component members, a newly allocated
array of N elements of type BioAPI BIR (see 15.6) shall be filled by converting each element of the component
members, in order, to an element of the array as specified in 15.6. The member Members shall be set to the address
of the array, and the member NumberOfMembers shall be set to N.
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15.8 TypeBioAPI BIR_BIOMETRIC_DATA_ FORMAT
158.1 ThisCtypeisdefined in BioAPI asfollows:

typedef struct bioapi_bir_biometric_data format {
uintl6é_t FormatOwner;
uintlé_t FormatType;
} BioAPI_BIR_BIOMETRIC_DATA_FORMAT;

15.8.2  The corresponding ASN.1 type in BIP is defined as follows:

BioAPI-BIR-BIOMETRIC-DATA-FORMAT ::= SEQUENCE {
formatOwner UnsignedShort,
formatType UnsignedShort

}

1 SO/I EC 24708:2008 (E)

15.8.3 Conversion between the C type and the ASN.1 type (in both directions) shall be done by converting between

individual €Tnembars and A SN COMpOnents i accordance Wity Tabnte 7.

Table 7 —Mapping between members of the C type BioAPI BIR_BIOMETRIC DATAf EOR
and components of the ASN.1 type BioAPI-BIR-BIOMETRIC-DATA-FORMAT

AT

Member of the C type Component of the ASN.1 type References
FormatOwner formatOwner 15.14
FofmatType formatType 15.1.4

15.9 TypeBioAPI_BIR_BIOMETRIC_PRODUCT _ID
15.9.1 ThisCtypeisdefined in BioAPI asfollows:

tygedef struct bioapi_bir_biometric_product_ID {
uintl6_t ProductOwner,;
uintl6_t ProductType;

} BioAPI_BIR_BIOMETRIC_PRODUCT\(h¥

15.9.2  Tlhe corresponding ASN.1 typein BIP is defined as follows:

Bip API-BIR-BIOMETRIC-PRODUCT-ID ::2 SEQUENCE {
productOwner UnsignedShort,
productType UnsignedShort

}

15.9.3 (onversion between the C type and the ASN.1 type (in both directions) shall be done by converti

individual € members and ASN.1 cemponents in accordance with Table 8.

Table 8 — M apping between members of the C type BioAP| BIR BIOMETRIC PRODUCT _
and-components of the ASN.1 type BioAPI-BIR-BIOMETRIC-PRODUCT-ID

D

M ember-of the C type Component of the ASN.1 type References
Prepdyci@dner productOwner 15.1.4
PraddeiType productType 1514

1510 TypeBioAPI_BIR_BIOMETRIC_TYPE

15.10.1 ThisCtypeisdefined in BioAPI asfollows:
typedef uint32_t BioAPI_BIR_BIOMETRIC_TYPE;

ITU-T Rec. X.1083 (11/2007)
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15.10.2 Thefollowing manifest constants are defined in BioAPI in support of this C type:

#define BioAPI_NO_BIOTYPE_AVAILABLE (0x00000000)

#define BioAPI_TYPE_MULTIPLE_BIOMETRIC_TYPES (0x00000001)

#define BioAPI_TYPE_FACE (0x00000002)

#define BioAPI_TYPE_VOICE (0x00000004)

#define BioAPI_TYPE_FINGER (0x00000008)

#define BioAPI_TYPE_IRIS (0x00000010)

#define BioAPI_TYPE_RETINA (0x00000020)

#define BioAPI_TYPE_HAND GEOMETRY (0x00000040)

#define BioAPI_TYPE_SIGNATURE_SIGN (0x00000080)

#define BioAPI_TYPE_KEYSTROKE (0x00000100)

#define BioAPI_TYPE_LIP_MOVEMENT (0x00000200)

#define BioAPI_TYPE_GAIT (0x00001000)

#define BioAPI_TYPE_VEIN (0x00002000)

#define BioAPI_TYPE_DNA (0x00004000)

#d pfre—BieAP—PHRE—AR (02086686663

#dpfine BioAPI_TYPE_FOOT (0x00010000) D

#dpfine BioAPI_TYPE_SCENT (0x00020000) QQ

#dpfine BioAPI_TYPE_OTHER (0x40000000) (1/

#define BioAPI_TYPE_PASSWORD (0x80000000) qu
15.10.3 TJhe corresponding ASN.1 type in BIP is defined as follows: /\

15.104 (
the ASN.1

mapped to

thirty-one hits shall

1511 T

i0API-BIR-BIOMETRIC-TYPE :

typeMultipleBiometricTypes
typeFace

typeVoice

typeFinger

typelris

typeRetina
typeHandGeometry
typeSignatureSign
typeKeystroke
typeLipMovement

typeGait
typeVein
typeDNA
typeEar
typeFoot
typeScent

c\}‘
typeOther

N\
typePasswqrg)
} (SIZE(32))

= BIT STRING {

).
).
),
@),
(4),
),
(6)

‘53%’

(12),
(13),
(14),
(15),
(16),
@an,
(30),

(31)

q/b‘

O
&
o

s\\@

«°
QO

onversion betweiﬁ® C type and the ASN.1 type (in both directions) shall be done as follows:

bit string shall
the least si
apped in order.

3@@ 0AP|_BIR_DATA_TYPE

apped to a bit of the C unsigned integer. The leading bit of the bit string (bit
nt bit of the uns igned integer (corresponding to the value 0x00000001), and thé remaining

15111 T

nis C typelsaerned In bIOAFT aSTOITOWS.

typedef uint8_t BioAPI_BIR_DATA_TYPE;

15.11.2 Thefollowing manifest constants are defined in BioAPI in support of this C type:

#define BioAPI_BIR_DATA_TYPE_RAW

#define BioAPI_BIR_DATA_TYPE_INTERMEDIATE

#define BioAPI_BIR_DATA_TYPE_PROCESSED
#define BioAPI_BIR_DATA_TYPE_ENCRYPTED
#define BioAPI_BIR_DATA_TYPE_SIGNED
#define BioAPI_BIR_INDEX_PRESENT

30
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15.11.3 The corresponding ASN.1 typein BIP isdefined as follows:

BioAPI-BIR-DATA-TYPE ::= SEQUENCE {
ENUMERATED {

}

processedLevel

raw,

intermediate,

processed,

h
flags
encrypted

signed

index-present
} (SIZE

BIT STRING {

(0),
(1),
©)

(4))

| SO/I EC 24708:2008 (E)

15.11.4 Canversion hetween the C type and the ASN 1 type (in both directions) shall be done as follows:

s of the C
cant of the

C unsigned

PE

a the component flags of the ASN.1 type shall be mapped to the four most significant. bi
unsigned integer; the leading bit (bit 0) of this component shall be mapped to the least Signif
four most significant bits of the C unsigned integer (the one corresponding to the.value 0x10), and the
remaining three bits shall be mapped in order; and

b) the component processedLevel shall be mapped to the four least significant bits of the
integer in accordance with Table 9.

Talyle 9 — Mapping between the least significant four bitsof the C typeBIWOAPI BIR DATA TY
and the component processedLevel of the ASN.1 type BigAPT-BIR-DATA-TYPE
Valueat bit Valueat bit Value at bit Valueat bit Value of the ASN.1
position 8 position 7 position 6 position 5 component
0x01 0x02 0x04 0x08 processedLevel
1 0 0 0 raw
0 1 0 0 intermediate
0 0 1 0 processed

other combinations of values

none —the C value is unconvertible
and clause 33 applies

1512 T

15121 T
ty

15122 T

#d
#d

15123 T

ype BioAPI_BIR_HANDNE

his C typeis defined in BioAPI as follows:
edef int32_t BioAPL8NR_HANDLE;

he following manifest constants are defined in BioAPI in support of this C type:

efine BioARININVALID_BIR_HANDLE
efine BiQARTUNSUPPORTED_BIR_HANDLE (-2)

(-1)

he corfesponding ASN.1 type in BIP is defined as follows:

E1ioAPI-BIR-HANDLE ;= Signedint

15.12.4 Conversion between the C type and the ASN.1 type (in both directions) shall be done as specified in 15.1.6.

1513 TypeBioAPI BIR HEADER
15.13.1 ThisCtypeisdefined in BioAPI asfollows:

typedef struct bioapi_bir_header {

BioAPI_VERSION HeaderVersion;

BioAPI_BIR_DATA_TYPE Type;

BioAPI_BIR_BIOMETRIC_DATA_FORMAT Format;
BioAPI_QUALITY Quality;

BioAPI_BIR_PURPOSE Purpose;
BioAPI_BIR_BIOMETRIC_TYPE FactorsMask;

BioAPI_BIR_BIOMETRIC_PRODUCT_ID ProductlD;
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BioAPI_DTG CreationDTG;
BioAPI_BIR_SUBTYPE Subtype;
BioAPI_DATE ExpirationDate;
BioAPI_BIR_SECURITY_BLOCK_FORMAT SBFormat;
BioAPI_UUID Index;

} BioAPI_BIR_HEADER

15.13.2 The corresponding ASN.1 typein BIP isdefined as follows:
BioAPI-BIR-HEADER ::= SEQUENCE {

patronFormatOwner UnsignedShort,
patronFormatType UnsignedShort,
formattedBIR OCTET STRING

}

15.13.3 Conversion from the C type to the ASN.1 type shall be done by serializing the value of the C type to a BioAPI
BIR as specified in ISO/IEC 19784-1, Annex B, placing the resulting BIR in the formattedBIR component, and

setting pat
NOTE —

fonFormatOwner and patronFormatType to 257 and 8 (respectively).
In any abstract value of this ASN.1 type, the formattedBIR component consists of the octets of a-BIR'i

specified in Annex B of BioAPI, with an empty BDB and SB. A transport protocol binding implementation/Can-eithg

octet stri

15134 (
component

ng in the encoding asit is, or convert it to another patron format prior to encoding (see 13.17).

onversion from the ASN.1 type to the C type shall be done by interpreting the contentof the forn
as a BioAPI BIR as specified in ISO/IEC 19784-1, Annex B, and deseridizingitinto a value of

provided that patronFormatOwner and patronFormatType have the values 257 and 8 (respectivel

component
request BIF

NOTE
unsuppo

1514 T

15141 T
ty

15.14.2 T

#d
#d
#d
#d
#d
#d
#d

15143 T
Bi

P message, with the return value set to BioAPIERR_PATRON_FORMAT NOT_SUPPORTE

This occurs when the implementation of the transport protocol binding hasTeceived a message containing
rted or disallowed patron format, which cannot be converted to the BioA®RI BIR patron format (see 13.18).

ype BioAPI_BIR_PURPOSE

his C typeis defined in BioAPI asfollows:
edef uint8_t BioAPI_BIR_PURPOSE;

h the format
r include the

hattedBIR
the C type,
). If these

5 have different values, then the framework shall create and send a response BIP message that natches the

D.
aBIRinan

he following manifest constants are defined in'BioAPI in support of this C type:
bfine BioAPI_ PURPOSE_VERIFY (1)
bfine BioAPI_PURPOSE_IDENTIFY )
cfine BioAPI_PURPOSE_ENROLK (3)
efine BioAPI_PURPOSE_ENR@®LL FOR_VERIFICATION_ONLY 4)
bfine BioAPI_PURPOSE_ENROLL_FOR_IDENTIFICATION_ONLY (5)
bfine BioAPI_PURPOSE_AUDIT (6)
fine BioAPI_PURPOSE® ANY )
he corresponding ASN:1 type in BIP is defined as follows:
DAPI-BIR-PURROSE ::= ENUMERATED {

verify,

identify,

enroll,

enrollVerify,

enrollldentify,

audit,

any,

}

15.14.4 Conversion between the C type and the ASN.1 type (in both directions) shall be done in accordance with

Table 10.
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Table 10 — Mapping between individual values of the C type BioAPI BIR PURPOSE
and abstract values of the ASN.1 type BioAPI-BIR-PURPOSE

Value of the C type Abstract value of the ASN.1 type
1 (BioAPI_PURPOSE_VERIFY) verify
2 (BioAPI_PURPOSE_IDENTIFY) identify
3 (BioAPI_PURPOSE_ENROLL) enroll
4 (BioAP|_PURPOSE_ENROLL_FOR_VERIFICATION_ONLY) enrol|Verify
5 (BioAPI_PURPOSE_ENROLL_FOR_IDENTIFICATION_ONLY) enrollldentify
6 (BioAPI_PURPOSE_AUDIT) audit
7 (BioAPI_PURPOSE_ANY) any
other values none — the C value is unconvertible and
clause 33 applies
15.15 TypeBioAPI BIR_SECURITY_BLOCK_ FORMAT

15151 T
ty

15152 T

15153

BioAPI-BIR-SECURITY-BLOCK-FORMAT ::= SEQUENCE {

his C typeis defined in BioAPI asfollows:

edef struct bioapi_bir_security block_format {
uintl6_t SecurityFormatOwner;
uintl6_t SecurityFormatType;
} BioAPI_BIR_SECURITY_BLOCK_FORMAT;

he corresponding ASN.1 typein BIP is defined as follows:

formatOwner UnsignedShort,
formatType UnsignedShort

}

individual € members and ASN.1 components in accordancewith Table 11.
Table 11 — Mapping between membersof the C typeBioAPI_BIR_SECURITY BLOCK FORMAT
and components of the ASN.1 type BioAPI-BIR-SECURITY-BLOCK-FORMAT
Member of the C type Component of the ASN.1 type References
SefurityFormatOwner formatOwner 15.14
SefurityFormatType formatType 15.1.4
1516 TypeBioAPIBHR SUBTYPE

15161 T

his C typeisdefined in BioAPI asfollows:

typedef 1q8_t BioAPI_BIR_SUBTYPE;

15.16.2 The'following manifest constants are defined in BioAPI in support of this C type:
#define BioAPl_BIR_SUBTYPE_VEIN_ONLY_ MASK (0x80)
#define BioAPI_BIR_SUBTYPE_LEFT_MASK (0x01)
#define BioAPI_BIR_SUBTYPE_RIGHT_MASK (0x02)
#define BioAPI_BIR_SUBTYPE_THUMB (0x04)
#define BioAPI_BIR_SUBTYPE_POINTERFINGER (0x08)
#define BioAPI_BIR_SUBTYPE_MIDDLEFINGER (0x10)
#define BioAPI_BIR_SUBTYPE_RINGFINGER (0x20)
#define BioAPl_BIR_SUBTYPE_LITTLEFINGER (0x40)
#define BioAPI_BIR_SUBTYPE_VEIN_PALM (0x04)
#define BioAPI_BIR_SUBTYPE_VEIN_BACKOFHAND (0x08)
#define BioAPI_BIR_SUBTYPE_VEIN_WRIST (0x10)
#define BioAPI_NO_SUBTYPE_AVAILABLE (0x00)
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15.16.3 The corresponding ASN.1 typein BIP is defined as follows:

BioAPI-BIR-SUBTYPE ::= CHOICE {

any-subtype BIT STRING {
left (0),
right 1),
thumb ),
pointerFinger 3),
middleFinger (4),
ringFinger 5),
littleFinger (6)} (SIZE(7)),

vein-only-subtype BIT STRING {
left (0),
right 1),
veinPalm 2),

veinBackofhand (3)
VC;II‘VA\III IQt =

\"l! \S:’—'—\')} %
} QQ
15.16.4 (onversion between the C type and the ASN.1 type (in both directions) shall be done asfollows:
the ASN.1bit string shall be mapped to a bit of the C unsigned integer. The leading bit of th9grl ring (bit
mapped to [the least significant bit of the unsigned integer (corresponding to the value OxO]» d the rema
bits shall be mapped in order.
1517 TypeBioAPI BIR SUBTYPE MASK O\\<</
1517.1 Tlhis C type s defined in BioAP! as follows: ‘\\%
tygedef uint32_t BioAPI_BIR_SUBTYPE_MASK; o
15.17.2 Tlhefollowing manifest constants are defined in BioAPI i @@port of this C type:
#dkfine BioAPI_BIR_SUBTYPE_LEFT BIT NS (0x00000001)
#dpfine BioAPI_BIR_SUBTYPE_RIGHT_BIT \\) (0x00000002)
#dpfine BioAPI_BIR_SUBTYPE_LEFT_THUMB (0x00000004)
#dpfine BioAPI_BIR_SUBTYPE_LEFT POlNTB@NGER BIT (0x00000008)
#dpfine BioAPI_BIR_SUBTYPE_LEFT_MID INGER_BIT (0x00000010)
#dpfine BioAPI_BIR_SUBTYPE_LEFT_R} NGER BIT (0x00000020)
#define BioAPI_BIR_SUBTYPE_LEFT IsNYLEFINGER_BIT (0x00000040)
#dpfine BioAPI_BIR_SUBTYPE_RIG)M-QTHUMB_BIT (0x00000080)
#dpfine BioAPI_BIR_SUBTYPE_| _POINTERFINGER_BIT (0x00000100)
#dpfine BioAPI_BIR_SUBTYPE! HT_MIDDLEFINGER_BIT (0x00000200)
#dpfine BioAPI_BIR_SUBTY IGHT_RINGFINGER_BIT (0x00000400)
#dEfine BioAPI_BIR_SUBTYPE_RIGHT_LITTLEFINGER_BIT (0x00000800)
#dpfine BioAPI_BIR_S YPE_LEFT_VEIN_PALM_BIT (0x00001000)
#define BioAPI_BIR TYPE_LEFT VEIN_BACKOFHAND BIT  (0x00002000)
#define BioAPI_BI BTYPE_LEFT_VEIN_WRIST_BIT (0x00004000)
#dpfine BioAPI » SUBTYPE_RIGHT_VEIN_PALM_BIT (0x00008000)
#dpfine BioA _SUBTYPE_RIGHT_VEIN_BACKOFHAND_BIT (0x00010000)
#dpfine Bio@ M BIR_SUBTYPE_RIGHT_VEIN_WRIST_BIT (0x00020000)
15.17.3 Tlhe onding ASN.1 typein BIP is defined as follows:
Bip IR-SUBTYPE-MASK ::=BIT STRING {
Teft oy,
right 1),
left-thumb (2),
left-pointerfinger 3),
left-middlefinger 4),
left-ringfinger (5),
left-littlefinger (6),
right-thumb ),
right-pointerfinger (8),
right-middlefinger (9),
right-ringfinger (20),
right-littlefinger (11),
left-vein-palm (12),
left-vein-backofhand (13),
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left-vein-wrist (14),
right-vein-palm (15),
right-vein-backofhand (16),
right-vein-wrist a7)

} (SIZE(32))

15.17.4 Conversion between the C type and the ASN.1 type (in both directions) shall be done as follows. Each bit of
the ASN.1 bit string shall be mapped to a bit of the C unsigned integer. The leading bit of the bit string (bit 0) shall be
mapped to the least significant bit of the unsigned integer (corresponding to the value 0x00000001), and the remaining
thirty-one bits shall be mapped in order.

1518 TypeBioAPI BOOL

15.18.1 ThisCtypeisdefined in BioAPI asfollows:
typedef int8 t BioAPI BOOL;

15.18.2 Tlhefollowing manifest constants are defined in BioAPI in support of this C type:

#dpfine BioAPI_FALSE )
#dpfine BioAPI_TRUE (IBioAPI_FALSE)

15.18.3 Tlhe corresponding ASN.1 typein BIP isthe built-in type BOOLEAN.

15.18.4 (onversion between the C type and the ASN.1 type (in both directions) shall be done in accordance with
Table 12.

Table 12 — Mapping between individual values of the Citype BioAPI BOOL
and abstract values of the ASN.1 type BOOLEAN

Value of the C type Abstract value of the ASN.1 type
0 (BioAPI_FALSE) FALSE
1 (BioAPI_TRUE) TRUE
other values none —{the C value is unconvertible and clause 33 applies

1519 TypeBioAPI BSP SCHEMA
15.19.1 TlhisC typeisdefined in BioAPI asfoeltows:

tygedef struct _bioapi_bsp_scRema {
BioAPI_UUID BSPPRQductUuid;
BioAPI_STRING8SPDescription;

uint8_t *Path;

BioAPI_VERSION SpecVersion;
BioAPI_STRING ProductVersion;
BioAPI&QPRING Vendor;
BioAR/~BIR_BIOMETRIC_DATA_FORMAT *BSPSupportedFormats;
uit32_t NumSupportedFormats;
BioAPI_BIR_BIOMETRIC_TYPE FactorsMask;
BioAPI_OPERATIONS_MASK Operations;
BioAPI_OPTIONS_MASK Options;
BTOAPT_FMR PayloadPolicy;

uint32_t MaxPayloadSize;

int32_t DefaultVerifyTimeout;

int32_t DefaultldentifyTimeout;

int32_t DefaultCaptureTimeout;

int32_t DefaultEnrollTimeout;

int32_t DefaultCalibrateTimeout;

uint32_t MaxBSPDbSize;

uint32_t Maxldentify;

uint8_t *HostingEndpointIRlI;
BioAPI_UUID BSPAccessUuid;

} BioAPI_BSP_SCHEMA,;
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15.19.2 The corresponding ASN.1 typein BIP isdefined as follows:
BioAPI-BSP-SCHEMA ::= SEQUENCE {

bspProductUuid BioAPI-UUID,

description BioAPI-STRING,

path UTF8String,

specVersion BioAPI-VERSION,

productVersion BioAPI-STRING,

vendor BioAPI-STRING,

supportedFormats SEQUENCE (SIZE(0..max-unsigned-int)) OF
format BioAPI-BIR-BIOMETRIC-DATA-FORMAT,

factorsMask BioAPI-BIR-BIOMETRIC-TYPE,

operations BioAPI-OPERATIONS-MASK,

options BioAPI-OPTIONS-MASK,

payloadPolicy BioAPI-FMR,

maxPayloadSize Unsignedint,

ubluultv\/lllylllllbuul ulyllbullll,

defaultldentify Timeout Signedint,

defaultCaptureTimeout Signedint,

defaultEnrollTimeout Signedint,

defaultCalibrateTimeout Signedint,

maxBSPDbSize Unsignedint,

maxldentify Unsignedint,

hostingEndpointIRI EndpointIRI,

bspAccessUuid BioAPI-UUID

}

15.19.3 (onversion between the C type and the ASN.1 type (in both directions).shall be done by convertipg between
individual € members and ASN.1 components in accordance with Table 13.

Table 13 — Mapping between members of the Ctype BioAPI BSP SCHEMA
and components of the ASN.1 type Big API-BSP-SCHEMA

Member of the C type Component of<the ASN.1 type References
BYPProductUuid bspProductUuid 15.58
BYPDescription description 15.53
Path Path 15.2
SpecVersion specyersion 15.59
PreductVersion productVersion 15.53
Vehdor vendor 15.53
BYPSupportedFormats, supportedFormats 15.19.4 and 15.19.5
NumSupportedFormats
FaftorsMask factorsMask 15.10
Ogerations operations 15.48
Oqtions options 15.49
PalyloadPolify payloadPolicy 15.32
MgxPayloagdSize maxPayloadSize 15.1.5
Defadlp\VErify Timeout defaultVerify Timeout 15.1.6
Defanttidentify Tmeoat defantttdentify Fimeont 1516
DefaultCaptureTimeout defaultCaptureTimeout 15.1.6
DefaultEnrollTimeout defaultEnroll Timeout 15.1.6
DefaultCalibrateTimeout defaultCalibrateTimeout 15.1.6
MaxBSPDbSize maxBSPDbSize 15.1.5
Maxldentify max|dentify 15.1.5
HostingEndpointIRI hostingEndpointIRI 153
BSPAccessUuid bspAccessUuid 15.58
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15.19.4 Conversion from the pair of C members BSPSupportedFormats/NumSupportedFormats tothe ASN.1
component supportedFormats shal be done as follows. Caling N the value of the member
NumSupportedFormats, each of the first N elements (of type BioAPI BIR BIOMETRIC _DATA FORMAT —
see 15.8) in the array pointed to by the member BSPSupportedFormats shal be converted, in order, to an element
of the component supportedFormats as specified in 15.8. The component supportedFormats shall have exactly
N elements.

15.19.5 Converson from the ASN.1 component supportedFormats to the pair of C members
BSPSupportedFormats/NumSupportedFormats shall be done as follows: Caling N the number of elements of
the component supportedFormats, a newly alocated aray of N €elements of type
BioAPI_BIR_BIOMETRIC_DATA FORMAT (see 15.8) shal be filled by converting each element of the
component supportedFormats, in order, to an element of the array as specified in 15.8. The member
BSPSupportedFormats shall be set to the address of the array, and the member NumSupportedFormats shal be
set to N.

1520 TypeBioAPI CANDIDATE
15.20.1 TlhisC typeisdefined in BioAPI asfollows:

tygedef struct bioapi_candidate {
BioAPI_IDENTIFY_POPULATION_TYPE Type;
union {
BioAPI_UUID *BIRInDataBase,;
uint32_t *BIRInArray;
} BIR;
BioAPI_FMR FMRAchieved
} BioAPI_CANDIDATE;

15.20.2 Tlhe corresponding ASN.1 type in BIP is defined as follows:
Bip API-CANDIDATE ::= SEQUENCE {

bir CHOICE {
birinDatabase BiOAPI-UUID,
birlnArray tnsignedint,
birinPresetArray Unsignedint

fr"nrAchieved BioAPI-FMR

}

15.20.3 ({onversion between the C type and.thé ASN.1 type (in both directions) shall be done by converting between
individual € members and ASN.1 components in accordance with Table 14.

Table 14 — M apping between members of the C type BioAPI_CANDIDATE
and.components of the ASN.1 type BioAPI-CANDIDATE

Member of the'C type Component of the ASN.1 type References
Type, BIR Bir 15.20.4 and 15.20.5
FMRAchievéd fmrAchieved 15.32

15.20.4 (onversion from the pair of C members Type/BIR to the ASN.1 component bir shall be dore by using

Table 15 taperfarm the fallowing actions (in arder):

a) determine which aternative of the member BIR is present, based on the value of Type;
b) select the dternative of the component bir corresponding to the value of Type;
¢) convert the C member to the alternative of the component bir.

15.20.5 Conversion from the ASN.1 component bir to the pair of C members Type/BIR shall be done by using
Table 15 to perform the following actions (in order):

a) set the member Type based on the alternative of the component bir that is present;
b) select the corresponding alternative of the member BIR;
¢) convert the ASN.1 component to the C member.
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Table 15— Mapping between alter natives of the member BIR of the C type BioAPI CANDIDATE
and alter natives of the component bir of the ASN.1type BioAPI-CANDIDATE

Value of the member Type Altrﬁr;ﬁégegréhe A&er:]gag:]\éﬁf[)itre References
1 (BioAPI_DB_TYPE) BIRInDataBase birlnDatabase clause 19 in conjunction with 15.58
2 (BioAPI_ARRAY_TYPE) BIRInArray birlnArray clause 19 in conjunction with 15.1.5
3 (BioAPI_PRESET_ARRAY_TYPE) BIRInPresetArray birlnPresetArray clause 19 in conjunction with 15.1.5
other values none — the C value is unconvertible and clause 33 applies

1521 TypeBioAP| CATEGORY

15.21.1 ThisCtypeisdefined in BioAPI asfollows:
tygedef uint32_t BioAPI_CATEGORY;

15.21.2 Tlhefollowing manifest constants are defined in BioAPI in support of this C type:

#dpfine BioAPI_CATEGORY_ARCHIVE (0x00000001)
#dpfine BioAPI_CATEGORY_COMPARISON_ALG  (0x00000002)
#dpfine BioAPI_CATEGORY_PROCESSING_ALG  (0x00000004)
#dpfine BioAPI_CATEGORY_SENSOR (0x00000008)

15.21.3 Tlhe corresponding ASN.1 typein BIP isdefined as follows:

Bip API-CATEGORY ::= ENUMERATED {
archive,
comparisonAlgorithm,
processingAlgorithm,
sensor,

}

15.21.4 (onversion between the C type and the ASN.1 type (in both directions) shall be done in accordance with
Table 16.

Table 16 — M apping between individual values of the C type BioAPI CATEGORY
and abstract valuesof the ASN.1type BioAPI-CATEGORY

Value of the C type Abstract value of the ASN.1 type
1 (BioAPI_CATEGORY_ARCHIVE) archive
2 (BioAPI_CATEGORY_COMBARISON_ALG) comparisonAlgorithm
4 (BioAPI_CATEGORY_RROCESSING_ALG) processingAlgorithm
8 (BioAPI_CATEGORY_SENSOR) sensor
other vielues none — the C value is unconvertible and clause 33 appligs

1522 TypeBioAPI DATA
15.22.1 ThisCtypeisdefined in BioAPI asfollows:

typedef struct bioapi_dataf{
uint32_t Length;
void *Data;
} BioAPI_DATA;

15.22.2 The corresponding ASN.1 typein BIP is defined as follows:
BioAPI-DATA ::= OCTET STRING (SIZE(0..max-unsigned-int))

15.22.3 Conversion from the C variable to the ASN.1 component shall be done as follows:

a) if the member Data of the C variable has the value NULL and the ASN.1 component is OPTIONAL,
then the ASN.1 component shall be absent;

b) if the member Data of the C variable has the vaue NULL and the ASN.1 component is not
OPTIONAL, then the C value is unconvertible and clause 33 applies,
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if the member Data of the C variable has a value different from NULL, then, calling L the value of the

member Length of the C type, the first L octets of the octet array pointed to by the member Data of

the C type shall form an octet string to be assigned to the ASN.1 abstract value.

15.22.4 Conversion from the ASN.1 component to the C variable shall be done as follows:

a) if the ASN.1 component is OPTIONAL and is absent, then the member Data of the C variable shall be
set to NULL, and the member Length of the C variable shall be set to 0;
b) if the ASN.1 component is present, then, calling L the length of the ASN.1 abstract octet string, a newly

alocated array of L octets shall be filled with the octets of that octet string; the member Data of the C
variable shall be set to the address of that octet array, and the member Length of the C variable shall be

setto L.

1523 TypeBioAP| DATE

15.23.1 ThisCtypeisdefined in BioAPI astollows:
tygedef struct bioapi_date {
uintl6_t Year;
uint8_t Month;
uint8_t Day;
} BioAPI_DATE;
15.23.2 Tlhe corresponding ASN.1 typein BIP is defined as follows:
BipAPI-DATE ::= SEQUENCE {
year INTEGER (0 | 1900..9999),
month INTEGER (0..12),
day INTEGER (0..31)
}
15.23.3 (onversion between the C type and the ASN.1 type (in beth directions) shall be done by converting between
individual € members and ASN.1 components in accordance with. Table 17.
Table 17 — M apping between membérs of the C type BioAPI_DATE
and components of the’ASN.1 type BioAPI-DATE
Member of the C type Component of the ASN.1 type References
Yepr year 15.1.2
Mdnth month 15.1.2
Da day 15.1.2
15.23.4 Tlhe abstract value of type BioAPI-DATE in which the three components year, month, and day have the
value 0 is yalid. Apart fromthat’particular abstract value, al year values outside the range 1900 to 9999,[all month
values outgide the range 1tt0.12, and all day values outside the range 1 to 31 are unconvertible, and clause 33 applies
when suchjavalue is encountered.
15.24 TypeBr0oAPI DB ACCESS TYPE
15.24.1 This€ typeisdefined in BioAPI asfollows:
typedef uint32_t BioAPI_DB_ACCESS_TYPE;
15.24.2 Thefollowing manifest constants are defined in BioAPI in support of this C type:
#define BioAPI_DB_ACCESS_READ (0x00000001)
#define BioAPI_DB_ACCESS_WRITE (0x00000002)
15.24.3 The corresponding ASN.1 typein BIP isdefined as follows:
BioAPI-DB-ACCESS-TYPE ::= BIT STRING {
read (0),
write 1)
} (SIZE(32))
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15.24.4 Conversion between the C type and the ASN.1 type (in both directions) shall be done as follows. Each bit of
the ASN.1 hit string shall be mapped to a bit of the C unsigned integer. The leading bit of the bit string (bit 0) shall be
mapped to the least significant bit of the unsigned integer (corresponding to the value 0x00000001), and the remaining
thirty-one bits shall be mapped in order.

1525 TypeBioAPl DB_MARKER_ HANDLE

15.25.1 ThisCtypeisdefined in BioAPI asfollows:

typedef uint32_t BioAPI_DB_MARKER_HANDLE;

15.25.2 The corresponding ASN.1 typein BIP isdefined asfollows:

B

i0API-DB-MARKER-HANDLE ::= Unsignedint

15.25.3 Conversion between the C type and the ASN.1 type (in both directions) shall be done as specified in 15.1.5.

n 15.1.6.

ng between

1526 TypeBioAPI DB HANDLE
15.26.1 Tlhis Ctypeisdefined in BioAPI asfollows:
tygedef int32_t BioAPI_DB_HANDLE;
15.26.2 Tlhe following manifest constants are defined in BioAPI in support of this C type:
#dgfine BioAPI_DB_INVALID HANDLE (-1)
#dpfine BioAPI_DB_DEFAULT HANDLE  (0)
#dgfine BioAPI_DB_DEFAULT_UUID_PTR (NULL)
15.26.3 Tlhe corresponding ASN.1 typein BIP is defined as follows:
BioAPI-DB-HANDLE ::= Signedint
15.26.4 (onversion between the C type and the ASN.1 type (in both directions) shall be done as specified i
15.27 TypeBioAPI DBBIR 1D
15.27.1 TlhisC typeisdefined in BioAPI asfollows:
tygedef struct bioapi_dbbir_id {
BioAPI_DB_HANDLE RbFandle;
BioAPI_UUID KeyValur,
} BioAPI_DBBIR_ID;
15.27.2 Tlhe corresponding ASN.1 typein BIP is defined as follows:
BipAPI-DBBIR-ID ::= SEQUENCE {
dbHardle BioAPI-DB-HANDLE,
keyValte BioAPI-UUID
}
15.27.3 (onversion-between the C type and the ASN.1 type (in both directions) shall be done by converti
individual € members-and ASN.1 components in accordance with Table 18.
Table 18 — M apping between members of the C type BioAPI DBBIR_ID
and components of the ASN.1 type BioAPI-DBBIR-ID
Member of the C type Component of the ASN.1 type References
DbHandle dbHandle 15.26
KeyValue keyValue 15.58
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1528 TypeBioAPI DTG
15.28.1 ThisC typeisdefined in BioAPI asfollows:

typedef struct bioapi_DTG {

BioAPI_DATE Date;
BioAPI_TIME Time;

} BioAPI_DTG;

15.28.2 The corresponding ASN.1 type in BIP is defined as follows:

BioAPI-DTG ::= SEQUENCE {
date BioAPI-DATE,
time BioAPI-TIME

}

1 SO/I EC 24708:2008 (E)

15.28.3 Conversion between the C type and the ASN.1 type (in both directions) shall be done by converting between

individual CTembers and ASN-I components i accordance with Tabte 19.
Table 19 — Mapping between member s of the C type BioAPI_ DTG
and components of the ASN.1 type BioAPI-DTG
Member of the C type Component of the ASN.1 type References
Dde date 15.23
Time time 1554
1529 TypeBioAP| ERROR INFO
15.29.1 Tlhis C typeisdefined in BioAPI asfollows:
tygedef struct bioapi_error_info {
int32_t ErrorCode;
BioAPI_STRING ErrorMessage;
BioAPI_STRING ErrorSourceName;
} HioAPI_ERROR_INFO;
15.29.2 Tlhereisno corresponding ASN.1 type in:BIP.
NOTE H{This C type is used only in the function\BI0AP|_GetLastErrorinfo (see 16.56), which has no related
type.
1530 TypeBioAPI EVENT
15.30.1 Tlhis C typeisdefined in.BioAPI asfollows:
tygedef uint32_t BiGAPT_EVENT;
15.30.2 Tlhefollowing.manifest constants are defined in BioAPI in support of this C type:
#define BIdAPI_NOTIFY_INSERT @
#dpfine Bf®API_NOTIFY_REMOVE 2)
#depfipaBioAPI_NOTIFY_FAULT 3)
#dpfde’ BioAPI_NOTIFY_SOURCE_PRESENT  (4)
#deTme BIOAPT_NOTIFY_SOURCE_REMOVED (D)

15.30.3 The corresponding ASN.1 typein BIP is defined as follows:
BioAPI-UNIT-EVENT-TYPE ::= ENUMERATED {

}

insert,

remove,

fault,
sourcePresent,
sourceRemoved,

B|P message

15.30.4 Conversion between the C type and the ASN.1 type (in both directions) shall be done in accordance with
Table 20.
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Table 20 — Mapping between individual values of the C type BioAPI EVENT
and abstract values of the ASN.1 type BioAPI-UNIT-EVENT-TYPE

Value of the C type Abstract value of the ASN.1 type
1 (BioAPI_NOTIFY_INSERT) insert
2 (BioAPI_NOTIFY_REMOVE) remove
3 (BioAPI_NOTIFY_FAULT) fault
4 (BioAPI_NOTIFY_SOURCE_PRESENT) sourcePresent
5 (BioAPI_NOTIFY_SOURCE_REMOVED) sourceRemoved

other values

none —the C value is unconvertible and clause 33 applies

1531 TypeBioAPI EVENT MASK

15.31.1 TlhisCtypeisdefined in BioAPI asfollows:

tygedef uint32_t BioAPI_EVENT_MASK;
15.31.2 Tlhefollowing manifest constants are defined in BioAPI in support of this C type:
#dpfine BioAPI_NOTIFY_INSERT_BIT (0x00000001)
#dpfine BioAPI_NOTIFY_REMOVE_BIT (0x00000002)
#dpfine BioAPI_NOTIFY_FAULT BIT (0x00000004)
#dpfine BioAPI_NOTIFY_SOURCE_PRESENT BIT  (0x00000008)
#dpfine BioAPI_NOTIFY_SOURCE_REMOVED BIT (0x00000010)
15.31.3 Tlhe corresponding ASN.1 typein BIP is defined as follows:
BioAPI-UNIT-EVENT-TYPE-MASK ::= BIT STRING {
insert ).
remove 1),
fault (2),
sourcePresent 3),
sourceRemoved 4)
} (SIZE(32))
15.31.4 (onversion between the C type and the ASN type (in both directions) shall be done as follows: [Each bit of
the ASN.1 bit string shall be mapped to a bit of the € unsigned integer. The leading bit of the bit string (bif 0) shall be
mapped to [the least significant bit of the unsignied integer (corresponding to the value 0x00000001), and th¢ remaining

thirty-one hits shall be mapped in order.

1532 T
15321 T

ype BioAPI FMR

his C type is defined-inBioAPI asfollows:
tygedef int32_t BjoAP|_FMR,;
15.32.2 Tl
B

15323 (

i0API-EMR”::= SignedInt

he correspanding ASN.1 type in BIP is defined as follows:

onversion between the C type and the ASN.1 type (in both directions) shall be done as specified i

N 15.1.6.

1533 TypeBioAPI_FRAMEWORK_SCHEMA

15.33.1 ThisCtypeisdefined in BioAPI asfollows:

typedef struct bioapi_framework_schema {

BioAPI_UUID FwProductUuid;
BioAPI_STRING FwDescription;

uint8_t *Path;

BioAPI_VERSION SpecVersion;
BioAPI_STRING ProductVersion;

BioAPI_STRING Vendor;

BioAPI_UUID FwPropertyUuid;

BioAPI_DATA FwProperty;

uint8_t *HostingEndpointIRI;

} BioAPI_FRAMEWORK_SCHEMA,;
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15.33.2 The corresponding ASN.1 typein BIP isdefined as follows:
BioAPI-FRAMEWORK-SCHEMA ::= SEQUENCE {

fwProductUuid BioAPI-UUID,
description BioAPI-STRING,
path UTF8String,

specVersion
productVersion

BioAPI-VERSION,
BioAPI-STRING,

vendor BioAPI-STRING,
propertyUuid BioAPI-UUID,
property BioAPI-DATA,
hostingEndpointIRI EndpointIRI

}

| SO/I EC 24708:2008 (E)

15.33.3 Conversion between the C type and the ASN.1 type (in both directions) shall be done by converting between

individual C members and ASN.1 components in accordance with Table 21.

Table 21 — Mapping between member s of the C type BioAPI FRAMEWORK SCHEN®
and components of the ASN.1 type BioAPI-FRAMEWORK-SCHEMA

Member of the C type Component of the ASN.1 type References
FwProductUuid fwProductUuid 15.58
FwDescription description 15.53
Pafh path 152
SpecVersion specVersion 15.59
PreductVersion productVersion 15.53
Vehdor vendor 15.53
FwPropertyUuid propertyUuid 15.58
FwProperty property 15.22
HastingEndpointIRlI hostingEndpointIRI 15.3

1534 TypeBioAPI GUI BITMAP
15.34.1 TlhisC typeisdefined in BioAPI asfollows:

edef struct bioapi_gui_bitmap {
BioAPI_BIR_SUBAYPE_MASK SubtypeMask;
uint32_t Widthr,
uint32_t Hejgh¥,
BioAPI_DQTA Bitmap;
} BioAPI_GU}-RNXFMAP;

ty

15.34.2 Tlhe corresponding*‘ASN.1 type in BIP is defined as follows:

Bip API-GUI-BITMAP ::= SEQUENCE {

subtypeMask BioAPI-BIR-SUBTYPE-MASK,
width Unsignedint,

height Unsignedint,

bitmap BioAPI-DATA OPTIONAL

h]
J

15.34.3 Conversion between the C type and the ASN.1 type (in both directions) shall be done by converting between

individual C members and ASN.1 components in accordance with Table 22.

Table 22 — M apping between members of the C type BioAPI_GUI_BITMAP
and components of the ASN.1 type BioAPI-GUI-BITMAP

Member of the C type Component of the ASN.1 type References
SubtypeMask subtypemask 15.17
Width width 15.1.5
Height height 15.1.5
Bitmap bitmap 15.22
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1535 TypeBioAPI _GUI_BITMAP_ARRAY
15.35.1 ThisCtypeisdefined in BioAPI asfollows:

typedef struct bioapi_gui_bitmap_array {

uint32_t NumberOfMembers;
BioAPI_GUI_BITMAP *GuiBitmaps;
} BioAPI_GUI_BITMAP_ARRAY;

15.35.2 The corresponding ASN.1 type in BIP is defined as follows:
BioAPI-GUI-BITMAP-ARRAY ::= SEQUENCE {

guiBitmaps SEQUENCE (SIZE(0..max-unsigned-int)) OF
guiBitmap BioAPI-GUI-BITMAP

}

15.35.3 Conversion from the pair of C members NumberOfMembers/Members to the ASN.1 component

members
elements (
converted,

have exactl

15.354 (
NumberQ
members
converting
member V]

1536 T
15361 T
ty

} B
15.36.2 T
B

15.36.3 C

Shalt e done as Toltows. Calling N The value of the member WU er OTVIembers, each o
bf type BioAPI_GUI BITMAP — see 15.34) in the array pointed to by the member Memie)
n order, to an element of the component members as specified in 15.34. The component.hen;
y N elements.

onversion from the ASN.1 component members to the pdar~ of C
fMembers/Members shall be done as follows. Calling N the number of eléments of the

a newly alocated array of N elements of type BioAPI GUI BITMAR~(seé 15.34) shall K
each element of the component members, in order, to an element of the'array as specified in
bmbers shall be set to the address of the array, and the member Numpex®iMembers shall be s

ype BioAPI_GUI_EVENT_SUBSCRIPTION
his C typeis defined in BioAPI asfollows:

edef struct _bioapi_gui_event_subscription {
const uint8_t *SubscriberEndpointIRI;
BioAPI_UUID GUIEventSubscriptionUuid;
BioAPI_BOOL GUISelectEventSubscriped)
BioAPI_BOOL GUIStateEventSubscribed;
BioAPI_BOOL GUIProgressEventS§Pscribed;

i0APlI_GUI_EVENT_SUBSCRIPTION;

he corresponding ASN.1 type in BIR.is defined as follows:

i0API-GUI-EVENT-SUBSCRIRTION ::= SEQUENCE {
subscriberEndpeintIRI EndpointIRI,
guiEventSubsctiptionUuid BioAPI-UUID,
guiSelectEventSubscribed BOOLEAN,
guiStateEventSubscribed BOOLEAN,
guiProgressEventSubscribed BOOLEAN

}
onversion-between the C type and the ASN.1 type (in both directions) shall be done by converti

the first N
's shall be
bers shal

members
component
e filled by
15.34. The
et to N.

ng between

individual € members-and ASN.1 components in accordance with Table 23.
Tlable 23 — M apping between member s of the C type BioAPI GUI EVENT SUBSCRIPTION
and components of the ASN.1 type BioAPI-GUI-EVENT-SUBSCRIPTION
Member of the C type Component of the ASN.1 type References

SubscriberEndpointIRI subscriberEndpointIRI 15.3

GUIEventSubscriptionUuid guiEventSubscriptionUuid 15.58
GUISelectEventSubscribed gui SelectEventSubscribed 15.18
GUIStateEventSubscribed gui StateEventSubscribed 15.18
GUIProgressEventSubscribed guiProgressEventSubscribed 15.18
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ype BioAPI_GUI_MOMENT
his C typeis defined in BioAPI asfollows:

typedef uint8_t BioAPI_GUI_MOMENT;

15372 T

he following manifest constants are defined in BioAPI in support of this C type:

#define BioAPI_GUI_MOMENT_BEFORE_START (1)
#define BioAPI_GUI_MOMENT_DURING @)
#define BioAPI_GUI_MOMENT_AFTER_END )

15373 T
B

he corresponding ASN.1 type in BIP is defined as follows:

i0API-GUI-MOMENT ::= ENUMERATED {
beforeStart,
during,
nffannrJ‘

15374 (
Table 24.

}

Table 24 — Mapping between individual values of the C type BioAP| AUl MOMENT
and abstract values of the ASN.1 type BioAPI-GUI-MQMENT

Value of the C type Abstract value of the ASN.1 type
1 (BioAPI_GUI_MOMENT_BEFORE_START) before-start
2 (BioAPI_GUI_MOMENT_DURING) during
3 (BioAPI_GUI_MOMENT_AFTER_END) after-end
other vielues none — the € value is unconvertible and clause 33 appligs

15.38 TlypeBioAPI_GUI_ENROLL_TYPE

15.38.1 Tlhis C typeisdefined in BioAPI asfollows:
typedef uint32_t BioAPI_GUI_ENROLL_TYPE;

15.38.2 Tlhe following manifest constants-are defined in BioAPI in support of this C type:
#defineBioAPI_GUI_ENRQLL TYPE_TEST_VERIFY (Ox00000001)
#defineBioAPI_GUI_ENROLL_TYPE_MULTIPLE_CAPTURE (Ox00000002)

15.38.3 Tlhe corresponding ASN.1 typein BIP is defined as follows:

B

15384 (

i0API-GUI-ENROLL-TYPE ::= BIT STRING {
testVerify 0),
multipleCapture 1)
}(SIZE(32))

the ASN.1

onversion between the C type and the ASN.1 type (in both directions) shall be done in”accondance with

onversion between the C type and the ASN.1 type (in both directions) shall be done as follows: |Each bit of
bitstring shall be mapped to a bit of the C unsigned integer. The leading bit of the bit string (bitl 0) shall be

mapped to the least significant bit of the unsigned integer (corresponding to the value 0x00000001), and the remaining
thirty-one bits shall be mapped in order.

1539 TypeBioAP| GUI OPERATION

15.39.1 ThisCtypeisdefined in BioAPI asfollows:
typedef uint8_t BioAPI_GUI_OPERATION;
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15.39.2 Thefollowing manifest constants are defined in BioAPI in support of this C type:

#define BioAPI_GUI_OPERATION_CAPTURE 1)
#define BioAPI_GUI_OPERATION_PROCESS @)
#define BioAPI_GUI_OPERATION_CREATETEMPLATE  (3)
#define BioAPI_GUI_OPERATION_VERIFYMATCH ()
#define BioAPI_GUI_OPERATION_IDENTIFYMATCH (5)
#define BioAPI_GUI_OPERATION_VERIFY (6)
#define BioAPI_GUI_OPERATION_IDENTIFY @)
#define BioAPI_GUI_OPERATION_ENROLL )

15.39.3 The corresponding ASN.1 type in BIP is defined as follows:

BioAPI-GUI-OPERATION ::= ENUMERATED {
capture,

process,

createtemplate,

verifymatch,

identifymatch, Q(b

verify, Q
identify, q/
enroll, QQ) :

) 5

15.39.4 (onversion between the C type and the ASN.1 type (in both directions) be done in accotidance with
Table 25. \\

O

Table 25— Mapping between individual values of the C typg%’-\Pl_GUI_OPERATION
and abstract values of the ASN.1 type BioA<P/I— I-OPERATION

\\
Value of the C type OQAbstract value of the ASN.1 type
1 (BioAPI_GUI_OPERATION_CAPTURE) capturey.
2 (BioAPI_GUI_OPERATION_PROCESS) process

o3
3(BioAPI_GUI_OPERATION_CREATETEMPLATE) Ncreatetemplate
4 (BioAPI_GUI_OPERATION_VERIFYMATCH) _s\| verifymatch
5 (BioAPI_GUI_OPERATION_IDENTIFYMATCH) | identifymatch

6 (BioAPI_GUI_OPERATION_VERIFY) . O - verify
7 (BioA >I_GUI_OPERATION_IDENTIFN\ identify
8 (BioAPI_GUI_OPERATION_ENR@NY™ enroll
other values L V none —the C value is unconvertible and clause 33 appl|es
S
O

15.40 TypeBioAPI
15.40.1 ThisCtypei

| RESPONSE

ined in BioAPI asfollows:

tygedef _t BioAPI_GUI_RESPONSE;
15.40.2 Ti\ wing manifest constants are defined in BioAPI in support of this C type:

#define BioAPI_GUI_RESPONSE_DEFAULT ©)
#define BioAPI_GUI_RESPONSE_OP_COMPLETE (1)
#define BioAPI_GUI_RESPONSE_OP_CANCEL 2)
#define BioAPI_GUI_RESPONSE_CYCLE_START (©)]
#define BioAPI_GUI_RESPONSE_CYCLE_RESTART 4)
#define BioAPI_GUI_RESPONSE_SUBOP_START (5)
#define BioAPI_GUI_RESPONSE_SUBOP_NEXT (6)

#define BioAPI_GUI_RESPONSE_PROGRESS_CONTINUE(7)
#define BioAPI_GUI_RESPONSE_PROGRESS_ABORT  (8)
#define BioAPI_GUI_RESPONSE_RECAPTURE 9)
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15.40.3 The corresponding ASN.1 typein BIP isdefined as follows:

BioAPI-GUI-RESPONSE ::= ENUMERATED {
default,
opComplete,
opCancel,
cycleStart,
cycleRestart,
subopStart,
subopNext,
progressContinue,
progressCancel,
recapture,

}

15.40.4 Canversion between the C type and the ASN.1 type (in hoth directions) shall be done in accordance with

Table 26.
Table 26 — Mapping between individual values of the C type BioAP| GUI RESROKNSE
and abstract values of the ASN.1 type BioAPI-GUI-RESPONSE
Value of the C type Abstract value of the ASN.1 type
0 (BioAP| GUI_RESPONSE_DEFAULT) default
1 (BioAP| GUI_RESPONSE_OP_COMPLETE) opComplete
2 (BioAP| GUI_RESPONSE_OP_CANCEL) opCancel
3(BioAP| GUI_RESPONSE_CYCLE_START) cycleStart
4 (BioAP| GUI_RESPONSE_CYCLE_RESTART) cycleRestart
5 (BioAP| GUI_RESPONSE_SUBOP_START) subopStart
6 (BioAP| GUI_RESPONSE_SUBOP_NEXT) subopNext
7 (BioAP| GUI_RESPONSE_PROGRESS CONTINUE) | ptegressContinue
8 (BioAP| GUI_RESPONSE_PROGRESS_ABORT) progressAbort
9 (BioAP| GUI_RESPONSE_RECAPTURE) recapture
other values none — the C value is unconvertible and clause 33 applies
1541 TypeBioAPI GUI SUBQFERATION
15.41.1 TlhisC typeisdefined in BioAPI asfollows:
tygedef uint8_t BioAPLSSMI_SUBOPERATION;
15.41.2 Tlhefollowing manifest constants are defined in BioAPI in support of this C type:
#dpfine BioAPAQYI_SUBOPERATION_CAPTURE D)
#dpfine BioARL GUI_SUBOPERATION _PROCESS 2)
#dpfine BIdAPI_GUI_SUBOPERATION_CREATETEMPLATE 3)
#dpfingBMeAPI_GUI_SUBOPERATION_VERIFYMATCH (4)
#defiQe, BioAPI_GUI_SUBOPERATION_IDENTIFYMATCH (5)

15.41.3

he corresponding ASN.1 type in BIP Is defined as follows:

BioAPI-GUI-SUBOPERATION ::= ENUMERATED {
capture,
process,
createtemplate,
verifymatch,
identifymatch,

}

15.41.4 Conversion between the C type and the ASN.1 type (in both directions) shall be done in accordance with

Table 27.
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Table 27 — M apping between individual values of the C type BioAPI GUI SUBOPERATION
and abstract values of the ASN.1 type BioAPI-GUI-SUBOPERATION

Value of the C type Abstract value of the ASN.1 type
1 (BioAPI_GUI_SUBOPERATION_CAPTURE) capture
2 (BioAPI_GUI_SUBOPERATION_PROCESS) process
3 (BioAPI_GUI_SUBOPERATION_CREATETEMPLATE) | createtemplate
4 (BioAPI_GUI_SUBOPERATION_VERIFYMATCH) verifymatch
5 (BioAPI_GUI_SUBOPERATION_IDENTIFYMATCH) identifymatch
Other values none —the C value is unconvertible and clause 33 applies

15.42 TypeBioAPI HANDLE
15.42.1 TlhisC typeisdefined in BioAPI asfollows:
tygedef uint32_t BioAPI_HANDLE;
15.42.2 Tlhe corresponding ASN.1 typein BIP isdefined as follows:
i0API-HANDLE ::= Unsignedint
15.42.3 (onversion between the C type and the ASN.1 type (in both directions) shal) be done as specified in 15.1.5.

jvs)

1543 TypeBioAPI IDENTIFY POPULATION
15.43.1 Tlhis C typeisdefined in BioAPI asfollows:

tygedef struct bioapi_identify_population {
BioAPI_IDENTIFY_POPULATION_TYPE ZYp€;
union {
BioAPI_DB_HANDLE *BIRDataBasg;
BioAPI_BIR_ARRAY_POPULATION *BIRArray;
} BIRs;

} BioAPI_IDENTIFY_POPULATION;

15.43.2 Tlhe corresponding ASN.1 type in BIP is defined as follows:
BioAPI-IDENTIFY-POPULATION ::=SEQUENCE {

birs CHOICE {
birDataBase BioAPI-DB-HANDLE,
birArray BioAPI-BIR-ARRAY-POPULATION,
birPresetArray NULL

}

}

15.43.3 (onversion from.the pair of C members Type/BIRs to the ASN.1 component birs shall be dome by using
Table 28 tq perform thefollowing actions (in order):

a determine which aternative of the member BIRs is present, based on the value of Type;
b)  select the aternative of the component birs corresponding to the value of Type;
c) “.eonvert the C member to the aternative of the component birs.

15.43.4 Conversion from the ASN.1 component birs to the pair of C members Type/BIRs shall be done by using
Table 28 to perform the following actions (in order):

a) set the member Type based on the alternative of the component birs that is present;
b) select the corresponding aternative of the member BIRs;
¢) convert the ASN.1 component to the C member.
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Table 28 — Mapping between alter natives of the member BIR of the C type BioAPI IDENTIFY POPULATION
and alter natives of the component bir of the ASN.1 type BioAPI-IDENTIFY-POPULATION

Value of the member Type Alrheer:]abtg/eBclJL’;he A(‘:Ic:r?]r;::e\ﬁ %fitrge References
1 (BioAPI_DB_TYPE) BIRDataBase birDataBase clause 19 in conjunction with 15.26
2 (BioAPI_ARRAY_TYPE) BIRArray birArray clause 19 in conjunction with 15.7
3 (BioAPI_PRESET_ARRAY_TYPE) | BIRArray birPresetArray 15.43.5 and 15.43.6
other values none —the C value is unconvertible and clause 33 applies

15.43.5 Conversion from the C member BIRArray to the ASN.1 component birPresetArray shall be done by
setting the component birPresetArray to NULL. Any value of BIRArray other than NULL is unconvertible, and
clause 33 applies when such avalueis encountered.

15436 (

setting the member BIRArray to NULL.

1544 T
15441 T

ype BioAPI_IDENTIFY_POPULATION_TYPE
his C typeis defined in BioAPI asfollows:

tygedef uint8_t BioAPI_IDENTIFY_POPULATION_TYPE;
15.44.2 Tlhe following manifest constants are defined in BioAPI in support of thisC type:
#dgfine BioAPI_DB_TYPE (1)
#define BioAPI_ARRAY_TYPE )
#define BioAPI_PRESET_ARRAY_TYPE (3)
15.44.3 Tlhereisno corresponding ASN.1 typein BIP.
NOTE {This C type is used in the C types BioAPI_CANDIDATE "(see 15.20) and BioAPI_IDENTIFY_PO

(see 15.43) and selects one of three ways of specifying a BIR fpopulation in an identification operation. In the c
ASN.1 types BioAPI-CANDIDATE and BioAPI-IDENTIFYROPULATION, the choice among the three ways
the BIR population is represented by a CHOICE construct.

1545 T
15451 T

ype BioAPI_INDICATOR_STAYUS
his C typeis defined in BioAPI as faollows:

onversion from the ASN.1 component birPresetArray to the C member BIRArray shall be done by

PULATION
rresponding
f specifying

typedef uint8_t BioAPI_INDICATQR_STATUS;
15.45.2 Tlhefollowing manifest constants are defined in BioAPI in support of this C type:
#define BioAPI_INDICAR®R_ACCEPT 1)
#dpfine BioAPI_INDISATOR_REJECT 2
#define BioAPI_INDATOR_READY ©))
#dpfine BioAPINWDICATOR_BUSY 4)
#define BioAR(INDICATOR_FAILURE (5)
15.45.3 Tlhe corresponding ASN.1 type in BIP is defined as follows:
BioAPI-INDICATOR-STATUS ::= ENUMERATED {

accant
. bl
reject,
ready,
busy,
failure,

}

15.45.4 Conversion between the C type and the ASN.1 type (in both directions) shall be done in accordance with

Table 29.
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Table 29 — M apping between individual values of the C type BioAPI INDICATOR _STATUS

and abstract values of the ASN.1 type BioAPI-INDICATOR-STATUS

Value of the C type Abstract value of the ASN.1 type
1 (BioAPI_INDICATOR_ACCEPT) accept
2 (BioAPI_INDICATOR_REJECT) reject
3 (BioAPI_INDICATOR_READY) ready
4 (BioAPI_INDICATOR_BUSY) busy
5 (BioAPI_INDICATOR_FAILURE) failure
other values none —the C value is unconvertible and clause 33 applies

1546 TypeBioAP| INPUT BIR

15.46.1 TlhisC typeisdefined in BioAPI asfollows:

tygedef struct bioapi_input_bir {
BioAPI_INPUT_BIR_FORM Form;
union {
BioAPI_DBBIR_ID *BIRinDb;
BioAPI_BIR_HANDLE *BIRinBSP;
BioAPI_BIR *BIR;
} InputBIR;

} BioAPI_INPUT_BIR;

15.46.2 Tlhe corresponding ASN.1 type in BIP is defined as follows:
BioAPI-INPUT-BIR ::= SEQUENCE {

inputBIR CHOICE {
birlnDB BioAPDBBIR-ID,
birlnBSP BioAPI-BIR-HANDLE,
bir BiOAPI-BIR

}

}

15.46.3 (onversion from the pair of C members For/InputBIR to the ASN.1 component inputBIR sh

by using T@ble 30 to perform the following actions:(iorder):

convert the C member to-the alternative of the component inputBIR.

15.46.4 (onversion from the ASN.1-component inputBIR to the pair of C members Form/InputBIR sh

by using Tgble 30 to perform thefollowing actions (in order):

b) select theorresponding aternative of the member InputBIR;
c) convert the ASN.1 component to the C member.

a determine which aternative of themember InputBIR is present, based on the value of Form
b) select the aternative of the component inputBIR corresponding to the value of Form;
C

a set the member Form based on the aternative of the component inputBIR that is present;

all be done

all be done

Table’30 — M apping between alter natives of the member BIR of the C type BioAPI_INPUT B[R
cdl U Adll Ci vVES U c LU IJUI'IC] 1J U C MAOIN. VOE DIUAF I-TINF U =D
Valseotnemember o | e e | A Retraces
1 (BioAPI_DATABASE_ID_INPUT) | BIRInDb birilnDB clause 19 in conjunction with 15.27
2 (BioAPI_BIR_HANDLE_INPUT) BIRInBSP birinBSP clause 19 in conjunction with 15.12
2 (BioAPI_BIR_HANDLE_INPUT) BIR bir clause 19 in conjunction with 15.12
other values none — the C value is unconvertible and clause 33 applies
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1547 TypeBioAPI INPUT BIR FORM

15.47.1 ThisCtypeisdefined in BioAPI asfollows:
typedef uint8_t BioAPI_INPUT_BIR_FORM,;

1 SO/I EC 24708:2008 (E)

15.47.2 Thefollowing manifest constants are defined in BioAPI in support of this C type:

#define BioAPI_DATABASE_ID_INPUT (1)
#define BioAPI_BIR_HANDLE_INPUT @)
#define BioAPI_FULLBIR_INPUT @)

15.47.3 Thereisno corresponding ASN.1 typein BIP.

NOTE — This C typeisused in the C type BioAPI_INPUT_BIR (see 15.46) and selects one of three ways of specifying an input
BIR in many operations. In the corresponding ASN.1 type BioAPI-INPUT-BIR, the choice among the three ways of specifying

theinput BIR is represented by a CHOICE construct.

1548 TypeBioAPI OPERATIONS MASK
15.48.1 TlhisC typeisdefined in BioAPI asfollows:

typedef uint32_t BioAPI_OPERATIONS_MASK;
15.48.2 Tlhe following manifest constants are defined in BioAPI in support of th|sCtypeq/b‘

Qe
‘I,QQ
% .
/\Q

#define BioAPI_ENABLEEVENTS (0x00000001)
#dpfine BioAPI_SUBSCRIBETOGUIEVENTS (0x00000002) \Q/
#define BioAPI_CAPTURE (0x00000004) O\
#dpfine BioAPI_CREATETEMPLATE (0x00000008) %
#define BioAPI_PROCESS (0x00000010) \
#define BioAPI_PROCESSWITHAUXBIR (OXOOOOOOZO
#define BioAPI_VERIFYMATCH (0x000000
#define BioAPI_IDENTIFYMATCH (0x000
#define BioAPI_ENROLL (0x0Q08Q100)
#dpfine BioAPI_VERIFY (O@OOZOO)
#dpfine BioAPI_IDENTIFY (0%Q€000400)
#define BioAPI_IMPORT {©x00000800)
#define BioAPI_PRESETIDENTIFYPOPULATI 0x00001000)
#define BioAPI_DATABASEOPERATIONS (0x00002000)
#dpfine BioAPI_SETPOWERMODE (0x00004000)
#dpfine BioAPI SETINDICATORSTATU$ (0x00008000)
#dpfine BloAPI_GETINDICATORSTA@S (0x00010000)
#dpfine BioAPI_CALIBRATESEN (0x00020000)
#define BioAPI_UTILITIES \\ (0x00040000)
#dpfine BioAPI_QUERYUNI (0x00100000)
#dgfine BioAPI_QUERYBEPS (0x00200000)
#define BioAPI_CONT NIT (0x00400000)
15.48.3 Tlhe correspondin 1 typein BIPisdefined asfollows:
BioAPI-OPE NS-MASK ::= BIT STRING {
enableEvents 0),
% subscribeToGUIEvents Q),
Q capture ),
Q/ createTemplate @),
N process (4)
processWithAuxBir 5),
verifyMatch (6),
identifyMatch (),
enroll (8),
verify 9),
identify (10),
import (11),
presetldentifyPopulation (12),
databaseOperations (13),
setPowerMode (14),
setindicatorStatus (15),
getindicatorStatus (16),
calibrateSensor (17),
utilities (18),
queryUnits (20),
queryBFPs (21),
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controlUnit
} (SIZE(32))

(22)

15.48.4 Conversion between the C type and the ASN.1 type (in both directions) shall be done as follows: Each bit of
the ASN.1 bit string shall be mapped to a bit of the C unsigned integer. The leading bit of the bit string (bit 0) shall be
mapped to the least significant bit of the unsigned integer (corresponding to the value 0x00000001), and the remaining

thirty-one bits shall be mapped in order.

1549 TypeBioAP| OPTIONS MASK

15.49.1 ThisCtypeisdefined in BioAPI asfollows:
typedef uint32_t BioAPI_OPTIONS_MASK;

15.49.2 Thefollowing manifest constants are defined in BioAPI in support of this C type:

#defre BIUI’_\\P:_RI—A\‘VAVI (G CCCCCGOl)
#dkfine BioAPI_QUALITY RAW (0x00000002)
#dpfine BioAPI_QUALITY_INTERMEDIATE (0x00000004)
#dkfine BioAPI_QUALITY_PROCESSED (0x00000008)
#define BioAPI_APP_GUI (0x00000010)
#define BioAPI_GUI_PROGRESS_EVENTS (0x00000020)
#dpfine BioAPI_SOURCEPRESENT (0x00000040)
#define BioAPI_PAYLOAD (0x00000080)
#dkfine BioAPI_BIR_SIGN (0x00000100)
#dkfine BioAPI_BIR_ENCRYPT (0x00000200)
#dpfine BioAPI_TEMPLATEUPDATE (0x00000400)
#dpfine BioAPI_ADAPTATION (0x00000800)
#define BioAPI_BINNING (0x00001000)
#define BioAPI_SELFCONTAINEDDEVICE (0x00002000)
#dgefine BioAPI_MOC (0x00004068Y)
#define BioAPI_SUBTYPE_TO CAPTURE (0x000Q8Q00)
#dpfine BioAPI_SENSORBFP (0x0Q0%0000)
#dpfine BioAPI_ARCHIVEBFP (0x0DY20000)
#dpfine BioAPI_COMPARISONBFP (0%Q8040000)
#dpfine BioAPI_PROCESSINGBFP @*00080000)
#define BioAPI_COARSESCORES (0x00100000)

15.49.3 Tlhe corresponding ASN.1 typein BIP is defined as follows:
iOAPI-OPTIONS-MASK ::= BIT STRING {
raw (0),
qualityRaw 2),
qualitylntermediate (2),
qualityProcessed 3),
appGui 4),
guiProgressEvents (5),
sourcePresent (6),
payload ),
BirSign (8),
birEncrypt 9),
templateUpdate (10),
adaptation (11),
binning (12),
selfContainedDevice (13)
moc (14),
subtypeToCapture (15),
sensorBFP (16),
archiveBFP 17),
comparisonBFP (18),
processingBFP (29),
coarseScores (20)

} (SIZE(32))

15.49.4 Conversion between the C type and the ASN.1 type (in both directions) shall be done as follows: Each bit of
the ASN.1 bit string shall be mapped to a bit of the C unsigned integer. The leading bit of the bit string (bit 0) shall be
mapped to the least significant bit of the unsigned integer (corresponding to the value 0x00000001), and the remaining
thirty-one bits shall be mapped in order.
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1550 TypeBioAPI POWER MODE

15.50.1 ThisC typeisdefined in BioAPI asfollows:
typedef uint32_t BioAPI_POWER_MODE;

15.50.2 Thefollowing manifest constants are defined in BioAPI in support of this C type:

#define BioAPI_POWER_NORMAL (1)
#define BioAPI_POWER_DETECT )
#define BioAPI_POWER_SLEEP (3)

15.50.3 The corresponding ASN.1 typein BIP is defined as follows:
BioAPI-POWER-MODE ::= ENUMERATED {

normal,
detect,

sleep
=

}
15.50.4 (onversion between the C type and the ASN.1 type (in both directions) shall be done in”accordance with
Table 31.
Table 31 — M apping between individual values of the C type BioAPI POWER MODE
and abstract values of the ASN.1 type BioAPI-POWER{MODE
Value of the C type Abstract value of the ASN.1 type

1 (BioAPI_POWER_NORMAL) normal

2 (BioAPI_POWER_DETECT) detect

3 (BioAPI_POWER_SLEEP) seep

other vielues none — the € value is unconvertible and clause 33 appligs

1551 TypeBioAPI QUALITY
1551.1 Tlhis C typeisdefined in BioAPI asfollows:
tygedef int8_t BioAPI_QUALITY;
15.51.2 Tlhe corresponding ASN.1 type in-BHP is defined as follows:

BioAPI-QUALITY ::= INTEGER)(-2..100)

15.51.3 (onversion between the C.type and the ASN.1 type (in both directions) shall be done as specified in 15.1.2.

15514
encounter

15.52
15.52.1

15.52.2

uality values that-are-outside the range —2 to 100 are unconvertible. Clause 33 applies when such avalue is

ype BIOAP| RETURN
hisC.typeis defined in BioAPI asfollows:

D A
DTO7Y

£
3

Many manifest constants are defined in BioAPI in support of this C type, most of which indicate error

conditions.

15.52.3

15524

15.53
1553.1

The corresponding ASN.1 type in BIP is defined as follows:
BioAPI-RETURN ::= Unsignedint
Conversion between the C type and the ASN.1 type (in both directions) shall be done as specified in 15.1.5.

Type BioAPI_STRING
This C typeis defined in BioAPI asfollows:

typedef uint8_t BioAPI_STRING [269];
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15.53.2 The corresponding ASN.1 typein BIP isdefined as follows:

BioAPI-STRING ::= UTF8String (CONSTRAINED BY
{--The UTF-8 encoding shall not contain any NULL characters--
--and shall be no longer than 268 octets--})

15.53.3 Conversion from the C type to the ASN.1 type shall be done as follows: The content of the octet array pointed
to by the C variable up to the first zero-valued octet (exclusive) shall be interpreted as the UTF-8 encoding of a
character string. The ASN.1 abstract value shall be set to that character string.

15.53.4 Conversion from the ASN.1 type to the C type shall be done as follows. Calling L the length (in octets) of the
UTF-8 encoding of the ASN.1 abstract character string, the first L + 1 octets of the octet array pointed to by
the C variable shall be filled with that UTF-8 encoding followed by a zero-valued octet.

NOTE — The constraint present on the ASN.1 type definition guarantees that the C octet array will not overflow during this
conversion.

1554 TypeBioAPI TIME
15.54.1 Tlhis C typeisdefined in BioAPI asfollows:

tygedef struct bioapi_time {
uint8 t Hour,;
uint8_t Minute;
uint8_t Second,;
} BioAPI_TIME;

15.54.2 Tlhe corresponding ASN.1 typein BIP isdefined as follows:
BioAPI-TIME ::= SEQUENCE {

hour INTEGER (0..99),
minute INTEGER (0..99),
second INTEGER (0..99)

}

15.54.3 (onversion between the C type and the ASN.1 type(in-both directions) shall be done by converting between
individual € members and ASN.1 components in accordancewith Table 32.

Table 32 — M apping betwegi'members of the C type BioAPI_TIME
and components\of the ASN.1 type BioAPI-TIME

Member of the C type Component of the ASN.1 type References
Haour hour 15.1.2
Mipute minute 15.1.2
Sefond second 15.1.2

15.54.4 Tlhe abstract valte of type BioAPI-TIME in which the three components hour, minute, and second have
the value 99 is valid. Apart from that particular abstract value, all hour values outside the range 0 to 23, |ll minute
values outgide the range 0 to 59, and al second vaues outside the range 0 to 59 are unconvertible, angl clause 33
applies when suchravalue is encountered.

1555 Type+sAR UMD
15.55.1 ThisCtypeisdefined in BioAPI asfollows:
typedef uint32_t BioAPI_UNIT_ID;
15.55.2 The corresponding ASN.1 typein BIP isdefined as follows:
BioAPI-UNIT-ID ::= UnsignedInt
15.55.3 Conversion between the C type and the ASN.1 type (in both directions) shall be done as specified in 15.1.5.
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1556 TypeBioAP!I UNIT LIST ELEMENT
15.56.1 ThisC typeisdefined in BioAPI asfollows:

typedef struct _bioapi_unit_list_element {
BioAPI_CATEGORY UnitCategory;
BioAPI_UNIT_ID UnitlD;
} BioAPI_UNIT_LIST_ELEMENT;

15.56.2 The corresponding ASN.1 type in BIP is defined as follows:

BioAPI-UNIT-LIST-ELEMENT ::= SEQUENCE {
category BioAPI-CATEGORY,
unitiD BioAPI-UNIT-ID

}

15.56.3 Conversion between the C type and the ASN.1 type (in both directions) shall be done by converting between
individual CTnembers and ASN-I components i accordance with Tabte 33.

Table 33 — Mapping between member s of the C type BioAPI_UNIT LIST ELEMENT
and components of the ASN.1 type BioAPI-UNIT-LIST-ELEMENT

15.57

Member of the C type Component of the ASN.1 type References
UnjtCategory category 15.21
unjtiD unitiD 1555

Type BioAPI_UNIT_SCHEMA

15.57.1 Tlhis C typeisdefined in BioAPI asfollows:

15572 T

tygedef struct bioapi_unit_schema {
BioAPI_UUID
BioAPI_UUID
BioAPI_UNIT_ID
BioAPI_CATEGORY
BioAPI_UUID
BioAPI_STRING

BioAPI_UUID
BioAPI_DATA

BioAPI_STRIN&
BioAPI_STRING
BioAPI_STRING
BioAPLSIRING

} Big&®F UNIT_SCHEMA;

BioAPI-UNIT-SCHEMA ::= SEQUENCE {
bspProductUuid

BSPProduciUNY;
UnitManagenfoductUuid;
Unitld;

UnitCategory;
UnitRroperties;
\igddlorInformation;
BioAPI_EVENT_MASK_StpportedEvents;
UnitPropertyUuid;
UnitProperty;
HardwareVersion;
FirmwareVersion;
SoftwareVersion;
HardwareSerialNumber;

BioAR|_BOOL AuthenticatedHardware;
ujinta2 t MaxBSPDbSize;
W32t MaxIdentify;

he corresponding ASN.1 typein BIP is defined as follows:

BioAPI-UUID

unitManagerProductUuid
unitld

category

unitProperties
vendorinformation
supportedUnitEvents

BioAPI-UUID,

BioAPI-UNIT-ID,
BioAPI-CATEGORY,
BioAPI-UUID,

BioAPI-STRING,
BioAPI-UNIT-EVENT-TYPE-MASK,

propertyUuid BioAPI-UUID,
property BioAPI-DATA,
hardwareVersion BioAPI-STRING,
firmwareVersion BioAPI-STRING,

softwareVersion
hardwareSerialNumber

BioAPI-STRING,
BioAPI-STRING,

authenticatedHardware BOOLEAN,
maxBSPDbSize Unsignedint,
maxIdentify Unsignedint
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15.57.3 Conversion between the C type and the ASN.1 type (in both directions) shall be done by converting between
individual C members and ASN.1 components in accordance with Table 34.

Table 34 — M apping between members of the C type BioAPI_UNIT _SCHEMA
and components of the ASN.1 type BioAPI-UNIT-SCHEMA

Member of the C type Component of the ASN.1 type References
BSPProductUuid bspProductUuid 15.58
UnitManagerProductUuid unitM anagerProductUuid 15.58
Unitld unitld 15.55
UnitCategory category 1521
UnitProperties unitProperties 15.58
Vendaorlnformation vendorlnformation 1553
SupportedEvents supportedUnitEvents 15.31
UnytPropertyUuid propertyUuid 15.58
UnjtProperty property 15.22
HardwareVersion hardwareVersion 15.53
FirwareVersion firmwareVersion 15.53
SoftwareVersion softwareVersion 15.53
HardwareSerialNumber hardwareSerial Number 1553
AuthenticatedHardware authenticatedHardware 15.18
MgxBSPDbSize maxBSPDbSize 15.1.5
MgxIdentify max| dentify 15.15

NOTE-{No "HostingEndpointIRI" parameter or BSP access\UUID parameter is present in the C type
BioAPI[ UNIT_SCHEMA. All the units returned by BioAPI_QuexyUnits are in the same BIP endpoint, which ip the hosting
endpoin{ of the BSP. The unit schema provided by a BioAPI_ EMENT HANDLER function belongs to a unit thaj is managed
(directly|or indirectly) by the BSP whose UUID is provided as the first parameter of that function.

1558 TypeBioAPI UUID
15.58.1 Tlhis C typeisdefined in BioAPI asfollows:
tygedef uint8_t BioAPI_UUID[16];
15.58.2 Tlhe corresponding ASN.1 typeinBIP is defined as follows:
HioAPI-UUID ::= OCTET.STRING (SIZE(16))

15.58.3 (onversion from the(Cytype to the ASN.1 type shall be done by setting the ASN.1 abstract valugto an octet
string cong{sting of the 16 octets in the octet array pointed to by the C variable.

15.58.4 (onversion from*the ASN.1 type to the C type shall be done by filling the octet array pointed {o by the C
variable with the 16 octets in the ASN.1 octet string.

1559 Type BioAPI VERSION
15.59.1 ThisCtypeisdefined in BioAPI asfollows:
typedef uint8_t BioAPI_VERSION;
15.59.2 The corresponding ASN.1 typein BIP isdefined asfollows:

BioAPI-VERSION ::= SEQUENCE {
major INTEGER (0..15),
minor INTEGER (0..15)

}

15.59.3 Conversion between the C type and the ASN.1 type (in both directions) shall be done as follows. The most
significant half octet and the least significant half octet of the C integer shall be treated as two separate (integer)
members of the C type, and each member shall be converted in accordance with Table 35.
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Table 35— Mapping between members of the C type BioAPI VERSION
and components of the ASN.1 type BioAPI-VERSION

Member of the C type Component of the ASN.1 type References
Most significant half octet major 15.1.2
Least significant half octet minor 15.1.2

16 Functions defined in BioAPI and corresponding BI P messages

16.1  Function BIoAP| Init
16.1.1 Thisfunction is declared in BioAPI asfollows:

BipAPI_RETURN BioAPI BioAPI_lInit
(BioAPI_VERSION Version);
16.1.2  Tlhere are no related BIP message types.
16.1.3 When aframework receives acall to the function BioAPI Init from the local application, it shall perform the
following actions (in order):

d make an internal BioAPI function call (see 13.10) to the same function with the same paranpeter values
astheincoming call;

) if thereturn value of the internal call is not O, then return that value-to the local application, ipping the
remaining actions,

c) createall the conceptual tablesinitially empty;

d) settheendpoint IRI of the local endpoint to avalid unique IRI;

NOTE1-The means by which a frameworks chooses an IRl are not specifigd in this
Recommendation | International Standard.
€¢) addanentry tothe VisibleEndpoints table (see 18.2), where:
1) thecomponent hostingEndpointIRI'shall be set to the local endpoint IRI; and
2) the remaining components shall@®e set from the attributes of the framework schema in the local
component registry;

f] for each BSP schema in theJocal component registry, add an entry to the VisibleBSPRegfistrations

table (see 18.3), where:
1) the component hostingEndpointIRI shall be set to the local endpoint IRI;
2) thecomponent bspAccessUuid shal be set to adynamically generated UUID; and
3) theremaining’components shall be set from the attributes of the BSP schema in the local|component
registry;
NOTE 2 — A different BSP access UUID may be generated for the same BSP each time BidAPI_Init or
BIOAPI_InitEndpoint iscaled by the local application.

g for“each BFP schemain the local component registry, add an entry to the VisibleBFPReg|istrations
table (see 18.4), where:

1) thaocamnaonaont hoctin Al ANt ntID] chall ha ot tathaloacal Andinaiat 1D ~nA

H—the-eormpenerthestirgErdpotrtiRi-shal-besette-theloea-endpeirtHRE—and

2) theremaining components shall be set from the attributes of the BFP schemain the local component
registry;

h) optionally, behave as if the framework had received one or more calls to the function
BioAPI LinkToEndpoint from the local application (see16.4), with the slaveEndpointiRI
parameter value based on framework configuration data;

i)  return the value O to the local application.

NOTE 3-The means by which the framework determines the set of BIP endpoints to link to during a
BioAPI_Init function call are not specified in this Recommendation | International Standard. This information
might be obtained from configuration parameters of the framework implementation.
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16.2  Function BIoAP| InitEndpoint

16.2.1  Thisfunctionisdeclared in BioAPI asfollows:
BioAPI_RETURN BioAPI BioAPI_InitEndpoint

(BioAPI_VERSION Version,
const uint8_t *LocalEndpointIRlI);

16.2.2  Thereare no related BIP message types.

16.2.3 When aframework receives a cal to the function BioAP| _InitEndpoint from the local application, it shall
perform the following actions (in order):

make an internal BioAPI function call (see 13.10) to the same function with the same parameter values

a)

b)

astheincoming call;

if the return value of the internal call is not O, then return that value to the local application, skipping the

rom::ining :Jr\finnc;
create all the conceptual tablesinitially empty;

if the value of LocalEndpointIRIl isnot NULL, then set the endpoint IRI of the loCal~endp
value;

oint to that

if thevalue of LocalEndpointIRlisNULL, then either set the endpoint IRI of the local endpoint to any

valid unique IRI, or return the value BioAPIERR_LOCAL ENDPOINT)IRI _NEEDED
application, skipping the remaining actions;

NOTE1-The means by which a framework chooses an IRl are not gpecifie
Recommendation | International Standard. In addition, a framework that\acts as a slave needs the
the local endpoint IRl even in the absence of a local application that makes a call
BioAPI_InitEndpoint.

add an entry to the VisibleEndpoints table (see 18.2), where:
1) thecomponent hostingEndpointlIRI shall be set.to the local endpoint IRI; and

o the local

d in this
bhility to set
to cal to

2) the remaining components shall be set fromnthe attributes of the framework schema in the local

component registry;

for each BSP schema in the local componentiregistry, add an entry to the VisibleBSPReg
table (see 18.3), where:

1) thecomponent hostingEndpoiatiRI shall be set to the local endpoint IRI;
2) the component bspAccessUuid shall be set to a dynamically generated UUID; and

3) theremaining components shall be set from the attributes of the BSP schema in the local
registry;

NOTE 2 - A different BSP access UUID may be generated for the same BSP each time Big

BioAPI_InitEndpoint iscalled by the local application.

for each BFP schema in the local component registry, add an entry to the VisibleBFPReg
table (see 18.4), where:

1) thecomponent hostingEndpointIRI shall be set to the local endpoint IRI; and

2) .theyremaining components shall be set from the attributes of the BFP schemain the local
registry;
optionally, behave as if the framework had received one or more cals to th

istrations

component
API_Init or

istrations

component

e function

)

Bio APl Iinl(Tannrllnnint from the local aﬂ'\lir\aﬁnn (Qaa 1RA), with the slaveEd

parametgr value based on framework configuration data;

return the value 0O to the local application.
NOTE 3—-The means by which the framework determines the set of BIP endpoints to link

dpointlRlI

to during a

BioAPI_InitEndpoint function call are not specified in this Recommendation | International Standard. This

information might be obtained from configuration parameters of the framework implementation.

16.3  Function BIoAPI Terminate

16.3.1  Thisfunctionisdeclared in BioAPI asfollows:
BioAPI_RETURN BioAPI BioAPI_Terminate

(void);
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16.3.2 One BIP message type is related to this function: the masterDeletionEvent notification BIP message type.
This BIP message type carries a value of the following BIP message parameter ASN.1 type:

MasterDeletionEvent-NotificationParams ::= NULL

16.3.3 When a framework receives a call to the function BioAPI Terminate from the local application, it shall
perform the actions specified in the five following subclauses (in order).

16.3.3.1 For each entry of the VisibleEndpoints table (see 18.2) where the component hostingEndpointIRI (say,
slaveEndpointIRI) has a value different from the local endpoint IRI, the framework shall perform the following actions

(in order):

a)

set to slaveEndpointI Rl and the parameter value set to NULL;

b) receive acorresponding deleteMaster response BIP message (see 13.6); and

create and send a deleteMaster request BIP message (see 13.1 and 16.5.2) with the slave endpoint IRI

c)__delete the entry of the framework schema table (subclause 18.2.3 applies);
NOTE — Those slave endpoints are al the BIP endpoints to which an addMaster request BIP niesspge has been
sent but no subsequent deleteMaster request BIP message has been sent. This includesiany faddMaster
request BIP messages sent while processing aBioAPI_Init or BioAPI_InitEndpoint function call |(see 16.1).
d) optionaly, destroy the transport-level connection(s) with the slave endpoint as required by the transport
protocol binding in use.
16.3.3.2 Hor each entry (say, master Endpoint) of the MasterEndpoints table (see 18.1), the framework shall perform
the following actions (in order):
a create and send amasterDeletionEvent notification BIP message(see 13.4) with the master endpoint
IRI set from the component masterEndpointIRI of masterEndpoint and the parameter yalue set to
NULL;
) delete the entry of the MasterEndpoints table (subclause 18.1.3 applies);
c) optionaly, destroy the transport-level connection(s) with'the master endpoint as required by the transport
protocol binding in use.
16.3.3.3 Delete al the entries of the ApplicationOwnedMenroryBlocks table (see 18.13).

16.3.34 N
local applic

16.3.35 O

16.34
endpoint, it

a

164 R

1641 T
B

lake an internal BioAPI function call (see 13.10)to the same function as the incoming call, and 11
fation the return value of the internal call.

elete al temporary abstract values that-have not yet been deleted.

Vhen a framework receives (see 13:.9) a masterDeletionEvent notification BIP message fr
shall perform the following actions (in order):

delete the entry (if any).of the VisibleEndpoints table where the component hostingEr
contains the slave endpeint IRI (subclause 18.2.3 applies);

conclude that ng’agknowledgement BIP message is to be sent.

unction BXOAP| LinkToEndpoint
his functien'is declared in BioAPI asfollows:
APINBETURN BioAPI_LinkToEndpoint

Fturn to the

bm a slave

dpointlRlI

(const uint8_t *SlaveEndpointIRI);

16.4.2 A pair of BIP message types are related to this function: the addMaster request BIP message type and the
addMaster response BIP message type. These two BIP message types carry a value of the following BIP message
parameter ASN. 1 types (respectively):

AddMaster-RequestParams ::= SEQUENCE {

and:

bipVersion BioAPI-VERSION
}
AddMaster-ResponseParams ::= SEQUENCE {
fwSchema BioAPI-FRAMEWORK-SCHEMA OPTIONAL,
bspSchemas SEQUENCE (SIZE(0..max-unsigned-int)) OF

bspSchema BioAPI-BSP-SCHEMA,

bfpSchemas SEQUENCE (SIZE(0..max-unsigned-int)) OF
bfpSchema BioAPI-BFP-SCHEM

A

I TU-T Rec. X.1083 (11/2007) 59


https://iecnorm.com/api/?name=c1dd7432e93d496363ef3a291cb4af51

| SO/IEC 24708:2008 (E)

16.4.3

The following ASN.1 type is defined to aid the specification of the behaviour of a framework, but its abstract
values do not occur in any BIP message exchanged between BIP endpoints:

LinkCallParams ::= SEQUENCE {

slaveEndpointIRI EndpointIRlI
}

16.4.4 When a framework receives a call to the function BioAP| LinkToEndpoint from the local application, it
shall perform the following actions (in order):

60

a)

b)

set the link number associated with the BIP link to a randomly generated value and the request identifier
associated with the BIP link to another randomly generated value;

NOTE — The link number is not, strictly speaking, an identifier of the link, because there is a (small) probability
of duplication. The main purposes of the link number are to increase the robustness of implementations and to
facilitate diagnostics.

create a temporary abstract value (say, linkCallParams) of type LinkCallParams (see 16.4.3) by

0)

n—add-an-entry to the VisibleEndpointstable(see 18.2) - where:

converting from the parameters of the BioAPI_Link ToEndpoint function call as specitied ih 16.4.6;

search the VisibleEndpoints table (see 18.2) for an entry where the component hostingEndpointiRI
has the same value as the component slaveEndpointIRI of linkCallParams;

optionally, establish one or two transport-level connections with the slave endgoint as required by the
transport protocol binding(s) in use;

if such an entry is found, then return the value BioAPIERR_SLAVE. ALREADY LINHED to the
local application, skipping the remaining actions;

create atemporary abstract value (say, outgoingRequestParams) of-type AddMaster-RequestParams
(see 16.4.2), where the component bipVersion shall be set tocthe-version number associatéd with this
edition of this Recommendation | International Standard (see 43:15);

create and send an addMaster request BIP message (see,13:2) with the slave endpoint IRI get from the
component slaveEndpointIRl  of linkCallParamis and the parameter vauq set to
outgoingRequestParams,

receive a corresponding addMaster response BIP.message (see 13.6);

if the return value of the addMaster response BIP message is not O, then return that value fo the local
application, skipping the remaining actions;

let incomingResponseParams be the>parameter value (of type AddMaster-ResponseParams —
see 16.4.2) of the addMaster response BIP message;

if the optional component fwSchema is absent, then return the value
BioAPIERR_FRAMEWORK- SCHEMA_ABSENT to the local application, skipping the remaining
actions;

if the same BSP praduct UUID occurs as the value of the component bspProductUuid in tivo or more
eements of thesecomponent bspSchemas of incomingResponseParams, then return| the value
BioAPIERR_BDUPLICATE_BSP_PRODUCT_UUID to the local application, skipping th¢ remaining
actions;

if the same'BFP product UUID occurs as the value of the component bfpProductUuid in tjvo or more
elements” of the component bfpSchemas of incomingResponseParams, then return| the value
BISAPIERR DUPLICATE BFP PRODUCT UUID to the local application, skipping the remaining
actions,

1) the component hostingEndpointIRI shall be set from the component slaveEndpointIRI of
linkCallParams; and

2) the remaining components shall be set from the components of the component fwSchema of
incomingResponseParams;

for each element (say, bspSchema) of the component bspSchemas of incomingResponseParams, add
an entry to the VisibleBSPRegistrations table (see 18.3), where:

1) the component hostingEndpointIRI shall be set from the component slaveEndpointIRI of
linkCallParams;

2) the component bspAccessUuid shal be set to adynamically generated UUID; and
3) theremaining components shall be set from the components of bspSchema;
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p) for each element (say, bfpSchema) of the component bfpSchemas of incomingResponseParams, add
an entry to the VisibleBFPRegistrations table (see 18.4), where:

1) the component hostingEndpointIRI shall be set from the component slaveEndpointIRI of
linkCallParams; and

2) theremaining components shall be set from the components of bfpSchema;
q) returnthevaueO to thelocal application.

16.45 When a framework receives (see 13.9) an addMaster request BIP message from a BIP endpoint, it shall
perform the following actions (in order):

a) set the link number associated with the BIP link to the link humber found in the incoming request BIP
message and set the notification identifier associated with the BIP link to another randomly generated
value,

b) optionaly, create and send a corresponding addMaster response BIP message (see 13.3) with the return

vauesetto BIOAPTERR_UNWILLING TO ACT _AS SLAVE, skipping the remaining-adtions;
NOTE - This indicates to the sending endpoint that this BIP endpoint is rejecting an endpoint \inking request.
The criteria for accepting or rejecting an endpoint linking request are not- ‘specifi
Recommendation | International Standard.

c¢) if the component bipVersion of the parameter value of the addMaster request BIP message has a

value different from the version number associated with this Recommendation'| Internationgl Standard

(see 13.15), then the framework shall either:

1) create and send a corresponding addMaster response BIP message (see 13.3) with the tleturn value
set to BioAPIERR_INCOMPATIBLE_VERSION, skipping-the'remaining actions; or

2) perform any actions that are appropriate for that version‘number (but are not specified in this
Recommendeation | International Standard), skipping thefemaining actions,

in this

d search the MasterEndpoints table (see 18.1) for an entry where the component masterErdpointIRI
contains the endpoint IRI of the sending BIP endpoint;

g) if such an entry is found, then create and senda.corresponding addMaster response B|P message
(see 13.3) with the return value set to BioARIERR MASTER ALREADY LINKED, skipping the
remaining actions,
f] add an entry to the MasterEndpoints\table (see 18.1), where the component masterErdpointIRI
shall be set to the endpoint IRI of the sending BIP endpoint;

g locate the entry (say, fwSchema) of the VisibleEndpoints table (see 18.2) where the [component
hostingEndpointIRI containsthe local endpoint IRI;

h) creaste a temporary abstract value (say, outgoingResponseParams) of type AgldMaster-
ResponseParams (sée 16.4.2), where the component fwSchema shall be present and shdll be set to
fwSchema, and the components bspSchemas and bfpSchemas shall beinitially empty;

iy for each entry(say, bspSchema) of the VisibleBSPRegistrations table (see 18.3) |where the
component hostingEndpointIRI contains the local endpoint IRI, add an element to the |component
bspSchemas of outgoingResponseParams, where;

1) thecomponent bspAccessUuid shall be set to sixteen zero-valued octets; and

2) «-the remaining components of the element shall be set from the components of bspScheina with the
same names,

jL>for each entry (say, bfpSchema) of the VisibleBFPRegistrations table (see 18.4) |where the
component hostingEndpointIRI contains the local endpoint IRI, add an element to the component
bfpSchemas of outgoingResponseParams, where al the components of the element shall be set from
the components of bfpSchema with the same names;

k) create and send a corresponding addMaster response BIP message (see 13.3) with the parameter value
set to outgoingResponseParams and the return value set to 0.

16.4.6 Conversion from the parameters of the C function BioAPI| LinkToEndpoint to the ASN.1 type
LinkCallParams (see 16.4.3) shall be done by converting from individual function parameters to ASN.1 components
in accordance with Table 36.
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Table 36 — M apping from the parameter s of the function BioAPI LinkToEndpoint
tothe ASN.1 type LinkCallParams

Function parameter Component of the ASN.1 type References

SlaveEndpointIRI slaveEndpointIRI 153

16.5  Function BioAP| UnlinkFromEndpoint
16.5.1 Thisfunction is declared in BioAPI asfollows:

BioAPI_RETURN BioAPI_UnlinkFromEndpoint
(const uint8_t *SlaveEndpointIRI);

1652 A palr of BI P mesgage types are related to th|sfunct|on the deleteMaster requect BI P mee&age type and the
deleteMay : - S8 B P message
parameter ASN.1 types (recpectlvely)

DeleteMaster-RequestParams ::= NULL
and:
OeleteMaster-ResponseParams ::= NULL

16.5.3 Tlhefollowing ASN.1 typeis defined to aid the specification of the behaviour, of a framework, but|its abstract
values do ot occur in any BIP message exchanged between BIP endpoints:

UnlinkCallParams ::= SEQUENCE {
slaveEndpointIRI EndpointIRI
}

1654 When a framework receives a cal to the function BteAPI UnlinkFromEndpoint from the local
application| it shall perform the following actions (in order):

a) create atemporary abstract value (say, unlinkCallRarams) of type UnlinkCallParams (seg 16.5.3) by
converting from the parameters of the BigAPI_UnlinkFromEndpoint function call gs specified
in 16.5.6;

) let slaveEndpointlRI be the value of the gomponent slaveEndpointIRI of unlinkCallParams

c¢) searchthe VisibleEndpoints table(see 18.2) for an entry where the component hostingErndpointIRI
has the value slaveEndpointIRI;

d) if thereisno such entry, thenreturn the value BioAPIERR_NO SUCH_SLAVE FOUND to the local
application, skipping theremaining actions;

g create and send a deleteMaster request BIP message (see 13.2) with the slave endpoin] IRI set to
slaveEndpointI Rl andithe parameter value set to NULL;

receive a correspending deleteMaster response BIP message (see 13.6);
ﬂ: delete theentry of the VisibleEndpoints table (subclause 18.2.3 applies);

if the yefdrn value of the deleteMaster response BIP message is not O, then return that valuelto the local
application, skipping the remaining actions;

i] optionaly, destroy the transport-level connection(s) with the slave endpoint as required by tie transport
protocol binding in use;

j)  return O to thelocal application.

—h

16,55 When aframework receives (see 13.9) adeleteMaster request BIP message from a master endpoint, it shall
perform the following actions (in order):

a) search the MasterEndpoints table (see 18.1) for an entry where the component masterEndpointIRI
contains the endpoint IRI of the sending BIP endpoint;

b) if there is no such entry, then create and send a corresponding deleteMaster response BIP message
(see 13.3) with the return value set to BioAPIERR_NO SUCH MASTER _FOUND, skipping the
remaining actions,

c) deletethe entry of the MasterEndpoints table (subclause 18.1.3 applies);

d) create and send a corresponding deleteMaster response BIP message (see 13.3) with the parameter
value set to NULL and the return value set to 0;
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e) optionaly, destroy the transport-level connection(s) with the master endpoint as required by the transport
protocol binding in use.

16.5.6 Conversion from the parameters of the C function BioAP! UnlinkFromEndpoint to the ASN.1 type
UnlinkCallParams (see 16.5.3) shall be done by converting from individual function parameters to ASN.1
components in accordance with Table 37.

Table 37 — Mapping from the parameters of the function BioAPI_UnlinkFromEndpoint
tothe ASN.1type UnlinkCallParams

Function parameter Component of the ASN.1 type References
SlaveEndpointIRI slaveEndpointIRI 15.3

16.6  Hunction BioAPI EnumFrameworks

16.6.1  Thisfunction is declared in BioAPI asfollows:
B

API_RETURN BioAPI_EnumFrameworks
(BioAPI_FRAMEWORK_SCHEMA **FwSchemaArray,
unit32_t *NumberOfElements);

16.6.2  Tlhere are no related BIP message types.

16.6.3  Tlhe following ASN.1 type is defined to aid the specification of the behaviour of a framework, but]its abstract
values do ot occur in any BIP message exchanged between BIP endpoints:

HhumFrameworksCallOutputParams ::= SEQUENCE OF BioAPI*ERAMEWORK-SCHEMA

16.6.4 When aframework receivesacall to the function BioAPI_EddmFrameworks from the local application, it
shall perfofm the following actions (in order):

a create a temporary abstract  value X\ (say, outgoingResponseParams) of type
EnumFrameworksCallOutputParams (see16.6.3) initialy empty;

b) add each entry of the VisibleEndpoints table (see 18.2) to outgoingResponseParams;

c¢) set the output parameters of the BigAPI EnumFrameworks function call by convérting from
outgoingResponseParams as specifieddh 16.6.5;

d returnthe value O to the local application.
16.6.5 ({onversion from the parameters-of the C function BioAPI EnumFrameworks to the ASN.1 type

EnumFrameworksCallOutputParams  (see 16.6.3) shall be done by converting from individugl function
parameters{to ASN.1 components in accordance with Table 38.

Table 38 — Mapping from the ASN.1 type EnumFrameworksCallOutputParams
to the parameter s of the function BioAPI EnumFrameworks

Conponent ofthe’ ASN.1 type Function parameter References
fwSch¢mas FwSchemaArray, NumberOfElements clause 20 in conjunction witt) 16.6.6
16.6.6 CUI IVClJ.UII fIUIII thC ASI"\:.]. WIII'JUI 1l It fVVSthIIIGD tU thC |JC|II Uf C VGIIQII:\J:CD r«l\)llltm.".l tU by th paralﬂda‘s

FwSchemaArray/NumberOfElements shall be done as follows. Calling N the number of elements of the
component fwSchemas, a newly alocated array of N elements of type BioAPI FRAMEWORK SCHEMA
(see 15.33) shdl be filled by converting each element of the component fwSchemas, in order, to an element of the
array as specified in 15.33. The C variable pointed to by the parameter FwSchemaArray shall be set to the address of
the array, and the C variable pointed to by the parameter NumberOfElements shall be set to N.

16.7  Function BioAPI_ EnumBSPs

16.7.1  Thisfunction is declared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_EnumBSPs
(BioAPI_BSP_SCHEMA **BSPSchemaArray,
uint32_t *NumberOfElements);
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16.7.2 There are no related BIP message types.

16.7.3 Thefollowing ASN.1 type is defined to aid the specification of the behaviour of a framework, but its abstract
values do not occur in any BIP message exchanged between BIP endpoints:

EnumBSPsCallOutputParams ::= SEQUENCE OF BioAPI-BSP-SCHEMA

16.7.4 When a framework receives a call to the function BioAPI_EnumBSPs from the local application, it shall
perform the following actions (in order):

a) create a  temporary abstract  value  (say, outgoi ngResponseParams)
EnumBSPsCallOutputParams (see 16.7.3) initialy empty;

of type

b) add each entry of the VisibleBSPRegistrations table (see 18.3) to outgoingResponseParams;
c) set the output parameters of the BioAPI EnumBSPs function call by converting from

outgoingResponseParams as specified in 16.7.5;

ponents in accordance with Table 39.

Table 39 — Mapping from the ASN.1 type EnumBSPsCallOutputRarams
to the parameters of the function BioAPI_ EnumBSHFs

SN.1 type
rameters to

Conponent of the ASN.1type Function parameter References

bspSchemas BSPSchemaArray, NumberOfElements -/ clause 20 in conjunction with

16.7.6

16.7.6

BSPSchemaArray/NumberOfElements shall be done as folows: Calling N the number of elem

Qonversion from the ASN.1 component bspSchemas to théair of C variables pointed to by the

componentfbspSchemas, a newly alocated array of N elements of type BioAPI BSP SCHEMA (see
be filled by converting each element of the component bspSehéemas, in order, to an element of the array
he C variable pointed to by the parameter BSPSghemaArray shall be set to the address of the array, and
the C variaple pointed to by the parameter NumberOfElerients shall be set to N.

in15.19. T

16.8
16.8.1

16.8.2
16.8.3

values do ot occur in.any Bl P message exchanged between BIP endpoints:

16.84 When'aframework receives a cal to the function BioAPI EnumBFPs from the local applicat
perform the felfowing actions (in order):

16.8.5

64

B

Hunction BioAPI EnumBFPs

Tlhis function is declared in BioAPl asfollows:

APl_RETURN BioAPI BioARNEnumBFPs
(BioAPI_BFP_SCHEMA **BFPSchemaArray,
uint32_t *NumbegOfElements);

Tlhere are no related BIP message types.
Tlhe following ASN-1 type is defined to aid the specification of the behaviour of a framework, but

HnumBFRSsEallOutputParams ::= SEQUENCE OF BioAPI-BFP-SCHEMA

parameters
bnts of the
|5.19) shall
hs specified

its abstract

on, it shall

a) create a  temporary abstract  value  (say, outgoi ngResponseParams)
EnumBFPsCallOutputParams (see 16.8.3) initialy empty;

of type

b) add each entry of the VisibleBFPRegistrations table (see 18.4) to outgoingResponseParams;
c) set the output parameters of the BioAPI EnumBFPs function cal by converting from

outgoingResponseParams as specified in 16.8.5;
d) returnthevalue 0 to the local application.

Conversion from the parameters of the C function BioAPI EnumBFPs to the ASN.1 type
EnumBFPsCallOutputParams (see 16.8.3) shal be done by converting from individual function parameters to
ASN.1 componentsin accordance with Table 40.
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Table 40 — Mapping from the ASN.1 type EnumBFPsCallOutputParams
to the parameters of the function BioAPI EnumBFPs

Component of the ASN.1type Function parameter References
bfpSchemas BEPSchemaArray, NumberOfElements | clause 20 in conjunction with 16.8.6
16.8.6  Conversion from the ASN.1 component bfpSchemas to the pair of C variables pointed to by the parameters

BEPSchemaArray/NumberOfElements shall be done as follows: Calling N the number of elements of the

component bfpSchemas, anewly allocated array of N elements of type BioAPI BFP_SCHEMA (see 15.5) shall be
filled by converting each element of the component bfpSchemas, in order, to an element of the array as specified
in 15.5. The C variable pointed to by the parameter BEPSchemaArray shall be set to the address of the array, and the
C variable pointed to by the parameter NumberOfElements shall be set to N.

16.9

16.9.1
B

16.9.2 A pair of BIP message types are related to this function: the bspLoad request BIP message ty
bspLoad [response BIP message type. These two BIP message types carry a value of the following B

parameter

and:

16.9.3
valuesdo

16.94

determine the hosting endpointiand the product UUID of the BSP (say, bspProductUuid) from the parameter
as specified in clause 23, and-then one of the three following subclauses applies.

16.9.4.1
order):

Eaeti-an
rurIeLIruni

Tlhis function is declared in BioAPI as follows:

API_RETURN BioAPI BioAPI_BSPLoad
(const BioAPI_UUID *BSPUuid,
BioAPI_EVENT_HANDLER EventHandler,
void* EventHandlerCtx);

A\SN. 1 types (respectively):
BSPLoad-RequestParams ::= SEQUENCE {
bspProductUuid BioAPI-UUID,
unitEventSubscription BOOLEAN

BSPLoad-ResponseParams ::= NULL
Tlhe following ASN.1 type is defined to aid the specification of the behaviour of a framework, but

rfot occur in any BIP message exchanged between BIP endpoints:
BSPLoadCallParams ::= SEQUENCE{
bspUuid BioAPI-UUID,
unitEventHandlerAddress MemoryAddress,
unitEventHandler€ontext MemoryAddress

}
When a framework receivies a call to the function BioAPI_BSPLoad from the local application,

I{ the hosting2endpoint is the local endpoint, then the framework shall perform the following

a coreate a temporary abstract value (say, bspLoadCallParams) of type BSPLoadC

pe and the
P message

its abstract

t shall first
BSPUuid

actions (in

hl|Params

(see 16.9.3) by converting from the parameters of the BioAPI_BSPLoad function call &

s specified

m-16.Q-
b) add an entry to the RunningBSPLocalReferences table (see 18.5), where:
1) thecomponent hostingEndpointIRI shall be set to the local endpoint IRI;

2) the component bspProductUuid shall be set to bspProductUuid;

3) if the component bspUuid of bspLoadCallParams has a value different from bspProductUuid,
then the component useBSPAccessUuid of the entry shall be set to TRUE; otherwise, it shall be

set to FALSE; and

4) the components unitEventHandlerAddress and unitEventHandlerContext shall be set from

the components of bspL.oadCallParams with the same names;

NOTE — Postponing the internal function call to after the addition of the entry to the table allows notifying

to the local application any unit events generated during the internal function call.
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0)

d)

e

make an internal BioAPI function call (see 13.10) to the same function with the same parameter values
as the incoming call, except that the parameter BSPUuid shal be set by converting from
bspProductUuid as specified in clause 19 in conjunction with 15.58;

if the return value of the interna cal is not 0, then delete the entry added above to the
RunningBSPLocalReferences table and return that value to the local application, skipping the
remaining action;

return the value O to the local application.

16.9.4.2 If the hosting endpoint is a slave endpoint of the framework, then the framework shall perform the following
actions (in order):

a)

create a temporary abstract value (say, bspLoadCallParams) of type BSPLoadCallParams
(see 16.9.3) by converting from the parameters of the BioAPI BSPLoad function call as specified
in 16.9;

aforancac tahla fonn 10 BN

add an onte s+ 1Y i aD COD
T

P

9
16.9.43 I

BioAPIEHR_UNABLE._TO LOCATE_ BSP tothelocal application.

1

atha a whaora:
ooty totrie T o g e CTCTCTTC T S TaorC(SCC IO 0 VWiicres

1) thecomponent hostingEndpointIRI shall be set to the hosting endpoint IRI;
2) the component bspProductUuid shall be set to bspProductUuid;

3) if the component bspUuid of bspLoadCallParams has a value different ffem bspPrjoductUuid,
then the component useBSPAccessUuid of the entry shall be set to TRUE; otherwisg, it shall be
set to FALSE; and

4) the components unitEventHandlerAddress and unitEventHandlerContext shall pe set from
the components of bspl.oadCallParams with the same names;

NOTE — Postponing the request to after the addition of the entry.to the table allows notifying to the local
application any unit events notified by the slave endpoint while.processing the request.

create a temporary abstract value (say, outgoingRequestParams) of type BSPLoad-RequegstParams
(see 16.9.2) where:

1) thecomponent bspProductUuid shall be set to’bspProductUuid; and

2) if the component unitEventHandlerAddyess of bspLoadCallParams has a vae different
from O, then the component unitEventSubscription of outgoingRequestParams shgl be set to
TRUE; otherwise, it shall be set to FALSE;

create and send abspLoad request BlPimessage (see 13.2) with the slave endpoint IRI set to|the hosting
endpoint IRI and the parameter valueSet to outgoingRequestParams;

receive a corresponding bspLoad) response BIP message (see 13.6);

if the return value of the response BIP message is not O, then delete the entry added alpove to the
RunningBSPLocalReferences table, and return that value to the local application, skipping the
remaining actions,

return 0 to the local-application.

the hosting (endpoint cannot be determined, then the framework shal return [the value

16.9.5 When a framework receives (see 13.9) a bspLoad regquest BIP message from a master endpdint, it shall

perform thaT following actions (in order):

let-incomingRequestParams be the parameter value (of type BSPLoad-RequestParams —{see 16.9.2)
of thebspl oad request BIP message;

b)

add an entry to the RunningBSPRemoteReferences table (see18.6), where the component
referrerEndpointIRI shal be set to the master endpoint IRI, and the components bspProductUuid
and unitEventSubscription shall be set from the components of incomingRequestParams with the
same names;

NOTE — Postponing the internal function call to after the addition of the entry to the table allows notifying to the
master endpoint any unit events generated during the internal function call.

create a temporary abstract value (say, bspLoadCallParams) of type BSPLoadCallParams
(see 16.9.3), where:

1) the component bspUuid shall be set from the component bspProductUuid of
incomingRequestParams; and

2) the componentsunitEventHandlerAddress and unitEventHandlerContext shall be set to 0;
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make an internal BioAPI function call (see 13.10) to the function BioAPI BSPLoad, where the
parameters of the function call shall be set by converting from bspLoadCallParams as specified in 16.9;

if the return vaue of the interna cal is not 0, then delete the entry added above to the
RunningBSPRemoteReferences table, and create and send a corresponding bspLoad response
BIP message (see 13.3) with the return value set to that value, skipping the remaining actions;

create and send a corresponding bspLoad response BIP message (see 13.3) with the parameter value set
to outgoingResponseParams and the return value set to 0.

16.9.6 Conversion between the parameters of the C function BioAP|I BSPLoad and the ASN.1 type
BSPLoadCallParams (see 16.9.3) shall be done by converting between individual function parameters and ASN.1
components in accordance with Table 41.

Table 41 — Mapping between the parameter s of the function BioAPI BSPLoad
and the ASN. 1 type BSPl oadCallParams

Function parameter Component of the ASN.1 type References
BSPULi bspUuid clause 19 in conjunctien with 15.58
EventiHandler unitEventHandlerAddress 15.1.7
EventiHandlerCtx unitEventHandlerContext 15.1.7

16.10 Hunction BioAPI BSPUnload
16.10.1 Thisfunction is declared in BioAPI asfollows:

B

16.10.2 A

API_RETURN BioAPI BioAPI_BSPUnload

(const BioAPI_UUID *BSPUuid,
BioAPI_EVENT_HANDLER EventHandler,
void* EventHandlerCtx);

pair of BIP message types are related to this functien: the bspUnload request BIP message type and the

bspUnlodd response BIP message type. These two BlIPhessage types carry a value of the following B]P message

parameter ASN.1 types (respectively):

and:

BSPUnload-RequestParams ::= SEQUENCE {

BSPUnload-ResponseParams ::= NULL

bspProductUuid BioAPI-UUID,
unitEventSubscription BOOLEAN

16.10.3 Tlhe following ASN.1 type is defined to aid the specification of the behaviour of a framework, butits abstract

values do not occur in any BIPmessage exchanged between BIP endpoints:

BSPUnload@allParams ::= SEQUENCE {

bspUuid BioAPI-UUID,
unitEventHandlerAddress MemoryAddress,
unitEventHandlerContext MemoryAddress

}

16.10.4 When a framework receives a call to the function BioAPI BSPUnload from the local application, it shall
first determine the hosting endpoint and the product UUID of the BSP (say, bspProductUuid) from the parameter
BSPUuid as specified in clause 23, and then one of the three following subclauses applies.

16.10.4.1 If the hosting endpoint is the local endpoint, then the framework shall perform the following actions (in

order):
a)

b)

make an internal BioAPI function call (see 13.10) to the same function with the same parameter values
as the incoming call, except that the parameter BSPUuid shal be set by converting from
bspProductUuid as specified in clause 19 in conjunction with 15.58;

if the return value of the internal call is not O, then return that value to the local application, skipping the
remaining actions,
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0)

d)

create a temporary abstract value (say, bspUnloadCallParams) of type BSPUnloadCallParams
(see 16.10.3) by converting from the parameters of the BioAPI_BSPUnload function call as specified

in 16.10.6;

search the RunningBSPLocalReferences table (see 18.5) for an entry where:
1) thecomponent hostingEndpointlIRI contains the local endpoint IRI;

2) the component bspProductUuid has the value bspProductUuid;

3) if the component bspUuid of bspUnloadCallParams has a value different from bspProductUuid,
then the component useBSPAccessUuid of the entry has the value TRUE; otherwise, it has the

value FALSE; and

4) the components unitEventHandlerAddress and unitEventHandlerContext hav
values as the components of bspUnloadCallParams with the same names,

if such an entry is not found, then return the value BioAPIERR_NOT_A RUNNING BSP

e the same

to the local

9

16.10.4.2 |f the hosting endpoint is a slave endpoint of the framework, then the framework shall perform th
actions (in prder):

a

Fpptication, SKippimy the TemaTing actors,

delete the entry of the RunningBSPLocalReferences table (subclause 18.5.3 applies);
NOTE - If multiple entries are found, any one of those entries (but exactly one) will be del éted:

return the value 0 to the local application.

e following

create a temporary abstract value (say, outgoingReguestParams) of type BYPUnload-

RequestParams (see 16.10.2) where:
1) thecomponent bspProductUuid shall be set to bspProductWuid; and
2) if the component unitEventHandlerAddress has acvalue different from 0O, then the

component

unitEventSubscription of outgoingRequestParaims shall be set to TRUE; otherwisg it shall be

set to FALSE;

create and send a bspUnload request BIP message (see 13.2) with the slave endpoint IR
hosting endpoint IRI and the parameter value set.te outgoingRequestParams;

receive a corresponding bspUnload responseBIP message (see 13.6);

if the return value of the response BIP.message is not 0, then return that value to the local
skipping the remaining actions;

create a temporary abstract value (say, bspUnloadCallParams) of type BSPUnloadC
(see 16.10.3) by converting fronT'the parameters of the BioAPI_BSPUnload function call
in 16.10.6;

search the RunningBSRLocalReferences table (see 18.5) for an entry where:
1) thecomponentffostingEndpointIRI contains the hosting endpoint IRI;
2) the component bspProductUuid has the value bspProductUuid;

3) if the.component bspUuid of bspUnloadCallParams has a value different from bspPr
then/the component useBSPAccessUuid of the entry has the value TRUE; otherwi
vaue FALSE; and

4) y'the components unitEventHandlerAddress and unitEventHandlerContext hav

set to the

bpplication,

hl|Params
hs specified

oductUuid,
b, it has the

b the same

values as the components of bspUnloadCallParams with the same names,

9)

h)

i)
16.10.4.3 If

if such an entry is not found, then return the value BioAPIERR_NOT A RUNNING BSP
application, skipping the remaining actions;

delete the entry of the RunningBSPLocalReferences table (subclause 18.5.3 applies);
NOTE — If multiple entries are found, any one of those entries (but exactly one) will be deleted.
return the value 0 to the local application.

the hosting endpoint cannot be determined, then the framework shall return

BioAPIERR_UNABLE TO LOCATE_BSP totheloca application.

to the local

the vaue

16.10.5 When a framework receives (see 13.9) a bspUnload request BIP message from a master endpoint, it shall
perform the following actions (in order):

a)

let incomingRequestParams be the parameter value (of type BSPUnload-RequestParams —

see 16.10.2) of the bspUnload request BIP message;
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create a temporary abstract value (say, bspUnloadCallParams) of type BSPUnloadCallParams
(see 16.10.3) where:

1) the component bspUuid shal be set from the component bspProductUuid of
incomingRequestParams; and

2) thecomponentsunitEventHandlerAddress and unitEventHandlerContext shall be set to 0;

make an internal BioAPI function call (see 13.10) to the function BioAPI_BSPUnload, where the

parameters of the function call shall be set by converting from bspUnloadCallParams as specified
in 16.10.6;

if the return value of the internal call is not O, then create and send a corresponding bspUnload
response BIP message (see 13.3) with the return value set to that value, skipping the remaining actions;

search the RunningBSPRemoteReferences table (see 18.6) for an entry where the component
referrerEndpointIRI contains the master endpoint IRl and the components bspProductUuid and
|mirF\/pnTQ||hqr‘rilntinn have the same valiles asthe components aof in(‘nmingl?pql lestParams with the

Same Names,

if there is no such entry, then create and send a corresponding bspUnload response’B|P message

(see 13.3) with the return value set to BioAPIERR_NOT_ A RUNNING BSP, skipping th¢ remaining

actions,

delete the entry of the RunningBSPRemoteReferences table (subclause 18.6.3 applies);
NOTE — If multiple entries are found, any one of those entries (but exactly one) will be deleted.

create and send a corresponding bspUnload response BIP message (see 13.3) with the parameter value
set to NULL and the return value set to 0.

16.10.6 (onversion between the parameters of the C function BioARMBSPUnload and the ASN.1 type

BSPUnloadCallParams (see 16.10.3) shall be done by converting between individual function pargmeters and
ASN.1 components in accordance with Table 42.
Table 42 — M apping between the parameter s ofithe function BioAPI BSPUnload
and the ASN.1 type BSPWUnloadCallParams
Function parameter Component’ofrithe ASN.1 type References

BSPULid bspUuid Clause 19 in conjunction with 15.58

EventiHandler unitEventHandlerAddress 15.1.7

EventiHandlerCtx unitEventHandlerContext 15.1.7

16.11 Hunction BIoAPI QueryUnits
16.11.1 Tlhisfunction is declared'in BioAPI asfollows:

B

—~

16.11.2 A

API_RETURNIDAPI BioAPI_QueryUnits
onst BioARKNVID *BSPUuid,

BigA]_UNIT_SCHEMA **UnitSchemaArray,
UREs2 t *NumberOfElements);

pairef BIP message types are related to this function: the queryUnits request BIP message type and the

queryUnits\tesponse BIP message type. These two BIP message types carry a value of the following BJP message

parameter ASN. 1 types (respectively):

QueryUnits-RequestParams ::= SEQUENCE {

and:

bspProductUuid BioAPI-UUID
}

QueryUnits-ResponseParams ::= SEQUENCE {

unitSchemas SEQUENCE (SIZE(0..max-unsigned-int)) OF
unitSchema BioAPI-UNIT-SCHEMA

}

16.11.3 When a framework receives a call to the function BioAPI_QueryUnits from the local application, it shall
first determine the hosting endpoint and the product UUID of the BSP (say, bspProductUuid) from the parameter
BSPUuid as specified in clause 23. If the hosting endpoint is the local endpoint, then the framework shall make an
internal BioAPI function call (see 13.10) to the same function with the same parameter values as the incoming call,
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except that the parameter BSPUuid shall be set by converting from bspProductUuid as specified in clause 19 in
conjunction with 15.58, and shall return to the local application the return value of the interna call. If the hosting
endpoint is a lave endpoint of the framework, then the framework shall process the call by exchanging with the hosting
endpoint a queryUnits request/response BIP message pair as specified in clause 27, using 16.11.5 and 16.11.6 to
convert between function parameters and ASN.1 components when required within that clause. If the hosting endpoint
cannot be determined, then the framework shall return the value BioAPIERR_UNABLE TO LOCATE BSP tothe
local application.

16.11.4 When a framework receives (see 13.9) a queryUnits request BIP message from a master endpoint, it shall
process the request via an internal BioAPI function call to BioAPI_QueryUnits to create and send a corresponding
queryUnits response BIP message as specified in clause 28, using 16.11.5 and 16.11.6 to convert between function
parameters and ASN.1 components when required within that clause.

16.11.5 Conversion between the parameters of the C function BioAPI QueryUnits and the ASN.1 type
QueryUnits-RequestParams shall be done by converting between individual function parameters and ASN.1
componen frraceordance-withrFabre=3:

Table 43 — Mapping between the parameter s of the function BioAPI_ QueryUnits
and the ASN.1 type QueryUnits-RequestParams

Function parameter Component of the ASN.1 type References
BYPUuid bspProductUuid clause 25
UnjtSchemaArray none Clause 22
NumberOfElements none clause 22

16.11.6 (onversion between the parameters of the C function Big/tPl QueryUnits and the ASN.1 type
QueryUnifs-ResponseParams shall be done by converting between individual function parameters pnd ASN.1
componentk in accordance with Table 44.

Table 44 — M apping between the parametersiof the function BioAPI_ QueryUnits
and the ASN.1 type QueryYhits-ResponseParams

Function parameter Component of the ASN.1 type References
UnjtSchemaArray, unitSchemas clause 20 in conjunction
NumberOfElements with 16.11.7 and 16.11.8

16.11.7 (onversion from the,~“\par of C variables pointed to by the |parameters
UnitSchemaArray/NumberOfElentenits to the ASN.1 component unitSchemas shal be done gs follows:
Cdlling N the value of the C variable pointed to by the parameter NumberOfElements, each of the first [N elements
(of type BipAPI_UNIT SCHEMA — see 15.57) in the array pointed to by the C variable pointed to by the¢ parameter
UnitSchemaArray shall bé converted, in order, to an element of the component unitSchemas as specifi¢d in 15.57.
The compdnent unitSchemas shall have exactly N elements.

16.11.8 (onversionfrom the ASN.1 component unitSchemas to the pair of C variables pointed| to by the
parameters|UnitSehemaArray/NumberOfElements shal be done as follows: Calling N the number of glements of

the componment unitSchemas, a newly allocated array of N elements of type BioAPI_UNIT SCHEMA ((see 15.57)
shall be fiIIed by converting each element of the component unitSchemas, in order, to an element of ;pe array as
specified in 15.57. The T variable poin 0 Dy the parameter Uniischemaarray e 0 the address of the

array, and the C variable pointed to by the parameter NumberOfElements shall be set to N.

16.12 Function BIoAPI QueryBFPs

16.12.1 Thisfunction is declared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPl_QueryBFPs
(const BioAPI_UUID *BSPUuid,
BioAPlI_ BFP_LIST ELEMENT **BFPList,
uint32_t *NumberOfElements);
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16.12.2 A pair of BIP message types are related to this function: the queryBFPs request BIP message type and the
queryBFPs response BIP message type. These two BIP message types carry a value of the following BIP message
parameter ASN. 1 types (respectively):

QueryBFPs-RequestParams ::= SEQUENCE {
bspProductUuid BioAPI-UUID
}

and:

QueryBFPs-ResponseParams ::= SEQUENCE {
bfps SEQUENCE (SIZE(0..max-unsigned-int)) OF
bfp BioAPI-BFP-LIST-ELEMENT
}

16.12.3 When a framework receives a call to the function BioAPI QueryBFPs from the local application, it shall
first determine the hosting endpoint and the product UUID of the BSP (say, bspProductUuid) from the parameter
BSPUuid |as specified in clause 23. If the hosting endpoint is the local endpoint, then the framework shall make an
internal BigAPI function call (see 13.10) to the same function with the same parameter values, except thatythe parameter
BSPUuid [shall be set by converting from bspProductUuid as specified in clause 19 in conjunction-with{15.58, and
shall returr] to the local application the return value of the internal call. If the hosting endpoint is &slave endpoint of the
framework| then the framework shall process the call by exchanging with the hosting .endpoint a qperyBFPs

responding
queryBFRs response BIP message as specified in clause 28, using 16.12% and 16.12.6 to convert between function

16.12.5 Conversion between the parameters of the C functien BioAP|I QueryBFPs and the ASN.1 type
QueryBFPs-RequestParams shall be done by converting. between individual function parameters aind ASN.1
componentk in accordance with Table 45.

Table 45 — M apping between the parameter s of the function BioAPI QueryBFPs
and the ASN.1 typeQueryBFPs-RequestParams

Function parameter Component of the ASN.1type References
BYPUuid bspProductUuid clause 25
BHPList None clause 22
NumberOfElements None clause 22

16.12.6 (onversion between-the parameters of the C function BioAPI QueryBFPs and the ASN.1 type
QueryBFPs-ResponseRarams shall be done by converting between individual function parameters pnd ASN.1
componentk in accordancewith Table 46.

Table 46 — M apping between the parameter s of the function BioAPI QueryBFPs
and the ASN.1 type QueryBFPs-ResponseParams

Function parameter Component of the ASN.1 type References
BFPList, NumberOfElements bfps clause 20 in conjunction
with 16.12.7 and 16.12.8

16.12.7 Conversion from the pair of C variables pointed to by the parameters BEPList/NumberOfElements to the
ASN.1 component bfps shall be done as follows: Calling N the value of the C variable pointed to by the parameter
NumberOfElements, each of the first N elements (of type BioAPI BFP LIST ELEMENT — see 15.4) in the array
pointed to by the C variable pointed to by the parameter BEPList shall be converted, in order, to an element of the
component bfps as specified in 15.4. The component bfps shall have exactly N elements.

16.12.8 Conversion from the ASN.1 component bfps to the pair of C variables pointed to by the parameters
BFEPList/NumberOfElements shall be done as follows: Calling N the number of elements of the component bfps, a
newly allocated array of N elements of type BioAPI BFP_LIST ELEMENT (see 15.4) shall be filled by converting
each element of the component bfps, in order, to an element of the array as specified in 15.4. The C variable pointed to
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by the parameter BEPList shall be set to the address of the array, and the C variable pointed to by the parameter
NumberOfElements shall be set to N.

16.13 Function BioAP| BSPAttach

16.13.1 Thisfunction is declared in BioAPI asfollows:
BioAPI_RETURN BioAPI BioAPI_BSPAttach

(const BioAPI_UUID *BSPUuid,
BioAPI_VERSION Version,

const BioAPI_UNIT_LIST_ELEMENT *UnitList,
uint32_t NumuUnits,

BioAPI_HANDLE *NewBSPHandle);

16.13.2 A pair of BIP message types are related to this function: the bspAttach regquest BIP message type and the
bspAttach response BIP message type. These two BIP message types carry a value of the following BIP message

parameter ASN.1 types (respectively):

and:

BSPAttach-RequestParams ::= SEQUENCE {

BSPAttach-ResponseParams ::= SEQUENCE {

bspProductUuid BioAPI-UUID,
version BioAPI-VERSION,
units SEQUENCE

(SIZE(0..max-upsigned-int)) OF
unit BioAPIMUNIT-LIST-ELEMENT

newOriginalBSPHandle BioAPI-HANDLE
}

16.13.3 Tlhe following ASN.1 typeis defined to aid the specification.of the behaviour of a framework, but|its abstract

values do ot occur in any BIP message exchanged between BIP-endpoints:

BSPAttachCallOutputParams ::= SEQUENCE {

newBSPHandle BieAPI-HANDLE
}

16.13.4 When a framework receives a call to the function BioAPI BSPAttach from the local applicatjon, it shall
first determine the hosting endpoint and the product UUID of the BSP (say, bspProductUuid) from thg parameter

BSPUuid as specified in clause 23, and then one of the three following subclauses applies.

16.13.4.1
order):

f the hosting endpoint is thexlecal endpoint, then the framework shall perform the following|actions (in

make an internal BioAPI function call (see 13.10) to the same function with the same paranjeter values
as the incoming)call, except that the parameter BSPUuid shal be set by converting from
bspProductUtid as specified in clause 19 in conjunction with 15.58;

if the returivalue of the internal call is not O, then return that value to the local application, ipping the
remaining actions,

creater a temporary abstract value (say, incomingResponseParams) of type B§PAttach-
ResponseParams (see 16.13.2) by converting from the output parameters of the intefnal call as
specified in 16.13.9; e1

d)

e

f)

create a temporary abstract value (say, incomingRequestParams) of type BSPAttach-
RequestParams (see 16.13.2) by converting from the parameters of the BioAPI BSPAttach
function call as specified 16.13.6;

create a temporary abstract value (say, localBSPHandle) of type BioAPI-HANDLE (see 15.42), which
may be any value of that ASN.1 type different from the value of the component localBSPHandle in al
current entries of the AttachSessionLocalReferences table (see 18.8);

NOTE — The method for generating this abstract value is not specified in this Recommendation | International
Standard.

add an entry to the AttachSessionLocalReferences table (see 18.8), where:
1) thecomponent hostingEndpointIRI shall be set to the hosting endpoint IRI;
2) the component bspProductUuid shall be set to bspProductUuid;
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3) if the component bspUuid of incomingRequestParams has a value different from bspProductUuid,
then the component useBSPAccessUuid of the entry shall be set to TRUE; otherwise, it shall be
set to FALSE; and

4) the component originalBSPHandle shall be set from the component newOriginalBSPHandle
of incomingResponseParams; and

5) the component localBSPHandle shall be set to localBSPHandlg;

create a  temporary abstract  value  (say, outgoingResponseParams) of type
BSPAttachCallOutputParams (see 16.13.3), where the component newBSPHandle shall be set to
localBSPHandle;

set the output parameters of the BioAPI BSPAttach function cal by converting from
outgoingResponseParams as specified in 16.13.10;

return the value 0O to the local application.

16.13.4.2 [T thehosting endpoint s a Save endpoint of the framework, then the framework shall performink following

actions (in prder):

a

create a temporary abstract value (say, incomingRequestParams) of type” BEPAttach-
RequestParams (see 16.13.2) by converting from the parameters of the BioAPI BSPAttach
function call as specified in 16.13.6;

create and send a bspAttach request BIP message (see 13.2) with the diave endpoint IR] set to the
hosting endpoint IRI and the parameter value set to incomingRequestParams;

receive a corresponding bspAttach response BIP message (see 13.6);
if the return value of the response BIP message is not 0, then retlrn that value to the local gpplication,
skipping the remaining actions;
let incomingResponseParams be the parameter value/(of-type BSPAttach-ResponseParams —
see 16.13.2) of the bspAttach response BIP message;

create a temporary abstract value (say, localBSPHandle) of type BioAPI-HANDLE (see 1942), which
may be any value of that ASN.1 type different from the value of the component localBSPH4ndle in al
current entries of the AttachSessionLocalReferences table (see 18.8);

NOTE — The method for generating this abstract value is not specified in this Recommendation | | nternational
Standard.

add an entry to the AttachSessionkoctalReferences table (see 18.8), where:
1) thecomponent hostingEndpointIRI shall be set to the hosting endpoint IRI;
2) the component bspProductUuid shall be set to bspProductUuid;

3) if the component bSpUuid of incomingRegquestParams has a value different from bspProductUuid,
then the compaonent useBSPAccessUuid of the entry shall be set to TRUE; otherwisg, it shall be
set to FALSE-and

4) the component originalBSPHandle shall be set from the component newOriginalBEPHandle
of incomingResponseParams; and

5) theécomponent localBSPHandle shall be set to localBSPHandle;

cresie” a  temporary abstract  value  (say, outgoi ngResponseParams) of type

BSPAttachCallOutputParams (see 16.13.3), where the component newBSPHandle shall be set to
lecalBSPHandle;

i)

)
16.13.4.3 If

set the output parameters of the BioAPI_BSPAttach function cal by converting from
outgoingResponseParams as specified in 16.13.10;

return the value 0 to the local application.

the hosting endpoint cannot be determined, then the framework shall return the value

BioAPIERR UNABLE TO LOCATE BSP tothelocal application.

16.13.5 When a framework receives (see 13.9) a bspAttach request BIP message from a master endpoint, it shall
perform the following actions (in order):

a)

b)

let incomingRequestParams be the parameter value (of type BSPAttach-RequestParams — see
16.13.2) of the bspAttach request BIP message;

make an internal BioAPI function call (see 13.10) to the function BioAPI BSPAttach where the
parameters of the function call shall be set by converting from incomingRequestParams as specified
in 16.13.6;
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¢) if thereturn value of theinternal call is not O, then create and send a corresponding bspAttach response
BIP message (see 13.3) with the return value set to that value, skipping the remaining actions;

d) create a temporary abstract vaue (say, incomingResponseParams) of type BSPAttach-
ResponseParams (see 16.13.2) by converting from the output parameters of the internal call as
specified in 16.13.9;

€) add anentry to the AttachSessionRemoteReferences table (see 18.9), where:
1) thecomponent referrerEndpointIRI shall be set to the master endpoint IRI;

2) the component bspProductUuid shal be set from the component bspProductUuid of
incomingRequestParams; and

3) the component originalBSPHandle shall be set from the component newOriginalBSPHandle
of incomingResponseParams;

f)  create and send a corresponding bspAttach response BIP message (see 13.3) with the parameter value
i i arams and-theretormrvatte setto6:

onversion between the parameters of the C function BioAPI BSPAttach and the) ASN.1 type
BSPAttagh-RequestParams (see 16.13.2) shall be done by converting between individual function’parameters and
ponents in accordance with Table 47.

Table 47 — Mapping between the parameter s of the function BioAP| BsPAttach
and the ASN.1 type BSPAttach-RequestParams

Function parameter Component of the ASN.1 type References
BYPUuid bspProductUuid clause 25
Veysion version 15.59
UnjitList, NumUnits units 16.13.7
NegwBSPHandle none clause 22

16.13.7 (onversion from the pair of C parameters UnitList/NumUnits to the ASN.1 component units shall be done
as followg: Caling N the value of the parameterC\NumUnits, each of the first N elementg (of type
BioAPI_UNIT LIST ELEMENT —see 15.56) in the array pointed to by the parameter UnitList shall be cpnverted, in
order, to ar] element of the component units as specified in 15.56. The component units shall have exactly IN el ements.

16.13.8 (onversion from the ASN.1 component units to the pair of C parameters UnitList/NumUnits shall be done
as follows:| Calling N the number of elements of the component units, a newly alocated array of N elemgnts of type
BioAPI_UNIT_LIST_ELEMENT (see15.56) shall be filled by converting each element of the componeFunits, in
order, to ar] element of the array as specified in 15.56. The C parameter UnitList shall be set to the address gf the array,
and the C garameter NumUnits shall be setto N.

16.13.9 (onversion from the parameters of the C function BioAPI BSPAttach to the ASN.1 type BEPAttach-
Respons¢Params (see 16.13.2) shal be done by converting from individual function parameters| to ASN.1
componentk in accordance with Table 48.

J-able 48 — M apping from the parameter s of the function BioAP| BSPAttach
tothe ASN.1type BSPAttach-ResponseParams

FUnNCtion pararmeter compaonert or tne ASN. Ltype Rerer ences

NewBSPHandle newOrigina BSPHandle clause 29 in conjunction with 15.42

16.13.10 Conversion from the ASN.1 type BSPAttach-ResponseParams (see 16.13.2) to the parameters of the C
function BioAP| _BSPAttach shall be done by converting from individual ASN.1 components to function parameters
in accordance with Table 49.

Table 49 — Mapping from the ASN.1 type BSPAttach-ResponseParams
to the parameters of the function BioAPI BSPAttach

Component of the ASN.1type Function parameter References

newBSPHandle NewBSPHandle clause 20 in conjunction with 15.42
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16.14 Function BioAP| BSPDetach

16.14.1 Thisfunction is declared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_BSPDetach
(BioAPI_HANDLE BSPHandle);

16.14.2 A pair of BIP message types are related to this function: the bspDetach request BIP message type and the
bspDetach response BIP message type. These two BIP message types carry a value of the following BIP message
parameter ASN.1 types (respectively):

BSPDetach-RequestParams ::= SEQUENCE {
originalBSPHandle BioAPI-HANDLE
}

and:

Pt Y T Y F=y TN
LrrotiaLli-ixcopurniotirdardains .. = INUL L

16.14.3 When a framework receives a call to the function BioAPI_BSPDetach from the loca applicat|on, it shall
first deterrine the hosting endpoint and the origina BSP handle (say, originalBSPHandle) from' thq parameter
BSPHand| e as specified in clause 24, and then one of the three following subclauses applies.

16.14.3.1 |f the hosting endpoint is the local endpoint, then the framework shall perform. the following|actions (in
order):

d make an internal BioAPI function call (see 13.10) to the same function with the same paranpeter values
as the incoming call, except that the parameter BSPHandle \shdl be set by converting from
originalBSPHandle as specified in 15.42;

) if thereturn value of the internal call is not O, then return that.valUe to the local application, ipping the
remaining actions,

c¢) search the AttachSessionLocalReferences table (see 18.8) for an entry where the velue of the
component originalBSPHandle is originalBSPHandl€;

d) if there is no such entry, then return the value BIoAPIERR _NOT A RUNNING BSP fo the loca
application, skipping the remaining actions;

g deletethe entry of the AttachSessionLotalReferences table (subclause 18.8.3 applies);
f]  return the value O to the local application:

16.14.3.2 |f the hosting endpoint is a slave endpoint of the framework, then the framework shall perform the following
actions (in prder):

a create a temporary _abstfact value (say, incomingRequestParams) of type B3PDetach-
RequestParams (see.16.14.2) by converting from the parameters of the BioAPI BEPDetach
function call as specified in 16.14.5;

b) create and send(aospDetach request BIP message (see 13.2) with the dave endpoint IR} set to the
hosting endpoint IRl and the parameter value set to incomingReguestParams;

c) receive acorresponding bspDetach response BIP message (see 13.6);

if the(return value of the response BIP message is not 0, then return that value to the local gpplication,

skipping the remaining actions;

g) .<{search the AttachSessionLocalReferences table (see 18.8) for an entry where the velue of the

compenentorainalb e Do dla o griginalBSPHandhe:

f) if there is no such entry, then return the value BioAPIERR_NOT A RUNNING BSP to the local
application, skipping the remaining actions;

g) deletetheentry of the AttachSessionLocalReferences table (subclause 18.8.3 applies);

h)  return the value O to the local application.

16.14.3.3 If the hosting endpoint cannot be determined, then the framework shall return the value
BioAPIERR_UNABLE TO LOCATE_BSP tothelocal application.

16.14.4 When a framework receives (see 13.9) a bspDetach request BIP message from a master endpoint, it shall
perform the following actions (in order):

a) let incomingRequestParams be the parameter value (of type BSPDetach-RequestParams —
see 16.14.2) of the bspDetach request BIP message;
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b)

f)

make an internal BioAPI function call (see 13.10) to the function BioAPI BSPDetach, where the
parameters of the function call shall be set by converting from incomingRequestParams as specified
in 16.14.5;

if the return value of the internal call is not 0, then create and send a corresponding bspDetach
response BIP message (see 13.3) with the return value set to that value, skipping the remaining actions;

search the AttachSessionRemoteReferences table (see 18.9) for an entry where the component
originalBSPHandle has the same vaue as the component originalBSPHandle of
incomingRequestParams;

if there is no such entry, then create and send a corresponding bspDetach response BIP message
(see 13.3) with the return value set to BioAPIERR_NOT A RUNNING BSP, skipping the remaining
actions,

delete the entry of the AttachSessionRemoteReferences table (subclause 18.9.3 applies);

create and send a r‘nrrmlnnnrling hspDetach response BIP message (w 13 ’2) with the parameter value

set to NULL and the return value set to O.

16.14.5 (onversion between the parameters of the C function BioAPI_BSPDetach and+the ASN.1 type

BSPDeta

h-RequestParams (see 16.14.2) shall be done by converting between individual function pargmeters and
ASN.1 components in accordance with Table 50.

Table 50 — M apping between the parameter s of the function BioART” BSPDetach
and the ASN.1type BSPDetach-RequestParants

Function parameter Component of the ASN.1 type References

BYPHandle origina BSPHandle clause 26

16.15 Hunction BioAPI EnableEvents
16.15.1 Thisfunction is declared in BioAPI asfollows:

B

16.152 A

API_RETURN BioAPI BioAPI_EnableEventg

(BioAPI_HANDLE BSPHandle,
BioAPI_EVENT_MASK Events);

pair of BIP message types are related to this function: the enableEvents request BIP message type and

the enabl¢Events response BIP message type. These two BIP message types carry a value of the following BIP

message pgrameter ASN.1 types (respectively):

and:

HnableEvents-RequestParams ::= SEQUENCE {

HnableEvenfsResponseParams ::= NULL

originalB§PHandle BioAPI-HANDLE,
unitEvefts BioAPI-UNIT-EVENT-TYPE-MASK

first determine‘\the hosting endpoint and the origina BSP handle (say, originalBSPHandle) from thg parameter

16.15.3 When aframework receives acall to the function BioAPI EnableEvents from the local appliu%on, it shall

BSPHand|&as'specified in clause 24. If the hosting endpoint is the local endpoint, then the framework sh@ll make an

internal BioAPI function call (see 13.10) to the same function with the same parameter values as the incoming call,
except that the parameter BSPHandle shall be set by converting from originalBSPHandle as specified in 15.42, and
shall return to the local application the return value of the internal call. If the hosting endpoint is a slave endpoint of the
framework, then the framework shall process the call by exchanging with the hosting endpoint an enableUnitEvents
request/response BIP message pair as specified in clause 27, using 16.15.5 to convert between function parameters and
ASN.1 components when required within that clause. If the hosting endpoint cannot be determined, then the framework
shall return thevalue BioAPIERR_UNABLE TO LOCATE_ BSP tothelocal application.

16.15.4 When aframework receives (see 13.9) an enableUnitEvents request BIP message from a master endpoint,
it shall process the request via an internal BioAPI function call to BioAPI EnableEvents to create and send a
corresponding enableUnitEvents response BIP message as specified in clause 28, using 16.19.5 to convert between
function parameters and ASN.1 components when required within that clause.
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16.15.5 Conversion between the parameters of the C function BioAPI EnableEvents and the ASN.1 type
EnableUnitEvents-RequestParams shall be done by converting between individua function parameters and
ASN.1 components in accordance with Table 51.

Table 51 — M apping between the parameter s of the function BioAPI EnableEvents
and the ASN.1 type EnableUnitEvents-RequestParams

Function parameter Component of the ASN.1 type References
BSPHandle originalBSPHandle clause 26
Events unitEvents 15.31

16.16 Function BioAP| EnableEventNotifications

16.16.1 T
B

16.16.2 A
message ty}

his function is declared in BioAPI asfollows:

API_RETURN BioAPI BioAPI_EnableEventNotifications
(const BioAPI_UUID *BSPUuid,
BioAPI_EVENT_MASK Events);

pair of BIP message types are related to this function: the EnableEvengNatifications 1

value of th¢ following BIP message parameter ASN.1 types (respectively):

H

and:
=

16.16.3 T
valuesdon

B

16.16.4 V
application
the parame

16.16.4.1
order):

0)

d

nableEventNotifications-RequestParams ::= SEQUENCE {
bspProductUuid BioAPI-UUID,
unitEventTypes BioAPI-UNITEVENT-TYPE-MASK

nableEventNotifications-ResponseParams ::= NULL

he following ASN.1 type is defined to aid the specification of the behaviour of a framework, but
ot occur in any BIP message exchanged betweenBI P endpoints:

nableCallParams ::= SEQUENCE {
bspUuid BioAPI-UUID,
unitEventTypes BioAPI-UNIT-EVENT-TYPE-MASK

}

Vhen a framework receives a~edll to the function BioAPI EnableEventNotifications fro
it shall first determine the'hosting endpoint and the product UUID of the BSP (say, bspProdu
er BSPUuid as specified in clause 23, and then one of the three following subclauses applies.

f the hosting endpoint’ is the local endpoint, then the framework shall perform the following

create atemporary abstract value (say, enableCallParams) of type EnableCallParams (see

bquest BIP

pe and the EnableEventNotifications response BIP message type. Thesetwo’BIP message types carry a

its abstract

the local
uid) from

actions (in

16.16.3) by

converting from the parameters of the BioAPI EnableEventNotifications function call &s specified
in 16.16.6;

if -the UmtEventNotlflcatlonDlsablers table (see 18.7) has an entry where the

bspProductUuid, then delete that entry; A

component

if the component unitEventTypes of enableCallParams indicates that at least one type of event

notification is to be disabled, then add an entry to the UnitEventNotificationDisablers table

(see 18.7), where:
1) the component referrerEndpointIRI shall be set to the local endpoint IRI;
2) the component bspProductUuid shal be set to bspProductUuid; and

3) the component unitEventTypes shal be set to the component unitEventTypes of

enableCallParams,
) return the value O to the local application.
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16.16.4.2 If the hosting endpoint is a slave endpoint of the framework, then the framework shall perform the following
actions (in order):

a) create atemporary abstract value (say, enableCallParams) of type EnableCallParams (see 16.16.3) by
converting from the parameters of the BioAPI_EnableEventNotifications function call as specified

b)

16.16.4.3 |f
BioAPIER

16.16.5 When aframework receives (see 13.9) an enableEventNotifications request BIP message frd
shall perform the following actions (in order):

endpoint, it
a

R_

in 16.16.6;

create a temporary abstract value (say, outgoingRequestParams) of type EnableEventNoti
RequestParams (see 16.16.2) where:

1) thecomponent bspProductUuid shall be set to bspProductUuid; and

2) the component unitEventTypes shall
enableCallParams;

fications-

be sat to the component unitEventTypes of

create and send an enableEventNotifications request BIP message (see 13.2) with the slave endpoint

IRI set to the hosting endpoint IRI and the parameter value set to outgoingRequestParams;

cLElVE CoUINSE DIF CoodlJC ( SEC O

a CUINMSSJUNuU J ClIdDICCVE \NU allU

if the return value of the response BIP message is not 0, then delete the entry addéed
UnitEventNotificationDisablers table, and return that value to the local application, d
remaining actions,

return O to the local application.

the hosting endpoint cannot be determined, then the frameworkl shall return

UNABLE_TO LOCATE_BSP to theloca application.

let incomingRequestParams be the parameter value-~(of type EnableEventNot
RequestParams —see 16.16.2) of the enableEventNgtifications request BIP message;

if the UnitEventNotificationDisablers table (see’ 18.7) has an entry where the
referrerEndpointIRI is set to the master endpoint 'Rl and the component bspProductU

pove to the
ipping the

the vaue

Im a master

fications-

component
1id has the

same value as the component bspProductUuidhof incomingRegquestParams, then del ete that) entry;

if the component unitEventTypes of incomingRegquestParams indicates that at least one ty
notification is to be disabled, then addan entry to the UnitEventNotificationDisal
(see 18.7), where:

1)
2)

3

the component referrerEndpeintIRI shall be set to the master endpoint IRI;

the component bspProductUuid shall be set from the component bspProdu
incomingRequestPar ars,

the component unitEventTypes shal be set from the component unitEvent
incomingRequestParams;

d

create and send a corresponding enableEventNotifications response BIP message (see 13

pe of event
lers table

ctUuid of
Types of

3) with the

return value sét to 0.

16.16.6 Cdnversion between the parameters of the C function BioAPI_EnableEventNotifications and

type Enal
ASN.1 co

the ASN.1

leCallParams (see 16.16.3) shall be done by converting between individua function pargmeters and
ponents:itTaccordance with Table 52.

Function parameter

Component of the ASN.1type

References

BSPUuid

bspUuid

clause 19 in conjunction with 15.58

Events

15.31

unitEventTypes

78
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16.17 Function BioAPI ControlUnit

16.17.1 Thisfunctionisdeclared in BioAPI asfollows:
BioAPI_RETURN BioAPI BioAPI_ControlUnit

(BioAPI_HANDLE BSPHandle,
BioAPI_UNIT_ID UnitID,
uint32_t ControlCode,

const BioAPI_DATA *InputData,
BioAPI_DATA *QutputData);

16.17.2 A pair of BIP message types are related to this function: the controlUnit request BIP message type and the
controlUnit response BIP message type. These two BIP message types carry a value of the following BIP message
parameter ASN. 1 types (respectively):

ControlUnit-RequestParams ::= SEQUENCE {

originalBSPHandle BioAPI-HANDLE

and:

16.17.3 V
first detern
BSPHand
internal Bi
except that
shall return
framework
request/reg
parameters
the framew

16.17.4
process the
controlUr
parameters

16.175 (
ControlU
component

unitiD BioAPI-UNIT-ID,
controlCode Unsignedint,
inputData BioAPI-DATA

ontrolUnit-ResponseParams ::= SEQUENCE {
outputData BioAPI-DATA
}

Vhen a framework receives a cal to the function BioAPI ControfJrit from the local applicat]
nine the hosting endpoint and the origina BSP handle (say, originalBSPHandle) from the
le as specified in clause 24. If the hosting endpoint is the local eendpoint, then the framework sh
DAPI function call (see 13.10) to the same function with the same parameter values as the inc
the parameter BSPHandle shall be set by converting ffam originalBSPHandle as specified in
to the local application the return value of the internal.call. If the hosting endpoint is a slave end

then the framework shall process the cal by «exehanging with the hosting endpoint a ¢
ponse BIP message pair as specified in clause 27, using 16.17.5 and 16.17.6 to convert betwe
and ASN.1 components when required withinithat clause. If the hosting endpoint cannot be deter
ork shall return thevalue BioAPIERR_UNABLE TO LOCATE BSP totheloca application

hen a framework receives (see 13.9) acontrolUnit request BIP message from a master endp
request via an internal BioAPI function call to BioAPI_ControlUnit to create and send a co
it response BIP message as specified in clause 28, using 16.17.5 and 16.17.6 to convert betwe
and ASN.1 components when reguired within that clause.

onversion between the -parameters of the C function BioAPI ControlUnit and the A
nit-RequestParams«.shall be done by converting between individual function parameters
5 in accordance with Table 53.

Table53> M apping between the parameters of the function BioAPI_ControlUnit
and the ASN.1type ControlUnit-RequestParams

on, it shall
parameter
bl make an
pming call,
15.42, and
boint of the
bntrolUnit
bn function
nined, then

int, it shall

responding
bn function

SN.1 type
nd ASN.1

Function parameter Component of the ASN.1type References

BSPH

hnale originalBSPHandle clause 26

UnitID

unitiD 15.55

ControlCode controlCode 15.15

InputData inputData clause 19 in conjunction with 15.22

OutputData none clause 22

16.17.6 Conversion between the parameters of the C function BioAPI ControlUnit and the ASN.1 type
ControlUnit-ResponseParams shall be done by converting between individual function parameters and ASN.1
components in accordance with Table 54.
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Table 54 — M apping between the parameter s of the function BioAPI_ControlUnit
and the ASN.1 type ControlUnit-ResponseParams

Function parameter Component of the ASN.1type References
OutputData outputData clause 20 in conjunction with 15.22

16.18 Function BioAPI Control
16.18.1 Thisfunction is declared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_Control
(BioAPI_HANDLE BSPHandle,
BioAPI_UNIT_ID UnitID,

const BioAPI_UUID *ControlCode,
TONST BIOAPT_DATA MputDaty,
BioAPI_DATA *QutputData);

16.18.2 A pair of BIP message types are related to this function: the control request BIP meSsage type and the
control rgsponse BIP message type. These two BIP message types carry a value of the follewing BIP message
parameter ASN.1 types (respectively):

dontrol-RequestParams ::= SEQUENCE {

originalBSPHandle BioAPI-HANDLE,
unitiD BioAPI-UNIT-ID,
controlCode BioAPI-UUID,
inputData BioAPI-DATA

and:

dontrol-ResponseParams ::= SEQUENCE {
outputData BioAPI-DATA
}

16.18.3 When a framework receives a cal to the function&ioAP! Control from the local application, it shall first
determine the hosting endpoint and the original BSP handie (say, originalBSPHandl€) from the parameter BEPHandle
as specifiefl in clause 24. If the hosting endpoint is-the local endpoint, then the framework shall makelan internal
BioAPI function call (see 13.10) to the same function'with the same parameter values as the incoming call,{except that
the parameter BSPHandle shall be set by converting from originalBSPHandle as specified in 15.42, and shgll return to
the local application the return value of the internal call. If the hosting endpoint is a slave endpoint of the framework,
ework shall process the call_ by exchanging with the hosting endpoint a control request/regponse BIP
message pdir as specified in clause 27; using 16.18.5 and 16.18.6 to convert between function parametersfand ASN.1
components when required within that clause. If the hosting endpoint cannot be determined, then the framework shall

hen a frameworK receives (see 13.9) a control request BIP message from a master endpoint, it shall process
via an internalh\BioAPI function call to BioAPI Control to create and send a corresponding control

onversion between the parameters of the C function BioAPI Control and the ABN.1 type
equestParams shall be done by converting between individual function parameters and ASN.1
componentSTn accordance with Table 5b.

Table 55 — Mapping between the parameter s of the function BioAPI Control
and the ASN.1 type Control-RequestParams

Function parameter Component of the ASN.1type References
BSPHandle originalBSPHandle clause 26
UnitID unitiD 15.55
ControlCode controlCode 15.1.5
InputData inputData clause 19 in conjunction with 15.22
OutputData None clause 22
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16.18.6 Conversion between the parameters of the C function BioAPI Control and the ASN.1 type
Control-ResponseParams shal be done by converting between individual function parameters and ASN.1
components in accordance with Table 56.

Table 56 — M apping between the parameter s of the function BioAPI Control
and the ASN.1 type Control-ResponseParams

Function parameter Component of the ASN.1type References
OutputData outputData clause 20 in conjunction with 15.22

16.19 Function BiIoAP| FreeBIRHandle
16.19.1 Thisfunction is declared in BioAPI asfollows:

Bi

16.19.2 A

API_RETURN BioAPI BioAPI_FreeBIRHandle
(BioAPI_HANDLE BSPHandle,
BioAPI_BIR_HANDLE Handle);

pair of BIP message types are related to this function: the freeBIRHandle request BIP messafje type and

the freeBIRHandle response BIP message type. These two BIP message types carry a.value of the following BIP

message pg
F

and:
F
16.19.3 V

rameter ASN.1 types (respectively):

eeBIRHandle-RequestParams ::= SEQUENCE {
originalBSPHandle BioAPI-HANDLE,
birHandle BioAPI-BIR-HANDLE

FeeBIRHandle-ResponseParams ::= NULL

Vhen a framework receives a cal to the function BiOAPI FreeBIRHandle from the local application, it

shall first dletermine the hosting endpoint and the original BSP handle (say, originalBSPHandle) from the parameter

BSPHand
internal Bi
except that

le as specified in clause 24. If the hosting endpeint is the local endpoint, then the framework shall make an
DAPI function call (see 13.10) to the same function with the same parameter values as the incoming call,
the parameter BSPHandle shall be set by*converting from originalBSPHandle as specified in[ 15.42, and

shall returr] to the local application the return value\of the internal call. If the hosting endpoint is a slave endpoint of the

framework

then the framework shall process(he call by exchanging with the hosting endpoint a freeIRHandle

request/response BIP message pair as specified in clause 27, using 16.19.5 to convert between function parameters and

ASN.1 co
shall retur

correspond
function p

16.19.5
FreeBIR
component

ponents when required withirithat clause. If the hosting endpoint cannot be determined, then thelframework
thevaue BioAPIERR_UNABLE TO LOCATE_BSP tothelocal application.

hen a framework reeeives (see 13.9) a freeBIRHandle request BIP message from a master endpoint, it
the reguest via ‘an) internal BioAPI function call to BioAPI_FreeBIRHandle to create pnd send a
ng freeBIRHandlée response BIP message as specified in clause 28, using 16.19.5 to convért between
ameters and ASN.1 components when required within that clause.

onversion between the parameters of the C function BioAPI FreeBIRHandle and the ASN.1 type
andlesRequestParams shall be done by converting between individual function parameters jand ASN.1
im aeeordance with Table 57.

Table 57 — M apping between the parameter s of the function BioAPI FreeBIRHandle
and the ASN.1 type FreeBIRHandle-RequestParams

Function parameter Component of the ASN.1 type References
BSPHandle originalBSPHandle clause 26
Handle birHandle 15.12
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16.20 Function BioAPI GetBIRFromHandle

16.20.1 Thisfunction is declared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_GetBIRFromHandle
(BioAPI_HANDLE BSPHandle,
BioAPI_BIR_HANDLE Handle,

BioAPI_BIR *BIR);

16.20.2 A pair of BIP message types are related to this function: the getBIRFromHandle request BIP message type
and the getBIRFromHandIe response BIP message type. These two BIP message types carry avalue of the following

BIP message parameter ASN.1 types (respectively):
GetBIRFromHandle-RequestParams ::= SEQUENCE {

originalBSPHandle BioAPI-HANDLE,
birHandle BioAPI-BIR-HANDLE
1
and:
etBIRFromHandle-ResponseParams ::= SEQUENCE {
bir BioAPI-BIR
}
16.20.3 hen a framework receives a cal to the function BioAP|_GetBIRFromHand(& from the local ppplication,
it shall firg determine the hosting endpoint and the origina BSP handle (say, originalBSPHandle) from thé¢ parameter

BSPHand|e as specified in clause 24. If the hosting endpoint is the local endpoint, then the framework sh@ll make an

internal Bi

API function call (see 13.10) to the same function with the same parameter values as the incoming call,

except that] the parameter BSPHandle shall be set by converting from originalBSPHandle as specified inf15.42, and
shall returr] to the local application the return value of the internal call. If the hosting endpoint is a slave endpoint of the

framework| then the framework shall process the call by exchanging with the hosting endpoint a getBIRFr

ponents in accordance with Fablée 58.

Table 58 — M appingdhetween the parameter s of the function BioAPI GetBIRFromHandle
and the ASN.1 type GetBIRFromHandle-RequestParams

mHandle
bn function
mined, then

br endpoint,
and send a
16.20.6 to

ASN.1 type
meters and

Function parameter Component of the ASN.1 type References
BYPHandle originalBSPHandle clause 26
Handle birHandle 15.12
BIR none clause 22

16.20.6 Conversion between the parameters of the C function BioAP|_GetBIRFromHandle and the ASN.1 type
GetBIRFromHandle-ResponseParams shall be done by converting between individual function parameters and

ASN.1 components in accordance with Table 59.

Table 59 — M apping between the parameter s of the function BioAPI GetBIRFromHandle
and the ASN.1 type GetBIRFromHandle-ResponseParams

Function parameter Component of the ASN.1type References

Bl bir clause 20 in conjunction with 15.6
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16.21 Function BioAP| GetHeaderFromHandle

16.21.1 Thisfunction is declared in BioAPI asfollows:
BioAPI_RETURN BioAPI BioAPI_GetHeaderFromHandle

(BioAPI_HANDLE BSPHandle,
BioAPI_BIR_HANDLE Handle,
BioAPI_BIR_HEADER *Header);

16.21.2 A pair of BIP message types are related to this function: the getHeaderFromHandle request BIP message
type and the getHeaderFromHandle response BIP message type. These two BIP message types carry a value of the
following BIP message parameter ASN.1 types (respectively):

GetHeaderFromHandle-RequestParams ::= SEQUENCE {

and:

Q

16.21.3 V
application
parameter

make anin
call, excep
and shall r
the fram

originalBSPHandle BioAPI-HANDLE,
birHandle BioAPI-BIR-HANDLE

etHeaderFromHandle-ResponseParams ::= SEQUENCE {
header BioAPI-BIR-HEADER
}

Vhen a framework receives a call to the function BioAPI GetHeaderFgwfHandle from the local
it shall first determine the hosting endpoint and the original BSP handle (say, originalBSPHandle) from the
B SPHandle as specified in clause 24. If the hosting endpoint is the local €ndpoint, then the frampwork shall
fernal BioAPI function call (see 13.10) to the same function with the sameé parameter values as the incoming
that the parameter BSPHandle shall be set by converting from ariginalBSPHandle as specifigd in 15.42,
urn to the local application the return value of the internal call. If the'hosting endpoint is a slave pndpoint of
ork, then the framework shall process the call by exchanging with the hosting endpoint a

getHeadefFromHandle request/response BIP message pair as specified in clause 27, using 16.21.5 and 16.21.6 to

convert b
cannot be
local applic

16.21.4 V
endpoint, i
create and
using 16.21
clause.

16.215
type GetH
and ASN.]|

T

een function parameters and ASN.1 components when-tequired within that clause. If the hosting endpoint
etermined, then the framework shall return the value BIAPIERR_UNABLE TO LOCATE BSP tothe
ation.

Vhen a framework receives (see 13.9) a getkHe€aderFromHandle request BIP message from a master
shall process the request via an internal BiOAPI function call to BioAPI GetHeaderFrom|Handle to
send a corresponding getHeaderFrofitHandle response BIP message as specified in |clause 28,
.5 and 16.21.6 to convert between function parameters and ASN.1 components when required|within that

onversion between the parameters of the C function BioAPI GetHeaderFromHandle and|the ASN.1
paderFromHandle-RequgéstParams shall be done by converting between individual function|parameters
components in accordance with Table 60.

able 60 — M apping between the parameters of the function BioAPI GetHeaderFromHand|e
and the ASN.1 type GetHeaderFromHandle-RequestParams

Function par ameter Component of the ASN.1 type References

BY

PHaprdle originalBSPHandle clause 26

Hd

ndie birHandle 15.12

Header none Clause 22

16.21.6 Conversion between the parameters of the C function BioAPI GetHeaderFromHandle and the ASN.1
type GetHeaderFromHandle-ResponseParams shall be done by converting between individual function

parameters

T

and ASN.1 components in accordance with Table 61.

able 61 — M apping between the parameters of the function BioAPI GetHeaderFromHandle
and the ASN.1 type GetHeaderFromHandle-ResponseParams

Function parameter Component of the ASN.1type References

Header header clause 20 in conjunction with 15.13
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16.22 Function BIoAP| SubscribeToGUIEvents
16.22.1 Thisfunction is declared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_SubscribeToGUIEvents
(const BioAPI_UUID *GUIEventSubscriptionUuid,
const BioAPI_UUID *BSPUuid,
const BioAPI_HANDLE *BSPHandle,
BioAPI_GUI_SELECT _EVENT_HANDLER GUISelectEventHandler,
void *GUISelectEventHandlerCtx,
BioAPI_GUI_STATE_EVENT_HANDLER GUIStateEventHandler,
void *GUIStateEventHandlerCtx,
BioAPI_GUI_PROGRESS_EVENT_HANDLER GUIProgressEventHandler,
void *GUIProgressEventHandlerCtx);

16.22.2 A pair of BIP message types are related to this function: the subscribeToGUIEvents request BIP message

type and thesubscribeToGUIEVents response BIP message. f\llpn These two BIP message f\llpnc carny-a alue of the

following BIP message parameter ASN.1 types (respectively):

N

ubscribeToGUIEvents-RequestParams ::= SEQUENCE {

guiEventSubscriptionUuid BioAPI-UUID OPTIONAL,
bspProductUuid BioAPI-UUID OPTIONAL,
originalBSPHandle BioAPI-HANDLE OPTIONAL,
guiSelectEventSubscribed BOOLEAN,
guiStateEventSubscribed BOOLEAN,
guiProgressEventSubscribed BOOLEAN

and:

N

ubscribeToGUIEvents-ResponseParams ::= NULL

16.22.3 Tlhe following ASN.1 typeis defined to aid the specification of the behaviour of a framework, but|its abstract
values do rot occur in any BIP message exchanged between BIP endpoints:

N

ubscribeToGUIEventsCallParams ::= SEQUENCE{

guiEventSubscriptionUuid BioAPI-UUID OPTIONAL,
bspUuid BioAPI-UUID OPTIONAL,
bspHandle BioAPI-HANDLE OPTIONAL,
guiSelectEventHandlerAddress MemoryAddress,
guiSelectEventHandlerContext MemoryAddress,
guiStateEventHandlerAddress MemoryAddress,
guiStateEventHandler€ontext MemoryAddress,
guiProgressEventHandlerAddress MemoryAddress,
guiProgressEventHandlerContext MemoryAddress

}

16.22.4 When a framework receives a call to the function BioAPI SubscribeToGUIEvents from the loca
application| it shall first determine either:

a the hosting endpoint and the BSP product UUID (say, bspProductUuid) from the parameter| BSPUuid
as specified'in clause 23 (if the parameter BSPUuid has avalue different from NULL); or

b) thehesting endpoint and the original BSP handle (say, originalBSPHandle) from the C varigble pointed
t0 hy the parameter BSPHandle as specified in clause 24 (if the parameter BSPHandle has a value
different from NULL);

and then one of the three following subclauses applies.
NOTE — Exactly one of these two parametersisrequired to have the value NULL (see ISO/IEC 19784-1, 8.3.8.1).

16.22.4.1 If the hosting endpoint is the local endpoint, then the framework shall perform the following actions (in
order):
a) make an internal BioAPI function call (see 13.10) to the same function with the same parameter values
astheincoming call, except that:

1) if the parameter BSPUuid of the incoming cal had a value different from NULL, then the
parameter BSPUuid shall be set by converting from bspProductUuid as specified in clause 19 in
conjunction with 15.58; and

2) if the parameter BSPHandle of the incoming call had a value different from NULL, then the
parameter BSPHandle shall be set by converting from originalBSPHandle as specified in
clause 19 in conjunction with 15.42;
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if the return value of the internal call is not O, then return that value to the local application, skipping the
remaining actions,
creste a temporary abstract value (say, subscribeToGUIEventsCallParams) of type

SubscribeToGUIEventsCallParams (see 16.22.3) by converting from the parameters of the
BioAPI _SubscribeToGUIEvents function call as specified in 16.22.6;

add an entry to the GUIEventLocalSubscriptions table (see 18.10), where:

1) the optional component guiEventSubscriptionUuid shall be set from the optional component
guiEventSubscriptionUuid of subscribeToGUIEventsCallParams (presence and value);

2) the component hostingEndpointlIRI shall be set to the local endpoint IRI;

3) if the optional component bspUuid of subscribeToGUIEventsCallParams is present, then the
component bspProductUuid of the entry shall be set to bspProductUuid; otherwise, it shall be set
from the component bspProductUuid of the entry of the AttachSessionLocalReferences
table (Qpp 18 R) where the component nriginalRQDHandlp hasthe value nrigi nalBSPHandle;

€
16.22.4.2

a

4) if the optional component bspUuid of subscribeToGUIEventsCallParams is absent.aphas a value
different from bspProductUuid, then the component useBSPAccessUuid of the entry|shall be set
to TRUE; otherwise, it shall be set to FALSE;

5) if the optional component bspHandle of subscribeToGUIEventsCallPanams is preseft, then the
optional component originalBSPHandle of the entry shall be set to originalBSPHandle;
otherwise, it shall be absent; and

6) thecomponentsguiSelectEventHandlerAddress, guiSelectEventHandlerConteft,
guiStateEventHandlerAddress, guiStateEventHandlerContext,
guiProgressEventHandlerAddress, and guiProgressEventHandlerContext ghal be set
from the components of subscribeToGUI EventsCall Paramswith the same names;

return the value O to the local application.

f the hosting endpoint is a slave endpoint of the framework,then the framework shall perform the following
actions (in prder):

create a temporary abstract vaue (say, subscribeToGUIEventsCallParams) | of  type
SubscribeToGUIEventsCallParams (see’ 16.22.3) by converting from the parameters of the
BioAPI_SubscribeToGUIEvents functien call as specified in 16.22.6;

create a temporary abstract value (say, outgoingRequestParams) of type SubscribeToGlJIEvents-
RequestParams (see 16.22.2) where:

1) the optional component gutEventSubscriptionUuid shall be set from the optional [component
guiEventSubscriptionUuid of subscribeToGUIEventsCallParams (presence and valye);

2) if the optional component bspUuid of subscribeToGUIEventsCallParams is presert, then the
component bspProductUuid of outgoingRequestParams shall be set to bspProductUuid;
otherwise, it-shall be absent;

3) if the optional component bspHandle of subscribeToGUIEventsCallParams is presefit, then the
optionalscomponent originalBSPHandle of outgoingRequestParams shall be present gnd shall be
setto-originalBSPHandle; otherwise, it shall be absent;

4) if-the component guiSelectEventHandlerAddress of subscribeToGUIEventsCallPgdrams has a
value different from O, then the component guiSelectEventSubscfibed of
outgoingRequestParams shall be set to TRUE; otherwise, it shall be set to FALSE;

d)
e

5) if the component guiStateEventHandlerAddress of subscribeToGUIEventsCallParams has a
value diffeeent from 0O, then the component guiStateEventSubscribed of
outgoingRequestParams shall be set to TRUE; otherwise, it shall be set to FALSE; and

6) if the component guiProgressEventHandlerAddress of subscribeToGUIEventsCallParams
has a value different from 0O, then the component guiProgressEventSubscribed of
outgoingRequestParams shall be set to TRUE; otherwise, it shall be set to FALSE;

create and send asubscribeToGUIEvents request BIP message (see 13.2) with the slave endpoint IRI
set to the hosting endpoint IRl and the parameter value set to outgoingRequestParanms;

receive a corresponding subscribeToGUIEvents response BIP message (see 13.6);

if the return value of the response BIP message is not O, then return that value to the local application,
skipping the remaining actions;
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f)

1)

2)
3)

4)

5)

add an entry to the GUIEventLocalSubscriptions table (see 18.10), where:

the optional component guiEventSubscriptionUuid shall be set from the optional component
guiEventSubscriptionUuid of subscribeToGUIEventsCallParams (presence and value);

the component hostingEndpointIRI shall be set to the hosting endpoint IRI;

if the optional component bspUuid of subscribeToGUIEventsCallParams is present, then the
component bspProductUuid of the entry shall be set to bspProductUuid; otherwise, it shall be set
from the component bspProductUuid of the entry of the AttachSessionLocalReferences
table (see 18.8) where the component originalBSPHandle has the value originalBSPHandle;

if the optional component bspUuid of subscribeToGUIEventsCallParams is absent or has a value
different from bspProductUuid, then the component useBSPAccessUuid of the entry shall be set
to TRUE; otherwise, it shall be set to FALSE;

if the optional component bspHandle of subscribeToGUIEventsCallParams is present, then the
nptinnf-\l component nriginalRQDHnndlp aof the entry chall he seat to nriginan.SDHandle;

16.22.4.3
BioAPIER

16.225
endpoint, it

a

9

6)

1)

2)

3

4)

5)

return the value O to the local application.

otherwise, it shall be absent; and

the components guiSelectEventHandlerAddress, guiSelectEventHandlerCaonteit,
guiStateEventHandlerAddress, guiStateEventHandlerContext,
guiProgressEventHandlerAddress, and guiProgressEventHandlerContext ghal be set
from the components of subscribeToGUI EventsCallParams with the same names;

f the hosting endpoint cannot be determined, then the framework shal return [the vaue
R_UNABLE TO LOCATE_BSP totheloca application.

Vhen a framework receives (see 13.9) a subscribeToGUIEvents’ request BIP message from a master
shall perform the following actions (in order):

let
RequestParams —see 16.22.2) of the subscribeToGUIEvents request BIP message;

create a temporary abstract value (sa&y, subscribeToGUIEventsCallParams) | of  type
SubscribeToGUIEventsCallParams (see 16:22.3) where:

incomingRequestParams be the parameter ~value (of type SubscribeToGUIEvents-

the optional component guiEventSuhscriptionUuid shall be set from the optional |component
guiEventSubscriptionUuid of incomingRequestParams (presence and value);

if the optional component bspProductUuid of incomingRequestParams is presert, then the
component bspUuid of subscribeToGUIEventsCallParams shall be set from that gomponent;
otherwise, it shall be absent;

if the optional comperent originalBSPHandle of incomingRequestParams is preseft, then the
component bspHandle of subscribeToGUIEventsCallParams shall be set from that gomponent;
otherwise, it shiall be absent;

if the component guiSelectEventSubscribed of incomingRequestParams has the vdlue TRUE,
then the eomponent guiSelectEventHandlerAddress shall be set to an implementat|on-defined
memory ‘address different from O; otherwise, it shall be set to 0;

NOTE 1 —The actua memory address assigned to guiSelectEventHandlerAddress doe$ not matter,
because no calls will ever be made to that address (see 17.2.5).

if the component guiStateEventSubscribed of incomingRequestParams has the vgue TRUE,
then the component guiStateEventHandlerAddress shall be set to an implementatjon-defined

86

6)

7)

memory address different from O; otherwise, it shall be sef to 0;
NOTE 2 —The actual memory address assigned to guiStateEventHandlerAddress does not matter,
because no calls will ever be made to that address (see 17.3.5).
if the component guiProgressEventSubscribed of incomingRequestParams has the value
TRUE, then the component guiProgressEventHandlerAddress shal be set to an
implementation-defined memory address different from O; otherwise, it shall be set to 0; and
NOTE 3—The actual memory address assigned to guiProgressEventHandlerAddress does not
matter, because no callswill ever be made to that address (see 17.4.5).
the components guiSelectEventHandlerContext, guiStateEventHandlerContext, and
guiProgressEventHandlerContext shall be set to 0;
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if the components bspProductUuid and originalBSPHandle of incomingRequestParams are both
present, then create and send a corresponding subscribeToGUIEvents response BIP message
(see 13.3) with the return value set to BioAPIERR UUID AND HANDLE BOTH PRESENT,

if the components bspProductUuid and originalBSPHandle of incomingRequestParams are both
absent, then create and send a corresponding subscribeToGUIEvents response BIP message
(see 13.3) with the return value set to BioAPIERR_UUID _AND_HANDLE BOTH_ABSENT,

make an internal BioAPI function call (see 13.10) to the function BioAPI _SubscribeToGUIEvents,
function call shal be st by converting from

subscribeToGUI EventsCallParams as specified in 16.22.6;

)
skipping the remaining actions;
d)
skipping the remaining actions;
€)
where the parameters of the
f) if the return value of the interna call

is not 0, then create and send a corresponding
subscribeToGUIEvents response BIP message (see 13.3) with the return value set to that value,

SKkippHgHheremahg-ectons:
add an entry to the GUIEventRemoteSubscriptions table (see 18.11), where:
1) thecomponent subscriberEndpointlIRI shal be set to the master endpoint IRIS

2) the optional component guiEventSubscriptionUuid shall be set from the-optional [component
guiEventSubscriptionUuid of incomingRequestParams (presence and value);

3) if the optional component bspProductUuid of incomingRequestParams is preserg, then the
component bspProductUuid of the entry shall be set from that’component; otherwisg, it shall be
set from the component bspProductUuid of the entry of the
AttachSessionRemoteReferences table (see 18.9) where the component
originalBSPHandle has the same value as the\_component originalBSPHandle of
incomingRequestParams;

4) if the optional component originalBSPHandle~of incomingRequestParams is present, then the
component bspHandle of the entry shall be set)frem that component; otherwise, it shal] be absent;
and

5) the components guiSelectEventSubscribed, guiStateEventSubscribed, and
guiProgressEventSubscribed shall<be set from the components of incomingReqiestParams
with the same names;

create and send a corresponding sub8cribeToGUIEvents response BIP message (see 13f3) with the
parameter value set to NULL and the return value set to 0.

16.22.6 (onversion between the parameters of the C function BioAPI SubscribeToGUIEvents and|the ASN.1
type SubsicribeToGUIEventsCallParams (see 16.22.3) shall be done by converting between individyal function

parameters|and ASN.1 components in acgordance with Table 62.

Thble 62 — M apping(betiveen the parameter s of the function BioAPI SubscribeToGUIEven|s

and the ASN.1type SubscribeToGUIEventsCallParams

Function parameter

Component of the ASN.1type References

GUIE{entSulsergtionUuid

gui EventSubscriptionUuid clause 19 in conjunction with 15.58

BSPULid bspUuid clause 19 in conjunction with 15.58
BSPHRNME bspHandle clause 19 in conjunction with 15.42
GUISelectEventHandler gui SelectEventHandlerAddress 15.1.7
GUISelectEventHandler gui SelectEventHandlerAddress 15.1.7
GUIStateEventHandler gui StateEventHandlerAddress 15.1.7
GUIStateEventHandler gui StateEventHandlerAddress 15.1.7
GUIProgressEventHandler guiProgressEventHandlerAddress 15.1.7
GUIProgressEventHandlerCtx guiProgressEventHandlerContext 15.1.7
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16.23 Function BioAP| UnsubscribeFromGUIEvents

16.23.1 Thisfunctionis declared in BioAPI asfollows:
BioAPI_RETURN BioAPI BioAPI_UnsubscribeFromGUIEvents

(const BioAPI_UUID *GUIEventSubscriptionUuid,

const BioAPI_UUID *BSPUuid,

const BioAPI_HANDLE *BSPHandle,

BioAPI_GUI_SELECT _EVENT_HANDLER GUISelectEventHandler,

void *GUISelectEventHandlerCtx,
BioAPI_GUI_STATE_EVENT_HANDLER GUIStateEventHandler,

void *GUIStateEventHandlerCtx,
BioAPI_GUI_PROGRESS_EVENT_HANDLER GUIProgressEventHandler,
void *GUIProgressEventHandlerCtx);

16.23.2 A pair of BIP meesege types are related to this function: the unsubscrlbeFromGUIEvents request BIP

and:

UnsubscribeFromGUIEvents-RequestParams ::= SEQUENCE {

guiEventSubscriptionUuid BioAPI-UUID OPTIONAL,
bspProductUuid BioAPI-UUID OPTIONAL{
originalBSPHandle BioAPI-HANDLE OPTIONAL,
guiSelectEventSubscribed BOOLEAN,
guiStateEventSubscribed BOOLEAN,
guiProgressEventSubscribed BOOLEAN

UnsubscribeFromGUIEvents-ResponseParams ::= NULL

16.23.3 Tlhe following ASN.1 type is defined to aid the specification-0f. the behaviour of a framework, but
values do ot occur in any BIP message exchanged between BIP endpoints:

UnsubscribeFromGUIEventsCallParams ::= SEQUENGCE {

guiEventSubscriptionUuid BioAPI-UUID OPTIONAL,
bspUuid BioAPI-UUID OPTIONAL,
bspHandle BioAPI-HANDLE OPTIONAL,
guiSelectEventHandlerAddress MemoryAddress,
guiSelectEventHandlerCantext MemoryAddress,
guiStateEventHandlerAddress MemoryAddress,
guiStateEventHand|exContext MemoryAddress,
guiProgressEventHandlerAddress MemoryAddress,
guiProgressEventHandlerContext MemoryAddress

}

16.23.4 When a framework receives a cal to the function BioAP| _UnsubscribeFromGUIEvents frg

application
a

it shall first determing either:

the hosting ‘endpoint and the BSP product UUID (say, bspProductUuid) from the parameter
as specifiedin clause 23 (if the parameter BSPUuid has avalue different from NULL); or

the hosting endpoint and the original BSP handle (say, originalBSPHandl€) from the C varig
te-hy the parameter BSPHandle as specified in clause 24 (if the parameter BSPHandle
different from NULL);

s types carry

its abstract

m the local
BSPUuid

ble pointed
has a value

and then one of the three following subclauses applies.
NOTE — Exactly one of these two parametersisrequired to have the value NULL (see ISO/IEC 19784-1, 8.3.8.1).

16.23.4.1 If the hosting endpoint is the local endpoint, then the framework shall perform the following actions (in

order):
a)

make an internal BioAPI function call (see 13.10) to the same function with the same parameter values

astheincoming call, except that:

1) if the parameter BSPUuid of the incoming cal had a value different from NULL, then the
parameter BSPUuid shall be set by converting from bspProductUuid as specified in clause 19 in

conjunction with 15.58; and

2) if the parameter BSPHandle of the incoming call had a value different from NULL, then the
parameter BSPHandle shall be set by converting from originalBSPHandle as specified in

clause 19 in conjunction with 15.42;
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if the return value of the internal call is not O, then return that value to the local application, skipping the
remaining actions,

create a temporary abstract value (say, unsubscribeFromGUIEventsCallParams) of type
UnsubscribeFromGUIEventsCallParams (see 16.23.3) by converting from the parameters of the
BioAPI _UnsubscribeFromGUIEvents function call as specified in 16.23.6;

search the GUIEventLocalSubscriptions table (see 18.10) for an entry where;

1) the optiona component guiEventSubscriptionUuid has the same presence and value as the
optional component guiEventSubscriptionUuid of unsubscribeFromGUIEventsCallParams;

2) the component hostingEndpointIRI contains the local endpoint IRI;

3) if the optional component bspUuid of unsubscribeFromGUIEventsCallParams is present, then the
component bspProductUuid of the entry has the value bspProductUuid; otherwise, it has the
same value as the component bspProductUuid of the entry of the
AttachSessionl ocalReferences table (see 18 8) where the component originalRSPHandle

f

9
16.23.4.2

actions (in prder):

a

has the value originalBSPHandl€;

4) if the optional component bspUuid of unsubscribeFromGUIEventsCallParams iSyabsgnt or has a
value different from bspProductUuid, then the component useBSPAccessUJuid of the entry has
the value TRUE; otherwise, it has the value FALSE;

5) if the optional component bspHandle of unsubscribeFromGUIEventsCallParams is pfesent, then
the optional component originalBSPHandle of the entry is. present and has|the value
originalBSPHandle; otherwise, it is absent; and

6) thecomponentsguiSelectEventHandlerAddress, guiSelectEventHandlerConteft,
guiStateEventHandlerAddress, guiStateEventHandter€ontext,
guiProgressEventHandlerAddress, and guiProgressEventHandlerContext| have the
same values as the components of unsubscribeFromGUIEventsCallParams with the same names;

if there is no such entry, then return the value BioARTERR_NO_SUCH_SUBSCRIPTIOIN_FOUND
to the local application, skipping the remaining actions,

delete the entry of the GUIEventLocalSubsctiptions table (subclause 18.10.3 applies);
return the value O to the local application.

f the hosting endpoint is a slave endpoint of \thé framework, then the framework shall perform the following

create a temporary abstract- value (say, unsubscribeFromGUIEventsCallParams)| of type
UnsubscribeFromGUIEventsCallParams (see 16.23.3) by converting from the paramgters of the
BioAPI _UnsubscribeFramGUIEvents function call as specified in 16.23.6;

create a  temporary abstract value (say, outgoingRequestParams) of type
UnsubscribeFromGUIEvents-RequestParams (see 16.23.2) where:

1) the optiona component guiEventSubscriptionUuid shall be set from the optional |component
guiEventSubscriptionUuid of unsubscribeFromGUIEventsCallParams (presence andl value);

2) if the'optional component bspUuid of unsubscribeFromGUIEventsCallParams is presant, then the
component bspProductUuid of outgoingRequestParams shal be set to bspProductUuid;
otherwise, it shall be absent;

3)-/ if the optional component bspHandle of unsubscribeFromGUIEventsCallParams is pfesent, then
the optional component originalBSPHandle of outgoingRequestParams shall [be set to

0)

originalBSPHandle; otherwise, it shall be absent;

4) if the component guiSelectEventHandlerAddress of unsubscribeFromGUIEventsCallParams
has a value different from 0, then the component guiSelectEventSubscribed of
outgoingRequestParams shall be set to TRUE; otherwise, it shall be set to FALSE;

5) if the component guiStateEventHandlerAddress of unsubscribeFromGUIEventsCallParams
has a vaue diffeeent from 0, then the component guiStateEventSubscribed of
outgoingRequestParams shall be set to TRUE; otherwise, it shall be set to FALSE; and

6) if thecomponent guiProgressEventHandlerAddress of
unsubscribeFromGUIEventsCallParams has a vaue different from 0, then the component
guiProgressEventSubscribed of outgoingRequestParams shall be set to TRUE; otherwise, it
shall be set to FALSE;

create and send an unsubscribeFromGUIEvents request BIP message (see 13.2) with the dave
endpoint IRI set to the hosting endpoint IRl and the parameter value set to outgoingRequestParams;
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receive acorresponding unsubscribeFromGUIEvents response BIP message (see 13.6);

if the return value of the response BIP message is not 0, then return that value to the local application,
skipping the remaining actions;

search the GUIEventLocalSubscriptions table (see 18.10) for an entry where:

d)

e

f)
1
2)
3

16.23.4.3
BioAPIER

5)

6)

the optional component guiEventSubscriptionUuid has the same presence and value as the
optional component guiEventSubscriptionUuid of unsubscribeFromGUIEventsCallParams;

the component hostingEndpointIRI contains the hosting endpoint IRI;

if the optional component bspUuid of unsubscribeFromGUIEventsCallParams is present, then the
component bspProductUuid of the entry has the value bspProductUuid; otherwise, it has the
same value as the component bspProductUuid of the entry of the
AttachSessionLocalReferences table (see 18.8) where the component originalBSPHandle
has the value originalBSPHandl€;

ent or has a
value different from bspProductUuid, then the component useBSPAccessUuid ettihe entry has
the value TRUE; otherwise, it has the value FALSE;

if the optional component bspHandle of unsubscribeFromGUIEventsCallParams is pfesent, then
the optional component originalBSPHandle of the entry is present) and has|the value
originalBSPHandle; otherwise, it is absent; and

the components guiSelectEventHandlerAddress, guiSelectEyentHandlerContet,
guiStateEventHandlerAddress, guiStateEventHandlerCentext,
guiProgressEventHandlerAddress, and guiProgressEventHandlerContext| have the
same values as the components of unsubscribeFromGUIEventsCallParams with the same names;

if there is no such entry, then return the value BioAPIERRXNO_SUCH_SUBSCRIPTIOIN_FOUND

to the local application, skipping the remaining actions;
delete the entry of the GUIEventLocalSubscriptiofs table (subclause 18.10.3 applies);
return the value O to the local application.

f the hosting endpoint cannot be determined, then the framework shall return [the value

R_UNABLE TO LOCATE BSP to the locaapplication.

16.23.5 When a framework receives (see 13.9) an-unsubscribeFromGUIEvents request BIP messpge from a

master endpoint, it shall perform the following actiens (in order):

a

let incomingRequestParams he-the parameter value (of type UnsubscribeFromGlUIEvents-

RequestParams — see 16.23:2) of theunsubscribeFromGUIEvents request BIP message;

Create a temporary (“abstract value (say, unsubscribeFromGUIEventsCallParams)| of type

UnsubscribeFromGUIEventsCallParams (see 16.23.3), where:

1)
2)
3)

4)

the optional-Component guiEventSubscriptionUuid shall be set from the optional |component
guiEventSubscriptionUuid of incomingRequestParams (presence and value);

if the_ optional component bspProductUuid of incomingRequestParams is presert, then the
optienal component bspUuid shall be set from that component; otherwise, it shall be abgent;

the’ optiona component bspHandle shal be set from the optiona [component
originalBSPHandle of incomingRequestParams (presence and value);

if the component guiSelectEventSubscribed of incomingReguestParams has the vdlue TRUE,

90

5)

6)

then the component guiSelectEventHandlerAddress of
unsubscribeFromGUI EventsCallParams shall be set to an implementation-defined memory address
different from 0, which shall be the same as that used in 16.22.5 b); otherwise, it shall be set to 0;

if the component guiStateEventSubscribed of incomingRequestParams has the value TRUE,
then the component guiStateEventHandlerAddress of unsubscribeFromGUIEventsCall Params
shall be set to an implementation-defined memory address different from 0, which shall be the same
asthat used in 16.22.5 b); otherwise, it shall be set to 0;

if the component guiProgressEventSubscribed of incomingRequestParams has the value
TRUE, then the component guiProgressEventHandlerAddress of

unsubscribeFromGUI EventsCallParams shall be set to an implementation-defined memory address
different from 0, which shall be the same as that used in 16.22.5 b); otherwise, it shall be set to 0;
and
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7) the components guiSelectEventHandlerContext,
guiProgressEventHandlerContext shall be set to 0;

guiStateEventHandlerContext and

the entry] of the
component

components  of

vaue et to

c) if the components bspProductUuid and originalBSPHandle of incomingRequestParams are both
present, then create and send a corresponding unsubscribeFromGUIEvents response BIP message
(see 13.3) with the return value set to BioAPIERR UUID AND HANDLE BOTH PRESENT,
skipping the remaining actions;

d) if the components bspProductUuid and originalBSPHandle of incomingRequestParams are both
absent, then create and send a corresponding unsubscribeFromGUIEvents response BIP message
(see13.3) with the return value set to BioAPIERR UUID AND HANDLE BOTH ABSENT,
skipping the remaining actions;

€) makeaninterna BioAPI function call (see 13.10) to the function
BioAPI_UnsubscribeFromGUIEvents, where the parameters of the function call shall be set by
converting from unsubscribeFromGUI EventsCallParams as specified in 16.23.6;

f] If the return value of the interna cal is not 0, then create and send a cofresponding
unsubscribeFromGUIEvents response BIP message (see 13.3) with the return value|set to that
value, skipping the remaining actions;

g searchthe GUIEventRemoteSubscriptions table (see 18.11) for an entry where!

1) thecomponent subscriberEndpointIRI contains the master endpoint IRI;

2) the optional component guiEventSubscriptionUuid has the samelpresence and vplue as the
optional component guiEventSubscriptionUuid of incomingReguestParams;

3) if the optional component bspProductUuid of incomingRequestParams is present, then the
component bspProductUuid of the entry has the same value‘as that component; otherwise, it has
the same vaue as the component bspProductUuid of
AttachSessionRemoteReferences  table _(se¢” 189) where the
originalBSPHandle has the same value ,as{ the component originalBSPHandle of
incomingRequestParams;

4) if the optional component originalBSPHandle of incomingRequestParams is present, then the
component bspHandle of the entry has the’same value as that component; otherwise, |t is absent;
and

5) the components guiSelectEventSibscribe, guiStateEventSubscribe, and
guiProgressEventSubscribed)” have the same values as the
incomingRequestParams with the same names;

h) if thereisno such entry, then create and send a corresponding unsubscribeFromGUIEven(s response
BIP message (see 13.3) with the return
BioAPIERR_NO_SUCH>SUBSCRIPTION_FOUND, skipping the remaining actions,

i] deletethe entry of the GUIEventRemoteSubscriptions table (subclause 18.11.3 applies);

j] create and send @ corresponding unsubscribeFromGUIEvents response BIP message (se¢ 13.3) with
the parameter'value set to NULL and the return value set to 0.

16.23.6 (onversion petween the parameters of the C function BioAPI _UnsubscribeFromGUIEven|ts and the

ASN.1 type UnsubscribeFromGUIEventsCallParams (see 16.23.3) shal be done by convertirlg between

individual {unction-parameters and ASN.1 components in accordance with Table 63.

Function parameter

Component of the ASN.1type References

GUIEventSubscriptionUuid

gui EventSubscriptionUuid

clause 19 in conjunction with 15.58

BSPUuid

bspUuid

clause 19 in conjunction with 15.58

BSPHandle

bspHandle

clause 19 in conjunction with 15.42

GUISelectEventHandler gui SelectEventHandlerAddress 15.1.7
GUISelectEventHandler gui SelectEventHandlerAddress 15.1.7
GUIStateEventHandler gui StateEventHandlerAddress 15.1.7
GUIStateEventHandler gui StateEventHandlerAddress 15.1.7
GUIProgressEventHandler guiProgressEventHandlerAddress 15.1.7
GUIProgressEventHandlerCtx guiProgressEventHandlerContext 15.1.7
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16.24  Function BIoAP| QueryGUIEventSubscriptions
16.24.1 Thisfunction is declared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_QueryGUIEventSubscriptions
(const BioAPI_UUID *BSPUuid,
BioAPI_GUI_EVENT_SUBSCRIPTION *GUIEventSubscriptionList,
uint32_t *NumberOfElements);

16.24.2 A pair of BIP message types are related to this function: the queryGUIEventSubscriptions request BIP
message type and the queryGUIEventSubscriptions response BIP message type. These two BIP message types
carry avalue of the following BIP message parameter ASN.1 types (respectively):

QueryGUIEventSubscriptions-RequestParams ::= SEQUENCE {
bspProductUuid BioAPI-UUID
}

and:

QueryGUIEventSubscriptions-ResponseParams ::= SEQUENCE {
guiEventSubscriptions SEQUENCE (SIZE(0..max-unsigned-int)) OF
subscription BioAPI-GUI-EVENT-SUBSCRIPTION
}

16.24.3 When aframework receives a call to the function BioAPI _QueryGUIEventS@bscriptions frgm the local
application} it shall first determine the hosting endpoint and the product UUID of the BSP (say, bspProductUuid) from
the parameier BSPUuId as specified in clause 23, and then one of the three following&ubclauses applies.

16.24.3.1 |f the hosting endpoint is the local endpoint, then the framework shall perform the following|actions (in
order):

d create a temporary abstract  value  (says outgoingResponseParams) of type
QueryGUIEventSubscriptions-ResponseParams\ (see 16.24.2), where the [component
guiEventSubscriptions shall beinitially empty;

b) searchthe GUIEventLocalSubscriptions table(see 18.10) for al entries where:
1) theoptiona component guiEventSubsgcriptionUuid is present;

2) the component hostingEndpointIRNeontains the local endpoint IRI; and

3) the component bspProductUuid;has the value bspProductUuid,;

c) for each such entry (say, localSubscription), add an element to the |component
guiEventSubscriptions of outgoingResponseParams, where:

1) thecomponent subsctiberEndpointIRI shall be set to the local endpoint IRI;

2) the component .guiEventSubscriptionUuid shall be set from the optional [component
guiEventSubscriptionUuid of local Subscription;

3) if the component guiSelectEventHandlerAddress of localSubscription has a vallie different
from O, then the component guiSelectEventSubscribed shall be set to TRUE; otherwise, it shall
be setito FALSE;

4) the)'‘component guiStateEventHandlerAddress of localSubscription has a valye different
from 0, then the component guiStateEventSubscribed shall be set to TRUE; otherwise, it shall
be set to FALSE; and

. c C . allie different
from 0 then the component gu|ProgressEventSubscrlbed shall beset to TRUE otherwise, it
shall be set to FALSE;

d) search the GUIEventRemoteSubscriptions table (see 18.11) for al entries where the optional
component guiEventSubscriptionUuid is present and the component bspProductUUid has the
value bspProductUuid;

e) for each such entry (say, remoteSubscription), add an element to the component
guiEventSubscriptions of outgoingResponseParams, where all the components shall be set from the
components of remoteSubscription with the same names;

f)  set the output parameters of the BioAPI QueryGUIEventSubscriptions function call by converting
from outgoingResponseParams as specified in 16.24.6;

g) returnthevalue 0 to thelocal application.
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16.24.3.2 If the hosting endpoint is a slave endpoint of the framework, then the framework shall process the call by
exchanging with the hosting endpoint a queryGUIEventSubscriptions request/response BIP message pair as
specified in clause 27, using 16.24.5 and 16.24.6 to convert between function parameters and ASN.1 components when
required within that clause.

16.24.3.31f the hosting endpoint cannot be determined, then the framework shal return the vaue
BioAPIERR_UNABLE _TO LOCATE_BSP tothelocal application.

16.24.4 When a framework receives (see 13.9) a queryGUIEventSubscriptions request BIP message from a
master endpoint, it shall perform the following actions (in order):

a) let incomingRequestParams be the parameter value (of type QueryGUIEventSubscriptions-
RequestParams —see 16.24.2) of the queryGUIEventSubscriptions request BIP message;

b) creste a temporary abstract  value  (say, outgoi ngResponseParams) of type
QueryGUIEventSubscriptions-ResponseParams  (see 16.24.2), where the component
gllil:\lnthIthPl"ilhfinhQ shall hninifinll\l/ nrnpfy;

c¢) searchthe GUIEventLocalSubscriptions table (see 18.10) for all entries where:
1) theoptiona component guiEventSubscriptionUuid is present;
2) thecomponent hostingEndpointIRI contains the local endpoint IRI; and

3) the component bspProductUuid has the same value as the component bspProdyctUuid of
incomingRequestParams;

d) for each such entry (say, localSubscription), add an Jelement to the |component
guiEventSubscriptions of outgoingResponseParams, where:

1) thecomponent subscriberEndpointIRI shall be set to thetoca endpoint IRI;

2) the component guiEventSubscriptionUuid shal<be set from the optional [component
guiEventSubscriptionUuid of local Subscription;

3) if the component guiSelectEventHandlerAddress of localSubscription has a valjie different
from 0, then the component guiSelectEventSubscribed shall be set to TRUE; otherwise, it shall
be set to FALSE;

4) if the component guiStateEventHandlerAddress of localSubscription has a valuye different
from 0, then the component guiStateEventSubscribed shall be set to TRUE; otherwise, it shall
be set to FALSE; and

5) if the component guiProgressEventHandlerAddress of localSubscription has a vallie different
from 0, then the component.guiProgressEventSubscribed shall be set to TRUE; gtherwise, it
shall be set to FALSE;

g) search the GUIEventRemoteSubscriptions table (see 18.11) for al entries where the optional
component guiEventSubscriptionUuid is present and the component bspProductUdid has the
same value as the eomponent bspProductUuid of incomingRequestParams;

f] for each such” entry (say, remoteSubscription), add an element to the [component
guiEventSubscriptions of outgoingResponseParams, where all the components shall be get from the
components of remoteSubscription with the same names;

g create.and send a corresponding queryGUIEventSubscriptions response BIP messagq (see 13.3)
with.the parameter value set to outgoingResponseParams and the return value set to 0.

16.24.5 (onversion between the parameters of the C function BioAPI QueryGUIEventSubscriptiops and the
ASN.1 type QueryGUIEventSubscriptions-RequestParams (see 16.24.2) shall be done by converting between
individual function parameters and ASN.1 components in accordance with Table 64.

Table 64 — Mapping between the parameter s of the function BioAPI_QueryGUIEventSubscriptions
and the ASN.1 type QueryGUIEventSubscriptions-RequestParams

Function parameter Component of the ASN.1 type References
BSPUuid bspProductUuid clause 25
GUIEventSubscriptionList none clause 22
NumberOfElements none clause 22
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16.24.6 Conversion between the parameters of the C function BioAPI QueryGUIEventSubscriptions and the
ASN.1 type QueryGUIEventSubscriptions-ResponseParams (see 16.24.2) shall be done by converting between
individual function parameters and ASN.1 components in accordance with Table 65.

Table 65— Mapping between the parameter s of the function BioAPI QueryGUIEventSubscriptions
and the ASN.1type QueryGUIEventSubscriptions-ResponseParams

Function parameter Component of the ASN.1 type References
GUIEventSubscriptionList, gui EventSubscriptions clause 20 in conjunction with 16.24.7
NumberOfElements and 16.24.8

16.24.7 Conversion from the par of C variables pointed to by the parameters
GUIEventSubscrrptronLlst/NumberOfEIements to the ASN.1 component gurEventSubscrrptrons shall be

first N el
variable pdinted to by the parameter GUIEventSubscriptionList shall be converted in order, to an-element of the
component] guiEventSubscriptions as specified in 15.36. The component guiEventSubscriptions|shal have
exactly N gdements.

16.24.8 (onversion from the ASN.1 component guiEventSubscriptions to the pair of \C'variables pdinted to by
the parameters GUIEventSubscriptionList/NumberOfElements shall be done as follews: Calling N the number
of elements of the component guiEventSubscriptions, a newly allocated, array of N elemenjs of type
BioAPI_UI EVENT SUBSCRIPTION (see 15.36) shall be filled by convertingveach element of the|component
guiEvent$ubscriptions, in order, to an element of the array as specified in.15.36. The C variable pointgd to by the
parameter SUIEventSubscriptionList shall be set to the address of the array, and the C variable pointgd to by the
parameter [NumberOfElements shall be set to N.

16.25 Hunction BioAPI NotifyGUISelectEvent

16.25.1 Tlhisfunction is declared in BioAPI asfollows:

Bip API_RETURN BioAPI BioAPI_NotifyGUISelggfEvent
(const uint8_t *SubscriberEndpointIRN

const BioAPI_UUID *GUIEventSubs®¥iptionUuid,
const BioAPI_UUID *BSPUuid,

BioAPI_UNIT_ID UnitID,
BioAPI_GUI_ENROLL_TYPE$hrollType,
BioAPI_GUI_OPERATIOM®peration,
BioAPI_GUI_MOMENRNMement,

BioAPI_RETURN ResyltCode,

uint32_t MaxNurgEnrollSamples,
BioAPI_BIR_SBB\'YPE_MASK Selectablelnstances,
BioAPI_BIR-SUBTYPE_MASK *SelectedInstances,
BioAPI_BIRBUBTYPE_MASK Capturedinstances,
const U8’ t *Text,

Bio ARI~GUI_RESPONSE *Response);

16.25.2 A pair_ef-BIP message types are related to this function: the notifyGUISelectEvent request BJP message
type and the notifyGUISelectEvent response BIP message type. These two BIP message types carry a yalue of the
following BI'R‘riessage parameter ASN.1 types (respectively):

NotifyGUISelectEvent-RequestParams ::= SEQUENCE {

subscriberEndpointIRI EndpointIRI,
guiEventSubscriptionUuid BioAPI-UUID,
bspProductUuid BioAPI-UUID,

unitiD BioAPI-UNIT-ID,

enrollType BioAPI-GUI-ENROLL-TYPE,
operation BioAPI-GUI-OPERATION,
moment BioAPI-GUI-MOMENT,
resultCode BioAPI-RETURN,
maxNumEnrollSamples Unsignedint,
selectablelnstances BioAPI-BIR-SUBTYPE-MASK,
capturedinstances BioAPI-BIR-SUBTYPE-MASK,
text UTF8String OPTIONAL
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and:
NotifyGUISelectEvent-ResponseParams ::= SEQUENCE {
selectedInstances BioAPI-BIR-SUBTYPE-MASK,
response BioAPI-GUI-RESPONSE

}

16.25.3 When a framework receives a cal to the function BioAPI NotifyGUISelectEvent from the local
application, it shal first determine the hosting endpoint and the product UUID of the BSP (say, bspProductUuid) from
the parameter BSPUuid as specified in clause 23, and then one of the three following subclauses applies.

16.25.3.1 If the hosting endpoint is the local endpoint, then the framework shall perform the following actions (in
order):

a) create a temporary abstract value (say, incomingRequestParams) of type NotifyGUISelectEvent-
RequestParams  (see 16.252) by converting from the parameters of the
BioAPI NotifvGUISelectEvent function call as specified in 16.25.5;

b) create atemporary abstract value (say, eventinfo) of type GUISelectEventinfo (see 17.2.4)\here:
1) the component hostingEndpointIRI shall be set to the local endpoint IRI;
2) theoptional component originalBSPHandle shall be absent; and

3) the remaining components shall be set from the components of incomingRequestParams with the
same names,

c¢) notify a GUI select event based on eventlnfo to a subscriber (either a,GUI select event hapdler of the
local application or a master endpoint) and determine the acknowledgement parameter palue (say,
incomi ngAcknowledgementParams) and the acknowledgement return value (say, incomingRégturnValue)
as specified in clause 30;

d) if incomingReturnValue is not 0, then return that value to the'local application, skipping the¢ remaining
actions;

) create a temporary abstract value (say, outgoingResponseParams) of type NotifyGUISelectEvent-
ResponseParams (see 16.25.2), where all thescomponents shall be set from the conjponents of
incomingAcknowl edgementParams with the samenames;

f] set the output parameters of the Bio APLNOtIfyGUISelectEvent function cal by converting from
outgoingResponseParams as specified in16.25.6; and

g returnthevalue 0 to thelocal application.

16.25.3.2 |f the hosting endpoint is a slave endpoint of the framework, then the framework shall process|the call by
exchanging with the hosting endpoint a notifyGUISelectEvent request/response BIP message pair as $pecified in
clause 27, using 16.25.5 and 16.25.6 to~convert between function parameters and ASN.1 components when required
within that|clause.

16.25.3.311 the hosting endpoint cannot be determined, then the framework shall return [the value
BioAPIEHR UNABLE TO-.OCATE BSP tothelocal application.

16.25.4 When a framework receives (see 13.9) a notifyGUISelectEvent request BIP message from a master
endpoint, if shall perfofm-the following actions (in order):

a let.incomingRequestParams be the parameter value (of type NotifyGUISelectEvent-
ReguestParams —see 16.25.2) of the notifyGUISelectEvent request BIP message;

b) “\ ereate atemporary abstract value (say, eventlnfo) of type GUISelectEventinfo (see 17.2.4) \here:
1) thecomponent hostingEndpointIRI shall be set to the local endpoint IRI;

2) theoptional component originalBSPHandle shall be absent; and

3) the remaining components shall be set from the components of incomingRegquestParams with the
same names,

¢) notify a GUI select event based on eventlnfo to a subscriber (either a GUI select event handler of the
local application or a master endpoint) and determine the acknowledgement parameter value (say,
incomingAcknowledgementParams) and the acknowledgement return value (say, incomingReturnValue)
as specified in clause 30;

d) if incomingReturnValue is not O, then create and send a corresponding notifyGUISelectEvent
response BIP message (see 13.3) with the return value set to that value, skipping the remaining actions;
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€) create a temporary abstract value (say, outgoingResponseParams) of type NotifyGUISelectEvent-
ResponseParams (see 16.25.2), where all the components shall be set from the components of
incomi ngAcknowl edgementParams with the same names;

f) create and send a corresponding notifyGUISelectEvent response BIP message (see 13.3) with the
parameter value set to outgoingResponseParams and the return value set to 0.

16.25.5 Conversion between the parameters of the C function BioAPI_NotifyGUISelectEvent and the ASN.1 type
NotifyGUISelectEvent-RequestParams (see 16.25.2) shall be done by converting between individual function
parameters and ASN.1 components in accordance with Table 66.

Table 66 — M apping between the parameter s of the function BioAPI_NotifyGUISelectEvent
and the ASN.1 type NotifyGUISelectEvent-RequestParams

Function parameter Component of the ASN.1 type References
SubscfiberEndpointIRI subscriberEndpointIRI 15.3
GUIEJentSubscriptionUuid gui EventSubscriptionUuid clause 19 in conjunctiorwith 15.58
BSPUpid bspProductUuid clause 25
UnitlD unitiD 15.55
EnrollType enrol I Type 15.38
Operafion operation 15.39
Momepnt moment 1537
ResulfCode resultCode 15:52
MaxNyimEnrollSamples maxNumEnroll Samples 15.1.6
Selecthblelnstances selectablel nstances 15.17
Captufedinstances capturedl nstances 15.17
Text text 15.2
SelectpdInstances none clause 22
Respgnse none clause 22

16.25.6 ({onversion between the parameters of the Cfunction BioAPI NotifyGUISelectEvent and the
NotifyGU|SelectEvent-ResponseParams (see'16.25.2) shall be done by converting between individy

parametersfand ASN.1 components in accordance with Table 67.

Table 67 — Mapping between.the parameter s of the function BioAPI NotifyGUISelectEven
and the ASN.Utype NotifyGUISelectEvent-ResponseParams

ASN.1 type
al function

Function parameter

Component of the ASN.1type

References

SelectedInstances

sel ectedl nstances

clause 20 in conjunction with

15.17

Respdnse

response

clause 20 in conjunction with

15.40

16.26  Hunction BioAPI NotifyGUIStateEvent

16.26.1 Tlhisfunction isdeclared in BiocAPl asfallows:

BioAPI_RETURN BioAPI BioAPI_NotifyGUIStateEvent

(const uint8_t *SubscriberEndpointIRI,

const BioAPI_UUID *GUIEventSubscriptionUuid,

const BioAPI_UUID *BSPUuid,
BioAPI_UNIT_ID UnitID,
BioAPI_GUI_OPERATION Operation,

BioAPI_GUI_SUBOPERATION Suboperation,

BioAPI_BIR_PURPOSE Purpose,
BioAPI_GUI_MOMENT Moment,
BioAPI_RETURN ResultCode,
int32_t EnrollSamplelndex,

const BioAPI_GUI_BITMAP_ARRAY *Bitmaps,

const uint8 t *Text,
BioAPI_GUI_RESPONSE *Response,

int32_t *EnrollSamplelndexToRecapture);
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16.26.2 A pair of BIP message types are related to this function: the notifyGUIStateEvent request BIP message
type and the notifyGUIStateEvent response BIP message type. These two BIP message types carry a value of the
following BIP message parameter ASN.1 types (respectively):

NotifyGUIStateEvent-RequestParams ::= SEQUENCE {

subscriberEndpointIRI EndpointIRlI,
guiEventSubscriptionUuid BioAPI-UUID,
bspProductUuid BioAPI-UUID,

unitiD BioAPI-UNIT-ID,

operation BioAPI-GUI-OPERATION,
suboperation BioAPI-GUI-SUBOPERATION,
purpose BioAPI-BIR-PURPOSE,
moment BioAPI-GUI-MOMENT,
resultCode BioAPI-RETURN,
enrollSamplelndex Signedint,

bitmaps BioAPI-GUI-BITMAP-ARRAY OPTIONAL,
TEXT UTF3SINg OPTIONAL

and:
NotifyGUIStateEvent-ResponseParams ::= SEQUENCE {
response BioAPI-GUI-RESPONSE}
enrollSamplelndexToRecapture Signedint
}
16.26.3 When a framework receives a cal to the function BioAPI NotifpGUIStateEvent from the local
application} it shal first determine the hosting endpoint and the product UUID of the BSP (say, bspProductUuid) from
the parameter BSPUuId as specified in clause 23, and then one of the three following subclauses applies.
16.26.3.1 |f the hosting endpoint is the local endpoint, then the framework shall perform the following|actions (in
order):
ad create a temporary abstract value (say, incomingRequestParams) of type NotifyGUIStateEvent-
RequestParams  (see 16.26.2) by , «converting from the parameters | of the
BioAPI_NotifyGUIStateEvent function call as'specified in 16.26.5;
b) create atemporary abstract value (say, eventlnfo) of type GUIStateEventinfo (see 17.3.4) where:
1) the component hostingEndpoin#iRI shall be set to the local endpoint IRI;
2) theoptional component originalBSPHandle shall be absent; and
3) the remaining components'shall be set from the components of incomingRegquestParams with the
same names,
c¢) notify aGUI state event based on eventlnfo to a subscriber (either a GUI state event handler pf the local
application or a master endpoint) and determine the acknowledgement parameter yaue (say,
incomingAcknowledgementParams) and the acknowledgement return value (say, incomingReturnValue)
as specified inclause 31;
d) if incomingReturnValue is not 0, then return that value to the local application, skipping the¢ remaining
actions;
¢ create-a temporary abstract value (say, outgoingResponseParams) of type NotifyGUIStateEvent-
ResponseParams (see 16.26.2), where all the components shall be set from the conjponents of
incomi ngAcknowl edgementParams with the same names;
f)  set the output parameters of the BioAPI NotifyGUIStateEvent function call by converting from
outgoingResponseParams as specified in 16.26.6; and
g) returnthevaueO to thelocal application.

16.26.3.2 If the hosting endpoint is a slave endpoint of the framework, then the framework shall process the call by
exchanging with the hosting endpoint a notifyGUIStateEvent request/response BIP message pair as specified in
clause 27, using 16.26.5 and 16.26.6 to convert between function parameters and ASN.1 components when required
within that clause.

16.26.3.3 If the hosting endpoint cannot be determined, then the framework shall return
BioAPIERR_UNABLE TO LOCATE_BSP totheloca application.

the vaue
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16.26.4 When a framework receives (see 13.9) a notifyGUIStateEvent request BIP message from a master
endpoint, it shall perform the following actions (in order):

a) let incomingRequestParams be the parameter value (of type NotifyGUIStateEvent-RequestParams

—see 16.26.2) of the notifyGUIStateEvent request BIP message;

b) create atemporary abstract value (say, eventinfo) of type GUIStateEventinfo (see 17.3.4) where:
1) thecomponent hostingEndpointIRI shall be set to the local endpoint IRI;
2) theoptional component originalBSPHandle shall be absent; and
3) the remaining components shall be set from the components of incomingRegquestParams with the

Same names,

¢) notify aGUI state event based on eventnfo to a subscriber (either a GUI state event handler of the local
application or a master endpoint) and determine the acknowledgement parameter vaue (say,
incomi ngAcknowl edgementParams) and the acknowledgement return value (say, incomingReturnValue)

J’ s specifredimctanse31;

if incomingReturnValue is not 0, then create and send a corresponding notifyGUIStateEvent response
BIP message (see 13.3) with the return value set to that value, skipping the remainingcactions;

g) create a temporary abstract value (say, outgoingResponseParams) of type NatifyGUIStateEvent-
ResponseParams (see 16.26.2), where all the components shall be setfrom the conjponents of
incomi ngAcknowl edgementParams with the same names;

f] create and send a corresponding notifyGUIStateEvent response BIP message (see 13.B) with the
parameter value set to outgoingResponseParams and the return value'setto O.

16.26.5 (onversion between the parameters of the C function BioAPI Notify&UIStateEvent and the ASN.1 type
NotifyGU|StateEvent-RequestParams (see 16.26.2) shall be done hy ‘converting between individual function
parametersfand ASN.1 components in accordance with Table 68.

able 68 — M apping between the parameter s of thefunction BioAPI_NotifyGUIStateEven
and the ASN.1 type NotifyGUIStateEvent-RequestParams

Function parameter Component of-thé ASN.1 type References
SubscfiberEndpointIRI subscriberEndpoint! RI 15.3
GUIE\entSubscriptionUuid guiEventSubseriptionUuid clause 19 in conjunction with 15.58
BSPULpid bspProduetUuid clause 25
UnitID| unitlD 15.55
Operafion operation 15.39
Subogeration suboperation 1541
Purpoge purpose 15.14
Momept moment 15.37
ResulfCode resultCode 15.52
Enroliamplelndeg enroll Sampl el ndex 15.1.6
Bitmayps bitmaps clause 19 in conjunction with 15.35
Text text 15.2
RespgnsX none clause 22
EnrollISamplelndexToRecapture | none clause 22

16.26.6 Conversion between the parameters of the C function BioAPI NotifyGUIStateEvent and the ASN.1 type
NotifyGUIStateEvent-ResponseParams (see 16.26.2) shall be done by converting between individual function
parameters and ASN.1 components in accordance with Table 69.

Table 69 — Mapping between the parameter s of the function BioAPI_NotifyGUIStateEvent
and the ASN.1 type NotifyGUIStateEvent-ResponseParams

Function parameter

Component of the ASN.1type

References

EnrollSamplelndexToRecapture

enroll Sampl el ndexToRecapture

clause 20 in conjunction with 15.1.6

Response

response

clause 20 in conjunction with 15.40
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Function BioAPI_NotifyGUIProgressEvent

16.27.1 Thisfunctionisdeclared in BioAPI asfollows:
BioAPI_RETURN BioAPI BioAPI_NotifyGUIProgressEvent

16.27.2

(const uint8_t *SubscriberEndpointIRI,

const BioAPI_UUID *GUIEventSubscriptionUuid,
const BioAPI_UUID *BSPUuid,
BioAPI_UNIT_ID UnitID,
BioAPI_GUI_OPERATION Operation,
BioAPI_GUI_SUBOPERATION Suboperation,
BioAPI_BIR_PURPOSE Purpose,
BioAPI_GUI_MOMENT Moment,

uint8 t SuboperationProgress,

const BioAPI_GUI_BITMAP_ARRAY *Bitmaps,
const uint8 t *Text,

Dic ADL ~11l O ANCOE Gr
oo A= g n po gy

message
value of th

and:

16.27.3 V
application
the parame

16.27.3.1 11

order):

A
DTO7RT T =T T CSPOTTStT,

pair of BIP message types are related to this function: the notifyGUIProgressEvent
e and the notifyGUIProgressEvent response BIP message type. These two BIP message ty
following BIP message parameter ASN.1 types (respectively):

NotifyGUIProgressEvent-RequestParams ::= SEQUENCE {

subscriberEndpointIRI EndpointIRI,
guiEventSubscriptionUuid BioAPI-UUID,
bspProductUuid BioAPI-UUID,

unitiD BioAPI-UNIT-(D,

operation BioAPI-GUI-OPERATION,
suboperation BioAPI*GUI-SUBOPERATION,
purpose BioAP\BIR-PURPOSE,
moment Bio API-GUI-MOMENT,
suboperationProgress UnsignedByte,

bitmaps BioAPI-GUI-BITMAP-ARRAY OPTION
text UTF8String OPTIONAL

NotifyGUIProgressEvent-ResponseParamsti= SEQUENCE {

response BioAPI-GUI-RESPONSE
}

Vhen a framework receives a call to the function BioAPI_NotifyGUIProgressEvent fron

quest BIP
pes carry a

AL,

n the loca

it shall first determine the hosting endpoint and the product UUID of the BSP (say, bspProductUuid) from

er BSPUuid as specified in_clause 23, and then one of the three following subclauses applies.

the hosting endpoint.is the local endpoint, then the framework shall perform the following

create a temporary abstract value (say, incomingRequestParams) of type NotifyGUIProgr
RequestParams  (see 16.27.2) by converting from the  parameters
BioAPKWotifyGUIProgressEvent function cal as specified in 16.27.5;

create’a temporary abstract value (say, eventinfo) of type GUIProgressEventinfo (see 17.4

actions (in

bssEvent-
of the

4) where:

1) the component hostingEndpointIRI shall be set to the local endpoint IRI;

0)

d)

e

2) theoptional component originalBSPHandle shall be absent; and

3) the remaining components shall be set from the components of incomingRegquestParams with the

Ssame names,

notify a GUI progress event based on eventinfo to a subscriber (either a GUI progress event handler of

the local application or a master endpoint) and determine the acknowledgement parameter

value (say,

incomingAcknowledgementParams) and the acknowledgement return value (say, incomingReturnValue)

as specified in clause 32;

if incomingReturnValue is not 0, then return that value to the local application, skipping the remaining

actions;

create a temporary abstract value (say, outgoingResponseParams) of type NotifyGUIProgressEvent-
ResponseParams (see 16.27.2), where all the components shall be set from the components of

incomi ngAcknowl edgementParams with the same names;
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f)  set the output parameters of the BioAPI NotifyGUIProgressEvent function call by converting from
outgoingResponseParams as specified in 16.27.6; and
g) returnthevaueO to thelocal application.

16.27.3.2 If the hosting endpoint is a slave endpoint of the framework, then the framework shall process the call by
exchanging with the hosting endpoint a notifyGUIProgressEvent request/response BIP message pair as specified in
clause 27, using 16.27.5 and 16.27.6 to convert between function parameters and ASN.1 components when required
within that clause.

16.27.3.31f the hosting endpoint cannot be determined, then the framework shall return the value
BioAPIERR_UNABLE TO LOCATE BSP totheloca application.

16.27.4 When a framework receives (see 13.9) a notifyGUIProgressEvent reguest BIP message from a master
endpoint, it shall perform the following actions (in order):

a) let incomingRequestParams be the parameter value (of type NotifyGUIProgressEvent-
RequestParams —see 16.27.2) of the notifyGUIProgressEvent request BIP message;

b) create atemporary abstract value (say, eventinfo) of type GUIProgressEventinfo (see17.4}4) where:
1) thecomponent hostingEndpointIRI shall be set to the local endpoint IRI;
2) theoptional component originalBSPHandle shall be absent; and

3) the remaining components shall be set from the components of incomingRegquestParams with the
same names,

c) notify a GUI progress event based on eventinfo to a subscriber (eitheria GUI progress even{ handler of
the local application or a master endpoint) and determine the acknowledgement parameter |value (say,
incomingAcknowl edgementParams) and the acknowledgement. refurn value (say, incomingReturnValue)
as specified in clause 32;

d if incomingReturnValue is not O, then create and send/a corresponding notifyGUIProgfessEvent
response BIP message (see 13.3) with the return value set' to that value, skipping the remaining actions;

€) create atemporary abstract value (say, outgoingResponseParams) of type NotifyGUIProgrgssEvent-
ResponseParams (see 16.27.2), where all“the components shall be set from the conjponents of
incomingAcknowl edgementParams with the same names;

f] create and send a corresponding notifyGUtProgressEvent response BIP message (see 13]3) with the
parameter value set to outgoingResponseParams and the return value set to 0.

16.27.5 (onversion between the parameters of.the C function BioAPI NotifyGUIProgressEvent and|the ASN.1
type NotifyGUIProgressEvent-RequestParams (see 16.27.2) shall be done by converting betweer] individual
function pgrameters and ASN.1 components;in accordance with Table 70.

Table 70 — M apping between the parameter s of the function BioAP|_NotifyGUIProgressEvgnt
and the'ASN.1 type NotifyGUIProgressEvent-RequestParams

Function parameter

Component of the ASN.1type

References

SubscfiberEndpof¢tR]

subscriberEndpointIRI

15.3

GUIE(entSubgerptionUuid

gui EventSubscriptionUuid

clause 19 in conjunction with 15.58

BSPUpid bspProductUuid clause 25

UnitlD unitiD 15.55

Operation operation 15.39

Suboperation suboperation 1541

Purpose purpose 15.14

Moment moment 15.37

SuboperationinProgress suboperationProgress 15.1.3

Bitmaps Bitmaps clause 19 in conjunction with 15.35
Text Text 15.2

Response None clause 22

16.27.6 Conversion between the parameters of the C function BioAPI_NotifyGUIProgressEvent and the ASN.1
type NotifyGUIProgressEvent-ResponseParams (see 16.27.2) shall be done by converting between individual
function parameters and ASN.1 components in accordance with Table 71.
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Table 71 — Mapping between the parameters of the function BioAPI NotifyGUIProgressEvent
and the ASN.1 type NotifyGUIProgressEvent-ResponseParams

Function parameter Component of the ASN.1type References
Response response clause 20 in conjunction with 15.40

16.28 Function BIoAP| RedirectGUIEvents
16.28.1 Thisfunction is declared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_RedirectGUIEvents
(const uint8_t *SubscriberEndpointIRI,

const BioAPI_UUID *GUIEventSubscriptionUuid,
BioAPI_HANDLE BSPHandle,

I:SiO/—\r—’I_I:SUUL bumelecu:vemheuirecteu,
BioAPI_BOOL GUIStateEventRedirected,
BioAPI_BOOL GUIProgressEventRedirected);

16.28.2 A pair of BIP message types are related to this function: the redirectGUIEvents request BIP message type
and the redirectGUIEvents response BIP message type. These two BIP message types carry, avalue of the following
BIP message parameter ASN.1 types (respectively):

HedirectGUIEvents-RequestParams ::= SEQUENCE {

subscriberEndpointIRI EndpointIRlI,
guiEventSubscriptionUuid BioAPI-UUID,
originalBSPHandle BioAPI-HANDLE:;
guiSelectEventRedirected BOOLEAN,
guiStateEventRedirected BOOLEAN,
guiProgressEventRedirected BOOLEAN

and:
HedirectGUIEvents-ResponseParams ::= NULL

16.28.3 When aframework receives a call to the functien BioAPI RedirectGUIEvents from the local gpplication,
it shall firg determine the hosting endpoint and the origina BSP handle (say, originalBSPHandle) from th¢ parameter
BSPHand| e as specified in clause 24, and then one.6f the three following subclauses applies.

16.28.3.1 |f the hosting endpoint is the local ‘endpoint, then the framework shall perform the following|actions (in
order):

d make an internal BioARI function call (see 13.10) to the same function with the same paranpeter values
as the incoming call, except that the parameter BSPHandle shall be set by converting from
originalBSPHandle.as specified in 15.42;

b) if the return valueof theinterna cal is not 0, then return that value to the local application, skipping the
remaining actions,

c) create atemporary abstract value (say, incomingRequestParams) of type
Redire¢tGUIEvents-RequestParams (see 16.28.2) by converting from the paramefers of the
B+OAP|_RedirectGUIEvents function call as specified in 16.28.5;

<1) add an entry to the GUIEventRedirectors table (see 18.12), where:

1) the components referrerEndpointIRl and bspProductUuid shall be set from the components
with the same names of the entry of the AttachSessionRemoteReferences table (see 18.9)
where the component originalBSPHandle has the same vaue as the component
originalBSPHandle of incomingRequestParams; and

2) the remaining components shall be set from the components of incomingRequestParams with the
same names,

e) returnthe value 0 to the local application.

16.28.3.2 If the hosting endpoint is a slave endpoint of the framework, then the framework shall process the call by
exchanging with the hosting endpoint a redirectGUIEvents request/response BIP message pair as specified in
clause 27, using 16.28.5 to convert between function parameters and ASN.1 components when required within that
clause.
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16.28.3.3 If the hosting endpoint cannot be determined, then the framework shall return the value
BioAPIERR_UNABLE _TO LOCATE_BSP tothelocal application.

16.28.4 When aframework receives (see 13.9) aredirectGUIEvents request BIP message from a master endpoint,
it shall perform the following actions (in order):

a) let incomingRequestParams be the parameter value (of type RedirectGUIEvents-RequestParams —
see 16.28.2) of theredirectGUIEvents request BIP message;

b) makeaninterna BioAPI function call (see 13.10) to the function BioAP|_RedirectGUIEvents, where
the parameters of the function call shall be set by converting from incomingRequestParams as specified
in 16.28.5;

c) if thereturn value of theinternal call is not 0, then create and send a corresponding redirectGUIEvents
response BIP message (see 13.3) with the return value set to that value, skipping the remaining actions;

d) add anentry to the GUIEventRedirectors table (see 18.12), where:

1) the components referrerendpointlRl and bspProductUuid snall be set from the ¢gomponents
with the same names of the entry of the AttachSessionRemoteReferences tablg (see 18.9)
where the component originalBSPHandle has the same value asy\the [component
originalBSPHandle of incomingRequestParams; and

2) the remaining components shall be set from the components of incomingRequestParars with the
same hames,

¢) create and send a corresponding redirectGUIEvents response BIR message (see 13.3) with the
parameter value set to NULL and the return value set to 0.

16.28.5 (onversion between the parameters of the C function BioAP| RegirettGUIEvents and the ASN.1 type
RedirectGUIEvents-RequestParams (see 16.28.2) shal be done by “eonverting between individugl function
parametersfand ASN.1 components in accordance with Table 72.

Table 72 — Mapping between the parameter s of the function BioAPI_RedirectGUIEvents
and the ASN.1 type RedirectGUIEvVents-RequestParams

Function parameter Component of.the ASN.1 type References
SubscfiberEndpointIRI subscriberEndpoaintIRI 15.3
GUIE\entSubscriptionUuid guiEventSubseriptionUuid clause 19 in conjunction with 15.58
BSPHpndle original BSPHandle clause 26
GUIS4lectEventRedirected gui SelectEventRedirected 15.18
GUISthteEventRedirected guiStateEventRedirected 15.18
GUIPrpgressEventRedirected guiProgressEventRedirected 15.18

16.29 Hunction BioARD UnredirectGUIEvents

16.29.1 Tlhisfunctionis.declared in BioAPI asfollows:
B

API_RENMRN BioAPI BioAPI_UnredirectGUIEvents
(¢onst uint8_t *SubscriberEndpointiIRlI,
tonst BioAPI_UUID *GUIEventSubscriptionUuid,
RioAP] HANDI F RSPHandle
BioAPI_BOOL GUISelectEventRedirected,
BioAPI_BOOL GUIStateEventRedirected,
BioAPI_BOOL GUIProgressEventRedirected);

16.29.2 A pair of BIP message types are related to this function: the unredirectGUIEvents request BIP message
type and the unredirectGUIEvents response BIP message type. These two BIP message types carry a value of the
following BIP message parameter ASN.1 types (respectively):

UnredirectGUIEvents-RequestParams ::= SEQUENCE {

subscriberEndpointIRI EndpointIRI,
guiEventSubscriptionUuid BioAPI-UUID,
originalBSPHandle BioAPI-HANDLE,
guiSelectEventRedirected BOOLEAN,
guiStateEventRedirected BOOLEAN,
guiProgressEventRedirected BOOLEAN
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UnredirectGUIEvents-ResponseParams ::= NULL

16.29.3 When a framework receives a call to the function BioAPI UnredirectGUIEvents from the local
application, it shall first determine the hosting endpoint and the original BSP handle (say, originalBSPHandle) from the
parameter BSPHandle as specified in clause 24, and then one of the three following subclauses applies.

16.29.3.1 If the hosting endpoint is the local endpoint, then the framework shall perform the following actions (in

order):
a)

b)

make an internal BioAPI function call (see 13.10) to the same function with the same parameter values
as the incoming call, except that the parameter BSPHandle shall be set by converting from
originalBSPHandle as specified in 15.42;

if the return value of the internal call is not O, then return that value to the local application, skipping the
remaining actions,

9

16.29.3.2
exchanging

create atemporary abstract value (say, incomingRequestParams) of type
UnredirectGUIEvents-RequestParams (see 16.29.2) by converting from the paramaters of the
BioAPI_UnredirectGUIEvents function call as specified in 16.29.5;

search the GUIEventRedirectors table (see18.12) for an entry where the ¢omponents
subscriberEndpointIRI, guiEventSubscriptionUuid, originalBSPHardle,
guiSelectEventRedirected, guiStateEventRedirected, and guiPnagressEventRedirected
have the same values as the components of incomingRegquestParams with the same names;

if there is no such entry, then return the value BioAPIERR_NO SHEH REDIRECTOR _FOUND to
the local application, skipping the remaining actions,

delete the entry of the GUIEventRedirectors table (subclause18.12.3 applies);
NOTE — If multiple entries are found, any one of those entries (but exactly one) will be deleted.
return the value O to the local application.

f the hosting endpoint is a slave endpoint of the framework, then the framework shall process|the call by
with the hosting endpoint an unredirectGUIEveents request/response BIP message pair as gpecified in

clause 27, jusing 16.29.5 to convert between function parameters and ASN.1 components when reguired [within that

clause.

16.29.3.3
BioAPIER

R _UNABLE TO LOCATE BSP tethelocal application.

the hosting endpoint cannot begdetermined, then the framework shal return [the value

16.29.4 When a framework receives (see 13.9) an unredirectGUIEvents regquest BIP message from a master

endpoint, it
a

shall perform the following actions (in order):

let incomingReguestParams be the parameter value (of type UnredirectGUIEvents-RequdstParams
—5ee 16.29.2) of theunredirectGUIEvents request BIP message;

make an interna BioAPI function call (see 13.10) to the function BioAPI UnredirectGUIEvents,
where the parameters of the function call shall be set by converting from incomingRequegParams as
specified in16.29.5;

if the~return value of the interna cal is not 0, then create and send a cofresponding
untedifectGUIEvents response BIP message (see 13.3) with the return value set to [that value,
skipping the remaining actions;

search _the GUIEventRedirectors table (see 18.12) for _an entry where the ¢omponents

€)

f)

9)

subscriberEndpointIRI, guiEventSubscriptionUuid, originalBSPHandle,
guiSelectEventRedirected, guiStateEventRedirected, and guiProgressEventRedirected
have the same values as the components of incomingRegquestParams with the same names;

if there is no such entry, then create and send a corresponding unredirectGUIEvents response BIP
message (see 13.3) with the return value set to BioAPIERR_NO SUCH REDIRECTOR_FOUND,
skipping the remaining actions;

delete the entry of the GUIEventRedirectors table (subclause 18.12.3 applies);
NOTE — If multiple entries are found, any one of those entries (but exactly one) will be deleted.

create and send a corresponding unredirectGUIEvents response BIP message (see 13.3) with the
parameter value set to NULL and the return value set to 0.
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16.29.5 Conversion between the parameters of the C function BioAPI_UnredirectGUIEvents and the ASN.1 type

UnredirectGUIEvents-RequestParams (see 16.29.2) shall be done by converting between individual function
parameters and ASN.1 components in accordance with Table 73.

Table 73— Mapping between the parameter s of the function BioAPI UnredirectGUIEvents

and the ASN.1 type UnredirectGUIEvents-RequestParams

Function parameter

Component of the ASN.1type

References

SubscriberEndpointIRI

subscriberEndpointI RI

15.3

GUIEventSubscriptionUuid

gui EventSubscriptionUuid

clause 19 in conjunction with 15.58

BSPHandle original BSPHandle clause 26
GUISelectEventRedirected gui SelectEventRedirected 15.18
GUIStateEventRedirected gui StateEventRedirected 15.18
GUIPrpgressEventRedirected guiProgressEventRedirected 15.18

16.30 Hunction BIoAP| Capture
16.30.1 Thisfunction is declared in BioAPI asfollows:
B

API_RETURN BioAPI BioAPI_Capture
(BioAPI_HANDLE BSPHandle,
BioAPI_BIR_PURPOSE Purpose,
BioAPI_BIR_SUBTYPE Subtype,
const BioAPI_BIR_BIOMETRIC_DATA_FORMAT *OutpuFarmat,
BioAPI_BIR_HANDLE *CapturedBIR,
int32_t Timeout,
BioAPl_BIR_HANDLE *AuditData);

16.30.2 A pair of BIP message types are related to this function: the capture request BIP message type and the
capture rpsponse BIP message type. These two BIP message types carry a value of the following BIP message
parameter ASN.1 types (respectively):

Japture-RequestParams ::= SEQUENCE {

originalBSPHandle BioAPI-HANDLE,

purpose BioAPI-BIR-PURPOSE,

subtype BioAPI-BIR-SUBTYPE,

outputFormat BioAPI-BIR-BIOMETRIC-DATA-FORMAT OPTIONAL,
timeout Signedint,

no-auditData BOOLEAN

and:

dapture-ResponseRarams ::= SEQUENCE {
capturedBIR
auditData

BioAPI-BIR-HANDLE,
BioAPI-BIR-HANDLE OPTIONAL

}

16.30.3 Whenlaframework receives a call to the function BioAPI_Capture from the local application, [t shall first
determine he hosti ng endpor nt and the or|g| nal BSP handle (say or|g| nal BSPHandIe) from the parameter BFPHandle
as specifi f f Y f an internal
BioAPI function call (see 13. 10) to the same function with the same parameter values as the incoming caII except that
the parameter BSPHandle shall be set by converting from originalBSPHandle as specified in 15.42, and shall return to
the local application the return value of the internal call. If the hosting endpoint is a slave endpoint of the framework,
then the framework shall process the call by exchanging with the hosting endpoint a capture request/response BIP
message pair as specified in clause 27, using 16.30.5 and 16.30.6 to convert between function parameters and ASN.1
components when required within that clause. If the hosting endpoint cannot be determined, then the framework shall
return thevalue BioAPIERR_UNABLE TO LOCATE BSP tothelocal application.

16.30.4 When a framework receives (see 13.9) a capture request BIP message from a master endpoint, it shall
process the request via an internal BioAPI function call to BioAPI Capture to create and send a corresponding
capture response BIP message as specified in clause 28, using 16.30.5 and 16.30.6 to convert between function
parameters and ASN.1 components when required within that clause.
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16.30.5 Conversion between the parameters of the C function BioAPI Capture and the ASN.1 type
Capture-RequestParams shall be done by converting between individual function parameters and ASN.1
components in accordance with Table 74.

Table 74 — Mapping between the parameter s of the function BioAPI Capture
and the ASN.1 type Capture-RequestParams

Function parameter Component of the ASN.1type References

BSPHandle originalBSPHandle clause 26

Purpose purpose 15.14

Subtype subtype 15.16

OutputFormat outputFormat clause 19 in conjunction with 15.8
CapturedBIR none clause 22

Timeolut timeout 15.1.6

AuditQata no-auditData clause 21

16.30.6 (onversion between the parameters of the C function BioAPI_Captures'and the ARBSN.1 type

Capture-ResponseParams shal be done by converting between individual function, ‘parameters and ASN.1

component]

5 in accordance with Table 75.

Table 75 — M apping between the parameter s of the function-RI0API Capture
and the ASN.1 type Capture-ResponseParams

Function parameter Component of the ASN.1type References
CaptufedBIR capturedBIR clause 20 in conjunction with 15.12
AuditData auditData clause 20 in conjunction with 15.12
16.31 Hunction BIoAP| CreateTemplate
16.31.1 Tlhisfunction is declared in BioAPI asfollows:
BipAPI_RETURN BioAPI BioAPI_CregteTemplate
(BioAPI_HANDLE BSPHanWlge’
const BioAPI_INPUT_BIRN&€CapturedBIR,
const BioAPI_INPUT RN *ReferenceTemplate,
const BioAPI_BIR_BIOMETRIC_DATA_FORMAT *OutputFormat,
BioAPI_BIR_HANDLE *NewTemplate,
const BioAPL.D&TA *Payload,
BioAPI_UUTemplateUuid);
16.31.2 A pair of BIP message types are related to this function: the createTemplate request BIP message type and
the creatgTemplate «esponse BIP message type. These two BIP message types carry a value of the following BIP

message pgrameter ASN.1 types (respectively):

and:

JreateTemplate-RequestParams ::= SEQUENCE {

originalBSPHandle BioAPI-HANDLE,

n ADLINIDILIT DMy

o
™ DTOZXT TN O TN

BioAPI-INPUT-BIR OPTIONAL,

b(Z'JI.uI CuUuDT
referenceTemplate
outputFormat
payload
no-templateUuid

BioAPI-DATA OPTIONAL,
BOOLEAN

CreateTemplate-ResponseParams ::= SEQUENCE {
newTemplate BioAPI-BIR-HANDLE,
templateUuid BioAPI-UUID OPTIONAL
}

BioAPI-BIR-BIOMETRIC-DATA-FORMAT OPTIONAL,

16.31.3 When a framework receives a call to the function BioAPI CreateTemplate from the local application, it
shall first determine the hosting endpoint and the original BSP handle (say, originalBSPHandle) from the
parameter BSPHandle as specified in clause 24. If the hosting endpoint is the local endpoint, then the framework
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shall make an internal BioAPI function call (see 13.10) to the same function with the same parameter values as the
incoming call, except that the parameter BSPHandle shall be set by converting from originalBSPHandl e as specified
in 15.42, and shall return to the local application the return value of the internal call. If the hosting endpoint is a dave
endpoint of the framework, then the framework shall process the call by exchanging with the hosting endpoint a
createTemplate request/response BIP message pair as specified in clause 27, using 16.31.5 and 16.31.6 to convert
between function parameters and ASN.1 components when required within that clause. If the hosting endpoint cannot
be determined, then the framework shall return the value BioAPIERR_UNABLE TO LOCATE BSP to the loca
application.

16.31.4 When a framework receives (see 13.9) a createTemplate request BIP message from a master endpoint, it
shall process the request via an internal BioAPI function call to BioAP| CreateTemplate to create and send a
corresponding createTemplate response BIP message as specified in clause 28, using 16.31.5 and 16.31.6 to convert
between function parameters and ASN.1 components when required within that clause.

16.31.5 Conversron between the parameters of the C functlon BroAPI CreateTempIate and the ASN.1 type
CreateTe and ASN.1
componentsin accordance wrth Table 76

Table 76 — M apping between the parameter s of the function BioAPI_CreateTémplate
and the ASN.1type CreateTemplate-RequestParams

Function parameter Component of the ASN.1type References
BSPHpndle originalBSPHandle clatse 26
CaptufedBIR capturedBIR clause 19 in conjunction with 15.46
RefergnceTemplate referenceTemplate clause 19 in conjunction with 15.46
OutpufFormat outputFormat clause 19 in conjunction with 15.8
NewT¢mplate none clause 22
Paylogd payload clause 19 in conjunction with 15.22
TemplpteUuid no-templateUuid clause 21
16.31.6 (onversion between the parameters of the Cfunction BioAP| CreateTemplate and the ASN.1 type
CreateTelnplate-ResponseParams shall be done by converting between individual function pargmeters and
ASN.1 components in accordance with Table 77.
Table 77 — M apping between the parameter s of the function BioAPI CreateTemplate
and the ASN(Ltype CreateTemplate-ResponseParams
Function parameter Component of the ASN.1type References
NewT¢mplate newTemplate clause 20 in conjunction witlp 15.12
TemplpteUuid templateUuid clause 20 in conjunction witlh 15.58

16.32 Hunction'BIOAP| Process
16.32.1 Thisfunction is declared in BioAPI asfollows:

BiGAPRETFORN-BIeAPHBtoAP—Precess
(BioAPI_HANDLE BSPHandle,
const BioAPI_INPUT_BIR *CapturedBIR,
const BioAPI_BIR_BIOMETRIC_DATA_FORMAT *OutputFormat,
BioAPI_BIR_HANDLE *ProcessedBIR);

16.32.2 A pair of BIP message types are related to this function: the process request BIP message type and the
process response BIP message type. These two BIP message types carry a value of the following BIP message
parameter ASN.1 types (respectively):

Process-RequestParams ::= SEQUENCE {
originalBSPHandle
capturedBIR
outputFormat

BioAPI-HANDLE,
BioAPI-INPUT-BIR,
BioAPI-BIR-BIOMETRIC-DATA-FORMAT OPTIONAL
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and:

Process-ResponseParams ::= SEQUENCE {
processedBIR BioAPI-BIR-HANDLE
}

16.32.3 When a framework receives a call to the function BioAPI Process from the local application, it shall first
determine the hosting endpoint and the original BSP handle (say, originalBSPHandle) from the parameter BSPHandle
as specified in clause 24. If the hosting endpoint is the local endpoint, then the framework shall make an internal
BioAPI function call (see 13.10) to the same function with the same parameter values as the incoming call, except that
the parameter BSPHandle shall be set by converting from originalBSPHandle as specified in 15.42, and shall return to
the local application the return value of the internal call. If the hosting endpoint is a lave endpoint of the framework,
then the framework shall process the call by exchanging with the hosting endpoint a process request/response BIP
message pair as specified in clause 27, using 16.32.5 and 16.32.6 to convert between function parameters and ASN.1
components when required within that clause. If the hosting endpoint cannot be determined, then the framework shall
returnthevalue Rio APIFRR INARIE TO | OCATE RSP tothelocal application

16.32.4 hen a framework receives (see 13.9) a process request BIP message from a master endpgnt, it shall
process the request as specified via an internal BioAPI function call to BioAP|_Process tos¢create gnd send a
corresponding process response BIP message in clause 28, using 16.32.5 and 16.32.6 to convert“between function
parametersfand ASN.1 components when required within that clause.

16.32.5 (onversion between the parameters of the C function BioAPI Process™ and the ASN.1 type
Process-RequestParams shall be done by converting between individual function parameters gnd ASN.1
componentk in accordance with Table 78.

Table 78 — M apping between the parameters of the function BioAPI Process
and the ASN.1 type Process-RequestParams

Function parameter Component of the ASN.Xtype References
BSPHpndle originalBSPHandle clause 26
CaptufedBIR capturedBIR clause 19 in conjunction with 15.46
OutpufFormat outputFormat clause 19 in conjunction with 15.18
ProcegsedBIR none clause 22

16.32.6 (onversion between the parameters of the C function BioAP| Process and the ASN.1 typg Process-
Respons¢Params shall be done by converting between individual function parameters and ASN.1 components in
accordancqwith Table 79.

Table 79 — M apping between the parameters of the function BioAPI Process
and the ASN.1 type Process-ResponseParams

Function parameter Component of the ASN.1 type References

ProcegsedBIR processedBIR clause 20 in conjunction with 15.12

16.33  Hunetion BioAP| ProcessWithAuxBIR
16.33.1 Thisfunction is declared in BioAPI asfollows:

BioAPI_Return BioAPI BioAPI_ProcessWithAuxBIR
(BioAPI_HANDLE BSPHandle,
const BioAPI_INPUT_BIR *CapturedBIR,
const BioAPI_INPUT_BIR *AuxiliaryData,
const BioAPI_BIR_BIOMETRIC_DATA_FORMAT *OutputFormat,
BioAPI_HANDLE *ProcessedBIR);
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16.33.2 A pair of BIP message types are related to this function: the processWithAuxBIR request BIP message
type and the processWithAuxBIR response BIP message type. These two BIP message types carry a value of the

following BIP message parameter ASN.1 types (respectively):
ProcessWithAuxBIR-RequestParams ::= SEQUENCE {

originalBSPHandle BioAPI-HANDLE,

capturedBIR BioAPI-INPUT-BIR,

auxiliaryData BioAPI-INPUT-BIR,

outputFormat BioAPI-BIR-BIOMETRIC-DATA-FORMAT OPTIONAL

and:

ProcessWithAuxBIR-ResponseParams ::= SEQUENCE {
processedBIR BioAPI-BIR-HANDLE
}

16.33.3 hen a framework receives a cal 1o the funclion BIoAPT ProcessWIthAUxXBIR Trgj

the local

application| it shall first determine the hosting endpoint and the original BSP handle (say, originalBSPHandle) from the

parameter B SPHandle as specified in clause 24. If the hosting endpoint is the local endpoint, then the fram|
make an infernal BioAPI function call (see 13.10) to the same function with the same parameter values as th
call, except that the parameter BSPHandle shall be set by converting from originalBSPHandle)as specifié
and shall rgturn to the local application the return value of the internal call. If the hosting endpoint is a dlave
the frameyork, then the framework shall process the call by exchanging with) the hosting

processWithAuxBIR request/response BIP message pair as specified in clause 27, using 16.33.5 and

awork shall
e incoming
bd in 15.42,
endpoint of
bndpoint  a
16.33.6 to

convert between function parameters and ASN.1 components when required within\that clause. If the hosting endpoint

cannot be determined, then the framework shall return the value BioAPIERR _UNABLE TO LOCATE |
local appligation.

16.33.4 When a framework receives (see 13.9) a processWithAuxXBIR request BIP message fron

B SP to the

N a master

endpoint, it shall process the request via an internal BioAPI function.eal to BioAPI ProcessWithAuxB
and send & corresponding processWithAuxBIR response BlP/hessage as specified in clause 28, u
and 16.33.6 to convert between function parameters and ASN.1 components when required within that clau

16.33.5 (onversion between the parameters of the C function BioAP| ProcessWithAuxBIR and the
ProcessWithAuxBIR-RequestParams shall be done by converting between individual function parg
ASN.1 components in accordance with Table 80.

Table 80 — M apping between the parameter s of the function BioAPI ProcessWithAuxBIR
and the ASN.1 type'ProcessWithAuxBIR-RequestParams

R to create
ng 16.33.5

ASN.1 type
Imeters and

Function parameter Component of the ASN.1 type References
BSPHpndle origina BSPHandle clause 26
CaptufedBIR capturedBIR clause 19 in conjunction with 15.46
AuxiligryData auxiliaryData clause 19 in conjunction with 15.46
OutpufFormat outputFormat clause 19 in conjunction witt} 15.8
Proce$sedBIR none clause 22
16.33.6 (onversion between the parameters of the C function BioAP| ProcessWithAuxBIR and the ASN.1 type

ProcessWithAuxBIR-ResponseParams shal be done by converting between individual function para

Imeters and

ASN.1 components in accordance with Table 81.

Table 81 — M apping between the parameter s of the function BioAPI ProcessWithAuxBIR
and the ASN.1 type ProcessWithAuxBIR-ResponseParams

Function parameter Component of the ASN.1 type References

ProcessedBIR processedBIR clause 20 in conjunction with 15.12
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16.34 Function BioAP| VerifyMatch

16.34.1 Thisfunction is declared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_VerifyMatch
(BioAPI_HANDLE BSPHandle,
BioAPlI_FMR MaxFMRRequested,
const BioAPI_INPUT_BIR *ProcessedBIR,
const BioAPI_INPUT_BIR *ReferenceTemplate,
BioAPI_BIR_HANDLE *AdaptedBIR,
BioAPI_BOOL *Result,
BioAPI_FMR *EMRAchieved,
BioAPI_DATA *Payload);

16.34.2 A pair of BIP message types are related to this function: the verifyMatch regquest BIP message type and the
verifyMatch response BIP message type. These two BIP message types carry a value of the following BIP message

'\CI\I 1 thunoc (rocneoetinval ) -
parameter ASN-1-types-{respestively):

\ferifyMatch-RequestParams ::= SEQUENCE {

originalBSPHandle BioAPI-HANDLE,
maxFMRRequested BioAPI-FMR,
processedBIR BioAPI-INPUT-BIR,
referenceTemplate BioAPI-INPUT-BIR,
no-adaptedBIR BOOLEAN,
no-fmrAchieved BOOLEAN,
no-payload BOOLEAN
}
and:
\ferifyMatch-ResponseParams ::= SEQUENCE {
adaptedBIR BioAPI-BIR-HANDLE OPTIONAL,
result BOOLEAN,
fmrAchieved BioAPI-FMROPTIONAL,
payload BioAPI-DATA OPTIONAL

}

16.34.3 When a framework receives a call to the function*BioAP| VerifyMatch from the local applicatjon, it shall
first determine the hosting endpoint and the originah BSP handle (say, originalBSPHandle) from thg parameter
BSPHand|e as specified in clause 24. If the hostingendpoint is the local endpoint, then the framework shall make an
internal BipAPI function call (see 13.10) to the Same function with the same parameter values as the incpming call,
except that] the parameter BSPHandle shall be-set by converting from originalBSPHandle as specified inf15.42, and
shall return to the local application the returiivalue of the internal call. If the hosting endpoint is a slave endpoint of the
framework| then the framework shall-process the call by exchanging with the hosting endpoint a verifyMatch
request/response BIP message pair as specified in clause 27, using 16.34.5 and 16.34.6 to convert between function
parameters|and ASN.1 componentswhen required within that clause. If the hosting endpoint cannot be determined, then
the framewlork shall return the value BioAPIERR_UNABLE TO LOCATE BSP totheloca application

16.34.4 When aframewark receives (see 13.9) a verifyMatch request BIP message from a master endpaint, it shall
process the request viaraninternal BioAPI function call to BioAP|_VerifyMatch to create and send a cofresponding
verifyMatth response BIP message as specified in clause 27, using 16.34.5 and 16.34.6 to convert between function
parametersfand ASN»1 components when required within that clause.

16.34.5 (onversion between the parameters of the C functlon B|0API Verlfyl\/latch and the SNl type
VerifyMat v ” , -5
components in accordance Wlth Table 82
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Table 82 — Mapping between the parameter s of the function BioAPI VerifyMatch
and the ASN.1 type VerifyMatch-RequestParams

Function parameter Component of the ASN.1 type References

BSPHandle originalBSPHandle clause 26

MaxFMRRequested maxFM RRequested 15.32

ProcessedBIR processedBIR clause 19 in conjunction with 15.46
ReferenceTemplate referenceTemplate clause 19 in conjunction with 15.46
AdaptedBIR no-adaptedBIR clause 21

Result none clause 22

FMRAchieved no-fmrAchieved clause 21

Payload no-payload clause 21

16.34.6 (onversion between the parameters of the C function BioAPI VerifyMatch and the(A
VerifyMatch-ResponseParams shall be done by converting between individual function parameters

componentk in accordance with Table 83.

Table 83 — Mapping between the parameter s of the function BioAP|_\letifyMatch
and the ASN.1 type VerifyMatch-ResponseParams

SN.1 type
pnd ASN.1

Function parameter Component of the ASN.1 type References
AdaptgdBIR adaptedBIR elause 20 in conjunction with) 15.12
Result result clause 20 in conjunction with 15.18
EMRAchieved fmrAchieved clause 20 in conjunction with 15.32
Paylodd payload clause 20 in conjunction with 15.22

16.35 Hunction BioAP|_IdentifyMatch
16.35.1 Tlhisfunction is declared in BioAPI asfollows;
BipAPI_RETURN BioAPI BioAPI_IdentifyNi@tch
(BioAPI_HANDLE BSPHandlg,
BioAPI_FMR MaxFMRRequ&sted,
const BioAPI_INPUT_BIRN&ProcessedBIR,
const BioAPI_IDENTIRKPOPULATION *Population,
uint32_t TotalNumbar@iTemplates,
BioAPI_BOOL Bgqning,
uint32_t MaxNwerOfResults,
uint32_t *NemberOfResults,
BioAPI_CANDIDATE **Candidates,
int32_tgheout);

16.35.2 A pair of BIP*message types are related to this function: the identifyMatch request BIP message type and
the identifyMatch=response BIP message type. These two BIP message types carry a value of the following BIP
message pgrameter ASN.1 types (respectively):

e CALICNIAE [
A AT =1 A =

originalBSPHandle

I L1V | | = P Fim] -
derrssaeh-ResrestPerare—

BioAPI-HANDLE,

maxFMRRequested BioAPI-FMR,
processedBIR BioAPI-INPUT-BIR,
population BioAPI-IDENTIFY-POPULATION,
totalNumberOfTemplates Unsignedint,
binning BOOLEAN,
maxNumberOfResults Unsignedint,
timeout Signedint
}
and:
IdentifyMatch-ResponseParams ::= SEQUENCE {
candidates SEQUENCE (SIZE(0..max-unsigned-int)) OF
candidate BioAPI-CANDIDATE
}
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16.35.3 When aframework receives a cal to the function BioAP!|_IdentifyMatch from the local application, it shall
first determine the hosting endpoint and the origina BSP handle (say, originalBSPHandle) from the parameter
BSPHandle as specified in clause 24. If the hosting endpoint is the local endpoint, then the framework shall make an
internal BioAPI function call (see 13.10) to the same function with the same parameter values as the incoming call,
except that the parameter BSPHandle shall be set by converting from originalBSPHandle as specified in 15.42, and
shall return to the local application the return value of the internal call. If the hosting endpoint is a slave endpoint of the
framework, then the framework shall process the call by exchanging with the hosting endpoint an identifyMatch
request/response BIP message pair as specified in clause 27, using 16.35.5 and 16.35.6 to convert between function
parameters and ASN.1 components when required within that clause. If the hosting endpoint cannot be determined, then
the framework shall return the value BioAPIERR_UNABLE TO LOCATE BSP totheloca application.

16.35.4 When a framework receives (see 13.9) an identifyMatch request BIP message from a master endpoint, it
shall process the request via an internal BioAPI function cal to BioAPI_ldentifyMatch to create and send a
corresponding identifyMatch response BIP message as specified in clause 28, using 16.35.5 and 16.35.6 to convert
between function parameters and ASN.1 components when required within that clause.

16.35.5 (onversion between the parameters of the C function BioAPI IdentifyMatch and the(ASN.1 type
IdentifyMptch-RequestParams shall be done by converting between individual function parameters pnd ASN.1
componentk in accordance with Table 84.

Table 84 — M apping between the parameter s of the function BioAPI_IdeftityMatch
and the ASN.1 type IdentifyMatch-RequestParams

Function parameter Component of the ASN.1 type References

BSPHpndle originalBSPHandle clause 26

MaxFIMRRequested maxFM RRequested 15.32

ProcegsedBIR processedBIR clause 19 in conjunction with 15.46
Population population clause 19 in conjunction with 15.43
TotalNumberOfTemplates total NumberOf Templates 15.15

Binninp binning 15.18

MaxNyimberOfResults maxNumberOf Results 15.1.5

NumbgrOfResults none clause 22

Candiglates none clause 22

Timeopt timeout 15.1.6

16.35.6 (onversion between the parameters of the C function BioAPI_IdentifyMatch and the ASN.1 type
IdentifyMptch-ResponseParams shall be done by converting between individua function parameters fand ASN.1
componentp in accordance with Tablé 85.

Table 85— Mapping between the parameter s of the function BioAPI_IdentifyMatch
and the ASN.1 type IdentifyMatch-ResponseParams

Function par ameter

Component of the ASN.1 type

References

NumberPfRdsSuts, Candidates

candidates

clause 20 in conjunction with 16.35.7
and 16.35.8

16.35.7 Conversion from the pair of C variables pointed to by the parameters Candidates/NumberOfResults to
the ASN.1 component candidates shall be done as follows: Calling N the value of the C variable pointed to by the
parameter NumberOfResults, each of the first N elements (of type BioAPI_ CANDIDATE — see 15.20) in the array
pointed to by the C variable pointed to by the parameter Candidates shall be converted, in order, to an element of the
component candidates as specified in 15.20. The component candidates shall have exactly N elements.

16.35.8 Conversion from the ASN.1 component candidates to the pair of C variables pointed to by the parameters
Candidates/NumberOfResults shall be done as follows. Calling N the number of elements of the component
candidates, a newly allocated array of N elements of type BioAPI_ CANDIDATE (see 15.20) shall be filled by
converting each element of the component candidates, in order, to an element of the array as specified in 15.20. The
C variable pointed to by the parameter Candidates shall be set to the address of the array, and the C variable pointed
to by the parameter NumberOfResults shall be set to N.
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16.36  Function BioAPI Enroll

16.36.1 Thisfunction is declared in BioAPI asfollows:
BioAPI_RETURN BioAPI BioAPI_Enroll

16.36.2 A

(BioAPI_HANDLE BSPHandle,

BioAPI_BIR_PURPOSE Purpose,

BioAPI_BIR_SUBTYPE Subtype,

const BioAPI_BIR_BIOMETRIC_DATA_FORMAT *OutputFormat,
const BioAPI_INPUT_BIR *ReferenceTemplate,
BioAPI_BIR_HANDLE *NewTemplate,

const BioAPI_DATA *Payload,

int32_t Timeout,

BioAPI_BIR_HANDLE *AuditData,

BioAPI_UUID *TemplateUuid);

pair of BIP message types are related to this function: the enroll request BIP message type and

the enroll

response B
types (resp

B

and:

nnl

P message type. These two BIP message types carry avalue of the following BIP message paran]
ectively):
nroll-RequestParams ::= SEQUENCE {
originalBSPHandle BioAPI-HANDLE,
purpose BioAPI-BIR-PURPOSE,
subtype BioAPI-BIR-SUBTYPE,
outputFormat BioAPI-BIR-BIOMETRIC-DATA-FORMAT OPTIONAL
referenceTemplate BioAPI-INPUT-BIR OPTIONAL,
payload BioAPI-DATA OPTIONAL,
timeout Signedint,
no-auditData BOOLEAN,
no-templateUuid BOOLEAN
}
nroll-ResponseParams ::= SEQUENCE {
newTemplate BioAPIBIR-HANDLE,
auditData BioAPI-BIR-HANDLE OPTIONAL,
templateUuid BioAPI-UUID OPTIONAL

}

16.36.3 V

as specifi
BioAPI fu
the parame

in clause 24. If the hosting endpoint is the local endpoint, then the framework shall make
ction call (see 13.10) to the same function with the same parameter values as the incoming call,
er BSPHandle shall be set.by converting from originalBSPHandl e as specified in 15.42, and sh

the local
then the f
message p
component
return the v

16.36.4 V|
the request
BIP messaf

plication the return value of the internal call. If the hosting endpoint is a slave endpoint of the

ework shall process'the call by exchanging with the hosting endpoint a enroll request/re
ir as specified in(Cladse 27, using 16.36.5 and 16.36.6 to convert between function parameters
5 when requiredhwithin that clause. If the hosting endpoint cannot be determined, then the fram
adue BioARIERR UNABLE TO LOCATE BSP tothelocal application.

Vhen aframework receives (see 13.9) an enroll request BIP message from a master endpoint, it sl
via an internal BioAPI function call to BioAPI|_Enroll to create and send a corresponding enrd

eter ASN.1

Vhen a framework receives a call to the function BioAPI Enroll from the local application, it shall first
determine %m hosting endpoint and the original BSP handle (say, originalBSPHandle) from the parameter B

SPHandle
an internal
except that
Al return to
ramework,
ponse BIP
and ASN.1
pwork shall

nall process
[l response

he‘aS-specified in clause 28, using 16.36.5 and 16.36.6 to convert between function parameters

and ASN.1

componen

16.36.5 Conversion between the parameters of the C function BioAPI Enroll

) H 1 oo dlo ot ol
WITCIT TSYUITTU Wil irial Ulrausc.

and the ASN.1 type

Enroll-RequestParams shall be done by converting between individual function parameters and ASN.1 components
in accordance with Table 86.
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Table 86 — Mapping between the parameter s of the function BioAPI _Enroll
and the ASN.1 type Enroll-RequestParams

Function parameter Component of the ASN.1 type References
BSPHandle originalBSPHandle clause 26
Purpose purpose 15.14
Subtype subtype 15.16
OutputFormat outputFormat clause 19 in conjunction with 15.46
ReferenceTemplate referenceTemplate clause 19 in conjunction with 15.46
NewTemplate none clause 22
Payload payload clause 19 in conjunction with 15.22
Timeout timeout 15.1.6
Audit Q_fa no=auditData clausae 21
TemplpteUuid no-templateUuid clause 21
16.36.6 (onversion between the parameters of the C function BioAPI_Enroll and- the APN.1 type
Enroll-RegponseParams shall be done by converting between individual functionpasameters and ASN.1
component in accordance with Table 87.
Table 87 — Mapping between the parameter s of the function Bi¢ AP Enroll
and the ASN.1 type Enroll-ResponseParams
Function parameter Component of the ASN.1 type References
NewTg¢mplate newTemplate clause 20 in conjunction with 15.12
AuditData auditData clause 20 in conjunction with 15.12
TemplpteUuid templateUuid clause 20 in conjunction witt] 15.58
16.37 Hunction BIoAP| Verify
16.37.1 Tlhisfunction is declared in BioAPI asfollaws:
BipAPI_RETURN BioAPI BioAPI_Veri#w
(BioAPI_HANDLE BSPHap€,
BioAPI_FMR MaxFMRRegnested,
const BioAPI_INPUT~BNR *ReferenceTemplate,
BioAPI_BIR_SUBTYPE Subtype,
BioAPI_BIR_HANDLE *AdaptedBIR,
BioAPI_BOOE<XResult,
BioAPI_FMR *MRAchieved,
BioAPI_RATA *Payload,
int32 4 Wmeout,
BigA® BIR_HANDLE *AuditData);
16.37.2 A pair-of-BIP message types are related to this function: the verify request BIP message type and the verify
response BJ Pamessage type. These two BIP message types carry a value of the following BIP message paraneter ASN.1
types (respectively):

Verify-RequestParams ::= SEQUENCE {

originalBSPHandle BioAPI-HANDLE,

maxFMRRequested BioAPI-FMR,
referenceTemplate BioAPI-INPUT-BIR,
subtype BioAPI-BIR-SUBTYPE,
timeout Signedint,
no-adaptedBIR BOOLEAN,
no-fmrAchieved BOOLEAN,
no-payload BOOLEAN,
no-auditData BOOLEAN
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and:
Verify-ResponseParams ::= SEQUENCE {

adaptedBIR BioAPI-BIR-HANDLE OPTIONAL,
result BOOLEAN,

fmrAchieved BioAPI-FMR OPTIONAL,
payload BioAPI-DATA OPTIONAL,
auditData BioAPI-BIR-HANDLE OPTIONAL

}

16.37.3 When a framework receives a call to the function BioAPI_Verify from the local application, it shall first
determine the hosting endpoint and the original BSP handle (say, originalBSPHandle) from the parameter BSPHandle
as specified in clause 24. If the hosting endpoint is the local endpoint, then the framework shall make an internal
BioAPI function call (see 13.10) to the same function with the same parameter values as the incoming call, except that
the parameter BSPHandle shall be set by converting from originalBSPHandle as specified in 15.42, and shall return to
the local application the return value of the internal call. If the hosting endpoint is a slave endpoint of the framework,
then the friemework shall process the call by exchanging with the hosting endpoint a verify request/refponse BIP
message pair as specified in clause 27, using 16.37.5 and 16.37.6 to convert between function parametersfand ASN.1
components when required within that clause. If the hosting endpoint cannot be determined, then the framgwork shall
return the Jalue BioAPIERR_UNABLE TO LOCATE BSP tothelocal application.

16.37.4 When aframework receives (see 13.9) averify request BIP message from a master endpoint, it shall process
the request|via an internal BioAPI function call to BioAPI_Verify to create and send a conresponding verify response
BIP messafje as specified in clause 28, using 16.37.5 and 16.37.6 to convert between function parameters jand ASN.1
components when required within that clause.

16.37.5 (onversion between the parameters of the C function BigAPI Verify and the APBN.1 type
Verify-RefjuestParams shall be done by converting between individual function parameters and ASN.1 gomponents
in accordarjce with Table 88.

Table 88 — Mapping between the parameter sof the function BioAPI Verify
and the ASN.1 type Verify-RequestParams

Function parameter Component of the ASN.1 type References
BSPHpndle origina BSPHandle clause 26
MaxFVIRRequested maxFM RRequested 15.32
RefergnceTemplate referencel emplate clause 19 in conjunction with 15.46
Subtype subtype 15.16
Adapt¢dBIR ne-adaptedBIR clause 21
Result none clause 22
EMRAchieved no-fmrAchieved clause 21
Paylogd no-payload clause 21
Timeopt timeout 15.1.6
Auditfata no-auditData clause 21

16.37.6 (onversion between the parameters of the C function BioAPI Verify and the ABN.1 type
Verify-RepponseParams shal be done by converting between individual function parameters gnd ASN.1

componentg in-‘accordance with Table 89

Table 89 — Mapping between the parameter s of the function BioAPI_Verify
and the ASN.1type Verify-ResponseParams

Function parameter Component of the ASN.1 type References
AdaptedBIR adaptedBIR clause 20 in conjunction with 15.12
Result result clause 20 in conjunction with 15.18
FMRAchieved fmrAchieved clause 20 in conjunction with 15.32
Payload payload clause 20 in conjunction with 15.22
AuditData auditData clause 20 in conjunction with 15.12
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16.38  Function BIoAP| Identify

16.38.1 Thisfunction is declared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_Identify
(BioAPI_HANDLE BSPHandle,
BioAPlI_FMR MaxFMRRequested,
BioAPI_BIR_SUBTYPE Subtype,

| SO/I EC 24708:2008 (E)

const BioAPI_IDENTIFY_POPULATION *Population,

uint32_t TotalNumberOfTemplates,
BioAPI_BOOL Binning,

uint32_t MaxNumberOfResults,
uint32_t *NumberOfResults,
BioAPI_CANDIDATE **Candidates,
int32_t Timeout,
BioAPI_BIR_HANDLE *AuditData);

16.38.2 A pair of BIP message types are related to this function: the identify request BIP messagety
identify response BIP message type. These two BIP message types carry a value of the following)B

parameter ASN.1 types (respectively):

dentify-RequestParams ::= SEQUENCE {
originalBSPHandle
maxFMRRequested
subtype

population
totalNumberOfTemplates
binning
maxNumberOfResults
timeout

no-auditData

and:

dentify-ResponseParams ::= SEQUENCE {
candidates

auditData

}

16.38.3 When a framework receives a call to(the function BioAPI| Identify from the local application,
determine he hosting endpoint and the original BSP handle (say, originalBSPHandle) from the parameter B
as specifiefl in clause 24. If the hosting~eAdpoint is the local endpoint, then the framework shall make

the parameter BSPHand|e shall be set by converting from originalBSPHandle as specified in 15.42, and sh
the local application the returnvaltie of the internal call. If the hosting endpoint is a slave endpoint of the

16.38.4 hen(a,framework receives (see 13.9) an identify request BIP message from a master endpg
process the request via an internal B|0API func’uon caII to BloAPI Identlfy to create and send a col

pe and the
P message
BioAPI-HANDLE,
BioAPI-FMR,
BioAPI-BIR-SUBTYPE,
BioAPI-IDENTIFY-POPULATION,
Unsignedint,
BOOLEAN,
Unsignedint,
Signedint,
BOOLEAN
SEQUENCE(SIZE(0..max-unsigned-int)) OF
candidate BioAPI-CANDIDATE,
BioAPI-BIR-HANDLE OPTIONAL
t shall first
SPHandle
an internal
,|except that
| return to
ramework,
sponse BIP
and ASN.1
pwork shall
nt, it shall

parameters and ASN.1 components when required W|th|n that cI ause.

responding

function

16.38.5 Conversion between the parameters of the C function BioAPI Identify and the ASN.1 type
Identify-RequestParams shall be done by converting between individual function parameters and ASN.1

components in accordance with Table 90.
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Table 90 — Mapping between the parameters of the function BioAPI_Identify
and the ASN.1 type Identify-RequestParams

Function parameter Component of the ASN.1 type References

BSPHandle originalBSPHandle clause 26

MaxFMRRequested maxFM RRequested 15.32

Subtype subtype 15.16

Population population clause 19 in conjunction with 15.43
TotalNumberOfTemplates totalNumberOf Templ ates 15.1.5

Binning binning 15.18

MaxNumberOfResults maxNumberOfResults 15.1.5

NumberOfResults none clause 22

Candigates none. clausa 22

Timeolut timeout 15.1.6

Auditfata no-auditData clause 21

16.38.6 (onversion between the parameters of the C function BioAP| IdentifyAand the ASN.1 type

Identify-R
component

esponseParams shal be done by converting between individual function: parameters and ASN.1

5 in accordance with Table 91.

Table 91 — Mapping between the parameter s of the function BioAPI _Identify
and the ASN.1 type Identify-ResponseRarams

Fi

inction parameter Component of the ASN.1 type References

Number

DfResults, Candidates candidates

and 16.38.8

clause 20 in conjunction with 16.38.7

AuditDal

El auditData clause 20 in conjunction with 1

5.12

16.38.7 C
the ASN.1
parameter

onversion from the pair of C variables pointed.to by the parameters Candidates/NumberOf

Results to

component candidates shall be done as.fellows. Calling N the value of the C variable pointg
NumberOfResults, each of the first N-@léments (of type BioAPI_CANDIDATE — see 15.20)

pointed to
component

16.38.8 (
Candidat

Dy the C variable pointed to by the parameter Candidates shall be converted, in order, to an ele
candidates as specified in 15.20."The component candidates shall have exactly N elements.

onversion from the ASN.1 component candidates to the pair of C variables pointed to by the|
ps/NumberOfResults shall be done as follows. Calling N the number of elements of the

candidatg
converting
C variable

d to by the
n the array
ment of the

parameters
component

s, a newly allocated array of N elements of type BioAPI CANDIDATE (see 15.20) shall Re filled by

each element of the-.component candidates, in order, to an element of the array as specified in
pointed to by theparameter Candidates shall be set to the address of the array, and the C varig

to by the pgrameter NumberOfResults shall be set to N.

16.39 H
16.39.1 Tl

unctionB10AP| Import

hisfunction is declared in BioAPI as follows:

15.20. The
ble pointed

Bi

116

AP RETURN BIOAPTBIOAPT POt
(BioAPI_HANDLE BSPHandle,
const BioAPI_DATA *InputData,
const BioAPI_BIR_BIOMETRIC_DATA_FORMAT *InputFormat,
const BioAPI_BIR_BIOMETRIC_DATA_FORMAT *OutputFormat,
BioAPI_BIR_PURPOSE Purpose,
BioAPI_BIR_HANDLE *ConstructedBIR);
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16.39.2 A pair of BIP message types are related to this function: the import request BIP message type and the
import response BIP message type. These two BIP message types carry a value of the following BIP message

parameter ASN. 1 types (respectively):
Import-RequestParams ::= SEQUENCE {

originalBSPHandle BioAPI-HANDLE,
inputData BioAPI-DATA,
inputFormat BioAPI-BIR-BIOMETRIC-DATA-FORMAT,
outputFormat BioAPI-BIR-BIOMETRIC-DATA-FORMAT OPTIONAL,
purpose BioAPI-BIR-PURPOSE
}
and:
Import-ResponseParams ::= SEQUENCE {
constructedBIR BioAPI-BIR-HANDLE
}
16.39.3 hen a framework receives a cal to the function BioAP| Import from the local application, ilt

shall first

determine the hosting endpoint and the original BSP handle (say, originalBSPHandle) from the parameter BEPHandle

as specifi

in clause 24. If the hosting endpoint is the local endpoint, then the framework shallvmake[an internal

BioAPI function call (see 13.10) to the same function with the same parameter values as the incoming call,{except that
the parameter BSPHand|e shall be set by converting from original BSPHandle as specified in 15.42, and shfll return to

the local

plication the return value of the internal call. If the hosting endpoint is a slavelendpoint of the framework,
ework shall process the call by exchanging with the hosting endpoint,an jimport request/response BIP

message pair as specified in clause 27, using 16.39.5 and 16.39.6 to convert between function parametersfand ASN.1
components when required within that clause. If the hosting endpoint cannot bedetermined, then the framgwork shall

hen a framework receives (see 13.9) an import request BIP)message from a master endpojnt, it shall

process thg request via an internal BioAPI function call to BioAP| Import to create and send a correspond|ng import

ponents when required within that clause.

16.39.5 (onversion between the parameters of the C-function BioAPI Import and the APBN.1 type
Import-RgquestParams shall be done by converting between individual function parameters and ASN.1 gomponents

in accordarjce with Table 92.

Table 92 — Mapping between the parameters of the function BioAPI_Import
and the ASN.1 type Import-RequestParams

Function parameter Component of the ASN.1 type References
BSPHpndle origina BSPHandle clause 26
Inputata inputData clause 19 in conjunction with 15.22
InputHormat inputFormat clause 19 in conjunction with} 15.8
OutpufFormat outputFormat clause 19 in conjunction with 15.8
Purpoge purpose 15.14
ConstjuctedBHR none clause 22

16.39.6 Conversion between the parameters of the C function BioAP| Import and the A

1 type

Import-ResponseParams shall be done by converting between individual function parameters and ASN.1

components in accordance with Table 93.

Table 93 — Mapping between the parameters of the function BioAPI_Import
and the ASN.1type Import-ResponseParams

Function parameter Component of the ASN.1 type References

ConstructedBIR constructedBIR clause 20 in conjunction with

15.12
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16.40 Function BioAP| PresetldentifyPopulation

16.40.1 Thisfunction is declared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_PresetldentifyPopulation
(BioAPI_HANDLE BSPHandle,
const BioAPI_IDENTIFY_POPULATION *Population);

16.40.2 A pair of BIP message types are related to this function: the presetldentifyPopulation request BIP
message type and the presetldentifyPopulation response BIP message type. These two BIP message types carry a
value of the following BIP message parameter ASN.1 types (respectively):

PresetldentifyPopulation-RequestParams ::= SEQUENCE {
originalBSPHandle BioAPI-HANDLE,
population BioAPI-IDENTIFY-POPULATION

and:
HresetldentifyPopulation-ResponseParams ::= NULL

16.40.3 When a framework receives a call to the function BioAPI PresetldentifyPopulatjoh from the local
application} it shall first determine the hosting endpoint and the original BSP handle (say, originalBSPHandle) from the
parameter BSPHandle as specified in clause 24. If the hosting endpoint is the local endpaint,.then the frampwork shall
make an infernal BioAPI function call (see 13.10) to the same function with the same parameter values as the incoming
call, except that the parameter BSPHandle shall be set by converting from originalBSPHandle as specified in 15.42,
and shall rgturn to the local application the return value of the internal call. If the hosting endpoint is a slave pndpoint of
the frameyork, then the framework shall process the call by exchanging with the hosting endpoint a
presetldenhtifyPopulation request/response BIP message pair as specified?in clause 27, using 16.40.5 to convert
between function parameters and ASN.1 components when required within'that clause. If the hosting endpoint cannot
be determiped, then the framework shall return the value BioAPIERR, UNABLE TO LOCATE BSP 1o the loca
application

16.40.4 When a framework receives (see 13.9) a presetldentifyPopulation request BIP message from a master
endpoint, if shall process the request via an internal BioAPI function call to BioAPI PresetldentifyPofulation to
create and| send a corresponding presetldentifyPopuléation response BIP message as specified in clause 28,
using 16.4(.5 to convert between function parameters andhASN.1 components when required within that clayse.

16.40.5 (onversion between the parameters of thelC function BioAPI PresetldentifyPopulation and/the ASN.1
type PregetldentifyPopulation-RequestParaims shal be done by converting between individugl function
parametersfand ASN.1 components in accordance with Table 94.

Tdble 94 — M apping between the parameter s of the function BioAPI_PresetldentifyPopulatipn
and the ASN.1type PresetldentifyPopulation-RequestParams

Function parameter Component of the ASN.1 type References
BSPHpndle origina BSPHandle clause 26
Population population clause 19 in conjunction witt} 15.43

16.41 Hunetion BIoAPI Transform

16.41.1 Thisfunction is declared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_Transform
(BioAPI_HANDLE BSPHandle,
const BioAPI_UUID *OperationUuid,
const BioAPI_INPUT_BIR *InputBIRs,
uint32_t NumberOfinputBIRs,
BioAPI_BIR_HANDLE **QutputBIRs,
uint32_t *NumberOfOutputBIRS)
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16.41.2 A pair of BIP message types are related to this function: the transform request BIP message type and the
transform response BIP message type. These two BIP message types carry a value of the following BIP message
parameter ASN. 1 types (respectively):

Transform-RequestParams ::= SEQUENCE {

bspHandle BioAPI-HANDLE,
operationUuid BioAPI-UUID,
inputBIRs SEQUENCE (SIZE(0..max-unsigned-int)) OF

BioAPI-INPUT-BIR

and:

Transform-ResponseParams ::= SEQUENCE {
outputBIRs SEQUENCE (SIZE(0..max-unsigned-int)) OF
BioAPI-BIR-HANDLE
}

16.41.3 When a framework receives a cal to the function BioAPI Transform from the loca application, it shall
first determine the hosting endpoint and the origina BSP handle (say, originalBSPHandle) from thg parameter
BSPHand|e as specified in clause 26. If the hosting endpoint is the local endpoint, then the framework shgll make an
internal BipAPI function call (see 13.10) to the same function with the same parameter valuésyas the incpming call,
except that] the parameter BSPHandle shall be set by converting from originalBSPHandle.as specified inf15.42, and
shall return to the local application the return value of the internal call. If the hosting endpoint is a slave endpoint of the
framework| then the framework shall process the call by exchanging with the(hosting endpoint g transform
reguest/response BIP message pair as specified in clause 27, using 16.41.5 and 16:42.8 to convert betwepen function
parametersfand ASN.1 components when required within that clause. If the hostingendpoint cannot be determined, then
the framewfork shall return the value BioAPIERR_UNABLE TO LOCATE“BSP to theloca application

16.41.4 When a framework receives (see 13.9) a transform request BIP)message from a master endpojnt, it shall
process thg request via an internal BioAPI function call to BioAPI J¥ansform to create and send a cofresponding
transform fesponse BIP message as specified in clause 28, using16/41.5 and 16.41.8 to convert between function
parametersfand ASN.1 components when required within that clause:

16.41.5 (onversion between the parameters of the C_ function BioAPI Transform and the ASN.1 type
Transform-RequestParams shall be done by converting between individual function parameters gnd ASN.1
componentk in accordance with Table 95.

Table 95 — Mapping between the parameters of the function BioAPI_Transform
and the ASN:Itype Transform-RequestParams

Function parameter Component of the ASN.1 type References
BSPHpndle originalBSPHandle clause 26
OperafionUuid operationUuid 15.58
InputgiRs, NumberOfIngutBIiRs inputBIRs 16.41.6 and 16.41.7
Outpu[BIRs none clause 22
NumbgrofOutpuHRIRS none clause 22

16.41.6 (onversion from the pair of parameters InputBIRs/NumberOfinputBIRs to the ASN.1 |component
inputBIRg shall be done as follows: Calling N the value of the parameter NumberOfinputBIRs, each of the first N
elements (of type BioAPI INPUT BIR — see 15.46) in the array pointed to by the parameter InputBIRs shall be
converted, in order, to an element of the component inputBIRs as specified in 15.46.3. The component inputBIRs
shall have exactly N elements.

16.41.7 Conversion from the ASN.1 component inputBIRs to the pair of parameters
InputBIRs/NumberOfinputBIRs shall be done as follows: Calling N the number of elements of the component
guiBitmaps, a newly alocated array of N elements of type BioAPI_INPUT_BIR (see 15.46) shal be filled by
converting each element of the component inputBIRs, in order, to an element of the array as specified in 15.46.4. The
parameter InputBIRs shall be set to the address of the array, and the parameter NumberOfinputBIRs shall be set
toN.

16.41.8 Conversion between the parameters of the C function BioAPI Transform and the ASN.1 type
Transform-ResponseParams shall be done by converting between individual function parameters and ASN.1
components in accordance with Table 96.
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Table 96 — Mapping between the parameters of the function BioAPI_Transfrom
and the ASN.1type Transform-ResponseParams

Function parameter Component of the ASN.1 type References
OutputBIRs, ouputBIRs clause 29 in conjunction with 16.41.9
NumberOfOuputBIRs and 16.41.10

16.41.9 Conversion from the pair of C variables pointed to by the parameters OutputBIRs/NumberOfOutputBIRs
to the ASN.1 component outputBIRs shall be done as follows: Calling N the value of the C variable pointed to by the
parameter NumberOfOutputBIRs, each of the first N elements (of type BioAPI BIR_ HANDLE —see 15.12) in the
array pointed to by the C variable pointed to by the parameter OutputBIRs shall be converted, in order, to an element
of the component outputBIRs as specified in 15.46.3. The component outputBIRs shall have exactly N elements.

16.41.10 Convers on from the ASN 1 component outputBIRs to the pair of C varlables pointed to by the parameters
OutputBl aH-be-dene ‘ he;component
outputBIRs, a newly aIIocated array of N elements of type B|oAPI BIR HANDLE (see 15. 12) shall-+e filled by
converting|each element of the component outputBIRS, in order, to an element of the array as specified|in 15.46.4.
The C varipble pointed to by the parameter OutputBIRs shall be set to the address of the array, and thg C variable
pointed to Ipy the parameter NumberOfOutputBIRs shall be set to N.

16.42 Hunction BioAPI DbOpen

16.42.1 Tlhisfunction is declared in BioAPI asfollows:
B

API_RETURN BioAPI BioAPI_DbOpen
(BioAPI_HANDLE BSPHandle,
const BioAPI_UUID *DbUuid,
BioAPI_DB_ACCESS_TYPE AccessRequest,
BioAPI_DB_HANDLE *DbHandle,
BioAPI_DB_MARKER_HANDLE *MarkerHandleg;

16.42.2 A pair of BIP message types are related to this function: the dbOpen request BIP message type and the
dbOpen fesponse BIP message type. These two BIP message types carry a value of the following B|P message
parameter ASN.1 types (respectively):

ObOpen-RequestParams ::= SEQUENCE {

originalBSPHandle BioAPI-HANDLE,
dbUuid BioAPI-UUID,
accessRequest BioAPI-DB-ACCESS-TYPE
}
and:
ObOpen-ResponseParams ::= SEQUENCE {
dbHandle BioAPI-DB-HANDLE,
markerHandle BioAPI-DB-MARKER-HANDLE

}

16.42.3 When a framework receives a call to the function BioAPI_DbOpen from the local application, |t shall first
determine the hosting-endpoint and the original BSP handle (say, originalBSPHandle) from the parameter BEPHandle
as specifiefl in clause 24. If the hosting endpoi nt is the local endpoint, then the framework shaII make [an internal
,|except that

F : al return to
the local appllcatlon the return value of the internal caII If the hosting endpoi nt isa slave endp0| nt of the framework,
then the framework shall process the call by exchanging with the hosting endpoint a dbOpen request/response BIP
message pair as specified in clause 27, using 16.42.5 and 16.42.6 to convert between function parameters and ASN.1
components when required within that clause. If the hosting endpoint cannot be determined, then the framework shall
return thevalue BioAPIERR_UNABLE TO LOCATE BSP tothelocal application.

16.42.4 When a framework receives (see 13.9) a dbOpen request BIP message from a master endpoint, it shall
process the request via an internal BioAPI function call to BioAPI DbOpen to create and send a corresponding
dbOpen response BIP message as specified in clause 28, using 16.42.5 and 16.42.6 to convert between function
parameters and ASN.1 components when required within that clause.

16.42.5 Conversion between the parameters of the C function BioAPI DbOpen and the ASN.1 type
DbOpen-RequestParams shall be done by converting between individual function parameters and ASN.1
components in accordance with Table 97.
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Table 97 — Mapping between the parameters of the function BioAPI_DbOpen
and the ASN.1 type DbOpen-RequestParams

Function parameter Component of the ASN.1 type References
BSPHandle originalBSPHandle clause 26
DbUuid dbUuid clause 19 in conjunction with 15.58
AccessRequest accessRequest 15.24
DbHandle none clause 22
MarkerHandle none clause 22

16.42.6 Conversion between the parameters of the C function BioAPI DbOpen and the ASN.1 type
DbOpen-ResponseParams shall be done by converting between individual function parameters and ASN.1
components in accordance with Table 98.

Table 98 — M apping between the parameter s of the function BioAPI_DbOpen
and the ASN.1type DbOpen-ResponseParams

Function parameter Component of the ASN.1 type Refef ences
DbHaihdle dbHandle clause 20 in‘conjunction with 15.26
MarkefHandle marker clause.20 in conjunction with 15.25
16.43 Hunction BioAPI DbClose
16.43.1 Tlhisfunction is declared in BioAPI asfollows:
BipAPI_RETURN BioAPI BioAPI_DbClose
(BioAPI_HANDLE BSPHandle,
BioAPI_DB_HANDLE DbHandle);
16.43.2 A pair of BIP message types are related to this.function: the dbClose request BIP message type and the
dbClose fesponse BIP message type. These two BIP message types carry a value of the following B|P message
parameter ASN.1 types (respectively):
ObClose-RequestParams ::= SEQUENCE {
originalBSPHandle BioAPI-HANDLE,
dbHandle BioAPI-DB-HANDLE

and:
O
16.43.3 V

as specifi

bClose-ResponsePRarams ::= NULL

Vhen a framewark-receives a call to the function BioAPI _DbClose from the loca application, |t shall first

in clause.24. If the hosting endpoint is the local endpoint, then the framework shall makelan interna

determine %he hosting endpoint and the original BSP handle (say, originalBSPHandle) from the parameter BEPHandle

BioAPI fu
the parame

ction call~(see 13.10) to the same function with the same parameter values as the incoming call,|except that
er BSKHHandle shall be set by converting from originalBSPHandl e as specified in 15.42, and sh@ll return to

the local af

then the frame

pllcatlon the return val ue of the mternal caII If the host| ng endp0| nt |s a slave endp0| nt of the

ramework,
ponse BIP

message pair as speC|f|ed in clause 27, usi ng 16 43 5 to convert between functlon parameters and ASN.1 components
when required within that clause. If the hosting endpoint cannot be determined, then the framework shall return the
value BioAPIERR_UNABLE TO LOCATE BSP tothelocal application.

16.43.4 When a framework receives (see 13.9) a dbClose request BIP message from a master endpoint, it shall
process the request via an internal BioAPI function call to BioAPI_DbClose to create and send a corresponding
dbClose response BIP message as specified in clause 28, using 16.43.5 to convert between function parameters and
ASN.1 components when required within that clause.

16.43.5 Conversion between the parameters of the C function BioAPI DbClose and the ASN.1 type DbClose-
RequestParams shall be done by converting between individual function parameters and ASN.1 components in
accordance with Table 99.
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Table 99 — M apping between the parameter s of the function BioAPI _DbClose
and the ASN.1type DbClose-RequestParams

Function parameter Component of the ASN.1 type References
BSPHandle originalBSPHandle clause 26
DbHandle dbHandle 15.26

16.44 Function BioAPI DbCreate

16.44.1 Thisfunction is declared in BioAPI asfollows:
BioAPI_RETURN BioAPI BioAPI_DbCreate

16.44.2 A
dbCreate
parameter

and:

16.44.3

as specifi

(BioAPI_HANDLE BSPHandle,
const BioAPI_UUID *DbUuid,

uint32_t NumberOfRecords,
BioAPlI_DB_ACCESS TYPE AccessRequest,
BioAPI_DB_HANDLE *DbHandle);

response BIP message type. These two BIP message types carry a value of thé fellowing B

A\SN. 1 types (respectively):
ObCreate-RequestParams ::= SEQUENCE {
originalBSPHandle BioAPI-HANDLE,
dbUuid BioAPI-UUID,
numberOfRecords Unsignedint,
accessRequest BioAPI-DB-ACCESS:T YPE

bCreate-ResponseParams ::= SEQUENCE {
dbHandle BioAPIkRB*HANDLE
}

Vhen a framework receives a call to the functiom'BioAPI_DbCreate from the local application,

in clause 24. If the hosting endpoint\is the local endpoint, then the framework shall make

determine %;m hosting endpoint and the original BSP handle (say, originalBSPHandle) from the parameter B

BioAPI fu
the parame

ction call (see 13.10) to the same function with the same parameter values as the incoming call,
er BSPHandle shall be set by eonverting from originalBSPHandle as specified in 15.42, and sh

the local
then the fr
message p
component
return the

16.44.4

plication the return value of theinterna call. If the hosting endpoint is a slave endpoint of the
ework shall process the €all"by exchanging with the hosting endpoint a dbCreate reguest/re
ir as specified in clause 27, using 16.44.5 and 16.44.6 to convert between function parameters

when required withifthat clause. If the hosting endpoint cannot be determined, then the fram
aue BIOAPIERR-UNABLE TO LOCATE BSP totheloca application.

hen a framewark receives (see 13.9) a dbCreate request BIP message from a master endpg

pair of BIP message types are related to this function: the dbCreate request BIR.imessage type and the

P message

t shall first
SPHandle
an internal
except that
Al return to
ramework,
sponse BIP
and ASN.1
pwork shall

int, it shall

process the request via‘an internal BioAPI function call to BioAPI DbCreate to create and send a cofresponding

dbCreate
parameter

16.44.5

response.BIP message as specified in clause 28, using 16.44.5 and 16.44.6 to convert betw
and ASN.1 components when required within that clause.

onversion between the parameters of the C function BioAPI DbCreate and the

function

1 type

DbCreate-RequestParams snal be done by converting between individual function parameters and ASN.1
components in accordance with Table 100.

Table 100 — M apping between the parameter s of the function BioAPI _DbCreate
and the ASN.1 type DbCreate-RequestParams

Function parameter Component of the ASN.1 type References
BSPHandle origina BSPHandle clause 26
DbUuid dbUuid clause 19 in conjunction with 15.58
NumberOfRecords numberOfRecords 1515
AccessRequest accessRequest 15.24
DbHandle none clause 22
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16.44.6 Conversion between the parameters of the C function BioAPI_DbCreate and the ASN.1 type DbCreate-
ResponseParams shall be done by converting between individual function parameters and ASN.1 components in
accordance with Table 101.

Table 101 — M apping between the parameter s of the function BioAPI_DbCreate
and the ASN.1 type DbCreate-ResponseParams

Function parameter Component of the ASN.1 type References

DbHandle dbHandle clause 20 in conjunction with 15.26

16.45 Function BioAPI DbDelete
16.45.1 Thisfunction is declared in BioAPI asfollows:

Bi

16.45.2 A
dbDelete
parameter

0

and:
O
16.45.3 V|

APl _RETURN BioAPI BioAPI_DbDelete
(BioAPI_HANDLE BSPHandle,
const BioAPI_UUID *DbUuid);

pair of BIP message types are related to this function: the dbDelete request BIR.message ty
response BIP message type. These two BIP message types carry a value of .the following B
A\SN. 1 types (respectively):

bDelete-RequestParams ::= SEQUENCE {
originalBSPHandle BioAPI-HANDLE,
dbUuid BioAPI-UUID

bDelete-ResponseParams ::= NULL

hen a framework receives a call to the function Bio AR DbDelete from the local application,

as specifi
BioAPI fu

determine %f;e hosting endpoint and the original BSP handle (say, originalBSPHandle) from the parameter B

in clause 24. If the hosting endpoint is thedoeal endpoint, then the framework shall make
ction call (see 13.10) to the same function with the same parameter values as the incoming call,

the parame
the local
then the fr
message p
when requ
valueBio

er BSPHandle shal be set by converting-from originalBSPHandl e as specified in 15.42, and sh
plication the return value of the internal“call. If the hosting endpoint is a slave endpoint of the
ework shall process the call by exchanging with the hosting endpoint a dbDelete request/re
ir as specified in clause 27, using.16.45.5 to convert between function parameters and ASN.1 (
red within that clause. If the hesting endpoint cannot be determined, then the framework shal
PIERR_UNABLE_TO L'QCATE BSP tothelocal application.

hen a framework receives (see 13.9) a dbDelete request BIP message from a master endpg

pe and the
P message

t shall first
SPHandle
an internal
except that
Al return to
ramework,
5ponse BIP
omponents

return the

int, it shall

request via an internal BioAPI function call to BioAPI_DbDelete to create and send a cofresponding

dbDelete [response BIP message as specified in clause 28, using 16.45.5 to convert between function parameters and

ASN.1 co

ponents whenreguired within that clause.

16.45.5 (onversion between the parameters of the C function BioAPI DbDelete and the 1 type
DbDeletetRequestParams shall be done by converting between individual function parameters and ASN.1
componentk i aseordance with Table 102.
Table 102 — M apping between the parameters of the function BioAP| DbDelete
and the ASN.1 type DbDelete-RequestParams
Function parameter Component of the ASN.1 type References
BSPHandle originalBSPHandle clause 26
DbUuid dbUvuid clause 19 in conjunction with 15.58
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16.46  Function BioAP| DbSetMarker

16.46.1 Thisfunction is declared in BioAPI asfollows:
BioAPI_RETURN BioAPI BioAPI_DbSetMarker

(BioAPI_HANDLE BSPHandle,
BioAPI_DB_HANDLE DbHandle,

const BioAPI_UUID *KeyValue,
BioAPI_DB_MARKER_HANDLE MarkerHandle);

16.46.2 A pair of BIP message types are related to this function: the dbSetMarker request BIP message type and the
dbSetMarker response BIP message type. These two BIP message types carry a value of the following BIP message
parameter ASN. 1 types (respectively):

DbSetMarker-RequestParams ::= SEQUENCE {

and:
O

16.46.3 V
first detern
BSPHand
internal Bi
except that
shall returr
framework
request/req

ASN.1 components when required within that clause. If the hosting endpoint cannot be determined, then the

shall return

16.46.4
process the
dbSetMa
and ASN.1|

16.46.5 ¢
DbSetMal
component

originalBSPHandle BioAPI-HANDLE,

dbHandle BioAPI-DB-HANDLE

keyValue BioAPI-UUID,

markerHandle BioAPI-DB-MARKER-HANDLE

bSetMarker-ResponseParams ::= NULL

Vhen a framework receives a call to the function BioAPI_DbSetMarker from the local applic
nine the hosting endpoint and the origina BSP handle (say, originalBSPHandle) from th
le as specified in clause 24. If the hosting endpoint is the local endpoint; then the framework sh
DAPI function call (see 13.10) to the same function with the same“parameter values as the in
the parameter BSPHandle shall be set by converting from originalBSPHandle as specified in
to the local application the return value of the internal call. If the hosting endpoint is a slave end
then the framework shall process the call by exchanging with the hosting endpoint a db
ponse BIP message pair as specified in clause 27, usingd6:46.5 to convert between function par

thevalue BioAPIERR_UNABLE TO LOCATEN2SP tothelocal application.

Vhen a framework receives (see 13.9) adbSetMarker request BIP message from a master endp
request via an internal BioAPI function call\to BioAPI _DbSetMarker to create and send a co
ker response BIP message as specified i@ clause 28, using 16.46.5 to convert between function
components when required within that-clause.

onversion between the parameters of the C function BioAPI DbSetMarker and the A
ker-RequestParams shall:berdone by converting between individual function parameters
5 in accordance with Table 103

Table 103 — M apping between the parameter s of the function BioAPI_DbSetMarker
and the ASN.1 type DbSetMarker-RequestParams

parameter
| make an
ming call,
15.42, and
oint of the
etMarker
eters and
framework

int, it shall

responding
parameters

SN.1 type
ond ASN.1

Function parameter Component of the ASN.1 type References

BSPH

hndle origina BSPHandle clause 26

DbHa

dle dbHandle 15.26

KeyV4

0 keyValue clause 19 in conjunction with

15.58

Marke

rHandle markerHandle 15.25

16.47 Function BioAP| DbFreeMarker
16.47.1 Thisfunction isdeclared in BioAPI asfollows:
BioAPI_RETURN BioAPI BioAPI_DbFreeMarker
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(BioAPI_HANDLE BSPHandle,
BioAPI_DB_MARKER_HANDLE MarkerHandle);
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16.47.2 A pair of BIP message types are related to this function: the dbFreeMarker request BIP message type and
the dbFreeMarker response BIP message type. These two BIP message types carry a value of the following BIP
message parameter ASN.1 types (respectively):

DbFreeMarker-RequestParams ::= SEQUENCE {
originalBSPHandle BioAPI-HANDLE,
markerHandle BioAPI-DB-MARKER-HANDLE

and:
DbFreeMarker-ResponseParams ::= NULL

16.47.3 When a framework receives a call to the function BioAPI DbFreeMarker from the loca application, it
shall first determine the hosting endpoint and the original BSP handle (say, originalBSPHandle) from the parameter
BSPHandle asspecn‘led in clause 24. If the hostmg endpomt |sthe local endpomt then the framework shall make an
internal BipAP pe he in mlng call,

ASN.1 components when required within that clause. |f the hosting endpoint cannot be determined, then thelframework

16.47.4 hen a framework receives (see 13.9) a dbFreeMarker request BIP message from a master endpoint, it
shall procdss the request via an internal BioAPI function call to BioAPI_DbRx&&€Marker to create gnd send a
corr%pond ng dbFreeMarker response BIP message as speC|f|ed in clause 28, using 16.47.5 to convért between

16.47.5 (onversion between the parameters of the C function BioAPI DbFreeMarker and the ASN.1 type
DbFreeMarker-RequestParams shall be done by converting between individual function parameters pnd ASN.1
componentk in accordance with Table 104.

Table 104 — Mapping between the parametersof the function BioAPI_DbFreeMarker
and the ASN.1 type DbFreeMarker-RequestParams

Function parameter Component of the ASN.1 type References
BYPHandle originalBSPHandle clause 26
MdrkerHandle markerHandle 15.25

16.48 Hunction BioAPI DpStoreBIR

16.48.1 Tlhisfunction is declared’in BioAPI asfollows:
B

API_RETURNWRIOAPI BioAPI_DbStoreBIR
(BioABNMANDLE BSPHandle,
cops{BIoAPI_INPUT_BIR *BIRToStore,
BieAPI_DB_HANDLE DbHandle,

B API_UUID *BirUuid);

16.48.2 A paif of BIP message types are related to this function: the dbStoreBIR reguest BIP message type and the
dbStoreBIR response BIP message type. These two BIP message types carry a value of the following BIP message
parameter ASN.1 types (respectively):

DbStoreBIR-RequestParams ::= SEQUENCE {

originalBSPHandle BioAPI-HANDLE,
birToStore BioAPI-INPUT-BIR,
dbHandle BioAPI-DB-HANDLE

and:

DbStoreBIR-ResponseParams ::= SEQUENCE {
birUuid BioAPI-UUID
}

16.48.3 When aframework receives a cal to the function BioAP| DbStoreBIR from the local application, it shall
first determine the hosting endpoint and the origina BSP handle (say, originalBSPHandle) from the parameter
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BSPHandle as specified in clause 24. If the hosting endpoint is the local endpoint, then the framework shall make an
internal BioAPI function call (see 13.10) to the same function with the same parameter values as the incoming call,
except that the parameter BSPHandle shall be set by converting from originalBSPHandle as specified in 15.42, and
shall return to the local application the return value of the internal call. If the hosting endpoint is a slave endpoint of the
framework, then the framework shall process the cal by exchanging with the hosting endpoint a dbStoreBIR
request/response BIP message pair as specified in clause 27, using 16.48.5 and 16.48.6 to convert between function
parameters and ASN.1 components when required within that clause. If the hosting endpoint cannot be determined, then
the framework shall return the value BioAPIERR_UNABLE TO LOCATE BSP totheloca application.

16.48.4 When a framework receives (see 13.9) adbStoreBIR request BIP message from a master endpoint, it shall
process the request via an internal BioAPI function call to BioAPI DbStoreBIR to create and send a corresponding
dbStoreBIR response BIP message as specified in clause 28, using 16.48.5 and 16.48.6 to convert between function
parameters and ASN.1 components when required within that clause.

16.48.5 Conversion between the parameters of the C function BioAPI DbStoreBIR and the ASN.1 type
Db StoreBR-RetestParams—shatt—be—doneby—converting—etweenmdividua—functron—parameters—and ASN.1
componentk in accordance with Table 105.

Table 105 — M apping between the parameter s of the function BioAPI Db StoiBBIR
and the ASN.1 type DbStoreBIR-RequestParams

Function parameter Component of the ASN.1 type References
BSPHand|e originalBSPHandle clause 26
BIRToStole birToStore clause 19 in conjunction with 15.46
DbHandlg dbHandle 15.26
BirUuid none clause 22

16.48.6 (onversion between the parameters of the C functionvBioAPI_DbStoreBIR and the ASN.1 type
DbStoreBIR-ResponseParams shall be done by converting\between individual function parameters pnd ASN.1
componentf in accordance with Table 106.

Table 106 — M apping between the parameter s of the function BioAPI DbStoreBIR
and the ASN.1 type Pb'StoreBIR-ResponseParams

Function parameter Camponent of the ASN.1 type References

BirUuif birJuid clause 20 in conjunction with 15.58

16.49 Hunction BioAP| _BOGetiBIR
16.49.1 Tlhisfunction is deClaréd in BioAPI asfollows:
B

APl _RETURNBIOAPI BioAPI_DbGetBIR
(BigARI"THANDLE BSPHandle,
BN _DB_HANDLE DbHandle,
csnst BioAPI_UUID *KeyValue,
BioAPI_BIR_HANDLE *RetrievedBIR,
BioAPI DB _MARKER HANDLE *MarkerHandle):

16.49.2 A pair of BIP message types are related to this function: the dbGetBIR request BIP message type and the
dbGetBIR response BIP message type. These two BIP message types carry a value of the following BIP message
parameter ASN.1 types (respectively):

DbGetBIR-RequestParams ::= SEQUENCE {

originalBSPHandle BioAPI-HANDLE,
dbHandle BioAPI-DB-HANDLE,
keyValue BioAPI-UUID
}
and:
DbGetBIR-ResponseParams ::= SEQUENCE {
retrievedBIR BioAPI-BIR-HANDLE,
markerHandle BioAPI-DB-MARKER-HANDLE
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16.49.3 When aframework receivesacall to the function BioAPI _DbGetBIR from the local application, it shall first
determine the hosting endpoint and the original BSP handle (say, originalBSPHandle) from the parameter BSPHandle
as specified in clause 24. If the hosting endpoint is the local endpoint, then the framework shall make an internal
BioAPI function call (see 13.10) to the same function with the same parameter values as the incoming call, except that
the parameter BSPHandle shall be set by converting from originalBSPHandle as specified in 15.42, and shall return to
the local application the return value of the internal call. If the hosting endpoint is a lave endpoint of the framework,
then the framework shall process the call by exchanging with the hosting endpoint a dbGetBIR request/response BIP
message pair as specified in clause 27, using 16.49.5 and 16.49.6 to convert between function parameters and ASN.1
components when required within that clause. If the hosting endpoint cannot be determined, then the framework shall
return thevalue BioAPIERR_UNABLE TO LOCATE BSP tothelocal application.

16.49.4 When a framework receives (see 13.9) a dbGetBIR request BIP message from a master endpoint, it shall
process the request via an internal BioAPI function call to BioAPI DbGetBIR to create and send a corresponding
dbGetBIR response BIP message as specified in clause 28, using 16.49.5 and 16.49.6 to convert between function
parameters and ASN.1 components when required within that clause.

16.49.5 (onversion between the parameters of the C function BioAPI DbGetBIR and the ALSr‘N.l type
DbGetBIR-RequestParams shall be done by converting between individual function paraméters and ASN.1
componentk in accordance with Table 107.

Table 107 — M apping between the parameter s of the function BioAP| DxGetBIR
and the ASN.1 type DbGetBIR-RequestParams

Function parameter Component of the ASN.1type References
BSPHpndle originalBSPHandle clause 26
DbHardle dbHandle 15.26
KeyVdlue keyValue clause 19 in conjunction with 15.58
RetrieyedBIR none clause 22
MarkefHandle none clause 22

16.49.6 (onversion between the parameters of the €’ function BioAPI DbGetBIR and the ASN.1 type
DbGetBIR-ResponseParams shall be done by converting between individual function parameters gnd ASN.1
component in accordance with Table 108.

Table 108 — M apping between-the parameter s of the function BioAPI_DbGetBIR
and the ASN:1 type DbGetBIR-ResponseParams

Function parameter Component of the ASN.1type References
RetrieyedBIR retrievedBIR clause 20 in conjunction with 15.12
MarkefHandle markerHandle clause 20 in conjunction with 15.25

16.50 Hunction®Byo AP DbGetNexiBIR

16.50.1 Thisfanction is declared in BioAPI asfollows:
B

ARY RETURN BioAPI BioAPI DbGetNextBIR
(BioAPI_HANDLE BSPHandle,
BioAPI_DB_HANDLE DbHandle,
BioAPI_DB_MARKER_HANDLE MarkerHandle,
BioAPI_BIR_HANDLE *RetrievedBIR,
BioAPI_UUID *BirUuid);

16.50.2 A pair of BIP message types are related to this function: the dbGetNextBIR request BIP message type and
the dbGetNextBIR response BIP message type. These two BIP message types carry a value of the following BIP
message parameter ASN.1 types (respectively):

DbGetNextBIR-RequestParams ::= SEQUENCE {

originalBSPHandle BioAPI-HANDLE,
dbHandle BioAPI-DB-HANDLE,
markerHandle BioAPI-DB-MARKER-HANDLE
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and:

DbGetNextBIR-ResponseParams ::= SEQUENCE {

retrievedBIR BioAPI-BIR-HANDLE,
birUuid BioAPI-UUID

}

16.50.3 When a framework receives a call to the function BioAPI_DbGetNextBIR from the local application, it
shall first determine the hosting endpoint and the original BSP handle (say, originalBSPHandle) from the parameter
BSPHandle as specified in clause 24. If the hosting endpoint is the local endpoint, then the framework shall make an
internal BioAPI function call (see 13.10) to the same function with the same parameter values as the incoming call,
except that the parameter BSPHandle shall be set by converting from originalBSPHandle as specified in 15.42, and
shall return to the local application the return value of the internal call. If the hosting endpoint is a slave endpoint of the
framework, then the framework shall process the call by exchanging with the hosting endpoint a dbGetNextBIR
request/response BIP message pair as specified in clause 27, using 16.50.5 and 16.50.6 to convert between function
and ASN.1 components when required within that clause, If the hosting endpoint cannot be determined, then

parameters

the framew

16.504
shall procq
correspond
between fu

16.50.5 @
DbGetNe
component

ork shall return thevalue BioAPIERR_UNABLE TO LOCATE BSP totheloca application

Vhen a framework receives (see 13.9) a dbGetNextBIR request BIP message from a master
s the request via an internal BioAPI function call to BioAPI DbGetNextBIR to ¢reate
ng dbGetNextBIR response BIP message as specified in clause 28, using 16.50,5 and 16.50.4
hction parameters and ASN.1 components when required within that clause.

onversion between the parameters of the C function BioAPI DbGetldextBIR and the A
tBIR-RequestParams shall be done by converting between individual-function parameters
5 in accordance with Table 109.

Table 109 — M apping between the parameter s of the function BioAPI DbGetNextBIR
and the ASN.1 type DbGetNextBIR-RéquestParams

endpoint, it
bnd send a
to convert

SN.1 type
and ASN.1

Function parameter Component of the ASN.1 type References

PHandle originalBSPHandle clause 26

Handle dbHandle 15.26

rkerHandle markerHandle 15.25

trievedBIR none clause 22

Uuid none clause 22

16.50.6
DbGetNe
component

onversion between the parameters of the C function BioAPI DbGetNextBIR and the A
tBIR-ResponseParams¢shall be done by converting between individual function parameters
5 in accordance with Table 110.

Table 110 — M@pping between the parameter s of the function BioAPI_DbGetNextBIR
and the ASN.1 type DbGetNextBIR-ResponseParams

SN.1 type
and ASN.1

Function parameter Component of the ASN.1type References

Retrie

edBIR retrievedBIR clause 20 in conjunction with

1512

15.58

BirUui

ol birUuid clause 20 in conjunction with

16.51 Function BioAP| DbDeleteBIR

16.51.1 Thisfunction isdeclared in BioAPI asfollows:
BioAPI_RETURN BioAPI BioAPI_DbDeleteBIR

(BioAPI_HANDLE BSPHandle,
BioAPI_DB_HANDLE DbHandle,
const BioAPI_UUID *KeyValue);

16.51.2 A pair of BIP message types are related to this function: the dbDeleteBIR request BIP message type and the
dbDeleteBIR response BIP message type. These two BIP message types carry a value of the following BIP message
parameter ASN. 1 types (respectively):
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DbDeleteBIR-RequestParams ::= SEQUENCE {

originalBSPHandle BioAPI-HANDLE,
dbHandle BioAPI-DB-HANDLE,
keyValue BioAPI-UUID

and:
DbDeleteBIR-ResponseParams ::= NULL

16.51.3 When aframework receives a call to the function BioAPI DbDeleteBIR from the local application, it shall
first determine the hosting endpoint and the origina BSP handle (say, originalBSPHandle) from the parameter
BSPHandle as specified in clause 24. If the hosting endpoint is the local endpoint, then the framework shall make an
internal BioAPI function call (see 13.10) to the same function with the same parameter values as the incoming call,
except that the parameter BSPHandle shall be set by converting from originalBSPHandle as specified in 15.42, and
shall return to the Iocal appllcatlon the return val ue of the mternal call If the hostl ng endp0| nt is aslave endp0| nt of the

L SI- - > L 1 L atbpeleteBIR
ameters and
ponents when required within that clause. If the hostl ng endp0| nt cannot be determined, then-thejframework
shall returnthevalue BioAPIERR_UNABLE TO LOCATE_ BSP tothelocal application.

16.51.4 When aframework receives (see 13.9) adbDeleteBIR request BIP message from.a master endpgint, it shall
process thg request via an internal BioAPI function call to BioAPI _DbDeleteBIR to createand send a cofresponding
dbDeleteBIR response BIP message as specified in clause 28, using 16.51.5 to convert between function|parameters
and ASN.1jcomponents when required within that clause.

16.51.5 (onversion between the parameters of the C function BioAPI DbDeleteBIR and the ASN.1 type
DbDeleteBIR-RequestParams shall be done by converting between individual function parameters pnd ASN.1
componentk in accordance with Table 111.

Table 111 — Mapping between the parameter s of thefunction BioAPI_DbDeleteBIR
and the ASN.1type DbDeleteBIR*RequestParams

Function parameter Component of the ASN.1 type References
BSPHpndle originalBSPHandle clause 26
DbHaidle dbHandle 15.26
KeyVdlue keyVaue clause 19 in conjunction with 15.58

16.52 Hunction BIoAP| CalibyateSensor

16.52.1 Thisfunction is declared«dn BioAPI asfollows:
B

API_RETURN BioAP)BioAPI_CalibrateSensor
(BioAPI_HANDLE BSPHandle,
int32_tJNweout);

16.52.2 A pair of BtR'message types are related to this function: the calibrateSensor request BIP message type and
the calibrateSensor response BIP message type. These two BIP message types carry a value of the following BIP
message pgrameter ASN.1 types (respectively):

alibrateSensor-RequestParams ::= SEQUENCE {
originalBSPHandle BioAPI-HANDLE,
timeout Signedint

and:
CalibrateSensor-ResponseParams ::= NULL

16.52.3 When a framework receives a call to the function BioAP| CalibrateSensor from the local application, it
shall first determine the hosting endpoint and the original BSP handle (say, originalBSPHandle) from the parameter
BSPHandle as specified in clause 24. If the hosting endpoint is the local endpoint, then the framework shall make an
internal BioAPI function call (see 13.10) to the same function with the same parameter values as the incoming call,
except that the parameter BSPHandle shall be set by converting from originalBSPHandle as specified in 15.42, and
shall return to the local application the return value of the internal call. If the hosting endpoint is a slave endpoint of the
framework, then the framework shall process the call by exchanging with the hosting endpoint a calibrateSensor
reguest/response BIP message pair as specified in clause 27, using 16.52.5 to convert between function parameters and
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ASN.1 components when required within that clause. If the hosting endpoint cannot be determined, then the framework
shall return the value BioAPIERR_UNABLE TO LOCATE BSP tothelocal application.

16.52.4 When a framework receives (see 13.9) a calibrateSensor request BIP message from a master endpoint, it
shall process the request via an internal BioAPI function call to BioAPI_CalibrateSensor to create and send a
corresponding calibrateSensor response BIP message as specified in clause 28, using 16.52.5 to convert between
function parameters and ASN.1 components when required within that clause.

16.52.5 Conversion between the parameters of the C function BioAP| CalibrateSensor and the ASN.1 type
CalibrateSensor-RequestParams shall be done by converting between individual function parameters and ASN.1
components in accordance with Table 112.

Table 112 — Mapping between the parameter s of the function BioAP| CalibrateSensor
and the ASN.1 type CalibrateSensor-RequestParams

Function parameter Component of the ASN.1 type References
BYPHandle originalBSPHandle clause 26
Tirpeout timeout 15.1.6

16.53 Hunction BioAPI SetPowerMode

16.53.1 Tlhisfunction is declared in BioAPI asfollows:
B

API_RETURN BioAPI BioAPIl_SetPowerMode
(BioAPI_HANDLE BSPHandle,
BioAPI_UNIT_ID UnitID,
BioAPI_POWER_MODE PowerMode);

16.53.2 A pair of BIP message types are related to this function: the.setPowerMode request BIP message type and
the setPoyverMode response BIP message type. These two BIP message types carry a value of the following BIP
message pgrameter ASN.1 types (respectively):

()]

etPowerMode-RequestParams ::= SEQUENCE~{

originalBSPHandle BioAPI-HANDLE,
unitiD BioAPI-UNIT-ID,
powerMode BioAPI-POWER-MODE

and:

n

etPowerMode-ResponseParams ::= NULL

16.53.3 When a framework receives a call to the function BioAPI_SetPowerMode from the local application, it
shall first dletermine the hosting~endpoint and the original BSP handle (say, originalBSPHandle) from the parameter
BSPHand|e as specified in(Clause 24. If the hosting endpoint is the local endpoint, then the framework shgll make an
internal BipAPI function Call (see 13.10) to the same function with the same parameter values as the incpming call,
except that] the parameter-B SPHandle shall be set by converting from originalBSPHandle as specified inf15.42, and
shall returr] to the local) application the return value of the internal call. If the hosting endpoint is a slave endpoint of the
framework| then-the framework shall process the call by exchanging with the hosting endpoint a setPqwerMode
request/response-BIP message pair as specified in clause 27, using 16.53.5 to convert between function pargmeters and
ASN.1 conppenénts when required within that clause. If the hosting endpoint cannot be determined, then thejframework
shall return thevalue BioAPIERR_UNABLE TO LOCATE BSP tothelocal application.

16.53.4 When a framework receives (see 13.9) a setPowerMode request BIP message from a master endpoint, it
shall process the request via an internal BioAPI function cal to BioAPI SetPowerMode to create and send a
corresponding setPowerMode response BIP message as specified in clause 28, using 16.53.5 to convert between
function parameters and ASN.1 components when required within that clause.

16.53.5 Conversion between the parameters of the C function BioAPI SetPowerMode and the ASN.1 type
SetPowerMode-RequestParams shall be done by converting between individual function parameters and ASN.1
components in accordance with Table 113.
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Table 113 — M apping between the parameter s of the function BioAP|_SetPowerMode
and the ASN.1 type SetPowerMode-RequestParams

Function parameter Component of the ASN.1 type References
BSPHandle originalBSPHandle clause 26
UnitID unitiD 15.55
PowerMode powerMode 15.50

16.54 Function BIoAP| SetindicatorStatus
16.54.1 Thisfunction isdeclared in BioAPI asfollows:
BioAPI_RETURN BioAPI BioAPI_SetIndicatorStatus

(RDiaADI LIANNDIE _DCDLIondlg
\ 7

16.54.2 A
and the se

BioAPI_UNIT_ID UnitID,
BioAPI_INDICATOR_STATUS IndicatorStatus);

pair of BIP message types are related to this function: the setindicatorStatus request BIP m
IndicatorStatus response BIP message type. These two BIP message types carry, @value of th

BIP message parameter ASN.1 types (respectively):

N

and:

(0)]

16.54.3 V
it shal firg
BSPHand
internal Bi
except that
shall return
framework
request/reg

ASN.1 conpponents when required within that clause. If the hosting endpoint cannot be determined, then the

shall return

16.54.4
it shall pro
correspond
function p3g

etIndicatorStatus-RequestParams ::= SEQUENCE {

originalBSPHandle BioAPI-HANDLE,
unitiD BioAPI-UNIT-ID,
indicatorStatus BioAPI-INDICATOR-STATUS

etindicatorStatus-ResponseParams ::= NULL

bssage type
e following

hen a framework receives a cal to the function BioAPI SetindicatorStatus from the local
determine the hosting endpoint and the original BSP handle (say, originalBSPHandl€) from th

honse BIP message pair as specifiedin clause 27, using 16.54.5 to convert between function par

thevalue BioAPIERR _UNABLE TO LOCATE BSP tothelocal application.

Cess the request via@n internal BioAPI function call to BioAP|_SetindicatorStatus to create
ng setindicatorStatus response BIP message as specified in clause 28, using 16.54.5 to convi
rameters and ASN.1 components when required within that clause.

16545 (

SetindicajorStatus-RequestParams shal be done by converting between individual function parg
ASN.1 coi‘ponents in accordance with Table 114.

onversion-between the parameters of the C function BioAP| SetindicatorStatus and the A

ppplication,
parameter

le as specified in clause 24. If the hosting endpoint is the local endpoint, then the framework shall make an
DAPI function call (see 13.10) to the same funetion with the same parameter values as the incpming call,
the parameter BSPHandle shall be set byteonverting from originalBSPHandle as specified in[ 15.42, and
to the local application the return value of-the internal call. If the hosting endpoint is a slave endpoint of the
then the framework shall process the call by exchanging with the hosting endpoint a setindicgtorStatus

eters and
framework

Vhen a framework receives’(see 13.9) a setindicatorStatus request BIP message from a mastgr endpoint,

and send a
brt between

ASN.1 type
meters and

Table 114 — M apping between the parameter s of thefunction BioAP|_SetindicatorStatus
and the ASN.1 type SetIindicatorStatus-RequestParams

Function parameter Component of the ASN.1 type References
BSPHandle origina BSPHandle clause 26
UnitID unitiD 15.55
IndicatorStatus indicatorStatus 15.45
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16.55 Function BioAP| GetIndicatorStatus
16.55.1 Thisfunction is declared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_GetIndicatorStatus
(BioAPI_HANDLE BSPHandle,
BioAPI_UNIT_ID UnitID,
BioAPI_INDICATOR_STATUS *IndicatorStatus);

16.55.2 A pair of BIP message types are related to this function: the getindicatorStatus request BIP message type
and the getIindicatorStatus response BIP message type. These two BIP message types carry a value of the following

BIP message parameter ASN.1 types (respectively):
GetlndicatorStatus-RequestParams ::= SEQUENCE {

originalBSPHandle BioAPI-HANDLE,
unitiD BioAPI-UNIT-ID
1
and:
etindicatorStatus-ResponseParams ::= SEQUENCE {
indicatorStatus BioAPI-INDICATOR-STATUS
}
16.55.3 hen a framework receives a call to the function BioAP|_GetIindicatorStatug from the local gpplication,
it shall firg determine the hosting endpoint and the origina BSP handle (say, originalBSPHandle) from thé¢ parameter

BSPHand|e as specified in clause 24. If the hosting endpoint is the local endpoint, then the framework sh
internal BipAPI function call (see 13.10) to the same function with the same parameter values as the ing
except that] the parameter BSPHandle shall be set by converting from originalBSPHandle as specified in
shall returr] to the local application the return value of the internal call. If the hosting endpoint is a slave end
framework| then the framework shall process the call by exchanging with the hosting endpoint a getindica

onversion between the parameters, of) the C function BioAP|_GetIndicatorStatus and the A
GetlndicgtorStatus-RequestParams shall”be done by converting between individual function pard
ponents in accordance with Table 115.

Table 115 — M apping.hetween the parameter s of the function BioAP| GetlndicatorStatus
and the ASN.1 type GetIndicatorStatus-RequestParams

bl make an
pbming call,
15.42, and
boint of the
torStatus
bn function
mined, then

br endpoint,
and send a
16.55.6 to

ASN.1 type
meters and

Function parameter Component of the ASN.1 type References
BYPHandle originalBSPHandle clause 26
UnjitiD unitiD 15.55
IndicatorStatus none clause 22

16.55.6 Conversion between the parameters of the C function BioAP| GetIindicatorStatus and the ASN.1 type
GetlndicatorStatus-ResponseParams shall be done by converting between individual function parameters and

ASN.1 components in accordance with Table 116.

Table 116 — M apping between the parameter s of the function BioAP| GetlndicatorStatus
and the ASN.1 type GetIindicatorStatus-ResponseParams

Function parameter Component of the ASN.1 type References

IndicatorStatus indicatorStatus clause 20 in conjunction with 15.45
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16.56 Function BIoAP| GetLastErrorinfo

16.56.1 Thisfunction isdeclared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_GetLastErrorinfo
(BioAPI_ERROR_INFO *Errorinfo);

16.56.2 There are no related BIP message types.

16.56.3 When a framework receives a call to the function BioAP| GetlLastErrorinfo from the local application, it
shall set the members of the output parameter Errorinfo (see 15.29) with information about the most recent error
condition that caused a BioAPI function to return an error code. If the local application calls BioAPI functions on
multiple threads, the framework shall return information about the last error occurred in a BioAPI function called on the
same application thread on which this function has been called.

16.56.4 Thisfunction is mainly mtended to provide d|agnost|c information to the local appllcatlon Smce the possible
values of atforms and
implementdtions, normal B|oAPI apphcatlons should not rely on those val uesfor any |mportant processing'decisions.

16.57 Hunction BioAPI Cancel

16.57.1 Tlhisfunction is declared in BioAPI asfollows:
Bi

API_RETURN BioAPI BioAPI_Cancel
(BioAPI_HANDLE BSPHandle);

16.57.2 A pair of BIP message types are related to this function: the cancehkrequest BIP message type and the
cancel repponse BIP message type. These two BIP message types carry @-value of the following BIP message
parameter ASN.1 types (respectively):

dancel-RequestParams ::= SEQUENCE {
originalBSPHandle BioAPI-HANDLE
}

and:

dancel-ResponseParams ::= NULL

16.57.3 When a framework receives a cal to the funetion BioAPI_Cancel from the local application, it shall first
determine the hosting endpoint and the original BSRhandle (say, originalBSPHandle) from the parameter BEPHandle
as specifiefl in clause 24. If the hosting endpointis the local endpoint, then the framework shall makelan internal
BioAPI function call (see 13.10) to the same function with the same parameter values as the incoming call,{except that
the parameter BSPHandle shall be set by converting from originalBSPHandle as specified in 15.42, and shgll return to
the local application the return value of the internal call. If the hosting endpoint is a lave endpoint of the framework,
then the framework shall process the call by exchanging with the hosting endpoint a cancel request/refponse BIP
message pgir as specified in clause 27, using 16.57.5 to convert between function parameters and ASN.1 ¢omponents
when required within that claise. If the hosting endpoint cannot be determined, then the framework shal| return the
vaue Bio4PIERR_UNABI\E) TO LOCATE BSP tothelocal application.

16.57.4 hen a framéwork receives (see 13.9) acancel request BIP message from a master endpoint, it shall process
the reques| via an_internal BioAPI function call to BioAPI_Cancel to create and send a correspondipg cancel
response BIP message as specified in clause 28, using 16.57.5 to convert between function parameters pnd ASN.1
components when’required within that clause.

16.57.5
RequestParams shall be done by convertl ng between |nd|V|duaI function parameters and ASN 1 components in
accordance with Table 117.

Table 117 — M apping between the parameter s of the function BioAP|_Cancel
and the ASN.1 type Cancel-RequestParams

Function parameter Component of the ASN.1 type References
BSPHandle origina BSPHandle clause 26
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16.58 Function BioAP| Free

16.58.1 Thisfunction isdeclared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_Free
(void *Ptr);

16.58.2 There are no related BIP message types.

16.58.3 When a framework receives a call to the function BioAP| Free from the local application, it shall perform
the following actions (in order):

16.59
16.59.1
B

16.59.2

registerB

three BIP

and:

16.59.3
first deter

and then o

16.59.3.1
order):

134

a)

b)

search the ApplicationOwnedMemoryBlocks table (see 18.13) for an entry where the component
address has the same value as the parameter Pir;

if no such entry is found, then make an internal BioAPI function call (see 13.10) to the same function
with the same parameter values as the incoming call, and return to the local application the return value

pul

Hunction BIoAP| RegisterBSP
Tihis function is declared in BioAPI as follows:
API_RETURN BioAPI_RegisterBSP

RegisterBSP-RequestParams ::= SEQUENCE.{

egisterBSP-ResponseParams ::= NYLL

BSPRegistrationEvent-NotificationParams ::= SEQUENCE {

of-the-traternal-cal—Sikipping-thefelowing-actions;

free the corresponding memory block;

delete the entry of the ApplicationOwnedMemoryBlocks table;
return the value O to the local application.

(const uint8_t *HostingEndpointIRI,
const BioAPI_BSP_SCHEMA *BSPSchema,
BioAPI_BOOL Update);

Tlhree BIP message types are related to this function:¢the’registerBSP request BIP message type, the
SP response BIP message type, and the bspRegistrationEvent notification BIP message type. These
message types carry a value of the following BIP méssage parameter ASN.1 types (respectively):

bspSchema BioAPI-BSP-SCHEMA,
update BOOLEAN

}

bspSchema BioAPI-BSP-SCHEMA,
update BOOLEAN

}

When aframewerk receives a call to the function BioAPI_RegisterBSP from the loca applicagon, it shall
ine the hesting endpoint IRI by converting from the parameter HostingEndpointIRI| as specifjed in 15.3,
e of the'three following subclauses applies.

f ¢he-hosting endpoint is the local endpoint, then the framework shall perform the following|actions (in

a)
b)

©)

d)

make an internal BioAPI function call (see 13.10) to the same function with the same parameter values
astheincoming call;

if the return value of the internal call is not O, then return that value to the local application, skipping the
remaining actions,

create a temporary abstract value (say, incomingReguestParams) of type RegisterBSP-
RequestParams (see 16.59.2) by converting from the parameters of the BioAP| RegisterBSP
function call as specified in 16.59.6;

search the VisibleBSPRegistrations table (see 18.3) for an entry where:
1) thecomponent hostingEndpointlIRI contains the local endpoint IRI; and

2) the component bspProductUuid has the same value as the component bspProductUuid of the
component bspSchema of incomingRequestParams;
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if such an entry is found and the component update of incomingRequestParams has the value FALSE,
then return the value BioAPIERR _COMPONENT ALREADY REGISTERED to the local
application, skipping the remaining actions;

if such an entry is found and the component update of incomingRequestParams has the value TRUE,
then delete the entry of the VisibleBSPRegistrations table (subclause 18.3.3 applies);

add an entry to the VisibleBSPRegistrations table (see 18.3), where:
1) thecomponent hostingEndpointIRI shall be set to the local endpoint IRI;
2) the component bspAccessUuid shal be set to adynamically generated UUID; and

3) the remaining components shall be set from the components of the component bspSchema of
incomingRequestParams with the same names,

create a temporary abstract value (say, outgoingNotificationParams) of type BSPRegistrationEvent-
NotificationParams (see 16.59.2), where all the components shall be set from the components of

——mcommyRequestParams withrthe same e,

for each entry (say, masterEndpoint) of the MasterEndpoints table (see 18.1), créate’pnd send a
bspRegistrationEvent notification BIP message (see 13.4) with the master endpaint-IRI get from the
component masterEndpointlRl  of masterEndpoint and the parameter-” valug set to
outgoingNotificationParams,

return the value 0 to the local application.

f the hosting endpoint is a slave endpoint of the framework, then the framework shall process|the call by
with the hosting endpoint a registerBSP request/response BIP message pair as specified in| clause 27,

using 16.59.6 to convert between function parameters and ASN.1 components when'required within that clayse.

16.59.3.3

BioAPIEHR UNABLE TO LOCATE ENDPOINT totheloca application.

the hosting endpoint cannot be determined, then the™ framework shal return [the value

16.59.4 When aframework receives (see 13.9) aregisterBSP request BIP message from a master endpagint, it shall

perform the following actions (in order):

a

let incomingRequestParams be the parametér’wvalue (of type RegisterBSP-RequestParams —
see 16.59.2) of theregisterBSP request BIR:message;

make an internal BioAPI function call (see 13.10) to the function BioAPI_RegisterBSP| where the
parameters of the function call shallche set by converting from incomingRequestParams gs specified
in 16.59.6;

if the return value of the intefial call is not O, then create and send a corresponding registerBSP
response BIP message (see 13:3) with the return value set to that value, skipping the remaini ng actions;

search the VisibleBSPRegistrations table (see 18.3) for an entry where:
1) thecomponentthostingEndpointlIRI contains the local endpoint IRI; and

2) the component’bspProductUuid has the same value as the component bspProductuid of the
componenthspSchema of incomingRequestParams;

if such an entry is found and the component update of incomingRequestParams has the vallie FALSE,
then create and send a corresponding registerBSP response BIP message (see 13.3) with the return
vauesSet to BioAPIERR_COMPONENT ALREADY REGISTERED, skipping the| remaining
actions;

if such an entry is found and the component update of incomingRequestParams has the vdlue TRUE,

9)

h)

then delete the entry of the VisibleBSPRegistrations table (subclause 18.3.3 applies);
add an entry to the VisibleBSPRegistrations table (see 18.3), where:

1) thecomponent hostingEndpointIRI shall be set to the local endpoint IRI;

2) the component bspAccessUuid shal be set to adynamically generated UUID; and

3) the remaining components shall be set from the components of the component bspSchema of
incomingRequestParams with the same names,

for each entry (say, masterEndpoint) of the MasterEndpoints table (see 18.1), create and send a
bspRegistrationEvent notification BIP message (see 13.4) with the master endpoint IRl set from the
component masterEndpointlRl  of masterEndpoint and the parameter vaue set to
incomingRequestParams;

create and send a corresponding registerBSP response BIP message (see 13.3) with the parameter
value set to NULL and the return value set to 0.

I TU-T Rec. X.1083 (11/2007) 135


https://iecnorm.com/api/?name=c1dd7432e93d496363ef3a291cb4af51

| SO/IEC 24708:2008 (E)
16.59.5 When a framework receives (see 13.9) a bspRegistrationEvent notification BIP message from a slave
endpoint, it shall perform the following actions (in order):

a) let incomingNotificationParams be the parameter value (of type BSPRegistrationEvent-
NotificationParams — see 16.59.2) of the bspRegistrationEvent notification BIP message;

b) searchthe VisibleBSPRegistrations table (see 18.3) for an entry where:
1) thecomponent hostingEndpointIRI contains the slave endpoint IRI; and

2) the component bspProductUuid has the same value as the component bspProductUuid of the
component bspSchema of incomingNotificationParams;

¢) if such an entry is found and the component update of incomingNotificationParams has the value
FALSE, then skip the remaining actions;

d) if such an entry is found and the component update of incomingNotificationParams has the value
TRUE, then delete the entry of the VisibleBSPRegistrations table (subclause 18.3.3 applies);

€¢) addan entry tothe VisibleBSPRegistrations table (see 18.3), where:
1) thecomponent bspAccessUuid shall be set to adynamically generated UUID; and

2) the remaining components shall be set from the components of the component’bspYchema of
incomi ngNotificationParams with the same names;

f]  conclude that no acknowledgement BIP message is to be sent.

16.59.6 (onversion between the parameters of the C function BioAPI RegistefBSP and the ASN.1 type
RegistergSP-RequestParams (see 16.59.2) shall be done by converting between’individual function|parameters
and ASN.1jcomponents in accordance with Table 118.

Table 118 — M apping between the parameter s of the function BioAP|_RegisterBSP
and the ASN.1 type RegisterBSP-RéquestParams

Function parameter Component of the ASN™1 type References
HostingEndpointIRI none 16.59.7
BSPSghema bspSchema clause 19 in conjunction with 15.19
Updatg update 15.18

16.59.7 When converting from the parameters of the C function to the ASN.1 type, the| parameter
HostingEpdpointIR| shall be ignored (it has-already been used to determine the hosting endpoint). When converting
from the AISN.1 type to the parameters of the C function, the parameter HostingEndpointIR| shall be s¢t to NULL
(indicating(the local endpoint).

16.60 Hunction BIoAP| UnregisterBSP
16.60.1 Thisfunction is declared in BioAPI asfollows:
B

API_RETURAMiIoAPI_UnregisterBSP
(cah3tuint8_t *HostingEndpointIRl,
eehSt BioAPI_UUID *BSPProductUuid);

16.60.2 Tlhree BIP mee&age types are reIaIed to thls functlon the unreglsterBSP request BIP message type, the
unregisterB » » ssage type.
These three Bl P message types carry aval ue of the foIIowmg BIP me$age parameter ASN 1 typas (respectlvely)

UnregisterBSP-RequestParams ::= SEQUENCE {
bspProductUuid BioAPI-UUID
}

UnregisterBSP-ResponseParams ::= NULL
and:

BSPUnregistrationEvent-NotificationParams ::= SEQUENCE {
bspProductUuid BioAPI-UUID
}

16.60.3 When a framework receives a call to the function BioAPI_UnregisterBSP from the local application, it
shall first determine the hosting endpoint by converting from the parameter HostingEndpointIRI as specified in 15.3,
and then one of the three following subclauses applies.
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16.60.3.1 If the hosting endpoint is the local endpoint, then the framework shall perform the following actions (in

order):
a)

b)

0)

d)

make an internal BioAPI function call (see 13.10) to the same function with the same parameter values
astheincoming call;

if the return value of the internal call is not O, then return that value to the local application, skipping the
remaining actions,

create a temporary abstract value (say, incomingRequestParams) of type UnregisterBSP-
RequestParams (see 16.60.2) by converting from the parameters of the BioAPI UnregisterBSP
function call as specified in 16.60.6;

search the VisibleBSPRegistrations table (see 18.3) for an entry where:
1) thecomponent hostingEndpointIRI contains the local endpoint IRI; and
2) the component bspProductUuid has the same value as the component bspProductUuid of

i
16.60.3.2
exchanging

commyRequestParars,
if such an entry is not found, then return the value BioAPIERR_NO SUCH COMPONEN|[_ FOUND
to the local application, skipping the remaining actions;
delete the entry of the VisibleBSPRegistrations table (subclause 18.3.3 applies);

create  a temporary  abstract value (say, outgoingNotificationParams) [of  type
BSPUnregistrationEvent-NotificationParams (see 16.60.2), where all the components|shall be set
from the components of incomingRequestParams with the same names,

for each entry (say, masterEndpoint) of the MasterEndpoints_tablé (see 18.1), create pnd send a
bspUnregistrationEvent notification BIP message (see 13.4)- with the master endpoint IRI set from
the component masterEndpointIRl of masterEndpoint.~and the parameter vallle set to
outgoingNotificationParams;

return the value 0O to the local application.

the hosting endpoint is a slave endpoint of the framework, then the framework shall process|the call by
with the hosting endpoint an unregisterBSP request/response BIP message pair as specified i clause 27,

using 16.6(.6 to convert between function parameters and ASN.1 components when required within that clayse.

16.60.3.3 11
BioAPIER

the hosting endpoint cannot be determined, then the framework shall return [the value
R_UNABLE_TO_LOCATE_ENDPOIN to the local application.

16.60.4 When a framework receives (see 13.9) an unregisterBSP request BIP message from a master pndpoint, it

shall perfoim the following actions (in order):

a

let incomingRequestParams_be the parameter value (of type UnregisterBSP-RequestParams —
see 16.60.2) of the unrégisterBSP request BIP message;

make an internal BioAPI function call (see 13.10) to the function BioAPI_UnregisterBSH, where the
parameters of the\function call shall be set by converting from incomingRequestParams gs specified
in 16.60.6;

if the return\value of the internal call is not O, then create and send a corresponding unregisterBSP
responseB1P message (see 13.3) with the return value set to that value, skipping the remaining actions;

search the VisibleBSPRegistrations table (see 18.3) for an entry where:
1)~ the component hostingEndpointIRI contains the local endpoint IRI; and

O\

f)
0)

h)

+la Lo [} <l P I P N +la | +la 3L D <l tU d f
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incomingRequestParams;

if such an entry is not found, then create and send a corresponding unregisterBSP response BIP
message (see 13.3) with the return value set to BioAPIERR_NO SUCH COMPONENT FOUND,
skipping the remaining actions;

delete the entry of the VisibleBSPRegistrations table (subclause 18.3.3 applies);

for each entry (say, masterEndpoint) of the MasterEndpoints table (see 18.1), create and send a
bspUnregistrationEvent notification BIP message (see 13.4) with the master endpoint IRI set from
the component masterEndpointlRl of masterEndpoint and the parameter value set to
incomingRequestParams;

create and send a corresponding unregisterBSP response BIP message (see 13.3) with the parameter
value set to NULL and the return value be set to 0.
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16.60.5 When a framework receives (see 13.9) a bspUnregistrationEvent notification BIP message from a save
endpoint, it shall perform the following actions (in order):

a) let incomingNotificationParams be the parameter value (of type BSPUnregistrationEvent-
NotificationParams — see 16.60.2) of the bspUnregistrationEvent notification BIP message;

b) searchthe VisibleBSPRegistrations table (see 18.3) for an entry where:
1) thecomponent hostingEndpointIRI contains the slave endpoint IRI; and

2) the component bspProductUuid has the same value as the component bspProductUuid of
incomingNotificationParams;
¢) if such an entry isfound, then delete the entry of the VisibleBSPRegistrations table (subclause 18.3.3
applies);
d) conclude that no acknowledgement BIP messageis to be sent.

16.60.6 Canversion between the parameters of the C function BioAPI UnregisterBSP and the ASN.1 type
UnregistgrBSP-RequestParams (see 16.60.2) shall be done by converting between individual function|parameters
and ASN.1jcomponents in accordance with Table 119.

Table 119 — Mapping between the parameter s of the function BioAP| Unregis{erBSP
and the ASN.1 type UnregisterBSP-RequestParams

Function parameter Component of the ASN.1 type References
HastingEndpointIRlI none 16.60.7
BYPProductUuid bspProductUuid 15.58

16.60.7 When converting from the parameters of the C function to the ASN.1 type, the| parameter
HostingEpdpointIR| shall be ignored (it has already been used to determine the hosting endpoint). When converting
from the AISN.1 type to the parameters of the C function, the parameter HostingEndpointIR| shall be s¢t to NULL
(indicating|the local endpaint).

16.61 Hunction BioAP| RegisterBFP

16.61.1 Thisfunction is declared in BioAPI as follows:
B

AP|_RETURN BioAP|_RegisterBFP
(const uint8_t *HostingEndpd#tIRI,
const BioAPI_BFP_SCHEMA *BFPSchema,
BioAPI_BOOL Update\

16.61.2 Tlhree BIP message types: are related to this function: the registerBFP request BIP message type, the
registerB P response BIP message type, and the bfpRegistrationEvent notification BIP message type. [These three
BIP messagje types carry a value of the following BIP message parameter ASN.1 types (respectively):

HegisterBFP-RequestParams ::= SEQUENCE {

bfpSchema BioAPI-BFP-SCHEMA,
update BOOLEAN
}
HegistefBFP-ResponseParams ::= NULL
and:

BFPRegistrationEvent-NotificationParams ::= SEQUENCE {
bfpSchema BioAPI-BFP-SCHEMA,
update BOOLEAN

}

16.61.3 When aframework receives a call to the function BioAPI RegisterBFP from the local application, it shall
first determine the hosting endpoint by converting from the parameter HostingEndpointIR| as specified in 15.3, and
then one of the three following subclauses applies.
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16.61.3.1 If the hosting endpoint is the local endpoint, then the framework shall perform the following actions (in

order):
a)

b)

0)

d)

j
16.61.3.2
exchanging

—compornent bfpScthemaof imcommgRequestPararTs,

make an internal BioAPI function call (see 13.10) to the same function with the same parameter values
astheincoming call;

if the return value of the internal call is not O, then return that value to the local application, skipping the
remaining actions,

create a temporary abstract value (say, incomingRequestParams) of type RegisterBFP-
RequestParams (see 16.61.2) by converting from the parameters of the BioAPI RegisterBFP
function call as specified in 16.61.6;

search the VisibleBFPRegistrations table (see 18.4) for an entry where:
1) thecomponent hostingEndpointIRI contains the local endpoint IRI; and
2) the component bfpProductUuid has the same value as the component bfpProductUuid of the

if such an entry is found and the component update of incomingRequestParams has thé vallie FALSE,
then return the value BioAPIERR COMPONENT ALREADY REGISTERER) to| the local
application, skipping the remaining actions;
if such an entry is found and the component update of incomingRequestParams’has the vdlue TRUE,
then delete the entry of the VisibleBFPRegistrations table (subclause 184.3applies);

add an entry to the VisibleBFPRegistrations table (see 18.4), where:
1) thecomponent hostingEndpointIRI shall be set to the local endpoint IRI; and

2) the remaining components shall be set from the componénts’of the component bfpSchema of
incomingRequestParams with the same names;

create a temporary abstract value (say, outgoingNotificationParams) of type BFPRegistratjonEvent-
NotificationParams (see 16.61.2), where &l the components shall be set from the components of
incomingRequestParams with the same names,

for each entry (say, masterEndpoint) of the MasterEndpoints table (see 18.1), create pnd send a
bfpRegistrationEvent notification BIP message (see 13.4) with the master endpoint IRl get from the
component masterEndpointIRl  of «\masterEndpoint and the parameter vau¢ set to
outgoingNotificationParams;

return the value O to the local application.

f the hosting endpoint is a slave éndpoint of the framework, then the framework shall process|the call by
with the hosting endpoint a registerBFP request/response BIP message pair as specified in clause 27,

using 16.61.6 to convert between function.parameters and ASN.1 components when required within that clayse.

16.61.3.3

BioAPIEHR_UNABLE _TO LOEATE _ENDPOINT to thelocal application.

the hosting endpgint cannot be determined, then the framework shall return |the value

16.61.4 When aframework.réceives (see 13.9) aregisterBFP request BIP message from a master endpgint, it shall

perform the following actions (in order):

a

let incomingRequestParams be the parameter value (of type RegisterBFP-RequestParpms — see
16:61:2) of theregisterBFP request BIP message;

make an internal BioAPI function call (see 13.10) to the function BioAP|_RegisterBFP| where the
parameters of the function call shall be set by converting from incomingRequestParams as specified in

0)

d)

e

f)

16.61.6;

if the return value of the interna call is not O, then create and send a corresponding registerBFP
response BIP message (see 13.3) with the return value set to that value, skipping the remaining actions,

search the VisibleBFPRegistrations table (see 18.4) for an entry where:
1) thecomponent hostingEndpointIRI contains the local endpoint IRI; and

2) the component bfpProductUuid has the same value as the component bfpProductUuid of the
component bfpSchema of incomingRequestParams;

if such an entry is found and the component update of incomingRequestParams has the value FALSE,
then create and send a corresponding registerBFP response BIP message (see 13.3) with the return
valuesetto BioAPIERR_NO SUCH COMPONENT FOUND, skipping the remaining actions,

such an entry is found and the component update of incomingRequestParams has the value TRUE, then
delete the entry of the VisibleBFPRegistrations table (subclause 18.4.3 applies);
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0)

h)

add an entry to the VisibleBFPRegistrations table (see 18.4), where:
1) thecomponent hostingEndpointIRI shall be set to the local endpoint IRI; and

2) the remaining components shall be set from the components of the component bfpSchema of
incomingRequestParams with the same names,

for each entry (say, masterEndpoint) of the MasterEndpoints table (see 18.1), create and send a
bfpRegistrationEvent notification BIP message (see 13.4) with the master endpoint IRI set from the
component masterEndpointlIRl of masterEndpoint and the parameter vaue set to
incomingRequestParams;

create and send a corresponding registerBFP response BIP message (see 13.3) with the parameter
value set to NULL and the return value set to O.

16.61.5 When a framework receives (see 13.9) a bfpRegistrationEvent notification BIP message from a slave
endpoint, it shall perform the following actions (in order):

a

f

16.61.6 C
RegisterH
and ASN.1|

let IncomingNotificationParams be the parameter value (of type BFPRegistratjonEvent-
NotificationParams — see 16.61.2) of the bfpRegistrationEvent notification BIP messade;

search the VisibleBFPRegistrations table (see 18.4) for an entry where:
1) the component hostingEndpointIRI contains the slave endpoint IRI; and

2) the component bfpProductUuid has the same value as the componentybfpProductuid of the
component bfpSchema of incomingNotificationParams;

if such an entry is found and the component update of incominglNatificationParams hag the value
FALSE, then skip the remaining actions;

if such an entry is found and the component update of incemingNotificationParams hap the value
TRUE, then delete the entry of the VisibleBFPRegistrations table (subclause 18.4.3 appligs);

add an entry to the VisibleBFPRegistrations table (see 18.4), where all the components ghall be set
from the components of the component bfpSchepa of incomingNotificationParams with the same
names,

conclude that no acknowledgement BIP message'is to be sent.

onversion between the parameters of the C-function BioAPI_RegisterBFP and the ASN.1 type
FP-RequestParams (see 16.61.2) shall .be done by converting between individual function|parameters
components in accordance with Table 1.20:

Table 120 — M apping between the parameter s of the function BioAP| RegisterBFP
and the ASN.1 type RegisterBFP-RequestParams

Function parameter Component of the ASN.1 type References
HostingEndpointIRI none 16.61.7
BFPS¢hema bfpSchema clause 19 in conjunction with 15.5
Updatg update 15.18
16.61.7 When converting from the parameters of the C function to the ASN.1 type, the| parameter

HostingE
from the A

hdp@intIRI shall beignored (it has already been used to determine the hosting endpoint). When converting
SN type to the parameters of the C function, the parameter HostingEndpointIRI shall be selat to NULL

(indicating

he tocarendpoint).

16.62 Function BioAPI UnregisterBFP
16.62.1 Thisfunction isdeclared in BioAPI asfollows:
BioAPI_RETURN BioAPI_UnregisterBFP

140

(const uint8_t *HostingEndpointIRI,
const BioAPI_UUID *BFPProductUuid);
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16.62.2 Three BIP message types are related to this function: the unregisterBFP request BIP message type, the
unregisterBFP response BIP message type, and the bfpUnregistrationEvent notification BIP message type. These
three BIP message types carry avalue of the following BIP message parameter ASN.1 types (respectively):

UnregisterBFP-RequestParams ::= SEQUENCE {

bfpProductUuid BioAPI-UUID
}

UnregisterBFP-ResponseParams ::= NULL

and:

BFPUnregistrationEvent-NotificationParams ::= SEQUENCE {

bfpProductUuid BioAPI-UUID
}

16.62.3 When a framework receives a cal to the function BioAP| UnregisterBFP from the local application, it

shall first Wmmmmw in 15.3,
and then ore of the three following subclauses applies.

16.62.3.1 |f the hosting endpoint is the local endpoint, then the framework shall perform the fallowing

order):

i
16.62.3.2
exchanging

f the_hosting endpoint is a slave endpoint of the framework, then the framework shall process
with.the hosting endpoint an unregisterBFP request/response BIP message pair as specified i

actions (in

make an internal BioAPI function call (see 13.10) to the same function withthe Same paranjeter values

astheincoming call;

if the return value of the interna call is not O, then return that value tothelocal application, skipping the

remaining actions,

create a temporary abstract value (say, incomingRequestParams) of type UnredisterBFP-
RequestParams (see 16.62.2) by converting from the parameters of the BioAPI UnrefisterBFP

function call as specified in 16.62.6;
search the VisibleBFPRegistrations table (see 18.4)for an entry where:
1) thecomponent hostingEndpointlIRI contains the local endpoint IRI; and

2) the component bfpProductUuid has the.same value as the component bfpProdyctUuid of

incomingRequestParams;

if such an entry is not found, then return thevalue BioAPIERR_NO SUCH COMPONEN|[_FOUND

to the local application, skipping the refnaining actions;
delete the entry of the VisibleBFPRegistrations table (subclause 18.4.3 applies);
create a temporary . abstract value (say,  outgoingNotificationParams)

of type

BFPUnregistrationEvent-NotificationParams (see 16.62.2), where al the components|shall be set

from the components of(incomingRequestParams with the same names;

for each entry (sayy masterEndpoint) of the MasterEndpoints table (see 18.1), create pnd send a
bfpUnregistratiginEvent notification BIP message (see 13.4) with the master endpoint IRI set from
the component—masterEndpointlRl of masterEndpoint and the parameter valye set to

outgoingNoatificationParams;
return the'value 0 to the local application.

the call by

clause 27,

using 16.62.6.te"convert between function parameters and ASN.1 components when required within that clayse.

16.62.3.3 If

the hosting endpoint cannot be determined, then the framework shall return the value
BioAPIERR_UNABLE_TO_ LOCATE_ENDPOINT to the local application.

16.62.4 When a framework receives (see 13.9) an unregisterBFP request BIP message from a master endpoint, it
shall perform the following actions (in order):

let incomingRequestParams be the parameter value (of type UnregisterBFP-RequestParams —

a)

b)

0)

see 16.62.2) of the unregisterBFP request BIP message;
make an internal BioAPI function call (see 13.10) to the function BioAPI_UnregisterBFP,

where the

parameters of the function call shall be set by converting from incomingRequestParams as specified

in 16.62.6;

if the return value of the internal call is not 0, then create and send a corresponding unregisterBFP
response BIP message (see 13.3) with the return value set to that value, skipping the remaining actions;

I TU-T Rec. X.1083 (11/2007)

141


https://iecnorm.com/api/?name=c1dd7432e93d496363ef3a291cb4af51

| SO/IEC 24708:2008 (E)

d)

f)
0)

search the VisibleBFPRegistrations table (see 18.4) for an entry where:
1) thecomponent hostingEndpointlIRI contains the local endpoint IRI; and

2) the component bfpProductUuid has the same value as the component bfpProductUuid of
incomingRequestParams;

if such an entry is not found, then create and send a corresponding unregisterBFP response BIP
message (see 13.3) with the return value set to BioAPIERR_NO_ SUCH COMPONENT FOUND,
skipping the remaining actions;

delete the entry of the VisibleBFPRegistrations table (subclause 18.4.3 applies);

for each entry (say, masterEndpoint) of the MasterEndpoints table (see 18.1), create and send a
bfpUnregistrationEvent notification BIP message (see 13.4) with the master endpoint IRl set from
the component masterEndpointlRl of masterEndpoint and the parameter value set to
incomingRequestParams;

O UTITEY S, B parameter
value set to NULL and the return value set to 0.

16.62.5 When a framework receives (see 13.9) a bfpUnregistrationEvent notification BIP méssage fijlom a slave

endpoint, it
a

C
d

shall perform the following actions (in order):

let incomingNotificationParams be the parameter vaue (of type BREPUnregistratjonEvent-
NotificationParams — see 16.62.2) of the bfpUnregistrationEvent notification BIP message;

search the VisibleBFPRegistrations table (see 18.4) for an entry where:
1) the component hostingEndpointIRI contains the slave endpeint*lRI; and

2) the component bfpProductUuid has the same value asthe component bfpProdyctUuid of
incomingNotificationParams;

if such an entry isfound, then delete the entry of the VisibleBFPRegistrations table (see 18.4.3);
conclude that no acknowledgement BIP message is tgbe’sent.

16.62.6 (onversion between the parameters of the C functioh BioAPI UnregisterBFP and the ASN.1 type
UnregistdrBFP-RequestParams (see 16.62.2) shall be done by converting between individual function|parameters

and ASN.1|

components in accordance with Table 121.

Table 121 — Mapping between the parameter s of the function BioAP| UnregisterBFP
and the ASN.1 type UnregisterBFP-RequestParams

Function parameter Component of the ASN.1 type References
HasstingEndpointIRI none 16.62.7
BHPProductUuid bfpProductUuid 15.58

16.62.7 When converting'.from the parameters of the C function to the ASN.1 type, the| parameter
HostingEpdpointIR| shall be ignored (it has already been used to determine the hosting endpoint). When converting
from the AISN.1 type-{a the parameters of the C function, the parameter HostingEndpointIR| shall be s¢t to NULL

(indicating(the localendpoint).

17 o — . tefi e T | :

17.1 Callback function BioAPI EVENT HANDLER
17.1.1  The Cfunction pointer type for this callback function is defined in BioAPI asfollows:

typedef BioAPI_RETURN (*BioAP|_EVENT_HANDLER)

(const BioAPI_UUID *BSPUuid,
BioAPI_UNIT_ID UnitID,

void *EventHandlerCtx,

const BioAPI_UNIT_SCHEMA *UnitSchema,
BioAPI_EVENT EventType);
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17.1.2  The corresponding C function pointer type in the BioSPI interface is defined in BioAPI as follows:

typedef BioAPI_RETURN (*BioSPI_EVENT_HANDLER)
(const BioAPI_UUID *BSPUuid,
BioAPI_UNIT_ID UnitID,
const BioAPI_UNIT_SCHEMA *UnitSchema,
BioAPI_EVENT EventType);

17.1.3 One BIP message type is related to this function: the unitEvent notification BIP message type. This BIP
message type carries avalue of the following BIP message parameter ASN.1 type:

UnitEvent-NotificationParams ::= SEQUENCE {

bspProductUuid BioAPI-UUID,
unitiD BioAPI-UNIT-ID,
unitSchema BioAPI-UNIT-SCHEMA OPTIONAL,
unitEventType BioAPI-UNIT-EVENT-TYPE

}

1714 jhe following ASN.1 types are defined to aid the specification of the behaviour of a framework, but their
abstract values do not occur in any BIP message exchanged between BIP endpoints:
UnitEventHandlerCallbackParams ::= SEQUENCE {

unitEventHandlerAddress MemoryAddress,
unitEventHandlerContext MemoryAddress,
bspUuid BioAPI-UUID,
unitiD BioAPI-UNIT-ID,
unitSchema BioAPI-UNIT-SCHEMAOPTIONAL,
unitEventType BioAPI-UNIT-EVENTTYPE

}

UnitEventinfo ::= SEQUENCE {

hostingEndpointIRI EndpointRI,
bspProductUuid BioAPFUUID,
unitiD BioAPI-UNIT-ID,
unitSchema BigAPI-UNIT-SCHEMA OPTIONAL,
unitEventType BiOAPI-UNIT-EVENT-TYPE

}

17.1.5 When aframework receives acall to the callback function BioSPI EVENT HANDLER from aBSP, it shall
perform the following actions (in order):

a create a temporary abstract value (say, incomingNotificationParams) of type UnitEvent-
NotificationParams (see 17.1.3) by converting from the parameters of the function call @s specified
in17.1.7,

) creaste a temporary abstract value (say, eventinfo) of type UnitEventinfo (see 17.1.4),| where the
component hostingEndpointIRI shall be set to the local endpoint IRI, and the remaining ¢gomponents
shall be set from the:components of incomingNotificationParams with the same names,

¢) notify the unit’event based on eventinfo to zero or more subscribers (local application unit event handlers
or master endpaints) as specified in clause 29; and

d) returnthevaue 0 to the BSP.

17.1.6  When aframework receives (see 13.9) a unitEvent notification BIP message from a slave endpaint, it shall
perform the follewing actions (in order):

Params —

b) create a temporary abstract value (say, eventinfo) of type UnitEventinfo (see 17.1.4), where the
component hostingEndpointlRl shal be set from the component slaveEndpointIRIl of the
notification BIP message, and the remaining components shall be set from the components of
incomingNotificationParams with the same names;

¢) notify the unit event based on eventinfo to zero or more subscribers (local application unit event handlers
or master endpoints) as specified in clause 29;

d) conclude that no acknowledgement BIP messageis to be sent.

17.1.7 Conversion from the parameters of the C callback function BioSPI_ EVENT HANDLER to the ASN.1 type
UnitEvent-NotificationParams (see 17.1.3) shall be done by converting from individual function parameters to
ASN.1 components in accordance with Table 122.
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Table 122 — Mapping from the parameters of the callback function BioSPI EVENT HANDLER
tothe ASN.1type UnitEvent-NotificationParams

Function parameter Component of the ASN.1 type References
BSPUuid bspProductUuid clause 19 in conjunction with 15.58
UnitID unitiD 15.55
UnitSchema unitSchema clause 19 in conjunction with 15.57
EventType unitEventType 15.30

17.1.8 Conversion from the ASN.1 type UnitEventHandlerCallbackParams (see 17.1.4) to the parameters of
the C callback function BioAPI_ EVENT HANDLER shall be done by converting from individual ASN.1 components

to function parameters in accordance with Table 123.

Table 123 — Mapping from the ASN.1 type UnitEventHandlerCallbackParams
to the parameters of the callback function BioAPI_EVENT _HANDLER

Conlponent of the ASN.1 type Function parameter References
unitEventHandlerAddress none 17.1.9
unitEventHandlerContext EventHandlerCtx 15.1.7
bspUuild BSPUuid clause.19 in conjunction witt] 15.58
unitiD UnitID 15565
unitSciema UnitSchema elause 19 in conjunction witt] 15.57
unitEventType EventType 15.30

17.1.9 The component unitEventHandlerAddress correspords ‘to the
parameter) [of the callback function. Conversion shall be done by applying 15.1.7.

17.2  (Qallback function BioAPI_GUI_SELEC®, EVENT _HANDLER

17.2.1  Tlhe C function pointer type for this callback function is defined in BioAPI asfollows:
tygedef BioAPI_RETURN (BioAPI *BioARNGUI_SELECT_EVENT_HANDLER)

(const BioAPI_UUID *BSPUujd,

BioAPI_UNIT_ID UnitID,

const BioAPI_HANDLE BSPHandle,
BioAPI_GUI_ENROLIENWPE EnrollType,

void *GUISelectEvertHandlerCtx,
BioAPI_GUI_OPERRATION Operation,
BioAPI_GUI_MIMENT Moment,

BioAPI_REFAYRN ResultCode,

uint32_t MaddNumEnrollSamples,
BioARISBVR_SUBTYPE_MASK Selectablelnstances,
BiogAR[TBIR_SUBTYPE_MASK *SelectedInstances,

BiMQAP|_BIR_SUBTYPE_MASK Capturedinstances,
canst uint8_t *Text,
BioAPI_GUI_RESPONSE *Response);

17.2.2

callback address (rather |than to a

typedef BioAPI_RETURN (BioAPI *BioSPI_GUI_SELECT_EVENT_HANDLER)

(const BioAPI_UUID *BSPUuid,

BioAPI_UNIT_ID UnitID,

const BioAPI_HANDLE *BSPHandle,
BioAPI_GUI_ENROLL_TYPE EnrollType,
BioAPI_GUI_OPERATION Operation,
BioAPI_GUI_MOMENT Moment,

BioAPI_RETURN ResultCode,

uint32_t MaxNumEnrollSamples,
BioAPI_BIR_SUBTYPE_MASK Selectablelnstances,
BioAPI_BIR_SUBTYPE_MASK *SelectedInstances,
BioAPI_BIR_SUBTYPE_MASK Capturedinstances,
const uint8 t *Text,

BioAPI_GUI_RESPONSE *Response);
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A pair of BIP message types are related to this function: the guiSelectEvent notification BIP message type

and the guiSelectEvent acknowledgement BIP message type. These two BIP message types carry a value of the

following BIP message parameter ASN.1 types (respectively):

GUISelectEvent-NotificationParams ::= SEQUENCE {

guiEventSubscriptionUuid
bspProductUuid

unitiD
originalBSPHandle
enrollType

operation

moment

resultCode
maxNumEnrollSamples
selectablelnstances
capturedinstances

BioAPI-UUID OPTIONAL,
BioAPI-UUID,
BioAPI-UNIT-ID,
BioAPI-HANDLE OPTIONAL,
BioAPI-GUI-ENROLL-TYPE,
BioAPI-GUI-OPERATION,
BioAPI-GUI-MOMENT,
BioAPI-RETURN,
Unsignedint,
BioAPI-BIR-SUBTYPE-MASK,
BioAPI-BIR-SUBTYPE-MASK,

ext

and:

selectedInstances
response

}

QUISelectEvent-AcknowledgementParams ::= SEQUENCE {

UTrFoatring OF TTONAL

BioAPI-BIR-SUBTYPE-MASK,
BioAPI-GUI-RESPONSE

17.2.4  Tlhe following ASN.1 types are defined to aid the specification of the behaviour of a framework, but their

abstract values do not occur in any BIP message exchanged between BIP endpoints:

guiSelectEventHandlerAddress
guiSelectEventHandlerContext
bspUuid

unitlD

bspHandle

enrollType

operation

moment

resultCode
maxNumEnrollSamples
selectablelnstances
capturedinstances

text

}

QUISelectEventinfo ::= SEQUENCE {
subscriberendpointIRI
guiEventSubscriptionUuid
hostingEndpointIRI
bspProductUuid
unitiD
originalBSPHandle
enrollType

operation

moment

resultCode

QUISelectEventHandlerCallbackParams ::= SEQUENCE {

MemoryAddress,
MemoryAddress,
BioAPI{-UUID,

BioAPI-UNIT-ID,
BieAPI-HANDLE OPTIONAL,
BioAPI-GUI-ENROLL-TYPE,
BioAPI-GUI-OPERATION,
BioAPI-GUI-MOMENT,
BioAPI-RETURN,
Unsignedint,
BioAPI-BIR-SUBTYPE-MASK,
BioAPI-BIR-SUBTYPE-MASK,
UTF8String OPTIONAL

EndpointIRI,

BioAPI-UUID OPTIONAL,
EndpointIRI,

BioAPI-UUID,
BioAPI-UNIT-ID,
BioAPI-HANDLE OPTIONAL,
BioAPI-GUI-ENROLL-TYPE,
BioAPI-GUI-OPERATION,
BioAPI-GUI-MOMENT,
BioAPI-RETURN

maxNumEnrollSamples
selectablelnstances
capturedinstances

text

}
17.25

Unsignedint,
BioAPI-BIR-SUBTYPE-MASK,
BioAPI-BIR-SUBTYPE-MASK,
UTF8String OPTIONAL

When a framework receives a call to the callback function BioSPI GUI SELECT EVENT HANDLER
from aBSP, it shall perform the following actions (in order):

a) create a temporary abstract value (say, incomingNotificationParams) of type GUISelectEvent-
NotificationParams (see 17.2.3) by converting from the parameters of the function call as specified

in17.2.7;

b) search the GUIEventRedirectors table (see 18.12) for an entry where the component

originalBSPHandle has the same value as the component

originalBSPHandle of

incomingNotificationParams and the component GUISelectEventRedirected hasthe value TRUE;
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0)

d)

if there is no matching entry, then create a temporary abstract value (say, eventinfo) of type
GUISelectEventinfo (see 17.2.4) where:

1) if the AttachSessionRemoteReferences table (see 18.9) has an entry where the component
originalBSPHandle has the same vaue as the component originalBSPHandle of
incomingNotificationParams, then the component subscriberEndpointIRI of eventlnfo shall be
set from the component referrerEndpointIRI of that entry; otherwise, it shall be set to the local
endpoint IRI;

2) theoptional component guiEventSubscriptionUuid shall be absent;
3) thecomponent hostingEndpointIRI shall be set to the local endpoint IRI; and

4) the remaining components shall be set from the components of incomingNotificationParams with
the same names;

if there is one matching entry (say, redirector), then create a temporary abstract value (say, eventinfo) of
type GUISelectEventinfo (see 17 2 4) where:

h

1) the component subscriberEndpointlRl shal be sat from the O|component
subscriberEndpointIRI of redirector;

2) the optional component guiEventSubscriptionUuid shall be present andcshall be st from the
component guiEventSubscriptionUuid of redirector;

3) the component hostingEndpointIRI shall be set to the local endpointRI;
4) the optional component originalBSPHandle shall be absent; and

5) the remaining components shall be set from the components.of \ihcomingNotificationParams with
the same names;

notify a GUI select event based on eventinfo to a subscriber (either a GUI select event hafdler of the
local application or a master endpoint) and determine the' acknowledgement parameter palue (say,
incomi ngAcknowledgementParams) and the acknowledgement return value (say, incomingRgturnValue)
as specified in clause 30;
if incomingReturnValue is not O, then return that value to the BSP, skipping the remaining actfons;

set the output parameters of the call to the callback function
BioSPI GUI SELECT _EVENT HANRERLER by converting from incomingAcknowl edgementParams
as specified in 17.2.9; and

return the value 0 to the BSP.

17.2.6  When aframework receives (see 13:9)-a guiSelectEvent notification BIP message from a slave endpoint, it

shall perfom the following actions (in order):

a

let incomingNotificationParams be the parameter vaue (of type GUISelectEvent-
NotificationParams — see 17.2.3) of the notification BIP message;

create atemporary,abstract value (say, eventinfo) of type GUISelectEventinfo (see 17.2.4) \here:
1) thecompanentssubscriberEndpointIRI shall be set to the local endpoint IRI;

2) thecomponent hostingEndpointIRI shall be set from the component slaveEndpointIRI of the
notification BIP message; and

3)-the remaining components shall be set from the components of incomingNotificationParams with
the same names;

nabifvea-ClLI _caloct cvzont hacad an cuontlnfa to o cohenvibhar (Aithoy o L1 onlant oy sont by dler Of the

d)

e

NotTy o OO SCCCT TV e DooC Tt O vl II.IIII\.I tO—-a-SHBSEHBE! (crrcTTorooT—erccreverne il

local application or a master endpoint) and determine the acknowledgement parameter value (say,
incomi ngAcknowl edgementParams) and the acknowledgement return value (say, incomingReturnValue)
as specified in clause 30;

if incomingReturnValue is not 0, then create and send a corresponding guiSelectEvent
acknowledgement BIP message (see 13.5) with the return value set to that value, skipping the remaining
actions;

create and send a corresponding guiSelectEvent acknowledgement BIP message (see 13.5) with the
parameter value set to incomingAcknowl edgementParams and the return value set to O.

17.2.7  Conversion from the parameters of the C callback function BioSPI_ GUI SELECT EVENT HANDLER to
the ASN.1 type GUISelectEvent-NotificationParams (see 17.2.3) shall be done by converting from individual
function parameters to ASN.1 components in accordance with Table 124,
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Table 124 — M apping from the parameters of the callback function BioSPI GUI SELECT EVENT HANDLER
tothe ASN.1type GUISelectEvent-NotificationParams

Function parameter Component of the ASN.1 type References
none guiEventSubscriptionUuid 17.2.8
BSPUuid bspProductUuid clause 19 in conjunction with 15.58
UnitID unitiD 15.55
BSPHandle originalBSPHandle clause 19 in conjunction with 15.42
EnrollType enrolI Type 15.38
Operation operation 15.39
Moment moment 15.37
ResultCode resultCode 15.52
Ma I\InmI:nrnIIQamplnc m::vl\lnrqurnllQ::mplm 151 6
Sejectablelnstances sel ectablel nstances 15.17
Cepturedinstances capturedl nstances 15.17
Tekt text 15.2
SejectedInstances none clause 22
Response none clause 22

17.2.8 Tlhe optiona component guiEventSubscriptionUuid shall be absent.

17.29 ({onversion from the ASN.1 type GUISelectEvent-AcknowledgementParams (see 17.2.3) to the
parameters{of the C callback function BioSPI_ GUI_SELECT _EVENT HANDLER shall be done by convierting from

individual ASN.1 components to function parameters in accordance with T&ble 125.

Table 125 — Mapping from the ASN.1 type GUISelecfEvent-AcknowledgementParams
to the parameters of the callback function BioSRNGUI SELECT EVENT HANDLER

Confponent of the ASN.1 type

Function-par ameter

References

selectefll nstances

SelectedInstaneks

clause 20 in conjunction with 15.17

responge

Response

clause 20 in conjunction with 15.40

17.2.10 Jonversion from the ASN.1 type” GUISelectEventHandlerCallbackParams (see 17.24) to the
parameters| of the C callback function B}oAPI GUI SELECT EVENT HANDLER shall be done by|converting

from individual ASN.1 components to function parameters with Table 126.

Table 126 — Mapping from the ASN.1 type GUISelectEventHandlerCallbackParams
to the parameters of the callback function BioAPI_GUI SELECT EVENT HANDLER

Conponent of tHe’ASN.1 type Function parameter References
gui SelqsctEventHandI erAddress none 17.2.11
guiSeI+ctEventHandIerContext GUISelectEventHandlerCtx 15.1.7
bSpUui|d BSPUuid clause 19 in conjunction with 15.58
unitID UnitID 15.55
bspHandle BSPHandle clause 19 in conjunction with 15.42
operation Operation 15.39
moment Moment 15.37
resultCode ResultCode 15.52
maxNumEnroll Samples MaxNumEnrollSamples 15.1.6
selectablel nstances Selectablelnstances 15.17
capturedl nstances Capturedinstances 15.17
text Text 15.2
none SelectedInstances clause 22
none Response clause 22
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17.2.11 The component guiSelectEventHandlerAddress corresponds to the address of the function rather than to
a parameter of the function. Conversion shall be done by applying 15.1.7.

17.2.12 Conversion from the parameters of the C callback function BioAPI_GUI SELECT EVENT HANDLER
to the ASN.1 type GUISelectEvent-AcknowledgementParams (see 17.2.3) shal be done by converting from

individual function parameters to ASN.1 components in accordance with Table 127.

Table 127 — M apping from the parameters of the

callback function BioAPI_GUI_SELECT_EVENT_HANDLER

tothe ASN.1 type GUISelectEvent-AcknowledgementParams

Function parameter Component of the ASN.1 type

References

SelectedInstances sel ectedInstances

clause 20 in conjunction with 15.17

Response response

clause 20 in conjunction with 15.40

17.3  Qallback function BioAPI_GUI_STATE _EVENT _HANDLER

17.3.1  TJhe C function pointer type for this callback function is defined in BioAPI as follows:

tygedef BioAPI_RETURN (BioAPI *BioAPI_GUI_STATE_EVENT_HANDLER)
(const BioAPI_UUID *BSPUuid,
BioAPI_UNIT_ID UnitID,

const BioAPI_HANDLE *BSPHandle,

void *GUIStateEventHandlerCtx,
BioAPI_GUI_OPERATION Operation,
BioAPI_GUI_SUBOPERATION Suboperation,
BioAPI_BIR_PURPOSE Purpose,
BioAPI_GUI_MOMENT Moment,
BioAPI_RETURN ResultCode,

int32_t EnrollSamplelndex,

const BioAPI_GUI_BITMAP_ARRAY *Bitm&ps,
const uint8 t *Text,

BioAPI_GUI_RESPONSE *Response,

int32_t *EnrollSamplelndexToRecapture);

17.3.2  Tlhe corresponding C function pointer typein the BioSPI interface is defined in BioAPI as follows:

tygedef BioAPI_RETURN (BioAPI *Big3PI_GUI_STATE_EVENT_HANDLER)
(const BioAPI_UUID *BSRBuId,
BioAPI_UNIT_ID Unit)R

const BioAPI_HAND{B *BSPHandle,
BioAPI_GUI_OPERATION Operation,
BioAPI_GUI_SEROPERATION Suboperation,
BioAPI_BIR.RYURPOSE Purpose,
BioAPI_GU_MOMENT Moment,
BioAPIcRETURN ResultCode,
int32{EnrollSamplelndex,

cQs) BioAPI_GUI_BITMAP_ARRAY *Bitmaps,
Sofrst uint8 t *Text,

BioAPI_GUI_RESPONSE *Response,

int32_t *EnrollSamplelndexToRecapture);

17.3.3 A pair of BIP message types are related to this function: the guiStateEvent notification BIP message type
and the guiStateEvent acknowledgement BIP message type. These two BIP message types carry a value of the

following BIP message parameter ASN.1 types (respectively):

GUIStateEvent-NotificationParams ::= SEQUENCE {
guiEventSubscriptionUuid BioAPI-UUID OPTIONAL,
bspProductUuid BioAPI-UUID,

unitiD BioAPI-UNIT-ID,
originalBSPHandle BioAPI-HANDLE OPTIONAL,
operation BioAPI-GUI-OPERATION,
suboperation BioAPI-GUI-SUBOPERATION,
purpose BioAPI-BIR-PURPOSE,
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BioAPI-GUI-MOMENT,
BioAPI-RETURN,
Signedint,

BioAPI-GUI-BITMAP-ARRAY OPTIONAL,

UTF8String OPTIONAL

GUIStateEvent-AcknowledgementParams ::= SEQUENCE {

response

enrollSamplelndexToRecapture

}

BioAPI-GUI-RESPONSE,
Signedint

17.34 The following ASN.1 types are defined to aid the specification of the behaviour of a framework, but their
abstract values do not occur in any BIP message exchanged between BIP endpoints:

UlstalecventhandierLalibdCkraralils .. = SEQQUENCE {

guiStateEventHandlerAddress
guiStateEventHandlerContext

bspUuid
unitiD
bspHandle
operation
suboperation
purpose
moment
resultCode
enrollSamplelndex
bitmaps

text

}

UlStateEventinfo ::= SEQUENCE {
subscriberEndpointIRI
guiEventSubscriptionUuid
hostingEndpointIRI
bspProductUuid
unitiD
originalBSPHandle
operation
suboperation
purpose
moment
resultCode
enrollSamptelndex
bitmaps
text

}

MemoryAddress,
MemoryAddress,
BioAPI-UUID,
BioAPI-UNIT-ID,
BioAPI-HANDLE OPTIONAL,
BioAPI-GUI-OPERATION,
BioAPI-GUI-SUBOPERATION;,
BioAPI-BIR-PURPOSE;
BioAPI-GUI-MOMENT,
BioAPI-RETURN,

Signedint,

BioAPI-GUI-BITMAP-ARRAY OPTIONAL,

UTF8String OPTIONAL

EndpointlRI,

BigAPI-UUID OPTIONAL,
EndpointIRI,

BioAPI-UUID,
BioAPI-UNIT-ID,
BioAPI-HANDLE OPTIONAL,
BioAPI-GUI-OPERATION,
BioAPI-GUI-SUBOPERATION,
BioAPI-BIR-PURPOSE,
BioAPI-GUI-MOMENT,
BioAPI-RETURN,

Signedint,

BioAPI-GUI-BITMAP-ARRAY OPTIONAL,

UTF8String OPTIONAL

17.35 When a framework receives a call to the callback function BioSPI GUI STATE EVENT HANDLER

ateEvent-
}sspecified

originalBSPHandle of

from aBSH, it shall pexform the following actions (in order):

a create’ a temporary abstract value (say, incomingNotificationParams) of type GUIS
NetificationParams (see 17.3.3) by converting from the parameters of the function call
in17.3.7;

b) search the GUIEventRedirectors table (see 18.12) for an entry where the component
originalBSPHandle has the same value as the component
incomingNotificationParams and the component guiStateEventRedirected hasthe value TRUE;

¢) if there is no matching entry, then create a temporary abstract value (say, eventinfo) of type

GUIStateEventinfo (see 17.3.4) where:

1) if the AttachSessionRemoteReferences table (see 18.9) has an entry where the component
originalBSPHandle has the same vaue as the component originalBSPHandle of
incomingNotificationParams, then the component subscriberEndpointIRI of eventlnfo shall be
set from the component referrerEndpointIRI of that entry; otherwise, it shall be set to the local

endpoint IRI;

2) theoptional component guiEventSubscriptionUuid shall be absent;
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17.3.6

17.3.7

150

i

d)

3) thecomponent hostingEndpointIRI shall be set to the local endpoint IRI; and

4) the remaining components shall be set from the components of incomingNotificationParams with

the same names,

if there is one matching entry (say, redirector), then create a temporary abstract value (say, eventinfo) of

type GUIStateEventinfo (see 17.3.4) where:

1) thecomponent subscriberEndpointlIRI shal be set from the component
subscriberEndpointIRI of redirector;

2) the optional component guiEventSubscriptionUuid shall be present and shall be set from the

component guiEventSubscriptionUuid of redirector;
3) thecomponent hostingEndpointIRI shall be set to the local endpoint IRI;
4) the optional component originalBSPHandle shall be absent; and

5) the remaining components shall be set from the components of incomingNotificationParams with

h

a

Vhen a framework receives (see 13.9) a guiStateEvent notification BIP message from a slave
shall perfoim the following actions (in order):

the same names,

notify a GUI state event based on eventinfo to a subscriber (either a GUI state event handler
application or a master endpoint) and determine the acknowledgement parameter
incomingAcknowledgementParams) and the acknowledgement return value (says-IncomingRs
as specified in clause 31;

if incomingReturnValue is not 0, then return that value to the BSP, skipping‘the remaining act

set the output parameters of the call to the callback function
BioSPI_GUI_STATE_EVENT_HANDLER by converting from incemingAcknowl edgemer
specified in 17.3.9; and

return the value O to the BSP.

pf the local

alue (say,
fturnVal ue)

ons;

tParams as

endpoint, it

let incomingNotificationParams be the parameter value (of type GUIStateEvent-NotificatignParams

—see 17.3.3) of the notification BIP message;
create atemporary abstract value (say, eventhifo) of type GUIStateEventinfo (see 17.3.4) wj
1) thecomponentssubscriberEndp@intiRI shall be set to the local endpoint IRI;

2) the component hostingEndpa@intIRI shall be set from the component slaveEndpoir
notification BIP message; and

3) the remaining components shall be set from the components of incomingNotificationP|
the same names;

notify a GUI state event based on eventinfo to a subscriber (either a GUI state event handler
application or a<Mmaster endpoint) and determine the acknowledgement parameter

incomingAcknowl edgementParams) and the acknowledgement return value (say, incomingRg
as specified in.clause 31;

if incomingReturnValue is not 0, then create and send a corresponding QuiS

here;

tIRI of the
Arams with

pf the local

alue (say,
fturnVal ue)

tateEvent

acknowledgement BIP message (see 13.5) with the return value set to that value, skipping thé remaining

actions;
create and send a corresponding guiStateEvent acknowledgement BIP message (see 13.

5) with the

parameter value set to incomingAcknowl edgementParams and the return value set to 0.

Conversion from the parameters of the C callback function BioSPI_ GUI_STATE _EVENT HANDLER to
the ASN.1 type GUIStateEvent-NotificationParams (see 17.3.3) shall be done by converting from individual
function parameters to ASN.1 components in accordance with Table 128.
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Table 128 — M apping from the parameters of the callback function BioSPI GUI STATE EVENT HANDLER
tothe ASN.1type GUIStateEvent-NotificationParams

Function parameter Component of the ASN.1 type References
none guiEventSubscriptionUuid 17.3.8
BSPUuid bspProductUuid clause 19 in conjunction with 15.58
UnitID unitiD 15.55
BSPHandle originalBSPHandle clause 19 in conjunction with 15.42
Operation operation 15.39
Suboperation suboperation 1541
Purpose purpose 15.14
Moment moment 15.37
ResultCode resuliCaode. 1552
EnrollISanypleIindex enroll Sampl el ndex 15.1.6

Bitmaps bitmaps clause 19 in conjunctionwith 15135
Text text 15.2

Responsd none clause 22
EnrollSan]pleindexToRecapture none clause 22

17.3.8 Tlhe optiona component guiEventSubscriptionUuid shall be absent.

17.3.9 ({onversion from the ASN.1 type GUIStateEvent-AcknowledgementParams (see 17.3.3) to the
parameters|of the C callback function BioSPI GUI STATE EVENT HANBLER shall be done by converting from

individual ASN.1 components to function parameters in accordance with Table 129.

Table 129 — Mapping from the ASN.1 type GUIStateEvent-AcknowledgementParams
to the parameters of the callback function Big SR GUI STATE EVENT HANDLER

Confponent of the ASN.1 type

Function-par ameter

References

responge

Response

clause 20 in conjunction with 15.40

enroll§ampl el ndexToRecapture

EnrollSampiedhdexToRecapture

clause 20 in conjunction with 15.1.6

17.3.10 (onversion from the ASN.1 type.GUIStateEventHandlerCallbackParams (see 17.3.4) to thelparameters
of the C cdllback function BioAPI GUI.STATE EVENT HANDLER shall be done by converting fronp individual
ASN.1 components to function parameters with Table 130.

Table [L30 — M apping from the ASN.1 type GUIStateEventHandlerCallbackParams to the parameters

of the callback function BioAPI GUI STATE EVENT HANDLER

Comppnent of theASN.1 type Function parameter References
gui StateEventHandlerAddress none 17311
gui StateEventHandl erContext GUIStateEventHandlerCtx 15.1.7
bspUuid BSPUuid clause 19 in conjunction with 15)58
unitiD UnitID 15.55
bspHandle BSPHandle clause 19 in conjunction with 15.42
operation Operation 15.39
suboperation Suboperation 15.41
purpose Purpose 15.14
moment Moment 15.37
resultCode ResultCode 15.52
enroll Sampl el ndex EnrollISamplelndex 15.1.6
bitmaps Bitmaps clause 19 in conjunction with 15.35
text Text 15.2
none Response clause 22
none EnrollISamplelndexToRecapture clause 22
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17.3.11 The component guiStateEventHandlerAddress corresponds to the address of the function rather than to a
parameter of the function. Conversion shall be done by applying 15.1.7.

17.3.12 Conversion from the parameters of the C callback function BioAPI GUI STATE EVENT HANDLER to
the ASN.1 type GUIStateEvent-AcknowledgementParams (see 17.3.3) shall be done by converting from
individual function parameters to ASN.1 components in accordance with Table 131.

Table 131 — Mapping from the parameters of the callback
function BioAPI_GUI_STATE_EVENT_HANDLER to
the ASN.1 type GUIStateEvent-AcknowledgementParams

Function parameter Component of the ASN.1 type References
Response response clause 20 in conjunction with 15.40
EnrollSamplelndexToRecapture | enroll Samplel ndexToRecapture clause 20 in conjunction with 15.1.6

174  Qallback function BioAP| GUI PROGRESS EVENT HANDLER

17.4.1  Tlhe C function pointer type for this callback function is defined in BioAPI as follows:

tygedef BioAPI_RETURN (BioAPI *BioAPI_GUI_PROGRESS_EVENT_HANDLER)
(const BioAPI_UUID *BSPUuid,
BioAPI_UNIT_ID UnitID,

const BioAPI_HANDLE *BSPHandle,

void *GUIProgressEventHandlerCtx,
BioAPI_GUI_OPERATION Operation,
BioAPI_GUI_SUBOPERATION Suboperation,
BioAPI_BIR_PURPOSE Purpose,
BioAPI_GUI_MOMENT Moment,

uint8 t SuboperationProgress,

const BioAPI_GUI_BITMAP_ARRAY *Bitmap<sy
const uint8 t *Text,

BioAPI_GUI_RESPONSE *Response);

17.4.2  Tlhe corresponding C function pointer type in the-BioSPI interface is defined in BioAPI asfollows:

tygedef BioAPI_RETURN (BioAPI *BioSR{d2Ul_PROGRESS_EVENT_HANDLER)
(const BioAPI_UUID *BSPUuid;
BioAPI_UNIT_ID UnitID,

const BioAPI_HANDLE *BSPHandle,
BioAPI_GUI_OPERATI®N Operation,
BioAPI_GUI_SUBORERATION Suboperation,
BioAPI_BIR_PURPQSE Purpose,
BioAPI_GUI_M@MENT Moment,

uint8_t SuboRelrationProgress,

const BipAR) GUI_BITMAP_ARRAY *Bitmaps,
const WNN®’ t *Text,

Bio AQ~GUI_RESPONSE *Response);

17.4.3 A par of-BIP message types are related to this function: the guiProgressEvent notification BJ P message
type and the guiProgressEvent acknowledgement BIP message type. These two BIP message types carry a value of
the following.BIHP message parameter ASN. 1 types (respectively):

GUIProgressEvent-NotificationParams ::= SEQUENCE {

guiEventSubscriptionUuid BioAPI-UUID OPTIONAL,
bspProductUuid BioAPI-UUID,

unitiD BioAPI-UNIT-ID,
originalBSPHandle BioAPI-HANDLE OPTIONAL,
operation BioAPI-GUI-OPERATION,
suboperation BioAPI-GUI-SUBOPERATION,
purpose BioAPI-BIR-PURPOSE,
moment BioAPI-GUI-MOMENT,
suboperationProgress UnsignedByte,

bitmaps BioAPI-GUI-BITMAP-ARRAY OPTIONAL,
text UTF8String OPTIONAL
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GUIProgressEvent-AcknowledgementParams ::= SEQUENCE {

response

}

BioAPI-GUI-RESPONSE

17.4.4  The following ASN.1 types are defined to aid the specification of the behaviour of a framework, but their
abstract values do not occur in any BIP message exchanged between BIP endpoints:

unitiD BioAPI-UNIT4D;
originalBSPHandle BioAPI-HANDLE OPTIONAL,
operation BioAPI-GUI-OPERATION,
suboperation BioARMGUI-SUBOPERATION,
purpose BioARI-BIR-PURPOSE,
moment BiQAPI-GUI-MOMENT,
suboperationProgress UnsignedByte,
bitmaps BioAPI-GUI-BITMAP-ARRAY OPTIONAL,
text UTF8String OPTIONAL
}
17.45 When aframework receives acal to the<eallback function
BioSPI_ Ul PROGRESS EVENT HANRLER from aBSP, it shall perform the following actions (in o

GUIProgressEventHandlerCallbackParams ::= SEQUENCE {
guiProgressEventHandlerAddress MemoryAddress,

guiProgressEventHandlerContext MemoryAddress,
bspUuid BioAPI-UUID,
unitiD BioAPI-UNIT-ID,
bspHandle BioAPI-HANDLE OPTIONAL,
operation BioAPI-GUI-OPERATION,
suboperation BioAPI-GUI-SUBOPERATION,
purpose BioAPI-BIR-PURPOSE,
moment BioAPI-GUI-MOMENT,
suboperationProgress UnsignedByte,
bitmaps BioAPI-GUI-BITMAP-ARRAY OPTIONAL,
text UTF8String OPTIONAL
}

QUIProgressEventinfo ::= SEQUENCE {
subscriberEndpointIRlI EndpointIRI,
guiEventSubscriptionUuid BioAPI-UUID OPTIONAL;
hostingEndpointIRI EndpointIRlI,
bspProductUuid BioAPI-UUID,

a) create a temporary abstract value (say, incomingNotificationParams) of type GUIProgr
NotificationParams (See17.4.3) by converting from the parameters of the function call @s specified

in17.4.7,

b search the GUIEventRedirectors table (see 18.12) for an entry where the
originalBSPHandle has the same value as the component originalBSPH
incomingNatificationParams and the component guiProgressEventRedirected hasthe vg

c¢) if ther€ds' no matching entry, then create a temporary abstract value (say, eventlnf

GUIRrogressEventinfo (see 17.4.4) where:

1) y'if the AttachSessionRemoteReferences table (see 18.9) has an entry where the
originalBSPHandle has the same vaue as the component originalBSPH

der):
pssEvent-

component
andle  of
ue TRUE;

D) of type

component
andle of

ifo shall be

set from the component referrerEndpointIRI of that entry; otherwise, it shall be set to the local

endpoint IRI;
2) theoptional component guiEventSubscriptionUuid shall be absent;
3) thecomponent hostingEndpointIRI shall be set to the local endpoint IRI; and

4) the remaining components shall be set from the components of incomingNotificationParams with

the same names;
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d)

h

17.46
endpoint, it

a

if there is one matching entry (say, redirector), then create a temporary abstract value (say, eventinfo) of

type GUIProgressEventinfo (see 17.4.4) where:

1) the component subscriberEndpointlRl shal be set from the
subscriberEndpointIRI of redirector;

component

2) the optional component guiEventSubscriptionUuid shall be present and shall be set from the

component guiEventSubscriptionUuid of redirector;
3) thecomponent hostingEndpointIRI shall be set to the local endpoint IRI;
4) the optional component originalBSPHandle shall be absent; and

5) the remaining components shall be set from the components of incomingNotificationParams with

the same names,

notify a GUI progress event based on eventlnfo to a subscriber (either a GUI progress event handler of

the local application or a master endpoint) and determine the acknowledgement parameter

of alarge image in the notification may cause a delay in the remote display. It is thereforerdesirable
avoid sending large images.

if incomingReturnValue is not 0, then return that value to the BSP, skipping theremaining act

set the output parameters of the call to the callback function
BioSPI_GUI_PROGRESS EVENT_HANDLER by converting from
incomingAcknowl edgementParams as specified in 17.4.9; and

return the value O to the BSP.

let incomingNotificationParams be the parametér value (of type GUIProgr
NotificationParams — see 17.4.3) of the notification BIP message;

create atemporary abstract value (say, eventinfo)-of type GUIProgressEventinfo (see 17.4
1) thecomponentssubscriberEndpoint/RI shall be set to the local endpoint IRI;

2) the component hostingEndpoiatiRI shall be set from the component slaveEndpoir
notification BIP message; and

3) the remaining components:shall be set from the components of incomingNotificationP|
the same names;

value (say,
urnValue)

Vhen a framework receives (see 13.9) a guiProgressEvent notification BIP message frgm a dave
shall perform the following actions (in order):

pssEvent-

4) where:

tIRI of the

Arams with

notify a GUI progress event based on eventlnfo to a subscriber (either a GUI progress even{ handler of

the local application er a master endpoint) and determine the acknowledgement parameter
incomi ngAcknowl edgementParams) and the acknowledgement return value (say, incomingRg
as specified in clause 32;

if incomingRetUrnValue is not O, then create and send a corresponding guiProg

value (say,
fturnVal ue)

essEvent

acknowledgement BIP message (see 13.5) with the return value set to that value, skipping the remaining

actions;
create and send a corresponding guiProgressEvent acknowledgement BIP message (seg
the’parameter value set to incomingAcknowl edgementParams and the return value set to 0.

13.5) with

17.4.7  Conversion from the paramelers of the C callback Tunction
BioSPI_ GUI PROGRESS EVENT HANDLER to the ASN.1 type GUIProgressEvent-NotificationParams
(see 17.4.3) shall be done by converting from individual function parameters to ASN.1 components in accordance with

Table 132.

154

ITU-T Rec. X.1083 (11/2007)


https://iecnorm.com/api/?name=c1dd7432e93d496363ef3a291cb4af51

| SO/I EC 24708:2008 (E)

Table 132 — Mapping from the parameter s of the callback function
BioSPI_GUI_PROGRESS_EVENT_HANDLER
tothe ASN.1type GUIProgressEvent-NotificationParams

Function parameter Component of the ASN.1 type References
none gui EventSubscriptionUuid 17.4.8
BSPUuid bspProductUuid clause 19 in conjunction with 15.58
UnitID unitiD 15.55
BSPHandle original BSPHandle clause 19 in conjunction with 15.42
Operation operation 15.39
Suboperation suboperation 1541
Purpose purpose 15.14
Moment moment 15.37
SubogerationProgress suboperationProgress 1513
Bitmayps bitmaps clause 19 in conjunction with(15:35
Text text 152
Respgnse none clause 22

17.4.8 Tlhe optiona component guiEventSubscriptionUuid shall be absent.

17.49 (onversion from the ASN.1 type GUIProgressEvent-Acknowledgeme€ntParams (see 17
parameters|of the C callback function BioSPI_GUI PROGRESS EVENT HANDLER shal be done by

from indivi

Table 133 — Mapping from the ASN.1 type GUIProgressEvent-AcknowledgementParam

jdual ASN.1 components to function parameters in accordance with.Jable 133.

to the parameter s of the callback function BioSPI GOIMPROGRESS EVENT HANDLER

4.3) to the
converting

o7

Conlponent of the ASN.1 type Function parametey References

responge Response clause 20 in conjunction with 15.40

17.410 (onversion from the ASN.1 type GUIRrogressEventHandlerCallbackParams (see 171
parameters{of the C callback function BioAPI_GHI"PROGRESS EVENT_HANDLER shall be done by

from indivi

Table 134 — Mapping from the ASN.1type GUIProgressEventHandlerCallbackParams tothe pa

[dual ASN.1 components to function parameters with Table 134.

of the callback function BioAPI_GUI_PROGRESS_EVENT_HANDLER

1.4) to the
converting

fameters

Conponent of the ASN.1'type Function parameter References
guiProgressEventHandl érAddress none 17411
guiProgiressEventHandlerContext GUIProgressEventHandlerCtx 15.1.7
bspUuifd BSPUuid clause 19 in conjunction with 15.58
unitiD UnitID 15.55
bspHardie BSPHandle clause 19 in conjunction with 15.42
operation Operation 15.39
suboperation Suboperation 1541
purpose Purpose 15.14
moment Moment 15.37
suboperationProgress SuboperationProgress 15.1.3
bitmaps Bitmaps clause 19 in conjunction with 15.35
text Text 15.2
none Response clause 22

17.4.11 The component guiProgressEventHandlerAddress corresponds to the address of the function rather
than to a parameter of the function. Conversion shall be done by applying 15.1.7.
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17.4.12 Conversion from the parameters of the C callback function
BioAPI_GUI PROGRESS EVENT HANDLER tothe ASN.1 type

GUIProgressEvent-AcknowledgementParams (see 17.4.3) shall be done by converting from individual function

parameters to ASN.1 components in accordance with Table 135.

Table 135 — Mapping from the parameters of the callback function
BioAPI_GUI_PROGRESS_EVENT_HANDLER
tothe ASN.1type GUIProgressEvent-AcknowledgementParams

Function parameter Component of the ASN.1 type References
Response response clause 20 in conjunction with 15.40
18 onceptual tables

This clausq specifies ASN.1 type definitions for a series of conceptual tables. These ASN.1 types are'define
specificatign of the behaviour of a framework, but their abstract values do not occur in any BlR méssage
between B|P endpoints, and therefore are never encoded. A conforming master BIP endpoint,is required to
the tables gpecified in this clause. A conforming slave BIP endpoint is required to support all\the tables spec
clause for fave endpoints. A BIP endpoint can use any suitable representation for the'conceptual tables
required to[support serialization of their content.

d to aid the
exchanged
support all
fiedin this
and is not

NOTE - A BIP endpoint implementation may choose to support such serialization for administrative or debugging purposes, but

thisis ngt required. An example of this capability would be a management interface that supports a query of the cu
of the cqneceptual tables.

181  TheMasterEndpoints conceptual table

This conceptual table shall be present in al slave endpoints and is defined in ASN.1 asfollows:

MasterEndpoints ::= SET OF endpoint MasterEndpgint
MasterEndpoint ::= SEQUENCE {

masterEndpointIRlI ErndpointIRI
}

1811 Genera
An entry of this table represents a master endpoint that is a BIP endpoint linked to the local endpoint.

18.1.2.1 Tlhe component masterEndpointIRI shall contain the endpoint IRI of the master endpoint. T
different from the local endpoint-IRI.

frent content

his shall be

18.1.3.3 For each entry of the RunningBSPRemoteReferences table (see 18.6) where the

bted.

component

referrerEndpointIRI has the value masterEndpointIRI, the framework shall perform the following actions (in order):
a) create a temporary abstract value (say, bspUnloadCallParams) of type BSPUnloadCallParams

(see 16.10.3) where:

1) thecomponent bspUuid shall be set from the component bspProductUuid of the entry; and

2) thecomponentsunitEventHandlerAddress and unitEventHandlerContext shall b

e set to O;

b) make an internal BioAPI function call (see 13.10) to the function BioAPI BSPUnload (see 16.10),
where the parameters of the function call shall be set by converting from bspUnloadCallParams as

specified in 16.10.3;
c) deletetheentry of the RunningBSPRemoteReferences table (subclause 18.6.3 applies).
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18.1.34 For each entry of the UnitEventNotificationDisablers table (see 18.7) where the component
referrerEndpointIlRl has the value masterEndpointiRI, the framework shal delete the ent
UnitEventNotificationDisablers table (subclause 18.7.3 applies).

ry of the

18.1.35 For each entry of the GUIEventRemoteSubscriptions table (see 18.11) where the component
subscriberEndpointIRI has the value masterEndpointlRI, the framework shall perform the following actions (in

create a temporary abstract value (say, unsubscribeFromGUIEventsCallParams)
UnsubscribeFromGUIEventsCallParams (see 16.23.3) where:

1) the optional component guiEventSubscriptionUuid shall be set from the optional
guiEventSubscriptionUuid of the entry (presence and value);

2) if the optional component originalBSPHandle of the entry is absent, then the optional
bspUuid of unsubscribeFromGUIEventsCallParams shall be set from the
bspProductUuid of the entry; otherwise, it shall be absent;

of type
component

component
component

subscribgrEndpointIRI has the value masterEndpointlRI, the framework shall perform the following

order):

a)

b

C
18.1.3.6 Hor
order):

a

b

3) the optiona component bspHandle shal be set from the optional
originalBSPHandle of the entry (presence and value);

4) if the component guiSelectEventSubscribed of the entry has the valle"TRUH
component guiSelectEventHandlerAddress of unsubscribeFromGUIEventsCallP3
be set to an implementation-defined memory address different from 0, which shall be
that used in 16.22.5 b); otherwise, it shall be set to O;

5) if the component guiStateEventSubscribed of the entry<has’the vaue TRUH
component guiStateEventHandlerAddress of unsubscribeFromGUIEventsCallParg
set to an implementation-defined memory address different-from 0, which shall be the S
used in 16.22.5 b); otherwise, it shall be set to 0;

6) if the component guiProgressEventSubscribed of the entry has the value TRU

component

, then the
ams shall
he same as

, then the
ms shall be
Ame as that

E, then the

component guiProgressEventHandlerAddress. of unsubscribeFromGUIEventsCallParams

shall be set to an implementation-defined memary address different from 0, which shall
asthat used in 16.22.5 b); otherwise, it shall beset to 0; and

7) the components guiSelectEventHandlerContext, guiStateEventHandlerCor
guiProgressEventHandlerContext'shall be set to 0;

make an internal BioAPI function call (see  13.10) to the
BioAPI _UnsubscribeFromGUIEvénts (see 16.23), where the parameters of the functio
be set by converting from unsubscribeFromGUI EventsCallParams as specified in 16.23.5;

delete the entry of the GUIEventRemoteSubscriptions table (subclause 18.11.3 applies).
each entry of the \GUIEventRedirectors table (see 18.12) where the

create a temporary abstract value (say, unredirectCallParams) of type UnredirectG
RequestParams (see 16.29.2), where all the components shall be set from the components
with the.same names;

makelan internal BioAPI function call (see 13.10) to the function BioAPI_Unredirect(
(se€16.29), where the parameters of the function cal shall be set by convel
unredirectCallParams as specified in 16.29.5;

De the same
text, and

function
h call shall

component
actions (in

UIEvents-
Df the entry

UlEvents
ting from

dalatathaocntnraof tha Ol antDAalirantare oA (oAl o
Ty

CCrCtCtCChtry O tiC oo v ottt

18.14 Lifecycle
18.1.4.1 Anentry can be added to the MasterEndpoints table:

when aframework receives an addMaster request BIP message from a BIP endpoint (see 16

18.1.4.2 Anentry of the MasterEndpoints table can be deleted:
a) when a framework receives a call to the function BioAPI Terminate from the local application

(see 16.3); and

4.2).

b) when aframework receives adeleteMaster request BIP message from a BIP endpoint (see 16.5.2).
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18.2

TheVisibleEndpoints conceptual table

This conceptual table shall be present in all BIP endpoints and is defined in ASN.1 asfollows:

1821

VisibleEndpoints ::= SET OF endpoint VisibleEndpoint
VisibleEndpoint ::= BioAPI-FRAMEWORK-SCHEMA

General

18.2.1.1 An entry of this table represents a visible endpoint, which is a BIP endpoint whose components (framework,
BSPs, and BFPs) are visible to the local application.

18.2.1.2 This table has one entry for the local endpoint and one entry for each dave endpoint of the local endpoint
(zero or more). Each entry contains a copy of the framework schema present in the component registry of the (local or
slave) BIP endpoint.

18.2.2
18221

endpoint shall be either the local endpoint or a slave endpoint.

18.2.2.2

registry of the BIP endpoint.

omponents

Tlhe component hostingEndpointIRI shall contain the endpoint IRI of the visible endpoint.

Tlhe other components shall contain a copy of the attributes of the framework schema in the

The visible

component

18.2.2.3 Tlhere shall not be two or more entries with the same value of the component hostingEndpointIRI.

18.2.3 Hntry deletion

18.2.3.1 Tlhis subclause only applies as explicitly invoked by other clauses of this Recommendation | Imternational
Standard when an entry of the VisibleEndpoints table is deleted.

18.2.3.2 Let hostingEndpointI Rl be the value of the component hostingEndpointIRI of the entry being dgl eted.
18.23.3 Hor each entry of the VisibleBSPRegistrations table (see 18.3) where the |component
hostingEnpdpointIRI has the value hostingEndpointIRI, the\framework shall delete the entry (subclause 18.3.3
applies).

18234 Hor each entry of the VisibleBFPRegistrations table (see 18.4) where the [component
hostingEndpointIRI has the value hostingEndpgintiRI, the framework shal delete the entry (subclguse 18.4.3
applies).

18.24 Lifecycle

18.2.4.1 An entry can be added to the VisibleEndpoints table:

18.24.2

18.3

a when aframework receives a cal to the function BioAPI_Init or BioAPI InitEndpoint frg
application (see 16:1); and

b) when aframewark receives a cal to the function BioAPI LinkToEndpoint from the local
(see 16.4),

An entry of-the VisibleEndpoints table can be deleted:

a) whena framework receives a masterDeletionEvent notification BIP message from a slaye endpoint
(see 16.3.2); and

m the local

application

The VisibleBSPRegistrations conceptual table

This conceptual table shall be present in all BIP endpoints and is defined in ASN.1 as follows:

158

VisibleBSPRegistrations ::= SET OF
registration VisibleBSPRegistration

VisibleBSPRegistration ::= BioAPI-BSP-SCHEMA
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1831 General
18.3.1.1 Anentry of thistable represents a BSP registered in the component registry of avisible endpoint.

18.3.1.2 This table has one entry for each BSP registered in the local component registry and one entry for each BSP
registered in the component registry of each slave endpoint of the local endpoint. Each entry contains a copy of a BSP
schema present in the component registry of a (local or slave) BIP endpoint.

18.3.1.3 If a BSP is registered in the component registries of two or more visible endpoints, the table will have a
separate entry for each BSP/endpoint pair, and those entries will differ at least in the value of their component
hostingEndpointIRI.

18.3.1.4 Thistable also supports tranglation between BSP product UUIDs and BSP access UUIDs.

NOTE — A BSP product UUID identifies a BSP as a software product, is assigned by the vendor of the BSP, and is included in
the registered BSP schema. The BSP product UUID usually does not vary across multiple registrations of the same BSP in
different component registries. A BSP access UUID is dynamically generated by the framework, is assigned to each BSP
rwr C{j ;Il thc twl":C, A ld IJ IIUt VIJb:C uutcl.dc thC :U\;(A: A= ) IdPU;IIt. ‘VAVIhCII A fIWIICVVUI :\ hbD VNG U mmionre duvc 1dp0int3, the
same B$P may happen to be registered in two or more visible endpoints, and therefore there may be two_©rymore entries
containing the same BSP product UUID in thetable. In this case, the use of aBSP product UUID in acall to BisAP| BSPLoad
will not e sufficient to unambiguously identify both the BSP to be loaded and the BIP endpoint where the BSP is {o be |oaded.
The BSK access UUID, instead, can be used in any call to BioAPI_BSPLoad. On the other hand, the BSR product YUID can be
used in g call to BioAPI_BSPLoad so long as the BSP is represented exactly once in the table, becauise in this ¢ase the BSP
product JUID is sufficient to identify both the BSP to be loaded and the BIP endpoint where the BSP is to be loaded

18.3.2 ({omponents

18.3.2.1 Tlhe component hostingEndpointIRI shall contain the endpoint IRI of theBIP endpoint whose|component
registry contains the BSP schema of the registered BSP. The BIP endpoint shall\be either the local endpoirtt or a dlave
endpoint.

18.3.2.2 Tlhe component bspAccessUuid shall contain the BSP,aceess UUID dynamically generged by the
framework|to identify the registered BSP.

18.3.2.3 Tlhe other components shall contain a copy of the attributes of the BSP schema in the componen{ registry of
theBIPen

18.3.2.4 Tlhere shall not be two or more entries with the same values of both components hostingEndpgintIRI and
bspProdyctUuid.

18.3.2.5 Tlhere shall not be two or more entries withithe same value of the component bspAccessUuid.

18.3.2.6 Tlhe value of the component bspAccessUuid in an entry shall be different from the value of thelcomponent
bspProdyctUuid in either that entry or any-other entry.

18.3.3

18.3.3.1 Tlhis subclause only applies as explicitly invoked by other clauses of this Recommendation | I pternational
Standard when an entry of the VisibleBSPRegistrations tableis deleted.

ntry deletion

18.3.3.2 Let hostingEndpointlRI be the value of the component hostingEndpointIRI and bspProductUuld the value
of the component bspProductUuid of the entry being deleted.

18.3.3.3 Hor eachentry of the RunningBSPLocalReferences table (see 18.5) where the |component
hostingEndpaintiRl has the value hostingEndpointlRl and the component bspProductUuid hag the value
bspProductUuid; the framework shall perform the following actions (in order):

a) If hostingEndpointiRl is not the local endpoint IRI, then delete the entry of the
RunningBSPLocalReferences table (subclause 18.5.3 applies), skipping the remaining actions;

b) create a temporary abstract value (say, bspUnloadCallParams) of type BSPUnloadCallParams
(see 16.10.3) where:

1) thecomponent bspUuid shall be set to bspProductUuid; and
2) thecomponentsunitEventHandlerAddress and unitEventHandlerContext shall be set to 0;

c¢) make an internal BioAPI function call (see 13.10) to the function BioAPI_BSPUnload (see 16.10),
where the parameters of the function call shall be set by converting from bspUnloadCallParams as
specified in 16.10.3;

d) deletethe entry of the RunningBSPLocalReferences table (subclause 18.5.3 applies).
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18334 If hostingEndpointlRI  is the local endpoint IRI, then, for each entry of the
RunningBSPRemoteReferences table (see 18.6) where the component bspProductUuid has the value
bspProductUuid, the framework shall perform the following actions (in order):

a) create a temporary abstract value (say, bspUnloadCallParams) of type BSPUnloadCallParams
(see 16.10.3) where:

1) the component bspUuid shall be set to bspProductUuid; and
2) thecomponentsunitEventHandlerAddress and unitEventHandlerContext shall be setto O;

b) make an internal BioAPI function call (see 13.10) to the function BioAPI BSPUnload (see 16.10),
where the parameters of the function call shall be set by converting from bspUnloadCallParams as
specified in 16.10.3;

c) deletethe entry of the RunningBSPRemoteReferences table (subclause 18.6.3 applies).

18.3.35 For each entry of the GUIEventLocalSubscriptions table (see 18.10) where the component
hostingEfRdpoinilRT has the value hostingEndpointfRI and the component bspProductUuid had the value
bspProductUuid, the framework shall perform the following actions (in order):

a if hostingEndpointiRI is not the loca endpoint IRI, then delete the ~entry of the
GUIEventLocalSubscriptions table (subclause 18.10.3 applies), skipping the rémaining agtions;

) create a temporary abstract value (say, unsubscribeFromGUIEventsCallParams)| of type
UnsubscribeFromGUIEventsCallParams (see 16.23.3), where:

1) the optional component guiEventSubscriptionUuid shall besset-from the optional [component
guiEventSubscriptionUuid of the entry (presence and value);

2) if the optional component originalBSPHandle of the entry.-is‘absent, then the optional [component
bspUuid of unsubscribeFromGUIEventsCallParams “shall be set from the [component
bspProductUuid of the entry; otherwise, it shall be absent;

3) the optiona component bspHandle shal™be set from the optiona |component
originalBSPHandle of the entry (presence and'value);

4) if the component guiSelectEventHandlerAddress of the entry has a value differgnt from O,
then the component guiSelectEventHandlerAddress of
unsubscribeFromGUI EventsCallParanis shall be set to an implementation-defined mempry address
different from O, which shall be the Same as that used in 16.22.5 b); otherwise, it shall bejset to O;

5) if the component guiStateEventHandlerAddress of the entry has a value different from O, then
the component guiStateEventHandlerAddress of unsubscribeFromGUIEventsCallParams
shall be set to an implementation-defined memory address different from 0, which shall be the same
asthat used in 16.22.5 b); otherwise, it shall be set to 0;

6) if the component guiProgressEventHandlerAddress of the entry has a value diffefent from O,
then the compaonent guiProgressEventHandlerAddress of
unsubscribeRromGUI EventsCallParams shall be set to an implementation-defined mempry address
different from 0, which shall be the same as that used in 16.22.5 b); otherwise, it shall jpe set to 0;
and

thel//eomponents guiSelectEventHandlerContext, guiStateEventHandlerContext, and
p g g
gulProgressEventHandlerContext shall be set to 0;

c) ,make an internal BioAPI function call (see  13.10) to the | function
Bi0API _UnsubscribeFromGUIEvents (see 16.23), where the parameters of the functign call shall

d) deletethe entry of the GUIEventLocalSubscriptions table (subclause 18.10.3 applies);

18.3.3.6 If hostingEndpointlRI is the local endpoint [IRI, then, for each entry of the
GUIEventRemoteSubscriptions table (see 18.11) where the component bspProductUuid has the value
bspProductUuid, the framework shall perform the following actions (in order):

a) create a temporary abstract vaue (say, unsubscribeFromGUIEventsCallParams) of type
UnsubscribeFromGUIEventsCallParams (see 16.23.3) where:

1) the optional component guiEventSubscriptionUuid shall be set from the optional component
guiEventSubscriptionUuid of the entry (presence and value);

2) if the optional component originalBSPHandle of the entry is absent, then the optional component
bspUuid of unsubscribeFromGUIEventsCallParams shall be set from the component
bspProductUuid of the entry; otherwise, it shall be absent;
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the optional component bspHandle shall be set from the optional component
originalBSPHandle of the entry (presence and value);

if the component guiSelectEventSubscribed of the entry has the value TRUE, then the
component guiSelectEventHandlerAddress of unsubscribeFromGUIEventsCallParams shall
be set to an implementation-defined memory address different from 0, which shall be the same as
that used in 16.22.5 b); otherwise, it shall be set to 0;

if the component guiStateEventSubscribed of the entry has the vaue TRUE, then the
component guiStateEventHandlerAddress of unsubscribeFromGUIEventsCallParams shall be
set to an implementation-defined memory address different from 0, which shall be the same as that
used in 16.22.5 b); otherwise, it shall be set to 0;

if the component guiProgressEventSubscribed of the entry has the value TRUE, then the
component guiProgressEventHandlerAddress of unsubscribeFromGUIEventsCallParams
shall be set to an implementation-defined memory address different from 0, which shall be the same

1l o oot t

7) the components guiSelectEventHandlerContext, guiStateEventHandlerCof]
guiProgressEventHandlerContext shall be set to 0;

text, and

b make an internal BioAPI function call (see  13.10) toy® the | function
BioAPI _UnsubscribeFromGUIEvents (see 16.23), where the parameters’of-the function call shall
be set by converting from unsubscribeFromGUI EventsCall Params as specifiedin 16.23.6;

c) deletetheentry of the GUIEventRemoteSubscriptions table (subclalse 18.11.3 applies).

Uifecycle

An entry can be added to the VisibleBSPRegistrations table:
when aframework receives a cal to the function BioAPI, 1At or BioAPI InitEndpoint frgm the local
application (see 16.1);

b) when aframework receives a call to the function Bi9AP| LinkToEndpoint from the local [application
(see 16.4);

¢) when a framework receives a cal to the function BioAP| RegisterBSP from the local |application
(see 16.59);

d when aframework receives aregisterBSP request BIP message from a master endpoint (s¢e 16.59.2);
and

g when aframework receives a hspRegistrationEvent notification BIP message from a slaye endpoint

f)

0)

(see 16.59.2).

An entry of the VisibleBSPRegistrations table can be deleted:

when a framework «eceives a call to the function BioAPI_RegisterBSP from the local
(see 16.59);

when aframelvark receives aregisterBSP request BIP message from a master endpoint (seg

application

16.59.2);

when a framework receives a bspRegistrationEvent notification BIP message from a slaye endpoint

(see 16:59.2);

whena framework receives a cal to the function BioAP| _UnregisterBSP from the local
(see 16.60);

application

(see 16.60.2);

r endpoint

when a framework receives a bspUnregistrationEvent notification BIP message from a dave

endpoint (see 16.60.2); and
when an entry of the VisibleEndpoints tableis deleted (see 18.2.4.2).

TheVisibleBFPRegistrations conceptual table

This conceptual table shall be present in all BIP endpoints and is defined in ASN.1 asfollows:
VisibleBFPRegistrations ::= SET OF

registration VisibleBFPRegistration

VisibleBFPRegistration ::= BioAPI-BFP-SCHEMA
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18.4.1 Genera

18.4.1.1 An entry of this table represents a BFP as registered in the component registry of a visible endpoint, and thus
available for use by the local application through a registered BSP within the same BIP endpoint.

18.4.1.2 This table has one entry for each BFP registered in the local component registry and one entry for each BFP
registered in the component registry of each slave endpoint of the local endpoint. Each entry contains a copy of a BFP
schema present in the component registry of a (local or slave) BIP endpoint.

18.4.1.3 If a BFP is registered in the component registries of two or more visible endpoints, the table will have a
separate entry for each BFP/endpoint pair, and those entries will differ at least in the value of their component
hostingEndpointIRI.

18.4.2 Components

184.2.1 The component hostngndpomtIRI shaII contam the endp0| nt IRI of the BI P endp0| nt whose component
registry con ; - dpot or a slave
endpoint.

18.4.2.2 Tlhe other components shall contain a copy of the attributes of the BFP schema in the compenent
the BIP endlpoint.

registry of

18.4.2.3 Tlhere shall not be two or more entries with the same values of both components hiostingEndpgintIRI and
bfpProduftUuid.

18.4.3 Hntry deletion

18.4.3.1 Tlhis subclause only applies as explicitly invoked by other clauses-of_this Recommendation | I pternational
Standard when an entry of the VisibleBFPRegistrations tableis deleted.

18.4.3.2 No additional action isrequired.

184.4 Lifecycle

18.4.4.1 Anentry can be added to the VisibleBFPRegistrations table:

a when aframework receives acall to the function BioAPI_Init or BioAPI_InitEndpoint frgm the loca
application (see 16.1);

) when aframework receives acall to thefunction BioAPI_LinkToEndpoint from the local |application
(see 16.4);

c¢) when a framework receives a‘call to the function BioAPI RegisterBFP from the local |application
(see 16.61);

d when aframework receivesaregisterBFP request BIP message from a master endpoint (s¢e 16.61.2);
and

g when aframeworkteceives a bfpRegistrationEvent notification BIP message from a slaye endpoint
(see 16.61.2).

18.4.4.2 Anentry of theVisibleBFPRegistrations table can be deleted:
when(ajframework receives a call to the function BioAPI RegisterBFP from the local |application

(see-16.61);

b) <when aframework receives aregisterBFP request BIP message from a master endpoint (seq16.61.2);

y i i rfrcati e endpoint

(see 16 61 2);

d) when aframework receives a call to the function BioAPI_UnregisterBFP from the local application
(see 16.62);

e) when a framework receives an unregisterBFP request BIP message from a master endpoint
(see 16.62.2);

f)  when a framework receives a bfpUnregistrationEvent notification BIP message from a Save
endpoint (see 16.62.2); and

g) when an entry of the VisibleEndpoints tableis deleted (see 18.2.4.2).
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185 TheRunningBSPLocalReferences conceptual table

This conceptual table shall be present in all BIP endpoints and is defined in ASN.1 asfollows:
RunningBSPLocalReferences ::= SET OF

reference RunningBSPLocalReference

RunningBSPLocalReference ::= SEQUENCE {

hostingEndpointIRI EndpointIRI,
bspProductUuid BioAPI-UUID,
useBSPAccessUuid BOOLEAN,
unitEventHandlerAddress MemoryAddress,
unitEventHandlerContext MemoryAddress

}

185.1 General

18511 A

185.1.2 A
parameters
BioAPI_B

case of multiple matches (multiple identical entries), any one of the matching entries can be deleted.

185.1.3 A
dynamicall
caling Big

185.1.4 N

reference t it, or aslong as a master endpoint holds a running,BSP remote referenceto it.

1852 (
185.21 T

nentry or this table represents a running BSF 1ocal reference, consisting or':

areference (established by acall to BioAPI_BSPLoad) held by the local applicationto.aBSP running
in either the local endpoint or a slave endpoint; and

(optionally) an obligation for the framework to make a callback to a unit event-handler ¢f the local
application on certain incoming unit event notifications (either a unit event notification callback from the
BSP or a unit event notification BIP message related to the BSP).

n incoming cal to BioAPI BSPLoad can create a new running BSR’local reference entry jeven if the
of the call are the same as those of a previous incoming call to BioARNBSPLoad. An incoring call to
SPUnload whose parameters match an existing running BSP local-reference entry can delete that entry. In

running BSP local reference can use either the BSP product*dUID of a BSP, or the BSP agcess UUID
y assigned to the BSP by the framework. The local applicatien can obtain the BSP access UUID ¢f a BSP by
API_EnumBSPs.

ormally, a running BSP is not unloaded as long as.the local application (if any) holds a running BSP local

omponents

he component hostingEndpointIRI_shal contain the endpoint IRI of the BIP endpoint containing the
BSP referenced in the running BSP local reference. The BIP endpoint shall be either the local erdpoint or a

using thi

185.24
local appli

handler usit

int.

he component useBSRAccessUuid shal indicate whether the local application provided the BSP access
er than the BSP product'UUID) to identify the registered BSP in the BioAPI BSPLoad call (sge 16.9) that

A subsequent BioAPI BSPUnload (see 16.10) call has to provide the same UUID (either the BSP accessUUID or the
uct UUID) in.order to match this running BSP local reference. In addition, unit event notification callbadks generated
running BSP:local reference will provide the same UUID as input to the unit event handler of the local appication.

he component unitEventHandlerAddress shall contain the callback address of a unit event hanhdler of the
ation."A vaue different from O signifies an obligation for the framework to make a callback to Tunit event

g that callback address,

18.5.25 The component unitEventHandlerContext shall contain the context address to be passed as input to the
unit event handler of the local application.

18.5.2.6 There may be multiple entries with the same values of one or more (or even al) of their components.

18.5.3 Entry deletion

18.5.3.1 This subclause only applies as explicitly invoked by other clauses of this Recommendation | International
Standard when an entry of the RunningBSPLocalReferences tableis deleted.

18.5.3.2 Let hostingEndpointIRI be the value of the component hostingEndpointIRI and bspProductUuid the value
of the component bspProductUuid of the entry being deleted.
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18.5.3.3 If the entry being deleted is the only entry in the RunningBSPLocalReferences table where the
component hostingEndpointIRI has the value hostingEndpointIRl and the component bspProductUuid has the
value bspProductUuid, then, for each entry of the AttachSessionLocalReferences table (see 18.8) where the
component hostingEndpointIRI has the value hostingEndpointIRl and the component bspProductUuid has the
value bspProductUuid, the framework shall perform the following actions (in order):

a) if hostingEndpointiRl is not the loca endpoint IRI, then delete the entry of the
AttachSessionLocalReferences table (subclause 18.8.3 applies), skipping the remaining actions;

b) create atemporary abstract value (say, bspDetachCallParams) of type BSPDetach-RequestParams
(see 16.14.2) where the component originalBSPHandle shall be set from the component
originalBSPHandle of the entry;

c¢) make an internal BioAPI function call (see 13.10) to the function BioAPI_BSPDetach (see 16.14),
where the parameters of the function call shall be set by converting from bspDetachCallParams as
specified in 16.14.5;

d) deletethe entry of the AttachSessionLocalReferences table (subclause 18.8.3 applies).
1854 Lifecycle
18.5.4.1 Anentry can be added to the RunningBSPLocalReferences table:

when a framework receives a call to the function BioAPI BSPLoad ftom the local |application
(see 16.9).

18.5.4.2 Anentry of the RunningBSPLocalReferences table can be deleted:

a when a framework receives a call to the function BioAPI BSPWrload from the loca |application
(see 16.10); and

) when an entry of the VisibleBSPRegistrations table is deleted (see 18.3.4.2).

186 TheRunningBSPRemoteReferences conceptual table
This conceptual table shall be present in all slave endpoints and.isdefined in ASN.1 asfollows:

HunningBSPRemoteReferences ::= SET OF
reference RunningBSPRemoteReference

HunningBSPRemoteReference ::= SEQUENCE {
referrerEndpointIRI EndpointIRI,
bspProductUuid BioAPI-UUID,
unitEventSubscription BOOLEAN

}
18.6.1 General

18.6.1.1 Anentry of this tablerepresents a running BSP remote reference, consisting of:

a a reference (estéblished by a bspLoad request BIP message) held by a master endpoint to a BSP
running inthe local endpoint; and

(optionally) an obligation for the framework to send aunitEvent notification BIP message tq the master
endpoint on certain incoming unit event notification callbacks from the BSP.

(e

18.6.1.2 An mcommg bspLoad request BIP m&sgage can create anew runnmg BSP remote reference entry even if
the parametel
incoming bspUnIoad requeﬂ BI P m&ssage whose parameter vaJ ue (|n addltlon to the endp0| nt IRI of the sending BIP
endpoint) matches an existing running BSP remote reference entry can delete that entry. In case of multiple matches
(multiple identical entries), any one of the matching entries can be deleted.

18.6.1.3 Normally, a running BSP is not unloaded as long as the local application (if any) holds a running BSP local
referenceto it, or aslong as a master endpoint holds a running BSP remote reference to it.

18.6.2 Components

18.6.2.1 The component referrerEndpointIRI shall contain the endpoint IRI of the master endpoint that holds the
running BSP remote reference. This shall not be the local endpoint.

18.6.2.2 The component bspProductUuid shall contain the BSP product UUID of the registered BSP.

18.6.2.3 The component unitEventSubscription shall indicate whether there is an obligation for the framework to
send unitEvent notification BIP messages to the master endpoint.
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18.6.2.4 There may be multiple entries with the same values of one or more (or even al) of their components.

18.6.3 Entry deletion

18.6.3.1 This subclause only applies as explicitly invoked by other clauses of this Recommendation | International
Standard when an entry of the RunningBSPRemoteReferences table is deleted.

18.6.3.2 Let referrerEndpointlRI be the value of the component referrerEndpointIRI and let bspProductUuid be the
value of the component bspProductUuid of the entry being deleted.

18.6.3.3 If the entry being deleted is the only entry in the RunningBSPRemoteReferences table where the
component referrerEndpointIRI has the value referrerEndpointlRl and the component bspProductUuid has the
value bspProductUuid, then, for each entry of the AttachSessionRemoteReferences table (see 18.9) where the
component referrerEndpointIRI has the value referrerEndpointlRl and the component bspProductUuid has the
value bspProductUuid, the framework shall perform the following actions (in order):

create atemporary abstract value (Q::y’ hq"_\nntnr‘h(‘nllpqrnm) of type BSPDetach-ReguestParams
(see 16.14.2) where the component originalBSPHandle shall be set from the-|component
originalBSPHandle of the entry;

b) make an internal BioAPI function call (see 13.10) to the function BioAPI_BSRDetach (see 16.14),
where the parameters of the function call shall be set by converting from bspDetachCal|Params as
specified in 16.14.5;

c) deletetheentry of the AttachSessionRemoteReferences table (subclause 18.9.3 applies).

18.6.4 Lifecycle

18.6.4.1 Anentry can be added to the RunningBSPRemoteReferences table:
when aframework receives abspLoad request BIP messagefrom a master endpoint (see 16.9.2).

18.6.4.2 Anentry of the RunningBSPRemoteReferences table canbe deleted:
when aframework receivesabspUnload request Bl message from amaster endpoint (see 16.10.2);
when an entry of the MasterEndpoints table isdeleted (see 18.1.4.2); and

when an entry of the VisibleBSPRegistrations tableis deleted (see 18.3.4.2).

O O 9 >

18.7  Tlhe UnitEventNotificationDisablers_conceptual table
This conceptual table shall be present in all endpeints and is defined in ASN.1 asfollows:

UnitEventNotificationDisablers »=-SET OF
disabler UnitEventNotificationDisabler

UnitEventNotificationDisabler ::= SEQUENCE {

referrerEndpointiRlI EndpointIRI,
bspPrioductUuid BioAPI-UUID,
unitEventTypes BioAPI-UNIT-EVENT-TYPE-MASK

}
18.7.1 Genera

18.7.1.1 Anentry, of thistable represents an event natification disabler, consisting in a prohibition for the frg
either send call any unit event ha
local applica e P-ane-fer-eertai-types of events.

18.7.1.2 Entries are added to this table as aresult of an incoming call to BioAP|_EnableEventNotifications or an
incoming enableEventNotifications request BIP message. However, the same incoming call or request BIP message
may also cause an entry of the table to be updated or deleted.

18.7.1.3 Although each entry of this table contains the product UUID of a BSP, the addition, updating, and deletion of
the entries of this table are completely independent of BSPs being loaded and unl oaded.

18.7.2 Components

18.7.2.1 The component referrerEndpointIRI shall contain either the endpoint IRI of the local endpoint or the
endpoint IRI of amaster endpoint.

18.7.2.2 The component bspProductUuid shall contain the BSP product UUID of aregistered BSP for which one or
more types of unit event notifications are disabled.

I TU-T Rec. X.1083 (11/2007) 165


https://iecnorm.com/api/?name=c1dd7432e93d496363ef3a291cb4af51

| SO/IEC 24708:2008 (E)

18.7.2.3 The component unitEventTypes shall designate one or more types of unit event notifications which are
disabled. This component shall never have avalue indicating that all unit event notifications are enabled.

18.7.2.4 There shall not be two or more entries with the same values of the components referrerEndpointIRI and
bspProductUuid.

18.7.3 Entry deletion

18.7.3.1 This subclause only applies as explicitly invoked by other clauses of this Recommendation | International
Standard when an entry of the UnitEventNotificationDisablers tableis deleted.

18.7.3.2 No additional action isrequired.

18.74 Lifecycle

18.7.4.1 Anentry can be added to the UnitEventNotificationDisablers table:
' rficat a master

endpoint (%e 16.16. 5) and

b) when the framework receives a cal to the function BioAPI EnableEventNotifitationf from the
local application (see 16.16.4).

18.7.4.2 Anentry of the UnitEventNotificationDisablers table can be deleted:

a when the framework receives an enableEventNotifications request BWP message from a master
endpoint (see 16.16.5);

b when the framework receives a call to the function BioAPI EaabteEventNotificationp from the
local application (see 16.16.4); and

when an ertry of the MasterEndpoints tableis deleted (see 18.1.3).

18.8 TheAttachSessionLocalReferences conceptual table
This conceptual table shall be present in all BIP endpoints andis'defined in ASN.1 asfollows:

AttachSessionLocalReferences ::= SET OF
reference AttachSessionLocalReference

AttachSessionLocalReference ::= SEQUENCE {

hostingEndpointIRI EndpointIRI,
bspProductUuid BioAPI-UUID,
useBSPAccessUuid BOOLEAN,
originalBSPHandle BioAPI-HANDLE,
localBSPHandle BioAPI-HANDLE

}
18.8.1 General

18.8.1.1 An entry of thistaltle represents an attach session local reference, that is a reference (established py a call to
BioAPI_BISPAttach)held by the local application to an attach session of a BSP running in either the local endpoint or
adlave endpoint.

18.8.1.2 Hor aBSP running in the local endpoint, an original BSP handle and a local BSP handle are geneffated by the
framework| (see 16 13). For a BSP running in a slave endpoint, an original BSP handle is generated within the dave
endpoint o » » ; ! -BSP handleis
generated by the framework after recewmg the correspondmg bspAttach reﬁponse BIP message containing the
original BSP handle (see 16.13).

18.8.1.3 Thistable also supports trandlation between local BSP handles and origina BSP handles.

NOTE — This mechanism has been introduced because a BSP handle can only be guaranteed to be unique within the framework
that generates it. If the original BSP handles generated by a slave framework were returned to the local application, collisions
might occur with other original BSP handles generated by other slave frameworks or by the local framework. For a BSP running
in the local endpoint, the framework first generates an original BSP handle without regard of the existing local BSP handles, and
then assigns alocal BSP handle that may be different from the original BSP handle.

18.8.2 Components

18.8.2.1 The component hostingEndpointIRI shall contain the endpoint IRI of the BIP endpoint containing the
registered BSP referenced in the attach session local reference. The BIP endpoint shall be either the local endpoint or a
slave endpoint.

166 ITU-T Rec. X.1083 (11/2007)


https://iecnorm.com/api/?name=c1dd7432e93d496363ef3a291cb4af51

| SO/I EC 24708:2008 (E)

18.8.2.2 The component bspProductUuid contains the BSP product UUID of the registered BSP.

18.8.2.3 The component useBSPAccessUuid shall indicate whether the local application provided the BSP access
UUID (rather than the BSP product UUID) to identify the registered BSP in the BioAPI BSPAttach call (see 16.13)
that caused the addition of the entry.

18.8.2.4 The component originalBSPHandle shall contain the original BSP handle.
18.8.2.5 The component localBSPHandle shall contain the local BSP handle.

18.8.2.6 There shall not be two entries with the same value of the component localBSPHandle. There shall not be
two entries with the same values of the components hostingEndpointIRI and originalBSPHandle.

18.8.3 Entry deletion

18.8.3.1 This subclause only applies as explicitly invoked by other clauses of this Recommendation | International
Standard when an entry of the AttachSessionlLocalReferences tableis deleted.

18.8.3.2 Let hostingEndpointIRI be the value of the component hostingEndpointIRI and originalBSPHandle the
value of th¢ component originalBSPHandle of the entry being deleted.

18.8.3.3 Hor each entry of the GUIEventLocalSubscriptions table (see 18.10) where the |component
hostingEndpointIRI has the value hostingEndpointIRI and the component originalBSPHandle is present and has
the value ofiginalBSPHandl e, the framework shall perform the following actions (in order):

a8 if hostingEndpointiRl is not the loca endpoint IRI, then( delete the entry of the
GUIEventLocalSubscriptions table (subclause 18.10.3 applies), skipping the remaining aftions;

) create a temporary abstract value (say, unsubscribeFremGUIEventsCallParams)| of type
UnsubscribeFromGUIEventsCallParams (see 16.23.3), where:

1) the optional component guiEventSubscriptionUuitshall be set from the optional [component
guiEventSubscriptionUuid of the entry (presence and value);

2) if the optional component originalBSPHandle/of the entry is absent, then the optional [component
bspUuid of unsubscribeFromGUIEvents€allParams shall be set from the [component
bspProductUuid of the entry; otherwise, it’'shall be absent;

3) the optiona component bspHandle shal be set from the optiona |component
originalBSPHandle of the entry (presence and value);

4) if the component guiSelectEventHandlerAddress of the entry has a value differgnt from 0,
then the component guiSelectEventHandlerAddress of
unsubscribeFromGUI EventsCallParams shall be set to an implementation-defined mempry address
different from 0, which(shall be the same as that used in 16.22.5 b); otherwise, it shall belset to 0;

5) if the component guiStateEventHandlerAddress of the entry has a value different from 0, then
the component, guiStateEventHandlerAddress of unsubscribeFromGUIEventsCallParams
shall be sette an implementation-defined memory address different from 0, which shall be the same
asthat usedin 16.22.5 b); otherwise, it shall be set to 0;

6) if the.component guiProgressEventHandlerAddress of the entry has a value diffefent from O,
then the component guiProgressEventHandlerAddress of
unsubscribeFromGUI EventsCallParams shall be set to an implementation-defined mempry address
different from 0, which shall be the same as that used in 16.22.5 b); otherwise, it shall jpe set to 0;
and

7] We Ccomponems  guiSefectEVentHandierContext, guiStateEventHandfercontext, and
guiProgressEventHandlerContext shal be set to 0;

c) make an internal BioAPI function call (see  13.10) to the function
BioAPI UnsubscribeFromGUIEvents (see 16.23), where the parameters of the function call shall
be set by converting from unsubscribeFromGUI EventsCallParams as specified in 16.23.6;

d) deletethe entry of the GUIEventLocalSubscriptions table (subclause 18.10.3 applies).

18.8.3.4 If hostingEndpointIRI is the local endpoint IRI, then, for each entry of the GUIEventRedirectors table
(see 18.12) where the component originalBSPHandle has the value originalBSPHandl e, the framework shall perform
the following actions (in order):

a) create a temporary abstract value (say, unredirectCallParams) of type UnredirectGUIEvents-
RequestParams (see 16.29.2), where al the components shall be set from the components of the entry
with the same names;
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b) make an internal BioAPI function call (see 13.10) to the function BioAPI _UnredirectGUIEvents

(see 16.29), where the parameters of the function cal shall be set by converting from
unredirectCallParams as specified in 16.29.5;

c) deletethe entry of the GUIEventRedirectors table (subclause 18.12.3 applies).

1884 Lifecycle
18.8.4.1 Anentry can be added to the AttachSessionLocalReferences table:

when a framework receives a call to the function BioAPI BSPAttach from the loca application
(see 16.13).

18.8.4.2 Anentry of the AttachSessionLocalReferences table can be deleted:
a) when a framework receives a call to the function BioAP|I BSPDetach from the local application

(see 16.14); and

189 T

This concq

1891 G

An entry d
reguest BIF

189.2
18.9.21 T

AttachSessionRemoteReferences ::= SET OF

AttachSessionRemoteReference ::= SEQUENCE {

when an entry of the RunningBSPLocalReferences table isdeleted (see 18.5.4.2).

he AttachSessionRemoteReferences conceptual table
btual table shall be present in all dave endpoints and is defined in ASN.1 asfollows:

reference AttachSessionRemoteReference

referrerEndpointIRlI EndpointIRI,
bspProductUuid BioAPI-UUID,
originalBSPHandle BioAPI-HANDLE
}
eneral

f this table represents an attach session remote refetence, that is a reference (established by g bspLoad
P message) held by a master endpoint to an attach session of a BSP running in the local endpoint.

omponents

he component referrerEndpointIRI shall contain the endpoint IRI of the master endpoint that holds the

attach sessi
18.9.2.2
18.9.2.3
189.24

18.9.3

18.9.3.1
Standard

18.9.3.2

18.9.3.3
originalB

on remote reference. This shall not be the local endpoaint.
he component bspProductUuid shall contain the BSP product UUID of the registered BSP.
he component originalBSPHandle shall contain the attach session handle.

here shall not be two entries with the same value of the component originalBSPHandle.

ntry deletion

his subclause:only applies as explicitly invoked by other clauses of this Recommendation | Iiternational
hen an entrixof the AttachSessionRemoteReferences tableis deleted.

et original BSPHandle be the value of the component originalBSPHandle of the entry being de|eted.

ot’ach entry of the GUIEventRemoteSubscriptions table (see 18.11) where the

cll AW, @ | T U

component
> following

actions (in order):

a) create a temporary abstract value (say, unsubscribeFromGUIEventsCallParams) of type

168

UnsubscribeFromGUIEventsCallParams (see 16.23.3) where:

1) the optional component guiEventSubscriptionUuid shall be set from the optional component
guiEventSubscriptionUuid of the entry (presence and value);

2) if the optional component originalBSPHandle of the entry is absent, then the optional component
bspUuid of unsubscribeFromGUIEventsCallParams shall be set from the component
bspProductUuid of the entry; otherwise, it shall be absent;

3) the optiona component bspHandle shal be set from the optiona component
originalBSPHandle of the entry (presence and value);
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if the component guiSelectEventSubscribed of the entry has the value TRUE, then the
component guiSelectEventHandlerAddress of unsubscribeFromGUIEventsCallParams shall
be set to an implementation-defined memory address different from 0, which shall be the same as
that used in 16.22.5 b); otherwise, it shall be set to 0;

if the component guiStateEventSubscribed of the entry has the vaue TRUE, then the
component guiStateEventHandlerAddress of unsubscribeFromGUIEventsCallParams shall be
set to an implementation-defined memory address different from O, which shall be the same as that
used in 16.22.5 b); otherwise, it shall be set to 0;

if the component guiProgressEventSubscribed of the entry has the value TRUE, then the
component guiProgressEventHandlerAddress of unsubscribeFromGUIEventsCallParams
shall be set to an implementation-defined memory address different from 0, which shall be the same

asthat used in 16.22.5 b); otherwise, it shall be set to 0; and

7) the components guiSelectEventHandlerContext, guiStateEventHandlerContext, and

Him) | +1.1 Ll o + + chall bao ook + D
YUl TUYTTCOOL VTN TATTUTTT OUTIITALT o'1dT VT oG tU U,

b make an internal BioAPI function call (see  13.10) to _the’/| function
BioAPI UnsubscribeFromGUIEvents (see 16.23), where the parameters of the-functign call shall
be set by converting from unsubscribeFromGUI EventsCallParams as specified in 16,23.6;

c¢) deletethe entry of the GUIEventRemoteSubscriptions table (subclause 1871.1:3 applies);

18.9.3.4 Hor each entry of the GUIEventRedirectors table (see 18.12) where the camponent originalBEPHandle
has the vallie original BSPHandl e, the framework shall perform the following actions (in-erder):

d create a temporary abstract value (say, unredirectCallParamsy'of type UnredirectGUIEvents-
RequestParams (see 16.29.2), where all the components shall’be-set from the components pf the entry
with the same names;

) make an internal BioAPI function call (see 13.10) to the*function BioAP|_UnredirectGUIEvents
(see16.29), where the parameters of the function® call shall be set by convefting from
unredirectCallParams as specified in 16.29.5;

c) deletetheentry of the GUIEventRedirectorscahle (subclause 18.12.3 applies).

18.94 Lifecycle
18.9.4.1 Anentry can be added to the AttachSessioiiRemoteReferences table:

- when aframework receivesabspAttach request BIP message from a master endpoint (see 16.13.2).

18.9.4.2 Anentry of the AttachSessionRemoteReferences table can be deleted:

a when aframework receives-a bspDetach request BIP message from a master endpoint (s¢e 16.14.2);
and

b) when an entry of theRunningBSPRemoteReferences tableis deleted (see 18.6.4.2).

18.10 The GUIEventl-ocalSubscriptions conceptual table
This conceptual table-shall be present in all BIP endpoints and is defined in ASN.1 asfollows:

g

UlEventiocalSubscriptions ::= SET OF
subscription GUIEventLocalSubscription

LEVventl nr\alQuhQr‘rir\finn i QFQI IFI\IPF{

guiEventSubscriptionUuid BioAPI-UUID OPTIONAL,
hostingEndpointIRI EndpointIRI,
bspProductUuid BioAPI-UUID,
useBSPAccessUuid BOOLEAN,
originalBSPHandle BioAPI-HANDLE OPTIONAL,
guiSelectEventHandlerAddress MemoryAddress,
guiSelectEventHandlerContext MemoryAddress,
guiStateEventHandlerAddress MemoryAddress,
guiStateEventHandlerContext MemoryAddress,
guiProgressEventHandlerAddress MemoryAddress,
guiProgressEventHandlerContext MemoryAddress
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18.10.1 General

18.10.1.1 An entry of this table represents a GUI event local subscription, that is an obligation for the framework to
make GUI event notification callbacks to the local application on certain incoming GUI event notifications (either a
GUI event natification callback from a BSP or a GUI event notification BIP message from a slave endpoint) and
incoming requests (either a GUI event notification request call from the local application or a GUI event notification
request BIP message from a master endpoint).

18.10.1.2 An incoming call to BioAPI_SubscribeToGUIEvents can create a new GUI event local subscription
entry even if the parameters of the cal are the same as those of a previous incoming cal to
BioAPI_SubscribeToGUIEvents. An incoming cal to BioAPl UnsubscribeFromGUIEvents whose
parameters match an existing GUI event local subscription entry can delete that entry. In case of multiple matches, any
one of the matching entries can be deleted.

18.10.2 Components

18.10.2.1 [The optional component guiEventSubscriptionUuid, if present, shall contain the GUI event subscription
UUID. The absence of this component signifies a primary GUI event subscription.

18.10.2.2 [The component hostingEndpointIRI shall contain the endpoint IRI of a BIP endpoint (eithgr the local
endpoint o] a slave endpoint), and indicates that the subscription is limited to GUI events related t0-BSPs running in that
BIP endpoint.

18.10.2.3 [The component bspProductUuid shall contain a BSP product UUID, and jndicates that the subscription is
limited to GUI events related to the BSP with that BSP product UUID.

18.10.2.4 [The component useBSPAccessUuid shall indicate whether the local application provided the BSP access
UUID (rather than the BSP product UUID) to identify the BSP in the B+oAPI SubscribeToGUIEyents call
(see 16.22)[that caused the addition of the entry.
NOTE A subsequent BioAPI_UnsubscribeFromGUIEvents cal (seed6.23) has to provide the same UUID (either the BSP
access JUID or the BSP product UUID) in order to match this GUI eventtgea subscription. In addition, GUI event notification
callbackp generated using this GUI event local subscription will passthe same UUID as input to the GUI event hahdlers of the
local apyplication.

18.10.2.5 [The optional component originalBSPHandle,, if present, shall contain an origina BSP handle, and
indicates that the subscription is limited to GUI event notifications carrying that BSP handle. The absgnce of this
component]indicates that the subscription is not limited.to one particular attach session.

18.10.2.6 [The component guiSelectEventHandlerAddress shall contain the callback address of a|GUI select
event handler of the local application. The value O indicates that GUI select events are not to be notified to the
subscriber.

18.10.2.7 [The component guiSelectEventHandlerContext shall contain the context address to be pasged as input
to the GUI select event handler.

18.10.2.8 [The component guiStateEventHandlerAddress shall contain the callback address of a GUI|state event
handler of the local applicatien,Fhe value O indicates that GUI state events are not to be notified to the subsgriber.

18.10.2.9 [The component:guiStateEventHandlerContext shall contain the context address to be passeq as input to
the GUI state event handler.

18.10.2.10( The-¢component guiProgressEventHandlerAddress shall contain the callback addres$ of a GUI
progress eyent handler of the local application. The value 0 indicates that GUI progress events are not to be notified to
the sulyscriber. At least one of the components guiSelectEventHandlefAddress,
guiStateEventHandlerAddress, and guiProgressEventHandlerAddress shall have avalue different from O.

18.10.2.11  The component guiProgressEventHandlerContext shall contain the context address to be passed as
input to the GUI progress event handler.

18.10.2.12  There may be multiple entries with the same values of one or more (or even al) of their components.
18.10.3 Entry deletion

18.10.3.1 This subclause only applies as explicitly invoked by other clauses of this Recommendation | | nternational
Standard when an entry of the GUIEventLocalSubscriptions tableis deleted.

18.10.3.2 No additional action isrequired.
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18.104 Lifecycle

18.10.4.1 An entry can be added to the GUIEventLocalSubscriptions table:

— when a framework receives a call to the function BioAPI SubscribeToGUIEvents from the loca
application (see 16.22).

18.10.4.2 Anentry of the GUIEventLocalSubscriptions table can be deleted:

a) when aframework receives a call to the function BioAPI UnsubscribeFromGUIEvents from the
local application (see 16.23);

b) when an entry of the VisibleBSPRegistrations tableis deleted (see 18.3.4.2); and
¢) when an entry of the AttachSessionLocalReferences tableis deleted (see 18.8.4.2).

1811 TheGUIEventRemoteSubscriptions conceptual table

This conceptual table shall be present in al slave endpoints and is defined in ASN.1 asfollows:

GUIEventRemoteSubscriptions ::= SET OF
subscription GUIEventRemoteSubscription

JUIEventRemoteSubscription ::= SEQUENCE {

subscriberEndpointIRI EndpointIRI,
guiEventSubscriptionUuid BioAPI-UUID OPTIONAL,
bspProductUuid BioAPI-UUID,
originalBSPHandle BioAPI-HANDLE OPFHG@NAL,
guiSelectEventSubscribed BOOLEAN,
guiStateEventSubscribed BOOLEAN,
guiProgressEventSubscribed BOOLEAN

}
18.11.1 QGeneral

18.11.1.1 An entry of this table represents a GUI event remote stbscription, that is an obligation for the framework to
send GUI event notification BIP messages to a master endpoint on certain incoming GUI event notificatipns (a GUI
event notif|cation callback from a BSP) and incoming requests (either a GUI event notification request cgll from the
local appligation or a GUI event notification request BIP message from a master endpoint).

18.11.1.2 An incoming subscribeToGUIEventS) request BIP message can create a new GUI event remote
subscription entry even if the parameter value of the BIP message is the same as that of a previous incoming
subscribgToGUIEvents request BIP message: An incoming unsubscribeFromGUIEvents request Bj P message
whose conponents match an existing GUJ-event remote subscription entry can delete that entry. In case jof multiple
matches, afy one of the matching entries'can be deleted.

18.11.2 {omponents

18.11.2.1 [The component subscriberEndpointIRI shall contain the endpoint IRI of the master endpo|nt that has
subscribed fo GUI events.

18.11.2.2 [The optional/.ecomponent guiEventSubscriptionUuid, if present, shall contain the GUI event gubscription
UUID. The absence of this component signifies a primary GUI event subscription.

18.11.2.3 [The component bspProductUuid shall contain a BSP product UUID, and indicates that the sukjscription is
limited to GUKevents related to the BSP with that BSP product UUID.

18.11.2.4 The optional component originalBSPHandle, if present, shall contain an origina BSP handle, and
indicates that the subscription is limited to GUI events related to the attach session identified by that BSP handle. The
absence of this component indicates that the subscription is not limited to a particular attach session. This component
shall only be present if the optional component guiEventSubscriptionUuid is absent.

18.11.2.5 The component guiSelectEventSubscribed indicates whether GUI select events are to be notified to the
subscriber.

18.11.2.6 The component guiStateEventSubscribed indicates whether GUI state events are to be notified to the
subscriber.

18.11.2.7 The component guiProgressEventSubscribed shal indicate whether GUI progress events are to be
notified to the subscriber. At least one of the components guiSelectEventSubscribed,
guiStateEventSubscribed, and guiProgressEventSubscribed shall have the value TRUE.
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18.11.2.8 There may be multiple entries with the same values of one or more (or even all) of their components.

18.11.3 Entry deletion

18.11.3.1 This subclause only applies as explicitly invoked by other clauses of this Recommendation | International
Standard when an entry of the GUIEventRemoteSubscriptions tableis deleted.

18.11.3.2 No additional action is required.

18.11.4 Lifecycle

16.11.4.1 An entry can be added to the GUIEventRemoteSubscriptions table:

— when a framework receives a subscribeToGUIEvents request BIP message from a master endpoint
(see 16.22.2).

18.11.4.2 An entry of the GUIEventRemoteSubscriptions table can be deleted:

d when a framework receives an unsubscribeFromGUIEvents request BIP message from a master
endpoint (see 16.23.2);

) when an entry of the MasterEndpoints tableis deleted (see 18.1.4.2);
c¢) whenan entry of the VisibleBSPRegistrations tableis deleted (see 18.3.4.2); @nd
when an entry of the AttachSessionRemoteReferences tableis deleted(see 18.9.4.2).

18.12 The GUIEventRedirectors conceptual table
This conceptual table shall be present in all BIP endpoints and is defined in ASN.t-as follows:

QUIEventRedirectors ::= SET OF
redirector GUIEventRedirector

GUIEventRedirector ::= SEQUENCE {

referrerEndpointIRI EndpointIRI,
bspProductUuid BigAPI-UUID,
originalBSPHandle BIoAPI-HANDLE,
subscriberEndpointIRI EndpointIRI,
guiEventSubscriptionUuid BioAPI-UUID,
guiSelectEventRedirected BOOLEAN,
guiStateEventRedirected BOOLEAN,
guiProgressEventRedjrected BOOLEAN

}
18.12.1 QGeneral

18.12.1.1 An entry of this table represents a GUI event redirector, that is an obligation for the frameworld to process
GUI event|notification callbacks:received from a BSP running in the local endpoint (for a given attach [session) as
though they were incoming GUI_event notification requests with certain parameters.

18.12.1.2 Anincoming¢ahto BioAP| RedirectGUIEvents can create a new GUI event redirector entry even if the
parameters|of the call @re-the same as those of a previous cal to BioAP| RedirectGUIEvents. Anincorping cal to
BioAPI _Unredirect@UIEvents whose components match an existing GUI event redirector entry can|delete that
entry. In cgse of mulltiple matches, any one of the matching entries can be del eted.

18.12.1.3 An‘incoming redirectGUIEvents request BIP message can create a new GUI event redirector entry even if
the parameter value of the BIP message Is the same as that of a previous incoming redirectGUIEvents request BIP
message. An incoming unredirectGUIEvents request BIP message whose components match an existing GUI event
redirector entry can delete that entry. In case of multiple matches, any one of the matching entries can be del eted.

18.12.2 Components

18.12.2.1 The component referrerEndpointIRI shall contain the endpoint IRI of the BIP endpoint that holds a
reference (either an attach session local reference or an attach session remote reference) to the attach session in the GUI
event redirector. This shall be either amaster endpoint or the local endpoint.

18.12.2.2 The component bspProductUuid shall contain the BSP product UUID of the BSP in the GUI event
redirector.

18.12.2.3 The component originalBSPHandle shall contain an origina BSP handle, and indicates that the GUI
event redirector islimited to GUI events related to the attach session identified by that BSP handle.
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18.12.2.4 The component subscriberEndpointIRI shall contain the endpoint IRl of the BIP endpoint that is to
receive the redirected GUI event notifications. This shall be either a master endpoint or the local endpoint.

18.12.2.5 The component guiEventSubscriptionUuid shall contain the GUI event subscription UUID to be
assigned to the component guiEventSubscriptionUuid of the redirected GUI event notifications.

18.12.2.6 The component guiSelectEventRedirected shall indicate whether GUI select events are to be redirected
to the subscriber.

18.12.2.7 The component guiStateEventRedirected shall indicate whether GUI state events are to be redirected to
the subscriber.

18.12.2.8 The component guiProgressEventRedirected shall indicate whether GUI progress events are to be
redirected to the subscriber. At least one of the components guiSelectEventRedirected,
guiStateEventRedirected, and guiProgressEventRedirected shall have the value TRUE.

18.12.29 There may. be multi pln entries\with the same vvalues of one or more (nr avenal I) of their compon Nts.

18.12.3 Hntry deletion

18.12.3.1 [This subclause only applies as explicitly invoked by other clauses of this Recommendation | | pternational
Standard when an entry of the GUIEventRedirectors tableis deleted.

18.12.3.2 No additional action is required.

18.12.4 Llifecycle

18.12.4.1 An entry can be added to the GUIEventRedirectors table:

a when a framework receives a call to the function BioAPI{ -RedirectGUIEvents from the local
application (see 16.28); and

b) when a framework receives a redirectGUIEvents~teguest BIP message from a mastg¢r endpoint
(see 16.28.2).

18.12.4.2 An entry of the GUIEventRedirectors table can be déeleted:

a when a framework receives a call to the fonction BioAPI UnredirectGUIEvents from the local
application (see 16.29);

b when a framework receives an unreditectGUIEvents request BIP message from a master endpoint
(see 16.29.2);

c¢) when an entry of the MasterEndpoints tableisdeleted (see 18.1.4.2);
when an entry of the AttachiSessionLocalReferences tableis deleted (see 18.8.4.2); and
when an entry of the AttachSessionRemoteReferences tableis deleted (see 18.9.4.2).

QD

18.13 TheApplicationOwnedMemoryBlocks conceptual table
This conceptual table shallbe present in all BIP endpoints and is defined in ASN.1 asfollows:

Applicatiop@WwnedMemoryBlocks ::= SET OF
memoryBlock ApplicationOwnedMemoryBlock

pplicationOwnedMemoryBlock ::= SEQUENCE {
address MemoryAddress

>

i
18.13.1 General

18.13.1.1 An entry of this table represents a memory block allocated by the framework but owned by the local
application.

18.13.1.2 Thistable keeps track of memory allocations done by the framework so that the memory blocks can be freed
on either an incoming call to BioAP| Free (see 16.58) or an incoming call to BioAP|_Terminate (see 16.3) from the
local application.

18.13.2 Components
18.13.2.1 The component address shall contain the address of the memory block represented by the entry.

18.13.2.2 There shall not be two or more entries with the same value of the component address.
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Lifecycle

An entry can be added to the ApplicationOwnedMemoryBlocks table:

a) when an alocated variable or array is created while processing an incoming BioAPI function call from
the local application (see 13.13).

An entry of the ApplicationOwnedMemoryBlocks table can be deleted:

a) when a framework receives a call to the function BioAPI_Terminate from the local application
(see 16.3); and

b) when aframework receives a cal to the function BioAPI_Free from the local application (see 16.58).

Converting between a C pointer variable and a corresponding ASN.1 component (1)

I1 specifies conversion either:

a between a C pointer variable that is a member of alarger structure and a component-of_the ASN.1 type
corresponding to the C type of that structure; or

between a C pointer variable that is an input parameter of afunction and a component of an ABN.1 type.

onversion from the C pointer variable to the ASN.1 component shall be déne as follows:

if the C pointer variable has the value NUL L and the ASN.1 component is OPTIONAL, therj the ASN.1
component shall be absent;

b) if the C pointer variable has the value NULL and the ASN.&y¢component is not OPTIONAL | then the C
value is unconvertible and clause 33 applies;

c) if the C pointer variable has a value different from{U¥ L, then the variable of type Type painted to by
the C pointer variable shall be converted to the ASN.1 component as specified in the subclpuse that is
referenced in the invocation of this clause.

b
(all Type the type of the pointed-to variable as specified in the definition of the C pointer variable.
d
a

Q

onversion from the ASN.1 component to the C{ointer variable shall be done as follows:
if the ASN.1 component is OPTIONAL-"and absent, then the C pointer variable shall be set to|NULL;

b) if the ASN.1 component is present,\then the C pointer variable shall be set to the address|of a newly
alocated variable of type Type,and the ASN.1 component shall be converted to that variable fs specified
in the subclause that is referenced in the invocation of this clause.

Q

Converting between:a C pointer variable and a corresponding ASN.1 comporrnt 2
|

Tlhis clause only @applies as explicitly invoked by other clauses of this Recommendation | Imternational
IT specifies conversion between a C pointer variable that is an output parameter of afunction and ajcomponent

dall Typethetype of the pointed-to variable as specified in the definition of the C pointer variable.

Gonversion from the C pointer variable to the ASN.1 component shall be done as follows:

fthe C pni nter variahle hasthe value NI | . thenthe A SN 1 r\nmpr\nmf shall he. aheonf;
NOTE - This case can only occur when the ASN.1 component is OPTIONAL.

b) if the C pointer variable has a value different from NULL, then the ASN.1 component shall be present
and the variable of type Type pointed to by the C pointer variable shall be converted to that component as
specified in the subclause that is referenced in the invocation of this clause.

Conversion from the ASN.1 component to the C pointer variable shall be done as follows:

a) if the C pointer variable has the value NUL L, then no action shall be performed,;

NOTE 1 —If the ASN.1 component is present, then it will be ignored (this situation never arises with a response
or acknowledgement BIP message received from a conforming BIP endpoint).

b) if the ASN.1 component is OPTIONAL and absent, then no action shall be performed;

NOTE 2 —If the C pointer variable has a value different from NULL, then the variable of type Type pointed to
by the C pointer variable will retain its current value (this situation never arises with a response or
acknowledgement BIP message received from a conforming BIP endpoint).
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¢) if the C pointer variable has a value different from NULL and the ASN.1 component is present, then the
ASN.1 component shall be converted to the variable of type Type pointed to by the C pointer variable as
specified in the subclause that is referenced in the invocation of this clause.

21 Converting between a C pointer variable and a corresponding ASN.1 component (3)

211 This clause only applies as explicitly invoked by other clauses of this Recommendation | International
Standard. It specifies conversion between a C pointer variable that is an output parameter of afunction and a component
of an ASN.1 type.

NOTE — The corresponding ASN.1 component is always of type BOOLEAN and indicates whether the C pointer variable has

the value NULL. All such boolean ASN.1 components have a name beginning with "no-", to convey the idea that the
corresponding output parameter is not being requested.

21.2 Call Type the type of the pointed-to variable as specified in the definition of the C pointer variable.

21.3 onversion from the C pointer variable to the ASN.1 component shall be done as follows:. Ifcthe C pointer
variable has the value NUL L, then the ASN.1 component shall be set to TRUE. Otherwise, the ASN.1-comgonent shall
be set to FALSE.

If the C pointer variable has a value different from NULL, then the value of the variable of type Type pointed to by the
variable will beignored.

onversion from the ASN.1 component to the C pointer variable shall be done as follows: If |the ASN.1
component] has the value TRUE, then the C pointer variable shall be set to NUL L. Othérwise, the C pointer variable
to the address of a newly allocated variable of type Type, and the underlying memory block (as any bytes

22 itializing and checking a C pointer variable having no corresponding ASN.1
mponent
221 his clause only applies as explicitly invoked by _other clauses of this Recommendation | lipternational

nding component in agiven ASN.1 type.

22.2 When converting from the parameters of a-BioAPI function to an ASN.1 type, the following chegck shall be
performed:|If the C pointer variable has the value Nt L, then the C value is unconvertible and clause 33 applies.

22.3 When converting from an ASN.1 typé-to the parameters of a BioAPI function, the C pointer variaple shall be
set to the gddress of a newly allocated variable of type Type, and the underlying memory block (as many bytes as the
size of the yariable) shall be filled with.zeros.

NOTE - In some cases, the allocated variable is a pointer. In those cases, the underlying memory block will havelthe size of a
pointer, pnd the pointer will be initialized to NULL.

23 Deter mining-a-hosting endpoint and a BSP product UUID from a BSP UUID

231 Tlhis clause only applies as explicitly invoked by other clauses of this Recommendation | International
Standard in orderstedetermine the hosting endpoint of the BSP for an incoming call to a BioAPI functiop that has a
parameter B SPMuUid of typeconst BioAPI_UUID*, aswell asthe BSP product UUID.

232 TthIOIIICVVUI :’\ dl‘lcl.“ |JC|fUIIII t: ICfU::UVV;I IU a.,tiw [1s) (II Ul dcl)
a) convert the parameter BSPUuid to a newly created temporary abstract value (say, bspUuid) of type
BioAPI-UUID as specified in clause 19 in conjunction with 15.58;

b) search the VisibleBSPRegistrations table (see 18.3) for up to two entries where either the component
bspAccessUuid or the component bspProductUuid of the entry has the value bspUuid,;
c) if thereisno matching entry, then conclude that the hosting endpoint cannot be determined;
NOTE 1 - The UUID provided by the local application is unknown, as it is neither a BSP product UUID nor a
BSP access UUID.

d) if there is exactly one matching entry, then conclude that the hosting endpoint is the BIP endpoint
identified by the component hostingEndpointIRI of that entry, and the BSP product UUID is the value
of the component bspProductUuid of that entry;
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e) if therearetwo or more matching entries, then conclude that the hosting endpoint cannot be determined.

NOTE 2 — This can only happen if the UUID provided by the local application is a BSP product UUID and the
identified BSP isloadable or running in multiple hosting endpoints. The local application should have provided a
BSP access UUID in the function call.

24 Deter mining a hosting endpoint and an original BSP handle from alocal BSP handle

241 This clause only applies as explicitly invoked by other clauses of this Recommendation | International
Standard in order to determine the hosting endpoint of the BSP for an incoming call to a BioAPI function that has a
parameter BSPHandle of type BioAPI_HANDLE (or const BioAPI_HANDLE?"), as well as the original BSP
handle.

24.2 The framework shall perform the following actions (in order):

a) __convert the parameter BSPHandle to a newly created temporary abstract value (say, localBSPHandle)
of type BioAPI-HANDLE as specified in 15.42 (or as specified in clause 19 in conjunction with 15.42,
if the type of the parameter isconst BioAPI HANDLE?);

b) search the AttachSessionLocalReferences table (see 18.8) for an entry where the [component
localBSPHandle has the value localBSPHandlg;

NOTE 1 — There can be at most one matching entry (see 16.13).
c) if thereisno matching entry, then conclude that the hosting endpoint cannot be determined;
NOTE 2 — The BSP handle provided by the local application is unknown.

d) if there is one matching entry (say, localReference), then conclude that the hosting endppint is that
identified by the value of the component hostingEndpointIRlof-focal Reference, and the ofigina BSP
handle is the value of the component originalBSPHandle of local Reference.

25 Converting BSP UUIDs

251 Tlhis clause only applies as explicitly invoked bysother clauses of this Recommendation | International
Standard in) order to convert between a C function parametep,of type const BioAPI_UUID* (containing elther a BSP
product UYID or a BSP access UUID) and an ASN.1 eomponent of type BioAPI-UUID (containing a BISP product
UuID).

25.2 Gonversion from the C parameter to the ASN.1 component shall be done by setting the ASN.1 abgtract value
to the BSP|product UUID determined as specified in clause 23.

25.3 Qonversion from the ASN.1 compoenent to the C parameter shall be done as specified in 15.58.

26 Converting BSP handles

26.1 Tlhis clause only ‘applies as explicitly invoked by other clauses of this Recommendation | International
Standard i order to convert between a C function parameter of type BioAPI HANDLE (containing g local BSP
handle) angl an ASN.1eomponent of type BioAPI-HANDLE (containing an original BSP handle).

26.2 Qonversion from the C parameter to the ASN.1 component shall be done by setting the ASN.1 abgtract value
to the origihal/BSP handle determined as specified in clause 24.

263 C/UI IVCIQ;UI 1 fl UIT1 thc I"\S;\\;l CUI'T IPUI Il It tU thc C pal Al |€tc| aha“ bC dUI IT A apcuflcd ;I I 1542
27 Processing an incoming function call by exchanging a request/response Bl P message

pair with a slave endpoint

271 This clause only applies as explicitly invoked by other clauses of this Recommendation | International
Standard in order to process an incoming function call by sending a request BIP message to a slave endpoint and
receiving the corresponding response BIP message from it.

176 ITU-T Rec. X.1083 (11/2007)


https://iecnorm.com/api/?name=c1dd7432e93d496363ef3a291cb4af51

| SO/I EC 24708:2008 (E)

The framework shall perform the following actions (in order):

create a temporary abstract value (say, outgoingRequestParams) of a request BIP message parameter
ASN.1 type (which is specified in the invocation of this clause) by converting from the parameters of the
function call using the subclause specified in the invocation of this clause;

create and send a request BIP message (see 13.2) of the BIP message type specified in the invocation of
this clause, with the slave endpoint IRI set to the endpoint IRI of the slave endpoint and the parameter
value set to outgoingRequestParams;

receive a corresponding response BIP message (see 13.6);

if the return value of the response BIP message is not 0, then return that value to the local application,
and skip the remaining actions;

set the output parameters of the function call by converting from the parameter value of the response BIP
message using the subclause specified in the invocation of this clause;

- ) ! P ! 1 [E]
returruie vauc v lu e Totda dupitLallurt.

Rrocessing an incoming request BIP message via an internal BioAPI function (call

Tlhis clause only applies as explicitly invoked by other clauses of this Recarmmendation | International

Standard i order to process an incoming request BIP message from a given master endpoint by making|an internal

ction call (see 13.10), and then send a corresponding response BIP message.

Tlhe framework shall perform the following actions (in order):

Notifying a unit event to.zero or more subscribers

make an internal BioAPI function call (see 13.10) to the BioAPIfunction specified in the inyocation of
this clause, where the parameters of the function call shalk.beset by converting from a fequest BIP
message parameter ASN.1 type using the subclause specified.in the invocation of this clause;

if the return value of the internal call is not O, ther create and send a corresponding regponse BIP
message (see 13.3) with the return value set to that value, skipping the remaining actions;

create a temporary abstract value (say, incomingResponseParams) of a response BIP message parameter
ASN.1 type (specified in the invocation of this clause) by converting from the output parameters of the
internal call using the subclause specified inthe invocation of this clause;

create and send a corresponding response BIP message (see 13.3) with the parameter Vidue set to
incomingResponseParams and the return value set to 0.

Tlhis clause only applies as explicitly invoked by other clauses of this Recommendation | International

Standard i order to notify a unit\event based on a value (say, eventinfo) of type UnitEventinfo to zgro or more

27.2
a)
b)
C)
d)
€)
f
28
28.1
BioAPI fun
28.2
a
b
C
d
29
29.1
subscriberg
a
b
or both.
29.2

which may be:

Tlheframework shall perform the following actions (in order):

zero or more unit event handlers of the local application; or
Zero or fmere master endpoints,
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1) thecomponent referrerEndpointlIRI is set to the local endpoint IRI;

2) the component bspProductUuid has the same value as the component bspProductUuid of
eventInfo; and

3) the component unitEventTypes has a value indicating that the type of event notification of
eventInfo is disabled;

if there is a matching entry, then skip the remaining actions (continue with the next subclause);
search the RunningBSPLocalReferences table (see 18.5) for all entries where:

1) the components hostingEndpointIRl and bspProductUuid have the same values as the
components of eventlnfo with the same names; and

2) thecomponent unitEventHandlerAddress hasavalue different from O;
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d)

29.3 I

(in order):
a
b
C
d
e
f

the component hostingEndpointIRI of eventinfo contains the local endpoint IRl theh, for
(say, mastgrEndpoint) of the MasterEndpoints table (see 18.1), the framework shall perfarfmthe follow

for each matching entry (say, localSubscription), in any order do the following: Create a temporary
abstract value (say, outgoingCallbackParams) of type UnitEventHandlerCallbackParams

(see 17.1.4) where:

1) the components unitEventHandlerAddress and unitEventHandlerContext shall be set from

the components of |ocal Subscription with the same names;

2) if the component useBSPAccessUuid of localSubscription has the value FALSE, then the

component bspUuid of outgoingCallbackParams shall be set from the

component

bspProductUuid of eventlnfo; otherwise, it shall be set from the component bspAccessUuid of
the entry of the VisibleBSPRegistrations table (see 18.3) where the components
bspProductUuid and hostingEndpointIRI of the entry have the same values as the components

of eventlnfo with the same names; and

3) theremaining components shall be set from the components of eventinfo with the same names;

lication, where the callback

and make a call to a callback function BioAPI EVENT HANDLER of the local
address an) ias
in 17.1.8. Ignore the value returned by each of these calls, but wait for each call to return before making'thenext call.

search the UnitEventNotificationDisablers table (see 18.7) for an entry where:

1) the component referrerEndpointIRI has the same value as theleomponent masterErn
of master Endpoint;

2) the component bspProductUuid has the same value @s’the component bspPrody
eventInfo; and

3) the component unitEventTypes has a value indicating that the type of event not
eventInfo is disabled;

if there is a matching entry, then skip the remaining actions (continue with the next ¢
MasterEndpoints table);

search the RunningBSPRemoteReferences table (see 18.6) for an entry where:

1) the component referrerEndpointtRI has the same value as the component masterErn
of master Endpoint;

2) the component bspProductUuid has the same value as the component bspPrody
eventInfo; and

3) the component unitEventSubscription hasthe value TRUE;

if there is no matching entry, then skip the remaining actions (continue with the next €
MasterEndpointsitable);

create a temperary abstract value (say, outgoingNotificationParams) of type
NotificationParams (see 17.1.3), where al the components shall be set from the con
eventl nfeywith the same names,

create.and send a unitEvent notification BIP message (see 13.4 and 17.1.3) with the mast]
IRl set from the component masterEndpointIRI of masterEndpoint and the parameter

the parameters of the function call shall be set by converting from outgoingCallbackParams.gs specified

each entry
ing actions
dpointIRI
ctUuid of
fication of

ntry of the

dpointIRI

ctUuid of

ntry of the

nitEvent-
ponents of

er endpoint
alue set to

outgoingNotificationParams.

30 Notifying a GUI select event to a subscriber

are multiple

30.1 This clause only applies as explicitly invoked by other clauses of this Recommendation | International
Standard in order to notify a GUI select event based on a value (say, eventinfo) of type GUISelectEventinfo to a
subscriber, which may be either:

a)
b)

aGUI select event handler of the local application; or
amaster endpoint,

and to determine the acknowledgement parameter value (incomingAcknowledgmentParams) and the acknowledgement
return value resulting from the naotification.
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30.2 If, by applying the following subclauses, the framework determines that there is no subscriber, then it shall
create:

a) a temporary abstract value incomingAcknowledgementParams of type GUISelectEvent-
AcknowledgementParams (see 17.2.3) where the component selectedinstances is set from the
component selectablelnstances of eventlnfo and the component response is set to default; and

b) atemporary abstract value incomingReturnValue of type BioAPI-RETURN (see 15.52) set to 0.

30.3 If the component subscriberEndpointIRI of eventinfo contains the local endpoint IRI, then the framework
shall perform the following actions (in order):

a) search the GUIEventLocalSubscriptions table (see 18.10) for an entry (say, localSubscription)
where;

1) the components hostingEndpointIRl and bspProductUuid have the same values as the
components of eventlnfo with the same names,

2) the optional component guiEventSubscriptionUuid has the same presence and.vHlue as the
optional component guiEventSubscriptionUuid of eventlnfo;

3) if the optiona component originalBSPHandle is present, then the optiohal [component
originalBSPHandle of eventinfo is also present and the two components‘have the game value;
and

4) the component guiSelectEventHandlerAddress has avalue differéntfrom 0;

b) if there is no matching entry, then conclude that there is no subscriber/(see 30.2) and skip the remaining
actions,

NOTE — Here is a most one matching entry.

c) create atemporary abstract value (say, outgoingCallbackParams) of type
GUISelectEventHandlerCallbackParams (see 17.2.4) Wwhere:

1) the components guiSelectEventHandlerAddréss*and guiSelectEventHandlerCoptext shall
be set from the components of |ocal Subscriptiohawith the same names,

2) if the component useBSPAccessUuid,of*localSubscription has the value FALSE, then the
component bspUuid of outgoingCallbackParams shall be set from the [component
bspProductUuid of eventlnfo; othexWise, it shall be set from the component bspAccdssUuid of
the entry of the VisibleBSPRegistrations table (see 18.3) where the ¢omponents
bspProductUuid and hostingEndpointIRI of the entry have the same values as the gomponents
of eventInfo with the same names;

3) if the optional component originalBSPHandle of eventinfo is absent, then the optional [component
bspHandle of outgeingCallbackParams shall also be absent; otherwise, it shall be sgt from the
component localBSPHandle of the entry of the AttachSessionLocalRefererces table
(see 18.8) where'the components originalBSPHandle and hostingEndpointIRI df the entry
have the same:values as the components of eventlnfo with the same names; and

4) the remainifnig components shall be set from the components of eventlnfo with the same es,;

d make a_cal'to a calback function BioAPI GUI SELECT EVENT HANDLER off the loca
application; where the callback address and the parameters of the function call shall be set by] converting
from.eutgoingCallbackParams as specified in 17.2.10;

g _create a temporary abstract value (say, incomingAcknowledgementParams) of type GUISelectEvent-
AcknowledgementParams (see 17.2.3) by converting from the output parameters of the function call
S Specitied in 17.2.12Z;

f)  create atemporary abstract value (say, incomingReturnValue) of type BioAPI-RETURN (see 15.52) by
converting from the return value of the function call as specified in 15.1.5.

304 If the component subscriberEndpointIRI of eventinfo contains a master endpoint IRI, then the framework
shall perform the following actions (in order):

a) searchthe GUIEventRemoteSubscriptions table (see 18.11) for an entry where:

1) the components subscriberEndpointIRI and bspProductUuid have the same values as the
components of eventlnfo with the same names;

2) the optional component guiEventSubscriptionUuid has the same presence and value as the
optional component guiEventSubscriptionUuid of eventlnfo;
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b)

3) the optional component originalBSPHandle has the same presence and value as the optional
component originalBSPHandle of eventlnfo; and

4) the component guiSelectEventSubscribed hasthe value TRUE;

if there is no such entry, then conclude that there is no subscriber (see 30.2) and skip the remaining
actions,

create a temporary abstract value (say, outgoingNotificationParams) of type GUISelectEvent-
NotificationParams (see 17.2.3), where al the components shall be set from the components of
eventlnfo with the same names;

create and send a guiSelectEvent notification BIP message (see 13.4 and 17.2.3) with the master
endpoint IRl set from the component subscriberEndpointlIRI of eventinfo and the parameter value set
to outgoingNotificationParams;

receive a corresponding guiSelectEvent acknowledgement BIP message (see 13.7);

AcknowledgementParams — see 17.2.3) of the guiSelectEvent acknowledgement BIPmessage;

let incomingReturnValue be the return value (of type BioAPI-RETURN - see’15.52) of the
acknowledgement BIP message.

31 Notifying a GUI state event to a subscriber
311 Tlhis clause only applies as explicitly invoked by other clauses of thisS/Recommendation | I nternational
Standard iy order to notify a GUI state event based on a value (say, eventlnfo))of type GUIStateEventinfo to a
subscriber,|which may be either:
ad aGUI state event handler of the local application; or
b) amaster endpoint,
and to determine the acknowledgement parameter value (incomingAcknowl edgementParams) and the acknowledgement
return valug resulting from the notification.
31.2 1, by applying the following subclauses, the franiework determines that there is no subscriber, then it shall
create:
ad a temporary abstract value incomingAcknowledgementParams of type GUIStateEvent-
AcknowledgementParams (see-17.3.3) where the component enrollSamplelndexToRecapture
is set to 0 and the component respense is set to default; and
b) atemporary abstract valueincomingReturnValue of type BioAPI-RETURN (see 15.52) set tq 0.
313 I{ the component subscriberEndpointIRI of eventInfo contains the local endpoint IRI, then thelframework

shall perfoim the following actionsin‘order):

180

a search the GUIEventLocalSubscriptions table (see 18.10) for an entry (say, local Subscription)
where:
1) thescomponents hostingEndpointIRl and bspProductUuid have the same vales as the
components of eventlnfo with the same names;
2)- ~the optional component guiEventSubscriptionUuid has the same presence and vRlue as the
optional component guiEventSubscriptionUuid of eventinfo;
3y —ifthe—optionma—component—oTgiTa B SPHandte s —presant, themthe—optional— component
originalBSPHandle of eventlnfo is also present and the two components have the same value;
and
4) the component guiStateEventHandlerAddress hasavalue different from 0;
b) if there is no matching entry, then conclude that there is no subscriber (see 30.2) and skip the remaining
actions;
NOTE — Thereis at most one matching entry.
C) create a temporary abstract  value  (say, outgoingCallbackParams) of type

GUIStateEventHandlerCallbackParams (see 17.3.4) where:

1) the components guiStateEventHandlerAddress and guiStateEventHandlerContext shall
be set from the components of local Qubscription with the same names,
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2) if the component useBSPAccessUuid of localSubscription has the value FALSE, then the
component bspUuid of outgoingCallbackParams shall be set from the component
bspProductUuid of eventlnfo; otherwise, it shall be set from the component bspAccessUuid of
the entry of the VisibleBSPRegistrations table (see 18.3) where the components
bspProductUuid and hostingEndpointIRI of the entry have the same values as the components
of eventlnfo with the same names,

3) if the optional component originalBSPHandle of eventinfo is absent, then the optional component
bspHandle of outgoingCallbackParams shall also be absent; otherwise, it shall be set from the
component localBSPHandle of the entry of the AttachSessionLocalReferences table (see
18.8) where the components originalBSPHandle and hostingEndpointIRI of the entry have the
same values as the components of eventlnfo with the same names; and

4) the remaining components shall be set from the components of eventinfo with the same names;
d) makeacadl toacallback function BioAPI GUI STATE EVENT HANDLER of thelocal application,

1 +la (NN 1 ol ot ok £+l £ e L_clall L cat—|f vt f
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outgoingCallbackParams as specified in 17.3.10;

€) create a temporary abstract value (say, incomingAcknowledgementParams) of type GUIStateEvent-
AcknowledgementParams (see 17.3.3) by converting from the output parameters of the fuinction call
as specified in 17.3.12;

f] create atemporary abstract value (say, incomingReturnValue) of type BioARPIFRETURN (see 15.52) by
converting from the return value of the function call as specified in 15.1.5:
314 I the component subscriberEndpointIRI of eventlnfo contains a masterendpoint IRI, then thelframework
shall perfoim the following actions (in order):

d searchthe GUIEventRemoteSubscriptions table (see 18.11).for an entry where:

1) the components subscriberEndpointIRI and bspProductUuid have the same vdues as the
components of eventlnfo with the same names;

2) the optional component guiEventSubscriptionUuid has the same presence and vRlue as the
optional component guiEventSubscriptiornuid of eventlnfo;

3) the optional component originalBSPHandle has the same presence and value as the optional
component originalBSPHandle of ‘eventinfo; and

4) the component guiStateEventSubscribed hasthe vaue TRUE;

b) if there is no such entry, then conelude that there is no subscriber (see 30.2) and skip the remaining
actions;

c) create a temporary abstract value (say, outgoingNotificationParams) of type GUIStateEvent-
NotificationParams (See*17.3.3), where al the components shall be set from the conjponents of
eventlnfo with the same names;

d create and send-a guiStateEvent notification BIP message (see 13.4 and 17.3.3) with [the master
endpoint IRl set from the component subscriberEndpointIRI of eventinfo and the parameter value set
to outgoingNotificationParams;

g recelve@acorresponding guiStateEvent acknowledgement BIP message (see 13.7);

f] let.JihcomingAcknowledgementParams be the parameter value (of type GUISfateEvent-
AcknowledgementParams — see 17.3.3) of the guiStateEvent acknowledgement BIP message;

o \Jét incomingReturnValue be the return value (of type BioAPI-RETURN — see 15.52) of the
acknowledgement BIP message.

32 Notifying a GUI progress event to a subscriber

321 This clause only applies as explicitly invoked by other clauses of this Recommendation | International
Standard in order to notify a GUI progress event based on a value (say, eventinfo) of type GUIProgressEventinfo to
a subscriber, which may be either:

a) aGUI progress event handler of the local application; or
b) amaster endpoint,

and to determine the acknowledgement parameter value (incomingAcknowl edgementParams) and the acknowledgement
return value resulting from the naotification.
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32.2 If, by applying the following subclauses, the framework determines that there is no subscriber, then it shall

create:
a) a temporary abstract value incomingAcknowledgementParams of type GUIProgressEvent-
AcknowledgementParams (see 17.4.3) where the component response is set to default; and
b) atemporary abstract value incomingReturnValue of type BioAPI-RETURN (see 15.52) set to 0.
323 If the component subscriberEndpointIRI of eventinfo contains the local endpoint IRI, then the framework

shall perform the following actions (in order):

a) search the GUIEventLocalSubscriptions table (see 18.10) for an entry (say, local Subscription)
where;

1) the components hostingEndpointIRl and bspProductUuid have the same values as the
components of eventlnfo with the same names,

2) the optional component guiEventSubscriptionUuid has the same presence and value as the
optional component guieventSubscriptionUulid of eventlnio;

3) if the optiona component originalBSPHandle is present, then the optiona [component
originalBSPHandle of eventlnfo is also present and the two components have the game value;
and

4) the component guiProgressEventHandlerAddress has avalue different from O;

b) if thereis no matching entry, then conclude that there is no subscriber (see 30.2) and skip thg remaining
actions,

NOTE — Thereis at most one matching entry.

c¢) create atemporary abstract value (say, outgoingCallbackParams).of-type
GUIProgressEventHandlerCallbackParams (see 17.4.4) where:

1) thecomponentsguiProgressEventHandlerAddress’and
guiProgressEventHandlerContext shall be set\from the components of local Subscyiption with
the same names;

2) if the component useBSPAccessUuid,of*localSubscription has the value FALSE, then the
component bspUuid of outgoingCallbackParams shall be set from the [component
bspProductUuid of eventlnfo; othexWise, it shall be set from the component bspAccdssUuid of
the entry of the VisibleBSPRegistrations table (see 18.3) where the ¢omponents
bspProductUuid and hostingEndpointIRI of the entry have the same values as the gomponents
of eventInfo with the same names;

3) if the optional component originalBSPHandle of eventinfo is absent, then the optional [component
bspHandle of outgeingCallbackParams shall also be absent; otherwise, it shall be sgt from the
component localBSPHandle of the entry of the AttachSessionLocalReferenceg table (see
18.8) where the components originalBSPHandle and hostingEndpointIRI of the enfry have the
same values as-the components of eventinfo with the same names; and

4) the remainifnig components shall be set from the components of eventinfo with the same names;

d make a callo a calback function BioAPI GUI PROGRESS EVENT HANDLER df the local
application; where the callback address and the parameters of the function call shall be set by] converting
from.eutgoingCallbackParams as specified in 17.4.10;

g create a temporary abstract value (say, incomingAcknowledgementParams) | of  type
GUIProgressEvent-AcknowledgementParams (see 17.4.3) by converting from fthe output
parameters of the runction calt as specitied In 17.4°17,

f)  create atemporary abstract value (say, incomingReturnValue) of type BioAPI-RETURN (see 15.52) by
converting from the return value of the function call as specified in 15.1.5.

324 If the component subscriberEndpointIRI of eventinfo contains a master endpoint IRI, then the framework

shall perform the following actions (in order):

a)

search the GUIEventRemoteSubscriptions table (see 18.11) for an entry where:

1) the components subscriberEndpointlRl and bspProductUuid have the same vaues as the

components of eventlnfo with the same names,

2) the optional component guiEventSubscriptionUuid has the same presence and value as the

optional component guiEventSubscriptionUuid of eventlnfo;

182 ITU-T Rec. X.1083 (11/2007)


https://iecnorm.com/api/?name=c1dd7432e93d496363ef3a291cb4af51

| SO/I EC 24708:2008 (E)

3) the optional component originalBSPHandle has the same presence and value as the optional
component originalBSPHandle of eventInfo; and

4) the component guiProgressEventSubscribed hasthe vaue TRUE;

b) if there is no such entry, then conclude that there is no subscriber (see 30.2) and skip the remaining
actions,

Cc) create a temporary abstract value (say, outgoingNotificationParams) of type GUIProgressEvent-
NotificationParams (see 17.4.3), where al the components shall be set from the components of
eventlnfo with the same names;

d) create and send a guiProgressEvent notification BIP message (see 13.4 and 17.4.3) with the master

endpoint IRl set from the component subscriberEndpointlIRI of eventlnfo and the parameter value set

to outgoingNotificationParams;

€) receive acorr&epondi ng guiProgressEvent acknowledgement BIP message (see 13.7);
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hen an unconvertible C value is detected during the processing)of a request BIP message recel
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BioAPIERR_UNCONVERTIBLE VALUE, skippingthe’remaining processing.
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A.l General

The BIP protocol specification covers levels 5 to 7 (session layer, presentation layer, application layer) of the ISO/IEC
OSl-7-layer model to enable its use in all networks that support layers up to the transport layer. The binding of the BIP

Annex A

Specification of the TCP/IP binding

(Thisannex forms an integral part of this Recommendation | International Standard)

protocol to the transport layer interface provided by TCP/IP is specified in this annex.

JEGIN
IMPORTS BIPMessage FROM BIP{joint-iso-itu-t bip(41) modules(0) bip(0) versionL(1)};

}

END

TICPIPBIPMessage ::=
magicNumber

Transport-level message

SEQUENCE {

OCTET STRING(SIZE(4))( 3AC49E70'H),

INTEGER{version-1(1)}(0..255),

OCTET STRING(CONTAINING BIPMessage

ENCODED BY basic-per-aligned),

version

content CHOICE {
bIPMessage
keepalive NULL,

requestLinkChannelOnSpecifiedPort
requestLinkChannel

}

NULL

blasic-per-aligned OBJECT IDENTIFIER ::=
{joint-iso-itu-t asn1(1) packed-encoding3)basic(0) aligned(0)}

INTEGER..65535),

The aterngtives of the component content are defined in Table A. 1.

Table A.1 - Transpori-level message typesin the TCP/IP binding of BIP

Content of thefield

OnSpecifiedPort

supported by this TCP/IP connection
(only when a notification
acknowledgement link channel has

acknowledgement link
channel by opening a
separate TCP/IP connection

Alternative Allowed sender of the message Purpose of the message
conteng
bipMessfge Either endpoint of alink channel that | Carriesan encoded BIP BIP message (AISN.1
is\being supported by the TCP/IP message abstract value) gncoded
connection in Aligned PER|(see
ITU-T Rec. X.6P1 | 1SO/
IEC 8825-2)
Keepalivp Either endpoint of alink channel that Informs the remote endpoint Empty
is being supported by the TCP/IP that the sending endpoint is
connection still present and active
requestLinkChannel The master endpoint in arequest/ Reguests the slave endpoint 2-byte unsigned integer
response link channel that is being to establish a notification/ containing a port number

response link channel that is being
supported by this TCP/IP connection
(only when a notification/
acknowledgement link channel has
not yet been established as part of
the same BIP link)

to establish a notification/
acknowledgement link
channel by utilizing the same
TCP/IP which will then be
supporting both link channels

not yet been established as part of to the specified port of the
the same BIP link) master endpoint
requestLinkChannel The master endpoint in a request/ Requests the slave endpoint Empty
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A.3 TCP/IP connection between two BIP endpoints

A.3.1 A TCP/IP connection between two BIP endpoints may support any of the following:
a) arequest/response link channel;
b) anotification/acknowledgement link channel; or

c) arequest/response link channel and a notification/acknowledgement link channel that are part of the
same BIP link.

A.3.2  Therecommended port number for a TCP/IP connection supporting a request/response link channel is 4376.
The recommended port number for a TCP/IP connection supporting a notification/acknowledgement link channel
is4376.

A.3.3 A transport-level message containing the alternative keepalive (see Table A.1) may be sent by either end of
the TCP/IP connection. The frequency of such messages is implementation-defined.

A4 Role of endpoint

A41 11 aframework wishes to make itself available to play the role of slave in a potential request/response link
channel over a TCP/IP connection, it shall start listening to incoming connection requests on the.recommengled TCP/IP
port (see Al3) or a port number determined by other means.

A.42 11 aframework wishesto play the role of master in a request/response link channel over a TCP/IP|connection
with a given BIP endpoint, it shall attempt to open a TCP/IP connection with that\BIP endpoint using either the
recommendled port number (see A.3) or aport number determined by other means.

A.43 I{ aframework is playing the role of master in a request/response {ink” channel with a given BIP endpoint
(over any tfansport protocol) and a natification/acknowledgement link chanfiel ‘has not yet been established |n the same
BIP link, the framework may do any one of the following:

a) make itself available to establish a notification/acknowledgement link channel with the slaye endpoint
using a different transport protocol; or

b) (if the request/response link channel uses a different transport protocol) start listening tp incoming
connection requests from the slave endpoint>,on the recommended TCP/IP port (see A.3); or a port
determined by other means;

c) (if thereguest/response link channel isever TCP/IP) start listening to incoming connection refjuests from
the slave endpoint on an arbitrary TCP/IP port at the same | P address, and send a transport-leyel message
containing the alternative requestLinkChannelOnSpecifiedPort (see Table A.1) tq the dave
endpoint specifying the port number; or

d (if the request/response-link” channel is over TCP/IP) send a transport-level message corjtaining the
dternativerequestLink€hannel (see Table A.1) to the slave endpoint; or

) do nothing (there will\be no notification/acknowledgement link channel in the BIP link).
A.44 11 aframework is playing the role of slave in arequest/response link channel with a given BIP endpoint (over

any transpdrt protocol) antha notification/acknowledgement link channel has not yet been established in the same BIP
link, the frgmework may.do any one of the following:

a) attempt/to establish a notification/acknowledgement link channel with the master endpo|nt using a
different transport protocol; or

b) \(if the request/response link channel uses a different transport protocol) attempt to openp a TCP/IP
CONnection with the master endpoint using elther the recommended port number (see A.3) or a port
number determined by other means;

¢) (if the request/response link channel is over TCP/IP and a transport-level message containing the
aternative requestLinkChannelOnSpecifiedPort (see Table A.1) has been received from the master
endpoint through this TCP/IP connection) attempt to open a new TCP/IP connection with the master
endpoint using the port number specified in the transport-level message containing the aternative
requestLinkChannelOnSpecifiedPort (see Table A.1) received from the master endpoint;

d) (if the request/response link channel is over TCP/IP and a transport-level message containing the
dternative requestLinkChannel (see Table A.1) has been received from the master endpoint through
this TCP/IP connection) note that this TCP/IIP connection will now support the
notification/acknowledgement link channel as well as the request/response link channel;

€) do nothing (there will be no natification/acknowledgement link channel in the BIP link).
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A.45 A framework playing the role of master shall send at most one transport-level message containing alternative
requestLinkChannelOnSpecifiedPort or requestLinkChannel (see Table A.1) through a TCP/IP connection.

A.46 If aframework playing the role of dave has aready received a transport-level message containing alternative
requestLinkChannelOnSpecifiedPort or requestLinkChannel (see Table A.1) through a TCP/IP connection, it
shall ignore any subsequent messages of either type received through the same TCP/IP connection.

A.47 A framework playing the role of master in arequest/response link channel over a TCP/IP connection shall not
close that TCP/IP connection before receiving from the slave endpoint either:

a) amasterDeletionEvent notification BIP message;

b) adeleteMaster response BIP message through the request/response link channel; or

c¢) a masterDeletionEvent notification BIP message through the notification/acknowledgement link
channel that is part of the same BIP link (regardless of the transport protocol used for that link channel).

A48
close that TCP/IP connectlon before sending to the master endp0| nt aBl P mmge as specmed inA.4.7 (a) and (b).

A49 A framework playing the role of master in a notification/acknowledgement link channelbovey a TCP/IP
connection|shall not close that TCP/IP connection before receiving from the slave endpoint either:

a adeleteMaster response BIP message through the request/response link channel that is|part of the
same BIP link (regardless of the transport protocol used for that link channe}); \or

) a masterDeletionEvent notification BIP message through the notification/acknowledgement link
channel.

A.410 A framework playing the role of dave in a notification/acknowledgement link channel oveq a TCP/IP
connection|shall not close that TCP/IP connection before sending to the master endpoint a BIP message s specified
inA.4.9 (a] and (b).

A.411 When aframework playing the role of dave in a reguest/response link channel over a TCP/IP|connection
detects a failure or a premature closure of the TCP/IP connection, it shall behave as though it has|received a
deleteMagter request BIP message from the master endpoint,

A.4.12 When aframework playing the role of master in anotification/acknowledgement link channel ovgr a TCP/IP
connection|detects a failure or a premature closure of the<FCP/IP connection, it shall behave as though it has received a
masterDgletionEvent natification BIP message from-the slave endpoint.

A5 Closing the connection on errors

A51 I aframework receives a transport-level message containing the alternative bipMessage (coptaining an
encoded BJP message) and the decoding of the BIP message causes decoding errors or the encoded B{P message
appears to|be truncated or shorter than the length in the field content length, then the BIP endpoint shall close the
TCP/IP cornection.

A5.2  If aframework recéives atransport-level message that is malformed, it shall close the TCP/IP connection.

A.6 Transport-of Bl P messages

Every BIH message sent through a link channel over TCP/IP shall be carried within a transport-level message
containing | the,‘aternative bipMessage as specified in Table A.1and shall be encoded in aigned PER (see
ITU-T Rec| X.691 | ISO/IEC 8825-2).

A7 Usage of IRIs

Endpoint IRIs may have any form and are not constrained by the TCP/IP binding (but see A.4.4). A general mapping
between IRIsand | P addressesis not specified in this Recommendation | International Standard.
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Annex B

Specification of discovery and announcement in TCP/IP binding

(Thisannex forms an integral part of this Recommendation | International Standard)

B.1 General
This annex contains additional provisions for the TCP/IP binding specified in Annex A.

B.2 The PnP mechanisms

The PnP mechanisms in this annex are applicable only when the BIP system is connected to an Ethernet-/1P-based
network satisfying the following requirements:

Physical arlud Data Link layer (layers 1 and 2)

The Ethernet Adapter shall fulfil the following requirements:

a) 10 Mbit shall be supported;

b) Support for 100 Mbit and/or 1 Gbit operation is optional;

c¢) Auto-negotiation Mode shall be supported.

Network lalyer (layer 3)

The protocpl |Pv4 or |Pv6 shall be used.

The address of the network layer or the DNS name shall be used to identify the BIP endpoint.
Transport llayer (layer 4)

The protocpl suites TCP and UDP shall be used.

Session, Priesentation and Application layers (layers5to 7)

The protocpls for communication with BIP endpoints are lecated in these layers. These are:

a) |P addresses and name services (see:B:3 for IPv4 and B.5 for |Pv6);

) BIP messages— The protocol consists of the BIP exchanges specified in clause 12.
Time criticgl messages/Timeouts and errorchandling

Timing is determined by the related protocols of the respective layers. The handling of transmission and link|errors shall
be handled|in layers 1 to 4.

B.3
B.31

Address and name setting in I|Pv4

A BIP endpaintebtains its network configuration data by one of the following mechanisms:
a) DHCPR.(see |ETF RFC 2131);

b) _dynamic configuration of 1Pv4 link-local address (see |IETF RFC 3927);

c)_static configuration.

B.3.2  The configuration data contains the following values:
a) thelPv4 address of the BIP endpoint;
b) the subnet mask of the local network;
c) gateway |Pv4 address;

d) atleast one DNS Server |P address.
NOTE — The broadcast address of the loca network, which is necessary for the Service Discovery Protocol (see B.7), can be
formed from the | P address and the subnet mask and therefore it does not need to be set.

B.3.3  When a DHCP server is used, the BIP endpoint obtains all necessary data either by static lists or dynamically.
The in-BIP endpoint configurable DNS name can be sent from the BIP endpoint to a DHCP Server, which also provides
the DNS-UPDATE extensions for co-operation with a configured DNS server (see IETF RFC 2136).
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B.3.4  Dynamic configuration of IPv4 link-local address (IETF RFC 3927), also called Auto-IPisan ARP (see IETF
RFC 826) based mechanism, which tries to find unique addresses without the help of a central service such as DHCP:
Therefore an 1Pv4 address in the range 169.254.1.0 to 169.254.254.255 (see IETF RFC 3927) will be chosen with the
help of arandom number generator.

NOTE — |IETF RFC 3927 aso defines the timing of addressing trials and the behaviour in the case of address conflicts.

B.3.5  Anadministrator (via a management interface) does the static address configuration. The user interface has to
provide the above-described data entries.

B.4 The network configuration function in IPv4
NOTE — See dlso Figure B.1.

B.41 A BIPendpoint is configured to use either static or dynamic network configuration. Which one is used is an

implementation option. The factory values shall be specified in the operation manual as standard values. With static
configuratipn, the administrator is responsible for the correctness of all settings

NOTE {Wrong settings can mean that the BIP endpoint cannot be found via a network.

B.4.2  During dynamic configuration, the BIP endpoint first tries to get configuration data vial@ DHCP server. If
none answérs within a certain time, the BIP endpoint assumes that there is none available. After this eéxchange, the BIP
endpoint uges the Auto-1P mechanism (see IETF RFC 3927) to set the configuration data itself4 The Auto-1Pjmechanism
defines thaf from time to time again, a DHCP server hasto be searched.

NOTE - Error handling (especialy the handling of address conflicts and hardware errors) is,done’in the TCP/IP stgck or by the
implementations of the DHCP or Auto-IP mechanisms.

Network
configuration ’

A —

Yes .
Static address?

Apply static network AUTO-IP
configuration DHCP used

DHCP
configuration?

Failure

Static Success

configuration?

AUTO-IP

Success
Success, AUTO-IP
@uration?
Fai .
ailure Failure
\4
Network interface
configured successfully f———————————-
V‘
Error
X.1083(07)_FB1

Figure B.1 — Network configuration function in | Pv4
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B.5 Address and name setting in |Pv6

B.5.1 A BIPendpoint obtainsits network configuration data by one of the following mechanisms:
a) Stateful autoconfiguration mechanism, DHCPv6 (see IETF RFC 3315);
b) Stateless autoconfiguration mechanism (see IETF RFC 2462);
c) dtatic configuration.
B.5.2  The configuration data contains the following values:
a) theglobal unicast IPv6 address of the BIP endpoint;
b) the prefix length of the local network;
c) atleast one DNS Server |Pv6 address.

NOTE —The gateways addresses are obtained by the router discovery mechanism which is part of ICMPv6 (see

IETF RFC 4443).
B.5.3 hen stateful autoconfiguration is used, the BIP endpoint obtains all necessary data from a DH(
either by stitic lists or dynamically. The in-BIP endpoint configurable DNS name can be sent from the-BIP

a DHCPvE server (see IETF RFC 3315), which also provides the DNS-UPDATE extensions for .co-0opera
configured|DNS server (see IETF RFC 2136).

B.5.4 statel ess autoconfiguration mechanism should be used to obtain a global unicast\lPv6 address w
an |Pv6 roliter on the network as follows. First the BIP configure a local-link 1Pv6 address/derived from th
Ethernet adldress of the network interface. Then it sends a solicit message (see |IETF,RFC 3315) to detect
present on [the network. If a router answers with an announcement message specifying that stateful shall 4

Pv6 server
endpoint to
tion with a

nen thereis
e hardware
the routers
e used, the

BIP tries tp use DHCPv6 (see IETF RFC 3315); if the answer allows stateless autoconfiguration, the BI|P creates a

global unidast IPv6 address which combines the 1Pv6 prefix received from the‘router and its own hardw3

address (see |ETF RFC 2462).
B.55 n administrator (via a BIP endpoint management interfage),does the static address configuratio
interface has to provide the entries described above.

B.6 The network configuration function in | Pv6
NOTE - See also Figure B.2.

B.6.1 A BIP endpoint is configured to use either-gtatic or dynamic network configuration. Which one i
implementgtion option. The factory values shall be Specified in the operation manual as standard values.
configuratipn, the administrator is responsible farthe correctness of all settings.

NOTE {Wrong settings can mean that the BhR.endpoint cannot be found via a network.
B.6.2  During dynamic configuratian,,if stateful autoconfiguration has been specified, the BIP endpoint

re Ethernet

h. The user

b used is an
\With static

tries to get

configuratipn data via a DHCPv6 server (see IETF RFC 3315). Otherwise, the BIP endpoint solicits router

announcements. If it receives an-announcement specifying stateful autoconfiguration, it tries to contact
server; oth@rwise, it createsits own global unicast |Pv6 address.

a DHCPv6

NOTE - Error handling (especialy the handling of address conflicts and hardware errors) is done in the TCP/IP stgck or by the

implemgntations of autécenfiguration protocols.
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Figure B.2 — Network configuration function in | Pv6

iscovery and announcemeént

The protocpls for discovery of BIR:endpoints are located in Session, Presentation and Application layers (layers 5 to 7).

They allow

The use of p BIP endpoint in a network requires three areas to be addressed:

the address and name setting of the BIP endpoint: The BIP endpoint obtains an |P address andl optionally
aDNS-name. Other network parameters will be set;

dypamic discovery of BIP endpoints by a BIP framework (Service Discovery): A broadcast
based protocol enables applications to obtain the actual 1P addresses and names of the end

a

automatic discovery of BIP slave endpoints by BIP master endpoints.

r multicast
$oi nts. This

0)

step is performed in advance of the communication of BIP messages between applications;
Service Announcement: Additionally, BIP endpoints can introduce themselves to BIP master endpoints.

The BIP discovery messages (Service Discovery/Announcement) are transmitted via unprotected channels. When the
BIP communication channel will be protected with one of the security protocols, the communication via BIP messages
starts not before successful start-up of the security protocol. Thisway denial of service attacks can be avoided.

If there is manual configuration of BIP endpoints, there is no requirement to implement the service discovery and
announcement (see B.8 and B.13). For dynamic discovery (see B.8) the service discovery protocol shall be
implemented, but service announcement is optional.

The BIP dave endpoint has the option to display the BIP master endpoint for the support of security protocols in the
field 'security protocols' in the service announcement package.
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B.8 Service discovery

B.8.1  Todiscover aBIP endpoint in the network by a BIP framework, an UDP (see IETF RFC 768) based multicast
(or broadcast in IPv4) protocol is used. The discovery protocol is not restricted to a local area network. This annex
describes version 1.0 of the discovery protocol.

B.8.2  Theservicerequest is done by default via UDP port 4376 (service request port).
B.8.3  The BIP master endpoint sends the request as multicast (or broadcast in |Pv4) transmission.

B.8.4  TheBIP endpoint waits for an incoming service request on a socket configured to receive multicast messages.

NOTE — Therefore, it is only possible to receive those service requests where the transmission mode is equal to the receive mode
of the BIP endpoaint.

BIP master endpoint BIP slave endpoint

FN: "BIP SLAVE"
Service port 4376

Multicast (or broadcast) UDP

Service discovery
Unicast UDP listener

Port 4376 ' Po 6
| o7

I
Establish communication channel (CC) between
BIP master and slave endpoint (typically TCP + SSI)

A\ 4

Service discovery |

»

=
Port 4376
The BIP master endpoint is now connected. to‘the BIP slave
BIE endpoint and ready to send and receive BIR.ndessages and events BIP slave
framework framework

Exchange BIP messages\(bidirectional)

A

Send BIP event messages (unidirectional)

Close communication channel (CC)

X.1083(07)_FB3

Figure B.3 >Principle communication channel schema

B.9 Servicerequestsvia broadcast (1Pv4)

B.9.1 A broadcast can be'sent as directed packets or as local packets. The target address controls the kind of
broadcast:

Q

abroadeastin the local network shall use the address 255.255.255.255;

b) for adirected broadcast, the address can be calculated from the IP address and the subnet mask of the
BtPmaster endpoint.

B.9.2  Horadirected broadcast into another subnet, the broadcast address has to be configurable. In additjon, it must
be ensured by the network administration that the broadcast will be routed to the target address and that reply packets
can also be routed from the target address. The related configuration of the network components (router, firewall, etc.)
is not in the scope of this Recommendation | International Standard.

B.9.3  When using broadcast, the transmitter does not normally receive its own packets. A BIP framework acting as
both a master and a slave endpoint needs special handling in this case.

B.10  Servicerequestsvia multicast (IPv4 or |Pv6)
When multicast is used, the multicast group address has to be substituted by the respective administration.

The network administration has to ensure the correct forwarding of BIP multicast messages between subnets.
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B.11

After transmission of a service request packet, the BIP master endpoint listens at port 4376 or at the given port in the
service request for a service announcement packet from a BIP dave endpoint. The time to wait for a service
announcement packet is not standardized.

It isaBIP master endpoint decision how long it waits for this type of message.
NOTE — To determine the waiting time, the transmission rate and usage of the networks have to be considered.

Each BIP endpoint receiving a service request packet shall send a service announcement package using UDP/IP to the
master BIP endpoint: The target |P address and the target port shall be given in the service request packet, possibly as

Receiving service announcement packets

the default UDP port 4376.

192

BIP master endpoint

BIP slave endpoint

Open UDP multicast (or broadcast)

socket for writing
Send service-request message

FN: "BIP SLAVE"
Service port 4376

Multicast (or broadcast) UDP
Service-request packet beginning
with 80 02 01 00 81 01 ...

Open UDP multicast
(or broadeast).socket
Wait fotyincoming
service-request messages

| Port 43

W4

Open UDP socket for reading

Close socket after waiting
for messages for n seconds

Service-description messagé fiom
BIP SLAVE 1 (plain) béginning
with 80 02 01 00 81,01 ...

Receive and interpret

incoming service request messagg

it for service-description messages

<

Service-description message from
BIP SLAVE 2(TLS) beginning
with §0.0201 00 81 01 ...

Servicerdéscription messages from

otherBIP SLAVE endpoints

Poyt 4376

When the waiting time hassexpired,

—_

the BIP master endpoint may have
r¢ceived some service-description

messages. The information from
these messages.can be used to

cqnnect a BIP master framework to

th

e respeeted. BIP slave frameworks

l

Open UDP socket for writing
Send service-description messag

Close socket

»

The BIP slave endpoint is still
waiting for service-request
messages. The BIP message
interpreter may be running
in parallel

X.1083(07

Figure B.4 — Service discovery broadcast/multicast
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B.12 Format of discovery and announcement messages

The discovery and announcement messages are defined in the following ASN.1 module and have to encoded in Aligned

PER (see I TU-T Rec. X.691 | 1SO/IEC 8825-2).

BIP-DISCOVERY {joint-iso-itu-t bip(41) modules(0) bip-discovery(2) version1(1)}
DEFINITIONS AUTOMATIC TAGS ::=

BEGIN

Discovery ::= SEQUENCE {
protocolVersion ProtocolVersion,
masterEndpointAddress |IPAddress,
masterEndPort Port DEFAULT 4376,
}

Announcement ::= SEQUENCE {
protocolversion Protocolversion,

slaveEndpointIPAddress IPAddress,
slaveEndpointMACAddress MACAddress,

slaveEndpointName 1A5String(SIZE(1..32)),

bipMessagePort Port DEFAULT 4376,

securityProtocols SEQUENCE OF SecurityProtocol OPTIONAL,

HrotocolVersion ::= SEQUENCE {
major INTEGER(0..255),
minor INTEGER(0..255)
}
HAddress ::= CHOICE {
ipv4 OCTET STRING(SIZE(4)),
ipvé OCTET STRING(SIZE(16))
}
Hort ::= INTEGER(0..65535)
MACAddress ::= OCTET STRING(SIZE(6))
SecurityProtocol ::=SEQUENCE {
id SECURITY-PROTQEOL.&id({SecurityProtocols}),
parameter SECURITY-PROTOCOL.&Parameter({SecurityProtocols}{ @id})
}
JECURITY-PROTOCOL ::=-"CLASS{
&id OBJEET IDENTIFIER,
&Parameter
}
SecurityProtocols|_ ) SECURITY-PROTOCOL ::={...}

END

In an IPv4 hetwork;.the alternative ipv4 of IPAddress shall be used, in an IPv6 network the ipv6 of IPAddiress shall

be used.

The protocplishall be 1 for major component and O for minor component.

The default value of the port is the recommended port 4376. This port can be changed by use of the management

interfaces.

NOTE — BIP master endpoints will be informed about the actual BIP message port in the service announcement packet.

The component slaveEndpointMACAddress is the address of the Ethernet interface of the BIP endpoint

(see ISO/IEC TR 8802-1).

An announcement message can contain alist of security protocols supported by the slave endpoint. The absence of that
list means no use of security in BIP transfers. Each security protocol is defined by an ASN.1 object identifier value and

some parameter.
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B.13 Service announcement

A BIP dave endpoint may introduce itself in the network by sending a service announcement prior to the receipt of a
service request packet. To do that, it sends a packet to the port 4376 (service announcement port) using the broadcast
addressin IPv4 or the multicast address defined for service request in I|Pv4 or IPv6.

The master endpoints interested in the service announcement packets are waiting for these on the port 4376 and, in
multicast mode, have to listen to the specified multicast address.

The BIP slave endpoint does not wait for an answer from a BIP master endpoint. The BIP slave endpoint should send
service announcement packets after any change of configuration such as:

a) change of IP address;
b) change of BIP message port;
c) change of BIP slave endpoint name.

The autondmous transmission of service announcements allows a BIP master endpoint to detect changes in {he network
configuratipn without decreasing the interval to transmit service broadcast or multicast requests. Frequent-tfansmission
of service gnnouncements should be avoided in order to reduce the network load.

B.14 Reset and restart

Changes cpnfiguration settings and some error conditions require the termination of.BIP communicatigns and the
clearing of [BIP endpoint internal states.

When the|new settings are activated, to enable a faster restart, the BIP slave endpoint can aso s¢nd service
announcenjent messages.

At worst, tJ: BIP master endpoint has to send service discovery requests until*a BIP slave endpoint answers them.

The chang
a) changeof an |P address;

b) change of the BIP message port;

c¢) change of the security settings for the BIP endpoint (including relevant certificates).

to configuration settings that require termination are:

Other errorjconditions that require termination of the T€P/IP connection are specified in A.5.

After managed changes, both sides can terminate the connection in accordance with this part of the standard. After this
terminatior), the new settings will be activated:
NOTE H{When one of the described error-'states has been detected, the BIP slave endpoint shall shut down [the network

connectipn and all internal states shall be'initialized.
B.15  Tliming of the exchange of messages over alink channel
TheBIPd Ive endpoint framework does not manage timings.
p

Master en
complete.

oints shoulditake account of the fact that some operations may take a significant amount|of time to

The BIP master-endpoint can request the status of the message processing by sending a service requdst message
(see 16.17)

The BIP master endpoint can terminate messages by the Cancel message (see 16.57). The message termination can be
necessary if:

a) the processing time exceeds the time calculated by the BIP master endpoint;

b) an error or abort condition has occurred at the BIP master endpoint side.

B.16  Security of the exchange of messages over a link channel

The BIP slave endpoint expects the protocol negotiation with the highest priorized protocol first. If the BIP master
endpoint cannot establish a connection using this protocol, the second priorized will be taken.

This procedure proceeds until a common protocol could be found or no more negotiable protocol can be offered. If no
protocol could be agreed on the TCP/IP, connection will be closed by the BIP slave endpoint.
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Annex C

Specification of the SOAP/HTTP binding

(Thisannex forms an integral part of this Recommendation | International Standard)

Cl General provisions

C.1.1  Thisannex specifies the use of BIP with the SOAP protocol using HTTP or HTTPS asacarrier.

C.1.2 A transport-level message for the hinding specified in this annex shall consist of an HTTP message which
carries a SOAP message encoded in XML 1.0, in accordance with the HTTP binding specified in W3C SOAP, clause 7.

C.13 The version of SOAP shall be either 1.1 or 1.2.

C.l4 Theversionof HFTP shall beeither 1.0 0r 1.1 - HTTPover FL S (I—ITTDQ) ma\Jl he used

C.15 T
used.

NOTE -
the HTT

Cle A

he HTTP SOAP Transmission Optimization Feature specified in W3C SOAP MTOM, clause

When this feature is used, any hinary data (such as the BDB of a BIR) contained in a BIP message can b
P message as a binary block and does not require the use of Base64.

request BIP message shall be carried in an HTTP request message with the HTTP method POSI

2, may be

b included in

. The body

of the SOAP envelope within the HTTP request message shall contain a single occurrence of the global elenpent request

specified in
SOAP 1.2)
cl17 A

reply to the
inthe HTT

cl18 A

body of th¢ SOAP envelope within the HTTP request message 8hall contain a single occurrence of the glo

notification

mediatype

Ccl19 A
endpoint ir]
SOAP en
acknowledg
acknowled
response tg

C.1.10 T
element of
abstract val
referenced

mapping.

C.2 g

C.4.1. The soapAction HTTP header (for SOAP 1.1) or the action parameter of the MIME meg
shall be set to "oid:/BIP/Request".

response BIP message shall be carried in an HTTP response message returned by the slave
HTTP request message containing the corresponding request BHR'message. The body of the SOA
P response message shall contain a single occurrence of the global element response specified i

notification BIP message shall be carried in an HTTP4equest message with the HTTP method

specified in C.4.3. The soapAction HTTP header\(for SOAP 1.1) or the action parameter of
(for SOAP 1.2) shall be set to "oid:/BI P/Notification".

n acknowledgement BIP message shall be-carried in an HTTP response message returned by
reply to the HT TP request message containing the corresponding notification BIP message. The
elope in the HTTP response message shall contain a single occurrence of the glob

jement BIP message, an HT TP response message with an empty body shall be sent by the master
the HTTP request.

he semantics of each ¢f the XSD type definitions specified in this annex is defined by inte
that type as the EXFENDED-XER encoding (see ITU-T Rec. X.693/Amd.1 | ISO/IEC 8825-4/A
ue of an ASN.1 type-that is specified in the referenced subclause of clause 16 or 17. The provi
subclause indirectly apply to the creation and processing of elements of that XSD type through th

ecurity.consider ations with SOAP/HTTP binding (tutorial)

iatype (for

Endpoint in
P envelope
nC.4.2.

POST. The
pal element
the MIME

the master
pody of the
Al element

ement gpecified in C.4.4. For “notification BIP messages that do not expect a cofresponding

endpoint in

rpreting an
md.1) of an
5ions of the
is semantic

There aret|

reedifferent ways of applying security techniques to a BIP message when using this binding:

a) point-to-point (carrier-level) security can be achieved by using HTTP over TLS (HTTPS)

b)

regular HTTP over TCP/IP;

instead of

standard encryption and integrity techniques can be applied to the entire XML message or one or more

portions of it (such asaBIR or aBDB in aBIR contained in the message) by using XML encryption and

XML signature standards such as W3C XMLENC and W3C XMLDSIG; or

BIP message.

the BioAPI standard security provisions can be used to encrypt a BDB or to sign a BIR contained in a
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C3

c4

C41

196

Schema header

<xs:schema
xmlins:xs="http://www.w3.0rg/2001/XMLSchema"
xmlins:bip="oid:/BIP"
targetNamespace="oid:/BIP"
elementFormDefault="qualified"
attributeFormDefault="unqualified">

Global elements

Global element request and type BIPRequest
<xs:element name="request" type="BIPRequest"/>

<xs:complexType name="BIPRequest">
<xs:sequence>

<xs:element name="masierEndpointIRl" type="EndpoIniIRI 7>

<xs:element name="slaveEndpointIRI" type="EndpointIRI"/>

<xs:element name="linkNumber" type="xs:unsignedInt"/>

<xs:element name="requestld" type="xs:unsignedInt"/>

<xs:choice>

<xs:element name="addMaster"
type="AddMaster-RequestParams"/>

<xs:element name="deleteMaster"
type="DeleteMaster-RequestParams"/>

<xs:element name="bspLoad"
type="BSPLoad-RequestParams"/>

<xs:element name="bspUnload"
type="BSPUnload-RequestParams"/>

<xs:element name="queryUnits"
type="QueryUnits-RequestParams"/>

<xs:element name="queryBFPs"
type="QueryBFPs-RequestParams"/> Q

<xs:element name="bspAttach" QQ
type="BSPAttach-RequestParams"/> \

<xs:element name="bspDetach" &
type="BSPDetach-RequestParams"/> \

<xs:element name="enableUnitEvents" <@
type="EnableUnitEvents-Req uestParam{@

<xs:element name="enableEventNotificatiais"
type="EnableEventNotifications—R$stParams"/>

<xs:element name="controlUnit"
type="ControlUnit-RequestP s"/>

<xs:element name="control" \,
type="Control-RequestP s"/>
<xs:element name="freeB dle"

type="FreeBIRHandle-RequestParams"/>
<xs:element name="getBIRFromHandle"

typez"GetBIR@wHandIe-RequestParams"/>
<xs:element namé={getHeaderFromHandle"

type:"Ge@?erﬁomHandle-RequestParams"/>

<xs:e|ement:§a. ="subscribeToGUIEvents"

typ scribeToGUIEvents-RequestParams"/>
<xs:el name="unsubscribeFromGUIEvents"

type="UnsubscribeFromGUIEvents-RequestParams"/>
< ment name="redirectGUIEvents"

ype="RedirectGUIEvents-RequestParams"/>
N s:element name="unredirectGUIEvents"

fyr\n—" InredirectGUIEvVents-ReguestParams"/>

<xs:element name="queryGUIEventSubscriptions"
type="QueryGUIEventSubscriptions-RequestParams"/>

<xs:element name="notifyGUISelectEvent"
type="NotifyGUISelectEvent-RequestParams"/>

<xs:element name="notifyGUIStateEvent"
type="NotifyGUIStateEvent-RequestParams"/>

<xs:element name="notifyGUIProgressEvent"
type="NotifyGUIProgressEvent-RequestParams"/>

<xs:element name="capture"
type="Capture-RequestParams"/>

<xs:element name="createTemplate"
type="CreateTemplate-RequestParams"/>

<xs:element name="process"
type="Process-RequestParams"/>

<xs:element name="processWithAuxBIR"
type="ProcessWithAuxBIR-RequestParams"/>
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<XS:

<Xs:

<XS:

<Xs:

<Xs

<XS:

<XS:

<XSs

<XS:

element name="verifyMatch"
type="VerifyMatch-RequestParams"/>
element name="identifyMatch"
type="IldentifyMatch-RequestParams"/>
element name="enroll"
type="Enroll-RequestParams"/>
element name="verify"
type="Verify-RequestParams"/>

:element name="identify"

type="Ildentify-RequestParams" />
element name="import"

type="Import-RequestParams"/>
element name="presetldentifyPopulation"

1 SO/I EC 24708:2008 (E)

type="PresetldentifyPopulation-RequestParams"/>

:element name="transform"

type="Transform-RequestParams"/>
element name="dbOpen"
type="DbOpen-RequestParams"/>

<

The seman

<SXS.

<XS:

<XS:

<XS:

<XS:

<XS:

<Xs:

<XS:

<XS:

<Xs

<XS:

<XS:

<Xs

<XS:

<Xs

<Xs

<XS:

<XS:

<xs:any

</xs:se u@
xs:cor%x ype>

i

XER encocd

elerent raire—- aptlose
type="DbClose-RequestParams"/>
element name="dbCreate"
type="DbCreate-RequestParams"/>
element name="dbDelete"
type="DbDelete-RequestParams"/>
element name="dbSetMarker"
type="DbSetMarker-RequestParams"/>
element name="dbFreeMarker"
type="DbFreeMarker-RequestParams"/>
element name="dbStore"
type="DbStoreBIR-RequestParams"/>
element name="dbGetBIR"
type="DbGetBIR-RequestParams"/>
element name="dbGetNextBIR"
type="DbGetNextBIR-RequestParams"/>
element name="dbDeleteBIR"
type="DbDeleteBIR-RequestParams"/>

:element name="calibrateSensor"

type="CalibrateSensor-RequestParams"/>
element name="setPowerMode"

type="SetPowerMode-RequestParams"/> (2,
element name="setIndicatorStatus"

type="SetIndicatorStatus-RequestPar ‘>

-element name="getIndicatorStatus"

type=" GetlndicatorStatus-RequeQ rams"/>

element name="cancel"
type=" CanceI—RequestParam@>

:element name="registedBSR:
type="RegisterBSP-R tParams"/>

:element namez"unregisg rBSP"

type="UnregisterBSP-RequestParams"/>
element name="régisterBFP"

type="Regi P-RequestParams"/>
element n unregisterBFP"

isterBFP-RequestParams"/>

ccurs="0" maxOccurs="unbounded"/>

the use of this XSD type are defined by interpreting an element of this type as the EX

C4.z2

7

ikﬂ of an abstract value of the A SN 1 fylnn R|DDPHIIIPQ1' Qppr‘ifind inclause 14

<xs:element name="response" type="BIPResponse"/>

<xs:complexType name="BIPResponse">
<xs:sequence>
<xs:element name="slaveEndpointIRI" type="EndpointIRI"/>
<xs:element name="masterEndpointIRI" type="EndpointIRI"/>
<xs:element name="linkNumber" type="xs:unsignedInt"/>
<xs:element name="requestld" type="xs:unsignedInt"/>
<xs:choice>

<XS:

<XS:

element name="addMaster"
type="AddMaster-ResponseParams"/>

element name="deleteMaster"
type="DeleteMaster-ResponseParams"/>

Global element response and type BIPResponse
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<xs:element name="bspLoad"
type="BSPLoad-ResponseParams"/>
<xs:element name="bspUnload"
type="BSPUnload-ResponseParams"/>
<xs:element name="queryUnits"
type="QueryUnits-ResponseParams"/>
<xs:element name="queryBFPs"
type="QueryBFPs-ResponseParams"/>
<xs:element name="bspAttach"
type="BSPAttach-ResponseParams"/>
<xs:element name="bspDetach"
type="BSPDetach-ResponseParams"/>
<xs:element name="enableUnitEvents"
type="EnableUnitEvents-ResponseParams"/>
<xs:element name="enableEventNotifications"
type="EnableEventNotifications-ResponseParams" />
<xs:element name="controlUnit"
type="ControlUnit-ResponseParams"/>

<XS.eremernt narme—= COorirol
type="Control-ResponseParams"/>
<xs:element name="freeBIRHandle"
type="FreeBIRHandle-ResponseParams"/>
<xs:element name="getBIRFromHandle"
type="GetBIRFromHandle-ResponseParams"/>
<xs:element name="getHeaderFromHandle"

<xs:element name="subscribeToGUIEvents"
type="SubscribeToGUIEvents-ResponseParams"/> C)

<xs:element name="unsubscribeFromGUIEvents" \Q/
type="UnsubscribeFromGUIEvents-ResponseParams"/> O\

<xs:element name="redirectGUIEvents" %
type="RedirectGUIEvents-ResponseParams"/> \

<xs:element name="unredirectGUIEvents" ‘\
type="UnredirectGUIEvents-ResponseParams"/>

<xs:element name="queryGUIEventSubscriptions"
type="QueryGUIEventSubscriptions-ResponsePa@>

<xs:element name="notifyGUISelectEvent"
typez"NotifyGUISeIectEvent-ResponseParams@

<xs:element name="notifyGUIStateEvent" \
type="NotifyGUIStateEvent-ResponseParais"/>

<xs:element name="notifyGUIProgressEvent:
type="NotifyGUIProgressEvent-ResponséParams"/>

<xs:element name="capture" . Q@
typez"Capture-ResponseParams&k

<xs:element name="createTemplatge:
type="CreateTemplate-Resp eParams"/>

<xs:element name="process"
type="Process-Respo Se arams" />

<xs:element name="proc€s§ ithAuxBIR"
type="ProcessWithAuxBIR-ResponseParams"/>

<xs:element name="verifyMatch"

type="Verif -ResponseParams"/>
<xs:element n identifyMatch"
y

entifyMatch-ResponseParams"/>

me="enroll"

nroll-ResponseParams" />

t name="verify"
pe="Verify-ResponseParams"/>

syelement name="identify"

2/ type="Identify-ResponseParams"/>
\ xs:element name="import"

<xs:eleme

type="GetHeaderFromHandle-ResponseParams" /> q/

Qe
‘I,QQ
%.
Q
A

type="Import-ResponseParams"/>
<xs:element name="presetldentifyPopulation”
type="PresetldentifyPopulation-ResponseParams"/>
<xs:element name="transform"
type="Transform-ResponseParams"/>
<xs:element name="dbOpen"
type="DbOpen-ResponseParams"/>
<xs:element name="dbClose"
type="DbClose-ResponseParams"/>
<xs:element name="dbCreate"
type="DbCreate-ResponseParams"/>
<xs:element name="dbDelete"
type="DbDelete-ResponseParams" />
<xs:element name="dbSetMarker"
type="DbSetMarker-ResponseParams"/>
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<xs:element name="dbFreeMarker"
type="DbFreeMarker-ResponseParams"/>
<xs:element name="dbStore"
type="DbStoreBIR-ResponseParams"/>
<xs:element name="dbGetBIR"
type="DbGetBIR-ResponseParams"/>
<xs:element name="dbGetNextBIR"
type="DbGetNextBIR-ResponseParams"/>
<xs:element name="dbDeleteBIR"
type="DbDeleteBIR-ResponseParams"/>
<xs:element name="calibrateSensor"
type="CalibrateSensor-ResponseParams"/>
<xs:element name="setPowerMode"
type="SetPowerMode-ResponseParams"/>
<xs:element name="setIndicatorStatus"
type="SetIndicatorStatus-ResponseParams"/>
<xs:element name="getIndicatorStatus"
type="GetlIndicatorStatus-ResponseParams"/>

<XS.elemernt narme—= calricel
type="Cancel-ResponseParams"/>
<xs:element name="registedBSP"
type="RegisterBSP-ResponseParams"/>
<xs:element name="unregisterBSP"
type="UnregisterBSP-ResponseParams"/>
<xs:element name="registerBFP"
type="RegisterBFP-ResponseParams"/> b‘
<xs:element name="unregisterBFP" (1/
type="UnregisterBFP-ResponseParams"/> C)
</xs:choice> \Q/
<xs:element name="returnValue" type="BioAPI-RETURN"/> O\
<xs:any minOccurs="0" maxOccurs="unbounded"/> %
</xs:sequence> S\\
O

<Ixs:complexType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the EX

XER encoding of an abstract value of the ASN.1 type BIPRespo ecified in clause 14.

e AN
C.43  Global eement notification and typeBIPNo@atlon
<ks:element name="notification" typez"BIPNotificKa'bg’b
<ks:complexType name="BIPNotification"> $

<xs:sequence> . @
<xs:element name="slaveEndpointIRI e="EndpointIRI"/>
<xs:element name="masterEndpoi I" type="EndpointIRI"/>
<xs:element name="linkNumber" ="xs:unsignedint"/>

<xs:element namez"notificatjo@h“- type="xs:unsignedint"/>
<xs:choice> N
<xs:element name:"maslqrpeletion Event"
type="MasterDeletignEvent-NotificationParams" />
<xs:element name%tEvent"
type="Unit -NotificationParams"/>
<xs:element n ="guiSelectEvent"
type="@UISelectEvent-NotificationParams" />
<xs:elem me="guiStateEvent"
t UlStateEvent-NotificationParams" />
<Xs: I@ent name="guiProgressEvent"
pe="GUIProgressEvent-NotificationParams"/>
sjelement name="bspRegistrationEvent"
Q/ type="BSPRegistrationEvent-NotificationParams"/>

\ xs-element name="henlinrgoaistrationEvgnt"
™ =)

type="BSPUnregistrationEvent-NotificationParams"/>
<xs:element name="bfpRegistrationEvent"
type="BFPRegistrationEvent-NotificationParams"/>
<xs:element name="bfpUnregistrationEvent"
type="BFPUnregistrationEvent-NotificationParams"/>
</xs:choice>
<xs:any minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>

TENDED-

The semantics and the use of this XSD type are defined by interpreting an element of this type as the EXTENDED-

XER encoding of an abstract value of the ASN.1 type BIPNotification specified in clause 14.
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C.44  Global element acknowledgement and type BIPAcknowledgement

<xs:element name="acknowledgement" type="BIPAcknowledgement"/>

<xs:complexType name="BIPAcknowledgement">

<xs:sequence>

<xs:element name="masterEndpointIRI" type="EndpointIRI"/>

<xs:element name="slaveEndpointIRI" type="EndpointIRI"/>

<xs:element name="linkNumber" type="xs:unsignedInt"/>

<xs:element name="notificationld" type="xs:unsignedint"/>

<xs:choice>

<xs:element name="guiSelectEvent"
type="GUISelectEvent-AcknowledgementParams"/>

<xs:element name="guiStateEvent"
type="GUIStateEvent-AcknowledgementParams"/>

<xs:element name="guiProgressEvent"
type="GUIProgressEvent-AcknowledgementParams"/>

</xs:choice>

<

The seman
XER encoq

C5 T

C51 T

<]
<]

The seman
XER encoq

C52 T

<

<

The seman
XER encod

C53 T

<

SXS.EIEMMErt nalme= Teturrvalue  type— BIOAPTFRETURNT=
<xs:any minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
xs:complexType>

fics and the use of this XSD type are defined by interpreting an element of this typetas the EX
ing of an abstract value of the ASN.1 type BIPAcknowledgement specified inClause 14.

ypes
ype EndpointIRI

s:simpleType name="EndpointIRI">
<xs:restriction base="xs:token"/>
xs:simpleType>

fics and the use of this XSD type are defined by interpreting an element of this type as the EX
ing of an abstract value of the ASN.1 type EndpointiRI specified in 15.3.

ype BiOAPI-BFP-LIST-ELEMENT

s:complexType name="BioAPI-BFP-LIST-ELEMENT">
<xs:sequence>
<xs:element name="category" type="BidAPI-CATEGORY"/>
<xs:element name="bfpProductUuid- type="BioAPI-UUID"/>
</xs:sequence>
xs:complexType>

fics and the use of this XSD type are defined by interpreting an element of this type as the EX
ing of an abstract value of the ASN.1 type BioAPI-BFP-LIST-ELEMENT specified in 15.4.

ype BioAPI-BEP-SCHEMA

s:complexTypetname="BioAPI-BFP-SCHEMA">
xs:sequencey
<xs:elemeht name="bfpProductUuid" type="BioAPI-UUID"/>
<xs:element name="category" type="BioAPI-CATEGORY"/>
<xs:elément name="description" type="BioAPI-STRING"/>
<xXs.element name="path" type="xs:string"/>

<x5:element name="specVersion" type="BioAPI-VERSION"/>

AD.U;CIIIUIIL IIQIIIU—"'JI ULA{ULL\V‘CI DIUII‘ Lypc—"BiUAFi'QTRiI‘\l‘U"I’
<xs:element name="vendor" type="BioAPI-STRING"/>
<xs:element name="supportedFormats">
<xs:complexType>

<xs:sequence>

<xs:element name="format" type="BioAPI-BIR-BIOMETRIC-DATA-FORMAT"
minOccurs="0" maxOccurs="4294967295" />

</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="factorsMask" type="BioAPI-BIR-BIOMETRIC-TYPE"/>
<xs:element name="propertyUuid" type="BioAPI-UUID"/>
<xs:element name="property" type="BioAPI-DATA"/>
<xs:element name="hostingEndpointIRI" type="EndpointIRI"/>

</xs:sequence>

</xs:complexType>
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The semantics and the use of this XSD type are defined by interpreting an element of this type as the EXTENDED-
XER encoding of an abstract value of the ASN.1 type BioAPI-BFP-SCHEMA specified in 15.5.

C54 TypeBioAPI-BIR

<xs:complexType name="BioAPI-BIR">
<xs:choice>
<xs:element name="binaryBIR" type="xs:base64Binary"/>
<xs:any namespace="##other" minOccurs="1" maxOccurs="1"/>
</xs:choice>
<xs:attribute name="patronFormatOwner" type="xs:unsignedShort" use="required"/>
<xs:attribute name="patronFormatType" type="xs:unsignedShort" use="required"/>
</xs:complexType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the EXTENDED-
XER encoding of an abstract value of the ASN.1 type BioAPI-BIR specified in 15.6 with the following modification:
the abstract value of the component formattedBIR (an octet string) may either be encoded in Base64 and wrapped in a
binaryBIR element that is a child of the element of type BioAPI-BIR, or (only if the octet string s|the UTF-8
encoding of an XML 1.0 element) may be directly included as a child of the element of type BioAPI-BIR;

NOTE - The use of the XML patron format specified in ISO/IEC 19785-3 is recommended.

ype BioAPI-BIR-ARRAY-POPULATION

<ks:complexType name="BioAPI-BIR-ARRAY-POPULATION">
xs:sequence>
<xs:element name="members">
<xs:complexType>
<xs:sequence>
<xs:element name="member" type="BioAPI-BIR"
minOccurs="0" maxOccurs="4294967295"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
<Ixs:complexType>

—

C55

The semantics and the use of this XSD type are defined by interpreting an element of this type as the E4TENDED-
XER encoding of an abstract value of the ASN.1 type BioAPI-BIR-ARRAY-POPULATION specified in 1b.7.

C56 TypeBioAPI-BIR-BIOMETRIC-DATA-FORMAT

<ks:complexType name="BioAPI-BIR-BIOMETRIC-DATA-FORMAT">
<xs:sequence>

<xs:element name="formatOwner" type="xs:unsignedShort"/>
<xs:element name="formatTypes type="xs:unsignedShort"/>
</xs:sequence>

<Ixs:complexType>

The semantics and the use of this:XSD type are defined by interpreting an element of this type as the EYTENDED-
XER encoding of an abstractvalue of the ASN.1 type BioAPI-BIR-BIOMETRIC-DATA-FORMAT specified in 15.8.

C57 TypeBioARKBIR-BIOMETRIC-PRODUCT-ID

<ks:complexType name="BioAPI-BIR-BIOMETRIC-PRODUCT-ID" >
xs:sefUence>
<xs:element name="productOwner" type="xs:unsignedShort"/>
<xs:element name="productType" type="xs:unsignedShort"/>

v PSTEPoN-Y
g A

</xs:complexType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the EXTENDED-
XER encoding of an abstract value of the ASN.1 type BioAPI-BIR-BIOMETRIC-PRODUCT-ID specified in 15.9.
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C58 TypeBioAPI-BIR-BIOMETRIC-TYPE

<xs:simpleType name="BioAPI-BIR-BIOMETRIC-TYPE">

<xs:list itemType="SingleBi

</xs:simpleType>

ometricType"/>

<xs:simpleType name="SingleBiometricType">
<xs:restriction base="xs:token">

<xs:enumeration value="
<xs:enumeration value="
<xs:enumeration value="
<xs:enumeration value="
<xs:enumeration value="
<xs:enumeration value="
<xs:enumeration value="
<xs:enumeration value="
<xs:enumeration value="
<xs:enumeration value="

multipleBiometricTypes"/>
face"/>

voice"/>

finger"/>

iris"/>

retina"/>
handGeometry"/>
signatureSign"/>
keystroke"/>
lipMovement"/>

<Xb.EIIUIIIEIdLiUII vdiue—
<xs:enumeration value="
<xs:enumeration value="
<xs:enumeration value="

gat =
vein"/>
dna"/>
ear"/>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the EX
XER encoding of an abstract value of the ASN.1 type BioAPI-BIR-BIOMETRIC-TYPE specified in 15.10,

C59

The semantics and the use of this XSD type are defined by interpreting an element of this type as the EX
XER encoding of an abstract value of the ASN.1 type BioAPI-BIR-HANDLE specified in 15.12.

C.5.10

The semantics and the use of_this XSD type are defined by interpreting an element of this type as the EX

XER enc

modificati
and wrapp

<xs:enumeration value="foot"/>
<xs:enumeration value="scent"/>
<xs:enumeration value="other"/>
<xs:enumeration value="password"/>
</xs:restriction>
<Ixs:simpleType>

Type BioAPI-BIR-HANDLE

<ks:simpleType name="BioAPI-BIR-HANDLE">
xs:restriction base="xs:int"/>
<Ixs:simpleType>

Type BioAPI-BIR-HEADER

<ks:complexType name="BioAPI-BIR-HEADER" >

xs:choice>

<xs:element name="binaryBIR"\type="xs:base64Binary"/>

<xs:any namespace="##other\minOccurs="1" maxOccurs="1"/>

</xs:choice>

<xs:attribute name="patronfFormatOwner" type="xs:unsignedShort" use="required"/>
<xs:attribute name="patronFormatType" type="xs:unsignedShort" use="required"/>
<|xs:complexType>

n: the abstract value of the component formattedBIR (an octet string) may either be encoded

o{idng of an abstract value of the ASN.1 type BioAPI-BIR-HEADER specified in 15.13 with th
in a binaryBIR element that is a child of the element of type BioAPI-BIR-HEADER, or

TENDED-

TENDED-

TENDED-
b following
in Base64
only if the

octet string is the UTF-8 encoding of an XML 1.0 element) may be directly included as a child of the element of type
BioAPI-B|RSHEADER.

NOTE —Theuseof the XVt patrom format specified SO EC-19785-3 s Tecommendetd:
C511 TypeBioAPI-BIR-PURPOSE

<xs:simpleType name="BioAPI-BIR-PURPOSE" >
<xs:restriction base="xs:token">
<xs:enumeration value="verify"/>
<xs:enumeration value="identify"/>
<xs:enumeration value="enroll"/>
<xs:enumeration value="enrollVerify"/>
<xs:enumeration value="enrollldentify"/>
<xs:enumeration value="audit"/>
</xs:restriction>
</xs:simpleType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the EXTENDED-
XER encoding of an abstract value of the ASN.1 type BioAPI-BIR-PURPOSE specified in 15.14.
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C5.12 TypeBioAPI-BIR-SECURITY-BLOCK-FORMAT

<xs:complexType name="BioAPI-BIR-SECURITY-BLOCK-FORMAT">
<xs:sequence>
<xs:element name="formatOwner" type="xs:unsignedShort"/>
<xs:element name="formatType" type="xs:unsignedShort"/>
</xs:sequence>
</xs:complexType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type BioAPI-BIR-SECURITY-BLOCK-FORMAT
specifiedin 15.15.

C5.13 TypeBioAPI-BIR-SUBTYPE

<xs:complexType name="BioAPI-BIR-SUBTYPE">
<xs:sequence>

AD.C:CIIICIIL IIaIIIC—"DUIlJLy}JC" Lypc—"Sil|y:c3u'ulypc"l'
</xs:sequence>
xs:complexType>

A

<ks:complexType name="SingleSubtype">
<xs:choice>
<xs:element name="anySubtype" type="anySubtype"/>
<xs:element name="veinOnlySubtype" type="veinOnySubtype"/>
</xs:choice>
</xs:complexType>

<xs:simpleType name="anySubtype">

<xs:restriction base="xs:token">
<xs:enumeration value="left"/>
<xs:enumeration value="right"/>
<xs:enumeration value="thumb"/>
<xs:enumeration value="pointerFinger"/>
<xs:enumeration value="middleFinger"/>
<xs:enumeration value="ringFinger"/>
<xs:enumeration value="littleFinger"/>

q/xs:restriction>

xs:simpleType>

A

A

ks:simpleType name="veinOnlySubtype">

q4xs:restriction base="xs:token">
<xs:enumeration value="veinPalm"/>
<xs:enumeration value="veinBackofhant/>
<xs:enumeration value="veinWrist" />

</xs:restriction>

<Ixs:simpleType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDHD-XER encoding of an abstract value of the ASN.1 type BioAPI-BIR-SUBTYPE specified in 1%.16.

C5.14 TypeBioAPI-BJR-SUBTYPE-MASK

<ks:simpleType name="BioAPI-BIR-SUBTYPE-MASK" >
<xs:list itemFype="SingleSubtype-mask"/>
<Ixs:simpleFype>

A

Ks:simpteFype name="SingleSubtype-mask">

<xs:resfriction base="xs:token">
<xs:enumeration value="left"/>
<xs-enumeration valiue="right"/
<xs:enumeration value="leftThumb"/>
<xs:enumeration value="leftPointerFinger"/>
<xs:enumeration value="leftMiddleFinger"/>
<xs:enumeration value="leftRingFinger"/>
<xs:enumeration value="leftLittleFinger"/>
<xs:enumeration value="rigthtThumb"/>
<xs:enumeration value="rightPointerFinger"/>
<xs:enumeration value="rightMiddleFinger"/>
<xs:enumeration value="rightRingFinger"/>
<xs:enumeration value="rightLittleFinger"/>
<xs:enumeration value="left-vein-palm"/>
<xs:enumeration value="left-vein-backofhand"/>
<xs:enumeration value="left-vein-wrist"/>
<xs:enumeration value="rigth-vein-palm"/>
<xs:enumeration value="right-vein-backofhand"/>
<xs:enumeration value="right-vein-wrist"/>

</xs:restriction>

</xs:simpleType>
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The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type BioAPI-BIR-SUBTYPE specified in 15.17.

C5.15 TypeBioAPI-BSP-SCHEMA

<xs:complexType name="BioAPI|-BSP-SCHEMA" >

<xs:sequence>
<xs:element name="bspProductUuid" type="BioAPI-UUID"/>
<xs:element name="description" type="BioAPI-STRING"/>
<xs:element name="path" type="xs:string" minOccurs="0"/>
<xs:element name="specVersion" type="BioAPI-VERSION"/>
<xs:element name="productVersion" type="BioAPI-STRING"/>
<xs:element name="vendor" type="BioAPI-STRING"/>
<xs:element name="supportedFormats">
<xs:complexType>
<xs:sequence>
<xs:element name="format" type="BioAPI-BIR-BIOMETRIC-DATA-FORMAT"

minQecire="O" ooy Ocorc " 4200400 72Q81 /.

<

The semantics and the use of this XSD type are defined by interpreting an element of this ty

EXTENDE

C516 T

<

<

The semantics and_the-'use of this XSD type are defined by interpreting an element of this ty

EXTENDE

C517 T

</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="factorsMask" type="BioAPI-BIR-BIOMETRIC-TYPE"/>
<xs:element name="operations" type="BioAPI-OPERATIONS-MASK"/>
<xs:element name="options" type="BioAPI-OPTIONS-MASK" />
<xs:element name="payloadPolicy" type="BioAPI-FMR"/>
<xs:element name="maxPayloadSize" type="xs:unsignedInt"/>
<xs:element name="defaultVerifyTimeout" type="xs:int"/>
<xs:element name="defaultldentifyTimeout" type="xs:int"/>
<xs:element name="defaultCaptureTimeout" type="xs:int"/>
<xs:element name="defaultEnrollTimeout" type="xs:int"/>
<xs:element name="defaultCalibrateTimeout" type="xs:int"/>
<xs:element name="maxBSPDbSize" type="xs:unsignedInt"/>
<xs:element name="maxl|dentify" type="xs:unsignedInt"/>
<xs:element name="hostingEndpointIRI" type="EndpointIR|"%
<xs:element name="bspAccessUuid" type="BioAPI-UUID &ninOccurs="0"/>
</xs:sequence>
xs:complexType>

D-XER encoding of an abstract value of the ASN.1 type BioAPI-BSP-SCHEMA specified in 1

ype BioAPI-CANDIDATE

s:complexType name="BioAPI-CANDIBATE">
<xs:sequence>
<xs:choice>
<xs:element name="birInDatabase" type="BioAPI-UUID"/>
<xs:element name="birInArray" type="xs:unsignedint"/>
<xs:element name="hirnPresetArray" type="xs:unsignedInt"/>
</xs:choice>
<xs:element name="fmrAchieved" type="BioAPI-FMR"/>
</xs:sequence>
xs:complexType>

D-XER-encoding of an abstract value of the ASN.1 type BioAPI-CANDIDATE specified in 15.2
ypeBI0API-CATEGORY

pe as the
b.19.

pe as the
0.

<

S.simpleType name="BIOAPI-CATEGORY >
<xs:restriction base="xs:token">
<xs:enumeration value="archive"/>
<xs:enumeration value="comparisonAlgorithm"/>
<xs:enumeration value="processingAlgorithm"/>
<xs:enumeration value="sensor"/>
</xs:restriction>

</xs:simpleType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type BioAPI-CATEGORY specified in 15.21.

C5.18 TypeBioAPI-DATA

<xs:simpleType name="BioAPI-DATA">

<xs:restriction base="xs:base64Binary"/>

</xs:simpleType>
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The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type BioAPI-DATA specified in 15.22.

C5.19 TypeBioAPI-DATE

<xs:complexType name="BioAPI-DATE">
<xs:sequence>
<xs:element name="year" type="xs:unsignedShort"/>
<xs:element name="month" type="xs:unsignedByte"/>
<xs:element name="day" type="xs:unsignedByte"/>
</xs:sequence>
</xs:complexType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type BioAPI-DATE specified in 15.23.
C520 TypeBioAPI-DB-ACCESS-TYPE

<ks:simpleType name="BioAPI-DB-ACCESS-TYPE">

kxs:list itemType="SingleAccessType"/>
<Ixs:simpleType>

<ks:simpleType name="SingleAccessType">
<xs:restriction base="xs:token">
<xs:enumeration value="read"/>
<xs:enumeration value="write"/>
</xs:restriction>

<Ixs:simpleType>

The semantics and the use of this XSD type are defined by interpreting)an element of this type as the
EXTENDHD-XER encoding of an abstract value of the ASN.1 type BioAP|-DB-ACCESS-TYPE specifieq in 15.24.

C5.21 TypeBioAPI-DB-MARKER-HANDLE

<ks:simpleType name="BioAPI-DB-MARKER-HANDLE">
kxs:restriction base="xs:unsignedInt"/>
<Ixs:simpleType>

The semantics and the use of this XSD type are défined by interpreting an element of this type as the
EXTENDHD-XER encoding of an abstract value of the ASN.1 type BioAPI-DB-MARKER-HANDLIE specified
in 15.25.

C.5.22 TypeBioAPI-DB-HANDLE

<ks:simpleType name="BioAPI-DB-HANDLE">
kxs:restriction base="xs:int"/>
<Ixs:simpleType>

The semantics and the use of ‘this XSD type are defined by interpreting an element of this type as the
EXTENDHD-XER encoding of an‘abstract value of the ASN.1 type BioAPI-DB-HANDLE specified in 15.26.

C5.23 TypeBioAPI-DBBIR-ID

<ks:complex®yype name="BioAPI-DBBIR-ID">

<xs:sequenee>

<xs:element name="dbHandler" type="BioAPI-DB-HANDLE"/>
£xXs+€lement name="keyValue" type="BioAPI-UUID"/>
<IxS#Sequence>

XS COMpIExType

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type BioAPI-DBBIR-ID specified in 15.27.

C.5.24 TypeBIioAPI-DTG

<xs:complexType name="BioAPI-DTG">
<xs:sequence>
<xs:element name="date" type="BioAPI-DATE"/>
<xs:element name="time" type="BioAPI-TIME"/>
</xs:sequence>
</xs:complexType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type BioAPI-DTG specified in 15.28.
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C5.25 TypeBioAPI-UNIT-EVENT-TYPE

<xs:simpleType name="BioAPI-UNIT-EVENT-TYPE">
<xs:restriction base="xs:token">
<xs:enumeration value="insert"/>
<xs:enumeration value="remove"/>
<xs:enumeration value="fault"/>
<xs:enumeration value="sourcePresent"/>
<xs:enumeration value="sourceRemoved"/>
</xs:restriction>
</xs:simpleType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type BioAPI-UNIT-EVENT-TYPE specified in 15.30.

C5.26 TypeBioAPI-UNIT-EVENT-TYPE-MASK

s-oimnlaTyung nama—"DRia ADLLINIT EVN/ENT TVDE MACQK!
§ i P

kxs:list itemType="BioAPI-UNIT-EVENT-TYPE"/>
<Ixs:simpleType>

The semantics and the use of this XSD type are defined by interpreting an element of ithis type as the
EXTENDHD-XER encoding of an abstract value of the ASN.1 type BioAPI-UNIT-EVENT-TYPE-MASK specified
in 15.31.

C.5.27 TypeBioAPI-FMR

<ks:simpleType name="BioAPI-FMR">
<xs:restriction base="xs:int"/>
<Ixs:simpleType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDHD-XER encoding of an abstract value of the ASN.1 type BiaAPI-FMR specified in 15.32.

C.5.28 TypeBioAPI-FRAMEWORK-SCHEMA

<ks:complexType name="BioAPI-FRAMEWORK-SCHEMA">
xs:sequence>
<xs:element name="fwProductUuid" type="BioAPI-UUID"/>
<xs:element name="description" type="BioAP[*STRING"/>
<xs:element name="path" type="xs:strings~minOccurs="0"/>
<xs:element name="specVersion" typestB10oAPI-VERSION"/>
<xs:element name="productVersion type="BioAPI-STRING"/>
<xs:element name="vendor" type=BioAPI-STRING"/>
<xs:element name="propertyUmig type="BioAPI-UUID" minOccurs="0"/>
<xs:element name="property<type="BioAPI-DATA" minOccurs="0"/>
<xs:element name="hostiggEndpointIRI" type="EndpointIRI"/>
</xs:sequence>
<|xs:complexType>

The semantics and the use‘of this XSD type are defined by interpreting an element of this type as the
EXTENDHD-XER encoding-ef an abstract value of the ASN.1 type BioAPI-FRAMEWORK-SCHEMA $pecified in
15.33.

C.5.29 Tlype BiIoAPI-GUI-BITMAP

<ksLomplexType name="BioAPI-GUI-BITMAP" >
<Xxsisequence>
<X element name= suUblypeMasK. lype= BIOAPI-BIR-SUB T YPE-MASK 7>
<xs:element name="width" type="xs:unsignedInt"/>
<xs:element name="height" type="xs:unsignedInt"/>
<xs:element name="bitmap" type="BioAPI-DATA" minOccurs="0"/>
</xs:sequence>
</xs:complexType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type BioAPI-GUI-BITMAP specified in 15.34.

206 ITU-T Rec. X.1083 (11/2007)


https://iecnorm.com/api/?name=c1dd7432e93d496363ef3a291cb4af51

1 SO/I EC 24708:2008 (E)

C530 TypeBioAPI-GUI-BITMAP-ARRAY

<xs:complexType name="BioAPI-GUI-BITMAP-ARRAY">
<xs:sequence>
<xs:element name="members">
<xs:complexType>
<xs:sequence>
<xs:element name="member" type="BioAPI-GUI-BITMAP"
minOccurs="0" maxOccurs="4294967295"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type BioAPI-GUI-BITMAP-ARRAY specified
in 15.35.

C.5.31 TypeBioAPI-GUI-EVENT-SUBSCRIPTION

ks:complexType name="BioAPI-GUI-EVENT-SUBSCRIPTION">
xs:sequence>
<xs:element name="subscriberEndpointIRI" type="EndpointIRI"/>
<xs:element name="guiEventSubscriptionUuid" type="BioAPI-UUID"/>
<xs:element name="guiEventsSubscribed">
<xs:simpleType>
<xs:list itemType="SingleGUIEvent"/>
</xs:simpleType>
</xs:element>
</xs:sequence>
xs:complexType>

A

A

<ks:simpleType name="SingleGUIEvent">

kxs:restriction base="xs:token">
<xs:enumeration value="select"/>
<xs:enumeration value="state"/>
<xs:enumeration value="progress"/>

</xs:restriction>

<Ixs:simpleType>

The semantics and the use of this XSD type afe defined by interpreting an element of this type as the
EXTENDHD-XER encoding of an abstract value’of the ASN.1 type BioAPI-GUI-EVENT-SUBSECRIPTION
specified in) 15.36.

C.5.32 Type BIOAPI-GUI-ENROKI-TYPE

<ks:simpleType name="BioAPKGUI-ENROLL-TYPE">

<xs:list>

<xs:simpleType>

<xs:restriction baseF"xs:token">
<xs:enumerdtion value="testVerify"/>
<xs:enume&ration value="multipleCapture"/>

</xs:restpiction>

</xs:sipapleType>

</xs:list>

<Ixs:simpleType>

tICS and the use of thls XSD type are defmed by mterpretmg an element of thls t)

C.5.33 TypeBioAPI-GUI-MOMENT

<xs:simpleType name="BioAPI-GUI-MOMENT">
<xs:restriction base="xs:token">
<xs:enumeration value="beforeStart"/>
<xs:enumeration value="during"/>
<xs:enumeration value="afterEnd"/>
</xs:restriction>
</xs:simpleType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type BioAPI-GUI-MOMENT specified in 15.37.
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C5.34 TypeBioAPI-GUI-OPERATION

<xs:simpleType name="BioAPI-GUI-OPERATION">
<xs:restriction base="xs:token">
<xs:enumeration value="capture"/>
<xs:enumeration value="process"/>
<xs:enumeration value="createTemplate"/>
<xs:enumeration value="verifyMatch"/>
<xs:enumeration value="identifyMatch"/>
<xs:enumeration value="verify"/>
<xs:enumeration value="identify"/>
<xs:enumeration value="enroll"/>
</xs:restriction>
</xs:simpleType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type BioAPI-GUI-OPERATION specified in 15.39.

C.5.35 TypeBioAPI-GUI-RESPONSE

<ks:simpleType name="BioAPI-GUI-RESPONSE" >

<xs:restriction base="xs:token">
<xs:enumeration value="default"/>
<xs:enumeration value="startCycle"/>
<xs:enumeration value="startSubop"/>
<xs:enumeration value="continueSubop"/>
<xs:enumeration value="nextSubop"/>
<xs:enumeration value="opComplete"/>
<xs:enumeration value="abortSubop"/>
<xs:enumeration value="recapture"/>
<xs:enumeration value="restartCycle"/>
<xs:enumeration value="cancelOp"/>

</xs:restriction>

<Ixs:simpleType>

The semaftics and the use of this XSD type are defined fy “interpreting an element of this type as the
EXTENDHD-XER encoding of an abstract value of the ASN.1 type BioAPI-GUI-RESPONSE specified in15.40.

C.5.36 TypeBioAPI-GUI-SUBOPERATION

<ks:simpleType name="BioAPI-GUI-SUBOPERATION">
<xs:restriction base="xs:token">

<xs:enumeration value="capture"/>
<xs:enumeration value="process"/>
<xs:enumeration value="createTemptate"/>
<xs:enumeration value="verifyMatch"/>
<xs:enumeration value="identifyMatch"/>
</xs:restriction>

<Ixs:simpleType>

The semantics and the useofvthis XSD type are defined by interpreting an element of this type as the
EXTENDHD-XER encoding of an abstract value of the ASN.1 type BioAPI-GUI-SUBOPERATION specified
in 15.41.

C537 TypeBioAPI-HANDLE

<ks:sifhp{eType name="BioAPI-HANDLE">
kx§restriction base="xs:unsignedint"/>
<|xsssimpleType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type BioAPI-HANDLE specified in 15.42.

C.538 TypeBioAPI-IDENTIFY-POPULATION

<xs:complexType name="BioAPI-IDENTIFY-POPULATION">
<xs:choice>
<xs:element name="birDataBase" type="BioAPI-DB-HANDLE"/>
<xs:element name="birArray" type="BioAPI-BIR-ARRAY-POPULATION"/>
<xs:element name="birPresetArray">
<xs:complexType/>
</xs:element>
</xs:choice>
</xs:complexType>
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The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type BioAPI-IDENTIFY-POPULATION specified

in 15.43.

C.5.39

Type BioAPI-INDICATOR-STATUS

<xs:simpleType name="BioAPI-INDICATOR-STATUS">
<xs:restriction base="xs:token">
<xs:enumeration value="accept"/>
<xs:enumeration value="reject"/>
<xs:enumeration value="ready"/>
<xs:enumeration value="busy"/>
<xs:enumeration value="failure"/>
</xs:restriction>
</xs:simpleType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the

EXTENDHBED-XER encoding of an absract vaiue of the ASN.T Type BIOAPT-INDICATOR-STATU]

in 15.45.

C.5.40

The semantics and the use of this XSD type are defined by interpreting an element of this ty
EXTENDHD-XER encoding of an abstract value of the ASN.1 type BioARIZINPUT-BIR specified in 15.46

C541

Tlype BioAPI-INPUT-BIR

<ks:complexType name="BioAPI-INPUT-BIR">

xs:choice>
<xs:element name="birInDB" type="BioAPI-DBBIR-ID"/>
<xs:element name="birInBSP" type="BioAPI-BIR-HANDLE"/>
<xs:element name="bir" type="BioAPI-BIR"/>

</xs:choice>

<|xs:complexType>

Type BioAPI-OPERATIONS-MASK

<ks:simpleType name="BioAPI-OPERATIONS-MASK">
kxs:list itemType="SingleOperation"/>
<Ixs:simpleType>

<ks:simpleType name="SingleOperation">

kxs:restriction base="xs:token">
<xs:enumeration value="enableEvents'{%
<xs:enumeration value="subscribeToGUIEvents"/>
<xs:enumeration value="capture"
<xs:enumeration value="createTemplate"/>
<xs:enumeration value="protess"/>
<xs:enumeration value="pfrog¢essWithAuxBIR"/>
<xs:enumeration value=%verifyMatch"/>
<xs:enumeration values"identifyMatch"/>
<xs:enumeration yalbe="enroll"/>
<xs:enumeratiop-valie="verify"/>
<xs:enumerationvalue="identify"/>
<xs:enumergilon value="import"/>
<xs:enunderation value="presetldentifyPopulation"/>
<xs:enimeration value="databaseOperations"/>
<xswedMmeration value="setPowerMode"/>
<x{s:enumeration value="setIndicatorStatus"/>
sxsTenumeration value="getIndicatorStatus"/>

b specified

pe as the

<Xs:enumeration value="calibrateSensor"/>

<xs:enumeration value="utilities"/>
<xs:enumeration value="queryUnits"/>
<xs:enumeration value="queryBFPs"/>
<xs:enumeration value="controlUnit"/>
</xs:restriction>
</xs:simpleType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type BioAPI-OPERATIONS-MASK specified

in 15.48.
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C.b5.42

The semantics and the use of this XSD type are defined by interpreting an element of this ty
EXTENDHD-XER encoding of an abstract value of the ASN.1 type BioAPOPTIONS-MASK specified in

C.543

The semantics and the use of this XSD ‘type are defined by interpreting an element of this ty
EXTENDHD-XER encoding of an abstractcvalue of the ASN.1 type BioAPI-POWER-MODE specified in ]

C544

The semantics and theuse of this XSD type are defined by interpreting an element of this ty
EXTENDHD-XER.encoding of an abstract value of the ASN.1 type BioAPI-RETURN specified in 15.52.

C.545

Type BioAPI-OPTIONS-MASK

<xs:simpleType name="BioAPI-OPTIONS-MASK">
<xs:list itemType="SingleOption"/>
</xs:simpleType>

<xs:simpleType name="SingleOption">
<xs:restriction base="xs:token">

<xs:enumeration value="raw"/>
<xs:enumeration value="qualityRaw"/>
<xs:enumeration value="qualityIntermediate"/>
<xs:enumeration value="qualityProcessed"/>
<xs:enumeration value="appGUI"/>
<xs:enumeration value="guiProgressEvents"/>
<xs:enumeration value="sourcePresent"/>
<xs:enumeration value="payload"/>
<xs:enumeration value="birSign"/>
<xs:enumeration value="birEncrypt"/>

<Xb.EIIUIIIEIdLiUII vdalue— telnpiateupuadatle 7-
<xs:enumeration value="adaptation"/>
<xs:enumeration value="binning"/>
<xs:enumeration value="selfContainedDevice"/>
<xs:enumeration value="moc"/>
<xs:enumeration value="subtypeToCapture"/>
<xs:enumeration value="sensorBFP"/>
<xs:enumeration value="archiveBFP"/>
<xs:enumeration value="comparisonBFP"/>
<xs:enumeration value="processingBFP"/>
<xs:enumeration value="coarseScores"/>
</xs:restriction>

<Ixs:simpleType>

Type BioAPI-POWER-MODE

<ks:simpleType name="BioAPI-POWER-MODE">
<xs:restriction base="xs:token">
<xs:enumeration value="normal"/>
<xs:enumeration value="detect"/>
<xs:enumeration value="sleep"/>
</xs:restriction>

<Ixs:simpleType>

Tlype BioAPI-RETURN

<ks:simpleType namez"BW0API-RETURN" >
<xs:restriction base=*xs:unsignedint"/>
<Ixs:simpleType>,

TlypeBIOAPI-STRING

HA N Y I el o =Y TN Pa3T]

<ksstmpteFyperame="BioAPFSTRING
<xs:restriction base="xs:string"/>
</xs:simpleType>

pe as the
15.49.

pe as the
5.50.

pe as the

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type BioAPI-STRING specified in 15.53.

C.5.46
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Type BioAPI-TIME

<xs:complexType name="BioAPI-TIME">
<xs:sequence>
<xs:element name="hour" type="xs:unsignedByte"/>
<xs:element name="minute" type="xs:unsignedByte"/>
<xs:element name="second" type="xs:unsignedByte"/>
</xs:sequence>
</xs:complexType>
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The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type BioAPI-TIME specified in 15.54.

C.547 TypeBioAPI-UNIT-ID

<xs:simpleType name="BioAPI-UNIT-ID">
<xs:restriction base="xs:unsignedInt"/>
</xs:simpleType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type BioAPI-UNIT-ID specified in 15.55.

C548 TypeBioAPI-UNIT-LIST-ELEMENT

<xs:complexType name="BioAPI-UNIT-LIST-ELEMENT" >
<xs:sequence>
<xs:element name="category" type="BioAPI-CATEGORY"/>
<xs:element name="unitID" type="B1oAPI-UNIT-ID"/>
</xs:sequence>
<Ixs:complexType>

The semantics and the use of this XSD type are defined by interpreting an element cof .'this type as the
EXTENDHD-XER encoding of an abstract value of the ASN.1 type BioAPI-UNIT-LIST-ELEMENT specified
in 15.56.

C.549 TypeBioAPI-UNIT-SCHEMA

<ks:complexType name="BioAPI-UNIT-SCHEMA" >

xs:sequence>
<xs:element name="bspProductUuid" type="BioAPI-UUID"/>
<xs:element name="unitManagerProductUuid" type="BioAPI-UUIB.'/>
<xs:element name="unitID" type="BioAPI-UNIT-ID"/>
<xs:element name="category" type="BioAPI-CATEGORY"/>
<xs:element name="unitProperties" type="BioAPI-UUID" /¥
<xs:element name="vendorIinformation" type="BioAPI-STRING" />
<xs:element name="supportedUnitEvents" type="BioARI-UNIT-EVENT-TYPE-MASK" />
<xs:element name="propertyUuid" type="BioAPI-UWND"/>
<xs:element name="property" type="BioAPI-DATA' />
<xs:element name="hardwareVersion" type="BfoAPI-STRING"/>
<xs:element name="firmwareVersion" type={B0API-STRING"/>
<xs:element name="softwareVersion" type="BioAPI-STRING"/>
<xs:element name="hardwareSerialNurhbet" type="BioAPI-STRING"/>
<xs:element name="authenticatedHardware" type="xs:boolean"/>
<xs:element name="maxBSPDbSizétype="xs:unsignedInt"/>
<xs:element name="maxl|dentify'l type="xs:unsignedInt"/>

</xs:sequence>

<Ixs:complexType>

The semantics and the use of «this XSD type are defined by interpreting an element of this type as the
EXTENDHD-XER encoding of-an-abstract value of the ASN.1 type BioAPI-UNIT-SCHEMA specified in 15.57.

C.550 TypeBioAPI-UJUID

<ks:simpleTyfg-dame="BioAPI-UUID">
<xs:restriCtion base="xs:token">
<xsxength value="36"/>
</xs:testriction>

<IxsigimpleType>

The semantics and the use of this XSD type are defined by Interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type BioAPI-UUID specified in 15.58.

C551 TypeBioAPI-VERSION

<xs:complexType name="BioAPI-VERSION">
<xs:sequence>
<xs:element name="major" type="xs:unsignedByte"/>
<xs:element name="minor" type="xs:unsignedByte"/>
</xs:sequence>
</xs:complexType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type BioAPI-VERSION specified in 15.59.
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C.6 Parameter s of request Bl P messages

C.6.1 Parametersof theaddMaster request BIP message

<xs:complexType name="AddMaster-RequestParams">

<xs:sequence>
<xs:element name="bipVersion" type="BioAPI-VERSION"/>
</xs:sequence>

</xs:complexType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type AddMaster-RequestParams specified in 16.4.

C.6.2 Parametersof thedeleteMaster request BI P message

<xs:complexType name="DeleteMaster-RequestParams" />

The semantics and the use of this XSD type are defined by interpreting an element of this type as the

EXTEND
16.5.

C63 H

<

D-XER encoding of an abstract value of the ASN.1 type DeleteMaster-RequestParams, gpecified in

arameter s of thebsplLoad request BI P message

s:complexType name="BSPLoad-RequestParams">
xs:sequence>

<xs:element name="bspProductUuid" type="BioAPI-UUID"/>
<xs:element name="unitEventSubscription" type="xs:boolean"/>
</xs:sequence>

xs:complexType>

The semantics and the use of this XSD type are defined by interpreting an element of this ty

EXTENDE
C64 H

<

<

D-XER encoding of an abstract value of the ASN.1 type BSPLoad*RequestParams specified

arameter s of thebspUnload request BIP message

s:complexType name="BSPUnload-RequestParams">
<xs:sequence>
<xs:element name="bspProductUuid" type="BioAPLNUID"/>
<xs:element name="unitEventSubscription" types¥xs:boolean"/>
</Xs:sequence>
xs:complexType>

The semantics and the use of this XSD typé.are defined by interpreting an element of this ty

EXTENDE
in 16.10.

C65 H

<

D-XER encoding of an abstract yalue of the ASN.1 type BSPUnload-RequestParam

arameter s of the queryUnits:request BIP message

s:complexType name="QueryUnits-RequestParams" >
xs:sequence>

<xs:element namé&="pspProductUuid" type="BioAPI-UUID"/>
</xs:sequence>
xs:complexTypéz

The semaftics and.-the-use of this XSD type are defined by interpreting an element of this ty

EXTENDE
in16.11.

D-XERwencoding of an abstract value of the ASN.1 type QueryUnits-RequestParam

C66 H

pe as the
in 16.9.

pe as the
b specified

pe as the
b specified

arameters of the quervBEPS request BIP message

<xs:complexType name="QueryBFPs-RequestParams">

<xs:sequence>
<xs:element name="bspProductUuid" type="BioAPI-UUID"/>
</xs:sequence>

</xs:complexType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type QueryBFPs-RequestParams specified

in16.12.
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C.6.7 Parametersof thebspAttach request BIP message

<xs:complexType name="BSPAttach-RequestParams">
<xs:sequence>
<xs:element name="bspProductUuid" type="BioAPI-UUID"/>
<xs:element name="version" type="BioAPI-VERSION"/>
<xs:element name="units">
<xs:complexType>
<xs:sequence>
<xs:element name="unit" type="BioAPI-UNIT-LIST-ELEMENT"
minOccurs="0" maxOccurs="4294967295"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDHD-XER encoding of an abstract value of the ASN.TType BSPATlach-RequestiParams speciiigd in 16.13.

C.6.8 Harametersof thebspDetach request BIP message

<ks:complexType name="BSPDetach-RequestParams">
xs:sequence>

<xs:element name="originalBSPHandle" type="BioAPI-HANDLE"/>
</xs:sequence>

<Ixs:complexType>

The semantics and the use of this XSD type are defined by interpreting.an/element of this type as the
EXTENDHD-XER encoding of an abstract value of the ASN.1 type BSRDetach-RequestParam$ specified
in 16.14.

C.6.9 Harametersof theenableUnitEvents request BI P message

<ks:complexType name="EnableUnitEvents-RequestParams" >

xs:sequence>

<xs:element name="originalBSPHandle" type="BioAPIHANDLE"/>
<xs:element name="unitEvents" type="BioAPI-UNIT*EYENT-TYPE-MASK"/>
</xs:sequence>

<|xs:complexType>

The semantics and the use of this XSD type afe defined by interpreting an element of this type as the
EXTENDHD-XER encoding of an abstract value of\the ASN.1 type EnableUnitEvents-RequestParamls specified
in 16.15.

C.6.10 Harametersof theenableEventNotifications request BIP message

<ks:complexType name="Enah]eEVentNotifications-RequestParams">
<xs:sequence>

<xs:element name="¢ospProductUuid" type="BioAPI-UUID"/>

<xs:element name="unitEventTypes" type="BioAPI-UNIT-EVENT-TYPE-MASK"/>
</xs:sequence>

<|xs:complexType>

The semantics and _the-'use of this XSD type are defined by interpreting an element of this type as the
EXTENDHD-XER-éncoding of an abstract value of the ASN.1 type EnableEventNotifications-RequestParams
specified in) 16.16.

C.6.11 Harametersof thecontrolUnit request BI P message

<xs:complexType name="ControlUnit-RequestParams">
<xs:sequence>
<xs:element name="originalBSPHandle" type="BioAPI-HANDLE"/>
<xs:element name="unitID" type="BioAPI-UNIT-ID"/>
<xs:element name="controlCode" type="xs:unsignedInt"/>
<xs:element name="inputData" type="BioAPI-DATA"/>
</xs:sequence>
</xs:complexType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type ControlUnit-RequestParams specified
in16.17.
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C.6.12 Parametersof thecontrolRequest BIP message

<xs:complexType name="Control-RequestParams" >
<xs:sequence>
<xs:element name="originalBSPHandle" type="BioAPI-HANDLE"/>
<xs:element name="unitID" type="BioAPI-UNIT-ID"/>
<xs:element name="controlCode" type="BioAPI-UUID"/>
<xs:element name="inputData" type="BioAPI-DATA"/>
</xs:sequence>
</xs:complexType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type Control-RequestParams specified in 16.18.

C.6.13 Parametersof thefreeBIRHandle request BI P message

<xs:complexType name="FreeBIRHandle-RequestParams" >
<xs:sequence>
<xs:element name="originalBSPHandle" type="BioAPI-HANDLE"/>
<xs:element name="birHandle" type="BioAPI-BIR-HANDLE"/>
</xs:sequence>
<|xs:complexType>

The semantics and the use of this XSD type are defined by interpreting an element™of this type as the
EXTENDHD-XER encoding of an abstract value of the ASN.1 type FreeBIRHandle-RequestParamp specified
in 16.19.

C.6.14 Harametersof thegetBIRFromHandle request BI P message

<ks:complexType name="GetBIRFromHandle-RequestParams">
xs:sequence>

<xs:element name="originalBSPHandle" type="BioAPI-HANDLE"/%
<xs:element name="birHandle" type="BioAPI-BIR-HANDLE"/>,
</xs:sequence>

<|xs:complexType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDHD-XER encoding of an abstract value of the%ASN.1 type GetBIRFromHandle-RequdstParams
specified in) 16.20.

C.6.15 Harametersof thegetHeaderFromHandle\request BIP message

<ks:complexType name="GetHeaderFromHahdle-RequestParams" >
<xs:sequence>

<xs:element name="originalBSPHaxdle" type="BioAPI-HANDLE"/>
<xs:element name="birHandle ~type="BioAPI-BIR-HANDLE"/>
</xs:sequence>

<Ixs:complexType>

The semantics and the use of ‘this XSD type are defined by interpreting an element of this type as the
EXTENDHD-XER encoding of ‘an abstract value of the ASN.1 type GetHeaderFromHandle-RequégstParams
specified in 16.21.

C.6.16 HarametersofthesubscribeToGUIEvents request BIP message

<ks:comptexFype name="SubscribeToGUIEvents-RequestParams">

<Xs:gequence>

£xs+element name="guiEventSubscriptionUuid" type="BioAPI-UUID"
minOccurs="0"/>

<Xs.element name="bspProductourd. type= BIOAPI-OUID
minOccurs="0"/>

<xs:element name="originalBSPHandle" type="BioAPI-HANDLE"
minOccurs="0"/>

<xs:element name="guiSelectEventSubscribed" type="xs:boolean"/>

<xs:element name="guiStateEventSubscribed" type="xs:boolean"/>

<xs:element name="guiProgressEventSubscribed" type="xs:boolean"/>

</xs:sequence>
</xs:complexType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type SubscribeToGUIEvents-RequestParams
specified in 16.22.
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Parameter s of theunsubscribeFromGUIEvents request BIP message

<xs:complexType name="UnsubscribeFromGUIEvents-RequestParams" >
<xs:sequence>
<xs:element name="guiEventSubscriptionUuid" type="BioAPI-UUID"
minOccurs="0"/>
<xs:element name="bspProductUuid" type="BioAPI-UUID"
minOccurs="0"/>
<xs:element name="originalBSPHandle" type="BioAPI-HANDLE"
minOccurs="0"/>
<xs:element name="guiSelectEventSubscribed" type="xs:boolean"/>
<xs:element name="guiStateEventSubscribed" type="xs:boolean"/>
<xs:element name="guiProgressEventSubscribed" type="xs:boolean"/>
</xs:sequence>
</xs:complexType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the EXTENDED-
XER encoding of an abstract value of the ASN.1 type UnsubscribeFromGUIEvents-RequestParams specified

in 16.23.
C.6.18

The semantics and the use of this XSD type are defined by interpreting an element ef this type as the EX
XER encoding of an abstract value of the ASN.1 type QueryGUIEventSubscriptions-RequestParam

in16.24.
C.6.19

The semantics and the use‘of this XSD type are defined by interpreting an element of this ty

Harameter s of the queryGUIEventSubscriptions request BI P message

<ks:complexType name="QueryGUIEventSubscriptions-RequestParams">
<xs:sequence>

<xs:element name="bspProductUuid" type="BioAPI-UUID"/>
</xs:sequence>

<|xs:complexType>

Harameter s of the notifyGUISelectEvent request BIP message

<ks:complexType name="NotifyGUISelectEvent-RequestParams. >

<xs:sequence>

<xs:element name="subscriberEndpointIRI" type="EndpointIRI"/>
<xs:element name="guiEventSubscriptionUuid" type="BioAPI-UUID"/>
<xs:element name="bspProductUuid" type="BioARI-UUID"/>

<xs:element name="unitID" type="BioAPI-UN{J[B"/>

<xs:element name="enrollType" type="BioARI-GUI-ENROLL-TYPE"/>
<xs:element name="operation" type="BioARI-GUI-OPERATION"/>

<xs:element name="moment" type="BigAPI-GUI-MOMENT"/>

<xs:element name="resultCode" type="BioAPI-RETURN"/>

<xs:element name="maxNumEnrof{Samples" type="xs:unsignedInt"/>
<xs:element name="selectablenstances" type="BioAPI-BIR-SUBTYPE-MASK"/>
<xs:element name="capturedifstances" type="BioAPI-BIR-SUBTYPE-MASK" />
<xs:element name="text" {ype="xs:string" minOccurs="0"/>

</xs:sequence>

<Ixs:complexType>

TENDED-

s specified

pe as the

EXTENDHD-XER encoding-of an abstract value of the ASN.1 type NotifyGUISelectEvent-RequégstParams

specified in 16.25.

C.6.20

Har ametersof the notifyGUIStateEvent request BI P message

<ks:eomplexType name="NotifyGUIStateEvent-RequestParams" >
<xStsequence>
I\D.C:Clllcllt IIGIIIC—"DULLJObI IIIJCI EII\AI}JU;IIt:R:" ty}JC—“EIILJllJU;IIt:R:"II
<xs:element name="guiEventSubscriptionUuid" type="BioAPI-UUID"/>
<xs:element name="bspProductUuid" type="BioAPI-UUID"/>
<xs:element name="unitID" type="BioAPI-UNIT-ID"/>
<xs:element name="operation" type="BioAPI-GUI-OPERATION"/>
<xs:element name="suboperation" type="BioAPI-GUI-SUBOPERATION"/>
<xs:element name="purpose" type="BioAPI-BIR-PURPOSE"/>
<xs:element name="moment" type="BioAPI-GUI-MOMENT" />
<xs:element name="resultCode" type="BioAPI-RETURN"/>
<xs:element name="enrollSampleIlndex" type="xs:int"/>
<xs:element name="bitmaps" type="BioAPI-GUI-BITMAP-ARRAY" minOccurs="0"/>
<xs:element name="text" type="xs:string" minOccurs="0"/>
</xs:sequence>
</xs:complexType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type NotifyGUIStateEvent-RequestParams
specified in 16.26.
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