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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members
of ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IFF Directives Part1 In pnrﬁr‘nl:\r the different npprn\ml criteria needed for the different types
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Introduction

Network Controller Sideband Interface (NC-SI) Specification (DSP0222)

In out-of-band management environments, the interface between the out-of-band Management Controller and
the Network Controller is critical. This interface is responsible for supporting communication between the
Management Controller and external management applications. Currently there are multiple such proprietary
interfaces in the industry, leading to inconsistencies in implementation of out-of-band management.

The goal of this specification is to define an interoperable sideband communication interface standard to enable

the exchangs
Interface is in

This specifica
communicati

The specifica
interface components and Management Controllers that will be used in providing out-of-band manag

NC-SI ove

The NC-SI ovgr MCTP Binding Specification defines new MCTP\mnessages used to convey NC-SI Contro

Ethernet traffic over MCTP to allow NC-SI Pass-through traffic over MCTP. This specification is based pn the

DSP0222 1.1

Document

Typographical conventions

The following typographical convehtions are used in this document:

Dodument titles are’marked in italics.

Imgortant terms'that are used for the first time are marked in italics.

tion defines the protocol and commands necessary for the operation of the'sideband

MCTP Binding Specification (DSP0261)

Kpecification and uses the same NC-SI Control packet definitions.

conventions

NFrules are in monospaced fonc.

ABNF usage conventions

of management data between the Vlanagement Controlter and Network controiter. T he Sideband
tended to provide network access for the Management Controller, and the Managément Controller
is expected t¢ perform all the required network functions.

bn interface. This specification also defines physical and electrical characteristics of a sideband
binding interface that is a variant of RMII targeted specifically for sideband communication traffic.

ion is primarily intended for architects and engineers involved inthe development of network
rement.

packets and

Terms include a link to the term definition in Terms and definitions, enabling easy navigation to the term
def|nition.

Format definitions in this document are specified using ABNF (see RFC5234), with the following deviations:

© ISO/IEC 2024 - All rights reserved
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Reserved and unassigned values

Unless otherwise specified, any reserved, unspecified, or unassigned values in enumerations or other numeric
ranges are reserved for future definition by the DMTF.

Unless otherwise specified, numeric or bit fields that are designated as reserved shall be written as 0 (zero) and
ignored when read.

Byte ordering

Unless otherwi

byte offset h

Other con

See ANNEX C
(informative)

Notation and

Ids the most significant byte, and higher offsets hold lesser significant bytes).

entions

conventions for other conventions.

- s, the lower

© ISO/IEC 2024 - All rights reserved
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Information technology — Network Controller Sideband
Interface (NC-SI) Specifications Collection

1 Scope

Network C

This specifica
Network Con
destined for {

This specifica

beha
com(

the p|

The scope of
one or more
This specifica

e trans
o elect
[ ]

an of

Only the topi
to the Sideba

NC-SI ove

This specificalti
Control and P

ontroller Sideband Interface (NC-SI) Specification (DSP0222)

[

ion defines the functionality and behavior of the Sideband Interface responsible for cor
roller to the Management Controller. It also outlines the behavioral model of the netw
he Management Controller from the Network Controller.

tion defines the following two aspects of the Network ControllerSideband Interface (N(

Vior of the interface, which include its operational states as.well as the states of the assd
onents

ayloads and commands of the communication protocol supported over the interface

this specification is limited to addressing only a.single Management Controller commun
Network Controllers.

[tion also defines the following aspects;of a 3.3V RMII Based Transport (RBT) based phys
port binding for NC-SI over RBT

fical and timing requirements-for the RBT

tional hardware arbitration mechanism for RBT

Cs that may affect thie behavior of the Network Controller or Management Controller, as
nd Interface.operations, are discussed in this specification.

MCTP Binding Specification (DSP0261)

necting the
brk traffic

-Sl):

ciated

cating with

cal medium:

it pertains

ass-Through traffic to be transported using MCTP.

or for NC-SI

Portions of this specification rely on information and definitions from other specifications, which clause 2
identifies. Two of these references are particularly relevant:

control that is to be bound over MCTP by this specification.

MCTP transport on which the NC-SI Control and Pass-through packets are to be conveyed.

© ISO/IEC 2024 - All rights reserved
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2 Normative references

The following referenced documents are indispensable for the application of this document. For dated or

versioned references, only the edition cited (including any corrigenda or DMTF update versions) applies. For
references without a date or version, the latest published edition of the referenced document (including any
corrigenda or DMTF update versions) applies.

ACPI, Advanced Configuration and Power Interface Specification Revision 4.0a, April 5, 2010,
http://www.acpi.info/DOWNLOADS/ACPIspec40a.pdf

DMTF DSP0004, CIM Infrastructure Specification 3.0,

http://www.dmtf.org/standards/published documents/DSP0004 3.0.pdf

DMTF DSP02

http://www.dmtf.org/sites/default/files/standards/documents/DSP0222 1.1.0.pdf

D2, Network Controller Sideband Interface (NC-Sl) Specification 1.1,

DMTF DSP02

http://www.gdmtf.org/standards/published documents/DSP0223 1.0.pdf

D3, Generic Operations 1.0,

DMTF DSP02

http://www.gdmtf.org/standards/published documents/DSP0236 1.3.pdf

B6, Management Component Transport Protocol (MCTP) Base Specification 1.3,

DMTF DSP02
1.1, http://w

B7, Management Component Transport Protocol (MCTP) SMBus/I2C Transport Binding S|
vw.dmtf.org/standards/published documents/DSPQ237 1.1.pdf

DMTF DSP0O2
1.0, http://w

B8, Management Component Transport Protocol){MCTP) PCle VDM Transport Binding Sp
ww.dmtf.org/standards/published documents/DSP0238 1.0.pdf

DMTF DSP02

http://www.gdmtf.org/standards/published documiénts/DSP0239 1.4.pdf

B9, Management Component Transport Rrotocol (MCTP) IDs and Codes 1.4,

DMTF DSP02
https://www

10, Platform Level Data Model (RLDM) Base 5 Specification 1.1.0,
dmtf.org/sites/default/files/standards/documents/DSP0240 1.1.0.pdf

DMTF DSP02

http://www.gdmtf.org/standards/published documents/DSP0261 1.0.pdf

b1, NC-SI over MICTP Binding Specification 1.0,

DMTF DSP10

http://www.dmtf.org/standards/published documents/DSP1001 1.2.pdf

D1, Management-Profile Specification Usage Guide 1.2,

IEEE 802.3, 8
detection (CS

D2.3™JEEE Standard for Information technology— Part 3: Carrier sense multiple access V
MIA/CD) access method and physical layer specifications, December 2005,

pecification

ecification

ith collision

http://www.i

ce org/naortal/site
£H /

IEEE 802.1Q, /IEEE 802.1Q-2005 IEEE Standard for Local and Metropolitan Area Networks—Virtual Bridged Local
Area Networks, http://www.ieee.org/portal/site. This standard defines the operation of Virtual LAN (VLAN)

Bridges that permit the definition, operation and administration of Virtual LAN topologies within a Bridged LAN
infrastructure.

IETF RFC2131, Dynamic Host Configuration Protocol (DHCP), March 1997, http://www.ietf.org/rfc/rfc2131.txt

IETF RFC2373, IP Version 6 Addressing Architecture, July 1998, http://www.ietf.org/rfc/rfc2373.txt

IETF RFC2461, Neighbor Discovery for IP Version 6 (IPv6), December 1998, http://www.ietf.org/rfc/rfc2461.txt
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IETF RFC2464, Transmission of IPv6 Packets over Ethernet Networks, December 1998,

http://www.i

etf.org/rfc/rfc2464.txt

IETF RFC3315, Dynamic Host Configuration Protocol for IPv6 (DHCPv6), July 2003,

http://www.i

etf.org/rfc/rfc3315.txt

IETF, RFC4122, A Universally Unique Identifier (UUID) URN Namespace, July 2005,
http://datatracker.ietf.org/doc/rfc4122/

IETF RFC5234, ABNF: Augmented BNF for Syntax Specifications, January 2008, http://tools.ietf.org/html/rfc5234

ISO/IEC Directives, Part 2, Rules for the structure and drafting of International Standards,

http://isotc.is

o.org/livelink/livelink.exe?func=11&objld=4230456&o0bjAction=browse&sort=subtype

Reduced Media Independent Interface (RMII) Consortium, RMII Specification, revision 1.2, Manch' 20,

http://ebook

pldworld.com/ eBook/-Telecommunications,Networks-/TCPIP/RMII/rmii revi2.pdf

3 Terms

For the purpg

In this docum
those terms.

The terms "shall" ("required"), "shall not", "should" ("recommended"), "should not" ("not recommen

"may", "need
ISO/IEC Direg

5 and definitions

ses of this document, the following terms and definitions apply:

ent, some terms have a specific meaning beyond the normal English meaning. This clau

not" ("not required"), "can" and "cannot" in this'document are to be interpreted as des
tives, Part 2, Clause 7. The terms in parenthieses are alternatives for the preceding term

exceptional ¢
Part 2, Clausd
in their norm

The terms "cl
ISO/IEC Direg

hses when the preceding term cannot be\used for linguistic reasons. Note that ISO/IEC [

1998,

be defines

ded"),
cribed in
for use in
irectives,

7 specifies additional alternatives. Oceurrences of such additional alternatives shall be
al English meaning.

Quse", "subclause", "paragrap
tives, Part 2, Clause 6.

h", and "annex" in this document are to be interpreted as

The terms "n
Directives, P4

brmative" and "informative" in this document are to be interpreted as described in 1SO/
rt 2, Clause 3. In_this document, clauses, subclauses, or annexes labeled "(informative)"

contain norm

The terms th
terms are use

ative content.\Notes and examples are always informative elements.

hit DSP00Q04, DSP0223, DSP0236, and DSP1001 apply to this document. The following add
d in(this document.

nterpreted

described in

JEC
do not

itional

3.1 Requ

irement term definitions

This clause defines key phrases and words that denote requirement levels in this specification.

3.1.1
deprecated

indicates that an element or profile behavior has been outdated by newer constructs

3.1.2
obsolete

indicates that an item was defined in prior specifications but has been removed from this specification
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3.2 NC-Sl term definitions

For the purposes of this document, the following terms and definitions apply.

3.2.1

Asynchronous Event Notification

control packet sent by the Network Controller to the Management Controller as an explicit notification of the
occurrence of an event of interest to the Management Controller

3.2.2

channel
the control |ggicanddatapathsthatsupportNE-StPass-throughoperations-through-a-singtemetwork interface
(port)

Note 1 to entrly: A Network Controller that has multiple network interface ports can support an equivalént nymber of NC-SI
channels.

3.2.3
command

control packgt sent by the Management Controller to the Network Controller toréquest the Network Controller
to perform am action, and/or return data

3.24

control traffi
control packets
command, response, and asynchronous event notification packets transmitted between the Management
Controller and Network Controllers for the purpose of managing the NC-SI

3.2.5
external netyork interface
the interfacelof the Network Controller that prevides connectivity to the external network infrastructure

Note 1 to entry: also known as port.

3.2.6
frame

a data packed of fixed or variabledength that has been encoded for digital transmission over a node-tp-node link

Note 1 to entry: Frame is usédiin references to IEEE 802.3 Frames. Packet is used in all other references.

3.2.7
integrated cgntraller
a Network Cdntroller device that supports two or more channels for the NC-SI that share a common INC-SI
physical interface (for example, a Network Controller that has two or more physical network ports and a single
NC-SI bus connection)

3.2.8
internal host interface

the interface of the Network Controller that provides connectivity to the host operating system running on the
platform

© ISO/IEC 2024 - All rights reserved
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Management Controller
an intelligent entity composed of hardware/firmware/software that resides within a platform and is responsible
for some or all of the management functions associated with the platform; also known as BMC and Service

Processor

3.2.10
multi-drop

the situation in which multiple physical communication devices share an electrically common bus and one device

acts asthem

aster of the bus and communicates with multiple “slave” or “target” devices

Note 1 to entr
target devices

3.2.11

. Related to NC-5I, a IVMlanagement Controller serves the role ot the master, and the Network Con

Network Controller

the compone

3.2.12

nt within a system that is responsible for providing connectivity to an external Ethernet

Network Controller Sideband Interface

NC-SI
the interface
shown as Sid

3.2.13
package
one or more
electrical buf;

Note 1 to ent
module). How

3.2.14
packet
a formatted

Note 1 to entr

3.2.15

pass-through
pass-through
network pack

of the Network Controller that provides network connectivity'to a Management Contro
pband Interface or NC-SI as appropriate in the context

fer controls for the NC-SI bus

ry: Typically, a single, logical NC-SI package exists for a single physical Network Controller pa
bver, this specification allows a single-physical chip or module to hold multiple NC-SI logical packd

lock of information carried by a computer network

: Frame is used inreferences to IEEE 802.3 Frames. Packet is used in all other references.

traffic
packets
ets passed between the external network and the Management Controller through the

Controller

rollers are the

network

ler; also

NC-SI channels in a Network Controller that share a common set of electrical buffers and common

ickage (chip or
ges.

Network

3.2.16

point-to-point
the situation in which only a single Management Controller and single Network Controller package are used on
the bus in a master/slave relationship, where the Management Controller is the master

3.2.17
RBT

RMiII-Based Transport

electrical and

timing specification for a 3.3V physical medium that is derived from RMII
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remote media
a manageability feature that enables remote media devices to appear as if they are attached locally to the host

3.2.19
response

control packet sent by the Network Controller to the Management Controller as a positive acknowledgment of a
command received from the Management Controller, and to provide the processing outcome of the command, as
well as to return any required data

3.2.20

System Powdr States

S0 and Sx
SO representy
Sx represents

Note 1 to entr

3.3 Numk

Hexadecimal
with a lowerd
Courier N

3.4 Rese

Unless other
when read.

4 Symb

The abbrevia
additional ab

4.1
AC

an active system
system power states S1 — S5, which reflects various levels of inactivity of a system

: The definition of the power states is as ACPI defines.

ers and number bases

numbers are written with a 0x prefix (for example, 0xFFE and 0x80). Binary numbers
ase b suffix (for example, 1001b and 10b). Hexadecimal‘and binary numbers are form
ew font.

ved fields

vise specified, reserved fields are reserved for future use and should be written as zeros

ols and abbreviated terms

fions that DSP0004,<DSP0223, DSP0236, and DSP1001 define apply to this document. Th
breviations are used'in this document.

alternating current

are written
htted in the

and ignored

e following

4.2

ACPI

Advanced Configuration and Power Interface

4.3
AEN

Asynchronous Event Notification

4.4

BMC
Baseboard M

anagement Controller (often used interchangeably with MC)
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4.5

CRC
cyclic redundancy check

4.6

CRS_DV
a physical NC-SI signal used to indicate Carrier Sense/Received Data Valid

4.7

DC
direct current

4.8

DHCP
Dynamic Host Configuration Protocol

4.9

EEE
Energy Efficignt Ethernet

4.10

FCS
Frame Check|Sequence

4.11

IANA
Internet Assigned Numbers Authority

4.12

McC
Management Controller

4.13

MCTP
Managemenf Component Transport Protocol

4.14

NC
Network Confroller

4.15
NC-SI

Network ConkrefterSidebandHrterface

4.16

NC-SI RX
the direction of traffic on the NC-SI from the Network Controller to the Management Controller

4.17

NC-SI TX
the direction of traffic on the NC-SI to the Network Controller from the Management Controller

4.18

RID
PCle Requester ID (Bus/Device/Function)
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Reduced Media Independent Interface

4.20

RX
Receive

4.21
RXD

physical NC-SI signals used to transmit data from the Network Controller to the Management Controller

4.22
RX_ER
a physical NC

4.23

SerDes
serializer/deg
vice-versa. Th

4.24

TX
Transmit

4.25

TXD
physical NC-S

4.26

VLAN
Virtual LAN

5 Netwc

5.1 NC-S

5.1.1 Gen

leral

LS| signal used to indicate a Receive Error

erializer; an integrated circuit (IC or chip) transceiver that converfs parallel data to sd
is is used to support interfaces such as 1000Base-X and others.

| signals used to transmit data from the Management Controller to the Network Contro

prk Controller_Sideband Interface (NC-SI) Specification (DSH

overview

With the incr

rial data and

ler

00222)

pasing emphasis on out-of-band manageability and functionality, such as Remote Media3

(R-Media)

and Remote Keyboard-Video-Mouse (R-KVM), the need for defining an industry standard Network Controller
Sideband Interface (NC-SI) has become clear. This specification enables a common interface definition between
different Management Controller and Network Controller vendors. This specification addresses not only the

electrical and protocol specifications, but also the system-level behaviors for the Network Controller and the
Management Controller related to the NC-SI.

The NC-Sl is the interface (protocol, messages, and medium) between a Management Controller and one or
multiple Network Controllers. This interface, referred to as a Sideband Interface in Figure 1, is responsible for

providing external network connectivity for the Management Controller while also allowing the external network
interface to be shared with traffic to and from the host.
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The specification of how the NC-SI protocol and messages are implemented over a particular physical medium is
referred to as a transport binding. This document, DSP0222, includes the definition of the transport binding,
electrical, framing, and timing specifications for a physical interface called RBT (RMll-based Transport).
Electrically, RBT, as clause 5.6 describes, is similar to the Reduced Media Independent Interface™ (RMIl)—see

ANNEX B
(informative)

Relationship to RMII Specification. Transport bindings for NC-SI over other media and transport protocols are
defined through external transport binding specifications, such as DSP0261, the NC-S/ over MCTP Transport

Binding Specification.

Internal
Host
Interface
Management
Controller
(MC) <
Network (\\\
Controller
(NC)
SidebandInterface

External
Network
Interface

Figure 1 — NC-Shfunctional block diagram

NC-SI traffic flow is illustrated in Figure 2. Two classes of packet data can be delivered over the Sideb
Interface:

e  “Paps-through” packets that are transferred between the Management Controller and
netvork

|”

e  “Control” packets'that are transferred between the Management Controller and Network G
control or configuration functionality. This specification defines a number of NC-SI co
responses aswell as a mechanism to customize and extend functionality via OEM commands
A

hnd

the external

ontrollers for
mmands and
—see ANNEX

(nofmative)

Extending the model.
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NC-Sl is inten
Sideband Intg
the external

5.1.2 Defi

The topologig
actively comn
targeted tod
to eight Netw

Figure 3 illustfrates some examples of Network Controller configurations supported by the NC-Sl in th

release:
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Host Interface

- (e.g., PCI-E)

Remote Management

Console

—

Con
ext

Pass-through Packets TXD
NC-SI Commands + ]

\ TX Pass-through Packets

NC-SI

RX
TX

NC-SI Command
Processing

b

BMC)

NC-SfMAC
NC{SI MAC

NC-SI| Response \

Packets
RXD
NC-SI Responses +

Notifications +

RX . Yoh RX Pass-through PacKets,
Packe RX Packet Filtering }, .

RX
X
RX

Network Controller Contri

Figure 2 — NC-SI traffic flow diagram

ded to operate independently from the in-band activities of the Network Controller. As
rface is not specified to be accessible through, the'host interface of the Network Contro
world, this interface should behave and operate'like a standard Ethernet Interface.

hed topologies

s supported under this specification apply to the case in which a single Management Cg
hunicating with one or more(Network Controllers over NC-SI RBT. The electrical specific
rectly support up to four\physical Network Controller packages. The protocol specificati
ork Controller packages, with up to 31 channels per package.

figuration/1 shows a Management Controller connecting to a single Network Controllen
brnal network connection.

Managgment

bller

such, the
ler. From

ntroller is
ation is
on allows up

e current

with a single

Cortiig

ackage that

sup

......

ports two NC-SI channels connections.

Configuration 3 shows a Management Controller connecting to four discrete Network Controllers.
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Configuration 1: Single Channel, Single Package

5.1.3 Sing

This clause ill
different con

For the NC-S/
illustrated in

Management
Controller

Configuration 2: Integrated Dual Channel, Single Package

Management
Controller

Configuration 3: Single Channels, Four Discrete Packages

le and integrated N

strates the gene

froller imple@ﬁﬁtions.

&

.

lationship between channels, packages, receive buffers, and bus

Managemegnt
Controllgr

$‘\,

, N
Figure 3 - Exam%e&)pologles supported by the NC-SI
b\

ork Controller implementations

An integrated controll Network Controller that connects to the NC-SI and provides NC-SI suppo
more network con ns. A single controller is a controller that supports only a single NC-SI channe

fication, an integrated controller can be logically implemented in one of three bas

buffers for

rt for two or

C ways, as

igure 4. Although only two channels are shown in the illustration, an integrated contro

er

implementation can provide more than two channels. The example channel and package numbers (for example,
channel 0, pkg 0) refer to the Internal Channel and Package ID subfields of the Channel ID. For more information,

see 5.2.2.9.
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SINGLE INTEGRATED

A: Multiple Logical
Packages, Separate

S : Single Package,
Single Channel

LANA

| channel 0 I

L ]

NC-SI

B : Single Package,
Common bus buffers ,
ate-Rx-Que

C : Single Package,
Common bus buffers ,

Sl U = YOI
onarger

ANA LANE

I channel 0 I|I channel1 I

| Y |
s ]

Rkg 0
NC-SI

~
e

LANA

S

NC-SI L AN B

I channel 0 I I channel1 I

| IR | | T |
e ]

RKQ.Q
NC-SI

Figure 4 — Network Controller integration options

b mechanism by which this occurs is vendor- specificand not specified in this document
Fation is always active by default. No NC-SI commands are defined for enabling or disab
tween channels.

classifications refer to a logical definition:The different implementations are distinguis

without having physically separated memory:Blocks for implementing those queues.

This

Thig
co

by

corl]t
A: M

S: Single Package, Single Channel

ained within a package or module that has a single connection to the NC-SI physical bu
ultiple Logical Packages, Separate Bus Buffers

implemeéntation acts like two physically separate Network Controllers that happen to s
mon-o6verall physical container. Electrically, they behave as if they have separate electr

connecting to the NC-SI bus. This behavior might be accomplished by means of a passive inf

were implemented as physically separate controllers.

[ include multiple channels are required to handle internal.arbitration between those ch

respect to the NC-SI bus and command-operation. The actual physical and internal imp
the simple diagrams. For example, an'implementation can act as if it has separate RX q

implementation hasa single NC-Sl interface providing NC-SI support for a single LAN pg

annels and
This
ing internal

hed by their
lementation
ueues

rt, all

oY

hare a

cal buffers
ernal bus or
anagement

Controller and the NC-SI command operation, this implementation behaves as if the logical controllers

This type of implementation could include internal hardware arbitration between the two logical
Network Controller packages. If hardware arbitration is provided external to the package, it shall meet
the requirements for hardware arbitration described later in this specification. (For more information,

see

5.3.3.)

© ISO/IEC 2024 - All rights reserved
12


https://iecnorm.com/api/?name=957d954e49b6813f9ede6579e130614a

B:S

ISO/IEC 24079:2024(en)

ingle Package, Common Bus Buffers, Separate RX Queues

In this implementation, the two internal NC-SI channels share a common set of electrical bus buffers. A
single Deselect Package command will deselect the entire package. The Channel Enable and Channel

Disable commands to each channel control whether the channel can transmit Pass-through and AEN
packets through the NC-Sl interface. The Channel Enable command also determines whether the
packets to be transmitted through the NC-SI interface will be queued up in an RX Queue for the channel
while the channel is disabled or while the package is deselected. Because each channel has its own RX
Queue, this queuing can be configured for each channel independently.

C:S

ingle Package, Common Bus Buffers, Shared RX Queue

This
cha
NC

5.1.4 Trarn

hnels share a common RX Queue for holding Pass-through packets to be transmitted‘th

implementation is the same as described in the preceding implementation, except that

Sl interface. This queue could also queue up AEN or Response packets.

sport stack

Figure 5illus

example, RBT), and the media-level interface is based on Ethernet. Above these interfaces are the tw
protocols thalt are supported by the NC-SI Specification: NC-SI CommandProtocol and the Network D,

(for example
independent
Sl over RBT.

This document defines the necessary NC-SI command set@nd interface specification that allows the ¢

configuration
external netw
limited to the

rates the overall transport stack of the NC-SI. The lowest level is-the physical-level intert

ARP, IP, DHCP, and NetBIOS) associated with Pass-thrdugh traffic. Both of these protoc
from binding to the underlying physical interface. This/specification only defines the bin

of the Network Controller parameters and-operation to enable network traffic to flow
orks to the Management Controller. As Figure 5 shows, the scope of the NC-SI Commar
internal interface between the Network Controller and the Management Controller.

the
ough the

ace (for

o data-level
ata Protocol
bls are

ding for NC-

ppropriate
o and from
d Protocol is

Network Controller (NC)

A
\ 4
siayng

siayng

(flow control)

Physical Physical

External Network

Figure 5 — NC-SI transport stack
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5.1.5 Transport protocol

A simple transport protocol is used to track the reliable reception of command packets. The transport protocol is
based upon a command/response paradigm and involves the use of unique Instance IDs (IIDs) in the packet
headers to allow responses received to be matched to previously transmitted commands. The Management
Controller is the generator of command packets sent to the Sideband Interface of one or more Network
Controllers in the system, and it receives response packets from them. A response packet is expected to be
received for every command packet successfully sent.

The transport protocol described here shall apply only to command and response packets sent between the
Management Controller and the Network Controller.

5.1.6 Bytg

Unless other
bits within a

5.2 Oper

521 Typ

This clause dg
The following

. Init

Wh
con
suc

Pas

The
Pas
the

As

In ¢

ge
Ma

» and bit ordering for transmission

vise specified, the bytes for a multi-byte numeric field are transmitted most'significant &
pyte are transmitted most significant bit first.

htional behaviors

cal operational model

pscribes the typical system-level operation of the NC-SI components.
tasks are associated with Management Contrellér use of the NC-SI:
al configuration

en the NC-Sl interface is first powereddup, the Management Controller needs to discove
ifigure NC-SI devices in order to epable pass-through operation. This task includes settin
h as MAC addresses, configuring Layer 2 filtering, setting Channel enables, and so on.

5-through

Management Controller handles transmitting and receiving Pass-through packets using
5-through packets ean be delivered to and received from the network through the NC-SI
Network Conttoller’s NC-SI configuration.

chronous event handling

rtainsituations, a status change in the Network Controller, such as a Link State change

yte first and

r and
b parameters

the NC-SI.
based on

can

nagement Controller where they are processed as appropriate.

Error handling

pnt to the

The Management Controller handles errors that could occur during operation or configuration. For
example, a Network Controller might have an internal state change that causes it to enter a state in
which it requires a level of reconfiguration (this condition is called the “Initial State,” described in more
detail in 5.2.2.4); or a data glitch on the NC-SI could have caused an NC-SI command to be dropped by

the

Network Controller, requiring the Management Controller to retry the command.
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Table 2 describes states related to whether and when the Network Controller is ready to handle NC-SI command
packets, when it is allowed to transmit packets through the NC-Sl interface, and when it has entered a state
where it is expecting configuration by the Management Controller.

Table 2 — NC-Sl operating state descriptions

State Applies to— Description

Interface Power Down Package The NC-Sl is in the power down state.

Interface Power Up Package The NC-Sl is in the power up state, as clause 5.6 defines.

Package Sel¢cted Package A Selected package is allowed to turn on its electrical\btffers and transmit

(also referred to as the through the NC-SI interface.

Selected state)

Package Dedelected Package A Deselected package is not allowed to turn\on its electrical buffgrs and

(also referred to as the transmit through the NC-SI interface.

Deselected sfate)

Hardware Arlpitration Package When hardware arbitration is enabled, the package is allowed to fransmit

Enabled through the NC-SI interface only-when it is Selected and has the [TOKEN op-
code.

Hardware Arlbitration Package When hardware arbitration,js disabled, the package is allowed to [transmit

Disabled through the NC-SlI interface anytime that it is Selected, regardless$ of whether
it has the TOKEN pp-code.

Package Reddy Package In the Package Ready state, the package is able to accept and rgspond to
NC-SI commands for the package and be selected.

Package Not|Ready Package The Package Not Ready state is a transient state in which the pagkage does
not accept package-specific commands.

Channel Ready Channel In.the Channel Ready state, a channel within the package is able|to accept
channel-specific NC-SI commands that are addressed to its Chanpnel ID
(Package ID + Internal Channel ID).

Channel Not Ready Channel The Channel Not Ready state is a transient state in which the channel does
not accept channel-specific commands.

Initial State Channel In the Initial State, the channel is able to accept and respond to NC-SI
commands, and one or more configuration settings for the channgl need to be
set or restored by the Management Controller (that is, the channgl has not yet
been initialized, or has encountered a condition where one or mofe settings
have been lost and shall be restored). See 5.2.2.4 for more information.

Channel Enapled Channel This is a sub-state of the Channel Ready state. When a channel is enabled,
the channel is allowed to transmit unrequested packets (that is, ppckets that
are not command responses—for example, AEN and Pass-through packets)
through the NC-STinterface whenever the package is Selected.

Channel Disabled Channel This is a sub-state of the Channel Ready state. When a channel is disabled,
the channel is not allowed to transmit unrequested packets (that is, packets

that are not command responses—for example, AEN and Pass-through

packets) through the NC-SI interface.
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-Sl power states

The NC-SI defines only two power states:

NC-

Sl Interface Power Down state

In this state, the NC-SI Physical interface and the associated receive and transmit buffers in all devices
on the NC-SI (that is, the NC-Sl interfaces on the Network Controllers and Management Controller) are

not

NC-

powered up.

S| Power Up state

Int
on

Network Controller is expected to transition to the Initial State within T4 seconds afterthe

stat

5223 Pa

A Network Cq
directed to th
Package-sped
header (see 5

5.2.2.4 Init
The Initial St3
NC-SI comma

Management

Unless this s
implementat
specification
acknowledge

to ensure thdt the Managemeént Controller does not continue operating the interface unaware that t

configuration
An NC-Sl cha

be 3

[sstate, the NC-StPhysicatinterface and the associated Teceive and transmit buffers i
he NC-SI (that is, the Network Controller and Management Controller) are powered up.

e is entered.

ckage Ready state

ntroller in the Package Ready state shall be able to respond to@ny NC-SI commands thd
e ID for the overall package (versus being directed to a partictlar channel within the pa

.2.2.9).

ial State
te for a channel corresponds to a condition'in which the NC-Sl is powered up and is able

Controller.

ecification explicitly defines the default configuration settings, the default values are

does not define. Because this state may be entered at any time, the Initial State shall be
d with a Clear InitiahState command in order for the Initial State to be exited. This requi

had autongmously changed in the Network Controller.
nel in the/nitial State shall:

bfe'to respond to NC-SI commands that are directed to the Channel ID for the particular

all devices
The
Power Up

tare
rkage).

ific commands are identified by a particular set of ChannelND values delivered in the command

to accept

nds, and the channel has one or moreconfiguration settings that need to be set or restgred by the

on specific. The MC should not make any assumptions on any configuration settings that this

rement helps
he NC-SI

channel (see

D Q)

5.2

Z7J]

respond to all non-OEM command packets that are directed to the channel with a Response Packet that

contains a Response Code of “Command Failed” and a Reason Code of “Initialization Required”

NOTE

Select Package and Deselect Package commands.

place the channel into the Disabled state

This requirement does not apply to commands that are directed to the overall package, such as the

set hardware arbitration (if supported) to “enabled” on Interface Power Up only; otherwise, the setting

that was in effect before entry into the Initial State shall be preserved (that is, the hardware arbitration

ena

ble/disable configuration is preserved across entries into the Initial State)
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e setthe enabled/disabled settings for the individual MAC and VLAN filters (typically set using the Set MAC
Address, Set VLAN Filter, and Enable VLAN commands) to “disabled”

NOTE Itis recommended that global multicast and broadcast filters are “disabled” in the Initial State. This means
that all multicast and broadcast traffic is forwarded to the MC in the Initial State. If the implementation does not
have the global multicast or broadcast filters in “disabled” state in the Initial State, the MC might need to explicitly
set global multicast and/or broadcast filters prior to enabling receiving pass-through traffic from the NC-SI channel.

e reset the counters defined in the Get NC-SI Statistics command and the Get NC-SI Pass-through Statistics
command to 0x0

e disable transmission of Pass-through packets onto the network

NOTE Upon entry into the Initial State, the Channel Network TX setting is also set to “disabled”s

e clegr any record of prior command instances received upon entry into the Initial State (that is, assume
that the first command received after entering the Initial State is a new command and |not a retried
conmpmand, regardless of any Instance ID that it may have received before enteting the Initidl State)

. disgble transmission of AENs

Otherwise, tHere is no requirement that other NC-SI configuration settings be set;retained, or restorgd to
particular valpes in the Initial State.

5.2.2.5 N(-SI Initial State recovery

As 5.2.2.4 desgcribes, a channel in the Initial State shall receivethe Clear Initial State command befordg other
commands c3n be run.

This requirer:ll‘ent ensures that if the Initial State is entered asynchronously, the Management Controller is made
aware that ofe or more NC-SI settings may have changed without its involvement, and blocks the Mgnagement
Controller frdm issuing additional commands under that condition.

Until the channel receives the Clear Initial State command, the Management Controller shall respond to any other
received command (except the Select Package and Deselect Package commands) with a Command Fdiled
response code and Interface Initialization Required reason code to indicate that the Clear Initial Statd command
shall be sent.[See response andreason code definitions in 5.4.2.5.

NOTE Packpge commandst{for'example, Select Package and Deselect Package) are always accepted and responded to

normally regardless of whéther the Channel is in the Initial State.

If the Manag¢é¢mentsController, at any time, receives the response indicating that the Clear Initial Statf command
is expected, if should interpret this response to mean that default settings have been restored for th¢ channel

(per the Initi e-Sspe atierard-thatone-ormore-channelsettingsreedste-berestored-by
Management Controller.

5.2.2.6 State transition diagram

Figure 6 illustrates the general relationship between the package- and channel-related states described in Table 2
and the actions that cause transitions between the states. Each bubble in Figure 6 represents a particular
combination of states as Table 2 defines.
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I . \ Ready temporarily selected until it delivers the
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: — - S eseleck Package comman package returns to being deselected.
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Figure 6 — NC-SI operational state diagram
5.2.2.7 Stateddiagram for NC-SlI operation with hardware arbitration

Figure 7 shows NC-SI operation in the hardware arbitration mode of operation. This is a sub-set of the general NC-
Sl operational state diagram (Figure 6) and has been included to illustrate the simplified sequence of package
selection when this optional capability is used.
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Controller Startup/
Interface Power Up Initialization Device ID and Channel IDs are
initialized, h/w arbitration is
enabled and specified power-on
default values are loaded or

Interface

Powered Up, Package Ready, restored.
Package & Not Selected ,
Power Off Channel(s) Not Channel(s) in

Initial State

Ready
Bypass Modg

e e e e e e e e e e = = — - - - -—eer e e e e e e - - - - -

/\ Any command other

than Clear Initial State

Package Ready,
Selected,
Channel in Initial
State

Reset Channel command or Channel

Asynchronous Entry into
Initial State

Not Ready

Clear Initial ) 7
Clear Initial State cémmand This transient state may be entered 1
State.command any time; from any state or transition
between other states. This state will
exited either by returning to the state
was entered from, or by completing tH
transition between other states.

|

|

|

|

|

|

|

|

|

| Package Ready,
| Selected,
|

|

|

|

|

L

—

Channel Ready

[)

Typical operational
state

Channels within the controller (package ) can independently enter and exit their respective Channel States

Figure 7 — NC-SIl operational state diagram for hardware arbitration operation

While Figure [7 does not show Select and'Deselect package commands, these commands can be used|with the HW
arbitration and will behave as specified in this specification.

Select and Ddgselect package coemmands can work together with HW arbitration. If HW arbitration is gnabled, a
package needs both the HW.arbitration token and to be selected in order to transmit on the NC-SI. If|either the
package is degselected of the package does not have HW arbitration token, then the package is not allowed to

transmit on the NC-SI.

5.2.2.8 Rebkets

5.2.2.8.1 Asynchronous entry into Initial State

An Asynchronous Reset event is an event that results in a Channel asynchronously entering the Initial State. This
event could occur as a consequence of powering up, a System Reset, a Driver Reset, an internal firmware error,
loss of configuration errors, internal hardware errors, and so on.

Unless otherwise specified, NC-SI configuration settings beyond those required by the Initial State may or may not
be preserved following asynchronous entry into the Initial State, depending on the Network Controller
implementation.
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There is no explicit definition of a Reset for an entire package. However, it is possible that an Asynchronous Reset
condition may cause an asynchronous entry into the Initial State for all Channels in a package simultaneously.

5.2.2.8.2 Synchronous Reset

A Synchronous Reset event on the NC-SI is a Reset Channel command issued by a Management Controller to a
Channel. Upon the receipt of this command, the Network Controller shall place the Channel into the Initial State.

Unless otherwise specified, NC-SI configuration settings beyond those required by the Initial State may or may not

be preserved

following a Synchronous Reset, depending on the Network Controller implementation.

52283 O

Resets that d

her Resets

b not affect NC-SI operation are outside the scope of this specification.

52.2.9 Nefwork Controller Channel ID
Each channellin the Network Controller shall be physically assigned a Network ‘Controller Channel ID that will be
used by the Management Controller to specify which Network Controller channel, of possibly many, J;is trying to
communicatg. The Network Controller Channel ID shall be physically assignable (configured) at system-integration
time based op the following specification.
It is the system integrator’s or system designer’s responsibility to/correctly assign and provide these identifier
values in single- and multi-port Network Controller configurations, and to ensure that Channel IDs dg not conflict
between dev|ces sharing a common NC-SI interconnect.
The Channel |D field comprises two subfields, Packageé,|D and Internal Channel ID, as Table 3 describds.
Channel IDs ghall be completely decoded. Aliasing between values is not allowed (that is, the Network Controller
is not allowed to have multiple IDs select the'same channel on a given NC-SI).
Table 3 — Channel ID format
Bits Hield name Description
[7..5] | Package ID The Package ID is required to be common across all channels within a sipgle
Network Controller that share a common NC-SI physical interconnect.
The system integrator will typically configure the Package IDs starting from 0 and
increasing sequentially for each physical Network Controller.
The Network Controller shall allow the least significant two bits of this fielf to be
configurable by the system integrator, with the most significant bit of this field =
0b. An implementation is allowed to have all three bits configurable.
[4..0] | Internal Channel ID The Network Controller shall support Internal Channel IDs that are numbered

Controller through the NC-SI using NC-SI commands.

Internal Channel ID as long as the required numbering can be configured
An Internal Channel ID value of 0x1F applies to the entire Package.

starting from 0 and increasing sequentially for each Pass-through channel
supported by the Network Controller that is accessible by the Management

An implementation is allowed to support additional configuration options for the

Once configured, the settings of the Package ID and Internal Channel ID values shall be retained in a non-volatile
manner. That is, they shall be retained across power-downs of the NC-SI and shall not be required to be restored
by the Management Controller for NC-SI operation. This specification does not define the mechanism for
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configuring or retaining the Package ID or the Internal Channel ID (if configurable). Some implementations may
use pins on the Network Controller for configuring the IDs, other implementations may use non-volatile storage

logic such as electrically-erasable memory or FLASH, while others may use a combination of pins and non-volatile

storage logic.

5.2.2.10 Co

nfiguration-related settings

5.2.2.10.1 Package-specific operation

Only two configuration settings are package-specific:

the

NC-

Hardware ark
command. If
package can

state at a tim
package bein

NC-SI flow co
applies to all

Package-sped

5.2.2.10.2 C

Channel-sped
other than 03

Table 4 show

the Channel Ready state.

enable/disable settings for hardware arbitration
S| flow control

itration is enabled or disabled through a parameter that is delivered using'the Select Pa
hardware arbitration is enabled on all Network Controller packages on the NC-SI, more
be in the Selected state simultaneously. Otherwise, only one package‘is’allowed to be in
e in order to prevent electrical buffer conflicts (buffer fights) that can occur from more t
b allowed to drive the bus.

ntrol is enabled or disabled using the Set NC-SI Flow Cantrol command. The flow contro
channels in the package.

ific commands should only be allowed and executed when the Channel ID field is set to

nannel-specific operation

ific commands should only be allowedto be executed when the Channel ID field is set t
k1 F. Channel-specific commands(with Invalid Channel IDs should not be allowed or exec

5 the major categories of canfiguration settings that control channel operation when a @

Tdble 4 — Channel Ready state configuration settings

ckage

han one
the Selected
han one

setting

Ox1F.

b a value
uted.

hannel is in

category

Setting/Configuration

Description

settings

“Channel Enable”

The Enable Channel and Disable Channel commands are used to control whether tH
allowed to asynchronously transmit unrequested packets (AEN and Pass-through p3
through the NC-Sl interface whenever the package is Selected. Note that channels §

e channel is
ckets)
re always

Il Ata it it + ol o+l o, 1
oWt O trat STt TS SPOTTSTSTO CUTT A TU S STTIC U U TE CITATTTICT,

Pass-through Transmit
Enable settings

The Enable Channel Network TX command is used to enable the channel to transmi

through packets that it receives onto the network.

t any Pass-

through packets that it receives through the NC-SI onto the network, provided that the source
MAC address in those packets matches the Network Controller settings. Correspondingly, the
Disable Channel Network TX command is used to direct the controller not to transmit Pass-

AEN Enable settings

supported by the Network Controller.

The AEN Enable command is used to enable and disable the generation of the different AENs

MAC Address Filter
settings and control

The Set MAC Address, Enable Broadcast Filter, and Enable Global Multicast Filter ¢

ommands

are used to configure the filters for unicast, broadcast, and multicast addresses that the controller
uses in conjunction with the VLAN Filter settings for filtering incoming Pass-through packets.
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category

Setting/Configuration

Description

control

VLAN Filter settings and

The Set VLAN Filter command is used to configure VLAN Filters that the controller u

disable whether VLAN filtering is used.

ses in

conjunction with the MAC Address Filters for filtering incoming Pass-through packets. The Enable
VLAN and Disable VLAN commands are used to configure VLAN filtering modes and enable or

5.2.2.11 Transmitting Pass-through packets from the Management Controller

Packets not recognized as command packets (that is, packets without the NC-SI EtherType) that are received on

the Network
MAC Address
command) fo
correspondin

52212 Re

The Manager|
whether brog
channel has k
be forwarded

5.2.2.13 Sté

522131 O

The following
NC-SI operati
startup sequq

5.2.2.13.2 Ty

The following
operation. Th

ontroller’s NC-Sl interface shall be assumed to be Pass-through packets provided that

he source

matches one of the unicast MAC addresses settings (as configured by the Set MAC Add
r the channel in the Network Controller, and will be forwarded for transmission to.the
s external network interface if Channel Network TX is enabled.

ceiving Pass-through packets for the Management Controller

dcast, multicast, or VLAN packets are accepted. Depending on-the filter configurations,
een enabled, any packet that the Network Controller receives for the Management Con
to the Management Controller through the NC-Sl intefface.

Irtup sequence examples

erview

clauses show possible startup sequences that may be used by the Management Controg
on. Depending upon the specific‘configuration of each system, there are many possible
nces that may be used, and.these examples are intended for reference only.

pical non hardware. arbitration specific startup sequence

sequence is provided as an example of one way a Management Controller can start up

Network Con

the only possjble sequence. Alternative sequences can also be used to start up NC-SI operation. Somé
be skipped if the/Management Controller has prior knowledge of the Network Controller capabilities

rollers.dre hooked to its NC-SI, or what capabilities those controllers support. Note that

ress

hent Controller has control over and responsibility for configuring\packet-filtering options, such as

after the
troller shall

ller to start
variations of

NC-SI

is sequenceyassumes that the Management Controller has no prior knowledge of how many

this is not
P steps may
such as

whether Network Controllers are already connected and enabled for hardware arbitration.

1.

Power up

The NC-SI is powered up (see 5.6.2.7 for the specification of this condition). The Network Controller

packages are provided a Device Ready Interval during which they can perform internal firmware startup
and initialization to prepare their NC-SI to accept commands. The Management Controller first waits for
the maximum Device Ready Interval to expire (see Table 119).

At this point, all the Network Controller packages and channels should be ready to accept commands
through the NC-SI. (The Management Controller may also start sending commands before the Device
Ready Interval expires but will have to handle the case that Network Controller devices may be in a state

in wh

ich they are unable to accept or respond to commands.)
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2. Discover package

The Management Controller issues a Select Package command starting with the lowest Package ID (see
5.4.4.5 for more information). Because the Management Controller is assumed to have no prior
knowledge of whether the Network Controller is enabled for hardware arbitration, the Select Package
command is issued with the Hardware Arbitration parameter set to disable.

If the Management Controller receives a response within the specified response time, it can record that it
detected a package at that ID. If the Management Controller does not receive a response, it is
recommended that the Management Controller retry sending the command. Three total tries is typical.
(This same retry process should be used when sending all commands to the Network Controller and will

be left out of the descriptions in the following steps.)
If the| retries fail, the Management Controller can assume that no Network Controllerds at that Package ID
and dan immediately repeat this step 2 for the next Package ID in the sequence.

3. Discdver and get capabilities for each channel in the package
The Management Controller can now discover how many channels are sapported in the Network
Controller package and their capabilities. To do this, the Management.Controller issues the Clear Initial
Statelcommand starting from the lowest Internal Channel ID (which-selects a given channel within a
package). If it receives a response, the Management Controller.¢an then use the Get Version D command
to determine NC-SI specification compatibility, and the Get Gapabilities command to collect information
abouII the capabilities of the channel. The Management«Controller can then repeat this step yintil the full
number of internal channels has been discovered. (The\Get Capabilities command includes a jvalue that
indicates the number of channels supported within the given package.)
NOTE The NC-SI Specification requires Network'€ontrollers to be configurable to have their Interrnal Channel IDs
be sequential starting from 0. If it is known that’the Network Controller is configured this way, the Mahagement
Contrpller needs only to iterate sequentially'starting from Internal Channel ID = 0 up to the number of|channels
reported in the first Get Capabilities respense.
The Management Controller should temporarily retain the information from the Get Capabilit\i/es
comrpand, including the information that reports whether the overall package supports hardware
arbitration. This informationis used in later steps.

4. Repept steps 2 and.3'for remaining packages
The Managemenit Controller repeats steps 2 and 3 until it has gone through all the Package I[Ds.
IMPORTANT;" Because hardware arbitration has not been enabled yet, the Management Controllgr shall issue a
DeselpctPackage command to the present Package ID before issuing the Select Package command to the next Package
ID. If trardware arbitrationis ot -being used,; oty one package tam be i theSetectedstateatatithe. Otherwise,
hardware electrical buffer conflicts (buffer fights) will occur between packages.

5. Initialize each channel in the package

Based on the number of packages and channels that were discovered, their capabilities, and the desired
use of Pass-through communication, the Management Controller can initialize the settings for each
channel. This process includes the following general steps for each package:

a.

Issue the Select Package command.

b. For each channel in the package, depending on controller capabilities, perform the following actions.
Refer to individual command descriptions for more information.
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6. Enabje hardware arbitration for the packages

If onl
enab
may

whether the implementation provided a ‘loop back! ofithe hardware arbitration ‘ARB_OUT’ s
controller to the ‘ARB_IN’ signal.

If muftiple packages are detected, and each package has reported that it supports hardware

then
Hard
arbit

comrpands is not necessary when-hardware arbitration is being used.

NOTE
corre
the h

7. Start

The ghanpels should now have been initialized with the appropriate parameters for Pass-thrg
reception.and AEN operation. Pass-through operation can be started by issuing the Enable CH

command to each channel that 1s to be enabled Tor delivering Pass-through packets or generating AENs
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e Use the Set MAC Address command to configure which unicast and multicast addre
used for routing Pass-through packets to and from the Management Controller.

e Use the Enable Broadcast Filter command to configure whether incoming broadcast
through packets are accepted or rejected.

through packets are handled based on settings from the Set MAC Address comman

through packets with VLAN Tags are handled.

flow control on the NC-SI

SSes are

Pass-

Use the Enable Global Multicast Filter command to configure how incoming multicast Pass-

d.

Use the Set VLAN Filter and Enable VLAN Filters commands to configure how incoming Pass-

Use the Set NC-SI Flow Control command to configure how Ethernet Pause Frames are used for

»  Use the AEN Enable command to configure what types of AEN packets the chahnel
out on the NC-SI.

»  Use the Enable Channel Network TX command to configure whether the’channel is
deliver Pass-through packets from the NC-SI to the network (based on.the MAC add
settings) or is disabled from delivering any Pass-through packets to‘the network.

ssue the Deselect Package command.

v a single Network Controller package is discovered, the Management Controller does n
e hardware arbitration if the controller hardware supperts it. In fact, the Management
hlways elect to disable hardware arbitration, because then it does not need to be conce

the hardware arbitration operation caf be enabled by issuing a Select Package comman
vare Arbitration parameter for the command set to ‘enabled’, to each package. Becausg
ation enables multiple packages to be selected simultaneously, sending Deselect Packa

'tly. In that case, thé Management Controller needs to have prior knowledge that the implement
rdware arbitration.signals between the packages.

Pass-through packet and AEN operation on the channels

should send

enabled to
ress

ot need to
Controller
ned with
gnal to the

hrbitration,
d, with the
b hardware
re

There is no mandatory status to indicate whether hardware arbitration is hooked up and operating

ation routes

ugh packet
annel

through the NC-SI interface.

If hardware arbitration is not operational and it is necessary to switch operation over to another package,
a Deselect Package command shall be issued to the presently selected package before a different package
can be selected. Deselecting a package blocks all output from the package. Therefore, it is not necessary

to issue Disable Channel commands before selecting another package. There is no restriction on enabling
multiple channels within a package.

5.2.2.13.3 Hardware arbitration specific startup sequence

This clause applies when multiple NCs are used by the MC. This clause only applies to the NC-SI over RBT binding.
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The following is an example of the steps that a Management Controller may perform to start up NC-Sl operation
when Hardware Arbitration is specifically known to be used, present, and enabled on all Network Controllers. This
example startup sequence assumes a high level of integration where the Management Controller knows the
Network Controllers support and default to the use of Hardware Arbitration on startup but does not have prior
knowledge of how many Network Controllers are interfaced to the NC-SI, or the full set of capabilities those
controllers support, so discovery is still required.

Although other startup examples may show a specific ordering of steps for the process of discovering, configuring
and enabling channels, the Management Controller actually has almost total flexibility in choosing how these
steps are performed once a channel in a package is discovered. In the end, it would be just as valid for a
Management Controller to follow a breadth-first approach to discovery steps as it would be to follow a depth-first

approach wh

1.

bre each channel that is discovered is fully initialized and enabled before moving to the

Power up

No change from other startup scenarios.

Disca

The ¢
chan
Man3
Hard
comr
inste

In thi
starti
as pr
wher
know

If this
availd

If the
chan

Durin
to be
chan

very

rocess of discovery consists of identifying the number of packages'that are available, th
hels that are available in each package, and for each channel,the‘capabilities that are pr
gement Controller use. Because, in this startup scenario, the Management Controller k
vare Arbitration is used, it is not required to use the Select’Package and Deselect Packa
nands for discovery but may elect to just use the Cleat Initial State command for this pu
hd.

5 startup scenario, Packages and Channels arg,discovered by sending the Clear Initial Std
ng with the lowest Package ID and ChannelD, then waiting for, and recording, the resp
bviously described. Internal channel.IDs are required to be numbered sequentially starti
the Management Controller does not receive a response to repeated attempts at disco
s this means no additional chanhels exist in the current package.

happens when the intermalchannel ID is 0, the Management Controller knows a packag
ble at the current package ID, and it continues with the next package ID in sequence.

Management Controller receives a response to the Clear Initial State command, it reco
nel and package are available, and continues discovery.

g discovery; the Management Controller should interrogate the capabilities of each cha
availdhle in each package by sending the Get Capabilities command appropriate packag

hext.

e number of
ovided for
NOWS

he

rpose

te command
bnse event
ng with 0, so
very, it

re is not

rds that the

hnel found
e and

as the Management Controller does interrogate each channel.

Configure each channel and enable pass-through

he discovery

nelIDvalues. However, it does not matter whether this is done as the very next step in
WMWMWHWW' , just as long

proce

Once the existence of all packages and channels, and the capabilities of each channel, have been
discovered and recorded, the Management Controller shall initialize and enable each channel as needed
for use. The details of these steps remain essentially the same as have been previously stated, except to
note that there are no restrictions on how they are performed. What this means is that the MC may
perform these steps in any order across the channels in each package as it sees fit. The MC may fully
initialize and enable each channel in each package one at a time or perform the same step on each
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channel in sequence before moving on to the next, or in a different order. The specific order of steps is
not dictated by this specification.

5.2.2.13.4 Summary of scheme for the MC without prior knowledge of hardware arbitration

The following scheme describes the case when the MC does not have a priori knowledge of the hardware
arbitration support across multiple NCs.

1. For each available NC,

a. The MC checks whether a device supports the HW arbitration, using “Get Capabilities”
commands (this implicitly selects the package).
b. The MCissues “Deselect Package” for the NC (needed as at this stage we do not know whether
all the devices support HW arbitration).
2. If (allfNCs support HW arbitration and the HW arbitration is used by all NCs), then

the N

(if supported) to enabled on Interface Power Up only”, and the MC can\“Select” any number

atth

Othd

HW
The

The

¢ same time.

hrbitration is not used, or at least one NC cannot report'its support level)
HW arbitration is not active, and the MC can “Sefect” only single package at the any tim

MC configures each and every NC to disable HW arbitration, using the “Select Package”

IC assumes that HW arbitration is active because according to clause'6.2.4 “set hardware arbitration

bf packages

rwise (at least one NC reports that HW arbitration is not supported, or at least one NC reports that

[

®

command.
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pkg_idx=0

v

MC sends
Get Capabilities to
package pkg_idx

—

MC sends
Deselect Package
to package pkg_idx

No HW arbitration
Supported

and used

MC disables HW
arbitration for all
the packages

pkg_idx = pkg_idx+1

Use SW arbitration Use HW arbitration

igure 8 — MCssteps when the MC does not have prior knowledge of hardware arbitratid

S| traffic types

erview

traffic are carried on the NC-SI: Pass-through traffic and Control traffic.

Management Controller using the NC-SI.

n

Pass-through traffic consists of packets that are transferred between the external network interface and

Control traffic consists of commands (requests) and responses that support the configuration and control

of the NC-SI and Pass-through operation of the Network Controller, and AENs that support reporting
various events to the Management Controller.
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5.2.3.2 Command protocol

5.2.3.2.1 Overview

Commands are provided to allow a Management Controller to initialize, control, and regulate Management
Controller packet flow across the NC-SI, configure channel filtering, and to interrogate the operational status of
the Network Controller. As interface master, the Management Controller is the initiator of all commands, and the
Network Controller responds to commands.

5.2.3.2.2 Instance IDs

The comman
range from 0
of matching 1
Controller th

It re

If t

conmpmand rather than as a new instance of the command. It is~expected that the ‘retrie
contains the same command type value in the Control Packet Type field. The NC behavior wk
compmand type does not match the original command type’js outside the scope of this spec

If a
on

dat
isig

Wh
Con

H protocol uses a packet field called the Instance ID (IID). 1ID numbers are 8-bit values'th
01 to OxFF. lIDs are used to uniquely identify instances of a command, to improve th
esponses to commands, and to differentiate between new and retried commands. The

it receives a command handles the 1ID in the following ways:

turns the IID value from the command in the corresponding responsé.

e IID is the same as the IID for the previous command, it reeggnizes the command

retried command is received, the Network Controfler’shall return the previous respons
the command, the Network Controller can accomplish this either by holding the previ
h so that it can be returned, or, if re-executing the command has no side effects (that is, 1
empotent), by re-executing the commandQperation and returning that response.

en an 11D value is received that is different from the one for the previous command,
troller executes the command as a'new command.

Wh

asstimes that the first command after entering the Initial State is a new command and
conpmand, regardless of any [ID that it may have received before entering the Initial State.

Thus, for sin

execute the ¢
execute a ret
the response

The Manager

n the NC-SI Channel first enters the Initial State, it clears any record of any prior reque

le-threaded operdtioh with idempotent commands, a responding Network Controller cg
ommand and return the IID in the response that it received in the command. If it is necq
ried command, the responding controller can use the IID to identify the retried comman
that was _delivered for the original command.

nent'Controller that generates a command handles the 1ID in the following ways:

at shall

b robustness
Network

as a ‘retried’
d’ command
en a ‘retried’
fication.

e. Depending
bUS response
he command

the Network

sts. That is, it
not a retried

n simply
ssary to not
d and return

The

IID changes for each new instance of a command.

for the initial command.

that the response is being returned for a particular command.

Because an A

NOTE

EN is not a response, an AEN always uses a value of 0x00 for its IID.

If a command needs to be retried, the Management Controller uses the same value for the IID that it used

The Management Controller can optionally elect to use the IID as a way to provide additional confirmation

The Instance ID mechanism can be readily extended in the future to support multiple controllers and multiple

outstanding commands. This extension would require having the responder track the IID on a per command and per
requesting controller basis. For example, a retried command would be identified if the 1ID and command matched the 11D and
command for a prior command for the given originating controller’s ID. That is, a match is made with the command,
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originating controller, and 1ID fields rather than on the IID field alone. A requester that generates multiple outstanding
commands would correspondingly need to track responses based on both command and IID in order to match a given
response with a given command. IIDs need to be unique for the number of different commands that can be concurrently

outstanding.

5.2.3.2.3 Single-threaded operation

The Network Controller is required to support NC-SI commands only in a single-threaded manner. That is, the
Network Controller is required to support processing only one command at a time, and is not required to accept

additional co

Therefore, th
Management
time. Upon sg
Controller sh
occur before

52324 R

The Network

mmands until after it has sent the response to the previous one.

ke Management Controller should issue NC-SI commands in a single-threaded manner,T|
Controller should have only one command outstanding to a given Network Contrpller p
ending an NC-SI command packet, and before sending a subsequent command, the Man
buld wait for the corresponding response packet to be received or a command timeout
dttempting to send another command. For the full descriptions of command’timeout, s¢

PSponses

Controller shall process and acknowledge each validly formattéd command received at

hat is, the
ackage at a
agement
bvent to

pe 5.2.9.3.2.

the NC-SI

interface by formatting and sending a valid response packet to the Management Controller through the NC-SI

interface.

To allow the
number of th

To allow for 1
maintain a cd
Slinterface. 1

the Management Controller by replacing it with'the one just sent.

The Network
Command Tyj
or recognize.

52325 R

Management Controller to match responses to commands, the Network Controller shall
e Command into the Instance ID field of the corrésponding response packet.

etransmission and error recovery, the Network Controller may re-execute the last comn
py of the response packet most recently transmitted to the Management Controller thr
his “previous” response packet shalhbe updated every time a new response packet is tr

Controller response shallreturn a “Command Unsupported” response code with an “Ur
pe” reason code for any command (standard or OEM) that the Network Controller does

psponse and-post-response processing

Typically,a N
however, it
response ass

change link configuration). The

etwork Controller completes a requested operation before sending the response. In son
ay-beuseful for the controller to be allowed to queue up the requested operation and §

copy the lID

nand or
bugh its NC-
Ansmitted to

known
not support

he situations,
end the

Juested to

A Network Controller is allowed to send a response before performing the requested action if the

command is expected to complete normally and all parameters that are required to be returned with the
response are provided.

Temporal ordering of requested operations shall be preserved. For example, if one command updates a

configuration parameter value and a following command reads back that parameter, the operation
requested first shall complete so that the following operation returns the updated parameter.

ution Interval (T5) (see Table 119).
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Reset/Asynchronous Not Ready interval (T6) following the response.

Unless otherwise specified, all requested operations shall complete within the Asynchronous

If the Network Controller channel determines that the requested operation or configuration change has

not been completed correctly after sending the response, the channel shall enter the Initial State.

5.2.3.2.6 NC-Sl traffic ordering

This specification does not require any ordering between AENs, NC-SI responses, and NC-SI Pass-through packets.
Specific transport binding specifications may require ordering between AENs, NC-SI responses, and NC-SI Pass-
through packets.

5.2.4 LinK

5.2.4.1 Lin

The Network

link speed, duiplex settings, and so on to be used on the network interface. For\more information, seeq

The Manager
or non-opera

5.2.4.2 Lin

The Network
the configur
Get Link Sta

5.2.5 Fran

5251 Ov

The Network
of controlling
VLAN Tag filt
fields. All fran
RFC2373, RF(

tional.

'juts command regardless of OS operational status.

configuration and control

k Configuration

Controller provides commands to allow the Management Controller toispecify the auto

nent Controller should make link configuration changes only when the host network dri

k Status

Controller provides a Get Link Status command.to allow the Management Controller to
ion and operational status of the primaryEthernet links. The Management Controller n

ne filtering for Pass-through mode

erview

Controller providés the option of configuring various types of filtering mechanisms for t
the delivery of received Ethernet frames to the Management Controller. These options
pr, L2 addressifilters, MAC address support, and limited frame filtering using L3, L4 protd
nes that(pass frame filtering are forwarded to the Management Controller over the NC-§
2464, and RFC3315 for IPv6-related definitions.

tnegotiation,
5.4.4.21.
er is absent

interrogate
hay issue the

he purpose
include

col header
bl. See

5.25.2 Mu

Iticast filtering

The Network Controller may provide commands to allow the Management Controller to enable and disable global
filtering of all multicast packets. The Network Controller may optionally provide one or more individual multicast
filters, as well as DHCP v6, IPv6 Neighbor Advertisement, IPv6 Router Advertisement, IPv6 Neighbor Solicitation,
and IPv6 MLD filters.
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5.2.5.3 Broadcast filtering

The Network Controller provides commands to allow the Management Controller to enable and disable
forwarding of Broadcast and ARP packets. The Network Controller may optionally support selective forwarding of
broadcast packets for specific protocols, such as DHCP (see RFC2131) and NetBIOS.

5.25.4 VLAN filtering

The Network Controller provides commands to allow the Management Controller to enable and disable VLAN
filtering, configure one or more VLAN Filters, and to configure VLAN filtering modes.
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Figure 9 illustrates the flow of frame filtering. Italicized text in the figure is used to identify NC-SI command
names.

Frame received from

wire

Enable VLAN Set VLAN Filter VLAN Filtering
Disable VLAN

Frame is VLAN
tagged?

LAN tag matche:
configured tab ?,

No

VLAN filter mode 2

atch on enabl Y

unicast or multicast Perfect Match Filtering
Ydrty Set MAC Address

No

Broadcast Filtering Output Buffering

Broadcast frame?

Channel enabled? Transmit frame to MQ

Buffer frame for
transmission if
space is available

Enable Broadcast Filter
Disable Broadcast Filter

Multicast Filtering

Multicast frame?

obal multicast filteN,_No

enabled?

Enable Global Multicast Filter
Disable Global Multicast Filter

Figure 9 — NC-SI packet filtering flowchart
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put buffering behavior

There are times when the NC is not allowed to transmit Pass-through, AEN, or control packets onto the NC-SI.

The NC should buffer Pass-through frames to be transmitted to the MC under any of the following conditions:

The package is deselected.

For a channel within a package while that channel is disabled.

MC.

The NC may

Control packe
to transmit fi

Additionally,
or may not b

5.2.7 NC-

The Network
Controller an
the IEEE 802.

When the hardware arbitration is enabled and the NC does not have the token to transmit frames to the

buffer AENs to the MC under any of the above conditions.

ts (responses) are buffered when hardware arbitration is enabled and the NC doesnot h
ames to the MC.

e buffered. This behavior is outside the scope of this specification.

51 flow control

Controller may provide commands to enable flow controllon the NC-SI between the Ne

528 Asy

Asynchronou

to the Manag

Network Con
affected by a

driver loads 4

the establish

Control over
of notificatio

AENSs are not
event has its

nchronous Event Notification

5 Event Notification (AEN) packets enable the Network Controller to deliver unsolicited
ement Controller when certain status changes that could impact interface operation oc

variety of events that occurin’the Network Controller. These events include link status

bd command-response mechanism.

h is optionakand can be independently enabled by the Management Controller.

pwn'AEN packet. Because the AEN packets are generated asynchronously by the Netwo

they cannot i

mplément some of the features of the other Control packets. AEN packets leverage the

while an NC-SI channel is in the Initial State, previously received Pass-through frames a

d the Management Controller. The NC-SI flow controlhehavior follows the PAUSE frams
B specification defines. Flow control is configured using the Set NC-SI Flow command (se

kroller. Because the NC-Sl is a.small part of the larger Network Controller, its operation ¢

the generation of the AEN packets is achieved by control bits in the AEN Enable commar

acknowledged, and there is no protection against the possible loss of an AEN packet. Eg

bve the token

nd AENs may

work
behavior as
e 5.4.4.41).

hotifications
Cur in the
an be
hanges, OS

nd unloads, and chip resets. This feature defines a set of notification packets that operate outside of

d. Each type

ch defined
rk Controller,
ceneral

packet forma

t of Control packets.

to identify the source of notification.

field in every AEN sent to the Management Controller.
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r handling

5.2.9.1 Overview

This clause describes the error-handling methods that are supported over the NC-SI. The two types of error-
handling methods are:

e Synchronous Error Handling

e  Errors that trigger Asynchronous Entry into the Initial State

Synchronous
command iss

Asynchronou

enters the Initial State because of an error condition that affects NC-SI configuration or afailure of a

that was alre

5.2.9.2 Tra

52921 D

The Network

conditions:
e Thd
. Fra

pac
e The
e The
e The
e The

The Network
State causes

Led by the Management Controller. For information about response and reason codes;

5 Entry into the Initial State Error Handling occurs when the Network Controller asynchr

hdy responded to. For more information, see 5.2.2.8.1.

\nSport errors

opped control packets

Controller shall drop control packets received on the'NE-SI interface only under the foll

packet has an invalid Frame Check Sequence, (FCS) value.

me length does not meet |IEEE 802.3 requirements (except for OEM commands, where ac
kets may be allowed as a vendor-specific option).

packet checksum (if provided) isGnvalid.

NC-SI Channel ID value in thespacket does not match the expected value.

Network Controller does not have resources available to accept the packet.
Network Contrallerreceives a command packet with an incorrect header revision.

Controller may also drop control packets if an event that triggers Asynchronous Entry in
backets te-be dropped during the transition.

5.29.2.2 Pfss-through packet errors

Error Handling occurs when an Frrar (non-zera) Response/Reason Cade is received in response to a

see 5.4.2.5.

bnously
rommand

bwing

cepting larger

to the Initial

Handling of Pass-through packet errors, other than logging statistics, is out of scope of this specification.

5.2.9.3 Missing responses

5.2.9.3.1 Overview

There are typical scenarios in which the Management Controller does not receive the response to a command:

e The

Network Controller dropped the command and thus never sent the response.

e The response was dropped by the Management Controller (for example, because of a CRC error in the
response packet).
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Network Controller is in the process of being reset or is disabled.

The Management Controller can detect a missing response packet as the occurrence of an NC-SI command

timeout even

t.

5.2.9.3.2 Command timeout

The Management Controller may detect missing responses by implementing a command timeout interval. The
timeout value chosen by the Management Controller shall not be less than Normal Execution Interval, T5. Upon
detecting a timeout condition, the Management Controller should not make assumptions on the state of the
unacknowledged command (for example, the command was dropped or the response was dropped), but should

retransmit (r¢try) the previous command using the same IID it used in the initial command.

The Management Controller should try a command at least three times before assuming an efrror con
Network Controller.

It is possible

command is being delivered. Under this condition, the Management Controller could get more than

to the same ¢
second instar|
Controller as

52933 H

To recover fr
unacknowled

The Network
undesirable ¢
verifying thaf

5.29.4 De

The Network
case, the Net|
traffic sent tq
sending or re
should period
entered the |

hat a Network Controller could send a response to the original command 'at the same ti

ommand. Thus, the Management Controller should be capable of determining that it ha
ce of a previous response packet. Dropped commands may be detected by the Manage|
a timeout event waiting for the response.

hndling dropped commands or missing responses

bm dropped commands or missing responses, the Management Controller can retransm
sed command packet using the same IID thatit used for the initial command.

Controller shall be capable of reprocessing retransmitted (retried) commands without 6
ide effects. The Network Controller.can determine that the command has been retransr
the IID is unchanged from the previous command.

fecting Pass-through-traffic interruption

Controller might dsynchronously enter the Initial State because of a reset or other even
work Controller 'stops transmitting Pass-through traffic on the RXD lines. Similarly, Pass-
the Netwonk-Controller may be dropped. If the Management Controller is not in the stz

ically issue a command to the Network Controller to test whether the Network Control
hitial State. How often this testing should be done is a choice of the Management Contr

dition in the

me a retried
bne response
s received a
ment

it the

rror or
hitted by

t. In this

through
te of

ceiving Pass-through traffic, it may not notice this condition. Thus, the Management Controller

er has
bller.

5.3 Arbitration in configurations with multiple Network Controller packages

5.3.1 Ove

rview

This clause applies to NC-SI over RBT only. More than one Network Controller package on a RBT interface can be
enabled for transmitting packets to the Management Controller. This specification defines two mechanisms to
accomplish Network Controller package arbitration operations. One mechanism uses software commands
provided by the Network Controller for the Management Controller to control whose turn it is to transmit traffic.
The other mechanism uses hardware arbitration to share the single RBT bus. Implementations are required to
support command-based Device Selection operation; the hardware arbitration method is optional.
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5.3.2 Architecture

Figure 10 is a simplified block diagram of the Sideband Interface being used in a multi-drop configuration.

The RMII (upon which NC-SI is based) was originally designed for use as a point-to-point interconnect.
Accordingly, only one party can transmit data onto the bus at any given time. There is no arbitration protocol

intrinsic in th

However, it i
traffic from t
can receive ¢
the Manage

Arbitration
the RXD lines
This operatio

[ ]

Onl

Net

arll;ows multiple Network Controller packages that are attached to the interface to be ena

e RMII to support managing multiple transmitters.

LAN A

LAN B

Network
Controller B

Network
Controller A

L

~7

NC-SI

XD

Management
Controller

RXD

Figure 10 — Basic multi-drop block diagram

possible for multiple Network Controliers on the interface to be able to simultaneously
he Management Controller that is being transmitted on the NC-SI TXD lines. The Networ
bmmands from the Management :€ontroller without having to arbitrate for the bus. This
ent Controller in delivering commands for setup and configuration of arbitration.

to deliver packets to:the Management Controller.
h is summarized-as follows:

y one Network Controller at a time can transmit packets on the RXD lines of the interfag

work Controllers can accept commands for configuring and controlling arbitration for th

receive
k Controllers
facilitates

bled to share

e.

e RXD lines.

5.3.3 Hardware arbitration

To prevent two or more NC-SI packages from transmitting at the same time, a hardware-based arbitration
scheme was devised to allow only one Network Controller package to drive the RX lines of the shared interface at
any given time. This scheme uses a mechanism of passing messages (op-codes) between Network Controller

packages to c

5331 Ge

oordinate when a controller is allowed to transmit through the NC-SI RBT interface.

neral

Three conceptual modes of hardware arbitration exist: arbitration master assignment, normal operation, and
bypass. After a package is initialized and has its Channel IDs assigned, it enters the arbitration master assignment
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mode. This mode assigns one package the role of an Arbitration Master (ARB_Master) that is responsible for
initially generating a TOKEN op-code that is required for the normal operating mode. In the normal operating
mode, the TOKEN op-code is passed from one package to the next in the ring. The package is allowed to use the
shared RXD signals and transmit if the package has received the TOKEN op-code and has a packet to send.

Bypass mode allows hardware arbitration op-codes to pass through a Network Controller package before it is
initialized. Bypass mode shall be in effect while hardware arbitration is disabled. Bypass mode shall be exited and
arbitration master assignment mode shall be entered when the hardware arbitration becomes enabled or re-
enabled.

Hardware-based arbitration requires two additional pins (ARB_IN and ARB_OUT) on the Network Controller. The
ARB_OUT pin of one package is connected to the ARB_IN pin of the next package to form a ring configuration, as
Figure 11 illustrates. The timing requirements for hardware arbitration are designed to accommedatg¢ a maximum
of four Network Controller packages. If the implementation consists of a single Network Controller package, the
ARB_OUT pin may be connected to the ARB_IN pin on the same package, or may be left disconnected, in which
case hardwarle arbitration should be disabled by using the Select Package command. Thisspecification optionally
supports reporting of Hardware arbitration implementation status and hardware arhitfation status using the Get
Capabilities Jommand.

Network Controller Network Controller
Package Package
—IARB_IN ARB_OUTF—]ARB_IN ARB_OUT
ID 00 ID 01
XD
e Management
Controller
RXD
ID 11 ID 10

ARB_OUT ARB'INF€——]ARB_OUT ARB_IN|«

Network Controller Network Controller
Package Package

Figure 11 — Multiple Network Controllers in a ring format

Each Network Controller package sends out pulses on the ARB_OUT pin to create a series of symbols that form
op-codes (commands) between Network Controllers. Each pulse is one clock wide and synchronized to REF_CLK.

The hardware arbitration data bits follow the same timing specifications used for the TXD and RXD data bits (see
5.6.2.6). The pulses are di-bit encoded to ensure that symbols are correctly decoded. Table 5. shows the values of
the symbols.

While clause 5.3.3.2.1 allows for op-code to be truncated, it is recommended that the transmission of current op-
code on ARB_OUT be completed if the HW arbitration mode is changed in the middle of an op-code transfer (or in
the middle of a symbol).
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Table 5 — Hardware arbitration di-bit encoding

Symbol name Encoded value
Esync 11b
Ezero 00b
Eone 01lb
lllegal symbol | 10b

5.3.3.2 Hardware arbitration op-codes

The hardward
starts with ar

53321 D

A truncated ¢

indicate an e

53322 H

When a Netw

53323 R

A Network Cq
to decode th4

F-based arbitration feature has 1ive op-codes: IDLE, TOKEN, FLUSH, XON, and XOFF. EacH op-code
Esync symbol and is followed by either Eone O ELero Symbols. Table 6 lists t\he legal op-codes.
Table 6 — Hardware arbitration op-code format
Op-Code | Format
IDLE Esync Ezero Ezero (110000}3)
TOKEN | Esync Eone Ezero (110100b)
FLUSH Esync Eone Eone Ezero E(Package_ID[2:0]) Ezero (11010100xxxxxx00b)
XOFF Esync Ezero Eone Ezero Ezero Ezero (110001000000b)
XON Esync Ezero Eone Eone Ezero E(Package_ID[2;0]) Ezero (11000101 00uuuuuu00b)
btecting truncated op-codes
p-code is detected when the number of'clocks between Egncs is less than the number of bits
required for §he op-code. Note that any additional'bits clocked in after a legitimate op-code is detectpd do not
ror condition and are ignored until the next Eqnc.
hndling truncated or illegalop-codes
ork Controller receives a truncated or illegal op-code, it should discard it.
blationship ofiep-codes processing and driving the RX data lines
ntroller'package shall take no more than T9 REF_CLK times after receiving the last bit of the op-code
P incoming op-code and start generating the outgoing op-code. This time limit allows forf decoding
and processing.6f'the incoming op-code under the condition that an outgoing op-code transmission if already in

progress.

A package that has received a TOKEN and has packet data to transmit shall turn on its buffer and begin
transmitting the packet data within T11 REF_CLK times of receiving the TOKEN, as Figure 12 illustrates. The

package shall

disable the RXD buffers before the last clock of the transmitted TOKEN.
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53331 T

When a TOKH
of the followi
(XON or XOF#
Network Con
codes on its /

TOKEN on its|ARB_OUT pin.

5.3.3.3.2 IQLE op-code

A package that has no other op-code to send shall continuously generate IDLE op-codes. Typically, a 1
op-code indidates that the TOKEN is currently at another package in the ring. This op-code is also use
ARB_Master pssignment process (for detajls, see 5.3.3.5).

5.3.3.3.3 FIUSH op-code

A FLUSH op-dode is used towestablish an Arbitration Master for the ring when the package enters the
Ready state qr when the TOKEN is not received within the specified timeout, T8. Clause 5.3.3.5 furthg
this op-code.

If the packag

—_———— = - -

Figure 12 — Op-code to RXD relationship

-code operations

DKEN op-code

N op-code is received, the Network Controller package may drive the RXD signals to ser
ng items: a Pass-through packet, a command response, or an*AEN. One |EEE 802.3 PAUS
) may also be sent either before or after one of the previous packets, or on its own. Wh
kroller package is transmitting the data on the RXD signals of the interface, it shall gener
RB_OUT pin. Once a package completes its transmission, if any, it shall generate and se

b réceives a FLUSH op-code while it is in the middle of transmitting a packet onto NC-SI,

d only one
E frame

le the

ate IDLE op-
nd the

eceived IDLE
d in the

Package
r explains

it shall

ELLICLL

scribed.

generate IDLE

5.3.3.34 F

<l FiH Y 'S H + + ot PAIFY N o <l pA|
UNMLUULTS UTIUIT LT trariorTiiosTUTH IO CUTTIPTTLT alTu tTHNCTT PJTULTOS LINT TLUOJTT UPTLUUT do U

ow Control op-codes

The XON and XOFF op-codes are used to manage the generation of IEEE 802.3 PAUSE frames on = NC-SI RBT. If
the Network Controller supports flow control and flow control is enabled, the XOFF and XON op-codes behave as
described in this clause. If the Network Controller does not support flow control or if flow control is not enabled,

the Network

Controller shall pass the op-codes to the next package.

There may be a configuration where some NCs support flow control and others do not. In this configuration, an
NC sending an XOFF op-code may see the XOFF packet emission delayed by two or more full size Pass-through
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packets, one for each package not supporting XOFF when it gets the token, and one for the next package
supporting XOFF before sending the XOFF packet.

The NC is not required to provide buffering to prevent packet loss in this configuration. No drop behavior should
be expected by an MC only if all NCs have flow control enabled.

There is a maximum amount of time that the Network Controller is allowed to maintain a PAUSE. For more
information, see 5.4.4.41.

5.3.3.3.5 XOFF op-code

A Network C(
following act

o Ifit
If it
asi
Ap
pre
When a pack

If it

If it

reg
reg

53336 X

XON frames
the Network
are used bety

to provide a fnechanism to verifythat every package is not congested before sending an XON frame {

Management
The XON op-

Wh
the

En a package is no longer congested, it generates an XON op-code with its own Packagd

ntroller package that becomes congested while receiving packets rrom the NC-5I shall g
ons:

does not have a TOKEN, it sends the XOFF op-code to the next package.

has the TOKEN and has not previously sent an XOFF frame for this instancé\of congestior]
ngle XOFF frame (PAUSE frame with a pause time of 0xFFFF) and will-not’generate an X

hckage may also regenerate an XOFF frame or op-code if it is still\congested and detern
ent PAUSE frame is about to expire.

hge on the ring receives an XOFF op-code, it shall perform.gne of the following actions:
does not have a TOKEN op-code, it passes the XOFE.©p-code to the next package in the

has the TOKEN, it shall send an XOFF frame (PAUSE frame with a pause time of OxFFFF
bnerate the XOFF op-code. If it receives another XOFF op-code while sending the XOFf
Ilar network packet, it discards the received*XOFF op-code.

DN op-code

PAUSE frame with a pause time.of 0x0000) are used to signal to the Management Con
Controller packages are no‘fonger congested and that normal traffic flow can resume. X
veen the packages to_ coordinate XON frame generation. The package ID is included in th

Controller.

ode behavés as follows:

package into the ‘waiting for its own XON’ state.

erform the

, it shall send
OFF op-code.

ines that the

ring.

) and will not
F frame or a

troller that
DN op-codes
is op-code
o the

ID. This puts

A package that receives the XON op-code takes one of the following actions:

If it is congested, it replaces the received XON op-code with the IDLE op-code. This act

ion causes

the XON op-code to be discarded. Eventually, the congested package generates its own XON op-

code when it exits the congested state.

If the package is not congested and is not waiting for the XON op-code with own Packal
forwards the received XON op-code to the next package in the ring.

ge ID, it

If the received XON op-code contains the package’s own Package ID, the op-code should be

discarded.

If the package is not congested and is waiting for its own XON op-code, it performs one
following actions:
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If it receives an XON op-code with a Package ID that is higher than its own, it repla
op-code with its own Package ID.

code to the next package and it exits the ‘waiting for its own XON’ state.

If it receives an XON op-code with the Package ID equal to its own, it sends an XO

ces the XON

If it receives an XON op-code with a Package ID lower than its own, it passes that XON op-

N frame on

the NC-SI when it receives the TOKEN op-code and exits the ‘waiting for its own XON’ state.

NOTE More than one XON op-code with the same Package ID can be received while waiting f
and while sending the XON frame. These additional XON op-codes should be discarded.

tha

NOT

this

° A p

op-

Ma

5334 By

When the Ne

ARB_OUT pin
ring.

A package in

ARB_OUT pin

A Network Cq

mode after the Network Controller completes its startup/initialization sequence.

5.3.3.5 Ha

Hardware ark

1. All thie packages shallbe in bypass mode within Tpwr, sSeconds of NC-SI power up.

2. Ased

3. Theq

hckage that generated an XON op-code may receive its own XON op-code hack while it h
code. In this case, it may send a regular packet (Pass-through, command response, o
hagement Controller (if it has one to send), an XON frame, or both.

pass mode

twork Controller package is in bypass mode, data receifed on the ARB_IN pin is redirect

bypass mode shall take no more than T10 REF, CLK times to forward data from the ARB |

Fdware arbitration startup

Itaoes not output an AUN Trame When it Teceives the TORKEN:

E
point.

This behavior is not likely to occur because the Management Controller will be in the Pau

within the specified clock delay. This way, arbitration.can continue between other devi

. The transition in and out of bypass mode-may result in a truncated op-code.

ntroller package enters into bypassmode immediately upon power up and transitions ¢

itration startup works as follows:

ch packdge is initialized, it shall continuously generate FLUSH op-codes with its own Padg

or the TOKEN

If a package originates an XON op-code but receives an XOFF op-code, it terminates its XON request so

se state at

as the TOKEN
AEN) to the

ed to the
ces in the

[IN pin to the

ut of this

kage ID.

ackage then participates in the ARB_MSTR assignment process described in the foIIowiTg clause.

5.3.3.6 ARB_MSTR assignment

ARB_MSTR assignment works as follows:

1. When a package receives a FLUSH op-code with a Package ID numerically smaller than its own, it shall
forward on the received FLUSH op-code. If the received FLUSH op-code’s Package ID is numerically larger
than the local Package ID, the package shall continue to send its FLUSH op-code with its own Package ID.
When a package receives a FLUSH op-code with its own Package ID, it becomes the master of the ring

(ARB_

MSTR).

2. The ARB_MSTR shall then send out IDLE op-codes until it receives an IDLE op-code.
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3. Upon receiving the IDLE op-code, the ARB_MSTR shall be considered to be in possession of the TOKEN op-

code

(see 5.3.3.3.1).

If the package receives a FLUSH op-code while it is in the middle of transmitting a packet onto NC-SI, it shall

generate IDLE op-codes until the transmission is complete and then process the FLUSH op-code as
described.

5.3.3.7 Token timeout mechanism

Each Network Controller package that supports hardware-based arbitration control shall implement a timeout
mechanism in case the TOKEN op-code is not received. When a package has a packet to send, it starts its timer. If

it does not re
the arbitratio

The timer ma
to accommod
frame transm

5.3.3.8 Tin

The ARB_OU]

To improve t
(IPG) that the
last T13 REF_|

ceive a TOKEN prior to the TOKEN timeout, the package shall send a FLUSH op-code. Th
n process.

y be programmable depending on the number of packages in the ring. The timeout valu
ate up to four packages, each sending the largest packet (1536 bytes) plus possible XON
ission and op-code processing time. The timeout shall be no fewer than T8 cycles of the

ning considerations

[ and ARB_IN pins shall follow the timing specifications outlined in clause 5.6.

ne efficiency of the multi-drop NC-SI, TOKEN op-code‘generation may overlap the Inter
802.3 specification defines, as Figure 13 shows..The TOKEN op-code shall be sent no ea
CLK cycles of the IPG.
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Figure 13 — Example TOKEN to transmit relationship
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5.3.3.9 Example hardware arbitration state machine

Figure 14 shows the state machine diagram, which provides a guideline to help illustrate the startup process and
op-code operations described in the preceding clauses.

POWER_ON RESET
FW_RCVD_CMD
SND_XOFF_CMD or

Send TOKEN to next package SND XON CMD

if Arb_Master, RCVD_IDLE,
and no Packet to send \
Normal
Operating

=7

R
0%

s

ey

AN3IAT 379VNI 98V MH 1o

LNO3WIL NIMOL 10 HSNT4 AADY

RCVD_OTHER_FLUSH
(with lower DEV_IP)

RCVD_OTHER_FLUSH
(with lewer DEV_ID)

RCVD_FLUSH & (PKT_SENT or (PKT_SENT &
(XON_SENT or XOFF_SENT)) or XON_SENT or

D)
%

XOFF_SENT) RCVD_OTHER_FLUSH
(with higher DEV_ID)
(SND_XOFF & SND_PKT) or > =
(SND_PKT & SND_XOFF) or 5953 £Q
(SND_XON & SND_PKT) or =255 20
(SND_PKT & SND_XON) or 2 220 &9
EE >
SND_XOHF or £Ss 3 8z
SND_XON or g2 Ry T
SND_PKT] 25E =2
Send IDLE while package is in the XFER state §25¢2 =3 <,4°.
& S

Figure 14 — Hardware arbitration state machine
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Table 7 and Table 8, respectively, describe the states and events that Figure 14 shows.

Table 7 — Hardware arbitration states

State

Action

Normal
Operating State

This state is the normal operating state for hardware arbitration. The following actions happen in this

State:

e FW_RCVD_CMD: Forward received command. As op-codes are received and acted upon, the
resulting op-code is sent to the next package. For example, the TOKEN op-code is received and no

packet data is available to send, so the TOKEN op-code is sent to the next package in the ring.

PY an_yncc_r‘l\nn- Send-the XOEE. op caode-to the next p:ﬁl{gga This action h::lv_'_\lr_'_\nne when the
specific conditions are met as described in 5.3.3.3.

e SND_XON_CMD: Send the XON op-code to the next package. This action happens)when the
specific conditions are met as described in 5.3.3.3.

e |f the Network Controller is ARB_Master, it generates the TOKEN op-code upon receiving an IDLE
op-code at the end of the FLUSH process.

e The RXD lines will be in a high-impedance condition in this state.

XFER In this state, data is sent on the RXD lines. This data will be a Pass-through packet, responsg packet,
XON (Pause Off) packet, XOFF (Pause On) packet, or AEN. (AnXON or XOFF packet can be sent in
addition to a Pass-through packet, response packet, or AEN.)\DLE op-codes are sent to the [next
package while the device is in the XFER state.

The following actions happen in this state:

e SND_XON: Transmit an XON frame (Pause Off)'to’the Management Controller.

e SND_XOFF: Transmit an XOFF frame (Pause On) to the Management Controller.

e SND_PKT: Transmit a Pass-through packet, response packet, or AEN to the Managemept Controller.
e The TOKEN op-code is sent to the:next package upon completion of the transfer.

SND_FLUSH This state is the entry point for determining the ARB_Master among the packages. In this stafe, the
FLUSH op-code is continuously-sent. This state is exited upon receiving a FLUSH op-code that has a
DEV_ID that is equal to the package’s own DEV_ID.

SND_IDLE This is the final state fordetérmining the ARB_Master, entered when a device’s own FLUSH pp-code is
received. In this state,(the' IDLE op-code is continuously sent.

WAIT_IDLE This state is entered when a FLUSH command is received from another package with a lower Device ID.
When an IDLE-op-Code is received, the ARB_Master has been determined and the device transitions to
the Normal @perating State.

Table 8 — Hardware arbitration events

Event Description

RCVD_TOKHEN A TOKEN op-code was received or the arbitration was just completed and won hyy this

package.

RCVD_IDLE An IDLE op-code was received.

XOFF_SENT The Pause On frame was sent on the RXD interface.

XON_SENT The Pause Off frame was sent on the RXD interface.

PKT_TO_SND The Network Controller package has a Pass-through packet, command response packet,

XON (Pause Off) frame, XOFF (Pause On) frame, or AEN to send.

XON_CMD_RCVD

A package received an XON op-code with its own Package ID.

XOFF_CMD_RCVD

An XOFF op-code was received.

XON_CMD_SENT

A package sent an XON op-code with its own Package ID.

RCVD_FLUSH

A FLUSH op-code was received.
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Event

Description

TOKEN_TIMEOUT

The timeout limit expired while waiting for a TOKEN op-code.

HW_ARB_ENABLE_EVENT

Controller package initializes or when hardware arbitration is re-enabled through
Package command.

This event begins ARB_MSTR assignment. This event occurs just after the Network

the Select

RCVD_OTHER_FLUSH

A package received a FLUSH op-code with a Package ID other than its own.

RCVD_OWN_

FLUSH A package received a FLUSH op-code with a Package ID equal to its own.

5.3.4 Command-based arbitration

If hardware g
control which
Controller pa
package in th

5.4 Packg

54.1 NC-

The NC-Sl is 3
Network Con

kroller accepts runt packets is unspecified.

rbitration is not being used, the Select Package and Deselect Package commands shail
Network Controller package has the ability to transmit on the RXD lines. Becausecanly
ckage is allowed to transmit on the RXD lines, the Management Controller shall only hay
e selected state at any given time. For more information, see 5.4.4.5 and 5,4.4.7.

bt definitions

S| packet encapsulation

n Ethernet interface adhering to the standard IEEE 802:3 Ethernet frame format. Wheth

!

e used to
ne Network
e one

er or not the

As Figure 15 $hows, this L2, or data link layer, frame format.encapsulates all NC-SI packets, including Pass-
through, command, and response packets, as the L2 frame payload data by adding a 14-byte header to the front
of the data apd appending a 4-byte Frame Check Sequénce (FCS) to the end.
NC-SI control|packets shall not include any VLAN tags. NC-SI Pass-through may include 802.1Q VLAN {ag.

4—T— 14bytes Pl 46-1500 bytes —P| 4lbytes

Lo EtherType
D:‘:;""tw" Sogry® (DMTF Data (NC-SI Control Packet) FCs
ress Address NC-SI)

Figurée 15 — Ethernet frame encapsulation of NC-SI packet data without VLAN tag

5411 Et

ernet rrame neader

The Management Controller shall format the 14-byte Ethernet frame header so that when it is received, it shall be

formatted in

Channels sha

the big-endian byte order that Table 9 shows.

Il accept pass-through packets that meet the |IEEE 802.3 frame requirements.
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Table 9 — Ethernet header format

Bits
Bytes 31..24 23..16 15..08 07..00
00..03 DAs= 0xFF DA4= 0xFF DAs= 0xFF DA2= 0xFF
04..07 DA1= OxFF DAo= OxFF SAs SA4
08..11 SA3 SA2 SA1 SAo
12..13 EtherType = 0x88F8 (DMTF NC-SI)
5.4.1.1.1 DestiratienAddress—{(BA)
Bytes 0— 5 of|the header represent bytes 5— 0 of the Ethernet Destination Address field of an LZ header.

The channel i
address by th

packets shall

If the Netwot

FE:FE:FE:

packet with gn error response/reason code.

54112 §

Bytes 6— 11
contents of t
source addre

54113 Et

The final two
For NC-SI Cor
value allows

5.4.1.2 Frd

The Frame CH
frame. Any fr

5.4.1.3 Dat

s not assigned a specific MAC address and the contents of this field are not interpreted
e Management Controller or the Network Controller. However, the DA field-in all NC-SI
be set to the broadcast address (FF: FF:FF:FF:FF: FF) for consistency.

k Controller receives a control packet with a Destination Address‘other than
FF:FF:FF, the Network Controller may elect to accept the packet, drop it, or return a

ource Address (SA)

f the header represent bytes 5— 0 of the Ethernet Source Address field of the Ethernet h
is field may be set to any value. The Network’Controller should use FF: FF:FF:FF: F
5s for NC-SI Control packets that it generatés.

herType

bytes of the header, bytes12..13, represent bytes 1..0 of the EtherType field of the Eth¢
trol packets, this field shall'be set to a fixed value of 0x88F 8 as assigned to NC-SI by th
NC-SI Control packets_to be differentiated from other packets in the overall packet strea

ime Check-Sequence

eck Sequence (FCS) shall be added at the end of the frame to provide detection of corr
pame'\with an invalid FCS shall be discarded.

hs a MAC
control

response

eader. The
F': FF as the

brnet header.
e IEEE. This
m.

ption of the

alength

NC-SI Commands, Responses, and AENs do not carry any VLAN tag. NC-SI Commands, Responses and AENs shall
have a payload data length between 46 and 1500 octets (bytes). This is in compliance with the 802.3 specification.
The length of Ethernet frame that Figure 15 shows is between 64 octets (for a payload of 46 octets) and 1518
octets (for a payload with 1500 octets).

Pass-through packets also follow the 802.3 specification. The maximum payload size is 1500 octets; the minimum
payload size shall be 42 octets when 802.1Q (VLAN) tag is present and 46 octets when the 802.1Q tag is not
present. The Layer-2 Ethernet frame for a 802.1Q tagged frame shall be between 64 octets (for a payload of 42
octets) and 1522 octets (for a payload with 1500 octets). For Pass-through packets that are not 802.1Q tagged,
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the minimum Layer-2 Ethernet frame size is 64 octets (for a payload of 46 octets) and the maximum Layer-2
Ethernet frame size is 1518 octets (for a payload with 1500 octets).

5.4.2 Control packet data structure

Each NC-SI Control packet is made up of a 16-byte packet header and a payload section whose length is specific to
the packet type.

5.4.2.1 Control packet header

The 16-byte dontrol packet header is used in command, response, and AEN packets, and contains datja values
intended to dllow the packet to be identified, validated, and processed. The packet header is in(big endian byte
order, as Table 10 shows.

Table 10 — Control packet header format

Bits
Bytes 31..24 23..16 15..08 O\O\ 07..00
00..03 MC ID Header Revision Reserved 11D
04..07 Control Packet Ch. ID Reserved Payload Length
Type
08..11 Reserved
12..15 Reserved

5.4.2.1.1 Mpnagement Controller ID

In Control pagkets, this 1-byte field identifies'the Management Controller issuing the packet. For this |version of
the specification, Management Controllers should set this field to 0x00 (zero). This implies that only|one
management| controller is supported for’accessing the NC via NC-SI at any given time, Network Contrpllers
responding t¢ command packets should copy the Management Controller ID field from the command packet
header into the response packét header. For AEN packets, this field should be copied from the parameter that
was set using the AEN Enable'‘eommand.

5.4.2.1.2 Header revision

This 1-byte figldddentifies the version of the Control packet header in use by the sender. For this vergion of the
specification, The header revision is 0x0 1.

5.4.2.1.3 Instance ID (IID)

This 1-byte field contains the IID of the command and associated response. The Network Controller can use it to
differentiate retried commands from new instances of commands. The Management Controller can use this value
to match a received response to the previously sent command. For more information, see 5.2.3.2.2.
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5.4.2.1.4 Control packet type

This 1-byte field contains the Identifier that is used to identify specific commands and responses, and to
differentiate AENs from responses.

Each NC-SI command is assigned a unique 7-bit command type value in the range 0x00. . 0x7F. The proper
response type for each command type is formed by setting the most significant bit (bit 7) in the original 1-byte
command value. This allows for a one-to-one correspondence between 128 unique response types and 128
unique command types.

54215 C

hannel ID

This 1-byte fi
value to spec

In a multi-drg
configuration
recipient of t
response of A

5.4.2.1.6 Payload length

This 12-bit fie
following the
value, or any

54217 R

These fields g

5422 Co

The NC-SI pa
command or
endian byte d

ntrol packet payload

pld contains the Network Controller Channel Identifier. The Management Controllet. sha
fy the package and internal channel ID for which the command is intended.

p configuration, all commands are received by all NC-SI Network Controlletsypresent in
. The Channel ID is used by each receiving Network Controller to determine if it is the in
he command. In Responses and AENSs, this field carries the ID of the.channel from which
EN was issued.

Id contains the length, in bytes, of any payload datapresent in the command or respon
NC-SI packet header. This value does not include\the length of the NC-SI header, the ch
padding that might be present.

pserved

re reserved for future use and should be written as zeros and ignored when read.

ket payload may cohtain zero or more defined data values depending on whether the p
response packet, and on the specific type. The NC-SI packet payload is always formatted
rder, as Table\11 shows.

Table 11 — Generic example of control packet payload

Il set this

the

ktended

the

e frame
bcksum

acket is a
in big-

Bits
Bytes 31..24 23..16 15..08 07..00
00..03 Data0Os Data0> Data0: DataOo
04..07 Datals Datals Datals Datals
08..11 Datals Datal> Datal: Datalo
DataN-14 DataN-13 DataN-1> DataN-11
DataN-1o Payload Pad (as required)
2s Complement Checksum Compensation
Ethernet Packet Pad (as required)
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54.2.2.1 Data

As Table 11 shows, the bytes following the NC-SI packet header may contain payload data fields of varying sizes,
and which may be aligned or require padding. In the case where the payload defines data, all data-field byte
layouts (DataO—DataN-1) shall use big-endian byte ordering with the most significant byte of the field in the
lowest addressed byte position (that is, coming first).

5.4.2.2.2 Payload pad

If the payload is present and does not end on a 32-bit boundary, one to three padding bytes equal to 0x00 shall

be present t

align the checksum field to a 32-hit boundary

54223 2

This 4-byte fi
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computed as
NC-SI packet
receiver supq
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Verification o
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A che
Cont
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Ifan
shall
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that
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5 Complement checksum compensation

The ]

bld contains the 32-bit checksum compensation value that may be included-in\each com
ket by the sender of the packet. When it is implemented, the checksumcompensation s
the 2’s complement of the checksum, which shall be computed as the 32-bit unsigned s
header and NC-SI packet payload interpreted as a series of 16-bit\unsigned integer valug
orting packet checksum verification shall use the checksum cempensation value to verif
by computing the 32-bit checksum described above, adding to it the checksum comper]
et, and verifying that the result is 0.

f non-zero NC-SI packet checksum values is optional. An implementation may elect to g

he following rules:

cksum field value of all zeros specifies that'a header checksum is not being provided for
ol packet, and that the checksum field-value shall be ignored when processing the pack

originator of an NC-SI Control packet is not generating a checksum, the originator shall
zeros for the header checksum field.

bn-zero checksum field is generated for an NC-SI Control packet, that header checksum
be calculated using-the specified algorithm.

ceivers of NC-S| Control packets shall accept packets with all zeros as the checksum valu
pther fields.and the CRC are correct).

pceiver.of an NC-SI Control packet may reject (silently discard) a packet that has an inco
Checksum.

mand and
hall be

um of the
s, A packet

y packet
sation value

bnerate the
hndled

the NC-SI

pt.

use a value

field value

e (provided

rrect non-

The receiver of an NC-SI Control packet may ignore any non-zero checksums that it receives and accept

the packet, even if the checksum value is incorrect (that is, an implementation is not required to verify

the c

hecksum field).

A controller that generates checksums is not required to verify checksums that it receives.

it originates.
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5.4.2.2.4 Ethernet packet pad

Per |IEEE 802.3, all Ethernet frames shall be at least 64 bytes in length, from the DA through and including FCS. For
NC-SI packets, this requirement applies to the Ethernet header and payload, which includes the NC-SI Control
packet header and payload. Most NC-SI Control packets are less than the minimum Ethernet frame payload size of
46 bytes in length and require padding to comply with IEEE 802.3.

5.4.2.3 Command packet payload

Command packets have no common fixed payload format.

5.4.2.4 Repgponse packet payload

Unlike commpnd packets that do not necessarily contain payload data, all response packetscarry at lpast a 4-byte
payload. This|default payload carries the response codes and reason codes (described in:5.4.2.5) that|provide
status on theloutcome of processing the originating command packet, and is present i all response packet
payload defirjitions.

The default ppyload occupies bytes 00 . . 03 of the response packet payload;-with any additional response-
packet-specific payload defined to follow starting on the next word. All fesponse packet payload fields are defined
with big-endipn byte ordering, as Table 12 shows.

Table 12 — Generic example of respQnse packet payload format

Bits
B 31..24 23 - 15..08 07..00
ytes n@
00.J03 Response Code Reason Code
DataN-14 DataN-13 DataN-1, DataN-1,
DataN-1, Word Pad (as required)
2s Gomplement Checksum Compensation
Ethernet Packet Pad (as required)

5425 Repponse-codes and reason codes

54251 Ggneral

Response codes and reason codes are status values that are returned in the responses to NC-SI commands. The
response code values provide a general categorization of the status being returned. The reason code values
provide additional detail related to a particular response code.

Response codes and reason codes are divided into numeric ranges that distinguish whether the values represent
standard codes that this specification defines or are vendor/OEM-specific values that the vendor of the controller
define.

The response code is a 2-byte field where values from 0x00 through 0x7F are reserved for definition by this
specification. Values from 0x80 through OxFF are vendor/OEM-specific codes that the vendor of the controller
defines.
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The reason code is a 2-byte field. Table 13 defines the ranges of values.

Table 13 — Reason code ranges

MS-byte LS-byte Description
0x00~- Standard generic reason codes
0x7F

This range of values for the lower byte is used for reason codes
that are not specific to a particular command but can be used as
reason codes in responses for any command. The values in this
range are reserved for definition by this specification.

0x00
0x80— Vendor/OEM generic reason codes

[ARSAninl

This range of values for the lower byte Is used for rd
that are not specific to a particular command but ea
reason codes in responses for any command, The
controller defines the values in this range.

ason codes
h be used as
endor of the

0x00- Standard command-specific reason cades

0x7F This range of values for the lower.byte'is used for rd

that are specific to a particular command. The uppe

the value of the command for which the reason cod
Command Ndimber

ason codes
r byte holds
e is defined.

The values in this range are feserved for definition by this

NOTE  This mgans that Command Number 00 specification
cannot|have any command-specific .
0x80- Vendor/OEM command-specific reason codes
reason odes. 0XFF

This range of values'for the lower byte is used for re
that are specifie’'to a particular command. The uppe
the value of‘the command for which the reason cod
The vendor of the controller defines the values in th

ason codes
r byte holds
b is defined.
s range.

5.4.2.5.2 Response code and reason code values

Table 14 defipes the standard response code values'and Table 15 defines the standard reason code v
Command-splecific values, if any, are defined in the clauses that describe the response data for the cg
Unless otheryvise specified, the standard reasen codes may be used in combination with any respons
There are scgnarios where multiple combinations of response and reason code values are valid. Unle
specified, an jmplementation may rettrs any valid combination of response and reason code values f
condition.

Table 14 — Standard response code values

alues.
mmand.

e code.

bs otherwise
or the

Value \ﬁion Comment
&Y

this response code for all unsupported commands.

0x0000 Command Returned for a successful command completion. When this response codg is returned,
Completed the reason code shall be 0x0000 as Table 15 describes.

0x0001 Command Returned to report that a valid command could not be processed or Tailed to complete
Failed correctly

0x0002 Command Returned to report that a command is temporarily unavailable for execution because
Unavailable the controller is in a transient state or busy condition

0x0003 Command Returned to report that a command is not supported by the implementation. The

Unsupported | reason code “Unknown / Unsupported Command Type should be returned along with

0x8000— Vendor/OEM- | Response codes defined by the vendor of the controller
OxXFFFF specific
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Table 15 — Standard reason code values

Value Description Comment
0x0000 No Error/No Reason When used with the Command Completed response code, indicates that
Code the command completed normally. Otherwise, this value indicates that no
additional reason code information is being provided.
0x0001 Interface Initialization Returned for all commands except Select/Deselect Package commands
Required when the channel is in the Initial State, until the channel receives a Clear
Initial State command
0x0002 Parameter Is Invalid, Returned when a received parameter value is outside of the acceptable
Unsupported, or Out-of- | values for that parameter
Range
0x0003 Channel Not Ready May be returned when the channel is in a transient state in whiich it is
unable to process commands normally
0x0004 Package Not Ready May be returned when the package and channels within the package are in
a transient state in which normal command processing cannot{be done
0x0005 Invalid payload length The payload length in the command is incorrect.for'the given gommand
O0x7FFF Unknown / Returned when the command type is unknown or unsupported. This reason
Unsupported Command | code shall only be used when the respansejcode is 0x0003 (Fommand
Type Unsupported) as Table 14 describes,
0x8000- OHFFFF | OEM Reason Code Vendor-specific reason code defined)by the vendor of the confroller
5.4.2.6 AEN packet format
AEN packets shall follow the general packet format of Control pacCkets, with the IID field set to 0 becajuse, by
definition, the Management Controller does not send a respense packet to acknowledge an AEN packet. The

Control Packd
(Ch. ID) field

Table 16 repn

pt Type field shall have the value 0xFF. The Gbiginating Network Controller shall fill in th
vith its own ID to identify itself as the source of notification. Currently, three AEN types
in the AEN Tyjpe field.

esents the general AEN packet format.

Table 16 — AEN packet format

e Channel ID
are defined

Bits
Bytes 31..24 23..16 15..08 07..00
00.{03 MC ID = 0x0 0x01 Reserved IID = 0x0
Control Packet C
04.)J07 Type = 0xFF Originating Ch. ID | Reserved Payload Length
08. {11 Reserved
12..15 Reserved
16..19 Reserved AEN Type
20..23 OPTIONAL AEN Data
24..27 Checksum

5427

AEN packet data structure

Table 17 shows the values of the AEN type field (8-bit).
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Table 17 — AEN types

Value AEN Type

0x0 Link Status Change

0x1 Configuration Required

0x2 Host NC Driver Status Change
0x%3..0%x6F Reserved

0x70..0x7F | Transport-specific AENs
0x80..0xFF OEM-specific AENs

5.4.3 Confrol packet type definitions

Command pa
response, an
The comman
carried over |

Mandatory (|

cket types are in the range of 0x00 to 0x7F. Table 18 describes each command, lits corfresponding
i the type value for each. Table 18 includes commands addressed to either g package orla channel.
Hs addressed to a package are highlighted with gray background. PLDM and OEM-specif
NC-SI may be package specific or channel specific or both.

c commands

), Optional (O), and Conditional (C) refer to command support requirements for the Network

Controller.
Table 18 — Command and response types
Command Response Command support
type Command name Description type requjrement
0x00 Clear Initial State Used by the Management Controller to 0x80 M
acknowledge that the Network Controller is in
the Initial State
0x01 Select Package Used to explicitly select a controller package to 0x81 M
transmit packets through the NC-SI interface
0x02 Deselect Package Used, toexplicitly instruct the controller package 0x82 M
to stop transmitting packets through the NC-SI
interface
0x03 Enable Channel Used to enable the NC-SI channel and to cause | 0x83 M
the forwarding of bidirectional Management
Controller packets to start
0x04 Disable Channel Used to disable the NC-SI channel and to cause | 0x84 M
the forwarding of bidirectional Management
Controller packets to cease
0x05 Reset*Channel Used to synchronously put the Network 0x85 M
Controller back to the Initial State
0x06 Enable Channel Network | Used to explicitly enable the channel to transmit 0x86 M
TX Pass-through packets onto the network
0x07 Disable Channel Used to explicitly disable the channel from 0x87 M
Network TX transmitting Pass-through packets onto the
network
0x08 AEN Enable Used to control generating AENs 0x88 C
0x09 Set Link Used during OS absence to force link settings, 0x89 M
or to return to auto-negotiation mode
0x0A Get Link Status Used to get current link status information 0x8A M
0x0B Set VLAN Filter Used to program VLAN IDs for VLAN filtering 0x8B M
0x0C Enable VLAN Used to enable VLAN filtering of Management 0x8C M
Controller RX packets
0x0D Disable VLAN Used to disable VLAN filtering 0x8D M
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Command Response Command support
type Command name Description type requirement
0x0E Set MAC Address Used to configure and enable unicast and 0x8E M
multicast MAC address filters
0x10 Enable Broadcast Filter Used to enable selective broadcast packet 0x90 M
filtering
0x11 Disable Broadcast Filter | Used to disable all broadcast packet filtering, 0x91 M
and to enable the forwarding of all broadcast
packets
0x12 Enable Global Multicast Used to enable selective multicast packet 0x92 C
Filter filtering
0x13 Disable Global Multicast | Used to disable all multicast packet filtering, and | 0x93 C
Filter to enable forwarding of all multicast packets
0x14 Set NC-SI Flow Control Used to configure IEEE 802.3 flow control on the | 0x94 0]
NC-SI
0x15 Get Version ID Used to get controller-related version 0x95 M
information
0x16 Get Capabilities Used to get optional functions supported by the 0x96 M
NC-SI
0x17 Get Parameters Used to get configuration parameter values 0x97 M
currently in effect on the controller
0x18 Get Controller Packet Used to get current packet statisticsfor the 0x98 @)
Statistics Ethernet Controller
0x19 Get NC-SI Statistics Used to request the packet statistics specific to 0x99 @)
the NC-SI
0x1A Get NC-SI Pass-through | Used to request NC-SI*Pass-through packet 0x9A (0]
Statistics statistics
0x1B Get Package Status Used to get current-status of the package. 0x9B (0]
0x50 OEM Command Used to requést vendor-specific data 0xDO o
0x51 PLDM Used for-PLDM request over NC-SI over RBT 0xD1 0]
0x52 Get Package UUID Retunns a universally unique identifier (UUID) for | 0xD2 0]
thelpackage
0x51- Reserved for Transport Used to define transport protocol specific 0xD1- (0]
0x60 Protocol Specific commands (e.g., PLDM over NC-SI/RBT) 0xEO
Commands
Key: M = Mdndatory (required)
O = Optional
C = Cor{ditional (see command description)
5.4.4 Command and response packet formats

This clause describes the format for each of the NC-SI commands and corresponding responses.

The corresponding response packet format shall be mandatory when a given command is supported.

544.1

NC-SI command frame format

Table 19 describes the NC-SI frame format that shall be accepted by the Network Controller.
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Table 19 — Example of complete minimum-sized NC-SI command packet

Bits

Bytes 31..24 23..16 15..08 07..00
00..03 OxFF OxFF OxFF OxFF
04..07 OxFF OxFF 0xXX 0xXX
08..11 0xXX 0xXX 0xXX 0xXX
12..15 0x88F8 MC ID Header Revision
16..19 Reserved | D Command Type | Ch. ID
20..23 Reserved | Payload Length Reserved
24.p7 Reserved Reserved
28.131 Reserved Checksum (3..2)
32.135 Checksum (1..0) Pad
36.]39 Pad
40.43 Pad
44 .47 Pad
48.551 Pad
52.555 Pad
56./59 Pad
60.J63 FCS

5.4.42 NQ-Sl response packet format

Table 20 desq

ribes the NC-SI response packet format that'shall be transmitted by the Network Contrd

Table 20 — Example of complete minimum-sized NC-Sl response packet

ller.

Bits

Bytes 31..24 23..16 15..08 07..00
00.J03 OxXFE& OxFF OxFF OxFF
04.)07 OREF O0xFF O0xFF 0xFF
08.J11 OxXFF O0xFF O0xFF 0xFF
12.115 0x88F8 MC ID Header Revisign
16./19 Reserved | 1ID Response Type Ch. ID
20.123 Reserved | Payload Length Reserved
24.127 Reserved Reserved
28..31 Reserved Response Code
32..35 Reason Code Checksum (3..2)
36..39 Checksum (1..0) Pad
40..43 Pad
44..47 Pad
48..51 Pad
52..55 Pad
56..59 Pad
60..63 FCS
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5.4.4.3 Clear Initial State command (0x00)

The Clear Initial State command provides the mechanism for the Management Controller to acknowledge that it
considers a channel to be in the Initial State (typically because the Management Controller received an “Interface
Initialization Required” reason code) and to direct the Network Controller to start accepting commands for
initializing or recovering the NC-SI operation. When in the Initial State, the Network Controller shall return the
“Interface Initialization Required” reason code for all commands until it receives the Clear Initial State command.

If the channel is in the Initial State when it receives the Clear Initial State command, the command shall cause the
Network Controller to stop returning the “Interface Initialization Required” reason code. The channel shall also
treat any subsequently received instance ID numbers as IDs for new command instances, not retries.

If the channe] is not in the Initial State when it receives this command, it shall treat any subsequéntly|received
instance ID nimbers as IDs for new command instances, not retries.

Table 21 desgribes the packet format of the Clear Initial State command.

Table 21 — Clear Initial State command packet format

Bits
Bytes 31..24 23..16 15..08 07..00
00.{15 NC-SI Header
16./19 Checksum
20.45 Pad

5.4.4.4 Clear Initial State response (0x80)

Currently no pommand-specific reason code-is identified for this response (see Table 22).

Table 22 — Clear Initial State response packet format

Bits
Bytes 31..24 23..16 15..08 07..00
00.{15 NC-SI Header
16./19 Response Code Reason Code
20.123 Checksum
24..45 Pad

5.4.45 Select Package command (0x01)

A package is considered to be “selected” when its NC-SI output buffers are allowed to transmit packets through
the NC-Sl interface. Conversely, a package is “deselected” when it is not allowed to transmit packets through the
NC-Sl interface.

The Select Package command provides a way for a Management Controller to explicitly take a package out of the
deselected state and to control whether hardware arbitration is enabled for the package. (Similarly, the Deselect
Package command allows a Management Controller to explicitly deselect a package.)
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The NC-SI package in the Network Controller shall also become selected if the package receives any other NC-SI
command that is directed to the package or to a channel within the package.

The Select Package command is addressed to the package, rather than to a particular channel (that is, the
command is sent with a Channel ID where the Package ID subfield matches the ID of the intended package and
the Internal Channel ID subfield is set to 0x1F).

More than one package can be in the selected state simultaneously if hardware arbitration is used between the
selected packages and is active. The hardware arbitration logic ensures that buffer conflicts will not occur
between selected packages.

If hardware a
time. To swit
the presently

A package sh
condition cay

A package th
selected, or it
the NC-SI intq
entering the

For Type A in
command ne
Sl interface. |
time; otherw

For Type S sin
package. Sen
package to tr|
transmitting

Enable or Dis
transmission

Table 23 desq
hardware arl

7

th between packages, the Deselect Package command is used by the Management €ont
selected package into the deselected state before another package is selected.

il stay in the selected state until it receives a Deselect Package command, gnless an int
ses all internal channels to enter the Initial State.

it is not using hardware arbitration may leave its output buffers endbled for the time th
may place its output buffers into the high-impedance state between transmitting pack
rface. (Temporarily placing the output buffers into the high-impedance state is not the
Heselected state.)

Legrated controllers: Because the bus buffers are separately controlled, a separate Seleg
pds to be sent to each Package ID in the controller that is to be enabled to transmit thro
f the internal packages do not support hardwate arbitration, only one package shall be 3
se, a bus conflict will occur.

gle channel, and Types B and C integrated controllers: A single set of bus buffers exists

Hing a Select Package command selects the entire package and enables all channels with
hnsmit through the NC-SI interface. (Whether a particular channel in a selected package
Pass-through and AEN packets,;depends on whether that channel was enabled or disable
bble Channel commands@nd whether the package may have had packets queued up for

)

ribes the packetformat of the Select Package command. Table 24 describes the disable
itration.

Table 23 — Select Package command packet format

cted at a
roller to put

brnal

At it is
pts through
same as

t Package
ugh the NC-
elected at a

or the
in the
starts
d using the

byte for

Bits
Bytes 31..24 23..16 15..08 07..00
00..15 NC-SI Header
Hardware
16..19 Reserved Arbitration Disable
20..23 Checksum
24..45 Pad
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Table 24 — Hardware arbitration disable byte

Bits Description
Ob = Hardware arbitration between packages is enabled.
1b = Disable hardware arbitration. Disabling hardware arbitration causes the package’s
0 arbitration logic to enter or remain in bypass mode.
In the case that the Network Controller does not support hardware arbitration, this bit is
ignored; the Network Controller shall not return an error if the Select Package command
can otherwise be successfully processed.
7.1 Reserved
5.4.46 Select Package response (0x81)

Currently no

fommand-specific reason code is identified for this response (see

Table 25).
Table 25 — Select Package response packet fornat
Bits
Bytes 31..24 23..16 15..08 07..00

00.{15 NC-SI Header

16.{19 Response Code Reason Code

20.123 Checksum

24.45 Pad
5.4.4.7 Depelect Package command (0x02)

The Deselect
interface and

The Deselect
command is §
the Internal ¢

The controlle)
command an

Package command directs the controller package to stop transmitting packets through 1
to place the output buffers.for the package into the high-impedance state.

Package command isaddressed to the package, rather than to a particular channel (tha
ent with a ChanneHBD'where the Package ID subfield matches the ID of the intended pa
hannel ID subfield is set to 0x1F).

r package énters the deselected state after it has transmitted the response to the Desel
H placed.its buffers into the high-impedance state. The controller shall place its outputs

high-impeda
deselected ti

k

e staté within the Package Deselect to Hi-Z Interval (T1). (This interval gives the contrg

he NC-SI

Lis, the
rkage and

bct Package
nto the
ller being

e.t0 turn off its electrical output buffers after sending the response to the Deselect Pa

rkage

command.)

If hardware arbitration is not supported or used, the Management Controller should wait for the Package

Deselect to H

i-Z Interval (T1) to expire before selecting another controller.

For Type A integrated controllers: Because the bus buffers are separately controlled, putting the overall controller

package into the high-impedance state requires sending separate Deselect Package commands to each Package
ID in the overall package.

For Type S single channel, and Types B and C integrated controllers: A single set of bus buffers exists for the
package. Sending a Deselect Package command deselects the entire NC-SI package and prevents all channels

within the pa

ckage from transmitting through the NC-Sl interface.
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Table 26 describes the packet format of the Deselect Package command.

Table 26 — Deselect Package command packet format

Bits
Bytes 31..24 23..16 15..08 07..00
00..15 NC-SI Header
16..19 Checksum
20..45 Pad
5.44.8 Depelect Package response (0x82)

The Network
Response.

No command

5449

The Enable C
packets to th

Table 28 desq

5.4.4.10

-specific reason code is identified for this response (see Table 27).

Table 27 — Deselect Package response packet-format

Controller shall always put the package into the deselected state after sendingia Desele

ct Package

Bits
Bytes 31..24 23..16 15..08 07..00
00.{15 NC-SI Header
16.J19 Response Code Reason Code
20.123 Checksum
24.145 Pad

Enpble Channel command (8x03)

ribes the packet-format of the Enable Channel command.

Table 28 — Enable Channel command packet format

nannel command shall enable the Network Controller to allow transmission of Pass-thro
b Management Controller through the NC-SI.

ugh and AEN

Bits
Bytes 31..24 23..16 15..08 07..00
00..15 NC-SI Header
16..19 Checksum
20..45 Pad

Enable Channel response (0x83)

No command-specific reason code is identified for this response (see Table 29).
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Table 29 — Enable Channel response packet format

Bits
Bytes 31..24 23..16 15..08 07..00
00..15 NC-SI Header
16..19 Response Code Reason Code
20..23 Checksum
24..45 Pad

5.4.4.11 Disable Channel command (0x04)

The Disable
through and

A Network C(
becomes disa
the disabled

through the |
should be aw
Disable Chan

The 1-bit Allo
correspondin
allowed to ta
[Wake-on-LA
Possible valu
Ob
1b

Table 30 desq

hannel command allows the Management Controller to disable the flow of packets;, incl
\EN, to the Management Controller.

ntroller implementation is not required to flush pending packets from its\RX)Queues wh
bled. If queuing is subsequently disabled for a channel, it is possible thatla number of p
channel could still be pending in the RX Queues. These packets may’continue to be trans
IC-SI interface until the RX Queues are emptied of those packets=The Management Con
dre that it might receive a number of packets from the channehbefore receiving the res
hel command.

w Link Down (ALD) field can be used by the Management Controller to indicate that the

ke down the external network physical link if no.other functionality (for example, host G
N]) is active.

s for the 1-bit ALD field are as follows:

= Keep link up (establish and/or keep a link established) while channel is disabled
= Allow link to be taken down while channel is disabled

ribes the packet format of‘the Disable Channel command.

Jable 30 — Disable Channel command packet format

uding Pass-

en a channel
hckets from
mitted
[roller

ponse to the

link

c to the specified channel is not required after the ¢hannel is disabled. The Network Controller is

S or WolL

Bits
Bytes 31..24 23..16 15..08 07..00
00.J15 NC-SI Header
I
16..19 Reserved [AC
20..23 Checksum
24..45 Pad

NOTE

It is currently unspecified whether this command will cause the Network Controller to cease the pass through of

traffic from the Management Controller to the network, or if this can only be done using the Disable Channel Network TX

command.
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5.4.4.12 Disable Channel response (0x84)

No command-specific reason code is identified for this response (see Table 31).

Table 31 — Disable Channel response packet format

Bits
Bytes 31..24 23..16 15..08 07..00
00..15 NC-SI Header
16..19 Response Code Reason Code
20.23 Checksum
24,145 Pad
5.4.4.13 Reget Channel command (0x05)

The Reset Ch
transmission

Thus, the Ma
before receiv

Table 32 desq

ribes the packet format of the Reset Channel command.

Table 32 — Reset Channel command packet format

bnnel command allows the Management Controller to put the channél into the Initial St
is not required to stop until the Reset Channel response has beensént.

hagement Controller should be aware that it may receive a number of packets from the
ng the response to the Reset Channel command.

ate. Packet

channel

Bits
Bytes 31..24 23.:16 15..08 07..00
00.{15 NC-SI| Header
16.J19 Reserved
20.J23 Checksum
24.45 Pad
5.4.4.14 Repet Channelresponse (0x85)

Currently no

Table 33 — Reset Channel response packet format

rommand-specific reason code is identified for this response (see Table 22).

Bits
Bytes 31..24 23..16 15..08 07..00
00..15 NC-SI Header
16..19 Response Code Reason Code
20..23 Checksum
24..45 Pad
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5.4.4.15 Enable Channel Network TX command (0x06)

The Enable Channel Network TX command shall enable the channel to transmit Pass-through packets onto the
network. After network transmission is enabled, this setting shall remain enabled until a Disable Channel Network
TX command is received or the channel enters the Initial State.

The intention of this command is to control which Network Controller ports are allowed to transmit to the
external network. The Network Controller compares the source MAC address in outgoing Pass-through packets to
the unicast MAC address(es) configured using the Set MAC Address command. If a match exists, the packet is
transmitted to the network

Table 34 desqribes the packet format of the Enable Channel Network TX command.

Table 34 — Enable Channel Network TX command packet format

Bits
Bytes 31..24 23..16 15..08 07..00
00.{15 NC-SI Header
16.J19 Checksum
20.45 Pad

5.4.4.16 Enpble Channel Network TX response (0x86)

No command-specific reason code is identified for this response (see Table 35).

Table 35 — Enable Channel-Network TX response packet format

Bits
Bytes 31..24 23..16 15..08 07..00
00.J15 NC-SI Header
16./19 Respense Code Reason Code
20.23 Checksum
24.145 Rad

5.4.4.17 Digable_ €hannel Network TX command (0x07)

The Disable dhannel Network TX command disables the channel from transmitting Pass-through packets onto the
network. After network transmission is disabled, it shall remain disabled until an Enable Channel Network TX

command is received.

Table 36 describes the packet format of the Disable Channel Network TX command.

Table 36 — Disable Channel Network TX command packet format

Bits
Bytes 31..24 23..16 15..08 07..00
00..15 NC-SI Header
16..19 Checksum
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Bits

Bytes

31..24

23..16

15..08

07..00

20..23

Pad

5.4.4.18 Disable Channel Network TX response (0x87)

The NC-SI shall, in the absence of a checksum error or identifier mismatch, always accept the Disable Channel

Network TX command and send a response.

Currently no

Table 37).

command-specific reason code is identified for this response (see

Table 37 — Disable Channel Network TX response packet format

Bits
Bytes 31..24 23..16 15..08 07..00
00.J15 NC-SI Header
16./19 Response Code ReasonCode
20.123 Checksum
24.145 Pad

5.4.4.19 AEN Enable command (0x08)

Network Controller implementations shall support this command on the condition that the Network
generates one or more standard AENs. The AEN Enable command enables and disables the different
AENSs supported by the Network Controller. The,Network Controller shall copy the AEN MC ID field fr
Enable command into the MC ID field in every subsequent AEN sent to the Management Controller.

For more infgrmation, see 5.4.5 ("AEN\packet formats") and 5.4.2.1.1 ("Management Controller ID").

Control of trgnsport-specific AENs\s outside the scope of this specification, and should be defined by

particular trapsport binding specifications.

Table 38 desgribes the packet format of the AEN Enable command.

Table 38 — AEN Enable command packet format

Controller
standard
bm the AEN

the

Bits
Bytes 31..24 23..16 15..08 07..00
00..15 NC-SI Header
16..19 Reserved AEN MC ID
20..23 AEN Control
24..27 Checksum
28..45 Pad
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Table 39 shows the format for the AEN Control field.

Table 39 — Format of AEN control

Bit position Field description Value description

0 Link Status Change AEN 0b = Disable Link Status Change AEN
control 1b = Enable Link Status Change AEN

1 Configuration Required AEN 0b = Disable Configuration Required AEN
control 1b = Enable Configuration Required AEN

2 Host NC Driver Status 0b = Disable Host NC Driver Status Change AEN
Change AEN control 1b = Enable Host NC Driver Status Change AEN

15.13 Reserved Reserved

31.]116 OEM-specific AEN control OEM-specific control

5.4.420 AEN Enable response (0x88)

Currently no

rfommand-specific reason code is identified for this response (see\Table 40).

Table 40 — AEN Enable response packKet format

Bits
Bytes 31..24 23..16 15..08 07..00
00.J15 NC-SI Header
16.J19 Response Code Reason Code
20.23 Checksum
24.45 Pad
5.4.4.21 Sef Link command (0x09)

The Set Link d

ommand may be used.by the Management Controller to configure the external networ

associated with the channel by(using the provided settings. Upon receiving this command, while the

driver is not
parameters.
by the netwo

In the absend

even if it req

perational, the channel shall attempt to set the link to the configuration specified by th
Upon successful completion of this command, link settings specified in the command sh
rk contraller as long as the host NC driver does not overwrite the link settings.

interface
nost NC
e
buld be used

e of an operational host NC driver, the NC should attempt to make the requested link state change

anagement

Controller within the required response time. However, this specification does not specify the amount of time the
requested link state changes take to complete. The actual link settings are controlled by the host NC driver when
it is operational. When the host NC driver is operational, link settings specified by the MC using the Set Link
command may be overwritten by the host NC driver. The link settings are not restored by the NC if the host NC
driver becomes non-operational.
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Table 41 describes the packet format of the Set Link command.

Table 41 — Set Link command packet format

Bits
Bytes 31..24 23..16 15..08 07..00
00..15 NC-SI Header
16..19 Link Settings
20..23 OEM Link Settings
24. 217 Checksum
28.45 Pad

Table 42 and|Table 43 describe the Set Link bit definitions. See |IEEE 802.3 for definitions of Auto Negoptiation,
Duplex Setting, Pause Capability, and Asymmetric Pause Capability.

Table 42 — Set Link bit definitions

Bit position Field description O<S§Ialue description
00 Auto Negotiation 1b = enable
0b = disable
01..0Y Link Speed Selection Bit 01: 1b = enable 10 Mbps
More than one speed can be selected when Bit 02: 1b = enable 100 Mbps

Auto Negotiation is set to ‘ehable’. If Auto
Negotiation is not used, the channel attempts
to force the link to the specified setting (in this Bit 04: 1b = enable 10 Gbps
case, if the setting is\het supported or if
multiple speeds.areenabled, a Command
Failed response.code and Parameter Is
Invalid, Unsupported, or Out-of-Range reason | Bit 06: 1b = enable 25 Gbps (optional for Nd-SI
code shallbe returned). 1.1, RESERVED for NC-SI 1.0)

Bit 03: 1b = enable 1000 Mbps (1 Gbps)

Bit 05: 1b = enable 20 Gbps (optional for Ng-SI
1.1, RESERVED for NC-SI 1.0)

NOTE Additional link speeds are defined below. Bit 07: 1b = enable 40 Gbps (optional for NG
1.1, RESERVED for NC-SI 1.0)

|

08..09 Duplex Setting Bit 08: 1b = enable half-duplex
(separate duplex setting bits)

More than one duplex setting can be selected
when Auto Negotiation is set to ‘enable’. If
Auto I\Iagnfiatir\n s not ||cnrl' tha channel
attempts to force the link to the specified
setting (in this case, if the setting is not
supported or if multiple settings are enabled, a
Command Failed response code and
Parameter Is Invalid, Unsupported, or Out-of-
Range reason code shall be returned).

10 Pause Capability 1D = disable

If Auto Negotiation is not used, the channel Ob = enable
should apply pause settings assuming the
partner supports the same capability.

Bit 09: 1b = enable full-duplex

11 Asymmetric Pause Capability 1b = enable

If Auto Negotiation is not used, the channel Ob = disable
should apply asymmetric pause settings
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Bit position Field description Value description
assuming the partner supports the same
capability.
12 OEM Link Settings Field Valid (see Table 43) 1b = enable
0b = disable
13..16 Additional Link Speeds (see Link Speed Bit 13: 1b = enable 50 Gbps (optional for NC-SI
Selection) 1.1, RESERVED for NC-SI 1.0)
Bit 14: 1b = enable 100 Gbps (optional for NC-SI
1.1, RESERVED for NC-SI 1.0)
Bit 15: 1b = enable 2.5 Gbps (optional for NC-SI
1.1, RESERVED for NC-SI 1.0)
Bit 16: 1b = enable 5 Gbps (optional for N&-$I 1.1,
RESERVED for NC-SI 1.0)
17..31 Reserved 0
Table 43 — OEM Set Link bit definitions
Bit position | Field description Value description
00..31 OEM Link Settings | Vendor specified
5.4.4.22 Sef Link Response (0x89)

The channel s

hall, in the absence of a checksum error or identifi€r mismatch, always accept the Set L

nk command

and send a rdsponse (see Table 44). In the presence of an operational Host NC driver, the NC should pot attempt

to make link

If the Auto Négotiation field is set, the NC should ignare Link Speed Selection and Duplex Setting field

tate changes and should send a response with reason code 0x1 (Set Link Host OS/ Driv,

not supportef by the NC.

Table 44~ Set Link response packet format

er Conflict).

s that are

Bits
Bytes 31..24 23..16 15..08 07..00
00.{15 NG-S| Header
16.J19 Response Code Reason Code
20.23 Checksum
24.45 Pad

Table 45 describes the reason codes that are specific to the Set Link command. Returning the following
command-specific codes is recommended, conditional upon Network Controller support for the related

capabilities.
Table 45 — Set Link command-specific reason codes
Value Description Comment
0x0901 | Set Link Host OS/ Driver Returned when the Set Link command is received when the Host NC driver

Conflict

is operational

0x0902

Set Link Media Conflict

Returned when Set Link command parameters conflict with the media type
(for example, Fiber Media)
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Value Description

Comment

0x0903 | Set Link Parameter Conflict

Returned when Set Link parameters conflict with each other (for example,
1000 Mbps HD with copper media)

0x0904 | Set Link Power Mode Conflict

Returned when Set Link parameters conflict with current low-power levels by

exceeding capability

0x0905 | Set Link Speed Conflict

Returned when Set Link parameters attempt to force more than one speed

at the same time

0x0906 | Link Command Failed- Returned when PHY R/W access fails to complete normally while executing
Hardware Access Error the Set Link or Get Link Status command
5.4.4.23 Gettimk-Statusconmrand{Ox0A)

The Get Link tatus command allows the Management Controller to query the channel for potential |

and error corditions (see Table 46).

Table 46 — Get Link Status command packet format

nk status

Bits
Bytes 31..24 23..16 15..08 07..00
00.{15 NC-SI Header
16.J19 Checksum
20.45 Pad

5.4.4.24 Gef Link Status response (0x8A)

The channel ghall, in the absence of a checksum erroror identifier mismatch, always accept the Get link Status
command anf send a response (see Table 47).

Table 47 <Gkt Link Status response packet format

Bits
Bytes 31..24 23..16 15..08 07..00
00.415 NC-SI Header
16.J19 Response Code Reason Code
20.]23 Link Status
24.127 Other Indications
28.131 OFM | ink Status
32..35 Checksum
36..45 Pad
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Table 48 — Link Status field bit definitions

Bit position

Field description

Value description

00

Link Flag

0b = Link is down
1Db = Link is up (including Low Power Idle state in EEE)

This field is mandatory.

04..01

Speed and duplex

0x0 = Auto-negotiate not complete [per IEEE 802.3], or

SerDes Flag = 1b, or

no Highest Common Denominator (HCD) from the following of
(0x1 through 0xF) was found.

0x1 = 10BASE-T half-duplex

0x2 = 10BASE-T full-duplex

0x3 = 100BASE-TX half-duplex

0x4 = 100BASE-T4

0x5 = 100BASE-TX full-duplex

0x6 = 1000BASE-T half-duplex

0x7 = 1000BASE-T full-duplex

0x8 = 10G-BASE-T support of 20 Gbps

0x9 =20 Gbps (optiopahfer NC-SI 1.1, RESERVED for NC-SI 1.0)
0xA =25 Gbps (optighal for NC-SI 1.1, RESERVED for NC-SI 1.0)
0xB =40 Gbps.(optional for NC-SI 1.1, RESERVED for NC-SI 1.0)
0xC =50 Gbps (optional for NC-SI 1.1, RESERVED for NC-SI 1.0)
0xD = 100 Gbps (optional for NC-SI 1.1, RESERVED for NC-SI 1.0)
O%E = 2.5 Gbps (optional for NC-SI 1.1, RESERVED for NC-SI 1.0)

0xF = Use values defined in Enhanced Speed and Duplex field starting
(optional for NC-SI 1.1, RESERVED for NC-SI 1.0)

When SerDes Flag = 0b, the value may reflect forced link

NOTE  For the physical medium and/or speed/duplex not listed aboy|
closest speed and duplex option can be reported by the NC. T
does not infer any media type information.

ptions

at bit 24

setting.

e, the
his field

05

Auto Negotiate Flag

1b = Auto-negotiation is enabled.
This field always returns 0b if auto-negotiation is not supported, or no|

This field is mandatory if supported by the controller.

enabled.

06

Auto Negotiate Complete

1b = Auto-negotiation has completed.

This includes if auto-negotiation was completed using Parallel Detectig

n. Always

returns 0b if auto-negotiation is not supported or is not enab

ed.

This field is mandatory if the Auto Negotiate Flag is supported.

07

Parallel Detection Flag

1b = Link partner did not support auto-negotiation and parallel detection was

used to get link.

This field contains Ob if Parallel Detection was not used to obtain link.

08

Reserved

None

09

Link Partner Advertised
Speed and Duplex
1000TFD

1b = Link Partner is 1000BASE-T full-duplex capable.
Valid when:

SerDes Flag = 0b

Auto-Negotiate Flag=1b

Auto-Negotiate Complete = 1b

This field is mandatory.
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Bit position Field description Value description

10 Link Partner Advertised 1b = Link Partner is 1000BASE-T half-duplex capable.
Speed and Duplex Valid when:
1000THD

SerDes Flag = 0b
Auto-Negotiate Flag = 1b
Auto-Negotiate Complete = 1b

This field is mandatory.

11 Link Partner Advertised 1b = Link Partner is 100BASE-T4 capable.

Speed 100T4 Valid when:

SerDes Flag = Ob

Auto-Negotiate Flag = 1b
Auto-Negotiate Complete = 1b

This field is mandatory.

12 Link Partner Advertised 1b = Link Partner is 100BASE-TX full-duplex capable.
Speed and Duplex Valid when:
100TXFD '

SerDes Flag = 0b
Auto-Negotiate Flag=1b
Auto-Negotiate Complete = 1b

This field is mandatory.

13 Link Partner Advertised 1b = Link Partner is 100BASE-TX half-duplex capable.
Speed and Duplex Valid when:
100TXHD '

SerDes Flag = 0k
Auto-Negotiate'Flag = 1b
Auto-Negotiate Complete = 1b

This-field is mandatory.

14 Link Partner Advertised 1b = Link Partner is 10BASE-T full-duplex capable.
Speed and Duplex 10TFDO| .14 when:
SerDes Flag = Ob
Auto-Negotiate Flag = 1b
Auto-Negotiate Complete = 1b

This field is mandatory.

15 LinkParther Advertised 1b = Link Partner is 10BASE-T half-duplex capable.
Speed and Duplex 10THD | /14 when:
SerDes Flag = Ob

Auto-Negotiate Flag = 1b

Auto-Negotiate Complete = 1b

This field is mandatory.

16 TX Flow Control Flag 0b = Transmission of Pause frames by the NC onto the external network
interface is disabled.

1b = Transmission of Pause frames by the NC onto the external network
interface is enabled.

This field is mandatory.

17 RX Flow Control Flag 0b = Reception of Pause frames by the NC from the external network interface is
disabled.

1Db = Reception of Pause frames by the NC from the external network interface is
enabled.

This field is mandatory.
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Bit position Field description Value description
19..18 Link Partner Advertised 00b = Link partner is not pause capable.
Flow Control 0lb = Link partner supports symmetric pause.

10b = Link partner supports asymmetric pause toward link partner.
11b = Link partner supports both symmetric and asymmetric pause.
Valid when:
SerDes Flag = 0b
Auto-Negotiate = 1b
Auto-Negotiate Complete = 1b
This field is mandatory

20 SerDes Link SerDes status (See 4.23)
0b = SerDes not used or used to connect to an external PHY
1Db = SerDes used as a direct attach interface
This field is mandatory.

21 OEM Link Speed Valid 0b = OEM link settings are invalid.
1b = OEM link settings are valid.

23.22 Reserved 0

31..24 Extended Speed and Optional for NC-SI 1.1, RESERVED for NC-SI 1.0

duplex

0x0 = Auto-negotiate not complete [per |IEEE 802.3], or SerDes Flag =
highest common’denominator speed from the following optid

through 0x0&) Was found.
0x01 = 10BASE-T half-duplex
0x02 = 10BASE-Tfull-duplex
0x03 = 100BASE-TX half-duplex
0x04,= T0OBASE-T4
0%05 = 100BASE-TX full-duplex
0x06 = 1000BASE-T half-duplex
0x07 = 1000BASE-T full-duplex
0x08 = 10G-BASE-T support or 10 Gbps
0x09 = 20 Gbps
0x0A =25 Gbps
0x0B =40 Gbps
0x0C =50 Gbps
0x0D = 100 Gbps
0x0E = 2.5 Gbps
0x0F =5 Gbps

Oscl 0O — D d

| b, or no
ns (0x01

When SerDes Flag = 0b, the value may reflect forced link setting.

NOTE  For the physical medium and/or speed/duplex not listed above, the
closest speed and duplex option can be reported by the NC. This field

does not infer any media type information.
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Table 49 describes the Other Indications field bit definitions.

Table 49 — Other Indications field bit definitions

Bits Description Values
00 Host NC Driver Status 0b = The Network Controller driver for the host external network interface associated with this channel is
Indication not operational (not running), unknown, or not supported.

1b = The Network Controller driver for the host external network interface associated with this channel is
being reported as operational (running).

This bit always returns Ob if the Host NC Driver Status Indication is not supported.

01.31 Reserved None

Table 50 desgribes the OEM Link Status field bit definitions.

Table 50 — OEM Link Status field bit definitions (optional)

Bits Description Values

00..31 | OEM Link Status | OEM specific

Table 51 desgribes the reason code that is specific to the Get Link Status’command.

Table 51 — Get Link Status command-specific reason code

Value Dgscription Comment

0x0A06 | Link Command Failed-Hardware | Returned when PHY R/W access fails to complete normally whilg¢ executing
Agcess Error the Set Link or Get Link Status command

5.4.4.25 Sel VLAN Filter command.(0x0B)

The Set VLAN Filter command is used by’the Management Controller to program one or more VLAN IDs that are
used for VLAN filtering.

Incoming padkets that match(both a VLAN ID filter and a MAC address filter are forwarded to the Management
Controller. Other packets'may be dropped based on the VLAN filtering mode per the Enable VLAN command.

The quantity pof eachfilter type that is supported by the channel can be discovered by means of the et
Capabilities command. Up to 15 filters can be supported per channel. A Network Controller implementation shall
support at legstiene VLAN filter per channel.

To configure a VLAN filter, the Management Controller issues a Set VLAN Filter command with the Filter Selector
field indicating which filter is to be configured, the VLAN ID field set to the VLAN TAG values to be used by the
filter, and the Enable field set to either enable or disable the selected filter.

The VLAN-related fields are specified per IEEE 802.1q. When VLAN Tagging is used, the packet includes a Tag
Protocol Identifier (TPID) field and VLAN Tag fields, as Table 52 shows.
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Table 52 — IEEE 802.1q VLAN fields

Field

Size Description

TPI

=0x8100

2 bytes | Tag Protocol Identifier

VLAN TAG — user priority | 3 bits User Priority

(typical value = 000b)

VLAN TAG - CFlI

1 bit Canonical Format Indicator = 0b

VLAN TAG - VLAN ID

12 bits | Zeros = no VLAN

When checking VLAN field values, the Network Controller shall match against the enabled VLAN Tag Filter values

that were cofifigured with the Set VLAN Filter command. The Network Controller shall also match an
s specified by IEEE 802.1g. Matching against the User Priority/CFl bits is optional. An
on may elect to ignore the setting of those fields.

of 0x8100, 4
implementat

Table 53 desq

ribes the packet format of the Set VLAN Filter command.

Table 53 — Set VLAN Filter command packet format

the TPl value

Bits
Bytes 31..24 23..16 15..08 07..00
00.J15 NC-SI Header
User
16./19 Reserved Priority/CFI VLAN ID
20.123 Reserved Filter Selector Reserved E
24.27 Checksum
28.45 Pad
Table 54 provides possible settings for the Filter Selector field. Table 55 provides possible settings for]the Enable

(E) field.

Table.54 - Possible settings for Filter Selector field (8-bit field)

Value | Description

1 Settings for VLAN filter number 1
2 Settings for VLAN filter number 2
N Settings for VLAN filter number N

Table 55 — Possible settings for Enable (E) field (1-bit field)

Value | Description

Ob Disable this VLAN filter
1b Enable this VLAN filter
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5.4.4.26 Set VLAN Filter response (0x8B)

The channel shall, in the absence of a checksum error or identifier mismatch, always accept the Set VLAN Filter
command and send a response (see Table 56).

Table 56 — Set VLAN Filter response packet format

Bits
Bytes 31..24 23..16 15..08 07..00
00..15 NC-SI Header
16./19 Response Code Reason Code
20.123 Checksum
24.145 Pad

Table 57 desgribes the reason code that is specific to the Set VLAN Filter command.

Table 57 — Set VLAN Filter command-specific reason code

Valjgie Description Comment

0x(B07 VLAN Tag Is Invalid Returned when the VLAN ID'is invalid (VLAN ID = 0)

5.4.4.27 Enpble VLAN command (0x0C)

The Enable VLAN command may be used by the Managément Controller to enable the channel to acqept VLAN-
tagged packefts from the network for NC-SI Pass-through operation (see Table 58).

Table 58 — Enable VLAN command packet format

Bits
Bytes 31..24 23..16 15..08 07..00
00.{15 NC-SI Header
16.J19 Reéserved Mode #
20.J23 Checksum
24.145 Pad

Table 59 desdribes the modes for the Enable VLAN command

Table 59 — VLAN Enable modes

Mode # O/M | Description
Reserved 0x00 N/A | Reserved
VLAN only 0x01 M Only VLAN-tagged packets that match the enabled VLAN Filter settings (and also

match the MAC Address Filtering configuration) are accepted.
Non-VLAN-tagged packets are not accepted.
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5.4.4.28 Enpble VLAN response (0x8C)

The channel s

Currently no fFommand-specific reason code is identified for this response (see Table 60).

Mode # O/M | Description
VLAN + 0x02 (0] VLAN-tagged packets that match the enabled VLAN Filter settings (and also match
non-VLAN the MAC Address Filtering configuration) are accepted.
Non-VLAN-tagged packets (that also match the MAC Address Filtering
configuration) are also accepted.
Any VLAN + 0x03 (0] Any VLAN-tagged packets that also match the MAC Address Filtering configuration
non-VLAN are accepted, regardless of the VLAN Filter settings.
Non-VLAN-tagged packets (that also match the MAC Address Filtering
configuration) are also accepted.
Reserved 0x04- N/A | Reserved
OxFF

hall, in the absence of a checksum error or identifier mismatch, always accept the Enabje VLAN
command anf send a response.

Table 60 — Enable VLAN response packetformat

Bits
Bytes 31..24 23..16 15..08 07..00
00.J15 NC-SI Header
16.J19 Response Code Reason Code
20.23 Checksum
24.145 Pad
5.4.4.29 Digable VLAN command (0x0D)

The Disable \
state, only nd
VLAN-tagged

Table 61 desd

LAN command may be used by the Management Controller to disable VLAN filtering. In
n-VLAN-tagged packets (that also match the MAC Address Filtering configuration) are a

packets are not,accepted.

ribes the packet format of the Disable VLAN command.

Table 61 — Disable VLAN command packet format

the disabled
Ccepted.

Bits
Bytes 31..24 23..16 15..08 07..00
00..15 NC-SI Header
16..19 Checksum
20..45 Pad
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5.4.4.30 Disable VLAN response (0x8D)

The channel shall, in the absence of a checksum error or identifier mismatch, always accept the Disable VLAN
command and send a response.

Currently no command-specific reason code is identified for this response (see Table 62).

Table 62 — Disable VLAN response packet format

Bits
Bytes 31..24 23..16 15..08 07..00
00.{15 NC-SI Header
16./19 Response Code Reason Code
20.]23 Checksum
24 .45 Pad

5.4.4.31 Sef MAC Address command (0OxOE)

The Set MAC|Address command is used by the Management Controller to.ptogram the channel’s unigast or
multicast MAC address filters.

The channel upports one or more “perfect match” MAC address.filters that are used to selectively fqrward
inbound frames to the Management Controller. Assuming that.a packet passes any VLAN filtering that may be
active, it will pe forwarded to the Management Controller ifits 48-bit destination MAC address exact|y matches
an active MA[ address filter.

MAC address|filters may be configured as unicast,agmulticast addresses, depending on the capability of the
channel. The|channel may implement three distinct filter types:

e  Unikast filters support exact matching on 48-bit unicast MAC addresses (AT = 0x0 only).
e Mujticast filters support exact/matching on 48-bit multicast MAC addresses (AT = 0x1 only).

° M

ed filters support matching on both unicast and multicast MAC addresses. (AT=0x0 or AT=0x1)

The number ¢f each type of filter that is supported by the channel can be discovered by means of thg Get
Capabilities command. The-channel shall support at least one unicast address filter or one mixed filtef, so that at
least one unigast MAC. address filter may be configured on the channel. Support for any combination|of unicast,
multicast, or mixed filters beyond this basic requirement is vendor specific. The total number of all filters shall be
less than or gqualto 8.

To configure an address filter, the Management Controller issues a Set MAC Address command with the Address
Type field indicating the type of address to be programmed (unicast or multicast) and the MAC Address Num field
indicating the specific filter to be programmed.

Filters are addressed using a 1-based index ordered over the unicast, multicast, and mixed filters reported by
means of the Get Capabilities command. For example, if the interface reports four unicast filters, two multicast
filters, and two mixed filters, then MAC Address numbers 1 through 4 refer to the interface’s unicast filters, 5 and
6 refer to the multicast filters, and 7 and 8 refer to the mixed filters. Similarly, if the interface reports two unicast
filters, no multicast filters, and six mixed filters, then MAC address numbers 1 and 2 refer to the unicast filters,
and 3 through 8 refer to the mixed filters.
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The filter type of the filter to be programmed (unicast, multicast, or mixed) shall be compatible with the Address
Type being programmed. For example, programming a mixed filter to a unicast address is allowed, but
programming a multicast filter to a unicast address is an error.

The Enable field determines whether the indicated filter is to be enabled or disabled. When a filter is
programmed to be enabled, the filter is loaded with the 48-bit MAC address in the MAC Address field of the
command, and the channel enables forwarding of frames that match the configured address. If the specified filter
was already enabled, it is updated with the new address provided.

When a filter is programmed to be disabled, the contents of the MAC Address field are ignored. Any previous
MAC address programmed in the filter is discarded and the channel no longer uses this filter in its packet-
forwarding fynction.

Only unicast MAC addresses, specified with AT set to 0x0, should be used in source MAC address chgcking and
for determining the NC-SI channel for Pass-through transmit traffic.

Table 63 desdribes the packet format of the Set MAC Address command.

Table 63 — Set MAC Address command packet format

Bits
Bytes 31..24 23..16 15..08 07..00
00.J15 NC-SI Header
16.h9 MAC Address MAC Address MAC Address MAC Address
’ byte 5 byte 4 byte 3 byte 2
MAC Address MAC Addréss MAC Address
20.]23 byte 1 byte 0 NUm AT [Reservedl| E
24.127 Checksum
28.45 Pad
NOTE AT = Address Type, E = Enable.

Table 64 provides possible settings for the MAC Address Number field. Table 65 provides possible settings for the
Address Typd (AT) field. Table 66-provides possible settings for the Enable (E) field.

Table'64 — Possible settings for MAC Address Number (8-bit field)

Value | Description

0x01 [ Configure MAC address filter number 1

Osz00

o e+ MLA el £i14 k. .
SOy O eIV auurCSSTHitCT ootz

N Configure MAC address filter number N

Table 65 — Possible settings for Address Type (3-bit field)

Value Description
0x0 Unicast MAC address
0x1 Multicast MAC address

0x2—-0x7 | Reserved
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Table 66 — Possible settings for Enable Field (1-bit field)

Value | Description

0b Disable this MAC address filter
1b Enable this MAC address filter

5.4.4.32 Set MAC Address response (0Ox8E)

The channel shall, in the absence of a checksum error or identifier mismatch, always accept the Set MAC Address
command and send a response (see Table 67).

Table 67 — Set MAC Address response packet format

Bits
Bytes 31..24 23..16 15..08 07:.00
00.J15 NC-SI Header
16./19 Response Code Reason Code
20.]23 Checksum
24.145 Pad

Table 68 desgribes the reason code that is specific to the Set MA€Address command.

Table 68 — Set MAC Address coimmand-specific reason code

Value Dgscription Comment

0x0E08 [ MAC Address Is Returned when the\Set MAC Address command is received with the MAC adldress set to
Z4ro 0

5.4.4.33 Enpble Broadcast Filter command (0x10)

The Enable Bfoadcast Filter command allows the Management Controller to control the forwarding gf broadcast
frames to thd Management Controller. The channel, upon receiving and processing this command, sHall filter all
received brogdcast frames_based on the broadcast packet filtering settings specified in the payload. If no

broadcast patket types:afre specified for forwarding, all broadcast packets shall be filtered out.

The Broadcast Packet Filter Settings field is used to specify those protocol-specific broadcast filters that should be
activated. TheCHannel indicates which broadcast filters it supports in the Broadcast Filter Capabilitieg field of the
Get Capabilities Response frame that clause 5.4.4.46 defines.

Table 69 describes the packet format of the Enable Broadcast Filter command.

Table 69 — Enable Broadcast Filter command packet format

Bits
Bytes 31..24 23..16 15..08 07..00
00..15 NC-SI Header
16..19 Broadcast Packet Filter Settings
20..23 Checksum

© ISO/IEC 2024 - All rights reserved

77


https://iecnorm.com/api/?name=957d954e49b6813f9ede6579e130614a

ISO/IEC 24079:2024(en)

24..45

Pad

Table 70 describes the Broadcast Packet Filter Settings field bit definitions.

Table 70 — Broadcast Packet Filter Settings field

Bit
position

Field description

Value description

0

ARP Packets

1Db = Forward this packet type to the Management Controller.

0b = Filter out this packet type.

For the purposes of this specification, an ARP broadcast packet is defined to be pny packet
that meets all of the following requirements:

. The destination MAC address field is set to the layer 2 broadcast address
(FF:FF:FF:FF:FF:FF).

. The EtherType field set to 0x0806.

This field is mandatory.

ODHCP Client
Rackets

1b = Forward this packet type to the Management Controller.
0D = Filter out this packet type.

For the purposes of this filter, a DHCP client broadeast packet is defined to be afy packet
that meets all of the following requirements:

. The destination MAC address field is set to the layer 2 broadcast address
(FF:FF:FF:FF:FF:FF).

. The EtherType field is set to 0xQ800 (IPv4).
. The IP header’s Protocol field'is'set to 17 (UDP).
. The UDP destination port-nUmber is set to 68.

This field is optional. If unsupported, broadcast DHCP client packets will be blocked when
broadcast filtering is enabled. The value shall be set to 0 if unsupported.

OHCP Server
Hackets

1b = Forward this packet type to the Management Controller.
Ob = Filter out this packet type.

For the purpeses of this filter, a DHCP server broadcast packet is defined to be any packet
that meets$ all'of the following requirements:

. The destination MAC address field is set to the layer 2 broadcast address
(FF<EF:FF:FF:FF:FF).

. The EtherType field is set to 0x0800 (IPv4).
. The IP header’s Protocol field is set to 17 (UDP).
. The UDP destination port number is set to 67.

This field is optional. If unsupported, broadcast DHCP packets will be blocked wien
broadcast filtering is enabled. The value shall be set to 0 if unsupported.

NetBIOS

1b = Forward this packet type to the Management Controller.

Packets

Ob = Filter out this packet type.

For the purposes of this filter, NetBIOS broadcast packets are defined to be any packet that
meets all of the following requirements:

. The destination MAC address field is set to the layer 2 broadcast address
(FF:FF:FF:FF:FF:FF).

. The EtherType field is setto 0x0800 (IPv4).
. The IP header’s Protocol field is set to 17 (UDP).

. The UDP destination port number is set to 137 for NetBIOS Name Service or 138 for
NetBIOS Datagram Service, per the assignment of IANA well-known ports.

This field is optional. If unsupported, broadcast NetBIOS packets will be blocked when
broadcast filtering is enabled. The value shall be set to 0 if unsupported.

4.31

Reserved

None
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The channel shall, in the absence of a checksum error or identifier mismatch, always accept the Enable Broadcast
Filter command and send a response.

Currently no command-specific reason code is identified for this response (see Table 71).

Table 71 — Enable Broadcast Filter response packet format

Bits
Bytes 31..24 23..16 15..08 07..00
00.{15 NC-SI Header
16./19 Response Code Reason Code
20.23 Checksum
24 .45 Pad
5.4.4.35 Digable Broadcast Filter command (0x11)

The Disable Broadcast Filter command may be used by the Management Cantroller to disable the brd
feature and gnable the reception of all broadcast frames. Upon processing this command, the channg
discontinue the filtering of received broadcast frames.

Table 72 desdribes the packet format of the Disable Broadcast:Filter command.

Table 72 — Disable Broadcast.Filter command packet format

adcast filter
bl shall

Bits
Bytes 31..24 23..16 15..08 07..00
00.J15 NC-SI Header,
16./19 Checksum
20.445 Pad
5.4.4.36 Digable Broadcast Filter response (0x91)

The channel ghall, in.the absence of a checksum error or identifier mismatch, always accept the Disal
Filter command and'send a response.

le Broadcast

Currently no tommand cpnrifir reason code is identified for this response (cnn Table 7?)

Table 73 — Disable Broadcast Filter response packet format

Bits
Bytes 31..24 23..16 15..08 07..00
00..15 NC-SI Header
16..19 Response Code Reason Code
20..23 Checksum
24..45 Pad
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5.4.4.37 Enable Global Multicast Filter command (0x12)

The Enable Global Multicast Filter command is used to activate global filtering of multicast frames with optional
filtering of specific multicast protocols. Upon receiving and processing this command, the channel shall only
deliver multicast frames that match specific multicast MAC addresses enabled for Pass through using this

command or

the Set MAC Address command.

The Multicast Packet Filter Settings field is used to specify optional, protocol-specific multicast filters that should
be activated. The channel indicates which optional multicast filters it supports in the Multicast Filter Capabilities
field of the Get Capabilities Response frame that clause 5.4.4.46 defines. The Management Controller should not
set bits in the Multicast Packet Filter Settings field that are not indicated as supported in the Multicast Filter

Capabilities field.

Neighbor Sol
node’s IPv6 a

citation messages are sent to a Solicited Node multicast address that is derived from th¢
ddress. This command may be used to enable forwarding of solicited node multicasts.

The IPv6 neighbor solicitation filter, as defined in this command, may not be supportéed-by the Netwdg

Controller. In

this case, the Management Controller may configure a multicast or,rmixed MAC addressg

specific Solici

ed Node multicast address using the Set MAC Address command to-€nable forwarding

Node multicasts.

This comma
An impleme

Pass-through
provided by t
Address com

Table 74 illus
be treated as

shall be implemented if the channel implementation supports accepting all multicast 3
ation that does not support accepting all multicast addresses shall not implement thes

packets with multicast addresses can still be accepted depending on multicast address
he Set MAC Address command. Multicast filterentries that are set to be enabled in the
mand are accepted; all others are rejected.

frates the packet format of the Enable;Global Multicast Filter command. Unsupported fi
reserved fields unless otherwise specified.

Table 74 — Enable Global Multicast Filter command packet format

e target

rk
filter for the
pf Solicited

hddresses.
b commands.

ilter support
Set MAC

elds should

Bits
N
Bytes ;\@ 23..16 15..08 07..00
00.115 ‘}.NC-SI Header
N\ . . .

16./19 r-«" Multicast Packet Filter Settings
20.]23 fé\J Checksum
24.J45/ Pad

Table 75 describes the bit definitions for the Multicast Packet Filter Settings field.
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Table 75 — Bit definitions for Multicast Packet Filter Settings field

Bit
position

Field description

Value description

0

IPv6 Neighbor
Advertisement

1b = Forward this packet type to the Management Controller.
Ob = Filter out this packet type.

For the purposes of this specification, an IPv6 Neighbor Advertisement multicast
packet is defined to be any packet that meets all of the following requirements:

. The destination MAC address field is set to a layer 2 multicast address of the form
33:33:00:00:00:01. This address corresponds to the All_Nodes (FF02: :1)
multicast address.

Tl =il - fialdl s 4t faWak SN A | = THTALY
e teT Ty Pt TeTO TS SCT O UX OO UD It VO T

. The IPv6 header’'s Next Header field is set to 58 (ICMPV6).

. The ICMPV6 header’'s Message Type field is set to the following-valug: 136 —
Neighbor Advertisement.

This field is optional.

IPVv6 Router
Advertisement

1b = Forward this packet type to the Management Controller.
O0b = Filter out this packet type.

For the purposes of this specification, an IPv6 Router Advertisement multi¢ast packet is
defined to be any packet that meets all of thefollowing requirements:

e The destination MAC address field‘is’set to a layer 2 multicast address of the
form 33:33:00:00:00:01. This*corresponds to the All_Nodes [ulticast
address, FF02::1.

e The EtherType field is sét te 0x86DD (IPv6).
e The IPv6 header’'s, Next Header field is set to 58 (ICMPvV6).

e The ICMPV6 header's Message Type field is set to 134.
This field is optional.

DHCPV6 relay and
sdgrver multicast

1b = Forward this packet type to the Management Controller.
O0b = Filter out this)packet type.

For the purpases of this filter, a DHCPv6 multicast packet is defined to be pny packet
that meets-all of the following requirements:

¢ .» The destination MAC address field is set to the layer 2 multicast address
33:33:00:01:00:020r33:33:00:01:00:03. These correspond to the
IPv6 multicast addresses FF02::1:2
(All_DHCP_Relay_Agents_and_Servers) and FF05::1:3
(All_DHCP_Servers).

e The EtherType field is set to 0x86DD (IPv6).
e The IPv6 header's Next Header field is set to 17 (UDP).
e The UDP destination port number is set to 547.

This field is optional.

DHCPv6 multicasts
from server to clients
listening on well-known
UDP ports

1b = Forward this packet type to the Management Controller.
O0b = Filter out this packet type.

For the purposes of this filter, a DHCPv6 multicast packet is defined to be any packet
that meets all of the following requirements:

e The destination MAC address field is set to the layer 2 multicast address
33:33:00:01:00:02. These correspond to the IPv6 multicast addresses
FF02::1:2 (Al_DHCP_Relay_Agents_and_Servers).

e The EtherType field is set to 0x86DD (IPv6).
e The IPv6 header's Next Header field is set to 17 (UDP).
e The UDP destination port number is set to 546.

This field is optional.
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Bit Field description Value description
position
4 IPv6 MLD 1b = Forward this packet type to the Management Controller.

Ob = Filter out this packet type.

For the purposes of this specification, an IPv6 MLD packet is defined to be any packet
that meets all of the following requirements:

e The destination MAC address field is set to a layer 2 multicast address of the
form 33:33:00:00:00:01. This address corresponds to the All_Nodes
(FF02: :1) multicast address.

e The EtherType field is set to 0x86DD (IPv6).

ThealPRvua baadara Nast Lloaodar fiald o cnt to CO (IMNDLV AN
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e The ICMPvV6 header’'s Message Type field is set to one of thefellpwing
values: 130 (Multicast Listener Query), 131 (Multicast Listéner’'Régport), 132
(Multicast Listener Done)

This field is optional.

5 IPM6 Neighbor 1b = Forward this packet type to the Management Controller.

Sqlicitation O0b = Filter out this packet type.

For the purposes of this specification, an IPv6 MLD¢acket is defined to bg any packet
that meets all of the following requirements:

e The destination MAC address field.is_set to a layer 2 multicast address of the
form 33:33:FF:XX:XX:XX. This address corresponds to the Sojicited Note
multicast address where thedastthree bytes of the destination MAC address
are ignored for this filter.

e The EtherType field is set to 0x86DD (IPv6).
e The IPv6 header'stNext Header field is set to 58 (ICMPV6).

e The ICMPV6 header's Message Type field is set to one of the follpwing
values: 135.

This field is optional:

IMPLEMENTATION-NOTE Enabling of this filter results in receiving all IPv6 neighbor sdlicitation traffic
on this(channel. If IPv6 neighbor solicitation traffic for a specific multicast address |s of interest,
then it is recommended that the MC uses a multicast address filter (configured for the multicast
address using the Set MAC Address command) instead of this filter.

31..6 Reserved None

5.4.4.38 Enpble Global Multicast Filter response (0x92)

The channel shall, in thé.absence of a checksum error or identifier mismatch, always accept the Enable Global
Multicast Filter command and send a response.

Currently no foimmand-specific reason code is identified for this response (see Table 76).

Table 76 — Enable Global Multicast Filter response packet format

Bits
Bytes 31..24 23..16 15..08 07..00
00..15 NC-SI Header
16..19 Response Code Reason Code
20..23 Checksum
24..45 Pad
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5.4.4.39 Disable Global Multicast Filter command (0x13)

The Disable Global Multicast Filter command is used to disable global filtering of multicast frames. Upon receiving
and processing this command, and regardless of the current state of multicast filtering, the channel shall forward
all multicast frames to the Management Controller.

This command shall be implemented on the condition that the channel implementation supports accepting all
multicast addresses. An implementation that does not support accepting all multicast addresses shall not
implement these commands. Pass-through packets with multicast addresses can still be accepted depending on
multicast address filter support provided by the Set MAC Address command. Packets with destination addresses
matching multicast filter entries that are set to enabled in the Set MAC Address command are accepted; all others
are rejected.

Table 77 desgribes the packet format of the Disable Global Multicast Filter command.

Table 77 — Disable Global Multicast Filter command packet format

Bits
Bytes 31..24 23..16 15..08 07..00
00.{15 NC-SI Header
16./19 Checksum
20.45 Pad

5.4.4.40 Digable Global Multicast Filter response (0x93)

In the absende of any errors, the channel shall process and respond to the Disable Global Multicast Filter
command by|sending the response packet that Table 78 shows.

Currently no Fommand-specific reason code isiidentified for this response.

Table 78 — Disable Global Multicast Filter response packet format

Bits
Bytes 31..24 23..16 15..08 07..00
00.{15 NC-SI Header
16.J19 Response Code Reason Code
20.J23 Checksum
24.45 Pad

5.4.4.41 Set NC-SI Flow Control command (0x14)

The Set NC-SI Flow Control command allows the Management Controller to configure IEEE 802.3 pause packet
flow control on the NC-SI.

The Set NC-SI Flow Control command is addressed to the package, rather than to a particular channel (that is, the
command is sent with a Channel ID where the Package ID subfield matches the ID of the intended package and
the Internal Channel ID subfield is set to 0x1F).
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When enabled for flow control, a channel may direct the package to generate and renew 802.3x (XOFF) PAUSE
Frames for a maximum interval of T12 for a single congestion condition. If the congestion condition remains in

place after a second T12 interval expires, the congested channel shall enter the Initial State and remove its XOFF
request to the package. Note that some implementations may have shared buffering arrangements where all
channels within the package become congested simultaneously. Also note that if channels become congested
independently, the package may not immediately go into the XON state after T12 if other channels within the

package are still requesting XOFF.

The setting of IEEE 802.3 pause packet flow control on the NC-Sl is independent from any arbitration scheme, if

any is used.

Table 79 desq

ribes the packet format of the Set NC-SI Flow Control command.

Table 79 — Set NC-SI Flow Control command packet format

Bits
Bytes 31..24 23..16 15..08 07..00
00.{15 NC-SI Header
Flow Control
16.J19 Reserved Enable
20.23 Checksum
24.45 Pad

Table 80 desq

ribes the values for the Flow Control Enable field.

Table 80 — Values for the Elow Control Enable field (8-bit field)

Value Description

0x0 Disables NC-SI flow control

0x1 Enables Network Controller/to,Management Controller flow control frames (Network Controller gerjerates flow
control frames)
This field is optional.

0x2 Enables Management Controller to Network Controller flow control frames (Network Controller acdepts flow
control frames)
This field is(optional.

0x3 Enables.bi-directional flow control frames
This(field is optional.

0x4..0xFF ||Resérved

5.4.4.42 Set NC-SI Flow Control response (0x94)

The package shall, in the absence of a checksum error or identifier mismatch, always accept the Set NC-SI Flow
Control command and send a response (see Table 81).
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Table 81 — Set NC-SI Flow Control response packet format

Bits
Bytes 31..24 23..16 15..08 07..00
00..15 NC-SI Header
16..19 Response Code Reason Code
20..23 Checksum
24..45 Pad

Table 82 describes the reason code that is specific to the Set NC-SI Flow Control command

Table 82 — Set NC-SI Flow Control command-specific reason code

Value Description Comment

0x1409 | Independent transmit and receive
¢nable/disable control is not supported

Returned when the implementation requires that both {
receive flow control be enabled and,disabled simultang

ransmit and
ously

5.4.4.43 Gef Version ID command (0x15)

The Get Versjon ID command may be used by the Management Controller to request the channel to

controller andl firmware type and version strings listed in the response payload description.

Table 83 desgribes the packet format of the Get Version ID command.

Table 83 — Get Version 1D command packet format

brovide the

Bits
Bytes 31..24 23..16 15..08 07..00
00.{15 NC-SI Header
16.19 Checksum
20.45 Pad

5.4.4.44 Gef Version {D'Response (0x95)

The channel ghall, in‘the absence of an error, always accept the Get Version ID command and send th
packet as Takle 84 shows. Currently no command-specific reason code is identified for this response.

e response

Table 84 — Get Version ID response packet format

Bits
Bytes 31..24 23..16 15..08 07..00

00..15 NC-SI Header
16..19 Response Code Reason Code
oL NC-SI Version

Major Minor Update Alphal
24..27 reserved reserved reserved Alpha2
28..31 Firmware Name String (11-08)
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Bits
Bytes 31..24 23..16 15..08 07..00
32..35 Firmware Name String (07-04)
36..39 Firmware Name String (03-00)
Firmware Version
40..43 MS-byte (3) | Byte (@ Byte (1) | Ls-byte (0)
44..47 PCI DID PCI VID
48..51 PCI SSID PCI SVID
52..55 Manufacturer ID (IANA)
56./59 Checksum

5.4.4.44.1 NC-SI Version encoding

The NC-SI Vefsion field holds the version number of the NC-SI specification with which the controller|is
compatible. The version field shall be encoded as follows:

e  Thg‘major’, ‘minor’, and ‘update’ bytes are BCD-encoded, and each byté holds two BCD digits.

e Thd ‘alpha’ byte holds an optional alphanumeric character extension that is encoded using the ISO/IEC
8859-1 Character Set.

e  The semantics of these fields follow the semantics specified in DSP4014.

e Thgvalue 0x00 in the Alphal or Alpha2 fields means'that the corresponding alpha field is hot used. The
Alphal field shall be used first.

e Thevalue 0xF in the most-significant nibble of a BCD-encoded value indicates that the mgst-significant
nibble should be ignored and the overall field treated as a single digit value.

e Avalue of OxFF in the update field.indicates that the entire field is not present. OxFF is npt allowed as
a vglue for the major or minor figlds.

EXAMPLE: Mersion3.7.10a — OxF3EZ104100
Mersion 10.01.7 — Qx%001F70000
Mersion 3.1 — (OXF3F1FF0000
MVersion 1.0a - 0xF1FOFF4100
Version 1.0ab. 5> O0xF1FOFF4142 (Alphal=0x41, Alpha2 = 0x42)

5.4.4.44.2 Firmware Name encoding

The FirmwareName String shall he encoded using the ISQ/IEC 8859-1 Character Set_Strings are left-justified
where the leftmost character of the string occupies the most-significant byte position of the Firmware Name
String field, and characters are populated starting from that byte position. The string is null terminated if the
string is smaller than the field size. That is, the delimiter value, 0x00, follows the last character of the string if the
string occupies fewer bytes than the size of the field allows.

A delimiter is not required if the string occupies the full size of the field. Bytes following the delimiter (if any)
should be ignored and can be any value.
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rmware Version encoding

To facilitate a common way of representing and displaying firmware version numbers across different vendors,
each byte is hexadecimal encoded where each byte in the field holds two hexadecimal digits. The Firmware
Version field shall be encoded as follows. The bytes are collected into a single 32-bit field where each byte
represents a different ‘point number’ of the overall version. The selection of values that represent a particular
version of firmware is specific to the Network Controller vendor.

Software displaying these numbers should not suppress leading zeros, which should help avoid user confusion in
interpreting the numbers. For example, consider the two values 0x05 and 0x31. Numerically, the byte 0x31 is
greater that 0x05, but if leading zeros were incorrectly suppressed, the two displayed values would be ".5" and

".31", respec
0.05 being s
would be di
instead of 0.(

EXAMPLE: 0
0
544444 P

These fields (

i

ively, and a user would generally interpret 0.5 as representing a greater value than 0.3
aller than 0.31. Similarly, if leading zeros were incorrectly suppressed, the value 0x01
layed as 0.1 and 0.10, which could potentially be misinterpreted as representing the sa
1 and 0.10 versions.

200030217 — Version 00.03.02.17
x010100A0 — Version 01.01.00.A0

Cl ID fields

PCI DID, PCI VID, PCI SSID, PCI SVID) hold the PCI ID infermation for the Network Contro

Network Co

n’[
connection t

If this field is
information f
device’s inter

544445 M

The Manufac

bit binary number. If the field is unused, the value shall be set to 0OXxFFFFFFFF.

5.4.4.45 Ge

The Get Capdbilities command is used to discover additional optional functions supported by the cha

the number d

roller incorporates a PCl or PCl Express™ interface that provides a host network interfa
at is shared with the NC-SI connection to the network.

hot used, the values shall all be set to zeros (§x0000). Otherwise, the fields shall hold t
pr the host interface as defined by the version of the PCI/PCl Express™ specification to V
face was designed.

pnufacturer ID (IANA) field

furer ID holds the IANA Enterprise Number for the manufacturer of the Network Contro

t Capabilities command (0x16)

f unicast/multicast addresses supported, the amount of buffering in bytes available for

instead of
hnd 0x10
me version

ler when the
Ce

he PCI ID
vhich the

ler as a 32-

nnel, such as
packets

bound for th¢

Management Controller, and so on.

Table 85 describes the packet format for the Get Capabilities command.

Table 85 — Get Capabilities command packet format

Bits
Bytes 31..24 23..16 15..08 07..00
00..15 NC-SI Header
16..19 Checksum
20..45 Pad
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5.4.4.46 Get Capabilities response (0x96)

In the absence of any errors, the channel shall process and respond to the Get Capabilities Command and send
the response packet as

Table 86 shows. Currently no command-specific reason code is identified for this response.

Table 86 — Get Capabilities response packet format

Bits
Bytes 31..24 23..16 15..08 07..00
00.{15 NC-SI Header
16./19 Response Code Reason Code
20.]23 Capabilities Flags
24.127 Broadcast Packet Filter Capabilities
28.131 Multicast Packet Filter Capabilities
32.135 Buffering Capability
36./39 AEN Control Support
2013 VLAN Filter Mixed Filter MulticastFilter Unicast Filter
’ Count Count Count Count
a4 7 Reserved VLAN Mode Channel
Support Count
48.51 Checksum
5.4.4.46.1 Capabilities Flags field

The Capabilit|es Flags field indicates which optionalfeatures of this specification the channel supportp, as Table 87
describes.
Table:87— Capabilities Flags bit definitions

Bit Held description Value description
position
0 Hardware Arbitration Capability Ob=  Hardware arbitration capability is not supported by the phckage.

1b= Hardware arbitration capability is supported by the packdge.
1 Host NC Driver Status Ob = Host NC Driver Indication status is not supported.

1b = Host NC Driver Indication status is supported.

See Table 49 for the definition of Host NC Driver Indication Status,|
2 etwork Controller to Management Ob = Network Controller to Management Controller flow control is not

Controller Flow Control Support supported.

1b = Network Controller to Management Controller flow control is supported.

3 Management Controller to Network Ob=  Management Controller to Network Controller flow control is not
Controller Flow Control Support supported.

1b = Management Controller to Network Controller flow control is supported.

4 All multicast addresses support Ob = The channel cannot accept all multicast addresses. The channel does not
support enable/disable global multicast commands.
1b = The channel can accept all multicast addresses. The channel supports
enable/disable global multicast commands.
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Bit Field description Value description
position
6..5 Hardware Arbitration 00b = Unknown
Implementation Status 01b = Hardware arbitration capability is not implemented for the package on
the given system.
10b = Hardware arbitration capability is implemented for the package on the
given system.
11b= Reserved.
7.31 Reserved Reserved

5.4.4.46.2 Bfoadcast Packet Filter Capabilities field

The Broadcagt Packet Filter Capabilities field defines the optional broadcast packet filtering capabiliti

channel sup

rts. The bit definitions for this field correspond directly with the bit definitionsfor the

Packet Filter bettings field defined for the Enable Broadcast Filter command in Table 70.'Abit set to 1

that the cha
that filter.

5.44.46.3 M

The Multicast
channel supp
Packet Filter
indicates thaf
support that

544.46.4 B

The Buffering
packets desti

The Manager
determine th
packets. A va

544465 A

The AEN Con

nel supports the filter associated with that Bit position; otherwise, the channel does nof

plticast Packet Filter Capabilities field

Packet Filter Capabilities field defines the optional multicast packet filtering capabilitie
orts. The bit definitions for this field correspond directly with the bit definitions for the
bettings field defined for the Enable Global Multicast Filter command in Table 75. A bit s

the channel supports the filter associated with.that Bit position; otherwise, the channe
Filter.

iffering Capability field

Capability field defines the amount of buffering in bytes that the channel provides for i
ned for the Management.Cantroller.

hent Controller may_rhake use of this value in software-based Device Selection impleme
e relative time for(which a specific channel may be disabled before it is likely to start drg
ue of 0 indicates-that the amount of buffering is unspecified.

N Control Support field

bs that the
Broadcast
indicates
support

that the
Multicast
etto 1
| does not

hbound

ntations to
pping

b format of

rol'Support field indicates various standard AENs supported by the implementation. Th

the field is as

Iable 35 shows.

5.4.4.46.6 VLAN Filter Count field

The VLAN Filter Count field indicates the number of VLAN filters, up to 15, that the channel supports, as defined
by the Set VLAN Filter command.

54.4.46.7 M

ixed, Multicast, and Unicast Filter Count fields

The Mixed Filter Count field indicates the number of mixed address filters that the channel supports. A mixed

address filter

can be used to filter on specific unicast or multicast MAC addresses.

© ISO/IEC 2024 - All rights reserved
89



https://iecnorm.com/api/?name=957d954e49b6813f9ede6579e130614a

ISO/IEC 24079:2024(en)

The Multicast Filter Count field indicates the number of multicast MAC address filters that the channel supports.

The Unicast Filter Count field indicates the number of unicast MAC address filters that the channel supports.

The channel is required to support at least one unicast or mixed filter, such that at least one unicast MAC address
can be configured on the interface. The total number of unicast, multicast, and mixed filters shall not exceed 8.

5.4.4.46.8 VLAN Mode Support field

The VLAN Mode Support field indicates various modes supported by the implementation. Table 88 defines the

format of field.

Table 88 — VLAN Mode Support bit definitions

Bit position | Field description Value description ) O\(l/v
0 VLAN only 1 = VLAN shall be supported in the implementation.
1 VLAN + non-VLAN 0 = Filtering ‘VLAN + non-VLAN’ traffic is not supparted in the implementhtion.
1 = Filtering ‘VLAN + non-VLAN’ traffic is supported in the implementatiop.
2 Any VLAN + non-VLAN | 0 = Filtering ‘Any VLAN + non-VLAN’ traffic\isviot supported in the implementation.
1 = Filtering ‘Any VLAN + non-VLAN’ traffic is supported in the implementation.
3.7 Reserved 0

5.4.4.46.9 Channel Count field

The Channel Lount field indicates the number of channels stipported by the Network Controller.

5.4.4.47 Gef Parameters command (0x17)

The Get Parapneters command can be used bythe Management Controller to request that the chann
Management Controller a copy of all of the'currently stored parameter settings that have been put in
the Managenpent Controller, plus “othér’*Host/Channel parameter values that may be added to the

Parameters Response Payload.

Table 89 desgribes the packetformat for the Get Parameters command.

Table 89 — Get Parameters command packet format

bl send the
to effect by
bet

Bits
Bytes 31..24 23..16 15..08 07..00
00..15 NC-SI Header
16..19 Checksum
20..45 Pad

5.4.4.48 Get Parameters response (0x97)

The channel shall, in the absence of a checksum error or identifier mismatch, always accept the Get Parameters
command and send a response.
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As Table 90 shows, each parameter shall return the value that was set by the Management Controller. If the
parameter is not supported, 0 is returned. Currently no command-specific reason code is identified for this

response.

The payload length of this response packet will vary according to how many MAC address filters or VLAN filters
the channel supports. All supported MAC addresses are returned at the end of the packet, without any

intervening padding between MAC addresses.

MAC addresses are returned in the following order: unicast filtered addresses first, followed by multicast filtered
addresses, followed by mixed filtered addresses, with the number of each corresponding to those reported
through the Get Capabilities command. For example, if the interface reports four unicast filters, two multicast

nd 7 and 8
b multicast

filters, and two mixed filters, then MAC addresses 1 through 4 are those currently configured through the
interface’s unicast filters, MAC addresses 5 and 6 are those configured through the multicast filters;, 3
are those corffigured through the mixed filters. Similarly, if the interface reports two unicast filters, n
filters, and six mixed filters, then MAC addresses 1 and 2 are those currently configured through the Ginicast
filters, and 3 through 8 are those configured through the mixed filters.
Table 90 — Get Parameters response packet format
Bits
Bytes 31..24 23..16 15.:08 07..00
00.{15 NC-SI Header
16.J19 Response Code | Reason Code
20.J23 E:/loALﬁth ddress Reserved MQ;SAddress
24.127 VLAN Tag Count Reserved | VLAN Tag Flags
28.131 Link Settings
32.135 Broadcast Packet Filter Settings
36.39 Configuration Flags
40.143 VLAN Mode E'r?;‘t’)l(éon”o' Reserved
44 .47 AEN.Centrol
e MAC Address 1 MAC Address 1 MAC Address 1 MAC Address 1
byte 5 byte 4 byte 3 byte 2
5 kesa MAC Address 1 MAC Address 1 MAC Address 2 MAC Address 2
byte 1 byte 0 byte 5 byte 4
56.59 MAC Address 2 MAC Address 2 MAC Address 2 MAC Address 2
byte 3 byte 2 byte 1 byte O
VLAN Tag 1 | VLAN Tag 2
variable
| Pad (if needed)
Checksum
2Variable fields can start at this byte offset.

Table 91 lists the parameters for which values are returned in this response packet.
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The contents of the various configuration value fields, such as MAC Address, VLAN Tags, Link Settings, and
Broadcast Packet Filter Settings, shall be considered valid only when the corresponding configuration bit is set
(Enabled) in the Configuration Flags field.

Table 91 — Get Parameters data definition

Parameter field name
MAC Address Count
MAC Address Flags

Description

The number of MAC addresses supported by the channel

The enable/disable state for each supported MAC address
See Table 92.

VLI\I\I'!‘ o " o) L £\ L ANL T IR I Y ) L 1
AN T Ay LUUTI T aniucr U VEAIN TAayo SUYJPUTNICTU Uy T LHaririct

VUAN Tag Flags

The enable/disable state for each supported VLAN Tag
See Table 93.

Link Settings The 32-bit Link Settings value as defined in the Set Lipk.commang

Brpadcast Packet Filter Settings | The current 32-bit Broadcast Packet Filter Settings,value

Canfiguration Flags See Table 94.

VAN Mode See Table 59.

Flgw Control Enable See Table 80.

AEN Control See Table 39.

MAC Address 1..8 The current contents of up to eight'6-byte MAC address filter valugs.

VUAN Tag 1..15 The current contents of upte 15 16-bit VLAN Tag filter values
Table 92 defipes the format of the MAC Address Flags field.

Table 92 — MAC Address Flags bit definitions

Bit position | Field description AA\ Value description

0 MAC address(1 status 0Ob = Default or unsupported or disabled
1Db = Enabled

1 MAC address 2 status, or Reserved | Ob = Default or unsupported or disabled
1b = Enabled

2 MAC address 3 status, or Reserved | 0b = Default or unsupported or disabled
1b = Enabled

7 MAC address 8 status, or Reserved | 0b = Default or unsupported or disabled
1b = Enabled

Table 93 defines the format of the VLAN Tag Flags field.

Table 93 — VLAN Tag Flags bit definitions

Bit position | Field description Value description

0 VLAN Tag 1 status Ob = Default or unsupported or disabled
1b = Enabled

1 VLAN Tag 2 status, or Reserved 0b = Default or unsupported or disabled
1b = Enabled
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Bit position | Field description Value description

2 VLAN Tag 3 status, or Reserved 0b = Default or unsupported or disabled
1b = Enabled

14 VLAN Tag 15 status, or Reserved | 0b = Default or unsupported or disabled
1b = Enabled

Table 94 defines the format of the Configuration Flags field.

Table 94 — Configuration Flags bit definitions

Bit position | Field description Value description
0 Broadcast Packet Filter status 0b = Disabled

1b = Enabled
1 Channel Enabled 0b = Disabled

1b = Enabled
2 Channel Network TX Enabled 0b £ Disabled

10.= Enabled
3 Global Multicast Packet Filter Status(|) '0b = Disabled

1b = Enabled
4.31 Reserved Reserved

5.4.4.49 Gelt Controller Packet Statistics command (0x18)

The Get Contfoller Packet Statistics command may®e used by the Management Controller to request a copy of
the aggregatgd packet statistics that the channel ' maintains for its external interface to the LAN netwprk. The
statistics are pn aggregation of statistics forboth the host side traffic and the NC-SI Pass-through traffic.

Table 95 desgribes the Get Controller Packet Statistics command packet format.

Table 95.< Get Controller Packet Statistics command packet format

Bits
Bytes. 31..24 23..16 15..08 07..00
00.{15 NC-SI Header
16./19 Checksum
20..45 Pad

5.4.450 Get Controller Packet Statistics response (0x98)

The channel shall, in the absence of a checksum error or identifier mismatch, always accept the Get Controller
Packet Statistics command and send the response packet as Table 96 shows.

The Get Controller Packet Statistics Response frame contains a set of statistics counters that monitor the LAN
traffic in the Network Controller. Implementation of the counters listed in Table 97 is optional. The Network
Controller shall return any unsupported counter with a value of OxFFFFFFFF for 32-bit counters and
OxXFFFFFFFFFFFFFFFEF for 64-bit counters.
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Table 96 — Get Controller Packet Statistics response packet format

Bits

Bytes 31..24 23..16 15..08 07..00
00..15 NC-SI Header
16..19 Response Code | Reason Code
20..23 Counters Cleared From Last Read (MS Bits)
24..27 Counters Cleared From Last Read (LS Bits)
28..35 Total Bytes Received
36..43 Total Bytes Transmitted
44.51 Total Unicast Packets Received
52.159 Total Multicast Packets Received
60.467 Total Broadcast Packets Received
68.]75 Total Unicast Packets Transmitted
76.J83 Total Multicast Packets Transmitted
84./91 Total Broadcast Packets Transmitted
92.195 FCS Receive Errors
96./99 Alignment Errors
100..103 False Carrier Detections
104.107 Runt Packets Received
104.111 Jabber Packets Received
112.115 Pause XON Frames Received
116..119 Pause XOFF Frames Received
120..123 Pause XON Frames Transmitted
124..127 Pause XOFF Frames Transmitted
128..131 Single Collision Transmit Frames
132..135 Multiple Collision Transmit Frames
136..139 Late CollisionFrames
140.143 Excessive Collision Frames
144 .147 Control Ffames Received
148..151 64-Byte Frames Received
152..155 65-127 Byte Frames Received
15¢..159 128-255 Byte Frames Received
160..163 256— 511 Byte Frames Received
164..167 512-1023 Byte Frames Received
1694.. 174 1024-1522 Byte Frames Received
172..175 1523-9022 Byte Frames Received
176..179 64-Byte Frames Transmitted
180..183 65-127 Byte Frames Transmitted
184..187 128-255 Byte Frames Transmitted
188..191 256-511 Byte Frames Transmitted
192..195 512-1023 Byte Frames Transmitted
196..199 1024-1522 Byte Frames Transmitted
200..203 1523-9022 Byte Frames Transmitted
204..211 Valid Bytes Received
212..215 Error Runt Packets Received
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Bits
Bytes 31..24 23..16 15..08 07..00
216..219 Error Jabber Packets Received
220..223 Checksum

Table 97 — Get Controller Packet Statistics counters

Counter

number Name Meaning

0 Total R\Jlfnc Received Counts-the number of hyfnc received

1 Total Bytes Counts the number of bytes transmitted
Transmitted

2 Total Unicast Packets | Counts the number of good (FCS valid) packets received thatpassed L2 filtering by a
Received specific MAC address

3 Total Multicast Counts the number of good (FCS valid) multicast packetsxeceived
Packets Received

4 Total Broadcast Counts the number of good (FCS valid) broadcastpackets received
Packets Received

5 Total Unicast Packets | Counts the number of good (FCS valid) packets transmitted that passed [L2 filtering
Transmitted by a specific MAC address

6 Total Multicast Counts the number of good (FCS valid)-multicast packets transmitted
Packets Transmitted

7 Total Broadcast Counts the number of good (FGS valid) broadcast packets transmitted
Packets Transmitted
FCS Receive Errors Counts the number of receive packets with FCS errors
Alignment Errors Counts the number of xeceive packets with alignment errors

10 False Carrier Counts the false-carrier errors reported by the PHY
Detections

11 Runt Packets Counts thelnumber of received frames that passed address filtering, werg less than
Received minimum._size (64 bytes from <Destination Address> through <FCS>, indlusively),

and.had a valid FCS

12 Jabber Packets Counts the number of received frames that passed address filtering, werg greater
Received than the maximum size, and had a valid FCS

13 Pause XON Frames Counts the number of XON packets received from the network
Received

14 Pause XOFE‘Frames Counts the number of XOFF packets received from the network
Received

15 PauseXOFF Frames Counts the number of XON packets transmitted to the network
Transmitted

16 Pause XOFF Frames Counts the number of XOFF packets transmitted to the network
Transmitted

17 Single Collision Counts the number of times that a successfully transmitted packet encountered a
Transmit Frames single collision

18 Multiple Collision Counts the number of times that a transmitted packet encountered more than one
Transmit Frames collision but fewer than 16

19 Late Collision Frames | Counts the number of collisions that occurred after one slot time (defined by IEEE

802.3)

20 Excessive Collision Counts the number of times that 16 or more collisions occurred on a single transmit
Frames packet

21 Control Frames Counts the number of MAC control frames received that are not XON or XOFF flow
Received control frames

22 64 Byte Frames Counts the number of good packets received that are exactly 64 bytes (from
Received <Destination Address> through <FCS>, inclusively) in length
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Counter

number Name Meaning

23 65-127 Byte Frames Counts the number of good packets received that are 65-127 bytes (from
Received <Destination Address> through <FCS>, inclusively) in length

24 128-255 Byte Frames | Counts the number of good packets received that are 128-255 bytes (from
Received <Destination Address> through <FCS>, inclusively) in length

25 256-511 Byte Frames | Counts the number of good packets received that are 256-511 bytes (from
Received <Destination Address> through <FCS>, inclusively) in length

26 512-1023 Byte Counts the number of good packets received that are 512—-1023 bytes (from
Frames Received <Destination Address> through <FCS>, inclusively) in length

27 1024-1522 Byte Counts the number of good packets received that are 1024-1522 bytes (from
Frames Recelved <Destination Address> through <FCS>, inclusively) in length

28 1523-9022 Byte Counts the number of received frames that passed address filtering' and were greater
Frames Received than 1523 bytes in length

29 64 Byte Frames Counts the number of good packets transmitted that are exacthy) 64 byteg (from
Transmitted <Destination Address> through <FCS>, inclusively) in length

30 65-127 Byte Frames Counts the number of good packets transmitted that afe 65-127 bytes (ffom
Transmitted <Destination Address> through <FCS>, inclusively)in,length

31 128-255 Byte Frames | Counts the number of good packets transmitted\that are 128—255 bytes (from
Transmitted <Destination Address> through <FCS>, incluSively) in length

32 256-511 Byte Frames | Counts the number of good packets transniitted that are 256511 bytes (from
Transmitted <Destination Address> through <FCS>linclusively) in length

33 512-1023 Byte Counts the number of good packetSdransmitted that are 512—-1023 byteq (from
Frames Transmitted <Destination Address> through.<ECS>, inclusively) in length

34 1024-1522 Byte Counts the number of good packets transmitted that are 1024-1522 bytgs (from
Frames Transmitted <Destination Address> through <FCS>, inclusively) in length

35 1523-9022 Byte Counts the number of transmitted frames that passed address filtering and were
Frames Transmitted greater than 1523 in*length

36 Valid Bytes Received Counts the bytes;received in all packets that did not manifest any type of error

37 Error Runt Packets Counts the namber of invalid frames that were less than the minimum size (64 bytes
Received from <Destination Address> through <FCS>, inclusively)

38 Error Jabber Packets Counts Jabber packets, which are defined as packets that exceed the prpgrammed
Received MFU.size and have a bad FCS value

The Network
correspondin
means of the
Cleared from

Currently no

Controller shall alselindicate in the Counters Cleared from Last Read fields whether the
o field has been(cleared by means other than NC-SI (possibly by the host) since it was la
NC-SI. Counting‘shall resume from 0 after a counter has been cleared. Table 98 shows t
Last Read-fields format.

FomMmand-specific reason code is identified for this response.

t read by
he Counters

IMPLEMENTATION NOTE

Table 98 — Counters Cleared from Last Read Fields format

Field Bits Mapped to counter numbers
MS Bits | 0..6 32..38

7..31 | Reserved
LS Bits | 0..31 | 0..31

The Get Controller Packet Statistics response contains the following counters related to flow

control: Pause XON Frames Received, Pause XOFF Frames Received, Pause XON Frames Transmitted, and Pause XOFF Frames
Transmitted. An implementation can optionally include Priority-Based Flow Control (PFC) packets in these counters.
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5.4.4.51 Get NC-SI Statistics command (0x19)

In addition to the packet statistics accumulated on the LAN network interface, the channel separately

accumulates a variety of NC-SI specific packet statistics for the channel.

The Get NC-SI Statistics command may be used by the Management Controller to request that the channel send a
copy of all current NC-SI packet statistic values for the channel. The implementation may or may not include
statistics for commands that are directed to the package.

Table 99 describes the packet format of the Get NC-SI Statistics command.

Table 99 — Get NC-SI Statistics command packet format

Bits
Bytes 31..24 23..16 15..08 07..00
00.{15 NC-SI Header
16./19 Checksum
20.45 Pad

5.4.452 Gel NC-SI Statistics response (0x99)

In the absende of any error, the channel shall process and respond.to the Get NC-SI Statistics comma

sending the response packet and payload as Table 100 shows.

Table 100 — Get NC-SI Statistics response packet format

nd by

Bits

Bytes 31..24 23..16 15..08 07..00
00.{15 NC-SI| Header,
16.J19 ResponseCode Reason Code
20.123 NC-SLCommands Received
24.127 NE=SI Control Packets Dropped
28.831 NC-SI Command Type Errors
32.135 NC-SI Command Checksum Errors
36.39 NC-SI Receive Packets
40.43 NC-SI Transmit Packets
44 A7 AENs Sent
48..51 Checksum
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The Get NC-SI Statistics Response frame contains a set of statistics counters that monitor the NC-SI traffic in the
Network Controller.

Counters that are supported shall be reset to 0x0 when entering into the Initial State and after being read.
Implementation of the counters that Table 101 shows is optional. The Network Controller shall return any

unsupported counter with a value of OXxFFFFFFFF. Counters may wraparound or stop if they reach
0xFFFFFFFE. It is vendor specific how NC-SI commands that are sent to the package ID are included in the NC-SI

statistics.

Currently no command-specific reason code is identified for this response.

Table 101 — Get NC-SI Statistics counters
Counter Name Meaning q>')
number /\Q) .
1 NC-SI Commands For packets that are not dropped, this field returns the number-of NC-SI Corjtrol packets
RReceived received and identified as NC-SI commands.
2 NC-SI Control Counts the number of NC-SI Control packets that wefe'‘received and dropped (Packets
fPackets Dropped with correct FCS and EtherType, but are dropped for.one of the other reasons listed in
5.2.9.2.1). NC-SI Control Packets that were dropped because the channel II[D was not
valid may not be included in this statistics counter.
3 NC-SI Unsupported | Counts the number of NC-SI command pacKets that were received, but are pot
Commands supported. (Network controller responded to the command with a Command
RReceived Unsupported response code).
4 NC-SI Command Counts the number of NC-SI Caontrol Packets that were received but droppefl because of
Checksum Errors an invalid checksum (if checksum is provided and checksum validation is supported by
the channel)
5 NC-SI Receive Counts the total numberof NC-SI Control packets received. This count is th¢ sum of NC-
fPackets S| Commands Received and NC-SI Control Packets Dropped.
6 &C-SI Transmit Counts the total number of NC-SI Control packets transmitted to the Managément
ackets Controller. This.count is the sum of NC-SI responses sent and AENSs sent.
7 AENSs Sent Counts the total number of AEN packets transmitted to the Management Coptroller
5.4.453 Ge NC-SI Pass-thrqough Statistics command (0x1A)
The Get NC-S] Pass-through Statistics command may be used by the Management Controller to requgst that the
channel send|a copy of all.current NC-SI Pass-through packet statistic values.
Table 102 describes the)packet format of the Get NC-SI Pass-through Statistics command.
Table 102 — Get NC-S| Pass-through Statistics command packet format

Bits
Bytes 31..24 23..16 15..08 07..00
00..15 NC-SI Header
16..19 Checksum
20..45 Pad
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t NC-SI Pass-through Statistics response (0x9A)

In the absence of any error, the channel shall process and respond to the Get NC-SI Pass-through Statistics

command by

sending the response packet and payload that Table 103 shows.

Table 103 — Get NC-SI Pass-through Statistics response packet format

Bits
Bytes 31..24 23..16 15..08 07..00
00..15 NC-SI Header
16./19 Response Code | Reason Code
20.b7 Pass-through TX Packets Received on NC-SI Interface
(Management Controller to Network Controller)
28.131 Pass-through TX Packets Dropped
32.135 Pass-through TX Packet Channel State Errors
36.139 Pass-through TX Packet Undersized Errors
40.43 Pass-through TX Packet Oversized Errors
44 .47 Pass-through RX Packets Received on LAN Interface
48.551 Total Pass-through RX Packets Dropped
52./55 Pass-through RX Packet Channel State Errors
56./59 Pass-through RX Packet Undersized Errdrs,
60.J)63 Pass-through RX Packet Oversized Errors
64.167 Checksum
The Get NC-S] Statistics Response frame contains a set of statistics counters that monitor the NC-SI P

traffic in the
after being rd

Implementat
unsupported
64-bit counte
OXFFFFFFF

ad.

FFFFFFEFE for 645bit counters.

Table 104 — Get NC-SI Pass-through Statistics counters

Network Controller. Supported countérs shall be reset to 0x0 when entering the Initial

hss-through
btate and

on of the counters that Table 104 shows is optional. The Network Controller shall returp any
counter with a value of xFFFFFFFFF for 32-bit counters and OxFFFFFFFFFFFFFF
rs. Counters may wraparound or stop if they reach OxFFFFFFFE for 32-bit counters 3

F'E for
nd

Counter

number I‘fame Meaning

|

1 [otal Pass-through TX Packets Tounts the number of Pass-through packets torwarded by the channel to the LAN
Received (Management
Controller to Channel)

2 Total Pass-through TX Counts the number of Pass-through packets from the Management Controller
Packets Dropped that were dropped by the Network Controller
(Management Controller to
Channel)

3 Pass-through TX Packet Counts the number of egress management packets (Management Controller to
Channel State Errors Network Controller) that were dropped because the channel was in the disabled
(Management Controller to state when the packet was received
Channel)
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Counter

number Name Meaning

4 Pass-through TX Packet Counts the number of Pass-through packets from the Management Controller
Undersized Errors that were undersized (under 64 bytes, including FCS)
(Management Controller to
Channel)

5 Pass-through TX Packet Counts the number of Pass-through packets from the Management Controller
Oversized Errors that were oversized (over 1522 bytes, including FCS)
(Management Controller to
Channel)

6 Total Pass-through RX Counts the number of Pass-through packets that were received on the LAN
Packets Received On the interface of the channel. This counter does not necessarily count the number of
UAN Interface (LAN to packets that were transmitted to the Management Controller, becapise some of
Channel) the packets might have been dropped due to RX queue overflow:

7 Total Pass-through RX Counts the number of Pass-through packets that were rec€ived onfthe LAN
Rackets Dropped (LAN to interface of the channel but were dropped and not transmitted to the
Channel) Management Controller

8 Rass-through RX Packet Counts the number of ingress management packets‘(channel to Management
Channel State Errors (LAN to | Controller) that were dropped because the channel' was in the disapled state
Channel) when the packet was received. The NC may also count packets that were

dropped because the package was in the\deselected state.

9 Rass-through RX Packet Counts the number of Pass-through packets from the LAN that wefe
Undersized Errors (LAN to undersized (under 64 bytes, including-FCS)
Channel)

10 Rass-through RX Packet Counts the number of Pass-thfough packets from the LAN that wefe oversized
Qversized Errors (LAN to (over 1522 bytes, including*ECS)
Channel)

Currently no

5.4.455 Ge

The Get Pack
package. The
is, the comm
and the Inter

Table 105 de

fommand-specific reason code is identified far this response.

t Package Status command_(0X1B)

hge Status command provides @ way for a Management Controller to explicitly query the
Get Package Status command'is addressed to the package, rather than to a particular ¢
hnd is sent with a ChannelMD where the Package ID subfield matches the ID of the inten
hal Channel ID subfield'is set to O0x1F).

cribes the packetformat of the Get Package Status command.

Table 105 — Get Package Status packet format

b status of a

];annel (that

ed package

Bits
Bytes 31..24 23..16 15..08 07..00
00..15 NC-SI Header
20..23 Checksum
24..45 Pad

5.4.4.56

Get Package Status response (0x9B)

Currently no command-specific reason code is identified for this response (see Table 106).
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Table 106 — Get Package Status response packet format

Bits
Bytes 31..24 23..16 15..08 07..00
00..15 NC-SI Header
16..19 Response Code Reason Code
20..23 Package Status
24..27 Checksum
28..45 Pad

Table 107 — Package Status field bit definitions

Bit

position Field description Value description

0 Hardware Arbitration 0b = Hardware arbitration is non-operational (inactive) or unsupported.

Status NOTE This means that hardware arbitration tokens are not flowing through this NIC.
1b = Hardware arbitration is supported, active, and implémented for the package on the given
system.

31.1 Reserved Reserved
5.4.457 OHM command (0x50)
The OEM comimand may be used by the Management Controller to request that the channel provide|vendor-

specific information. The Vendor Enterprise Number is the;unique MIB/SNMP Private Enterprise number assigned

by IANA per ¢

Use of the ogtional checksum field is unspecified in ©EM commands.

rganization. Vendors are free to define their own internal data structures in the vendor|

data fields.

Table 108 describes the packet format of the QEM command.
Table108 — OEM command packet format
Bits
Bytes 31..24 23..16 15..08 07..00
00.{15 NC-SI Header
16.119 Manufacturer ID (IANA)
20.4. Vendor-Data

5.4.458 OEM response (0xDO0)

The channel shall return the “Unknown Command Type” reason code for any unrecognized enterprise number,
using the packet format that Table 109 shows. If the command is valid, the response, if any, is allowed to be

© ISO/IEC 2024 - All rights reserved

101



http://www.iana.org/assignments/enterprise-numbers
https://iecnorm.com/api/?name=957d954e49b6813f9ede6579e130614a

ISO/IEC 24079:2024(en)

vendor-specific. The 0x8000 range is recommended for vendor-specific code. Use of the optional checksum field
is unspecified in OEM responses. Currently no command-specific reason code is identified for this response.

Table 109 — OEM response packet format

Bits
Bytes 31..24 23..16 15..08 07..00
00..15 NC-SI Header
16..19 Response Code Reason Code
20..23 Manufacturer ID (IANA)
24.]. Return Data (Optional)
5.4.459 PLDM Request (0x51)
The PLDM Request Message may be used by the Management Controller to send PLDIM commands oyver NC-
SI/RBT. This gommand may be targeted at the entire package or a specific channel'Table 110 illustrates the
packet formalt of the PLDM Request Message over NC-SI/RBT.
Table 110 — PLDM Request packetfermat
Bits
Bytes 31..24 23..16 15..08 07..00
00.J15 NC-SI Header
16.[19 PLDM Message Common Fields
20. PLDM Message Payload»(zero or more bytes) + Payload Pad (see 5.4.2.2.2)
Checksum
Ethernet Packet Pad (optional—See 5.4.2.2.4)
Refer to the PLDM Base specification (DSP0240) for details on the PLDM Request Messages.
5.4.4.60 PLDM Response (0xD1)
The PLDM Response Méessage may be used by the Network Controller to send PLDM responses over
The package phall, innthe absence of a checksum error or identifier mismatch, always accept the PLDN
Command and sehd a response.

Table 111 — PLDM Response packet format

Bits
Bytes 31..24 23..16 15..08 07..00
00..15 NC-SI Header
16..19 Response Code | Reason Code
20..23 PLDM Message Common Fields PLDM Completion
Code
24.. PLDM Message Payload (zero or more bytes) + Payload Pad (see 5.4.2.2.2)

Checksum

Ethernet Packet Pad (optional—See 5.4.2.2.4)
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Refer to the PLDM Base specification (DSP0240) for details on the PLDM Response Messages.

Note, the NC-SI PLDM Response (0xD1) response/reason codes are only used to report the support, success, or
failure of the PLDM Request command (0x51) at the NC-SI over RBT messaging layer. The PLDM Completion
Code is used for determining the success or failure of the encapsulated PLDM Commands at the PLDM messaging
layer.

5.4.4.61 Get Package UUID command (0x52)

The Get Package UUID command may be used by the Management Controller to query Universally Unique
Identifier (U B} atsoreferredtoasaglobaty unituetB{6UtB}; of theNetworkControtteroverNE=S|/RBT. This
command is fargeted at the entire package. This command can be used by the MC to correlate endpgints used on
different NC-Bl transports (such as, RBT, MCTP).

Table 112 illustrates the packet format of the Get Package UUID Command over NC-SI/RBT\

Table 112 — Get Package UUID command packet format

Bits
Bytes 31..24 23..16 15..08 07..00
00.{15 NC-SI Header
16.J19 Checksum
20.45 Pad

5.4.4.62 Ge Package UUID response (0xD2)

The package fhall, in the absence of an error, always accept the Get Package UUID command and ser{d the
response packet that Table 113 shows. Currently no command-specific reason code is identified for this response.

Table 113'='Get Package UUID response packet format

Bits
Bytes 31..24 23..16 15..08 07..00
00.{15 NC-SI Header
16.J19 Response Code Reason Code
20.135 UUID bytes 1:16, respectively
36.139 Checksum
40..45 Pad

The individual fields within the UUID are stored most-significant byte (MSB) first per the convention described in
RFC4122. RFC4122 specifies four different versions of UUID formats and generation algorithms suitable for use for
a UUID. These are version 1 (0001b) "time based", and three "name-based" versions: version 3 (0011b) "MD5
hash", version 4 (01 00b) "Pseudo-random", and version 5 "SHA1 hash". The version 1 format is recommended.
However, versions 3, 4, or 5 formats are also allowed. See Table 114 for the UUID format version 1.
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Table 114 — UUID format

Field UUID byte | MSB
time low 1 MSB
2
3
4
time mid 5 MSB
6
time high and version 7 MSB
8
clock seq and reserved | 9 MSB
10
node 11 MSB
12
13
14
15
16

5.4.5 AEN packet formats

545.1 Lirlk Status Change AEN

The Link Statyis Change AEN indicates to the Management Controller any changes in the channel’s external
interface link|status.

This AEN sholild be sent if any change occurred-in the link status (that is, the actual link mode was changed). The
Link Status and OEM Link Status fields reproduce the bit definitions defined in the Get Link Status Regponse
Packet (see Tpble 48).

Table 115 illustrates the packet format of the Link Status Change AEN.

Table 115 — Link Status Change AEN packet format

Bits
Bytes 31..24 23..16 15..08 07..00
00..75 AEN Header
16..19 Reserved AEN Type = 0x00
20..23 Link Status
24.27 OEM Link Status
28..31 Checksum

5.4.5.2 Configuration Required AEN

The Configuration Required AEN indicates to the Management Controller that the channel is transitioning into the
Initial State. (This AEN is not sent if the channel enters the Initial State because of a Reset Channel command.)
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This AEN might not be generated in some situations in which the channel goes into the Initial State. For example,
some types of hardware resets might not accommodate generating the AEN.

Table 116 illustrates the packet format of the Configuration Required AEN.

Table 116 — Configuration Required AEN packet format

Bits
Bytes 31..24 23..16 15..08 07..00

00..15 AEN Header

16.119 Reserved I AENType=10301

20.123 Checksum
5.4.5.3 Hopt Network Controller Driver Status Change AEN
This AEN indifates a change of the Host Network Controller Driver Status. Table 117 illdstrates the pdcket format
of the AEN.

Table 118 shq

Table 117 — Host Network Controller Driver Status Change AEN packet format

Bits
Bytes 31..24 23..16 15..08 07..00
00.J15 AEN Header
16.J19 Reserved AEN Type = 0502
20.23 Host Network Controller Driver Status
24.27 Checksum

ws the format of the Host Network Controller Driver Status field.

Table 118 — Host Network Controller Driver Status format

Bit Name Description
position
0 Host Network Controller 0b = The Network Controller driver for the host external network interface associatg¢d with this
Driver Stafus channel is not operational (not running).
1b = The Network Controller driver for the host external network interface associatg¢d with this
channel is being reported as operational (running).
l..31 Ir‘CDCI VCd R!.J\.lvl.d

5.5 Packet-based and op-code timing

Table 119 presents the timing specifications for a variety of packet-to-electrical-buffer interactions, inter-packet
timings, and op-code processing requirements. The following timing parameters shall apply to NC-SI over RBT
binding defined in this specification.
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Table 119 — NC-SI packet-based and op-code timing parameters

Name Symbol | Value Description
Package Deselectto | T1 200 ps, max Maximum time interval from when a Network Controller completes
Hi-Z Interval transmitting the response to a Deselect Package command to when the
Network Controller outputs are in the high-impedance state
Measured from the rising edge of the first clock that follows the last bit of
the packet to when the output is in the high-impedance state as clause
5.6 defines
Package Output to T2 2 clocks, min Minimum time interval after powering up the output drivers before a
Data Network Controller starts transmitting a packet through the NC-SI
interface
Measured from the rising edge of the first clock of the packe
Network Confroller T4 2's, max Time interval from when the NC-SI on a Network Contraller is powered
Power Up Rdady up to when the Network Controller is able to respond to-commands over
Interval the NC-SI
Measured from when Vet becomes available
Normal Execption T5 50 ms, max Maximum time interval from when a contréller receives a conmand to
Interval when it delivers a response to that command, unless otherw|se specified
Measured from the rising edge of the first clock following thellast bit of
the command packet to the rising edge of the clock for the fifst bit of the
response packet
Asynchronous Reset | T6 2's, max Interval during which a contreller is allowed to not recognize |or respond
Interval to commands due to ap’Asynchronous Reset event
For a Management.Controller, this means that a Network Cgntroller could
become unrespaonsive for up to T6 seconds if an Asynchrongus Reset
event occurs. This'is not an error condition. The Management Controller
retry behavior'should be designed to accommodate this possibility.
Synchronous|Reset T7 2 s, max Interval ddring which a controller may not recognize or respgnd to
Interval requests due to a Synchronous Reset event
Measured from the rising edge of the first clock following the|last bit of
the Reset Channel response packet
Token Timeoput T8 32,000 Number of REF_CLKs before timing out while waiting for a TTOKEN to be
REF_CLK min~| received
Op-Code T9 32 REE_GLK Number of REF_CLKs after receiving an op-code on ARB_II\ to decode
Processing max the op-code and generate the next op-code on ARB_OUT
Measured from the falling edge of the last bit of the op-code [received on
ARB_IN to the rising edge of the next op-code on ARB_OUT|
Op-Code Bygass T10 32 REF_CLK Number of REF_CLK delays between a bit received on ARB| IN and the
Delay max corresponding bit passed on to ARB_OUT while in Bypass Mode
Measured from the falling edge of the last bit of the op-code [received on
ARB_IN to the rising edge of the next op-code on ARB_OUT
TOKEN to RXD Ti1 T2 min, 32 Number of REF_CLKs after receiving TOKEN to when pacth data is
REE CIK driven onto the RXD lines
max Measured from the falling edge of the last bit of the op-code received on
ARB_IN to the rising edge of the next op-code on ARB_OUT
Max XOFF Renewal | T12 50,331,648 Maximum time period (3 XOFF Frame timer cycles) during which a
Interval REF_CLK channel within a package is allowed to request and renew a single XOFF
max condition after requesting the initial XOFF
IPG to TOKEN Op- T13 6 REF_CLK Maximum number of REF_CLKs that the beginning of TOKEN
code Overlap max transmission can precede the end of the Inter Packet Gap. For more

information, see 5.3.3.8.

NOTE

If hardware arbitration is in effect, the hardware arbitration output buffer enable/disable timing specifications take precedence.
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5.6 RBT Electrical specification

5.6.1 Topologies

The electrical specification defines the NC-SI electrical characteristics for one management processor and one to
four Network Controller packages in a bussed “multi-drop” arrangement. The actual number of devices that can
be supported may differ based on the trace characteristics and routing used to interconnect devices in an
implementation.

Figure 16 shows an example topology.

|— “Vief’ LAN “Vief” LAN
Network Controller Network Controller|
Package A ARB(2) Package B
- ARB_IN ARB_OUT [— —]ARB_IN ARB_OUT
: 5 GND : ‘&GND
“Vr f” PN PN P N P, N ’I\ ARB(1) p, N p, N y, N y N ’I\
‘ P, P, N y, N\ REF CLK (]
® A A ,:‘ CRS DV :
¢ ~ RXD[1:0] .
Marniagement ~ TXD[1:0] .
Cantroller ' .
: RX ERR '
............ .- e o o oo ® o b o6 o o @ e o o & &
Clock
Generator
¢GND

Figure 16 — Example NC-STsignal interconnect topology

5.6.2 Electrical and signal characteristics and requirements

5.6.2.1 Companion specifications

Implementations of the physical interface and signaling for the NC-SI shall meet the specifications in RMII and
IEEE 802.3, except where those requirements differ or are extended with specifications provided in this
document, in which case the specifications in this document shall take precedence.
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5.6.2.2 Full-duplex operation

NC-SI RBT is specified only for full-duplex operation. Half-duplex operation is not covered by this specification.

5.6.2.3 Signals

Table 120 lists the signals that make up the NC-SI physical interface.

Unless otherwise specified, the high level of an NC-SI signal corresponds to its asserted state, and the low level
represents the de-asserted state. For data bits, the high level represents a binary '1' and the low level a binary '0."'

Table 120 — Physical NC-SlI signals

Direction (with O,) l/
Direction (with respect to the /\
respect to the Management b‘Q
Network Controller (1/ Mandatory or
Signal Name Controller) MAC) Use (/C) Optional
REF_CIK & Input Input Clock reference for receive,\transmit, and | M
control interface
CRS_DY M Output Input Carrier Sense/Recéive*Data Valid M
RXDI[1:Q] Output Input Receive data M
TX_EN Input Output Transmit enahble M
TXD[1:d] Input Output Transmijt.data M
RX_ER Output Input Receive error (0]
ARB_IN Input [© N/A Network Controller hardware arbitration ol
Input
ARB_OUT Output[© N/A Network Controller hardware arbitration o
Output
@ A dgvice can provide an additional option\to.allow it to be configured as the source of REF_CLK, in which case the |device is
not fequired to provide a separate REF.CLK input line, but it can use REF_CLK input pin as an output. The selectdd
configuration shall be in effect at NC-Sl*power up and remain in effect while the NC-SI is powered up.
bl In tle RMII Specification, the Mi, Carrier Sense signal, CRS, was combined with RX_DV to form the CRS_DV signgl. When
the NC-Sl is using its specijfied.full-duplex operation, the CRS aspect of the signal is not required; therefore, the sighal shall
provide only the functionality.of RX_DV as defined in IEEE 802.3. (This is equivalent to the CRS_DV signal states in RMII
Spegification when a carrier is constantly present.) The Carrier Sense aspect of the CRS_DV signal is not typically
applicable to the NG-SNdecause it does not typically detect an actual carrier (unlike an actual PHY). However, the INetwork
Controller shouldemulate a carrier-present status on CRS_DV per [EEE 802.3 in order to support Management Cantroller
MACSs that may require a carrier-present status for operation.
[ If hgrdware arbitration is implemented, the Network Controller package shall provide both ARB_IN and ARB_OUT
conpections. In some implementations, ARB_IN may be required to be tied to a logic high or low level if it is not usgd.

5.6.2.4 High-impedance control

Shared NC-SI operation requires Network Controller devices to be able to set their NC-SI outputs (RXD[1:0],
CRS_DV, and, if implemented, RX_ER) into a high-impedance state either upon receipt of a command received
through NC-SI, or, if hardware-based arbitration is in effect, as a result of hardware-based arbitration. A pull-
down resistor should be provided on high impedance lines in a way that will keep the Cio.q value so that the line
won’t float.

Network Controller packages shall leave their NC-SI outputs in the high-impedance state on interface power up
and shall not drive their NC-SI outputs until selected. For additional information about Network Controller
packages, see 5.4.4.5.
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Unless otherwise specified, for NC-SI output signals in this specification, the high-impedance state is defined as
the state in which the signal leakage meets the |, specification provided in 5.6.2.5.

5.6.2.5 DC characteristics

This clause defines the DC characteristics of the NC-SI physical interface.

5.6.2.5.1 Signal levels

CMOS 3.3 V signal levels are used for this specification.

The following characteristics apply to DC signals:

e Unlegs otherwise specified, DC signal levels and V.. are measured relative to Ground-(GND) at the
respdctive device providing the interface, as Figure 17 shows.

e Inpuf specifications refer to the signals that a device shall accept for its input signals, as meas

devide.

ured at the

e Outppt specifications refer to signal specifications that a device shallemit for its output signals, as

meadured at the device.

SIGNAL
SIGNAL » SIGNAL-L
Zsignal
+ +
Device Vieid Veer Device
A B
GND
IGND GNDg
Zgnd
Figure 17 — DC measurements
Table 121 prgvides-DC specifications.
Table 121 — DC specifications
Parameter Symbol Conditions Minimum Typical Maximum Units
IO reference voltage Vret & 3.0 3.3 3.6 \%
Signal voltage range Vabs —-0.300 3.765 \%
Input low voltage Vil 0.8 \%
Input high voltage Vin 2.0 \Y,
Input high current lin Vin = Vret = Vet Max 0 200 HA
Input low current li Vin=0V =20 0 HA
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Parameter Symbol Conditions Minimum Typical Maximum Units
Output low voltage Vol lot = 4 MA, Vret = min 0 400 mV
Output high voltage Voh loh = =4 MA, Vet = mMin 2.4 Vref \%
Clock midpoint reference Vckm 1.4

level

Leakage current for output | I 0 < Vin < Vref -20 20 HA
signals in high-impedance at Vref = Vier,max

state

[a]

Vet = Bus high reference level (typically the NC-SI logic supply voltage). This parameter replaces the term supply voltage
because actual devices may have internal mechanisms that determine the operating reference for the NC-SI that are different

from the devices’ averall power supply inputs
Vet i a reference point that is used for measuring parameters (such as overshoot and undershoot) and for determin|ng limits
on signal levels that are generated by a device. In order to facilitate system implementations, a device shall provide g
mechanism (for example, a power supply pin, internal programmable reference, or reference level pin) to allow V. tp be set to
withim 20 mV of any point in the specified V. range. This approach enables a system integrator to establishr an interpperable
Vet Igvel for devices on the NC-SI.

5.6.2.6 A( characteristics

This clause dg

56.26.1 R

pfines the AC characteristics of the NC-SI physical interface.

se and fall time measurement

Rise and fall fime are measured between points that cross 10%.and 90% of V.. (see Table 121). The npiddle points

(50% of Vief) ¢

56.26.2 R

In Figure 18,
Vckm to Vckm

56.26.3 D

In Figure 18,
between 10 y

of two NC-SI devices and represents maximum clock skew between any two devices in th

re marked as Vam and Vi, for clock and data, respectively.

FF CLK measuring points

REF_CLK duty cycle measurements are made from Vem to Vekm. Clock skew Tskew is meast

hta, control, and status signal measuring points

il timing measurements are made between Vim and V. Teo is measured with a capaciti
F and 50 pF. Rropagation delay Tprop is measured from Vi, on the transmitter to Vi, on th

gray signals changing \

red from
P system.

ve load
e receiver.

SIGNALS
90% = —— V —
vm = —
GND —10%= ——
REF CLK - Tco Tsu =< Thq P>
— 90% - ‘\ \
Vckm \ \
10% r— \ ¥ ™ 4
GND ——
- Tek P

Figure 18 — AC measurements
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