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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
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Introduction

Neural networks are widely used to perform complex tasks in various contexts, such as
natural language processing and predictive maintenance. Al system quality models compris

image or
e certain

characteristics, including robustness. For example, ISO/IEC 25059:2023,[11 which extends the SQuaRE
International Standards[2] to Al systems, considers in its quality model that robustness is a sub-
characteristic of reliability. Demonstrating the ability of a system to maintain its level of performance
under varying conditions can be done using statistical analysis, but proving it requires some form of

formal analysis. In that regard formal methods can be complementary to other. methods in

order to

rease trust in the robustness of the neural network.

rmal methods are mathematical techniques for rigorous specification,and verification ‘of
d hardware systems with the goal to prove their correctness. Formal methods' ¢an be
mally reason about neural networks and prove whether they satisfy relevant robustness pr
r example, consider a neural network classifier that takes as input an image and)outputs a |

nction that takes the pixel intensities of an image as input, computes/the probabilities
ssible class from the fixed set, and returns a label ‘corresponding tojhe highest probabi
mal model can then be used to mathematically reason about theyiéural network when

age is modified. For example, suppose when given a concrete image for which the neural
tputs the label “car” the following question can be asked: “doeg\lfe network output a diffe]
iffthe value of an arbitrary pixel in the image is modified?” This(question can be formulated as

thematical statement that is either true or false for a givéisneural network and image.
N

A]classical approach to using formal methods consists ©f three main steps that are describé

software

used to
operties.
hbel from

ixed set of classes (such as car or airplane). Such a classifier can be formalized as a mathematical

for each
lity. This
the input
network
rent label
a formal

bd in this

d¢cument. First, the system to be analyzed is form defined in a model that precisely captures all

possible behaviours of the system. Then, a requiglement is mathematically defined. Finally,
thod, such as solver, abstractinterpretation ermodel checking, is used to assess whether tH

a formal
e system

This document covers seyeral availableXformal method (techniques. At each stage of the
the document presents criteria that age applicable to assess the robustness of neural netw

in| terms of scalability, however, t'h‘ey are still applicable to all types of neural networks p¢
vgrious tasks enseveral data txf)és. While formal methods have long been used on traditional
systems, the.use of formal‘r\néthods on neural networks is fairly recent and is still an activ
investigation. X

This.document is zp'm\é‘d at helping Al developers who use neural networks and who are tag
adsessing their robustness throughout the appropriate stages of the Al life cycle. ISO/IEC TR
pjovides a more-detailed overview of the techniques available to assess the robustness
ngtworks, beyond the formal methods described in this document.

ets the given requirement; yielding either-aproof, a counterexample or an inconclusive res:lllt.

ife cycle,
orks and

tq establish how neural networks_at€ verified by formal methods. Formal methods can haye issues

rforming
software
e field of

ked with
24029-1
bf neural
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Artificial intelligence (AI) — Assessment of the robustness
of neural networks —

Part 2:
Methodology for the use of formal methods
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undated references, the latest edition of the referenced docament (including any amendments

Scope

1is document provides methodology for the use of formal methods'to assess robustness pro
ural networks. The document focuses on how to select, apply‘and manage formial methods
bustness properties.

(P

Normative references 1

e following documents are referred to in the text in such a w\); that some or all of thei
nstitutes requirements of this document. For-dated referen@;es only the edition cited ap

N
0/1EC 22989:2022, Information technology — Artlflaal‘mtelllgence — Artificial intelligence
d terminology \ <

0/1EC 23053:2022, Framework for Artificial Int;elﬁgence (Al) Systems Using Machine Learning

%
AN

Terms and definitions %

\
r the purposes. of, this documen‘t,\ the terms and "definitions given in ISO/IEC 229

0/IEC 23053:2022)and the following apply.

LS

0 and IEC.maintain terminglbgy databases for use in standardization at the following addre
\‘\

“\
ISO Online browsing platform: available at https://www.iso.org/obp

[EC Electrope@ia‘:ia}/ailable at https://www.electropedia.org/

E

bmain
t of possible inputs to a neural network characterized by attributes of the environment

berties of
to prove

I content
blies. For
applies.
concepts

(ML)

89:2022,

BSES:

(AMPLE 1  Aneural network performing a natural language processing taskis manipulating texts

composed

sentence

A ed for each
sentence.

EXAMPLE 2 A face capture domain requirements can rely on attributes such as that the size of faces is at

least 40 pixels by 40 pixels. That half-profile faces are detectable at a lower level of accuracy, provided most of
the facial features are still visible. Similarly, partial occlusions are handled to some extent. Detection typically
requires that more than 70 % of the face is visible. Views where the camera is the same height as the face perform
best and performance degrades as the view moves above 30 degrees or below 20 degrees from straight on.

Note 1 to entry: An attribute is used to describe a bounded object even though the domain can be unbounded.

©
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attribute
property or characteristic of an object that can be distinguished quantitatively or qualitatively by
human or automated means

[SOURCE
3.3

: ISO/IEC/IEEE 15939:2017, 3.2, modified — "entity" replaced with "object".]

bounded domain
set containing a finite number of objects

EXAMPLH1 The domain of all valid 8-bit RGB images with n-pixels is bounded by its;size which is at ‘mgdst
25637,
EXAMPLH2  The number of all valid English sentences is infinite, therefore this. domain is unbounded.
Note 1 to ¢ntry: The number of objects in an unbounded domain is infinite.
3.4 D
bounded object )'.
object represented by a finite number of attributes D
1
Note 1 tolentry: Contrary to a bounded object, an unbounded object is represented with an infinite number |of
attributeg. N X
X
3.5 >
stability] QO
extent tofwhich the output of a neural network remains the sanie when its inputs are changed
Note 1 to ¢ntry: A more stable neural network is less likely to C{lange its output when input changes are noise.
>
3.6 Q0
sensitivity
extent to|which the output of a neural network varies when its inputs are changed
N
Note 1 to|entry: A more sensitive neural netwdrk is less likely to change its outputs when input changes afre
informatiye. J
3.7 W&
. Q)
architecture >
fundamehtal ‘concepts or propérties of a system in its environment embodied in its elements,
relationships, and in the p;inciples of its design and evolution
3.8 h
relevande
ordered felative importance of an input's impact on the output of a neural network as compared to 4ll
other inputs
39
criterion

rule on which a judgment or decision can be based, or by which a product, service, result, or process can
be evaluated

[SOURCE
3.10

: ISO/IEC/IEEE 15289:2019 3.1.6]

time series
sequence of values sampled at successive points in time

[SOURCE

: ISO/IEC 19794-1:2011, 3.54]

© ISO/IEC 2023 - All rights reserved


https://iecnorm.com/api/?name=bbe591d4a3852641331baed9b4f73d6e

ISO/IEC 24029-2:2023(E)

3.11
reachability

property describing whether a set of states is possible to be reached by an Al agent in a given

environment

3.12
piecewise linear neural network
neural network using piecewise linear activation functions

Note 1 to entry: Examples of linear activation functions are Rectify linear unit or MaxOut,

313
binarized neural network
n¢ural network having parameters that are primarily binary

314
re¢current neural network
n¢ural network maintaining an internal state which encodes what the neural network has lear
prtocessing a subsequence of the input data )l"*’
A
315 1K
trjansformer neural network Q)
transformer XX
n¢ural network using a self-attention mechanisnito weight the §ffect of different parts of the i
>

dyring processing X

N

316
rﬂ?del checking R‘
formal expression of a theory ‘e

317 A
structural-based testing
glass-box testing

ite-box testing ~
uctural testing \

(&
\

dte 1 to entry:Structure-basedtesting is not restricted to use at component level and can be used af
g. menuitem coverage as pastof a system test.

ned after

hput data

t item

all levels,

telsting he Brincin est basis-is the externalinoy nd-outn of the test item

O v A - - - )
based on a specification, rather than its implementation in source code or executable software

[SOURCE: ISO/IEC/IEEE 29119-1:2022, 3,75]
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4 Abbreviated terms

Al artificial intelligence

BNN binarized neural networks

GNN graph neural networks

MILP mixed-integer linear programming

MRI magnetic resonance imaging

PLNN piecewise linear neural networks

ReLU rectified linear unit

RNN recurrent neural networks

SAR synthetic aperture radar )l":’

SMC satisfiability modulo convex ,:.‘\

SMT satisfiability modulo theories \ /,> s
X

5 Robustness assessment Q

5.1 Geperal ¥

In the context of neural networks, robustness specifi¢ations typically represent different conditiops
that can|naturally or adversarially. change in the,'aOmain (see 5.2) in which the neural network |is
deployed &

EXAMPLH1 Consider a neuralnetwork thatp eéésses medical images, where inputs fed to the neural netwofrk
are collecked with a medical'device that scang patients. Taking multiple images of the same patient naturally
does not groduce identical images. This is bégause the orientation of the patient can slightly change, the lightipg
in the room can change;anobject can begeflected or random noise can be added by image post-processing steps.

EXAMPLH2 Consider a neural gétwork that processes the outputs of sensors and onboard cameras of a
self-driving vehicle.)Due to the dynﬁ‘mic nature of the outside world, such as weather conditions, pollution and
lighting c¢nditions, the input tethe neural network is expected to have wide variations of various attributes.
\
Importaitly, these variations introduced by the environment are typically not expected to change
the neural network’s.tobustness. The robustness of the neural network can then be verified againlst
changes fo such efwironmental conditions by using relevant proxy specifications within the neural
network’s domain-of use.

Robustngssproperties can be local or global.l10 It is more common to verify local robustness propertips
than g]o alvrobustness properties _as the former are easier to cppr‘ify Local robustness properties ake
specified with respect to a sample input from the test dataset. For example, given an image correctly
classified as a car, the local robustness property can specify that all images generated by rotating the
original image within 5 degrees are also classified as a car. A drawback of verifying local robustness
propertiesis that the guarantees are local to the provided test sample and do not extend to other samples
in the dataset. In contrast, global robustness properties define guarantees that hold deterministically
over all possible inputs.[11] For domains where input features have semantic meaning, for example, air
traffic collision avoidance systems, the global properties can be specified by defining valid input values
for the input features expected in a real-world deployment. Defining meaningful input values is more
challenging in settings where the individual features have no semantic meaning. The set of robustness
properties described in this clause is not exhaustive and it is possible that new robustness properties
occur in the future.

4 © ISO/IEC 2023 - All rights reserved
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5.2 Notion of domain

Most Al systems, including neural networks, are intended to operate in a particular environment
where their performance characteristics can be defined and evaluated (typical metrics of evaluation
can be found in ISO/IEC TR 24029-1:2021, Table 1). Robustness, being one of the key performance
characteristics, is inseparable from the domain where a neural network is operating. The existence of
a bounded domain is implicit in many neural network applications (e.g. image classification expects
images of certain quality and in a certain format).

The agent paradigm shown in Figure 1 (reproduced from ISO/IEC 22989:2022, Figure 1) postulates that
aif agent senses its environment and acts on this environment towards achieving certain, gpals. The
distinct concepts Al agent and environment are emphasized in this paradigm. The notion-gf domain
cdptures the limitations of current technology where a neural network, being a particular type of Al
agent, is technically capable of achieving its goal only if it is operating on appropriate-inputs.

m

agent

,V
envirgnment
)

\/ N\,

sensing D)

N¢

\ v
Figure 1 — 'Ilhg agent paradigm

AN
-

The concept of domain rests on the folloWi{i{g'pillars:

\
— a domain shall be determined by\a set of attributes which are clearly defined (i.e. th¢ domain
contains bounded objects); \

LS

— the specification of domatishould be sufficient for the Al system to conduct one or more giyen tasks
as intended; e

\ )
— data.used for training should be representative of data expected to be used for inference.

O
Egtablishing a demain involves specifying all data attributes essential for the neural netwprk to be
cdpable of achieving its goal.

S¢veral popular domains of application of neural networks cover applications in visiorn, speech
pfocessing“and robotics. To describe these domains, and more importantly their variahility, the
afftributes used are generally numerical. Examples include the shape of an object in an irmage, the
inftefisity of some pixels or the amplitude of an audio signal.

However, other domains can be expressed through non-numerical attributes including natural language
processing, graph and Big Code (the use of automatically learning from existing code). In these cases,
the attributes can be non-numerical, for example, the words in a sentence or the edges in a graph.

The attributes allow the Al developer to generate another instance in the domain from an existing
instance. The attributes should be bounded in the robustness specification.

© ISO/IEC 2023 - All rights reserved 5
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5.3 Stability

5.3.1 Stability property

A stability property expresses the extent to which a neural network output remains the same when
its inputs vary over a specific domain. Checking the stability over a domain where the behaviour is
supposed to hold allows for checking whether or not the performance can hold too. A stability property
can be expressed either in a closed-end form (e.g. “is the variation under this threshold?”) or an open-
ended form (e.g. “what is the largest stable domain?”).

In order fo prove that a neural network remains performant in the presence of noisy inputs, a stability
property| shall be expressed. A stability property should be used on domains of.uses which, interms
of expected behaviour, present some regularity properties. A stability property.should not bé used ¢n
a chaotic|system as it is not relevant. However, even when the regularity of the domain is not easy fo
affirm (e)g. chaotic system), the stability property can be used to compare neural networks.

5.3.2 Stability criterion >
A stability criterion establishes whether a stability property-helds within a §pé’cific domain, not julst
for a spefific set of examples or for a subset of the domain such as training{er validation datasets.|A
stability friterion can be checked using formal methods deseribed in 6‘.2_./\ J
v

A stabilitly criterion shall define at least the domain value space and output value space on which it hps

been megdsured and the stability property expected. \

A stabilitly criterion may be used as one of the-criteria to corrlpar\e models.
For a conpparison to be accurate, the following requireme{}ts\s‘hall be met:
— the neural networks perform the same task; Q0 \

— the stability criterion is used on the same do‘m‘;fn;

— the sfability criterion.proves the same objéétive.

Q
For exanjple, for a neural network doing classification, a stability criterion assesses whether or npt
a particylar decision holds for everyiinput in the domain. For a neural network doing regression|a
stability friterionassesses whetherﬁyl‘ not the regression remains stable on the domain.
\ )

To be applicable,-a stability eriterion relies on pre-existing information of the expected output of the
neural n¢twerk. This 1nforzmat\10n can be known by the Al developer or can be determined by another
means (Ysing simulation or: solver systems). It is well-suited to assess the robustness over a domajin
where thE expected ariswer is known to be similar. For this reason, a stability criterion is recommend¢d
for any dgcision-making process handled by a neural network (e.g. classification, identification).

5.4 Sensitivity

54.1 ensitivity property

A sensitivity property on a neural network expresses the extent to which the output of a neural network
varies when its inputs are changed. In order to assess the robustness on a domain, it is sometimes
necessary to check the variability of a system. A sensitivity analysis can be carried out to determine
how much the system varies and the inputs which can influence that variance. This analysis is then
compared to a pre-existing understanding of the expected performance of the system.

When a sensitivity analysis is used to determine whether a neural network stays bounded, the
sensitivity analysis shall be used over a domain. As is the case for the stability property, sensitivity
analysis is more suited for domains of use which present some regularity properties.

6 © ISO/IEC 2023 - All rights reserved
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5.4.2 Sensitivity criterion

As a sensitivity criterion expresses a property over a domain (and not a specific set of examples) it can
be checked using formal methods described in 6.2.

A sensitivity criterion shall define at least the domain on which it has been measured and what are the
sensitivity thresholds to be checked.

A sensitivity criterion may be used to compare different neural network architectures or trained
models. For a comparison to be accurate, the following requirements shall be met:

— the neural networks shall perform the same task;
— the sensitivity criterion shall be used on the same domain;
— the sensitivity criterion shall prove the same objective.

Al sensitivity criterion is especially well-suited for neural(networks performing interpofation or
rdgression tasks. For these kinds of tasks, it often allows a direct proof agaiitst a ground truth that can

h¢ld over a domain. D¥
9.
Alsensitivity criterion is usually expressed in a closed-form as a threshold of variation over a specific
d¢main of variation of the inputs. /\ .
V)
X
5{5 Relevance ta
N
D)

5/5.1 Relevance property &
\ v
Alrelevance property on a neural network exprégses an ordering of the impact of the inpufs on the
oytputs. For each output, a relevance can be calculated. It expresses the individual impact of epch input
on the result obtained for this‘output. For eachsdutput the individual impact of each input can pe sorted
in| an ordered fashion. A relevance propqt'y checks if the-ordering obtained satisfies a requirement
orlder expressed by the-Al.developer. A rqlevance property can be checked using a variety of mgthods to
eyaluate the impact of each input. Coqtrary to stability:and sensitivity properties, a relevance [property
cdn lead to a debate between the experts in charge.of its evaluation. Indeed, two neural networks can
have very different relevance property results, both.of which are still considered acceptable. A method
for resolving conflicting resultssshould be included in the comparison protocol. For example, g protocol
cdn use a voting system iqu er to resolve the situation.

Alrelevance propertyishould be used in cases where the neural network performs a task|that can
b¢ done by a humany For these cases, the justification of the output of the neural network ghould be
ufiderstood and Yerified. A relevance property asserts if the performance of the system can b¢ assured
foir the correctreasons. If that is the case, then the robustness of the system can be justified anf not just
agserted. Thisverification can be done manually by a human operator or automatically using references
that havebeen checked before.

5)5.2 Relevance criterion

A relevance criterion expresses a relevance property over a domain which requires demonstration of
a link between each input and the outputs. For that, it requires a method able to separate the influence
of each input. Formal methods relying on symbolic calculus, logical calculus or computational methods
can be used to achieve such a goal. Examples of formal methods available to check a relevance criterion
are provided in 6.2.

A relevance criterion should present the domain on which it has been measured and the expected
results. If the expected results cannot be defined a priori, the relevance criterion should present at least
the methodology to evaluate the results.

© ISO/IEC 2023 - All rights reserved 7
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A relevance criterion may be used to compare different neural network architectures or training
outputs. For a comparison to be accurate, the following requirements shall be met:

— the neural networks shall perform the same task;
— the relevance criterion shall be used on the same domain;
— the relevance criterion shall prove the same objective.

EXAMPLE For a neural network performing a classification task, a relevance criterion can be used to check
if the most relevant pixels are located on a specific part of the object to be identified (e.g. the'wheels in order to
identify afvehicle). For a neural network performing predictive analysis of a time series, a relevance criterion,cin
be used tq check if the predicted event matches a consequential logic acceptable for the Al'developer (e.g.@sopn
to be faulfy engine can be triggered by an over-heating alarm).

A relevarjce criterion can be expressed on a variety of tasks, as long as theresult can be analyzed by
Al develqgper. A relevance criterion can be used for example, on classification, detectionpinterpolati
or regression tasks. Checking a relevance criterion can be automated orjthe checking.¢ah rely on hum
assessmgnt to see if the result obtained is acceptable. When the checking relies orChuman assessme
the decisjon can be transferred as a new requirement to automate tests to the dgghee possible.

(P

9

=R ==

ot
N

5.6 Repchability N
%

5.6.1 Reachability property o )“

A reachapility property on a neural network expresses the mul{i-\step performance of the network fin
conjunctjon with its operating environment. This type of prgperty applies to systems operating in the
agent paradigm as shown in Figure 1. A réachability propehty checks whether an Al agent can reagh
a set of states when using the neural network to controKitself in a given environment. A reachability
property|can specify either a set of failure states that thie Al agent shall avoid or a set of goal states thiat
the Al agpnt shall reach. "

-
s
/
.,

Expressing this type of property.requires definingan environmentmodel that describes the effect of gan
Al agent’s action on its next state. The enviromr\lent can evolveeither deterministically or stochastically.
For a deterministic environment, the reachability property ‘expresses whether or not it is possible fpr

the Al agpnt to reach aparticular set ofistates.
N

)

5.6.2 Reachability criterion \;~‘

A reachability. criterion expresses a reachability property over a given set of initial states. For|a
deterministic environmeﬁg‘ it can be checked using methods described in 6.2.4. For a stochastic
environmpent, the criterion expresses a probability of reaching a set of states. This probability can be
determined using méthods in 6.2.5.

A reachapility criterion should be satisfied for a given set of initial states. The set of initial states can
be speciffed as part of the criterion. Alternatively, formal methods can be used to determine the set jof
initial statés for which the neural network satisfies the criterion. An advantage of using a reachability
criterion'te ate—anetratnetworkis-thatit providesametricontheperformanceof- thenetwork
in a closed-loop environment. Therefore, it can be used to express high-level safety properties that go
beyond input-output properties.

vVaraate ctta CTWOTT PTOVTOCS—a C OT] CPC g C CTWO

For example, in the case of an aircraft collision avoidance neural network, the reachability criterion can
express a requirement to avoid reaching a set of collision states given a particular environment model.

8 © ISO/IEC 2023 - All rights reserved
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Applicability of formal methods on neural networks
1 Types of neural network concerned
1.1 Architectures of neural networks

1.1.1 General

Neural networks can be designed and built using different kinds of architectures. Formal verification

techniques for neural networks depend on their architecture. Subclause:6.1.1 describg
techniques that have been developed for the following architectures: piecewise linear neural T
binarized neural networks, recurrent neural networks and transformer networks. While t
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t exhaustive, and new architectures and relevant formal verificationtechniques can.emergg
vers a large number of current neural network architectures and the techniqués that ap
tails about the techniques mentioned are available in 6.2.

1.1.2 Piecewise linear neural networks

ch as fully connected or convolutional layers, pooling units such'as MaxPooling, and operat
batch-normalization or dropout that preserve piecewise lineétity. The majority of curre
tworks are PLNNs. X

3

=

rmal verification methods have been proposed that fi\rs} transform a PLNN into a mathe
juivalent set of linear classifiers, and then interpret gachlinear classifier by the features that

method like satisfiability modulo theories (SMTY solver. Some even have posed formal verif]
bustness as a mixed integer.linear prograrrl.[ﬁ] Other methods are presented in ISO/IEC TR|
Iditional verification metheds include Fast:Lin - Fast-Lip,[15] CROWNI[L6] and formal safety an
\0
1.1.3 Binarized neural networks.s\
\4

binarized neural networks (BNN) all activations’ are binary, making these networks

ficient and computationally efficient, enabling the use of specialized algorithms for fast bina

hdve been built using suc}\l.aiﬁ architecturel18l,

Formal.verification efisuch BNNs has been achieved by creating an exact representation of|
ag.a'Boolean formlﬂ'g such that all valid pairs of inputs and outputs of a given network are so
the Boolean formula.l19] Verification is then achieved by using methods like Boolean satisfial
integer linearsprogramming18l,

61.1.4<—Recurrent neural networks

Re¢current neural networks (RNN) allow accurate and efficient processing of sequential datg

Itiplication.-Various embe@ded applications ranging from image classification to object

s formal
etworks,
his list is
e, this list
bly. More

9.
LNNs[1Z] do not use non-linear functions such as sigmoid or tanh. PLNNs.can use linear transformations

ons such
nt neural

matically
Hominate

5 prediction.[13] Other verification‘methods view €hg"PLNN as a global optimization problem and use

cation of
24029-1.
hlysis1Z],

memory
'y matrix
Hetection

the BNN
utions of
ility and

in many

domains including speech, finance and text. At each timestep, a RNN updates its internal state based
on the input at that step and the internal state from previous steps. The final output is obtained after
processing the whole input in sequence.

A recurrent neural network, used as a finite classifier, can be viewed as an infinite-state machine.[20]
For such an infinite state system, a finite-state automaton can be trained using automated learning
techniques such as a shadow model approximating the system at hand. The shadow model can then be
used to check whether the RNN meets its specification, for example, using model checking techniques.
Besides model checking, abstract interpretation can be applied for proving local robustness of RNNs
used in image, audio and motion sensor data classification[21],

©
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6.1.1.5 Transformer networks

Transformer networks can be deep learning networks with an encoder-decoder architecture.[22] The
transformer starts by generating representations or embeddings for each distinct part of the input
through the encoder. While doing this, it uses self-attention to aggregate information from all of the
other parts of the input to generate a new internal representation for the input. This step is then
repeated multiple times in parallel for all parts of the input, successively generating new internal
representations. The decoder operates similarly and generates one part of the output at a time. While
doing this, the decoder attends to the other previously generated parts of the output and also factors
in the internal representations generated by the encoder. Transformers, thus, have complex self-
attention layers that pose many challenges for verification, including cross-nonlinearity and cregs-
position flependency. Self-attention layers are the most challenging parts for formal verification‘ofthe
robustnelss of transformers.

In Referepce [23], a method is proposed to formally verify the robustness of transformers. A transformgr
layer is dlecomposed into a number of sub-layers, such that in each Sub-layer, some(dperations afe
performdd on the neurons in that sub-layer. The operations that are performed fall-bxoadly into three

»

categorigs: y 0
. . Oy
— linedr transformations; D
1>
— unarjy nonlinear functions; /\ )
v

— operftions in self-attention.

Each sub-layer is viewed as containing n positions in the sequ€nce with each position containing a
group of neurons. For each of these positions; the bounds are computed from the first sub-layer to the
last sub-layer. Y

6.1.2 Neural networks input data type

6.1.2.1 | General X

Neural n¢tworks can be tasked to process a V‘ariety of input data types to produce several output types
possible [see 6.1.1). Applications of neural-networks deal with data types such as image, times serigs,
natural language, graph or tabular. W‘lﬁ‘lé this list is not exhaustive and new applications can emerge,
this list qovers a large-part of what‘ga,‘n be processed by neural networks.

)
However| formalmethods can have limitations on which data type that can be effectively and efficiently
analysed| Usually the limit;ti\ohs are on:

— the(dealability of their computations depending on the size on the inputs (and therefore of the
network);

— the nature of\the input in order to model perturbations.

The scalgbilitylimitation is quite common when applying formal methods. A neural network is design¢d
to process‘some input vectors at a time. However, proving mathematically a property over a whdle
domain (i.e. for every input vector) is intrinsically more difficult than computing the result on some
points inside the domain.

The second limitation is derived from the nature of the domain represented by the inputs and the ability
to model a formal proof on the domain. This limitation is dependent on the notion of attributes that are
used to describe the domain (see 5.2). In some cases, the attributes are numerical, such that it can be
easy to model some meaningful variation of the attributes.

10 © ISO/IEC 2023 - All rights reserved
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6.1.2.2 Image data

Image processing capabilities is one of the reasons for the recent success of neural networks. Their
ability to process several types of images (e.g. camera, MR], radar, sonar and SAR) of various resolutions,
or even video streams, has fostered wide adoption.

From a formal method point of the view, the input space to cover is defined by the dimension of the array
times the number of dimensions of each pixel. In the case of large images, this can prove challenging for
the many formal methods that tie a symbol to each dimension of each input.

S \A2 S Cl} attl ;butca call bc dcfulcd fUl ;xuasca ;ll Ul dCl tU CA}JI Coo vdl ;at;uuo ;ll thC iuyut [>) ace. For
ejample, the lighting of the image can be expressed as a variation of .intensity of the pixels. While
ejvironmental changes can be more challenging, when an analytical definition is possible |it can be
eypressed directly on the values of the pixels, thus allowing formal methods to be applied.directly. When
anp analytical definition is not feasible, then the variation can be expressed following ah apprdximation
offthe model applied onto the image (e.g. using a mask on the image):

»

641.2.3 Time series data i

Recent advances in predictive technologies illustrate the applicability of\r?eural network to tijne series
d3ta in order to make predictions or classifications. Each time serjes 1§ composed of several |nstances
that record information that is (usually) of the same data type, Eo\rfnal methods can be apﬂicable on
tilne series as long as it is possible to analyze the.type of datastared at each instance. The dimlension of
thHe input is then the product of the length of'each times seriés multiplied by the dimension of ¢ach data

1njstance. \
N\

Tg be applied to time series data, formal methods re(ggire that the information at each instanfe can be
mlanipulated. Handling the number of inputs can/e.a challenge, because the number of inpufts can be
atbitrary large if each instance is considered independently.

%
AN

6{1.2.4 Natural language data \,”'
Natural language data.types based o text and speech ican be processed by neural networks. This
hads been demonstrated, for example\,‘ by the very large-scale deployment of smart audio deyices and
by language models’ ability to generate easily understood text. Natural language data are dften pre-
processed before’being passedito'the neural network.

Sqme variations of the i@t\tt data can be easy to express formally, for example, adding njoise to a
rgcording. Other variations can be much more difficult, for example, removing or adding a yword in a
sdntence without c(he}ﬁging its semantics, or considering different semantic in a sentence, for|different
difalects of the same language. The formal methods applied in this setting reason about |both the
pieprocessing pipéline and the neural network[21l,

6{1.2.5 .'Graph data

Graph'nreural networks (GNN) have been widely applied in molecular biology, fraud detection gnd social
sdiences to process graph data for a variety of tasks such as node classification, link predi¢tion and
graph classification. Several robustness properties of GNNs have been defined based on perturbing node
features as well as perturbing structural information such as adding or removing edges. While feature-
based perturbations are continuous and can be handled formally in a similar manner to pixel intensity
variations in images, structural perturbations are discrete and therefore require the development of
specialized formal techniques.

6.1.2.6 Tabular data

Many application domains such as finance, health care and logistics rely heavily on tabular data
which allows these applications to combine data of various types (e.g. numerical, symbolic, textual,
categorical) and express relations between the elements. Tabular data can present both a very large
number of rows and sometimes a variance within each row that can be hard to anticipate.
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Applying formal methods on tabular data with heterogenous data types such as the ones described in
6.1.2.2 to 6.1.2.5 can cause limitations described previously.

6.2 Types of formal methods applicable
6.2.1 General

6.2.1.1 Consideration on the types of formal methods applicable

Subclausg 6.2 describes existing formal methods applicable to the assessment of the robustness |of
neural ngtworks. These methods can be classified based on the following criteria:

— they|can be complete or incomplete;
— they|can be deterministic or non-deterministic;
— they|can use glass-box or closed-box testing techniques;

— basef on real or computer arithmetic. O\

D
1>
6.2.1.2 | Complete vs incomplete verifiers /\ )

V)
Completgq verifiers can provide exact answers. They-either prove the I‘j)‘bustness property or providg a
counterekample demonstrating a concrete violation-of the propexty»A limitation of complete verifiefs
is that they are not effective at verifying the robustness of neutal networks achieving high accuraty
for challgnging datasets. By contrast, incomplete verifiers us¢ abstraction techniques that scale to high
accuracy|neural networks. However, inconiplete verifiers.cax fail to prove that a robustness property
actually holds. X

.

\

6.2.1.3 |Deterministic vs non-déterministic verifiers

When a ﬁetermlnlstlc verifier proves a robustuness property, then the property holds on every inpput
within the specified input'region. Howevét/ certain model$. such as mixture density networks pr
variationfal autoencoders, applied in diverse domains such as-stock prediction, speech recognition and
image generation, do-not produce a detérmlmstlc output-but rather produce a distribution. For such
networks, formal methods can be Lks}ed to either deterministically compute parameters of the output
distributjon thathold for all inpufsjfé.g. as mean or standard deviation) or to provide formal guaranteps
on their fobustness with high pr(}bablllty
AN

6.2.1.4 | Verifiers using glass-box testing (model aware) vs verifiers using closed-box testing
(model;ynaware)

Verifiers|using glass-box testing require access to the model (i.e. internal representation of the
network), incliuding architecture and learned parameters. They do not, however, require access to the
training flata‘or the algorithm used to train the neural network. In domains where the deployed model
is not acqessible (e.g. it is encrypted), verifiers using glass-box testing are not applicable. In such casés,
verifiers using closed-box testing can be employed. Verifiers using closed-box testing only require the
ability to run the model on selected inputs. This can make verifiers using closed-box testing less precise
than verifiers using glass-box testing.

6.2.1.5 Real vs computer arithmetic verifiers

Most verifiers assume that the neural network computations are performed with ideal real arithmetic
(i.e. with no rounding errors). Thus, the verifiers’ robustness guarantees do not hold for the actual
computations performed with floating-point arithmetic or for other non-standard computer arithmetic.
In contrast, sound verifiers (with respect to the underlying arithmetic) consider the computer
arithmetic semantics and guarantee that their output captures the neural network output possible
under those semantics. In some case, verifiers can also take into account changes in the ordering of
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the computations (e.g. when only IEEE 754:2019[24] correctly rounded operators are used). When IEEE
754:2019 correctly rounded operators are not used, then a verifier can approximate the rounding done
on each operator.

6.2.2 Solver

Mixed-integer linear programming (MILP) solvers[23] and satisfiability modulo theories (SMT)
solvers[11l[26] are deterministic, glass-box and typically complete verification methods. They encode all
computations of a given neural network as a collection of constraints and then use.these constraints to
prove robustness properties

I cases where complete verification methods are not achievable, these.methods can bé|ingomplete.
C¢rtain non-linear activations (such as hyperbolic functions including sigmoid and)tanh] are too
cqmplex to be encoded precisely. Therefore, solvers approximate them-with sound abstractions. Other
non-linear activations (such as ReLU) can be precisely encoded.

Tg prove a given robustness property, the neural network and.constraints on-the input are erjcoded as
a MILP problem, which can then be used to optimize the robustness constfaint. If the boungls on the
rdbustness constraint satisfy the constraints, the propérty'is proven. SM\'Ijéolvers pose the verification
pitoblem as a constraint satisfiability question that either holds or not: b"‘

Sqme techniques include symbolic linear relaxation that computes;}ghter bounds on the neural network
oytputs by keeping track of relaxed dependencies across inp\qt{and then uses directed cpnstraint
rdfinement (refining the output relaxation by splitting the>set of initial or intermediate nefirons) to
verify safety properties.[2Z] Other techniques proposeca™satisfiability modulo convex (SMC)-based
algorithm combined with SMC-based pre-processing te €ompute finite abstractions of neural network-
cqntrolled autonomous systemsl28l, \$

X

.

62.3 Abstract interpretation \

%

pitobabilisticl3%] systems.in a scalable fa n. In the context of neural networks, it is used to provide an
incomplete, deterministic and glass-Q@k testing method that can verify the robustness of large neural
n¢tworks. The verification process-is'as follows:

Abstract interpretation is(a .general fran%\)o'iork for analysing large and complex deterministjc[22] and
s\hi

— first, the-provided test 1\npt\1t and a robustness specification collectively define a region that
contains-all possible pertirbed inputs that can be obtained by modifying the input bas¢d on the
robustness specification: This region can be represented exactly or approximately using certain
geometric shapes,such as boxes, zonotopes and polyhedra, or as custom abstract dothains for
neural networkst&il;

—1" this region.isthen propagated through the neural network, such that every layer is seduentially
appliedto-the input region. The input region is transformed into an output region containing all
outputsyreachable from the input region. Depending on the layer, this can introduce approyimations
(outputs that are unreachable from the input region);

— \finally, an output region captures all possible outputs of the network for input perturbations that
are formed according to the robustness specifications.

There is an inherent trade-off between precision and scalability in abstract interpretation. For example,
simple abstract domains such as boxes can verify neural networks with millions of neurons within
seconds but are often too imprecise to verify the desired robustness properties. On the other hand,
semidefinite relaxations are more precise but do not scale to large networks. Balancing this trade-off is
therefore key to achieving effective verification.

6.2.4 Reachability analysis in deterministic environments

Reachability-based neural network verification techniques combine the outputs of the solvers
described in 6.2.2 with techniques in reachability analysis to provide guarantees on the closed-loop
performance of neural networks operating in a given environment. The first step in this analysis is to
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divide the input space into many smaller regions called cells. For each cell, the solvers from 6.2.2 can
be used to determine the possible control outputs of the network in the region it defines. Using this
information along with the environment model, it is possible to determine an overapproximation of the
range of possible next states from any given cell. By repeating this for all cells in the initial state region
over multiple time steps, an overapproximation of the set of reachable states can be determined.[32]
Another approach to this problem is to encode an overapproximation of the environment dynamics as
constraints in a mixed-integer program and use the mixed-integer verification technique from 6.2.2 to
solve for an overapproximation of the output reachable setl33],

6.2.5

When the environment is stochastic, the solvers in 6.2.2 can be combined ‘with technigques fin
probabilistic model checking to determine the probability of reaching a set of states. Similat, to the
techniqug described in 6.2.4, the input space is divided into a set of cells and each cell is passed through
a solver fo determine the possible neural network outputs. Probabilistic.model checking determings
the probability of reaching a certain set of states from a given initial state using dynamicprogrammirlg.
[34] By adapting this framework to work with cells rather than single input states, an,overapproximated
probability of reaching a set of states when using a neural network'can be obtaing(ﬂ‘ﬁ].

\
X

6.2.6 NModel checking W
3

Model cHecking is a method to prove that a formal .éxpression of a th/é'ory is valid under a certajin
interpretiation. More detailed descriptions can /be' found in LSO)IEC/IEEE 24765:2017 and fin
Referencg [36]. A theory is expressed by a vocabulary of symbols Qomprlsmg constants, functions anpd
predicatgs to build sentences that state assertions about the intended semantics of an idea. A theory can
either be| expressed by sentences of a predicate logic or ex1:§essed by data patterns. Neural networks
are treated as algorithms designed for discovery and use.of data pattern models. The data pattern
model is Fhecked against the input.

For mod¢l checking to be valid, all\models shall be Cthecked. Model checking can be used on neurfal
networks to prove relationships-among different§orts of sets which obey some relationship.

N
EXAMPLH1 The ‘theory offamily’3Z] obeys Qie interpretation‘that'implements the membership of persops
belonging| to a family. Thus, two arbitrary petisons are proven to be members of the family or not. Then the
sentence ‘pne person is parent of the other p@rson’ is checked for all available pairs of persons.

EXAMPLH2  Model'checking has beQn‘ used in Reference [38] in order to prove the existence of adversarjal
inputs for] a neural network. The tl@m‘y is the language constituted by the letters and the weights and biass
descriptidn of the-neural network. The interpretation is constituted by the label attached to the image of the
letter. It i possible to compu&e a\distance between every possible pair of letters in the alphabet. Then, the model
can be ch¢cked in order to.ehsure the predicate that every distance is greater than a specific threshold fixed py
the Al-deyjeloper. Al developer predefined predicates are checked by means of a neural network against a theoty.

6.3 Summary

The appljcability of formal methods to assess the robustness of neural networks requires taking info
account geveral aspects. On the one hand, neural network architecture has an impact since each forn{al
method has its own strengths and weakness to process each mathematical function used in the neural
network. On the other hand, the type of data used as input to the neural network can have an impact,
since input variability, numerical or categorical nature and size have direct consequences in the cost of
computation and ease of formal analysis. To tackle these aspects, several formal methods are available:
approaches using a solver, abstract interpretation, state reachability analysis or model checking.

Currently most common architectures and data types processed by neural networks can be analysed
by at least one formal method. Each method has advantages and limitations (e.g. scalability) and can
address one or more criteria described in Clause 5.
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7 Robustness during the life cycle

7.1 General

The life cycle of an Al system, drawn from ISO/IEC 22989:2022, is described in Figure 2 and is composed
of 7 stages.
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Figure 2 — Example.of Al system life ﬁycle model stages and high-level processe
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[SO/IEC 22989:2022, 5.19)defines a set OMI stakeholder roles and sub-roles including Al provider, Al
poducer, Al developer;-Al customer, e.tt This clause references those roles. This clause detaifs how to
agsess robustness of neural netwonk during the design-and development, verification and validation,
d¢ployment and'operation monitoring.
X

712 During design and;dévelopment
~

72.1. “General (‘{‘

Eyen at an early stage of development, checking the robustness of a neural network can help its design.
By learning-€arly on the potential flaws in terms of robustness an Al developer can then|take the
n¢cessary steps to mitigate them and in return avoid insufficient robustness later on (mitigating flaws
infrobustness is not covered in this document). During this step, it is assumed that the trainingdata and
the néural network architecture are still open to modifications. Formal methods are able to|measure
rdbustness but also highlight sources of loss of robustness in order to give the Al developer some
important feedback. For example, formal methods can highlight features learned by a neural network
for computer vision or time series processing. Formal methods can also highlight classes prone to be
confused with one another by the neural network.

7.2.2 Identifying the recognized features

Identifying the features recognized by the neural network allows the Al developer to better understand
and explain or interpret the behaviour of the neural network. Therefore, it is possible to better
understand what the robustness of the neural network will be. Knowing which features are more easily
identified allows the Al developer to understand to what extent the neural network will be able to
complete its task when presented with production data.
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A neural network relies on some features which it can extract from the data presented to it, whether
its training has been supervised, unsupervised or through reinforcement. These features are generally
not directly available to the Al developer and they are not materialized in a readable fashion in its
structure. Instead, they are embedded within the mathematical model created by the training. This
means that the features cannot be expressed directly in a human readable fashion. The features are
mathematical artefacts expressed in a very high dimensional space.

Formal methods can use symbolic or relational approaches to establish over a domain a link through
the model from the inputs to the outputs of the neural network (see 6.2 for more detail). This link
allows the Al developer to know how much each input impacts each output. The learnedfeatures within
the moddl are responsible for the strength or weakness of each individual link between an input and in
output. By observing the links, it is possible to observe the consequences of the.learned features) and
thereforg have a better understanding of their impact on neural network robustness.

In order |to identify some of the learned features, the Al designer should-use a relevange“criterign.
Confirmipg the result of a relevance criterion can either be done manually (thtough a direct
confirmation) or be done automatically (through an evaluation of the correspendence against|a
relevanc¢ target). \ )

— In thle case of a manual confirmation, an expert directly evaluates the res‘l?lts of the criterion.|A
justification of this expert can also be added to the evaluation report in-order to better understand
the gxpert’s evaluation. ,;* 3
— In calse of an automatic confirmation, the evaluation should relyteh'a clear relevance target on the
data]An explicit method should be defined in order to measure{}?e level of correspondence betwe¢n
the relevance measured on any data and the relevance target:'A threshold should be set in order fo
check if the level of correspondence is high-enough. The §§1evance target should be provided.

NOTE In the confirmation process, the'identity and levpKof competency of the person responsible can pe
identified|for traceability or diagnostic purposes. In case offautomatic confirmation, the source of the targetgd
relevance|can also be used for traceability or diagnostic/purposes.

"
7.2.3 (hecking separability N

&
Checking separability is a technique usable on neural networks performing classification. For thege

neural networks, the role of the mode}is to predict a‘class based on the input data. To do this|a
classificdtion model generalizes betwgen (and beyond) the data points it was trained on. For a classifigr,
the more|the model'is able to separate the classes, the more effective its outcome is. The robustness jof
such a m¢del therefore depends on its ability to effectively separate the classes.
h‘\

When defsigning a classifi€ry a-sensitivity criterion can be used in order to identify which classes afe
more seflarated or less separated than others. To do so, the sensitivity analysis shall utilize domaips
built'aropind data peints in the test data. The spread of values of the attributes should be increas¢d
gradually in order¥¢-measure what classes are starting to overlap with each other. Starting to overlap
is undergtood as.the case where the output of a neural network on one class starts to exceed the output
of anothdr class>The process stops when all classes’ outputs overlap with all other class outputs.

Separabi ify aha]ycic results are hased on the aorder in which classes start to nvnrlnp and the size lof

the domain on which these overlaps start to occur. Based on the results of the sensitivity analysis is it
possible to take action either on the training data or on the neural network architecture. The goal is to
improve the separability of each class by measuring comparatively each sensitivity analysis.

7.3 During verification and validation

7.3.1 General
During the verification and validation stage, the neural network is tested in order to check if it meets

its requirements and objectives. Using formal methods at this stage does not replace other means of
verification and validation (such as statistical testing or field trials). However, formal methods can
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bring new information on the neural network robustness within a specific domain. The main advantage
that formal methods bring at this stage is to allow a more general proof of the robustness, as it is done
over a domain.

7.3.2 Covering parts of the input domain

The input domain on which a neural network is intended to operate can be expressed with varying
degrees of difficulty. Some are very easy to define, for example, for a neural network performing a
regression task over a spec1f1c set of data all contamed in certain bounds In other cases, the definition
aracterized
by some attributes (see 5. 2) but the general definition of the domain cannot be an easﬂv defined

athematical object. When applied, formal methods are used on some form-of boundary-computations
off the output, therefore the way the input domain is defined has a significant impact o the method.

Input domains are defined by attributes that define the space to be validated, with variation] of those
attributes that shall be explicitly bounded. Then, formal methods are used on domains or parftitions of
d¢mains using robustness criterions described in Clause 5. It'can be necessary to define a part of the
d¢main for which validation is meaningful and brings uséful informatiomfor the evaluator. Any such
p4rtitioning of the input domain should be justified..In particular, théqustification should fhighlight

y the selected criterion is able to assess the robustness on this parj;lcular partitioning of the input
d¢main. <

The point of using formal methods on part of the-domain is to egpa{nd the assessment of the rdbustness
on these parts where no validation or incomplete validatioi’has been done. Ideally, the assessiment can
b¢ over the whole domain. However, in ptactice this is not often feasible, whether because thp domain
cdnnot easily be defined as a whole ordue to the size of fHe domain.

o

Therefore, the first step is to define the part of th% domain for which validation is meaningfull and can
biting useful information for the evaluator. X

This concept can be best explained usmaw,o “different examples. One with an easily defined domain,
and one with a difficult to\define domain:

For the first example, consider a neuk:al network that-has been trained to interpolate the behfaviour of
a mathematical-function taking two'inputs and returning one output. The bounds defining the domain
off the inputs are known, and th&"function the neural network is designed to mimic is alwayf defined
b¢tween these-bounds. For thjs example, it is easy to define a partition of the input by just restricting
tHe bounds.of the inputs.(Oir'this part it is then possible to use formal methods to check the hounds of
~

the output. As the function is well-defined over this part, it is easy to check if the neural network has
syfficient robustne (‘u\smg a sensitivity criterion). The whole space can then be split into sevéral parts
tHat tan be checke@Separately in order to broaden the assessment of the robustness on the dqmain.

Fgr the secodd-example, consider a neural network that has been trained to classify medical images
in| order te~¢lassify whether one specific organ is healthy or unhealthy. The size of the images is 100
by 100,.imiages are taken at the same distance, the angle of the organ is always centred on the image
and the images all come from the same machine. The input domain is not easily defined, as th¢ size and
sHape-of the organ can vary from one person to another. Also, the part of the image around the organ
can vary. In this scenario It Is not easy to Know in advance the expected behaviour on part of the input
domain. Formal methods can be used to consider some parts of the domain related to a variation of a
parameter understandable by the validator - for example, the volume of the organ or the brightness of
the background on the image.

7.3.3 Measuring perturbation impact

By relying on the description of the domain planned for the use of a neural network, it is possible to
identify types of perturbation that the neural network input can be subjected to. Each perturbation can
have a different impact on the level of performance of the neural network. Their combination can also
have various impacts on the robustness of the neural network. During the verification and validation
phase, it is possible to assess the robustness of the system on instances of these perturbations
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(combined or not). Using formal methods, it is possible to assess the robustness of the system in a more
general way against these perturbations.

Perturbations can be beneficial or detrimental. They can be also intentional (e.g. in case of adversarial
attack) or unintentional (e.g. in case of sensor defects or environmental changes). Perturbations can be
either mathematically describable or only exemplifiable.

EXAMPLE A blur perturbation on an image can be mathematically described as a convolution of a specific
kernel producing the blur applied to each pixel. However, the presence of droplets on a lens causing some image
defect can only be exemplified by proposing one or several masks that artificially add droplets to an image. In
the first case-the annlvalnnr‘n is cfrnlahffnr(nrarﬂ since the nprhlrh:\hr\n isamathematical function Inthe second
case, the g ppllcatlon of the function is more context dependent and can correspond to the fusion of two data’infto
one (like mixing an image and a mask).

The procgss to generate a perturbed input shall be explained when its setup. varies from on€)person fo
another. Applying a perturbation into an input of the neural network is seen as applying a function fo
the inputls in order to modify them.

To assesqdthe robustness of a neural network against a specific perturbation using-afprmal method, one
prerequisite is having a function describing the process of application of the pertty‘bation This functign
shall rely on at least one bounded parameter. Bounded parameters are defined by minimum and
maximurp values. A minimum and a maximum variation shall be set on the co'frespondmg parameters.
One or mjore criterion (see Clause 5) shall be expressed on the domain{Z}ien, a formal method shoulld
be used tp evaluate the criteria on the represented domain with a variety of admissible perturbations.

To assesy the robustness of a neural network-against several sp‘ecific perturbations, the function
representing each perturbation can be composed with each othén it is preferable to have a commutatiye
compositiion of functions, even though it is not mandatory. Tl(e same process described in this subclaufe
then applies to the composition of the functions. %

.

N
x

7.4 During deployment .

As neurall networks are non-linear systems, t]ﬁ> are susceptible.to small changes of values in thqir
inputs. These changes can come from nume@:ﬁ accuracy issues that occur during the execution of the
neural ngtwork. Sources ef numerical accutacy issues can be caused by:

— compilers rearranging or replaci(lg’Operations (e.g. using fused multiply-add[32]);
— unddrlying hardware rearraQé?ng operations (e.g. to benefit from pipelining operations);

— optirpization done to reduee the numerical precision (e.g. quantization, using smaller floating-point
operhtions or fixed—p({iﬁt arithmetic);

— chanfge in the rounding process;

— chanige in the implementation of low-level numerical operators (e.g. use of non-IEEE 754:2019(44]
compliant operator, an operator with incorrect rounding or with different interpolation).

more of these sources of numerical issues can occur. In particular, formal methods should be used to
check their impact. To do so, formal methods can be used to measure bounds of the maximum rounding
error that are caused by rearranging operations or changing the underlying arithmetic. In practice, the
chosen formal methods are evaluated against every criterion previously used to check if they still hold.

To address these issues the Al developer can follow these series of steps.

— First, the Al developer should verify the impact of the chosen underlying arithmetic. To do this, it
is necessary to first identify for each basic operation whether its rounding errors can be statically
bounded over the domain of use or not.

— When it is possible to statically bound the rounding error of an operator, formal verifiers
should take them into account in the semantics used to verify the neural network. For example,
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