INTERNATIONAL ISO/IEC
STANDARD 23894

First edition
2023-02

Information technology —Artificial
intelligence — Guidan((:g on risk
management Y2

2 O
Technologies de-l'information ~< ntelligence artificielle —

Recommandations relatives quymanagement du risque
NS D)
\
N

Reference number
ISO/IEC 23894:2023(E)

© ISO/IEC 2023


https://iecnorm.com/api/?name=2c0aa47be5691260b05af27afe2225ff

ISO/IEC 23894:2023(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2023

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting on
the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address below
or ISO’s member body in the country of the requester.

ISO copyright office

CP 401 o Ch. de Blandonnet 8

CH-1214 Vernier, Geneva

Phone: +41 22 749 01 11

Email: copyright@iso.org

Website: www.iso.org
Published in Switzerland

ii

© ISO/IEC 2023 - All rights reserved


https://www.iso.org
https://iecnorm.com/api/?name=2c0aa47be5691260b05af27afe2225ff

ISO/IEC 23894:2023(E)

Contents Page
FOT@WOT ... iv
IIEETOAUICEION ... \%
1 SCOPI@ ... 1
2 NOIMATIVE FEEFEI@IICES ... 1
3 Terms and definitioNsS ... T oo 1
4 —PrineiplesofAlriskmanagement
5 30 01 10T 0 ) S IE s NN ) oo
51 LT3 ) =Y OSSOSO o S SSRY == A
5.2 Leadership and commitment..
5.3 INE@GTALION. ..o e
S D 1= 5§ SO S I PO
5.4.1 Understanding the organization and its'context..
5.4.2  Articulating risk management commitment.......... I
5.4.3 Assigning organizational roles; authoritigs; respon51b111t1es and
accountabilities ...t Y\' ............................................................................ 8
5.4.4 Allocating resources & .. 8
5.4.5 Establishing communication and consulta.p»on ...................................................................................... 8
5.5 1800701 E=0 00 T=] 0 U= () U N OO U ST S 9
5.6 Evaluation............ 9
5.7 Improvement 9
5.71 Adapting 9
5.7.2  Continually:improving.......» 9
6 Risk management process........ - §. .............................................................................................................
6.1  General.... L 5 N 7 S
6.2 Communication and consultation............... o0
6.3 Scope, context and crltema .................................................................................................................................

6.3.1x General..... ).,
6.3.2 Defining the‘scope
6.3.3 External énd internal context
6.3.4 Deflnmg tisk criteria

6.4 Risk asseSSmENt.........oo...
041 GBIETAL ...
6.4.2 A \RISK identifiCation ...t
6.4:3 < Risk analysis......css
6,44  Risk evaluation ...
6.5 RisK treatment ...
6.5.1  General ...
6.5.2 Selection of risk treatment options
6.5.3 Preparing and implementing risk treatment plans..........cc e 16
6.6 MONIEOTTIING QNI FEVIBW ... 16
6.7  Recording and FEPOTETINEG ...t 16
Annex A (informative) ODJECTIVES. ... s 18
Annex B (informative) RISK SOUICES. ... 21
Annex C (informative) Risk management and Al system life cycle...............en 24
BIDLEOZGIAPIY ... 26

© ISO/IEC 2023 - All rights reserved iii


https://iecnorm.com/api/?name=2c0aa47be5691260b05af27afe2225ff

ISO/IEC 23894:2023(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.

The proce
are descri

needed for

accordancsg

www.iec.clh/members_experts/refdocs).

Eures used to develop this document and those intended for its, further maintenc

ed in the ISO/IEC Directives, Part 1. In particular, the different approval (grif
the different types of document should be noted. This. document was draftec

nce
eria
| in
5 or

with the editorial rules of the ISO/IEC Directives, Part 2 (see.www.iso.org/diréective

Attention i
of patent 1
rights. Det
Introductid

list of patent declarations received (see https://patents.iec.ch).

Any trade
constitute

For an explanation of the voluntary nature of standards\t\he meaning of ISO specific terms

expression
the World
WWW.iS0.0

s drawn to the possibility that some of the elements of.this document.@ay be the sub
ights. ISO and IEC shall not be held responsible. for, identifying any or all such pa
hils of any patent rights identified during the deyvelopment of the document will be in|
n and/or on the ISO list of patent declarations received (see WWMSO. org/patents) or the

\‘\
hame used in this document is information.given for the\gqhvemence of users and does

hn endorsement. R

N\

s related to conformity assessment, as well<ds”information about ISO's adherency
Trade Organization (WTO). principles in t{le Technical Barriers to Trade (TBT)

o /iso/foreword.html. In the IEC, see www. iac, ch[understandlng standards.

Subcommi

ent was prepared by Joint Techmc;{ %ommlttee ISO/IEC JTC 1, Information technol
tee SC 42, Artificial mtellzgence

>
)

omplete listing of these, (bodies can be (found at www.iso.org/members.html
national-committees.

ject

kent

the
IEC

not

and
e to
see

09,

irds
and

© ISO/IEC 2023 - All rights reserved


https://www.iso.org/directives-and-policies.html
https://www.iec.ch/members_experts/refdocs
https://www.iso.org/iso-standards-and-patents.html
https://patents.iec.ch
https://www.iso.org/iso/foreword.html
https://www.iec.ch/understanding-standards
https://www.iso.org/members.html
https://www.iec.ch/national-committees
https://iecnorm.com/api/?name=2c0aa47be5691260b05af27afe2225ff

ISO/IEC 23894:2023(E)

Introduction

The purpose of risk management is the creation and protection of value. It improves performance,
encourages innovation and supports the achievement of objectives.

This document is intended to be used in connection with ISO 31000:2018. Whenever this document
extends the guidance given in ISO 31000:2018, an appropriate reference to the clauses of ISO 31000:2018
is made followed by Al-specific guidance, if applicable. To make the relationship between this document
and ISO 31000:2018 more explicit, the clause structure of ISO 31000:2018 is mirrored in this document

and

amended by sub-clauses if needed.

Thi

Clau
req
Clau

Clal

in integrating risk management into significant activities and funetiohs. Aspects spec

dev

Clay
pro
and
pro

Compmon Al-related objectives and risk'sources are pﬁm\/ided in Annex A and Annex B. Annex

an g

5 document is divided into three main parts:

[se 4: Principles - This clause describes the underlying principlés of risk management. T
hires specific considerations with regard to some of these principles as describedin ISO 3
[se 4.

[se 5: Framework - The purpose of the risk management frameworkd ;%o assist the o}

blopment, provisioning or offering, or use of Al systems are descr\ibpd'in [SO 31000:2018

X
Ise_6: Processes - Risk management processes involve thg systematic application
cedures and practices to the activities of communicatingané consulting, establishing ¢
assessing, treating, monitoring, reviewing, recording and*reporting risk. A specializat]
resses to Al is described in ISO 31000:2018, Clause 6. O

e use of Al
1000:2018,

ganization
ific to the
, Clause 5.

pf policies,

he context,
ion of such

C provides

xample mapping between the risk managemer{t processes and an Al system life cycle.
)
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INTERNATIONAL STANDARD ISO/IEC 23894:2023(E)

Information technology — Artificial intelligence —
Guidance on risk management

1 Scope

This document provides guidance on how organizations that develop, produce, deploy or use products,
syskems and services that utilize artificial intelligence (AI) can manage risk specificall')irelated to

he guidance also aims to assist organizations to integrate risk management into-theif Al-related
activities and functions. It moreover describes processes for .the.effective impleme
integration of Al risk management.

ation and

The|application of this guidance can be customized to any organization and its,context.

o
2 |Normative references ¥2)

s O
The| following documents are referred to in the text in such a watSz that some or all of their content
congtitutes requirements of this document. For'dated references only the edition cited gpplies. For
undjated references, the latest edition of the referenced docu@t (including any amendmenits) applies.

N

ISO[31000:2018, Risk management — Guidelines \

N\

1SO|Guide 73:2009, Risk management ~= Vocabulary {)\%

ISOfIEC 22989:2022, Information technology —% A}tlfzaal intelligence — Artificial intelligenfe concepts
and|terminology Q Q

X
3 |Terms and definitions QO

~

For| the purpeses- of this dotument, the terms- and definitions given in ISO 3[1000:2018,
ISOJIEC 22989:2022 and ISO Gggde 73:2009 apply.
\

[SOjand IEC maintain termin-élbgy databases for use in standardization at the following addfesses:

— |1SO Online browsing‘ platform: available at https://www.iso.org/obp

-

— |EC Electropedia: available at https://www.electropedia.org/

4 |Principles of Al risk management

Risk {nanagement should address the needs of the organization using an integrated, struftured and
CONIPTENENSIVE approac. GUiding principies attow amm orgamnization to dentify priorities and make
decisions on how to manage the effects of uncertainty on its objectives. These principles apply to all
organizational levels and objectives, whether strategic or operational.

Systems and processes usually deploy a combination of various technologies and functionalities
in various environments, for specific use cases. Risk management should take into account the
whole system, with all its technologies and functionalities, and its impact on the environment and
stakeholders.

Al systems can introduce new or emergent risks for an organization, with positive or negative
consequences on objectives, or changes in the likelihood of existing risks. They also can necessitate

© ISO/IEC 2023 - All rights reserved 1
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specific consideration by the organization. Additional guidance for the risk management principles,
framework and processes an organization can implement is provided by this document.

NOTE

Different International Standards have significantly different definitions of the word “risk.” In

ISO 31000:2018 and related International Standards, “risk” involves a negative or positive deviation from the
objectives. In some other International Standards, “risk” involves potential negative outcomes only, for example,
safety-related concerns. This difference in focus can often cause confusion when trying to understand and
properly implement a conformant risk management process.

[SO 31000:2018, Clause 4 defines several generic principles for risk management. In addition to guidance
in ISO 31000:2018, Clause 4, Table 1 provides further guidance on how to apply such'principles where

necessary.
Table 1 — Risk management principles applied to artificial intelligence
Principle Description (as given in ISO Implications for the development angd

31000:2018, Clause 4) use of Al
a) |Integrpted Risk management is an integral part of all| No specific guidance béygnd ISO 31000:2918.

organizational activities. X &,
b) Struct:tred and com- | A structured and comprehensive approach to [ No specific guidanéé.beyond [SO031000:2018.

prehensive risk management contributes to consistent N

and comparable results. N\
¢) |Custorhized The risk management framework and-process| No specifie guidance beyond ISO 31000:2918.

are customized and proportionate to the (*

organization’s external and internal context| . ()

related to its objectives.

M
X
S,
~ \
. \\ g
X
(%4)
Y
O
o
N
C A~
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Table 1 (continued)
Principle Description (as given in ISO Implications for the development and
31000:2018, Clause 4) use of Al
d) |Inclusive Appropriate and timely involvement of stake- | Because of the potentially far-reaching im-

holders enables their knowledge, views and
perceptions to be considered. This results
in improved awareness and informed risk
management.

pacts of Al to stakeholders, it is important
that organizations seek dialog with diverse
internal and external groups, both to com-
municate harms and benefits, and to incor-
porate feedback and awareness into the risk
management process.

Organizations should also beaware that the
use of Al'systems can intrdduc¢ additional
stakeholders.

The areas in which the khowledg, views and
perceptions of stakeholders arf of benefit
include but are net restricted t¢:

— Machine(;lgarning (ML) in particular
ofteny :-relies on the sqt of data
appropriate to fulfil its|objectives.
'S:caf(eholders can helg in the

Jouddentification  of risks | regarding
~/“the data collection, the |processing
operations, the source |and type
of data, and the use of the data for
particular situations or |where the
data subjects can be outliefrs.

I»

— The complexity of AI technologies
creates challenges related to
transparency and explainability

of Al systems. The dive
technologies further dr
challenges due to characteg
asmultiple types of datam
model topologies, and tr

rsity of Al
ives these
ristics such
bdalities, Al
hnsparency

and reporting mechanfisms that
should be selected per stpkeholders’
needs. Stakeholders can help to
identify the goals and dgscribe the
means for enhancing trpnsparency
and explainability of Al $ystems. In
certain cases, these goals|and means
can be generalized across the use case
and different stakeholdersifinvolved. In
other cases, stakeholder segmentation
of transparency frameyorks and
reporting mechanisms can be tailored

to relevant personas (e.g. “regulators”,
“business owners”, “model risk
evaluators”) per the use case.

— Using Al systems for automated
decision-making can directly affect
internal and external stakeholders.
Such stakeholders can provide their
views and perceptions concerning,
for example, where human oversight
can be needed. Stakeholders can help
in defining fairness criteria and also
help to identify what constitutes bias
in the working of the Al system.

© ISO/IEC 2023 - All rights reserved
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Table 1 (continued)

Principle

Description (as given in ISO
31000:2018, Clause 4)

Implications for the development and
use of Al

Dynamic

Risks can emerge, change or disappear as an
organization’s external and internal context
changes. Risk management anticipates, de-
tects, acknowledges and responds to those
changes and events in an appropriate and
timely manner.

To implement the guidance provided by
[SO 31000:2018, organizations should estab-
lish organizational structures and measures
to identify issues and opportunities related
to emerging risks, trends, technologies, uses
and actors related to Al systems.

Dynamic risk management is particularly

Py
v r

O

important for Al systems because:

The nature ‘of Al systems™is/itself
dynamic;'due to continuous learnfng,
refining, ‘evaluating, ahd) validatjing.
Additionally, some -Al“systems Have
the 'ability to adapt and optinpize
based on this loqp, creating dynamic
changes on the'i' own.

Customefjexpectations around| Al
systenis‘are high and can potentially
chafige . quickly as the syst¢ms
{l\lejrfselves do.

—'Legal and regulatory requiremgnts
related to Al are frequently changing
and being updated.

Integration with the management syst¢ms
on quality, environmental footprints, saiety,

healthcare, legal or corporate responsibility,
or any combination of these maintained by
the organization, can also be consideref to
further understand and manage Al-reldted
risks to the organization, individuals pnd
societies.

£)

Best ayfailable infor=
mation

The inputs to ris\lg’}‘n‘anagement are based on
historical anﬁ current information, as well
as on future eXpectations. Risk management
explicitlytakes into account any limitations
anf% Gncertainties associated with such
inferination and expectations. Information
should be timely, clear and available to rel-
evant stakeholders.

Taking into account the expectation that Al
affects the way individuals interact with
and react to technology, it is advisable for
organizations engaged in the developnjent
of Al systems to keep track of relevant inffor-
mation available regarding the further yses
ofthe Al systems that they developed, while
users of Al systems can maintain records of
the uses of those systems throughout|the
entire lifetime of the Al system.

As Al is an emerging technology and ¢on-

Dtdllt}y CVU}Vills, }libtul lLd} llllcUl 1IIrd 10n
canbe limited, and future expectations can
change quickly. Organizations should take
this into account.

The internal use of Al systems should be
considered, if any. Tracking the use of Al
systems by customers and external users
can be limited by intellectual property,
contractual or market-specific restrictions.
Such restrictions should be captured in the
Al risk management process and updated
when business conditions warrant revisiting.
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Principle

Description (as given in ISO
31000:2018, Clause 4)

Implications for the development and
use of Al

Human and cultural
factors

g)

Human behaviour and culture significantly
influence all aspects of risk management at
each level and stage.

Organizations engaged in the design, de-
velopment or deployment of Al systems, or
any combination of these, should monitor
the human and cultural landscape in which
they are situated. Organizations should focus
on identifying how Al systems or compo-
nents interact with pre-existing societal

pdl.l,cl JIN) Lildl, Cdll lcdd Lo illlpdl,l.b
outcomes,.privacy, freedom, of
fairness; safety, security(empl
environment, and humanright

pn equitable
expression,
yment, the
broadly.

h) [|Continual improve-

ment

Risk management is continually improved
through learning and experience.

The-identification.of‘previousl

be considered 1?the continual i

process. Orga(n

systemt components or any co

thes®, should monitor the Al ec
quformance successes, shortc
essons learned, and maintain
tof new Al research findings and
(opportunities for improvemen

risks related to the-use of Al systems should

ations engaged ih the design,
developmen.t or deployment of Af systems or

unknown

provement

bination of
hsystem for
bmings and
awareness
techniques

b).

Framework

v r

General 2
AN

purpose of the risk )management ‘fﬁamework is to,assist the organization in integ

N
Risk management involves assgl;h‘bhng relevant information for an organization to make de
addfess risk.While the governing body defines the overall risk appetite and organizational
it delegates the decision-making process of identifying, assessing and treating risk to m|
within'the-organizations

ISOJIEC 385071 @éscribes additional governance considerations for the organization
the |development, purchase or use of an Al system. Such considerations include new opf
poté¢ntial changes to the risk appetite as well as new governance policies to ensure the resp
of All by thé.organization. It can be used in combination with the risk management processe
in this document to help guide the dynamic and iterative organizational integration ds

rating risk

agement into significant activiti\es}énd functions. The guidance provided in ISO 31000:2018, 5.1

cisions and
objectives,
anagement

regarding
ortunities,
pnsible use
b described
bscribed in

[SO|31000:2018, 5.2.

5.2 Leadership and commitment
The guidance provided in ISO 31000:2018, 5.2 applies.
In addition to the guidance provided in ISO 31000:2018, 5.2 the following applies:

Due to the particular importance of trust and accountability related to the development and use of Al,

top management should consider how policies and statements related to Al risks and risk m

anagement

are communicated to stakeholders. Demonstrating this level of leadership and commitment can be

critical for ensuring that stakeholders have confidence that Al is being developed and used r

esponsibly.

The organization should therefore consider issuing statements related to its commitment to Al risk

management to increase confidence of their stakeholders on their use of Al.

© ISO/IEC 2023 - All rights reserved
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Top management should also be aware of the specialized resources that can be needed to manage Al

risk, and allocate those resources appropriately.

5.3 Integration

The guidance provided in ISO 31000:2018, 5.3 applies.

5.4 Design

541 U

derstanding the organization and its context

The guidarce provided in ISO 31000:2018, 5.4.1 applies.

In addition

Tab|le 2 — Consideration when establishing the external context of an 8tganization

to guidance provided in ISO 31000:2018, 5.4.1, Table 2 lists additional factoprs.to”consjder
when undefrstanding the external context of an organization.

Generic gdidance provided by ISO 31000:2018,
5.4.1

Organizatidns should consider at least the following
elements of their external context:

Additional guidance for organizét’fons engaged in Al

Organizations should additigpafly consider, but not exclusiyely,
the following elements: x>

¢ W

The sorial, cultural, political, legal, regulatory,
financfal, technological, economic and
envirophmental factors, whether international;
nationfl, regional or local;

“Domain-specific guidelines and frameworks relatefl to

Relevant legal\ Tequirements, tHose

specifically rel@ting to Al

including

Guidelines;on ethical use and design of Al phnd
automated systems issued by government-reldted
groups,* regulators, standardization bodies, {ivil
soclety, academia and industry associations.

percepitions, values, needs:and expectations;
C =

C '—Y Al
— Keydr|vers and trendsaffecting the objective§ |- Technology trends and advancements in the various
of the ¢rganization; O areas-of AL
e~
WOC — Societal and political implications of the deploymerjt of
SN Al systems, including guidance from social scienceg.
— Externfal stakeholders’ \\ ‘relationships,|— Stakeholder perceptions, which can be affected| by

issues such as lack of transparency (also referred tp as
opaqueness) of Al systems or biased Al systems.

Stakeholder expectations on the availability| of
specific Al-based solutions and the means by wlich
the Al models are made available (e.g. through a yser
interface, software development kit).

Contractual relationships and commitments;

How the use of Al, especially Al systems uging

continuous learning, can affect the ability of the
organization to meet contractual obligations and
guarantees. Consequently, organizations should
carefully consider the scope of relevant contracts.

Contractual relationships during the design and
production of Al systems and services. For example,
ownership and usage rights of test and training data
should be considered when provided by third parties.

The complexity of networks and dependencies;

The use of Al can increase the complexity of networks
and dependencies.
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Table 2 (continued)

Generic guidance provided by ISO 31000:2018,
5.4.

Organizations should consider at least the following
elements of their external context:

1

Additional guidance for organizations engaged in Al

Organizations should additionally consider, but not exclusively,
the following elements:

(guidance beyond ISO 31000:2018).

An Al system can replace an existing system and, in
such a case, an assessment of the risk benefits and risk
transfers of an Al system versus the existing system
can be undertaken, considering-safety, environmental,
social, technical and financial issues associated with

the implementation ofthe Al system.

In dddition to guidance provided in ISO 31000:2018, 5.4.1, Table 3 lists additional factors
n understanding the internal context of an organization.

whg

Table 3 — Consideration when establishing the internal context of.an organizat

o consider

ion
-’ )

5.4

Org
ing

Generic guidance provided by ISO 31000:2018,

1

anizations should consider at least the follow-
elements of their internal context:

Additional guidance for ong@ﬁizations engagped in Al

Organizations should additionally consider, but
sively, the following‘eléments:

A

hot exclu-

Vision, mission and values;

co

No specificguidance beyond ISO 31000:201

Governance, organizational structure, roles
and accountabilities;

No spe(‘\ifi} guidance beyond ISO 31000:2018
\¢

Strategy, objectives and policies;

No;specific guidance beyond ISO 31000:2018

The organization’s culture;

—.The effect that an Al system can have on the

)
\

organization’s culture by shifting and introducing new
responsibilities, roles and tasks.

Standards, guidelines and models adopted\by

the organization;
\'
0\

Any additional international, regional, national and
localstandards and guidelines that are imposed by the
use of Al systems.

Capabilities, understood in termsf resources
and knowledge (e.g. capltal.‘}lme people,
intellectual property, procqwes systems and
technologies);

‘/

The additional risks to organizational
related to transparency and explainab
systems.

knowledge
lity of Al

The use of Al systems can result in chapges to the
number of human resources needed to realize a certain
capability, or in a variation of the type of resources
needed, for instance, deskilling or loss df expertise
where human decision-making is ihcreasingly
supported by Al systems.

The specific knowledge in Al technologids and data
science required to develop and use Al systpms.

The availability of Al tools, plattorms and libraries
can enable the development of Al systems without
there being a full understanding of the technology, its
limitations and potential pitfalls.

The potential for Al to raise issues and opportunities
related to intellectual property for specific Al systems.
Organizations should consider their own intellectual
property in this area and ways that intellectual
property can affect transparency, security and the
ability to collaborate with stakeholders, to determine
whether any steps should be taken.
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Table 3 (continued)

Generic gu
5.4.1

Organizations should consider at least the follow-
ing elements of their internal context: sively, the following elements:

idance provided by ISO 31000:2018, |Additional guidance for organizations engaged in Al

Organizations should additionally consider, but not exclu-

flows;

— Data, information systems and information|— Al systems can be used to automate, optimize and

enhance data handling.

completeness constraints on data.and-information

— As consumers of data, additional. quality and

can

be 1imposed by Al systems.

— Relatid
taking
values

nships with internal stakeholders,|— Stakeholder perception, which can be affectedby iss
into account their perceptions and such as lack of transparency.of Al systems of) biase
systems.

— Stakeholder needsand expectations can be satisfie
a greater extent-by specific Al sysgsms.
Y

— Theneedforstakeholderstobeeducated on capabilif
failure modes and failure management of Al systen|

ues
1 Al

1 to

ies,

2}

— Contra

ctual relationships and commitments; |— Stakeholder perceptionf?which can be affected
different challenges associated with Al systems s
as potential lackg\f transparency and unfairness.

specific AlSystems.

— The nee(i\fgr stakeholderstobeeducated on capabilif
failgr;e modes and failure management of Al systen

\
— (Stakeholders’ expectations of privacy, and indivig
4 Sand collective fundamental rights and freedoms.

</ Stakeholder ngeds and expectations can be satisfied by

b
uch

ies,

v

ual

— Interd

AY
bpendencies and interconnections; =" The use of Al systems can increase the complexit

N interdependericies and interconnections.

y of

In addition|
use of Al sy

5.4.2 Ar

The guidar

5.4.3-./As

The guidan

to the guidance provided 11:1,130 31000:2018,.5.4.1, organizations should consider that
stems canincrease the néédfor specialized training.

ficulating risk management commitment

ce provided in<l'§0’31000:2018, 5.4.2 applies.

signing organizational roles, authorities, responsibilities and accountabilities

ce praovided in ISO 31000:2018, 5.4.3 applies.

the

In addition
applicable,

should allocate resources and identify individuals:

— with authority to address Al risks;

— with responsibility for establishing and monitoring processes to address Al risks.

5.4.4 All

ocating resources

The guidance provided in ISO 31000:2018, 5.4.4 applies.

5.4.5 Establishing communication and consultation

The guidance provided in ISO 31000:2018, 5.4.5 applies.

8
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5.5
The

5.6
The

5.7
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Implementation

guidance provided in ISO 31000:2018, 5.5 applies.

Evaluation

guidance provided in [SO 31000:2018, 5.6 applies.

Improvement

5.7.
The

5.7.
The

6

6.1
The)

Org|
the
levd
ider]
pro

1 Adapting
guidance provided in ISO 31000:2018, 5.7.1 applies.

2  Continually improving

guidance provided in ISO 31000:2018, 5.7.2 applies. )

Risk management process O

General \

guidance provided in ISO 31000:2018,6:1 applies. ,. O

hnizations should implement a risk-based approhgjh to identifying, assessing, and understanding

Al risks to which they are exposed and take.appropriate treatment measures accorfling to the

| of risk. The success of the-overall Al riskahanagement process of an organization rdlies on the
\

tification, establishment@nd the successful implementation of narrowly scoped risk management

Cesses on strategic, operational, prograﬁmme and project levels. Due to concerns related but not

limited to the potential )complexity, lack of transparency and unpredictability of some Al-based

tech
pro
and
and
strg

The
the

nologies, particular con51derat10n Q-Hould be given to risk management processes at th¢ Al system
ect level. These'system project level processes should be aligned with the organization’ objectives
should be both informed by,ahd inform other leyels of risk management. For example, pscalations
lessons learned at the Al(project level should be incorporated at the higher levels, quch as the
tegic,.operational and programme levels, and others as applicable.

scope, context andicriteria of a project-level risk management process are directly affected by
stages of the AL\ system’s life cycle that are in the scope of the project. Annex C shows possible

relations between a—prOJect-level risk management process and an Al system life cycle (aq defined in

ISO

6.2

IEC 22989:2022).

Communication and consultation

The

guidance provided in ISO 31000:2018, 6.2 applies.

The

set of stakeholders that can be affected by Al systems can be larger than initially foreseen, can

include otherwise unconsidered external stakeholders and can extend to other parts of a society.

6.3

6.3.
The

Ina
the
the

Scope, context and criteria

1 General
guidance provided in ISO 31000:2018, 6.3.1 applies.

ddition to the guidance provided in ISO 31000:2018, 6.3.1, for organizations using Al the scope of
Al risk management, the context of the Al risk management process and the criteria to evaluate
significance of risk to support decision-making processes should be extended to identify where Al

© ISO/IEC 2023 - All rights reserved 9
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systems are being developed or used in the organization. Such an inventory of Al development and use
should be documented and included in the organization’s risk management process.

6.3.2 Defining the scope
The guidance provided in ISO 31000:2018, 6.3.2 applies.

The scope should take the specific tasks and responsibilities of the different levels of an organization
into account. Moreover, the objectives and purpose of the Al systems developed or used by the
organization should be considered.

6.3.3 Exfernal and internal context
The guidarce provided in ISO 31000:2018, 6.3.3 applies.

Because of the magnitude of potential effects of Al systems, the organization shoilld pay sp¢gcial
attention tp the environment of its stakeholders when forming and establishing the tontext of the [risk
managemept process. (\)

Care shouldl be taken to consider a list of stakeholders, including, but not limited to.
— the organization (itself); ¥

— custonpers, partners and third parties; ,5
— suppligrs; C
— end usprs; )
— regulators;

— civil ojganizations; K Yy,
— individuals;

— affectgd communities;

— societips. \\’;‘
Some othey considerations for extér‘hal and internal context are:

— whether Al systems canf harm human beings, deny essential services (which if interrupted would
endanger- life, health“or personal safety) or infringe human rights (e.g. by unfair and bigsed
automated decision-making) or contribute to environmental harm;

— externpl and internal expectations for the organization’s social responsibility;

— externpland’internal expectations for the organization’s environmental responsibility.

The guidelines in ISO 26000:2010!2] outlining aspects of social responsibility should apply as a
framework for understanding and treating risk, particularly on core subjects of organizational
governance, human rights, labour practices, the environment, fair operating practices, consumer issues
and community involvement and development.

NOTE Further background information on trustworthiness is available in ISO/IEC TR 24028:2020(3].

6.3.4 Defining risk criteria
The guidance provided in ISO 31000:2018, 6.3.4 applies.

In addition to the guidance provided in ISO 31000:2018, 6.3.4, Table 4 provides additional guidelines on
factors to be considered when defining risk criteria:

10 © ISO/IEC 2023 - All rights reserved
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Table 4 — Additional guidance when defining risk criteria

Additional considerations in the context of the
development and use of Al systems

Considerations for defining risk criteria as provid-
ed in ISO 31000:2018, 6.3.4

The nature and type of uncertainties that can
affect outcomes and objectives (both tangible and
intangible);

Organizations should take reasonable steps to
understand uncertainty in all parts of the Al
system, including the utilized data, software,
mathematical models, physical extension, and
human-in-the-loop aspects_of the system (such as
any related human activity during data collection
and labelling).

How consequences (both positive and negative)
and likelihood will be defined and measured;

:2018
\] is a fast-

Time-related factors; No specific guidance beyond 1SO 31000

Consistency in the use of measurements;

Organizations should be aware that 4

movingtechnology domain. Measureme
should be( consistently evaludted ag
their efféctiveness and appropriateneg
systems in use.

ntmethods
cording to
s for the Al

How the level of risk is to be determined; Organizations sho Ri) establish a
should reflect-thé’potential impact of
regarding «ifférent Al-related obje
Annex A). )\

approach to determiine the risk level. The approach

consistent

Al systems
Ctives (see

How combinations and sequences of multiplerisks

No sgec-iﬁc guidance beyond ISO 31000
will be taken into account; )

:2018

The organization’s Al capacity, know
Nand ability to mitigate realized Al risk
) “considered when deciding its Al risk apg

The organization’s capacity.

ledge level
s should be
petite.

6.4

6.4.
The

Al n
and
sou
sho
exe
cata

Org|
alig
can

X
)

. \
b\\.
X

Risk assessment

1 General s
9!

guidance provided in [SO 31000?2618, 6.4.1 applies:

S
isks should be identified, quantified or qualitatively described and prioritized against 1
objectives-relevant to the organization. Annex B provides a sample catalogue of Al-y
Fces. Such a sample eatalogue cannot be considered comprehensive. However, expg
vn the value of usingsuch a catalogue as base for any organization performing a risk
cise for the firsttime or integrating Al risk management into existing management stru
logue serves.as@ documented baseline for these organizations.

hnizationSengaged in the development, provisioning or application of Al systems there
h theirvisk assessment activities with the system life cycle. Different methods for risk
apply to different stages of the system life cycle.

isk criteria
elated risk
rience has
hssessment
ctures. The

fore should
hssessment

6.4.

6.4.
The

6.4.

Z Riskidentification

2.1 General
guidance provided in ISO 31000:2018, 6.4.2 applies.

2.2 Identification of assets and their value

The organization should identify assets related to the design and use of Al that fall within the scope of
the risk management process as defined in 6.3.2. Understanding what assets are within the scope and
the relative criticality or value of those assets is integral to assessing the impact. Both the value of the
asset and the nature of the asset (tangible or intangible) should be considered. Additionally, in relation
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to the development and use of Al, assets should be considered in the context of elements including but

not limited

— Assets

to the following:

of and their value to the organization:

— Tangible assets can include data, models and the Al system itself.

Assets

Ta

Intangible assets can include reputation and trust.

of and their value to individuals:

gible assets can include an individual’s personal data

Int

Assets

Ta

Inft

knlowledge, educational access and equity.

For valuati

NOTE 1

implicationg.

6.4.23 1

The organi
within the

Risk sourct
organi
proces
manag
person
physic

data;

deploy]

angible assets can include privacy, health, and safety of an individual.
of and their value to communities and societies:
hgible assets can include the environment,

angible assets are likely more values based, such .as. socio- cultura)(h)ellefs commu

s

A

bn of assets and the relation to impact, see 6.4:2.6)and 6.4.3.2. ¢ '

he use of the word "asset” with the illustrative examples in th].S ‘clause does not have any |

\\'

entification of risk sources \

Mg
zation should identify a list of risk sources related to the development or use of Al, or b
defined scope.

. ( )

s can be identified within, but not limitg}d't'o, the following areas:
yation;

ses and procedures;
ement routines;

nel;

al environment;. 0

-

Al systlem configliration;

ment-environment;

hity

egal

oth,

hardware, software, network resources and services;

dependence on external parties.

Examples of Al-related risk sources can be found in Annex B.

6.4.2.4

Identification of potential events and outcomes

The organization should identify potential events that are related to the development or use of Al and
can result in a variety of tangible or intangible consequences.

Events can

be identified through one or more of the following methods and sources:

— published standards;

12

© ISO/IEC 2023 - All rights rese

rved


https://iecnorm.com/api/?name=2c0aa47be5691260b05af27afe2225ff

ISO/IEC 23894:2023(E)

published technical specifications;

published technical reports;

published scientific papers;

market data on similar systems or applications already in use;
reports of incidents on similar systems or applications already in use;

field trials;

32
— [simulations. Ve
6.42.5 Identification of controls '
\‘\
The| organization should identify controls relevant to eitherthe development or use of 4
Conftrols should be identified during the-risk managemen\f\actlvmes and documented
systems, procedures, audit reports, etc.). Q
\

Conltrols can be utilized to positivelyaffect the overal¥risk by mitigating risk sources and
out¢omes. \

S
The| operating effectiveness of the identified'qo}ltrols should also be taken into account, ¢
control failures. N\

6.4

As part of Al risk assessment, thedorganization should identify risk sources, events or ouf]

can
com
betj
neg

Con
Conl

2.6 Identification of conseunnh'as

usability studies;
the results of appropriate investigations;
stakeholder reports;

interviews with, and reports from, internal or external experts;

N\’

\I, or both.
in internal

events and

articularly

comes that

¢
lead to risks. It should al§o’identify any consequences to the organization itself, to individuals,

munities,groups and sdcieties. Organizations should take particular care to identify any
veen the groups who'experience the benefits of the technology and the groups who
htive.consequences:

-

differences
experience

sequences to,_the organization necessarily differ from those to individuals and t¢ societies.

sequencesto.organizations can include but are not limited to:
investigation and repair time;

(work) time gained and lost;

opportunities gained or lost;

threats to health or safety of individuals;

financial costs of specific skills to repair the damage;
employee recruitment, satisfaction and retention;
image reputation and goodwill;

penalties and fines;

customer litigations.

© ISO/IEC 2023 - All rights reserved
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Depending on the context, consequences to individuals and to societies can be more general, in which
case the organization can be unable to estimate exactly what the effect to each individual or to societies

1S.

Rather than specifying each type of effect, this can be considered generally as with the degree of the
criticality of effects (for example, to privacy, fairness, human rights, etc., in the case of an individual, or
to the environment in the case of societies) being a key element.

The exact effects can depend on the context in which the organization operates and areas for which the

Al system i

s developed and used.

NOTE1 (
consequenc

NOTE2 (
For exampl

organization and negatively impact its reputation and product sales.

6.4.3 Rig

6.43.1 (
The guidan

The analys
context (se

6.4.3.2 A

When asse
between a

assessment.

Business i
consider el

— critica

— tangib

criteri

ONSEUENCES Call DE POSITIVE OT Negative. T11e OrganiZation camn ConSider DO WHen asSessin
s to the organization, to individuals and to societies.

onsequences to individuals and societies usually can also lead to consequences to the organiza
, a safety incident to a user of a product of the organization canfresult in liability Claims tg

k analysis 5 82
eneral O
/0
ce provided in ISO 31000:2018, 6.4.3 applies. /‘
)
is approach should be consistent with the:risk criteria ge}e'loped as part of establishing
e 6.3). ¢
N\
)\

ssessment of consequences

.,

)
5sing the consequences identified in the risk assessment, the organization should disting
business impact assessment, an impact assessment for-individuals and a societal im

N\’

.
mpact analyses should determiné the degree to‘which the organization is affected,
pments including but not limitedito the following:
e~
W

e and'intangible impacts';/

ity of thedimpact;

h-used to establ}sh,’che overall impact (as determined in 6.3.4).

Impact and
the develo

not limited|to the following:

types of data used from the individuals;

lyses for individuals should determine the degree to which an individual can be affecte
ment or-useof Al by the organization, or both. They should consider elements including

the

fion.
the

the

1ish
bact

and

1 by
but

intended impact of the development or use of Al;

potential bias impact to an individual;

individual;

14

potential fairness impact to an individual;
safety of an individual;

protections and mitigating controls around unwanted bias and unfairness;
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— jurisdictional and cultural environment of the individual (which can affect how relative impact is
determined).

Impact analyses for societies should determine the degree to which societies can be affected by the
either development or use of Al by the organization, or both. They should consider elements including
but not limited to the following:

— scope of societal impact (how broad is the reach of the Al system into different populations),
including who the system is being used by or designed for (for instance, governmental use can
potentially impact societies more than private use);

— [howam AT SyStenT affects soctal and cutturat vatues netd by vartous atfected groupy (including
specific ways that the Al system amplifies or reduces pre-existing ‘patterns of harm’fo different
social groups).

6.43.3 Assessment of likelihood

Where applicable, the organization should assess the likelihood of occurrefiég of events an¢l outcomes
cauping risks. Likelihood can be determined on a qualitative or quantitatiﬁ"e scale and shotyild align to
the criteria established as part of 6.3.4. Likelihood can-be'informed and-affected by (not limjted to):

s O
— |types, significance, and number of risk sources; \ &
\N
— |frequency, severity, and pervasiveness of threats; N\ N
— |internal factors such as operational §uecess of policié®’and procedures and motivation|of internal
actors; \
M

— |external factors such as geography and other. iocial, economic and environmental concerns;
N
— |success (mitigation) or failure of controls'(ge\e 6.4.2.5).

Orgpnizations should incorporate likelihgod calculations_ only where they are applicable [and useful
for [identifying where(to~apply risk tgeatments. There ican be significant technical, ecqnomic and
heufistic issues with decision-makirtg based likelihoods, particularly when the likelihood gither can’t

be dalculated or.where the calculatien has a large margin of error.
>
W

6.44 Riskevaluation ()

%

The|guidance provideduinISO 31000:2018, 6.4.4 applies.
C A=
6.5 Risk treatmént

6.5]1 General
The|guidance provided in ISO 31000:2018, 6.5.1 applies.

6.5.2 Selection of risk treatment options
The guidance provided in ISO 31000:2018, 6.5.2 applies.

Risk treatment options defined by the organization should be designed to reduce negative consequences
of risks to an acceptable level, and to increase the likelihood that positive outcomes can be achieved. If
the required reduction of negative outcomes cannot be achieved by applying different risk treatment
options, the organization should carry out a risk-benefit analysis for the residual risks.

In accordance with ISO 31000:2018, 6.5.2 the organization should consider:
— avoiding the risk by deciding not to start or continue with the activity that gives rise to the risk;

— taking or increasing the risk in order to pursue an opportunity;
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removing the risk source;

ng the likelihood;

ng the consequences;

sharing the risk (for instance, through contracts or buying insurance);

ng the risk by informed decision.

Preparing and implementing risk treatment plans

The guidan

Once the 1
should be i

ce provided in ISO 31000:2018, 6.5.3 applies.

mplemented.

The implementation of each risk treatment measure and its effectiveness should.be verified

recorded a

The guidan

6.7 Recq

ccording to 6.7. (;‘)
6.6 Monijitoring and review O )
X
ce provided in ISO 31000:2018, 6.6 applies. oy
&
)rding and reporting o
ce provided in ISO 31000:2018, 6.7 applies. \\;

The guidan

The organ
of informa

ion on the product or similar products frofi-the implementation and post-implementa

phases. The organization should alse collect ar;d\feview publicly- available information on sin

systems orn

the market. \

This inforgation should then-be assessed\fe‘l"possible relevance on the trustworthiness of th

system. In
previously
organizati

If any of th

assess
backin

carry
the res
should

particular, theevaluation should assess whether’ previously undetected risks exis
assessed risks are no longer@fceptable. This.information can be fed and factored into

bse conditions apply; orégnizations should perform the following:

to the risk management process.

ut a review of the risk management activities for the Al system. If there is a possibility

be évaluated.

zation should establish, record, and maintain®a system for the collection and verificat

n’s Al riskimanagement prbéess as adjustment of objectives, use cases or lessons learnedl.

isk treatment plan has been documented, the risk treatment.measures selected in 4.5.

and

ion
ion
ilar

b Al
E or
the

the effect on p(revjous risk management activities and feed the results of this assessment

that

idual risk’ or their acceptance have changed, the effects on existing risk control meastyires

The result

L of thic accaccrmant chanld bhao racardad Thao wicl yanagamant racard chaonld ollaovas
T T IrC—T T oTTotrrerorrrovy

the

O IO Ty C O U TIT e It U Tro Tt o e e coTrareer TTrrorrrors Crrrerre— e corer

traceability of each identified risk through all risk management processes. The records can leverage a
common template that is agreed upon by the organization.

In addition to the documentation of the scope, context and criteria (see 6.3), risk assessment (see 6.4)
and risk treatment (see 6.5), the record should include at least the following information:

the ide

16

a description and identification of the system that has been analysed;
methodology applied;

a description of the intended use of the Al system;

ntity of the person(s) and organization that carried out the risk assessment;
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— the release status of the risk assessment;

— if and to what degree objectives have been met.
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A.1 Gen

When iden
depending
objectives

A.2 Accountability

Accountab

Organi
actions
and m

Systen
entity.

The use of]
actions for
by Al syst
Developerg
the system

A3 Ale

Al systems
specialists
systems is
developme

Expertised
of how the
outputs.

3894:2023(E)
Annex A
(informative)

Objectives

eral

on the nature of the system under consideration and its application context, Al-rel
o consider include but are not limited to the objectives describedin Clauses A.240 A.12.

32
lity refers both to a characteristic of organizations-and to a system piﬁi)erty:
s O
zational accountability means that an organization takes resppr{sibility for its decisions
by explaining them and being answerable for them to the goyérning body, to legal author
re broadly to stakeholders. X 2

accountability relates to being able to trace the degisions and actions of an entity to
.

Al can change existing accountability frameworks. Where previously persons perfor

which they would be held accountable, suchactions can now be fully or partially perfor

bms. Who would be aceountable in th's'case is an ongoing consideration by regulat

is brought onto the'market and used,

\
¥, N

N
o
N
and their-development are‘different from non-Al software solutions. A selection of dedic
with inter-disciplinary“skillsets and expertise in assessing, developing and deployin
needed. Organizations should ensure that people with such expertise are engaged in

htand specification-of Al systems.

Kpertise

Al system functions and are empowered to detect and override erroneous decision

tifying risks of Al systems, various Al-related objectives should“be taken into~aceount,

hted

and
ties

that

med
med
ors.

and users of Al systems should be aware of the related legislation in the countries where

hted
b Al
the

f Al should-extend to the end users of Al systems. Users should have sufficient understandgling

5 Oor

A.4 Ava

tabitity amdquatity of traiminganmd testdata

Al systems based on ML need training and test data in order to train and verify the systems for the
intended behaviour. The deployed Al system operates on production data. The training, test and
production data should be fit to the intended behaviour with respect to data type and quality.

Training and test data should be validated for their currency and relevance for the intended purpose.
The amount of training and test data required can vary based on the intended functionality and
complexity of the environment. The training and test data should have sufficiently diverse features
in order to provide strong predictive power for the Al system. Furthermore, consistency should be
ensured across training and test data, while using independent datasets when applicable.

It is possible that training and test data is not available in the company and is sourced externally. Data
quality should be ensured also in that case.
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A.5 Environmental impact

The use of Al can cause effects from an environmental point of view. The use of Al can have positive
effects on the environment. For example, an Al system can be used to reduce nitrogen oxide in a gas
turbine. The use of Al can also have a negative effect on the environment due to the extensive use of
resources. For example, the training phase of some Al systems requires computing resources and
can consume substantial amounts of electrical power. These impacts on the environment should be

considered.

A.6 Fairness

The
per
dat:
be ¢

use of Al systems for automated decision-making can be unfair te specific persons,o

| sets, and human biases in training data and in providing feedback to systems. Ynfairne

aused by a bias issue in the product concept, the problem formulation or cheices about

- groups of

sons. Unfair outcomes have a number of causes such as bias.in ‘objective functions, imbalanced

ss can also
when and

whagre to deploy Al systems.
)
For[further information on bias and fairness in Al systems, see ISO/IEC TR‘Q>LOZ7[4].
s O
A.7| Maintainability N
N
Maipntainability is related to the ability of the.organization lﬁiﬁdle modifications of the Al system in

ord
and
be i

br to correct defects or adjust to new requirements. Bécause Al systems based on ML
do not follow a rule-based approach, the maintainability of an Al system and its implicat

i N\
hvestigated. S)
R\

\

A.§ Privacy

Privacy is related to the ability of indiv1d1{3»1§ to control or-influence what information relat
can|be collected, stored and processed, and by whom that.information can be disclosed. A$
in I$O/IEC TR 24028:2020[3], "many Alftechmques (e.g. deep learning) highly depend on big
their accuracy reliesjon the amountof data they use. The misuse or disclosure of some data,
personal and sensitive data (e.g.\health records) can have harmful effects on data subj
priyfacy protection has become\d major concern in big data analysis and AL"

Conpideration should be taken to determine if an Al system can infer sensitive personal d
sysf{ems; protecting privacy includes protecting the data used for building and operating the
ensfiring that the Af'system cannot be used to give unwarranted access to its data, and proteq
to'models personaliZzed for an individual or that can be used to infer information or charad
simjlar individuals.

Improper<€ollections, uses and disclosures of personal information can also have direct
funflamental human rights such as discrimination and freedom of expression and informati

hre trained
ons should

ed to them
b explained
data since
articularly
ects. Thus,

ata. For Al
Al system,
ting access
teristics of

mpacts on
n. Impacts

on dthie’principles in terms of respect of human values, and human dignity should also be cqd

nsidered.

NOTE A data protection impact assessment (see ISO/IEC 29134:2017[2]), often referred to as a privacy
impact assessment, is a useful tool for managing the risks related to the use of personal data during the collection
of data, training of an Al system, and use of an Al system.

A.9 Robustness

Robustness is related to the ability of a system to maintain its level of performance under the various
circumstances of its usage. The degree to which an Al system or related component can function
correctly in the presence of invalid inputs or stressful environmental conditions should be taken into
consideration as well as the ability to reproduce measures and results.
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Robustness poses new challenges in the context of Al systems. Neural network architectures represent
a specific challenge as they are both hard to explain and sometimes have unexpected behaviour due to
their nonlinear nature. Characterizing the robustness of neural networks is an open area of research,
and there are limitations to both testing and verification approaches.

For further information on robustness of neural networks, see ISO/IEC TR 24029-1[6l,

A.10 Safety

The use of Al systems can introduce new safety threats. Safety relates to the expectation that a
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A.11Security

Informatio
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poisoning,
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ES not, under defined COI’ldlflOl’lS, [ead to a state in which human llle, Iiealtli, properE

the enviropment is endangered. Use of Al systems in automated vehicles, manufacturing devices;

introduce risks related to safety. Specific standards for particular application domains
of machinery, transport, medical devices) should be taken into.account for Al system
ins.

information on functional safety in Al systems, see ISO/IECTR 54691 [},
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h security risk management is defined in ISO/IEC 27005:2022[@]. In the context of Al

hdversarial attacks and model stealing-as described indSO/IEC TR 24028:2020(3! shoul
beyond classical information and system security con€érns.
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A.12 Trapsparency and explainability
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Transparency relates both to characteristics of an@rganization operating Al systems, and to those

systems themselves. Organizations, are sometimes‘transparent on‘how they apply such systems,

they use ca
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llected data (such as consumer and yéer data, public-data, other collected data sets), w
hey putin place te.manage Al sysgemb, understand and-control their risks, etc. Transparg
ns is to provide appropriate information about a system (e.g. capabilities and limitati
ders to enable them to assess‘development, gperation and use of Al systems against t

tem, its:outcome has béengenerated.
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Al system explainability relates to an ability to rationalize and help to understand how, for a

1) Under preparation. Stage at the time of publication: ISO/IEC DTR 5469:2022.
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Annex B
(informative)

Risk sources

B.1—General

When identifying risks of Al systems, various risks sources should be taken into aceount|depending
on the nature of the system under consideration and its applicationcontext. Risk souices fo consider
inclhde but are not limited to the issues and opportunities described in Clauses B.2 to'B.8.

32
The|complexity of the environmentl?] of an Al system determines the range of potential situdtions an Al
system is intended to support in its operational context. %

¥

B.2 Complexity of environment

Cerfain Al technologies like ML are specifically suited to Handle complex environmer:[s and are
therefore often used for systems used forrcomplex envir&{u;hents like automated drivipg. A great
challenge however is to identify in the design‘and development process all relevant situatidns that the
system is expected to handle and that the training and \tes%data cover all these situations.

N
Henlce, complex environments can result in additidnal risks relative to simple environments. Special
conpideration should be given_.to determining the degree to which the Al system envifonment is
understood: \

— [Complete understanding of environmérh that is only pessible for simple predictable o1 controlled
environments, such that the Al systém is prepared for all possible states of the environinent that it
can encounter;.allows for better risk control.

— |In case of partial understa;}di\i}; due to high'complexity or uncertainty of the environment, such
that the AT'system cannotforécast all possible states of the environment (for instance, ajitonomous
driving), it cannot be asstimed that all relevant situations are considered. This can resylt in a level
of uncertainty, whigh'is“a source of risk, and should be taken into account when designing such
systems. N

C A=

B.3 Lack oftransparency and explainability

Tranpsparency is about communicating appropriate activities and decisions of an organifation (e.g.
policies).processes) and appropriate information about an Al system (e.g. capabilities, performance,
limjtations, design choices, algorithms, training and test data, verification and validation prgcesses and
results) to relevant stakeholders. This can enable stakeholders to assess development, operation and use
of Al systems against their expectations. The kind and level of information that is appropriate strongly
depends on the stakeholders, use case, system type and legislative requirements. If organizations are
unable to provide the appropriate information to the relevant stakeholders, it can negatively affect
trustworthiness and accountability of the organization and Al system.

Explainability is the property of an Al system that the important factors influencing a decision can be
expressed in a way that humans can understand. An ML model can have behaviour that is difficult to
understand by inspection of the model or the algorithm used to train it, especially in the case of deep
learning. If such important factors cannot be expressed, validation of the Al system and the trust of
humans in the system are negatively affected as it is not clear why the system has made a decision and
if it can make the correct decision in all cases. This uncertainty can result in many risks and strongly
effect general objectives such as trustworthiness and accountability, and specific objectives such as
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