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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
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Introduction

The ISO/IEC 23837 series specifies security requirements, test and evaluation methods

for quantum

key distribution (QKD) modules under the framework of the ISO/IEC 15408 series. This document
specifies an evaluation method and relevant evaluation activities for the security evaluation of QKD

modules in a relatively general way. The evaluation activities that are necessary for

the security

evaluation of QKD modules include supplementary evaluation activities for the QKD-related security
functional requirements (SFRs) specified in ISO/IEC 23837-1 and the supplementary evaluation
activities for security assurance requirements (SARs) with security assurance levels ranging from

evaluation assurance level (EAL) 1 to EAL 5+.

Speciffically, the evaluation activities for the testing and evaluation of implementatilons of QKD

protdcols, quantum optical components in QKD transmitter modules, and QKD receiver
descijibed in detail. For SFRs specific to conventional network components, this.docum
specify concrete evaluation activities but mainly refers to existing methods forinetwor
additjon, supplementary activities for security assurance requirements are specified, and
to th¢ generic vulnerability analysis methodology in ISO/IEC 18045 are presented, includ
on the calculation of attack potentials.

modules are
ent does not
K devices. In
refinements
ng guidance

This Hocument is expected to provide a specification to help QKD.fwanufacturers improve the design

and implementation security of QKD modules, and to guide eyaluators in the testing
evaluation of QKD modules, thus reducing the risk of failure of Security in operation.

ind security
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Information security — Security requirements, test and
evaluation methods for quantum Key distribution —

Part 2:
Evaluation and testing methods

1 3

This
distr

cope

document specifies test and evaluation methods for the security evaluatiori of g
bution (QKD). It also describes evaluation activities that constitute the ‘test an
methpds for the security functional requirements on the implementation’dof QKD pi
quanfum optical components and conventional network components~irhp QKD module
supplementary evaluation activities for security assurance requirements/are provided to
secuiity evaluation of QKD with appropriate assurance levels.

2

The following documents are referred to in the text in{such a way that some or all of {
constlitutes requirements of this document. For dated veferences, only the edition cited
undated references, the latest edition of the referenced document (including any amendmg

ormative references

ISO/IEC 15408-4:2022, Information security, cybersecurity and privacy protection — Evalu
for I'T|security — Part 4: Framework for the specification of evaluation methods and activitie

ISO/IEC 18045, Information security, cybersecurity and privacy protection — Evaluation c
securjty — Methodology for IT security-evaluation

ISO/IEC 23837-1:2023, Information Security — Security requirements, test and evaluation
quangum key distribution — Pai:t\l: Requirements

3 erms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 23837-1 and {
apply

[SO apd IECmraintain terminology databases for use in standardization at the following ad

— [PO@xline browsing platform: available at https://www.iso.org/obp

uantum key
1 evaluation
otocols, the
5. Moreover,
support the

heir content
applies. For
nts) applies.
ition criteria

riteria for IT

methods for

he following

dresses:

IEC Electropedia: available at https://www.electropedia.org/

3.1
attenuation

reduction in the intensity of a light beam relative to the distance travelled through a transmission

medium

3.2
attenuator
device used to reduce the power level of a light beam

© ISO/IEC 2023 - All rights reserved


https://www.iso.org/obp/ui
https://www.electropedia.org/
https://iecnorm.com/api/?name=f226137b9a1a2faa5063c3b44a19659d

ISO/IEC 23837-2:2023(E)

3.3
back-flash
pulse of one

or more photons emitted from a single-photon detector

Note 1 to entry: This phenomenon is also known as “backflash light” or “breakdown flash”.

Note 2 to entry: This phenomenon is due to radiative charge recombination, and is observed in devices such as
avalanche photodiodes where large populations of electron-hole pairs are created.

3.4

beam splitter

BS

device which can split an incident light beam at a designed ratio into two or more separate beams

3.5
correlation
function use

3.6
dark count
detection ev

3.7

dead time
time interva
response to

[SOURCE: ET

3.8
density mat

matrix that dlescribes the state of a quantum system

3.9
detection p
probability t

3.10
emulator
tool with a k

3.11
fidelity
measure of t

3.12
injected lig}

function
d to characterize the statistical and coherence properties of light beams

ent registered by an optical detector in the absence of optical ilJumination

| after a detection event when the detector as a wholé\is unable to provide an output in
ncoming photons at the single photon level

SIGR QKD 007 V1.1.1:2018]

rix

Fobability
hat a detector registers a detection event within a stated duration time

nown and trusted jmplementation of the expected functionality under test

he closeness of two quantum states

ntmonitor

detector for

3.13

i H +lao £l o1 Lialdtias rad £ +la £ la. 1
TUIITITUT T tITCT PUWTET UT tTHIC T ST ITETIT T CTTCTU TT UTIT U U AT It uTIT CITa I IcT

local oscillator

LO
strong optic

al signal that acts as a phase reference for interference with a weak optical signal (e.g.,

quantum state) in coherent detection

3.14

mean photon number
average number of photons per optical pulse

[SOURCE: ETSI GR QKD 007 V1.1.1:2018]
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3.15
polarization
property of electromagnetic waves that describes the orientation of the oscillating electric field vector

[SOURCE: ETSI GR QKD 007 V1.1.1:2018]

3.16
polarization analyser
instrument designed to measure and display the polarization (3.15) of an optical pulse

3.17
quantum state analyser
instrpment designed to measure optical states in one or more specified degrees of freedom

3.18
shot poise
noise{which can be modelled by a Poisson process, describing the fluctuations ¢f the numbeér of photons
detedted due to their occurrence independent of each other

3.19
specfrum analyser
instrpment designed to measure and display the distribution of\power of an optical spurce over a
specified wavelength span

4 Abbreviated terms

ATE assurance class of tests

AVA assurance class of vulnerability assessiment
cPP collaborative PP

EA evaluation activity

EAL evaluation assuranceilevel

EM evaluation method

IT informationtechnology

NRBG non-deterministic random bit generator
PP protection profile

QKD guantum key distribution

RX TECeiver

SAR security assurance requirement

SFR security functional requirement

SPD single-photon detector

TOE target of evaluation

TSF TOE security functionality

TSFI TSF interface

TX Transmitter
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5 Overview of the evaluation method for QKD modules

5.1 General

The primary objective of the security evaluation of QKD modules is to validate whether the
implementation of the core functionality and the IT-related security controls of QKD modules meet the
security requirements of an expected evaluation assurance level (EAL).

Since the high-level generic evaluation activities (EAs) specified in ISO/IEC 18045 do not directly
cover all aspects of the security evaluation of QKD modules, this document gives an evaluation method
(EM) to supplement ISO/IEC 18045, by considering the characteristics of QKD modules. In particular,
this EM inclfides some specific EAs for security functional requirements (SFRs), which are defifed in
ISO/IEC 238B7-1, and security assurance requirements (SARs), which are defined or refined‘basgd on
the work unfts in ISO/IEC 18045.

5.2 Scopgq of the evaluation method

The defined method for the security evaluation of QKD modules is based on the framework specified by
ISO/IEC 154P8-4. Figure 1 gives the structure of the EM based on the following considerations.

Evaluation method

for QKD modules
Supplementary EAs for Supplementary EAs for
SARs SFRs
EAs for SARs Attack potential EAs for EAs for SFRs on EAs for SFRs|on
) and TOE FTP_QKD quantum optical conventiongl
(Clause 11) .
resistance (Clause 6) components and network
(Annex.A) calibration componets
procedure, (Clause 10
i.e, FPT_EMS.1,
FPT_PHP:3

(Clauses 7, 8, 9)

Figure - Structure of the specific EM for QKD modules and its constituent EAs

The EM includes a collection of EAs for SARs and SFRs. In particular, a set of EAs for some existing
SARs in ISO/IEC 18045 are supplemented to make their work units more specific for the evaluation of
QKD modules, in particular those related to the assurance Class ATE and Class AVA (see 11.6, 11.7 and
Annex A). In addition, a set of EAs for specific SFRs is defined, which addresses SFRs on the quantum
optical components (see ISO/IEC 23837-1:2023, 9.4) and the implementation of QKD protocols (i.e. FTP_
QKD). The EAs for SFRs are intended to help evaluators address evaluation actions required by the
SARs ATE_IND.1 and ATE_IND.2 that are specific to QKD modules (see Clauses 6 to 9 for further detail).

On the other hand, since the objective of this document is to provide a supplementary evaluation
methodology that is specific to QKD modules, EAs for common SFRs on conventional network
components (including SFRs in the classes of FCS, FIA, FDP, FMT defined in ISO/IEC 15408-2) are
not emphasized. As the corresponding methodology for those SFRs is relatively mature in the IT
security evaluation industry, evaluators may reference existing standards or methodologies to handle

4 © ISO/IEC 2023 - All rights reserved
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such aspects. Clause 10 explains this in more detail, and existing standards and methodologies are
referenced to help evaluators select appropriate approaches.

Not all EAs in this document are required for the security evaluation of a specific TOE of QKD modules.
The selection of EAs depends on the implemented QKD protocols and the implementation strategy of
the TOE. Clause 12 describes the requirements of the conformance statement when a specific evaluation
process claims conformance with this document.

5.3

5.3.1

Overview of evaluation activities for SFRs

General

The <I)bjective of functional testing in a security evaluation is to verify whether the’ imy

of th
the s
main
funct
IND i

NOTE
IND.1
IND.2

Althd

e functionality and IT-related controls are consistent with the design specificati
bcurity requirements defined in the ST are satisfied by the TOE. The EAs for SFRs,
y in Clauses 6,7, 8, and 9, are intended to supplement the work units concerned with

h ISO/IEC 18045.

This includes the work units of ATE_IND.1-3, ATE_IND.1-4, ATEZIND.1-5, ATE_IND.]
-7 when ATE_IND.1 is chosen for the expected EAL, or the work units“of ATE_IND.2-6, ATE_
-8, ATE_IND.2-9 and ATE_IND.2-10 when ATE_IND.2 is chosen,

ugh the EAs are intended to help evaluators of QKD modules, these EAs can also be

developers of QKD modules perform functional testing (for security assurance family of AT]

ensul
Secul

1SO/1
EA in

— 0

— T

|
-

—

— B

e the evaluator that the tests have been performéd and documented correctly, before
ity evaluation/certification.

EC 15408-4:2022, Clause 6 explains that the'content generally required for the specif
cludes:

bjective of the evaluation activity;

equired inputs (from the develeper);

equired tool types and setup;

equired evaluator compétence;

ptionale (justification of their derivation from the work units in ISO/IEC 18045);
ependencies (of the activities on other relevant EAs);

est procédure (for performing the EA);

ass/fail criteria (for deciding the outcome of the EA).

lementation
bn, and that
as specified
independent

ional testing of the TSF, especially the work units regarding the securitj,assurance family of ATE_

-6 and ATE_
ND.2-7, ATE_

used to help
E_FUN), and
applying for

ication of an

Rega
devel

ding these EAS, the general inputs Tequired by the evatuator {but mainmty pre
opers) for independent testing are defined in ISO/IEC 18045, and include at least:

a) if ATE_IND.1 is concerned in the evaluation, then the following inputs are required:

— the ST;

— the functional specification;

— the guidance documentation;

— the TOE suitable for testing;

b)

if ATE_IND.2 is concerned in the evaluation, then the following additional evidence

— the TOE design description;

© ISO/IEC 2023 - All rights reserved
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— the configuration management documentation;

the test documentation.

In addition, all the test tools required for the EAs shall be calibrated correctly against some specific
standards by default. Otherwise, the reason shall be justified in the corresponding EAs.

For each EA, it is necessary for the developer to present at least the general inputs listed in a) and b)
accordingly to the evaluator. On completion of the evaluation process, the evaluator shall report the
evaluation result of the EA.

The “dependencies”

item specified in ISO/IEC 15408-4:2022, Clause 6 is not necessary fo

r the

description pf EAs that are independent of all other EAs. The item is therefore neglected froin the
description ¢f those EAs hereinafter.

5.3.2 EAsf{for SFRs FTP_QKD.1 and FTP_QKD.2

ISO/IEC 23837-1 defines an extended security functional family (i.e. FTP_.QKD) to specif)
requirements on the FUN_QKD functionality (see ISO/IEC 23837-1:2023, 6.4.2yfor the definitiq
QKD modulgs. Correspondingly, EAs related to the evaluation of the implementation of a QKD pro
or rather the implementation of raw data generation, post-processing and” parameter adjust
procedures are specified in 6.2, 6.3, and 6.4 respectively. These EAs are used'to examine the corred

of the implenentation of FUN_QKD (or more precisely, the SFRs FTP_QKD-1 and FTP_QKD.2).

Each of the B
a) Test pro
processi

b) Pass/fai

5.3.3 EAs
The SFRs on

As provides the required content listed in 5.3.1, especially the following:

cedures for checking the correctness of the implementation of raw data generation,
ng and parameter adjustment procedure(s) ofthe TOE.

| criteria (for the evaluation of an implementation of a QKD protocol).

for SFRs on quantum optical components and parameter adjustment procedure(

quantum optical components andparameter adjustment procedure(s) mainly include

EMS.1/Quanftum and FPT_PHP.3 (see ISO/TEC 23837-1:2023, 9.4). These requirements are impos

the relevant
parameter a
these SFRs ¢

This docum
most specifi
Clauses 7, 8,
of the IT-rela

Such EAs sp¢

security functions that relafe to quantum optical components of QKD modules an

an resist known attacks (mainly) conducted from the quantum channel.

ent describes EAS for the two SFRs representing the parts of a QKD evaluation th:
c to QKD technelogy-specific evaluation activities, and are the focus of this documen
hnd 9). The éetmmon objective of these EAs is to help an evaluator examine the effectiv|
ted controlsused by QKD modules to resist known attacks.

ecifythe required content listed in 5.3.1, especially the following:

a)

Test pro

edlires for checking the correctness of the implementation of IT-related controls emp

Uy the
n) of
tocol,
ment
tness

post-

S

)

FPT_
cd on
d the

djustment procedure(s)”The expectation is that, at the expected EAL, the TOE that meets

It are
[t (see
eness

oyed

by the QKD modules to address the identified threats to quantum optical components and the
parameter adjustment procedure(s).

b)

parameter adjustment procedure(s). The following considerations are related to the criteria:

1y

The pass/fail criteria, pertaining to each EA related to quantum optical components and the

In some cases, effective IT-controls against some known attacks (related to the threats

to quantum optical components) are well studied and recognized in the community, and
vulnerabilities related to those attacks cannot be exploited if corresponding IT-controls have
been adopted. The pass/fail criteria for these cases are explained as whether relevant IT-
controls have been effectively implemented in the TOE. For example, the EA in 8.11 examines
the ability of the TOE to resist double-click attacks, and the test passes if appropriate measures
have been adopted and implemented.
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that ay include regions where the probability of méasuring events falls close to zero, suc
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In some cases, the security of the TOE is connected with some security-relat

ed technical

parameters. That is, when the values of certain parameters exceed (or are less than) certain
thresholds, it is possible the TOE includes some vulnerabilities that can be exploited by the
adversary. In such cases, test procedures provide methods to measure concrete values for
the parameters by examining the TOE. The pass/fail criteria in such EAs generally specify
comparisons with given thresholds as the method to decide the evaluation result. For example,
the EAsin 7.8, 7.9 and 8.4 examine the ability of the optical isolation component and the injected
light monitor of the TOE, and make pass/fail verdicts based on the measured values of relevant

parameters.

address the problem of potential information leakage caused by potentialyvil
Where a developer claims to be doing so, after performing these EAs, the evdluato
examine whether the thresholds used by the pass/fail criteria are correctly used ij
amplification process of the TOE. An example of these cases is the EA in 8.2.

pr these SFRs usually involve performing tests over some pre-defined,parameter spa
e input parameters of the EAs. Since most of the parameter spaces ar¢ continuous, th
s the strategy of evenly discretizing the parameter spaces and performing the test
hatively, the tests may be performed by randomly probing the.parameter space (such
8.5,8.9, and 9.2).

al objective is to ensure that sufficient data are measured to demonstrate that test|
tatistically significant manner. However, in some€As, the parameters shall be scann

of the active window of a gated detector. In\such cases, it is not practical to measy
to ensure tests pass reliably over the entire range. Where appropriate, evaluatol
uch a test only fails if a pass/fail criterion is failed in a statistically significant m3
nable amount of data has been recorded:

arly understand the relationship-between EAs and known attacks against the QKD
D.1.

5.3.4

The

evalu
and 1
Nnew ¢
stand
and |
mang
inclu

EAs for SFRs on conyventional network components

bvaluation of conventional network components is a relatively mature topic in

ation community for conventional network devices. In order to remove unnecessar
etain consistency with the methodologies in existing standards, this document dog
valuation aetivities for conventional network components unless necessary, and refel
ards or,.specifications wherever possible. The SFRs within the classes of FAU, F(
MT, pertaining to the evaluation of security audit, cryptographic operation, RNG, a
genient functions respectively, can typically be evaluated by referring to existi

In some cases, the measured security-related technical parameters described in 2) can be

rocedure to
nerabilities.
 should also
h the privacy

ces specified
is document
step by step.
bs in the EAs

regard to performing tests for the EAs, evaluators shalktake account of measurement errors. The

s are passed
bd in a range
h as near the
re sufficient
s may state
nner after a

modules, see

the security
) complexity
s not define
's to existing
S, FDP, FIA,
nd network-
ng methods,
[lause 10 for

lifg those from ISO/IEC 18367, ISO/IEC 20543 and cPP for Network Devices.[¢] See

furth

5.3.5

TITfOTTITatioN:

Thresholds and input parameters related to the evaluation activities

For most of the EAs specified in this document, thresholds and input parameters have been defined
in the test procedures and are used to specify the pass/fail criteria and the input constraints. The
thresholds, input parameters, and relevant pass/fail criteria together constitute the basis for the
evaluator issuing an evaluation verdict and shall be a necessary part of the evaluation method of QKD
modules.

Since the primary objective of the document is to specify the general evaluation method for QKD
modules, this document does not specify values for the thresholds and input parameters. Instead, the
values of thresholds and input parameters are expected to be given in PPs, STs or anywhere recognized
by the relevant evaluation authority. Specifically, they can be specified according to the expected
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EAL of the evaluation. An evaluation authority can provide requirement(s) upon such values to the
stakeholders (including the evaluators, developers, and users of QKD modules).

Tables C.1 and C.2 illustrate the thresholds distributed among the EAs.

As a convention of this document, the allowable ranges for some input parameters are described in the
form of closed intervals, i.e. [a, b], where a and b are exact values depending on the context. For example,
a tunable laser with a wavelength Ain the range of [ A;,, Apax ] means Apin SA<AL .

5.4 Overview of evaluation activities for SARs

The evaluat
the evaluati

0

bn related to the assurance classes, families, and components (see ISO/IEC 15408-3

security evaluation of QKD modules, supplementary evaluation activities are defined to make

generic wor
modules, as

In principle,
standardize
new evaluat]
dealing with
mainly focug

6 EAs fol

6.1 Genel

The SFRs on
QKD, which
QKD.1) and
aspects, witl
functionality

raw dat

post-prd

paramef

K units described in ISO/IEC 18045 more specific by noting the characteristics of
lescribed in Clause 11 in detail.

Lo meet the needs of the whole stack of pre-defined assurance levels frenDEAL 1 to EAI
l assurance components specified in ISO/IEC 15408-3 should be scriitinized to supple
ion activities for the evaluation of QKD modules. This document confines itself to
levels from EAL 1 to EAL 5+, where the augmentation of the secdrity assurance comp
es on AVA_VAN.5.

" the evaluation of FTP_QKD

ral

QKD protocol implementation are characterized by the extended functional family
faptures the security requirements of thé€ two essential stages of raw data generation
bost-processing (FTP_QKD.2). The EAs shown in Table 1 mainly focus upon the follg
1 the general objective of examiningthe correctness of an implementation of the FUN
7 (or specifically the SFRs of FTP_QKD.1 and FTP_QKD.2):

W generation;
cessing;

er adjustment.

ict for

. For
those
QKD

L7, all
ment

only
bnent

FTP_
(FTP_
wing
QKD
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Table 1 — EAs for the evaluation of FTP_QKD

Evaluation activity Description SFRs Su_bclause Applicable
correspondence index protocols
Test quantum state |Test the correctness of functionality DV-PM-QKD;
transmission and of the related generation of raw data )
sifting procedures |between the TX module and the RX DV-MDI-QKD;
module, and the functionality of sift- FTP_QKD.1 DV-EB-QKD;
ing of the resulting data when sifting ETP OKD.2 6.2 CV-PM-OKD:
is part of the QKD protocol. _QKD. -PM-QKD;
CV-MDI-QKD;
€V=EB-QKD
Test pther Test the correctness of the DV-PM-QKD;
post-processing implementation of the post-process- : i )
proc¢dures ing procedures in the TOE, subse- DV-MDI-QKD;
quent to any sifting that forms part FTP_QKD.2 A DV-EB-QKD;
of the QKD protocol. - : b>S CV-PM-QKD;
CV-MDI-QKD;
CV-EB-QKD
Test parameter Test the correctness of the DV-PM-QKD;
adjuqtment implementation of the parameter : i )
procg¢dure(s) adjustment procedure(s) in the TOE. DV-MDI-QKD;
DV-EB-QKD;
FTP_QKD.1 6.4
CV-PM-QKD;
CV-MDI-QKD;
CV-EB-QKD

The gdeneral requirements for carrying out these activities are as follows:

NOTE

More|inforrhation about the test and description of these EAs is given as follows:

a)

b)

—

equired inputs in general, as describéd in 5.3.1;

—

equired tool types and setup-in general: quantum channel related measurement
etwork sniffer tools, post:processing emulator;

equipment,

=

—

equired evaluator competences in general: the evaluator for this kind of EAs should bd an expertin
he optical measurements area;

—

dependencies (ifi general): some of the EAs for FTP_QKD depend on the EAs for FPT_EMY.1/Quantum
and FPT_PHR3;which are detailed in Clauses 7, 8, and 9.

Mote specific requirements for each EA are added in 6.2 to 6.4 accordingly.

Ideally, the security test procedures should be conducted on the QKD modules under test as a whole,
without any adaptations. The objective of evaluation activities is to establish the security status of
actual QKD modules under the conditions they can face in operation. In some instances, however,
if the information gained from measuring the whole system is insufficient, it may be necessary to
test individual components or sub-assemblies of QKD modules. Specifically, for the test of raw data
generation and post-processing functions, the QKD modules under test shall be adapted to output
a set of additional digital data to facilitate the access of some intermediates of protocol execution,
which are needed to better perform the test, as detailed in the EAs in 6.2 and 6.3.

Since the EAs in Clause 6 are intended to test the correctness of the implementation of raw data
generation and post-processing procedures, the tests are confined to being performed in an
environment without adversarial intervention. More precisely, it is assumed that testing errors or
faults that arise from noise were not maliciously introduced by an adversary.
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c) For simplicity, the description of EAs in Clauses 6, 7, 8, and 9 mainly consider the implementation of
DV-PM-QKD protocols. Although there are obvious differences between types of QKD protocols, the
EAs in this document are designed and described in such a general way that:

1) those EAsdescribed onthe QKD transmitter modules can also be applied to the implementations
of MDI-QKD protocols;

2) those EAs described on QKD receiver modules can also be applied to the implementations of
EB-QKD protocols.

The applicability of each EA specified in this document is identified in general in the last column of
Table 1 and in similar tables in Clauses 7, 8, and 9.

6.2 EA totest quantum state transmission and sifting procedures

6.2.1 Gengral aspects

a) Objectivie of the evaluation activity

This EA intgnds to test the correctness of the functionality of raw data generation between the TX

module and
the QKD pro
handles high

NOTE Th
module and

the RX module, and the functionality of sifting the resulting:data when sifting is p

data-rates that are comparable to the transmission frequeticy, so it is considered her

e TOE does not include the quantum channel and classical channel connecting the QK
RX module, but only the relevant interfaces corresponding to the channels, as descrih

hrt of

focol. Although other post-processing procedures are evaluated under 6.3, sifting typijcally

c.

D TX
ed in

ISO/IEC 2383[-1:2023, 6.4.2.

b) Requiref inputs
bt the
e test
many
eater
n the
ional
ation
bduce

Besides the felevant documentation listed in the general input requirements, it is required to adaj
TOE (where not a capability of the TOE) to provide a set of additional digital data in order for th
to be performed. The data rates in the TX module can be high for some additional digital data. In
cases, the additional digital data that shall be output is generated at a rate that is a few times gy
than the ratg at which quantum states are*émitted from the transmitter module, dependent upg
QKD protocgl in operation. For this EA(it is sufficient for the TX and RX modules to retain addif
digital data for finite durations and deliver these retrospectively to the evaluator. The retained duf
may be shorfter than the duration of a QKD session. Tests may be repeated where necessary to r
statistical ufpcertainty in the results.

c) Requirefl tool types and-setup

If the modulp under téstis a QKD transmitter, an RX emulator with known characteristics is required
to be available and\werking well. Similarly, if the module under test is a QKD receiver, a TX em?llliator
with known|chafacteristics is required to be available and working well. An emulator is a tool ¢
known and grusted implementation of the raw data generation and sifting functionalities, which allows
analysis of ; ; take
any security requirements, but the correctness of its implementation is expected to be suitable for the
analysis of the TX (or the RX) module under test.

ith a

To conduct this EA, the evaluator shall have an emulator in advance. The emulator can be prepared by
the evaluator or implemented and then provided by the QKD manufacturer or the industrial community
for evaluation. Either way, the emulator should be recognized by the evaluation authority.

The schematic of the setup for testing the encoder functionality of the TX module under test is shown
in Figure 2. In some implementations, the functionalities of the signal source and encoder may be
implemented together rather than as separate components. The schematic of the setup for testing the
decoder functionality of the RX module under test is shown in Figure 3. Figure 2 and Figure 3 show
just one example of relevant internal components and connections, and implementations can differ.
Digital output 3 (as shown in Figures 2 and 3) can be derived from the detector in implementations
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using passive techniques for decoding quantum states. The emulator shall provide any signal required
by the TX/RX module under test to perform the functions of raw data generation and sifting close to a

normal mode of operation.

TX module under test

RX emulator

( ) ( N\
Quantum state preparation Quantum state measurement Digital output 4:
Signal source Detector measured data
Quantum channel from quantum
g states
Digital output 1: — Encoder Decoder Digital output 3:
quangum state q hantum state
encoding data nleasurement
NRBG RBG with known output or S pporting data
predetermined sequence
\ 4 \
Post-processing ) Post-processing
Classical channel
Sifting <t > Sifting
. J

Digitdl output 1: ——
quanfum state
encoding data

\

Digital output 2: sifted data

TX emulator

~

Quantum state preparation

Signal source

Encoder

RBG with known output or
predetermined sequence

A\

Post-processing

Sifting

Quantum channel

»

Digital output 5: sifted data

\/

RX module under test

Vs

~N

'

Classical channel

<

Quantum state measurement

Detector

Decoder

NRBG

A

<7 >

Post-processing

Sifting

Figure 2 — Setup for testing encoding and sifting functionalities of a TX module

o)

gital output 4:
nmeasured data
from quantum
stlates

Djgital output 3:
qpiantum state
njeasurement
syipporting data

Digital output 2: sifted data

Digital output 5: sifted data

Figure 3 — Setup for testing quantum state measurement and sifting functionalities of an RX

module

Figure 2 and Figure 3 do not show the whole structure of the QKD module under test and the emulator,
but only the quantum state preparation/measurement and sifting components, since these are targets
of the EA. This abstraction does not mean that other components are not necessary for the test. In fact,
since the test is conducted on the QKD module under test as a whole, all components inside the QKD
module under test are necessary and supposed to be in a normal running state apart from supplying
the additional digital data required for the tests, so the results are representative of the real status of
an actual QKD module.

© ISO/IEC 2023 - All rights reserved 11


https://iecnorm.com/api/?name=f226137b9a1a2faa5063c3b44a19659d

ISO/IEC 23837-2:2023(E)

While an NRBG is necessary for some protocols, it can be substituted by passive optical devices in

others.

d) Rationale

The security of a QKD transmitter module crucially depends on the correct implementation of the
protocol through the NRBG, signal source, and encoder. Similarly, the security of a QKD receiver module
crucially depends on the correct implementation of the protocol through the NRBG, decoder, and
detector. As a first step of the evaluation, it is necessary to examine the correct behaviour of these
components in the system. The test procedure is based on knowledge of the random values used for
encoding and measurement of quantum states (for relevant protocols). These can be used to determine

whether the
if the QKD j
module und
effectivenes
examined. (
configured t

conducting t
evaluated fo

e) Dependg

This EA has
(see Clauses

results of measurementsof auantumstates are statisticallv consistentwith those exn
T J ) g

brotocol had been implemented correctly within some threshold. By adapting, the
er test to allow access to the data used for preparing/measuring quantum @state

cted
QKD
5, the

5 of raw data generation and sifting functionalities in the module under. test cgan be

onsidering the typical lengths of the additional digital data that the QKDiLmoduls
o deliver, an input parameter n,,, denoting the execution times shall be assigned b

he EA. The input parameter is the number of sets of additional digital’data that sh
I the tests in this EA to be statistically significant.

bncies

some dependencies on other EAs, including those on testing signal sources and detg
7 and 8).

s are
efore

b1l be

ctors

6.2.2 Testiprocedure

6.2.2.1 QKD transmitter module

NOTE THe digital outputs 1 to 5 are shown in Figures\2 and 3.
— Step 1:

12

Prepare the environment for the tést and connect the TX module under test and tﬂle RX
emulatof as required to perform the QKD protocol(s) to be evaluated. The initial step is to confligure
the TX nfodule under testas the protocolrequires. If the TX module under testis required to negptiate
protocol configurations with its peer-before executing the rest of the protocol, this shall be tested
with the RX emulator before proceeding to the next step. Such configuration is often performed
using pyrely conventional network components or specific to a protocol, and detailed activiti¢s are
not discpissed here.

Step 2: §
setofqu|
states o
orthogo
bit valug
output d
utilizing

fun the functjonality under test. The TX module under test outputs from digital outppt 1 a
antum staterenicoding data thatincludes the necessary information used to encode quantum
Ver some-t€st periods. For example, some simple discrete variable protocols that us¢ two
hal statesin each of two non-orthogonal bases output two bit-strings corresponding o the
s andybasis states used to encode quantum states. These are typically derived from the
fanNRBG. Intensity information is also required in some QKD protocols, such as profocols

In the RX emulator, any necessary information used to perform each measurement on a quantum
state over some test period is made available through digital output 3. The measured data and
any necessary timing information are made available through digital output 4. For example, the
detector(s) register a photon for each quantum state for which detection occurred and the timings
of those events.

Step 3: Execute step 2 multiple times and accumulate the digital data from all digital outputs until
the number of sets of data held is n,,, . There may be gaps between the periods when each data set

was collected, but each digital data set shall correspond to a consistent set of quantum states. Where
there is more than one possible protocol configuration, repeat step 1 between data sets and ensure
thatall possible protocol configurations are covered during the test. Then end the test. If the number
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of configurations is large, an appropriate sampling of configurations may be agreed with the
evaluator.

Step 4: The evaluator should review the quantum state encoding data output from digital output 1
and test whether the distribution of encoded states is consistent with the QKD protocol implemented
by each of the protocol configurations tested in step 3. As a minimum, the evaluator shall test that
each state occurs with the probably expected for the QKD protocol as configured after considering
measurement and statistical errors.

Step 5: Compare the sifted data from digital output 2 of the TX module under test against the full
quantum state encoding data from its digital output 1 using knowledge from digital outputs 3
3 tor Test that any si asimplemented
dorrectly by the TX module under test.

nd 4 of the RX emulato = hatan ting reguired under the QKD nrotocg
g

Step 6: Compare the sifted data from the TX module under test received through digjtal output 2
ith the sifted data from the RX emulator through digital output 5. The expected felationships
Hetween elements of the sifted data depends upon the QKD protocol and the evaluator shall test
hether the sifted data relates as expected. For example, in many disckete variable protocols, the

two sets of sifted data are strongly correlated bit strings, although dn many cases, th|
from the TX module under test may include additional data, e.g. which quantum state
dr vacuum states. In this case, the overlap between the main stfrihg of sifted bit value
the TX module under test and the measured sifted bit string from the RX emulator proJ
df whether the intended bit values were encoded. In suchteases, the overlap can be ¢
the number of bits in the main sifted bit strings divided by the total length of the m
strings. More detailed tests of the quality of encoding,of-the individual quantum state
dre described in Clause 7.

6.2.2|12 QKD receiver module

© ISO/IEC 2023 - All rights reserved

e sifted data
5 were decoy
5 encoded by
rides a check
alculated as
hin sifted bit
5 themselves

Step 1: Prepare the environment for the t€st’and connect the TX emulator and the RX njodule under

test as required to perform the QKD protocol(s) to be evaluated. The initial step is
the RX module as the protocol requives. If the RX module under test needs to negot
donfigurations with its peer before‘executing the rest of the protocol, this shall be tes
[X emulator before proceedingto’the next step. Often such configuration is performed

to configure
ate protocol
ted with the
using purely

donventional network compenents or is specific to a protocol and detailed EAs are npot discussed

ere.

Step 2: Run the functionality under test. The TX emulator outputs from digital outp
dquantum state enicoding data that includes the necessary information used to enco
sftates over some test period.

Ih the RX medule under test, any necessary information used to perform each mea
d quantum state over some test period should be made available through digital g
gxample, where an NRBG is used to randomly configure the decoder to measure the qu
ih aprotocol using two non-orthogonal bases, the random bit string used to configurg

ut 1 a set of
de quantum

surement on
utput 3. For
antum state
the decoder

Sshowid-be-outpy e mea ed-da a aVale Y, N-an nece --nu-e m

ation, shall be

available from digital output 4. For example, the detector(s) register a phoon for each quantum

state for which detection occurred and the timings of those events.

Step 3: Execute step 2 multiple times and accumulate the digital data from all digital outputs until
the number of sets of data held is n,,, . There may be gaps between the periods when each data set

was collected, but each digital data set shall correspond to a consistent set of quantum states. Where
there is more than one possible protocol configuration, repeat step 1 between data sets and ensure
that all possible protocol configurations are covered during the test. If the number of configurations
is large, an appropriate sampling of configurations may be agreed with the evaluator.

Step 4: The evaluator should review the quantum state measurement supporting data output
from digital output 3 and test whether the distribution of measurements performed is consistent
with the QKD protocol implemented by each of the protocol configurations tested in step 3. As a
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minimum, the evaluator shall test that each configuration occurs with the probably expected for the
QKD protocol as configured after considering measurement and statistical errors.

Step 5: Compare the sifted data from digital output 5 of the RX module under test against the full

measured data from quantum states from its digital output 4, using knowledge from its digital
outputs 3 about the measurements performed and the quantum state encoding data from the TX
emulator’s digital output 1. Test that any sifting required under the QKD protocol was implemented
correctly by the RX module under test.

Step 6: Compare the sifted data from the RX module under test received through digital output

5 with the sifted data from the TX emulator through digital output 2. The expected relationships

between
whethet]
two setyq
main sty

elements of the sifted data annndc upon the QVn prnfnr‘n] and the evaluator sha
the sifted data relates as expected. For example, in many discrete variable protocol
of sifted data include strongly correlated bit strings. In this case, the overlap betweg
ing of sifted bit values encoded by the TX emulator and the measured sifted bit string

] test
s, the
n the
from

the RX module under test provides a check of whether the measurements performed by the RX

module
in the m|
tests of
describd

6.2.3 Pass

The qualifyi

Iinder test were those intended. In such cases, overlap can be calculated asthe number
hin sifted bit strings divided by the total length of the main sifted bit strings. More de
the quality of the measurements performed on individual quantum states themselve
d in Clause 8.

/fail criteria

hg tests in steps 1, 4, and 5 shall be passed for both the<FX module (see 6.2.2.1) and tl

module (see

In general, a
particular p
and those of
6.2.2.1 and €

6.2.2.2). Otherwise, the TOE fails the test.

set of thresholds shall be defined to appropriately compare the sifted data in step 6
fotocol. For many protocols, the overlap between the TX and RX modules sifted bit st
the corresponding RX and TX emulators,,as defined in step 6 for each module typ4
.2.2.2), is calculated over the accumulatéd data from n,,, sets of data. In this case, if

of the calcul
it fails the te

Table 2 lists

ited overlaps are above a given threshold T yepap
St.

then the TOE passes the test. Other

the threshold pertaining to the'pass/fail decision of the EA for such cases.

Table 2 — Threshold for the pass/fail decision of the EA

fbits
ailed
S are

he RX

for a
rings
e (see
both

wise,

No. Threshold notation Meaning of the threshold
The overlap between the main sifted data from the RX and TX modules
1 T corresponds to an agreement between the quantum states encoded §nd
overlap the results measured from the quantum states, when calculated for the

accumulated data from n.,. sets of data.

exe

In some prd

tocols, detailed reconciliation procedures are required before strong correlation|

S are

revealed in

thevsifted data. Where step 6 of the above test procedures would not provide su

table

assurance of the correctness of the quantum state encoding and measurement, alternative tests
referring to 6.3 may be considered.

6.3 EAto

test other post-processing procedures

6.3.1 General aspects

a) Objectiv

e of the evaluation activity

This EA intends to examine the correctness of the implementation of other post-processing functions
subsequent to any sifting that is part of the QKD protocol. Sifting is a post-processing procedure but is
evaluated under 6.2.

b) Required inputs

14
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Besides the relevant documentation listed in the general input requirement, it is required

to adapt the

TOE to output a set of additional digital data to perform the test. A set of additional digital data shall
provide data corresponding to the entire QKD session duration to test post-processing procedures

performed on the entire block of data from a QKD session. It is sufficient for the QKD modu

les to output

the additional digital data retrospectively. Data before sifting is not required to be output for this EA.

Tests may be repeated where necessary to reduce statistical uncertainty in the results.

In addition, a sufficiently long common QKD authentication key shall be shared initially between the

QKD module under test and the emulator.

The QKD module under test may be adapted such that the pre-shared QKD authentlcatlon key is reused

for egc : : ] ]
requ'red to one that is suff1c1ent to run any smgle QKD session. It is also p0551b1e for each

tication key
QKD session

in the test to consume a new section of the pre-shared key. In this case, the key shall be long enough for

the eptire test in this case.
c) Required tool types and setup

If theg module under test is a QKD transmitter, an RX emulator with known_characteristic{
Likewise, if the module under test is a QKD receiver, a TX emulator- with known char
required. An emulator is defined as a tool with a known and trusted implementation of {
functiionality, which allows analysis of the TX (or the RX) moduleander test.

To conduct this EA, the evaluator shall have an emulator in advance. The emulator can be
the epaluator themselves or can be implemented and then(provided by the QKD manufad
indugtrial community for evaluation. Either way, the emiilator should be generally recog|
evaluation authority.

A schematic of a common setup for testing the post-processing functionality of the TX nf
test i shown in Figure 4. Post-processing maygbe structured differently from this examp
required to be performed in the order shown;,

The flest is conducted on complete QKDGnodules adapted to provide the necessary addit
data.|In this EA, the raw data input _to-the error correction component is derived from ]
any difting procedure in post-processing procedures (as evaluated in 6.2). More explan
setup] is given in the rationale [d)} of this EA. Accordingly, the setup for testing other po{
functionality subsequent to any-sifting procedure of the RX module is quite similar and n¢
this gchematic.

is required.
hcteristics is
he expected

prepared by
turer or the
nized by the

odule under
le and is not

ional digital
he output of
htion for the
t-processing
t detailed in
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Digital output 2:
sifted data

TX module under test RX emulator

Quantum channel

>

Quantum state preparation Quantum state measurement

Measurement
v data

Preparation
1 data

\
Post-processing

y
Post-processing

Sifting Sifting

I
| |

Error correction

<
<%

Error correction

Classical channel

» Digital output 5:
sifted data

Figure 4 —

The sifting s

the output of quantum state preparation/measurement is used as the source for digital output

digital outpt

In some casg
be merged o
some param

d) Rationa

Since the Qf
outputs for ¢
sifting proce

evaluated to
e) Depende

This EA shal
have been v4

A

>
P

Parameter estimation Parameter estimation

Privacy amplification Privacy amplification

AN
7

( Digital input: QKD authentication key ]
4

\

\
Digital outpyt % RX emulator final key

4
Digital output 6: implemented final key

Schematic of the setup for testing the post-proeéssing functionality of a TX mo

tep is not required in some protocols, such as\o switching CV QKD protocols. In this

t 5, respectively (see Figure 4).

s, the post-processing procedures. of;a QKD protocol cannot be clearly separated ang
" run in parallel etc. Typically, parameter estimation begins earlier than shown and inf
eters to error correction, but italso can use data from error correction.

e

(D modules under test-are operated as complete modules in the EA, the starting d
bvaluating the subpsequent post-processing components are derived from the output
dure. An inputparameter n,,, for this EA sets how many QKD sessions are required

ensure the ¢est'is statistically significant and shall be assigned before conducting the
ncies

| be'done after the quantum state transmission and sifting of post-processing proce

Hule

case,
P and

| may
orms

igital
bf the
to be

EA.

Hures

liddated by passing the EA described in 6.2.

6.3.2 Test procedure

Step 1: Prepare the environment for the test and connect the TX module under test and the RX

emulator as required to perform the QKD protocol(s) to be evaluated. The initial step is to configure
the TX module under test as the protocol requires.

Step 2: Run a QKD session to generate final keys in the TX module under test and the RX emulator.

The output of the TX module under test is recorded from digital output 6 and the input to the
other post-processing procedures under test subsequent to the sifting procedure is recorded from
digital output 2. The RX emulator final key is recorded as digital output 7 and the input to the post-
processing procedures subsequent to the sifting procedure in the RX emulator is recorded from

digital o

16
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NOTE The digital outputs 2, 5, 6, and 7 are shown in Figure 4.

6.3.3| Pass/fail criteria

Step 3: Run step 1 to step 2 until n,,, QKD sessions have been completed and the results recorded,

and ensure all the possible protocol configurations have been covered during the test. Then run
step 4 to step 8 below.

Step 4: For each QKD session, perform the full post-processing procedure on the sifted data recorded
from the TX module under test and the RX emulator independently from the TOE to generate a fully
emulated final key. This can differ from the key from step 2 since entropy is introduced when the
post-processing procedures is repeated independently.

: d a final key
henever the RX emulator delivered a final key, or whether both the TX module undej test and the
X emulator aborted the session and delivered no final key.

ep 6: For each QKD session, compare the length of the final key from the TX module unider test with
the length of the fully emulated final key from step 4 to check that parameter estimation resulted in
an appropriate amount of privacy amplification. Test that the final keystfrom the TX module under
test are not longer than the final keys from step 4 on average by a statistically significant amount.

Step 7: Count the number of overlapping bits in all the final keys ffom step 2 where the implemented
final key bit from the TX module matches the RX emulator finalkey bit. Calculate the overlapping
fraction by dividing this by the total number of bits in all thefinal keys from the TX m¢dule.

Step 8: Repeat steps 1 to 8 similarly but with the TX emptlator connected to the RX module under
tpst. Then end the test.

The qualifying tests in steps 5 and 6 and the fepeat of these steps with the TX emulator and the RX

modyle under test as in step 8 shall be passegd.-Otherwise, the TOE fails the test.

If theloverlapping fraction calculated iri:step 7 and the repeat of this step with the TX emulator and the
RX mpodule under test as in step 8 are both above a given threshold Tpp for post-processirg, the test is

passdd. Otherwise, it fails. Table 3(lists the threshold pertaining to the pass/fail decision of the EA.

Table 3-— Threshold for the pass/fail decision of the EA

No Threshold netation Meaning of the threshold

1 Tpp

The required minimum probability that the post-processing putputs or
responses of the QKD module under test and the emulator arg identical.

The threshold is common to the paired QKD transmitter and|QKD receiv-
er modules.

NOTE The value of Tpp can be set to be 1, which means that if the final keys are not identical the test fails.

6.4 EA to test parameter adjustment procedure(s)

6.4.1 General aspects

a)

Objective of the evaluation activity

This EA intends to validate the correctness of the TOE in implementing the SFR elements on parameter
adjustment (i.e. FTP_QKD.1.6, FTP_QKD.1.7, and FTP_QKD.1.8). Specifically, it intends to examine:

iy

Can the TOE initiate the relevant parameter adjustment procedure(s) if trigger events occur during
a QKD session?
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2) Can the TOE preserve a secure state when parameter adjustment procedure(s) are triggered and
refuse to run any QKD session(s) until the parameter adjustment procedure(s) terminates, unless
the restrictions on execution allow it to run QKD sessions simultaneously?

3) Canthe TOE indicate the status of any parameter adjustment procedure(s)?

NOTE This EA does not intend to examine whether the parameter adjustment procedure(s) can really
realign system parameters or not. This is mainly because the set of system parameters related to parameter
adjustment procedure(s) are various and depend on the specific implementation of QKD modules. Therefore,
it is difficult for this document to specify a general testing method of it. Further, the function of parameter
adjustment procedure(s) is usually the content of performance testing of QKD modules; the validity of
parameter adjustments is therefore omitted from the scope of security evaluation specification of this
documert.

b) Requiref inputs

The developer shall provide an entire TOE, including the two QKD modules under tests In addition,
the TOE shalll be prepared (or adapted) to allow the evaluator to trigger the parameter adjustment
procedure(s], request to run QKD sessions, and observe the status indication of parameter adjustment.

c) Requirefl tool types and setup

The two QKD modules under test are connected normally (such that they can run QKD sessions|as in
the normal qtate), as shown in Figure 5 for the example of a PM-QKD protocol but the EA is not lifnited
to such protecols.

Quantum channel <<

TX module RX module
under test under test

Classical eliannel

Key

@ optical signal sent from quantum channel interface
—— @ optical signal sent to quantum’channel interface

€ mm————— b digital/electrical signal

Figurg 5 — Schematic of.the setup for testing the parameter adjustment procedure(s)

d) Rationale

Generally, the parameter adjustment procedure(s) of QKD modules can be manually triggered by
the adminisfratorsor automatically triggered by accidental failure events during the executipn of
the TOE. THe ,actual trigger conditions are defined by the PP/ST in SFR element FTP_QKD.1.6 as
shown in ISDAEC 23837-1:2023, 9.3.2. For general purposes, this EA does not describe the specific
trigger methods, but just assumes the evaluator can apply them to trigger the parameter adjustment
procedure(s) during the execution of the TOE, though for some implementation strategies of the TOE, it
should be adapted to provide this support.

Then, by checking the indication or status information of the TOE, the evaluator can examine whether
the parameter adjustment procedure(s) of the QKD system is triggered or not. The indication method is
specified by the PP or ST of the TOE in FTP_QKD.1.8, as shown in ISO/IEC 23837-1:2023, 9.3.2.

To examine whether the TOE refuses to run any QKD session before the end of any parameter adjustment
procedure(s) that is not allowed to run simultaneously with QKD session(s), the evaluator asks the TOE
to run QKD sessions during the procedure and checks the reaction of the TOE. For general purposes,
this EA does not describe the methods of requesting the TOE to run QKD sessions, but assumes the
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QKD modules under test can support the intention of the evaluator (which generally can be achieved by
adapting the TOE somehow).

e) Dependencies

The EAs related to parameter adjustment procedure(s) are specified in two places in this document.
In detail, the EA for examining the correct implementation of parameter adjustment procedure(s) is
presented in 6.4, while the EA for examining the effectiveness of the [T-related controls to resist known
attacks against parameter adjustment procedure(s) are presented in 9.2. The EA specified in 6.4 should
be conducted before the EA in 9.2, and the EAs specified in 6.2 and 6.3 should be conducted before the
EAin 6.4.

6.4.2| Testprocedure
— j:ep 1: Run the TOE to perform QKD sessions.

ep 2: For each trigger method assigned in the SFR element of FTP_QKD.6, apply it to trigger the
fdarameter adjustment procedure(s), and do the following test until all cases have been tested:

a) Observe the status changes of the TOE in order to validate whether the TOE can initiate the
parameter adjustment procedure(s), and whether the TQE/stops the on-going QKD session
where the parameter adjustment procedure is not allowed to run simultaneously with QKD
session(s) and indicates to the operator about the situation appropriately.

) During the parameter adjustment procedure(s), request that the TOE run a QKD| session and
examine whether the TOE refuses to execute it.

c¢) When the parameter adjustment procedure(s) is finished, examine whether the TOE can run
QKD sessions normally.

6.4.3| Pass/fail criteria

The test is passed if, for each trigger method assigned in the SFR element of FTP_QKD.1.6, the following
conditions are satisfied together. Otherwise, the test has failed.

a) Hach trigger method is effective in triggering the parameter adjustment procedure(s).

b) Hefore commencing a parameter adjustment procedure that is not allowed to run simultaneously
ith QKD session(s),\the on-going QKD session is terminated and the relevant keyjing material
enerated during the'relevant sessions is handled appropriately.

<

c¢) The TOE indicates the status of parameter adjustment procedure(s) in an appropfiate way as
efined in the SFR element FTP_QKD.1.8 and refuses to execute QKD sessions during tHe parameter
djustment procedure(s) that are not allowed to run simultaneously with QKD session(s).

d) hén-the parameter adjustment procedure(s) terminates successfully, QKD sessjions can be
ecluited as in the normal state

There is no threshold pertaining to the pass/fail decision defined in the EA.

7 EAs for evaluating quantum optical components in the transmitter module

7.1 General

The EAs for the security evaluation of quantum optical components in TX modules are listed in Table 4.
These EAs address potential flaws in quantum optical components of QKD modules that, if present,
can otherwise compromise the security functions realizing the two security requirements FPT_EMS.1/
Quantum and FPT_PHP.3. These flaws are known security-related issues of (or attacks against) TX
modules that have been published and peer reviewed in academic literature. Although not all types of
attacks have been demonstrated to date, at least a strategy for each type of attack has been reported.
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Table 4 — EAs for quantum optical components in a TX module

Evaluation activity Description corre:§§: dence Suilzlcézl):se [:)I:gltl;;]:llse
Test the Test if emissions are consistent DV-PM-QKD;
photon-number with the photon number distribu- DV-MDI-QKD;
distribution of tion(s) of the optical pulses that | ppT EMS.1/Quantum |7.2 ’
optical pulses are expected to be emitted by the - o CV-PM-QKD;
TX module under test. CV-MDI-QKD
Test the mean Test if the mean photon number DV-PM-QKD;
photon number and |of the optical pulses generated in
o - DV-MDI-QKD;
stability of optical the: TX mo.d.ule.un(.ier test, as w.ell FPT_EMS.1/Quantum |7.3
pulses as its stability in time are consist- CV-PM-QKD
ent with the requirements of the
implemented QKD protocol. CY;MDI1-QKD
Test the Test if the intensities of the DV-PM-QKD|
independenck of emitted pulses for each intended DV-MDI-QKD;
the intensitigs of intensity are independent of the | ppT_EMS.1/Quantum |7.4 ’
optical pulsep underlying intensity modulation N o CV-PM-QKD
pattern. CV-MDI-QKI
Test the accufracy of |Test if the quantum states emitted
state encoding by the TX module under test are DV-PM-QKD
encoded sufficiently accurately FPT_EMS.1/Quantum |7.5
to match those required by the DV-MDI-QKD
implemented QKD protocol.
Test the Test if the different quantum DV-PM-QKD
indistinguishability |states encoded in a same degree DV-MDI-QKD;
of encoded sfates | of freedom can be distinguished | ppT~EMS.1/Quantum |7.6 ’
from the perspective of non-en- N o CV-PM-QKD
coding degrees of freedom. CV-MDI-QKIp
Test the unifprm Test if the global phase of optical DV-PM-QKD
distribution pf the pulsgs is randorr_lly distributed, as FPT_EMS.1/Quantum |7.7
global phase fof required by the implemented QKD DV-MDI-QKD;
optical pulsep protocol.
Test the degrfee of | Test if the isolation/ability provid- DV-PM-QKD
optical isolation of |ed by the TX module under test DV-MDI-QKD;
the TX module suffices toprevent the light inject- FPT PHP.3 78 ’
ed fromthe-quantum channel to B o CV-PM-QKD
the module. CV-MDI-QKIp
Test the sensftivity |Testif the injected light monitor
of the injected light {deployed to detect light inject- DV-PM-QKD
monitor in the TX~ N ed by an adversary through the
module quantum channel interface works FPT PHP.3 79 DV-MDI-QKD;
properly Characterize its sen- - : — R —
sitivity under continuous-wave '
emission and high-frequency/nar- CV-MDI-QKD
row-width optical pulses.
Test the robustness |Test the robustness of the TX DV-PM-QKD;
of the TX module module under test against laser ]
against laser injec- |light injected through the quan- FPT PHP.3 710 bV-MDI-QKD;
tion tum channel interface. - T CV-PM-QKD;
CV-MDI-QKD

a) General description of inputs

The TX module should be operated under conditions that are as close to normal operating conditions as
possible, which means the security test procedures should be conducted on the TX module as a whole,
without requiring additional interfaces, channels, or outputs other than those already present on the

20
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TX module. Its objective is to reflect the security status of actual QKD modules under the conditions

they face in operation.

Some of the EAs mentioned in Clause 7 require the TX module under test to be configured to emit pulses

equivalent to those in the raw data generation stage. Here “equivalent” means:
— Pulses are transmitted with intensities used in the raw data generation stage.
Pulses are encoded with a random sequence used in the raw data generation stage.

For QKD protocols in which the TX module under test is required to emit optical pulses

of more than

one intensity, pulses are modulated to a sequence of intensity states used in the raw data generation

sIage.
In or

h a limited number of instances, if the information gained from measuringithe whc
hsufficient, individual components or sub-assemblies of QKD modules may be tested

er to conduct the EM effectively, EAs may allow more modifications to the TOE\fof e

Pt

Vhere a TX module supports reducing its internal attenuation in a test mode, the atten
he TX module may be reduced such that the optical pulses can be emitted at a hig
htensity level than in the raw data generation stage, in order terelax the sensitivity r
f test tools and/or to reduce the duration of measurements (See 7.4, 7.6, 7.7, and 7.10).

=

igital output indicating the order of states emitted fromthe TX module may be en
eeded to analyse the measurement result of those states (see 7.2 to 7.7 and 7.10).

=

—

he TX module may be configured to emit an appropriate repeating pattern of states t
b the evaluator. Such repeating patterns should typically be representative of patt
peration so that results are representative a6fthe TX module in operation.

ot

specially configured TX module may beused, e.g. to ignore repeated failures without {
b a failure state for the duration of antEA.

e an EA requires modifying the operation of a TX module, the modification should beg
pscription of required inputs ofithe EA. It is implicitly assumed that the modification i
led after testing.

eneral description of test'tools and setup

I performing theEAS in 7.2 to 7.10, the evaluator shall set up the test following best

kample:

le system is
see 7.8).

1ation inside
rher average
equirements

abled where

hat is known
brns used in

ransitioning

specified in
E removed or

engineering
le, SPDs are
nt on the TX
btectors that
results, the
Counts, after
ount for the

jitter that can occur during measurements. Any corrections made to acq

non-ideat-behaviouro : aH-b Asg 4 all betg s
are performed in a manner that does not compromise the objectives of the EAs.

[ corrections

For those EAs that require the TX module to emit pulses equivalent to those in the raw data generation
stage, the TX module can often do this only when connected to a compatible RX module. In such cases, it
is appropriate to introduce an RX emulator to provide the signals expected by the TX module under test

to enable it to be operated as required. Specifically:

receive trigger signals from other tools.

module under test and the RX emulator.
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The required timing signals can be derived from signals present in the optical link between the TX
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— The optimal way to combine or split communications between a TX module under test and an RX
emulator and signals to/from other tools depends upon the EA and details of the TX module under

test. Opt

In some case

ical couplers or wavelength multiplexing devices are usually suitable.

s, an RX module under test can be used as an RX emulator.

7.2 EA to test the photon-number distribution of optical pulses

7.2.1 General aspects

a) Objectiv

e of the evaluation activity

This EA inte
optical pulsg

b) Require

The develop
to those emi
to access ti

during the t4

c¢) Require

The evaluatg
1 x § splittiy
on the other
BS are conng
electronics d

In this EA, 4
that are con§
considering
in k of the SH
the TX mody

The output d
zero delay (4

which is upp
prepare tim
digital data

The schematjic of the'setup for performing the EA is a generalized Hanbury-Brown-Twiss interferon

as shown in

hds to test whether emissions are consistent with the photon number distribution(s)
s that are expected to be emitted by the TX module under test.

d inputs

er shall provide the TX module under test, which is configured to emibpulses equiy
ted in the raw data generation stage. The TX module under test shall"allow the eval
e tagged digital data containing the intensity modulation patternjused by the TX m
st.

H tool types and setup

r shall prepare a 1 x S beam splitter (BS) or equivalently a cascade of BS to realize the
g function. The input of the BS is connected to the‘quantum channel, which is conn|
end to the quantum channel interface of the TXdnodule under test. The output ports

pcted to S single-photon detectors (SPDy, ..., SPB), whose outputs are connected to t
apable of counting coincidences.

k-coincidence is taken to be the occurtence of a detection event in k of the SPDs at
istent with the arrival of a particulafiquantum state from the TX module at each SPD
itter and latency. For gated SPDs, tliis may be taken as the occurrence of a detection
Ds in detector gates that are consistent with the arrival of a particular quantum state
le at each SPD.

f the timing electronics.is used to calculate the k-th order correlation function g(k)
= 0), where ke {2,3)...,S} is an integer representing the order of the correlation fun

er bounded by S.and decided by the evaluator, and t is a time delay. The evaluator shal
ng electronics te'time tag the output of SPDs and a tool for the digital time analysis
roming frontthe TX module under test and the timing electronics.

Figute 6.
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Figure 6 — Schematic of the setup for testing the photon-number distribution of optf

optical signal

---> digital/electrical signal
Y P >  digital data

d) Hationale

The ghoton number distribution(s), P(m), of the optical pulses represents the probabilitie
contdins m photons. The outcome of the test shall indicate whether the P(m) measured
modyle under test follows the theoretical distribution assumed in the QKD protocol. Hoyj
than festing P(m) directly, the evaluatogshall test correlation functions g(k) (t=0), with
largel than 1. There is a known relation between the photon number distribution, P (

corrglation functions g(k) (0) atzero delay, which is denoted by g(k) for simplicity in this

For the case of k = 2, for example, the correlation function can be expressed as Formula (1)

@=3, Pm)pn=1)]/u?

(<

wherg

is the mean number of photons in an optical pulse, which is measurs

Digital time
analysis

evaluation activity (see 7.3);

optical signal sent from quantum channel interface

g

Sthe phioton Mumber of anm opticat puise;

is the second order correlation function at zero delay.

ical pulses

5 that a pulse

from the TX

vever, rather

k an integer

m), and the
EA.

1)

d in another

Thus, the correlation functions g(k) indirectly indicate whether the emitted photon number

distribution follows the theoretical distribution expected under the QKD protocol. The SPDs produce
“clicks” recorded by the timing electronics together with their time tags. Simultaneous clicks from SPD,

and SPD, are used in determining g(z). Simultaneous clicks from SPD;, SPD, and SPD; are used in

determining g(3). In general, the simultaneous clicks from SPDs from 1 to k are used in determining

g(k). If the deviations between the measured g(k) and the theoretical values are within certain

thresholds, it means the photon number distribution follows the theoretical distribution within a
certain tolerance and this EA’s test has passed.
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If the TX module under test is required to emit more than one intensity of optical pulse under the QKD
protocol, the evaluator can use the time tags registered by the timing electronics to correlate the clicks
of the detectors with the intensities emitted by the TX module under test. This allows the evaluator to

infer the g(k) functions for each of the intensities set by the TX module under test while operating a
particular QKD protocol.

Clause 12 permits this EA to be replaced with an alternative EA using a different measurement method
to estimate the photon number distribution P(m).For example, measurements using a photon-number-

resolving detector would be a possible basis for an alternative EA.

7.2.2 Test

The test prg
to emit optig
repeat the a
only the rele

Step 1:1
raw dat

Step 2: \
the opti
Step 3:

enough
deviatio

Step 4: K
record t
with ke

NOTE1 In
the TX modul

NOTE2 Th
outcomes of {

detector groups {12, 13, 14, 23,.24,34}, N((:?’) from detector groups {123, 124, 134, 234} and N£4) from de

group {1234}

Step 5: C

count pr

s in Step 7 to the required precision.

<l
protcuaulc

cedure below is described for the case where the QKD protocol requires the TXvin
al pulses with a single intensity. If more than one intensity is emitted, the evaluator
nalysis in steps 4 to 7 of the test procedure described below for each intensity; consid
vant optical pulses in each analysis.

urn on the TX module under test and configure it to emit pulses eqiyalent to those
W generation stage.

Fal pulses from the TX module under test arrive during thegates of the SPDs.

Record the number of optical pulses, N emitted(for an acquisition time that is

pulse
to obtain sufficient S-coincidence counts in the/SPPs from 1 to S to determine th|

lecord the number of single clicks from SPDs(in Figure 6 and denote by Ny, N,, ..., Ng

he number of k-coincidence counts from the first k SPDs in Figure 6 and denote by
{2,3,..,S}.

most cases, measuring g(k) up toky= 4 is sufficient to determine the photon number distribuf

e tightly.

e k-coincidence counts also can be estimated from an appropriate combination of det
he SPDs. For examplé; for S = 4, it is possible to estimate NEZ) from the detection outcor]

alculatethe single count probability from the i-th SPD as P, = N; /N and the coinci

obapility from the first k SPDs as Pc(k) = Ngk)/N

pulse

with ke{2,3,..,5}.

pulse

bdule
shall
ering

n the

Vhere gated SPDs are used, adjust the timing of signals used-to trigger the SPDs such that

long
e S-1

, and
NGO

ion of
pction
hes of

fector

lence

Step 6:

alculate the measured value of the correlation functions up to the order S, as Formul

L (2):

g =

pl(k)

C

Py Py Py

where ke{2,3,..,S}.

theoretical g%k) expected for the TX module under test, as Formula (3):
AK) :‘gl(vf) _ggrk)‘

24

(2)

Step 7: Calculate the deviations between the measured gl(v{() obtained in the previous step and the

(3)
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where ke{2,3,..,S}.

7.2.3 Pass/fail criteria

If the TX module under test is operating a QKD protocol that only requires the emission of optical pulses

into the quantum channel of equal intensity, then if each measured A% is smaller than the k-th
threshold value Tg;ercor(k), the test has passed. Otherwise, the test has failed.

If a QKD protocol requires the TX module to emit more than one intensity of optical pulse into the
quantum channel, the developer may optionally indicate a different Tgjfcor(xy for each intensity or may

indicptethatthe same thresheldapplestoallintensities-Some QKD protocolsreguiresuch TX modules
to enlit with a certain probability pulses of very small intensity, corresponding to an agprpximation to
the “yacuum” state. For these special states, moderate deviations in the photon numbert gtatistics are
typicplly not very significant in the overall security analysis and obtaining a statisticallly significant

measpre of A may not be practical. If each measured A% calculated fon edch subset of optical
s, corresponding to a different intensity in the QKD protocol other thah any “vacupm” state, is
er than the relevant k-th threshold value Tyjfcorxy for that inténsity, the test|has passed.

Otherwise, the test has failed.

smal

Tablel 5 lists the threshold pertaining to the pass/fail decision of the EA.

Table 5 — Threshold for the pass/fail decision of the EA

No Threshold notation Meaning of the threshold

The absolute value 6f'the difference between the measured value and

the theoretical valuie of the k-th order correlation function, fgr a fixed

1 TdiffCOr(k) intensity of the’pulses emitted by the TX module. Where a QKD protocol
requires the.TX module to emit pulses of more than one intensity differ-

ent thresholds may optionally be indicated for different intexsities.

7.3 |EA to test the mean photon number and stability of optical pulses

7.3.1] General aspects
a) (Objective of the evaluation activity

This EA intends to testthe mean photon number of the optical pulses generated in the TX npodule under
test, as well as its stability in time. The testing outcome indicates whether the mean photqn number of
the optical pulses.falls consistently within the expected threshold limits.

b) Hequired.inputs

The deyveloper shall provide a TX module under test, which is configured to emit pulses g¢quivalent to
thosq emitted in the raw data generation stage. The TX module under test shall allow the|evaluator to
access time tagged digital data containing the intensity modulation pattern used by the TX module
during the test.

c) Required tool types and setup

The evaluator shall prepare a calibrated optical detector that works below its saturation level and
above its intrinsic noise level with known detection efficiency, 14, which shall be connected to the

quantum channel interface of the TX module under test via a calibrated link of known transmissivity,
1 . The detector shall be sensitive to the output of the TX module under test.
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The evaluator shall also prepare timing electronics to time tag the output of the calibrated optical
detector and a tool for the digital time analysis of the digital data coming from the TX module under
test and the timing electronics.

NOTE

A detector typically works best if it is well within its dynamic range, i.e. well below its saturation

level and well above its intrinsic noise level. It is noted that for single photon detectors, the assumption that the
intensity is proportional to the number of detection events counted is only reasonable under such conditions.

The schematic of the setup for performing the EA is shown in Figure 7.

Calibrated
| optical link

Fmedule Catibrated-optical—————— Firing
under test | detector electronics

1 1

i i

i i

el Digital time | _ _ _ _ _._. _. _. :

analysis

optical signal sent from quantum channel interface

Figure 7 —

d) Rationa

This EA cheq
under test. |
mean photol
is an integet
information

The calibrat

whether or ot a detection event was registered for each optical pulse. For an intensity k, the av|

pulse energy
the number
counting the
pulses, Ny .

-> digital/electrical signal
.> digital data

- Schematic of the setup for testing the meanphoton number and stability of opt
pulses

¢}

ks the mean photon number of the @ptical pulses generated and emitted by the TX m
F performs the measurement repéatedly over a period of time to assess the stability

number. The mean photon;fiiumber is equivalent to knowing the intensity, where
about the optical pulses;such as their wavelength and speed, is also known.

bd optical detector.may measure either the pulse energy or, for a single photon det

, E},is derived.from summing the total energy, I, , in each relevant pulse and dividi
of relevanfipulses, N . Alternatively, the mean photon number, p,, is derived
total number of relevant photon detection events, C,, and dividing the number of rel

The measur

ical

bdule
bf the

1 number. The TX module under’test emits optical pulses with K intensity levels, whiere K

other

ector,
erage
ng by
from
evant

pment is repeated M times and the average pulse energy or mean photon number for

each

measurement is checked against the threshold limit after correction for transmission loss and detector

efficiency.

7.3.2 Test procedure

Step 1: Turn on the TX module under test and configure it to emit pulses equivalent to those emitted

in the raw data generation stage and connect it to the calibrated optical detector with detection
efficiency, 74, through a calibrated link of known transmission efficiency, 7n. If necessary,

calibrated attenuation may be introduced before the calibrated optical detector to reduce the
intensity to ftimes the intensity emitted by the TX module, such that the intensities incident on the
detector are in the calibrated range over which the detector is designed to operate. If a gated
calibrated detector is used, adjust the timing of the gates such that the optical pulses arrive during
the gates of the detector and synchronize the output with the timing electronics if necessary.

26
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— Step 2: Measure a stream of N optical pulses coming out of the TX module under test during the

pulse
acquisition time with the calibrated optical detector. Use the timing electronics to record data to
enable each result to be matched up with a specific pulse emitted by the TX module under test. Here,
Npuse 1s a parameter equivalent to the acquisition time that should be chosen to enable a sufficient

number of pulses to be measured to give average pulse energies or mean photon numbers with
errors that are sufficiently small, relative to the difference between the maximum and minimum
threshold limits to enable the test to be performed reliably. Some QKD protocols require TX modules
to emit pulses of very small intensity with a certain probability, corresponding to an approximation
to the “vacuum” state. For these special states, the required acquisition time can be considered long
enough if any background signals (such as dark counts) can be measured to the necessary precision.

— dtep 3: Where necessary, align the digital strings from the calibrated detector.with the pulse

ihtensity pattern set by the TX module under test. For example, by using the digital |data coming
from the TX module under test and the time-tagged digital data coming from the timing electronics,
the evaluator can cross-correlate the intensity modulation pattern coming ffom th¢ TX module
under test with the results measured by the calibrated optical detector.Fhis allows the evaluator
tp know what intensity setting was set by the TX module under test for‘the pulse present for each
measurement by the calibrated detector.

— Step 4: Group all the emitted optical pulses where the TX modul€ under test set the same intensity

K
level. This returns K data sets, S, each of length N , with z Ny, = Npulse , where the gubscript k is
k=1

—

he label value for the intensity set by the TX module:

— Step 5: If the calibrated detector is of the singlephoton type, sum up how many photpn detection
a:/ents, Cy ,are present in each data set, S;. By dividing the counts, C, , by the length offthe data set,

k » the evaluator can determine the probability that a pulse where the TX module s¢t intensity k
esulted in a photon detection event in the'calibrated detector, P, =C} /N, .Fora calibrgted detector

rith photon number discrimination-capabilities, this will represent the mean numbdr of photons
etected by the calibrated detector\for each pulse where the TX module set intensity k

o.< =

Hor other types of calibrated.detectors, sum up the total energy detected, I}, in each dpta set S;. By
dividing the total detected:energy, I;, by the length of the data set, N, , the evaluatdr can obtain
t
i

he average energy detected by the calibrated detector for a pulse where the TX module set
ihtensity k, E, =1, [V, .

— Step 6: For each(k,calculate the mean photon number using Formula (4):

e = P /(M) 4)

o
=
r
=}
=
=
=S
o
U1

i =EA aerihe) (5)
where

A is the wavelength of the optical pulses emitted by the TX module;

h  is Planck constant;

¢ isthe speed of the optical pulses travelling in the calibrated optical link.

If attenuation was introduced before the calibrated detector, the mean photon number shall be
corrected as shown in Formula (6):
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My =Py [(Naeen f) (6)

or Formula (7)
tik =ExA/(Ngeen fhe). (7)

— Step 7: Repeat the measurement M times, and for each measurement determine a set of K mean
photon numbers (one set for each of the M measurements).

7.3.3 Pass/fail criteria

If each of tl—le K x M measured mean photon numbers is within the range defined by the minimum
acceptable tpean photon number, Tyi,mpN(k), and the maximum acceptable mean photgw’ number,

TmaxMPN(k) [the test has passed. Otherwise, it has failed.

Table 6 lists the thresholds pertaining to the pass/fail decision of the EA.

Table 6 — Thresholds for the pass/fail decision of the EA

No. Threshold notation Meaning of the threshold
The minimum acceptable mean phototrfiumber (this threshold may be
1 TminMpN(k) zero). There is one such threshold fot each intensity k that the TX mddule

is required to emit under a QKD protocol.

The maximum acceptable mean)photon number output by the TX moldule.
2 TmaprN(k) There is one such thresholdfor each intensity k that the TX module i$
required to emit under,a QKD protocol.

7.4 EA toltest the independence of the intensities of optical pulses

7.4.1 Gengral aspects
a) Objectivie of the evaluation activity

This EA intgnds to test the common assumption in QKD protocols that the intensities of the emitted
pulses for eqch intended intensity are independent of the underlying intensity modulation pattern. For
that, the EAlaims to characterize the potential intensity correlations of the optical pulses emitted by
the TX modfile under test. The description of the EA is limited to adjacent optical pulses, but It can
easily be genjeralized to any . group of pulses emitted by the TX module under test.

This EA applies to QKB‘protocols that emit optical pulses with different intensities.

b) Requiref inputs

The develop ershall prnvidp a TX module under test which is rnnfignrnd to emit pn]cpc pqniva]f:nt to

those emitted in the raw data generation stage. The TX module under test shall allow the evaluator to
access time tagged digital data containing the intensity modulation pattern used by the TX module
during the test. The developer may optionally reduce the value of attenuation inside the TX module
under test to emit pulses at a higher average intensity level than in the raw data generation stage.

c) Required tool types and setup

This EA adopts a setup similar to the EA in 7.3. The evaluator shall prepare an optical detector that
works below its saturation level and above its intrinsic noise level but whose efficiency need not be
calibrated. The optical detector shall be sensitive to the output of the TX module under test and shall be
capable of resolving each pulse in time. The detector is connected to the quantum channel interface of
the TX module under test.
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The evaluator shall also prepare timing electronics to time tag the output of the optical detector and
a tool for the digital time analysis of the digital data coming from the TX module under test and the
timing electronics.

The s

chematic of the setup for performing the EA is shown in Figure 8.
TX module . Timing
+—> -------- >
under test Optical detector electronics

Key

Digitat time
analysis

Fi

d)

This
pulsé
optic
deted
in the
calc

K

7.4.2

3
aret

optical signal sent from quantum channel interface

digital/electrical signal

>

—mmm > digital data

bure 8 — Schematic of the setup for testing the independeénce of the intensities ¢
pulses

ationale

EA intends to examine how the intensity of.a given pulse is dependent on the int
that preceded it in the modulation pattetn)During the test, the TX module unde
hl pulses with K intensity levels, wherecK is a positive integer. Each pulse is me
tor, the results are grouped accordingte the intensity levels of the pulse and its prg
e modulation sequence. The average-pulse energy or detection probability for each g
ated. The maximum difference between any of these averages for pulses with same i
en calculated and compared against a specified threshold to give a verdict for this E4

Test procedure

q

tep 1: Turn on the TX module under test and configure it to emit pulses equivalent to t
the raw data generation stage (apart from optionally their intensity if the internal a
duced during the‘measurement) and connect it to the optical detector. If a gated dete

djust the timing of the gates such that the optical pulses arrive during the gates of the

ep 2:Measure a stream of N optical pulses coming out of the TX module under te

pulse

pf optical

bnsity of the
r test emits
asured by a
pceded pulse
roup is then
tensity level
.

nose emitted
ttenuation is
pctor is used,
detector and

st during the
enable each

a parameter

equivalent to the acquisition time. It should be chosen to enable the sufficient number of pulses to
be measured to give detection probabilities or average pulse energies with errors thatare sufficiently

S

mall to calculate the resulting deviation in the absence of undesirable correlations.

Step 3: Where necessary, align the digital strings coming from the calibrated detector with the

pulse intensity pattern set by the TX module under test. For example, by using the digital data
coming from the TX module under test and the time-tagged digital data coming from the timing
electronics, the evaluator can cross-correlate the intensity modulation pattern coming from the
TX module under test with the counts measured by the optical detector. This allows the evaluator
to know what intensity setting was set by the TX module under test for the pulse present for each
measurement by the optical detector.
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— Step 4: Group all the emitted optical pulses that belong to the same intensity level, u; , and that
were preceded by an optical pulse of intensity level, M) where k,je{1,2,..,K}. This returns K?
strings, Sy;, each of length Ny;, each containing only events from pulses prepared with intensity
My that were preceded by a pulse prepared with intensity u;.

NOTE This step can be generalized to any desired condition for the intensity correlation test, for instance, to

three or more consecutive optical pulses or any other conceivable intensity modulation pattern. It is not expected
to have two consecutive detections in the optical detector to record an entry in a string Sklj . The result of each

measurement performed is recorded in only one of the strings.

— Step 5: Ifthe optical detector is of the single photon type, sum up how many photon detection.eyents,
Cyj» is present in each string Skij- BY dividing the counts Crij by the length of the string Ny

extract the detection probability of a count in that string, Pyj=Cy; /Nk|j . For an optidal defector

with phpton number discrimination capabilities, this will represent the mean number of phptons
detected for each pulse where the TX module set intensity k.

For othdgr types of optical detectors, sum up the total energy detected, Iiy; o each string Silj- By
dividing the total detected energy, I;,;, by the length of the string Ny, the evaluator can extract
the averpge pulse energy, Ey; =1Iy; /Nk|j :

— Step 6: Hor all k,j,ie{1,2,..,K}, calculate the differences using Foxmula (8):

Ok i =|'Pk|j _Pk|i| (8)

or Formpla (9):

Ok j,i =|'Ek|j _Ek|i| 9
where j#1.

7.4.3 Pasg/fail criteria

If &y ;,; for 4l k, j, i, where j is not equal to f, is smaller than the designed threshold, Tgjgayinten, qn the
maximum difference, the test has\passed. Otherwise, it has failed.

Table 7 lists the threshold pentaining to the pass/fail decision of the EA.

TFable 7 — Threshold for the pass/fail decision of the EA

No. Threshold notation Meaning of the threshold
Maximum difference between the average intensities of optical pulsgs

1 T prepared-withrthresanrettensity setting that were preceded-byamopti-
diffAvinten cal pulse prepared with any specific intensity setting and those preceded
by an optical pulse prepared with any other specific intensity setting.

7.5 EAto test the accuracy of state encoding

7.5.1 General aspects
a) Objective of the evaluation activity

This EA intends to test whether the quantum states emitted by the TX module under test are encoded
sufficiently accurately to match those required by the implemented QKD protocol.

b) Required inputs
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The developer shall provide the TX module under test, which is configured to emit pulses equivalent to
those emitted in the raw data generation stage. The TX module under test shall allow the evaluator to
access time tagged digital data containing the intensities and states encoded by the TX module during
the test.

c) Required tool types and setup

The evaluator shall prepare a quantum state analyser connected to the quantum channel interface of
the TX module under test. The quantum state analyser can, for example, be either specified as:

— apolarization analyser for a polarization encoding system;

— aphase interferometer for a phase encoding system;
— 3 time-phase interferometer for a time-bin encoding system.

In prpctice, the quantum state analyser should be instantiated according to,the concr¢te encoding
methpd adopted by the TOE. The quantum state analyser shall be chosen to have sufficient sensitivity
to mgasure the output of the TX module under test.

The ¢valuator shall also prepare timing electronics to time tag the (output of the calibfated optical
detedtor and a tool for the digital time analysis of the digital datascdming from the TX module under
test and the timing electronics.

The gchematic of the setup for performing this EA is shown in Figure 9.

TX module Quantum sfate | N Timing

under test analysér electronics
Ll Ll
! !
! !
e, Digital time |, _ _._ _. _._ _._._. :

analysis
Key
® optical signal sefif'from quantum channel interface

S (. > digital/electri¢al signal

S > digitaldata
Figure 9 — Schematic of the setup for testing the accuracy of state encoding

d) Hationale

This EAdests the fidelity between the practical quantum states sent by the TX module urnder test and
the ideatones 1cquil ed lu_y the QKD 158 otocol—Theevatuator aual_yaco dcuait_y matricesof'the encoded
states emitted by the TX module under test with a quantum state analyser and calculates the fidelities
between the measured states and the ideal ones. The minimum fidelity is used to give a verdict against
a specified threshold.

7.5.2 Test procedure

— Step 1: Turn on the TX module under test and configure it to emit pulses equivalent to those
emitted in the raw data generation stage. All states shall be encoded and emitted according to the
requirements of the QKD protocol.

— Step 2: Measure all the emitted states during an acquisition time with the quantum state analyser
and use the timing electronics to time tag each of the outcomes with a progressive period number.
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— Step 3: Where necessary, align the digital strings coming from the quantum state analyser with the
pattern of encoded states set by the TX module under test. For example, by using the digital data
coming from the TX module under test and the time-tagged digital data coming from the timing
electronics, the evaluator can cross-correlate the results measured by the quantum state analyser
with the pattern of encoded states coming from the TX module under test. This allows the evaluator
to know what state was set by the TX module for the pulse present for each measurement by the
quantum state analyser.

— Step 4: Group all the results according to the state the TX module encoded. Construct the density
matrices of specific encoded states emitted by the TX module under test, denoting them by p; where

each i represents a specific encoded quantum state.

Various
density
models

errors in this manner.

— Step 5:

matrice

Fi=u

where t

Alternat
accuracy

— Step 6: (

F =min
i

where n

Random
estimating fidelity for each possible encoded state. Some protocols, such as CV-QKD, can use a

number

7.5.3 Pass

If the minimum measured fidelity F is larger than the designed threshold T,;,riq, the test has pa

Otherwise, i

Table 8 lists

techniques, such as maximum likelihood estimates, may be used to estimate~ph
matrices from measured data. Density matrices may alternatively be estirhated
or particular types of encoding errors. An evaluator can effectively target the most

Calculate the fidelity between the measured density matrices, p;, and the ideal de
assumed in the QKD protocol, piT, using Formula (10):

2
ol o} )

-] is the trace of a matrix.

ively, one may also use the square root fidelity. \/F»i:tr[\/pil/zpfpil/z] to measui]
r of the state encoding here.

alculate the minimum fidelity over all tHe-encoded states using Formula (11):

L )

nin{-} is the minimum value in‘a set.

or targeted sampling of ;states may be adopted to estimate F rather than deriving

of states.

/fail criteria

F hasfailed.

ysical
with
likely
nsity

(10)

e the

(11)

it by
large

ssed.

the'threshold pertaining to the pass/fail decision of the EA.

Table 8 — Threshold for the pass/fail decision of the EA

No. Threshold notation Meaning of the threshold
The minimum tolerable fidelity between the density matrix of the encod-
TinFid ed quantum state and the ideal encoded state is required by the imple-

mented QKD protocol.

7.6 EA to test the indistinguishability of encoded states

7.6.1 General aspects

a) Objective of the evaluation activity
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This EA intends to test if the different quantum states encoded in the same degree of freedom can be
distinguished from the viewpoint of non-encoding degrees of freedom. The non-encoding degrees of
freedom considered in this EA include the wavelength, the polarization, and the arrival time. Where
a QKD protocol encodes in one of these three degrees of freedom, this degree of freedom shall be
excluded from measurement under this EA. The test outcome indicates whether the TX module under
test is prone to side channel attacks in non-encoding degrees of freedom.

b) Required inputs

The developer shall provide the TX module under test, which is configured to emit pulses equivalent
to those in the raw data generation stage. The TX module under test shall allow the evaluator to access
time 'aggnd r‘igifn] data r‘nnfnining the intensities and states encaded hy the TX module du lng the test.
The developer may optionally reduce the value of attenuation inside the TX module undey test to emit
pulses at a higher average intensity level than in the raw data generation stage.

c) Required tool types and setup

The evaluator shall prepare an optical detector, a spectrum analyser working in an|appropriate
wavelength range, and a polarization analyser. All these measurement~dévices shall be| sensitive to
the output of the TX module under test and be connected to the quantum channel interface of the TX
modyle under test via beam splitters (BS).

The gvaluator shall also prepare timing electronics to time tag the output of these devicgs and a tool
for the digital time analysis of the digital data coming from the’TX module under test and the timing
electronics.

The schematic of the setup for this EA is shown in Figukre)10.

Optical detector f--------- 1

BS I

v
TXmodule Polarization analyser |- - > Tlmlng -1
under test BS electronics] ;
! 0 !
! s !
I Spectrum analyser f--------- ! i
i BS ;
! i
! i
! i
! ;
O ) pgattme | ;

analysis
Key
O optical signal sent from quantum channel interface

niical cignal
SpcarSsigihar

________ > digital/electrical signal
P > digital data

Figure 10 — Schematic of the setup for testing the indistinguishability of encoded states

d) Rationale

This EA characterizes the differences of probability distribution/trace distance over all encoded states
measured from the three non-encoded degrees of freedom, i.e. the wavelength, the polarization, and
the arrival time. The probability distribution functions of arrival time and wavelength for optical
pulses encoded different states can be calculated from measurements by the spectrum analyser and
the optical detector. The polarization density matrixes for optical pulses encoded in different states can
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be estimated from the measurements by the polarization analyser. The maximum absolute difference
of the probability distribution functions or the maximum trace distance between the optical pulses
encoded in different states over a specific non-encoded degree of freedom is calculated to give a verdict

against the s

pecified threshold.

If the quantum state is encoded in one of the above-mentioned three degrees of freedom, this degree
of freedom shall be excluded from measurement under this EA. For example, if quantum states are

encoded in p

olarization, then polarization density matrixes shall not be computed in this EA.

If the TX module under test is required to emit more than one intensity of optical pulse under the
QKD protocol, the evaluator can use the time tags registered by the timing electronics to correlate the

results of th
evaluator to
“vacuum” st
very small i

7.6.2 Testiprocedure

The test pro
emit optical
the evaluato
of intensity
considering

generate a test result for each individual intensity level with the possible exception
htes where QKD protocols require a TX module to emit with a certain probability.pul
tensity.

redure below is described for the case where the QKD protocol requires the TX mod

r shall repeat the analysis in step 4 described below for each intensity setting (or eac
settings where the QKD protocol does not use a small set(of discrete intensity sett
pnly the relevant encoded states in each analysis.

— Step 1:
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reduced|during the measurement).
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acquisitjon time with an optical detector, polagization analyser, and spectrum analyser. U{
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ed states coming from the TX module under test. This allows the evaluator to know
b setting was' set by the TX module under test for the pulse present for each measure
ptical detector, polarization analyser, and spectrum analyser.

roup-all the results according to the state the TX module encoded.

ion is

hg an
e the
btical
ed to

may

. and

m analyser with the pattern of encoded states set by the TX module under test. For example,

data
from
ttern
what
ment

Calculate the maximum absolute difference in arrival time, t, between any two encoded states

using Formula (12):

5max,t =

where

34

%r?j]?‘{;|f(t'i)_f(t'j)l}

(12)
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iandj are different encoded states;

f is the probability distribution function calculated from the group of results for the
arrival time, ¢;

max{-} isthe maximum value in a set.

Calculate the maximum absolute difference in wavelength, A, between any two encoded states

using Formula (13):

N A_lmquvIg(a ;) A ])ﬂ (13)
e HRax A A
2 izj lL‘ J

A

where

iandj are different encoded states;

g is the probability distribution function of the wavelength, 1

max{-} isthe maximum value in a set.

(alculate the maximum absolute difference in the azimuthal angle, 6, of the najor axis of

golarization ellipse between any two encoded states using\Formula (14):

s 1 . .

bmax,0 = max Y |p(8,1)~p(6,)) (14)
2 izj )

Wwhere

iandj are different encoded states;
p is the probability distiibution function of the azimuthal angle, 6 ;
max{-} isthe maximumyalue in a set.

(Jalculate the maximum ‘absolute difference in the ellipticity, €, of the polarization ellipse (i.e. the
rptio of the length of the:semi-minor axis of the ellipse to the length of its semi-major akis) between
any two encoded states using Formula (15):

Nk

‘max,s =%I§l¢a]X{§,|q(8'i)_Q(g'j)|} (15)

wherne

Tamdj—are differentencoded States;

q is the probability distribution function of the ellipticity, € ;

max{-} isthe maximum value in a set.

Fidelities between the different encoded states may be chosen in a PP or ST as an alternative
measure of indistinguishability and the EA modified accordingly.

7.6.3 Pass/fail criteria

The test has passed if all of the following conditions are met. Otherwise, it has failed:

a) 6max,t < TdiffTime )
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b) 5max,0 < TdiffAngle;
) Omaxe <TaiffEllip
d) 6max,/1 < TdiffSpec .

If one of the above-mentioned three degrees of freedom is used in encoding quantum states by the TOE,
the corresponding item of threshold comparison shall be excluded from the general pass/fail criteria.

NOTE This EA intends to evaluate the minimum requirements for checking the indistinguishability of
encoded states in non-encoding degrees of freedom. It is possible that more non-encoding degrees of freedom are
required to be tested for a specific TOE.

Table 9 lists the thresholds pertaining to the pass/fail decision of the EA.

Table 9 — Thresholds for the pass/fail decision of the EA

No. Threshold notation Meaning of the threshold

1 T The maximum absolute difference in time of arrival between the
diffTime states encoded by the TX module.

2 .. The maximum absolute difference in spe€ttum between the states
diffSpec encoded by the TX module.

3 T The maximum absolute difference.jirazimuthal angle of the polarjiza-
diffAngle tion ellipse between the states eficoded by the TX module.

4 Troee The maximum absolute diffetence in the ellipticity between the sfates
diffEllip encoded by the TX modulél

7.7 EA toltest the uniform distribution of the glebal phase of optical pulses

7.7.1 Gengral aspects
a) Objectivie of the evaluation activity

This EA inténds to test if the optical pulses emitted by the TX module under test carry a rahdom
phase, which is a security requiremenf_of a wide class of QKD protocols. The test outcome indjcates
whether the|probability distribution of'the measured relative phase between pulses is close, with]n the
experimentdl uncertainty, to theiexpected theoretical distribution.

This EA as written is suitaple_for cases where the TX module under test can emit sufficient intgnsity
for analogug intensities tQ be recorded meaningfully on the detectors. Where sufficient signal is not
available frgm the TX module under test, the developer may propose modified or alternative EAk. For
example, performinga set of statistical tests on a string of bits extracted from a similar measurgment
using single photon-detectors.

For QKD prdtecols that do not require randomness of the global phase of each optical pulse, this|EA is
optional.

b) Required inputs

The developer shall provide the TX module under test, which is configured to emit pulses equivalent to
those emitted in the raw data generation stage. The TX module under test shall allow the evaluator to
access time tagged digital data containing the intensities and states encoded by the TX module during
the test. The developer may optionally reduce attenuation inside the TX module under test to emit
pulses at a higher average intensity level than in the raw data generation stage.

c) Required tool types and setup

The evaluator shall prepare an unbalanced Mach-Zehnder interferometer including one optical detector
D. The arm length difference of the Mach-Zehnder interferometer should correspond to a time delay
equal to the time between adjacent optical pulses (between adjacent reference pulses for the phase-
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encoding system) emitted by the TX module under test. The arm length difference of the Mach-Zehnder
interferometer should be stable to the order of tenths of the wavelength to keep a constant relative
phase between the superposed pulses. The optical detectors should be chosen to have sufficient
sensitivity to measure the output of the TX module under test. The Mach-Zehnder interferometer is
connected to the quantum channel interface of the TX module under test. The transmittances of the
two paths inside the Mach-Zehnder interferometer are assumed to be equal.

The evaluator shall also prepare timing electronics to time tag the output of the optical detector D and
a tool for the digital time analysis of the digital data coming from the TX module under test and the
timing electronics.

The schematicofthe setup forthis EAis shownin Eigure 11

D

TX module A N Timing

under test ] D_ electroni€s
T BS BS T
i i
S 5| Digitaltime | _ _ _ _ .~ 7  _ ;

analysis
Key
@ optical signal sent from quantum channel interface

optical signal

S > digital/electrical signal
S > digital data

Figure 11 — Schematic of the setup for testing if the global phase of optical pulses i§ uniformly
distributed

d) Hationale

genettated by the TX module under test. The probability distribution of intensity can be derived from
the ofitputs of the Mach-Zehnder interferometer to indicate the phase distribution of the optical pulses
emitfed from the TX module under test. This probability distribution of intensity is compdred with the
theorjetical uniform distribution to calculate the statistical distance, which can be used to give a verdict
against a specifiedthreshold.

This [EA tests the randomness of the relative optical phase between consecutive o{cical pulses

7.7.2| Testprocedure

The fplewing description assumes that only one laser diode is used in the TX module under test. Where
the TX module under test uses multiple laser diodes, the same test procedure shall be conducted for
each laser diode separately.

— Step 1: Turn on the TX module under test and configure it to emit pulses equivalent to those in
the raw data generation stage (apart from optionally their intensity if the internal attenuation is
reduced during the measurement).

— Step 2: Measure the stream of the optical pulses coming out of the TX module under test after passing
through the Mach-Zehnder interferometer with optical detector D. For some acquisition time, use
the timing electronics to time tag each of the outcomes with a progressive period number.

— Step 3: Where necessary, align the digital strings from the optical detector with the pattern of
encoded states set by the TX module under test. For example, by using the digital data coming from
the TX module under test and the time-tagged digital data coming from the timing electronics, the
evaluator can cross-correlate the pattern of encoded states and the intensity modulation coming
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from the TX module under test with the results measured by the optical detector D. This allows the
evaluator to know what state was encoded by the TX module under test for the pulse present for
each measurement by the optical detector.

— Step 4: Select and group the measurement events where the interfering optical pulses arriving at
the detector in the Mach-Zehnder interferometer were prepared in the same encoded state and
intensity level. The data set is then filtered to keep only measurement results obtained from the
most common combination of encoded intensity and state.

— Step 5: The final data set from step 4 is binned to produce a histogram described by the probabilities
pm (1) of the intensities recorded by the optical detector D arising from a given state and intensity

level, w

— Step 6: (Jalculate the statistical distance between the measured probability distribution pyy(!
the theofretically uniform distribution py (I) as shown in Formula (16):

d

phase 7 %2|pM (I)-pr (D).
I

1 L PR | . CP : 1
NEIrC rICPIrosStTlits LT LTSIty DIITFITITUCA.

and

(16)

Evaluatg¢rs may introduce detailed analysis to account for non-ideal)characteristics of the
measurg¢ment and detection system compared to the theoretical distribdtion expected in th¢ real

measur¢ment system.

Although the statistical distance is applied in this EA to meastire the deviation of the mea
probability distribution from the theoretical distribution, sgmeé statistical tests for goodness

such as

of the plase of the optical pulses.

7.7.3 Pasg/fail criteria

If dphase is

Table 10 list$ the threshold pertaining to the pass/fail decision of this EA.

'he Kolmogorov-Smirnov test, may be used as altérhative methods to test the randon

smaller than the threshold T, pistph.the test has passed. Otherwise, it has failed.

Table 10 — Threshold for the pass/fail decision of the EA

bured
of fit,
nness

No. Threshold notation Meaning of the threshold
The maximum tolerable deviation between the measured and the th¢o-
retical probability distributions pertaining to the intensities measurfed
1 T axDistPh with an asymmetric Mach-Zehnder interferometer due to the relative

phase of optical pulses when all optical pulses involved were encode
with the same state and intensity level.

7.8 EAtoftestthe degree of optical isolation of the TX module

7.8.1 General aspects

a) Objecti

ve of the evaluation activity

This EA intends to test the isolation ability provided by the TX module under test against light injected
from the quantum channel to the TX module. The amount of isolation is quantified for propagation
in the opposite direction to that in which the quantum states are transmitted. It can therefore be an
indicator as to whether the source of the TX module under test is protected against attacks such as
Trojan-horse attacks, laser-seeding attacks, and laser damage attacks.

This EA as written is suitable for cases where a dedicated isolation component is implemented in the

TOE.

b) Requir

38

ed inputs
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The developer shall provide the TX module under test enabling the direct testing of the internal isolation
component or provide a dedicated isolation component of the same type as the one in the TX module
under test.

c¢) Required tool types and setup

The evaluator shall prepare a tunable laser that can generate laser power, p, in the range of
[ Pmin » Pmax ]- Pmax shall be determined by consideration of the specific implementation of the TX

module, e.g. by consideration of the threshold power at which an exceptional event of the TOE is
indicated (see 7.9). Generally, p,,,, shall be lower than the power that would destroy the isolation

component under test. The tunable laser can be operated in a wavelength range of [ A, Apax ]- The

tunaEe laser is connected to the isolation component under test via the quantum channel Interface of

the TX module under test (or to the relevant interface of the dedicated isolation compenent when

provided).

The dvaluator shall prepare a spectrum analyser that works in the wavelength range of [0, Amax |-

The gpectrum analyser shall be chosen to have sufficient sensitivity to méasure the output from the
isolafiion component.

The gchematic of the setup for this EA is shown in Figure 12.

Spect Isolation component Tunabl
pectrum | | under test unable
analyser ;,‘ laser

VN
Key
° optical signal sent to quantum channel interface

optical signal

— the forward direction of the\isolation component
Figyre 12 — Schematic of the setup for testing the degree of optical isolation of the TX module

d) Hationale

This EA tests the capability of isolating the injected light from the quantum channel into p TX module
under test in a specified wavelength range. A laser is used to test the transmission of the isolation
component. This Jdser can deliver powers up to a specified maximum power p,,.. , above which the TX

modyle is protécted by other means. For example, protection can be from an injected light monitor as in
7.9, o a component that fails safely above a specified power. The power measured by the spectrum
of isolation
t and output
- culated over

the specified wavelength range and can be used to give a verdict against a specified threshold.

Since it is generally inconvenient to measure the optical isolation by testing the entire TX module under
test, this EA allows the input of an individual isolation component of the same type as the one in the TX
module under test.

e) Dependencies

Where the TOE passes this EA, the necessity of conducting the EA specified in 7.10, which tests the
robustness of the TOE against external laser injection, is determined by the evaluator.
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7.8.2 Test procedure

— Step 1: Turn on the tunable laser at wavelength A, .

— Step 2: Set the power of the tunable laser to be p,;, .

— Step 3: Denote the current power injected into the isolation componentas p;,.

— Step 4: When the output power from the isolation component is stable, measure the output power
by the spectrum analyser and record it at the current wavelength as p,,; .

— Step 5: Calculate the isolation by p;s, = pin —Pout» Whose unit is dB.

— Step 6: Increase the laser power by a step of size, Sp» and repeat step 3 to step 5 until the lasérgower

reaches|[pax -
— Step 7: Ipcrease the laser wavelength with by a step of size s, and repeat step 2 tg sté€p 6 until the
wavelength reaches A,, -

— Step 8: Compare the measured isolation p;,, for all different input powersiand wavelengthfs and
record the minimum isolation as p,nso -

7.8.3 Pasg/fail criteria

If the value ¢ is higher than the threshold Tty , the test has passed. Otherwise, it has fa}led.

f Pminlso

Table 11 list$ the threshold pertaining to the pass/fail decision-of the EA.

Table 11 — Threshold for the passy/fail decision of the EA

No. Threshold notation Meaning of the threshold

1 T The minimumsolation required for the isolation component under test
TXIso in the TX maodule.

7.9 EA totest the sensitivity of the'injected light monitor in the TX module

7.9.1 Gengral aspects
a) Objectivie of the evaluation.activity

This EA intehds to test the'effectiveness of the injected light monitor (or “monitor” in short hereinafter
in this EA) ih the TX-rodule under test and whether the monitor indicates an exceptional evenf as a
response to|the light’injection. The testing outcome indicates whether the monitor is sufficlently
sensitive to|detéct attacks through injecting light into the TX module under test, e.g. Trojan-horse
attack, laser|se€ding attack, and laser damage attack.

This EA only applies where the implementation of the TX module under test uses one or more optical
detector(s) to place an upper bound on the power of light injected into the TX module from the quantum
channel.

b) Required inputs

The developer shall provide the TX module under test, which is configured to emit pulses equivalent to
those in the raw data generation stage. The TX module under test shall be able to indicate an exceptional
event (e.g.an alarm) when the monitor detects injected light at a power that exceeds designed thresholds
(l.e. TTXMOHPOWEFCW and TTXMOHPOWGI‘PUISE ), as described in 7.9.3.

c) Required tool types and setup
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The evaluator shall prepare a tunable laser with a tunable wavelength in the range of [ A, Apax |, this
tunable laser should also satisfy the following conditions:

iy

2)

Alterpatively, it is possible to use two separate tunable lasers, where one operates(in

wave

paraIueters mentioned in 2).
e

The

Key

d)

This
The funable laser in the continuous-wavé mode can be used to test the maximum powe
contipuous-wave emission without indicating an exceptional event. Likewise, the tunablg
pulsgd mode can be used to test the maximum power of injected pulsed laser without i
excepjitional event. By adjusting(the characteristics of the tunable laser output, the res
monitor to signals with différent wavelengths, frequencies and pulse widths can be test
the o
repetfition frequencies,~wavelengths, and pulse widths received by the monitor without it i
exceptional event can be calculated. Then, the calculated maximum power of the laser is u
verdict against a specified threshold.

This
spacq. However, considering the practical efficiency of conducting the test, these input par
be sampled'with a random probing method.

e)

It should be able to generate continuous-wave emission with powers in the range of [ pincw
Pmaxcw |, where p,... - shall be less than the power that would destroy the monitor.

It should also be able to generate laser pulses with peak power in the range of
[ PminPeak » PmaxPeak J» Where pp.. pearc shall be less than the power that would destroy the monitor.

Their pulse width should be in the range of [w
varied in the range of [ fiin+ fmax |-

w

min’ Y max ]

, and output repetition frequency can be

mode with the parameters mentioned in 1), and the other one operates in pulsed/m

TX module

under test Tunablé€ laser

Figure 13 — Setup for testing the sensitivity ofithe injected light monitor in the T)

optical signal sent to quantum channel interface

Hationale

FLA verifies the effectiveness of the monitor in the TX module under test against las

bservation of an exceptional event being indicated or not, the maximum power of the

A describes how to scan each input parameter with a certain step size to test the who

continuous-
bde with the

sting tools are connected to the quantum channel interface of the TX 'module undler test. The
schernatic of the setup for performing the EA is shown in Figure 13.

X module

er injection.
r of injected
laser in the
ndicating an
bonse of the
bd. Based on
aser over all
ndicating an
sed to give a

e parameter
hmeters may

Dependerncies

This EA shall be considered and conducted together with the EAs specified in 7.8 and 7.10. If the TOE
passes this EA, the EA of 7.10 shall still be conducted, since the dedicated monitor has a minimum
sensitive power, below which the monitor does not work, so powers lower than the monitor’s sensitivity
shall still be tested in the EA of 7.10.

7.9.2 Test procedure

Step 1: Turn on the TX module under test and configure it to emit pulses equivalent to those in the

raw data generation stage.

Step 2: Turn on the tunable laser at wavelength A,
mode.

© ISO/IEC 2023 - All rights reserved
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— Step 3: Gradually increase the laser power from p;,cw t0 Pmaxcw » until the monitor indicates an
exceptional event, and record the value of power as p.,, for which the exception was indicated.

— Step 4: Increase the wavelength of the tunable laser by a step of size s) and repeat step 3 until the

wavelength reaches A, . Calculate the maximum value of p, over all wavelengths and denote it

by PmaxCWcont *

— Step 5: Switch the working mode of the laser to pulsed mode and set the repetition frequency of
laser pulses to be f;, at wavelength 4_;, with pulse width w ;.

— Step 6: Gradually increase the power of the pulsed laser from p,;.pea. t0 Provpeat, and record the

value of

— Step 7:1
repetiti

— Step 8: 1

wavelength reaches A, -

— Step9:1
of laser

— Step 10:

pulse w

7.9.3 Pass

If PmaxCWecor
TTXMonPower

Table 12 list

peak power Ppulse for which the monitor indicates an exceptional event.

hcrease the repetition frequency of the laser by a step of size, s¢, and repeat stép 6'unt
n frequency reaches f ...

hcrease the wavelength of the laser by a step of size, s, , and repeat stéps’6 and 7 unt

hcrease the width of laser pulses by a step of size, s, , and repeatSteps 6 to 8 until the y
pulses reaches wy,. .

Calculate the maximum value of pp . over all repetition frequencies, wavelengths
dths. Denote it by p,.«puise -
/fail criteria

¢ is higher than the threshold Trxpmonpow@rcw » OF Pmaxpulse iS higher than the thre
bulse » the test has failed. Otherwise, it has passed.

5 the thresholds pertaining to the pdss/fail decision of the EA.

Table 12 — Thresheolds for the pass/fail decision of the EA

il the

il the

width

, and

shold

No. Threshold notation Meaning of the threshold

The threshold power at which the injected light monitor indicates an e
TrxMonPowerCW tional event when bright continuous-wave emission is injected into the
module under test.

kcep-
TX

The threshold peak power at which the injected light monitor indicateg
TXMonPowerPilse exceptional event when bright pulse light emission is injected into the
module under test.

an
X

7.10 EA to

tést-the robustness of the TX module against laser injection

7.10.1 General aspects

a) Objective of evaluation activity

This EA intends to test the robustness of the TX module under test against laser light injected through
the quantum channel interface. The testing outcome indicates whether the injected laser amends the
characteristics of the TX module under test, which can create security flaws that potentially enable
laser damage attacks or laser-seeding attacks.

b) Required inputs

The developer shall provide the TX module under test, which is configured to emit pulses equivalent to
those emitted in the raw data generation stage. The TX module under test shall allow the evaluator to
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access time tagged digital data containing the intensities and states encoded by the TX module during
the test. The developer may optionally reduce the value of attenuation inside the TX module under test
to emit pulses at a higher average intensity level than in the raw data generation stage.

c¢) Required tool types and setup

The evaluator shall prepare tunable laser with a tunable wavelength in the range of [ A;,, Apax ]> this
tunable laser should also satisfy the following conditions:

iy

Pmaxcw ]

It should be able to generate continuous-wave emission with powers in the range of [ pyincw

2)
[

—

Alter
wave

paraineters mentioned in 2).

If the
shall
lowet

The ¢
and 4
sensi
lengt
to ke
quan

The 4
analy]
comi
analy

optic
The s

It

PminPeak > Pmaxpeak - and with a pulse width in the range of [wp,;,, Wy ], @nd’w
epetition frequency can be varied in the range of [ f i, fmax -

hatively, it is possible to use two separate tunable lasers, where onedgperates in
mode with the parameters mentioned in 1), and the other one operatesin pulsed m

TOE adopts a dedicated injected light monitor detecting the laselinjection, p,,..cw 3
be higher than the thresholds Trxpmonpowercw @A TrxMonpowerPulse defined in 7.9 resy
than powers that can destroy components and internal connections.

valuator shall also prepare measurement devices,&uch as a spectrum analyser, an
Mach-Zehnder interferometer. All the measurement devices should be chosen to h3
Livity to measure the output of the TX module.ufider test. Furthermore, the differenc
hs of the Mach-Zehnder interferometer should'be stable to the order of tenths of the
ep a constant relative phase between the-superposed pulses. Testing tools are conn
fum channel interface of the TX moduledinder test.

valuator shall also prepare timing glectronics to time tag the output of the oscilloscoj
ser, and Mach-Zehnder interferometer and a tool for the digital time analysis of thd
g from the TX module under*test and the timing electronics. The optical detector, t
ser, and the Mach-Zehnder interferometer may alternatively be connected to the qua

h| detector(s).

chematic of the setup for this EA is shown in Figure 14.

Spectrum analyser

should also be able to generate laser pulses with peak power in thle range of

hose output

continuous-
bde with the

nd p maxPeak
ectively, but

pscilloscope,
ve sufficient
e in the arm
wavelength
ected to the

be, spectrum
digital data
he spectrum

r1ltum channel
outpuit of the TX module under test at different times. If so, these measurements may util

ize the same

Key

Mach-Zehnder | > v

interferometer Timing

X 3 Optical detector | -> Oscilloscope |- -> electror11cs
TX module 2 C_/ 1 i
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T Circulator laser !
1 1
i I
| a
e Digital time | _ . _ _ _ _ . _. _ _ ;
analysis

@&————> optical signal sent from quantum channel interface
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— 5 optical signal
________ > digital/electrical signal
—mm e > digital data

3 circulator: optical signals sent to interface 1 are output from interface 2;

optical signals sent to interface 2 are output from interface 3

Figure 14 — Schematic of the setup for testing the robustness of the TX module against la

alacktian

TINCCTIUIT

d) Rationale

This EA aimg to test the robustness of the TX module under test against laser injection by‘charactet
the differenfes over all emitted pulses in intensity, waveform, wavelength, and-phase distrib
with or witHout laser injection through the quantum channel. The tunable laserisyable to work
continuous-yvave mode (or pulsed mode) to test the robustness of the TX medule under test ag
continuous-yave emission injection (or pulsed laser injection respectively)with different waveld
power, puls¢ width and frequency settings (pulse width and frequeney ‘settings apply only 4
pulsed laser). The tunable laser can also be operated with a specified mmaximum power, which
the highest dgmount of power an adversary can inject into the TX module under test without destr
components|and their internal connections.

Based on the measurements by the oscilloscope and spectrum analyser, normalized intg
distribution$ of each encoded state before and after laser‘injection are measured in the tim
frequency d¢mains, respectively. Then, for each encoded:state and each domain, the difference bet]
the normaliged intensity distributions before and afterlaser injection can be computed.

Based on th¢ output of Mach-Zehnder interferometer, the intensity probability distribution of ed
the encoded|states before and after laser injection are measured, respectively. Then, for each en

ser

izing
ution
it the
ainst
ngth,
o the
imits
bying

nsity
e and
ween

ich of
oded

state, the diffference between the phase distribution before and after laser injection can be computed.

The computation of the above difference\in intensity distributions is iterated for different wavelg
power, frequency and pulse width\combinations of the injected laser(s). The difference
characterizgd by statistical distances’in this EA. The maximum difference of all cases is finally ug
give a verdiqt against the specified thresholds.

If the TX module under test is required to emit optical pulses with more than one intensity undg
QKD protoc¢l, the evaluater can use the time tags registered by the timing electronics to cor}
the results ¢f these nfeasurement devices with the intensities emitted by the TX module undej
This allows the evaluator to generate a test result for each individual intensity level with the po
exception ofl any “yacuum” states where QKD protocols require a TX module to emit with a cqg

ngth,
L are
ed to

b1 the
relate

test.
5sible
rtain

probability pulses of very small intensity.

7.10.2 Test procedure

The following description assumes that only one laser diode is used in the TX module under tes

t. For

the TX module under test that uses multiple laser diodes, the same test procedure shall be conducted

for each laser diode separately.

The test procedure is described for the case where the QKD protocol requires the TX module to emit

optical pulses with a single intensity. If more than one intensity is emitted, the evaluator shall r

epeat

the analysis in steps 4 to 18 described below for each intensity setting (or each bin of intensity settings

44 © ISO/IEC 2023 - All rights re

served


https://iecnorm.com/api/?name=f226137b9a1a2faa5063c3b44a19659d

ISO/IEC 23837-2:2023(E)

where the QKD protocol does not use a small set of discrete intensity settings), considering only the
relevant encoded states in each analysis.

Step 1: Turn on the TX module under test and configure it to emit pulses equivalent to those in the
raw data generation stage. The attenuation of the optical pulses inside the TX module under test
may be reduced by a measured amount, 17, whose unit is dB, to aid the measurement of the signal

pulses.

Step 2: Measure the stream of the optical pulses coming out of the TX module under test during an
acquisition time with the spectrum analyser, Mach-Zehnder interferometer, and oscilloscope. Use

the timing electronics to time tag each of the outcomes with a progressive period num

ber.

test. For example, by using the digital data coming from the TX module under [test a|

ep 3: Where necessary, align the signal from the spectrum analyser, Mach-Zehnder inflerferometer,
nd the oscilloscope respectively with the pattern of encoded states set by thecTX/module under

nd the time-

thgged digital data coming from the timing electronics, the evaluator can.cross-dorrelate the

recorded outputs from the spectrum analyser, Mach-Zehnder interferometer, and the

aluator to know what state was encoded by the TX module undef test for the puls
ach measurement by these measurement devices.

ep 4: Group all the measurement results from the oscilloscope and the spectr
ccording to the state the TX module encoded. Record the inténsities measured by the

nd calculate its normalized intensity distributions in thetime domain

oscilloscope

ith the pattern of encoded states coming from by the TX moduleinder test. This allows the

e present for

im analyser
oscilloscope

Pr(éz (t);record the spectrum
easured by the spectrum analyser and calculatelits normalized intensity distribytions in the

frequency domain Pr(éz (A), where the superscfipt'i represents an encoded state; gnd t and A

represents the time and wavelength bin-index sespectively.

easurement events where the interfering optical pulses arriving at the detectors
ehnder interferometer encoded withithe same state.

ep 6: The data sets from step.5)are binned to produce histograms described by the

ep 7: Turn on thettinable laser at wavelength A_;, and set it to work in the cont
mode.

Iep 8: Set thepower of the tunable laser to be pincw -

ep 9:Repeat step 4 to step 6, to record the intensities measured by the oscilloscope ¢

—n

s normalized intensity distributions in time domain pt) (t). Record the spectrum

(/1) Produce a hlstogram described by the probabllltles P(' (I) of the intensities

one optical detector in the Mach-Zehnder interferometer.

ep 5: For the measurement results from~the Mach-Zehnder interferometer, select and group the

n the Mach-

probabilities

r(elg (1) of the intensities recorded by one optical detector in the Mach-Zehnder interferometer,
here the superscript i fepresents an encoded state; and I represents the intensity bin-index.

Inuous-wave

nd calculate

easured by

uéncy domain

recorded by

Step 10: Calculate the statistical distance between Pr(;z (t) and pt) (t) with Formula (17):

pl) (¢

ref

d.. =

int

%m{z (6)-P (t)\}

where max{-} is the maximum value in a set.

Calculate the statistical distance between P

(l) and P (l) by using Formula (18):
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Pt (i)—P(”(M\}

where max{-} is the maximum value in a set.

Calculat

1
dphase =_max z
2 i 7

where 11

Althoug
probabi
test, ma

— Step 11:
the pow|

— Step 12:
reaches

— Step 13:

pulses tg be pinpeak » and its repetition frequency to be f 4 at wavelength A,

Wnin

— Step 14:
power r

— Step 15:
the repe

— Step 16:

wavelength reaches A, -

— Step 17:
width of

e the statistical distance between Pr(éz (1) and pt) (1) by Formula (19):

P (=P (1)\}

(18)

(19)

Taxi-; 1S the maximum value in a Set.

h the statistical distance is applied in this EA to measure the deviation of two meéa

 be used as alternative methods to realize the same objective.

Increase the injection laser power by a step of size, s, and repeat frpnsteps 9 to 10
er reaches pp,..cw —N, where the powers are expressed in dB.

Increase the wavelength by a step of size, s, , and repeat steps:9.to 11 until the wavel
A’ITIEIX *

Switch the working mode of the tunable laser to pulsedumode, set the peak power of]

min With pulse

Increase the peak power by a step of size Speak and repeat steps 9 and 10 until the
paches pp.cpeak —1» Where the powers ar€expressed in dB.

Increase the repetition frequency of.the laser by a step of size, s¢, and repeat step 14
tition frequency reaches f ...

Increase the wavelength of thefaser by a step of size, s, , and repeat steps 14 to 15 unf

Increase the width ef laser pulses by a step of size, s, , and repeat steps 14 to 16 unf
laser pulses reaches w . .

bured

ity distributions, some nonparametric statistical tests, such as the Kolmogorov-Smjirnov

until

ength

laser
width

peak

until

il the

il the

and
nums

— Step 18:Calculate thesmaximum dj,,; and denote it by dp, ;. - Calculate the maximum dpef
denote if by dy,ysisec- Calculate the maximum dp,,q. and denote it by dp,yppase - These maxir
are calcyilated-over all the tests both in continuous wave mode and pulsed mode.

7.10.3 Pasg/fail criteria

The test has passed if all of the following conditions are met. Otherwise, it has failed:

a) dmaxlnt <Tpowerlnj;

b) dmaXSpec < TspecShift ;

c) dmaXPhase < TphChange .

Table 13 lists the thresholds pertaining to the pass/fail decision of the EA.

46

© ISO/IEC 2023 - All rights reserved


https://iecnorm.com/api/?name=f226137b9a1a2faa5063c3b44a19659d

ISO/IEC 23837-2:2023(E)

Table 13 — Thresholds for the pass/fail decision of the EA

No. Threshold notation Meaning of the threshold
1 Tpowerlnj Maximum tolerable pulse intensity deviation caused by laser injection
2 Tspecshift Maximum tolerable pulse spectrum deviation caused by laser injection
3 TphChange Maximum tolerable pulse phase deviation caused by laser injection

8 EAs for the evaluation of quantum optical components in the receiver module

8.1 |General
The KAs for the evaluation of quantum optical components in the RX module ar¢ |listed| in Table 14.
Thes¢ EAs address potential flaws in quantum optical components of QKD modules that, if present,
can otherwise compromise the security functions realizing the two security requirements|FPT_EMS.1/
Quantum and FPT_PHP.3. These flaws are known security-related issues‘of {(or attacks|against) RX
modyles that have been published and peer reviewed in the academic fiterature. Althoulgh not all of
them|have been demonstrated to date, a strategy for each type of attack has been reported.
Table 14 — EAs for the evaluation of quantum optical components in an RX m¢dule
Evpluation activity Description SFRs correspondence Su_bclause Applicable
index protocols
Test the consistency of |Test if the detection prob-
detedtion probability in |abilities output from the
the RIX module RX module under test are DV1PM-QKD;
: : FPT_EMS.1/Quantum |8.2
consistent with the model DV{EB-QKD
of the implemented QKB
protocol.
Test Information leakage | Test if the RX medule under
of batk-flashes from the |test emits photons back into DVIPM-QKD
RX module the qugntum ch-annel, which FPT EMS.1/Quantum |8.3 ;
yields infeFmation about DV{EB-QKD
the detected state after the
detection of a photon
Test the degree of Testif the isolation ability DV{PM-QKD;
opticpl isolation of provided by the RX module
the RX module under test suffices to pre- DV{EB-QKD;
. : FPT_PHP.3 8.4
vent light reflecting back CV{PM-QKD;
from the tested module to
the quantum channel. CVA{EB-QKD
Test the sensitivity of Test if the injected light DV{PM-QKD;
the ipjected light monitor deployed to detect )
mon;tm‘ in the RX light injected through the FPTPHP3 85 DV{EB-QKD;
module quantum channel interface - T CV-PM-QKD;
works properly. CV-EB-QKD
Test the robustness of | Test if the detection output
the RX module against |of the RX module under test FPT PHP3 8.6 DV-PM-QKD;
bright light blinding is able to be controlled by - — DV-EB-QKD
injected bright light.
Test the appropriateness | Test if the raw data generat-
of dead time settings of |ed by the RX module under
single-photon detectors |test excludes any detection DV-PM-QKD;
. FPT_PHP.3 8.7
events generated during the DV-EB-QKD
dead time period of any of
the SPDs.
NOTE Depending on the implemented QKD protocols, not all the EAs are necessary for a specific TOE.
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Table 14 (continued)
Evaluation activity Description SFRs correspondence Su_b clause Applicable
index protocols

Test the temporal profile | Test if the temporal profile

of the detection of the detection efficiency

efficiency for single-pho-|when detecting pulses at

ton detectors the single-photon level is FPT PHP3 8.8 DV-PM-QKD;
the same as that of detect- - — DV-EB-QKD
ing pulses at higher average
photon numbers for each
SPD.

Test the robustness of | Test if the detection prob-

the RX moduje against |ability of the RX module

laser injectiopn under test can be altered DV-PM-QKI;
by shining additional light FPT_PHP.3 8.9
into the RX module under DV-EB-QKI);
test through the quantum
channel interface.

Test the deteftion limits |Test if an RX module under

of homodyne|detectors |testrejects the data or

in the RX mofule reports an exceptional CV-PM-QKIb;
event once the homodyne FPT_PHP.3 3210 CV-EB-QKI
detector operates in the
saturation region.

Test the apprfopriateness | Test if double click events

of double-cligk event are properly handled during DV-PM-QKI;

handling the post-processing stage, ERTPHP.3 8.11
e.g. by randomly assigning a DV-EB-QKI]
bit value to these events.

NOTE Depending on the implemented QKD protocols, not all.the EAs are necessary for a specific TOE.

a) General

The RX mod
possible, wh
without reqj
RX module.
they can facg

When plann

than one de
Any correct

description of inputs

1le should be operated under conditions that are as close to normal operating conditic
ich means the security test procedures should be conducted on the RX module as a ¢
hiring additional intexfaces, channels, or outputs other than those already present o
ts objective is td reflect the security status of actual QKD modules under the cond
 in operation.

ng the tests-and analysing the results, the details of the performance of the detectoy
the RX modyle under_test should be considered, including dark counts, after pulses, time jitter,
ectiomevent occurring for one input state, all of which can occur during measurenjents.
ors made to account for the non-ideal behaviour of instruments shall be reasonabl

falran tn ancnrn that caprprnctinnge A marfarand 15 A o thatr doanc ot ~aa A

care shall be

objectives of the EAs.

Generally, the EAs in Clause 8 require that the RX module under test works in the raw data generation

OISO to C o U C Tt CoOT T CCoo oo O p Ut o mc O o oo T oot ot o IO T CoOTpTrOTInT

stage, such that the RX module under test can detect and measure the test states.

In order to conduct the EM effectively, EAs may allow more modifications to the TOE, for example:

(see 8.4).

— Time tagged digital data output from the RX module under test may be enabled where needed to

analyse the encoded states corresponding to the raw data (see 8.3 and 8.7).
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— The detection count rates output from the RX module under test may be required to be accessible.
Alternatively, the RX module under test may provide time tagged data about detection events since
detection count rates can be derived from such data.

— A special configuration of an RX module under test may be used, e.g. to ignore repeated failures
without transitioning to a failure state for the duration of an EA.

Where an EA requires a modification to the operation of an RX module under test, the modification
should be specified in the description of required inputs of the EA. It is implicitly assumed that the
modification is removed or disabled after testing.

b) General description of test tools and setup

For EJAs that require the RX module under test to work in the raw data generation stage,t
shall ensure the RX module under test can work in this stage. Some synchronizationlinks
RX miodule and test tools are typically needed to coordinate the whole setup.

he test setup
between the

Alterhatively, it may be appropriate to introduce a TX emulator to provide thiesignals expected by the

RX miodule to enable it to be operated as required. Specifically:

— ch a TX emulator may not be used to emit test states that can be generated by tools|described in
the EA.

— Test states may be required to be emitted at times that arefixed in relation to the timefs such states
would be provided by a TX module in operation. In such’cases, one option is for the TX emulator to
sjupply trigger signals to other tools or to receive trigger-signals from other tools.

— It may be practical to derive any timing signals fequired by test tools used in the EA from signals
dresent in the optical link between the TX emulator and the RX module under test or for test tools
tp supply any necessary timing signals themselves independently.

— The optimal way to combine or split communications between a TX emulator and a;I RX module
under test and signals to/from other,teols depends upon the EA and details of the RX njodule under
test. Optical couplers or wavelength-multiplexing devices are usually suitable.

In sone cases, a TX module under test may be used as a TX emulator.

8.2

8.2.1

a)

This
consi
the R

(

EA to test the consistency of detection probability in the RX module

General aspects
bjective of the-evaluation activity

EA intends to test if the detection probabilities output from the RX module un|
stent-with the model of the implemented QKD protocol. In particular, the EA tests the
X module under test when the arrival time and the wavelength of optical pulses recei

der test are
response of
ved from the

tum channel are varied. The outcome of the test givnc indications about the vulnerabi

ity of the RX

quan

module under test to attacks such as the time-shift attack, the detection-probability-mismatch attack,
and the wavelength-dependent attack.

This EA is applicable when a mismatch in the detection probabilities of a pair of detectors in the RX
module under test threatens security.

b) Required inputs

The developer shall provide the RX module under test working in the raw data generation stage. The RX
module under test shall allow access to the count rates of detection events corresponding to each input
state measured by the RX module. This means providing access to one count rate for each state at the
input from the quantum channel for which the RX module performs measurement(s). One such count
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rate includes all relevant detection events that are considered by the RX module to be measurements of
a particular input state under the QKD protocol.

NOTE1 Some RX modules change the configuration of the decoding optics over time to alter the detector(s)
that a particular input state is intended to be delivered to. Multiple detectors can contribute relevant detection
events to the count rate for a particular input state over time. At certain times an RX module can be configured
not to contribute relevant detection events in any detector for a particular input state.

The developer shall also provide the intrinsic mismatches expected in the count rates for all pairs of
measurements on input states that are performed by the RX module under test while receiving input
states modulated randomly as prescribed by the encoding procedure of the analysed QKD protocol but
at a constant mean photon number. For example, a QKD protocol may not involve the transmission of or
measuremerit of states with equal probabilities.

c) Requirefl tool types and setup

The evaluatqr shall prepare a tunable laser source that can generate laser pulses in a wavelength range
of [ Ain» Ambx ] with an adjustable delay in the range of [d,;,, d.« | that covers the whole gate period

of the detectpr, or the whole period between states output by the TX module underthie QKD protodol for
a detector that is not gated. An additional time-delay controller may be used to efisure the accurjcy of
delay adjustnent.

A state modlulator modulates the laser pulses into encoded states-‘and outputs the basis dhoice
information

A variable afftenuator attenuates laser pulses to a constant mean photon number, which is equal tp that
of a represenptative quantum state received by the RX module)in the raw data generation stagq. The
variable attgnuator is connected to the quantum channel intérface of the RX module under test.

The quality ¢f the test depends on the pulse width and the spectral width of the tunable laser. In a|PP or
an ST, the maximum pulse width and the maximum, spéctral width should be provided.

The schematlic of the setup for performing the EAjis shown in Figure 15.

State Variable RX module Count rates
, I
modulator attenuator under test >

Thnable laser >

Key
@ optical signalsent to quantum channel interface

optical sighal

e .> digitaldata

Figure|15 —~ Schematic of the setup for testing the consistency of detection probability

d) Rationale

This EA tests the response of the RX module under test to variations in the arrival time and wavelength
of the optical pulses entering the RX module under test from the quantum channel. By adjusting the time
delay and the wavelength of the optical pulses output from the tunable laser, the detection probability
profiles in time and wavelength can be characterized. The obtained profiles can be used to calculate
the detection probability mismatches of the RX module under test. The quantified detection probability
mismatches are used to compare with the specified thresholds to give a verdict.

NOTE 2  This EA intends to evaluate the minimum requirements for testing the detection probability mismatch

in the TOE. Depending on the practice, more degrees of freedom, e.g. the polarization, can be tested in a similar
way for a specific TOE.
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8.2.2 Test procedure

8.2.3

If o

Step 1: Turn on the RX module under test to work in the raw data generation stage.

Step 2: Turn on the tunable laser and set it to emit pulses at wavelengths A, and time delay

d

min *

Step 3: Adjust the state modulator to randomly modulate the optical pulses as presc

ribed by the

encoding procedure of the analysed QKD protocol. Adjust the variable attenuator to attenuate the
optical pulses to a constant mean photon number, which is equal to that of a representative quantum

state received by the RX module in the raw data generation stage.

andom modulation in this step is optional. Alternatively, the encoded states may be modulated in

representative pattern.

ep 4: Sequentially vary the wavelength of optical pulses emitted by the tunable laser
f [ Amin» Amax ] With a step size, s, , and the time delay of optical pulses emjttéd by the

h the range of [d d with a step size, sq4.

—_

min’ “max ]
Step 5: For each s, and sy, record for an acquisition time to obtaipthé count rates out
HX module under test, denoted by C(s; , sq,1) and C(sy , sq,j)»Where i, j refers to the
dutputs respectively from the RX module under test, and i# j). This acquisition time

egnough that statistical errors in the measurement results.are not likely to induce fa
drobability mismatches that exceed the threshold.

Step 6: Calculate the detection probability mismatch between any two encoded
Hormula (20):

5(000) (s, Sd)=|C(S7w5d'i)_C(SX'Sd'j)_ 2
Csn50,0)+C5p50, 1)
where A; ; is the intrinsic mismatch of the detection count rates between the i-th

dutputs from the RX module under test, calculated in a similar manner as the diffd

D

od

OTE Such intrinsic (mismatches typically occur when the QKD protocol impleme
Fansmitting and /or performing measurements on each of the encoded states with unequal pr

ot

Step 7: Calculatethe maximum of o) (sk ,sd) over all sy, sq and outputs from th

ynder test, which is denoted by o, -

Pass/fail criteria

in the range
unable laser

put from the
i-th and j-th
shall be long
se detection

states using

(20)

and the j-th
rence of the

xpected rates divided by the/sum for input pulses modulated as expected under the QKD protocol.

hted involves
obabilities.

b RX module

L ds'smaller than the threshold T, cpetprob» the test has passed. Otherwise, it has fai]led.

Table 15 lists the threshold pertaining to the pass/fail decision of the EA.

Table 15 — Threshold for the pass/fail decision of the EA

No. Threshold notation Meaning of the threshold
The maximum tolerable mismatch between the detection probability
1 TmisDetProb responses in wavelength and time for the RX module under test that are
required to be matched under the QKD protocol.
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8.3 EAto

test information leakage of back-flashes from the RX module

8.3.1 General aspects

a) Objective of the evaluation activity

This EA intends to test if the RX module under test emits photons back into the quantum channel when
it registers a detection. These photons are called “back-flashes” and potentially leak information from
the RX module under test to the adversary if they carry information about the measurement outcome
obtained by the RX module under test. This can arise if the back-flashes from different detectors in
the RX module under test are distinguishable in any degree of freedom at an external port of the RX

module und§r test.

e testing outcome 1ndicates whnether the module under test can poten

leak significant information via back-flashes without considering whether any back-flashes presel

distinguish
b) Require

The develop
test, workin
access time

the test. The

c¢) Require

The evaluatg
wavelength

PP or an ST)
the digital ti
pattern of e

necessary fi
RX module

le.

d inputs

b in the raw data generation stage. The TX module under test shall alfow the evalua
agged digital data containing the intensities and states encoded(by the TX module d
RX module under test shall allow the evaluator to access timetagged raw data.

d tool types and setup

r shall prepare a circulator, an SPD with known minimunm detection efficiency 1ge; ¢
sensitive range of [ A, Amax ] (Which should beCensistent with the values assigne

timing electronics to time tag the counts from the SPD and RX module under test, a tg
e analysis to cross-correlate the output of the RX module under test and the SPD wif
hcoded states and intensity modulation emitted by the TX module under test, and
bre optic components. The circulator isséonnected to the quantum channel interface
inder test. The transmittance 7,3 fifom the RX module under test to the SPD sh

tially
it are

br shall provide an entire TOE, including the TX module under test andthe RX module §inder

Lor to
uring

ver a
d in a
ol for
h the
other
bf the
h1l be
6.

calibrated by the evaluator. The schematic of thésetup for performing the EA is shown in Figure 1
TX module 1 2 RX module
under test under test
1 1
| ’ |
! L2
1 . .
i Spp k----- Tlmlng
i electronics
! !
1 . . . !
;. ............. _> Dlgltal tlme <_ ........... J‘
analysis
Key
@&—— > optical signal sent from quantum channel interface
——>@ optical signal sent to quantum channel interface
———> optical signal
________ > digital/electrical signal
e > digital data
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circulator: optical signals sent to interface 1 are output from interface 2;

optical signals sent to interface 2 are output from interface 3

2

Figure 16 — Schematic of the setup for testing the back-flashes from the RX module

d) Rationale

This EA intends to verify if the RX module under test emits back-flashes into the quantum channel
wher[ Tt Tegisters a detection. FOT that pUrpose, a circulator 1s used to direct back-Tlashep emitted by
the RX module under test to an external SPD. The SPD and timing electronics on the ene-hand and the
RX mlodule under test on the other hand both record counts into two distinct digital'data sets. Then, it
is nedessary to correlate the counts in these two digital data sets to calculate the back-flash probability
for egch encoded state and intensity level. The maximum back-flash probability\over all enlcoded states
and intensity levels is recorded to give a verdict against the specified thresheld.

8.3.2] Testprocedure

tep 1: Turn on the TX module under test and the RX moduleainder test. Let them wotk in the raw

ata generation stage.

ep 2: Measure signals coming from the RX module under test in response to a strez:
ulses coming out of the TX module under test during an acquisition time with an S
ficiency, 74et- Use the timing electronics to time/tag each of the outcomes with a

eriod number.

im of optical
PD of known
progressive

t, so that the
e TX module

ep 3: Align the digital strings coming fromrthe SPD and from the RX module under tes
etection events in the two strings corréspond to the same optical pulse emitted by th

nder test. For example, by using thedigital data coming from the TX module under
time-tagged digital data coming frem the timing electronics, the evaluator can cross-
uantum state and intensity moedulation pattern coming from the TX module under {
unts measured by the SPD.and those measured by the RX module under test.

ep 4: Referring to the given number of emitted optical pulses, count how many coun

test for each encoded state and intensity level.

, record the-counts of SPD Np in the same acquisition time as in step 2. Recorded M

ep’ 6 For each encoded state and intensity level, calculate the back-flash prob

test and the
rorrelate the
est with the

ts Ngp have

een recorded by the\SPD and how many counts Nk have been recorded by the RX module under

ep 5: Turn off.ithe RX module under test, set the TX module under test as the status i steps 2 and

BG 1s caused

y the lightreflections from the test environment and dark counts of the SPD for each emncoded state.

hbility using

k

where

p. —_Ner—Ngg
BF =y
QKD det"c23
Ngg is the count number recorded by the SPD;

(21)

Npgg is the count number recorded by the SPD after turning off the RX module under test;

Nqkp is the count number recorded by the RX module under test;

Nget 1S the minimum detection efficiency of the SPD;
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Nep3 IS the transmittance from the RX module under test to the SPD.

Record the value of back-flash probability maximized over all encoded states and intensity levels as

P axpr =max{Pgp }, where max{-} is the maximum value in a set.

8.3.3 Pass/fail criteria

If P.xgr 1s below a certain threshold value Tppp, the test has passed. Otherwise, it has failed.

axB

Table 16 lists the threshold pertaining to the pass/fail decision of the EA.

Table 16 — Threshold for the pass/fail decision of the EA

No.

hreshold notation Meaning of the threshold

The maximum probability that a back-flash photon exits from the RX
module under test when the RX module under test registers the dete
of a photon.

Topr

ction

8.4 EAto

8.4.1 Gen
a) Objectiv

This EA intg
reflects bacl
for the dired

indicates wh
the backflas

This EA is sy
b) Require

The develop
component.
as the one in

c) Require

The evaluatq
shall

p max

Generally, p

lLe
consideratio

test the degree of optical isolation of the RX module

pral aspects
e of the evaluation activity

nds to test the total amount of isolation provided by the RX module under test if

tion that is backwards to the direction in which the quantum state is transmitted
ether the RX module under test prevents from attacks such as the Trojan-horse attac
n attack.

itable for cases where a dedicated isolation component is implemented in the TOE.
 inputs

er shall provide the RX module under test, to enable direct testing of the internal iso
Alternatively, the develdper shall provide a dedicated isolation component of the same
the RX module under test.

 tool types and-setup

r shall prepare a tunable laser that can generate laser power in the range of [ p,i,, » B
determined by consideration of the specific implementation of the RX module, €
of the*threshold power at which an exceptional event of the TOE is indicated (see

s SHall be lower than the power that would destroy the isolation component unde

light

x from the tested module to the quantum channel. The amount of isolation is quanftified

This
k and

ation
type

max ]
g. by
8.5).
test.

The tunable

S car 1b aravalanoth o ofl 2 1

P
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The evaluator shall prepare a spectrum analyser that works in the wavelength range of [ A;,, Apax |-

The spectrum analyser shall be chosen to have sufficient sensitivity to measure the output of the
isolation component. The spectrum analyser is connected to the isolation component under test via the
quantum channel interface of the isolation component under test.

The schematic of the setup for this EA is shown in Figure 17.
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optical signal

the forward direction of the isolation component

Figy

d)

This
quan
isolat

K

ire 17 — Schematic of the setup for testing the degree of optical isolation of the

ationale

A shows the capability of isolating the reflected light from an RX module under tes
fum channel in a specified wavelength range. A laser is used tortest the transm
ion component. This laser is able to deliver powers up to a specified, maximum power,

which the RX module is protected by other means. For example, protection can be from an i

moni

for as in 7.9, or a component that fails safely above a specifiédypower. The power mea

spectirum analyser indicates the amount of power after the isolation component. The amour
corrgsponding to a specific wavelength is calculated by theidifference between the inpu
power of the isolation component at such wavelength. The minimum isolation is calcul

specified wavelength range and it can be used to give averdict against a specified threshold.

Since
test,
in the

8.4.2

RX module

t back to the
ssion of the

Pmax » above

njected light
sured by the
tofisolation

his EA requires the input of an individual iselation component that is of the same tyj
RX module under test.

Test procedure

reaches p .. -

tep 1: Turn on the tunable lasettdt wavelength A4, .
ep 2: Set the power of thetunable laser to be p;, -
ep 3: Denote the current power injected into the isolation component as p;, .

ep 4: When the sutput power from the isolation component is stable, measure the o
y the spectrum;analyser and record it at the current wavelength as p,,; .

ep 5: Calculate the isolation by p;s, =DPip —Pout » Whose unit is dB.

ep 6: Increase the laser power by a step of size, s, and repeat step 3 to step 5 until thg

t and output
ed over the

it is generally inconvenient to measure the optieal isolation by testing the entire RX njodule under

be as the one

utput power

laser power

wavelength reaches A, .

a

8.4.3

nd record the minimum isolation as ppinso -

Pass/fail criteria

Step 7: Increase the laser wavelength by a step of size, s, , and repeat step 2 to step 6 until the

Step 8: Compare the measured isolation p;q, for all combinations of input power and wavelength

If the value of piniso IS higher than the threshold Tgys, , the test has passed. Otherwise, it has failed.

Table 17 lists the threshold pertaining to the pass/fail decision of the EA.
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Table 17 — Threshold for the pass/fail decision of the EA

No. T

hreshold notation Meaning of the threshold

Trxiso in the RX module.

The minimum isolation required for the isolation component under test

8.5 EA to test the sensitivity of the injected light monitor in the RX module

8.5.1 General aspects

a) Objectiv

e of the evaluation activity

This EA inte

a response {
sensitive to
injection of 1

This EA onlyj

to place an upper bound on the power of light injected into the RX module from‘the quantum chan

b) Require

The develop
module undsg
an injected 1

as described|
c) Require

The evaluatg
tunable lase

1)
Pmaxcw

2) It sho

Their py

varied i the range of\{ f,in» frmax |-

Alternativelj
wave mode
parameters

hds to test the effectiveness of the injected light monitor (or “monitor” in short héreir
in this EA) in

It should be able to generate a continueus-wave emission with powers in the range of [ p,,

d
[pminpj:( » PmaxPeak J» Where \p - pea shall be less than the power that would destroy the mo

the RX module under test and whether the monitor indicates an exceptional’ evg
o the light injection. The testing outcome indicates whether the monitor is-suffic
detect attacks, e.g. Trojan-horse attack and detector-control attacks, which involy
ght into the RX module under test before other protective measures are-compromise

applies where the implementation of the RX module under test uses orie or more moni
d inputs

r test shall be able to indicate an exceptional event ({.e. an alarm) when the monitor de
hser whose power exceeds designed thresholds (ife.) Taxmonpowercw 31d TRxMonPowert

in 8.5.3.
 tool types and setup

r shall prepare a tunable laser with a tuniable wavelength in the range of [ A;,, Amax
" should also satisfy the following cénditions:

|, where p,..cw shall belessthan the power that would destroy the monitor.

also be able to ‘generate laser pulses with peak power in the rang

Ise width should'be in the range of [w;, , Wy,ax ], and output repetition frequency ¢

, it is possible to use two separate tunable lasers, where one operates in contin
vith thesparameters mentioned in 1), and the other one operates in pulsed mode wit
mentioned in 2).

1after

nt as
ently

e the
1, etc.

tor(s)

nel.

er shall provide an RX module under test working in raw data generation stage. The RX

tects

ulse )'

, this

inCW »

e of
nitor.

an be

Llous-
h the

The testing

schematic of the setup for performing the EA is shown in Figure 18.

Key

RX module

Tunable laser S —

4*

——>@ optical signal sent to quantum channel interface

ools are connected to the quantum channel interface of the KX module under tTest. The

Figure 18 — Setup for testing the sensitivity of the injected light monitor in the RX module

d) Rationale
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This EA verifies the effectiveness of the monitor in the RX module under test against laser injection.
The tunable laser operating in the continuous-wave mode can be used to test the maximum power
of injected continuous-wave emission without indicating an exceptional event. Likewise, the tunable
laser operating in the pulsed mode can be used to test the maximum power of injected pulsed laser
without indicating an exceptional event. By adjusting the characteristics of the tunable laser output,
the response of the monitor to signals with different wavelengths, frequencies and pulse widths can be
tested. Based on the observation of exceptional event being indicated or not, the maximum power of the
laser over all repetition frequencies, wavelengths, and pulse widths received by the monitor without it
indicating an exceptional event can be calculated. Then, the calculated maximum power of the laser is

used to give a verdict against a specified threshold.

This

Al 1 1 - 1 - - il P - . P ] 1
LA UCTSLTIUCS TIOW LU SLAIT TAUITITIPUL pdl dIIITLET WILIT 4 LCT LA SLTCP SIZTC LU LES U LITTC WIIU

spacd. However, considering the practical efficiency of conducting the test, these inputpap
be sampled with a random probing method.

e)

This

[Jependencies

£ A shall be considered and conducted together with the EAs in 8.6 and@8:9. If the TO

EA, the EAs in 8.6 and 8.9 shall still be conducted, since there is some minimum power b
dedidated monitor is not sensitive. Powers lower than the monitor’s sensitivity shall still
the E;As in 8.6 and 8.9.

8.5.2

8.5.3

Test procedure
j‘iep 1: Turn on the RX module under test and let it work-in the raw data generation st3

ep 2: Turn on the tunable laser at wavelength A/;and set it to work in continuous-y
Hower, pincw -

Step 3: Gradually increase the laser powerfrom pivcw t0 Pmaxcw and record the
when the monitor indicates an exceptional event.

Step 4: Increase the wavelength of-the tunable laser by a step of size s) and repeat stq
Wwavelength reaches A, . Calculate the maximum value of p,, over all wavelengths 4
by PmaxCWecont -

Step 5: Switch the working mode of the laser to pulsed mode and set the repetition
laser pulses to be fg;, at wavelength A;, with pulse width w ;.

Step 6: Graduallyincrease the power of the pulsed laser from pinpeak T0 Pmaxpeak » @l
vialue of peakipower p;;;se when the monitor indicates an exceptional event.

Step 7: Inerease the repetition frequency of laser by a step of size s; and repeat ste
repetition frequency reaches f.. .

e parameter
hmeters may

K passes this
tlow which a
be tested in

ge.

rave mode at

power p..,

p 3 until the
ind denote it

frequency of

d record the

p 6 until the

ep 8rincrease the wavetengtirof the faserby a step of size 55 and repeat steps 6 a
wavelength reaches A, .

d 7 until the

Step 9: Increase the width of laser pulses by a step of size s, and repeat steps 6 to 8 until the width

of laser pulses reaches w,,, .

Step 10: Calculate the maximum value of pp . over all repetition frequencies, wavelengths, and

pulse widths, and denote it by p,,pulse -

Pass/fail criteria

If Praxcweont 1S higher than the threshold TrymonPowercw » OF Pmaxpulse iS higher than the threshold
TRxMonPowerPulse » the test has failed. Otherwise, it has passed.
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Table 18 lists the thresholds pertaining to the pass/fail decision of the EA.

Table 18 — Thresholds for the pass/fail decision of the EA

No. Threshold notation Meaning of the threshold
The threshold power at which the injected light monitor indicates an
1 TRxMonPowerCW exception event when bright continuous-wave emission is injected

into the RX module under test.

The threshold peak power at which the injected light monitor
2 TRxMonPowerPulse indicates an exception event when bright pulsed light emission is
injected into the RX module under test.

8.6 EA toftest the robustness of the RX module against bright light blinding

8.6.1 Gengral aspects
a) Objectivie of evaluation activity

This EA intgnds to test whether the photon detection output of the single-photon detector(s) inside
the RX module under test can be controlled by injected bright light. The tesfing outcome indicatg¢s the
robustness dof the RX module under test against detector blinding attacksy‘including continuous-yave-
light blinding attacks and pulsed-light blinding attacks.

b) Requiref inputs

The developegr shall provide the RX module under test working'in the raw data generation stage. The RX
module undgr test shall provide access to the results of measurements performed by the detectorf (e.g.
digital accesp to the periods in which detection events wereé registered in each detector). The dead time
duration of dach SPD in the RX module under test is kidown and well characterized.

c) Requirefl tool types and setup

The evaluatqr shall prepare a tunable laser with a tunable wavelength in the range of [ A,;,, Apax }» this
tunable laset should also satisfy the following conditions:

1) It shouldl be able to generate a(cgntinuous-wave emission with powers in the range of [ pt,cw »
Pmaxcw B

2) It should also be able’ to generate laser pulses with peak power in the range of
[ PrinPehk » Pmaxpeak d Whose pulse width is in the range of [w,;,, Wax ], an output repefition

frequengy that is<4he same as that of the detectors in the RX module under test and wherle the
arrival fime of the pulses can be adjusted over a range of [d,,;,,, d,ax ] to cover the whole period

betweer| the-start of adjacent detector gates for a gated detector or the whole period betiween

quantur.signals sent from the TX module otherwise. An additional time-delay controller mpy be
alay adn ot

d t hravidon +hn macnccaeygy 4d 4
uSe 0 MIUVIUC tIIv 1IvCC T oodl -y u\.lu] uujudblll\,lll—-

Alternatively, it is possible to use two separate tunable lasers, where one operates in continuous-
wave mode with the parameters mentioned in 1) and the other one operates in pulsed mode with the
parameters mentioned in 2).

If the TOE adopts a dedicated injected light monitor detecting the laser injection, p.«cw and Pmaxpeak
shall be higher than Trymonrowercw aNd TrxMonPowerPulse defined in 8.5 respectively, but lower than
power that would destroy components and internal connections.

Alaser diode, a state modulator, and a variable attenuator shall be provided to generate optical pulses
with pulse energy in the range of [ ey, , Tirigg ], Whose pulse width is in the range of [wing, Winaxg 1-

An optical power meter shall be provided to measure the average energy of the optical pulses with
sufficient sensitivity.
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The testing tools are connected to the quantum channel interface of the RX module under test. The
schematic of the setup for this EA is shown in Figure 19.

Key

Tunable RX module under test
laser BS
Laser diode State Variable ) Optical power meter
modulator attenuator

@ optical signal sent to quantum channel interface

optical signal

Figure 19 — Schematic of the setup for testing the robustness of the RX module aga

d) R
This

laser
canb
differ

light blinding

ationale

EA tests the robustness of the RX module under test against bright light injection.
can work at the continuous-wave mode (or pulsed mode) fetest whether the RX modu
e blinded by the continuous-wave emission injection (of pulsed laser injection respe
ent wavelength, power, pulse width and time delay/settings (pulse width and time d

apply

cani

After]
pulsé
the c
The

8.6.2

In or
parts

only to pulsed laser). Here, blinding the RX module under test means that there is
t during the whole timing period or a period loniger than the dead time. The tunable 1

outp
be o;{erated with a specified maximum power, which limits the highest amount of power 3

jectinto the RX module under test without destroying components and their internal

the RX module under test is blinded, the laser diode emits trigger pulses of differer
width, which are modulated into.a-quantum state required by the QKD protocol to

prresponding detector in the RX module under test can be controlled to output detec
erdict that can be given dependsion whether RX module under test can be controlled

Test procedure

. In detail, the evaluator runs the procedure A to conduct the test, and the steps in

may invoke procedure’B to generate trigger pulses and test whether they generate a respo

a) H

rocedure®

I

ep L*Turn on the RX module under test, and let it work in the raw data generation st

ep-2: Turn on the tunable laser at wavelength A_.. and set it to work in the cont

inst bright

The tunable
le under test
ctively) with
elay settings
no detection
hser can also
in adversary
connections.

t power and
test whether
tion results.

Her to simplify the description of the test procedure, the entire procedure is organized as two

procedure A
hse.

hge.

Inuous-wave

mode.

Step 3: Set the output power of the tunable laser to be p,,;,cw - Gradually increase the output laser

power until the laser power reaches p,..cw- When increasing the laser power, observe the

detection output of the RX module under test over an appropriate acquisition time for each power.
For each time without detection output, run the trigger test of procedure B. After all related output
powers are tested without the procedure B aborting, go to step 4. Otherwise abort the entire
procedure A and report that procedure A failed.

Amax - After all related wavelengths are tested, proceed to step 5.
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— Step 5: Switch the working mode of the tunable laser to pulsed mode and let the tunable laser work

at wavelength A ;, with minimum peak power p, i peax and minimum pulse width w;, . Set

arrival time of laser pulses to be d;, .

the

— Step 6: Gradually increase the peak power of the pulsed laser from the minimum peak power
Pminpeak UnNtil it reaches p, .. peak - For each time when a period of zero detection output is longer

than the dead time, run procedure B to do trigger test. After all related peak powers are tested
without procedure B aborting, go to Step 7. Otherwise abort the entire procedure A and report that

procedure A failed.

— Step 7: Increase the pulse width from w;, by astep of size s, , and repeat step 6 until reaching
maximum pulse width w,,. . After all related pulse widths are tested, go to step 8.

the

— Step 8: Gradually delay the time of the optical pulses from d;, to d,,,, in steps of sy\repdating

step 7 for each step. d

max

and d,,;;, should be at least as long as the period between the start of

adjacent| detector gates for gated single photon detectors, or at least as long as the period between
adjacent signals from the TX module otherwise. After all related delay times arefested, go to step 7.

— Step 9: Increase the wavelength of the laser by a step of size s) and repeat steps 6 to 8 until
wavelength reaches A, ., . After all related wavelengths are tested witheut procedure B abort
report that procedure A passed.

b) Procedure B

the

ing,

— Step 1: Turn on the laser diode and state modulator to geherate trigger pulses with the minfmum

pulse wldth w,,;,g with an encoded state arriving at the/gate of the corresponding detector |n
RX modyle under test.

— Step 2: Gradually increase the energy of the trigger pulses from the minimum pulse energy|e

the

min

until obgerving the corresponding detection eutput (the detection output can be determinisitic or
probabilistic). If no corresponding detectioff output pulse is observed up to the maximum pulse

energy Tiigg, 80 to step 3. Otherwise, abort procedure B.

— Step 3: Increase the pulse width of-the trigger pulse by a step of size s,,, and repeat step 2[until

reaching the maximum pulse width w,,,,.p . If no corresponding photon detection outputis obser

ved

(the detg¢ction output can be deterministic or probabilistic), end procedure B and resume proc¢dure

A.

8.6.3 Pasg/fail criteria
The test has|passed.if procedure A reports that it has passed. Otherwise, it has failed.

Table 19 list$ the'threshold pertaining to the pass/fail decision of the EA.

Table 19 — Threshold for the pass/fail decision of the EA

No. Threshold notation Meaning of the threshold
1 T . The threshold pulse energy below which trigger pulses cannot trigger
trigk photon detection output in a detector blinding attack.

8.7 EA to test the appropriateness of dead time settings of SPDs

8.7.1 General aspect

a) Objective of the evaluation activity
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This EA intends to test whether the raw data generated by the RX module under test excludes any
detection events generated during the dead time period of any of the SPDs. The testing outcome
indicates whether the TOE is preventing the dead time attack using dead time settings.

b) Required inputs

The developer shall provide the RX module under test working in the raw data generation stage. The RX
module under test shall allow the access to the time-tagged digital data. The dead time duration of each
SPD in the RX module under test is known and well characterized.

c) Required tool types and setup

The dvaluator shall prepare a laser diode followed by a state modulator and a variable attlenuator. The
statelmodulator shall be able to randomly modulate the optical pulses to be one of th€)encoded states
used [in the QKD protocol under consideration and output the basis choice information. [Che variable
attenjator is capable of attenuating the laser pulses to a constant mean photon niimber, which is equal
to that of a representative quantum state received by the RX module in the raw data genejration stage.
The vjariable attenuator is connected to the quantum channel interface of the.RX module uhder test.

The gchematic of the setup for performing the EA is shown in Figure 20.

Time-tagged

N\ L
State N Variable @xnodule i d_1g1_ta1_ dftai >
modulator attenuator N\ nder test

Laser diode

Key
@ optical signal sent to quantum channel interface

optical signal

S R > digital data
Figure 20 — Setup for testingthe appropriateness of dead time settings of SPDs

d) Hationale

This EA tests the implementation of dead time setting for all SPDs. To prevent the RX njodule under
test from the dead time attack, the raw data generated by the RX module under test shall exclude any
detedtion occurring during the dead time period of any of the SPDs.

8.7.2 Test procedure

— Step 1: Turmron the RX module under test, and let it work in the raw data generation stage.

— Step 2: Turn on the laser diode. Adjust the state modulator to randomly modulate the optical pulses

s\prescribed by the encoding procedure of the implemented QKD protocol. Adjust|the variable

attenuator to attenuate the laser pulses to a constant mean photon number, which 15 equal to that

of a representative quantum state received by the RX module under test in the raw data generation
stage.

— Step 3: Measure a stream of N encoded optical pulses (originating from the laser diode after

pulse
encoding and attenuation) during an appropriate acquisition time with the RX module under test.

— Step 4: Check the digital data from the RX module, and determine whether there is any time
instance at which a detection event is recorded within the relevant dead time. The dead time is after
a detection event allowed by the QKD protocol implemented by the RX module under test. Record 0
if any such instances are found and 1 otherwise.
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8.7.3 Pass/fail criteria

If step 4 records 1 as a result, the test has passed. Otherwise, it has failed.

There is no threshold pertaining to the pass/fail decision defined in the EA.

8.8 EA to test the temporal profile of the detection efficiency for SPDs

8.8.1 General aspects

a) Objective of the evaluation activity

This EA intd

nds to test if the temporal profile of the detection efficiency when detecting puld

single-photon level is the same as that when detecting pulses at higher average photon ntimbe

each SPD. TH
superlineari

This EA is a
timings of th

b) Require
The develop

e testing outcome can help determine whether the TOE prevents the after-gate-attac
[y attack, and the avalanche-transition-region attack.

pplicable to RX modules under test that do not have any feedback leop for adjustin
e detectors.

d inputs

RX module finder test shall allow access to the count rates of the @etection events correspondij

each input s
state at the
such count
measureme

NOTE So
that a particy
events to the
not to contrib|

c¢) Require

The evaluat
attenuator v
of measuren
interface of

Figure 21.

fate measured by the RX module. This means providing access to one count rate for
nput from the quantum channel for which the R¥Xmodule performs measurement(s]
rate includes all relevant detection events that/are considered by the RX module
its of a particular input state under the QKD protocol.

me RX modules change the configuration of the decoding optics over time to alter the deted
lar input state is intended to be delivered‘to. Multiple detectors can contribute relevant det
count rate for a particular input state over time. At certain times an RX module can be confij
ute relevant detection events in any detéctor for a particular input state.

1 tool types and setup

pbr shall prepare a pulsedilaser diode followed by the state modulator and a va
Fhere it is possible to adjust the arrival time of the encoded pulses relative to the t
hents within the RXtmodule. The encoded pulses are injected into the quantum ch
the RX module under test. The schematic of the setup for performing the EA is shoy

Count rates
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es at
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Figure 21 — Setup for testing the temporal profile of the detection efficiency for SPDs

d) Rationale

The EA characterizes the temporal profile of the detection efficiency of the RX module under test
for different pulse intensities. The time delay and intensity of the input pulses are adjustable. By
comparing the detection window for optical pulses with different intensities, the evaluator can verify
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if the temporal profile of the detection efficiency of detecting pulses at a single-photon level is the same
as that of detecting pulses at a higher average intensity level for each SPD.

8.8.2 Test procedure

Step 1: Turn on the RX module under test, and let it work in the raw data generation stage.

Step 2: Turn on the laser diode. Adjust the state modulator to prepare optical pulses in an encoded

state.

Step 3: Ad]ust the attenuation of the varlable attenuator. Set the 1nten51ty of the laser pulses tobea

nder test. The intensity set in this step is constant throughout the entire measurem
in step 4.

e received by
e RX module
bnt sequence

a set of time

delays by accumulating data for some time period, T, for each delay. Characterize the fime window

ep 5: Adjust the attenuation of the variable attenuator. Increase the intensity of the o
from I, to I, byastepofsize s, where I;, should b&higher than the single-pho

gach intensity /, repeat step 4 and record the SPD detection'window range as [tggar

hetween single-photon level and higher average{photon numbers, which are defined
Hormulae (22) and (23):

Ostart = mlaxﬂtstart —Ustart,1 |}

Oend = m;axﬂtend _tend,l |}

<

here max{-} is the maximuin value in a set.

Step 7: Adjust the state modulator to encode the optical pulses to another state and rep
sftep 6 until all the encoded states are tested. Then repeat step 3 to step 6 for each reley

(03

bd above the

[ptical pulses
ton level. For

Lend,I ] .

Step 6: Calculate the maximum deviation for the startfime and end time of the SPD detedtion window

according to

(22)

(23)

eat step 3 to
ant detector

in the RX modulemnder test. Finally, calculate the maximum deviation of the start time and end
time of the SPD detéction window over all encoded states and relevant detectors as @

maxStart and

maxEnd *
8.8.3| Pass/fail criteria
If 0 lisstart 1S smaller than the threshold Ty, i1ime, and O a4Eng 1S smaller than the threshold
TendTime - the test has passed. Otherwise, it has failed.

Table 20 lists the thresholds pertaining to the pass/fail decision of the EA.

Table 20 — Thresholds for the pass/fail decision of the EA

No.

Threshold notation Meaning of the threshold

The maximum deviation of the start time of a detector gate window when

age intensity levels.

TotartTime measured with optical signals at a single-photon level and at higher aver-
age intensity levels.
The maximum deviation of the end time of a detector gate window when
TondTime measured with optical signals at a single-photon level and at higher aver-
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8.9 EAto

test the robustness of the RX module against laser injection

8.9.1 General aspects

a) Objective of the evaluation activity

This EA intends to test if the detection probability of the RX module under test can be altered by
inserting additional light through the quantum channel interface. The EA checks the response of the RX
module under test after it is irradiated by a laser with sufficient power. The test result can be used to
verify if the RX module under test prevents the laser damage attack.

This EA is a
detectors in

b) Require

The develop
module undg
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rate includes
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events to the
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the RX module under test.
 inputs

br shall provide the RX module under test working in the raw data generation stage. T
br test shall allow access to the count rates of detection events correspénding to each
red by the RX module. This means providing access to one count rate-for each state

he quantum channel for which the RX module performs measunément(s). One such

all relevant detection events that are considered by the RX module to be measureme
nput state under the QKD protocol.

Ime RX modules change the configuration of the decoding optieS over time to alter the deteg
lar input state is intended to be delivered to. Multiple deteCtors can contribute relevant det

ute relevant detection events in any detector for a pagticular input state.

Its on input states that are performed by the RX module under test while receiving
ated randomly as prescribed by the encéding procedure of the analysed QKD protocq
mean photon number. For example, a QKD protocol may not involve the transmission
It of states with equal probabilities.

d tool types and setup

br shall prepare a tunable-laser followed by a state modulator and an optional o
t can generate encoded'states with powers in the range of [ p i, » Pmax ] for a period 9

ch an accumulative\effect on the RX module under test according to engineerin
kperience. The ti{nable laser shall also be operated in a wavelength range of [ A;,, A

opts a dedicated injected light monitor to detect bright light, p,,., shall be higher

Pulse

testing tools

ir of

he RX
input
ht the
count
nts of

tor(s)
bction

count rate for a particular input state over time. At certain times an RX module can be configured

er shall also provide the intrinsic mismatches expected in the count rates for all palirs of

input
], but
of or

btical
fT in
r and

max ]
than

defin€d:in 8.5, but lower than the power that would destroy components and internal

laser

elinterface of th

are connected to the quantum chan

of the setup for performing the EA is shown in Figure 22.
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r .
Tunable State I Optl.cgl !
laser modulator A 1 amplifier RX module under test |- -
L _ _(Optional) |
. State Variable ) Optical power meter
Laser diode
modulator B attenuator

Key

——>@ optical signal sent to quantum channel interface

R —

optical signal
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d)

This
ident|

K

This
space
be sa

> digital data

ure 22 — Schematic of the setup for testing the robustness of the RX module ag:
injection

ationale

fy cases in which injected light can alter the detection probahility of the RX module u

A describes how to scan each input parameter with a certain step size to test the who
. However, considering the practical efficiency of conducting the test, these input par
mpled with a random probing method.

ependencies

EA shall be performed after the EA of 8.2 has‘been validated.

Test procedure

tep 1: Turn on the RX module under test, and let it work in the raw data generation st

ep 2: Turn on the tunable laser and optical amplifier (if any) to generate optical pulse

min at wavelength A4

ep 3: Set state modulator A to generate an encoded state repeatedly.

ep 4: Maintain‘the' power for a period T. Then, turn off the tunable laser.

ep 5: Turn 'on the laser diode and adjust the state modulator to randomly modulat
ulses as'prescribed by the encoding procedure of the analysed QKD protocol. Adjust]
tenuator to attenuate the optical pulses to a constant mean photon number, which is
f arepresentative quantum state received by the RX module in the raw data generati

Count rates

........ >

vinst laser

A intends to evaluate the response of the RX module under test-after laser irradiation. It seeks to

nder test.

e parameter
hmeters may

hge.

5 with power

e the optical
the variable
equal to that
n stage.

arepresentative pattern.

test, denoted by Formula (24)
C(p,A,S,i)

and Formula (25)
C(p,A.S,J)

where
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Step 6: Record for an acquisition time to obtain the count rates output from the RX module under
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S

are the i-th and j-th outputs respectively from the RX module under test, and i #
is the power;
is the wavelength;

is the encoded state.

J;

These parameters are the characteristic of the optical pulses that were input from the tunable laser
the last time that steps 3 and 4 were performed, i.e. prior to the current acquisition time. This
acquisition time shall be long enough that statistical errors in the measurement results are not

likely tog

aduca Fqlnn detaction-nrababilit bhaoctbhat avcand +tbhaotbheachald

— Step 7:

tested.

— Step 8: Turn on the tunable laser to increase the power by a step of size s

7 until t

— Step9: "1urn on the tunable laser with power p,,;, , and increase the wavelength of the tunable

by a ste

— Step 10;
calculat

O maxMis| = PASI,]{|C(P A,8,1)+C(P,A,S,)) i,j

where

AI,}

Turn on the tunable laser at power p_;, and wavelength A_;,. Set state modulator
repeatedlly generate another encoded state. Repeat steps 4 to 6 until all the encoded statg

o ot
HrabeerarSe-aetectopt Uuuulnl\,] HHSHatenesSttatexeceeatte-tnresnore:

b and,repeat step 3 t

he power reaches p,.. .

of size s, . Repeat step 3 to step 8 until the wavelength reaches 4., .

Compare all the C(P,A,S,i) and C(P,A,S,j) recorded from all the testing round
e the maximum mismatch ratio using Formula (26):

|

|C(P,A,8,1)=C(P,A,S,j)

is the intrinsic mismatch of the‘detection count rates between the i-th and the j-t
puts from the RX module under test, calculated in a similar manner as the differe

A to
S are

step

laser

5 and

(26)

h out-
hce of

the expected rates divided by the sum for input pulses modulated as expected yinder

the QKD protocol;
NOTE Such intrinsic mismatches typically occur when the QKD protocol implemented
involves transmitting and/or performing measurements on each of the encoded states with
unequal probabilities.
max{-} isthe maximum value in a set.
8.9.3 Pasg/fail criteria
If the GmaxMrs is smaller than the threshold T,;sgatio the test has passed. Otherwise, it has failed,
Table 21 lists the threshold pertaining to the pass/fail decision of the EA.
Table 21 — Threshold for the pass/fail decision of the EA
No. Threshold notation Meaning of the threshold
The threshold for the maximum tolerable mismatch between the detec-
1 ThisRatio tion probability responses to the laser injection for the RX module under
test that are required to be matched under the QKD protocol.
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8.10 EA to test the detection limits of homodyne detectors in the RX module

8.10.1 General aspects
a) Objective of the evaluation activity

This EA intends to test if an RX module under test rejects the data or reports an exceptional event once
the homodyne detector operates in the saturation region. The testing outcome can help verify whether
the RX module under test is prevented from the saturation attack and the homodyne blinding attack.

b) Required inputs

The ifveloper shall provide the RX module under test working in the raw data generatiofistage. At least
one of the homodyne detectors inside the RX module under test with stated lower and, upper detection
limitg shall be given. The homodyne detector shall be accessible to light injection.'and abje to be kept
unbalanced. Output from the homodyne detector shall be accessible as requested,

c¢) Hequired tool types and setup

The gvaluator shall provide a tunable laser with output powers in range-of { p,;i,, » Pmax J> @1}d connected
to th¢ RX module under test through a BS, where p,,;, shall be lower‘than the minimum wqrking power
of thg homodyne detector, and p,,,, shall be lower than the powérthat would destroy conJponents and

interhal connections. The wavelength of the laser shall be tuned-in the working range of tHe homodyne
detedtor. An optical power meter shall be provided to measure the average energy of the optical pulses
with sufficient sensitivity. The testing tools are connectéd to the quantum channel interface of the RX
modyle under test. The schematic of the setup for performing this EA is shown in Figure 23.

Tunable BS RX module
laser under test

) Optical power meter

Key

@ optical signal sentto-quantum channel interface

optical signal
Figure 23 — Setup for testing the detection limits of homodyne detectors in the RK module

d) Hationale

This EA validates the linear detection limits of the homodyne detector in the RX modul¢ under test.
It verifies_if the RX module under test accepts abnormal data within the saturation region of the
homddyné detector. Here, the saturation region means the homodyne detector operates outside its
linear detection region. An adversary can take advantage of the electronic saturation of a homodyne
detector to manipulate the noise estimation, which can further lead to a security breach of the TOE. By
verifying if the RX module under test abandons data recorded in the saturation region of a homodyne
detector, this EA can confirm if the security risk of homodyne detector saturation exists in the RX
module under test.

8.10.2 Test procedure

— Step 1: Set the homodyne detector into a testing mode such that the evaluator can obtain
measurement results. Configure the homodyne detector to be unbalanced with more light directed
to one photodiode than the other.
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NOTE To unbalance the homodyne detection, it is possible to simply send optical pulses into the signal port
of the homodyne detector since the balance with respect to the local oscillator (LO) port is altered. It is possible
that some RX modules provide a procedure to adjust the balance internally while in a testing mode. Another
potential alternative is to change the wavelength of the test laser pulses to a value other than the operating
wavelength of the TOE (where input filtering in the testing mode permits this).

— Step 2: Set the optical power of the tunable laser to the power p;, . Send optical pulses into the RX

module under test at the operating frequency of the TOE. Gradually increase the optical power and
observe the measurement result from the homodyne detector until the average value is stable.
Record the measurement result as ¥ and the corresponding optical power as pgpje -

locks

s the
sure
bck is
n the
when

h and
abandons thie whole block of data that had been partially or totally recorded outside the range|from
Diimow t0 Biimup, the test has passed. Otherwise, it has failed.

This EA intgnds to validate whether the double-click events are appropriately processed in the[post-
processing stage te-avoid security flaws. The testing outcome indicates whether the TOE prevents the
double-clicklattack.

b) Requiredinputs

This EA is mainly based on documentation review to derive the testing result. The developer shall
provide design documents describing how double-click events are processed in the post-processing
stage of the RX module under test. In principle, the documentation should include the source code
related to the implementation of the mechanism for handling double-click events for high EALs.

c) Required tool types and setup

Since there is no specific testing procedure for this EA, no foreseen setup is specified in this document.
d) Rationale

Double-click events shall be processed appropriately according to the QKD protocol that is being

analysed. If these events are directly discarded, the TOE can be vulnerable to the double-click attack.

68 © ISO/IEC 2023 - All rights reserved


https://iecnorm.com/api/?name=f226137b9a1a2faa5063c3b44a19659d

ISO/IEC 23837-2:2023(E)

There exist several valid methods to process double-click events, such as assigning a random bit value
to each double-click event.

For generality, this EA does not specify specific testing methods in the test procedure, but it relies on a
documentation review method to derive the test result.

As an alternative method, the double-click handling function may be tested by experimentally triggering
such events and then validating how the events are handled. However, it is usually inconvenient to
realize such tests without adapting the TOE. In such a case, a setup for the testing should be given to
indicate the method to induce events and a test procedure should be given to specify the test.

8.11.2

The ¢
click

8.11.

If the
meth

Ther
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9.1

The H
corre

resist
of the

The t

La'n) ' |
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valuator shall review the evidence provided by the documentation that describes
pvents are processed.

3 Pass/fail criteria

documents give sufficient evidence that the double-click events are‘processed accord
pd, the test has passed. Otherwise, it has failed.

 is no threshold pertaining to the pass/fail decision definedih‘the EA.

As for the evaluation of parameter adjustiment procedure(s)

General

Asrelated to device parameter adjustment procedure are listed in Table 22. These EA
spond to the security countermeasures@pplied by the QKD transmitter and receive
the known attacks against the device parameter adjustment procedure(s). The gene
se EAs is to verify the effectiveness®f the security countermeasures.

bst procedures described in Clause 9 address known security-related issues of (or att:

how double-

ing to a valid

s essentially
 modules to
ral objective

icks against)

paraineter adjustment procedurelthat have been published and peer reviewed in academlic literature.

Althd

ugh not all have been demonstrated to date, at least one attack strategy has been rep

ntire TOE should betgperated under conditions that are as close to normal operating

ipble, which means/the security test procedures should be conducted on the TOE as a wl

brted.

onditions as
nole, without
the TOE. Its
y can face in

Specifically,
the output.

the detection count rates can be derived from it.
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Table 22 — EAs for the parameter adjustment procedure(s)

Evaluation - SFRs Subclause Applicable
A Description .
activity correspondence index protocols
Test the inducibility | Test if detection probability
of detection mismatch can be induced by
probability tampering with alignment pulses
mismatch transmitted between the TX DV-PM-QKD;
FPT_PHP.3 9.2
module and the RX module DV-EB-QKD
under test during the parameter
adjustment procedure(s) that per-
forms temporal alignment.
Test the Test if the shot noise is properly CV-PM-QKB
correctness ¢f aligned according to the intensity |
shot noise of the local oscillator (LO) in a FPT_PHP.3 23 CV-EB-QKD;
alignment QKD system. CV-MDI-QKI

9.2 EA tojtest the inducibility of detection probability mismatch

9.2.1 Gengral aspects
a) Objectivie of the evaluation activity

This EA intends to test if the detection probability mismatch cdn be induced by tampering| with
alignment pulses transmitted between the TX module and the RX module under test during the
parameter adjustment procedure(s) that performs temporal-alignment. The testing outcome indjicates
whether the|TOE prevents attacks against the device alignment procedure(s), which intends to induce
detection prpbability mismatch.

This EA only] applies in cases where the TOE includescir alignment procedure that can shift the relative
timing of at least a pair of detectors in the RX modul€ under test.

Temporal alignment procedure(s) can adopt different approaches and is dependent upon the protojcol(s)
used by the TOE, including how states are eficoded. The design of the required tampering device should
be based on[the TOE and the temporal alignment procedures it implements. The test procedure df this
EA should b¢ modified to suit the TOE;where necessary.

NOTE In|the device alignmentprocedure attack, the adversary attempts to alter the characteristics jof the
alignment pulses, such as time delay,'wavelength, phase, or polarization, so as to introduce a temporal shiftin the
detection propability of the SPDs+If such manipulations can induce or increase a detection probability mismatch,
it can allow the time-shift attack and the detection-probability-mismatch attack to be launched more effidiently
during later QKD sessions. In this EA, only the time delay of the alignment pulses is tested as an example, jand if
other freedoms are takeiiinto account, the same process can be performed.

b) Requiref inpufs

The develople provide 3 OE tha udesa T ! d 3 X mbdule
under test. The TOE shall provide the status of the TOE under test, and the count rates measured by
the SPDs in the RX module under test. Where necessary, the TOE may include a test mode in which the
evaluator can disable temporal alignments while testing for detector probability mismatch.

c) Required tool types and setup

The evaluator shall prepare a tampering device that is capable of introducing variable delays of up to
dnax that are dependent upon the encoded state passing through the tampering device. The design of

the tampering device shall be capable of attacking the protocol and the alignment procedure
implemented in the TOE. The tampering device shall also be able to switch to a mode in which it can
introduce an equal delay to all pulses that pass through it.

Figure 25 shows an example of a potential tampering device for a TOE that uses polarization encoding.
It includes optical delay modulators, which can be used to attempt to interfere with the parameter
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adjustment procedure that performs temporal alignment. The optical delay modulators are arranged to
introduce different relative delays to the alignment optical pulses for different encoded quantum states
with some probability. In addition, a bypass containing a single optical delay modulator (not shown)
can be included for use in the detection probability mismatch measurements.

The construction of a suitable tampering device can be a complex task. To simplify this task the
developer may provide a test mode for the TX module under test in which the tampering device can
know the state of each optical alignment pulse sent. The tampering device can then delay each alignment
pulse based upon this information. The test mode shall otherwise operate the alignment procedure in
the same manner as the normal alignment procedure under test.

The inpnf of the famporing device is connected to the 1_1111:1nhlm channel interface of the TX module
under test, and the output of the tampering device is connected to the quantum chanfel interface of
the RIX module under test. The RX module under test shall output the status of the TOE apd the count

rates| or allow the evaluator to access the information through some evaluation-dedicated interface.
The testing scheme is shown in Figure 24.

0
Status
of TOE |
1
TX module Tampering @ i Cf)uilt_rafes_ >
under test device der test
Key
® optical signal sent from quantum channelinterface

@ optical signal sent to quantum channehinterface

optical signal
S R > digital/electrical signal
S > digital data

Figure 24 — Setup for tésting the inducibility of detection probability mismatch
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Tampering device

PBS PBS

BS ODM_01 BS

ODM_10

Input ptilses Qutput pulses

Key
e optical signal sent from quantum channel interface

—— @ optical signal sent to quantum channel interface

optical signal

PBS polarizaiton beam splitter
HWP half-wave plate
ODM optical delay modulator

Figure 25 — Schematic of a setup-for a possible instantiation of tampering device

d) Rationale

This EA intdnds to test if the detection probability mismatch can be induced by attacks againgt the
device aligninent proceduré.

During the glignment¢rocedure, the evaluator uses a tampering device to alter the relative delay of
the alignment pulse$§ in'a manner that is dependent upon their state, with some probability. Aft¢r the
parameter adjustifient procedure has concluded, the evaluator checks whether detection probability
mismatch hgs Been induced by computing the bit and basis bias of count rates from the RX modulg as a
function of alconstant delay applied to all quantum states

This EA uses of a set of random delays that are kept constant for each single execution of the test. The
test is repeated execution times, ng,, to seek a set of delays that can induce a detection probability

mismatch. Input parameter, n,,., should be large enough that the EA is statistically likely to have tested

sets of delays that include delays in all ranges and combinations that are considered likely to be of
interest.

Without loss of generality, the following test procedure is described for QKD protocols that use two
basis settings, B, and By, each with two encoded states. For B, the encoded states are Syg and Sy

that encode bit 0 and bit 1, respectively. For By, the two encoded states are S, and S;4 thatencode bit
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0 and bit 1, respectively. The test procedure may be directly extended for QKD protocols with more
basis settings.

e) Dependencies

This EA shall be performed after the function of parameter adjustment procedure(s) has been tested in
accordance with 6.4.

9.2.2 Testprocedure

— Step 1: Run the TOE to proceed with QKD sessions.

]

ep 2: Forifrom1to n

exe » Fun the following steps to compute biases:

Randomly choose time delays, dg, dy;, dig and d;q in the range of 0 tord}y,y ,
tampering device to set the optical delays for the four states (Syg, S¢1,,510» S11)

Trigger the parameter adjustment procedure of the TOE.

Wait for the parameter adjustment procedure to be completed.If the TOE reports
and it prevents the system from proceeding to QKD sessions; return to a).

Disable further temporal adjustment procedures where hecessary.
Allow the TOE to proceed with QKD sessions.

Switch the tampering device to impose an equaldelay to all pulses and set this cd

to dminCom .

Record a series of detection events from*the RX module under test.

then use the
respectively.

an exception

mmon delay

Count the number of times bit 0 and«bit 1 that correspond to Bj occurred, and depote them by

Nyo and Nyq, respectively. Similafly, count the number of times bit 0 and bit 1 tha
to B; occurred, and denote them by N;y and N;;, respectively.

Calculate the bit bias in Bg. by using Formula (27)

[ correspond

by =max{|Noo /(Nop No1 )-1/2],b§ } (27)
calculate the-bit'bias in B; with Formula (28)
and‘calculate the basis bias by using Formula (29)
B :max{iNO/(NO +N1)—Ai,b’”)} (29)
where
No =Noo +No1;
N1 =N1o+N11;
A is the designed basis ratio of the implemented QKD protocol;
b(()i) bgi) g(i) are set to be 0 before the i-th iteration;
max{-} is the maximum value in a set.
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h) Increase the common delay of the tampering device by a step of size, s4, and repeat the
measurement in g) for each delay until reaching maximum common delay, d..com-
daxcom —9mincom Shall be large enough to cover the full period between states sent by the TX
module during QKD sessions.

NOTE For some implementations, it is possible that the parameter adjustment procedure will not stop. In
such cases, b) and c) can be aborted after waiting for a defined period of time, and continue the test by going back
to step a) as if an exception had been reported.

— Step 3: Compare the derived bit biases, and calculate the maximum delay deviation according to
Formulae (30) to (32):

bhaxo = max{b(()i)} (30)
bhax1 = m'ax{bgi)} (31)
Bax = n_ax{B(i)} (32)

1

where max{-} is the maximum value in a set.

9.2.3 Pasg/fail criteria

For all testedl time delays, the test has passed if all of the following conditions are met. Otherwise, fit has
failed:
a) bmaxO < TbitBias ;
b) bmaxl < TbitBias ;
) B, . <]

max basisBias *

Table 23 lists the thresholds pertaining to the pass/fail decision of the EA.

Table 23 — Thresholds for the pass/fail decision of the EA

No. Threshold notation Meaning of the threshold
1 T The threshold for the maximum basis bias in the raw data that can bg
basisBias tolerated.
The threshold for the maximum bit bias in the raw data that can be tpler-
2 Thifpias ated.

9.3 EA toftest'the correctness of shot noise alignment

9.3.1 General aspects
a) Objective of the evaluation activity

This EA intends to test if the shot noise is properly aligned according to the local oscillator (LO) in a
TOE. The test measures the shot noise with respect to the local oscillator and indicates whether the
TOE uses the proper value of shot noise in its post-processing stage. This EA can check whether the
QKD system under test is immune to LO based attacks.

This EA is applicable when the LO is sent from the TX module under test.

b) Required inputs
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A developer shall provide an entire TOE that includes a TX module under test and an RX module under
test. The TOE shall be able to provide the value of the aligned shot noise as well as the detection
efficiency, n”, of the homodyne detector. The entire TOE shall be operated in raw data generation stage.

c¢) Required tool types and setup

The evaluator shall prepare a tampering device, a BS and a calibrated homodyne detector with known
detection efficiency 1 and electronics noise V), . The tampering device can be either:

— an optical delay modulator, which is used to change the time delay of the optical pulses by at mosta

time of d

— an optical amplifier to increase the optical power of the optical pulses to at most the-ppwer, p,.;
— 4dvariable attenuator to reduce the optical power of the optical pulses to p,;, ;
— dpolarization controller to change the polarization of the optical pulses.

EXAMPLE In practice, the p,;, canbe 10 % of the LO working power in the FXymodule undef test, and the

Pmax| can be 4 times of the LO working power in the TX module under test.

The quantum channel interface of the TX module under test is connetted to the tampering flevice, while
the tgmpering device is connected to the quantum channel interfage of the RX module under test via a
BS. The other port of BS is connected to the calibrated homodye detector. The schematid of the setup
for pgrforming the EA is shown in Figure 26.

TX module Tampering RX module
under test device BS under test
Homodyne
detector
Key
e optical signal sent from’quantum channel interface

@ optical signal sent.to quantum channel interface

optical signal

Figure 26 — Schematic of the setup for testing the correctness of shot noise alignment

d) Hationale

This EA intends to test whether the TOE uses and refreshes the shot noise value in the TQE according
to the corresponding local oscillator (LO). The tampering device modifies the power, time delay and
polanization of LO pulse sent from the TX module which causesthe shotnoise change THe cvaluation

S A AL A -y Sy

uses a calibrated homodyne detector to measure the shot noise under tampering and compares it with
the shot noise value reported in the post-processing procedure of the TOE. It then verifies whether the
used shot noise value updates accordingly under the tampering.

9.3.2 Test procedure

— Step 1: Turn on the TX module under test and the RX module under test and let them work in the raw
data generation stage.

— Step 2: Use the tampering device to tune the optical delay of LO pulse from 0 to d,, usinga step of
size, sq. For each time delay:
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a) Record M output values of the calibrated homodyne detector and calculate the variance of
the M) output values, which is denoted by V() The shot noise is calculated as Formula (33)

b)

Step 3: (

Dy :m?

Step 4: U
of size, s

a)

b)

v

whe

= V(i) _Vele

re i denotes the iteration number.

(33)

Read out the shot noise value from the TOE as Vl'(i). Calculate the shot noise deviation by

Formula (34)

)

di

whd

whae

Rec
the

' :V(j)_ ele

o)

re
i denotes the iteration number;
n denotes the detection efficiency of calibrated homodyne detector;
n’ denotes the detection efficiency of homodyne detector in the TOE.

alculate the maximum shot noise deviation by Formula¥{(35)

re max{-} is the maximum value in a set.

p- For each optical power:

re j denotes thée iteration number;

1 out the<shot noise value from the TOE as Vz’(j). Calculate the shot noise deviati
ula (3%

(34)

(35)

se the tampering device to tune the optical power of LO pulse from p,;, to p.x by @ step

brd M) output values of the,calibrated homodyne detector and calculate the variance of
M(j) output values, which is'denoted by V(]) . The shot noise is calculated as Formuld (36)

(36)

bn by

= [(nv)”) -1

(37)

where j denotes the iteration number.

Step 5: Calculate the maximum shot noise deviation by Formula (38)

D, = mgx{dgj)}

J

where max{-} is the maximum value in a set.

(38)

Step 6: Use the tampering device to tune the polarization of the LO pulse to be in different directions.
For each polarization direction:
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Record M) output values of the calibrated homodyne detector and calculate the variance of

the M) output values, which is denoted by V(%) The shot noise is calculated as Formula (39)

iR =y _y,

ele

where k denotes the iteration number;
(k)
Formula (40)

(39)

. Calculate the shot noise deviation by

:‘nvé(") / (n A 1‘ (40)
where k denotes the iteration number.
— Step 7: Calculate the maximum shot noise deviation by Formula (41)
by = max{dg")} (41)
k
where max{-} is the maximum value in a set.
9.3.3| Pass/fail criteria
If D1,|D, and D3 are all less than the threshold T, .45 vthe test has passed. Otherwise, it has failed.
Table 24 lists the threshold pertaining to the pass/fail decision of the EA.
Table 24 — Thresholdfor the pass/fail decision of the EA
No Threshold notation Meaning of the threshold
The threshold for the maximum tolerable deviation between|the meas-
1 ThotNoise ured shot noise value and the shot noise value adopted in thg implemen-
tation of the post-processing procedure of the TOE.
10 Supplementaryactivities for the evaluation of SFRs on conventional network
components
10.1| General
A subset of SFRs within the baseline set of SFRs specified in ISO/IEC 23837-1 are related to fonventional
netwprk/components, i.e. those SFRs specified in ISO/IEC 23837-1:2023, 9.2. Functional tegts related to
conventienalretworkcomponentshave-alreadybeenrwell documented-by-thedFevaluatied community,

the evaluator of QKD modules can thus refer to existing methodologies to perform functional tests. In
order to avoid divergence from the existing standardized methods, this document does not specify new
EAs to those SFRs, but rather provides general requirements and references to existing standards and

speci

fications in the field.

The general requirements for carrying out EAs for SFRs on conventional network components are
summarized as follows, though more specific requirements should be added if needed.

a) General inputs required: This includes firstly the general inputs presented in 5.3.1. For some cases,
the TOE is required to be adapted or its test-dedicated functions shall be available such that those
tests can be performed. For instance, the randomness test for FCS_RNG.1 requires a direct output
from the NRBG component, which typically is not directly accessible to any exterior entity.
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b)

General tool types required: According to the specific SFRs related to conventional network
components, the following should be necessary in performing the relevant evaluation: network
sniffer tool, protocol fuzzing tool and crypto-algorithm compliance evaluator.

General evaluator competences required: The evaluator for this kind of activities should be an
expert in the field of network devices evaluation and have sufficient knowledge about the relevant

QKD protocols.

d) General

report required: The evaluator shall report the results of functional tests of each EA.

10.2 Evaluation activities for FCS related SFRs overview

The EAs for
conventiona

the key management interface, user authentication, and message authentication over, the cla
evaluator is recommended to refer to ISO/IEC 18367 and ISO/IEC 24759 for thé compliance

channel. The
test related {

Furthermor
EAL, e.g. the

10.3 Evalu

For some SH
evaluation a
For other SH
experience @

11 Supple

11.1 Genel

conventional cryptographic functions have been extensively specified. For QKD ano
cryptographic algorithms and protocols can be applied to protect communications

o FCS_COP.1.

p, the randomness test for FCS_RNG.1 should refer to relevant methods under an exp
method specified in ISO/IEC 20543.

ation activities for other SFRs overview

Rs within the classes FAU, FDP, FIA, FMT, the commoicriteria supporting docume
tivities for network device cPPIé] gives an appropriate reference for the corresponding

n security evaluation of network devices.

mentary activities for SARs

ral

This clause
security ev

requirements to the evaluator, or refine the standardized evaluation activities in ISO/IEC 1804

as to make

emphasizing the characteristic$:of QKD modules in some work units of SARs.

intends to supplement evaluation activities for the work units of SARs required b
luation of QKD modules.-The purpose of the supplementary activities is to providg

e evaluation method for QKD modules completer and more practical. This is realiz

The followihg descriptionis organized in alphabetical order of the abbreviated names o
assurance clpsses definédiin ISO/IEC 15408-3. Assurance components and work units without a
supplementdry activities are not listed in Table 25 to Table 45, so it is possible that the number {
work unit cglumn.of-Table 25 to Table 45 is not continuous. The reader is recommended to re
ISO/IEC 18045 for the complete work units of each SAR.

Hules,
over
ssical

ected

nt on
r EAs.

Rs, however, the evaluator is recommended to design new EAs following the commfunity

y the
new
15, so
ed by

f the
iding
n the
fer to

11.2 Supplementary activities for Class APE: Protection Profile evaluation

The assurance Class APE is designed for the evaluation of PPs. By noting the characteristics of QKD
modules, evaluation activities for some work units in APE_INT.1, APE_CCL.1 and APE_SPD.1 are

supplemented, see Table 25, Table 26, and Table 27 for detail.

The evaluator shall combine the supplementary content and the standardized content in ISO/IEC 18045

for each work unit to perform the evaluation of PPs on QKD modules.
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Table 25 — Supplementary activities for APE_INT.1.1E

Evaluator action element

Work unit

Supplementary activities

APE_INT.1.1E

APE_INT.1-3

The evaluator shall examine the TOE overview to deter-
mine that the PP describes the security features of the
key establishment function provided by the TOE. The
expected communication distance supported by the TOE
and the precondition of pre-sharing a secret key for the
TOE to work shall also be clearly described.

APE_INT.1-4

The evaluator shall examine the TOE overview to de-

termine that the TOE type identifies the

specific QKD

Brat ) o d ool acten batang 1aoanla
pProtocorSratttaatrentreccutre-oeg HRpret

TOE. The evaluator also identifies the's
module(s) and RX module(s), which const
for the proper execution of QKD funttions
the architecture of the implemented QKD

nented in the
eparated TX
tute the TOE
[according to
brotocol(s)].

APE_INT.1-5

The evaluator shall examinethe TOE overy
mine that the external channels and underly

and software platform;such as the chip and operating

system, that support the functionality but
from the scope ofthe TOE, have been iden|
In addition, if the\TOE implements MDI-QK
protocols, the'evaluator shall examine if

ceiver module'in MDI-QKD and QKD transmitter module

in EB-QKD*are clearly excluded from the
explanations have been given to justify th
these'modules otherwise.

iew to deter-
ing hardware

are excluded
tified clearly.
D or EB-QKD
the QKD re-

T'OE, or clear
e inclusion of

Table 26 — Supplementdryactivities for APE_CCL.1.1E

Evalyator action element

Work unit

Supplementary activities

APE_CCL.1.1E

APE_CCL.1=19

If the conformance statement in the PP und
claims conformance to this document, the e
examine the conformance statement to deter
the following statement is included or not:

“This PP requires the use of evaluation mej
evaluation activities defined in ISO/IEC 23

If included, the evaluator shall demonst
modification of evaluation method/activit
consistent with and meets the requirement]
of this document.

er evaluation
valuator shall
mine whether

thods and/or
837-2".

rate that the
ies (if any) is
sin Clause 12

APE_CCL.1-20

(this is a supplemented

unit)

Ifthe PP/ST claims conformance to ISO/IE(
evaluator shall examine the PP/ST to deter
modification of the security problem defin

23837-1, the
mine that the
ition or SFRs

(if any) is consistent with and meets the 1

equirements

catin ICA/IEC 22927 1.9022 (Clanicn 10
SEETTH YA T OO EUEOor

5 oot

Table 27 — Supplementary activities for APE_SPD.1.1E

Evaluator action element

Work unit

Supplementary activities

APE_SPD.1.1E

APE_SPD.1-1

The evaluator shall examine that the security problem
definition describes all the identified threats in ISO/IEC
23837-1:2023, Clause 7 with some allowed exceptions as
described in ISO/IEC 23837-1:2023, Clause 10. If exceptions
are stated, examination of the rationale justification shall
be conducted in the work unit of APE_CCL.1-20.

© ISO/IEC 2023 - All rights reserved

79


https://iecnorm.com/api/?name=f226137b9a1a2faa5063c3b44a19659d

ISO/IEC 23837-2:2023(E)

11.3 Supplementary activities for Class ASE: Security Target evaluation

The assurance class ASE is designed for the evaluation of an ST. By noting the characteristics of QKD
modules, evaluation activities for some work units in ASE_INT.1 and ASE_TSS.1 are supplemented,
which correspond to the evaluation sub-activities of the ST introduction and the TOE summary
specification respectively and shall be applied to the security evaluation of STs of QKD modules, as
detailed in Table 28 and Table 29.

Table 28 — Supplementary activities for ASE_INT.1.1E

Evaluator action element

Work unit

Supplementary activities

ASE_INT.1.1E

ASE_INT.1-5

The evaluator shall examine the TOE overview te d
mine that the ST describes the security featuresof tl
establishment function provided by the TOE, incl

the expected communication distance. The preconcﬁition

of pre-sharing secret key for the TOEto-work shal
be clearly described.

eter-
e key
ding

also

ASE_INT.1-6

The evaluator shall examine the*TOE overview f
termine that the TOE type identifies the specifig

protocol(s) and architecture.being implemented in the

TOE. The evaluator also.identifies the separatg
module(s) and RX module(s) which constitute thg
for the proper execution of QKD functions [accord

the architecture of the implemented QKD protocol(s)].

o0 de-
QKD

d TX
TOE
ngto

ASE_INT.1-8

The evaluatorshall examine the TOE overview to detel
that the external channels (such as the quantum ch
and classi€al channel) and the underlying hardwar
softwate platform (such as the chip and operatin
tem), which support the functionality but are exc
fram the scope of the TOE, have been identified cl
In'addition, if the TOE implements MDI-QKD or EB
protocol(s), the evaluator shall examine whethsd

QKD receiver module in MDI-QKD and QKD transmyitter

module in EB-QKD are clearly excluded from the
or whether a clear explanation is given to justifi
inclusion of these modules.

mine
hnnel
e and
r SYS-
uded
parly.
tQKD
r the

TOE,
y the

ASENINT.1-10

The evaluator shall examine the TOE overview to g
mine that the TOE includes the modules required i
implemented QKD protocols. It shall be clearly s
that some modules are regarded as non-TOE parts
relevant, such as the QKD receiver module in MDI
and QKD transmitter module in EB-QKD.

eter-
y the
tated
Vhere
LQKD

Table 29 — Supplementary activities for ASE_TSS.1.1E

Evaluator adtion element

Work unit

Supplementary activities

ASE_TSS.1.1E

ASE_TSS.1-1

The evaluator shall examine the TSS to determine that
it describes the IT-related controls used by the TOE to
meet the security objective, especially those controls
used to resist side channel attacks from the quantum

channel interface.

11.4 Supplementary activities for Class ADV: Development

11.4.1 Supplementary activities for ADV_ARC

The objective of this activity is to determine whether the TSF is structured such that it cannot be
tampered with or bypassed, and whether TSFs that provide security domains isolate those domains
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from each other. Some supplementary activities are given by noting the characteristics of QKD modules,

as shown in Table 30.

Table 30 — Supplementary activities for ADV_ARC.1.1E

Evaluator action element

Work unit

Supplementary activities

ADV_ARC.1.1.E

ADV_ARC.1-1

None.

ADV_ARC.1-2

The evaluator shall examine the security

description to determine that the system process space
and memory sections for post-processing procedure and
final key (and relevant keying material) are separated

from the system process space and mem|
such that the access to the final key and re
material is constrained by system aceessicont

architecture

pry sections,
evant keying
rol measures.

ADV_ARC.1-3

The evaluator shall examine the|security
description to determine that'in"the initial
the TOE does not perform QKD sessions un
parameters have been successfully aligned a
has achieved a stable-state.

architecture
zation stage,
ril the system
nd the system

ADV_ARC.1-4

The evaluator shall examine the security
description to,determine that all the know
channel attacks/from the quantum chanr
considered and addressed, such that the 1
protect itself from physical tampering att3

architecture
'n active side
el have been
[SF is able to
cks.

ADV_ARC.1-5

The-evaluator shall examine the security
description to determine that all the test-pj
faces are closed or limited, and all the kn
side channel attacks from the quantum
been considered and addressed, such that §
mechanisms cannot be bypassed.

architecture
urpose inter-
own passive
thannel have
FR-enforcing

11.4.2 Supplementary activities for ADV_FSP

The gbjective of this activity is to determine whether the developer has provided a high-levg
of TSFIs. Some supplementary .dotivities are provided by noting the characteristics of Q

showln in tables from Table 34 to Table 35.

Table 31 — Supplementary activities for ADV_FSP.1.1E

| description
KD modules,

Evaluator action elemient

Work unit

Supplementary activities

ADV_FSP44E

ADV_FSP.1-1

The evaluator shall examine the functional
to determine that the purpose of the externa
the QKD modules has been clearly stated. In j
control and management interface may be im

specification
l interfaces of
barticular, the
plemented by

aset of specificinterfaces, which are designe

d for different

aspects of the system control and management function,
and instantiated by different physical ports, such as USB
port, network port. The FSP document provides a place

for the developer to clearly describe these

interfaces.
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Table 32 — Supplementary activities for ADV_FSP.2.1E

Evaluator action element Work unit Supplementary activities

ADV _FSP.2.1E ADV_FSP.2-2 The evaluator shall examine the functional specification
to determine that the purpose of the external interfaces of
the QKD modules has been clearly stated. In particular, the
control and management interface may be implemented by
asetof specificinterfaces, which are designed for different
aspects of the system control and management function,
and instantiated by different physical ports, such as USB
port, network port. The FSP document provides a place
for the developer to clearly describe these interfaces.

Table 33 — Supplementary activities for ADV_FSP.3.1E

Evaluator aqtion element Work unit Supplementary activities

ADV_KSP.3.1E ADV_FSP.3-2 The evaluator shall examine the functional specifidation
to determine that the purpose of the€external interfaces of
the QKD modules has been clearlyistated. In particulgr, the
control and management intefface may be implemenﬂed by
asetof specificinterfaces,which are designed for different
aspects of the system control and management funftion,
and instantiated by different physical ports, such ag USB
port, network poxt. The FSP document provides aplace
for the developer to clearly describe these interfades.

Table 34 — Supplementary activitiés for ADV_FSP.4.1E

Evaluator agtion element Work unit Supplementary activities

ADV_HSP.4.1E ADV_FSP.4-2 Theé-evaluator shall examine the functional specifidation
te'determine that the purpose of the external interfakes of
the QKD modules has been clearly stated. In particulgr, the
control and management interface may be implemented by
aset of specificinterfaces, which are designed for different
aspects of the system control and management fungtion,
and instantiated by different physical ports, such af USB
port, network port. The FSP document provides aplace
for the developer to clearly describe these interfades.

Table 35 — Supplementary activities for ADV_FSP.5.1E

Evaluator adtion element Work unit Supplementary activities

ADV_HSP.5.1E ADV_FSP.5-3 The evaluator shall examine the functional specifidation
to determine that the purposes of the external inter-
faces of the QKD modules have been clearly stat¢d. In
particular, the control and management interfacq may
be implemented by a set of specific interfaces, which
are designed for different aspects of the system control
and management function, and instantiated by different
physical ports, such as USB port, network port. The FSP
document provides a place for the developer to clearly
describe these interfaces.

11.5 Supplementary activities for Class AGD: Guidance documents

11.5.1 Supplementary activities for AGD_OPE

The objectives of this activity are to determine whether the user guidance describes the security
functionality and interfaces provided by the TSF, provides instructions and guidelines for the secure
use of the TOE, addresses secure procedures for all modes of operation, facilitates prevention and
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detection of insecure TOE states, or whether it is misleading or unreasonable. Supplementary activities

are given in Table 36.

Table 36 — Supplementary activities for AGD_OPE.1.1E

Evaluator action element Work unit

Supplementary activities

AGD_OPE.1.1E AGD_OPE.1-3

The evaluator shall examine the operational

to determine that system security parameters under

the control of the operator and their defau

been clearly described. Since these parameters may be
changed by the operator, the description of the param-

user guidance

It values have

1 13- L 13 3 £
CLElS STIOUIU TACIILITY TE4aS0IIdDIC VdIucs 1

operation of the TOE.

r the secure

AGD_OPE.1-5

The evaluator shall examine the operational
to determine that the guidance~dentifie

modes of operation of the system'(includiy
normal operation modes) andthe methods {
the models from the appearance of the T(
lights), such that the opérator can adopt med

in case of emergency incidents.

iser guidance
5 all possible
g failure and
o distinguish
E (e.g. signal
suresin time

11.5.2 Supplementary activities for AGD_PRE

The
prepd

activities are given in Table 37.

Table 37 — Supplementaxyactivities for AGD_PRE.1.1E

bbjective of this activity is to determine whether the procedures and steps for
iration of the TOE have been documented and restiltin a secure configuration. Su

the secure
bplementary

Evalyator action element Work unit

Supplementary activities

AGD_PRE.1.1E AGD_PRE.152

The evaluator shall examine the provided installation

procedures to determine that the steps 1
secure deployment of the TOE and the secur]
of the operational environment are descr
validate whether the assumptions set on th
environment can be satisfied.

ecessary for
e preparation
bed, so as to
e operational

11.6(Supplementary activities for Class ATE:

11.6.1 Supplementary activities for ATE_FUN

Func
docu
assut
ATE |

[IN are listed in Table 38

ional testing performed by the developer provides assurance that the tests
mentation are performed and documented correctly. The family ATE_FUN contributes
ancethat the likelihood of undiscovered flaws is relatively small. The supplementary

Test

in the test
to providing
activities for
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Table 38 — Supplementary activities for ATE_FUN.1

Evaluator action element

Work unit

Supplementary activities

ATE_FUN.1.1E

ATE_FUN.1-2

The evaluator shall examine the test plan to determine
that it describes the information on test equipment
and special preparation of the TOE. Some EAs for these
aspects require special preparation of the TOE in order
to get the intermediates of the execution or facilitate
the setup of a testing environment. The developer is
thus required to clearly describe the test configura-
tion.

Rogarding th ion-aof

Regarding-the-evaluationof EAsthe-evaluatershyll ex-
amine the test plan to determine that the depend;t-ncies
of EAs are considered in the functional testing./Thiis
should be consistent with the dependenciés|item df
each EA described in Clause 6 to Clause 9, or any ofther
dependency relationships that are arguably reasopa-
ble.

ATE_FUN.1-5

Regarding the evaluation of EAS) the evaluator shgll
examine the test documentation to determine that all
expected test results are consistent with the threghold
values predefined in the ST or relevant documentd for
the evaluation.

ATE_FUN.1-6

Regarding the evaluation of EAs, the evaluator shgll
check that the-actual pass/fail verdicts in the test floc-
umentation-are consistent with the pass/fail criteria
in this doCuirient or other relevant documents for the
evaluation:

11.6.2 Supplementary activities for ATE_IND

The family ATE_IND deals with the degree to which there is independent functional testing of th¢ TSF.
Activities re|ated to the family include verifying the developer testing and performing additional ftests.
Supplementdry activities for the work unitsin the activity actions ATE_IND.1 and ATE_IND.2 are |isted
in Table 39 and Table 40 respectively.

Table 39 — Supplementary activities for ATE_IND.1

Evaluator ad¢tion element

Work unit

Supplementary activities

ATE_IND.1.1E

ATE_IND.1-1

The evaluator shall examine the TOE to determing that
the test configuration and the special preparation|of
the TOE are suitable for the testing of QKD protoc
implementation, quantum optical components and pa-
rameter adjustment procedure(s). This is based o1 the
requirements that the TOE may need some modififa-
tions to facilitate the setup of the evaluation envirbn-

—_—

ment of EAs.

ATE_IND.1.2E

ATE_IND.1-3

Regarding the evaluation of EAs, the evaluator shall in-
corporate the EAs specified in Clause 6 to Clause 9 into
the devised test subset if the actually adopted evalu-
ation methods are claimed to be compliant with this
document (with some allowed exceptions described in
Clause 12).

ATE_IND.1-7

Regarding the evaluation of EAs, the evaluator shall
check whether the actual test result is consistent

with the threshold values predefined in the ST and/or
relevant documents for the evaluation, if the actually
adopted evaluation methods are claimed to be compli-
ant with this document (with some allowed exceptions
described in Clause 12).
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