INTERNATIONAL ISO/IEC
STANDARD 23837-1

First edition
2023-08

Information security — Security
requirements, test andevaluatipn
methods for quantum'key
distribution —

Part 1:
Requirements

Technologies de 'hformation — Exigences de sécurité, méthodes
d'essais et d'éyqluation relatives a la distribution quantique de clés —

Partie 1: Exigences

Reference number
ISO/IEC 23837-1:2023(E)

© ISO/IEC 2023


https://iecnorm.com/api/?name=14ac6174cf01fdbeb5cfe9f7c94f9bea

ISO/IEC 23837-1:2023(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2023

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting on
the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address below
or ISO’s member body in the country of the requester.

ISO copyright office

CP 401  Ch. de Blandonnet 8

CH-1214 Vernier, Geneva

Phone: +41 22 749 01 11

Email: copyright@iso.org

Website: www.iso.org
Published in Switzerland

ii © ISO/IEC 2023 - All rights reserved


https://www.iso.org
https://iecnorm.com/api/?name=14ac6174cf01fdbeb5cfe9f7c94f9bea

ISO/IEC 23837-1:2023(E)

Contents Page
FOT@WOT. ...t eeeeeeeeeeeeeeeeeeeeeeeeeeeee v
| 0010 o0 X0 L0 Ut (o) o 00O vi
1 SCOPI@ ... 1
2 Normative references
3 Terms and definitions
4 Abbreviated terms
5 Theoretical aspects of QKD ProtoCOls.............siesseeesssssssssssssssgmt s 6
5.1 (O] 0 1<) o= U S -
5.2 Principle
5.3 (O3 ST ¥ o= (o) s oSS S SO 7

5.4 N o] 0 Y 10 0 T OOY o S SOOI NN 8

Implementation modules of QKD protocols

6.1 GeNeral. ...

6.2 External interfaces of QKD modules.......
6.2. 1 GENETAL ..o N s
6.2.2 The quantum channel interface
6.2.3 The control and management interfaces..

6.2.4 The key management interface......,..50.
6.3 Internal structure of QKD modules.......a%

6.3.1  General ... Ao,

6.3.2 Components in the QKD transmitter module.

6.3.3 Components in the QKD receiver module ...
6.4  TOE scope for QKD modules

6.4.1 General...

6.4.2 Definition of the TSF

6.4.3  Definition of the TOE ...
6.5  General working flow ©f QKD modules.........iseeeee
Security problems analysis of QKD modules.............. . 17
7.1 General

7.2 SECUTTLY QSSUIMPTIONIS ..ot
7.3 ASSEES AIMAIY SIS ..o
7.4 Threats\t@ conventional network components

T4 Lo TOVEIVIBW oot

742> Threats from the perspective of network-based classical attacks
7.5 Threats to quantum optical COMPONENTS ...

ST S 017753 74 U}

7.5.2 Threats exploiting optical source flaws

7.5.3  Threats exploiting optical detection vulnerabilities ...

7.5.4 Threats exploiting parameter adjustment vulnerabilities ...
Extended security functional components for QKD implementation.............cocon,
8.1 GBIIET AL
8.2 Extended security functional components to Class FTP: Trusted path/channels

8.2.1 Quantum key distribution (FTP_QKD) ...

82,2 USEI NOTES .otk
Security functional requirements for QKD modules ...,
9.1 GEIIET AL ...t
9.2 General requirements for conventional network components in QKD modules..................

9.2.1 FAU_GEN.1 Audit data eneration ...

9.2.2 FCS_CKM.6 Timing and event of cryptographic key destruction

9.2.3  FCS_COP.1 CryptographiC OPEratioN ...

9.2.4 FCS_RNG.1 Random number eNeration. ...

© ISO/IEC 2023 - All rights reserved iii


https://iecnorm.com/api/?name=14ac6174cf01fdbeb5cfe9f7c94f9bea

ISO/IEC 23837-1:2023(E)

9.2.5
9.2.6
9.2.7
9.2.8
9.29
9.2.10
9.2.11
9.2.12
9.2.13
9.2.14
9.2.15

FDP_ACC.1 Subset access CONtrol.........oeeen
FDP_ACF.1 Security attribute-based access control
FDP_IRC.1 Information retention control............cn,

FDP_ITC.1 Import of user data without security attributes............s 35
FIA_UAU.2 User authentication before any action ... 36
FIA_UID.1 Timing of identification
FMT_LIM.1 Limited capabilities ...
FMT_LIM.2 Limited availability ...
FMT_MSA.1 Management of security attributes
FMT_MTD.1 Management of TSF data........ccccsnn

FMT_SMF.1 Specification of management functions ...

9.3

9.4

10 Confi
10.1
10.2
10.3

Annex A (in

Bibliograph

9.2.16
9.2.17
9.2.18
9.2.19
9.2.20
9.2.21
9.2.22

9.3.1
9.3.2
9.3.3

94.1
9.4.2
9.4.3

General requirements for the implementation of QKD protocols

DITNANCE STATEIMEIIT ... A N e
T3 1 T=) o O SO

Conformance statement specific to the&lsecurity problem definition
Conformance statement specific to_the security functional requirements.............f.... 48

formative) Guidance for developing protection profiles for QKD modules...

FMT_SMR.T SECUITEY TOIES ..ccoooiiissssssssssissssssssssssssssssssssss
FPT_EMS.1/Convention Emanation of TSF and User data :
FPT_FLS.1 Failure with preservation of secure state............ S
FPT_ITC.1 Inter-TSF confidentiality during transmission..............hoal o 40
FPT_ITI.1 Inter-TSF detection of modification ...
FPT_RCV.2 Automated recovery
FPT_TST.1 TSF Self-teSting . ... g

LT3 T =Y e 40 bttt .
FTP_QKD.1 QKD protocol and raw data generation ym ...
FTP_QKD.2 QKD POSt-PrOCESSING.......ccooiiviciiiercssiereessisCamm st

General requirements for quantum optical components‘of QKD modules.. -

(T2 T = Y DS S5 S .44
FPT_EMS.1/Quantum emanation of TSF and user data........ |- 45
FPT_PHP.3 Resistance to physical attaek. . ... e 45

© ISO/IEC 2023 - All rights reserved


https://iecnorm.com/api/?name=14ac6174cf01fdbeb5cfe9f7c94f9bea

For

ISO/IEC 23837-1:2023(E)

eword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work

The
are
need
acco
WWW

pd for the different types of document should be noted. This document~was

aintenance

<Eescribed in the ISO/IEC Directives, Part 1. In particular, the different apprj:val criteria

drafted in
lirectives or

dance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iSo.org/
.iec.ch/members_experts/refdocs).

ISO a
use o
any c
had 1
implg
from
notb

Any t
const

For 3
expre
the \

WWW

hd IEC draw attention to the possibility that the implementation of this/document ma
f (a) patent(s). ISO and IEC take no position concerning the evidenge,/validity or ap
aimed patent rights in respect thereof. As of the date of publication of this document
ot received notice of (a) patent(s) which may be required to itaplement this docume
menters are cautioned that this may not represent the latestinformation, which may
the patent database available at www.iso.org/patents and-https://patents.iec.ch. ISO
e held responsible for identifying any or all such patent rights.

rade name used in this document is information givien for the convenience of users
itute an endorsement.

n explanation of the voluntary nature of:standards, the meaning of ISO specifi

Vorld Trade Organization (WTO) principles in the Technical Barriers to Trade
.iso.org/iso/foreword.html. In the IEG,*see www.iec.ch/understanding-standards.

This

document was prepared by Joint Technical Committee ISO/IEC JTC 1, Informatior

Subcommittee SC 27, Information secirity, cybersecurity and privacy protection.

A list

Any
body.
WWW

of all parts in the ISO/IEC\23837 series can be found on the ISO and [EC websites.

feedback or questions ‘on this document should be directed to the user’s nation
A complete listing of these bodies can be found at www.iso.org/membe

[ involve the
plicability of
ISO and IEC
nt. However,
be obtained
hnd IEC shall

ind does not

t terms and

ssions related to conformity assessmefit, as well as information about ISO's adherence to

(TBT) see

1 technology,

h] standards
rs.html and

.dec.ch/nationdl-¢ommittees.

© ISO/IEC 2023 - All rights reserved


https://www.iso.org/directives-and-policies.html
https://www.iec.ch/members_experts/refdocs
http://www.iso.org/patents
https://patents.iec.ch/iec/pa.nsf/pa_h.xsp?v=0
https://www.iso.org/iso/foreword.html
https://www.iec.ch/understanding-standards
https://www.iso.org/members.html
https://www.iec.ch/national-committees
https://iecnorm.com/api/?name=14ac6174cf01fdbeb5cfe9f7c94f9bea

ISO/IEC 23837-1:2023(E)

Introduction

The ISO/IEC 23837 series specifies the security requirements, test and evaluation methods for qua
key distribution (QKD) under the framework of the ISO/IEC 15408 series. This document focus
specifying the common baseline set of security functional requirements (SFRs) of QKD modules.

Theoretically, QKD provides a method to use a pre-shared key to establish a longer symmetri
with security that does not depend upon the computational power of an adversary; the establishe

ntum
es on

c key
d key

can then be used for cryptographic purposes, such as for an encryption mechanism to create a secure

communication channel.

Although the security of QKD protocols is proven through rigorous security models that assumethle two

communicatiing parties share a secret key beforehand, discrepancies between the models and prat

implementatiions frequently occur during the life cycle phases of QKD modules. These imperfeqd
or deviations from the security models can result in vulnerabilities that compromise.the seq
of practical QKD systems. Among them, severe side channel attacks have been proposed and
have been some proof-of-principle demonstrations in QKD hacking experimentsJiike convenf
cryptographiic modules or network devices, QKD modules are expected to have strict security tg
and evaluatijon to avoid security attacks and then leakage of information before being deployeq
real applicatiions. Intensive and strict evaluation is an essential step beforé QKD is widely accept|

For this pur
for QKD mo
and implem
and evaluatg
document us
baseline set
conventiona
to facilitate
to specify ey
expected ev

NOTE In th

SFRs in Clafise 9 corresponds to the.Style of the description of security functional compone

ISO/IEC 154
but also the

of ISO/IEC 1
background
components

ose, the ISO/IEC 23837 series defines a set of rigorous and'common security specificg

ent IT products that use QKD, and evaluators can-follow the standard procedure t
the security of QKD modules, reducing the riskiof a failure of security in operation
es the standardized model and language of the [SO/IEC 15408 series to define a con
of SFRs for QKD modules. The entire implémentation of QKD protocols is included,

network components to quantum opgi¢al components. Annex A provides inform
the development of protection profiles for QKD modules. ISO/IEC 23837-2 is intd
raluation activities that are necessary for the security evaluation of QKD modules :
hluation assurance levels.

is document, the descriptign“of extended security functional components in 8.2

P8-2. This includes not only the structure of the security functional family and compo
font styles (i.e. bold and-italics) of the text, which are described by following the conve
5408-2 to distinguish some terms from the rest of the text. In this case, users W
in using the ISO/IEC 15408 series can easily apply the extended security funct
and the SFRsto write documents for the evaluation of QKD modules.
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Information security — Security requirements, test and
evaluation methods for quantum Key distribution —

Part 1:
Requirements

1 3

This
(QKD)
secuf
comp
To fa
envir
and t

cope

Hocument specifies a general framework for the security evaluation of quantum key|

according to the ISO/IEC 15408 series. Specifically, it specifies a baseline set
ity functional requirements (SFRs) for QKD modules, including SFRs on.the conventic
onents and the quantum optical components, and the entire implefitentation of QK
cilitate the analysis of SFRs, security problems that QKD modules €an face in their
onment are analysed based on a structural analysis of the secupity functionality of (
he classification of QKD protocols.

The §
fram
stand

FRs on conventional network components of QKD modules are mainly characteriz
ework of the ISO/IEC 15408 series and also refer to the methodology of ISO/IEC 19790
ards on testing of cryptographic modules and netwerk devices.

2

The following documents are referred to inthe text in such a way that some or all of {
consfitutes requirements of this document. For dated references, only the edition cited
undafed references, the latest edition of the referenced document (including any amendme

ormative references

ISO/IEC 15408-1:2022, Information$ecurity, cybersecurity and privacy protection — Evalu
for I'|security — Part 1: Introductien and general model

ISO/IEC 15408-2:2022, Information security, cybersecurity and privacy protection — Evalu
for I'T|security — Part 2: Security functional components

3 erms and definitions

For the purpgses of this document, the terms and definitions given in ISO/IEC 15408-1 and {
apply

distribution
of common
nal network
D protocols.
operational
)KD modules

bd under the
and relevant

heir content
applies. For
nts) applies.
ition criteria

ition criteria

he following

dresses:

ISO apdMEC maintain terminology databases for use in standardization at the following ad

[SO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at https://www.electropedia.org/

3.1
adversary
attacker

entity seeking to exploit potential vulnerabilities of a quantum key distribution system (3.28)

[SOURCE: ISO/IEC 19792:2009, 4.1.2, modified — “adversary” has been added as an admitted term; in

the definition, “person” has been replaced by “entity”, and “biometric system” has been
“quantum key distribution system”.]

© ISO/IEC 2023 - All rights reserved
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3.2

authentication

provision of

assurance of the claimed identity of an entity

[SOURCE: ISO/IEC 10181-2:1996, 3.3]

3.3

classical channel
communication channel that is used by two communicating parties for exchanging data encoded in a
form which may be non-destructively read and fully reproduced

[SOURCE: ETSI GR QKD 003 V2.1.1:2018]

34
component
<QKD modu

EXAMPLE

Note 1 to entr]
element grou

3.5

cryptograp
set of hardv
within the c1

[SOURCE: IS

3.6
decoding
procedure o

3.7

detection ef
probability 4
input is dete

[SOURCE: ET
3.8

e> constituent part of a quantum key distribution (QKD) module (3.23)
Conventional network components, quantum optical components in a QKD niodule.

y: A term with the same name of componentis defined in ISO/IEC 15408-1 fot a’security requir
h. The user of this document can distinguish which term is referenced ffom the context.

hic module
Vare, software, and/or firmware that implements security functions and are cont
'yptographic boundary

D/IEC 19790:2012, 3.25]

F converting quantum signals (3.32) into<classical information

ficiency
hat a photon, of a specific energy’(spectral frequency) or wavelength, incident at the o
cted within a detection gate,jand produces an output signal

SI GR QKD 007 V1.1.1:2018]

double-click event

event indica

3.9
encoding
procedure o

ing simultaneous detection of two single-photon detectors (3.37)

" converting classical information into quantum signals (3.32)

bment

hined

btical

3.10

error corrected data
keying material obtained after correcting the bit errors in the sifted data (3.36)

3.11

error correction
process of correcting errors in data that may have been corrupted due to errors during transmission or

in storage

[SOURCE: ETSI GR QKD 007 V1.1.1:2018]

3.12
final key

key generated by a complete run of a quantum key distribution session (3.27)

© ISO/IEC 2023 - All rights reserved


https://iecnorm.com/api/?name=14ac6174cf01fdbeb5cfe9f7c94f9bea

ISO/IEC 23837-1:2023(E)

3.13

homodyne detection

method to detect quadrature of a weak signal through interfering the weak signal with a strong phase
reference

3.14
keying material
data necessary to establish and maintain cryptographic keying relationships

[SOURCE: ISO/IEC 11770-1:2010, 2.27]

3.15

non-fleterministic random bit generator

NRBG

rand¢m bit generator whose security depends upon sampling one or more entropy $ourceq

[SOURCE: ISO/IEC 18031:2011, 3.23, modified — “an” has been replaced by_“arie or more”, note 1 to
entry has been removed.]

3.16
parameter adjustment procedure
procgdure or function aiming to adjust specific parameter(s) of a systém

3.17
post{processing
quangum key distribution protocol (3.24) procedure for cobwerting raw data (3.33) into a final key (3.12)

3.18
pre-ghared key
key pre-established in secure ways between the legitimate parties before initiating a quantum key
distripution (QKD) session (3.27)

Note ] to entry: A pre-shared key is used to authenticate messages sent over the classical channel (3.3) during the
first QKD session.

3.19
privdcy amplification
procgss of extracting keys from partially compromised data

[SOURCE: ETSI GR QKD:007 V1.1.1:2018, modified — “distilling secret keys” has been|replaced by
“extracting keys”.]

3.20
quantum channel
communication channel for transmitting quantum signals (3.32)

[SOURCE;ETSI GR QKD 007 V1.1.1:2018]

3.21

quantum key distribution

QKD

procedure or method for two legitimate parties to agree on symmetric keys using a pre-shared key
(3.18), whose security is based on quantum information theory

Note 1 to entry: In some QKD protocols (3.24), establishment of keys occurs jointly involving both legitimate
parties, while in others one party generates keys that are eventually transported to the other party.

3.22

quantum key distribution authentication key

QKD authentication key

cryptographic key used to authenticate messages over the classical channel (3.3) of a quantum key
distribution system (3.28)

© ISO/IEC 2023 - All rights reserved 3
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quantum key distribution module
QKD module

set of hardware, software and/or firmware components (3.4) that implements the functions of a
quantum key distribution transmitter party (3.30) or receiver party (3.26)

3.24

quantum key distribution protocol
QKD protocol
protocol that implements the function of quantum key distribution (3.21)

3.25

quantum kely distribution receiver module

QKD receiv
functional m
party (3.26)

3.26

er module
odule in a quantum key distribution (QKD) system (3.28) corresponding to the.QKD re
of the implemented QKD protocol (3.24)

quantum k¢y distribution receiver party

QKD receiv
quantum sig

[SOURCE: ET
key distribu

b party
nal (3.32) receiver in a quantum key distribution (QKD) protocol{3.24)

SIGRQKD 007 V1.1.1:2018, modified — the term has beenchanged from "Bob" to "qua
ion receiver party"; in the definition, “information” has been replaced by “signal”.]

system that

y distribution session

implements quantum key . distribution (QKD) protocols (3.24), including at least twqg

modules (3.2

3.29

quantum
QKD trans
functional 1

3) as well as the interconnecting quantum (3.20) and classical channels (3.3)

k:ly distribution transmitter module

itter module
hodule in avquantum key distribution (QKD) system (3.28) corresponding to the

transmitter party (3.30) of the implemented QKD protocol (3.24)

3.30

quantum k

ydistribution transmitter party

reiver

ntum

4) to
post-

QKD

QKD

QKD transnritterparty
quantum signal (3.32) sender in a quantum key distribution protocol (3.24)

[SOURCE: ETSI GR QKD 007 V1.1.1:2018, modified — the term has been changed from "Alice" to
"quantum key distribution transmitter party"; in the definition, “information” has been replaced by
“signal”, "system" has been replaced with "protocol”, and “transmitter” has been removed.]

3.31

quantum random bit generator

QRBG

random bit generator that generates random bits based on principles of quantum mechanics

© ISO/IEC 2023 - All rights re
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3.32
quantum signal
signal described by a quantum mechanical state

[SOURCE: ETSI GR QKD 007 V1.1.1:2018]

3.33
raw data
keying material (3.14) generated by measuring quantum states of the signal pulse

3.34

raw data generation
quantum key distribution protocol (3.24) procedure of generating raw data (3.33) by tran$mitting and
detedting quantum signals (3.32)

Note ] to entry: This term is also known as “raw key exchange” in the quantum key distribution community.

3.35
sifting
procddure in the post-processing (3.17) of a quantum key distribution protecol (3.24) to generate sifted
data (3.36) by processing raw data (3.33)

3.36
siftedl data
data pbtained by the legitimate users from sifting raw data (3.33) according to an agreed dtrategy

3.37
single-photon detector
devide that transforms a single-photon into a detectable signal with non-zero probability

[SOURCE: ETSI GR QKD 007 V1.1.1:2018, medified — “finite probability” has been replafed by “non-
zero probability”.]

4 Abbreviated terms

APD avalanche photodiode

CV-QKD continuous-variable quantum key distribution
DV-QKD discrete-variable quantum key distribution
EB-QKD entanglement-based quantum key distribution
FTP trusted path/channels

FUN_QKD quantum key distribution function

FUN_SCM system control and management function
FUN_SP self-protection function

IT information technology

KM key manager

MDI-QKD measurement-device-independent quantum key distribution
NRBG non-deterministic random bit generator
PM-QKD prepare-and-measure quantum key distribution

© ISO/IEC 2023 - All rights reserved 5
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PP protection profile

QBER quantum bit error rate

QKD quantum key distribution

QRBG quantum random bit generator

RBG random bit generator

SFR security functional requirement

ST security target

TOE target of evaluation

TSF target of evaluation security functionality

5 Theor¢tical aspects of QKD protocols

5.1 Generyal

This clause |describes the idea of QKD in a theoretical model. The“\theoretical model is limited to
discussion qn the theoretical aspects of QKD protocols, without considering the implementation
vulnerabilities that can be potentially introduced in reality. In\other words, in the theoretical nodel
all parts of the QKD implementation are assumed to confori to this model, and there is no possibility
of attack by means of any implementation vulnerabilities.;The attacks allowed in the theoretical thodel

The basic concepts and principles of QKD protocéls are discussed in 5.2. Then in 5.3 and 5.4 the
classificatiop of QKD protocols and their architectures are presented to facilitate the later analyjsis of

Roughly spdaking, a QKD protocol‘cdn be used to expand an existing pre-shared key between two
parties into p longer secret key that is qualified for cryptographic use. Specifically, in a generic model
of QKD profjocols, two partiesyare connected by two communication channels. One of the chajnnels
is called the] quantum channel, which is used for quantum signal transmission. The other chanpel is
called the clgssical channel, which is used to transmit classical signals. In order to generate an arbitrary

require a pre 5 y med QKD
authentication keys for each QKD session are typlcally much shorter than the key generated by that
session, later QKD sessions can start to use QKD authentication keys from dedicated parts of the keys
that were generated in prior QKD sessions. From this point of view, QKD functions as a two-party key
expansion protocol, which ideally allows the two parties to expand a short pre-shared key to a longer
shared secret key of near-arbitrary length (according to the demand of specific applications).

NOTE1 The pre-shared key can be manually entered (or downloaded from an external key manager) to a QKD
module during the development, pre-operation and maintenance phases of the module. In practice, a sequence
of symmetric keys, rather than a single key only sufficient to derive QKD authentication keys for the first QKD
session, is usually pre-shared before operating the QKD system.

6 © ISO/IEC 2023 - All rights reserved
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Generally, a QKD protocol comprises two procedures.

a)

Procedure one: raw data generation, in which quantum signals are transmitted over the quantum

channel and detected by the legitimate parties to generate raw data. To aid the classification of
QKD protocols, the parties are differentiated in QKD protocols by their role in this procedure.
Specifically, a party who transmits quantum signals in a QKD protocol is called a QKD transmitter
party (or transmitter party for short), and a party who detects quantum signals in the protocol is

C

b)

alled a QKD receiver party (or receiver party for short).

Procedure two: post-processing. In this procedure, a post-processing protocol is implemented on

the raw data to derive a symmetric key, which is (generally shorter than the raw data and) called

t

NOTE
initia

NOTEH
estim

e Fi“ﬂ] lIﬂ-‘]I Thﬂ pncf.prnrnccing prnror‘nrn gnhnrn”y inr]nr‘oc anr cn]"\-prnrnr‘hlrnc-

sifting: derive the sifted data from the raw data;

parameter estimation: estimate the parameters to be used in the error corréction
amplification;
error correction: correct the errors in the sifted data;

privacy amplification: generate a final key from the sifted data.

2 Apractical QKD system can include other auxiliary procedufeés\to realize its functionali
ization procedure described in 6.5.

3 In some cases, the procedures of QKD protocol cannépbe clearly separated. For exam
htion for error correction can be executed during the-exror correction procedure rather th

parampeter estimation procedure.

5.3

The f
than
The 1
class
QKD
protad
for C
techn

The s
and-1
and 5
quan
QKD)

conn

Classification

inctionality of QKD can be realized via different types of protocols, which may be more
the generic protocol discussed in 5.2;These protocols can be classified from different
SO/IEC 23837 series considers two different classification methods of QKD protoc
fication is based on the methad$used to measure the quantum states, including disci
(DV-QKD) and continuous-variable QKD (CV-QKD) protocols, as shown in Table 1.
cols, the receiver party typically measures optical pulses with single-photon dete
V-QKD protocols, the receiver party typically measures optical pulses with cohere
iques.

econd classification is based on the architecture of QKD protocols, as shown in Table 2
heasure QKDW(PM-QKD) protocols, a transmitter party encodes information on qua
ends them.through the quantum channel to an intended receiver party, who me
fum states 'to obtain raw data (see Figure 1). In measurement-device-independent
protocols, there are two transmitter parties and one receiver party. Each transmi
pcted-to the receiver party with a quantum channel. The transmitter parties prepe

and privacy
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ple, the QBER
hn during the
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erspectives.
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rete-variable
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ctors, while
nt detection

. In prepare-
ntum states
hsures these
QKD (MDI-
[tter party is
re and send
ntum states

quan

[unY states to the receiver party, which performs a joint measurement on these qua

(see Figure 2). In entanglement-based QKD (EB-QKD) protocols, there are two receiver parties and one
transmitter party. Each receiver party is connected to the transmitter party with a quantum channel.
The transmitter party prepares a bipartite entangled quantum state, and sends different parts of
the state to the two receiver parties, respectively. The two receiver parties individually measure the
quantum states to generate raw data (see Figure 3).

NOTE

DV-QKD and CV-QKD can both include PM-QKD, MDI-QKD and EB-QKD protocols.
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Table 1 — Classification of QKD protocols by the decoding method of quantum states

detectors.

Type DV-QKD CV-QKD
The transmitter party typically encodes The transmitter party typically encodes in-
information with discrete variables of fi- |formation using conjugate variables (quadra-
nite dimension such as phase, polarization |tures) of a quantized electromagnetic field in
or time-bin. To decode information, the an infinite dimensional Hilbert space. An ex-
Description receiver party typically uses single-photon |ample is coherent optical states. The receiver

party typically uses a coherent detection
technique, such as homodyne or heterodyne
detection, to perform quadrature measure-
ments on the quantum states.

Table 2 — Classification of QKD protocols by the architecture of the protocols

Type

PM-QKD

MDI-QKD

EB-QKD

Descript

on

This protocol includes a
QKD transmitter party and
a QKD receiver party. The
transmitter party pre-
pares and sends quantum
states to the receiver party
through a quantum channel.
The receiver party meas-
ures the quantum states.
The result (after post-pro-
cessing) is a common

final key available to the
transmitter party and the
receiver party.

This protocol includes two
QKD transmitter parties and
a QKD receiver party. The
transmitter parties prepare
and send quantum states to
the receiver party through

a quantum channel. The re:
ceiver party performs a joint
measurement on the quan-
tum states receiveddrom the
two transmitter,parties. The
result (after poSt-processing)
is a commen'final key avail-
able to the two transmitter
parties.

This protoceltincludes a
transmitter party and tv
QKD féceiver parties. Th|
transmitter party prepa
bipartite entangled quan
tum state and sends the
parts to the two receiver
parties, respectively. The
receiver parties individu
measure the quantum st
The result (after post-pr
cessing) is a common fin
key available to the two

receiver parties.
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S
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d three different architectures of QKD protocols, which are illustrated in Figy
Figure 3 respectively. Generally, the scope of security evaluation is tightly related
of the implemented QKD protocol.

classical channel

Figure 1 — Prepare-and-measure QKD protocol

quantum channel

QKD receiver
party

o the

The architecture corresponding to the PM-QKD protocol, illustrated in Figure 1, consists of a
transmitter party and a receiver party connected by quantum and classical channels. The security of
the practical QKD systems relies on the secure implementation of the functions of both parties, thus
both of the implementation modules are required to be in the scope of security evaluation.
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QKD receiver
party

quantum channel quantum channel

classical classical
channel channel

QKD transmitter
party

QKD transmitter
party

classical channel

Figure 2 — MDI-QKD protocol

In th¢ MDI-QKD protocol, a middle party assumes the role of receiver party whe eonnects ith the two
trangmitter parties through a quantum channel and a classical channel; the’two transmlitter parties
are also connected via a classical channel (see Figure 2). After a successf0l,QKD session, pnly the two
trangmitter parties know the final key. According to the characteristics.ofIMDI-QKD protogols, the QKD
receiyer party in this case is only expected to follow the protocol spegifieation for keys to b¢ established
corrgctly. However, no security assumptions are made on the receiver’party when proving| the security
of MDI-QKD protocols. Therefore, the implementation module-of-the QKD receiver party is excluded
from|the scope of security evaluation, as described in 6.4.3.

NOTH There are two types of classical channels in MDI€QKD. One is the classical channel cpnnecting the
two QKD transmitter parties, where data over the channél are authenticated depending on the|specific QKD
protofols. The other type includes the two classical channels connecting each QKD transmitter party with the
QKD teceiver party. The latter type is used to transmit.the measurement results of the QKD receri{:/er party, but

messdge authentication is not expected. In other words, it is assumed that the attacker can tamper with the
measfirement results sent from the QKD receiverpa¥rty (via these classical channels) to the transmjtter parties.

QKD transmitter
party

quantum channel quantum channel

receiver QKD receiver

@' party ) classical channel L party

Figure 3 — EB-QKD protocol

In the EB-QKD protocol, a middle party assumes the role of QKD transmitter party, who connects with
each of the two receiver parties via a quantum channel, and the two receiver parties are again connected
via a classical channel (see Figure 3). After a successful QKD session, only the two QKD receiver parties
know the final key. According to the characteristics of EB-QKD protocols, the transmitter party in this
case is only expected to follow the protocol specification for keys to be established correctly. However,
no security assumptions are made on the transmitter party when proving the security of EB-QKD
protocols. Therefore, the implementation module of the transmitter party is excluded from the scope of
security evaluation, as detailed in 6.4.3.

Moreover, in some implementations, the role of the middle party and one of the other two parties may
be merged into a single party. In this case, the author of a PP or an ST shall take into account the level of
integration to ensure that the overall security is ensured. Specially, where a component that requires
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evaluation is combined into a module with a component that does not normally require evaluation, the
method of segregation shall be made clear and distinct in the PP or ST and TOE definition.

EXAMPLE For EB-QKD, the QKD transmitter party and one of the two QKD receiver parties can be
implemented in the same module.

6 Implementation modules of QKD protocols

6.1 General

In this docus
a QKD protd
short) and a

Generally, th
adversarial
threat agent]
to physically

col are hereinafter referred to as a QKD transmitter module (or tran
QKD receiver module (or receiver module for short), respectively.

smitter modu

e security model of a QKD protocol assumes that the threat agents would“only co
hctions over the quantum channel and the classical channel. In practice\however,

s are allowed to remotely access the computation devices via network’interfaces, or
r approach the computation devices and invade into their hardware,-critical inform

about the cdgmputation can potentially leak to the threat agents and render the security statem

the security

NOTE Fo
information vj
etc.). These sg
The evaluatid
be reduced W
Clause 7 (esp4

From the pe
narrowed S
IT-related a
ISO/IEC 154
It aims to d
implementat

The ISO/IEC

a) Which a
address
b) WhatIT
the secy

modules

How is i

c)

model no longer valid.

hduct
when
even
ation
ent of

ata or

I physical reasons, the operation of IT devices offers threat agents-the possibility to extract d
ia side channels (for example, by measurements on power conswnption, electromagnetic ema

here environmental assumptions can remove some-side channel considerations, as descri
bcially 7.2 and 7.4.2) in detail.

spective of practical security, the gap between the security model and the practice ¢
mewhat by introducing reasonable environmental assumptions or employing part
nd non-IT related security controls.}An evaluation of a QKD module according t
D8 series therefore aims to determifite whether a practical security level has been achi
emonstrate that there are no_potential gaps between a QKD protocol and a pra
ion that can be exploited by arattacker with the strength assumed.

23837 series aims to answert the following three questions:

ssumptions on the operational environment should be made and what threats shoy
bd from the perspective of practical security? (see Clause 7)

related security controls should be employed to address the identified threats and ac
rity objectives, or specifically what security requirements should be imposed upon
? (see Clause 9)

[ possible to validate that the security controls and the core functionality of QKD mo

have beg¢

ation

-called side channel attacks are usually considered during the evaluation of cryptographic mojdules.
n of side channel leakage of the QKD modules usually‘requires lots of efforts. These efforfs can

ed in

an be
cular
o the
eved.

ctical

1d be

hieve
QKD

dules

b implemented correctly in the product? (see ISO/IEC 23837-2)

To better understand these questions, the external interfaces of a typical QKD module are illustrated
in 6.2, and then the internal components that make up a typical QKD system are analysed in 6.3. On the
basis of this description, 6.4 describes a general definition of the scope of a TOE and its TSF. Finally, 6.5
describes a general working flow of the QKD system.

10
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6.2 External interfaces of QKD modules

6.2.1 General

A generic description of the external interfaces of a QKD module is illustrated in Figure 4. The
generalized QKD module shown in Figure 4 can be the instantiation of either a QKD transmitter party
or a QKD receiver party, depending on the architecture of the specific protocol.

NOTE1 A more complete description of QKD modules is shown in ETSI GS QKD 011[12],

( kev manager w

(KM)
key management
interface classical chamnel
interface
QKD module
control and management quantum channel
interface interface

Figure 4 — The external interfacesof a generic QKD module

In adfdition to the interfaces connecting the quantiim channel and classical channel, a QYD module is
required to have some auxiliary interfaces to support the operation of QKD functions, [including an
interface for the operator to control and manage the functionality of the QKD module (i.g. the control
and ranagement interface), and an interface for the QKD module to interact with an external KM to
uplodd final keys (i.e. the key managemefit interface).

NOTH2 Depending on the implementation strategy, the pre-shared key used for the QKD authg¢ntication key
can b¢ downloaded from the KM, or manually entered into the QKD module through the control and management
interfpce directly.

The dlassical channel interface allows a QKD module to exchange messages with a counterpart module
via clpssical signals and-to*perform post-processing procedure etc. From this point of view, the interface
is nof particularly unique compared to the case of conventional network devices, so 6.2.2 to 6.2.4
provide analysis ofithe quantum channel interface and the auxiliary interfaces.

6.2.2| Thequantum channel interface

Althdugh the quantum channel can be a single-mode fibre, a multi-mode optical fibre, or|a free-space
channely the quantum channel interface is recommended onlv to propagate ]ighf entering he interface
in a single lateral optical mode to components within the QKD module, to avoid potential attacks from
exploiting any multi-mode characteristics of the QKD module. Therefore, in the ISO/IEC 23837 series,
only single-mode optical fibre is considered in the implementation of quantum channel interface.

6.2.3 The control and management interface

a) Depending on the specific implementation, the control and management interface may be used by
the operator to access the QKD module in order to:

— configure system parameters;
— manage audit information;

— update software/hardware packages;

© ISO/IEC 2023 - All rights reserved 11
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— monitor the operation status and handle exceptional events of the QKD module;

— enter the pre-shared key, applied in some specific implementations only.

NOTE For some implementations, the control and management interface can be accessed by the

operator to collect audit information from the QKD module.

b) In practice, authentication-based access control is usually indispensable for QKD modules in order

to manage the accessibility of the interface and protect it from unauthorized system access.

6.2.4 The key management interface

a) Depending on the specific implementation, the key management interface may be regularly iny
by the QKD module to communicate with the KM for:

— uplgading a part of the newly generated final key;

— for some specific implementation strategies, optionally downloading the presshared key
for fhe QKD authentication keys of the first QKD session.

b) In practjce, the interfacing path between the QKD module and the KM may span different in{
networls. The communication over this channel is thus required to be'protected from inform
leakage and tampering. See the security assumption in 7.2 a) and the)exception under 7.2 a)
more defails.

6.3 Intermal structure of QKD modules

6.3.1 General

In practice, implementations of specific QKD protocol§’can be very different. The differences be]
various implementations are mainly in the constituent components, such as photon sources, dete
and modulators as well as those implementing the post-processing procedure. Without lg
generality, the description on the internal structure of QKD modules emphasizes the general aspe|
an abstracted high-level implementation of(QKD protocols, and omits the subtle technical differg
Specifically, b generic structure about thelinternal functional elements within a typical PM-QKD m
is described)as shown in Figure 5.

NOTE THe description about the internal structure of QKD modules can be adjusted to suit QKD pro|
with differenf architectures.

roked
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key management key management

control and management

interface interface interface interface
s N
system control and key key system control and
management — management management — management
component component component component
classical channel
post-processing interface post-processing
component % O component
— signal source detector
quantum channel
rm—— a interface P a ¥ re—— ';r——1
N?’{}G — encoder : isolator : o ______________o : isolator : %%coder : NRBG :
b e — a4 L 4 ‘ L __.L/____J
QKD transmitter QKD receiver
L module ) L module )
Figure 5 — Generic internal structure of a PM-QKD protocol implementatipn

a) The internal structure of the QKD transmitter module and receiver module shown in Figure 5
dorresponds to the PM-QKD scheme shown in Eigtire 1. The components shown in eaﬂr module are
typical of the functional components that makeup such QKD transmitter or receiver njodules.

b) The internal structure of the two transmitter modules of an MDI-QKD protocol is sjmilar to the
transmitter module shown in Figure 5, However, the internal structure of the receiver module is
ifrelevant from a security point of-¥iew and is therefore not considered in this document. See the
analysis of the architecture of MDI=QKD protocols in 5.4.

c) The internal structure of the'two receiver modules of an EB-QKD protocol is similar tq the receiver
module shown in Figure 5:However, the internal structure of the transmitter module|is irrelevant
from a security point of view and is therefore not considered in this document. See tHe analysis of
the architecture of EB<QKD protocols in 5.4.

The division of compoiients lays the foundation for the description of the threat analysig in Clause 7,

the security functional requirements in Clause 9, and the evaluation activities in ISO/IE( 23837-2. In

ordeq to clearlytnderstand the security problems of QKD modules, components in a QKI) module are
grou$ed as two types hereinafter. Specifically, the boxes shown in Figure 5 with a white|background
are igdlentified as conventional network components, while the solid boxes are identified|as quantum
optichl<components. The characteristics of the NRBG component depend upon the implementation, as
explai in63 : o .

It is emphasized that the division of components is only instructive. The components in a QKD module
can be subdivided into more specific elements, and the author of a PP or an ST may choose other ways
to express the structure of the QKD modules.

6.3.2 Components in the QKD transmitter module

a) A generic QKD transmitter module includes a signal source component to produce photons
as required by the implemented QKD protocol. The signal source component may include a
functionality to modify the intensity of the optical signals it emits, and functionality to encode

b)

information.

The photon(s) are transmitted into the encoder component (for protocols in which information is
encoded and where this functionality is not part of the signal source component) to adjust their

© ISO/IEC 2023 - All rights reserved
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d)

f)

g)

14

state for information coding. The information is encoded on a set of the states of the photon(s),
depending on the QKD protocol and the coding scheme, such as specified by the phase, polarization,
or time-bin. The encoder component may include functionality to modify the intensity of the optical
signals.

Some QKD transmitter modules may adopt an isolation component (i.e. isolator) in order to prevent
optical pulses from injecting back into the transmitter module via the quantum channel. Therefore,
the isolation component is depicted by a dashed box as an optional component. The isolation
component may include a functionality to modify the intensity of the optical signals.

A non- determlmstlc random b1t generator (NRBG) component 1s requlred to randomly choose,
e.g. basis—a - : e 3 BG-can be
realized W1th the conventlonal physmal noise- based schemes as spec1f1ed in ISO/IEC 180 1, or
quantum-principle-based schemes (QRBG). It is regarded as a conventional network component if
a conveitional physical-noise-based design is used in the implementation, and a quantum optical
compongnt if a quantum-principle-based design is employed. Therefore, the NRBG compongnt is
depicted as a half-solid box in Figure 5.

The pogt-processing component handles the post-processing procedure related tasks incliding
sifting, parameter estimation, error correction, and privacy amplification of a QKD session.

In generjal, coordination and management of the system is under the.charge of the system cqntrol
and mapagement component. This component may rely upon a“fimdamental operating system
(whichrfually is in the form of an embedded chip-based system)to support the control furlction

(including flow control functions of raw data generation and post-processing procedures) arld the

followinjg administrative services for the operation of the QKD module:

— audit of operational events;
— operator identification/authentication;

— accdss control of security-related information (as described in the description of assets in 7.3),
whifh may rely upon the fundamental gperating system to be effective;

— configuration and management ef_system parameters related to role management, gccess
control, life cycle control of the*QKD module etc., in which all configurations permitted hy the
systlem control and management component shall allow the module to produce secure| final
keys. A PP or an ST should provide a detailed description of the life cycle of the TOE anld the
diff¢rent roles or users.in.each phase of it, such that the security requirements during eag¢h life
cycle phase can be clearly understood. A PP or an ST should also describe the conditionss and
profection means that trigger or release the transition from one phase to the next;

— system debugging;

— firnfwarefsoftware update.

NOTE 1 | “\The life cycle of a QKD module, like a common IT product, is composed of a high-level of ghases
including for example the design phase, development phase, pre-operation phase, operation phase and
maintenance phase, spanning the life of the QKD module from the definition of its requirements to the
termination of its use. When shifting from one phase to a new phase, a QKD module is expected to be
configured appropriately to ensure its security. This can be controlled by the manufacturer or operator.

The purpose of the key management component is to realize the key management interface of a
QKD module to communicate with an external KM, and the key management function for keying
material (as defined in 7.3) inside the QKD module. In detail, the key management component is
expected to:

— upload a part of the newly generated final key from the QKD module to the external KM;

— optionally download the pre-shared key (from the external KM) used for the QKD authentication
key of the first QKD session;
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— store the pre-shared key and a part of the newly generated final keys for message authentication;

— ensure the confidentiality and integrity of the key uploading and downloading processes;

— destroy keying material that is no longer needed.

This document specifies key access and destruction functions inside the QKD module, but leaves
other potentially required functions of the key management, such as key derivation and storage, to be
specified in a PP or an ST. Moreover, the specification of the key management function of the external
KM is out of the scope of this document.

NOTE

2

In practice, the security related to key access is mainly ensured by the access control mechanism

of the
contr
use it
contr

systein control and management component, or by the key management component itself.

6.3.3

The i
with

a)

= = e

b)

Q. = O O =

6.4

6.4.1

Basedl on the structural@nalysis of a typical QKD module, it is possible to define a common
ionality (TSF) and the scope of TOE for security evaluation of QKD modules, even if the QKD

funct
protd

6.4.2

Rega

QKD module. Specifically, the accessibility of the QKD authentication Key can be restricted
bl mechanism, such that only privileged processes (such as for post-processing procedure)
The access to final key or keying material can also be restricted to only privileged prokéesSes
bl mechanism. Furthermore, the access control mechanism related to key access,carvbe re

Components in the QKD receiver module

hternal construction of the QKD receiver module is similar to that.of the QKD transm
the main differences being:

he decoder and detector components in the receiver module shall decode signals en

solation component in the receiver module strongly attenuates optical pulses inside
hodule before they can exit the QKD receiver moddleto the quantum channel.

he NRBG block of the drawing in Figure 5 canrbe implemented by a passive beam spl
f a real NRBG. In either case, the implementation provides the function of rand
f the decoding basis, and evaluation activities should always be performed to c
mperfections of the implementation. For that reason, the NRBG block is defined as

rawn with dashed lines.

TOE scope for QKD modules

General

col architectures and implementation strategies are diverse in reality.

Definition of the TSF

rding-the definition of the TSF, a set of common functions of QKD modules can be fq

by the access
can access or
by the access
alized by the

tter module,

roded by the

ignal source and encoder components in the transmitter module to which it is copnected. The

the receiver

itter instead
m selection
eck for any
bptional and

['OE security

rmalized by

consi

dering the role of the components described in 6.3. Generally, the TSF shall at least

omprise the

following three types of functions, and each type is composed of concrete functions as detailed below.

a)

Quantum key distribution function (FUN_QKD), mainly includes the functions of raw data

generation and post-processing procedures. In addition, the QKD modules of a QKD system may
implement a parameter adjustment procedure in the raw data generation function.

b)

System control and management function (FUN_SCM), implemented by the corresponding

component of control and management of the QKD modules, mainly includes the flow control
function and relevant management services listed in 6.3.

Key management function (FUN_KM), implemented by the key management component in the QKD

modules to realize the functions of key uploading and downloading between the QKD modules and
their relevant KMs, and key destruction as listed in 6.3.
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Generally, the above listed three types of functions cover the most fundamental functionality of QKD
modules. It means, without considering system exceptions and attacks, the QKD modules can be
operated to generate the final key so long as those functions are correctly implemented. However,
from the viewpoint of practical security, components within a QKD module can contain vulnerabilities,
which can potentially be discovered after deployment as the attack methods evolve over the time.
Attacks are conducted via the external interfaces of the QKD module, therefore the QKD module shall
protect itself from intrusion and exploitation of vulnerabilities via its external interfaces, and it thus

shall additio

nally include:

d) Self-protection function (FUN_SP), protects the TSF itself from attacks. This mainly involves the
protection functions aiming to resist side channel attacks via the quantum channel, the self-testing

functior

It is noted th
scope of TS
strategy. Th
author of a

collected ab

NOTE Th
data generati
ensures the ¢
the self-testin
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at not all of the specific functions can be clearly listed in this document, since the, con
F can only be well identified by considering the specific protocols and implement
erefore, this document mainly provides a generic description of the definition of TSI
PP or an ST shall formalize the concrete definition of the TSF when more informat
ut the implementation.

e parameter adjustment function of QKD modules is assigned in this dgcument as a part of tH
bn procedure. Nevertheless, the adjustment is logically a part of thetself-protection functior
brrect function of the QKD module. In addition, the parameter adjustment function is not a
g function, as described in the security functional requirements-of FPT_TST.1 in 9.2.22 ang

6.4.3 Defi

Although it

is in fact thg
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principle ing
FUN_SP. The
by the QKD 5
the external

In this way,
the architect
a) Regardi
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implemd
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b) Regardi
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nition of the TOE

s hard to give the concrete scope of the TOEfor a QKD system in this document (3
role of a PP or an ST), a general scope of<FOE for a QKD system can be establish
pll the necessary functions described in-64.2. In short, the TOE in this document sh
lude all of the components that realize the functions of FUN_QKD, FUN_SCM, FUN_K)

ystem for proper operation. However, the TOE includes the implementation compone
interfaces that connect with theé)quantum channel and the classical channel.

the TOE defined above is.a‘distributed one. Specifically, the definition of TOE is relat
ure of the implemented protocols.

hg the case of PM-QKD protocols, the TOE incorporates the separated two mo
nding to the QKD-transmitter party and QKD receiver party respectively, and the rel
ntation components of external interfaces as shown in Figure 4. Therefore, a TOE d¢
le only the-individual QKD transmitter module or receiver module is not supported &
23837 serjes.

hg the case of MDI-QKD protocols, the TOE incorporates the two transmitter mo

tc.
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TOE does not include the quantumsehannel and classic channel even if they are required

nts of

ed to

dules
bvant
fined
y the

dules
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implementation components of the external interfaces of the two modules. The req

module, Th ThiS case, 1s not included In the scope of the TOE. This 1S because the receiver module,
though indispensable for the proper execution of the QKD functionality of MDI-QKD protocols, is
not required to be trusted for the security of the QKD system.

Regarding the case of EB-QKD protocols, the TOE incorporates the two receiver modules and

the implementation components of the external interfaces of the two modules. The transmitter
module, in this case, is not included in the scope of the TOE. This is because the transmitter module,
though indispensable for the proper execution of the QKD functionality of EB-QKD protocols, is not
required to be trusted for the security of the QKD system.
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NOTE1 The above definition of TOE excludes the receiver module in MDI-QKD and the transmitter module in
EB-QKD from the scope of security evaluation. Passing the security evaluation provides the simplification that
the TOE can be deployed with any correctly functioning receiver module and transmitter module in MDI-QKD
protocols and EB-QKD protocols, respectively. This definition does not deny other cases in which those modules
are also expected incorporated into the TOE, e.g. the developer and evaluator can treat them as a non-TSF part of
the TOE.

NOTE 2  For some specific implementation strategies, a few components shown in Figure 5 are claimed as
optional. If those components are not implemented in the QKD module, they do not exist to be part of the TOE.
For example, if there is no NRBG in the implementation of the QKD receiver module, e.g. a passive beam splitter is
employed to realize the same function, an NRBG does not exist to be a part of the TOE.

6.5 |General working flow of QKD modules

The working flow of a QKD module that participates in forming a QKD systenrymay generally be

descijibed as comprising three stages:

a) age one: initialization stage. In this stage, each QKD module of the' QKD system bootstraps,
ipitializes itself, and performs start-up tests of its major functionaly;:components, [such as the

yptographic component, its software and firmware integrity and, ifipart of the TOE, of the NRBG.
oreover, for some implementations, a mutual authentication procedure between the QKD modules
f the QKD system can be required before proceeding to the raw.data generation stagg.
b) age two: raw data generation stage. In this stage, quantum signals are transmitfed over the
uantum channel and detected by the legitimate parties'to generate raw data, i.e. coprelated data
ith noise. The QKD modules of the QKD system may.adjust certain parameters under| appropriate
restrictions during the raw data generation stage-fo ensure stable and secure operatidn.

) age three: post-processing stage. In this stage;’a post-processing protocol is implemlented on the
rpw data to generate a shorter symmetric key, which is the final key. In detail, the pogt-processing
stage generally includes four sub-stagesS: sifting, parameter estimation, error cofrection and
drivacy amplification, as described in 5.2 b).

NOTE Stage two and stage three correspond to the implementation of procedure one and profedure two of

the ggneric QKD protocol shown in 5.2y fespectively.

7 S§ecurity problems analysis of QKD modules

7.1 |General

This glause intends'to provide a basis for the development of a security problem definition|in a PP or an

ST fof QKD modules. Due to the diversity of implementation strategies of QKD modules, this document

mainly addresses those security problems which are common to various QKD impl¢mentations.

Secufity problems going beyond the general cases are not addressed in this document.

7.2 and:\73 form the hasis for the subsequent threat analysisin 74 and 75 Qppr‘ifirally the threats

caused by the vulnerabilities of QKD modules are described as two types of threats, according to the
component division method in 6.3; namely, threats related to conventional network components and
threats related to quantum optical components.

NOTE

The division does not remove the possibility that an actual attack upon QKD modules c

leverage vulnerabilities across both types of components.

7.2

Security assumptions

an attempt to

Theoretically, a QKD protocol can establish keys with a security claim that does not depend upon the
computational power of an adversary under the assumptions made by the security proof model of the
QKD protocol. However, as far as practical security is concerned, those assumptions are expected to be
translated accordingly. Specifically, some of the assumptions made in the security proof model can be
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translated into security functional requirements, which shall be realized with some mechanisms and
validated during the evaluation of QKD modules. Some other assumptions made in the security proof
model, however, shall be reserved and translated into assumptions on the operational environment,
which are necessary for QKD modules to work properly in specific settings but will not be validated
during the QKD security evaluation. In more detail, the assumptions on the operational environment of
QKD modules include at least the following three aspects:

a) The QKD module is physically protected in its operational environment:

b)

18

1y

2)

3)

The TOE is assumed to operate in a protected environment such that any threat agents cannot
approach the QKD module, and a minimum geographlcal dlstance between them is enforced
sect S G ption
oves the p0551b1hty that the TOE is sub]ect to physwal securlty invasive and partla] non-
sive attacks that compromise the security and/or interfere with the device’s, physical
intefconnections and correct operation. As such, the ISO/IEC 23837 series does notlinclude the
irements on physical tampering protection and resistance to some kinds of*side channel
ks. See 7.4.2 for those side channel attacks that are (or not) considered in,this document.

NOT[E 1 In other words, the TOE itself is not expected to defend against physical accesfs that

4 assumption is not meant to remove the possible threats via-the’external interfaces o the
module. For example, in some use-cases, a QKD module and-an external KM connected to
it arje located within a physically protected environment where the channel between thiem is
profected at a same security level as well, so the environient can guarantee the securfity of
communications over the channel. In other use-cases,hewever, the channel is not protected at
the pame security level, and internal adversaries (i.e threat agents inside the organization) can
eavé¢sdrop upon or tamper with the communications over it. Consequently, countermeagures
shouild be adopted to protect the communications over it. Though the first scenario is jmore
common in practice, this document from a pragmatic view intends to relax the assumjption
on physical protection of the whole TOE. That is, only the QKD module (excluding its ngernal
interfaces) is assumed to be physically protected by the operational environment, but rgmote
at agents can connect to its extermal interfaces to conduct adverse actions. This strptegy
is ldgical since a TOE that is secufe in an environment with weaker assumptions wil| also
decure in an environment with stronger assumptions, but the reverse is not always|true.

profection of communications over the key management interface, as well as the contrql and
marfagement interface, See: SFRs FCS_COP.1, FDP_ITC.1, FIA_UAU.2, FPT_ITC.1 and FPT[ITI.1
details. The authorefa PP or an ST can strengthen the assumption by assuming that th¢ QKD
module and its external interfaces are both protected in a physically protected environment.
In this case, some of the SFRs (on the protection of communications over the key managgment
interface as well'as the control and management interface) are not necessary anymore| This

NOTE 2 By adoption of the weaker assumption on the environment, the tolerable computing
ervof the threat agents is analysed as follows. First, due to the security proof model of QKD
protocols, the computing power of the threat agent over the quantum channel interface and the classical
channel interface can be unbounded, meaning that it is only limited by the laws of quantum mechanics.
On the other hand, the computing power of the threat agents over the key management interface as well
as the control and management interface are assumed to be bounded, which means that the security
mechanisms protected with the computational security can be applied to protect these interfaces when
considering internal adversaries.

The author of a PP or an ST shall not remove or reduce this assumption (or a part of it) unless
specific mechanisms or components to address physical security attacks are implemented in
the TOE. See 10.2 a) 1) for more information.

Operators are trusted. It is assumed that operators of the TOE (including system administrator,
auditor or any other legitimate roles operating the TOE) act in the best interests of the security
of the organization, which includes being appropriately trained, following a security policy, and
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adhering to user guidance. It is also assumed that the administrators follow specific

guidance to

run the system configuration and the update of firmware and software regularly, in response to the
release of patches or product updates due to known vulnerabilities and technical improvements.

It is assumed that the pre-shared key is confidential and randomly generated before it is input into

the QKD module.

7.3 Assets analysis

Some data and functionality inside a QKD module shall be protected from leakage or damage in order
to ensure the security of the QKD module. For the general QKD module defined in this document, the

assetf are identified In following IISt. HOWEVeT, the Concrete 1St of assets defined in a bP
only

a)

he supplemented according to the specific implementation of the QKD module.

Hinal key output from the implementation of QKD protocols. To ensure the seeurity
Key, all the relevant security-related information shall also be treated as individug
drotected from leakage or damage throughout a defined life cycle. In greater detail:

1) The keying material includes:

— the raw data, sifted data, error corrected data produced during the executio
system;

— the QKD authentication key for message authentication over the classical char

— the keys used for the confidentiality and integrity protection of communicati
the KM and the QKD module for finalnkey uploading (and optionally prg
downloading).

Van)

)JKD protocols assume that parts of the raw data, sifted data, and error corrected
nown by a threat agent following quaitum state transmission and that parts can
uring post-processing stage. Howevety such anticipated leakages and disclosures a
uring parameter estimation to enable appropriate privacy amplification to be p
enerate the final key. Assets shall be protected according to the appropriate attack p
ny other leakage or damage.

Lo oo =

jary

sifting step (thus siftedudata) is not necessary in some CV-QKD protocols using
reasurements.

2) The user authéntication data includes passwords, PINs, credentials and relevant
authentication of the operator.
3) Othersecurity-related information includes audited events, audit data, control and

information communicated via the control and management interface, and other
that support the security of the TOE.

or an ST can

of the final
| assets and

h of the QKD

nel;

bns between
-shared key

data can be
be disclosed
e estimated
erformed to
tential from

heterodyne

Hata for user

management
information

The final key, keying material, authentication data and the relevant security-related

information

are recognized as a part of the TSF data of the TOE.

b) The functionalities of QKD modules that must be protected from misuse by illegitimate users.

7.4 Threats to conventional network components

7.4.1 Overview

As a particular type of network device, QKD modules are potentially vulnerable to attacks similar to
conventional network devices. Any significant vulnerability hidden in QKD modules can potentially
attract practical attacks from the perspective of cryptographic engineering practice. A closer look
at the structure of a typical QKD module can potentially reveal ways that threat agents can conduct
adverse actions via the network interfaces of the module, changing the operational environment or
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even probing the circuit of internal chips of the device (considering network-based attacks, side channel
attacks and physical tampering attacks, for example). Specifically, threat agents can use various
strategies to compromise the assets by circumventing the access control mechanism, breaking the
message authentication scheme or abusing the maintenance functions of the QKD module. The diversity
of attack paths makes it difficult to list all possible threats to QKD modules, but from a practical point
of view, the following threats cited in 7.4.2 shall be addressed by QKD modules and their operational
environment through either IT-related controls, or non-IT controls (such as environmental protections
or organizational procedures/policies).

7.4.2 Threats from the perspective of network-based classical attacks

The descripfion of threats for network devices, given in the collaborative Protection Profile for
Network Deices[14], can be referred to as part of a threat analysis for QKD modules. ConvVentional
network-baged attacks are mainly conducted via the classical external interfaces of QKD module} (see
6.2), including the control and management interface, the key management interface and the clapsical
channel interface. These attacks can be performed at a remote distance, where the threat agents are
not required to approximate the TOE or physically get hold of the TOE. For conveniénce, the threats
considered in this document are roughly grouped according to the relationshipZof attack pathf and

presented inlalphabetical order.

NOTE THe threats listed below are not intended to be a complete list_ of\dll possible threats td QKD
modules, but feflect the current academic and industrial understandings on the security of network devicg¢s and
QKD moduleg. In addition, the identified threats can have dependencies on-each other. As threats are upually
implemented by threat agent constructed attack paths, they can interact and interface with each other. Hoyever,

compromising the assets of a QKD module is the common objective ofdll the identified threats.

a)

b)

d)

20

Audit circumvention. As a particular type of network dévice, a QKD module is required to prpvide
a system audit function to the administrators. This function should provide either the option to
monitor| the system execution status or the option“to exploit recorded audit data. Howevej, the
audit imjplementation can potentially include faults’that enable the threat agents to access, by[pass,
or modify the audit data or audit functionality without having administrator privileges and without
alertingjan administrator. The circumvention,of the audit function further enables the threat alEents
to compfomise the assets of a QKD module without an administrator noticing that the module has
been cofnpromised.

Cryptographic vulnerability expleitation. A QKD module employs cryptographic mechapisms
to realize its core functionality,/especially the functions related to post-processing proc¢dure
(includipg at least the messdge ‘authentication and privacy amplification functions), key uplopding
to the relevant KM after arSuecessful QKD session, and user authentication before login into thg QKD
module,|etc. Threat agénts can attempt to compromise a QKD module and its assets by explpiting
any hidden vulnerabilities in cryptographic algorithms, or the design and implementation ¢f the
cryptographic protocols and procedures.

Failure ¢xplpitation. During the operation phase of a QKD module, various failures can occyir for
several possible reasons, lncludlng errors in the TOE, instability of the operational environment
pply),
interference with communlcatlons over the quantum channel and/or classmal channel conducted
by the threat agents, attacks by threat agents exploiting unknown and hidden vulnerabilities in the
TOE. It is important for the QKD module to preserve a secure state if a failure occurs, otherwise
threat agents can exploit an achieved failure state to compromise the assets of the targeted QKD
module.

Function abuse. During the development, pre-operation, operation and maintenance phases of
the life cycle of a QKD module, some functions related to testing, debugging or management may
be required to facilitate the development or administration purpose. These functions shall be
managed well (including removing or locking them after life cycle phases transition) during the
whole life cycle of the TOE. Otherwise, threat agents can abuse those functions to compromise the
assets of the targeted QKD module.
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Physical security violation. A QKD module should be protected from invasive and non-invasive
physical attacks. The following discusses an excerpt of restricted physical attacks and should be
completed for a concrete QKD implementation:

A physical invasive attack results in a physical alteration of the QKD module. This class of
attack is excluded from the scope of this document as it is assumed that the QKD module is
appropriately protected by its operational environment in this document [see 7.2 a)].

Some physical non-invasive attacks require the attack threat agent close enough to the QKD
module, for example to induce faults or conduct simple/differential power or electromagnetic
attacks. These attacks are also excluded from the discussion as it is assumed that the QKD

module is annronriately nrotected by its opnerational environment Isee 7.2 311
138 G A 4 ) g T ey

This document only considers remotely exploitable physical non-invasive attack
be conducted outside of the boundary of physical protection or even over dlong d
the QKD module (namely remotely exploitable physical attacks), such ds.timing
ISO/IEC TS 30104:2015, 9.2), cache-timing attacks or any other attacks not req
contact with the QKD module to retrieve exploitable side-channel infermation.

Handomness defect exploitation. Random bit strings are used ina QKD module for t
urposes:

o}

- random encoding of the quantum state;
—+ random selection of the measurement basis;

random selection of bits for error estimation;

random selection of the universal-hashingfunction for privacy amplification;

random assignment to handle the double-click events;

acting as the nonce for user authentication (e.g. the challenge-response based prof

- other purposes for post-processing procedure.

he NRBG in a QKD module-is important to maintain the secure state of operat
eficiencies in the output\of the NRBG can be exploited by threat agents to predic
etrieve information, in order to harm the above listed functions and compromise the
OE.

= = Q.

esidual data mistuse. A QKD module is expected to handle security-related inforn
ssential part'of producing final keys and maintaining its secure state. For security
alidity pefied of parameters and information should be limited to a reasonable durat
bords, after a specified timescale, they shall be deleted in a timely and irreversible 1
he QKD module. Otherwise, if threat agents penetrate a QKD module they can potenf
r.fecover the parameters and information to compromise historical assets of the t

O o < < D

s, which can
istance from
attacks (see
hiring direct

he following

ocols);

on. Entropy
t or directly
assets of the

hation as an
reasons, the
ion. In other
nanner from
ially extract
irgeted QKD

hoaduala

TOCoTes

Unauthorized access. Access to the management and maintenance functions of a QKD module

requires appropriate secure access control mechanisms to be in place. Threat agents

can attempt

to exploit possible design and implementation vulnerabilities of the access control mechanisms by:

other privileged operators;

applying stolen or in other ways procured credentials to circumvent the ac
mechanism as an administrator or any other privileged operators;
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modules into forming a QKD system and executing QKD sessions with it.

(for some possible implementations) masquerading as a valid QKD module to trick other QKD

All of the above enable the threat agent to retrieve unauthorized information and compromise the
assets of the QKD module.

EXAMPLE

A QKD module can require user authentication before logging into the system, and can potentially
operate access control mechanisms at the system-level to control any access to an asset. Especially, the plaintext
of final keys is by design made inaccessible to any operator, even to the administrators.

7.5 Threats to quantum optical components

7.5.1 Overview

To better analyse the threats related to exploiting the security vulnerabilities of quantum o
components| of QKD modules, active and passive vulnerabilities are considered swhich gen
correspond fo two different adversarial strategies of the threat agents. Active vulnerabilities are ddg

as leakage o
tampering a
coming fronj
intensity fly|
devoted to a

information caused by an active type of attacks, such as a Trojan horse attack, a s

tack, or a blinding attack. Passive vulnerabilities comprise the side-channel vulnerab
the imperfections of the optical components, such as imperfect.state modulation,
rtuations, and detection efficiency mismatch of single-photonndétectors. The follow
halysing these vulnerabilities in detail.

ptical
erally
fined
burce
lities
pulse
ing is

NOTE A more comprehensive survey of attacks on QKD systems can bé.found in the ETSI White Paper pn the
Implementatipn Security of Quantum Cryptography[13],
7.5.2 Threats exploiting optical source flaws

Threat agen|
signal sourc
threats may

EXAMPLE

s can attempt to exploit the vulnerabilities of quantum optical components (incl
e and encoder) of the QKD transmitter;module to compromise the final key. This cl
relate to the QKD transmitter moduleof both the PM-QKD protocol and MDI-QKD pro

In a DV-QKD module, the phase-of* each signal pulse is typically supposed to be unif]

randomized, put in practice, this cannot be achiéved in all cases. Where not achieved, the threat agents can

partially dist
phase space.
source tampe
source.

7.5.3 Thry

Threat agen

nguish the quantum states prepared by the QKD transmitter module by measuring these stz
Dther attacks to achieve thethreat have also been discovered based on the flaws of source, s
ring attack, Trojan-horse attack, imperfect state preparation and un-randomization phase of

pats exploiting optical detection vulnerabilities

's can attempt to exploit the vulnerabilities of one or more quantum optical compo

(including the decoder'and detector) of the QKD receiver module. If successful, this can poten

enable them
either a PM-

EXAMPLE

to comipromise the final key. This type of threat can be to a QKD receiver module opef
DKD'protocol or some EB-QKD protocols.

iding
hss of
tocol.

prmly
try to
tesin
ich as
signal

nents
tially
ating

It is known that two single-photon detectors are used in most QKD receiver modules, but it is

difficult to perfectly match the two single-photon detectors in any degree of freedom, e.g. time, frequency, and
polarization. Then, based on the mismatch of the single-photon detectors, it is possible for the threat agents
to totally or partially control the click of the single-photon detector by controlling the parameters of the input
quantum state. Other attacks have also been discovered based on the flaws of detection, such as a blinding attack,
faked state attack, dead-time attack and wavelength attack.

7.5.4 Threats exploiting parameter adjustment vulnerabilities

Threat agents can attempt to exploit any vulnerabilities hidden in the implementation of the parameter
adjustment procedure. This type of situation involves the threat agent managing to deceive the QKD
modules to operate as if the QKD system were in a safe state, when this is not the case. If successful, this
can lead to a compromise of the final key generated by the QKD modules. This type of threat can be to
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either a QKD transmitter or a receiver module operating a PM-QKD protocol, or to a transmitter module
operating an MDI-QKD protocol, or to a receiver module operating an EB-QKD protocol.

EXAMPLE

Before or during a QKD session, it is expected that the QKD transmitter module and the receiver

module can adjust the parameters of their system, such that the timing of single-photon detectors match the
arrival time of the quantum state. Threat agents can try to actively change the timing of the different signals used
to adjust the time of the different single-photon detectors. If successful, an active time-mismatch vulnerability

could

have been introduced.

8 Extended security functional components for QKD implementation

8.1

Gene
to de
funct
addré
shall

The s
to sp
(or m
achie
trust
comp
funct
ared

8.2
8.2.1

8.2.1

This
QKD
inclu
corre

This

established securely by a QKD protocol.

8.2.1

General

rally, the standardized security functional components defined in ISO/IEC 15408-2

ss all of the special characteristics of QKD modules, extended secufity’ functional
be defined.

tandardized security functional class FTP (Trusted path/chaniels) in ISO/IEC 15408

ve a similar goal (by noting that the final key generatediby QKD protocols can be usec

bscribed in 8.2.

Quantum Kkey distribution (FTPZQKD)

1 Family behaviour

amily defines requirements for the key establishment between the QKD modules in a
cystem. This means that the QKD modules involved implement the same QKD protoco
les requirements~for the implementation of raw data generation and post-proces
sponding to the general working flow of QKD modules described in 6.5.

family should be included whenever there are requirements for cryptographic

2¢, €omponent levelling and description

can be used

scribe the security requirements of QKD modules. However, since the standardized security
ional components cannot be refined or tailored in a straightforward shanner to appropriately

components

-2 is defined

ecify requirements on the establishment of a trusted channelbgtween network-conngcted parties
ore specifically, the TSF and another trusted IT product).-Since QKD protocols can be used to

to establish

channels between the users of the keys), it is appropriate to extend the securitly functional
onents in the class of FTP to cover QKD security~functions. Specifically, the extenfled security
ional components FTP_QKD.1 and FTP_QKD.2 fof)specifying the implementation of QKD protocols

Extended security functional compenents to Class FTP: Trusted path/channels

homogenous
|. The family
sing stages,

keys to be

Figure 6 shows the component levelling for this family.

| FTP_QKD: Quantum key distribution

Figure 6 — FTP_QKD Quantum key distribution

FTP_QKD.1 QKD protocol and raw data generation require symmetric keys to be established in
accordance with a defined protocol involving the transmission and detection of quantum signals. This
includes configurations negotiation and parameter adjustment where needed.

© ISO/IEC 2023 - All rights reserved

23


https://iecnorm.com/api/?name=14ac6174cf01fdbeb5cfe9f7c94f9bea

ISO/IEC 23837-1:2023(E)

FTP_QKD.2 QKD post-processing requires symmetric keys to be securely established by the QKD
modules from the raw data according to the QKD protocol.

8.2.1.3 Management of FTP_QKD.1

The following actions can be considered for the management functions in FMT, including the
management of:

a) the supported protocols of the QKD module;

b) the functional role that the QKD module supports;

c) theruleg for carrying out message authentication;
d) the static parameters required by the QKD module;

e) the available configurations for the QKD module.

8.2.1.4 Mr:]magement of FTP_QKD.2
The followinjg action can be considered for the management functions in FMT:

a) Management of the supported schemes for each sub-procedure of the post-processing procediire.

8.2.1.5 Audit of FTP_QKD.1

The following actions should be auditable if FAU_GEN Security.audit data generation is included in the
PP/ST:

a) Minimal: Failure of raw data generation procedure;

b) Minimal: Failure of a parameter adjustment procedure.

c) Minimal: Identifications of the implementéd QKD protocol.

d) Minimal: Identifications and role of the’communication parties.

e) Basic: Aftempted execution of raw'data generation procedure.

f) Basic: Triggering of a parameter adjustment procedure.

g) Detailed: The static parameters used in the implementation of the QKD protocol.
h) Detailed: The configurations negotiated by the QKD system during the execution.

i) Detailed: The message authentication mechanism chosen for the execution.

j) Detailed:The raw data generated in case of a failed execution of raw data generation procedufe.

NOTE The levels of audit, such as “minimal”, “basic” and “detailed”, are defined by the components of the
security audit data generation (FAU_GEN) family, as described in ISO/IEC 15408-2:2022, 7.1.3.6.

8.2.1.6 Audit of FTP_QKD.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: Failure of a post-processing procedure, including the specific steps during which the
procedure failed.

b) Basic: Attempted execution of a post-processing procedure.
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Basic: The identification of the schemes used in the post-processing procedure for sifting, parameter

estimation, error correction and privacy amplification.

Detailed: The intermediate values related to sifted data, corrected key or final key in case of a failed

execution of post-processing stage.

8.2.1.7 FTP_QKD.1 QKD protocol and raw data generation

Component relationships:

b)

f)

g)

Hierarchical to: No other components.

[Jependencies: FTP_QKD.2 QKD post-processing
HTP_QKD.1.1

= ]

ple(s)].
HTP_QKD.1.2

The TSF shall implement one or more of the following mechanisms: [assignment: ]
message authentication schemes] to authenticate relevant data transmitted over
dhannel, according to the following rules: [assignmeutD list of rules for carry]
duthentication].

HTP_QKD.1.3

—

gdrotocol.

HTP_QKD.1.4

HTP_QKD.1.5

—

he TSF shall negotiate one.of the following protocol configurations between the QKI
he TOE: [assignment: listof configurations] over the classical channel.

—

HTP_QKD.1.6

—

he TSF shall initiate [assignment: list of parameter adjustment procedures] to adjusf
f it, with each'of the assigned parameter adjustment procedures specified as follows:

o

detected failure events], triggered by [assignment: list of other trigger events]];

The TSF shall enforce the following.$tatic protocol options: [assignment: list of optiony].

he TSF shall implement [assignment: QKD protocol] acting as [assigninent: defimed protocol

st of secure
the classical
ing out the

he TSF shall permit [assignment: list of QKD modules of the TOE] to initiate executiop of the QKD

D modules of

parameters

1) Trigger methods: [selection: on demand by an authorized user, triggered by [assignment: list of

LJ P\CDtl ibtiUllD UIl CACLutiUll. [DC}CLtiUll, LhUUDC UIIT Uf. alluvvcd tU 1I'Ull aiulu}taucuu_
session(s), not allowed to run simultaneously with QKD session(s), [assignment:
restrictions]];

3) Parameters to be adjusted: [assignment: list of parameters to be adjusted].

FTP_QKD.1.7

ly with QKD
list of other

During the execution of a parameter adjustment procedure, the TSF shall preserve a secure state.
The TSF shall not execute any parameter adjustment procedure simultaneously with a QKD session,
unless the parameter adjustment procedure is allowed to run simultaneously with QKD session(s).
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h) FTP_QKD.1.8

The TSF shall indicate the status when the TOE is running the following operations: [selection:
key generation, parameter adjustment procedures not allowed to run simultaneously with, or
[assignment: list of other operations]].

i) FTP.QKD.1.9

The TSF shall generate raw data and pass it to the post-processing procedure.

8.2.1.8 FTP_QKD.2 QKD post-processing

Component 1elationships:

Hierarchical to: No other components.

Dependé¢ncies: FTP_QKD.1 QKD protocol and raw data generation
a) FTP.QKD.2.1

The TSF|shall implement the post-processing procedure aligned with the QKD protocol specifjed in
FTP_QKD.1.1.

b) FTP_QKD.2.2

During he post-processing stage, the TSF shall use one of the following mechanisms [assignment:
sifting sthemes] for sifting.

c) FTP_QKD.2.3

During he post-processing stage, the TSF shall use one of the following mechanisms [assignment:
parametfer estimation schemes] for parameter estimation.

d) FTP_QKD.2.4

During he post-processing stage, the TISF shall use one of the following mechanisms [assignment:
error cofrection schemes] for error €orrection.

e) FTP_QKD.2.5

During fhe post-processing:stage, the TSF shall use one of the following mechanisms [assignment:
privacy pmplification schemes] for privacy amplification.

f) FTP_QKD.2.6

During [the post-processing stage, if the chosen error correction scheme does not incljde a
consistency check the TSF shall check the consistency of the relevant keying material betiween
the QKO modules of the TOE after error correction. This integrity check shall use one or m¢re of
the fOll VV;IIS L,Ullbibtcllby \,hCL}\ .)L,hc1uc3. [DC}CLtiUll. CI1VUl LUIICLtiUll DLhClllCD, [(}lbbislllllcll . llSt
of other schemes]]. If an inconsistency is detected the TSF shall [selection: abort the QKD session
without producing a final key, [assignment: list of actions]].

NOTE1 An additional post-processing procedure can be performed after the consistency check, such as
privacy amplification. If the mechanism used to perform the consistency checks involves any potential leak
of information about the key, the potentially disclosed information is expected to be accounted for in the QKD
protocol.

NOTE 2  The consistency check can be a part of the error correction scheme for some implementations.
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8.2.2 User notes
8.2.2.1 FTP_QKD.1 QKD protocol and raw data generation

8.2.2.1.1 User application notes

The security functional component should be used in situations where two parties want t

o establish a

symmetric key with QKD modules. The security functional component gives the flexibility to the author
of a PP or an ST to specify the expected QKD protocol, and the roles that the QKD modules of the TOE
can function as in the protocol Message authentlcatlon is mdlspensable for a complete QKD protocol

but the
the security ob]ectlve of the protocols For the QKD modules 1nvolved in the QKD protoeq
should be commensurate to each other.

The
opergtions in the elements of FTP_QKD.1 may be specific to particular QKD protocols.
it is rfecommended that the author of a PP or an ST iterates FTP_QKD.1 ta)specify the S
QKD |protocol implementation separately. The iteration operation shall -meet the requ
ISO/IEC 15408-2:2022, 8.2.2.

EXAMPLE If a TOE implements two different QKD protocols, the author of a PP or an ST ca

QKD.1 to form two SFRs as follows: FTP_QKD.1/1 QKD protocol and yaw/data generation (Protocd
QKD.1/2 QKD protocol and raw data generation (Protocol 2).

8.2.2{1.2 Assignment operation

esponding to

I, their roles

OE may implement more than one QKD protocol, and some of the assignment and selection

In this case,
FRs for each
lirements in

h iterate FTP_
11), and FTP_

In FTIP_QKD.1.1, the first assignment is intended to:state the QKD protocol that has been implemented

in thg QKD module. The assigned QKD protocol shall'be accompanied with an associated s¢
The decurity proof shall be approved by the responsible evaluation authority. An evaluati
may fake the opinion of a reputable group, stich as a standards developing organization, in
deciding whether to approve a security proof. The second assignment is intended to statq

protcol role(s) of each QKD module inthe TOE, e.g. “QKD transmitter party” and/or “Q

party”

In FTP
QKD protocol uses for the classical channel. The assigned scheme(s) can be secure witho
limiting the computational‘power of an adversary (e.g. based upon families of hash funct
2-Universal) or computationally secure. It should be consistent with the security objective
well gs the rules specified in the second assignment. The assigned authentication rule shall |
with [the implemented QKD protocol. A rule can be “all data traffic over the classical cha
authdgnticated except for [assignment: list of data traffic that is not required to be authenti

In FTIP_QKD:L:3, the assignment is intended to specify the permitted initiator(s) of the Q
which cat be one of the QKD modules of the TOE, or the two modules of it, depending
protdcokand the implementation strategy of the TOE.

curity proof.
on authority
[0 account in
the defined
KD receiver

' QKD.1.2, the first assignment is intended to state the message authentication schene(s) that the

it relying on
ons that are
bf the TOE as
be consistent
nnel shall be
rated]”.

KD protocol,
on the QKD

In FTP_QKD.1.4, if the QKD protocol has static configuration options, the assignment is

intended to

specify the static protocol options for the QKD implementation, such as signal coding methods and

clock frequency for synchronization. The assignment can be “None”, which means the QKD

protocol has

no static configuration options. In this case, the element of the SFR is void, and no evaluation activities

are specified.

In FTP_QKD.1.5, if the execution of QKD protocol is allowed to be customized with some parameters, the

assignment gives the QKD modules the flexibility to negotiate the appropriate configura
proper operation of the QKD modules. The configurations depend on the specific protocol
implemented in the QKD modules and the implementations themselves, such as the time syn

tions for the
chosen to be
chronization

data, heartbeat detection interval, or specific options in terms of the message authentication schemes
or post-processing schemes specified in FTP_QKD.1.2 and FTP_QKD.2 respectively. The assignment can
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be “None”, which means no configurations should be negotiated as per the implementation of the QKD
protocol. In this case, the element of the SFR is void, and no evaluation activities are specified.

In FTP_QKD.1.6, the first assignment is intended to specify all parameter adjustment procedures
implemented by the TOE. The second assignment specifies the failure events that trigger each specific
parameter adjustment procedure. The third assignment specifies additional events (if any) that trigger
each specific parameter adjustment procedure. The fourth assignment specifies additional restrictions
(if any) on the execution of the parameter adjustment procedure, and the fifth assignment specifies the
security-related parameters that are adjusted by the specific parameter adjustment procedure.

In FTP_QKD.1.8, the a551gnment is 1ntended to spemfy addltlonal operatlons (1f any) that shall be
1nd1catedby the QKD mg = : ome

8.2.2.1.3

In FTP_QKD{1.6, the first selection is intended to define the signals or methods-that trigger the
parameter gdjustment procedure, e.g. requested by an authorized user, or in response to a failure
event. The spcond selection is intended to specify the restrictions on the execution of the paraimeter
adjustment procedure, such as whether it is allowed to run simultaneously with QKD session(s)|FTP_
QKD.1.6 givés the author of a PP or an ST the flexibility to specify such\réstrictions, and a secirity-
related justification should be made in an ST and optionally in a PP.

In FTP_QKDJL.8, the selection is intended to specify the operations‘that shall be indicated by thg QKD
modules so the operator can understand the status of the QKD system over time, in order to take timely
actions to dgal with alarms or emergencies. The indication mdy\be recorded in the audit data, or |n the
form of sound, light, etc.

8.2.2.2 FTP_QKD.2 QKD post-processing

Jser application notes

ment should be used to specify the requirements on the post-processing procedure ¢f the
TOE, which |generally includes four sub-procedures: sifting, parameter estimation, error corrgction
and privacy|amplification. For each such sub-procedure, if more than one scheme is implementgd by
the TOE, thg QKD modules should hegotiate the schemes as a part of the protocol configuratiogns as
specified in FTP_QKD.1.5.

If more than|one QKD protogolis implemented in the TOE and different protocols require different{post-
processing grocedures, itds'réecommended that the author of a PP or an ST iterate FTP_QKD.2 to specify
an SFR for the post-processing procedure of each QKD protocol. The iteration operation shall meet the
requirements in ISO/TEC 15408-2:2022, 8.2.2.

EXAMPLE If @ TOE implements two different QKD protocols and the protocols require different| post-
processing prjocedures, the author of a PP or an ST can iterate FTP_QKD.2 to form two SFRs as follows:

— FTP_QKD.2/1 QKD post-processing (protocol 1), with mutual dependencies with FTP_QKD.1/1 QKD protocol
and raw data generation (protocol 1);

— FTP_QKD.2/2 QKD post-processing (protocol 2), with mutual dependencies with FTP_QKD.1/2 QKD protocol
and raw data generation (protocol 2).

A QKD protocol may combine sub-procedures of the post-processing procedure in order to perform
post-processing in a more optimal manner. In such cases the elements in FTP_QKD.2 can be refined or
combined according to Clause 10 and ISO/IEC 15408-2:2022, 8.2.5.
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8.2.2.2.2 Assignment operation

In FTP_QKD.2.2, the assignment is intended to specify the name(s) of the sifting scheme(s), and requires
a detailed description of it in an ST, and optionally in a PP. This assignment shall be aligned with the
QKD protocol assignment in FTP_QKD.1.1.

In FTP_QKD.2.3, the assignment is intended to specify the name(s) of the parameter estimation
scheme(s), and requires a detailed description of it in an ST and optionally in a PP. This assignment shall
be aligned with the QKD protocol assignment in FTP_QKD.1.1.

In FTP QKD 2.4, the 3551gnment is mtended to spec1fy the name(s) of the error correction scheme(s),
andr 1l be aligned
with the QKD protocol a551gnment in FTP_QKD.1. 1

In FTP_QKD.2.5, the assignment is intended to specify the name(s) of the privacy gmplification
scherhe(s), and requires a detailed description of it in an ST and optionally in a PP. This assignment shall
be aligned with the QKD protocol assignment in FTP_QKD.1.1.

In FTP_QKD.2.6, the first assignment is intended to specify the name(s),-of the consif
scherhe(s) of the post-processing procedure, and requires a detailed-description of it i
optiopally in a PP. The consistency check procedure may be implémented as a sub-fuf
error| correction scheme. The second assignment is intended to_speCify the possible acti
TOE performs in case that an inconsistency is detected in the-keying material. Deper
implgmentation, the key pair comparison step can be executedexplicitly or implied in othe
wholg post-processing procedure.

tency check
n an ST and
Iction of the
ons that the
ding on the
r steps of the

8.2.2]12.3 Selection operation

In FT]
imple
actio
to be

used in the
specify the
hre expected

P_QKD.2.6, the first selection is intended to specify the consistency check scheme(s
mentation of the post-processing procedure. The second selection is intended to
s the TOE performs if an inconsistency'in the keying material is detected when they
identical.

9 Security functional requirements for QKD modules

9.1 |[General

This

satisf

thep

and 4

and t
of a H
If thif

clause describes ahaseline set of security functional requirements (SFRs) that a QKD
y (see Table 3 forya'list of the SFRs). The fulfilment of these SFRs is crucial for the TOH
otection against the potential threats analysed in 7.4 and 7.5. Therefore, these SFRs ar
re the basis-for writing PPs and STs. Considering the various implementations of (
heir operational environment however, there are specified conditions in Clause 10 fc
P oran ST to omit or customize the SFRs. This provides enough flexibility for impl

module shall
to maintain
e mandatory
KD modules
r the author
bmentations.
for any SFR

3 applles in a concrete case, the author of a PP or an ST shall prov1de a ]ustlflcatlon

modi
modlflcatlon from the perspectlve of Conformance

iciple of SFR

The SFRs are described in three groups: the requirements on conventional network components (see
9.2), the requirements on the implementation of QKD protocols (see 9.3), and the requirements on
quantum optical components (see 9.4). From the perspective of security functionality, each of the SFRs
can be assigned to one or more specific functions of the TSF, and each function can be realized by either
the conventional network components or the quantum optical components, or a combination of both.
The correspondence between them is described in the third and fourth columns of Table 3, respectively.

To provide sufficient flexibility for the implementation of QKD modules, operations in most of the SFRs
are not completed in this document. When writing a PP or an ST, the completion of each operation of
the SFRs shall meet the requirements in ISO/IEC 15408-1:2022, 8.2 and the relevant requirements on
the usage of the security functional components in ISO/IEC 15408-2. Specifically, for the completion
of assignments and selections in SFRs coming from the standardized security functional components
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in ISO/IEC 15408-2, the relevant principles in ISO/IEC 15408-2 for each of those security functional
components shall be consulted in order to determine if “None” is a valid completion or not. In addition,
the application notes below each SFR provide guidance on the selection of it, and provide more specific
requirements or recommendations for completing it.

Evaluation methods and activities related to the SFRs are specified in ISO/IEC 23837-2. The
ISO/IEC 23837 series provides a general framework for security evaluation of QKD modules under
the framework of ISO/IEC 15408 series, and can be used to facilitate the development of PPs for QKD
modules. Guidance for developing protection profiles for QKD modules is given in Annex A.

Table 3 — Overview of the baseline set of SFRs for QKD modules

Security functional
Subclauge . Security functions Implementation componients
requirements
9.2.1 FAU_GEN.1 FUN_SCM
9.2.2 FCS_CKM.6 FUN_KM
FUN_QKD,
9.2.3 FCS_COP.1 FUN_SCM,
FUN_KM
9.2.4 FCS_RNG.1 FUN_QKD
9.2.5 FDP_ACC.1 FUN_SCM
9.2.6 FDP_ACF.1 FUN_SCM
9.2.7 FDP_IRC.1 FUN_SP
9.2.8 FDP_ITC.1 FUN_SCM
9.29 FIA_UAU.2 FUN_SCM
9.2.10 FIA_UID.1 FUN_SCM Conventional network compo-
9.2.11 FMT_LIM.1 FUNASCM nents
9.2.12 FMT_LIM.2 FUN_SCM
9.2.13 FMT_MSA.1 FUN_SCM
9.2.14 FMT_MTD.1 FUN_SCM
9.2.15 FMT_SMF.1 FUN_SCM
9.2.16 FMT_SMR.1 FUN_SCM
9.2.17 FMT_EMS.1{/Convention FUN_SP
9.2.18 FPT_FLS.1 FUN_SP
9.2.19 FPT/ITC.1 FUN_KM
9.2.20 ERT/ITI.1 FUN_KM
9.2.21 FPT_RCV.2 FUN_SP
9.2.22 FPT_TST.1 FUN_SP
Conventional network com-
9.3.2 FTP_QKD.1 FUN_QKD ponents and quantum optical
components
933 FTP_QKD.2 FUN_QKD r(ig;l;f:ntional network compo-
9.4.2 FPT_EMS.1/Quantum FUN_SP Quantum optical components
Conventional network com-
9.4.3 FPT_PHP.3 FUN_SP ponents and quantum optical
components

w
(=]
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9.2 General requirements for conventional network components in QKD modules

9.2.1 FAU_GEN.1 Audit data generation

9.2.1.1 Requirement

a) FAU_GEN.1.1. The TSF shall be able to generate audit data of the following auditable events:

1) Start-up and shutdown of the audit functions;

2) All auditable events for the [selection, choose one of: minimum, basic, detailed, not specified]
Tevel of audit; and

3) [assignment: other specifically defined auditable events].

b) HAU_GEN.1.2. The TSF shall record within the audit data at least the following information:

1) Date and time of the auditable event, type of event, subject identity (if applicable), and the
outcome (success or failure) of the event; and

2) For each auditable event type, based on the auditable event definitions of thle functional
components included in the PP/ST, [assignment: other audit relevant information].

9.2.1{2 Application note

The §FR specified in 9.2.1.1 is intended to protect QKD .modules from the threat of audit cifcumvention.

In FAU_GEN.1.1, the first selection is intended to spécify the level of audit for different auditable events.

The delection operation shall be completed by the’author of a PP or an ST by taking intg account the

auditpble requirements defined in the chosen SFRs of the PP or ST. The first assignment|in 9.2.1.1 a),

3) is for the author of a PP or an ST to assignr other auditable events considering the implementation

details, which may comprise none, or events of an SFR that are of a higher level than thaf determined

by thp first selection. In this regard, it is\rtecommended that the author of a PP or an ST corsider events
relat¢d to the following actions or states:

— Account login: including accouint name, login time, logout time, as well as account name and time
when the number of consegutive login failures for an account exceeds a threshold valug specified by
the author of a PP or an' ST.

— User operation: jncluding all the operation records and operation time of the account.

— System self-test:'including tests performed, time of test and test outcome.

— SYystem failure: including error status and failure time when an operational fault occurys.

In FAU_GEN.1.2, the assignment shall be completed by the author of a PP or an ST if more apidit-relevant

information is required for audit, otherwise “None” is assigned.

9.2.2 FCS_CKM.6 Timing and event of cryptographic key destruction

9.2.2.1 Requirement

a) FCS_CKM.6.1. The TSF shall destroy [assignment: list of cryptographic keys (including keying
material)] when [selection: no longer needed, (assignment: other circumstances for key or keying
material destruction)].

b) FCS_CKM.6.2. The TSF shall destroy cryptographic keys and keying material specified by FCS_

CKM.6.1 in accordance with some specified cryptographic key destruction methods [assignment:
cryptographic key destruction methods] that meet the following: [assignment: list of standards].
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9.2.2.2 Application note

The SFR specified in 9.2.2.1 is intended to protect QKD modules from the threat of residual data misuse.

In FCS_CKM.6.1, the first assignment includes cryptographic keys and keying material used or generated
during the execution of the TOE. Depending on different situations, it is recommended that the two
assignments are made according to the first column of Table 4.

Table 4 — Assignment of FCS_CKM.6.1

Cryptographic keys .
Circumstances

(ifrcTuding Keying material)

Raw data, sif]

Device decommissioning, or a specific system failure v
occurs at the time when the keying material is being usq
during the execution of the QKD protocol.

Led data, error corrected data

ent
d

Uploaded pat

After the part has been successfully uploaded to the relg
KM, or a specific system failure event oc¢urs during a kg
upload.

t of the final key

tvant
y

QKD authent

Device decommissioning, or the kéyjhas been consumed
arecent communication, or a specific system failure eve
occurs at the time when the/key'is being used.

cation key

for
nt

In FCS_CKM
the methods
with an unr
reference to
the cryptogi
correspondi
may be dest

6.2, the author of a PP or an ST shall assign at least oneWvalue to the first assignme

of cryptographic key destruction, which may includé, for example, a direct overw
blated constant value or a random pattern to the key variable, or invalidating the or
the key. The second assignment specifies the corrésponding standard(s) which desqd
aphic key destruction method assigned in the\first assignment. If there are no stan
hg to the key destruction method(s), a value’of*None” may be assigned. Since differen
royed using different methods, the two asSignments can be given in the form of a tabl

example, thg

first column of the table lists the keys-(or keying material) that shall be destroye

second columnn lists the key destruction method(s) corresponding to the keys (or keying materi

the same roy
the same rov

9.2.3 FCS_

9.2.3.1 Re
FCS_COP.1.1

specified cry
[assignment

9.2.3.2 Aj

v, and the third column lists the standards corresponding to the destruction method
V.

COP.1 Cryptographic operation

quirement
The TSF shall perform [assignment: list of cryptographic operations] in accordance V

rptographictalgorithm [assignment: cryptographic algorithm] and cryptographic key
cryptographic key sizes] that meet the following: [assignment: list of standards].

plication note

nt on
riting
ginal
ribes
Hards
keys
e. For
1, the
al) in

(s) in

yith a
sizes

The SFR specified in 9.2.3.1 is intended to protect the QKD module from the threats of cryptographic

analysis and

unauthorized access.

The first assignment specifies the cryptographic algorithms, which may provide:

external KM;

operator via the control and management interface;

support

to the user authentication function.

confidentiality and integrity protection of the communications between a QKD module and an

confidentiality and integrity protection of the communications between a QKD module and an

The second and third assignments specify the cryptographic algorithm which shall be used and its key
size. The assignment shall be commensurate to the computational security requirements on the key
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management interface and the control and management interface of the TOE. For future assignment, it
is recommended to consider fully understood, computationally secure and standardized quantum safe
cryptographic algorithms so as to improve resistance against future attacks. The third assignment can
describe how the key length is determined if it is not a constant length.

The fourth assignment defines the standards for the assigned cryptographic algorithm. If there are no
standards available, a value “None” may be assigned.

If more than one cryptographic algorithm has been used in the implementation, the component can be

iterated to specify all the applied algorithms.

- | 1 -
9.2.4’ i es it‘ldﬁ-i Rauuuul NUINuoct gCIITT dtlUll

9.2.4
a)

1 Requirement

HCS_RNG.1.1. The TSF shall provide a [selection: physical, hybrid physical] random numh

hat implements: [assignment: list of security capabilities].

—

b) HCS_RNG.1.2. The TSF shall provide [selection: bits, octets of bits, numbers [assignment:

umbers]| that meet [assignment: a defined quality metric].

=

9.2.4{2 Application note

The
QKD
expl

$FR specified in 9.2.4.1 is intended to specify security requirements on NRBG co
imodules, which is intended to protect the QKD modules from the threat of randor
itation.

er generator

format of the

mponents of
nness defect

In FGS_RNG.1.1, the assignment of security capabilities depends on the type of the
NRBG, including for example the self-testing-capability of the NRBG (see the applica
ISO/IEC 15408-2:2022, E.5 for further detail);

In FGS_RNG.1.2, the assignment of a quality metric shall be consistent with the security
crypfographic operations, and the security definition of QKD. Similarly, the author of a P
recorthmended to refer to the application note in ISO/IEC 15408-2:2022, E.5 for appropriat
of th¢ SFR.

EXAMPLE To clarify the completion of FCS_RNG.1, some examples here are drawn from the ap
in ISO/IEC 15408-2:2022, E5.

Securjity capability:

total failurestest (of the implemented RBG) detects a total failure of the entropy source imm
the RNG hasstarted. When a total failure is detected, no random numbers are output.

he onlitie test detects non-tolerable statistical defects of the raw random number sequence (i
heh'the RNG has started, and (ii) while the RNG is being operated. The TSF must not outpu

implemented

ion note in

definition of
P or an ST is
e completion

plication note

bdiately when

immediately
t any random

umbers before the power-up online test has finished successfully or when a defect has been d

etected.

Quality metrics:

The average Shannon entropy per internal random bit exceeds 0,998.

Each output bit is independent of all other output bits.
9.2.5 FDP_ACC.1 Subset access control

9.2.5.1 Requirement

FDP_ACC.1.1. The TSF shall enforce the [assignment: access control SFP] on [assignment: list of subjects,

objects, and operations among subjects and objects covered by the SFP].
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9.2.5.2 Application note

The SFR specified in 9.2.5.1 is intended to protect the QKD modules from the threat of unauthorized
access to the TOE. Access control is required to protect the TOE from malicious actions that compromise
the assets.

In the first assignment, the author of a PP or an ST shall specify a uniquely named access control SFP to
be enforced by the TSF, and the detail of the rules shall be described in FDP_ACF.1 (Security attribute-
based access control).

The second assignment should be given in the form of a table with at least three columns to define the
subjects, the_objects and the operations allowed to perform on the corresponding objects. A subject
is defined hpre as an active system process or entity of the QKD module, usually acting om-hehalf
of authorized external entity/entities or a part of the TOE itself (see ISO/IEC 15408-2). An objgct is
defined herq as a passive entity in the TOE, usually being a container of data including keying material,
or user authpntication data. Operations defined here are the permitted actions a subject'may pefform
on an object{Such operations are usually read, write, delete or use. The second assigniment shall afleast
prohibit the Joutput of keying material and user authentication data to any externahentity, other| than
where this i part of a QKD protocol. The assignment shall ensure that security Critical data input| to or
generated in|the TOE is not released inappropriately to an external entity.

9.2.6 FDP| ACF.1 Security attribute-based access control

9.2.6.1 Requirement

a) FDP_ACK.1.1. The TSF shall enforce the [assignment: agcess control SFP] to objects based on the
followinlg: [assignment: list of subjects and objects controlled under the indicated SFP, and for|each,
the SFP-felevant security attributes, or named groups.ofiSFP-relevant security attributes].

b) FDP_ACF.1.2. The TSF shall enforce the following rules to determine if an operation among
controllgd subjects and controlled objects isvallowed: [assignment: rules governing access anong
controlled subjects and controlled objects using controlled operations on controlled objects].

c) FDP_ACF.1.3. The TSF shall explicitly authorize access of subjects to objects based on the follqwing
additional rules: [assignment: rules;'based on security attributes, that explicitly authorize access of
subjects|to objects].

d) FDP_ACIK.1.4. The TSF shall texplicitly deny access of subjects to objects based on the follgwing
additionjal rules: [assignmaent: rules, based on security attributes, that explicitly deny access of subjects
to objects].

9.2.6.2 Applicationnote

The SFR sp¢cifiedin 9.2.6.1 is intended to protect QKD modules from the threat of unauthdrized
access to the¢ FOE, which shall be used as a companion SFR with FDP_ ACC 1 The detall of the dccess
control rules-mplementedin QKB modulesshattbedeseribedbycusto e re SFR
considering a specific implementation strategy. The assignments shall at least deny the output of keying
material and user authentication data to any external entity as required in the FDP_ACC.1.

9.2.7 FDP_IRC.1 Information retention control

9.2.7.1 Requirement

a) FDP_IRC.1.1. The TSF shall enforce the [assignment: information erasure policy] on a [assignment:
list of objects] required for [assignment: list of operations] so that the selected objects are deleted
irreversibly and untraceably from the TOE promptly upon termination of the selected operations.

b) FDP_IRC.1.2. The TSF shall ensure that [assignment: list of objects] cannot be accessed after their
release and prior to their irreversible and untraceable deletion.
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9.2.7.2 Application note

The SFR specified in 9.2.7.1 is intended to protect QKD modules from the threat of residual data misuse,
such that security-related information which is no longer needed cannot be exploited by the threat
agents to compromise the security of QKD modules. In order to better alleviate the residual data misuse
threat, FDP_IRC.1 shall be used in conjunction with the key destruction requirement FCS_CKM.6 (in

which only key and keying material destruction are considered).

In FDP_IRC.1.1, it is recommended that the assignments are made according to Table 5.

Table 5 — Assignment of FDP_IRC.1.1

Objects Operations

Information erasur

e policy

user identity authentication of the

operator

a)

huthentication data (see 7.3)

b)

Circumstance:\No” lo
for the authenticatio
a systemureset event

Erastire”method: ov
am unrelated const:
random pattern

nger needed
n process, or
bccurs

brwrite with
nt value or

security audit, and relevant sys- |a)
tem management or maintenance

operations

othetf security related information
(see 1.3)

b)

Circumstance: N
needed for the syste
management process
reset event occurs

Erasure method: ov
an unrelated const

0 longer
m audit and
, or a system

prwrite with
nt value or

random pattern

In FOP_IRC.1.2, the author of a PP or an ST shall assign a list of objects that constitutes a $ubset of the

list agsigned in FDP_IRC.1.1.

9.2.8] FDP_ITC.1 Import of user datawithout security attributes

9.2.8{1 Requirement

a) HDP_ITC.1.1. The TSF shall enforce the [assignment: access control SFP(s) and/or information flow
pntrol SFP(s)] when importing user data, controlled under the SFP, from outside of th¢ TOE.

Q

b) HDP_ITC.1.2. The ‘TSF shall ignore any security attributes associated with the usef data when
mported from outside the TOE.

—

c) HDP_ITC.1:3. The TSF shall enforce the following rules when importing user data controlled under
he SFRfrom outside the TOE: [assignment: additional importation control rules.

—

9.2.8|2\VApplication note

The SFR specified in 9.2.8.1 is intended to protect QKD modules from the threat of unauthorized access
to the TOE. The access control SFP shall be enforced when importing data from outside of a QKD module.
The data which is expected to be imported externally includes the pre-shared key (used for the QKD
authentication key) and system (initialization) configuration for the QKD module to work, which can
be imported from the system control and management interface. In some extreme cases, when there
are no more keys available within the QKD module to be used as the QKD authentication key, fresh keys
may be downloaded from the relevant KM (or entered into the QKD module directly) to make the QKD
system effective.

In FDP_ITC.1.1, the specified SFP in the first assignment shall have clear rules to control the security
of data imports, and the confidentiality of the data shall be ensured during the importing process. The
applied cryptographic algorithms for confidentiality protection shall be described in FCS_COP.1.
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In FDP_ITC.1.3, if no additional importation control rules are needed, the assignment can be “None”.

9.2.9 FIA_

UAU.2 User authentication before any action

9.2.9.1 Requirement

FIA_UAU.2.1. The TSF shall require each user to be successfully authenticated before allowing any other
TSF-mediated actions on behalf of that user.

9.2.9.2 Application note

The SFR spe
to the TOE.
control and
user authen
commensur:

FIA_UAU.2 i
authenticati
data generat
author of a H
components

9.2.10 FIA

9.2.10.1 Re

a) FIA_UID

be performed before the user is identified.

b) FIA_UID

mediate]

9.2.10.2 Ap

The SFR spe)
access to the
on specific ¢

JUID.1 Timing of identification

rified in 9.2.9.1 is intended to protect QKD modules from the threat of unauthorized-a
Before operating the QKD modules, a user shall be successfully authenticated thioug
management interface of QKD modules. This document does not limit the approach
ication, but only requires the approach adopted by an implementation to be’secur
ite with the whole security expectations on the QKD modules.

bn between the QKD modules shall be performed before the systent proceeds to th
ion stage, as described in the description of the initialization stage in 6.5. In this cas
P or an ST can use the SFRs FTP_ITC.1 or FTP_TRP.1 from IS@/IEC 15408-2, or defing
to specify the mutual authentication function, if any.

quirement

.1.1. The TSF shall allow [assignment: list of TSF-mediated actions] on behalf of the u

.1.2. The TSF shall require each usepto be successfully identified before allowing any
d actions on behalf of that user.

plication note

cified in 9.2.10.1 is intended to protect the QKD modules from the threat of unautho
TOE. The author of.a PP or an ST may assign values to the TSF-mediated actions depe
bnditions. If no actions can be performed before identification, “None” may be assigne

9.2.11 FM

9.2.11.1 R

FMT_LIM.1.1.

_LIM.1 Limited capabilities

quirement

ccess
h the
ps for
b and

5 intended for user authentication. For some implementations of a QKD system, mutual

b raw
e, the
b new

ser to

TSF-

rized
hding
d.

availability) the following policy is enforced [assignment: Limited capability and availability pollcy]

9.2.11.2 Application note

The SFR specified in 9.2.11.1 is intended to protect QKD modules from the threat of functions abuse.
QKD modules may incorporate some functions designed for functional testing and maintenance, for
use by the TOE designer or an administrator during certain phases of the TOE’s life cycle. If some such
functions are used by threat agents, it can potentially result in the most serious of compromises to
some or all of the TOE, or even for the system to be destroyed, in some cases. Consequently, any QKD
module shall thoroughly close/lock those functions or limit their availability or capability. The author
of a PP or an ST shall explicitly list the functions (if any) that are categorized as testing functions and
demonstrate that they have been limited in capability, or removed so they are no longer available. On
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the other hand, this document does not exclude there being no such testing functions in the TOE. In this

case,

9.2.1

9.2.1

“None” may be assigned or the SFR can be omitted when writing a PP or an ST.
2 FMT_LIM.2 Limited availability

2.1 Requirement

FMT_LIM.2.1. The TSF shall be designed in a manner that limits its availability so that in conjunction
with “Limited capabilities (FMT_LIM.1)” the following policy is enforced [assignment: Limited capability

and a

vailability policy].

9.2.1
The §

2.2 Application note

FR specified in 9.2.12.1 is intended to protect QKD modules from the threat'of fun

whiclT shall be used as a companion SFR of FMT_LIM.1. If the implementation strategy doe

testi
ST. Sq

9.2.1

9.2.1

FMT |
[seled
[assig

9.2.1

The S
to th
authg
in 9.2

g functions in the TOE, “None” may be assigned or the SFR can be omitted when writi
e the related explanation in the application note for FMT_LIM.1 in 9.2.1h2.

3 FMT_MSA.1 Management of security attributes

3.1 Requirement

MSA.1.1. The TSF shall enforce the [assignment: access control SFP(s)] to restrict
tion: change_default, query, modify, delete, [assignnient: other operations]] the securi
nment: list of security attributes] to [assignmentthé authorized identified roles].

3.2 Application note

FR specified in 9.2.13.1 is intended to pratect QKD modules from the threat of unauth
e TOE. The assignment of security attributes and the allowed operations on them d¢
rized identified roles, which shouldbe done in accordance with Table 6. See FMT_SM
.16 for the definition of securityvoles for the TOE.

Table 6 — Assignment of FMT_MSA.1.1

tions abuse,
s not include
nga PP oran

he ability to
Ly attributes

rized access
pend on the
R.1 specified

Security attributes Role and operation

b

Adop
algor]

tion of a cryptographic algorithm. (If multiple alternative |Administrator: change_default, q
ithms are implemented for the same purpose.)

ery, modify

Thre
as:

a)

The maximal tolerable number of continuous failures of

hold value forfailure event decision in FPT_RCV.2, such Administrator: change_default, q

aw data generation stage during a defined period of time;

iery, modify

b)

post-processing stage during a defined period of time.

TIC—rrarar ot raorC—roammo t— O CoTreraouasS—Tarrar CS—0OT

Static parameters or configurations of QKD protocols.

Administrator: change_default, query, modify

9.2.14 FMT_MTD.1 Management of TSF data

9.2.14.1 Requirement

FMT_MTD.1.1. The TSF shall restrict the ability to [selection: change_default, query, modify, delete, clear,
[assignment: other operations]] the [assignment: list of TSF data] to [assignment: the authorized identified

roles]
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9.2.14.2 Application note

The SFR specified in 9.2.14.1 is intended to protect QKD modules from the threat of unauthorized access
to the TOE. Depending on the authorized identified roles, the allowed operations to the TSF data should
be in accordance with Table 7. See FMT_SMR.1 specified in 9.2.16 for the definition of security roles for
the TOE.

Table 7 — Assignment of FMT_MTD.1.1

TSF data Role and operations
QKD authentication key Administrator: modify, delete
PIN code Administrator: change_default, modify, delete (PIN codesof pll

(only if PIN-bHased user authentication is users)

required by the TSF)

9.2.15 FMT_SMF.1 Specification of management functions

9.2.15.1 Requirement

FMT_SMF.1.1. The TSF shall be capable of performing the following managenient functions: [assignjnent:
list of managlement functions to be provided by the TSF].

9.2.15.2 Application note

The SFR sperified in 9.2.15.1 is intended to protect QKD modulés from threats including unauthdrized
access to thg TOE. The management functions to be provided by the TSF may include:

— key marlagement and system parameter configuration of a QKD module;
— audit log query and analysis;

— other system maintenance functions depending on the implementation strategy.

The author qf a PP or an ST shall specify:the management functions according to their implementation
strategy, and “None” may be assigiied if no management function is presented in the d¢sign.
Furthermorg¢, this security functional component works in conjunction with other components in the
class of FMT. If the practice requires restricting the ability to use the management functions, pther
security functional components' in the class of FMT (FMT_MOF.1 for example) should be chosen to
express the $pecific requiréments. See ISO/IEC 15408-2:2022, 13.8 for detail.

9.2.16 FMT_SMR.1SS¢€curity roles

9.2.16.1 Requirement

a) FMT_SMR.1.1. The TSF shall maintain the roles [assignment: the authorized identified roles].

b) FMT_SMR.1.2 The TSF shall be able to associate users with roles.

9.2.16.2 Application note

The SFR specified in 9.2.16.1 is intended to protect QKD modules from the threat of unauthorized access
to the TOE. The authorized roles shall at least comprise “administrator”. To leave more flexibility for the
implementation, this document does not specify other possible roles for the TOE. The author of a PP or
an ST can define further roles depending on the implementation strategy, such as “auditor” for defining
the audit strategy for the TOE and managing audit records, “maintainer” for the maintenance of the
QKD modules, and “identified user” for all identified users of the QKD modules.
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9.2.17 FPT_EMS.1/Convention Emanation of TSF and User data

9.2.17.1 Requirement

FPT_EMS.1.1. The TSF shall ensure that the TOE does not emit emissions over its attack surface in such
amount that these emissions enable access to TSF data and user data as specified in Table 8.

Table 8 — Assignment of FPT_EMS.1.1

ID Emissions Attack surface TSF data User data

Remotely exploitable side Classical channel [assignment: list of -

channel information leaked relevant security-re-

from the conventional net- lated information).
1 work components, such as

timing variations of opera-

tions with different inputs,

cache missing information.
2 [assignment: list of types of  |[assignment: list of types |[assignment:distof [assignmient: list of

emissions] of attack surface] types of TSF datal types of User datal
9.2.1[7.2 Application note
The $FR specified in 9.2.17.1 is intended to protect QKD medules from remotely exploitable physical
seculjity attacks induced mainly by the vulnerabilities @f the conventional network |components
(see physical security violation threat described in 7.4:2). Faulty implementation or ins¢cure design
of cryptographic devices can lead to leakage of<{yelevant security-related informatipn (such as
authgntication data or keying material etc.), otherithan as intended as part of a QKD profocol, during
their|operation. This leakage can potentially be‘exploited if the threat agent is able to ¢iscover and
analyjse the side channel. This is known as sidé’channel attack (SCA). QKD protocols typically involve

sending information over the classical channel without a requirement for confidentialit

Such
unde

Most
agent
simp
Unde
envir

In ot
expl

meth
chan

The 2

information can include parts of, the' keying material. Information intentionally co
" the QKD protocol in operation is-not considered under FPT_EMS.1/Convention.

y measures.
mmunicated

SCA methods cannot be operated remotely, as their setup requires physical presence of threat

's equipment at the TOE eleetrical contacts or near the surfaces of the device surface.
e and differential powerahalysis, as well as electromagnetic analysis cannot be execut
 assumption a) in A2, these attacks are countered by the physical protection of the
onment of the TOE;and are therefore outside the scope of this document.

er words, this document considers security functional requirements protecting agai
itable physical attacks, such as timing attacks (including cache-timing) or other j
pds. Suchside channel information can be gathered by the threat agents through
nel, inactive or passive ways.

uthor of a PP or an ST shall fill in and detail the contents of Table 8 according to

For example,
ed remotely.
operational

nst remotely
bossible SCA
the classical

the specific

implementations of the conventional network components of the TOE. The contents shall consider
state-of-the-art analysis methods for SCAs and the relevant application note in ISO/IEC 15408-2, 2022,

J.2.

9.2.18 FPT_FLS.1 Failure with preservation of secure state

9.2.18.1 Requirement

FPT_FLS.1.1. The TSF shall preserve a secure state when the following types of failures occur:
[assignment: list of types of failures in the TSF].
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9.2.18.2 Application note

The SFR specified in 9.2.18.1 is intended to protect QKD modules from the threat of failure exploitation.
See the FPT_RCV.2.2 in 9.2.21 for the types of failure events that shall be considered. The term “secure
state” refers to a state where the TOE operates with consistent TSF data and the TSF continues correct
enforcement of the SFRs. It also comprises a state where a failure has been detected, but the TOE
protects itself from exploitation of this failure state. For example, this protection can be the blocking of
all interfaces except those that are only accessible to administrators. In case of those assigned failures,
the TSF with a specific QKD implementation strategy may select to notify an administrator of the
events.

9.2.19 FPT[ITC.1 Inter-TSF confidentiality during transmission

9.2.19.1 Requirement

FPT_ITC.1.1. bduct

from unauth

The TSF shall protect all TSF data transmitted from the TSF to another trusted IT pr
orized disclosure during transmission.

9.2.19.2 Application note

The SFR spe
the threat o
uploaded frg
KM to the Q
confidential
algorithms g

9.2.20 FPT

9.2.20.1 Re

a) FPT.ITI

Cified in 9.2.19.1 is intended to ensure that QKD modules are/cxyptographically secure
f cryptographic analysis. The TSF data considered here in¢lude (parts of) the final
m a QKD module to a KM, and optionally the pre-sharedkey transmitted from the rel
KD module, both transmitted via the key management-interface. The TSF shall prote
ty of the TSF data, which can be achieved by theuse of cryptographic algorithms.
hall be specified in the SFR FCS_COP.1.

[ITI.1 Inter-TSF detection of modification

quirement

from
keys
bvant
Ct the
[hese

1.1. The TSF shall provide the-capability to detect modification of all TSF data during

transmipsion between the TSF and another trusted IT product within the following mletric:
[assignment: a defined modification(metric].

b) FPT_ITI1.2. The TSF shall provide the capability to verify the integrity of all TSF data transmitted
betweern} the TSF and another trusted IT product and perform [assignment: action to be taKen] if
modifications are detectéd.

9.2.20.2 Applicationmnote

The SFR sp4cified-in9.2.20.1 is intended to protect QKD modules from the threat of cryptographic

analysis. Thg

to the KM, gndeptionally the pre-shared key transmitted from the relevant KM to the QKD mg

t TSE data considered here includes the (part of the) final key uploaded from a QKD m

bdule

dule;

both are transmitted via the key management interface. Integrity protection can be achieved by the use
of cryptographic algorithms. These algorithms shall be specified in the SFR FCS_COP.1.

The first assignment shall be specified in accordance with the security property of the assigned
algorithm to achieve integrity protection. Once a modification has been detected, the TSF shall discard
the received data and take more actions based on the implementation. The second assignment shall
respect this requirement.
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9.2.21 FPT_RCV.2 Automated recovery

9.2.21.1 Requirement

a)

b)

FPT_RCV.2.1. When automated recovery from [assignment: list of failures/service discontinuities] is
not possible, the TSF shall enter a maintenance mode where the ability to return to a secure state is
provided.

FPT_RCV.2.2. For [assignment: list of failures/service discontinuities], the TSF shall ensure the return
of the TOE to a secure state using automated procedures.

9.2.2/1.2 Application note

The §FR specified in 9.2.21.1 is intended to protect QKD modules from the threat of failure xploitation.
Beforle discussing the completion of this requirement, the meaning of it and its rélation with other
SFRs|are explained first. In a maintenance mode, normal operation is usually|impossibl¢ or severely
restricted, as otherwise insecure situations can arise. Typically, only authorized users should be
allowed to access this mode. Consequently, the SFR FPT_RCV.2 should worK’irT conjunction with the SFR
FMT|SMF.1 and/or other requirements in the class of FMT. For example,/the maintenande mode may
blocK all interfaces except those that are only accessible to administrators. The “secure [state” refers
to some state in which the TOE has consistent TSF data and the TSF Continues correct enforcement of
the SFRs. The mechanism is designed to detect exceptional conditions during operation fajls under the

requirements of FPT_FLS.1 and FPT_TST.1 (see 9.2.17 and 9.2.22for detail).

In FPT_RCV.2.1, it is required to assign the failure or service discontinuity scenarios in which the TSF
shall enter a maintenance mode and be manually recovered to a secure state, since automaged recovery
from|these failures can be difficult to realize in practice. A PP or an ST shall include assignments that
covert| all of the following failure events [a), b) and.c)| and the events should be detailed accprding to the

implgmentation strategy of the TOE:

a)

b)

Hxcessive errors or failures in the raw:data generation stage during a given time peripd. This may
He caused by the following or other feasons:

-+ continuous problems during.quantum state generation, transmission or detection

— continuous problems.executing a parameter adjustment procedure.

Hxcessive errors or failures in the post-processing stage during a given time period. [This may be
aused by the following or other reasons:

Q

- continuous problems completing parameter estimation;

- continyous message authentication failures;

- continuous consistency check failures.

xcessive failures that are not :\llfnmnfirn”y recaoverable from one or more self-tests during
the initialization stage. For example, a QKD module can have tried several times to complete
the initialization stage but always experience the same failure. Consequently, it shall enter a
maintenance mode, which should be defined as a secure state by the author of a PP or an ST, and
provide the ability for manual recovery. The failure can be caused by the following or other reasons:

— bootstrap errors due to the malfunction of one or more major functional components inside a
QKD module;

— failures of a start-up test or periodical self-testing (see FPT_TST.1).

To complete the above assignments, the author of a PP or an ST shall specify the relevant thresholds
for failure decisions, and a corresponding function for security attribute management may be provided
(see FMT_MSA.1 for detail). Moreover, when entering a maintenance mode, the TSF with a specific QKD
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implementation strategy may select to notify an administrator of the failure events and indicate the
special operating mode entered.

In FPT_RCV.2.2, the assignment should consider at least the following failure events:

a) Failure events assigned in FTP_QKD.1.6. In this case, the TSF may attempt recovery by running a
further parameter adjustment procedure.

b) Failure of a relevant consistency check of the keying material during the post-processing stage. In
this case, the on-going QKD session shall terminate and all intermediate keying material related to
this session shall be destroyed immediately. In the next step, the QKD modules launch a new QKD
session automatically as normal.

c) Failure |[in mutual authentication between the QKD modules of the TOE (where a nJutual
authentjcation procedure is implemented between the QKD modules), or between a QKD mpdule
and an gxternal IT-product (e.g. a relevant external KM). In such cases, the entities involved cdn try
again to|mutually authenticate each other.

The relationjship between FPT_RCV.2.1 and FPT_RCV.2.2 is that when accumulated failures over a
defined timg period exceed the thresholds defined in FMT_MSA.1, FPT_RCV.2.1 eomes into effegt and
the TOE entdrs a maintenance mode.

The destruction of keying material shall meet the requirement of FCS_CKM:6.
9.2.22 FPT|[TST.1 TSF self-testing

9.2.22.1 Requirement

a) FPT_TST.1.1. The TSF shall run a suite of the folléwing self-tests [selection: during initial [start-
up, perigdically during normal operation, at the-fequest of the authorized user, at the condjtions
[assignment: conditions under which self-test should occur]] to demonstrate the correct operatjon of
[selectidn: [assignment: parts of TSF], the TSE}~]assignment: list of self-tests run by the TSF].

b) FPT_TST.1.2. The TSF shall provide authorized users with the capability to verify the integrjity of
[selectidn: [assignment: parts of TSF data], TSF data].

c¢) FPT_TST.1.3. The TSF shall proyide authorized users with the capability to verify the integrfity of
[selectidn: [assignment: parts of TSF], TSF].

9.2.22.2 Agpplication note
The SFR spetified in 9.2,22.1 is intended to protect QKD modules from the threat of failure exploitation.

In FPT_TST.].1, theXirst and second assignments shall at least cover the items listed in Table 9 and
should be detailéd as per the implementation strategy of the TOE.

Table 9 — Assignment of FPT_TST.1.1

Self-test Time/condition Method
NRBG During initial start-up, or at the request of  |Statistical test or other ap-
the authorized user proaches for health tests

of NRBG

Implementation of classical cryp- When the algorithm is first used after sys- |Known-answer test of

tographic algorithm tem power on cryptographic algorithm

Software and firmware integrity During initial start-up Integrity verification using
reference values stored
internally within the QKD
module
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