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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,

governmen

tal and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the 1ISO/
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Introduction

This document specifies cryptographic mechanisms to redact authentic data where the redactable
attestation scheme is based on asymmetric mechanisms.

Attestation schemes, in particular digital signature schemes or message authentication codes, can be used to
provide data integrity and data origin authentication. Redactable attestation can be used to blank out parts,
herein called fields, of an attested message without invalidating the attestation on the remaining contents
of the message. This redaction process requires a redaction key. The redaction key computationally does
not reveal the attestation key, by which schemes can allow for public redactions. Any other modification
of the document (e.g. redaction of other message parts, or insertion/modification of any parts) will
invalidate the attestation. Schemes can have specific additional security properties, which are described in
ISO/IECZB_ P T . oy e - r : ~7

mievable propertic Ol €d C d d (] UOCUIT
Redactable| attestation schemes are a basic building block in many privacy-preserving applications, such
as privacy-preserving data sharing or authentication, where a party may decide to forward only necessary
information to a receiver, while the latter is still assured that the received information was| previously
attested, for example, by a public authority.

The objective of the ISO/IEC 23264 series is to remedy existing incompatibilities’or inconsisterntly defined
properties found in academic literature, and to ease the real-world adoption of this technology. $pecifically,
the goal of|this document is to focus on algorithms that enable the authénticity-preserving redaction of
general data structures like sets or ordered lists based on asymmefric cryptography. It adheres to the
common tefminology and description of cryptographic properties forvedactable attestation schemes given
in ISO/IEC 23264-1.

The ISO/IE[L 23264 series complements ISO/IEC 27038, whieh\specifies the redaction of digital|documents
without comsidering the authenticity of the data.

This document contains the following algorithms basedeh asymmetric cryptography:
— generig construction from signature schemes and hash-functions

— schemg SBZ02-MERSAProd

— schemg¢ BBDFFKMOPPS10

— schemg DPSS15

— schemg¢ MHIO06

— schemg¢ MIMSYTIO5

© ISO/IEC 2024 - All rights reserved
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Information security — Redaction of authentic data —

Part 2:

Redactable signature schemes based on asymmetric
mechanisms

1 Scope

This document specifies cryptographic mechanisms to redact authentic data. The mechanism

in this do
ISO/IEC 23

the redactgble attestation, carrying out redactions and verifying redactable attéstations.

This docun

rument offer different combinations of the security properties defined” and d¢
P64-1. For all mechanisms, this document describes the processes for ke generation

hent contains mechanisms that are based on asymmetric cpyptography using th

transform

attestation

ap
generating

a prlic transformation defined by a verification key (verification process for verifying a

ions:

)

[ivate transformation defined by a private attestation key (redactable attestation
A redactable attestation), and

at

information within the constraints set forth durifig generation of the attestation such th3
information cannot be reconstructed.

This docu

verifiable u
are unmod
is computaf
verification

2 Norm

The followi
requireme
the latest e

ird transformation defined by the redaction‘key (redaction process) allowing to reda

5 described
bscribed in
generating

ree related

redactable

process for

rt authentic
It redacted

ent contains mechanisms whichyafter a successful redaction, allow the attestation to remain

sing the verification transformation and attest that non-redacted fields of the attest
fied. This document further details that the three transformations have the property
ionally infeasible to derive'the private attestation transformation, given the redactioj
transformation and key/(s).

ative references

g documentsare referred to in the text in such a way that some or all of their content
ts of thissdocument. For dated references, only the edition cited applies. For undated
Hitionofthe referenced document (including any amendments) applies.

bd message
whereby it
h and or the

constitutes
references,

ISO/IEC 23

P64-1, Information security — Redaction of authentic data — Part 1: General

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 23264-1 and the following apply.

[SO and [EC maintain terminology databases for use in standardization at the following addresses:

IEC Ele

[SO Online browsing platform: available at https://www.iso.org/obp

ctropedia: available at https://www.electropedia.org/

© ISO/IEC 2024 - All rights reserved
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balanced tree
height-balanced tree
tree (3.13) in which the heights of the immediate subtrees of each node differ at most by one

[SOURCE: ISO/IEC 2382:2015, 2121638, modified — notes to entry have been removed.]

3.2

binary tree
ordered tree (3.13) in which each node has at most two other nodes that are directly subordinate

[SOURCE: ISO/IEC 2382:2015, 2121636, modified — notes to entry have been removed.]

3.3

balanced hinary tree
binary tree|(3.2) which is a balanced tree (3.1)

3.4

collision-resistant hash-function
hash-functipn (3.6) satisfying the following property: it is computationally infeasibleto find any t
inputs whi¢h map to the same output

Note 1 to eptry: Computational feasibility depends on the specific security réquirements and envir
ISO/IEC 10118-1:2016, Annex C).

[SOURCE:

added in thie note.]

3.5
hash-code
string of bi

Note 1 to en
hash-code. N
some examp

[SOURCE: I

3.6
hash-funct

function which maps strings of bits of variable (but usually upper bounded) length to fixed-lengt

bits, satisfy
— foragi
— foragi

Note 1 to e
ISO/IEC 101

O/IEC 10118-1:2016, 3.1, modified — reference to ISO/IEC 10118-1:2016, Annex

s which is the output of a hash-function (3.6)
try: The literature on this subject containsa¥ariety of terms that have the same or similay

lodification Detection Code, Manipulation Detection Code, digest, hash-result, hash-value ang
les.

50/1EC 10118-1:2016, 3.3]

ion

ing the following two*properties:

ven output, it is.ccomputationally infeasible to find an input which maps to this output
ven inputSitis computationally infeasible to find a second input which maps to the sal

htry;~-Computational feasibility depends on the specific security requirements and envir
18-1:2016, Annex C.

wo distinct

bnment (see

C has been

meaning as
imprint are

h strings of

me output

bnment. See

[SOURCE: ISO/TEC 10118-1:2016, 3.4, modified — reference to ISO/TEC 10118-1:2016, Annex C has been

added in th

3.7
height

e note.]

maximum number of nodes in any path leading from the root node (3.10) to a leaf node (3.8)

[SOURCE: ISO/IEC 2382:2015, 2121637, modified — “leaf node” has replaced "terminal node" in the
definition; notes to entry have been removed.]

© ISO/IEC 2024 - All rights reserved
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3.8
leaf node
node that has no subordinate node (3.11)

[SOURCE: ISO/IEC 2382:2015, 2121489, modified — term "leaf node" has replaced the original terms "leaf"

and "terminal node".]

3.9
parent node
node to which at least one other node is directly subordinate

[SOURCE: ISO/IEC 2382:2015, 2121488, modified — notes to entry have been removed.]
3.10

root of a tilee
root node
node of a tree (3.13) that has only subordinate nodes (3.11)

3.11
subordinate node
node at the|other end of an outgoing arc; a node may have zero, one, or more subordinates

[SOURCE: IFO/IEC 9804:1998, 3.6.64]

3.12
subtree
part of a trge (3.13) including a node and all its subordinate nodes (3:11)

[SOURCE: IFO/IEC 2382:2015, 2121634, modified —notes to.€ntry have been removed.]

3.13
tree
data structure containing nodes that are linked together hierarchically by oriented arcs with 3
parent nodg for each node, and with only one roag node (3.10)

[SOURCE: I$0O/IEC 2382:2015, 2121633, modified - “by oriented arcs” has been added to the defin
to entry haye been removed.]

4 Symbpls and conventions

4.1 Symbols

Throughout this document, the following symbols are used.

it most one

ition; notes

adn description of redacted or original admissible changes
adny description of redacted admissible changes

ak attestation key

att redactable or redacted attestation

att’ redacted attestation

m redacted or original message

m’ redacted message

my,...,m, individual field

© ISO/IEC 2024 - All rights reserved
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mod description of modification instructions
n number of fields
pk public verification key used internally by asymmetric signature algorithm or ac-
cumulator scheme
rk redaction key
root value assigned as content to the node forming the root of a tree
sk secret signing key used internally by asymmetric signature algorithm or accumu-
lator scheme
tag string used to mark messages or message fields
vk verification key
set of one or more domain parameters
>) output of a digital signature scheme as defined in ISO/HEC 14888-1
rejet, accept output of a digital signature verification
4.2 Conyventions
A triple of tnessage, attestation, and admissible changes is dengted’as (m, att, adm). In the same ay a triple

of redacted|

A specific
An equality

EXAMPLE 1
The symbo
When the s

message, a redacted attestation and redacted admissible changes is denoted by (m’,

alue of a symbol sym is denoted as sym*, or sym** in order to differentiate their spe

is stated using the equals sign =.
The statement that m*=m** means that the contents of m* are equal to the contents of m**

|| denotes a concatenation of strings.

ymbol || is applied to values which are not represented as strings, the values are reg

converted into a string before they are‘concatenated. See for example Reference [25] for a conv

integer intc
The symbo|
specified in]
EXAMPLE 2

The symbo

This docunj

a string.

| | a| indicates the largest integer not exceeding a, following the definition of the flg

ISO/IEC 15444-1,

| -2,464==3, {

a / b=denotes the result of the division of a by b.

1

-

att’,adm’).

rific values.

uired to be
brsion of an

or function

enfuses set notation and symbols to denote set-like operations:

N

|A]

operation set minus, i.e. A\ B denotes the contents of set A without cont

ents of set B

operation set union, i.e. AUB denotes all contents from set 4 together with those

of set B

statement sub set or equal, i.e. AC B denotes that all contents from set A are con-

tained as contents in set B

denotes the size of the set 4, i.e. the number of elements contained in 4

empty set

© ISO/IEC 2024 - All rights reserved
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Where applicable, the output of a hash-function is interpreted as an integer.

5 General

This document adheres to the common terminology and description of cryptographic properties for

redactable

attestation schemes given in ISO/IEC 23264-1.

Redactable attestation schemes provide data integrity and data origin authentication. While redactable
attestation can be used to allow a redactor to blank out parts, herein called fields, of an attested message
without invalidating the attestation on the remaining contents of the message, any other modification of the
document (e.g. redaction of other message parts, or insertion/modification of any parts) will invalidate the
attestation. This redaction process requires a redaction key. The redaction key computationally does not

reveal the
other than
verification

The schemg
achievable

This docur
structures

This docuny
— Generi
Schemj
Schemg
Schemj
Schemj
Schemg

Finally, this

Annex

vy ot 1 L lLicle L. 1] £ A | £ £l ot N L1l:
tteotatlivull I\Cy, Uy VVIIICIT OSCIITCIIITS Lddll 4d1lUVV 1TUI TUTUdJdULIUILIS UlIdl d1I'T UILIITIT yuuu\, Ul
the attestor. The verification key is cryptographically linked to the attestation key
of the origin of the attested data.

s can have specific additional security properties, which are described in ISO/IEC 2!
properties for each scheme are stated in this document.

hent describes algorithms that enable the authenticity-preserving redaction of g
ike sets or ordered lists based on asymmetric cryptography.

ent contains the following algorithms based on asymmetric-eryptography:
C construction from signature schemes and hash-functions
p SBZ02-MERSAProd
e BEDFFKMOPPS10
e DPSS15
e MHIO06
e MIMSYTIOS
document contains the following annexes:

A\, which provides objectidentifiers which shall be used to identify the mechanisms de

docum

Annex

ent.

1SO/IE

Annex

B, which contains:’an overview of the different properties as defined and d¢
[ 23264-1 that are-achieved by the different algorithms contained in this document.

C, which lists-criteria for inclusion in this document.

Annex

contaii

D, which gives numerical examples to understand and check implementations of the
ed in this document.

by a party
and allows

8264-1. The

bneral data

ined in this

bscribed in

algorithms

6

6.1 Para

Generic construction from signature schemes and hash-functions

meters

The generic construction makes use of the following parameters:

— digital
— collisio

securit

signature scheme as defined in ISO/IEC 14888-1;
n-resistant hash-function Hash as defined in ISO/IEC 10118-1;

y parameter A.

© ISO/IEC 2024 - All rights reserved
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The security parameter A shall be met by all involved algorithms, especially for the hash-function and

digital signature scheme.
6.2 Construction

6.2.1 Key generation process

The key generation algorithm of the redactable attestation scheme consists of the following two procedures:

a) generate the set of domain parameters Z;

b) generate the attestation key ak, verification key vk and redaction key rk as follows:

1) us¢ the key generation process of the digital signature scheme, such that the digitd

sclleme’s signature key serves as the attestation key ak,

2) use¢ the digital signature scheme’s verification key as the verification key vk,

3) us¢ the digital signature scheme’s verification key also as the redaction keyak, such that

The security parameter A is taken into account such that the digital signature-scheme offers

indicated security strength.

6.2.2 Redlactable attestation process

This procegs takes the following inputs:

— setof Imain parameters Z
— attestation key ak
— message m consisting of n fields my,...,m,

— admisgible changes adm={1,...,n}

The process Split() to split the message m into fields is generally out of scope of this document. H

process Spl
in a repro

my,...,mg)
The proces

The proces
my,...,m,]
for adm shg

The proces

= m. The scheme proteCts‘the content of each field and their order.
5 requires the generation of random data. Refer to ISO/IEC 18031 to generate this sec

5 does not allow the specification of admissible changes, so by default all fields of th

1l contajmall field indices, i.e. adm={1,...,n} .

5 is ds follows:

| signature

rk = vk.

at least the

lowever, the

it() shall be defined in such a way that fields can be transformed into the message and vice versa,
ucible way every time thi§Tconversion is necessary, i.e. if Split(m)= my,...,m; then Split?(

irely.

e message (

are admissible'and can be redacted by anyone. In order to make this clear for the usgr, the input

a)

Generate-aMerkle treell’]l 35 follows: Generate a binary tree which isalso-a balanced treelhenceforth
referred to as balanced binary tree, of sufficient height such that it has k leaf nodes with 2n> k > n.

b) Choose a uniformly random A -bit tagmsg for the message; and choose n random A -bit tags tag;, one for
each field of m. No tag; shall contain only zeros, denoted as tag; # 0%,

c) For each i=1,...,n, compute the hash-code A :Hash(tagmsg [[m; || tagl-) using a collision-resistant
hash-function.

d) Initialize the Merkle tree using hy,..., h, as values for the n left-most leaf nodes of the balanced binary

tree, use the empty string for all remaining k—n leaf nodes.

© ISO/IEC 2024 - All rights reserved
6
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e) Calculate the Merkle tree's root, denoted as root, using the collision-resistant hash-function Hash
by computing the value for each parent node in the tree as Hash (left-subordinate-node-value||right-
subordinate-node-value), where left-subordinate-node-value contains the value assigned to the left
subordinate node and right-subordinate-node-value contains the value of the right subordinate node.

f) Use the digital signature scheme’s signature process on inputs:

1) message: (root,tagmsg,n);

2) setof domain parameters: Z;

3) sig

nature key mapped from the attestation key: ak.

Receive as output the signature X .

The proces

— redact

6.2.3 Redlaction process

This proces

— setof domain parameters Z ;

— messag
— redacti
— admisg
— modifi
The proces

a) Verify
vk =rk|

b) Setm’
c¢) Adjust
d) Forall
1) Co
2) Re

3) Sef

5 outputs:

hble attestation att = (Z,n,tagmsg ,(tagy,...,tag, ))

s takes the following inputs:

e m composed of n fields denoted as my,...,m,;

on key rk;

ible changes adm ;

ation instructions mod that are in accordanc¢e’'with the admissible changes adm , i.e. 1

5 is as follows:

and abort if this is not the case:
=m and att’=att .
the admissible changes to no longer contain fields to be redacted, i.e. adm’= adm \ mg

ie mod :

blace the content of m; with h;,i.e.set m'=(myq,...,m;_¢,hj,miq,...,m,).

tag,-zO)“ to indicate that this field has been redacted, i.e. modify the att

nod c adm .

that att=(2,n,tagmsg,(tagl,...,tagn)) is a valid attestation on m under the veriffication key

mpute the hash-code h; = Hash(tagmsg Ilm; || tag; ) using the collision-resistant hash-fyinction.

pstation to

att’=(2,n,tagmg, ,(tagy , .-, tag; 4 0" tagisy .- tagy )

The process outputs:

— redacted message m’;

— redacted attestation att’;

— redacted admissible changes adm’ = adm \ mod.

© ISO/IEC 2024 - All rights reserved
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6.2.4 Verification process

The process takes the following inputs:

set of domain parameters Z ;

verification key vk ;

redacted or original message m=(my,...,m,);

redacted or redactable attestation att = (2 M,E0G g ,(tagy,..., tag, )) ;

original or redacted admissible changes adm .

The procesf 15 as foltows:

a) Generate a Merkle treell7] as follows: generate a balanced binary tree of sufficient heightsach that it has
kleaf nodes with 2n>k>n.

b) For ea¢h i=1,...,n, compute the hash-code h; :Hash(tagmsg ([ m; ||tagl-) if tag; “0* using|a collision-
resistapt hash-function; and if tag; =0* then set h; to the value supplied @s-; as it has be¢n redacted
previoyisly, which corresponds to the value of Hash(tagmsg [lm; || tag; ) .

c) Initialige the Merkle tree using hy,..., h, as values for the n left-most leaf nodes of the balanced binary
tree, uge the empty string for all remaining k—n leaf nodes.

d) Calculgte the value for the root (denoted as root ) of the Mepkle tree.

e) Use thg digital signature’s verification process on inputs:

— setlof domain parameters Z ;

— vefification key mapped from the verification vk

— méssage: (root,tagmsg , n) ;

— signature: .

Receive from the digital signature’s verification process an output o€ {accept,reject} .

The procesp outputs:

— The final verification guteome o.

NOTE1 The redactable* attestation scheme specified in 6.2.1 to 6.2.4 satisfies the following| properties:

unforgeability, privaey,detectability of redactions and mergeable. See Annex B for further details.

NOTE 2  Securityproofs for unforgeability and privacy are found in the Reference [12]. Detectability qf redactions

and mergealrility are shown in Reference [15]. See Annex B for further details.

NOTE 3

This scheme was originally introduced by R. Steinfeld, L. Bull, and Y. Zheng in 2001.[12]

7 Scheme SBZ02-MERSAProd

7.1 Para

The SBZ02-

— collisio

— securit

meters

MERSAProd scheme makes use of the following parameters:
n-resistant hash-function Hash as defined in ISO/IEC 10118-1;

y parameter A.
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The security parameter A shall be met by all involved algorithms for the hash-function and taken into
account during the choice of the domain parameters and keys.

7.2 Cons

truction

7.2.1 Key generation process

The key generation algorithm of the redactable attestation scheme consists of the following two procedures:

a) generate the set of domain parameters Z;

b) generate the attestation key ak and verification key vk and redaction key rk as follows:

1) The verification key vk consists of a unique RSA (Rivest, Shamir, and Adleman) modu
gemerated according to ISO/IEC 9796-2 and a list eq,...,e; of public exponents whichr-a

co{prime and co-prime to (p—1)-(q—1). Here, [ shall be equal to or larger than thenuml
in the message being attested.
2) The attestation key ak consists of the modulus N and the secret exponents @, ,...,d; such
i=1,...,1 itholds that d; Eei_l modulo (p-1)-(q—-1).
3) The verification key also serves as redaction key, such that rk =k«
The security parameter A shall be taken into account when choesing above parameters, su

indicated s

NOTE I
some of the

7.2.2 Redlactable attestation process

bcurity strength is achieved.

1 case the number of exponents is larger than the number of fields in the message, i.e. in the
exponents are not facilitated.

This procegs takes the following inputs:

— setof Imain parameters Z ;

— attestaftion key ak consisting of the(/ secret exponents d,...,d;;

— a messpge m consisting of n(fields my,...,m, in no particular order, such that each field
unique|index number i with 1<i</;

— admisgible changes adm-represented as two sets containing the unique index number corre
the fields’ index numbefs: the first set admg, containing the indices of fields that are not ac

redactjon and thésecond set adm,..q containing indices of fields admissible to redactions.

NOTE 1

NOTE 2

efererice’[12] does not define in detail how to efficiently encode the admissible changes.

us N=p-q
re pairwise
ber of fields

1 that for all

ch that the

caseof n<l,

includes a

sponding to
missible to

his\algorithm does not directly protect the order of the fields, as the index number i for eacH

field is only

required to map to a specific exponent in the verification key; the order of those exponents is not protected inside the
algorithms presented in this document.

The process Split() to split the message m into fields is generally out of scope of this document. However, the
process Split() shall be defined in such a way that fields can be transformed into the message and vice versa,
in a reproducible way everytime this conversion is necessary, i.e. if Split(m)= my,...,m; then Splitl(

my,...,mg)

= m. The scheme protects the contents of each field, but not their order.

The process requires the generation of randomness. Refer to ISO/IEC 18031 to generate this securely.

The process is as follows:

a) Genera

te a random bit string tag-gs of length A.

© ISO/IEC 2024 - All rights reserved
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b) Foreach i=1,...,n, compute a hash-code h; from the concatenation of the content of each field m; together
with the adm and the taggs using the collision-resistant hash-function: h; =Hash(adm||taggs [In|li||m;).
NOTE 3 How to represent numbers as strings for concatenation is outside the scope of this document.

¢) Use the function trans to transform the output of the collision-resistant hash-function to numbers that
can be used as input to the forthcoming RSA operation in step d) and e).

NOTE 4  Reference [12] does not define in detail how to encode the output of the hash-function for use with RSA.
NOTES5 A compatible transform function is the optimal asymmetric encryption padding (OAEP) as
standardized in PKCS#1 v2.2 and RFC 8017[22] and in ISO/IEC 18033-2.

d) For each i=1 A sign the rrnnc(hl. ) with a different exponent to obtain a signature per
field: §; =(trans(h;))" modulo N.

e) Compufe X as the product of all fields’ signatures s;: X = H?ﬂ s; modulo N

The procesp outputs:

— redactgble attestation att = (X, n, tagggs ) -

7.2.3 Reglaction process

This procegs takes the following inputs:

— set of domain parameters Z ;

— message m composed of n fields denoted as my,...,m, such that each field includes a unique index
numbef i that corresponds to the indices to the exponents in the verification key;

redacti
admiss

modifi
corres

attestafion att of the form att = (X, n, tagcgs );

on key rk containing the list e, ...¢g; of public exponents;
ible changes adm ;

Cation instructions mod.\which are represented as a set of the unique indi
bonds to the indices of the fields that will be redacted, that are according to the

s adm, i.e. mod C admy,, .

5 is as follows:

hat att =(Zsh;tagcgs ) is a valid attestation on m under the verification key vk =rk
hot the qase.

hatmedification instructions mod are a subset or equal to adm.

ces [ that
admissible

hnd abort if

Lot

changsg
The proces
a) Verify

thisis |
b) CheckH
c) Setm’
d)
e)

) e

2) ¢y
f)

ol £ 0100+ Laoll 3 1 £ 2 2
CUTTHTOSTTTICTU S I AT STIATT T C T a L, T T IO Ve a1 T = 1o

Let X be the set of the indices of all fields in m’,

=1moduloe;, and

=0moduloe; forthose ie{1,...,k-1,k+1,...,n}.

For each ke X compute the hash-code h, =Hash(adm||tag ks |In|lk|m;).

© ISO/IEC 2024 - All rights reserved
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g) Use the same function trans as during the attestation process [7.2.2, step c)] to transform the output of
the collision-resistant hash-function to numbers that can be used as input to the forthcoming RSA
operation [in step h)]; compute h;=trans(h;) for i=1,2,...,n.

h) Foreach ke X compute s;, =X /l_L_1 ) nh,- Lek/ei ) modulo N,

i) Using thes;, computed in h) for the remaining fields, compute the product X’ of all signatures
p) :erXSk modulo N.

The process outputs:

— redacted attestation att’=(Z’,n,tagcgs ) ;

— redact¢gd message 1,

— admisgible changes adm.
NOTE1 The redaction process does not adjust the initially attested number of fields of the message, dgnoted as n.
NOTE 2  Tp calculate the coefficients in step €), any algorithm that solves the equations reélated to the CRT|can be used.

NOTE3  Ipstep c), the indices corresponding to the remaining m; do not change and'in particular they|will still use

the same cofresponding exponent e;.

NOTE 4 In step h), the division is a division modulo N, and not over the integers, while the division in the exponent
is an integer{division rounded down.

NOTES5 The redaction process does not support consecutive redactions (i.e. redacting again an alreddy redacted
attestation) |due to the current described handling of indices.

7.2.4 Verification process

The procesp takes the following inputs:

— setof domain parameters Z ;

— verification key vk containing the list'é,,...,e; of public exponents;

— redactg¢d or original message m=(m ,...,m,) such thateach field includes a unique index number i that
corresponds to the indices of the' exponents in the verification key vk;

— redactg¢d or redactable attestation att = (X,n,tagcgs );
— admisgible changes wdm consisting of admg;, and adm, .
The procesg is as follews:

a) Let Xbp thé set of the indices of all fields of the message m.

b) Check Hfthe-indicesfrom-Xarecorrespondingto-the—adm by
1) checking if admyg;, is a subset of or equal to the set X, and
2) checking if the set X is a subset of or equal to the union of admg;, and adm,.;.
If any check fails the verification outcome is invalid, i.e. set o=reject and abort.

c) Recompute the hash-code using the concatenation of the content of each field m; together with the adm
and the tag g using the collision-resistant hash-function: h; =Hash(adm||taggs |Inllil|m;).

d) Use the same function trans as during the attestation process to transform the output of the collision-
resistant hash-function to numbers capable as input to the RSA operation [in step f)]; compute h; =
trans(h,).

© ISO/IEC 2024 - All rights reserved
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te e=H_ e; .
ieX

e

f) Compute r=HieXh,-ei modulo N .

8)
The proces

NOTE 1

Ifr= X° then set o=accept otherwise set o=reject .

s outputs:

the final verification outcome o.

The redactable attestation scheme specified in 7.2.1 to 7.2.4 satisfies the following properties:

unforgeability, privacy, detectability of redactions, and disclosure control. See Annex B for further details.

NOTE 2

Sl%
and mergealpi

NOTE3 T
itis named N

8 Schen

curity proofs for unforgeability and privacy are found in the original work.[12] Detectability
lity are shown in.[15] See Annex B for disclosure control and for further details.

IERSAProd or MERP.

ne BBDFFKMOPPS10

8.1 Parameters

The BBDFF
— digital

securit]

The securit
8.2 Cons

8.2.1 Ke)

KMOPPS10 scheme makes use of the following parameters:
signature scheme as defined in ISO/IEC 14888-1;
y parameter A.

y parameter A shall be met by all involved-algorithms for the signature scheme.
truction

y generation process

his scheme was originally introduced by R. Steinfeld, L. Bull, and Y. Zheng in 2001;[24kin the o

fredactions

riginal work

The key generation algorithm of the redactable attestation scheme consists of the following two procedures:

a) genera
b) genera
1) usq
sch

2) the

fe the set of domain parameters Z;
fe the attestation\key ak and verification key vk and redaction key rk as follows:

e the key géneration process of the digital signature scheme, such that the digita
eme’s signiature key maps to the attestation key ak,

digital signature scheme’s verification key maps to the verification key vk,

3) the

digifn] cigannrp scheme’s verification l(py also maps to the redaction kpy rk sucht

| signature

hat rk=vk.

The security parameter A is taken into account such that the digital signature scheme offers at least the
indicated security strength.

8.2.2 Redactable attestation process

This process takes the following inputs:

— setofd

— attesta

omain parameters Z ;

tion key ak consisting of the secret key of the digital signature algorithm;

© ISO/IEC 2024 - All rights reserved
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message m encoded as a tree Twith b arcs A={ay,...,a,} between t nodes V={v;,...,v, }. The tree’s

arcs are directed; pointing from a node denoted as parent to a node denoted as a subordinate node. All
arcs’ subordinate nodes (if more than one) are ordered, and in Clause 8 the ordered sequence of g

subordinate nodes of node p is denoted as VLp :{vp'l Y eees vp'q} . The ordering relation is denoted as a is-
left-of relation Rp c VLp xVLp , which yields that (vp,i ,
distinguishable from the others as it has no parent node and is denoted root. The ordered nodes, together

V,,j )€ Ry, ifand only if i<j. One single node shall be

with th

— admissi

e arcs between them, form the message to become attested.

ible changes adm={1,...,t}.

The scheme protects the content of each field and their ordering within the tree structure, but not directly a
non-tree-structured linear message. To use such a scheme for non-tree-structured message, a transform

from the li
split the mg
shall be def

vice versa
{ag,...,a,}

The proces

The proces
i.e. a vertex

Inorderto}
; however, j

hear message onto a tree shall be provided. The encoding of the tree and the proce:
ssage m into arcs and nodes are both out of scope of this document, however thé prqg
ined in such a way that nodes, arcs and their ordering can be transformed into)the n
in a reproducible way every time this conversion is necessary,) i.e. if

-1
A{vi,..o,ve L{Ry,...,R; } then Split™ ({aq,...,ap }L,{v1,...,v; L{R,..., R, }}=m.
5 requires the generation of random data. Refer to ISO/IEC 18031 torgenerate this sec

5 does not allow admissible changes to be specified. Therefore,by-default, a leaf node
that has no subordinate nodes, can always be redacted in this,s¢heme.

make this clear for the user, the input for adm shall contaimallt nodes as indices, i.e. adn
edacting a non-leaf node requires previously redactingthe nodes of the subtree beloy

s Split() to
cess Split()
essage and

Split(m)=

irely.

of the tree,

n={1,...,t}
v it.

The proces is as follows:

a) Foreadh veV,generate a random bit string tag, oflength A.

b) Initialige the attestation att as empty.

c¢) Traverse the tree T starting from the node that is the root of the tree using a post-ordé¢r traversal

algorithm. During this post-order traversal, perform the following action for each arc a=(v,w)e A:
1) Set m, to the value of 0||v||tagy |[w||tag,, .
2) Use the digital signature scheme’s signature process on inputs:
| my;
ii) | set of domain{parameters Z;
iii)] signaturé&’key mapped from the attestation key ak.
Receiv¢ as ontput the signature X, .
3) Cohedténate the resulting signature to the front of current value of the attestation att fo form the
latest value of att, i.e. att =X Tlatt .
NOTE1  Step c) is performed with the intention to attest all arcs and the content of the nodes and to store the

generated digital signatures in a serialized form by traversing the tree in a fixed manner, i.e. post-order traversal.

NOTE 2

The following is an example for a recursive algorithm that performs a post-order traversal of the
complete tree T starting at the root by calling the following algorithm with the root node; the algorithm gets as
additional input an action to perform on each node or each arc:

d) If the node given as input has subordinate nodes, then the left-most subordinate node that has not been
marked as visited yet is traversed, and the post-order function is called recursively with this node as an input.
e) If the node given as input has no more subordinate nodes or all subordinate nodes are marked as visited,

then the node is marked as visited and the results of performing the action given as input on the contents of

© ISO/IEC 2024 - All rights reserved
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the node, or on the last traversed arc that led to the node, are output, e.g. the contents of the nodes that are
connected via this arc.

In post-

order, the recursion ends with the action being applied on the root.

f) Traverse the tree T starting from the node that is the root using a post-order traversal algorithm. For
each node peV that has more than one subordinate node, perform the following actions:

Let VLp contain the ordered list of the subordinate nodes of the node p as the set VLp = (Vp,l Vo )

Let RLp contain all is-left-of relations for all members of the subordinate nodes of node p, i.e. for all

members of the set VLp .

narforas +h o

For eagh

1) Sef

2) Us
i)
ii)
iii)

Receiv

3) Co
the

NOTE 3
of a sing
attestt
in a fixd

g) Forthe
Use the

) my;

ii) set
iii) sig
Receiv

Concat

raambar{iz PO WPV RPN, PP PRI »1 4 fallawzing ctana
I TIICITITCT \Vpll ) Vp‘] } Ul LIIC T UIdUIVUITO OC U l\Llp’ tl\/l TULITIT LITC TUITUVYV llls QL\/}IJ-
m, to the value of 1||vp‘l- ||tagvpli ||vp,]- ||tagvp’j .
b the digital signature scheme’s signature process on inputs:
m,;
set of domain parameters Z;
signature key mapped from the attestation key ak.

 as output the signature X, .

hcatenate the resulting signature to the front of the clirrent value of the attestation
latest value of att, i.e. att =X || att .

Step d) is performed with the intention to signthe'is-left-of order relation among all subor
le node. This is then performed repeatedly for allnodes in the tree that have further subordir
he tree’s ordering and to store the generated digital signatures in a serialized form by traver
d manner, i.e. post-order.
node v thatis the root of tree T, set;m, to the value of v|tag, .
digital signature scheme’s sigrature process on inputs:
of domain parameters Z;
nature key mapped from the attestation key ak.

e as output thesignature X,

bnate thie resulting signature to the front of the current value of the attestation att

att to form

linate nodes
ate nodes to
5ing the tree

to form the

attestation

latest yalue-ofiatt, i.e. att =%, ||att
h) Concatenate all random tags for all nodes V_of the tree to the back of the current value of the
att to form the latest value of att, i.e. att =att||tag, ||...|| tagyy, -

The process outputs:

— attesta

tion att.

8.2.3 Redaction process

This process takes the following inputs:

— setof domain parameters Z ;

— amessage m encoded as a tree Twith b directed arcs A={ay,...,a;} between t nodes V={v,,...,v; };
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tion att of the form att =(Z, || Z, 1 I...[1Z,; 1 Zg 1 II...11 Z, p lItagy ||... || tag, ) ;

redaction key rk;

a leaf node of the tree.

The process is as follows:

modification instructions mod which consists of a single node v,,,,4 that has no subordinate nodes, i.e.

a) Verify that att=(2r W2y 1 2y e 12 1 M- 11 2 p Il tagy ||...||tagt) is a valid attestation on m under
the verification key vk =rk and abort if this is not the case.

b) Remove from att the random value corresponding to the node to be removed tag,, ;-

¢) Remov from att the one value of X, , which corresponds to the arc a where a=(vz,v¢)|where vy is
the parnent node of v 4.

d) RemovE from att each value of Zyy which corresponds to a relation between nodes containipg the node
Vinod » €. either (Vmod WV x )e Ry, or (v, x ,Vmod JER), -

e) Ifthenode v, 4 is the root and there are no subordinate nodes, remove 2, from att.

The procesp outputs:

— redact¢d message m’ encoded as a tree without the node v, qrésulting in a tree with V[\v,,,q and
A\(Vz 'Vmod);

— redact¢d attestation att’.

8.2.4 Verification process

This proces

— amesspge m encoded as a tree T withtb directed arcs Az{al,...,ab} between t nodes V 5

— verification key vk

— attestaftion att of the form att=(Z, | Z, 1 II...1Z, 1 Z41 II...11Z4 p lItagy |l...lItag, ) on m.

The proces is as follows:

a) Parse q@tt to retrieve the signature over the nodes v that forms the root of tree T as |
corresIonding raniddom as tag, .

b) Set m,

set of domain parameters Z ;

s takes the following inputs:

tothe'value of v||tag, .

{vi,eeove}

> and the

r

9
1y

Use the digital signature’s verification process on mputs:

set of domain parameters Z ;

2) verification key mapped from the verification vk ;

3) message m,;

4) sig

Receive an output o

d)

If Oroot

nature X, .

oot € {accept,reject} from the digital signature’s verification process.

returns accept then set o=accept, otherwise set o=reject and stop.
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e) Traverse the tree T starting from the node that is the root using a post-order traversal algorithm. For
each node peV that has more than one subordinate node, perform the following actions:

Let VLp contain the ordered list of the subordinate nodes of the node p as the set VLIZJ ={vp,1 Yeees vp,q}.

Let RLP contain all is-left-of relations for all members of the list of subordinate nodes of node p, i.e. for
all members of the set VLp .

For each member (vp,i WVp,j ) of the relations-set RLp, perform the following actions:

1) Parse the attestation att to retrieve the signature for that relation as X, , and the corresponding

V,X
random values as tag, and tagvpj ;

2) Set m, to the value of vy, ||tagvp'i vy, ||tagvp,j ;
3) Useg the digital signature scheme’s verification process on inputs:
i) | message m,;
ii) | set of domain parameters Z;
iii)] verification key mapped from the verification key vk;
iv)| signature %, ..
Receivg an output o, , € {accept,reject} from the digital signature’s verification process.
4) If ¢, , returns accept thenset o=accept, otherwise set o=reject and stop.

NOTE 1|  Step e) is performed with the intention to verifythe is-left-of order relation among all |subordinate
nodes of a single node. This is then performed repeatedlyfor all nodes in the tree that have subordingte nodes, i.e.
to verify the attestation of the order and the contents of‘all nodes.

f) Traverse the tree T starting from the node that is the root using a post-order traversal algprithm. For
each edqge a=(v,w)e A, perform the following actions:

1) Pafse att to retrieve the signature over edge as X, , and the corresponding randorm values as

tag, and tag,,.

2) Set m, to the value of 0||w|tag, |lw||tag,, -
3) Use the digital signatfire' scheme’s signature process on inputs:
i) | mg;

ii)| set of domiain parameters Z;

iii)] signature X, ,;

iv)|_vefification key mapped from the verification key vk.

Receive an output o, , € {accept,reject}.
4) If 04,y Teturns accept then set o=accept, otherwise set o=reject and stop.

NOTE 2  Step f) is performed with the intention to verify the digital signatures over the arcs among all nodes and
their contents to verify the attestation of the arcs and contents of all nodes in the tree.

The process outputs:
— The final verification outcome o.

NOTE 3 Theredactable signature scheme specified in 8.2.1 to 8.2.4 satisfies the following properties: unforgeability,
privacy, undetectability of redactions, and mergeability. See Annex B for further details.
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Mergeability has been shown later in Reference [15]. See Annex B for further details.

NOTE 5

Katzenbeisser, M. Manulis, C. Onete, A. Peter, B. Poettering, and D. Schréder in 2010.4]

9 Scheme DPSS15

9.1 Parameters

The DPSS15 scheme makes use of the following parameters:

— digital

— collisign-resistant hash-function Hash mapping to odd numbers;

securit]

NOTE A
hash-functid

Some proce

The securit
scheme and

9.2 Subr

The redact
mechanism

An accumu
AKGen

AEval;
a set of

AWitC

accumulation value; and

AVerify
verifieg

using AEval and the'secret key corresponding to the public key used for the verification.

The follow
Accumulat

1.

. | ofined in ISO/IEC 14888

Security proofs for unforgeability, privacy and undetectability of redactions are found in Reference [4].

This scheme was originally introduced by C. Brzuska, H. Busch, 0. Dagdelen, M. Fischlin, M. Franz, S.

=7

y parameter A.

collision-resistant hash-function Hash mapping to odd numbers can be builtf¥om any collis
nHash’ as defined in ISO/IEC 10118-1 by defining Hash(x)=2-Hash’(x)#4"

sses require the generation of random data. Refer to ISO/IEC 18031 to generate this 3

y parameter A shall be met by all involved algorithms fonythe hash-function, digitd
the RSA accumulator.

outine: RSA Accumulators

hble attestation scheme described in 9.3 uses.a So-called accumulator scheme consis
s as a building block.

ator scheme generally consists of four algorithms:
: to generate a keypair consisting of 2 secret key and a public key;

a secret-key-based algorithm togenerate the accumulation value and auxiliary inforn
input elements;

Feate: a secret-key-based* algorithm to produce a so-called witness for an elem

V1 a public-key-bBased algorithm that given a witness, an element and an accumuls
that the given element was in the set of elements accumulated into the given accumu

ing describes the internal behavior of one instantiation of this mechanism, 1
r, in detail.

on-resistant

ecurely.

| signature

ting of four

hation from

ent and an

ition value,
ation value

amed RSA

d 1 AL

The ke

the foll

3 L : pa | £ P | 3 £+ 1k rS
5511:1 dllUIl ITICUIIAdITIS I, UTIIULCU Uy OINNUUID, LARTS dS llllJI.lL LIIC STLUT ll.y lJCll allititcl adl

owing steps:

— Generate an RSA modulus N =pq according to ISO/IEC 9796-2, such that:

p and q are distinct safe primes of sufficient length to achieve the strength indic
security parameter;

p (and respectively q)is safeif p=2-p’+1, where p’ is also prime;

— setg=(p-1) - (q-1).

The mechanism returns a secret key sk=¢ and a corresponding public key pk=N.

© ISO/IEC 2024 - All rights reserved
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— The accumulation mechanism, denoted by AEval, takes as input a secret key sk, corresponding public

key pk

,and a set of elements {x; }f-‘zl to accumulate, and performs the following step:

— Draw arandom element a in Zy such that 2<a<N-1.

The mechanism returns an accumulation value acc=a and auxiliary information aux which is the
empty string.

NOTE 1

By drawing the value a uniformly at random, the correct distribution required for security of the
scheme is achieved independently of the elements to be accumulated (see Reference [15]). A verifiable witness
can only be computed efficiently with knowledge of the secret key sk=¢.

The witness generation mechanism, denoted by AWitCreate, takes as inputs a secret key sk,

correspendingpublickey pk anaccumulationvalue gec audliaryinformationguxandan element x
which has been accumulated into acc, and performs the following steps:
— Compute x’=Hash(x).
x""1 modulo [0)
— Compute w=acc modulo N .
The mgchanism outputs a witness wit=w .
— The acfumulator verification mechanism, denoted by AVerify, takés as inputs a public key pk, an

accumyilator value acc, a witness wit, and an element x, and performs the following steps:

Co

If

The me
NOTE 2 T

NOTE3 T
long as cert3

properties ajnd for efficiency reasons.

NOTE4 T
attestation {

properties afe satisfied.[2] Thus, the RSA' Accumulator outputs an empty string as the auxiliary informatig

be aligned.

9.3 Cons

9.3.1 Ke)

The key gemeration algorithm of the redactable attestation scheme consists of the following prog

mpute g=wit""*) modulo N .

j=acc, set o=accept,and o=reject otherwise.

chanism outputs the single bit o.

he above scheme was originally introduced byH. C. Péhls and K. Samelin in 2014.[15]

he redactable attestation scheme in 9.3 s agnostic of the concrete choice of the accumulat

in cryptographic properties are satisfiéd.[5] The above scheme was chosen because of its pro

he accumulator mechanism in'9:2 does not require any auxiliary information aux. However, th
cheme in 9.3 is agnostic of the'concrete choice of the accumulator scheme as long as certain cy

truction

y generation process

r scheme as
ven security

e redactable
yptographic
nin order to

edures:

a) genera

£] 2 oL ] H + Z
(CUICT ST UTUUTITATIT AT ATITCTCT 54

b) generate the attestation key ak and verification key vk and redaction key rk as follows:

1)

pair (skpgs, VKpss)-

2)

public key pairs (sk’,.., pk’;..) and (sk”,...pk”,..), respectively.

3)

redaction keys as rk =vk =(Vkpgs , Pk’ 4 » PK') rhk=vk=(VkpsoDK 1o DK gd)-
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The security parameter A is taken into account such that the digital signature scheme and the accumulator
offer at least the indicated security strength.

9.3.2 Redactable attestation process

This process takes the following inputs:

— set of domain parameters Z,

— attestation key ak of the form ak =(skpgs,Sk’ 4cc »SK” gec ' PK qec PR ace )

— message m consisting of n fields my,...,m,, where the message fields m; are pairwise distinct,

NOTE 1, fthe rnqnivnmahf onthe distinctnocs cannat ha gnqvqnfooﬂ‘ Htecan nqci]y he enforced ky raddlng each
messagg field with uniformly random bit string of length 24 .

— admisgible changes adm containing those fields that cannot be redacted.

The process Split() to split the message m into fields is generally out of scope of this document. However, the
process Split() shall be defined in such a way that fields can be transformed into the‘message and vice versa,
in a reproglucible way everytime this conversion is necessary, i.e. if Split(p{}s" my,...,m; then Splitl(

my,...,mg )= m. The scheme protects the content of each field.
The procesp requires the generation of random data. See ISO/IEC 18031-to'generate this securely.
The procesg is as follows:

a) Foreadh i=1,...,n perform the following steps:

1) Draw a uniformly random bit string r; of length 2A¢
2) Compute (acc’;,aux’)= AEval((sk’aCC 'PK gec 1T }i]-:1 ) :
3) Foreach j=1,...,i, compute Wit’ij = AWitCreate((sk'aCC , 0K’ 4o ) acc’; ,aux’,rj) )

4) Let WIT’; =(wit’;,,...,wit’;;).

b) Compufe (acc",aux”):AEval((sk”aCC K e ). A(my llacc’; 1) Yy )

c) Foreadh i=1,...,n, compute wit”; = AWitCreate((sk” ;.. , k" 4cc ) acc”,aux”,(m; |lacc’; |17 )}

d) Set adi’={(m; llacc’; I Bm cadm-

e) Using the digital signature schemes’ signature process on inputs:
1) mgdssage (gce’5adm’);

2) seffof demain parameters Z;

3) signatdre key skpgg ;

receiving as output a digital signature X .

f) Compute att= (ZDSS sacc”,(ace’; WIT'; ry wit”; )i ,adm)
The process outputs the attestation att .

NOTE 2  The accumulator mechanism in 9.2 does not require any auxiliary information aux. However, the redactable
attestation scheme in 9.3 is agnostic of the concrete choice of the accumulator scheme as long as certain cryptographic
properties are satisfied.[5] Thus, the auxiliary information is used throughout 9.3 in order to stay agnostic for reasons
of cryptographic agility.

© ISO/IEC 2024 - All rights reserved
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9.3.3 Redaction process

This process takes the following inputs:

— setof domain parameters Z ;

— amessage m of the form m=(my,..,m,);

— aredaction key rk of the form rk=(pkpss, 0k gec PR gec )

n

— attestation att of the form att = (EDSS ,acc”,(acc’; ,WIT'; ,r; ,wit”; )i=1 ,adm) on m;

— original or redacted admissible changes adm consisting of a list of message fields;

— modifi¢ation instructions mod consisting of a set of indices of message fields in m to be redpcted.
The proces is as follows:

a) Let L be alist containing all indices of mod sorted in descending manner.
b) Foreadh ie L, perform the following steps:

1) Delete the message field m; from m, thereby reducing the indices ofzall message fields wijith a higher
indexby 1.

2) Foreach j=i+1,..,n delete Wit'ﬁ from WIT’]- , thereby reducing the indices of all entries with a
hi

—

gher index in the list by 1.

3) Delete (acc’; ,WIT’;,r; ,wit”;) from the correspondingYistin att, thereby reducing the indices of all
enfries with a higher index in this list by 1.

4) Adjust n to the new length of the message by setting n=n-1.

c) Definelthe redacted message m’=m.Admissible changes are not altered, hence the redacted admissible
changes are equal to adm, and define the redacted attestation att’ as the result afteif the above
deletiohs from att as performed in b).

The procesp outputs:
— redact¢d message m’;
— redacted attestation att’,

— redact¢d admissible changes adm.

9.3.4 Verification-Process

This procegs takes the following inputs:

— set of domainparameters 7

— amessage m of the form m=(my,..,m,) ;

— averification key vk of the form vk =(pkpgs, Pk yoc DK gec ) 5

— attestation att of the form att = (EDSS sacc”,(acc’; WIT'; r; wit”; )i ,adm) on m.
The process is as follows:
a) Set o=accept.

b) Set adm’={(m; |lacc’; I1; )} m.cadm

© ISO/IEC 2024 - All rights reserved
20


https://iecnorm.com/api/?name=e8e777c48d63a6c5bf9553be7216b59c

ISO/IEC 23264-2:2024(en)

c) Verify the correctness of X¢¢ by executing the digital signature scheme’s verification process on inputs:
1) message (acc”,adm’),

2) setofdomain parameters Z,
3) verification key pkpgs,

4) signature X,

receiving an output opgs .

d) If opgg =reject, set o=reject .

e) Foread =1, 71, perform the fotlowing computations:

1) Verify that there is a correct witness for (m;|lacc’;|ir;) By’ |computing
Oy = AVerify (pk” g ,acc”,wit”; ,(m; lacc’; |Ir;)) . 1f 04y, =reject, set o=rejecty

2) For each j=1,..,i, verify that there is a correct witness for rj An acc’; by |computing
Otrhp :AVerify(pk’aCC ,acc’; wit';;,r; ), where  WIT'; =(wit’;y, .., wit{;). 1f oy, =reject, set
o3reject .

f) Set ogreject, if adm’ n{(m; ||acc’; ||r; )}y #adm’, as this indicates that message fields thiat are non-
redactable according to adm have been removed.

g) Verify thateach m;e adm is also contained in m in the same order of occurrence, potentiallyjinterleaved
with other fields, to ensure that the non-redactable message fields according to adm still gccur in the
correct order. If this is not the case, set o=reject .

NOTE 1] This last step can easily be implemented using a loop.

h) Outputithe final verification outcome o.

NOTE 2  Theredactable signature scheme speecified in 9.3.1 to 9.3.4 satisfies the following properties: urfforgeability,

privacy, undetectability of redactions, and dis€losure control. See Annex B for further details.

NOTE 3  The property of mergability is‘not shown in the original work but possible. See Annex B for furjther details.

NOTE 4  This scheme was originally introduced by D. Derler, H. C. Péhls, K. Samelin, and D. Slamanig in R015.[3]

10 Scheme MHIO6

10.1 Parameters

The MHI06|schenie makes use of the following parameters:

friendly elliptic curve as specified in ISO/IEC 15946-5;

NOTE

Groups Gy, G, Gy of prime order p equipped with a bililnear pairing e: G; X G, — Gp defined via a pairing-

ISO/IEC 15946-5 uses additive notation for elliptic curve operations, e.g. h=aG , whereas this clause

uses multiplicative notation following the initial work, e.g. h= ga .

Genera

tor g, of the group G,;

ISO/IEC 18033-5;

Securit

y parameter A.

© ISO/IEC 2024 - All rights reserved
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The security parameter A shall be met by all involved algorithms for the hash-function and taken into
account during the choice of domain parameters and keys.

10.2 Construction

10.2.1 Key generation process

The process requires the generation of random data. Refer to ISO/IEC 18031 to generate this securely.

The key generation process consists of the following two procedures:

te the domain parameters Z

a) Genera
b)
1) Pig
2) Co
3) Sef
4) Th
the
Gy
NOTE R
purpose.

10.2.2 Reglactable attestation process

The redact

Generafe the attestation key ak, the verification key vk, and the redaction key rk as follows:

k arandom x inthe range 0 < x < p and set the attestation key to x:ak=x

mpute the verification key as vk = g5
the redaction key equal to the verification key: rk =vk

e security parameter A is taken into account such that, in the groups G;, G, generate
domain parameters, the computational co-Diffie-Hellman problem (given h € G; a

edaction does not require a dedicated redaction key rk ;(the verification key vk is suffid

hble attestation process takes the followirdginputs:

domai

attest

NOTE T
order in wh

valid attestdtion for ang6ther message m** consisting of the same message fields, but in a different ordd

The procesp

amessjge consisting of n fields m={m,, ...,

admisgible changes adm consisting of a subset of the indices 1,...,
to the flields for which redattion or disclosure is admissible.

Lmg) =

parameters Z;
ion key ak;
m,, ), each identified by a unique index i in the rang

n (i.e. adm < {1,..,n}) cor

he process treatS the fields my,...,
ch these fieldsiappear in the input. In particular, the attestation generated for a message 1

m,, of the input message as an unordered set and will no

n|
for random 0 < x < p, compute h* € G; ) provides at least®h€ indicated security strefgth.

D.

d as part of
92, 95 €

ient for this

el<i<n;

responding

t enforce the

n* will be a
.

5 Split()-to split the message m into fields is generally out of scope of this document. H
't() shall be defined i in such away that f1elds can be transformed 1nto the message an
.m. t

m . The scheme protects the content of each field, but not their order.

wever, the
vice versa,
en Split1(

The process requires the generation of random data. Refer to ISO/IEC 18031 to generate this securely.

The proces

s is as follows:

a) Pickarandom bit string tag of length A.

b) Compu

c¢) Compu

te the hash-code h,, € G, of the chosen tag : hy =H(tag).

te a signature o € G, for tag: o5 = hoak
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For eachi=1,.., n, compute a signature o; € G, form;: o; = hl-ak.

n
Combine signatures 0,074, ..., 0, into the joint signature X =Hj_06j Gy .

d)
H(tag || m)).
e)
f)
g)

Set S to be the set of signatures o; for which i € adm: S={o; | i € adm}.

The process outputs:

— redactable attestation att = (tag, 2, S);

redac

signature ¢

The proces
invalidatin

), € S can be identified, as this is required by the redaction process.

s ensures that any message field m; for which i € adm, cannot be reddeted from
b the attestation att.

10.2.3 Redlaction process

The redact

redacti

messag

admiss

on process takes the following as inputs:

domain parameters Z ;

on key rk;

e m consisting of n fields my,...,m,, each identified by a unique index i in the rang

attestation att =(tag,X,S) for the message m;

ible changes adm consisting of a subset of the indices 1,...,n (i.e. admc{1,...,n}) cor

to the message fields for which redaction gr,disclosure is admissible;

modifi
mod, 4
shall al

fation instructions mod consisting of two disjoint sets, mod,..q < adm and mod s = d
specifies the message fieldsto be redacted, and the set mod;s specifies the messag
ways be disclosed and forywhich further redaction will be prohibited.

5 is as follows:

hat att is a valid attestation of m by using the verification process in 10.2.4 with in
. If the verification output is o=reject , abort.

hat:

each-ie adm, thereis a corresponding 0;€ S,

, n, compute the hash-code h; € G; of tag concatenated with the message field m;: h; =

The encodj'Eg of adm and att shall ensure that for each i € adm, the corresponding message flield m; and

m without

\9~
IA
IA

responding

dm : the set
b fields that

put vk, m,

2) modq "mody;s = 0,

3) mod..q cadm and modgy, cadm.

If any of the above conditions does not hold, abort.

The proces
a) Verify
and at.
b) Verify 1
1) for
9

Set the redacted message m’ to consist of the n’=n—|mod,q| message fields m; for which

ie{l,...,n}\ mod,.4. ldentify each message field by a new unique index i'e{l,...,n"} and let
f{1,...,n}\ modq —{1,...,n"} denote the induced mapping from the original index values i to the
new index values i’ (i.e. denoting the message fields of m’ as mlmn then m}(,-)=m,- for
ie{l,...,n}\ mod,.q).
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d) SetX'=
€)
f)

€ adm
g)

S'={c
h) Set att

For each ie mod

ISO/IEC 23264-2:2024(en)

p)

red’

\ (mOdred Y mOddis) }

;|o;€S, f(i)e adm’}. For each o; € S, associate o; with index i’= f(i).

'=(tag,X’,S")

The process returns:

retrieve signature o; from S, and remove o; from X’:set Z'=X"-0;

Set adm’ to be the redacted admissible changes with respect to the new index values i’ : adm’={f (i) | i

Set S’ to be the set of signatures o;€S corresponding to the redacted admissible changes:

redacts

redactg

redactg

The encodi
on the inde

NOTE1 T
redactions o

NOTE2 T

bd message m’;
bd attestation att’;
bd admissible changes.

ng of m’, att’, and adm’ should rely on the new index values i’e {1,{};,7"} and shall
k values i used to describe the input message m, attestation att yand admissible cha

he process ensures that any message field m; for which i€ madgy;s cannot be redacted i
f m’ and att’.

he output of the redaction process is perfectly indistinguishable from the output of th

attestation process with input m” and adm’, and removes any info¥mation regarding the redacted me

(which cann|

10.2.4 Vel

The verific

verific:

messag

bt be inferred from m”), including the number of redacted fields.

ification Process

ition process takes as input:

domain parameters Z ;

ition key vk ;

e m consisting of n fieldsyn,,...,m,, each identified by a unique index 7 in the rang

attestation att =(tag,Z, S)t

5 is as follows:

accept .

Compufe the hash-code hy € G; of the tag: hy =H(tag).

not depend
nges adm .

subsequent

b redactable
ssages fields

IA
IA

97

h</=1,...,n, compute the hash-code h; € G; of tag concatenated with the messag

e field m;:

The proces

a) Seto=

b)

c¢) For ea
h; =H(

d) Ife(x,

e)

agiim; J-

gz);&HZ:Oe(hj,vk), set o=reject .

Foreach 0,€S,if e(0;,9,)#e(h;,vk), set o=reject .

The process outputs:

NOTE 1

verification result o.

The redactable attestation scheme specified in 10.2.1 to 10.2.4 satisfies the following properties:

unforgeability, privacy, undetectability of redactions, disclosure control, and consecutive redaction control. See
Annex B for further details.
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his scheme was originally introduced by K. Miyazaki, G. Hanaoka, and H. Imai in 2006.[11]

11 Scheme MIMSYTIO5

11.1 Parameters

The MIMSYTIO5 scheme makes use of the following parameters:

— digital

signature scheme as defined in ISO/IEC 14888-1;

— message commitment scheme;

securi

v narameter 4
V'

The securif]
and the me

11.2 Cons

11.2.1 Ke}

y parameter A shall be met by all involved algorithms, especially for the digital signat
sage commitment scheme.

truction

 generation process

building bl
two proce

The attes'}j generates a private/public key pair (sk, pk) in manner of\tHe signature schemg

a) genera
b) genera

i)

usi
sch

ii) thg
iii) thd

The securif
indicated s

The proces
require it.

11.2.2 Redactable atfestation process

The proces

ck. The key generation algorithm of the redactable attestation scheme consists of th
res:

fe the set of domain parameters Z;
Le the attestation key ak, verification key vk and redaction key rk as follows:

ng the key generation process of the digital-signature scheme, such that the digit4
eme’s signature key sk maps to the attestation key ak,

digital signature scheme’s verification key pk maps to the verification key vk,
digital signature scheme’s verification key pk also maps to the redaction key rk.

y parameter A is taken intefaccount, such that the digital signature scheme offers
pcurity strength.

5 does not output a dedicated redaction key rk as the redaction process of this scher

5 takes'the following inputs:

set of c10main parameters Z;

ure scheme

used as a
e following

| signature

at least the

ne does not

NOTE 1

attestation key ak;
a message consisting of n fields m=(my,..,m,);

admissible changes adm.

The admissible changes adm for this scheme consist of three sets C, DA, DB. They represent the conditions

“redacted”, “Disclosed and additional redaction is allowed”, and “Disclosed and additional redaction is prohibited”,
respectively. Their initial conditions are setto C =@, DA ={i|1 <i<n},and DB = @.

The process Split() to split the message m into fields is generally out of scope of this document. However, the
process Split() shall be defined in such a way that fields can be transformed into the message and vice versa
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in a reproducible way everytime this conversion is necessary, i.e. if Split(m)= my,...,mg then Splitl(
my,...,m;) = m. The scheme protects the content of each field.

The process requires the generation of random data. Refer to ISO/IEC 18031 to generate this securely.

The process is as follows:

a) Generate a A-bit length random bit string r; for each field m; (1 <i<n).

b) Generate n other 2A-bit length random bit strings S; (1 <i < n). The random bit string S; is referred to
as the mask data for each field m; . The left-most or right-most A bits of S; are denoted as S,-L or SIR .

c) Calculate two values Q; and P, for each field m; such that the two points (0, Q; ), (3, P; ) are on the line /;
througt‘the two points (1, c(R;)) and (2, ¢(S;)), where ¢(R;) := Com(m;; r;) and c(S; ):= Colm(SiL; S,R)
and Com(- ; ) is a message commitment function. This calculation shall be done on a\sufficjently large
finite fleld with respect to the security parameter.

d) Generafe a signature 2 for the concatenation Qq || Q|| ... || @, || P || P2 || -.- || P, withthe attestdtion key ak.

The procesp outputs:

— redactgble attestation att=(Z, n, tag), where tag=({r; }_;, {S; }_; , {R3i4 )

— redaction key rk, which is equal to the verification key vk.

NOTE 2  Ip practical use, a message authentication code (MAC) specified in the ISO/IEC 9797 series canp be used for

a message C

mmitment function Com(: ; -). The security parameter-Ads taken into account such that the N

least the indlicated security strength.

NOTE3 T
input to the

recover the
and yet reda

heoretically, it is equivalent to use the concatenation c(R; )|[c(R, || -.- [|c(R, eSSl -
signature scheme instead of Qq || Q|| ... [| @, Py 1| Py || ... [| P,. In the former case, it is not

point (; at verification process. This change reduces the computation cost if the field m; is
ctable.

11.2.3 Redlaction process

The proces

a mess

attest

5 takes the following inputs:

set of domain parameters Z;

hge m composed ofn fields denoted by my,...,m,,;

ion att=(2,nxtag);

redaction key-rk/

admisgible changes adm;

1AC offers at

[lc(S,) as an
hecessary to

not redacted

modification instructions mod, which are represented as a set of the unique indices i that correspond to

the indices of the fields that will be redacted, and are in accordance with the admissible changes adm.

a subset or

The process is as follows:

a) Verify that att = (Z, n, tag) is a valid attestation on m under the verification key vk =rk and abort if this
is not the case.

b) Check the modification instructions mod = (C,pq » DAmod » PBmod): If Cinoq OF DB poq 1S DOt
equal to DA abort.

© ISO/IEC 2024 - All rights reserved
26


https://iecnorm.com/api/?name=e8e777c48d63a6c5bf9553be7216b59c

d)
e)

ISO/IEC 23264-2:2024(en)

Calculate the redacted admissible changes adm’= (C’, DA’, DB’) as follows:

i) C'=CUCpuy

ii) DA’ =DA,,q

iii) DB’ =DBUDB,,,

Set m’

to those fields that shall remain, i.e. remove all m; ifi € C 4.

Calculate the redacted tag as follows: tag' = ({r3"\ {r}icc » {321 \ {S}iepp » {P}"i=1)

The process outputs:

— redactableattestatiomratt=(Z, 7 tug;
— redact¢d message m’;

— redaction admissible changes adm’.

NOTE

DA to DB insfructs the redaction process in step d) to remove the necessary information {$;) which would
to perform g future redaction of m,. This makes the scheme achieve the property of eonsécutive redaction
Annex B for further details.

11.2.4 Verification Process

The procesp takes the following inputs:

— admiss
The proces
a) Seto=
b) Checki
¢) Checki
d) Recovs
iy If

thi

e)

set of
verific:

messag

attestaltion att=(2, n, tag)

he modification instruction can include the instruction to modify adm, e.g. by meving the ind

omain parameters Z
ition key vk

em=(my,..,m,)

ible changes adm = (C, DA, DB)
5 is as follows:

accept

f the message m (syconsistent to the admissible changes adm. If it is not the case, set g
f the attestation att is consistent to the admissible changes adm. If it is not the case, s§
r the poinit{(0, Q;) in the following manner:

m; ,is mot a redacted field, calculate the value Q’; such that the point (0, Q’;) is on

ex x from set
be required
control. See

=reject.

bt 0 = reject.

the line I’;

ough the two points (1, c(R;)) and (3, P;).

ii) IfS;isinaredacted field, calculate the value Q’; such that the point (0, Q’;) is on the line I’; through
the two points (2, ¢(S;)) and (3, B;).

Verify the correctness of 2 by executing the digital signature scheme’s verification process on inputs:

i) the concatenation Q’1 ||Q’5 || ... 1|1 Q", | PL 1| Py 1| .- || By,

ii) setof domain parameters Z,

iii) verification key vk,

iv) sig

nature %,
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receiving an output opq.
f) Ifopgg = reject, set o = reject.
The process outputs:
— the final verification outcome o.

NOTE1 The redactable signature scheme specified in 11.2.1 to 11.2.4 satisfies the following properties:
unforgeability, privacy, detectability of redactions, and consecutive redaction control. See Annex B for further details.

NOTE 2  This scheme was originally introduced by K. Miyazaki, M. Iwamura, T. Matsumoto, R. Sasaki, H. Yoshiura, S.
Tezuka, H. Imai in 2005.[14]
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Annex A
(normative)

Object identifiers

This annex lists the object identifiers assigned to the mechanisms specified in this document.

RedactableSignatureSchemes {

iso(l) standard(0) redaction-of-authentic-data(23264) part2(2)
a ol =Y ol (ﬂ) 'Imj e Aot o £ e (ﬂ) }

DEFINITIONS EXPLICIT TAGS ::= BEGIN
-—- EXPORTYH All; --
-- IMPORTYH None; --
redactablgSignatureScheme OBJECT IDENTIFIER ::= {

iso(l) standard(0) redaction-of-authentic-data(23264) part2(2),mechanisms (1)
}
generic OBJECT IDENTIFIER = { redactableSignatureScheme)’l }
sbz02mersgprod OBJECT IDENTIFIER = { redactableSignatureScheme 2 }
bbdffkmopdsl0 OBJECT IDENTIFIER = { redactableSignatureScheme 3 }
dpsslb OBJECT IDENTIFIER { redactableSignaturé3cheme 4 }
mhi06 OBJECT IDENTIFIER = { redactableSignatiwreScheme 5 }
mimsyti05 OBJECT IDENTIFIER = { redactableSignathireScheme 6 }
END

© ISO/IEC 2024 - All rights reserved
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Annex B
(informative)

Overview of properties of redactable signature schemes based on
asymmetric mechanisms

B.1 General

Table B.1 gves an overview of the security properties of all redactable signature schemes presented in this
document. [The properties are described and defined in ISO/IEC 23264-1. An “X” in Table B:l'inglicates that
the scheme|fulfills this property.

All schemeg presented fulfill the required mandatory cryptographic properties of corre¢ctness, unforgeability
and privacy.

Table B.1 — Overview of properties of redactable signature schenies based on asymmetric

mechanisms
)

- o2 alN glg |2e 2
" 3 > |28 |asDlessSE~ |25~ B
g o0 =) I B leoE X088 8ac8
3 s> |S 2R |25 |E2RcE |as5 |
= s= |2 CSEg 2T EEC|2E |ETE |§
=) S = = S0 9q@= 0 |[E=0|x © Sv 9o (&2
N = a A [==JNR wi  = R - Wi o= R - = B ] oo ==
Generic construction
(Clause 6) X X X X
SBZ02-MERSAProd[12]
(Clause 7) X X X X
BBDFFKMOPPS10[4
(Clause 8) X X X X
DPSS15[5]
(Clause 9) X X X X X
MHIO06[11]
(Clause 10) X X X X X X
MIMSYTI05[14]
(Clause 11) X X X X X
INOTE "X" indicates that the scheme fulfills the relevant property.

B.2 to B.7 providesbackground on where the cryptographic properties listed in Table B.1 have bgen proven.

B.2 Propertiesof generic construction

The redactable attestation scheme specified in 6.2.1 to 6.2.4 satisfies the following properties: correctness,
unforgeability, privacy, detectability of redactions and mergeability.

This scheme was originally introduced by R. Steinfeld, L. Bull, and Y. Zheng in 2001.[12] In that paper, the
properties of correctness, unforgeability, privacy are discussed and proven. Detectability of redactions
directly follows from the fact that the initial number of message fields n is signed [the signature scheme

signs (root,tagmsg ,n)] and thus cannot be adapted during redaction. A verifier that is able to successfully

verify a redacted attestation over less than n fields can therefore detect the redaction and also knows the
number of redacted message fields.
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Mergeability follows from the underlying Merkle tree.l12] Mergeability for the generic construction can be
shown as follows: let att”and att” be two valid redacted attestations on two redacted messages m’and m”,
which are derived from the same original message and its redactable attestation. Assume from m’ one has
knowledge of a subordinate node’s content and its tag that was redacted in m”. The knowledge of a node’s
content m, " and its tag tagy, "would allow to refit the original content of the field m, into the attested

message m” at the original position instead of the hash value and the value from tagy, “into the list of tags in

att” instead of the value 0% . This would then generate a valid attestated message containing the fields from

”m

m

and additionally the m, from m’at the position x.

B.3 Properties of SBZ02-MERSAProd

The redactyible attestation scheme specified in 7.2.1 to 7.2.4 satisfies the following properties: unforgeability,
privacy, detectability of redactions, and disclosure control.

This schene was originally introduced by R. Steinfeld, L. Bull, and Y. Zheng in 2001.[121 In thaf paper, the
properties pf unforgeability, privacy are discussed and proven.

Redactions| can efficiently be detected by checking whether the value n contained in the jedacted or
redactable pttestation att=(X,n,tag.gs ) corresponds to the number of blocks‘dontained in the fedacted or
original mgssage m. As n is hashed into every h; [see 7.2.2. b)] it can not beadjusted during redagtion.

Disclosure
cannot be 1

control allows the attestor to define the admissible changes'in a way that one or
edacted in the redaction process; this is provided by protecting adm within the signa

B.4 Properties of BBDFFKMOPPS10

The redact
privacy, un

This schen
Katzenbeis
properties

The propet
Reference |
model“.[13]

Hetectability of redactions, and mergeability:

e was originally introduced by C. Brzuska, H. Busch, O. Dagdelen, M. Fischlin, M
ser, M. Manulis, C. Onete, A. Peter, BaPoettering, and D. Schréder in 2010.4] In tha

ty of mergeability was later discussed and introduced in Reference [15] as an e
4]. Reference [15] states.tlat Reference [4] “can be considered secure in our enhanc
Thus, the scheme BBDFEKMOPPS10 is mergeable.

B.5 Properties of DPSS15

The redact
privacy, un

This schem
that paper,

Hetectability of redactions, disclosure control and mergeability.

e was,originally introduced by D. Derler, H. C. Pohls, K. Samelin, and D. Slamanig in

bf unforgeability, privacy, and undetectability of redactions are discussed and proven|.

more fields
ture.

hble signature scheme specified in 8.2.1 to 8.2 satisfies the following properties: unforgeability,

1. Franz, S.
L paper, the

ktension of
ed security

hble signature scheme specified in 9.3.1 to 9.3.4 satisfies the following properties: unforgeability,

2015.[51 In

the properties of unforgeability, privacy, undetectability of redactions, disclosure

control are

discussed

P |
Jyley lJl UVTUIL.

The original paper does not explicitly state the property of disclosure control by using the same term,
however the scheme clearly allows the attestor to define the admissible changes in a way that one or more
fields cannot be redacted in the redaction process; as adm is protected by the signature. The security proof
given in Reference [5] covers an attack to change adm.

The property of mergeability was introduced in Reference [15] as an extension. Mergeability of DPSS15 can
be shown as follows: let att”and att” be two valid redacted attestations on two redacted messages m’ and
m”, which are derived from the same original message and its redactable attestation. Facilitating the RSA
Accumulator, the value of acc does not change during redaction, but a redaction removes the field and the
corresponding witness value, e.g. for a redacted m, from m’the missing witness would successfully prohibit
running the accumulator’s algorithm AVerify to validate if a redacted m, was signed. However, if m, and the
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corresponding witness is still available in m”, then taking that witness and the corresponding contents of
the element from m” allows m, to be added into m” to form a new message with a valid attestation.

B.6 Properties of MHIO6

The redactable attestation scheme specified in 10.2.1 to 10.2.4 satisfies the following properties:
unforgeability, privacy, undetectability of redactions, disclosure control, consecutive redaction control and
mergeability.

This scheme was originally introduced by K. Miyazaki, G. Hanaoka, and H. Imai in 2006.[11] In that paper, the
properties of unforgeability, privacy, undetectability of redactions, disclosure control, consecutive redaction

control are

discussed and proven.

Reference
the schem
cannot be
in Referen

Reference

The propet
Reference
mergeable.

11] does not explicitly state the property of disclosure control by using the same tex

clearly allows the attestor to define the admissible changes in a way that one, or

edacted in the redaction process; as adm is protected by the signature. The segurity
[11] covers an attack to change adm.

m, however
more fields
proof given

11] does not explicitly state the property of consecutive redaction ¢ontrol by using the same
term but cdlls it “disclosure condition control”. This control is the same and enables the redactor
a future redlaction by moving a redactable message field into the set mod ;.

ty of mergeability was later discussed and introduced in-Reference [15] as an e

to disallow

kKtension of

11], which is considered secure in this enhanced security-model. Thus, the scheme MHIO6 is

B.7 Properties of MIMSYTIO5

The redac
unforgeabi

This sche
Tezuka, H.
disclosure

Reference

scheme cle
be redacte
prohibited’

Reference ||

fable signature scheme specified in 1121 to 11.2.4 satisfies the following
ity, privacy, detectability of redactions, disclosure control, and consecutive redaction

was originally introduced by K. Miyazaki, M. Iwamura, T. Matsumoto, R. Sasaki, H.
mai in 2005.[14] In that paper, the pr@perties of unforgeability, privacy, detectability of]
control, and consecutive redaction‘control are discussed and proven.

[14] does not explicitly state the property of disclosure control by that term, h
irly allows the attestor todefine the admissible changes in a way that one or more fi
l in the redaction pracess. This control is described as “disclosed and additional s
and is covered in the.sécurity proof in Reference [14].

14] does not explicitly state the property of consecutive redaction control by using the

however the modificatioh.instruction can include the instruction to modify adm, e.g. by moving

from set D;
(S,) which
property of

vould be required to perform a future redaction of m,. This enables the scheme to
consecutive redaction control.

properties:
control.

Yoshiura, S.
redactions,

bwever the
elds cannot
anitizing is

same term,
the index x

l to DB instructs the redaction process in 11.2.3 step d) to remove the necessary information

achieve the
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Annex C
(informative)

Criteria for inclusion of schemes in this document

Included schemes fulfil the cryptographic properties of privacy and unforgeability as defined in
[SO/IEC 23264-1. Further, the criteria for inclusion require the scheme to be based on asymmetric

cryptography.

The mecha
which have
techniques

The mecha
(where the

asymn
than ge

Public
years i

Provab
journa

Perfor
watt, b
better
the exi

New se
proofs
the exi
proper

hisms included in this document have been selected from the large variety of such

are insecure.

phisms specified represent a small set of techniques chosen according to.thé follow
order of presentation of the criteria is not of significance):

Minimyim security strength: All schemes have a security strength comparable to that of stat

been published and are in use. The exclusion of particular mechanisms does notimpl

etric signature methods. Additionally, the only known attacks against the scheme arj
neric attacks against the asymmetric signature methods.

le security: Prior to inclusion, the schemes have their security proof published in ped
s or conferences.

ance: Performance measurements occur ‘on’ many different vectors such as bits

bting schemes in this document.

showing that it fulfils a new.property or a combination of existing security properties
sting schemes in this documient. Robust evidence shall be provided that the scheme’s n
Ly offers an increased value.

curity properties or combinations thereof: The scheme to be included is required to of]

techniques
y that these

ing criteria

b-of-the-art
e not faster

domain: The scheme’s detailed description have been published for a minimum period of three
n the public domain.

r-reviewed

cycle, bits/

ts/security level. It is necessary to providerobust evidence that the scheme to be included offers
performance on the performance vectors that are optimized for the intended applic:

itions, than

fer security
other than
PW security
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Annex D
(informative)

Numerical examples

D.1 Generic construction numerical examples

D.1.1 Pa

rameters

The param
— any dig
SHA3-2

the sec

D.1.2 Ke)

The key m3
Numerical ¢

D.1.3 Reg
The messag
The messag
my = “This

m, = “a test
ms = “for IS
NOTE T

Accordingl]

A MerK

The fol

tagmsg
tag, =

tag, =0
tagz =0

— Theha

pters used for the following example are as follows:
ital signature scheme as defined in ISO/IEC 14888-1;
56 is used as a hash-function (see ISO/IEC 10118-3);

urity parameter is setto 4 =128.

’ generation process

bxamples for specific schemes can be found in the relevantstandards, e.g. the ISO/IEC 1

lactable attestation process

e to be signed is as follows: m = (“This is ", “a test message ”, “for ISO/IEC 23264-2.")
e blocks are thus defined as follows:

"

message ”

O/IEC 23264-2.

he last character of m; andn, is a whitespace.

Z it holds that n=3"and that mod={1,2,3}.

le tree with«4\léaf nodes is generated as depicted in Figure D.1
lowing.tags are chosen:

— 0%43fc5134 4c8486ea 22d4fl42 9e70bfec

terial is generated according to the key generation process.of the used digital signatifire scheme.

1888 series.

QA0 Ff8d J1 08 0b0c flocddbn 200000 £

x69cd3ea8 a7l24ea6b d55abSbac 71438eb4
xb47ddfc7 5eb2710d 6ed4d7ed06 15cd9574

sh-codes are computed as follows:
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hy = SHA3-256(tag g, lImy||tag,) =

h, =

h3:

0xd66fb5b9 4545f8ab 8b6c449d 324714el Oaff7f65 8f8cb2cO0 144a6723
9b88f97a

0x74911196 8fb37ead 470be653 39346bcf eb7e5cd44 8ecbc65b 93a94fel
657f72ce

Oxefl70daf 2f0bd382 laec3df4 6d4flad3 7bb90cd5 5S5elclcab cfdd5fb0
b00ccd62

_nn

— The Merkle tree is initialized with the values above as well as h,="" i.e. the empty string.

— The Mg

hi2=S

hsy =

root =

— The dig
The redact
d15b9b96 f
15¢d9574))

A schemati

rkle tree is computed as follows:
HA3-256(h4||h;) =

0x4733147f 2129fe21 7a602ba6 eel26cc6 21cdl765 64739652 cbbd22fl
cel0e0268

0x440ea274 1£557c8f 90695730 c39efbel 5ce20ab0 2lefcedf 67b2%2abcb
4539d£49

0x284f7ee7 efdd5bc9 3elcScad ed05b3e6 80322260 fb4dciQ97 52b8e224
07cf90cc

ital signature scheme’s signature process is invoked-as-specified in 6.1, resulting in a

hble attestation is given by att = (2,3,0x43fc5134V4c8486ea 22d4f142 9eT0bfec, (
be6dd50 2ec9e5fa,0x69cd3ea8 a7l24eatb d59abbac 71438ebd, 0xb47ddfc7 5eb2710

C representation of the Merkle tree is given in Figure D.1.

root

’/////////////,/”//Zash(h12”h3lf\\\\\\\\\\\\\\\\\\\
hy, h34
hash(mnm /;msh(h3||h4)
h

hl 2 h3

hash(tagms,||m||tag,) hash(tagms,||m||tag,) hash(tagms,||ms||tags)

fignature 2.

0x94bd9fbd
i 6e47edO6

(tagmsg”mllltagl) (tagmsg”mZHtagZ) (tagmsg”m?y”tag?;)

Figure D.1 — Numerical example — tree before redaction

D.1.4 Redaction process

The redaction process takes as input the domain parameters, att, the message fields m;, m,, m;, a redaction

key rk, adm

={1,2,3}, and mod=3. The latter is to indicate to redact m; from the message.

— The Merkle tree is computed in full analogy to the redactable attestation process above, and finally the
verification process of the digital signature is invoked.
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— The message is modified to

m’ = (“This is “ “a test message ”, 0xef170daf 2f0bd382 laec3df4 6d4flad3 7bb90cd5 Selclcab

cfdd5fb0 b00ccd62)
— Furthermore, the attestation is modified to

att’ = QZ&OX43fc5134 4c8486ea 22d4fl42 9e70bfec,(0x94bd9fbd dl15b9%b96 fbe6dd50
69cd3ea8 a7l24ea6 d55abbac 71438eb4, 0x00000000 00000000 00000000 OOOOOOOON

And the admissible changes are modified to adm’ = {1,2}.

D.1.5 Verification process

2ec9eb5fa,

The verification process takes as input m, att, adm, vk, and Z as output by the redaction proces
verificatior] algorithm proceeds as follows:

— After reconstructing n=3 from att, a Merkle tree with four leaf nodes is initialized.
— The leqdf nodes h; are computed as follows:
— As|tag,#0* and tag,#0%, the process computes:

tag, = 0x94bd9fbd d15b9b96 fbe6dd50 2ec9e5fa

tag, = 0x69cd3ea8 a7l24eab d55abbac 71438ebd

h{ = SHA3-256(tag,y,|lm |[tagy) =

0xd66fb5b9 4545f8ab 8b6c449d 324714ely 0aff7f65 8f8cb2cO
14426723 9b88f97a

h{ = SHA3-256(tag,y,|m,||tag,) =

0x74911196 8fb37ead 470be653 39346bcf eb7e5c44 8ecbc65b
93a94fel 657f72ce

— As|tag4=0%the process computes:
hl=
Oxefl70daf 2f0bd382( laec3dfd4 6d4flad43 7bb90cd5 Selclcab
cfdd5£b0 b00ccd62
— As|n=3, h, is defined as th€ empty string.
h4 =
A schematif representatjon of the Merkle tree after the redaction of ms is given in Figure D.2.

The root of Merkle Tree is now computed in analogy to the redactable attestation process.
verificatior] process.of the digital signature scheme is invoked on the inputs specified in 6.1.

5. Then, the

Finally, the
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root

hash(h12”h3;T\\\\\\\\\\\\\\\\\\\

h12 h34

hash(h4||hy)

hy hy hs

/hash(h3||h4)

hy

(¢

Q

D.2 SBZ(

D.2.1 Pai
The param
— SHA3-2
— These

D.2.2 Ke)

The key m3
(keySize =

[=3

p:
Oxc250f4g
4bechd

cd4e279
Obca77

q:
0xab9979§
aelOb29

e 7
35

e 6
96

8d
73

19c3b4

42

gmsg”mllltagl)

I hash(tagmsgllm[tag:) Ihash(tagmsgllmzlltagz) I
(tagmsg"mZHtagZ) h3

Figure D.2 — Numerical example — tree after redaction

D2-MERSAProd numerical examples

[ameters
pters used for the example specified in D.2.2 are as follows:
56 is used as a hash-function, (see ISO/IEC 10118-3).

urity parameter is set to 4=128.

 generation process

terial is generated according to the key generation process of the used digital signat
p56).

24c2bel? 6aabdef3 2666a49a 24f26225 539f07cf 756bal3be d023ab25
ccB8d9afc 5gededbe 90e82b97 7f45d675 4ee8cd4df b0307935 494783f9

0690e7ac¢17%8d445b 7d854c67 00e33f0b 2adf3b23 eall0d92d flee33co
2734c02%2c24837f 25938fee 21d8c949 d429%al7d cbbladbl 50a8775b

93065b0e 27fcc3ee 97a46a71 db4ala8e 093e4087 906b3614 24f855ea
0d541696 9d20aed5 c06c0c34 fd8ced94 0436ef72 d03cb401 8997c5f1
c3f8b453 30abl80FfFf 714d437d7 cfflidc8b bd85a566 19¢092539d 90d4e939

ure scheme

6c97£3

N = p-q=
0x824092

27

dl

5d0elc36

8£3065
465833

Se
06

72e72db7

165463

6£8851
c35173

63

c6
8d

19ffc57a 230a44b9 2c7af77c 8ffb2dc3 bo6f654e0 aafd40ba77 07a5462b

5falObd4ae 78b06d3d 479e700a 4249dcc9 aeab6l0c2 6adl2f8d ald28cc3
061b7590 f0f9af9a 926cbedc 303c645d a3627f11 30ale05a 73851868
6€9134d0 6869f366 1lde7a418 aabbal29 5b922a40 ded552f7 53259937
0d4357ef e82014f4 18ecb6e2 a22fa352 e7465ec0 78cb92e8 ec54558c¢c
aa8l169c5 609%effle 1215blac 44677ea3 ee63498b 7f76a6d7 192984d2
96a37a59 069df919 2b064clOa 18£f94£f52 00e29c0f 0a9d57b7 747b71c3

ccb45805 b6e2142f d7c8lbdc 9ad22788 d2d4217c 61324451 1a93cleb
10730ed3 7bb565ed 00e549fa c6d2led7 99c0a3af a497060c 0795ee4?9
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e, =0x10001
e, =0x10003
e3=0x10007

phi= (p-1)-(¢-1) =
0x824092d1 5falbdae 78b06d3d 479e700a 4249dcc9 aea6l0c2 6adl2f8d ald28cc3
5d0elc36 061b7590 £0f%af9a 926cSedc 303c645d a3627£f11 30al605a 73851868
8f30655e 6e9134d0 6869£f366 1de7a4l1l8 aabtbal29 5b922a40 ded552f7 53259937
46583306 0d4357ef e82014f4 18ec56e2 a22fa352 e7465ecO 78cb92e8 ec54558b
04fcbed?2 £f2b850a4 cdf65c3c 540aa2al0 442b11£f0 91860134 799fcd04 240d83c2
lc5celOba bcclc8c6 0a8f5d64 d9b2143d 9c268b48 adc2e7bc 8a302a80 al9c27d8

90e2279%e 022abc06 6eaf94ed4d e8£5970d c9fd0bfl ea6cfd0f2 5d584085 97d0ade’
4aef08cf cf3e8938 2c869db4d aed6c290 14fe27ca 0Oealad51 2dfld4cb3 af4830c4

d, = e; 1 mddulo phi =
0x18b23%a4 2d27815a 9b538842 d8337836 d9bebb78 19ffleaa 4e2a7£83 b12d04b7
7e0b50da 056a6b6e 21e295a3 0£2430f4 ed286637 42¢54806 705c08b2 ddb85c9a
669bdd7c 7d265707 34e4fldb 68cc24d6 £0691bd3 85a33f13 blac6cel ac0932£5
c206b3J15 £0a9d620 8cb89880 77cl47£0 Ocaddfad 4664974 93180630 27afQddd
200ef3dc 29bd3cbd 22b81560 £2e65953 5dd974bb 523c403a 3cddd49b8 014BEEHT
753d3df6 €9172d04 2£b86312 delbdfae 96ced0l5 e5ac50d7 £4b3913b 166Bef3d

26abb5aab a0e98d6l 02d66336 073d9978 69d5eacf e18d5a99 198dc4le,1@5ce507
5db3d8cd del3935c ed4450de 934ff0ef f4ab03cc 51ddbl3e £5210d453vfc6609a9

0x325b5431 8a7e48a0 62b43dff 69445bd0 43f436ca 2d719842 @QlfaS5e8d 8c99fbb2
4d515¢a0 1£381c29 £74d0327 9f899b50 6eecec9f 16200074 \da09465e e57112fe
a3f0703f d3ccld4al 1d9%o2dd3 3fb221fl1 4b7fbedd £fc878b53 doabc21l2 6d244ffl
d912eq71 65a88a74 17c8afff d7eb484d c27£578d 34d72¢78 b0c9d2ad 29e79564
017£9H28 9cdlc068 968fae36 2073c348 elOclO6cac 569e6578 1365b858 a2ce7937
8ec4946d 3556e415 3531922d 194b77c4 f2a2670e™a2526615 48c588fe 24812c3c

4c3f2H47 abdb77d3 ad29dal6 ef04bo69a ab6faac¥ c5b83659 915e3cc7 703dd028
2416428b 60ad43lac ece03d34 75c392ea 6ffeM72 c2938387 cad5de30 16028d23

0x17d869Yp6 9£92d071 0a938b47 5c4c550f 1d6f35f9 174156e2 285d8835 25ffclbb
6cf09dc7 £7b07b38 16062ce2 83c3paft e8098661 9441f7d3 ffeabc7a aB831f1f5
6£1963ad 8b61984f 4a22f712 9dd1L5b8a df4faf89 04bbe6c7 271a5f03 1d4c6231
b66e22fc 93bf9d39 691f17dc(7614£f2e9 c42b79%a7 d72£3908 9021dccd c9bc80ad
fa3ceagaf 59231d16 10£f7376&, abbc6cb5 7f84a2ld 6be6eda? 3a211222 de21fas84
cd8dcqg68 e3b704e0 58468bbc a7cf0bl9 66082861 48dfe44f ££fel0870 e8007e2c

2c79alcb 817706cl c2308252 5d128391 76542f45 94f421e8 328bc9%ab b2ledd89
26312€75 bfl0a8ad7,d4082d60 9aZaacde a5317030 e64d50fe 5903flde 7cef3elb

D.2.3 Reglactable attestation process

The message to'be signed is as follows:

m = (“This is an example for ”, “the MERSAProd scheme as defined in ”, “ISO/IEC 23264-2.”)
[t is important to note that the scheme does not protect a particular order of the message blocks.

m, = “This is an example for ”
m, = “the MERSAProd scheme as defined in”
ms = “ISO/IEC 23264-2.”

NOTE The last character of m; and m, is a whitespace.

The admissible changes are represented as a bit mask where the bit at the position i is equal to 1, if the
message block at this position is redactable, and equal to 0 otherwise.
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All message blocks indicated in the following bit mask are marked as redactable, where the i-th least
significant bit is set to 1 if m; is redactable, and to 0 otherwise:

adm,. ., =0b110 = 0x06

red
The complementary bit mask results for admy;, = 00001 = 0x01.
adm is thus defined as adm=0x06||0x01.

There are three message blocks: n = 0x03.

The following tag for the complete message is chosen uniformly at random:

tag s = 0x840962b0 d322743f c1909957 5894ebab

The tags arje the following (it should be noted that tag h; is the tag for the message with index i alnd m; is the
message with the index i):

hy = SHA3-256(adm||taggs||n||1||m,)
=SHA3{256(0x0610x01110x840962b0d322743fc19099575894ebab0x03]0x03[l0x01]|¢Fhis is an example for
"), and simillarly for the subsequent indices:

h. =
1
O0x4e0b354b 48c91cl7 c8ab9441 634bcdba 83b75308 b28a27b6 £6548084,dd7ae6da
h2=
0x28299230 050ba6d4 ee071a0d leba34eb a8eccd40c e39bl41f 2%6€¢a27b 55050el3
h3:
0x65685¢94 d8f68516 5d7e2ffb 505992f5 42fdacoa 4el73d20 5b28168f 8e7eadlc

The signatyres per field s; are are obtained as:

5 =hf1 modlulo N =
0x5565aflc3 03fa9la7 844abd4c 9cb6ce98 dhéa581l1 3aeleddl3 ce965d14 bfl155778
75b12fI8a 585d92b6 cc2f384e ee656f4f Peldff8 0£fd262ea 833757f5 fe222492
a4le8f59 d3baB8a36 fl2aelc2 ca680epd 18cal3ba2 d0d93562 d2c9f3a3 1295ea3e
£482d314 d2607e70 6bb86925 439deab3 Oeedceda 97600740 4c0c7716 0e7d8e01
ef8d3de5 6e976a42 bc23601b b38ab967 8cba2b27 4bb286d3 e0c8bf72 6cf24dbd
1f68bYf5 S5aedcdbS1l 224e181d(998dc229 af5ae9b5 bdf935b7 ddd8d20c 8971178

15d13a46 db0d37b7 55£52858,867722e9 81b0c7f9 £2£f679b8 08fal56b 3eb3d76e
4bc2cHl7 cf568£22 4f906eda a504ellc 06c21379 4al0c450 3d46276f déeacTb’

S2:
O0x2ead4d08 71a3d82i4\935ec0a8 ca359%ecd 4a091511 931bee06 19e90192 cl4def5f
5649dfled 0d8d72¥8 £152261f 70255416 59fc231le d3fd2654 0ab4fb03 8270ce96
a434fY0e b004dda9 53aalco8 81467e9b f534c6de 6a960d3d 115falb3 £12363f3
cbblbg8d7 7elo52dd e9d96c3f e83cad8d 4acb9ca6 a2240cc8 38de7f14 85bb777f
29522dfX2560ae8d f6cd43d2d c830284c 3adf89bb b3db7ca77 eleeafc9 342725b5
300a2 Yek—20e2d2b3—8erfd35 496etel—143e6ef 4832 ee—F 943+ 0—Saa50b+ e

317cl£33 7690647 9ded4b7b9 ea9%0bld3 827cc775 1lbe3608c 19b7£855 ce66b640
2833fb5a a%2fad8e 9£9f027d 9292faae 4f487114 65752121 5aféc2dd 02bf21£f5

S3=
0x1325eb0a c368a709 73c54db9 3d84295f 26e9£f89c bb9b1f0d £2147c92 b61d73df
0adl465c 0ef519cc 500c5868 00a804al 2bdb7d32 bae86afa 281d546f 741cad07
9088a003 152401a2 778edbea 2abeT7cba 38db4cd49 ldeblffb 667b6cd6 acbfccf?
6c47a077 50df985c 6d45f767 c03be708 £50b4fdc cOdab4fl 6482b52c 17485a94
a243cc2l e6a26d96 069228dc 2b75e90c 85e29129 03af60de 04d90d31 2b66la2d
dlfeb469 22f6c20b 019af52d 3fe67110 6bf2b2f9 28351ffa 97de9265 54457elc

1c5f440a 5995efl7 0e3713e8 195006a9 elc6f92d b010add7 57e934bd fd7£f£9dlc
751cbc57 45bf3c77 3e4892ec 0fd9%bbd8 edc35b6l fb0dc047 54154f47 8a34d5fe
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ng X is now given by the product of the individual signatures:

X =51-5;s3modulo N =

0x333eedl?
259b4bbb
8570660
dfa30la6
426ddf7d

c73610

6ad45a7f
23edd9fb

ebc7£517
64442118
d72d48cc
624a7203
076c43fd
6c74£606

e9%el9cae
bbad6330

ecbfcc76
9769f7bf
8b4fclOcd
0751dcoed
£f83c5lea
d02e863e

2e2750a3
abl108cO0f

49731986
2ed35198
b69c8£f0b
1735fcff
5ce0df0l
79d93275

b56de99b
dbl0686b

6e28bd5c
639fc7cl
37a4fco7
85a8decO
d636e3cbh
a95bc4ed

dée7214b
bObbfof7

3fde8300
6960873e
344b5ac8
30d4cb3f
29774712
0212a8b0

cb4e00bd
20coddf5

5339b69f
0c480bd8
74391146
017dedO6
3de8b9ff
a54d710e

9719f£89f
a858lcbc

b4bbceba
4ebT7acth
ef2bbcea
3772a828
f0d01l6ea
cc80ecd2

422a2c3e
efdf5216

b2

The attestation is now given as att =(X,n, tagcgs ) -

D.2.4 Res

Theinputa
and mod={]

In order td
performed,
message fig

For X={1,3

€1 = 0x955b
C3 = 0x0aab

Recomputi

Computing

S1= (zcl

0x5565af]
75p121
adle8f
£482d3
ef8d3Y
1f68b9

15d134
4bc2chH

Similarly, c

laction process

"e the domain parameters, att, the message fields m;, m,, m3,aredaction key rk ,adm=o
P}. The latter is to indicate to redact m, from the message.

redact the second message field (i.e. mod = {2}), first the specified consistency
As the bit at the position 2 of adm, .4 (adm,.q=0b110) is 1 and 0)ir' admy, respe
ld is redactable. After redaction, the resulting message shall looklike follows: m’= {

}, subsequently the required systems of modular equations are ‘solved, resulting in:

d568400e
2aac2001

g the hash values results in the same values as@bove, which are thus omitted here.

the s, according to the specification yields thépriginal values also generated in the folloy

J)(

844abd4c
ccz2f384e
fl2aelc2
6bb86925
bc236@lb
224e181d

56152858
4£906eda

A o1 a

h'3~e3 J) modul@N =
9cb6cePs
eecbOpf4df
cab30e69
439deab3
b33cb967
958dc229

867722e9
ab04ellc

) (hLEIJ) - (hLez
c3
8a
59
14
e 5
£5

46
17

03fa9%la’7
585d92b6
d3ba8a36
d2607e70
6e976a42
Saedcd51

db0d37b7
cf568£22

db6a5811
bbeldff8
18ca3baz
Oeedceda
8cba2b27
af5ae9b5

81b0c7£9
06c21379

3aele9d3
0fd262ea
d0d93562
97600740
4bb286d3
bdf935b7

£2£67908
4a10c450

ce965d14
833757£5
d2c9f3a3
4c0c7716
e0c8bf72
ddd8d20c

08£fal056b
3d46276f

bf155778
fe222492
1295ea3e
0e7d8e01
6cf24dbd
897e1178

3eb3d76e
deeac7b7

pmputitlg §; yields the same result as in the redactable attestation process:

110|[opo01,

checks are
ctively, this
1 Mg}

ving values:
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S3 =

0x1325eb0a
0adl4e5c

9088a0
6cd7a0

az243cc2l

dlfeb4
lc5f44

751cbc57

ISO/IEC 23264-2:2024(en)

c368a709
0ef519cc
152401a2
50d£985¢c
e6a26d96
22f6c20b

5995efl7
45bf3c77

73c54db9
500c5868
778edbea
6d45£767
069228dc
019%af52d

0e3713e8
3e4892ec

3d84295f
00a804al
2ac6e’cba
c03be708
2b75e90c
3fe67110

195006a9
0£d9%bbd8

26e9f89c
2bdb7d32
38db4c49
£50b4fdc
85e29129
6bf2b2f9

elcofo2d
edc35b61

bb9b1f0d
bae86afa
14eblffb
cOdab4fl
03af60de
28351ffa

p010add?
fb0dc047

£2147c92
281d546f
667b6cd6
6482b52c
04d90d31
97de 9265

57e934bd
54154£47

b61d73df
741cad07
acbfccf9
17485a94
2b66la2d
54457elc

fd7£9dlc
8a34d5fe

03
77

69
Oa

The resulting redacted signature is now given by the product of these values 2’ = (s; * s3) modulo N =

0x0825d3
f£3c35
841a74
0de2d3
20c714
1e0d8d

071£21
1£d8dd

D.2.5 Vel

On input m
follows:

2b
98

ed492317e Tbo6cb5b7 c03f051c
eba3bd48 albfl8ad 78aa0843

ef43076b
5f8ecbe3

ba6e0£90
9f4d93b4

de92f071
abfa555e

ebc4c485
8916675

53e)
31
51
24

b2
d7

UD 756250 68000ap 7 33797072
e4480773 cO0a7fbf6 589da302
e3b1045e b40627b4 ceTe3e32
96442efa 1385107c d20f06fc

faf8f014 73ed512c 2ac86fdf
edb2e8ec 92fabbb3 a6b54c72

092a305¢C
d07738eb
e51b5976
ed7bb483

e60d4cf9
834e3120

T0ar2Tad
bb7875e7
c3cb3fad
6cb2a987

96be7704
fc6293£7

8DZ29CTo545
893a3797
bf6b6949
87941bec

cff4250c
c95b8afe

6Cracasy
bed2ebl4
£774a0a6
3c6fa9da

33f18£94
c9£811de

ification process

att, adm, vk, and Z as

The input m consists of

my = “This
m, = “I1SO/I

In the first
admissible
this examp
passed. Sul
same value

Furthermo
e=ej-e3=
as well as:

i)

Ox2cd3aj
942e3d
fa3699g
beedef]
££9275
419bcs

e

€1

S5cbelbel

546845

s an example for”
EC 23264-2.

steps of the verification process, the presentinessage blocks are checked for consisten
changes (i.e. in particular whether no non<fedactable message blocks have been rem
le, the first and second message block were admissible for redaction, thus this checK
sequently, the hash values for all nghr*redacted message blocks are recomputed, resy
5 hy and h, as before.

e, the following is obtained:s
0x00000001 00080007

|

18
56
38
b
93

e

“ J modulo N =

54£54023¢809fbla4
1£38008e.702730eb
64961%88 c33bdeef
foe36c89 d95e68c3
faB84aafa 0879%aafa

c41190fb
ccc30529
a30258ff
lac7fe8d
36f40ce2

49814b0a
91c0£365
3845c676
23559al8
22££9322

c3931fd2
7249083b
bc503770
51ledc640
c9f01lcel

db89f2f6
92dclbct
865b505¢c
p80816c0
e20460bb

05b3c0c8
5dlab0e4
a080£4d7
8f6al56b
6fdfdlee

output by the redaction process, the.verification algorithm proceeds as

cy with the
pved). As in

is trivially
Iting in the

43,8830edf4 allb5aldb 2c7c3f6a 132d129c 8575c30d 47b8ebbd ee67c737

eB871a917 94e08d7d
8cf5c928 5ccafeb3

fc6d9£f52
18a18297

7227f15e
6c264044

5dfedboe
d2285a91

5f6faca’
0ad737f6

lacb7aac

c3 95118cc2

Verifying that the above value r is identical to X° modulo N finally yields o = accept.

D.3 BBDFFKMOPPS10 numerical examples

D.3.1 Parameters

As defined

in the scheme specification, the scheme makes use of the following parameters:

— any digital signature scheme as defined in ISO/IEC 14888-1;

© ISO/IEC 2024 - All rights reserved
41


https://iecnorm.com/api/?name=e8e777c48d63a6c5bf9553be7216b59c

— thesec

ISO/IEC 23264-2:2024(en)

urity parameter A is set to 128.

D.3.2 Key generation process

The key material is generated according to the key generation process of the used digital signature scheme.
Numerical examples for specific schemes can be found in the relevant standards, e.g. the ISO/IEC 14888 series.

D.3.3 Redactable attestation process

The message to be attested is defined as follows:

m = (“This”, “isa”, “test”, “message ”, “for ISO/IEC 23264-2.”)

tructure is
of message
ons depend

The messageblocksarethusdefimedasfottows:

my =“This’

m2 = llis a ”

ms; = “test”

m, = “messpge ”

mg = “for I§O/IEC 23264-2."

NOTE The last character of my, m,, m3, and m, is a whitespace.

This numerical example uses the tree structure depicted in Figure D.3, but any other tree §
possible. The tree structure is required to have a number ef\hodes sufficient for the number
blocks. HerE, 5 nodes and 1 root node for a message with 5 fnessage blocks. The potential redacti
on the tree|structure as only a leaf and the associated content of that leaf can be redacted. The indices of the

vertices v,

The numer
of a tree, to)

The conten

..., Vg are obtained by traversing the tree structure using a post-order traversal algo

cal example sets the value root , which'gets assigned to the content of the node form
the string “root”. In the context of this'numerical example, this uniquely marks the rg

s of the vertices are set to the centents of the message blocks, i.e. vy = “This ”.
Ve (root)
arcs g arcs g
arcye
1%
3 Vs Vs
arcy 3 arcy 3
Vi V2

Fithm.

ng the root
ot node.

Figure D.3 — Numerical example — tree structure example for BBDFFKMOPPS10

For each vertex, a random bit string of length 128 is generated (leading zeros are prepended to make all tags
128 bit long in hex):

tagqy = 0x07124e66 40215927 e74825f2 167cc5d2

tag, = 0x00007807 faf8cc83 a%905ebal 3b621311

tags = 0xb6

dled99 £31f4a31 11d2124a 5e457798

tag, = 0x000ae3cb 687dbf75 b56155b7 080a7c53
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tags = 0x0eed89ca b4bl07f9 c620d0al 5c29f4ab

tageg = 0x0008a21c 3d791a70 7babe045 759a75el

For the arcs, this results in the following values being submitted to the signing process of the digital
signature scheme of choice:

"This"||tag, ||"test"||tags
"isa"||tag, ||"test"||tags
"test"||tagsz ||"root" || tage

"message"||tag, ||"root" || tage

my 3) = 0]|
mz3) = O
me) = 0
M46) = 0]
mse) = 0]

This geners
our messag

finally 25 4

Next, signaf
generated.
miz) = 1]
mag) = 1]
mas) = 1]
My 5) = 1]

This geners
m(3'4) , pro

digital sign
attestation

att=3,5 ||

Then X, i3
the tags ar¢

att=3, ||

D.3.4 Res

To redact m
tag tag, ar

"for ISO/IEC 23264-2."||tags || "root" || tag,

ites five digital signature values which capture the contents of the vertices,thus the
e. Regarding the indices, 2 3 is the signature over m; 3 , 23 3 is the signature over

is the signature over ms s .

ures that protect the ordering of subordinate vertices, thus the ordering of the messagg

"This"||tagy ||"isa"[|tag,

"test"||tags || "message"||tag,

"test"||tags ||" for ISO/IEC 23264-2."||tags
"message"||tag, ||" for ISO/IEC 23264-2."||tagy

tes four digital signature values X, 5 || 245 |[ 23 4 [| X7 5. For example, X5 , is the sig
fecting that m; with the contents “test™*'is before m, with the contents “message ".
ature values are added to the frontof the previous five signature values to form the
att containing nine values, as follows:

2351l 23411 21211256 |l Zzpll 236 1223112713

calculated over m, = “réot"||tags and added to the front of the redactable attesta
appended at the end\to form the final redactable attestation att containing 16 values

a5l 2350l 230l 212112561l 24611236 1122311271 31tagy lItag; lItags |Itag, || tags
laction process

4 withthe contents “message “ the signatures containing information related to m, as
e removed from the values in att, i.e.remove X, 5, X3 4 and X, ¢. This means that afte

contents of
mz 3) and

blocks, are

[he following values are submitted to the signing process of the digital signature scheme of choice:

hature over
These four

redactable

ion att and
as follows:

|tagg

well as the
I redaction,

the verifie

Wit iTave a tTee SITucture tat COMtains ONE NMOUE 1655, a5 depicted I FIgUTe D4 ITIS P

the following redacted attestation:

’
att’= %, ||

2351212112561l 236 112231121 3 lltag, |Itag, |[tags ||tags || tage

otected by

The indices used above would be different when traversing the tree from Figure D.4. However, the order will
be the same when following the same traversal algorithm, and therefore the contents of the vertices and the
arcs are also the same. Thus, the signatures contained in att will verify if the tree structure, its ordering and
the contents of the vertices, i.e. the message contents, stay the same.
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Vs = Vg

(root)

arc’ss=arcsg arc’ys = arcsg

’
V3 V4=Vs

arclr3

arC2_3

Vi V2

Figure D.4 — Numerical example — tree structure after redaction of m, example for

D.3.5 Vel

During the
when signi
the vertice
ordering of]
in att will b
to verify th

D.4 DPS

D.4.1 Pai
As defined
— Any dig
For the

Asah
ISO/IE

D.4.2 Ke)
The key m3
(skpss Pk

The key m3

7

p=

BBDFFKMOPPS10
ification process

hg, thus the ordering of the vertices and the ordering of the arcs is the same. If the

the vertices and thus the contents of the arcs is not changed, thed the signature value
e the same and the signature verification process of the chosendsignature algorithm
em.

515 numerical examples

[ameters

n the scheme specification, the scheme makes use of the following parameters:

bital signature scheme as defined in ISOAEC 14888-1

purpose of this example, the security parameter A issetto 4 =128.

hsh-function, Hash(x)=2-Hash“(x)+1 is used, where Hash' is instantiated by SHA
[ 10118-3).

Igeneratknlprocess

terial is generated-as follows:

55 ) are generated according to the key generation process of the used digital signatu

terial forthe first accumulator is computed as follows:

verification process, the tree structure is traversed using the same;traversal algorithm as

contents of

5 which contain the message blocks’ contents are not changed, and the tree structyire and the

s contained
will be able

3-256, (see

re schemes.

—

0xc250f

4bec5d35

cde275
Obca77

q'=
0xab9978
aelb25

19c3b4
6c97£3

02525
494783f9

flee33c6
50a8775b

Sto=Ste
b0307935

eal0d92d
cbbladbl

SOJL\J CL
4dee8cddf

2adf3b23
d429al7d

4L O
7£45d675

00e33£f0b
21d8c949

6649
90e82b97

7d854c67
25938fee

Od.cibd.cLJ
S5eededbe

178d445b
2c24837f

4T2bet
cc8d9afc

0690e7ac
2734c021

=
S J

e6
96

8d
73

42
27

93065b0e
0d541696

c3f8b453
19ffc57a

27fcc3ee
9d20aed5

30ab80ff
230a44b9

97a46a71
c06c0c34

714d37d7
2c7af77c

db4ala8e
fd8ced94

cffldc8b
8ffb2dc3

093e4087
0436ef72

bd85a566
b6£654e0

906b3614
d03cb401

19¢92a9d
aafd40ba’

24f855ea
8997c5f1

90d4e939
07a5462b

This results in:
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skacc =@=(p"-1)-(¢'-1)=
0x824092d1 5falbdae 78b06d3d 479e700a 4249dcc9 aeab6l0c2 6adl2f8d ald28cc3
5d0elc36 061b7590 f0f9%af9a 926cS5edc 303c645d a3627£f11 30al605a 73851868
8f30655e 6e9134d0 6869f366 1de7a4l1l8 aabtbal29 5b922a40 ded552f7 53259937
46583306 0d4357ef e82014f4 18ecb6e2 a22fa352 e7465ec0 78cb92e8 ec54558b
04fcbed?2 £f2b850a4 cdf65c3c 540aa2al0 442b11£f0 91860134 799fcd04 240d83c2
lc5celba bcclc8c6 0a8f5d64 d9b2143d 9c268b48 adc2e7bc 8a302a80 al9c27d8

90e2279%e 022abcl06 6ea94ed4d e8f5970d c9fd0bfl ea6fd40f2 5d584085 97d0ade’
4aef08cf cf3e8938 2c869db4 aed6c290 1l4fe27ca 0Oealad51 2dfl4cb3 af4830c4

Pkacc =p"-q'=
0x824092d1 5falbdae 78b06d3d 479e700a 4249dcc9 aea6l0c2 6adl2f8d ald28cc3

5d0eld36 061b7590 f0f9af9a 926c5edc 303c645d a3627f11 30al605a 73851868
8f306595e 6e9134d0 6869f366 1de7ad418 aabbal29 5b922a40 ded552f7 53259937
46583306 0d4357ef e82014f4 18ecb6e2 a22fa352 e7465ecO0 78cb92e8 ec54558c
72e72dp7 aa8l69c5 609effle 1215blac 44677ea3 ee63498b 7f76a6d7 192984d2
16546363 96a37a59 069df919 2b064clOa 18f94f52 00e29cO0f 0a9d57b7 747b71c3

6£8851c6 ccb45805 b6e2142f d7c8lbdc 9ad22788 d2d4217c 61324451 1a93cles
c351738d 10730ed3 7bb565ed 00e549fa c6d2led7 99cOa3af a497060c 07395eg49

Similarly, for the second accumulator the key is as follows:
pll=
0xbd62ffd5 78328d1lb 415b2fda 68bdbfd0 acabl07a £4970a65 7958808a 42933b82
a7debqf9 f15c8bd2 2c9252dd a83b052b 142aaaf6 c8a09952(082f228a 421d7bcb
4e7083ca 2158b88d c47fab0a beff3a8f a37a6060 4a30f5de 67fbc536 a3fadfef
3d8la(l8a 0c840375 5e24la8e 624d137c 5e868618 91LAhMB2 ba24653a 76b697d7

qll=
0xb733ellp7 5ef5199%9e 427ea869 c0d88f93 f2ea94’c 0cad7479 30b37e8c 562cfad9
3a46c(c8 9d6ef679 e0ad8169 dff2c35a 14a448%89 bll6e837 b532e82f c4d4c2c5b7

63255324 d21055ad d703b6c2 96cc22d7 ff831008 ble23182 faeb7llc lcf8ee63
d3685¢21 402cb5c7 beebbb8c 6elb8bfl .0eclacbec 03fcfd07 £38947ee £460d937

skacc =
0x87882¢96 3b5241d0 eb039740 daeB2177 edfe(0684 3e2fe005 577d10d2 b7afbdl8
6dd64907 ee324826 eabeb8bd4el8cSeb 819535a6 3d756b40 606cel6f 68d684d4
7583f497 ec4392ef 4f4ddb4e 80db6fff 83cf36c0 33b8b4de 4d166701 4163cl59
07c5d769 28eld4af6 a3df@382 136d8608 £542a309 4e8e8433 3ba9%6b96 cc84a9ee
5d4b5952 146749el 0c8395f2 0e009bbd 69304e8f 565al70a Oefaladd d445f£814
12613954 cbc4255a,ad40613b dee801b8 febcd30f 9612c0a9 211a932f 7d465fcd

10ddag4a 8b2bl114c88049%ble 3165b5b0 3236177c ed5dl206 fdlfladf 108829%a6
2a897(0ca 7cf4B8e9a c43c0318 fObfad2l d1788406 574d1376 31f1f91a b9786d24

Pkacc =
0x87882696<3b5241d0 €b039740 dae82177 edfe0684 3e2fe005 577d10d2 bTafbdls

6dd64907 ee324826 eabeb8bd 4el8cbeb 819535a6 3d756b40 606cel6f 68d684d4
7583fa97 ec4392ef 4f4ddb46 80db6fff 83cf36c0 33b8b4de 4d166701 4163cl59
07c5d769 28eldaf6 a3df0382 136d8608 £542a309 4e8e8433 3ba96b96 cc84a9ef
dle236de eb8ef09%9a 905d6e36 3796eb22 08c5£386 579595e8 b9061964 75062e6f
fc86b017 5a8fa77a6 ba773583 6715ca3e 278bcl40 0fcad232 de7c9ded 8426al4f

c2737d39 7e941£88 2387f6eb 7£311317 d53387e5 9703968 60065131 dl7b67£9
3b736775 c9a547d7 e146d933 cl284c8e 9ebfbb6da ec678500 df9fac44 248fde3l

According to the key generation process in the scheme specification, this yields:
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ak = (skDSS ,

ISO/IEC 23264-2:2024(en)

skacc »Skacc »PRacc Pkace )

rk=vk = (kagg Pkacc Pkace )

D.4.3 Redactable attestation process

The message to be attested is defined as follows:

m = (“This is a test for ”, “the DPSS redactable attestation scheme as defined in *, “ISO/IEC 23264-2.")

The message blocks are thus defined as follows:

my = “This

is a test for”

m, = “the |
mg = “ISO

NOTE T

Accordingly
cannot be 1

Following t

n=
0xd27d09
Setting (ac
acc’y =
0x4cd4493
509322
5cl7cH
85dc95
a33191
af4830

agfdeyg
0d4cbh4

DPSS redactable attestation scheme as defined in ”

[EC 23264-2.
he last character of my and m, is a whitespace.

, it holds that n=3. For this numerical example, let adm={1,3}, i.e. thefirst and last mes
edacted.

he process description, the following values are obtained for-ix?:

63 a26f2ccO0 bdb7c2cl 2cfb8ad0 45f10279 65balled *2£f56000b a983£072
1 ,auxy ) = AEvaI((sk’aCC DK gee ) AT }}-zl ) the followifig values are obtained

c8
Oa
35
13
2c
a2

b4
c8

afd4bd737
flebalfO
do03dle4
1311d1lcé
5e3f3d24
59c658bf

85807108
8130f£3f

2eebaebf
884b288a
9a650dd2
9a7488b3
974c9%a74
dbdecdee

f28af24a
8d£fd0233

18014142
£79203dc
7d5alf7b
b2198d60
ac47084e
565ecyB8Y9

0cc92b80
158201455

6e7a0fdl
15d5d028
£3564%e8
cA6495c7
a8ecc206
53b18f7f

addl2fec
falccloed

Fa8f804f
f7a7ab36
3c055091
36b27597
438b5a85
26a9efdd

08b7460c
cb599f10

£700f672
453206da
9d8fc9af
25acdc65
efe79908
8le91ldoe

bab65ffb
8£90ce28

3a56dc9a
132ba507
f09db02e
6b89d8da
blbalc85
4e58a218

dlb49e38
21be0755

aux’l = Null (empty string)

For i=1, the

L
wit’{q4 =AY
0x6fa31ld

39£5b3
alb4f?

inner loop only has j=1:

VitCreate({(Sk’ ;.. , Pk’

57 32&&/52c
£7,%dT£34b0
be \db9%e634e

),acc’y,aux’,ry )=
C3f1f4fd e32£445b

3b7a0639 24b8e35e
90b4d7ed ced2a64?2

acc
£3180184
ebadbafb
e78c0c67

9a67091e
a99c55c3
630736a3

494bd187
c22eledf
d702dc7d

fbfa29c3
3666d27e
b1820cde

sage blocks

1fle9e
£66849
9390fb

deaae3
a9553a

Finally, the

ff 4d1e4009
lc fc8e3260
df 82b59647

b6 0e741384
47 bllé4d5ee

90b50edd
e2e96cdd
866808a4

1dad0loee
d234a7a5

d0d3333e c¢c91bld7d
p02122dc 97£81463
d36d6b89 7cbbdbel

e62316f6 0fd25cf8
074ee80d 41a7e787

ba71d03c
638b0b7d
eaaa9’9091

fcf4albb
96434 %ea

9b9ed297
fa990b4b
edb78c83

692599
8ell2ffl

cd3de265
0ae8782c
811b8a28

bdlc791a
f4deed55

algorithm sets:

For i=2, the

following values are computed:
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