INTERNATIONAL ISO/IEC
STANDARD 23220-1

First edition
2023-02

Cards and security devices for
personal identification+= Building
blocks for identity management via
mobile devices —

Part 1:
Generic system architectures o
mobile elD'systems

Cartes et dispositifs de sécurité pour l'identification des pprsonnes —
Blocs fonetionnels pour la gestion des identités via les dispositifs
mobiles—

Partie’1: Architectures génériques des systemes d'identification
électronique mobiles

Reference number
ISO/IEC 23220-1:2023(E)

© ISO/IEC 2023


https://iecnorm.com/api/?name=3fb258d1500c86aafafccd1d41fd8b38

ISO/IEC 23220-1:2023(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2023

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting on
the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address below
or ISO’s member body in the country of the requester.

ISO copyright office

CP 401  Ch. de Blandonnet 8

CH-1214 Vernier, Geneva

Phone: +41 22 749 01 11

Email: copyright@iso.org

Website: www.iso.org
Published in Switzerland

ii © ISO/IEC 2023 - All rights reserved


https://www.iso.org
https://iecnorm.com/api/?name=3fb258d1500c86aafafccd1d41fd8b38

ISO/IEC 23220-1:2023(E)

Contents Page
FFOT@WOIM..........ooooooooeeeeeee e85 iv
IIMEIOMUICTION ...t \%
1 SCOPI@ ... 1
2 NOTMATIVE FEEEI@IICES ............oooooo s 1
3 Terms aNd AefINITIONIS ... 1
4 ADDI@VIAEEA TOTINIS ........oooocce s 6
5 Design and privacy principles of mobile document systems.............coc 5 e 7
51 Design principles
5.2 Privacy and security prinCiples. ... o e 8
5.2.1  GENETAL ..ot s 8
5.2.2
5.2.3
5.24  Accuracy and qUAlTEY it b 8
5.2.5  Information SECUTILY ... s e 9
6 General life-cycle phases and components of mobile document systems........f..coeee 9
6.1 Life-cycle phases of mobile document SyStems ... G s
6.2 Components of a mobile document SYStemL....... .5 s
6.2.1 Operational modes of components...,. (0 e
6.2.2 Components of mobile document sysStems
7 Generic system architectures of mobile document systems in installation phake ............ 13
8 Generic system architectures of mobileédocument systems in issuing phase....}............... 15
8.1 Source of USer attriDULES ........c.omhiiimiiniiessise s
8.2 Generic sub-phases of issuing phase
8.3  System architectures in sub-phases user identification and mID-discovery..|.............. 16
8.4  Architectures in sub-phaseissuance
8.5 Monitoring service iR {SSUING PRASE ...
9 On-site identification system architecture in operational phase.......................
9.1 General sub-plhiases of on-site identification system architecture
9.2 On-site identification system architecture with local attribute storage ... 21
9.3 On-site identification system architecture with remote attribute storage..... ... 22
10 Remote identification system architecture in operational phase......................
T O €75 1 7 ) SO SOOU
10.2 _Reniote identification system architecture with local attribute storage
10.3 <\ Remote identification system architecture with remote attribute storage.....f.......ccccoc. 25
Anngx A (informative) Examples of deployment options for issuers in issuing phase...}.............. 28
AnnexB (infnrm ah'vn) Fvnmplnc of dnplnymnnf npfinnc ininstallation phncp ........................ 35

Annex C (informative) Examples of holder enrolment

Annex D (informative) Examples of additional physical factor(s) of authentication ....................... 43
BADLEOGIAPIY ..o 47

© ISO/IEC 2023 - All rights reserved iii


https://iecnorm.com/api/?name=3fb258d1500c86aafafccd1d41fd8b38

ISO/IEC 23220-1:2023(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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Introduction

-1:2023(E)

Electronic ID-Applications (eID-Apps) are commonly used in badges and ID-Cards with integrated
circuits and allow users to complete electronic identification, authentication or optionally to create
digital signatures. Many different application areas have an essential need for these mechanisms
and use different means to provide these features (e.g. health system with health assurance cards or
health professional cards, financial sector with payment cards, government ID with national ID cards,
electronic passports or driver's licenses, educational systems with student cards or library cards, in
the company sector with employee cards and in the personal sector with member cards).
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sed today as a personal device for business and private applications. With the ubiqu
es in day-to-day activities there is a strong demand from users to have elD-Apps or s
fication/authentication mechanisms on their mobile equipment, i.e. an mdac app.
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holding an mdoc app, which leads to enhanced mechanisms fdr the management o
tributes.

echnical preconditions for the deployment of mdoc apps éxist and they are partly 3
bport security and privacy on a mobile device. Examples for containers of elD-App
bftware-based Trusted Execution Environment (FEE), hardware-based secure elem|
rsal integrated circuit card (UICC), embedded{or”integrated UICC (eUICC or iUICC
e elements, secure memory cards with cryptegraphic module [17] or other dedics
ity devices residing on the mobile device, asiwell as solutions with server-based secu

Hoc apps can be located on different forms of mobile devices featuring different sec
must be as generic as possible to be-adoptable to different variants of trusted elD-)
Hiversity leads also to different leyels of security, trust and assurance. Trusted elD-
by implies the (remote) administration and use of one or several security elements (e
elligent network), credentials and user attributes with different levels of security sui

s to the mdoc app by.the external world must be performed by the available transmiss
al local communication channels are Bluetooth Low Energy (BLE), Near Field Cox
, Wi-Fi aware, whereas remote communication is typically an internet connection
pbrks and Wi-Ei metworks. The way of identification and choice of the transmission i
cols is an essential part for a trusted eID-Management.
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SO/IEC 23220 series builds upon existing standards comprising four main features:

ecure channel establishment;

API call serialization method;

data element naming convention;

interoperability pillars.
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In addition, it adds means to establish Trust on First Use (TOFU).

NOTE

The ISO/IEC 23220 series inherits and enhances the functionality that was adopted by mobile driving

licence applications whereby ensuring backward compatibility with ISO/IEC 18013-5.

Other parts in the ISO/IEC 23220 series specify the following:

generic data formats (see ISO/IEC TS 23220-2);1

protocols and services for issuing phase (see ISO/IEC TS 23220-3);2)

protocols and services for operational phase (see ISO/IEC TS 23220-4)3);

trust mgq

mechan

dels and confidence levels (see ISO/IEC TS 23220-5)%);

sm for use of certification on trustworthiness of secure area (see ISO/IEC TS 23220-4).%)

1)
2)
3)
4)
5)

Vi

Under preparation. Stage at time of publication: ISO/IEC AWI TS 23220-2.
Under preparation. Stage at time of publication: ISO/IEC AWI TS 23220-3.
Under preparation. Stage at time of publication: ISO/IEC AWI TS 23220-4.
Under preparation. Stage at time of publication: ISO/IEC AWI TS 23220-5.
Under preparation. Stage at time of publication: ISO/IEC AWI TS 23220-6.
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Cards and security devices for personal identification —

Building blocks for identity management via mobile

devices —

Part 1:

Ge

Neric cycfpm architectures of mobile elD cycfpmc

1 9

This
syste
and s

It is
admi

cope

document specifies generic system architectures and generic life-cycle’phases o
ms in terms of building blocks for mobile eID system infrastructures, It standardiz
ervices for mdoc apps and mobile verification applications.

applicable to entities involved in specifying, architecting «designing, testing,
histering and operating a mobile elD system in parts or entirely.

2

ormative references

Ther¢ are no normative references in this document.

3

Fort
ISO a
— 1
— 1

3.1

attri
user
chara

EXAM
name

erms and definitions
e purposes of this document, the follewing terms and definitions apply.
hd IEC maintain terminology databases for use in standardization at the following ad

50 Online browsing platformi-available at https://www.iso.org/obp

EC Electropedia: available at https://www.electropedia.org/

bute
attribute
cteristic onproperty of an entity (3.6)

PLE An entity type, address information, telephone number, a privilege, a MAC addr
are possible attributes

[SOU

RCEISO/EC 24760-1:2019, 3.1.3]

" mobile elD
bs interfaces

maintaining,

dresses:

bss, a domain

3.2

attribute statement
attribute describing a statement or assertion about user attributes (3.1) comprising predicates over
attributes

[SOURCE: ISO/IEC 19286:2018, 3.6, modified — Added "attribute describing a" at the beginning of the

defin
3.3

ition and removed EXAMPLE.]

authentication
provision of assurance in the identity (3.10) of an entity (3.6)

[SOURCE: ISO/IEC 29115:2013, 3.2]
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3.4
authenticat

ion protocol

defined sequence of messages between an entity (3.6) and a verifier (3.40) that enables the verifier to
perform authentication (3.3) of an entity

[SOURCE: ISO/IEC 29115:2013, 3.4]

3.5
credential

set of data presented as evidence of a claimed or asserted identity (3.10) and/or entitlements

Note 1 to entry: According to ISO/IEC 29115 an assertion is considered a stronger statement than a claim.

EXAMPLE
the verifier by

[SOURCE: IS
EXAMPLE w

3.6
entity

A user attribute signed by the issuer as proof of authenticity is a credential that can be ver:if]
r validating the electronic signature.

0/IEC 29115:20133.8, modified — Replaced Note 1 to entry with new Note 1 to
as added.]

item relevanit for the purpose of operation of a domain that has recognizably{distinct existence

Note 1 to enty

EXAMPLE
service, a SIM|

[SOURCE: IS

3.7

holder
entity (3.6),
(3.8) toward

3.8

y: An entity can have a physical or a logical embodiment.

A person, an organization, a device, a group of such itenis, a human subscriber to a te
card, a passport, a network interface card, a software application, a service or a website.

D/IEC 24760-1:2019, 3.1.1]

.e. natural person, who holds the mdoc app (3.19) and uses it to perform user identifid
s a verification application (3.39)

identificati

user identifii

process of
descriptive

EXAMPLE
[SOURCE: IS
3.9

identifier
data which i

n
cation

istinguishing an entity (3.6) within a given context by the unique association of a
arameters

User attributeg-are’descriptive parameters of the entity 'holder".

D/IEC 19286:2018, 3.15, modified — Added "of the entity 'holder' to the EXAMPLE.]

Hentifies an entity (3.6) in a given context towards another entity

ied by

entry.

lecom

ation

et of

[SOURCE: ISO/IEC 19286:2018, 3.16]

3.10
identity

set of attributes (3.1) related to an entity (3.6)

Note 1 to entry: An entity can have more than one identity.

Note 2 to entry: Several entities can have the same identity.

Note 3 to entry: ITU-T X1252 specifies the distinguishing use of an identity. In this document, the term identifier
implies this aspect.

[SOURCE: ISO/IEC 24760-1:2019, 3.1.2]
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3.11

identity or attribute provider service

service thatreceives attributes (3.1) authorized by the issuer (3.14) and makes these attributes available
to verification applications (3.39) in the operational phase (3.26)

Note 1 to entry: An identity or attribute provider can be deployed as central service or as decentral service by
using a distributed ledger technology managed by the holder.

Note 2 to entry: An attribute provider services provides any kind of attributes (3.1).

Note 3 to entry: An identity provider services makes attributes available that convey identity information.

3.12
ID-provisioning entity
entity that operates all or parts of services of installation phase, (3.13), issuing,\phas¢ (3.15) and
operdtional phase (3.26) on behalf of the issuer (3.14)

3.13
instdllation phase
phasg¢ of mobile document system (3.23) that includes the loading of the mdoc app (3.19) and related
software onto the mobile device (3.17)

EXAMPLE Loading an app onto a smartphone or loading an SA-Application (e.g. a Java Card applet) into the
securf area, e.g. an embedded secure element,[19] is part of the installation phase.

3.14
issudr
entity (3.6) that makes available user attributes (3.1) and“credentials (3.5) in the issuing phake (3.15) and
authqrizes the instantiation of the mdoc app (3.19)

Note ] to entry: An issuing authority acts as an issuer.

3.15
issuipg phase
phas¢ of mobile document system (3.23) that includes the initial issuing of either user attributes (3.1) or
credentials (3.5) or both into the mdoc app (3.19) and can include the re-issuing of credentigls

Note ] to entry: In literature, issujig of user attributes and credentials is also referred to as provisjioning of user
attribjutes and credentials.

3.16
issuipg service
servife operated.nvissuing phase (3.15) that provides all data of a mobile document (3.22) stored either
locally in the mdoc app (3.19) or remotely at an identity or attribute provider service (3.11)

3.17
mobiledevice

by a single 1nd1v1dua1 b) is de51gned to operate transmlt and receive 1nformat10n w1thout a wired
connection; c) possesses local, non-removable or removable data storage; d) includes a self-contained
power source and e) includes means for the holder (3.7) of the portable computing device and the device
to interact with each other

Note 1 to entry: Mobile devices may also include voice communication capabilities, on-board sensors that allow
the devices to capture information, and/or extended computer functionality and connectivity.

Note 2 to entry: Adapted from ISO/IEC 18013-5.

EXAMPLE Smartphones, tablets, and e-readers are mobile devices.

© ISO/IEC 2023 - All rights reserved 3
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3.18

discovery service

service operated in issuing phase (3.15) that verifies mdoc app (3.19) characteristics by means of mdoc
app capability descriptor

3.19

mdoc app

application on a mobile device (3.17) that manages user attributes (3.1) and credentials (3.5) for
electronic identification purposes and controls access to the user attributes and credentials whether
the user attributes and credentials are stored on the mobile device, on a server or on an external device

MCD attestgtion service

service signing the mdoc capability descriptor
Note 1 to entny: The mdoc app (3.19) capability descriptor is specified in ISO/IEC TS 23220¢3[8

3.21
mdoc app provider service
webservice ¢pperated by the mdoc app (3.19) provider in issuing phase (3.15)that controls the issujng of
mobile docuents (3.22) into the mdoc app

3.22
mobile docyment
set of attribyites (3.1) and credentials (3.5) issued by one or shore issuers into an mdoc app (3.19) and
managed byjan mdoc app

Note 1 to entry: A mobile document is considered a digital document. An mdoc app managing more than one
mobile docunjent is also considered an elD-Wallet.

Note 2 to entrly: In ISO/IEC 18013-5, mdoc represents;mdoc app or mobile document.

EXAMPLE Mobile documents include elD~documents and licenses or certificates that give the holder
permissions.

3.23

mobile docyument system

mobile eID;Eystem

set of compagnents interacting td manage mobile documents (3.22)

EXAMPLE Components of a mobile document system are mdoc app (3.19), mobile verification applidation,
issuing servide or validatien service.

3.24
monitoring|service
service opergted in issuing phase (3.15) that controls all or parts of a user identification service (8.37),
discovery service (3.18), issuing service (3.16) or MCD attestation service (3.20)

3.25
on-site identification
use case of mobile document system (3.23) that requires a local device-to-device communication for

user identification (3.8) between a mobile device (3.17) providing the mdoc app (3.19) and verifier device
(3.41)

Note 1 to entry: Device-to-device authentication includes the mobile device with mdoc app and the verifier device
with verification application.

4 © ISO/IEC 2023 - All rights reserved
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3.26

operational phase

phase of mobile document system (3.23) that includes the usage of the mdoc app (3.19) for the purpose of
user identification (3.8) and authentication (3.3)

3.27

remote identification

use case of mobile document system (3.23) that requires a remote device-to-service communication over
the internet for user identification (3.8) between a mobile device (3.17) and verification application (3.39)

Note 1 to entry: Device-to-service authentication includes the mobile device with mdoc app (3.19) and the
verification application without verifier device

3.28
remgte user storage service
servife that manages data storage and that controls access to it

Note ] to entry: Authorization by the holder is required.

3.29
remqval phase
phasg¢ of mobile document system (3.23) that includes the removalefthe mdoc app (3.19) and related
software as well as user attributes (3.1) and credentials (3.5) from the mobile device (3.17)

3.30
SA-Application
applifation of the secure area (3.33) that manages credéntials (3.5) and that may manage uger attributes
(3.1) for user identification (3.8) purposes and can control access to the user attributes

3.31
SA-Application provider service
servife that installs SA-Applications (3.30) into secure areas by means of an SA-Client

3.32
secule memory card
non-yolatile memory card format, i.e. a Secure Digital (SD) Card, for use in portable ¢evices with
physical sizes “original”, “mini®or “micro” together with a cryptographic module

[SOURCE: NIST SP 800-157 [17]]

3.33
secule area
isolafed internahorattached area of a mobile device (3.17) that ensures secure processing apd storing of
data gven whén the primary operating system (0S) is compromised

Note 1 to éntry: The primary OS is also referred to as rich OS or high-level OS.

EXAMREE A cocura alapaant [19] Av o Teictnd Bonoiitioss Daovginon i ang
1 T o I JCTUTrcCTITICTITCTIC oo 1roa A2 o mp =y

Sttt xtCcTtT THV T O ere

(FEEY 9] serve-as-an-Hternal secure
area. A universal integrated circuit card (UICC) is considered as an attached secure area of a mobile device.

3.34

server retrieval token

token identifying the holder (3.7) and the mobile document (3.22) to the identity or attribute provider
service (3.11)

3.35

Trusted Execution Environment

TEE

secure area (3.33) of the main processor of a mobile device

© ISO/IEC 2023 - All rights reserved 5
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TSM-Service
SA-Application provisioning service that allows for loading and installing of SA-Applications (3.30)

according to
EXAMPLE
3.37

GlobalPlatform

JavaCard Applets and Trustlets are SA-Applications.

user identification service
service operated in issuing phase (3.15) that identifies the holder (3.7) by electronic or non-electronic

means with

3.38

validation
service or 1m
documents (]

or without a mobile document (3.22)

slervice

echanism in operational phase (3.26) that allows for determination of validity-of n
22)

Note 1 to enty
EXAMPLE

3.39

verification
mdoc reade
application g
(3.5) retrieyv

Note 1 to entr

Note 2 to enf
verification p

3.40
verifier
entity (3.6) t

3.41

y: Determination of validity can include revocation status of mobile documents.

Certificate revocation lists or public key directories can be part of validation services.

application

r

n a verifier device (3.41) or on aremote server validatinguser attributes (3.1) and crede
ed from an mdoc app (3.19) or an identity or attribute provider service (3.11)

y: mdoc app and a verification application are typically'part of a mobile document system.

LIrposes.

hat controls the verification application (3.39) and uses it to perform user identification

verifier devlice

device that
optionally pj

EXAMPLE
verification &
with the mob

4 Abbrey

connects locally with the mobile device (3.17) providing the mdoc app (3.19) and
ovides the verification application (3.39)

pplication. Aumebile device providing a verification application that connects via ISO/IEC
le device isa-verifier device.

riated terms

hobile

ntials

ry: In ISO/IEC 18013-5 an mdoc reader is defineéd as a device that can retrieve mdoc data for

(3.8)

that

An ISO/IEC 14443 terminal that connects with a mobile device is a verifier device without a

14443

For the purposes of this document, the following abbreviated terms apply.

BLE
elD
eSE
eMRTD
eUICC
IDS

Bluetooth Low Energy

Electronic identity

embedded secure element

electronic Machine-Readable Travel Document
embedded universal integrated circuit card

Image Delivery Server

© ISO/IEC 2023 - All rights reserved
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MCD mdoc app capability descriptor

mdoc mobile document

OFL Open Firmware Loader

SA Secure Area

SAAO Secure Area Attestation Object

TEE Trusted Execution Environment

5 Design and privacy principles of mobile document systems

5.1

This
the d
[SO/I
on be
and s
some)

A mo
syste
and 4
eithe
servi
the id

The
ident
inclu
6.2),

proce

A mo
mang
feder
ident
domdg
crede

Thes

Design principles

document specifies building blocks in terms of services. Protocols and-interfaces implementing

ata exchange for these services are specified in ISO/IEC TS 23220-2, ISO/IEC
EC TS 23220-4. Services can be operated by various entities such as an issuer or an
half of the issuer. The document distinguishes services directlgpéemmunicating with t
ervices communicating with other (backend)-services. For{ example, an issuer can o
of those services. Deployment examples are given in Anne%A.

bile document system in conformance to this document implements one or more of
m architectures involving an mdoc app running{on*a mobile device and used for i
uthentication purposes of a holder. The verifiéx/is an entity providing a verificati

TS 23220-3,
bntity acting
he mdoc app
perate all or

he specified
dentification
application

o
- through a verifier device placed at a certainidistance to the mobile device or throjlgh an online

re. The verifier uses issuer information and a related confidence level to determine t
entification or authentication process.

ser attributes and credentials are managed by the mdoc app or the SA-Application of

he quality of

by a remote

ty and attribute provider or a-combination of these options. The management of these data

les storage and access controlsThe use of an SA-Application with hardware backed sec
p.g. a secure element,[19] proyides higher confidence in the user identification and ay
ss due to the involvementof tamper-resistant hardware components.

bile document system is an identity management system in accordance with ISO/IE
ges identities in-a~certain domain. Different domains which have agreements ah
ption according ,to ISO/IEC 24760 are allowed for establishing trust in the c
fication process and in the derivation of user attributes from a primary domain into
in. Hence{re*issuing or renewal as well as revoking and deleting processes of user af
ntials ake)part of a mobile document system together with the required infrastructut

pecification of generic architectures of mobile document systems including services a

ure area (see
thentication

C 24760 and
out identity
ross-domain
a secondary
tributes and
es.

nd interfaces

use t]

perfollowing key in the figures if not stated otherwise.
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Key

€——> Interface of local or remote communication in scope of ISO/IEC 23220 series

(e.g. internet connection, NFC, BLE, 2D-Bar code)

Interface of local or remote communication in scope of ISO/IEC 23220 series with label an

notation:
IN-x installation phase with number x
[S-y issuing phase with numbery
OP-z operational phase with number z

<€ — = = » Interface of local or remote communication out of scope of ISO/IEC 23220 series

5.2 Priva

5.2.1 Gen

In the specification of the mobile document system, the following privacy and security prin

according to

5.2.2 Dat{

a) Partial 3
realizin
the reled

b) Unlinka

data mipimization. Only identifiers that are required to establish necessary linkability with

transact
default 1
minimiz

c¢) Domain
concept
unique i
used for]

> Local interaction with mobile device or mdoc app
(e.g. press button by holder, capturing biometric characteristic)

Label of interface of local or remote communication out of scope of ISO/IEC 23220 series
with alphabetical enumeration

Figure 1 — General notation of system architecture specifications

cy and security principles

bral

ISO/IEC 29100 and ISO/IEC 19286 are consjdered:

) minimization

ttribute release: Partial release of @ser attributes and attribute statements contribu
b data minimization. This requires‘the use of technology, which does not inherently le
ise of all or large parts of the PIHn each transaction.

bility: Unlinkability of transactions at the cryptographic or protocol level contribuf

ions are disclosed. ‘Establishing linkability of a transaction with other transactio
hrough an improperly designed cryptographic protocol layer counters the ideas of
ation.

towards data minimization. They are a form of identifiers, which avoid the use of the
dentifier for a holder in all its interactions. Particularly, when a mobile document syst
bothrgovernmental applications and private-sector applications, some countries ma

d

Ciples

tes to
ad to

es to
other
s by

data

specific identifier (Pseudonym): Domain-specific identifiers, or pseudonyms, are anjother

same
em is
hdate

re of

different

identifiers to be used for pnh]ir‘- and privnfp-cpr‘fnr This is to prevent the £Xposl

substantial personal information from one entity’s data to other entities.

5.2.3 Consent and choice:

a) User-centric system: In a user-centric system the holders have control over the use of their
attributes and can exert informed consent, whether the user attributes are managed by a SA-
Application and/or by a remote identity or attribute provider.

5.2.4 Accuracy and quality

a) User binding: The user attributes and credentials are be bound to the holder, i.e. the legitimate
holder to whom it is issued. This is crucial for the basic function of any government-issued document
of associating attributes with people to whom they should apply.
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b)

d)

f)

5.2.5

a)

In te¢hnical aspects, the privacy and security prihciples can be fulfilled by protocols and
specified in the ISO/IEC 23220 series.

6

6.1

The deployment and operation of a mobile document system is divided into different ge
with
servifes are given in ISO/EC TS 23220-2, ISO/IEC TS 23220-3,ISO/IEC TS 23220-4, ISO/IEC
EC TS 23220-6( Deployment examples of components are given in Annex A. A mobile document
system consists of'the following five life-cycle phases and transitions (see Figure 2):

1SO/I

ISO/IEC 23220-1:2023(E)

Eavesdropping protection: Protocols executed between the components of the mobile document
system can protect against eavesdropping of personal identifiable information of communications.

Attribute authenticity and integrity: This refers to the authenticity and integrity of attributes being
protected and released to the relying entities being consistent with the attributes the issuer has
issued. Thus, attribute integrity and authenticity are the basic security properties assuring security
of user attribute information not being tampered with. Achieving authenticity and integrity of the
contained attributes is a foundational function of any government-issued security document.

Attribute revocation: Revocation of attributes refers to preventing the revoked attributes from
being used in future transactions or ensuring that such use would be recognized as illegitimate by

verifiers

ttribute update: The update of attributes refers to the change of attribute values or addition of

tributes regardless of whether the attributes are stored within the mdoc @pp or

at a remote

Iflentity or Attribute Provider. The attribute update can be performed in the field or r¢motely with

r without the holder being required to be in-person.

loning protection: Cloning protection prevents from cloning. Cloping refers to the
reproduction of the credentials and user attributes. Cloning can llegitimately give
oned credentials privileges they would not hold otherwise.

Information security

illegitimate
arties using

ecure data storage: The user attributes and credentials are securely stored gnsuring the

nfidentiality, authenticity, integrity and availability of the data. This protects the
riisks such as unauthorized access, destruction, use,'modification, disclosure or loss.

Life-cycle phases of mobile document systems

different components-involved. Requirements for implementations of such com

he initialization phase is the starting phase that includes the setup of one or more inf

equiredfor installation, issuing, operational and removal phases; specification of this
f scope of the ISO/IEC 23220 series;

o =

data against

mechanisms

General life-cycle phases and©omponents of mobile document systems

neric phases
bonents and
TS 23220-5,

rastructures
phase is out

NOTE For information on how to securely inject a root of trustin a secure area see [18].

the installation phase (see system architectures in Clause 7) that can be entered

by transition start deployment from initialization phase just by starting the deployment of

required software, e.g. the mdoc app or firmware for tamper resistant elements (TRE), or

available, or

© ISO/IEC 2023 - All rights reserved
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— Dby transition 1oad mdoc app from removal phase in case software components (e.g. mdoc app)
have been removed from one mobile device and is newly to be loaded onto another mobile
device;

— the issuing phase (see system architectures in Clause 8) that can be entered

— by transition start issuance from installation phase upon request by the holder (e.g. after
transition update mdoc app user attributes and credential may be still issued), or

— by transition re-issue user attributes and/or credentials from operational phase in case
values of user attributes or credentials or both have been changed;

EXAMPLE A change of name or [iving address requires a re-issuance of these attributes, wlhjereas
the ¢xpiration of the validity of the mobile document or electronic signature of the issuer requife the
re-igsuance of these credentials.

— the opefational phase (see system architectures in Clauses 9 and 10) that can be enter¢d by
transitign start usage from issuing phase after issuance of user attributes and-credentials has
been COI[:pleted;

— the rempval phase that can be entered by transition remove from defige in case all soffware
and datd have to be deleted on a particular mobile device and conditionally user attributef and
credentjals on a remote server; life-cycle can start with installation/phase by transition 10ad| mdoc
app; spefification of this phase is out of scope of this document.

Initialization phase
(Setup infrastructure components)

start deployment

Installation phase
(Load mdoc app and related seftware)

start issuance update mdoc app

Issuing phase
(Personalize tdoc app with mdoc)

re-issue user attributes

StQrt usage and/or credentials

Operational phase
(Use mdoc app and mdoc)

remove from device 1

Removal phase
(Delete mdoc app and related software)

Figure 2 — Life-cycle phases of mobile document system

6.2 Components of a mobile document system

6.2.1 Operational modes of components

A mobile document system may be operated in different modes according to a policy by the issuer. The
main distinguishing aspects of architectures are

— the kind of binding user attributes to the holder,

10 © ISO/IEC 2023 - All rights reserved
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— the location and storage of the user attributes itself, and

— the mode of transmission of the user attributes and credentials.

User binding describes the method and strength of linking electronic data, i.e. the user attributes,
to a natural person, i.e. the holder. The creation of the binding is the responsibility of the issuer; the
verification of the binding is the responsibility of the verifier. A verifier that operates a verification
application can verify this link (e.g. the verifier can compare an electronically received face image as
part of the user attributes with the face of the holder). The issuer can establish a strong link between
the electronic data and the natural person as part of the issuing process (e.g. the issuer can verify the
identity of a holder through personal appearance in the issuing phase). If the confidence level matches

ther

qnirnmnnt‘c ofthe ‘rnrifinr' the verifier shall have sufficient confidence in the hindin

established

by th
mobi

Depe

e issuer and hence can accept the holder as a legitimate holder of the mdoc app and &}
e document.

hding on the respective policy of an issuer, a subset of the specified interfaces‘and se

in Figure 3 (and specified in the ISO/IEC 23220 series) are to be implementedand are to b
certajin entities. Annex A gives examples of typical deployment options of the sefvices. Exan
an isguing authority that operates all services required for issuing and neveking of a mobi
by itgelf (see A.2 and A.3). Other examples include deployment options,that allow for op¢

parts

by thle issuer (see A.4 and A.6). An issuer can also choose to operate parts of the servi

wher

6.2.2

eas other parts are operated by the ID-provisioning entity{see A.5).

Components of mobile document systems

The rhain components of a mobile document system (see Figure 3) considered in this docui

—

he mdoc app including one or more SA-Applieations,

— ]11 service related to the issuing of mobile"documents, and

Il services related to the usage of mébile documents.

e respective

rvices given
operated by
hples include
le document
rating all or

of the services by an entity different from issuer, i.e. by an IDfptovisioning entity, buit monitored

ces by itself,

ment are
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. . . . Additi I physical

| Identity or attribute provider service l¢e—> mdoc app ?@ ‘f;é’t‘;";[s g’fswa

(one or more mdocs) [~ P
authentication

MCD attestation service |<—> -

@ @@ "

®

2\
\J

Discovery service
\
T SA-application on ]

\ 4

N

@®

| SA-application on |

1 1
| | 1
Issuing service <€ > embedded SE 1 1 1 I external device
v 1 1 |
[ SA-application on ] I I 1
Monitoriprgservice — ——remova ote-SE 4 : +
|
[ SA-application on ] 1 |
e o integrated SE
; Verificatipn application «—> egae : :
v
1. . - SA-application on 1
SA-appligation provisioning service €—> TEE !
v
[ SA-application as ]
mdoc app provider service <> software componert
Market pjace service 42_ - \Secure area [ ] )
S . Mobile device
LS| Validatioh service \_ _J

Key
see Figure 1

Figure 3 — Components of mdo¢ app and related services

A mobile ddcument system may implement different architectures and functionalities (see system
architectures in Clauses 7 and 8). Sensitive user attributes and credentials as well as authentidation
factors for the purpose of holder authentication (e.g. biometric factors or knowledge-based factors) can
be managed|in a secure area. The secure.area can be hardware or software based or both. Mechapisms
for verifying the trustworthiness of secure areas are specified in ISO/IEC TS 23220-6.

EXAMPLE 1 | A SA-Application on_a- Secure Elementl?] on a TEE[Y or any other software or firmware
component ot both as part of a TRE¢an serve as a secure area.

EXAMPLE 2 | Certain OS extensions providing mechanisms to securely store and manage user attributg¢s and
credentials of an implemefitation of white box cryptography serve as a software-based secure area.

The mdoc app should at least use one option of the secure area given in Figure 3. Depending Ollr: the
chosen SA-Application, an additional service for the provisioning of the SA-Application can be required
(see SA-AppIIication provider service in Figure 3 and in A.6, B.4 and B.5).

The mdoc app communicates with the secure area via mobile device internal communication channels
[see relations (a), (b), (c), (d) and (e) in Figure 3] for the purpose of accessing and processing user
attributes and credentials. The SA-Application can reside on an external device (e.g. contactless elD
Cards or wearables) and communicates with the mdoc app via a local communication channel [see
relation (f) in Figure 3]. Moreover, a physical token with or without electronic capabilities exhibiting
physical security features that can be captured or interpreted by the mdoc app, can serve as additional
authentication factor of the holder [see relation (g) in Figure 3 and examples in Annex D]. Additional
physical factors of authentication can be used in the following life cycle phases:

— Issuing phase: In sub-phase user identification they can be used to enrol the holder or to confirm
user attributes of the holder before sub-phase issuance;

12 © ISO/IEC 2023 - All rights reserved
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— Operational phase: They are applicable in all architectures of operational phase to

confirm the

identity or the user attributes of the holder. They can be requested depending on the policy defined

by the mdoc app, the issuer, or the verifier operating the verification application.

EXAMPLE 3  Additional physical factors are eMRTDs, electronic identity cards or secure identity documents

with optical authentication features.

User attributes and credentials can be managed by one or more identity or attribute provider
services (see Figure 3). Moreover, a mobile document system may include a market place service and
SA-Application provisioning service to install, update or delete the mdoc app and SA-Application,
respectively. Lastly, any combination of the above given options can be designed and deployed.

eneric system architectures of mobile document systems in installa

tion

The ipstallation phase includes all steps to make an mdoc app ready for issuing. These steps depend on

the cppabilities of the mdoc app. The capabilities and confidence levels arerdescribed in t
capability descriptor (MCD) that includes the Secure Area Attestation Object (SAAO) and 4
to the issuer in the issuing phase (see ISO/IEC TS 23220-3).

NOT This document distinguishes attestations provided by the mobile’device manufacturer, i
of caplabilities of secure area as part of the mobile device “SA-attestation”, and attestation provide
attestlation service, i.e. attestation of mdoc app capabilities. Both ‘attestations can be conveyed
servide in issuing phase as parts of the MCD.

he mdoc app
re conveyed

.e. attestation
d by the MCD
fo the issuing

et place app,
H the market
he mdoc app
" installation

© ISO/IEC 2023 - All rights reserved
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e
! . . MCD
I Market place ! install mobile eID-App ttestati generate SA-Application
i service | and related software artestation MCD provider service
| :R @ service <2 =
- Y — 4 \\ A/ provide [IN-3 A
@ I N @ I \@I SA-Application '@

request : \ . perform | provide  load

mobile | N SA-Attestation| | MCD 1 SA-Application

elD-App | ~ I I and SAAO

v rA \4
i w mdoc app IN-4
arket place L see ISO/IEC 23220-3 request for install
app SA-Application
use
A ; SA- Appllcatlon < install
R 7 and SAAO ‘ [ SA-Application ] $AMpplication
KMobile device 3 : secure area gatd SAAO
reqiiest and approve @ : ?ol;ier zlal)uthentication
. optiona

)

Holder

Key
see Figure 1

Figure 4 — Installation architecture with SA-Application provisioning

In an alterngtive solution, the mdoc app communicates with an online MCD attestation service to|start
establishing|a binding between the mdocapp and the mobile device after loading and launchirlg the
mdoc app thg very first time [see relation:(c) in Figure 4]. The binding is based on the SA-attestatjon as
part of the JAAO (see ISO/IEC TS 23220-3) provided by the mobile device manufacturer. Information
about furthdr device capabilities are-made available by means of device functionalities and mdojc app
functionalities to the MCD attestation service [see relation (e) in Figure 4]. The service creates thg MCD
including th¢ SAAOs and writes)either the full MCD data into the mdoc app or the appropriate refefence
to the MCD [see interfaces\IN-2 and IN-1 in Figure 4). In the latter case the MCD attestation sgrvice
maintains the full MCDfor online retrieval. A deployment example with an MCD attestation sgrvice
without SA-ApplicatjeniProvider Service is given in B.3.

The SA-Appljcation\provider service allows for the provisioning of an mdoc app-specific SA-Applidation
via a SA-Cli nt appllcatlon onto a secure area. Loading, 1nstallat10n as Well as 1nstallat10n qf the
SAAO are sp : : H) and
(i) in Figure 5]. In an initial step, Wthh is not necessarlly part of the installation sequence the SA-
Application of the mdoc app provider should be made available to the SA-Application provider service
(see interface IN-3 in Figure 4). During installation of the mdoc app, the app requests the installation
of the respective SA-Application to the SA-Client already installed on the mobile device (see interface
NA-2 in Figure 5). The SA-Client has administrative access rights to the secure area and controls the
loading and installation of the SA-Applications. With the successful installation of the SA-Application
and the corresponding SAAO, the mobile-eID-App can start using the SA-Application on application
level and the mdoc app provider backend can create further attestations and provide the MCD (see
interfaces IN-2 and IN-1 in Figure 4). Examples of SA-Application provider services and corresponding
SA-Applications, i.e. JavaCard Applets, are given in B.4 and B.5.
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8 Generic system architectures of mobile document systems in issuing phase

8.1

Source of user attributes

A mobile document system is an identity management system according to ISO/IEC 24760-1 that
includes the collection of user attributes from various sources (see Annex C). It is in the responsibility
of the issuing service to

retrieve user attributes from one or more sources,

validate the user attributes,

o

i

The g
of us

for identity proofing are given in ISO/IEC TS 29003 and specification of;confidence levels

1S0/1

8.2
The i
U

n

[

In de
or CH
dataf
resp6

The s
bindj
(e.g.
imag
phas¢

The o
retrie

ptionally determine a confidence level, and
bsue user attributes and credentials into the mdoc app.

eneric system architectures for issuing specified in this document are independent
er attributes. Mechanisms for identity proofing are out of scope of this)document. R

EC TS 23220-5. Examples of enrolment procedures of holders aredescribed in Annex

Generic sub-phases of issuing phase

bsuing procedure follows three generic sub-phases (see‘Figure 5):
ser identification sub-phase;

hdoc app discovery sub-phase;

ata issuance sub-phase.

bendency to the life-cycle state, i.e. transition start issuance Or re-issue user attr
edentials, it is possible that some 6fithe phases will not apply. Protocols and interfag
ormats applicable in theses sub-phase are specified in ISO/IEC TS 23220-3 and ISO/IE(

ctively.

ub-phase user identification includes the retrieval of the user attributes and verifi
ng of the holder to the ‘attributes. This can be achieved by organizational non-elect
by physical inspection of physical document and verification of user binding by cor
) or by existing(electronic identification means, even by a mobile document syste
b can alternatively be executed after sub-phase mdoc app discovery.

bf the source
equirements
are given in
C.

ibutes and/
es as well as
TS 23220-2,

ration of the
ronic means
nparing face
m. This sub-

ource of User attributes together with an issuer policy determines the kind of issu¢

decla

red by.the holder) is out of scope of this document [see relation (c) in Figure 6]. T

val and . verification of user attributes from various sources (e.g. a breeder docur

d mdoc. The
ent or self-
he source of

attriutestogether with chosen mechanisms to create the credentials and the chogen security

mechlan

NOTE

5 of this sub-

Guidelines for the identity proofing of a person including levels of such identity proofing are given in
ISO/IEC 24760-1 and ISO/IEC 29100.

The mdoc app discovery sub-phase requires an electronic communication between mdoc app
and discovery service and involves device detection. This communication can be either a local
communication (e.g. via BLE) or a remote communication.

In this sub-phase, eligibility checks shall be performed to determine whether the mobile device and
mdoc app with SA-Application match the confidence level of a certain policy or not. If the check passes,
the binding between the holder and the mobile device and mdoc app can be verified. In addition, the
match between the holder authenticated in user identification sub-phase and the holder authenticated

© ISO/IEC 2023 - All rights reserved 15


https://iecnorm.com/api/?name=3fb258d1500c86aafafccd1d41fd8b38

ISO/IEC 23220-1:2023(E)

in mdoc app discovery sub-phase can be verified. Parts of this sub-phase can be omitted in the re-
issuance procedure.

Once user identification and mdoc app discovery have been completed, the user attributes and
credentials are issued to the target mobile device and mdoc app including SA-Application.

4 N
User User identification service retrieves
identification user attributes by electronic or < Source of user attributes
Sub-phase non-electronic means
A 4
Verification nfhinrling
“holder to user attributes”
G \ V4
4 v N
njdoc app mdoc app discovery and
djscovery communication channel establishment
suib-phase v
Perform SA-Application check
Request for issuance Request for re-issuance
Verification of binding
“holder to mdoc app”
| Verificationof binding (7, 5
! “holder in sub-phase userddéntification '
+_and mdoc app discoveryt _~__________ . :
- J
Data Issue user attribiites and credentials
issuance into mdocapp and SA-Application
sub-phase T
Set aeeess rules and
authentication mechanisms
Figure 5%=Generic sub-phases of issuing procedure in issuing phase
8.3 System atchitectures in sub-phases user identification and mID-discovery
In the architecture givermr i Figure—7 the user idemntification service idemntifies thre hotder viaan elD

document already issued to the holder [see relations (a) and (b) in Figure 6]. The user identification
service can retrieve additional attributes from further sources [see relations (c) in Figure 6]. Based on
this identification and the established connection to the mdoc app and the mobile device of the holder,
the discovery service retrieves the MCD (see interfaces IS-1 and IS-2 in Figure 6) either directly from
the mdoc app or online from the MCD attestation service. The release of the MCD can require holder
authentication [see relations (d) in Figure 6]. Holder authentication can alternatively be performed
in sub-phase issuance. With successful verification of the MCD and with conformance to a respective
policy, the discovery service is ready for next sub-phase issuance (see 8.4).

This document distinguishes three kinds of eID documents that determine the protocol required in
interface IS-3 of Figure 6:

— The eID document is a mobile document and is available in the mdoc app;
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EXAMPLE 1

-1:2023(E)

The holder has successfully installed the mdoc app and has, in addition, a mobile document

issued to the mdoc app that is trusted by the issuer operating the user identification service. Such mobile

document can be an ID1 sized card with electronic or even non-electronic capabilities. T

he mdoc app

provides a list of supported issuers (e.g. different jurisdictions offering mDL issuance) that the holder can

choose and start the issuing process.

The elD document is a mobile document not controlled by the mdoc app but installed
mobile device;

EXAMPLE 2
issued to and controlled by a separate app that is trusted by the issuer. Such mobile document

on the same

The holder has successfully installed the mdoc app and has, in addition, a mobile document

can be an ID1

sized card w1th electronlc or even non- electromc capabllltles The holder browses the website of the issuer

cpn choose in accordance to the installed mdoc app.

he eID document is not a mobile document and the user identification service identifi
y means of the elD document through a web-browser or application not residing o
evice.

XAMPLE 3 The holder has successfully installed the mdoc app and brewses the issuer’s
browser of a desktop computer at home. The holder can use any already ‘issued document
on-electronic) to identify towards the web-service of the issuer. Example of those remote
eans are “Video Identification” or “Video Legitimation” or “Remote\in*person vetting”. The h

hat the holder

bs the holder
h the mobile

website with
(electronic or
identification
plder can also

select the issuing service via a self-service terminal that, for example, provides means to vetify electronic
plassports physically and electronically (e.g. similar to eGates). Holder authentication can be pgrformed with
face image comparison. After user identification, the holder ean open the mdoc app and scan p 2D-bar code
from the issuer’s webservice to do the device and app binding:
User . - i
@ A Discovery Option B M({D
Spurceof g — — > - yidentification service | & > attesthtion
usger retrieve ) service .
, user attributes servyice
attributes A A
IS-1 /
@ ) - ’
/
connect and / serv-lce engagement ,
identify / Option A: ’
4 et and verify MCD ‘

7
7 N
’
/
mdoc app 1
elD - with secure area
document? service see 1SO/IEC 23220-3
engagement
. k Mobile device/

L e
nolder ldentlrlcatlon b . llUluCl CluLllCllLlLClLlUll
U U (conditional)

Holder

Key
see Figure 1

a

elD document may include external eID token with or without electronic capabilities.

Figure 6 — Architecture in sub-phase user identification and mdoc app discovery with elD

document
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The architecture in Figure 7 allows the user identification service to identify the holder through manual
identification through an enrolment officer. Binding between identified holder and mobile device and
mdoc app are achieved by organizational means (see also interface IS-4 in Figure 7).

EXAMPLE 4  The holder has successfully installed the mdoc app and applies for the mobile document at an
enrolment office of the issuer. The enrolment officer can manually proof identity via a physical document and
start the issuing process into the mobile device and mdoc app that the holder physically presents to the enrolment
officer.

Source of

@ User Discovery ( Option B MCD

______ identification . .
retrieve ;i service > attestation

user Serviee

. user attributes service
attribute$ A 7
- @/ %
/ Option A: ,/
. . / L
identify / get and verify MCD //
J /
12
/ﬁ / \ ,
2
/
Enrolment mdoc app ¥
- with secure area
officer service see ISO/IEC 2322043
engagement
A
/ k Mobile device/
: hielder authentication

holdef identification @ \J v conditional)

Holder

Key
see Figure 1

Figre 7 — Architecture with manual identification

8.4 Architectures-in sub-phase issuance

In sub-phasgs Gsger-identification and mdoc app discovery the user identification service has idenfified
the holder 4 i i i i ified the

capabilities of the mdoc app or SA-Application or both. Optionally, the discovery service has associated
the identified holder to the mdoc app.

In sub-phase issuance the issuing service generates the credentials that are unique to the respective
mdoc app and mobile device (see interface IS-5 in Figure 8). The issuing service can either send the
user attributes and credentials directly to the mdoc app for installation or indirectly via the mdoc app
provider service. The data are locally stored in the mdoc app and secure area (see interfaces IS-6 and
IS-7 in Figure 8). A detailed description of issuing attributes and credentials into the SA-Application of
the secure area are given in ISO/IEC TS 23320-3.

In case an issuing service chooses an identity or attribute provider service for remote attribute storage,
the issuer sends the data together with mobile device and mdoc app information to the respective
identity or attribute provider service (see interface IS-8 in Figure 9). That provider finally stores the
user attributes and credentials remotely and does the binding of the mobile device and mdoc app to the
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user attributes and credentials again either directly (see interface IS-9 in Figure 9) or indirectly via the
mdoc app provider service (see interface 1S-10 in Figure 9).

Holder authentication can be required if not given by sub-phases user identification or mdoc app
discovery to ensure at a certain level of confidence that the mobile device holder is also the legitimate
holder being involved in the attribute issuance process [see relation (c) in Figure 8 and Figure 9].

prepare < Issuing Option B mdoc app

\ 4

user attributes and service < provider
credentials service

q
Aosa -
| S—
Option A: s
issue user attributes -
and credentials -,

mdoc app “
with secure area

see ISO/IEC 23220-3

Mobile device

: holder authentication
(conditional)

Holder

Key
see Fipure 1

Figure 8 — Issuing architecture with local attribute and credential provisioning
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issue user attributes
prepare ( [ssuing and credentials Identity/attribute

user attributes and ) € N ) :
service provider aervice

credentials
Option A:

Bind app/device

Option B

(( mdoc app

with securearea el - — — — — — — >|
see ISO/IEC 23220-3

xad Q.

TITUVUGC Oll.ll.l

Provider
Service

Mobile device

holder authentication
(conditional)

Holder

Key
see Figure 1

Figure 9 — Issuing architecture with remote attribute and credential provisioning

8.5 Monitoring service in issuing phase

In addition fo the services specified for installation and issuing phase, a monitoring service can be
used to contfol the operations of the servicés. The monitoring service does not interact with the imdoc
app but with the user identification $ervice, the discovery service, the issuing service and the| MCD
attestation dervice (see Figure 10).'Examples of deployment options using the monitoring servide are
given in Annlex A (see A.4, A.5 and A.6).

¢ retrieye,additional
€o < Useh attributes Monitoring
service
ibutes .
PRI control operation
_-=",7 \\ =~ ~ _ of services
- - / N - ~ ~
- ~ ‘e S g
=" b | ~a
User . MCD
Discovery Issuin )
identification serveice _ g attestslntlon
service service service

Key
see Figure 1

Figure 10 — Issuing architecture with monitoring service
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9 On-site identification system architecture in operational phase

9.1

General sub-phases of on-site identification system architecture

The on-site identification system architecture is divided into three main sub-phases: initialization
sub-phase, device engagement sub-phase and data transmission sub-phase. During initialization the
mdoc app and verification application are activated and can require holder and verifier authentication,
respectively. The initialization sub-phase is out of scope of this document. During device engagement
sub-phase, information required to setup a secure connection between mdoc app and verification
application are exchanged. With successful device engagement a transmission channel is established

thati

s used for user attribute requests, user attribute retrievals and server retrieval tok

n. Protocols

and i1
and I

9.2

The 5
ident
ident
the h
Figur

nterfaces as well as data formats applicable in these sub-phases are specified in [SO/IE
5O/IEC TS 23220-2, respectively.

On-site identification system architecture with local attribute storage

ystem architecture given in Figure 11 adapts the identification prgcess known fi
ty cards, i.e. a holder presents or hands over its identity card to an|official or anoth
fication purposes. In the electronic scenario, the electronic identity data are trans
blder's mobile device to the verifier device of the verifying person (see interfaces OP-]
e 11) that in turn proves electronically the integrity, authenticity and validity of the 1

attrik
and ¢
mdod
authg

The ¥
the h
a per|
capty
relati

NOTE

linkability across all usages of the mdocapp and the identity when that data are exposed to a verifi

As th

Application, this system architecture allows for an offline operation of the mdoc app. If

valid
operd

can aJso be part ofithe verification application or verifier device.

This
inter

The ¥

utes and credentials (see interface PO-3 in Figure 12). Before transmission of the us
redentials, the holder approves the operation and cafi perform an authentication
app [see relation (a) in Figure 11]. The mdoc app cafi check whether the verification 2
rized to retrieve data.

erifier (e.g. a natural person or part of the verification application) can verify the bind
plder and transmitted user attributes and credentials, e.g. by performing a visual i
son for comparing the electronic and visualized image with the live image of the
ring a fingerprint with a fingerprint\wreéading device as part of the verification app

ons (b) and (c) in Figure 11].
The binary data of a visualized image of the holder can be considered a static identifi

e user attributes and €redentials are completely managed by the mdoc app, inclu

ty check is required by the verification application, the system architecture allow
tion of the verifieation application as well. Hence, in this offline scenario the valid3

bystem architecture includes the verification application, the validation service and m
faces @P=1, OP-2 and OP-3 in Figure 11.
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Verifier device @ | Mobile device
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Key
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Figure 11 — On-site identification system architecture with local attribute storage

9.3 On-site identification system architecture with remote attribute storage

The system |architecture given in Figure 12 specifies~the same system architecture as described in
9.2, but the juser attributes and credentials are partly managed by an identity or attribute prgvider
service. The[request of user attributes by the verification application (see interface OP-1 in Figuie 12)
is upon appioval by, and authentication of, the holder redirected to the identity or attribute prdvider
service that|in turn releases the user attributes and credentials to the verification applicatior]. The
communicatfion can be either a direct (see interface OP-5 in Figure 12) or indirect communicatign via
the mdoc app (see interface OP-4 inFigure 12). There are more options to implement the architecture
in Figure 12]as given in this subclause.

If authenticption of the verification application is required, the verification application cdn be
authenticategd by the identity or attribute provider service and the service can check whethgr the
verification ppplication is\authorized to retrieve data prior to the release of data. The authentiqation
and the chedk of authdrization can alternatively be processed by the mdoc app prior to redirecting the
request to the identity/or attribute provider service.

This system|arChitecture requires an online connection of the mdoc app or the verification application.
In case of a Hirect communication hetween verification application and identity or attribute prdvider
service an online connection of the verification application is required. If no real-time validity check
is required by the verification application and an indirect communication to the identity or attribute
provider service is chosen, the system architecture allows for offline operation of the verification
application but requires an online connection of the mdoc app. In this offline scenario the validation
service can also be part of the verification application or verifier device.

This system architecture includes the verification application, the identity or attribute provider service
and mdoc app with relations (c), (d), (e) and (h) in Figure 12.

The validation service of this system architecture can be operated by separate services or by one single
service. It includes relation OP-3 in Figure 12.
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Figure 12 — On-site identification system architecture with remote attribute storage

10 Remote identification system architecture in operational phase

10.1| General

Protqcols and interfaces as well ag.data formats applicable in the architectures of remote iflentification
are specified in ISO/IEC TS 232204 and ISO/IEC TS 23220-2, respectively.

10.2| Remote identification system architecture with local attribute storage

In the system archifectures given in Figure 13 and Figure 14 the verifying party is a rgmote server
providing a service to the holder and operating a verification application. The holder pccesses the
device [see

bcription are
for approval
irrclude a brief

descrlptlon for what purpose the user attributes are requested by the verifier.

Holder authentication, i.e. verification of the binding between holder and user attributes and credentials,
is controlled by the mdoc app. The authentication mechanism can be processed by the mdoc app itself,
by the SA-Application or by additional physical factors of authentication [see relation (c) in Figure 13].

The mdoc app releases the requested and approved user attributes and credentials to the verification
application of the verifier (see interface OP-7 in Figure 13) that validates the received data by means
of the verification/revocation infrastructure (see interface OP-8 in Figure 13). Optionally, the mdoc
app can authenticate and check authorization of the verification application of the verifier prior to the
release of data. A protocol providing this attribute release can ensure that attributes are released only
to the requesting verification application.
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 to the system architecture in Figure 13, the*holder can access the remote service
browser running on an external device (e.g. a desktopcomputer or other mobile device). In this sy
(see Figure 14) a binding between the<external browser session and the mdoc app
plder by a local communication is required (see interface OP-9 in Figure 14).
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Figure 14 — Remote identification system architecture with local attribute storage with
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This system architectures include the verification application, browser or app and mdoc app with
interfaces OP-6, OP-7, OP-8 and OP-9 in Figure 13 and Figure 14. The validation system of this system
architecture can be operated by separate services or in one single service and includes interface OP-8
in Figure 13 and Figure 14.

10.3

Remote identification system architecture with remote attribute storage

In the system architecture given in Figure 15, the verifying party is a remote server providing a
service to the holder and operating a verification application. The holder accesses the service either
by the mobile browser or a dedicated mobile app running on the mobile device [see relations (a) and
(b) in Figure 15]. Upon request by and identification of the verification application of the verifier the

requg
mdod
authe

Then
Figur

sted user attributes, verifier information as well as a purpose description are px

ided to the

app (see interface OP-6 in Figure 13) and is presented to the holder for approyal and for holder

ntication [see relation (c) in Figure 15].

the request is re-directed to the identity or attribute provider servicé [see re

betw]|
indir

NOTE
attrib
know]|
crede
strate

e 15] that provides the requested attributes to the verifier either in @ direct cor
ben verifier and identity or attribute provider service (see interface/@P-10 in Figure
pct communication (see interface OP-11 in Figure 15).

In the remote identification system architecture with remote” attribute storage th
ute provider service is present in each transaction; therefore, the identity or attribute prd
5 when an mdoc app is used and what data are shared (i.e. data'include transaction data, uset
htials). If tracking is a concern, the identity or attribute provider service is advised to implem
gies to ensure the mdoc app and the holder are not tracked (€.g. architecture given in Figure

If au

verif

hentication of the verification application is requifed, the mdoc app or the identity
provider service can authenticate and check the :authorization of the verification appli
er prior to the release of data.
Validation |/OP-8 Verifier oP-10 Identity or
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Figure 15 — Remote identification system architecture with remote attribute storage and

mobile browser

In contrast to the system architecture described in Figure 15, the holder can access the service of the
verifier by a browser running on an external device (e.g. a desktop computer). This system architecture
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(see Figure 16) requires a binding between the browser session (see interface OP-9 in Figure 16) and

Identity or

the mdoc app of the respective holder by a local communication.
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b — Remote identification system architecture with remote attribute storage and

fument system can apply a remote gser storage service instead of an identity or atty
vice as described in Figure 17. In this case, a holder transmits user attributes via mdg
rmit to a verifier to get access:fo the holder's remote user storage. Then, a verifier cz
holder’s remote user stordge and retrieve additional user attributes (see interface

. The interface OP-9 (see'Figure 16) can also be supported in this architecture.
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Figure 17 — Remote identification system architecture with remote user storage
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Annex A
(informative)

Examples of deployment options for issuers in issuing phase

A.1 General

This docum
well as for i

number of w

A.2 Deplyg

An issuing a

service by i
attributes, i.

User identifi
alternatively

examples in

Key
see Figure 1

a

Figure A.1 — Example of deployment for issuing with local user attribute storage and mobile

28

int specifies protocols and services as building blocks for issuing and operating mdz

stalling an mdoc app. The building blocks allow for the deployment of such sérvice
ays. This annex describes typical deployment examples of services in the issuing phas

pyment example for issuing with local user attribute storage

pthority can operate the user identification service, the discovery service and the is
[self. The policy of the issuing authority can also require thellocal storage of the
e, without using remote identity or attribute provider service:

cation can be done by means of an already issued mabile document of the mdoc a
, the issuing authority can use an elD document net managed by the mdoc app
Figure A.1 and Figure A.2).

Issuing authority
I 4 [tj.?.er ; Discovery Issuing
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. service service
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I
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I
1
I
mdoc app

with secure area

see ISO/IEC 23220-3

mdoc?

A
H Mobile device

v

Holder

Mobile document may include external eID token with or without electronic capabilities.

document
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Issuing Authority
Source of C User
. c Discove Issuin,
user identification very e
. . service service
attributes service
4 A

1]

Browser
2 mdoc app
with secure area

elD
document? see ISO/IEC 23220-3

.

R/ o J/
L% A
External device %, H Mobile device

.

"4 v
Holder
Key
see Figure 1
a el document may include external elD token with or without electronic capabilities.
Flgure A.2 — Example of deployment for issuing with local user attribute storage
Document
A.3 |Deployment example for issuingwith remote attribute storage
In this deployment example, the issuing authority operates the user identification service, t

servi
of usg

Ce and the issuing service by itself-The policy of the issuing authority allows for the re
br attributes at an identity or attribute provider service (see example in Figure A.3).

and elID

he discovery
mote storage
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ya
I User Discover I[ssuin
identification very ng IS-5
. service service
service

2 4

' isaly
/ = 15-8 |

Identity/Attribute
Provider Service

mdoc app

see ISO/IEC 23220-3

document?

A
H Mobile device

Holder

ent may include external elD token with or without electronic capabilities.

B — Example of deployment for issuing with remote user attribute storage and ¢
Document

pyment example for issuing with ID-provisioning entity

huthority can choose to-contract with an ID-provisioning entity that operates

required services on behalf of the issuing authority. In the example (see Figure A.4
ing entity operates, user identification service, discovery service, issuing servics
provider service for-remote user attribute storage. The issuer has established a tru

ring service. <The’ ID-provisioning entity can in addition provide services of instal
e MCD attestation service (see example in Figure A.5) or Open Firmware Loader (OFL
Figure At4yand Figure A.5).

eID

hll or
) the
p and
Ist or

itionship or both ' with the ID-provisioning entity and controls the issuing process by npieans

ation
) (see
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Figure A.4 — Example of deployment forjissuing with ID-provisioning entity
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a2  Mobile document may include external eID token with or without electronic capabilities.

Figure A.5 — Example of deployment for issuing and installation with ID-provisioning entity
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A.5 Deployment example for issuing with user identification service operated by

issuer

As a further example the issuing authority can operate the user identification service by itself and
can choose to let the remaining service to be operated by the ID-provisioning entity (see example in

Figure A.6).
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a  Mobile el

Figure A.¢

A.6 Depls
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document may include external elD)token with or without electronic capabilities.

Browser

document*

External deviee

mdoc app

with secure area

see ISO/IEC 23220-3

A
: Mobile device

v

Holder

— Example of deployment for issuing with user identification service operated by

pyment example for issuing with Open Firmware Loader (OFL)

issuer

b given (in Figure A.7 is based on a Trusted Connectivity Alliance publication3} and
heral-functions and actors involved during the process of loading firmware into a TRE. The
esoftware integrated in the mobile equipment, communicates with the Image Delivery

Server (IDS)

tarload the images inta the TRE that is the secure container pnr‘:lpqnlnfing TRE firmlware

(including OS, SA-Application and user attributes and credentials).
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a el document may include external eID token with or without electronic capabilities.

Fighire A.7 — Example of deployment for issuing and installation with Open Firmware Loader

(OFL)

The dverall OFL workflow as envisioned by GlobalPlatform and Trusted Connectivity Alliance [181{20][21]
[22][231(31] 5 as follows:

The IDS function can be.assigned to different actors (i.e. TRE Maker, OEM Device Maker, |
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mage Ownerdefines requirements and directives for user services to the Image Make
br provides the user credentials to the Firmware Maker via the Image Maker or dire
racesThese credentials are different from the user attributes and credentials mar
app.in the mobile document system. The Image Maker gets a Firmware from a Firn

mage Maker
ent or to the
E.

r. The Image
ctly with an
aged by the
ware Maker

supp

hrtinag tho roauiramaonte and tho innut data fram an Imaago Ownor Tho Imaago Malkaor
Ot tthHe e qur e e oot eHpattadta o Hd 5 e oW e e 56l

bncapsulates

the Firmware within a secure container called the Unbound Image. The Unbound Image is provisioned
to the IDS under control and agreement with the Image Owner.

The OFL Certificate Issuers (CIOFL) and IDS Certificate Issuers (CIIDS) can manage multiple Public
Key Infrastructures (PKI) ensuring trusted exchanges between the Actors and the Functions. The OFL
CIOFL issues all certificates to the OFL and the Certificates ensuring a trustable collaboration with
other Functions depending to IDS Certificate Issuers. The IDS CIIDS issues all certificates to the IDS.

The TRE Maker manufactures the TRE according to specifications from Industry or Standardization
Organization. The OEM Device Maker manufactures an OEM device embedding the OFL agent and the
TRE provisioned from the TRE Maker. The OEM Device Maker implements the OFL Agent and the Open
Firmware Block (OFB), which bridges the IDS and OFL running in the TRE.
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The holder interacts with the OFB. The holder can be prompted for giving explicit consent validating
some OFL operations or retrieving specific credentials that are required for initiating the OFL
operations from the verifier.

The OFL agent is the Function in charge of supporting the procedure of a data flow from IDS to OFL
agent Interface. This function manages a certificate used for authentication with the IDS and gets or
forwards meta-data between the IDS and the OFB or between the OFL Agent and the OFB.

The OFL agent can be a function performed by e.g. MCD attestation service, SA-Application provider.
The TRE is a secure environment able to run the instance of the Firmware. The TRE can be compliant

with the Virtual Primary Platform (VPP) specifications.

The OFB im
usually use d
collaborates

with the OFL Agent.

blements the requirements from Industry or a Standardization Organization. Thex(JFB is
ase dependent and can interact with the holder through a man machine interface, Th¢ OFB
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Annex B
(informative)

Examples of deployment options in installation phase

General

This
well
numh

B.2

The 1
or ins

I Market place i
| service :
i (optional) '

Hocument specifies protocols and services as building blocks for issuing and operati
hs for installing a mdoc app. The building blocks allow for the deployment of\such
er of ways. This annex describes typical deployment examples of services in.the/issuing phase.

Deployment example with pre-installed mdoc app and-M€D

hdoc app can be pre-installed on the mobile device and the MCD, is ¢reated during pre
tallation (see Figure B.1). The MCD can contain the complete s€t/of data or can contai
for online retrieval of the MCD from the MCDAttestation Service.

Mobile device

request : \"
mobile N N
elD-App | \\
v
Marke&gPlace mdoc app
with secure area and
(Olﬁili)l?la]) pre-provisioned MCD

see ISO/IEC 23220-3

request and approve @

]

A

holder authentication
v (optional)

Holder

ng mdocs as
service in a

-installation
h a reference

Key

see Figure 1

Figure B.1 — Installation architecture with pre-installed mdoc app and MCD

B.3 Deployment example with MCD attestation service only

Information about device capabilities are made available by means of device functionalities and mdoc
app functionalities to the MCD attestation service [see relation (e) in Figure B.2]. The service creates
the MCD including the SAAOs and writes either the full MCD data into the mdoc app or the appropriate
reference to the MCD (see interfaces IN-2 and IN-1 in Figure B.2). In the latter case the MCD attestation
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service maintains the full MCD for online retrieval. The respective SA-Application and SAAOs are
already installed and available to the mdoc app.

Key
see Figure 1

B.4 Depl¢

In this exam
service allov
a TSM-Servi
secure area
accordance

not necessa

made availalle to the-TSM-Service (see interface IN-3 in Figure B.3). During installation of mdoc af

app request;
mobile devid
secure area,

r_______________-i ; . MCD -IN-l
! Market place 1 install mobile eID-App . generate
l . | and related software attestation MCD
| service I service
' = ©
[ - HARN A
\
® ! N ©;
request : N . Perform ' l}\)/lrgl\slde
mobile | \ SA-Attestation
eHB-App— - I
v "
mdoc app
Market place with secure area
app

see ISO/IEC 23220-3

a

2

Mobile device

holder authentication

request and approve @-
> (optional)

]

Holder

Figure B.2 — Installation architecture with MCD attestation service

pyment example for installation phase with JavaCard Applets onto e

ble, the secure area is realized as an embedded Secure Element. The SA-Application pro
s for the provisioning ofan mdoc app-specific Java Card applet (i.e. the SA-Applicatio
re and related TSM<App (i.e. the SA-Client) onto a Java Card and GlobalPlatform confor
Loading, installation and initial personalization of a Java Card applet are specifi
o GlobalPlatformi Specification [see relations (h) and (i) in Figure B.3]. In an initial

the installation of the respective Java Card applet to the TSM-App already installed g
e (seeinterface IN-4 in Figure B.3). The TSM-App has administrative access rights f
irefssuer Security Domain or Sub-Security Domain, and controls the loading, instal

b E

vider
n) via
mant
ed in
step,

ily part of thetinstallation sequence, the Java Card applet of the mdoc app provider myst be

p the
n the
o the
ation

and persona

1zation of the Java Card applet according to GlobalPlatform. With the successful instal

ation

of the Java Card applet the mdoc app can start using the Java Card applet on application level [see
relation (j) in Figure B.3].
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I Market place I install mobile eID-App . generate SA-Application
I service | and related software attestation MCD provider service
| service p S .
| R <€ > i.e. TSM-Service
e y N SN @ A provide @ A
@ I N @ : IN-2 | JavaCard Applet :@

request : \ perform provide j install

mobile . SA-Attestation | | MCD 1 JavaCard Applet
}ID-App I ~ \:/ I and SAAO \

v J,
( VSRS w l mdoc app 1 IN-4
arket place L see ISO/IEC 23220-3 request for install
app - SA-Application
[ use N N 7 N
i JavaCard Applet‘ nstall
and SAAO [ = JavaCard Applet ] JavaCard|Applet
Mobile device Secure Area, i.e. eSE and SAA /
request and approve @ ?Ocl)olt(ii:iazli)uthentication
5
Holder

Key
see Fi

bure 1

Deployment example for-installation phase with Java Card applets d

eUICC market is stronglygrowing. Due to its highly standardized interface given
ide a secure area for seeure mobile identities as part of an eSIM profile. In future,
ity Domain is able tg.add services besides the usual MNO profiles and to run them in

Figure B.3 — Example of deployment for installation of Java Card applets ont¢ eSE

nto eUICC

inl29] it can
the Common
parallel.

[. The holder
-Application
Qpp must be
he mdoc app
information,
ady for use.
CC (see [27]

[28][30]) Informatlon concerning the deV1ce and the eUICC can be collected dlrectly from the eUICC or
indirectly via MCD attestation service (see interface IN-2 in Figure B.4).

© ISO/IEC 2023 - All rights reserved

37


https://iecnorm.com/api/?name=3fb258d1500c86aafafccd1d41fd8b38

ISO/IEC 23220-1:2023(E)

Tt i -N 1
|
I Market place | install mobile elD-App enerate SA-Application
' | tt t t :
| service | and related software attestation MCD provider service
! service s
| N > ie. SM-DP+
o 7 B N @ A4 pr0v1de @I A
@ I N @ ! ::: JavaCard Applet :@
request : N perform | provide j install
mobile I N \ SA-Attestation | MCD |]avaCard Applet
elD-App | ~ I I and SAAO
v Y R 4 \4 \
mdoc app 1 SA-Client
arket place L see ISO/IEC 23220-3 ie. LPA
app -
4 use@ S , 4 . :
) ]avaCardApplet instdll
and SAAO ‘ (= JavaCard Applet | |Javqtard Applet
KMobi]e device B : Secure Area, i.e. eUICC and :sAAO /
reqyest and approve @ : holder authentication
Yy (optional) :
G annnsnssnnsnnnnnsnnnnnansnnnnnnnnnnnentnvanannnnnnnnnnnns ;
Holder

Key
see Figure 1

Figur

e B.4 — Example of deployment for installation of JavaCard Applets onto eUICC
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