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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
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Introduction

The advent of high-throughput sequencing (HTS) technologies has the potential to boost the adoption
of genomic information in everyday practice, ranging from biological research to personalized genomic
medicine in the clinic. As a consequence, the volume of generated data has increased dramatically
during the last few years, and an even more pronounced growth is expected in the near future.

At the moment, genomic information is mostly exchanged through a variety of data formats, such as
FASTA/FASTQ for unaligned sequencing reads and SAM/BAM/CRAM for aligned reads. With respect to

such formats, the ISO/IEC 23092 series provides a new solution for the representation and compression
of genome se nllmnr‘ing information hy-

— specifyipg an abstract representation of the sequencing data rather than a specific format with its
direct implementation;

— being dgsigned at a time point when technologies and use cases are more mature/This permifs the
addressing of one limitation of the textual SAM format, for which incrementakad-hoc addit{on of
featured followed along the years, resulting in an overall redundant and suboptimal format which
at the same time results not general and unnecessarily complicated;

— normatiyvely separating free-field user-defined information with nowelear semantics fromp the
normatife genomic data representation. This allows a fully interoperable and automatic exclange
of informhation between different data producers;

— allowing multiplexing of relevant metadata information witlr the data since data and metadata are
partitioped at different conceptual levels;

— followinlg a strict and supervised development process which has proven successful in the last
30 year$ in the domain of digital media for the transport format, the file format, the compressed
represemtation and the application program interfaces.

This documgnt provides the enabling technology-that will allow the community to create an ecosystem
of novel, intdroperable solutions in the field of-\genomic information processing. In particular, it offers:

— consistent, general and properly designed format definitions and data structures to store sequepcing
and alighment information. A robust framework which can be used as a foundation to implgment
differenf compression algorithms;

— speed and flexibility in the Selective access to coded data, by means of newly designed data clustering
and optimized storage methodologies;

— low latejncy in data“transmission and consequent fast availability at remote locations, bas¢d on
transmifsion pretgcols inspired by real-time application domains;

— built-in privdcy-and protection of sensitive information, thanks to a flexible framework which afllows
customi'Fable secured access at all layers of the data hierarchy;

— reliability of the technology and interoperability among tools and systems, owing to the provision
of a normative procedure to assess conformance to the standard on an exhaustive dataset;

— support to the implementation of a complete ecosystem of compliant devices and applications,
through the availability of a normative reference implementation covering the totality of the
specification.

The fundamental structure of the ISO/IEC 23092 series data representation is the genomic record. The
genomic record is a data structure consisting of either a single sequence read, or a paired sequence
read, and its associated sequencing and alignment information; it may contain detailed mapping and
alignment data, a single or paired read identifier (read name) and quality values.

vi © ISO/IEC 2022 - All rights reserved
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Without breaking traditional approaches, the genomic record introduced in the ISO/IEC 23092 series
provides a more compact, simpler and manageable data structure grouping all the information related
to a single DNA template, from simple sequencing data to sophisticated alignment information.

The genomicrecord, although itis an appropriate logic data structure for interaction and manipulation of
coded information, is not a suitable atomic data structure for compression. To achieve high compression
ratios, it is necessary to group genomic records into clusters and to transform the information of the
same type into sets of descriptors structured into homogeneous blocks. Furthermore, when dealing
with selective data access, the genomic record is a too small unit to allow effective and fast information
retrieval.
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Figure 1 — Access units, blocks and genomic records
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Figure 2 — High-level data structure: datasets and-dataset group

A dataset is p coded data structure containing headers and one/or more access units. Typical datlasets
could, for example, contain the complete sequencing of an individual, or a portion of it. Other daffasets
could contaip, for example, a reference genome or a subset ofits chromosomes. Datasets are grouped in
dataset groups, as shown in Figure 2.

A simplified|diagram of the dataset decoding processi§’shown in Figure 3.
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Figure 3 — Decoding process

The International Organization for Standardization (ISO) and International Electrotechnical
Commission (IEC) draw attention to the fact that it is claimed that compliance with this document may
involve the use of a patent.

[SO and IEC take no position concerning the evidence, validity and scope of this patent right.
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The holder of this patent right has assured ISO and [EC that he/she is willing to negotiate licences under
reasonable and non-discriminatory terms and conditions with applicants throughout the world. In this
respect, the statement of the holder of this patent right is registered with ISO and IEC. Information may
be obtained from the patent database available at www.iso.org/patents.

Attention is drawn to the possibility that some of the elements of this document may be the subject
of patent rights other than those in the patent database. ISO and IEC shall not be held responsible for
identifying any or all such patent rights.
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Information technology — Genomic information
representation —

Part 3:
Metadata and application programming interfaces (APIs)
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document specifies information metadata, auxiliary fields, SAM interopérability
Hata and programming interfaces of genomic information. It defines:

hetadata storage and interpretation for the different encapsulation levels as
50/1EC 23092-1 (in Clause 6);

rotection elements providing confidentiality, integrity and<{privacy rules at t
ncapsulation levels specified in ISO/IEC 23092-1 (in Clause 7);

ow to associate auxiliary fields to encoded reads (in Clause 8);

hechanisms for backward compatibility with existing SAM content, and exportation t
n Annex C);

hterfaces to access genomic informationk:coded in compliance with ISO/IEC 2
50/IEC 23092-2 (in subclause 8.1).
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754-2008, IEEE Standard for Floating-Point Arithmetic, August 2008, Available: https
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IETF, RFC 8017, PKCS #1: RSA Cryptography Specifications Version 2.2, November 2016, Available:
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IETF, RFC 8018, PKCS #5: Password-Based Cryptography Specification Version 2.1, January 2017,
Available: https://tools.ietf.org/html/rfc2898https://tools.ietf.org/html/rfc8018

IETF, RFC 3394, Advanced Encryption Standard (AES) Key Wrap Algorithm, September 2002, Available:

https

://tools.ietf.org/html/rfc3394

OASIS, eXtensible Access Control Markup Language (XACML) Version 3.0, 2013, Available: http://docs
.0asis-open.org/xacml/3.0/xacml-3.0-core-spec-cs-01-en.pdf

W3C XPath, XML Path Language, Version 1.0, 16 November 1999, Available: https://www.w3.org/TR/
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3 Terms and definitions

For the purposes of this document, the terms and definitions in ISO/IEC 23092-1 and ISO/IEC 23092-2
and the following apply.

ISO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

31
BAM
compressed |pinary version of SAM

3.2
dataset gropp
collection offone or more datasets

Note 1 to entyy: Which information is represented varies depending on the genomic information representption.

4 Abbreviated terms

AU qccess unit

AUC qccess unit contiguity

DSC escriptor stream contiguity

EBI uropean Bioinformatics Institute
EGA uropean Genome Archive

ENA uropean Nucleotide Archive

LSB east significant bit

NCBI National Center for Biotechnology Information
SAM s$equence alignmént/map

SRA $equence read archive

URN finiform'resource name

5 Conventions

5.1 Character encoding

The implementation of the specifications described in this document shall use UTF-8 character
encoding.

5.2 BitOrdering

The bit order of syntax fields in the syntax tables is specified to start with the most significant bit
(MSB) and proceed to the least significant bit (LSB).

2 © ISO/IEC 2022 - All rights reserved
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The functions presented here are used in the syntactical description. These functions are expressed
in terms of the value of a bitstream pointer that indicates the position of the next bit to be read by the
decoding process from the bitstream.

byte_aligned( ) is specified as follows:

read |bits( n ) reads the next n bits from the bitstream and advances the bitstream¢pot
posit
the b
Size(@array_name[]) returns the number of elements contained in the array named array_ng

The fpllowing data types specify the parsing process of each syntax element:

If the current position in the bitstream is on a byte boundary;, i.e., the next bit in the bitstream is the

first bitin a byte, the return value of byte_aligned( ) is equal to TRUE.

Otherwise, the return value of byte_aligned( ) is equal to FALSE.

ons. When n is equal to 0, read_bits( n) is specified to return a value equal to Q-and to
tstream pointer.

[n): fixed-pattern bit string using n bits written (from left to right) with the left bit first

s @ Millanr

t(v): null-terminated string encoded as universal codedcharacter set (UCS) transmiss
UTF-8) characters as specified in ISO/IEC 10646. The parsing process is specified as

egins at a byte-aligned position in the bitstream and reads and returns a series of by
itstream, beginning at the current position and/¢ontinuing up to but not including t}
dligned byte that is equal to 0x00, and advances:the bitstream pointer by ( stringLengt]
fositions, where stringLength is equal to thestdimber of bytes returned.

oo Wn

NOTE The st(v) syntax data type is only used in this document when the current p
bitstream is a byte-aligned position.

n): signed integer using n bits, When n is "v" in the syntax table, the number of bit
hanner dependent on the valuerof other syntax elements. The parsing process for t}
b specified by the return value of the function read_bits( n ) interpreted as a two's
hteger representation with'most significant bit written first.

e et e

o

(n): unsigned integerwusing n bits. When n is "v" in the syntax table, the number of bi
hanner dependent oh the value of other syntax elements. The parsing process for this
pecified by the'return value of the function read_bits( n ) interpreted as a binary repr
n unsignedinteger with most significant bit written first.

wv_ 4

32: 32-bit'single precision floating-point as specified by IEEE 754-2008. The parsir
specified as follows: u(1) is used for the sign value, followed by an u(8) used for the exf

rocess for this data type is specified by the return value of the\function read_bits( n ).

hter by n bit
not advance

ime.

The parsing

ion format-8
follows: st(v)
tes from the
le next byte-
h + 1) * 8 bit

psition in the

S varies in a
is data type
complement

[s varies in a
data type is
bsentation of

1g process is
onent value,

fbllowed by an u(23) used for the fraction value.

F64: 64 bit double precision floating-point as specified by IEEE 754-2008. The parsing process is
specified as follows: u(1) is used for the sign value, followed by an u(11) used for the exponent value,

followed by an u(52) used for the fraction value.

c(n): sequence of n ASCII characters.

5.4 Graphic notations

The notation -> (arrow) is used in this document to indicate the access to a member of a data structure.

The notations |

respectively. a |= bisequivalenttoa = a | b.

© ISO/IEC 2022 - All rights reserved

|= are used in this document to indicate the bitwise OR operation and assignment


https://iecnorm.com/api/?name=21bf96aca205257951e0a1c3616c6bcb

ISO/IEC 23092-3:2022(E)

The notations s s= are used in this document to indicate the bitwise AND operation and assignment
respectively. a &= bisequivalenttoa = a & b.

The notation return_error ()is used in this document to indicate that the decoding process has to stop
due to a decoding error which cannot be handled.

The notation continue is used in this document within for and while statements to signal that the
process shall continue to the next iteration without executing any further statement in the current
iteration.

The notation * (ptr) is used in this document to access the data/value in the memory that the pointer
ptr points to - the contents of the address with that numerical index. The operator * is said to dereference
the pointer gtr.

f two
1.

strncmp (strl, str2, n) isused in this document to indicate if first n characters o
and str2 match with each other. If all n characters match, then it returns 0, otheérwisg

The notation
strings stril

6 Information metadata

6.1 General

then
oups,
their

lefines a minimum core set of metadata elements, whichcusers and applications can
hcluding extra information elements. Metadata sets<are specified for dataset gr
references, as specified in ISO/IEC 23092-1. The structure of these metadata sets and
pecified using XML v1.1.

This clause

extend by i
datasets and
elements is s

th an
1g the

p (i.e., new elements for) the metadata sets specified in this clause are represented w
the extension type in the form of a URI, a value’and a pointer to a resource documentir
the extension type.

Extensions t
identifier of
semantics of

h this
ndata

ofiles are specific subsets of metadata sets specified using mechanisms provided i
metadata profile specified in thi§“document may correspond to well-known met

Metadata prj
document. A

sets specifig
specificatior]
metadata prj
set of new el

The rest of c
dataset met:

d or used out of the ISO/IEC 23092 series, such as those in ENA or EGA[l and

NCBI

s,[19 as examples. This allows” easy interoperability with already existing systems. A

pfile includes a subset of {ar;all) core elements described in subclauses 6.2 and 6.4,
ements specified with thejextension mechanism specified in subclause 6.6.

auses specify dataset group metadata (subclause 6.2), reference metadata (subclause
idata (subclause 6.4), extensions (subclause 6.6) and profiles (subclause 6.7).

6.2 Data

Compressed| dataset group metadata are stored within the pG metadata value element of thd

metadata b

value is specified in Clause 9. The output of the decoding process is an XML document, whe

et group/metadata

(with key dgmd), as specified in ISO/IEC 23092-1. The decoding process of bG_meta

and a

6.3),

e DG_
Hata

e the

root node is patasetGroupMetadata. Annex A.1 provides the XML schema for a decoded dataset group
metadata.

As previously introduced in subclause 6.1, an extensions type is the combination of three elements:
the value, the identifier of the extension, and a link to a resource documenting the interpretation of
the extension. In the XML schema, this is translated as an element with three child elements: the Type
element (of type URI), the pocumentation (of type URI) and the value which is represented as the
element taking the place of the element any in the schema. Additionally, for extensions belonging to the
dataset group, the Boolean element Inheritable (as specified in Annex A.1) of the extension element
indicates if the extension is only relevant to the dataset group, or if the dataset also inherits it. The
resource documentation can be human readable, and the extensions parsing is not required.
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6.3 Reference metadata

Compressed reference metadata are stored within the reference metadata box, as specified in
ISO/IEC 23092-1, in the reference metadata value field. Clause 9 specifies the decoding process
of reference metadata value. The output of the decoding process is an XML document, with a root
element ReferenceMetadata. Annex A provides the related XML schema. Table 1 specifies the semantics
of the fields.

Table 1 — Semantics of reference sequence’s fields

Tag name Description
length Length in base pairs? of the sequence
alterpative_locus_location The sequence is an alternative locus from an unknown region.|A child

element chromosome name identifies on which chromdsome the
sequence has an alternative locus. If present, a child‘element ppsition
indicates the start and end position of the alternative locus.

alterpative_sequence_name List of alternative names
genome_assembly_identifier Genome assembly identifier
descijiption Human readable textual description
species Name of the species

URI URI of the sequence

a I this document, "base" or "base pair" is used as a synonym for "nueleotide".

6.4 |Dataset metadata

Compressed dataset metadata are stored withinthe DT metadata value field of the |pT metadata
box (marked as dtmd), as specified in ISO/IEC 23092-1. Clause 9 specifies the decoding process
of DT| metadata value. The output of the decoding process is an XML document with| an element
DatagetMetadata as root. Annex A provides‘the XML schema for dataset metadata. A dataget metadata
elemé¢nt overwrites the corresponding elément whose values differ from the one indicated qt the dataset
level (i.e., the new value in therdataset is a specialization of the value at the dataset group level).

Jhas(): the function «eturns true if the element has a child element with an unqualified name equal

.get(): the function returns the content of the child element with an unqualified name|equal to the
arametergiven, as an array of characters

getElement(): the function returns the content of the child element with an unqualifiedl name equal
tp the parameter given

— .getByIndex(): the function returns the content of the ith child element with an unqualified name
equal to the first parameter given and i equal to the second parameter given, as an array of characters

— .getEncoding(): the function returns the content of the element as an array of characters

— .set(): the function sets the content of the child element with an unqualified name equal to the first
parameter given, to the array of characters given as the second parameter

— .add(): the function creates a new child element with an unqualified name equal to the first
parameter given, and a content equal to the second parameter. The created element is appended to
the content of the current element.

— .getNumber(): the function returns the number of child elements with an unqualified name equal to
the parameter given.
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Table 2 — Decoding process of dataset metadata

datasetMetadataWithInheritance = datasetMetadata
if (!datasetMetadata.has (“"Type”)) {
datasetMetadataWithInheritance.set (
“Type”,
datasetGroupMetadata.get (“Type”)

}
if (!'datasetMetadata.has (“Abstract”)) {

ar

<L 2 . 1o 2
datasetMgradetrai i rirerttarrece—s

“Abstrgct”,

L
\

datasetGroupMetadata.get (YAbstract”)

}
if (!datas¢tMetadata.has (“ProjectCentre”)) {
datasetM¢tadataWithInheritance.set (
“Proje¢tCentre”,

datasefGroupMetadata.get (“projectCentre”)

}
if (!datas¢tMetadata.has (“Description”)) {
datasetM¢tadataWithInheritance.set (
“Description”,

datasetGroupMetadata.get (“Description”)

}
if (!datasefMetadata.has (“Samples”)) {
datasetM¢tadataWithInheritance.set (

“Sample¢s

datasefGroupMetadata.get (“Samples”)

}
extensions|= datasetGroupMetadata.getElement (“Extensions”)
extensionslPataset = datdsSetMetadata.getElement (“Extensions”)
for (i=0; 1i|< extensiqnsngetNumber (“Extension”); i++) {
extensiof = extensdons.getByIndex (“Extension”, 1i)
typeExtepsion =lektension.get (“"Type”)
if (extemsion.get (“Inheritable”) == “true”) {

contingé

}
found = false

for (j=0; j< extensionsDataset.getNumber (“Extension”); j++) {

extensionDataset = extensionsDataset.getByIndex (“Extension”, 3j)
typeExtensionDataset = extensionDataset.get (“Type”)
if ( typeExtension == typeExtensionDataset) {

found = true
break

}
if (!found) {

extensionsDataset.add (“Extension”, extension.getEncoding())
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Table 2 (continued)

}

After executing the inheritance process, the extensions are ordered in the alphabetical order of their
Type element.

For example, one can have datasets for patients A, B and C; therefore the dataset group metadata
includes a list of samples representing A, B and C. The datasets then provide only one sample description
(respectively of A, B or C). The base set of elements in the dataset metadata is the same as for the dataset
group, but the elements are not mandatory (so there is no need to repeat them), since by default their
values are considered equal to the values indicated in the dataset group. This is always the case for the
valugs belonging to the core set, or by default for the extensions except for those cases‘that have the
inherjitance parameter (element named Inheritable in the definition of the extensiontypg in Annex A)
set tq false.

As infthe case of the dataset group metadata, Annex A provides the resulting-schema.

Also ps in the case of the dataset group, the extension mechanism is availdble to include ngw attributes
wherp necessary. See subclause 6.6.2 on extensions for an example in thé case of dataset nletadata.

6.5 |Metadata protection

The $chemas defined in Annex A include choices to either provide certain values as |plaintext or
encrypted content. The encrypted content shall be suclithat after decryption, a metadata element is
obtaiped which is valid according to the schemas, but which does not contain any encrypted finformation.
The mechanism to transmit the knowledge of the keys'shall be established through anothdr channel.

No cqll to functions specified in 10.3.7 may return encrypted content.

The 4chemas defined in Annex A allow for\the signature of the metadata or parts there¢f. No call to
functfions specified in 10.3.7 may return @ontent for which the signature could not be verifjed.

6.6 |Mechanism for extensions-of the metadata set

6.6.1] General

This subclause providesta mechanism for adding new elements to the different core mletadata sets
(dataet group and dataset levels).

An extended elemient consists of:
— an inforiation type identifier (provided in the form of a URI),

— 4 value,

— documentation (provided in the form of a URI).

In the case of extensions at the dataset group level, a third value, the inheritance flag of type Boolean,
is optionally present. If not present, the default value is True. If the flag is set to True, the value of the
extension is inherited by the datasets belonging to the dataset group. If the flag is set to False, the value
only applies to the dataset group.

Annex A defines the extension schema. Using extensions, the core metadata sets can be adapted
to multiple use cases. This document defines profiles (see subclause 6.7), which rely on well-known
extensions, defined in this document and for which the URI pointer is known. To be compliant with a
profile specified in this document, a tool shall implement the list of extensions included in the profile.

At the end of the decoding process, the extensions have to be ordered in growing lexicographic order
based on the information type identifier.
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This subclause presents examples of datasets using the concept of label specified in ISO/IEC 23092-1.

6.6.2 Example for dataset metadata extensions

ISO/IEC 23092-1 introduces the concept of dataset 1abel, which supports the identification of one or
more genomic intervals and the related data classes with a single identifier. Labels are not conceived to
provide detailed documentation of the identified genomic regions. Table 3 shows how to associate an
ontology term to a label.

Table 3 — sample metadata extended with a 1abel linked to an ontology

6.6.3

In case the
ways to obfy

a translation between the obfuscated name and the real name. Using XNMivéncryption, the accg

the sensitivd
multiple labg

6.6.4 Example for obfuscating sequences

In order to 1

In order to lpide this piece of information, it is necessary)to obfuscate the sequences. One solut

then to proy
sequence na
encryption.
where a trar
position.

6.7 Metadata profiles

6.7.1 Gen

Profiles are
Subclause 6.

Example for obfuscating labels

Field name Field type Mandatory
Label name st(v) Yes
Ontology term URN Yes

abel name is considered sensitive information to be protected, this"”document spe
scate label names. One solution is to provide an extension to the métadata, which pro

information can be restricted. Annex B.5 provides a schema for the extension suppd
bls obfuscation where a transmitted label name is translated to a non-obfuscated one

ide an extension to the metadata, whichgprovides a translation between the obfus
me and the real name. Access to the sensitive information can then be restricted using
Annex B.5 provides a schema for thelextension supporting multiple sequence obfusc
smitted sequence name is translatéd to a non-obfuscated one, and the real sequence

bral

specific metadata extension sets. Subclause 6.6 provides the mechanism to specify
/.2 providessa\formalized profile.

A profile co
as the one d
Additional p

'responds’to a well-known metadata set. Profiles ares specified in this document,
pfined to support the Run sets of the SRA (Sequence Read Archive) schema version
rofiles may be specified following the mechanisms defined in this document.

cifies
vides
PSS to
rting

haintain privacy, it can be necessary to hide which genomic region an access unit maps to.

on is
cated
XML
ation
start

Them.

such
1,5.12]

A profile includes a subset of (or all) the core elements described in this document, and a set of new
elements specified with the extension mechanism (see subclause 6.6).

The metadata schemas in Annex A define the attribute profile in the dataset group and dataset
metadata XML element, to define the profile being used. The profile is identified with a URI. In case no

profile is act

ive, the attribute is not used.

6.7.2 Example of metadata profile — Run

The ISO/IEC 23092 series dataset metadata shares characteristics with both the concepts of run and
analysis as used by EGA.[3] This series profile provides interoperability with the existing metadata
schemas, such that an ISO/IEC 23092 series dataset is interoperable with an EGA run element.

This profile is identified with the URI: “urn:mpeg:mpeg-g:metadata:profile:ega:run”.

8
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To be compliant with the profile, the following extension shall be present at the dataset group metadata
level

— One extension with an element studyExtension with a type URI “urn:mpeg:mpeg-g:metadata:exten
sion:ega: Study".

To be compliant with the profile, the following extensions shall be present at either the dataset group
metadata level (shall be marked as inheritable), or the dataset metadata level:

— One extension with an element ExperimentExtension with a type URI “urn:mpeg:mpeg-g:metadata:

. . ”
extension:ega:Experiment .

— (One extension with an element RunExtension with a type UR[ "uxn|:mpeg:mpeg-
g:metadata:extension:ega:Run”.

Each|Sample metadata shall have one extension with an element SampleExtension” with a type URI
“urn:mpeg:mpeg—g:metadata:extension:ega:Sample"

Furthermore, to be compliant, the following restrictions have to be observed:
— description element in the Dataset Group metadata schema is mandatory;
— the TaxonlID shall be present and equal to 9096 (human).

The dontents of sRA. common. xsd and SRA. run.xsd can be found\in Reference [9].

This profile extends the MPEG-G Dataset core metadatd to match the Run schema used py EGA. The
file element from SRA’s run metadata schema is not needed in MPEG-G because the metadiata is placed
within the element it refers to.

6.7.3| Example of metadata profile — Genomic data commons

The genomic data commons (GDC) classifiés the information in projects, which contain the|information
of myltiple cases, represented as a collection of files of different types.

The ISO/IEC 23092 series dataset group shares characteristics with the GDC projects. From all types
of information stored in the GDE;repository, the ISO/IEC 23092 series only supports raw sequencing
analysis. Therefore, the metadata profile designed to allow interoperability between GDC and the
ISO/IEC 23092 series only supports that data element from the core metadata.

If the| GDC metadata ptofile is active, the dataset group is considered equivalent to the GD(’s project.
This profile is identified with the URI: “urn:mpeg:mpeg-g:metadata:profile:gdc”.
When this profile is active, the following extensions are required:

— One extension of type ProjectsExtensionType as specified in Annex A, identified with a type URI
“hPnvipeg:mpeg-g:metadata:profile:gdc:ProjectsExtensionType”, listed in the dqtaset group
metadata extensions specified in ISO/IEC 23092-1.

— One extension of type CaseExtensionType as specified in Annex A, identified with a type URI
“urn:mpeg:mpeg-g:metadata:profile:gdc:CaseExtensionType’, listed in the dataset metadata
extensions specified in ISO/IEC 23092-1. Alternatively, the extension can be provided as an
inheritable extension in the dataset group metadata extensions list.

— One extension of type ClinicalExtensionType as specified in Annex A, identified with a type URI
“Urn:mpeg:mpeg-g:metadata:profile:gdc:ClinicalExtensionType’, listed in the dataset metadata
extensions specified in ISO/IEC 23092-1. Alternatively, the extension can be provided as an
inheritable extension in the dataset group metadata extensions list.

To be compliant with profile “urn:mpeg:mpeg-g:metadata:profile:gdc” all UUID elements shall be
present, either in plaintext or encrypted form.
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7 Protection metadata

7.1 General

ISO/IEC 23092-1 defines gen_info structures supporting the protection of the genomic information at
different layers of the hierarchy, namely the elements dgpr, dtpr, aupr, and dspr, protecting the dataset
group, dataset, descriptor stream and access unit respectively as shown in Table 4. These gen_info
structures provide information to implement data protection in terms of confidentiality (encryption),
integrity verification (digital signature) and privacy rules enforcement. Such information is coded in
the form of XML documents as specified in Table 4.

The protection of specific elements in the metadata is specified in subclause 6.5. If the conténts’|(gen

info boxes @r blocks) are protected (either signed and/or encrypted), they shall be processed in the
following or{ler: verify signature (if signed), perform decryption (if encrypted) and decompress (if gen
info boxes).

This clause if divided into the three main aspects of protection: encryption, privacy rules and intjgrity

Table 4 — Content of the protection boxes specified in ISO/IEC23092-1

Content gf the gen info Key Value

structure specified in
ISO/IEC 23092-1

DG_protection value dgpr coded representation of the XML document specified in A.3.

The decoding process to retrieve the XML document from the c¢ded
representation is specified)in Clause 9.

DT_protectjon value dtpr coded representation.oftthe XML document specified in A.4.

The decoding process to retrieve the XML document from the c¢ded
representationis’specified in Clause 9.

AU_protectjon value aupr coded represeritation of the XML document specified in A.5.

The decoding process to retrieve the XML document from the c¢ded
representation is specified in Clause 9.

DS_protectjon value dspr coded representation of the XML document specified in A.6.

The decoding process to retrieve the XML document from the c¢ded
representation is specified in Clause 9.

7.2 Encryption of gen_info elements and blocks

7.2.1 Genegral

This subclayse specifies how the encryption parameters convey the protection information of [some
of the gen_ilnfe, 'elements specified in ISO/IEC 23092-1. A protection gen info structure suppqrting
coded data protéction conveys the information on encryption applied to some of its sibling boxels and
other gen_info structures supporting the protection of a layer immediately below. This information
is represented with a list of EncryptionParameters elements (of type EncryptionParametersType) as
specified in Annex A (for dataset group and dataset).

7.2.2 EncryptionParameters carried in dataset group protection

Any number of EncryptionParameters elements can be present in the dataset group protection box
and shall use one of the following URIs for the encryptedrocations attribute, where each URI refers
to a specific gen_info box as specified below (text within curly brackets, including the curly brackets
themselves, shall be replaced by some alphanumeric sequence compliant with the description of each
entry).
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7.2.2.1 URIs for gen info boxes
7.2.2.1.1 URIs structure for gen info boxes

7.2.2.1.1.1 General

The following URIs shall correspond to specific gen_info boxes:

refmeta/{id}
metadata
dataset/{id}/protection

7.2.2{1.1.2 URl refmeta/{id}

This URIshall correspond to all but the two firstbytes of the vaiue field (defined in [SOMEC 28092-1:2020,
subclpuse 6.3) of the gen info structure with key “rfmd” (i.e. reference, metadatd defined in
ISO/IEC 23092-1:2020, subclause 6.5.2.4, the two bytes corresponding to valié€s‘dataset droup 1D and
refegence 1D), identified by the field reference 1D, and which is stored in-the same dataset group as
the clirrent dataset group protection. Table 7 describes the type and semantics of the pargdmeter of the
URL

Table 5 — Type and semantics of parametersof-the URI refmeta/{id}

Panameter Type Semantics

id unsigned integer ID of the reference metadata to which the URI correspond. It corre-
sponds to referer@eVvID defined in ISO/IEC 23092-1:2020| Table 14

7.2.2{1.1.3 URImnetadata

This YRI shall correspond to the bytes of the va1ue field (defined in ISO/IEC 23092-1:2020, sibclause 6.3)
of the gen_info box with key “dgmd” (i.e;-dataset group metadata defined in ISO/IEC 2B092-1:2020,
subclpuse 6.5.2.6), stored in the same dataset group as the current dataset group protectidn.

7.2.211.1.4 URIl dataset/{id} /Protection

This [URI shall correspond te' the bytes of the the vaiue field (defined in ISO/IEC 28092-1:2020,
subclpuse 6.5.4.5) of _the  gen_info box with key “dtpr” (i.e. dataset protection| defined in
ISO/IEC 23092-1:2020; subclause 6.5.3.4), stored in the dataset identified by dataset 11, and which
belongs to the curreqtidataset group. Table 10 describes the type and semantics of the pargmeter of the
URL

Table-6 — Type and semantics of parameters of the URI dataset/{id}/protection

Panjameter Type Semantics

id unsigned integer Identitier of the dataset to which the dataset protection to be re-
trieved belongs. It corresponds to the field dataset ID defined inISO/
IEC 23092-1:2020, Table 20.

7.2.2.1.2 URIs processing

The EncryptionParameters elements with either one of the URIs listed above shall adhere to the
following rules:

— the 1v element shall be present;
— the Tac element shall be present if the cipher is used in GCM mode (as described in Table 14);

— the configurationD attribute shall not be present.
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The ciphertext of the gen_info boxes identified by the URIs specified in this subclause shall be decrypted
using the process specified in 7.2.5.1.

7.2.3 EncryptionParameters carried in dataset protection

7.2.3.1 General

Any number of EncryptionParameters elements can be present in the dataset protection box and shall
use one of the URIs defined in 7.2.3.2 or in 7.2.3.3 for the encryptedLocations attribute, where each
URI refers either to a specific gen _info box or to a collection of access units as specified below. These

URIs can contain some placeholders identified by a text enclosed in curly brackets. These placeholders
(including curly brackets) shall be replaced by an alphanumeric value as specified below.
7.2.3.2 URIs for gen_info boxes

7.2.3.2.1 URIs structure for gen_info boxes

7.2.3.2.1.1 | General

The following URIs shall correspond to specific gen_info boxes:

—

pars/{id
metadaty
descstrqg
au/{auTy]
au/unalil

7.2.3.2.1.2

am/ {classId}/{descriptorId}/protection
pe}/{sequenceName}/{accessUnitId}/protectionm
gned/ {accessUnitId}/protection

URI pars/{id}

This URI s
ISO/IEC 230
ISO/IEC 230

hall correspond to the bytes of the~element “encoding parameters()” (defin
D2-1:2020, Table 24) in the gen_info with key “pars” (i.e. dataset parameter set defin
D2-1:2020, subclause 6.5.3.5), storedin the same dataset as the current Dataset Prote

bd in
ed in
ction,

identified byl descriptor1d. Table 7 describesthe type and semantics of the parameter of the URI.

Table 7 — Type and senmantics of parameters of the URI pars/{id}

Type

unsigned integer

Parameter Semantics

parameterl ID of the encoding parameters to which the URI correspond

corresponds to parameter set ID defined in ISO/IEC 23092¢
1:2020, Table 24.

7.2.3.2.1.3 | URI nefagdata

This URI sha]l cotrespond to the bytes of the vaiue field (defined in ISO/IEC 23092-1:2020, subclaus
of the gen Jinfor box with key “dtmd” (i.e. dataset metadata defined in ISO/IEC 23092-1:
subclause 6.5:3.3], stored in the same dataset as the current dataset protection.

e 6.3)
2020,

7.2.3.2.1.4 URI descstream/{classId} /{descriptorId}/protection

This URI shall correspond to the bytes of the vaiue field (defined in ISO/IEC 23092-1:2020, subclause 6.3)
of the gen_info box with key “dspr” (i.e. descriptor stream protection defined in ISO/IEC 23092-1:2020,
subclause 6.6.3.3), stored in the same dataset as the current Dataset Protection, identified by class1d
and descriptorid. Table 8 describes the type and semantics of the parameters of the URI.
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Table 8 — Type and semantics of parameters of the URI descstream/{classId}/{descriptorId}/

protection

Parameter

Type

Semantics

classId

unsigned integer

ID of the class to which the URI correspond. It corresponds to the
field c1ass_ 1D defined in ISO/IEC 23092-1:2020, Table 33.

descriptorId

unsigned integer

Table 33.

ID of the descriptor to which the URI correspond. It corresponds
to the field descriptor 1D defined in ISO/IEC 23092-1:2020,

7.2.3

2.1.5 URI au/{auType}/{sequenceName}/{accessUnitId}/protection

This
subcl
unit,
and 4

URI shall correspond to the bytes of the the value field (defined in ISO/IEC 2
ause 6.5.4.5) of the gen_info box with key “aupr” (i.e. access unit protection) stored

stored in the same dataset as the current Dataset Protection, identified by@uType, s
ccessUnitId. Table 13 describes the type and semantics of the parameters)of the URI

{accessUnitId}/protection

3092-1:2020,
n the access
cequenceName

Table 9 — Type and semantics of parameters of the URI au/ {auType} / { sequenceName} /

Harameter

Type

Semantics

auType

unsigned integer

Identifier of the class to which the URI correspond. It co
the field class_ 1D defified in ISO/IEC 23092-1:2020, Talle 26. The
value shall be greater or equal than 1 and strictly less than 6.

'responds to

sequpnceName

st(v)

Table 11.

Textual identifier of the reference sequence the access u
the access unjt'protection to be retrieved is mapped to.
sponds to sequence name specified in ISO/IEC 23092-1:2020,

hit to which
t corre-

accepsUnitId

unsigned integer

defined in ISO/IEC 23092-1:2020, Table 26.

Identifier of the access unit to which the access unit profection to
be retrieved belongs. It corresponds to the field access|unit ID

7.2.312.1.6 URI au/unaligned/{aceessUnitId}/protection

This |URI shall correspond toxthe bytes of the the vaiue field (defined in ISO/IEC 2
subclpuse 6.5.4.5) of the gen_info box with key “aupr” (i.e. access unit protection) stored

8092-1:2020,
n the access

unit, |stored in the same.dataset as the current Dataset Protection, for which the associated au type
definpd in ISO/IEC 23092-1:2020, Table 26 is equal to the parameter accessunit1d provided. Table 10
descifibes the type.and semantics of the parameter of the URI.

protection

[able 105~ Type and semantics of parameters of the URI au/unaligned/{accessunitid}/

Harameter

Type

Semantics

accessUnitId

unsigned integer

defined in ISO/IEC 23092-1:2020, Table 26.

Identifier of the access unit to which the access unit protection to
be retrieved belongs. It corresponds to the field access unit ID

7.2.3.2.2 URIs processing

The EncryptionParameters elements with either one of the URIs listed above shall adhere to the

following rules:

— the 1v element shall be present;

— the Tac element shall be present if the cipher is used in GCM mode (as described in Table 14);

— the configurationID attribute shall not be present.

© ISO/IEC 2022 - All rights reserved
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The ciphertext of the gen_info boxes identified by the URIs specified in this subclause shall be decrypted

using the process specified in 7.2.5.1.

7.2.3.3 URISs for collection of access units

7.2.3.3.1 URISs structure for access units

7.2.3.3.1.1 General

The following URIs shall correspond to collections of access units:

genomic |region/{auType}/{sequenceName}/{start}/{end}

unaligned

unalignegd/{signature}

7.2.3.3.1.2

URI genomic_region/{auType}/{sequenceName}/{start}/{end}

This URI shall correspond to access units containing at least one read mapping bétween star
end (includefl) on the reference sequence identified by sequencename. Table 11 describes the typ

semantics off the parameters of the URI.

Table¢ 11 — Type and semantics of parameters of the URI genéniic_region/{auType}/

{sequenceName}/{start}/{end}

- and
e and

Parameter

Type

Semantics

auType

unsigned integer equal
or greater than 0 and

less than 6

Type of access units t6 be retrieved. When set to 0, all access
units having aU_typé (as specified in ISO/IEC 23092-1:2020,
Table 26) less than6 shall be retrieved.

sequenceNampe

st(v)

Textual identifier of the reference sequence the access units
be retrieved are mapped to. It corresponds to sequence nan|
specified\in1SO/IEC 23092-1:2020, Table 11.

start

unsigned integer

Left-mi05t position of the interval to be considered for access
units'retrieval. It shall be less than or equal to end.

end

unsigned integer

Right-most position of the interval to be considered for acces
units retrieval. It shall be greater than or equal to start.

7.2.3.3.1.3

URI unaligned

This URI shall correspond to“access units having AU_type (as specified in ISO/IEC 23092-1:
Table 26) eqpal to 6.

7.2.3.3.1.4

URI unaligned/{signature}

2020,

This URI sha]l eorrespond to access units having au_type (as specified in ISO/IEC 23092-1:2020, Tab

equal to 6 and'at least ane of the 1 cluster

e26)

ignature fields (specified hoth in ISQ/TEC 23092-1:2020,

Table 26 and in Table 31) matching the value of signature.Table 12 describes the type and semantics
of the parameter of the URI.

Table 12 — Type and semantics of parameters of the URI unaligned/{signature}

Parameter

Type

Semantics

signature

st(v)

Atleastone of the U cluster signature fields (specified both in ISO/
IEC 23092-1:2020, Table 26 and in Table 31) of the retrieved access units
shall match this value.

14
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7.2.3.3.1.5 URIlabel_selection/{labelld}
This URI shall correspond to access units containing at least one read mapping in at least one of

the genomic regions listed in the label identified by 1abe11d as specified in ISO/IEC 23092-1:2020,
subclause 6.5.2.5.4. Table 13 describes the type and semantics of the parameter of the URI.

Table 13 — Type and semantics of parameters of the URI 1abel selection/{labelId}

Parameter Type Semantics

labelld unsigned integer |Identifier of the label to be considered for retrieval. It corresponds to
label ID specified in ISO/IEC 23092-1:2020, subclause 6.5.2.5.4.

7.2.3{3.2 URIs processing

For a]l access units belonging to the collection resolved by any of the previous UR{s, the bytes that shall
be decrypted are:

]

F the access unit contains a gen_info with key “auin”, the bytes corresponding to the vaiue field
Hefined in ISO/IEC 23092-1:2020, subclause 6.3) of the gen infowith key “auin” (the access unit
hformation defined in ISO/IEC 23092-1:2020, subclause 6.5.4.4)

—

—

— In AUC mode:

- the bytes of the value field (defined in ISO/IEC 23092-1:2020, subclause 6.3) of th¢ access unit,
discarding all bytes prior to and including the lagt byte of the access unit protectign

In DSC mode:

- all bytes corresponding to the associated@1ocks structures (as specified in ISO/IEC 23092-1).
concatenated, in growing order of desdfiptor 1D defined in ISO/IEC 23092-1:202(), Table 20.

Both|decryptions shall be performed independently, using their own IVs and TAGs (presgnt only with
GCM |mode) signaled in the AccessUnipEAcryptionParameters element present in the agsociated AU
protection box (specified in A.5).

The HncryptionParameters elements with either of the URIs listed above shall adhere to the following
rules

— the 1v element shall.not be present;
— the taG element(shall not be present;

he configdrationID attribute shall be present. If an access unit belongs to one of the collection
esolved by the URIs listed above, the AccessUnitEncryptionParameters element of the access unit
rotection shall contain one or more wrappedkey elements each referring to the configpration1D of
ne’ofthe EncryptionParameters element resolving to the access unit. The key associatled to each of

€S€ EncryptionParameters shall allow to unwrap the corresponding wrappedKey

o om = ot

7.2.4 Key retrieval

7.2.4.1 General

Across all DatasetGroupProtection, DatasetProtection, AccessUnitProtection or
DescriptorStreamProtection elements presentin one file compliant to the ISO/IEC 23092 series, multiple
KeyTransportation elements defining a key with the same name may be present, and all of them shall
encapsulate the same value, albeit with diferent parameters. The name of the key is encapsulated in the
key name element of the KeyTransportation element. A KeyTransportation element can transport the
key in three diferent ways, as described in the three following subclauses. Additionally, a key can be
referenced by a name not appearing in the key name element of any KeyTransportation element; in that
case, the key shall be transported through another channel. Some examples are provided in Annex D.
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7.2.4.2 Key derivation

The information is provided in a Keyberivation element as defined in Annex A (for dataset group
and dataset). The value of the key shall be obtained by executing the PBKDF2 algorithm as defined in
RFC 8018. The elements defined in the keyDerivation tagindicate the parameters to be used as input
for the PBKDF2 algorithm. The value of the password used in the execution of the PBKDF2 algorithm
shall be retrieved as the value of the key having the name equal to the value of the passwordName

element, and be retrieved as specified in subclause 7.2.4.

7.2.4.3 Symmetric encrypted key

to the value
The key is tq

RSAES-OAEP.
used is the

publicKeyNd
parameter U

function to e used shall be the MGF1 as defined in RFE:8017, and the hash function to be used 1

MGF functio
7.2.5 Dec)

7.2.5.1 De

This clause §
XML Encryp
7.2.3.2.

In order to d
the Encrypt]
element valy

ation is provided in a KeyasymmetricwWrap element as definedsin Annex A (for dataset §
and dataset].

of the kek element, and is to be retrieved as if it was a key, as explained in subclause|7.2.4.

be unwrapped according to the RFC 3394 algorithm, the method to be used is detern

ymmetric encrypted key

The key shall be obtained by applying the decrypting ‘process defined in RFC 80]
The ciphertext to be decrypted is the content of theCelement wrappedkey, the key
brivate key belonging to the asymmetric key pajr.identified by the value of the ele
ne, and the hash method to be used is indicated)by the nashFunction element. The
sed in the decryption process of RFC 8017 shall be provided as an empty string. The

h is identified by the maskGenerationHashiiinction element.
"yption

cryption of gen_info elements

pecifies the decryption-process when the value of the encryptedrocations element
LionParameters elementmatches one of the URI syntaxes defined in subclauses 7.2.

hined
rived

rroup
7 for
to be
ment
Label
MGF
n the

bf the
D and

ecrypt the associated content, the key with name equal to the value of the key elem
onParametex.$hall be retrieved as specified in 7.2.4. The cipher is identified by the c
e of the Ef¢ryptionParameter. The key shall have exactly the size required by the cipl

Table 14 — List of supported ciphers and key sizes

bnt in
i pher
ner.

Val-19% N
\JllJllCl

O 2 - |
JILT 1 Ctlull cu

urn

:mpeqg:

mpeg-g

:protection:

aesl28-ctr

128 bits

urn

rmpeg:

mpeg-g

:protection:

aesl92-ctr

192 bits

urn

impeg:

mpeg-g

:protection:

aes256-ctr

256 bits

urn

impeg:

mpeg-g

:protection:

aesl28-gcm

128 bits

urn

:mpeg:

mpeg-g

:protection:

aesl92-gcm

192 bits

urn

:mpeqg:

mpeg-g

:protection:

aes256-gcm

256 bits

The cipher used is AES as defined in FIPS 197, the length of the key used is either 128, 192 or 256 as
inidicated in the URI. The “cTr” in the cipher name refers to the Counter mode of operations as defined
in 800-38A. The “cc” refers to the Gallois Counter Mode mode of operations as defined in 800-38D. If
the GCM mode is used, then the Encryption Parameters shall have an element Tac.
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Upon decryption, the ciphertext bytes shall be replaced in-place with the decrypted bytes.

7.2.5.2 Decryption of blocks and access unit information

This clause specifies the decryption process when the value of the encryptediocations element of the
XML EncryptionParameters element matches one of URI defined in 7.2.3.3.

The ciphers used are the same as in 7.2.5.1.

When an access unit belongs to a collection which an EncryptionpParameters resolved to, then it is to be
decrypted as below:

M

(2)

(3

(4)

(5)

Hetrieve from the EncryptionParamters element:
al thekey;
B the configurationID.

Hetrieve from the AccessUnitEncryptionParameters element present in the as
drotection box (specified in A.5):

al  the cipher (possible values are listed Table 14);
b.  the wrappedkey matching the configurationID (retrievedin step 1);
c auinIv,if the access unit contains an access unit information box;

d. auinTag, if the access unit contains an access‘unit information box and the ciph
mode;

€ aublockIV,

fl  aublockTac if the cipher uses GCM mode.

K

by applying method specified in(RFC 3394 using the key (the actual method to use is
the length of the unwrapping-key identified by the EncryptionParameters’ key and f
Key length derived from theselected cipher as specified in Table 14).

If the access unit contains an access unit information box, decrypt using the ciphel
(pbtained in the previous step), auinIv and auinTAG (if present), the value field of the 3
Hox of the accessunit and replace the ciphertext with the plaintext in place.

=

ecrypt usingthe cipher and the key (obtained in the previous step), aublockivand au
dresent),

al ifim"AUC mode:

sociated AU

er uses GCM

etrieve the decryption key for thé current access unit by unwrapping the contents 0£ wrappedKey

erived from
he expected

rand the xey
uin gen_info

block TAG (if

n ry H £ 130l d s+l 3 folot o P +]a 3 i al 3
DTUI y lJL uauls LIIT LllJllCl dliu  LU1IT KTy LUUL(]IIICL{ 11T LIICT lJl CTVIUUS DLCHJ, d U

lockIv and

aublockTaG (if present), all bytes after the last byte of the access unit protection (defined in
ISO/IEC 23092-1:2020, Table 25), and replace the ciphertext bytes with the plaintext bytes in
place.

Else if in DSC mode:

Decrypt using the cipher and the key (obtained in the previous step), aublock Ivand aublock
Tac (if present), all bytes corresponding to the associated b1locks payloads (resolved as
specified in ISO/IEC 23092-1), concatenated, in growing order of descriptor 1D defined
in ISO/IEC 23092-1:2020, Table 20, and replace the ciphertext bytes with the plaintext
bytes in place, replacing the content of one b1ock associated to the access unit (as specified
in ISO/IEC 23092-1) at a time, without modifying the byte orderting (the number of bytes
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to replace for a specific block is the one derived from the Master Index Table as specified in
ISO/IEC 23092-1).

7.3 Privacy rules for the use of the genomic information

7.3.1 General

The privacy rules tag is defined in the schema for protection metadata at the dataset group and
dataset levels of the hierarchy. The privacy rulestagshall be avalid policy element specified according
to the OASIS, eXtensible Access Control Markup Language (XACML) Version 3.0 specification. Exporting
thistagast not element of a new document, a valid policy do i i

The privacy| rules specify who can execute a given action and under which conditions. The infortijation
is conveyed according to the XACML specification.

In the privdcy policies, the XACML actions are referred to by using the names)defined ih the
different sulpclauses of subclause 8.1. Before executing an API action, the generated)request shall be
checked agalfinst the datasetgroup policy and possibly the dataset policy. Each dction indicates, [in its
Authorizatidn paragraph, whether the dataset policy should be checked. If theré is no Authorization
paragraph, the dataset policy shall not be checked. If it is the case, before subinitting the request to the
dataset poliqy, one new attribute is added to the list of attributes of the requést: the new attribute shall
have an Attfibuteld equal to urn:mpeg:mpeg-g:protection:granted. oy dataset group, a Dathype
equal to httpps://www.w3.org/2001/XMLSchema#boolean, and a valu€’of true if the request yields a
permit resulk at the datasetgroup level, otherwise false.Ifno privisy rules elementis provided [n the
protection bpx, then all actions are granted.

Actions are |referred in privacy policies by using the name defined in the different subclauges of
subclause 8.]l. Each XACML action is described as an XACML attributevalue with category "urn:pasis
:names:tc:xjacml:3.0:attribute-category: action" amd attributeld "urn:ocasis:names:tc:xacmlpl.0:

. . . n
action:actijon-id .

The rule applies to a resource (as defined in XACML) determined from the definition of the functjon in
subclause 8.1, and where the rule is stored (i.e-'Dataset Group, Dataset).

Rules apply {0 subject or role.

subject is d¢scribed as an XACML at&ributevalue with category "urn:oasis:names:tc:xacml:1.p:sub
ject—category:access—subject" and attributeId "urn:ocasis:names:tc:xacml:1.0: subject:subfect-
id".
role is desfribed as an\XACML attributevalue with category "urn:oasis:names:tc:xacmlf1.0:
subject—category:access—subject" and attributeId "urn:oasis:names:tc:xacml:3.0:exanple:
attribute:role".

If the entity|providing the file requires the use of further attributes, the corresponding names, fypes
and semantifssshall be provided through another channel.

The API methods, described in subclause 8.1, have a set of possible parameters, each with a specific
range of valid values. The privacy rules can further limit the range of accepted input parameters
using conditions. The conditions shall refer to the action input parameters by referring to attributes
whose AttributeId is equal to the name of the parameter and whose type corresponds to the type of
the parameter. The request generated to test the authorization to perform a function shall include one
attribute per input parameter with the attributeId and type, as specified before.

In the case of getData interfaces (subclauses 10.3.6.3, 10.3.6.4, 10.3.6.5, 10.3.6.6), the privacy rules
concerning access units are derived as follows:

— In the case of an access unit of unaligned data, the getbataBysignature privacy rule is tested
for each of the access unit signatures. If the action is permitted for each signature, then the
getDataBySignature is permitted for that access unit, otherwise it is denied.
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— In the case of an access unit of aligned data, the getDataByFilter privacy rule is tested, populating
the filter with the type, start and end position of the access unit.

Annex B.5 contains examples of privacy rules and authorization requests. Subclause 7.3.2 presents an
example of a use case where privacy rules and authorization requests presented in Annex B.5 are used.

7.3.2 Example of use of privacy rules

This subclause provides an example use case to illustrate when and how privacy rules can be used to
protect genomic information.

edisposition
where these
Alzheimer's
disealse predisposition may be protected from unauthorized access by using encryptiop techniques
combined with privacy rules. Therefore, only users authorized by the rules can-perform operations
over protected regions.

In orfler to give permission for accessing these protected regions (or some of them), an prganization
may fefine privacy policies indicating which person or role can viéw, the genomic reglons and the
cond{tions that have to be accomplished.

The dame policy may contain different rules to give different permissions to different subjects. When
access to one of these regions is requested, the rule or rules applying are evaluated, pccepting or
deny]ng the corresponding permission.

As anlexample, a policy may contain several rules. Thefivst rule in the policy may provide permission to
perform any operation to researchers. The second ene ' may provide permission to view parf of a dataset
to prpctitioners under an emergency situation. Te’do so, the API operation GetDataBySimpleFilter is
defingd as the action permitted by the rule, and several conditions related to Alzheimer'd disease and
the qpality of the information stored inside the'file are involved. With this purpose, the user] defining the
rule may specify a region number including'start and end positions, class of the read, thug identifying.
A fingl rule denies any access to the genomic file. It is the default rule, which is evaluated in|case none of
the above applies.

7.4 |Digital signature of gex info elements and blocks

7.4.1] General

At edch level, the protection box may include integrity information in the form of ¢ne or more
digital signatures:*Each signature is provided as an XML Signature element. Detached, Enveloped
and Envelopingtsignatures are supported. If decryption is required, signature verification shall be
performed.before decryption.

7.4.2| \Signatures carried in dataset group protection

Any number of XML Signature elements can be present in the dataset group protection box and shall
use one of the following URIs for the urz attribute of the Reference element when referring to a gen_info
box. These URIs can contain some placeholders identified by a text enclosed in curly brackets. These
placeholders (including curly brackets) shall be replaced by an alphanumeric value as specified below.

— “refmeta/{id}” resolves to the bytes of the vaiue field (defined in ISO/IEC 23092-1:2020,
subclause 6.3) of the gen_info with key “rfmd” (i.e. reference metadata), for which the field reference
1D defined in ISO/IEC 23092-1:2020, Table 14 is equal to the value which is replacing “(id}”, and
which is stored in the same dataset group as the current Dataset Group Protection.

— “metadata” resolves to the bytes of the value field (defined in ISO/IEC 23092-1:2020, subclause 6.3)
of the gen_info with key “dgmd” (i.e. dataset group metadata), stored in the same dataset group as the
current Dataset Group Protection.
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— “dataset/{id}/protection” resolves to bytes of the value field (defined in ISO/IEC 23092-1:2020,
subclause 6.3) of the gen_info with key “dtpr” (i.e. dataset protection), stored in the dataset for
which the field dataset 1D defined in ISO/IEC 23092-1:2020, Table 20 is equal to the value which is
replacing “{id}”, and which belongs to the current Dataset Group.

7.4.3 Signatures carried in dataset protection

7.4.3.1 General

Any number of XML Signature elements can be present in the dataset protection box and shall use one
of the following URIs for the urT attribute of the Reference element when referring to a gen _info box or
the content ¢f an access unit. These URIs can contain some placeholders identified by the text endlosed
in curly bragkets. These placeholders shall be replaced by an alphanumeric value as specified Helow.
The bytes arje signed as transmitted, regardless of encryption.

7.4.3.2 URIs for gen_info boxes

— ‘“pars/{]d}” resolves to the bytes of the Value field (defined in ISO/IEC 23092-1:2020, subclausg 6.3)
of the g¢n_info with key “pars” (i.e. dataset parameter set), for which the field parameter sgt 1D
defined n ISO/IEC 23092-1:2020, Table 23 is equal to the value which isx¥eplacing “{id}”, and yhich
is stored in the same dataset as the current Dataset Protection.

— ‘“metadata” resolves to bytes of the value field (defined in ISO/IEC 23092-1:2020, subclaus¢ 6.3)
of the g¢n_info with key “dtmd” (i.e. dataset metadata), stoped-in the same dataset as the current
Dataset [Protection.

— “descstifeam/{classId}/{descriptorId}/protection®resolves to the value field (defing¢d in
[SO/IEC[23092-1:2020, subclause 6.3) of the gen_info-with key “dspr” (i.e. stream protection) stored
in the sfream for which the field c1ass 10 definéd in ISO/IEC 23092-1:2020, Table 19 is eqtpial to
the valuf which is replacing “(c1ass1d}”, the field descriptor 1D defined in ISO/IEC 23092-1:2020,
Table 19|is equal to the value which is replacing “(descriptorid}”, and which belongs to the current
Dataset,

— “au/{aul ype}/ {sequenceName}/{accgssUnitId} /protection" resolves to the value field (defir ed in
ISO/IEC|23092-1:2020, subclause;:6.3) of the gen_info with key “aupr” (i.e. access unit prote¢tion)
stored in the access unit for Wwhich the associated au type defined in ISO/IEC 23092-1:2020,
Table 25is equal to the valuewhich is replacing “{auType}”, the associated sequence name defined in
ISO/IEC23092-1:2020, Table10 is equal to the value replacing “{ sequencename }” and the field actess
unit_1p|defined in ISO/FEE23092-1:2020, Table 25 is equal to the value replacing “ {accessunig1d}”.
The valye of auType shall'be equal or greater than 1 and strictly less than 6.

— “au/unaligned/{@ceessUnitId}/protection” resolves to the value field (defined in
ISO/IEC|23092-1:2020, subclause 6.3) of the gen_info with key “aupr” (i.e. access unit prote¢tion)
stored in the.access unit for which the associated auType defined in either ISO/IEC 23092-1:2020,
Table 23 orvTable 19 (under the name c1id) is equal to 6, and the field access unit 1D defirjed in
ISO/IEC 23092-1:2020, Table 25 is equal to the value replacing “{accessunit1d}”.

7.4.3.3 URIs for collection of access units

Any number of signatutes stored in the dataset protection shall also use any of the following URIs to
refer to the content corresponding to a collection of access units

— “genomic_region/{auType}/{sequenceName}/{start}/{end}" resolves to one collection of access
units to sign. The values replacing “{start}” and “{end}” shall be numbers such that the first one is
strictly smaller than the second one. For all access units such that

— the au_type defined in either ISO/IEC 23092-1:2020, Table 25 is equal to the value which is
replacing “(auType}”, or the value replacing “(auType}” is equal to “0” and the AU type defined
in [SO/IEC 23092-1:2020, Table 25 is strictly smaller than 6.
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— the associated sequence name defined in ISO/IEC 23092-1:2020, Table 10 is equal to the value
replacing “{ sequenceName } ",

— and the access unit range intersects with the range defined by “(start}” (included) and “{end}”
(included).

The content, resolved by this URI, to sign is obtained by concatenating the following sequences
of bytes: for all the access units belonging to the collection resolved by this URI and ordered in
growing order of AU type, and access _unit ID

— the bytes corresponding to the value field (defined in ISO/IEC 23092-1:2020, subclause 6.3) of
the gen_info with key “auin” which belongs to the access unit.

— In AUC mode:

— the bytes of the value field (defined in ISO/IEC 23092-1:2020, subclause’6.3) pf the access
unit, discarding all bytes prior to, and including the last byte of theyaccess unif protection.

In DSC mode:

— all bytes corresponding to the associated block payllbads (resolved as|specified in
ISO/IEC 23092-1:2020), organized in increasing order efthe descriptor 1D (a$ specified in
ISO/IEC 23092-1:2020, Table 33).

— “hnaligned/{signature}” resolves to one collection of aceess units to sign. For all accefs units such
that

-+ theau type defined in ISO/IEC 23092-1:2020) Table 25 is equal to 6

—+ Atleastone of the u cluster signaturec¢field (defined in ISO/IEC 23092-1:2020, Table 25 or in
Table 31) is exactly equal to the value replacing “{signature}” and order by accesfs unit id, the
following bytes are concatenated (inthe order of appearance) to the byte array to|sign.

—

he content resolved by this URI is obtained by concatenaiting the following bytes: for all the access
nits belonging to the collection résolved by this URI ordered in growing order of accdss unit 1D

o

-+ the bytes corresponding-to the vaiue field defined in (defined in ISO/IEC 28092-1:2020,
subclause 6.3) of the.gen” info with key “auin” which belongs to the access unit

<+ In AUC mode:

— the bytes of the value field (defined in ISO/IEC 23092-1:2020, subclause 6.3) pf the access
unit, discarding all bytes prior to the last byte of the access unit protection.

<+ In DSCimode:

- yhall bytes corresponding to the associated block payloads (resolved as |specified in
ISO/IEC 23092-1:2020), in growing order of descriptor_ID defined in ISO/IEC 28092-1:2020,
Tabte 19.

7.4.4 Signatures carried in access unit protection

Any number of signatutes stored in the access unit protection shall also use one of the following URIs to
refer to a gen_info structure or encoded genomic information:

— “auhd” resolves to the value field (defined in ISO/IEC 23092-1:2020, sublause 6.3) of the gen_info
with key “auhd” (i.e. access unit header) stored in the same access unit container as the access unit
protection.

— “blocks” resolved to the bytes of the value field (defined in ISO/IEC 23092-1:2020, subclause 6.3) of
the access unit, discarding all bytes prior to the last byte of the access unit protection.
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ISO/IEC
unit.

7.4.5 Sign

Any number

“auin” resolves to the the bytes corresponding to the value field defined in (defined in

23092-1:2020, subclause 6.3) of the gen_info with key “auin” which belongs to the access

atures carried in descriptor stream protection

of signatutes stored in the descriptor stream protection shall also use one of the following

URIs to refer to a gen_info structure or encoded genomic information:

“dshd” r

esolves to the Value field (defined in ISO/IEC 23092-1:2020, sublause 6.3) of the gen_info

with key “dshd” (i.e. descriptor stream header) stored in the same descriptor stream container as

the desqriptorstreamrprotection
— “blocks’{resolves to the bytes of the the StreamContainer, discarding all bytes prior to the ldst byte
of the dgscriptor stream protection.
8 Access|unit information
8.1 General
Coded auxilfary fields associated to genomic records are carried by thé AU information value prray
contained in] the gen info element AU information defined in ISOAEC 23092-1:2020. The decpding

process des
structures s
of gen aux sf

Fcord
ences

ribed in Clause 9 applied on AU information value produces an array of genauxr
becified in subclause 8.2. Each genauxRecord structdre contains number0ofGenAux sequ
ructures defined in subclause 8.3.

The ith decdded genauxrecord structure shall be associated to the ith decoded genomic record. If a
coded genompic record is not associated to any auxiliary field but it is coded in an AU containing atj least
one genomid record with associated auxiliary fields{then said genomic record is associated with one
genAuxRecor{d structure with numberofcenaux set.gqual to 0. Moreover, if all genomic records coded in
an AU have 110 associated auxiliary fields, the ge@; info element AU _information shall not be presgnt.
8.2 genAuxRecord
The syntax qf genauxrecord is defined,as follows:
struct genAuxRecord
{

u(24) njumberOfGenAuxf

genAux guxSet [numberOfGenAux] ;
}
Table 15 shaws how a genauxRecord structure is associated to each decoded genomic record (sperified
in ISO/IEC 230892-1:2020, subclause 13.2) and how auxiliary fields are decoded to each alignmént of
mapped recbresestrentsorttppedrecordsesments—e———Shows—as—welhowte—<eompute
numberOfGenAux.

Table 15 — Association of auxiliary fields to mapped and unmapped record segments

numberOfGenAux= 0
noa = 0
for (; noa < number_of_alignments; noa++) {
if((noca == 0) || (alignment is duplicated(noa, 0) == 0)) {
aux fields[noa] [0] = aux Set[numberOfGenAux++]
}
else{
aux_ fields[noa] [0] = aux fields[noa-1][0]
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Table 15 (continued)

}
if (class_ID != Class_HM) {
for (tSeg=1; tSeg <= number of template segments; tSeg++)

if (split alignment[noa] [tSeg] == 0) {
if((noa == 0) || || (alignment is duplicated(noa, tseg) == 0)){
aux fields[noa] [tSeg] = auxSet[numberOfGenAux++]
}
Plse {

aux fields[noa] [tSeg] = aux fields[noa-1] [tSeg]

for (pSeg = numberOfAlignedRecordSegments;
uSeg < number of record segments; uSeg#i)iA

aux fields[0] [uSeg] = auxSet [numberOfGenAux++]

aligfment is duplicated is defined in Table:16.

Table 16 — Identification of duplicated alignments

alighment is duplicated(noa,  ts€qg) {
i £ (noa == 0) {

return 0 ;

if (tSeg == Q) {

if (mapping pos([noa] != mapping pos[noa - 1] ||
ecigar len[noa] [0] != ecigar len[noa - 1][0] ||
strncmp (ecigar string[noa] [0],ecigar string[noa-1][0], ecigar len[roa] [0]) !=
0){
return 1
}
for(as = 0; as < as_depth ; as++){
if (mapping score[noa] [0] != mapping score[noa - 1][0]) return 1;
}
return 0 ;
} else {
if (mapping pos[noal] + delta[noa][tSeg] != mapping pos[noa - 1] + deltal[noa - 1]
[tSeg]l [
ecigar len[noa][tSeg] != ecigar len[noa - 1][tSeg] ||

strncmp (ecigar string[noa] [tSeg],ecigar string[noa-1][tSeg], ecigar len[noa]
[tSeg]) != 0){

return 1 ;
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}

for

}

ret

}

Table 16 (continued)

(as = 0; as < as_depth ; as++){

if (mapping score[noa] [tSeg] != mapping scorel[noa - 1][tSeg]) return 1;

urn 0

’

aux fields[i][3] contains the auxiliary fields associated to the ith alignments of the jth segment for

mapped rec
associated t

number of 4

in ISO/IEC 2

numberOfAl i

8.3 genAux

The syntax d

struct genh
{
u(8)
genTag

nu
al

}
numberOfTag|

auxFields IS

8.4 genTs

The syntax d

struct genT]

{

tyH
len)
vall

}

Key is a two
Length iS thé

lignments, number of template segments andnumber_of_record_segmentsareSpe

B092-2:2019, subclause 13.2.
gnedRecordSegments is specified in ISO/IEC 23092-2:2019, subclause10.4.9.

U X

mberOfTags;
uxFields [numberOfTags];

key|;

rd segments. In case of unmapped reads, aux_fields[0] [j] contains the auxiliary
the jth unmapped record segment.

f genaux is defined as follows:

s represents the number of auxiliary fields,associated with the current genomic recot

a list of genTag structures containing the values of the auxiliary fields.

g

f genTag is defined as follows:
ag

e ;
gth;
ue [];

characters identifier of the tag, Type an identifier of the type of data contained in Y
number of elements contained in the value[] array, and value is an array that corn

the auxiliar

 field value. The bit order of each element in the value array is specified to start wit

most significant bit (MSB) and proceed to the least significant bit (LSB).

The field type shall take one of the values specified in Table 17.

Table 17 — Values for the Type field of the gen_tag structure

fields

ified

'd.

alue,
tains

h the

Type data type type Description
0 Signed 32 bit i(32) It corresponds to type “i” in the SAM specification.
integer
1 string of ASCII c(1) It corresponds to type “Z” in the SAM specification.
characters If Length is equal to 1 this corresponds to the SAM
type HA"
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Table 17 (continued)

Type data type type Description

2 Unsigned 8 bit u(8) It corresponds to type “C” in the SAM specification.
integer

3 Signed 8 bit integer i(8) [t corresponds to type “c” in the SAM specification.
Unsigned 16 bit u(16) It corresponds to type “S” in the SAM specification.
integer

5 Signed 16 bit i(16) It corresponds to type “s” in the SAM specification.
integer

6 Uua;snu.d 32 b;t u{32) It ULl LJ}JUlldD ‘I—.U t-y P\. "I" ;ll th\. SAP‘{ J}J\.\.;lc;\. ation-
integer

7 4-bit hexadecimal u(8) It corresponds to type “H” in the SAM-$peCification.
code.

8 32 bit single F32 It corresponds to type “f” in thelSAM specifigation.
precision floating-
point as specified
by IEEE 754-2008

9 64 bit double F64 It corresponds to tyge “d” in the SAM specififation.
precision floating-
point as specified
by IEEE 754-2008

9 Decoding process for metadata

9.1 |(General

This flause describes the decoding process*of coded information metadata, protection njetadata and
auxillary fieldsb. These contents shall always be decompressed, in the order specified in syibclause 7.1.

Inputland output of the process are specified in Table 18.

Table 18 — Input and output of the decoding process specified in this clause

Input Output Commenits

Information metadata

DG_mptadata_value Dataset group metadata XML DG metadata valugis
document specified in subclause 6.2. |contained in DG_metpdata as
specified in ISO/IEC R3092-

1:2020
refefenge metadata value Reference metadata XML document |reference metadafa valueis
specified in subclause 6.3. contained in

reference metadatfla as

specified in ISO/IEC 23092-

1:2020
DT_metadata_value Dataset metadata XML document DT metadata valueis
specified in subclause 6.4. contained in DT metadata as
specified in ISO/IEC 23092-
1:2020

Protection metadata

1) The decoding process relies on the implementation of the LZMA SDK version 18.05 published at https://
sourceforge.net/projects/sevenzip/files/LZMA%20SDK/lzma1805.7z/download on 2018-05-01. Any other
process producing the same output from the same input can be equally considered compliant to this document. At
the same time, complying implementations are not expected to follow the exact algorithm used by this reference
procedure.
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Table 18 (continued)
Input Output Comments
DG_protection_value protection metadata XML document |DG protection value is
specified in Clause 7. contained in DG_protection
as specified in ISO/IEC 23092-
1:2020
DT_protection_value protection metadata XML document |DT protection value is
specified in Clause 7. contained in DT protection
as specified in ISO/IEC 23092-
1:2020
DS_protectfon_varue protection metadata XML document |DS_protection value IS
specified in Clause 7. contained in DS _proteatiof
as specified in ISO/IEC.2309p-
1:2020
AU_protection_value protection metadata XML document |AU protectiom)value is
specified in Clause 7. contained inAv)protection
as specifiedin/ISO/IEC 2309p-
1:2020
Access unit information
AU information value genAuxRecord [num genomic genlAuxRecord is specified
specified in (lause 8 records] inrsubclause 8.2
num_genomic records
represents the number of
genomic records carried by the
decoded access unit

In the desciyiption of this decoding process, the input<arrays listed in Table 18 are referred [to as
inputBuffer|of size inputsize and the output arrays aSoutputBuffer of size outputsize.

Coded metadata are represented as a LZMA compliant byte array with a 13 bytes header and a payload.
The header ifs specified in Table 19.

Table 19 —Header of LZMA coded metadata

Header

params§ u(8)
dictSize u(32)
unpackedSize u(64)

The params byte is uséd to calculate the Ic, pb and Ip members of the 1zmaProps structure specifjed in
subclause 9.

18

dictSize and unpackedSize are stored in the lzmaProps structure specified in subclause 9.2.

9.2 Initialization of parameters

9.2.1 General

This subclause specifies the constants and data structures containing the parameters governing the
decoding process described in subclause 9.3.

9.2.2 Properties

LZMA properties are contained in the following structure.

struct lzmaProps{
u(32) dictSize
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8)
8) 1lp
64
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) uncompressedSize

Ic is the number of high bits of the previous byte to use as a context for literal encoding (the default
value used by the LZMA SDK is 3).

Ip is the number of low bits of the dictionary position to include in literal_pos_state (the default value
used by the LZMA SDK is 0).

pb is
the L

9.2.3
LZM/

strud
1lzn
u (]
]

(e

(AR

IR

L

[l ol ol i ol i I ol ol o ol
o

numj
prob
prob

dicBufSize represent the size of the dictionary used by LZMA.

dic[]

the number of low bits of the dictionary position to include in pos_state (the default value used by
/MA SDK is 2).

Parameters

\ parameters are contained in the following structure.

t lzmaParams({

aProps prop

6) numProbs

6) probs[numProbs]

6) probs 1664 [numProbs]
) dic[]

4) dicBufSize
4) dicPos

2) range

2) code

2) processedPos
2) checkDicSize
2) state

2) reps|[4]

2) remainLen

)y buf[]

is a lzmaProps structure specified in this subclause.
Probs represents the number of probailities used.
5 is a list of numProbs probabilities.

5_1664 is a list of numProbs probabilities.

contains the dictionary used by the LZMA algorithm. The size is represented by dicBuifSize.

dicP

s is‘apointer used to access the dic[] list.

range and code are state variable used 1n the ragencoder engine ol the LZMA algorithm.

processedPos represents the last coded match offset away from current pointer.

checkDicSize is a state variable used to manage the size of teh dictionary.

state is an integer indicating what the last performed coding operations have been.

repsl4l is a list of variables used to manage the access to the dictionary.

remainLen represents the number of bytes remaining to be decompressed.

buf[]

contains the decoded bytes.
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9.2.4 Constants

LZMA constans are listed in Table 20.

Table 20 — Constants defined in the decoding process

Constant Name Value
kLzmalLitSize 0x300
kNumBaseProbs 1984
kStartOffset 1664
kMatchSpeclfemStart 27%
kLenNumLowBits 3
kLenNumHighBits 8 |
kNumStates 12 a :b )
kNumStates] 16 (\Q)V
kNumLitStatps 7 ({bv
kStartPosMofdellndex 4 O v
kEndPosModlelIndex 14 ,.\QO
kNumFullDidtances 277 C\U\
kNumPosSlo{Bits 6 ‘s\\"
kNumLenToHosStates 4 &
kMatchMinLe¢n 2 OQ\
kNumAlignBjts 4 \\\‘
kNumTopBit 24,3\\)
kTopValue ,g(\ﬁ'f\lumTopBits
kNumBitModelTotalBits A@ 11
kBitModelTotal A‘\‘O 27kNumBitModelTotalBits
kNumMoveBjts \O 5
kNumBitModelTotalBits X e~ 11
kLenNumLowBits C)\\ 3
kLenNumLoySymbols <\ 27kLenNumLowBits
kLenNumHighBits ’_O\‘ 8
kLenNumHighSymbols \V 27kLenNumHighBits
kNumPosBit§Max OF‘ 4
kNumPosSta :esMa)L\O\ 2"kNumPosBitsMax
LenHigh L C)\‘ 2 * (kNumPosStatesMax << kLenNumLowBits))
kNumLenPrd b‘s\\</ LenHigh + kLenNumHighSymbols
kNumAlignBits 4
kAlignTableSize 27"kNumAlignBits

9.2.5 Process

The initialization process of structures and variables used during the decoding process is shown in

Table 21.

Table 21 — Initialization process

lzmaParams p {
0
inputBuffer[i++]

i
d7

28
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Table 21 (continued)
p->prop->lc = d%9
d /=9
p->prop->pb = d / 5
p->prop->lp = d % 5
p->buf = outputBuffer
p->prop->dictSize =
((inputBuffer([i] ) & O0x000000FF)
| ((inputBuffer[i+1]<<8 ) & 0x0000FF0O0)
| ((inputBufferfit2lacla) ¢ OX00REQQQ0)

ISO/IEC 23092-3:2022(E)

| ((inputBuffer[i+3]<<24) & O0xFF000000)

it=

if (pp>prop->dictSize < (1<<12))
pf>prop->dictSize = (1<<12)

p->pfop ->uncompressedSize =

((inputBuffer[i] <<56) & O0xFFO00000000000000)
| ((inputBuffer[i+1]<<48) & 0xO00FF000000000000)
| ((inputBuffer[i+2]<<40) & O0x0000FF0000000000)
| ((inputBuffer[i+3]<<32) & 0x000000FF00000000Y
| ((inputBuffer[i+4]<<24) & 0x00000000FF0@0Q00)
| ((inputBuffer[i+5]<<16) & 0x00000000QO0FF0000)
| ((inputBuffer[i+6]<<8 ) & 0x0000000QO0O00FF00)
| ((inputBuffer[i+7] ) & 0x00000PPO000000FF)

/* skip one byte */
i++

p->cpde =

((inputBufferi] << 24) & O0xFF000000)
((inputBuffer[i+1]<< 16) & O0x00FF0000)
| ((inputBuffer[i+2]<< 8 ) & 0x0000FF00)
((inputBuffer[i+3] ) & 0x0000O0O0FF)

p->rpnge S OXFFFFFEFEFE

l -

/* WJ.tll dcfault aLUT LlulllEJ_Ub - 81 8
p->numProbs = kNumBaseProbs +

( kLzmalLitSize << (p->prop->1lc + p->prop->1lp))

for(j = 0; j < p->numProbs; j++)

p->reps[0] = p->reps [1] = p->reps [2] = p->reps [3] = 1
p->state = 0

LzmaDec WriteRem(p, p->dicBufSize)

LzmaDec Decode (p, p->dicBufSize, inputBuffer + i)

p->probs[]] 1 << 10

© ISO/IEC 2022 - All rights reserved
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Table 22 — rzmaDec_WriteRem utility function

LzmaDec WriteRem(p, limit)
{
if (p->remainLen

{
dic = p->dic
dicPos = p->dicPos
dicBufSize =

len = p->remainlLen

fal el

!= 0 && p->remainlLen < kMatchSpecLenStart)

p->dicBufSize

rey 14
reffj =
if| (rem < len)
len = rem
if (p->

pt>checkDictSize

limit - dicPos

p->pro¢essedPos += len
p->remginlen -= len
while [len != 0)
{
len—
dic[dlicPos]=dic[dicPos - repO0 +
dicP¢s++
}
p->dicPos = dicPos

heckDictSize == 0 && p->prop->dictSize - p->processedPos <= Aden)
p->prop->dictSize

(dicPos < pepl ? dicBufSize

0)]

9.3 Macros

This subclause defines macros-lised in the decoding process specified in subclause 9.4.

A macro is a fragment of codewhich has been given a name. Whenever the name is used, it is replaged by
the contents|of the macr6:-Everything in brackets in the left column is a list of parameters. The names of

the parametprs passedto the macros are the ones to be used in the replacement.

Table 23 — Macros used in the decoding process

macro Code
CALC POS STATE (procPos, (((procPos) & (pbMask)) << 4)
pbMask)
COMBINED PS STATE (posState + state)
IF BIT 0(p) ttt = * (p)
NORMALIZE
bound = (range >> kNumBitModelTotalBits) * ttt

if (code < bound)

UPDATE_0 (p)

range = bound
*(p) = (CLzmaProb) (ttt +
kNumMoveBits) )

((kBitModelTotal - ttt) >>

30
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Table 23 (continued)

ISO/IEC 23092-3:2022(E)

macro Code
UPDATE_1 (p) range -= bound
code -= bound
*(p) = (CLzmaProb) (ttt - (ttt >> kNumMoveBits))
GET BIT2(p, i, A0, Al) IF BIT 0(p)
{ UPDATE O(p); i = (1 + 1); AO0; }
else
{ UPDATE 1(p); 1 = (1 + 1) + 1; Al; '}
TREE| GET BIT (probs, i) {GET_BIT2 (probs + i, i, ;, ;); } OV
NORMRL LITER DEC TREE GET BIT (prob, symbol) f1/
MATCHED_LITER DEC matchByte += matchByte ﬁf)"
bit = offs QQ)q’
offs &= matchByte (i})
probLit = prob + (offs + bit bol)

GET BIT2 (probLit, symbol, o

ol

bit; 7)

’

TREE| 6 DECODE (probs, i)

1

{ CE)'
N\
Cs)\

TREE_GET BIT (prob€, i)

TREE_GET BIT (Qo s,

TREE_GET_R@probs ,

TREE G@EQBIT (probs
— \ 4
TREE&ET_BIT (probs,

IK&_GET_BIT (probs,

xOi -= ox40
h.

i)
1)
i)
1)
i)

REV_BIT (p,i,A0,Al)

IF BIT O(p + 1)

{ UPDATE O(p + 1i); AO; }

(} else
RS { UPDATE 1(p + i); Al; }
REV_BIT_VARLEQ;SB) REV BIT(p, i, i 4= m; m +=m, m +=m; i += m; )
REV_BIT_CONST/(p, i,m) REV BIT(p, i, i += m; L i4=mo* 27 )
REV_BIT (E3ST (p, i,m) REV BIT(p, i, i -= m )
NORMAi%@E if (range < kTopValue) {

range <<= 8; code (code << 8)

}

| (*buf++);

SpecPos -kStartOffset

IsRepOLong SpecPos + kNumFullDistances

RepLenCoder IsRepOLong + (kNumStates2 << kNumPosBitsMax)
LenCoder RepLlenCoder + kNumLenProbs

IsMatch LenCoder + kNumLenProbs

Align IsMatch + (kNumStates2 << kNumPosBitsMax)
IsRep Align + kAlignTableSize

IsRepGO IsRep + kNumStates

IsRepGl IsRepGO + kNumStates
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Table 23 (continued)

macro Code
IsRepG2 IsRepGl + kNumStates
PosSlot IsRepG2 + kNumStates
Literal PosSlot + (kNumLenToPosStates << kNumPosSlotBits)
NUM BASE PROBS Literal + kStartOffset

9.4 Decoding process

This subclause describes the decoding process of encoded metadata once the injtialization specifjed in
subclause 9. has initialized the 1zmaParams structure (see Table 21).
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Table 24 — LzmaDec_Decode2 function

ISO/IEC 23092-3:2022(E)

LzmaDec Decode?2 (p,

{

limit, buffer[])

do
{
limit2 = limit
if (p->checkDictSize == 0)
{
rem = p->prop->dictSize - p->processedPos

(= 1 (e 1o A
s s 4 T T CT ey

limit2 = p->dicPos + rem

[ zmaDec Decode (p, limit2, buffer)

p->checkDictSize = p->prop->dictSize
[ zmaDec WriteRem(p, limit);
whiile (p->dicPos < limit &&
p-pbuf < buflLimit &&

p-premainlen < KMatchSpecLenStart)

i f (p->checkDictSize == 0 && p->processedPos >= p->prop->dictSize)

© ISO/IEC 2022 - All rights reserved
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Table 25 — LzmaDec_Decode function implementing the actual LZMA decoding algorithm

LzmaDec Decode(p, limit, buffer[]) {

probs = p->probs 1664

state = p->state

rep0 = p->reps[0], repl = p->reps|l]
rep2 = p->reps[2], rep3 = p->reps[3]
pbMask = (1 << (p->prop->pb)) - 1
lc = p->prop->1lc

1pMask pe—t8s366 —>prep—>tr) {6166

H

dic = p->dic
dicBufSige = p->dicBufSize

dicPos =|p->dicPos

processedlPos = p->processedPos
checkDicfSize = p->checkDictSize
len = 0

buf = p-}buf
range = p->range

code = pt>code

distang¢e = 0
posSlot = 0
do
{
ttg = 0
bofnd = 0

posState = CALC POS STATE (proce$sSedPos, pbMask)

prob =|probs + IsMatch +,COMBINED PS STATE
IF BIT|O0 (prob)
{
sypbol
UPDATE 0 (prok)
prob|= prebs~* Literal

if (proceslsedPos != 0 || checkDictSize != 0)
prob += 3 * ((((processedPos << 8) + dic[(dicPos == 0 ?
dicBufSize : dicPos) - 1]) & lpMask) << 1lc)
processedPos++

if (state < kNumLitStates)
{

state -= (state < 4) ? state : 3

(
symbol =1

NORMAL LITER DEC
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Table 25 (continued)

NORMAL LITER DEC
NORMAL LITER DEC
NORMAL_LITER DEC
NORMAL LITER_DEC
NORMAL_LITER_DEC
NORMAL LITER DEC
NORMAL LITER DEC

ISO/IEC 23092-3:2022(E)

matchByte=dic[dicPos - rep0O +

offs = 0x100
state -= (state < 10) 2?2 3 : 6
symbol = 1

MATCHED LITER DEC
MATCHED LITER DEC
MATCHED LITER DEC
MATCHED LITER DEC
MATCHED LITER DEC
MATCHED LITER DEC
MATCHED LITER DEC
MATCHED LITER DEC
dic[dicPos++] = symbol & OxFF

continue

UPDATE_1 (prob)
prob = probs + IsRep + state
IF BIT O (prob)
{
UPDATE . O\fprob)
staten®*= kNumStates
pLrob——=
}

eVse

probs + LenCoder

(dicPos < rep0 ? dicBufSize

0)]

{
UPDATE_1 (prob)
prob =
IF BIT O (prob)
{
UPDATE 0 (prob)
prob =
IF BIT O (prob)
{
UPDATE 0 (prob)

dicPos++

© ISO/IEC 2022 - All rights reserved

probs + IsRepGO + state
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0)]

35


https://iecnorm.com/api/?name=21bf96aca205257951e0a1c3616c6bcb

ISO/IEC 23092-3:2022(E)

Table 25 (continued)

processedPos++
state = state < kNumLitStates ? 9
continue
}
UPDATE 1 (prob)
}
else

{

URDATE 1 Ipvnh\

11

Pprob = probs + IsRepGl + state
F BIT 0 (prob)

UPDATE 0 (prob)

distance = repl

¢lse

UPDATE 1 (prob)
prob = probs + IsRepG2 + state
IF BIT O (prob)
{
UPDATE 0 (prob)
distance = rep2
}
else
{
UPDATE_1 (prob)
distance = rep3
rep3 = rep2
}
rep2 = repl

repl = repl

Tepl distahce

stdte = spate < kNumLitStates ? 8 : 11
pr¢b = probs + RepLenCoder

probLen = prob + LenChoice
IF BIT O (probLen)
{
UPDATE O (probLen)
problLen = prob + LenLow + posState
len =1
TREE GET BIT (probLen, len)
TREE GET BIT (probLen, len)
TREE GET BIT (probLen, len)
len -= 8

36

© ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=21bf96aca205257951e0a1c3616c6bcb

ISO/IEC 23092-3:2022(E)

Table 25 (continued)
}

else
{
UPDATE 1 (probLen)
probLen = prob + LenChoice2
IF BIT O (probLen)
{
UPDATE 0O (probLen)

oroblon—nrobitlonlow + nogStoto 1 (1] klonNumlowBitg)
T T T

len =1
TREE GET BIT (probLen, len)
TREE GET BIT (probLen, len)
TREE GET BIT (probLen, len)

}

else

{
UPDATE 1 (probLen)
probLen = prob + LenHigh
TREE DECODE (probLen, (1 << kLenNumHighBits)\;” len)
len += kLenNumLowSymbols * 2

if (state >= kNumStates)
{
prob=probs + PosSlot +

((len < kNumLenToP@sStates ? len : kNumLenToPosStates

<< kNumPosSlotBits)

TREE 6 DECODE (prob, distance)
if (distance~>»= kStartPosModelIndex)
{
posSiQth'= distance
numBlirectBits = ((distance >> 1) - 1)
distance = (2 | (distance & 1))
1f (posSlot < kEndPosModelIndex)
{

-1

distance <<= numDirectBits
prob = probs + SpecPos
{
m=1
distance++
do
{
REV_BIT VAR (prob, distance, m)
}
while (--numDirectBits)

distance -= m

© ISO/IEC 2022 - All rights reserved
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Table 25 (continued)
}

else

{
numDirectBits —-= kNumAlignBits

do
{
NORMALIZE

range >>= 1

code -= range
t = (0 - (code >> 31))
distance = (distance << 1) + (t + 1)

code += range & t

}
while (--numDirectBits)
prob = probs + Align
distance <<= kNumAlignBits
{

i=1

REV_BIT CONST (prob, i,

REV_BIT CONST (prob, i,

REV_BIT CONST (

REV_BIT LAST (

prob, 1,

@ N

prob, 1,
distance |= 1

}

if (distance == OxFFFFFFER)

{
len = kMatchSpecLénStart
state —-= kNumStates
break

}
rep3 = repz
rep2 A repl
repIN=" repl

rep0 = distance + 1
state = (state < kNumStates + kNumLitStates) ? kNumLitStates

kNumLitStates + 3
if (distance >= (checkDictSize == 0 ? processedPos:

checkDictSize))
{

p->dicPos = dicPos

return_error()
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Table 25 (continued)
len += kMatchMinLen
{
rem = 0
curLen = 0
pos = 0
if ((rem = limit - dicPos) == 0)
t
p->dicPos = dicPos
return error ()
}
curlLen = ((rem < len) ? rem len)
pos = dicPos - repO0 + (dicPos < repO ? dicBufSize 0)

processedPos += curlen

len -= curlen
if (curlen <= dicBufSize - pos)
{
dest[] = dic + dicPos
src = pos - dicPos

dicPos += curlen

k=0

do

dest[k] = dest[k + sie]
while (++k != curiken)

dest += curlLen

Else
{
do
{
die[dd'cPos++] = dic[pos]
if “(++pos == dicBufSize)
pos = 0
}
while (--curlen != 0)

}

while (dicPos < limit && buf < buflLimit)

NORMALIZE
/* copy the decoded bytes in the output buffer */

p->buf = buf

p->range = range

p->code = code

© ISO/IEC 2022 - All rights reserved
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Table 25 (continued)

p->remainlen = len
p->dicPos = dicPos
p->processedPos = processedPos
p->reps[0] = repl
p->reps[l] = repl
p->reps[2] = rep2
p->reps[3] = rep3
p->state = state
}
10 Applicption programming interfaces (APIs)
10.1 Generyal

This clause
compliant w
the API. The

APl may be implemented locally or remotely.

contains the application programming interface (API) to coded |genomic inform
th the ISO/IEC 23092 series. It specifies the interfaces to be available in a tool implemg

ation
nting

In case the ipformation is protected, operations are controlled by privaeyrules, as specified in Clause 7.

Whenever t}
the caller is

10.2 Struc

The API sp
ISO/IEC 23
organized in
operation. T|
ISO/IEC 230

The context
ISO/IEC 230

Table 26 list

huthorized is returned.

fure of the API

bcifies interfaces that handle data structures, as specified in ISO/IEC 23092-1:
092-1:2020 and this document. Operations are applied to data structures tha
hierarchy levels. In the context of this, document, a hierarchy level defines the scope
he hierarchy levels considered are(dataset group, dataset and access unit, as specif
D2-1:2020 and ISO/IEC 23092-1;2020.

of the API is one bitstream (either in File or Transport format), as specifi

5 the specified functiens groups.

Table 26 — Groups of functions

e caller of functions is not authorized to access the full‘content, only the content for ¥

D2-1:2020. How the API gets access to the file or bitstream is left open to implementat

wvhich

2020,
k are
of an
ed in

bd in
ion.

Functions group Brief description

Genomic information Functions used to query the structure of, and retrieve, the genomic informatipn
coded in a bitstream compliant with ISO/IEC 23092 series.

Metadata Functions used to query the structure of, and retrieve, the metadata associatgd
with the coded genomic data.

Protection Functions used to retrieve the protection metadata associated with the coded
genomic data.

Reference Functions used to retrieve the reference associated with a dataset.

Statistics Functions used to retrieve statistics associated with a dataset.

10.3 Detailed specification of the API

10.3.1 Data types

The data types used in this document are defined in Table 27.
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Table 27 — Data types

uint unsigned integer number

int signed integer number

float floating point number, as defined in IEEE 754-2008
char printable ASCII character

st(v) string, as specifed in subclause 5.2

bool Boolean value

mpeggRecord MPEG-G record, as specified in ISO/IEC 23092-2:2019
rawReference Raw reference,as-specifiedinISO/IEC 23092.2:2019

10.3.2 Return codes
Table 28 specifies the return codes returned by calls to the operations specified in-subclauses 10.3.6 to
10.3.10.
Erroff codes are of type returncodeT. Return code values are listed in Table 28.
Table 28 — Return codes
Name Value Description

G_SULCESS 0 The operation-completed successfully. This includes the
case when(the access is authorized but the output is empty
because‘no content matches the input parameters.

G_PARTIALLY AUTHORIZED 1 Thepperation completes successfully, but only|part of the
quebied content is returned due to partial lack pf authoriza-
tioh.

G_NOfr_AUTHORIZED 2 The operation is not authorized according the privacy rules.

G_VERIFICATION FAILED 3 The digital signature, as specified in subclause|7.4, is not
verified.

G_DEFRYPTION_ FAILED 4 It is not possible to complete the decryption prpcess.

G_DA[ASETGROUP_NOTFOUND 5 The requested dataset group does not exist.

G_DA[ASET_NOTFOUND 6 The requested dataset does not exist.

G_ACFESSUNITS_NOTFOUND 7 The requested access unit does not exist.

G_REFERENCE_NOTFOUND 8 The requested reference does not exist.

G_SEPUENCE_NOTFQUND 9 The requested sequence does not exist.

G_ME[ADATA_FLELD NOTFOUND 10 The metadata element does not exist. If the element exists
but is empty, this error is not returned.

G_INVALLB WETADATA 11 The value of the metadata element, or the elempnt itself,
does not comply with the schema.

G_INVAEFB—REFERENCE 12 Thiserrorisreturmed-whemnrthe germomicreference to be
used in the decoding process is not compatible with the
genomic information.

G_INVALID_PARAMETER 13 Atleast one parameter to the call is invalid.

G_INVALID_BITSTREAM 14 The provided bitstream is invalid.

G_UNLISTED_ERROR 15 An unlisted error.

16..255 |Reserved

10.3.

3 Metadata fields

Metadata fields are represented as variables of type st (v). The content of a metadata field is a valid
W3C XPath 1.0 path. The metadata field expression shall return only one node.

© ISO/IEC 2022 - All rights reserved
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10.3.4 Output structures

10.3.4.1 General

This subclause specifies the syntax of the output structures used to convey the results returned by
calls to the functions specified in this document.

10.3.4.2 Hierarchy

This subclause specifies the syntax of the output structure used to convey the results returned by calls
to the GetHierarchy function.

struct outHierarchyT ({
uint datalsetGroupsCount;
uint datalsetGroupIDI[];
uint datalsetsCount|[];
uint datalsetID[][];

}

Each outHiefarchyT associates a dataset group with all the datasets belonging tolit.

Members of the ocutHierarchyT structure

datasetGrogpsCount the number of dataset groups present inithe bitstream

datasetGroyplD list of identifiers of dataset groups present in the bitstream

datasetsCoynt list containing the number of dataséts associated with each dataset
group

datasetlID list of identifiers of datasets.associated with each dataset group

10.3.4.3 Records

This subclause specifies the syntax of the output’structure used to convey the results returned by calls
to the GetDataByLabel function.

struct outRecordsT {
uint datalsetGrouplD;
uint datalsetID;
uint recordsCount;
mpeggRecord records](]
genAuxRedord auxInfol[];

}

Members of the outRecordsT structure

datasetGroypID identifier of a dataset group

datasetlID identifier of a dataset associated with the dataset group identified by
dataseltGroupll

recordsCount number of records returned by the call

records[] list of records returned by the call

auxInfol] list of returned genauxRecord structures associated to the records
returned by the call

10.3.4.4 References

This subclause specifies the syntax of the output structure used to convey the results returned by calls
to the GetDatasetReference function.

struct outReferenceT {

uint segCount;
st (v) segNamel];
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uint seqgStartl[];
uint segkEnd[];
char refSequencel[][];

}

Members of the outReferenceT structure

-3:2022(E)

seqCount number of reference sequences returned by the call

seqName list containing the names of the reference sequences returned by the call

segStart list containing the start position of the reference sequences returned by the call

segEnd list containing the end position of the reference sequences returned by the call

refSpquence lists of ASCII characters representing the reference sequences retunned by the
call

10.3.4.5 Region protection

This gubclause specifies the syntax of the output structure used to conveythe results retufned by calls

to the¢ GetRegionProtection function.

strugt outRegionProtectionT {

v) sequenceName;

t startPos;

t endPos;

t classID;

t numSecrets;

v) secretlIdentifiers|[];

st
uir
uif
uif
uif
st

Mempers of the cutRegionProtectionT structure

pnceName name of the sequence where the protected region is defined. Itc

to sequence name specified in ISO/IEC 23092-1:2020, Table 10.

sequ

prresponds

starfPos start position\of the protected region.

endPps end position of the protected region.

claspID the class of access units being encrypted as here specified

bcrets thenumber of secrets

nums

secrptIdentifiers
the content of an access unit of type c1ass1p, whose range inters
the region defined by sequenceName,

startPos, endPos

the list of identifiers for secrets (passwords, keys, etc.) needed t¢

decrypt
ects with

10.3.4.6 Simple statistics

rned by calls

This subelause specifies the syntax of the output structure used to convey the results retu

to the GetSimpleStatistics function.

simpleSegmentStatisticsT {

readsNumber;
segmentsNumberReadsDistribution[maxSegments];
qualityCheckFailedReadsNumber;
segmentLength[3];
mappedStrandSegmentDistribution[3];
properlyPairedNumber;

maxAlignments;
multipleAlignmentSegmentDistribution[maxAlignments + 1];
coverage[3];

weightedCoverage[3];

errorsNumber [3];

substitutionsNumber[3];

insertionsNumber [3];

insertionsLength[3];

struct
uint
uint
uint
uint
uint
uint
uint
uint
uint
uint
uint
uint
uint
uint
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uint dele
uint dele
uint spli
uint spli
uint alig
uint clas

uint clippedSegmentDistribution[3];

uint opti

tionsNumber [3];
tionsLength[3];
cesNumber[3];
cesLength[3];
nmentScore[3];
sSegmentDistribution[6];

calDuplicatesNumber;

uint chimerasNumber;

Name

Semantics

readsNumbe

Total number of the reads to which the selected segments

belong.

segmentsNur

berReadsDistribution

Distribution by segment number of the reads to which the
selected segments belong (one per number of segmentg pos-
sible; single end reads are stored at position 0,)paired gnd
reads at position 1, and so on). maxSegmentsas specifi¢d in
10.3.10.1.

qualityChe

kFailedReadsNumber

Number of reads flagged as “failing'vefidor quality che¢ks”
while considering the set of reads tp which the selected
segments belong.

segmentLen

th

Array of three numbers contaning minimum, maximum and
average lengths (in this\gtder) for the selected segments.
Average rounded to thé.closest integer.

mappedStral

hdSegmentDistribution

Array of three numbers containing:

pos 0: Numbet of'inmapped segments
pos 1: Number of segments mapped to the forward strgnd
pos 2: Number of segments mapped to the reverse strand

for all'selected segments.

properlyPa}

redNumber

Number of reads flagged as being properly paired (paifed-
end, both pairs aligned within proper distance) while
considering the set of reads to which the selected segnjents
belong.

maxAlignmef

Lt s

Maximum number of alignments while considering the{set
of reads to which the selected segments belong.

multipleAl]

gnmentSegmentDistribution

Distribution of the number of multiple alignments for the
selected segments. Position n in the array corresponds|to
the segments having n alignments.

coverage

Array of three numbers contaning minimum, maximum and
average coverage (in this order) across the range consif-
ered, taking into account the first best alignment of the
selected segments. Average rounded to the closest inteper.

weightedCoverage

Array of three numbers contaning minimum, maximum
and average weighted coverage (in this order) across the
range considered, taking into account all n alignments of
the selected segments having an alignment score equal to
the maximum one, and weighting each alignment by 1/n.
Average rounded to the closest integer.

errorsNumber

Array of three numbers contaning minimum, maximum and
average number (in this order) of errors (sum of substi-
tutions, insertions and deletions) present in the extended
CIGAR for the first best alignment of the selected segments.
Average rounded to the closest integer.
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Name

Semantics

substitutionsNumber

Array of three numbers contaning minimum, maximum
and average number (in this order) of substitutions present
in the extended CIGAR for the first best alignment of the
selected segments. Average rounded to the closest integer.

insertionsNumber

Array of three numbers contaning minimum, maximum and
average number (in this order) of insertion operations pres-
ent in the extended CIGAR for the first best alignment of the
selected segments. Average rounded to the closest integer.

insertionsLength

Array of three numbers contaning minimum, maximum and

average cumulative length (in this order) of th

insertion

operations present in the extended CIGAR font
alignment of the selected segments. Average 1o
closest integer.

he first best
unded to the

dele

[k ionsNumber

Array of three numbers contaning minimum,
average number (in this order) of-deletion oper
ent in the extended CIGAR for the first best alig
selected segments. Averagerounded to the clos

aximum and
ations pres-
nment of the
estinteger.

dele

FionsLength

Array of three numbers dontaning minimum, nj
and average cumulative/dength (in this order) o
operations present/in the extended CIGAR for t
alignment of the selected segments. Average ro
closest integer.

aximum

f deletion

he first best
unded to the

spli

CesNumber

Array of three-numbers contaning minimum, n
averagegiumber (in this order) of splice operat
in theexténded CIGAR for the first best alignm
selected segments. Average rounded to the clos

aximum and
ons present
ent of the
estinteger.

spli

CesLength

Array of three numbers contaning minimum, nj
ahd average cumulative length (in this order) o
operations present in the extended CIGAR for t
alignment of the selected segments. Average ro
closest integer.

aximum

f splice

he first best
unded to the

alig

hmentScore

Array of three numbers contaning minimum, n
average (in this order) of the alignment score fi
best alignment of the selected segments. Avera
to the closest integer.

aximum and
r the first
pe rounded

clas

ESegmentDistribution

Distribution of segments according to the class
defined in ISO/IEC 23092-2:2019, Index is the c
fied in subclause 5.4 minus 1.

ification
ass_id speci-

clip

bedSegmentRisgtribution

Distribution of segments according to the folloy
fication

pos 0: number of segments without clipped bas

pos 1: number of segments with soft-clipped b3

ving classi-

€S

ses and

mﬁfhnnrhnrd-dipppdhnqpc

pos 2: number of segments with hard-and soft-clipped

bases.

opticalDuplicatesNumber

Number of reads flagged as being optical duplicates while
considering the set of reads to which the selected segments

belong.

chimerasNumber

Number of reads flagged as being chimeras (can be aligned

only taking into account more than one

reference sequence) while considering the set of reads

to which the selected segments belong.
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10.3.4.7 Advanced statistics

This subclause specifies the syntax of the output structure used to convey the results returned by calls
to the GetAdvancedStatistics function.

struct
uint
uint
uint
uint
uint
uint
uint
uint
uint
uint
uint
uint
uint
uint
uint
uint
uint
uint
uint
uint
uint
uint
uint
uint
uint

exte

mapp
cove

ndedSegmentStatisticsT {
edBasesNumberDistribution[segmentLength[1l] + 1];
rage[endPos - startPos + 1];

weightedCoverage[endPos - startPos + 1];

erro
erro
subs
subs

rsNumberDistribution[errorsNumber[1] + 11];
rsPositionDistribution[segmentLength[1]];
titutionsNumberDistribution[substitutionsNumber[1l] + 11;
titutionsTransitionDistribution([5][5] [segmentLength[1]];

subsg|
inse
inse
inseg
del€
deld
deld
spli
spli
spli
alig
aliqg
bas¢
gcCo
maxQ
quall
quali
qual

titutionsPositionDistribution[segmentLength[1l]];
rtionsNumberDistribution[insertionsNumber[1] + 1];
rtionsLengthDistribution[insertionsLength[1] + 1];
rtionsPositionDistribution[segmentLength[1l]];
tionsNumberDistribution[deletionsNumber[1] + 1];
tionsLengthDistribution[deletionsLength[1l] + 1];
tionsPositionDistribution[segmentLength[1]];
cesNumberDistribution[3] [splicesNumber[1] + 1];
cesLengthDistribution[3] [splicesLength[1l] + 1]
cesPositionDistribution[3] [segmentLength[1]];
IhnmentScoreValueDistribution[alignmentScore[1l] + 1];
nmentScoreSegmentLengthDistribution[3] [segmentLength 13},
sPositionDistribution[5] [segmentLength[1l]];
ntentValueDistribution[101];

ualityScore;

ityScoreDistribution[maxQualityScore + 1];
ityScorePositionDistribution([3] [segmentLengh\N]];
ityScorePositionPercentilesDistribution[6k[segmentLength[1]];

’

Name

Sémantics

mappedBase]

NumberDistribution

Distribution of segments by their number of mapjped
bases. A base is considered mapped whenever it {s
exactly matched (no substitution or indel cover it) in
the first best alignment. The index ranges from zgro
(no bases mapped) to segmentLength[1] (all b3ases
mapped).

coverage

Array of endPos - startPos + 1 the coverage
(number of alignments without insertions or deld
tions covering each base) across the requested rgnge,
taking into account the first best alignment of the
selected segments.

weightedCoy

rerage

Array of endPos - startPos + 1 numbers con
taning the coverage (number of alignments withgut
insertions or deletions covering each base) acrosf the
requested range, taking into account all n alignments
of the selected segments having an alignment scqre

equal to the maximum one, and weighting each align-
ment by 1/n. Coverage rounded to the closest integer.

errorsNumberDistribution

Distribution of segments by their number of errors
(the sum of the number of substitutions, insertions,
and deletions) in their first best alignments. The index
ranges from zero (no error) to errorsNumber[1].

errorsPositionDistribution

Array of dimension segmentLength[1]. To position
n it corresponds the cumulative number of segments
for which an error occurs at position n in the first
best alignment.

substitutionsNumberDistribution

Distribution of segments by their number of
substitutions in their first best alignments.
The index ranges from zero (no substitution) to
substitutionsNumber[1].
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Name

Semantics

substitutionsTransitionDistribution

Array of dimension 5* 5 * 1ength[1]. Defining the
vector VasV={A,(C, G, N, T}, substitutionsTransi
tionDistribution[i] [j] [n] represents the cumu-
lative number of substitutions of the symbol V[i] with

symbol V[j] occurring at position n in the first best

alignments for all the segments.

substitutionsPositionDistribution

Array of dimension segmentLength[1]. To position
n it corresponds the cumulative number of segments

for which a substitution occurs at positio
first best alignment.

nnin the

insefptionsNumberDistribution

Distribution of segments by their numbge

tions in their first best alignments. The Tpdex ranges

from zero (no insertion) to insen®iensN

" of inser-

pmber [1].

insefptionsLengthDistribution

Distribution of segments by the cumulati
of insertion operations in theip first best
ments. The index ranges from zero (no in|
insertionsLength[}].

[ve length
align-
sertion) to

insefptionsPositionDistribution

Array of dimension segmentLength[1].
n it correspondsthe cumulative number
for which an jnsertion operation starts a
in the firstbest alignment.

o position
bf segments
position n

delefionsNumberDistribution

Distribution of segments by their numbe

in their'first best alignments. The index ranges from

zero,(no deletion) to deletionsNumber [

" of deletions

L.

delefionsLengthDistribution

Bistribution of segments by the cumulat;rze length
|

of deletion operations in their first best

ments. The index ranges from zero (no dgletion) to

deletionsLength[1].

ign-

delefionsPositionDistribution

Array of dimension segmentLength[1].
n it corresponds the cumulative number
for which a deletion operation starts at p
the first best alignment.

o position
bf segments
psition n in

splifesNumberDistribution

Distribution of segments by the physical

molecule originating the segment, and the number of

splices in their first best alignments. The
0 when the strand of the original RNA m

known, 1 when the strand is forward and 2 when the
strand is reverse. The second index ranggs from zero

(no splice) to splicesNumber[1].

strand of the

firstindex is
lecule is not

splifeslLengthiDistribution

Distribution of segments by the physical

molecule originating the segment, and thie cumu-

lative length of splice operations in their
alignments. The first index is 0 when the
the original RNA molecule is not known

strand of the

first best
strand of
1 when the

strand is forward and 2 when the strand

The second index ranges from zero (no splice) to

splicesLength[1].

is reverse.

splicesPositionDistribution

Array of dimension 3 * segmentLength[1]. The first
index is 0 when the strand of the original RNA mole-
cule is not known, 1 when the strand is forward and 2
when the strand is reverse. To a value n for the second
index it corresponds the cumulative number of seg-
ments for which a splice operation starts at position n
in the first best alignment.
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Name

Semantics

alignmentScoreValueDistribution

Distribution of segments by the value of the score of
their first best alignment. The index ranges from zero
to alignmentScore[1].

Only applicable if scores are coded as integer num-
bers as specified in ISO/IEC 23092-2:2019.

alignmentScoreSegmentLengthDistribution

Bi-dimensional array where the firstindex i ofalig
nmentScoreSegmentLengthDistribution[i] [J]
corresponds to minimum, maximum and average (in
this order) of the alignment score, taking into account

the first best :\]lanmnnf ofthe selected cncmnnfc

having segmentLength equal to 5. Average rounJied
to the closest integer.

Only applicable if scores are coded as integér nurph-
bers as specified in ISO/IEC 23092-2:2019.

basesPositjonDistribution

Bi-dimensional array. Defining thevector V as
V={ACGN,T}

basesPositionDistributien[i] [j] corresponds
to the cumulative numberof’ segments having nufleo-
tide V[i] at position j-

gcContent

Distribution of binhed fractional GC read content:
gc_content[i] cotints the number of segments having a
GC content >=i/100 and < (i+1)/100 (e.g. bin 10 cqunts
the reads having at least 10 %, and less than 11 %, GC
content).

maxQuality$core

Maximbm Phred quality score recorded among those
for alFthe nucleotides of the selected segments.

qualityScoteDistribution

Distribution of nucleotides by their Phred quality
Score across all the selected segments. The index
ranges from zero to maxQualityScore.

qualityScotePositionDistribution

Bi-dimensional array where the first index i of ghal
ityScorePositionDistribution [i][j] corre
sponds to minimum, maximum and average (in this
order) of the Phred quality scores for all the nuclgo-
tides at position j, calculated across all the selected
segments. Average rounded to the closest integei.

qualityScofePositionPercefitilesDistribution

Bi-dimensional array where the first index i of qual
ityScorePositionPercentilesDistribufio
n[i] [J] corresponds to the number of nucleotifles

having Phred quality scores in the ranges 0-10 %,
10-25 %, 25-50 %, 50-75 %, 75-90 %, 90-100 % ({n
this order; bottom interval range included and tqgp
interval range excluded except in the case of the Jast
bin) at position j of the segment, for all the selected

segments.

struct advancedSegmentStatisticsT ({
simpleSegmentStatisticsT

simpleStatistics([2];

extendedSegmentStatisticsT extendedStatistics([2];

}
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Name

Semantics

simpleStatistics

Array of two simpleSegmentStatisticsT structures
containing statistics on the segments as specified in
subclause 10.3.4.6. The first structure (index 0) contains
statistics for the segments having the first best alignment
on the forward strand of the reference, the second struc-
ture (index 1) contains statistics for the segments having
first best alignment on the reverse strand of the reference.

extendedStatistics

Array of two extendedSegmentStatisticsT structures
containing statistics on the segments as specified in this
clause. The first structure (index 0) contains statistics for

the segments having the first best alignment ¢n the for-
ward strand of the reference, the second strudture (index
1) contains statistics for the segments having [first best
alignment on the reverse strand of the rieferer|ce.

10.3.p6 Filters

10.3.5.1 General

This [subclause specifies data structures used to express criteria*to select MPEG-G r¢cords to be

retrigved.

10.3.5.2 Simple filter

This $ubclause specifies a data structure to apply siniplefiltering on MPEG-G records.

strugt simpleFilterT {
uinft numberOfGroups;

st {v) groupNames [numberOfGroups];

bodql classID[6];
st {v) sequenceName;

ulnlt startPos;
uingt endPos;
bodl singleEndsStrand[3];
bodl pairedEndsStrand[9];
boqdl includeClippedReads<{¥V7
bogdl includeMultipleAlignments;
bogdl includeOpticalDupldcates;
boqdl includeQuality€heckFailed;
bodl includeAuxRecords;
bodl includeReadNames;
bodl includeQualtityValues;
bodl mismat€hesIncludeNs;

}

Name Semantics

numbbxB£Croup

N

rofvaod gunosinc o0 ickh o rde gra o by Fv
OO CT OT T Cat T OapPSTOT winCr r cCoTUSarctooTT et ICv U, 0 means

all groups.

groupNames Array of read group names for which records are to be retrieved.

classID Array of Boolean specifying the class of records (as defined in ISO/
IEC 23092-2:2019, subclause 5.4) to be considered when applying the
filter. When classiD[1i] is setto true records having class_id i+1 shall
be selected.

sequenceName Name of the reference sequence to be considered when filtering. It
corresponds to sequence name specified in ISO/IEC 23092-1:2020,
Table 10.

startPos

Start position of the queried region. It shall be less than or equal to
endPos otherwise a G_INVALID_PARAMETER error is returned. Inclu-
sive.
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Name

Semantics

endPos

End position of the queried region. It shall be greater than or equal
to startPos otherwise a G_LINVALID_PARAMETER error is returned.
Inclusive.

singleEndsStrand

singleEndsStrand is an array of 3 Boolean flags specifying whether
single-end records being unmapped (position 0), having first best align-
ment to the forward strand (position 1), and having first best alignment
to the reverse strand (position 2) should be selected. More than one flag
can be set.

pairedEndsStrand

pairedEndsStrand is an array of 9 Boolean flags specifying wheth-
er paired-end records having first and second segment unmapped

(position 0), having first segment unmapped and first best alignmept
for the second segment on the forward strand (position 1), havingfiirst
segment unmapped and first best alignment for the second Segmen

on the reverse strand (position 2), having first best alignment for the
first segment on the forward strand and second segmentunmapped
(position 3), having first best alignment for the first.segment on thg
reverse strand and the second segment unmapped{position 4), haying
first best alignment for the first segment on the forward strand and first
best alignment for the second strand on the feriward strand (positi¢n 5),
having first best alignment for the first segment on the forward strand
and first best alignment for the second §tyand on the reverse stran
(position 6), having first best alignment for the first segment on th
reverse strand and first best alignment for the second strand on th
forward strand (position 7), having first best alignment for the firs
segment on the reverse strapd and first best alignment for the secopd
strand on the reverse straqd (position 8), should be selected. More fthan
one flag can be set.

includeClippedReads

Array of Boolean fields.used to select the alignments to be retrievedl
according to the folléwing criteria

bit 1 set: if set td, true, include in the result reads with soft-clipped hases
bit 2 set: if setto true, include in the resultreads with hard-clipped
bases

includeMulfipleAlignments

When set'to true, select records with multiple alignments (if the mpeg
record has more alignments it is considered to have more alignments).

includeOptlcalDuplicates

Wiien set to true, select records with the optical duplicate flag set ds
specified in ISO/IEC 23092-2:2019.

includeQualityCheckFailed

When set to true, select records with the quality check falied flag s¢t as
specified in ISO/IEC 23092-2:2019.

includeAuxRecords

When set to true, include coded auxiliary fields carried by the AU_ipfor-
mation_value array contained in the gen_info element AU_informatjon
defined in ISO/IEC 23092-1:2020, as described in Clause 8.

includeReadNam€s

When set to true, include read names if available.

includeQualit§¥alues

When set to true, include quality values if available.

mismatchesIncludeNs

Consider Ns as mismatches. When set to false class N records are con-
sidered equivalent to class P records.

10.3.5.3 Advanced filter

This subclause specifies selective access criteria for segments of coded reads.

struct segmentFilterT({
bool filterScopel[3];
uint mappedBasesRange[2];
float mappedFractionRange[2];
uint errorsRange[2];
float errorsFractionRange([2];
uint substitutionsRange[2];

float substitutionsFractionRange[2];
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uint insertionsRange[2];

float insertionsFractionRange[2];

uint insertionsLengthRange[2];

float insertionsLengthFractionRange[2];
uint deletionsRange[2];

float deletionsFractionRange([2];

uint deletionsLengthRange[2];

float deletionsLengthFractionRange[2];
uint splicesRange[2];

float splicesFractionRange([2];

uint splicesLengthRange[2];

int splicesDirectionAsEnd;

float alignmentScoreRange[2];

uint _gualitvScoreRange[2]:

ISO/IEC 23092-3:2022(E)

Name

Semantics

filtprScope

Array of Boolean fields used to select the segments to b
according to the following criteria:

bit 1 set: single-end read
bit 2 set: paired-end first read
bit 3 set: paired-end second read

b retrieved

mappgdBasesRange

mappedBasesRange [0] isthe.minimum number of ma
the first best alignment for the segment in order for the
be selected (inclusive).

mappedBasesRangg [ 1 is the maximum number of magped bases in
the first best aligninent for the segment in order for a sggment to be

selected (inclusive).

bped bases in
segment to

mapppdFractionRange

mappedFractionRange [0] isthe minimum fraction: mapped bases
in the firstbest alignment for the segment divided by tHe number of

bases.in'the segment in order for the segment to be sele
sive).

ni@ppedFractionRange [1] is the maximum fraction: mfapped bases
in the first best alignment for the segment divided by tHe number of

bases in the segment in order for the segment to be sele
sive).

cted (inclu-

cted (inclu-

errofsRange

errorsRange[0] is the minimum number of errors (su

tutions, insertions and deletions) in the first best alignment for the
segment in order for the segment to be selected (inclusiyve).

errorsRange[1] isthe maximum number of errors (s

tutions, insertions and deletions) in the first best alignment for the

segment in order for the segment to be selected (inclusi

of substi-

m of substi-

fe).

errofsFractfonRange

errorsFractionRange [0] is the minimum fraction of

of substitutions, insertions and deletions) in the first bgst alignment

for the segment in order for the segment to be selected

errorsFractionRange[1] isthe maximum fraction o

brrors (sum

inclusive).

errors (sum

of substitutions, insertions and deletions) in the first best alignment
for the segment in order for the segment to be selected (inclusive).

substitutionsRange

substitutionsRange[0] isthe minimum number of's
in the first best alignment for the segment in order for t
to be selected (inclusive).

substitutionsRange[1] isthe maximum number of substitutions

in the first best alignment for the segment in order for t
to be selected (included).

ubstitutions
he segment

he segment
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Name

Semantics

substitutionsFractionRange

substitutionsFractionRange[0] isthe minimum fraction of
substitutions in the first best alignment for the segment in order for
the segment to be selected (inclusive).

substitutionsFractionRange[1] isthe maximum fraction of
substitutions in the first best alignment for the segment in order for
the segment to be selected (inclusive).

insertionsRange

insertionsRange[0] isthe minimum number of insertions in the
first best alignment for the segment in order for the segment to be
selected (inclusive).

insertionsRange[1] 1S the maximum number of insertions.jny the
first best alignment for the segment in order for the segment te|be
selected (inclusive).

insertions¥ractionRange

insertionsFractionRange[0] isthe minimum fraction of in-
sertions in the first best alignment for the segmentin order for the
segment to be selected (inclusive).

insertionsFractionRange[1] isthe maximum fraction of inf
sertions in the first best alignment for the'segment in order for the
segment to be selected (inclusive).

insertionslengthRange

insertionsLengthRange[0] isthé€minimum length of insertions
in the first best alignment for the(segment in order for the segnjent
to be selected (inclusive).

insertionsLengthRange{2] is the maximum length of insertjons
in the first best alignment for the segment in order for the segnjent
to be selected (inclusive).

insertionslengthFractionRange

insertionsLengthBractionRange [0] isthe minimum fractipn of
insertion lengthrin the first best alignment for the segment in order
for the segmentto be selected (inclusive).

insertionSLengthFractionRange[1] isthe maximum fractipn of
insertiondength in the first best alignment for the segment in ofder
for the segment to be selected (inclusive).

deletionsRgnge

déletionsRange [0] isthe minimum number of insertions in the
first best alignment for the segment in order for the segment to[be
selected (inclusive).

deletionsRange[1] isthe maximum number of insertions in the
first best alignment for the segment in order for the segment to[be
selected (inclusive).

deletionsFtractionRange

deletionsFractionRange[0] isthe minimum fraction of insgr-
tions in the first best alignment for the segment in order for the
segment to be selected (inclusive).

deletionsFractionRange[1] isthe maximum fraction of ins¢r-
tions in the first best alignment for the segment in order for the

segment to be selected (Inclusivey.

deletionsLengthRange

deletionsLengthRange[0] isthe minimum length of insertions in
the first best alignment for the segment in order for the segment to
be selected (inclusive).

deletionsLengthRange[1] isthe maximum length of insertionsin
the first best alignment for the segment in order for the segment to
be selected (inclusive).

deletionsLengthFractionRange

deletionsLengthFractionRange[0] isthe minimum fraction of
insertion length in the first best alignment for the segment in order
for the segment to be selected (inclusive).

deletionsLengthFractionRange[1] isthe maximum fraction of
insertion length in the first best alignment for the segment in order
for the segment to be selected (inclusive).
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Name

Semantics

splicesRange

splicesRange[0] isthe minimum number of splices in the first
best alignment for the segment in order for the segment to be select-

ed (inclusive).

splicesRange[1] isthe maximum number of splices in the first
best alignment for the segment in order for the segment to be select-

ed (inclusive).

splicesFractionRange

splicesFractionRange[0] isthe minimum fraction of splices in

the first best alignment for the segment in order for the
be selected (inclusive).

segment to

splicesFractionRange[1] 1S the maximum fraction
the first best alignment for the segment in order forthe
be selected (inclusive).

f splices in
segment to

splifesLengthRange

splicesLengthRange[0] isthe minimum lefigth of sp
first best alignment for the segment in ordér for the seg|
selected (inclusive).

splicesLengthRange[1] isthe maximum length of sp
first best alignment for the segmefit in order for the seg|
selected (inclusive).

icesin the
ment to be

lices in the
ment to be

splifesDirectionAsEnd

If set to n, only select recordsfor which the physical str
original RNA molecule is the same as, or opposite to, the
which segment n is aligned (first best alignment consid
of n is positive, strand.is the same; if sign of n is negativ
opposite. For instarice, a value of -2 would only consider
which the firstbest alignment for the second segment i
posite strandito'the strand the RNA molecule originallyj]

hnd of the

b strand to
bred). If sign
b, strand is
records for
on the op-
comes from.

alighmentScoreRange

alignmentSctoreRange [0] isthe minimum score of th
alignmenit for the segment in order for the segment to b
(incldsive).

aPignmentScoreRange [1] isthe maximum score of th
alignment for the segment in order for the segment to b
(inclusive).

e first best
e selected

e first best
e selected

qualftyScoreRange

qualityScoreRange[0] isthe minimum Phred base q
for a segment to be selected.

qualityScoreRange[1] isthe maximum Phred base g
for a segment to be selected.

nality score

uality score

strugt advancedFildLerT {
sifpleFilterTfilter;
uint segmentFiltersCount;

seqmentFilterT segmentFilters|[segmentFiltersCount];

Name Semantics

Filter

A filter specified as in subclause 10.3.5.2.

segmentFiltersCount Number of filters to be applied at a segment level.

segmentFilters Array of segmentFilterT structures as specified in this clause.

10.3.6 Genomic information

10.3.6.1 General

This subclause specifies API function calls returning genomic information as collections of MPEG-G
records.
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10.3.6.2 GetHierarchy

Signature
returnCodeT GetHierarchy (
[out] outHierarchyT outputHierarchy
)7
Description

This function returns an array of outHierarchyT structures that describes the content of a file or
bitstream compliant with ISO/IEC 23092 series.

Parameters

Name Description

outputHiergrchy the outHierarchyT structure describing all the dataset groups-contained in
the file or bitstream.

Authorizatipn

The getHierarchy call returns only information for which the caller has allnecessary keys to decrypt
the informatjion.

Return valyes

A call to thiks operation shall return one of these error codes: G_SUCCESS, G_NOT_AUTHORIZED, G
INVALID_BITSTREAM.

10.3.6.3 GetDataBySimpleFilter

Signature

returnCodeT] GetDataBySimpleFilter (
[in] uint datasetGrouplD,
[in] uint] datasetID,
[in] simpleFilterT filter,
[out] outRecordsT outputRecords

)i

Description

This functioph returns@h-outRecordsT structure containing records belonging to the dataset identified
by datasetl} belonging to the dataset group identified by datasetGroupID and satisfying the filgering
criteria expfessed by filter. The formalism used for the output parameter specifies that an array of
genomic recprds’shall be returned but it does not specify the actual mechanism to return such p rray
of records. ' i i
implementation, for instance all records can be returned together at the same time or they can be
returned in multiple chunks received at different times. Both stateful and stateless implementations
are supported according to the different type of output mechanism implemented.

Authorization

The action request is tested against the privacy rules defined for the dataset group, and then against
the privacy rules defined for the dataset (adding the parameter with the result of the first test as
defined in 7.3). If the result of testing the request against the dataset’s privacy rules is not permitted,
then the call is not authorized. In order to test this action, two new attributes are added to the request:
urn:mpeg:mpeg-g:protection:start and urn:mpeg:mpeg-g:protection:end, of type integer and equal
to the values of the fields in the filter. No attribute is added to the request for any other member of the
filter structure, except if said so through another channel.
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Only data from Access Units for which the access is granted may be returned. In order to know if the
access unit is granted, for each access unit the same request as for the dataset is tested against the
dataset rules, but changing the attributes: urn:mpeg:mpeg-g:protection:start and urn:mpeg:mpeg-
g:protection:end to be equal to the start and end of the access unit. A new attribute is added,
urn:mpeg:mpeg-g:protection:class , with type integer and value equal to the access unit type. The
access to an unmapped access unit is not granted for this call.

Parameters

Name Description

datasetGrouplD Identifier of the dataset group to be considered for the selective access as specified
I I50/1EC 23092-1:2020. The valid range 1s |0, 2° - 1]. Out of range zajues return
an error.

datapetID Identifier of the dataset to be considered for the selective access as spgcified in
ISO/IEC 23092-1:2020. The valid range is [0, 216 - 1]. Out of range valules return an
error.

filtpr Structure expressing the filtering criteria as specifiedin-subclause 10{3.5

outphtRecords Data structure containing the records matching the|filtering criteria.

Retufn values

A cal| to this operation shall return one of these return codeszG“SUCCESS, G_END_OF_DATA, G_NOT_
AUTHORIZED, G_VERIFICATION_FAILED, G_DECRYPTION(FAILED, G_DATASETGROUP/NOTFOUND,
G_DATASET_NOTFOUND, G_REFERENCE_NOTFOUND, (G_SEQUENCE_NOTFOUND, [G_INVALID_
REFHRENCE, G_INVALID_BITSTREAM.

10.3.6.4 GetDataByAdvancedFilter

Signgture

retujynCodeT GetDataByAdvancedFilter ¢
[i}] uint datasetGrouplD,
[i}] uint datasetID,
[i]] advancedFilterT filter,
[oyt] outRecordsT outputRecgxds
);

Description

This function returns‘an outRecordsT structure containing records belonging to the dataget identified
by dataset1D belonging to the dataset group identified by datasetGroupTd and satisfying|the filtering
critegia expressedby filter. The formalism used for the output parameter specifies that an array of
genomic records shall be returned, but it does not specify the actual mechanism to returp such array
of refords~The return mechanism can be implemented in different ways according to|the specific
implgmentation, for instance all records can be returned together at the same time or|they can be
returjned/in multiple chunks received at different times. Both stateful and stateless implementations
are supported according to the different type of output mechanism implemented.

Authorization

The action request is tested against the privacy rules defined for the dataset group, and then against
the privacy rules defined for the dataset (adding the parameter with the result of the first test as
defined in 7.3). If the result of testing the request against the dataset’s privacy rules is not permitted,
then the call is not authorized. In order to test this action, two new attributes are added to the request:
urn:mpeg:mpeg-g:protection:start and urn:mpeg:mpeg—g:protection:end, of type integer and equal
to the values of the fields in the filter. No attribute is added to the request for any other member of the
filter structure, except if said so through another channel.

Only data from Access Units for which the access is granted may be returned. In order to know if the
access unit is granted, for each access unit the same request as for the dataset is tested against the rules,
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but chaning the attributes urn:mpeg:mpeg-g:protection:start and urn:mpeg:mpeg-g:protection:end
to be equal to the start and end of the access unit. A new attribute is added, urn:mpeg:mpeg-
g:protection:class, with type integer and value equal to the access unit type. The access to an
unmapped access unit is not granted for this call.

Parameters

Name Description

datasetGroupID Identifier of the dataset group to be considered for the selective access as specified
in ISO/IEC 23092-1:2020. The valid range is [0, 28 - 1]. Out of range values return

an error.

datasetID Identifier of the dataset to be considered for the selective access as specified i
ISO/IEC 23092-1:2020. The valid range is [0, 216 - 1]. Out of range values retu

error.

nan

filter Structure expressing the filtering criteria as specified in subclause 16.3.5

ds

outputReco] Data structure containing the records matching the filtering criteria.

Return valyes

A call to thiis operation shall return one of these error codes: G_SUCGESS, G_NOT_AUTHOR
G_VERIFICATION_FAILED, G_DECRYPTION_FAILED, G_DATASETGROUP.NOTFOUND, G_DAT/
NOTFOUND,| G_REFERENCE_NOTFOUND, G_SEQUENCE_NOTFOUNDB,.-G_INVALID_REFERENCE,
INVALID_BITSTREAM.

[ZED,
ASET_
G_

10.3.6.5 GetDataBySignature

Signature

returnCodeT]

[in] uing
] uing
1 st (v
out] ouf

in
in

[
[
[
)i
Description

On successfu
belonging to
with the str
genomic rec
of records.
implementat

GetDataBySignature
datasetGrouplD,
datasetID,

) signature,
RecordsT outputRecords

(

| return, outputRecords contains MPEG-G records from the dataset identified by data
the dataset groupsidentified by datasetGroupID and belonging to access units assoq
ing signature..~The formalism used for the output parameter specifies that an art
brds shall be retdrned, but it does not specify the actual mechanism to return such
[he return,mechanism can be implemented in different ways according to the sp
ion, for/nstance all records can be returned together at the same time or they c

etID
iated
ay of
array
ecific
hn be

returned in tions

are supporte

multiple chunks received at different times. Both stateful and stateless implementd
d according to the different type of output mechanism implemented.

Authorization

The action request is tested against the privacy rules defined for the dataset group, and then against
the privacy rules defined for the dataset (adding the parameter with the result of the first test as
defined in 7.3). If the result of testing the request against the dataset’s privacy rules is not permitted,
then the call is not authorized. In order to test this action, one new attributes is added to the request:
urn:mpeg:mpeg-g:protection:signature, of type string and equal to the values of the fields in the
filter. No attribute is added to the request for any other member of the filter structure, except if said so
through another channel.

Only data from Access Units for which the access is granted may be returned. In order to know if the
access unit is granted, for each access unit the same request as for the dataset is tested against the
rules, but changing the attribute urn:mpeg:mpeg-g:protection:signature to be equal to the one of the
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signature of the Access Unit. The access is granted if for all signatures the request yields a permit. The

access to an aligned access unit is not granted for this call.

Parameters

Name Description

datasetGroupID Identifier of the dataset group to be considered for the selective access as specified in
ISO/IEC 23092-1:2020. The valid range is [0, 28 - 1]. Out of range values return an error.

datasetID Identifier of the dataset to be considered for the selective access as specified in ISO/
IEC 23092-1:2020. The valid range is [0, 216 - 1]. Out of range values return an error.

signature Signature identifying access units of Class U as specified in ISO/IEC 23092-1:2020.

outpptRecords Data structure containing the records belonging to the access units assodiated with the
specified signature.

Retufn values

A call to this operation shall return one of these return codes: G_SUCCESS, G_NOT_AUTHORIZED,

G_VERIFICATION_FAILED, G_DECRYPTION_FAILED, G_DATASETGROUPNOTFOUND,
NOTHOUND, G_INVALID_BITSTREAM.

10.3.6.6 GetDataByLabel

Signgture

retuinCodeT GetDataByLabel (

[i}] uint datasetGrouplD,

[ig] st (v) labellID,

[oyt] outRecordsT outputRecords](]
) ;

Description

G_DATASET_

On syccessful return, outputRecords coifains outRecordsT structures from the dataset group identified
by daltasetGroupIDd and belonging tothe genomic regions listed in the label identified by 1abe11p. The

formalism used for the output parameter specifies that an array of genomic records shall

be returned,

but it does not specify the actualmechanism to return such array of records. The returr] mechanism
can be implemented in different ways according to the specific implementation, for instande all records
can he returned together at the same time or they can be returned in multiple chunkg received at

diffeffent times. Both stateful and stateless implementations are supported according to
type pf output mechanism implemented.

Authprization

the different

For efich region’ defined in the label, the authorization of GetDataBySimpleFilter is tested, ysing as start

and gnd,the'start and end of the region. If for none of the regions the result is permitted, t

hen the right

to exgcute this action is not granted. If for at least one of the regions it was granted, ther] the right to

execute thisactiom s gramnted: Omty those results forwiich the GetDataBy SimpieFitterwo
granted can be included in the output.

1d have been

Parameters

Name Description

datasetGroupID Identifier of the dataset group the label belongs to as specified in ISO/IEC 23092-
1:2020.

labellID Name of the label as specified in ISO/IEC 23092-1:2020.

outputRecords Data structure containing the records belong to the labellD in all datasets of the
dataset group identified by datasteGrouplD.

Return values
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A call to this operation shall return one of these return codes: G_SUCCESS, G_LNOT_AUTHORIZED,
G_VERIFICATION_FAILED, G_DECRYPTION_FAILED, G_DATASETGROUP_NOTFOUND, G_LABEL_
NOTFOUND, G_REFERENCE_NOTFOUND, G_SEQUENCE_NOTFOUND, G_INVALID_REFERENCE, G_
INVALID_BITSTREAM.

10.3.7 Metadata

10.3.7.1 GetMetadataFields

Signature
returnCodeT]l GetMetadataFields (
[in] uint datasetGrouplD,
[in] uinY datasetID,
[out] st (v) outputMetadatal]
)i
Description
On success the array outputMetadata contains the names of all the metadata.fields set in the dgtaset
identified byl dataset1D.
The function only retrieves those metadata fields names for which thecaller is authorized to g¢t the
content.
Parameters
Name Description
datasetGroyplID Identifier of the dataset group to be considered for the selective access as specified
in ISO/IEC 23092-1:2020. The maximum value is 28 - 1.
datasetID Identifier of the dataset to be*Considered for the selective access as specified in[[SO/
IEC 23092-1:2020. The maximum value is 216 - 1.
outputMetadlata An array of metadata field names.

Return valyes

A call to th
G_VERIFICA
NOTFOUND,

s operation shall retufn,'one of these return codes: G_SUCCESS, G_NOT_AUTHOR|
[ION_FAILED, G_DECRYPTION_FAILED, G_DATASETGROUP_NOTFOUND, G_DATA
G_INVALID_BITSTREAM.

[ZED,
A\SET_

10.3.7.2 GetMetadataContent

Signature

GetMetadataContent
datasetGrouplD,
r‘?;ﬁ':qafTﬁ'
fieldName,
outputMetadatal]

returnCodeT]

[in] uing
in] uin
1 st(v)
out] st (v)

(

in
in

[
[
[
)i
Description

This function returns a string equal to the content of the metadata field referenced by fieldname, from
the XML document stored in the dataset metadata box (as defined in ISO/IEC 23092-1:2020) of the
dataset identified by dataset1D in the dataset group identified by datasetGroupip. When fieldName is
empty, all the metadata is returned. Output metadata is retrieved according to the metadata inheritance
rules as specified in subclause 6.4.

Parameters
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Name Description

datasetGroupID Identifier of the dataset group to be considered for the selective access as specified in
ISO/IEC 23092-1:2020. The maximum value is 28 - 1.

datasetID Identifier of the dataset to be considered for the selective access as specified in ISO/
IEC 23092-1:2020. The maximum value is 28 - 1.

fieldName XPath reference to the metadata field from which the value is to be retrieved. XPath
shall return a single node. The type is defined in subclause 10.3.3.

outputMetadata Alist of strings populated with the content of the metadata field.

Return values

A cal| to this operation shall return one of these return codes: G_SUCCESS, G_NOT_AUTHORIZED, G_
VERIFICATION_FAILED, G_DECRYPTION_FAILED, G_DATASETGROUP_NOTFOUND\ 'G_METADATA_
FIELID_NOTFOUND, G_INVALID_METADATA, G_INVALID_BITSTREAM.

10.3.8 Protection

10.3.8.1 GetDatasetGroupProtection

Signgture

retuinCodeT GetDatasetGroupProtection (
[i] uint datasetGrouplD,
[oyt] st (v) outputProtection

);

Description

This function returns a string equal to the XML document whose coded representation| is stored in
the dataset group protection box (dgpr asspecified in Table 18) associated with the dataset group
identffied by datasetGroupIb.

Parameters

Name Description

datapetGroupID Idertifier of the dataset group to be considered for the selective access as specified
in 1SO/IEC 23092-1:2020. The maximum value is 28 - 1.

outpptProtection Null terminated byte array containing the XML document whose coded|representa-
tion is stored in the dataset group protection box (dgpr) of the dataset group identi-
fied by datasetGroupID, encoded in UTF-8.

Retufn values

A call to(this operation shall return one of these error codes: G_SUCCESS, G_NOT_AUTHORIZED,
G_VERIEICATION_FAILED, G_DECRYPTION_FAILED, G_DATASETGROUP_NOTFOUND, |G_INVALID_
METADATA, G INVALID BITSTREAM:

10.3.8.2 GetDatasetProtection

Signature

returnCodeT GetDatasetProtection (
[in] uint datasetGrouplD,
[in] uint datasetID,
[out] st(v) outputProtection

);

Description
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This function returns a string equal to the XML document whose coded representation is stored in
the dataset protection box (dtpr as specified in Table 18) associated with the dataset identified by
datasetID in the dataset group identified by datasetGroupIp.

Parameters

Name Description

datasetGroupID Identifier of the dataset group associated with the dataset associated with the re-
turned protection metadata. The maximum value is 28 - 1.

datasetID Identifier of the dataset associated with the returned protection metadata. The
maximum value is 216 - 1,

outputProtg¢ction Null terminated byte array containing the XML document whose coded representa-
tion is stored in the dataset protection box (dtpr) of the dataset identified-by
datasetID, encoded in UTF-8.

Return valy

A call to thi
VERIFICATI
G_DATASET]

10.3.8.3 GetDatasetRegionProtection

Signature
returnCodeT]
[in] uint]
[in] uing
[in] st (V]
[in] uint
[in] uint]
[out] out
)i
Description

This functio

es

s operation shall return one of these error codes: G_SUCCESS, G_NOTF AUTHORIZE
DN_FAILED, G_DECRYPTION_FAILED, G_FILE_NOTFOUND, G_DATASETGROUP_NOTFQ
NOTFOUND, G_INVALID_BITSTREAM.

GetDatasetRegionProtection
datasetGroup ID,
datasetID,

sequenceName,
startPos,
endPos,
RegionProtectionT outputProtectioenl]

(

)

h returns an array of outR&gionProtectionT. Each element of the array defines a r

D, G
UND,

egion

intersecting|with the boundaries given as input (delimited by startpos and endros on the refefence

sequence idpntified by sequenceName in the dataset identified by datasetID in the dataset group

identified by datasetGroupIp)~and a list of all keyNames which can be used to decrypt any acces$ unit

intersectingwith the defined region.

Parameterg GetDatasetRegionProtection

Name Description

datasetGroypID Identifier of the dataset group associated with the dataset associated with the 1fe-
turned protection metadata. The maximum value is 28 - 1

datasetID Identifier of the dataset associated with the returned protection metadata. The
maximum value is 216 - 1,

sequenceName Name of the reference sequence that shall be queried. It corresponds to sequence
name specified in ISO/IEC 23092-1:2020, Table 10.

startPos Start position of the queried region. It shall be greater than or equal to startPos
otherwise a G_INVALID_PARAMETER error is returned.

endPos End position of the queried region. It shall be less than or equal to endPos other-
wise a G_INVALID_PARAMETER error is returned.

outputProtection An array such that for every encrypted access unit belonging to the range given as
input, the list of key allowing its decryption is returned. If no encrypted access unit
is present in the range, an empty vector is returned.

Return values
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A call to this operation shall return one of these error codes: G_SUCCESS, G_NOT_AUTHORIZED,
G_VERIFICATION_FAILED, G_DECRYPTION_FAILED, G_DATASETGROUP_NOTFOUND, G_DATASET_
NOTFOUND, G_SEQUENCE_NOTFOUND, G_INVALID_PARAMETER, G_INVALID_BITSTREAM.

10.3.9 Reference

10.3.9.1 GetDatasetReference

Signature

returnCodeT GetDatasetReference (

[iI ] ULlllt daltdselGroupll,
[i] uint datasetID,
[if] bool includeSequences,
[oyt] outReferenceT outputReference
)i
Description
This function returns an outReferenceT structure containing a genomic péference in the[form of Raw
Reference (as defined in ISO/IEC 23092-2:2019) associated with the'dataset identified By datasetID
and Helonging to the dataset group identified by datasetGroup1p. Thé6utputrReference is populated as
specified in the syntax table below.
Parameters
Name Description
datapetGrouplD Identifier of the dataset group centaining the dataset associated with the returned
genomic reference. The maxisnum value is 28 - 1.
datapetID Identifier of the dataset@ssociated with the returned genomic referencg¢. The maxi-
mum value is 216 - 1.
inclpdeSequences Flag signalling if the sequences have to be included in the returned output as speci-
fied in the syntax table below.
outpptReference outRefereneeT structure containing the returned genomic reference as specified
in subclduse 10.3.4.4.
Syntax Type
outReferenceT {
seqCount uint
for (seqld=0; seqld<seq_count; seqld++) {
sequenceName st(v)
seqStart uint
seqEnd uint
if(includeSequences){
for (i=0; i<=seq_end - seq_start; i++)
{
refSequence([seqld][i] char
}
}
}
}
Return values
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A call to this operation shall return one of these error codes: G_SUCCESS, G_NOT_AUTHORIZED, G_
VERIFICATION_FAILED, G_DECRYPTION_FAILED, G_FILE_NOTFOUND, G_DATASETGROUP_NOTFOUND,

G_DATASET_

10.3.10Stati

10.3.10.1

Signature

returnCodeT GetSimpleStatistics

NOTFOUND, G_INVALID BITSTREAM.
istics

GetSimpleStatistics

(

[in]
[in]
[in]
[in]
[in]
[

[
[out]

)

Description

Taking into

identified by
group ident

maxSegments|
simpleSegme
records. The

Authorizati

The action r¢
privacy rule
7.3). If the re
is not author

Only data fy

the rules, b
g:protectid
access uniti

uint
uintg
st (V]
uint]
uint]
out] uin
out] uin|
sin

ddldselGrouply,
datasetID,
sequenceName,
startPos,
endPos,
t maxSegments,
t mappedStrandPairDistribution([9];
pleSegmentStatisticsT outputStatistics](]

)

account the genomic range specified by startPos and endke’s on the reference seq
r sequenceName in the the dataset identified by datasettp and belonging to the da
ified by datasetGroupID, this function returns: th€)'maximum number of segr
for all reads present in the selected records; an arfay of maxsegments structures of
htStatisticsT containing statistics associated)with the reads present in the sel
i-th element of output statistics contains statistics for the i-th segment of all reads.

on

pquest is tested against the privacy rules defined for the dataset group, and then again
5 defined for the dataset (adding théjparameter with the result of the first test as defir
sult of testing the request againstthe dataset’s privacy rules is not permitted, then th
ized.

ut chaning the attributes urn:mpeg:mpeg-g:protection:startPos and urn:mpeg:
h:endPos to be equal to the start and end of the access unit. The access to an unme
5 not granted for this call.

lence
taset
nents
type
ected

st the
1ed in
e call

om Access Units for which the access is granted may be returned. In order to know if
the access uhit is granted, for each“access unit the same request as for the dataset is tested ag

ainst
npeg-
pped

Parameters

Name Description

datasetGrowptd Identifier of the dataset group contalmng the dataset assoc1ated with
the Teturmed genomic Teference: T e TmaximumnT vatue 15 28 =t

datasetID Identifier of the dataset associated with the returned genomic refer-
ence. The maximum value is 216 - 1.

sequenceName Name of the reference sequence that shall be queried. It corresponds to
sequence_name specified in ISO/IEC 23092-1:2020, Table 10.

startPos Start position of the queried region. It shall be less than or equal to
endPos otherwise a G_LINVALID_PARAMETER error is returned.

endPos End position of the queried region. It shall be greater than or equal to
startPos otherwise a G_INVALID_PARAMETER error is returned.

maxSegments Maximum number of segments for all reads present in the selected
records
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Name

Description

mappedStrandPairDistribution

Distribution of paired-end reads according to the followin
tion:

Position 0: reads having first and second segments unmapped

Position 1: reads having first segment unmapped and first best align-

ment for the second segment on the forward strand

Position 2: reads having first segment unmapped and first best align-

ment for the second segment on the reverse strand

Position 3: reads having first best alignment for the first s

g classifica-

egment on

o £ Aok < P < s 2|
CITCToOT vWwar - Straima almu STTUTTU STETITCITC UITTITap p et

Position 4: reads having first best alignment for the first's
the reverse strand and the second segment unmapped

Position 5: reads having first best alignment for thé first s
the forward strand and first best alignmentfor,the secong
the forward strand

Position 6: reads having first best alignmeént for the first s
the forward strand and first best alignment for the second
the reverse strand

Position 7: reads having first.best alignment for the first s
the reverse strand and firstbest alignment for the second
the forward strand

Position 8: reads hawing first best alignment for the first s
the reverse strandyand first best alignment for the second
the reverse strand*when considering the set of paired-end
which the selected segments belong.

egment on

egment on
strand on

egment on
strand on

bgment on
strand on

egment on
strand on
reads to

outpptStatistics

Array of m&%Segments simple segment statistics t§
containing the returned statistics as specified in subclaus

tructures
e 10.3.4.6.

Elemént 0 in the array contains statistics for the first segn
reads, and so on.

hent of all

Retufn values

A call to this operation shall-return one of these error codes: G_SUCCESS, G_NOT_AUTI
VERIFICATION_FAILED, G_DEERYPTION_FAILED, G_FILE_NOTFOUND, G_DATASETGROUP|
G_DATASET_NOTFOUND, G_INVALID_BITSTREAM.

10.3.10.2 GetAdvancedStatistics

Signature

retugnCode™ GetAdvancedStatistics (

uirt datasetGrouplID,
wint datasetID,

1ORIZED, G_
NOTFOUND,

st (v) sequenceName,
uint startPos,

in] uint endPos,

out] uint maxSegments,

[out] uint mappedStrandPairDistribution([9];
[out] advancedSegmentStatisticsT outputStatistics](]

)

Description

Taking into account the genomic range specified by startpPos and endPos on the reference sequence
identified by sequenceName in the the dataset identified by dataset1p and belonging to the dataset
group identified by datasetGroupip, this function returns: The maximum number of segments
maxSegments for all reads present in the selected records; an array of maxsegments structures of type

© ISO/IEC 2022 - All rights reserved

63


https://iecnorm.com/api/?name=21bf96aca205257951e0a1c3616c6bcb

ISO/IEC 23092-3:2022(E)

advancedSegmentStatisticsT containing statistics associated with the reads present in the selected
records. The i-th element of output statistics contains statistics for the i-th segment of all reads.

Authorization

The action request is tested against the privacy rules defined for the dataset group, and then against the
privacy rules defined for the dataset (adding the parameter with the result of the first test as defined in
7.3). If the result of testing the request against the dataset’s privacy rules is not permitted, then the call

is not author

ized.

Only data from Access Units for which the access is granted may be returned. In order to know if the

access unit i

dataset rule
g:protectid
access uniti

s granted, for each access unit the same request as for the dataset is tested against the
5, but changing the attributes urn:mpeg:mpeg-g:protection:startPos and urn:mpeg):
h:endPos to be equal to the start and end of the access unit. The access to an unniz
5 not granted for this call.

peg-
pped

Parameterq GetStatistics

Name Description

datasetGroyplID Identifier of the dataset group containing the dataset associated with
the returned genomic reference. The maxihum value is 28 - 1.

datasetID Identifier of the dataset associated with)the returned genomic reffr-
ence. The maximum value is 216 - 1,

sequenceNaifie Name of the reference sequencethat shall be queried.

startPos Start position of the queried-région. It shall be greater than or equal to
startPos otherwise a GANVALID_PARAMETER error is returned,.

endPos End position of the quéried region. It shall be less than or equal to
endPos otherwise a‘GZINVALID_PARAMETER error is returned.

maxSegment Maximum number.of segments for all reads present in the selectefl
records

mappedStrapdPairDistribution Same definition as in subclause 10.3.10.1.

outputStatistics advangedSegmentStatisticsT structure containing the returngd
statistics as specified in subclause 0.

Return valy

A call to thi
VERIFICATI
G_DATASET]

es

s operation shall zeturn one of these error codes: G_SUCCESS, G_ZNOT_AUTHORIZE
DN_FAILED, G_DECRYPTION_FAILED, G_FILE_NOTFOUND, G_DATASETGROUP_NOTF(
NOTFOUND, GAINVALID_BITSTREAM.
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Annex A
(normative)

XML schemas corresponding to metadata information and
protection elements

The following schema are available at https://standardsiso.org/iso-iec/23092/-3/ed-2 /en

— Dataset group metadata dgmd XML schema

— Dataset metadata dtmd XML schema

— Dataset group protection gen _info XML schema

— [Dataset protection gen_info XML schema

— Access unit protection gen_info XML schema

— Descriptor stream protection gen_info XML schema

— Dataset group reference metadata XML schema
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B.1 General

Annex B

(informative)

XML schemas and XML-based data

This annex d
also includes

B.2 EGA:s

This schema

ample extension XML schema

is available at https://standards.iso.org/iso-iec/23092/-3/ed-2/en.

escribes XML Schemas corresponding to metadata information profiles and extensigns. It
examples of privacy rules and authorization requests.

B.3 EGA experiment extension XML schema

This schema

B.4 Genomic data commons extension XML schema

This schema

B.5 Labe

This schema

B.6 Sequ

This schema

is available at https://standards.iso.org/iso-iec/23092/-3/€d-2 /en.

is available at https://standards.iso.org/isa-iec/23092/-3/ed-2/en.

s obfuscation XML schema

is available at https://standards.iso.org/iso-iec/23092/-3/ed-2/en.

bnces obfuscation XMI’schema

is available at https«//standards.iso.org/iso-iec/23092/-3/ed-2/en.

B.7 Privacy rules and-authorization requests

This annex d
requests.

The privacy

escribeg-aXACML policy including several privacy rules and several XACML authorization

pelicy described provides different rules for giving access to different roles. The [rules

meaning is s

The first rule allows the role researcher to perform any action.

: ] 4
IIIdI IZCU TITX L.

The second rule allows the role practitioner to execute the operation GetDataDataset under the
following conditions together (intended to protect regions helping to identify Alzheimer's disease

predisposition):
— During 2018 (before 2019-01-01).
— No presence of multiple alignments (this attribute should be false).

— Score equal to or better than 0.5.

— Threshold mismatch less than or equal to 5.
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— For Class Type equal to 3.

— For aread count of 5000.

— For reference sequence equal to 4, considering range between 40810027 and 41216714, both
included, or reference sequence equal to 6, considering range between 26087281 and 26098343,

b

oth included.

— Under an emergency situation.

The last rule denies any other combination of role and/or action.

ple of valid

More ’ . . . : . .
authqrization request for role researcher. The second one provides an example of valid :I:nhorization
requést for role practicioner. The third one provides an example of authorization request for role lab
techrfician, which is not authorized according to the rules defined in the privacy peliey.
Policy including different rules for different roles:
<?xmfl version="1.0" encoding="UTF-8"7?>
<Poljicy xmlns="urn:oasis:names:tc:xacml:3.0:core:schema:wd-L7%
kmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
ksi:schemalLocation="urn:oasis:names:tc:xacml:3.0:coresschema:wd-17
http://docs.oasis-open.org/xacml/3.0/xacml-core-v3-schema-wd-17.xsd"
PolicyId="urn:isdcm:policyid:1"
RuleCombiningAlgId="urn:oasis:names:tc:xacmi:1t0:rule-combining-algorithm: flirst-
applficable"
Version="1.0">
Description> Policy getDataDataset </Déscription>
Target/>
Rule RulelId="urn:oasis:names:te:xacml:2.0:ejemplo:RuleMed" Effect="Permit'P>
<Description> Any actieAJfor researcher is permitted </Description>
<Target>
<AnyOf>
<AllO0f>
Shs= Which kind of user: researcher -->
<Match MatchId="urn:oasis:names:tc:xacml:1.0:function:strirg-equal”>
<AttributeValue DataType="http://www.w3.0rg/2001/
XMLSphema#stzing"
>researcher</AttributeValue>
<AttributeDesignator MustBePresent="false"
Category="urn:oasis:names:tc:xacml:1.0:subject-
cateboky:iaccess=subicct™
AttributeId="urn:ocasis:names:tc:xacml:3.0:example:attribute:role"
DataType="http://www.w3.0rg/2001/XMLSchema#string"/>
</Match>
</A110f>
</AnyOf>
</Target>
</Rule>
<Rule RulelId="urn:oasis:names:tc:xacml:2.0:ejemplo:RuleGen" Effect="Permit">
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<Description> Get Data from Dataset for practitioner under Emergency situation </
Description>

<Target>
<AnyOf>
<AllO0f>
<!-- Which kind of user: practitioner -->
<Match MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/
XMLSchema#string"

>practitioner</AttributeValue>
<AttributeDesignator MustBePresent="true"

Category="urn:oasis:names:tc:xacml:1.0:subject-
category:a¢cess-subject"

AttributeId="urn:ocasis:names:tc:xacml:3.0:example:attribute:role"
DataType="http://www.w3.0rg/2001/XMLSchematgtring" />
</Match>
<!-- Which action -->

<Match MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equafl">
<AttributeValue DataType="http: /lwww.w3.0rg/2001/

XMLSchema#g$tring”

>GetDataDataset</Attributévalue>
<AttributeDesignator MustBéPresent="true"

Category="urn:oasisgnames:tc:xacml:3.0:attribute-
category:a¢tion"”

AttributeId="urhtoasis:names:tc:xacml:1.0:action:action-ifd"
DataType="http*//www.w3.0rg/2001/XMLSchema#string" />
</Match>
</All10f>
</AnyOf>

</Target>
<C¢ndition>
<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:and">

<ApplvwFinctionId="urn:oasis:names:tc:xacml:1.0:function:date-less-thpn-
or-equal">

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:date-one
and-only">

<AttributeDesignator MustBePresent="true"

Category="urn:oasis:names:tc:xacml:3.0:date"

AttributeId="accessDate"
DataType="http://www.w3.0rg/2001/XMLSchemaf#date"/>
</RApply>
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#date"
>2019-01-01</AttributevValue>
</Apply>

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:boolean-equal">

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:boolean-one-
and-only">

<AttributeDesignator MustBePresent="true" Category="alignment"
AttributeId="presence of multiple alignments"
DataType="http://www.w3.0rg/2001/XMLSchema#boolean"/>
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