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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the ISO/
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Introduction

Ever since ebooks have grown in popularity, copyright protection has been an important issue for authors
and publishers.

While the distribution of ebooks around the world is mostly based on the open EPUB standard, most ebook
retailers are using proprietary technologies to enforce usage constraints on digital publications in order to
impede oversharing of copyrighted content. The high level of interoperability and accessibility gained by the
use of a standard publishing format is therefore cancelled by the use of proprietary and closed technologies:
ebooks are only readable on specific devices or software applications (a retailer "lock-in" syndrome); ebooks
cannot be accessed anymore if the ebook distributor which protected the publication goes out of business or
if the DRM technology evolves drastically. As a result, users are deprived of any control over their ebooks.

Requirements related to security levels differ depending on which part of the digital publishin‘F market is
addressed.|In many situations, publishers require a solution which technically enforces the“digital rights
they provide to their users; most publishers are happy to adopt a DRM solution which guarantges an easy
transfer of|[publications between devices, a certain level of fair-use and provides permanent a¢cess to the
publicationls they have acquired. However, in certain use cases, publishers require‘a stronger| protection
measure, which limits the capability for users to transfer publications from one device to anothe.

This document, as a variation of the ISO/IEC 23078-2, is a protection technology for digital publication?)
with which|transferring of the publication to multiple devices can be limitéd in accordance with providers’
policies.

1) Although this document is primarily intended for the protection of EPUB publications, it can also protect digital
publications in other formats, provided that the publication format supports the encryption of resources and the
embedding of a license. This is especially the case for PDF documents contained in a Readium Packaging Format, as
presented in Annex C. This is important for owners of large PDF collections, who want to apply the same DRM to their
EPUB and PDF collections.
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Information technology — Specification of digital rights
management (DRM) technology for digital publications —

Part 3:

Device key-based protection
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'RL) Profile,

“»

symmetric

keyused to encrypt and decrypt publication resources (3.16)

[SOURCE: ISO/IEC 23078-2:2024, 3.2]

3.2
container

EPUB container
zip-based packaging and distribution format for EPUB publications (3.12)

[SOURCE: ISO/IEC 23078-2:2024, 3.4]

2) Availabl

e at https://tools.ietf.org/html/rfc5280.
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n a device certificate (3.4) that is used to encrypt the content key (3.1)

device certificate
certificate which is issued for a given reading system (3.13) and is signed by the reading system developer (3.14)

3.5

device private key
private key embedded securely in a reading system (3.13), paired with a device key (3.3) and used to decrypt

the content

3.6

key (3.1)

set of encry
[SOURCE: I

3.7

license aut
entity whig
certificates

Note 1 to e
certificates.

[SOURCE: I

3.8

license dog
document )
restriction

[SOURCE: I

3.9
protected
publication

[SOURCE: 1
removed.]

3.10
provider
content pr
entity that

encryptio:L profile

ption algorithms used in a specific protected publication (3.9) and associated license,dod

bO/1EC 23078-2:2024, 3.3]

hority
h delivers provider certificates (3.11) to content providers (3.10) andd reading syster
(3.15) to reading system (3.13)

htry: License authority in this document has an additional role‘to deliver reading syste

50/1EC 23078-2:2024, 3.5, modified — Additional rale and Note 1 to entry have been :

fument
which contains references to the various.keys, links to related external resources,
that are applied to protected publication (3.9), and user (3.19) information

50/1EC 23078-2:2024, 3.6]

publication
(3.12) in which resources{(3-16) have been encrypted according to this document

bO/1EC 23078-2:2024, 3.10, modified — The preferred term "LCP-protected publicatio

pvider
Heliversilicenses for protected publications (3.9) to users (3.19)

[SOURCE: I

O/LEC 23078-2:2024, 3.11, modified — "LCP" before "licenses" has been removed.]

ument (3.8)

n developer

m developer

ndded.]

rights and

in" has been

3.11

provider certificate
certificate that is included in the license document (3.8) to identify the content provider (3.10) and validate

the signatu

re of the license document

[SOURCE: ISO/IEC 23078-2:2024, 3.12]
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3.12

publication

EPUB publication

logical document entity consisting of a set of interrelated resources (3.16) and packaged in an EPUB
container (3.2)

[SOURCE: ISO/IEC 23078-2:2024, 3.13]

3.13
reading system
system which processes EPUB publications (3.12) and presents them to users (3.19)

[SOURCE: ISO/IEC 23078-2:2024, 3.14]

3.14
reading s
developer
EPUB reading system developer

tem developer

entity whidh signs the device certificate (3.4) associated with a reading system (3.13)
3.15
reading system developer certificate

developer [certificate

EPUB reading system developer certificate
certificate which is embedded in the reading system (3.13) in order toonfirm that the device cert
is valid

ificate (3.4)

3.16
resource
publication resource

content or instructions that contribute to the logic and*tendering of an EPUB publication (3.12)

[SOURCE: IFO/IEC 23078-2:2024, 3.15]

3.17

root certiffjcate

certificate
order to co

[SOURCE: I

3.18
status doc

license stajtus document

document 1
with histor]

[SOURCE: I

possessed by the license authority (3.7) and embedded in each EPUB reading syste
hfirm that the provider certificate (3.11) or reading system developer (3.14) is valid

50/1EC 23078-2:2024, 3.16, modified — "or reading system developer" has been adde

iment

hat contdins the current status and possible interactions with a license document
ical information

0/IEC 23078-2:2024, 3.17]

m (3.13) in

i

(3.8), along

3.19
user

individual who consumes an EPUB publication (3.12) using an EPUB reading system (3.13)

[SOURCE: ISO/IEC 23078-2:2024, 3.18]

3.20
user key

hash value of the user passphrase (3.21), used to authenticate a reading system (3.13) to be able to access a
protected publication (3.9)

Note 1 to entry: User key in this document is only used for authentication purpose to access a protection publication.
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[SOURCE: ISO/IEC 23078-2:2024, 3.19, modified — The decryption role has been removed; the authentication
role and Note 1 to entry have been added.]

3.21

user passphrase
string of text entered by the user (3.19) for obtaining access to the protected publication (3.9)

[SOURCE: ISO/IEC 23078-2:2024, 3.20]

4 Abbreviated terms

DRM digital rights management

LCP lice

5 Overy

5.1 Geng¢ral

In order to
resources 4

The license
EPUB 3.3 s
to the cont
is itself end
present in {
resources.

The licenssd

nsed content protection

iew

deliver a publication to users without risk of indiscriminate r'edistribution, most
re encrypted; and a license document is generated.

document can be transmitted outside an EPUB container ef)be embedded inside it. Fg
pecification, META-INF/encryption.xml identifies all enc¢rypted publication resources
ent key needed to decrypt them. This content key’is Tocated inside the license doc
rypted using the device key. The device key is a{public key whose paired device pr
he device. It is used to decrypt the content key, which in turn is used to decrypt the

document may also contain links to extérnal resources, information identifying th

publication

llowing the
and points
ument and
vate key is
publication

e user, and

information about what rights are conveyed to the'user and which are not. Rights information fay include

things like
etc. Finally]
component|

NOTE T

and device Key has been added.

Figure 1 sh

the time during which the license. is’valid, or whether the publication may be printe
the license document always ineludes a digital signature to prevent modification ¢
3

his subclause has been modified from ISO/IEC 23078-2:2024, 5.1. The role of user key has bg

pws the relationships among the various components of device key-based protection.

1 or copied,
f any of its

ben removed
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OCF (.epub)
encryption.xml )
Unprotected Device-dependent
resources |, EncryptedData/CipherReference info
| | KeyInfo/RetrievalMethod
License.lcpl
] 4 Device key
Protected w : o
resources EQ)ecr pLs| M < | |®= Device private key ﬂ
| i_— User ; .
| __,Gg info Rights|| Links
. AN
Signature
NOTE1  This figure has been modified from ISO/IEC 23078-2:2024, Figure 1. The user key has been r

device key h|

NOTE2 T
mechanism

5.2 Prot
ISO/IEC 23

hs been added.

he content key is encrypted using the device key and decpypted using the device priv
s different in ISO/IEC 23078-2, where the content key is encrypted and decrypted using the 4

Figure 1 — Protected publication withra license document

pcting the publication

)78-2:2024, 5.2 shall apply.

5.3 Licensing the publication

After a use
to license t

" has requested a protected-publication, the following steps are followed by the conte
ne protected publication:

a) Generate the user key by hashing the user passphrase (as described in 6.4.2). It is assumed t]

and ass
b) Storet

¢) Encryg
device
descrih

ociated user passphrase are already known to the provider.
his user key.for future use.

t the content key associated with the protected publication using the device key f
certificate. The device certificate has been registered by the reading system in 3
edin7.4.4).

bmoved, and

ate key; the
ser key.

nt provider

hat the user

und in the
dvance (as

d)
1)
2)
3)
4)
5)
6)

a unique ID for this license;

the date the license was issued;

the URI that identifies the content provider;

the encrypted content key;

information relative to the user passphrase and user key;

information relative to the device key;
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(optional);

8)
9)

information on specific rights being granted to the user (optional);

using the device key.

links to additional information stored outside of the protected publication and license document

information identifying the user (optional). Some of the fields in this section may be encrypted

e) Generate a digital signature for the license document data and add it to the license document.

There are then two different methods to deliver the license document and protected publication to the user:

the protected publication’s container and delivers this to the user.

License document included inside the protected publication: The provider adds the license document to

Licensg
in the

proces
the con

Whichever
protected |

NOTE T
and user key,

5.4 Read

5.4.1 Gel

In order to
5.4.2,5.4.3

document delivered separately: The provider includes a link to the protected
icense document, and then delivers just the license document to the user. The.read
bing the license document downloads the protected publication and adds thelicénse d
tainer of the protected publication.

method is used, the reading system is presented with an EPUB _container that i
ublication and the license document.

his subclause has been modified from ISO/IEC 23078-2:2024, 5.3. Step/b) and step d) 6) have
has been changed with device key in step d) 9).

ling the publication

heral

decrypt and render a protected publication, the reading system follows the steps
and 5.4.4.

NOTE T

5.4.2 Ref

A device r
obtained f1]

Any user ¥
associated
of registrat

5.4.3 Acquiring a device key-based license document

After havir
license doc

his subclause has been extended from ISQ/IEC 23078-2:2024, 5.4 into 5.4.1, 5.4.2,5.4.3 and 5

pistering a device

bgistration is mandatory before a device key-based license is obtained. The regi
pm a license status dociment; and this link is specific to the license to be acquired.

vho knows the passphrase of a publication can register the device to the provic
evice key-based\license document and open the publication, as long as the accumula
ions does not.exeeed the limit defined by the provider.

g sticecessfully registered the device, a reading system is able to acquire a device
injent.

publication
ing system
ocument to

ncludes the

been added,

bpecified in

4.4.

ster link is

ler, get the
fed number

key-based

5.4.4 Decrypting a resource

After having successfully acquired the device key-based license document, the reading system follows these
steps, in a highly secured manner:

a)
b)
9
d)

Verify the signature for the license document.
Get the device private key associated with the reading system.
Decrypt the content key using the device private key.

Decrypt the protected resources using the content key.
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The acquiring process of the user key in the step b) in the ISO/IEC 23078-2:2024 has been changed to a

process for getting the device private key; and the process using the user key in the step c) has been changed to one
using the device private key.

5.5 Licensing workflows

5.5.1 General

Device registration is required by this document before a protected publication can be processed by a
reading system, which is a difference compared to ISO/IEC 23078-2:2024. Such registration is necessary
when a reading system gets a protected publication as well as when a protected publication is transferred
from a reading system to another one.

5.5.2 Gef

The first time a license document is issued to a user, the provider cannot generate a user-specific

based licen|
server doeg

The provid
by the prov
cannot pro
register the
document 4

The corres]

ting a protected publication

se document because the device is not yet registered for this license and therefore t
n’'t know the device key yet.

er therefore issues a license document whose content key is encrypted-using a device

ider itself. The reading system does not possess the matching dévice private key an|
cess this version of the license document. It can still retrieve the license status

device, retrieve an updated license status document and then'fetch the device key-b3
ied to the reading system.

ponding workflow is illustrated in Figure 2:

Provider

User Reading SystemA

1. Request licensing publication

2. License document with provider’s device key

_____________________________________________________ - ——1

S

4. Request protected publication

5. Protected publication

@6. Get device private key and derive content ke

device key-
he provider

key defined
d therefore

document,
1sed license

@7. Render protected publication

8. Show publication

Figure 2 — Workflow of licensing for getting a protected publication

5.5.3 Transferring a protected publication

After successfully opening a protected publication on a device, a user may export this protected publication
and try to open it on another device. In such a case the second reading system, even if compliant with this
document, is not able to decrypt the content key because its device private key does not match the device
key of the first device.

© ISO/IEC 2024 - All rights reserved
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Such reading system therefore has to register the new device in order to get a new license document
generated with the proper device key information.

The corresponding workflow is illustrated in Figure 3:

User Reading System B Provider

1. Transfer publication tied to reading system A

3. Get device private key and derive content key|

4. Render protected publication

V0

5. Show publication

Figure 3 — Workflow of licensing for transferring a protected publication

the reading

these have

document,

vner of the

5.5.4 Register device certificate and update license document

The two previous processes share the same registratioh and license acquisition process between

system and the provider:

a) Thereading system gets a license status document.

b) The reading system gets the user key\(if it has previously stored it) or generates it by hashing the user
passphirase.

¢) The repding system gets the developer certificate and device certificate (assuming that
already been generated and.installed during the installation of the reading system).

d) The reading system registers the device using the register link found in the license statug
with tHe user key, devé€loper certificate and device certificate as parameters (see 7.4.4).

e) The prpvider.sepver verifies that the user key matches the value associated with the oy
license| An error is returned if it is not the case.

f) The prpvider validates the device registration, as long as the user key is correct and the limit on the
number of allowed registrations has not been reached for the current license. An error is returned if it is
not the case.

g) The provider returns an updated license status document.

h) The reading system requests an updated license document (see 7.3.4.3 and 7.4.3).

i) The provider server issues a device key-based license document.

The corresponding workflow is illustrated in Figure 4:

© ISO/IEC 2024 - All rights reserved
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User Reading System Provider

1. Get license status document

2.Get user key @
2. Input passphrase (optional)

@ 3. Get device certificate

4. Request registering device certificate

6. Validate device registratiop

@ 5. Check user key

7. Updated license status document

8. Request updated license document

@ 9. Issue device-based licenseldocument

10. Device-based license document

Figure 4 — Workflow of registering device certificateand updating license documgnt

6 License document

6.1 Genegral
ISO/IEC 23(78-2:2024, 6.1 shall apply.

NOTE Annex A shows an example of a license document. Annex B depicts schema of the license.

6.2 Contient conformance

ISO/IEC 23(78-2:2024, 6.2 shallapply.
6.3 License information

6.3.1 General
ISO/IEC 23078-2:2024, 6.3.1 shall apply.

6.3.2 Encryption (transmitting keys)

6.3.2.1 General

To transmit keys, the encryption object shall contain the profile, content_key, user_key objects and device_
key objects in accordance with 6.3.2.5.

NOTE This subclause has been modified from ISO/IEC 23078-2:2024, 6.3.2.1. The device key has been added.

6.3.2.2 Profile

The encryption/profile object shall contain the value defined in Table 1.

© ISO/IEC 2024 - All rights reserved
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Table 1 — Profile information in encryption

Name Value Format/data type

profile

Identifier for the encryption profile used by this ISO/ URI
IEC 23078-3 compliant publication.

NOTE Table 1 has been modified from ISO/IEC 23078-2:2024, Table 2. The value of profile has been changed.

6.3.2.3 Content key

The encryption/content_key object contains the content key (encrypted using the device key) used to

encrypt the

publication resources. It shall contain the name/value pairs described in Table 2.

Table 2 — Content key information in encryption

Namle Value Formadt/dpta type

encrypted_yalue Encrypted content key.

Base 64 encoded octet se-
quence

algorithm

Algorithm used to encrypt the content key, identified using the URIs
defined in W3C XML Encryption. This shall match the content key URI
encryption algorithm named in the encryption Profile identified in
encryption/profile.

NOTE T

the device key.

6324 U

The encryp
It shall conf

his subclause has been modified from ISO/IEC 23078-2:2024, 6.3,;2.3. The content key is enclypted using

ser key

tion/user_key object contains information regarding the user key used to authenticqte the user.
ain the name/value pairs defined in Table 3

Table 3 — User key information in encryption

Name Value Format/data type
text_hint Hint to be displayed to the user in order to help him remember the user String
passphrase.
Algorithm used to generdte the user key from the user passphrase. This
algorithm URI shall match the-user passphrase hash algorithm specified in the en-|URI
cryption profileidentified in encryption/profile.
NOTE Thble 3 has been modified from ISO/IEC 23078-2:2024, Table 4. The key_check property has begen removed.
6.3.2.5 Device key.

encrypt th

centent key. It shall contain the name/value pairs defined in Table 4.

The encrquion/device_key object contains information associated with the device key that| is used to

Table 4 — Device key information in encryption

Name Value Format/data type
Kev name DN (Distinguished Name in X.509 as defined in RFC 5280) described in the Strin
Y- device certificate, which is used for identifying the paired device private key. §
Value of the license document’s id field, encrypted using the device key and
kev check the same algorithm identified for content key encryption in encryption/|Base 64 encoded octet se-
y- content_key/algorithm. This is used to verify that the reading system has|quence
the correct device private key.
EXAMPLE Encryption information for a license document with content key, user key and device key for this
document.

© ISO/IEC 2024 - All rights reserved
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nidn:

"issued":

"updated

"provider":
"encryption":
"profile":
"content key":

KQ3cCh5JxDmCKOnRLyAxs1X0aA3z55boQ

ISO/IEC 23078-3:2024(en)

"efl15e740-697£f-11e3-949a-0800200c9%a66",

"2013-11-04T01:08:15+01:00",
"2014-02-21T09:44:17+01:00",
"https://www.imaginaryebookretailer.com",

{

"o,

"http://iso.org/IS0-23078-3/basic-profile",
{

"encrypted value": "/k8RpXgf4E2WEuUnCp76E8PIhS051NXwAXeTDlioazYxCRGVHLAck/

-

"algorithm": "http://www.w3.0rg/2001/04/xmlenc#rsa-ocaep-mgflp"
I
"user key": {
"text hint": "Enter your email address",
"algorithm": "http://www.w3.0rg/2001/04/xmlenc#sha256"
I
"dgvice key": {
"key name": "CN=$DEVICE ID, O=EDRLab",
"key check": "1jJEJjUDipHK30jGt6kFq7dcOLZuicQFUYwWQ+TYKAIWKmM6Xv6kpHFhE ADOKUKfOwww"
}
by
"linkS": ll. ll,
"rightS": " '",
"signatyre": "..."
}
6.3.3 Links (pointing to external resources)
6.3.3.1 General
[SO/IEC 23078-2:2024, 6.3.3.1 shall apply.
6.3.3.2 Ljnk object
[SO/IEC 23078-2:2024, 6.3.3.2 shall apply.
6.3.3.3 Ljnk relationships
Link relati¢gnships defined in ISO/IEC 230782:2024, 6.3.3.3 are valid in this document. The specificity of
this docurr%nt is that a license document'shall have a status link. Table 5 introduces link relationships for
each link object which is used for value of rel.
Table 5 — Link relationships of link
Relation| Semantics Required?
. Location where areading system can redirect a user looking for additional information
hint Yes
about the User Passphrase
publication Location where the publication associated with the license document can be downloaded | Yes
self As defined in the IANA registry of link relations: "Conveys an identifier for the link's No
Context"
support Supportresources for the user (either a website, an email or a telephone number)  |NO
status Location of the license status document associated with the license document Yes
NOTE Table 5 has been modified from I[SO/IEC 23078-2:2024, Table 6. The ‘Required?’ field has been changed.
EXAMPLE A license document points to a publication, contains the location of the status document and the

location of a hint about the user passphrase.

{

"id": "efl5e740-697f-11e3-949a-0800200c%a66",
"issued": "2013-11-04T01:08:15+01:00",

"updated": "2014-02-21T09:44:17+01:00",

"provider": "https://www.imaginaryebookretailer.com",
"encryption": "...",

"links": [

© ISO/IEC 2024 - All rights reserved
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{ "rel": "publication",
"href": "https://www.example.com/file.epub",
"type": "application/epub+zip",
"length": "264929",
"hash": "8b752£93e5e73a3effflc706clc2e267dffcbec01lc382cbe2abcal9bd57cc8378"
by
{ "rel": Hhint",
"href": "https://www.example.com/passphraseHint?user id=1234",
"type": "text/html"
by
{ "rel": "status",
"href": "https://www.example.com/1lsd/4d8£5e99-7£18-7ab8/status",
"type":"application/vnd.readium.license.status.v1l.0+json"
}
1y
"rights". M. "
"signatyre": "..."

}
6.3.4 Rig

ISO/IEC 23

6.3.5 Usq
ISO/IEC 23

6.3.6 Sig
ISO/IEC 23

6.4 User

6.4.1 Ge)

This docungent uses a passphrase model for authenticating a user. The user passphrase can be

all: a user-d
etc. The us
time of reg
passphrass

When the
passphrassg

6.4.2 Calculating the user key

ISO/IEC 23

hts (identifying rights and restrictions)

)78-2:2024, 6.3.4 shall apply.
1 (identifying the user)
)78-2:2024, 6.3.5 shall apply.

nature (signing the license)

)78-2:2024, 6.3.6 shall apply.
key

heral

efined password, a content provider-defined password, an e-mail address, a library c3
1 key is defined as a hash of theyuser passphrase. A user key is sent to the provider s
istration of a device. The centént provider verifies the user key using its own copy
information, stored in theprovider server.

reading system opens.a protected publication for the first time, it prompts the
, generates the corfesponding user key and stores this information securely for futur

)78-2:2024; 6.4.2 shall apply.

6.4.3 Hilrts

hnything at
rd number,
brver at the
of the user

user for a
b use.

ISO/IEC 23078-2:2024, 6.4.3 shall apply.

6.4.4 Requirements for the user key and user passphrase

ISO/IEC 23078-2:2024, 6.4.4 shall apply.

© ISO/IEC 2024 - All rights reserved
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6.5 Signature and public key infrastructure

6.5.1 General

6.5.1.1 Validity of license document

ISO/IEC 23078-2:2024, 6.5.1 shall apply.

6.5.1.2 Validity of a device certificate

Since this document allows any reading system with a valid device certificate to register the device and get
a device key-based license document as long as the user knows the passphrase associated with the license

document,
altered.

certificate.

To make su
also checks

NOTE T
explanation

6.5.2 Cel

6.5.2.1 P
ISO/IEC 23

6.5.2.2 Root certificate

ISO/IEC 23

6.5.2.3 D

The develo
the license
developer g

Reading sy

6.5.24 D

the validity of the certificate chain among the root certificate, developer-certificate

re that the developer certificate and the device certificate have mot been revoked, t
a certificate revocation list maintained by the license authority

his subclause has been extended from ISO/IEC 23078-2:2024,(6-571 into 6.5.1.1 and 6.5.1.2.
on the validation process of device certificate has been added.

tificates

rovider certificates

)78-2:2024, 6.5.2.1 shall apply.

)78-2:2024, 6.5.2.2 shall apply:

eveloper certificates

per of a reading system shall have a certificate in the [X.509] v3 format, issued an
authority using-the private key paired with the root certificate: this is referred to

stem develapers shall distribute their developer certificates when the reading system

evice certificates

hs not been

ate as well
o executed
and device

he provider

The general

1 signed by
here as the

ertificate. The subject of the developer certificate should represent the reading systen developer.

is installed.

A reading system shall have a certificate in the [X.509] v3 format, issued and signed by the developer of
the reading system using the private key paired with its developer certificate: this is referred to here as
the device certificate. The subject of the device certificate should represent a reading system; it should not
include any user’s personal information.

The reading system should obtain a signed device certificate from the reading system developer via a
proprietary and secure channel at the time the reading system is installed.

For a device certificate to be considered valid, the developer certificate shall have been valid at the time the
device certificate was signed (as indicated by the issued field); and the developer certificate shall not have
been revoked.

© ISO/IEC 2024 - All rights reserved
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6.5.3 Canonical form of the license document

ISO/IEC 23078-2:2024, 6.5.3 shall apply.

6.5.4 Generating the signature

ISO/IEC 23078-2:2024, 6.5.4 shall apply.

6.5.5 Validating the certificate and signature

6.5.5.1 Validating the certificate

icate using

a) The res; r‘!ng c}rcfom c]‘\f)" nhnnk thn c]gnatura r\F fhn prn‘nr]nr nnrleuVan ’JY}I’] r]nwn]npnr ﬁorfl
the rodt certificate it embeds.

b) The regding system shall check the signature of the device certificate using the developer ce

c¢) If a ngtwork connection is available, the reading system shall periodicallyCupdate its
revocation list, as defined in RFC 5280.

d) Thereading system shall check that the device certificate, provider certificate, and developer
are nof{revoked, as defined in RFC 5280.

e) Thereading system shall check that the provider certificate has not expired when the licens
was lagt updated.

f) The reqading system shall check that the developer certificate has not expired when the reag
gets the device certificate.

6.5.5.2 Vplidating the signature

ISO/IEC 23078-2:2024, 6.5.5.2 shall apply.

6.6 Device key

6.6.1 General

To transfer|a content key securely from the provider to a reading system using an asymmetric cry

key, the pr

pvider uses the reading'system’s public key called the device key, while the reading 4

for decryptlion the associated-private key called as device private key. The key pair is stored in
system; andl the device certificate, which includes the device key, is sent to the provider before a

based licen|

6.6.2 Ge)

A key pair

e document is.acquired.

herating-the device key

private and public keys defined in RFC 5280) for a reading system should be generate

4o lravic

rtificate.

certificate

certificate

b document

ing system

ptographic
ystem uses
the reading
device key-

d when the
ed as device

reading syste

dtemisinstalled—wherethepublickevisused-as-dew
Pt FeeKkeyaha+tne

cekevrand-thepriv
taree— Wt e Key-IsHseaasaeyv Y

TVOctCIsCTy 15 H5€

private key. Then the reading system developer shall sign the device key to make a device certificate. No
human intervention for authentication between the reading system and reading system developer should be
involved for key pair generation and signing.

Here is a possible scenario for key pair generation:

a)
b)
)
d)

The reading system generates a X.509 key pair during installation.

The developer signs the public key with the developer private key.

The developer returns the signed device certificate to the reading system.

© ISO/IEC 2024 - All rights reserved
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6.6.3 Recommendations for the device private key protection

Although it is not an interoperability issue, protection measures applicable to the handling of the device
private key and the signing process of the device key are very important in this document. It is recommended

to follow th

e security guidelines outlined below:

The device private key should be stored in an encrypted form in the reading system.

256, defined in FIPS 197.

The key

vy used for the encryption of the device private key should be related to the device H/W i

The cryptographic algorithm used to protect the device private key should be at least as secure as AES-

The key used for the encryption of the device private key should be unique for every reading system.

nformation

of the 1

A com
certifid

The en
to retr

7 Licen

eading system, so that a copy of the encrypted device private key cannot work on ano

munication protocol used between the reading system and the reading system de
ate signing should be at least as secure as SSL, defined in RFC 6101.

Cryption algorithm used to protect the device private key and the communication pr
eve the device certificate should not be open to the public.

e status document

7.1 General

This clause

defines the status of a DRM license along with thefinteractions that can affect its st

contains a history of the events associated with the license,

The interad
have the ah
necessarily]

Annex A sh

7.2 Cont
ISO/IEC 23

tions defined in this document aim at supporting lending in public libraries, where
used for registering the device certificate of the reading system.

pbws an example of a license status document.

ent conformance

)78-2:2024, 7.2 shall apply:

7.3 License status information

7.3.1 Ge)
ISO/IEC 23

heral

)78-2:2024, 7.3.1 shall apply.

ther device.

veloper for

ptocol used

htus. It also

a user may

ility to renew a time-limited loan or return one before it expires. And the register inferaction is

7.3.2 Sta1tus

ISO/IEC 23078-2:2024, 7.3.2 shall apply.

7.3.3 Updated

ISO/IEC 23078-2:2024, 7.3.3 shall apply.

7.3.4 Links

7341 G

eneral

ISO/IEC 23078-2:2024, 7.3.4.1 shall apply.
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Each link object contained in links supports the keys defined in Table 6.

Table 6 — Object list in link

resource.

Name Value Format/data type Required?
href Link location. URI or URI template Yes
. . . List of well-known relation values,
rel smk relationship to the URIs for extensions as defined in Yes
ocument.
7.3.4.3
title Title of the link. String No
Expected MIME media
type type value for the external |MIME media type No, but highly recommended
resources.
templated Indicates that the hrefisa Boolean No, defaultvalue is "false"
URI template.
Expected profile used - s
profile to identify the external URI No, defqult value is "ht{ l?ll)/r/é?i(ie"

.org/1S0-23078-3/basit

NOTE Tlble 6 has been modified from ISO/IEC 23078-2:2024, Table 13. The ‘Required?’ field of the pro

has been chdnged.

7.3.4.3 Ljnk relationships

This document introduces the link relationships defined in Table 7 for each link object which

value of rel

Table 7 — Allowed value list in rel

file relation

is used for

Relation Semantics Templated? Required? HTTP verb
. Location of the license documentiassociated to the
license No Yes GE[T
status document.
register Action to register a device. Yes Yes POST
return Action to return a licenge. Yes No PU[T
renew Action to renew a lieense. Yes No PU[T

NOTE Thble 7 has been-modified from ISO/IEC 23078-2:2024, Table 14. The ‘Required?’ field of

relation has|been changed:

7.3.5 Pot

ential rights

ISO/IEC 230 78:2:2024, 7.3.5 shall apply.

7.3.6 Events

ISO/IEC 23078-2:2024, 7.3.6 shall apply.

7.4

Interactions

7.4.1 General

ISO/IEC 23078-2:2024, 7.4.1 shall apply.

© ISO/IEC 2024 - All rights reserved
16

the register


https://iecnorm.com/api/?name=9d040a3f0dda69b8505f3c988ef25578

ISO/IEC 23078-3:2024(en)

7.4.2 Handling errors

ISO/IEC 23078-2:2024, 7.4.2 shall apply.

7.4.3 Checking the status of a license

ISO/IEC 23078-2:2024, 7.4.3 shall apply.

7.4.4 Registering a device

Registration of the device is mandatory for every publication before a device key-based license document
can be acquired.

When a red
document:

it shall

it shall
registr
is not s

it shall

ding system opens a license document for the first time and gets access to 1ts assocl

attempt to register the device to the provider using the link exposed in the status doq

block the user from accessing the publication associated with the 4dicense docu
htion fails (the reading system cannot decrypt the protected resourceifthe registrat
uccessful);

attempt to register itself again if it couldn’t do so the first time.tlie license document y

ated status
ument;
ment if the

ion process

yas opened.

NOTE1 The requirements for a reading system on registeringCa—device have been mogified from
ISO/IEC 230[8-2:2024, 7.4.4.
During the|registration, a reading system shall always send the/same unique identifier for a spegific device,
no matter yhich status document it interacts with. Any further interaction with a provider shduld use the
same identifier/name. To consider user privacy and assurethe unicity of device ids, the client shoyld generate
device unique ids using a hash value of the device kéy.Table 8 defines a HTTP protocol for the register
interaction
Table 8 — HTTP protocol for register interaction
Re]ation Semantics Templated? Required? HTTP verb
register Associate a new.device with the license | Yes Yes POST
Pargmeter* Format Semantics Rdquired?
id Octet sequence A unique identifier for the device. Yes
name String A human readable name for the device. Yes
The user key of the publication, derived from
the user passphrase. The algorithm for deriv-
Base 64 encoded octet |ing the user key from the user passphrase is
user_key e s ) o e Yes
sequence specified in the encryption profile identified
in encryption/profile in the license docu-
ment.
devi st Base 64 encaded DER [The device certificate: an X 509 certificate Nao (V:S' if the
evice_certificate certificate containing the device key first time)
N Base 64 encoded DER The readm.g.system developer.certlflcate:. an | (Yes, if the
developer_certificate e X.5009 certificate used for signing the device |.. ;
certificate certificate first time)

NOTE 2

developer_certificate parameters have been added.

All parameters in Table 8 shall be URL encoded.

Table 9 defines the expected behaviour of the server and client on the register interaction.

© ISO/IEC 2024 - All rights reserved
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Table 9 — Expected behaviour of register interaction

Server side behaviour HTTP status code Client side behaviour

The server registers the device identified by 'id" if user_key matches
the license owner. It then returns an updated status document.
The server shall update the timestamp of the status document
contained in the status key of the updated object. 200
If the status was previously set to ‘ready’, it shall be updated
by the server to ‘active’ instead. The server may also add a new
event in the events object of the status document.

Once the certificate is regis-
tered properly, the client may
not attempt to register the
device again for this license.

NOTE 3  Table 9 has been modified from ISO/IEC 23078-2:2024, Table 19.

Table 10 d ines exnocted failures of server resnanse onthe registerinteraction
—_—= r r o

Table 10 — Expected failures of register interaction

HTTP Status .
Type Code Title

https://rea;rium.org/license-status-document/error/ 400

registratio Your device could’not be registergd properly.

https://rea‘:Tium.org/license-status-document/error/ 403 The usepd&y s incorrect

registratior]/authentication

https://reatllium.org/license-status-document/error/ 403 Theniumber of registrations excedds the limit.

registratior]/limit

The request does not include a deyice_certifi-
https://readium.org/license-status-document/error/ 406 cate or developer_certificate, or there was no
registratior]/not-acceptable registered device certificate assdciated with

the device id in the server.

https://readium.org/license-status-document/error/

5xx An unexpected error has occurredl.
server

NOTE4  Table 10 has been extended from ISO/JE€"23078-2:2024, Table 20. Two error types equivalent to HTTP
status 403 and 406 are added.

Example 1 A simple license with a registration link.

{
"links":| [
{
"rell": "register",
"lhref": "https:A/example.org/license/aaa-bbbb-ccc/register?id, name,user keyfdevice
certificatle,developer certificate",
"ltype": "applic¢ation/vnd.readium.license.status.vl.0+json",
"ltemplated s true
}
]
}
Example 2 Asample for a HTTP request body, in which a device registers the device key.

POST /license/aaa-bbbb-ccc/register HTTPS/1.1
Host: example.org

1d=B9DA0OA331B6AlF1CBE797FB37138586EBB42539C1DCA4FBFD2DDOE6GSEFEFS59FCCT

&name=eBook%20App%20 (Android)

&user key=gqw¥XxfNDVt3z00Z2yvO1l0mzL37wLY1986z0R7mU52Gj4%3D

&device certificate=MITESTCCAzGgAwIBAgIDANkyMAOGCSqGSIb3DQEBCWUAMHUxXGT AXBgNVBAOTEGNvcHlyaWdod
HMub3Iua3IxGTAXBgNVBASTEGNvcHlyaWdodHMub3Iua3Ix FjAUBgNVBAMTDURSTSBpbnNpZGUgQOExJTAIBgNVBCATH
FEyQktabXdpVUZvRXdrUEx3Wn pwdjdJITmNzVTOwHhcNMTUwNSA4MDUYMDE1WhcNM]QwODASMDUYMDE1W]B1MRkwFwYDV
Q0K ExBjb3B5cmlnaHRzImIyLmt yMRkwEwYDVQQLExBjb3B5cmlnaHRzImOyLmt yMRYWFAYDVQ QDEwl1lCb29raW5nU2Vyd
mVyMSUwIwYDVQQUExwOL2FQNEpiUS9mMDdzTk5ueFdqT1BoMkkx WEkOMITIBIjJANBgkghkiGOwOBAQEFAAOCAQS8AMIIBCY
KCAQEAU15CkVsQDxxqTkDcd4sClfe I2esChMvObPjjo9pWln3VoBgA6BzEDNYcpnF9Ic52d0cBW0egSAiHb2ECcDNzT94FH7
SryC9 7iA%2F9TqRs2pdHQacL9fCOjCrIsmwZ2RmGevit00oLM1IKNhePS1E8nvnt8521DpdWDIGVY rDIVCWXzy6PcylkZY
OyXXYJIxDa886VgjpeegUKtWTO0495aHIdDI7Iaeokh4bb8CuEI2ro 13HXcWiivTdjc7eNK2UFhyIYecQO1iJAVS2FGDjvb
L1WnVBUauYgLRwBe3bSeKCDXUGNNWE F14XKBQ7007jc3ktaDHbdKmz2XsPlpil6ZZVET7F4BgUJwIDAQABO4HhMIHeMASGA
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1UdDwQE AwIEsDAMBgNVHRMBAfS8EAjAAMBOGA1UADgQWBBTj90%2FgltD9%2FTuw02fFaM4%2BHYjV cjCBoQYDVROJBIG
ZMIGWgBRDYEpmbCJIQWgTCQ8vBnOms2FsglyxaFS5pHecwdTEZMBCGALUE ChMQY29weXJpZ2hOcy5vecibSrcjEZMBCGALIUECX
MQY29weXJpZ2h0cy5vcib5rcjEWMBQGAl UEAxMNRFJINIGluc2lkZSBDQTEIMCMGAIUELhMcUTJCS1ptd21VRmIFd2tQTHA
2enB2N010 Y3NVPYIDANhpMAOGCSgGSIb3DQEBCWUAA4IBAQC)VTU2JPcY71041h6KcM2%2BLKJES252 %2BfPYk7YzLcex
CT3Zzkt44bairKgqgqHuyNBzCjPLWrHNYaBz%2F5BX1gxyKmoQgFpUDpVBT 2tID197%2FmGMiBfCvTxCaRKAipSvzjS2Fif
0tZ2d9n%$2BPuBGPZnWibQsg2nH77LGRUGJH BG70%2BLmpg%$2BT2R21g2FBOodonMzzmx16judWhOVzmclbt7ZtdgHOhfal
wyu2yLrmmBy StD1gI7ZBgDg%2BgFXKOOrWc%2F%2BbgESXZ1yiRmCNGIazrHUcqHQFLaVGbzylI90mt51 7zI0OuX0N2su
1JGMwB7vg%2F9c7d1lYP1i1TNvyMS43tnKmhc77BUcCR

&developer certificate=MIIESTCCAzGgAwIBAgIDANkyMAOGCSgGSIb3DQEBCWUAMHUX
GTAXBgNVBAOTEGNvcHlyaWdodHMub3Iua3IxGTAXBgNVBAsTEGNvcHlyaWdodHMub3TIua3 IxFjAUBgNVBAMTDURSTSBpb
nNpZGUgQOExJTAIBgNVBCATHFEyQktabXdpVUZVvRXdrUEx3 WnpwdjdJTmNzVTOwHhcNMTUwNJA4MDUyMDE 1WhcNMjQwO
DASMDUyMDE1WjB1IMRkwEwYDVQ QKExBjb3B5cmlnaHRzLmIyLmtyMRkwFwYDVQQOLExBjb3B5cmlnaHRzIm9yLmt yMRYwWEF
AYD VQODEwlCb29raW5snU2VydmVyMSUwIwYDVQQUExwOL2FQNEpiUSOmMDdzTk5ueFdgT1BoMk kxWEkOMIIBIJjANBgkgh
kiGOwOBAQEFAAOCAQS8AMIIBCgKCAQEAU15CkVsQODxxgTkDc4sCl fel2esChMv0bPjjOpWln3VoBgA6BzEDNYcpnF9Ic5Z
dOcBWOegSAiHb2EcDnzT94FH7Sry C97iA%2F9TgRs2pdHQacL9fCOjCrIsmwZ2RmGevit00LM1KNhePS1E8nvnt8521Dp

JWDIG V9rD

TVCWXzvoPcyvl kZYOUXXY IxDa886VgipeegOUKLWTO495aHIdDI7Tacokhd4bb8CukT2 rol 3HXC

iivTdjc7e

NK2UFhyIYd
4BgUJwIDAQ
M4$2BHY 3V
2h0cy5veci§
McUTJCS1pY
$2BLKJE92
GMiBfCvTx(
6judWhOVznj
VGbzylI9oQn

7.4.5 Rel
ISO/IEC 23

7.4.6 Rel
ISO/IEC 23

CQO1JAVS2FGD]vbL1WnVBUauYgLRwBe3bSeKCDXUGNN WEF14XKBQ700jc3ktaDHbdKmz2XsRly
ABo4HhMIHeMAsGA1UdDw QEAwIEsDAMBgNVHRMBAfSEAJAAMBOGA1UdDgQWBBT] 90%2FgltDI%]
c7CBoQYDVROJBIGZMIGWgBRDYEpmbCJIQWGTCQO8vVBnOmMS2FsglyxaFS5pHcwdTEZMBCGAL AJEChM
rcjEZMBcGALUECxXMQY29weXJpZ2h0cy5veciSrcjEWMBQG AlUEAXMNREJINIGluc2lkzZSBDOTELN
d21VRmIFd2tQTHdaenB2N0 1O0Y3NVPYIDANhpMAOGCSgGSIb3DQEBCWUAA4IBAQCIVTIU2JPcY 7]
52%2BfPYk7YzLcxCT3Z2Zkt44bairKqqHuyNBzCjPLWrHNYaBz$2F5BX1gxyKm6QgFRpUDpV BT21
aRKA1pSvzi%$2Fif0tZ2d9n%2BPuBGPZnWibQsg2nH77LGRUG JHBG70%2BLmpg¥2BT2R21g2FBO
clbt7ZtdgHOhfalwyu2yLrmm ByStD1gI7ZBgDg$2BgEFXKOOrWcs2F$2BbghSXV1yiRmCNGIaz]
t 517zI0uXO0N2sulJGMwB7vg%2F9c7dlYP1lilTNvyMS43tnKmhc77BUcCR

urning a publication

)78-2:2024, 7.4.5 shall apply.

newing a license

)78-2:2024, 7.4.6 shall apply.

8 Encrylption profiles

8.1 Gengral

In order to
the design
algorithms

In order to
the set of e
Reading sy
protected |
the license

This docun
extracted f

maintain maximum flexibility, (o specific algorithms are mandated by this docume
of both encryption.xml and-the license document allow for the identification of
to be discovered by reading’systems when presented with a protected publication.

simplify the discovery process, this document defines the notion of encryption profi
hcryption algorithins used in a specific protected publication and associated license
stems that implement the algorithms identified in the encryption profile are able
ublications.ehcoded using such encryption profile. The identification of the encryptic
documentieases the discovery of these requirements by reading systems.

hent defines the basic encryption profile 1.0, composed from a set of associated
Fom ' W3C XML Encryption or W3C XML Signature.

116ZZVETF
FTuw02fFa
)Y29weXJIpZ
ICMGA1UELh
041h6KcM2
ID197%2Fm
donMzzmx1
rHUcqHQFLa

nt. Instead,
encryption

le, which is
document.
to decrypt
n profile in

algorithms

Other encryption profiles are {or will be) defined for use in production; these profiles are referenced in the
[S0-23078-3 encryption profiles registry. Such profiles may use algorithms which are not directly extracted
from W3C XML Encryption or W3C XML Signature.

NOTE
changed as |

S0-23078-3.

8.2 Encryption profile requirements

ISO/IEC 23078-2:2024, 8.2 shall apply.
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8.3 Basic encryption profile

The basic encryption profile 1.0 for this specification is officially identified by the URI http://iso.org/ISO
-23078-3/basic-profile.

The algorithms defined in Table 11 are associated to the basic encryption profile 1.0.

Table 11 — Algorithm list for the basic encryption profile 1.0

Encryption | Algorithm Algorithm (URI) Identified in
target (name)
publicationre-  |AES 256 bits

http://www.w3.0rg/2001/04/xmlenc#aes256-cbc

encryption.xml

sources CBC

Content key user

fields (if en¢grypt- |[RSA-OAEP |http://www.w3.0rg/2001/04/xmlenc#rsa-oaep-mgflp License document
ed)

User Passpljrase |[SHA-256 http://www.w3.0rg/2001/04/xmlenc#sha256 License dlocument
Signature EI(EI]X_S?S\émth http://www.w3.0rg/2001/04/xmldsig-more#ecdsa-sha256 |License (Ilocument

NOTE Tpble 11 has been modified from ISO/IEC 23078-2:2024, Table 28. Encr{yption algorithms for

and signatufe have been changed.

9 Integration in EPUB

ISO/IEC 23078-2:2024, Clause 9 shall apply.

10 Reading system behaviours

10.1 Detecting protected publications

ISO/IEC 230 78-2:2024, 10.1 shall apply.

10.2 Licepse document processing

ISO/IEC 23078-2:2024, 10.2 shall apply.

10.3 User key processing

ISO/IEC 230 78-2:2024,10:3 shall apply.

10.4 Signatureprocessing

ISO/IEC 23(78-2:2024, 10.4 shall apply.

10.5 Publication processing

ISO/IEC 23078-2:2024, 10.5 shall apply.

10.6 Device key processing

Reading systems shall:

— have a device certificate and a paired device private key;

— have a developer certificate used to verify the device certificate;

© ISO/IEC 2024 - All rights reserved
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— register the device when opening a license document for the first time.
Reading systems should:
— store the device private key in a secure manner;

— get the device private key associated with the value of device_key/key_name property in the license
document in a secure manner.

Reading systems shall not:

— transfer the device private key in any form outside of the reading system.

© ISO/IEC 2024 - All rights reserved
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Annex A
(informative)

Examples

A.1 Example of a license document

In the following example, the license document contains the following information:

— Profilelname: http://iso.org/1S0-23078-3/basic-profile
— Rights]no print, allowing copy as much as 2048 words at once, with starting and expiration |date
— URL of|the publication: https://www.example.com/file.epub
— URL offthe status document: https://example.org/license/status/aaa-bbbbscce
{
"id": "eflf5e740-697£-11e3-949a-0800200c%a66",
"issued"|: "2013-11-04T01:08:15+01:00",
"encryption": {
"contgnt key": {
"aldgorithm™: "http://www.w3.0rg/2001/04/xmlenc#rsa-éadep-mgflp",
"endrypted value": "/k8RpXgf4E2WEuUnCp76E8PjhSO051N¥WwAXeTDlioazYxCRGVHLACk/KQ3cCh5IxDmCKONn
RLyAxs1X0aA3z55boQ=="
by
"profille": "http://iso.org/IS0-23078-3/basic-profile",
"user |key": {
"aldorithm": "http://www.w3.0rg/2001/04/%mlenc#sha256",
"text hint": "Enter your email address™
br
"devide key": {
"keyl name": "CN=709e1380-3528-11leb5a2cb-0800200c9%9a66, O=DRMinside",
"key check": "1jJEjUDipHK30jGtokFq7dcOLZuicQFUYwQ+TYKAIWKmM6Xv6kpHFhF7LOKUK/Owwy"
}
by
"rights": |{
"pyint": O,
"cdpy": 2048,
"start": "2020-01-404T00:00:00+01:00",
"end": "2030-12-81F23:59:59+01:00",
"hitps://www.imag¥naryebookretailer.com/lcp/rights/tweet": true
br
"links":| [
{ "rel": "hint",
"hrgf": MhEtps://www.imaginaryebookretailer.com/lcp/hint",
"tyde"/, \itext/html"
by
{ "rel™: "status™,
"href": "https://example.org/license/status/aaa-bbbb-ccc",
"type": "application/vnd.readium.license.status.vl.0+json"
by
{ "rel": "publication",
"href": "https://www.example.com/file.epub",
"type": "application/epub+zip",
"length": "264929",
"hash": "8b752f93ebe73a3effflc706clc2e267dffcbec0lc382cbe2abca%bd57cc8378"
}
1,
"user": {"id": "d9f298a7-7£34-49%9e7-8aae-4378ecbld597"},
"signature": {
"algorithm": "http://www.w3.0rg/2001/04/xmldsig-moref#rsa-sha256",
"certificate": "MIIDEJCCAfoCCQDwWMOjkYYOjPjANBgkghkiGO9wOBAQUEFADBLMQswCQYDVQOGEWJVUZETMBEG
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AlUECBMKQ2FsaWZvcmbpYTETMBEGALUEBXMKRXZ1cnl13aGVyZTESMBAGALIUEAXMIbGI9]YWxob3NOMB4A4XDTEOM DEwM]Ix
MjYxN1oXDTE1IMDEWM]IxMjYxN1owSzELMAKGA1UEBhMCVVMxEZARBgGNVBAgGTCkNhbG1lmb3JuaWExEZARBgNVE AcTCkV
27XJ5d2h1cmUxEjAQBgNVBAMTCWxVvY2FsaG9zdDCCASIwDQY JKoZIThveNAQEBBQADggEPADCCAQoCggEBAOPCR ECG71
cpfOH37kuAM7s420gggBoikoTpoSyapy+s5eFSp8HSqwhIYgZ4SghNLkj3e652SALav/chyZ2viWvitZycY+ag5 On5UT
TxDvdwsC5ZNeTycuzVWZALKGhV7VUPEhtWZNmOgruntronNag812WS0aF7P5SbhJ65SDQGprFFaYOSyN6550P3kg aAO7
tDddcAlcmuIIDRE8tOITeMkBFk1Qf+1h+3uRP2wztOTECSMRxX/hIkCe5DRFDK2MuDUyc/1Y8IbYOhMFFGW5J 7MWOWZ L
BOaZHX+Lf510YByPbMH7800dda6T+tLYAVzsmIdHIFtaRguCadJVt SXKQUAMCAWEAATANBgkghkiGI9wOBAQUFAA OCAQE
Ai9HIM+FMfgXsRUYOrGxL1w403£f3YtAG/0ohzt518DKiKUG3YANWRbL/VzXLZaHru7XBC40wmKe fKqoAORHYNEdAdXgtY/
aXzO0lfTvp+xirop+D4DwJIIbaj8/wHKWYGBUCA/VgGY7JeSYYTUSuz2RoYt JPNRELIXNS8A+D+nkJ3dxdFQ6JFfVfahN3nCI
gRQRIOt1KaNI39CShccCaWJI5DeSASLXLPCE rTi/pyDzC4kLFOVIHY1KT71g5RkMO6GeC+7YFvItAyssM2nqunA21UgyQH
b1g4Ih/dcYOACUbtBwWWOITpHZz8N7eO+r1dtH/BF4yxeWl 6p5kGLvuUPXNU21ThgA=="",

"value": "q/3IInic9c/EadHyGlKkgk5v1z1JNsiQBmxz41ykhyD3dA27g2Z2zr0enYU9GxP/xhe5H5Kt2Wad/
hnt8+GWrEx1QOwnNE1j5CmMIpZ63yRNKNFS5rSRNDMYmMQT/ fkUYco7BUL 7TMPPU6OFf4+kaToNW18m/Z21MxDcS3BZnVhSE
KzUNQnl1f2y3sUcXjes7wHbImDc6dRthbL/E+assh5HEgakrDuA41M8XNfukEYQJInivghgMLOGM33RnS5nZKrPPK/c2F/
vGJJffSr1X3W3J1ds0/Mz6ewtVeKIugR06c56V6+gKsnMLAQJaeOxxBXmbFAAEYypl1P91rndDItQZKgbbMIw=="

}

}

A.2 Example of a license status document

In the following example, the status document indicates that the license has been @egistered for a single
device and jmay be renewed or returned.

{
"id": "234-5435-3453-345354",
"status"|: "active",
"messagq": "Your license is currently active and has been usgd\On one device.",
"updated": {
"license": "2020-08-05T00:00:00z",

"statys": "2020-08-08T00:00:00Z"
by
"links":| [
{
"rell": "license",
"hrgf": "https://example.org/license/35d9b2ds",
"tygde": "application/vnd.readium.lcp.license.v1l.0+json",
"prgfile": "http://iso.org/IS0-23078-3/basic-profile"
by
{
"rell": "register",
"hrgf": "https://example.org/ligense/35d9%b2d6/register?id, name, user key,device|
certificatle,developer certificate",
"tygde": "application/vnd.readjum.license.status.v1l.0+json",

"tenjplated": true
br
{

"rell": "return",
"hrgf": "https://example.org/license/35d9b2d6/return?id, name",
"tyde": "application/vnd.readium.license.status.vl.0+json",

"templated": txue

"rell": "nenew",

"hrgf"; ("https://example.org/license/35d9b2d6/renew?end, id, name",
"tyde!Ny Mapplication/vnd.readium.license.status.v1l.0+json",
"ter[‘r\'l 2tod" . +ruco

}
1.
"potential rights": {

"end": "2020-09-13T00:00:002"
by

"events": [
{
"type": "register",
"name": "eBook App (Android)",

"timestamp": "2016-07-14T00:00:002",
"id": "709e1380-3528-11e5-a2cb-0800200c9%a66"
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Annex B
(informative)

Schema of license document

Schema of license document for this document is an extension of the Readium LCP schema.

There are 3

It rede

It adds

[t adds

"Sschemg
"title™:
"descrig
"descrig
"descrig
"descrig
"descrig
"type":
"propert
"id":
"ded
"typ

by
"issug
"ded
"typ
"for

b
"provi
"defd
"tyR
"for

by
"upday]
"defd
"typ
"foqy

by
"encry
"ded
"ty
"prc

"B

K property.

Publicatio

y
"o

differences, with 1 redefinition and 2 extensions:
Mes the encryption/user_Key Object by TemovVIng the encryption;/ USer_Key; Key_ciect
a new encryption/device_key object.
a mandatory status property in the link relationship.
": "http://json-schema.org/draft-07/schema#",
"ISO/IEC 23078-3 v1.0",
tion": "Copyright (c) 2020 The Readium Foundation.",
tion": "Edited by DRM inside, 2016.",
tion": "Edited by L.Le Meur / EDRLab, 2017.",
tion": "Edited by H.Gardeur / Feedbooks, 2019.",
tion": "Edited by T.H. Kim / DRM inside, 2020.",
"object",
ies": {
{
cription": "Unique identifier for the Licepse",
e": "string"
d": {
cription": "Date when the license w&s“first issued",
e": "string",
mat": "date-time"
der": {
cription": "Unique identifier for the Provider",
e": "string",
mat": "uri"
ed" : |
cription": "DateSwhen the license was last updated",
e": "string",
mat": "date-time"
ption": ¢
cription™® "Information related to the encryption of the content",
e": "ebject",
perties":
rOFile": {
n"de hrip#{nn"- "ITdentifie the Fﬁﬁrzpfimﬁ Profile used by thi I1s0-_23078-_13
n",
"type": "string",
"format": "uri"
ontent key": {
"type": "object",
"properties": {
"encrypted value": {
"description": "Encrypted Content Key",
"type": "string",
"contentEncoding": "base64"
b
"algorithm": {
"description": "Algorithm used to encrypt the Content Key",
"type": "string",
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