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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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Introduction

Artificial intelligence (AI) systems, in general, are engineered systems that generate outputs such as
content, forecasts, recommendations or decisions for a given set of human-defined objectives. Al covers
a wide range of technologies that reflect different approaches to dealing with these complex problems.

ML is a branch of Al that employs computational techniques to enable systems to learn from data or
experiences. In other words, ML systems are developed through the optimisation of algorithms to fit to
training data, or improve their performance based through maximizing a reward. ML methods include
deep learning, which is also addressed in this document.

Termspsuctras kmowtedge; fearmimganmddecisionsare usedthroughout thedocumrent—Howvever, it is not
the intlent to anthropomorphize machine learning (ML).

This document aims to provide a framework for the description of Al systems thaf use ML. By
establishing a common terminology and a common set of concepts for such{ystems, this document
provides a basis for the clear explanation of the systems and various considerations that|apply to their
engingering and to their use. This document is intended for a wide audiené€e including exgerts and non-
practifioners. However, some of the clauses (identified in the overview in Clause 5), indlude more in-
depth technical descriptions.

This dpcument also provides the basis for other standards diregeted at specific aspects of ML systems
and their components.

© ISO/IEC 2022 - All rights reserved v
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INTERNATIONAL STANDARD ISO/IEC 23053:2022(E)

Framework for Artificial Intelligence (AI) Systems Using
Machine Learning (ML)

1 Scope

This document establishes an Artificial Intelligence (AI) and Machine Learning (ML) framework
for describing a generic Al system using ML technology. The framework describes the system
compdnents and their functions in the Al ecosystem. This document is applicable te Jall types and
sizes df organizations, including public and private companies, government entities,‘and| not-for-profit
organizations, that are implementing or using Al systems.

2 Normative references

The following documents are referred to in the text in such a way that some or all of|their content
constifutes requirements of this document. For dated references, ‘ouly the edition citefd applies. For
undatgd references, the latest edition of the referenced document (iricluding any amendmnlents) applies.

ISO/IHC 22989, Information technology—Artificial intelligence — Artificial intelligence|concepts and
terminpplogy

3 Terms and definitions

For th¢ purposes of this document, the terms and’definitions given in ISO/IEC 22989 and|the following
apply.

ISO and IEC maintain terminology databases for use in standardization at the following afldresses:

— ISP Online browsing platform; available at https://www.iso.org/obp

— |E[C Electropedia: available at https://www.electropedia.org/

3.1 Model development and use

3.1.1
classification model
<machine learfiing> machine learning model whose expected output for a given input i one or more
classe;

3.1.2
regression model

<machine learning> machine learning model whose expected output for a given input is a continuous
variable

3.1.3

generalization

<machine learning> ability of a trained model to make correct predictions on previously unseen input
data

Note 1 to entry: A machine learning model that generalizes well is one that has acceptable prediction accuracies
using previously unseen input data.

Note 2 to entry: Generalization is closely related to overfitting. An overfit machine learning model will not
generalize well as the model fits the training data too precisely.

© ISO/IEC 2022 - All rights reserved 1
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3.1.4
overfitting

<machine learning> creating a model which fits the training data too precisely and fails to generalize

on new data

Note 1 to entry: Overfitting can occur because the trained model has learned from non-essential features in the
training data (i.e. features that do not generalize to useful outputs), excessive noise in the training data (e.g.
excessive number of outliers) or because the model is too complex for the training data.

Note 2 to entry: Overfitting can be identified when there is a significant difference between errors measured
on training data and on separate test and validation data. The performance of overfitted models is especially
impacted when there is a significant mismatch between training data and production data.

3.1.5
underfitting
<machine lea

incorrect preglictions on new data

Note 1 to entry

model is too sigple to learn from large training data due to limited model capacity (i.e-expressive power).

3.2 Tools

3.21
backpropagd

neural netwoprk training method that uses the error at the output layer to adjust and optim

weights for th

3.2.2
learning ratg
step size for a

Note 1 to entn

making it an impportant hyperparameter to set forneural networks.

3.3 Data

3.3.1
class
human-defing

EXAMPLE
awork table, a

Note 1 to entry

Fning> creating a model that does not fit the training data closely enough.and pr

: Underfitting can occur when features are poorly selected, insufficient training time or w

tion

e connections from the successive previous layérs

gradient method

y: Learning rate determines whether‘dnd how fast a model converges to an optimal s

"telephone?; “table", "chair", "ball bearing" and "tennis ball" are classes. The "table" class in
dining tablé, a study desk, a coffee table, a workbench.

: Classes are typically target variables and designated by a name.

bduces

hen the

se the

blution,

d category of elements that are part of the dataset and that share common attributes

cludes:

3.3.2

cluster

automatically induced category of elements that are part of the dataset and that share common

attributes

Note 1 to entry: Clusters do not necessarily have a name.

3.3.3
feature

<machine learning> measurable property of an object or event with respect to a set of characteristics

Note 1 to entry: Features play a role in training and prediction.

Note 2 to entry: Features provide a machine-readable way to describe the relevant objects. As the algorithm
will not go back to the objects or events themselves, feature representations are designed to contain all useful

information.
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3.34
distance
<machine learning> measured proximity of two points in space

Note 1 to entry: Euclidean, or straight-line, distance is ordinarily used in machine learning.

3.3.5
unlabelled
property of a sample that does not include a target variable

4 Abbreviated terms

Al artificial intelligence

API application programming interface
AUC area under the curve

BM Boltzmann machines

CapsNpt capsule neural network

CG conjugate gradient

CNN convolutional neural network

DBN deep belief networks

DCNN deep convolutional neural network
FFNN feed forward neural network

FNR false negative rate

FPR false positive rate

GRU gated recurrent unit

LSTM long short-term memory

MAE mean-absolute error

MDP Markov decision process

ML machine learning

NN neural network

NNEF neural network exchange format
NPV negative predictive value

ONNX open neural network exchange
PCA principal component analysis

PHI personal or protected health information
PII personally identifiable information
PPV positive predictive value

© ISO/IEC 2022 - All rights reserved 3
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RNN
ROC
SGD
SVM
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representational state transfer
recurrent neural network
receiver operating characteristics
stochastic gradient descent
support vector machine

true negative rate

TPR

5 Overvie

ISO/IEC 2298
techniques, s

true positive rate

\\%

9 defines ML as the process of optimising model parameters threugh comput
ich that the model's behaviour reflects the data or experience. Sihce the early

htional
1940s,

modelling of heurons (i.e. neural networks) and the development of computer programs that can learn

from data ha;j
wide array of]

and computatfion resources. ML methods include neural networks and-d€ep learning.

In ISO/IEC 22
Component (0]
components d

Clause 6 in th

Clause 7 in t
training data.

Clause 8 in t}h
and operating

Clauses 6.5 al
can help ther

6 Machin

6.1 Overview

Figure 1 depi
that can be inj

e been explored. ML is an expanding field with the emergencé.of new applicatio
industry sectors. This progression is enabled by the availability of large amounts

D89, an Al ecosystem is presented in terms of its functional layers and ML is a sign
[ this Al ecosystem. Figure 1 illustrates the ML system which breaks down in
f model, software tools and techniques and data.

s document describes in further detail the different components of the ML system.

is document describes an ML pipeline: the processes involved in developing, dej
an ML model.

nd 7 are more technicalthan the rest of the document. A stronger technical backg
cader to better understand this content.

p learning system

ts theyelements of an ML system. They delineate the roles and their ML-specific fur
plemented by different entities (e.g. different vendors). The examples provided in Fi

s in a
bf data

ificant
to the

his document describes different ML*approaches and describes their dependefcy on

loying

round

ctions
gure 1

are not mean

€ T0 be an exhaustive lISt. rurther explanation on each section oI rigure 1 con

through Clause 6.
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Machine Learning

Task (problem definition)

Other tasks

Regression || Classification|| Clustering Anom_aly DlmenSIQnallty
detection reduction
Model
Training models Evaluating Retraining models || Retraining models
for common use models with additional data for custom use
Data Tools and techniques
) Categories of ML Optimization ) .
Data preparation algorithms methods Evaluation metrics
Traiping 1 Validation - Production
data data Testdata data « Filtering e Neural network e Gradient descent  Prefision, recall,
e Normalization * Decision tree ¢ Least square curve Fil gcore
« De-identification « Bayesian network fitting ¢ Arep under ROC
« Support vector ¢ Maximum curye
machine likelihood « Corffusion matrix
estimation
* Expectation-
maximization

Figure 1 — Elements of an ML system

In Figure 1, the sub elements of model development and use ¢an be considered as a laye
i.e. applications are built from models which are used to solyvetasks. Model development a
have a|dependency on software tools and techniques and data.

A single ML system can be composed of several ML models used in combination. The syster
can bg described in terms of their input, output and their intent or function. The comp
tested|independently.

ML mg
an ML|model already trained when it was-obtained. In some cases, the developed model ¢
to a similar task, in a different domain)Transfer learning is a technique for modifying a p
modelfto perform a different related.task.

document, application refers both to the intended use of one or more ML mods
concrgte piece of software that implements that use. ML models are usually integrate
softwdre components te.create applications. Applications using ML differ in the type
data they process and in'the types of tasks they perform. In some applications, ML ma
predictions or decisions, while in other applications, ML provides answers to nary
problejms.

Differgnces dnsinput data and tasks, as well as factors such as deployment options,
reliabillity, relsult in different application designs. Al applications can use proprietary cust|

Fed approach,
hd use in turn

N components
bnents can be

dels, when deployed, produce outputs such as predictions or decisions. A pre-trained model is

an be applied
Fe-trained ML

ls and to the
bd with other
5 of the input
kes high-level
owly defined

accuracy and
pm designs or

follow|denfain-specific design patterns.

Application logic is informed by the format of the input data, the output data, and p
transformation and the flow of data between the ML models in use. In all cases, the
algorithms and data preparation techniques is tailored to the application’s tasks.

6.2 Task

6.2.1 General

otentially the
choice of ML

The term "task" refers to actions required to achieve a specific goal. In ML, this implies identifying a
problem to be solved using the ML model. One or more ML tasks can be defined for an ML application.

Instead of solving a problem using a specific function represented as a set of steps and

implemented

in a software code, the defined problem is solved by applying a trained ML model to production data.

© ISO/IEC 2022 - All rights reserved
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Effectively, the trained ML model implements a target function, which is an approximation of the
hypothetical function that would have been written by a programmer to solve the problem.

An ML task setup involves defining the problem, the data format and the features.

The tasks described in the following subclauses are examples and are not exhaustive.

6.2.2 Regression

Regression tasks comprise predicting a continuous variable by learning a function that best fits a set of
training data. In a regression task, the trained regression model represents a custom space. When the
trained model is applied to a new production data instance, the instance is projected into the custom
space defined|by the trained regression model.

Regression i mainly used to predict numerical values of a real-world process based-on “prievious

measurements or observations from the same process. Use cases for regression include:

predicting stock market price;
predicting the age of a viewer of streaming videos;

predicting the amount of prostate-specific antigen in the body based on different ¢linical

measureinents.

6.2.3 Classjffication

efined
everal

Classification| tasks comprise predicting the assignment ofian’ instance of input data to a d

category or
possibilities)
be used to pr
species. The ¢
formalised as
drug overdos

flass. Classification can be binary (i.e. trueNor false), multi-class (i.e. one of §
br multilabel (i.e. any number out of several‘possibilities). For example, classificati
bdict whether an object in an image is a@at or a dog, or even from a completely di
lasses are typically from a discrete and“unordered set, such that the problem can
a regression task. For example, a.medical diagnosis of a set of symptoms can be {
e, seizure}, there is no order to the'class values, and there is no continuous chang

on can
fferent
not be
btroke,
e from

one class to apother.

Use cases for flassification include:

everal

Documentt classification andemail spam filtering, where documents are grouped into §
classes. Al spam filter for instance uses two classes, namely “spam” and “not spam”;

fct the
e petal

Classifyiry
species o
length an

g the species of a specimen. For example, an ML classification model can pred
a flower witen provided with data that specifies the sepal length and width, and th
d width;

Image cla
and name

ssification. Given a set of images (e.g. of furniture), an ML system can be used to rec
thé-objects shown in those images.

pgnize

6.2.4 Clustering

Clustering tasks comprise grouping input data instances. Unlike classification tasks, the classes are not
predefined in clustering tasks but are determined as part of the clustering process. Clustering can be
used as a data preparation step to identify homogenous data which can then be used as training data for
supervised machine learning. Clustering can also be used to detect outliers or anomalies by identifying
input data instances that are not like other samples. Example applications of clustering tasks include
the sorting or organizing of files.

6.2.5 Anomaly detection

Anomaly detection comprise identifying input data instances that do not conform to an expected
pattern. Anomaly detection can be useful for applications such as detecting fraud or unusual activities.

© ISO/IEC 2022 - All rights reserved
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For anomaly detection, the ML model predicts whether an input data instance is typical for a given
distribution.

6.2.6 Dimensionality reduction

Dimensionality reduction consists of reducing the number of attributes or dimensions per sample while
retaining most of the useful information.

Dimensionality reduction can promote a dataset’s most useful features and thereby mitigate
computation costs.

Dimensionality reduction alleviates the various less-than-ideal effects of keeping too many features,
collectively known as “the curse of dimensionality”. Dimensionality reduction is also-ulseful for data
explorption and model analysis.

—

Metholds for dimensionality reduction are unsupervised, supervised or semi-supervised!

6.2.7 | Other tasks

There jexist many other tasks which have different purposes and expected outputs. Thesg tasks can be
specific to a given application. Examples of other tasks include semanti¢ segmentation of text or images,
machipe translation, speech recognition or synthesis, object localisation and image generation.

In planning, the task is to optimise a sequence of actions from-an agent or agents through pbserving the
environmental state.

Despitg their diversity, a number of concepts have been/formulated to draw connections etween some
of thege other tasks. Structured prediction, correspending to tasks in which the expected output of the
modellis a structured object as opposed to a single value, is one such concept.

Structfired prediction requires computational'methods that can account for regularities|in the output,
either [by explicitly modelling them or by;jointly predicting the whole structure with|a model that
internplly models the regularities.

Use cakes for structured predictiontinclude:

— copstructing a parse tree for'a natural language sentence;

— translating a sentence-ih one language into a sentence in another language;
— predicting proteinstructure;

— semantic segmentation of an image.

6.3 ]:odel
[SO/I1 T —3271%; i T generates an

inference or prediction, based on input data or information. The ML model comprises a data structure
and software to process the structure, both determined by a chosen ML algorithm. The model is
configured with inputs and outputs essential to solving the given problem.

The model is populated (also known as “trained”) to represent the relevant statistical properties of the
training data. Effectively, through the training process the model “learns” how to solve the problem for
the training data with the goal to apply this acquired knowledge to a real-world application.

ML models produce results that are approximations of optimal solutions. ML algorithms utilise
statistical optimisation methods to perform this approximation. The resultant mapping from the
inputs to the outputs of the model reflects the patterns learned from the training data. Patterns can
relate to correlations, causal relationships or categories of data objects. ML models are the result of
the training data used. Thus, if the data used is incomplete, or reflects inherent societal bias, then the
model performance will reflect this as well. Therefore, care should be taken with the datasets used for

© ISO/IEC 2022 - All rights reserved 7
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training models. The logic created in the process of machine learning and represented by the trained
model is not specified by a programmer but evolves during the training activities.

To see how well the model performs, it is evaluated using evaluation metrics.

Retraining consists of updating a trained model by training with different training data. It can be
necessary due to many factors, including the lack of large training data, data drift and concept drift.

In data drift, the accuracy of the model’s predictions decays over time due to changes in the statistical
characteristics of the production data. In this case, the model needs to be retrained with new training
data that better represents the production data.

In concept dg

predictions,
the training d

case of concept drift, the target vatia
ata need to be relabelled and the model retrained.

uracy of

bles in

Retraining c
the ML model

n also occur for purposes such as transfer learning and optimisation or'modification of

fic use
can be

Some models
case or used §
retrained to h

can be readily available which can then be retrained and optimiséd for a speci
s is. An example can be a commercially available machine translation model that
e used for translating legal documents.

Continuous ldarning is a special case of retraining in that the modeks’performance is continuously

evolving, resylting from on-going training of the model with production data. In such cases,|it can

be necessary|to continuously monitor the model’s performanceidr to implement “guard-rails” jon the

acceptable behaviour for the model.

6.4 Data

Figure 2 is a fake diagram showing that the data concept is partitioned into four mutually extlusive

categories:

a) Training flataset, used to estimate the parameters of candidate models;

b) Validation dataset, also known as_.development dataset depending on the Al field (e.g. in natural
language[processing), used to seleéctthe best model according to a performance criterium;

c) Test datapet, used to check the.generalisation capacity of a model and determines its perforjmance
on future|data;

d) Productign data, comprised of operational data to be used by the model for prediction. The

distribution of production data can differ from that of training, validation and test dataset.

Training, valiflation'and test datasets can be supplemented with simulated and perturbed data.

Data

Training dataset Validation dataset Test dataset Production data

Figure 2 — Concept diagram: data and datasets

These various types of data can be comprised of either input data alone, or input data associated with
labels (the expected output data). Validation and test data are often labelled, and production data is
typically unlabelled. For training data, it depends on the ML approach: it can be unlabelled, partially

© ISO/IEC 2022 - All rights reserved
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labelled, or fully labelled. Labelled training data allows the ML algorithm to identify statistical
relationships between input variables and the target variable. Unlabelled training data allows the ML
algorithm to identify statistical correlations and structure within the input data.

Validation and test data are both used with statistical performance measures (which are discussed
in 6.5.5), but their uses differ: validation data is used to tune the hyperparameters, whereas test data
is about evaluating the model. The aim of test data is to verify that the trained model will perform, or
generalize, well on production data. Trained models that do not generalize well are called “overfitted”
(to the training data).

Note that this use of the term test data is limited to ML-specific processes, and distinct from usage of
the term in the context of verifying and validating an integrated system that uses ML components, in
whichj:‘ase it would refer to any data used for verification and validation purposes, witholit a particular

relation to ML. Note also that the ML-specific use of the term validation data is unrelatedfo verification
and vallidation processes, as it pertains to model development.

For re|iable application of the ML processes, training, validation and test data need fo be disjoint.
Training, validation and test sets can be obtained from the same dataset, uSing data splits, or they can
be acquired separately. In an ideal configuration, they all have the sameistatistical digtribution, but
depengding on the use case and ML approach it can be necessary to proceed differently.

For falthful evaluation of the trained model, the test data needs(to*have a distribution|as similar as
possible to that of production data.

Produg¢tion data is seen by the model only after its deployment. For the model to npake accurate
predicfions, in general the production data needs to have)a distribution similar to that qf the training
and v3lidation data, although specific techniques exist that can alleviate the degradatjon in case of
discrepancy.

Over tjme, the production data distribution can<rift which can require the model to bg retrained on
new data. In cases where the model needs to.adapt dynamically to new patterns in the pr¢duction data,
the madel can be continuously retrained byleveraging information gained from productjon data. Such
cases gre discussed in 6.3.

6.5 Tools

6.5.1 | General

ML mgqdel creation uses_tools categorized as data preparation, ML algorithms, optimisgtion methods
and eyaluation metrics. ML model performance is assessed through tools that generdte evaluation
metrigs.

ML mqdel creation often requires high-performance compute workloads due to computatipnal demands
and thle use of large training datasets. Compute and storage performance can also affect how quickly
ML mddels’can be developed and trained.

Fundamental challenges with ML include statistical analysis, algorithm design and optimisation.
Statistical analysis involves the principles of mathematical models derived from training data.
Algorithm design is the manner of implementation of algorithmic techniques used to build the ML
model. Optimisation of a given ML model is also an important issue in implementing ML. A further
challenge is in understanding the potential and possibilities of ML. It relies on data and so will replicate,
amplify and expedite existing faults and inequities in many cases.

6.5.2 Data preparation

Data preparation is discussed in 8.3.
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6.5.3 Categories of ML algorithms

6.5.3.1 General

The choice of the ML algorithm defines the computational structure of the ML model and its training
approach.

Algorithms can be used for different ML purposes, including:

— an information representation algorithm that can take part of the data preparation stage. This is
related to feature engineering;

— an algorifhm used in the creation of an ML model.

The relationship between ML algorithms and ML models can be illustrated by considering the Jolving
of a univariatg linear function y = 8, + 8;x where y is an output, or result, x is an input, 8 islan infercept
(the value of )y where x=0) and 0, is a weight. In ML, the process of determining the intércept and weight
for a linear fupction is known as linear regression. If a univariate linear function (=6, + 6,x) hgds been
trained using|linear regression, the resulting model can be y = 3 + 7x.

Figure 3 shows examples of various categories of ML algorithms.

Machine learning

algorithms
Support vector machine Neural network Bayesian network Decision treq
Feed forward Recurrent Convolutional Deep Generfative
Strlictured Capsule .
neural neural neural Boltzmann adversarial
perceptron . network
network network network machine network

Figure 3 — Examples of various categories of ML algorithms

The choice offan ML algorithm-iscoften not sufficient to define the structure of the ML model and its
training apprpach. For many(@lgorithms, hyperparameters shall also be chosen.

Hyperparamgters are characteristics of an ML algorithm that affect its learning process. They can be
used in procegses to hélp'estimate model parameters. Examples of hyperparameters for neural nefworks
include the n\Lmber of network layers, the width of each layer and the type of activation functign. One

practical approach-to determine the optimal hyperparameter set among all possible combinatjions is
to conduct rapdom searches guided by a constraint function and measure the performance aghinst a
validation dataset. This step is called model selection, or hyperparameter tuning.

6.5.3.2 Neural network

6.5.3.2.1 General

Neural networks (NN) attempt to simulate intelligent capability in observing, learning, analysing
and decision making for complex problems. Hence, the design of NNs draws inspiration from the way
neurons are connected in the brains of humans and animals. They use multilayered networks of simple
computing units (or “neurons”). In these NNs each unit combines a set of input values to produce
an output value, which in turn is passed on to other neurons downstream. The structure of a NN is
composed of interconnected processing elements. A network of nodes (or neurons) is connected by
weighted edges. The simplest form of network consists of one or more input neurons that accept one
or more features from the input data, as well as an output layer which includes one or more neurons.
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Each neuron can accept one or more inputs from the previous layer and its output is given by an
activation function that typically nonlinearly depends on the weighted combination of the inputs from
the previous layer. The NN “learns” by training with known inputs, comparing actual output with the
expected one and using the error to adjust weights.

Hidden layers can exist between the output and input layers of a NN, in which case it is called a
multilayer perceptron or multilayer NN. Deep neural network or deep learning specifically refers to
neural networks with many hidden layers. Deep learning is an approach to creating rich hierarchical
representations through the training of NNs with many hidden layers. This process allows the neural
network to progressively refine the final output. Deep learning can reduce or eliminate the need for

feature engineering as the most relevant features are identified automatically.

NNs cdn be categorized into three general types: discriminative, generative and hybrid-{c
the twp former types).

NNs c3dn be considered as a connectionist approach. Connectionism uses a network of iy
units yhich generally are simple computational units[2]. The behaviour of thénetwork ¢
by mogification of the weights associated with each connection which as deseribed abo
through training. The nodes of the network process information in parallel.

Deep learning can require significant time and computing resources. ML NNs off
considerable amount of computing power and memory to run. Réducing the model com
benefifial for using these networks on mobile and embedded detices. The runtime impal
consumption can be minimised, and in some cases the reduction even enables the NN
real-time on mobile devices without relying on cloud services. Compressing weights or
architg¢cture can reduce the model complexity by a significant factor while maintaining al
performance.

6.5.3.2.2 Feed forward neural networks

Feed forward neural networks (FFNN) are:the most straightforward NN architectur
informjation from the input layer to theQuitput layer in one direction only. There are n
betwegn the neurons within a particular layer. Two adjacent layers are typically “fully
that egch neuron in one layer has a connection to each neuron in the subsequent layer. Ea
has a Wweight associated with it.-EFNNs are typically trained through the use of back-pro
labelldd training data, where (each sample is labelled with the ground truth for the exp
the oufput data. The difference between the actual output of the FFNN and the ground ty
the eryorl3]. Backpropagdtion involves using the error at the output layer to adjust the w
conne(tions from thessuecessive previous layers. It is often used together with gradient d

6.5.3.2.3 Recurrent neural network
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an ordered sequence and where the ordering of the inputs in the sequence matters. Examples of such
inputs include dynamic sequences like sound and video streams, but also static sequences like text or
even single images. RNNs can in principle be used in many fields as most forms of data that do not have
a timeline (i.e. unlike sound or video) can be represented as a sequence. A picture or a string of text can
be fed one pixel or character at a time, so the time dependent weights are used for what came before in
the sequence, not actually from what happened earlier in time.

RNNs have a stateful property influenced by past learning. Input is expected to take place in a sequence
of passes over time and the RNN holds information from one pass to be used in a later pass, i.e. the RNN
has a memory. Thus, in an RNN, neurons in a layer not only have weighted connections from neuronsin a
previous layer for the current pass, they also have inputs from neurons from previous passes. RNNs are
widely used in speech recognition, machine translation, time series forecasting and image recognition.
In general, RNNs are a good choice for advancing or completing information, such as autocompletion.
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RNNs are well suited to process sequential input data of variable length or to output sequential data of
variable length. Common types of RNNs include long short-term memory (LSTM) and gated recurrent
unit (GRU) networks, a simpler variant of LSTM.

6.5.3.2.3.2 Long short-term memory networks

Long short-term memory (LSTM) networks are a form of RNN designed for problems that require
remembering information with both longer and shorter time differences, making them suitable to learn
long-term connections. They have been introduced to solve the vanishing gradient problem in RNNs
associated with backpropagation. Each LSTM cell has an internal memory and a hidden state. RNNs
depend on the use of backpropagatlon durmg trammg but thls approach can suffer from either the
vanishing gradies : plo ping-the \
are updated based on the partial derivative of the error functlon in each 1terat10n of tralnmg The
derivative can either be very small, resulting in a RNN that is effectively untrainable, or it(can he very
large, resultirfg in a RNN that is highly unstable.

An LSTM is
combination
and a forget
previous stat
to flow. The ipput gate determines how much of the information from theprevious layer gets st

designed for learning long-term dependencies and has an architécture based on a
bf neurons, with a cell (which has the memory capability), an input)gdte, an outpyit gate
bate. The memory cell is associated with each neuron containing,information abjout its
. The function of these gates is to safeguard the information%y stopping or alloying it
red in

the cell. The d
the next layer
a paragraph 4
from the prev
this is more ¢
train and to (
like Shakespe

6.5.3.2.4 Convolutional neural network
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utput gate on the other end determines how much of the §tate about this cell is pa
The forget gate allows the network to clear its internakstate. For example, if the i
nd a new sentence begins, it can be necessary for the network to forget some chai
ious sentence. Since each of the LSTM neurons has a separate weight for each of the
bmplex than other kinds of NN and as a result LSTMs typically require more resou
perate. LSTMs have been shown to be able to\learn complex sequences, such as ¥
are or composing music.

neural networks (CNNs) are a type of NN that includes at least one layer of conv
1 information from inputs. CNNs are primarily used for image processinglZl and
re also applicable to other types of input such as audio or text (sometimes using reg
ecurrent CNNs). The conhectivity patterns of CNNs for image processing reseml
bf the animal visual cortex. As opposed to RNNs, each neuron placed on a given laye
‘ted to neurons fromia previous layer only and is not fed with information on its pr
of input neurons'of/a given neuron is called its receptive field. In a CNN, it is typical

ks assume,that their input have a grid-like topology, like images (2-D grid) or timse
e convolutional layers treat their input as a vector or a matrix (e.g. a 2-dimensional
nvolutien to the input, which is a sliding dot product or cross-correlation, where a
ed.a kernel is applied to the input data. A particular convolution is designed to §
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different kinds-ef layers, including convolutional layers and pooling layers. Convolfitional
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tukes from the input and produces a feature map for the next layer in the CN]

approach can make the CNN Iocation-invariant with respect to the features in the input data, something
highly desirable when dealing with real-world images.

Pooling layers reduce the dimensions of their input data either locally (over a small number of inputs)
or globally over all inputs from the prior layer. Pooling effectively filters out inconsequential details.
Multiple convolutional and pooling layers can be used in sequence to produce better results.

Fully connected layers are typically used near the output from the CNN. Real world implementations
of CNNs often glue an FFNN to the end to further process the data, which allows for highly non-linear
abstractions.

6.5.3.2.5 Structured perceptron

The structured perceptron is an extension of the perceptron algorithm used by NNs. Structured
perceptrons use one neuron layer multiple times in succession to predict different parts of the output.
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The structured perceptron training procedure reflects this design: a single target variable is used to
assess multiple predictions at the same time.

6.5.3.2.6 Deep Boltzmann machine

Bolzmann machines (BM) are networks of binary units {0,1} comprised of a set of visible units and a
set of hidden units. Connections are only between neighbouring units. They are bidirectional and are
capable of learning unknown probabilistic distributions. They are useful in object or speech recognition.
BMs are a generative algorithm.

The simplest form of BMs is called restricted Boltzmann machines (RBMs). When multiple layers of
RBMs are stacked, the network is named deep Boltzmann machines (DBMs). Deep belief networks
(DBNs)) are similar to DBMs but also include neuron layers (i.e. unidirectional connection$).

6.5.3.2.7 Capsule network

Capsu
They i

e networks (CapsNet) are NNs that implement dynamic routing thatcan train o sparse data.
mprove some limitations of CNNs by replacing neurons with structures called czlrrpsules, which
consisf of sets of tightly interleaved neurons that are updated all at the same time. Connections between
capsules are also improved, so that CapsNets can better capture hiefdrchical relationships and create
higherjorder representations. CapsNets are a discriminative type.

6.5.3.2.8 Generative adversarial network

Generj3
create
try to
traine

itive adversarial networks (GANs) are NNs containing one or more generators, which attempt to
samples that are the most representative of thedataset, and one or more discriminators, which
distinguish generated samples from real ones. Generator and discriminator components are
l together to improve the inner representations of the network.

GANs
artific

can be used for various tasks (e.g. classification), but also for other purposes such
al data or adapting to a new domain:

as generating

6.5.3.3 Bayesian network

Bayesi
variabjes. They can be used to derive probabilities for the causes or variables that can co

an networks are graphiealimodels used for generating predictions on the dependencies between
tribute to the

outcor
are al
to dat
be the
in con

he. This causality is\very useful in applications such as medical diagnosis. Bayes
o useful for data analysis, addressing incomplete data, and mitigating overfitt
1. Bayesian networks rely on Bayesian probability: the probability of an event is
degree of belief in that event. Various Bayesian statistical methods exist which
unction-with Bayesian networks to determine causality or perform data analy

ian networks
ng of models
considered to

can be used
rsis. Bayesian

networks often-utilise a graphical representation of variables referred to as directed acyclic graphs.
These graphshave the property that by following the links between a variable x and other|variables, the
graph willnever direct back to x. Further information on Bayesian networks can be foun11 in Reference

[8].

6.5.3.4 Naive Bayesian algorithm

Naive Bayesian algorithm is a classification technique based on Bayes’ theorem. The theorem
determines the probability of an event occurring, based on knowledge of prior related events. This
helps to improve the accuracy of determining whether the event will occur. For example, a diagnosis
of a medical condition can be made more accurate by considering the patient’s lifestyle, e.g. sedentary
versus active. With naive Bayesian classification, it is assumed that features of data are statistically
independent of each other. This classification method has the advantages that it is relatively simple and
does not rely on a very large dataset for training.
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6.5.3.5 Support vector machine

A support vector machine (SVM) is an ML method widely used for classification and regression. An SVM
classifier marks samples into two different categories and then assigns new input data instances to one
category or the other. SVM are maximum-margin classification algorithms. They define a hyperplane
to separate the data into two classes, providing the maximal distance between the classifying plane
and the closest data points. The points that are closest to the boundary are called “support vectors.”
The orthogonal distance between support vectors and the hyperplane is half of the “margin” of SVM.
SVMs also use kernel functions to map data from the input space into a higher-dimensional (sometimes
infinite) space, in which the classifying hyperplane will be chosen.

The training of an SVM involves maximizing the margin subject to the data from the different categories
that are on the opposite side of the hyperplane. These “hard-margin” SVM are rarely used in pragtice. A
hard-margin ¢lassifier only works if the data is linearly separable in the embedded space. Even'd single
sample can npake it impossible to find a separating hyperplane. In contrast, soft-margin-clagsifiers
allow data samples to violate the margin (i.e. to be situated on the wrong side of the hyperplang). Soft-
margin classifiers attempt to achieve maximal margin while limiting margin violatigns! Categor]zation
of unlabelled flata and use in prediction and pattern recognition are examples of the:application qf SVM.

When using an SVM for regression, the objective is the reverse of an SVM classifier. In SVM regrgssion,
the objective|is to fit as many data instances as possible inside the maigin, while limiting fnargin
violations (i.e} those samples outside the margin).

6.5.3.6 Dedision trees

Decision tree$ use a tree structure of decisions to encode possible outcomes. Decision tree algofithms
are widely uped for classification and regression. The ttee is formed of decision nodes and leaf
nodes. Each decision node has at least two branches, where leaf nodes represent the final d¢cision
or classification. Generally, the nodes are ordered in.téerms of the decision that gives the strpngest
predictor. Ingut data needs to be split into various*factors in order to determine the best ouftcome.
Decision treep are analogous to flow charts whereat each decision node a question can be agked to
determine whHich branch to proceed to.

6.5.4 ML optimisation methods

6.5.4.1 General

ML optimisatjon methods are(used to fit an ML model to ML data. The challenge in ML optimjsation
is to find the [optimal parameters of an ML model to minimise a given loss function for the giyen ML
data. Most of|the following:methods rely on a loss (sometimes called “cost”) function to determine if
the model is donverging€o an acceptable solution or diverging. Prevalent ML optimisation methdds are
described in the following subclauses.

Beyond optintisation methods, other techniques can improve how the ML model fits the data. Orje such

aspect is the chotee-ofabetterlossfunction—Forexampleregularizationisatechniqueusedtereduce
overfitting and high prediction variance, by introducing new terms in the loss. It works by penalising a
complex model and favouring a more general, less precise model.

6.5.4.2 Gradient descent methods

Gradient descent is an iterative technique to find the minimum of a function: while feeding the whole
dataset as a single batch the parameters are updated step by step, in the same direction as the first-
order derivative (gradient) of the function. The solution is a global optimum when the objective function
is convex. When updated parameters are calculated via randomly selected smaller batches instead of
on the whole dataset as a single batch, this is called stochastic gradient descent (SGD). SGD reduces the
calculation costs while risking a solution that is trapped at a local minimum. The iterative step size of
the gradient is referred to as the learning rate.
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Momentum methods introduce speed as a variable to represent the direction and rate of a parameter’s
change in its space; this operation preserves the influence of the previous update direction for the next
iteration. Nesterov accelerated gradient descent applies an adaptive momentum term resulting in faster
convergence.

Adjusting the learning rate by varying the step size of each parameter update improves gradient
descent methods. This is called an adaptive learning rate. An example is AdaGrad (adaptive gradient
algorithm) which automatically tunes the learning rate.

Redundant information in training data can lead to slow convergence with SGD methods. Stochastic
average gradient maintains a parameter to record the sum of the latest gradients. This sum is updated
randomly per iteration and replaces the old gradient with a new gradient each cycle. This technique
achievgs variance reduction.

6.5.4.3 Newton’s method

Newtdn’s method uses the first order derivative (gradient) and second cofder deriyative matrix,
otherwise known as the Hessian matrix, to approximate the objective, function with a quadratic
ipn. Newton’s method fits the local surface of the current position-with a quadrati¢ surface; this
ts with gradient descent method which fits the current local sdrface with a plane.

Conjugate gradient

The canjugate gradient (CG) method calculates the Hessian vector product without directly calculating
the Hessian matrix as in Newton’s method. CG generatesanew search direction only using the previous
vector] It avoids the compute penalty of calculating the inverse of the Hessian matrix.

6.5.4. Gaussian processes

A Gaugsian process is a collection of random™variables with consistent, joint Gaussian [distributions.
Gaussian process is based on Bayesian theory and statistical learning. Its advantages #re in flexible
nonpafametric inference and strong interoperability at the expense of complexity and|large storage
requirgments.

6.5.4.6 Least square curve(fitting

Least gquare fitting is a technique to fit a polynomial function to given data by minimisinfg the squared
sum of differences between the outputs of the polynomial function and the given data. The order of the
polyngmial needs tp fit'the measurement data to achieve good results. Least square cujve fitting can
operatle in a batchsmanner on a complete dataset or in a recursive manner with growing datasets.

6.5.4.7 Maximum likelihood estimation

MaxinmfjumJikelihood estimation is a method for estimating the parameters of a probabilitly distribution
by maXimising the l1kelihood function. To bulld a probabilistic model from observed data, maximum
likelihood estimation chooses the hypothesis that maximises the likelihood of the observed data
given the hypothesis. In its general form it does not use any a priori knowledge to favour a particular
hypothesis. Maximum likelihood estimation methods often use the logarithm of the likelihood for
calculation reasons.

6.5.4.8 Expectation-maximisation

Expectation-maximisation is an iterative method to learn model parameters with hidden variables not
observable in the data. It consists in an alternation between expectation steps (estimate the hidden
variables based on current parameters) and maximisation steps (re-estimate the parameters to
optimise the likelihood of the data, given the current value of the hidden variables), up to convergence.
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6.5.5 ML evaluation metrics

6.5.5.1 General

The ML tasks (discussed in 6.2) typically determine suitable evaluation metrics. Understanding a
model’s use case is vital to selecting appropriate evaluation metrics. Multiple metrics can be required to
adequately express and examine model performance. Using a single metric, even an aggregate one such
as the F1 score, is risky without thorough inspection of the underlying results. Further, class imbalance
in the training data is a confounding factor that can distort various metrics.

Many of those metrics, in particular in the case of classification, are based on the concepts of true
positives (TP; corresponding to samples which have been correctly detected), false positives (Fp,
corresponding to samples which have been detected when they should not have), true negatives
(Ty, corresponding to samples which have correctly remained undetected) and false negativps (Fy,
corresponding to samples which have been undetected when they should have been detected).

There are mahy metrics available to represent the performance of trained models, such’as:

— Accuracy| receiver operating characteristic (ROC), confusion matrix, precision; recall and F] score
can be usgd to evaluate classification algorithms;

— Mean absplute error (MAE), root mean squared error, relative absolute error, relative squared error,
mean zerp one error and coefficient of determination are common meétrics for regression mddels;

— Evaluation metrics for clustering models include average distahceto cluster centre, average distance
to other dentre, number of points and maximal distance to€luster centre.

The following subclauses describe examples of such metricssand are not meant to be exhaustive.

6.5.5.2 Prerision, recall, sensitivity and specificity
A series of mdtrics can be computed directly as proportions between Tp, Fp, Ty and Fy:

— True posifive rate (TPR) is the proportionof true positives (Tp) among all actual positives (T} + Fy).
Its complement is called false negative-rate (FNR);

— True negative rate (TNR) is the proportion of true negatives (Ty) among all actual negativep (T +
Fp). Its camplement is called false positive rate (FPR);

— Positive gredictive value{PPV) is the proportion of true positives (Tp) among all predicted pdsitives
(Tp + Fp);

— Negative |predictive{value (NPV) is the proportion of true negatives (Ty) among all prgdicted
negativey (T +Fy)-

As they offer|complementary points of view, for evaluation these metrics are typically used by pair:

; DR liale 1 ol ] 1 u DN 1 TR Lo
either PPV and—++ Wt ease ey aretaea precisiomanarecar, o T natra T IvnG T which case

they are called sensitivity and specificity.

There are multiple ways to apply those definitions, and the meaning of the terms differs depending on
whether the classification is binary or multi-class. In binary classification, a single class is chosen as
positive, and the definitions are applied to that class only. Thus, for instance the term precision refers
to the precision of the positive class, and precision of the other class is not computed. In multi-class
classification, the definitions are applied in turn to all classes, and precision refers to some combination
of precision for each class.

6.5.5.3 F1score
F1 score expresses model performance through a combination of recall and precision. The F1 score

is determined by the harmonic mean of precision and recall. F1 score reaches its best value at 1; this
would represent perfect precision and recall.
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6.5.5.4 Accuracy
Accuracy expresses amodel’s correct classifications out of the total incorrect and correct classifications.

It is mostly relevant in binary cases. In multi-class classification, it can be understood either as per-
class accuracy or as model accuracy. Per-class accuracy equates to the recall of that class and the
term recall is preferred. Model accuracy ignores the particular class to which the sample belongs and
only considers whether its classification was correct or not, by cumulating results from all samples
indiscriminately. However, this metric is typically less informative than the precision and recall pair or
the F1 score.

In multi-label classification, the term accuracy often refers to subset accuracy, i.e. the accuracy of
predicringthe correct tabel et (asa wiiote): q/

6.5.5.3 Receiver operating characteristics and area under the curve (1/

The r¢ceiver operating characteristics (ROCs) are modelled as a curve r senting [the ability of
a modgl to distinguish between classes. It is plotted with the TPR agair?lml FPR. Any point on the
curve fan be selected as the operating point for a model thus providing Epo ation on TPR and FPR. As
such, depending on the application and importance afforded to TPR a R, the operating point can be

selected to maximise the desired precision and recall goals. Figur% ows an example of ROC curve.
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Figure 4 — Receiver operating characteristics curve

The area under the ROC curve (AUC) is a measure of performance across all classification thresholds.
Its value is always in the [0, 1] range and can be used to rank models. A higher AUC value translates to
a better prediction value than a lower one. The best possible AUC is 1,0 while the worst expected AUC
is 0,5 (because the diagonal line corresponds to random predictions). Any value less than 0,5 means
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a user can simply do the exact opposite of what the model recommends to get the value back above
0,5[21. It is scale and classification-threshold invariant which can be good or bad depending on the
applications. The AUC generally is used when there is class imbalance in the training data. Figure 4
shows an example of AUC as the grey area under the ROC curve.

6.5.5.6 Confusion matrix

The confusion matrix is a table enabling visualisation of the performance of a classification model.
Usually, the rows represent counts of elements predicted to be in a particular class while the columns
represent counts of elements in their true class. The more the counts are concentrated on the diagonal,
the less confusion there exists between classes and the better the performance of the model. Figure 5
shows a two-¢lasscaseInthisparticular binary setup,the topleft cellis the number of frue pgsitives
(Tp), the top right cell is the number of false positives (Fp), the bottom left cell is the numbeér gf false
negatives (Fy)) and the bottom right cell is the number of true negatives (Ty). The confusioh matrix

enables compjtation of TPR, FPR, Accuracy, F1 score and other metrics.

Class truth

Class 0 Class 1

Class 0 T F

Class
prediction

Class 1 F T

Figure 5 — Confusion matrix

Apart from classification, a confusion matrix can similarly be drawn for a number of other tasks. But
depending on|the task, the tableycan remain partly filled: for instance, in object detection the Ty value
is ill-defined.

6.5.5.7 Kappa coefficient

The kappa cdefficient (also known as Cohen’s kappa) measures inter-rater reliability for categorical
elements. In |Mig the kappa coefficient measures the agreement between the model classifjcation
and the grou retrtthdatatabelstteanalsobetsedtotestthe agt eementof 1uu1tiy1c moedets-and to
discard models with low agreement. The kappa coefficient is useful in the case of imbalanced datasets
because it expresses model performance relative to random guessing using the target distribution of
the application.

This coefficient (k) {0,1} measures the degree of interobserver agreement. Measurement of the extent
to which data collectors (raters) assign the same value or score to the same variable or observable is
termed inter-rater reliability. This measure captures the chance occurrence that subjective raters guess
on the value of variables due to uncertainty.

While sometimes used as a metric for model performance, it is not designed for such purposes and this
use is not recommended in the scientific literaturel10][11],
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Matthew’s correlation coefficient (MCC) expresses binary classification performance quality. It is
statistically known as the phi (¢) coefficient and is related to the chi-square (x?2) statistic. It is calculated
directly from the confusion matrix (see 6.5.5.6):

Tp XTy —Fp XFy

(T +Fp ) (Tp +Fy ) (Ty +Fp ) (Tyy +Fy)

7 Machine learning approaches

7.1

ML m
machi
supery

approg

reneral

bthods can be classified into three approaches: supervised machine learhing,
e learning and reinforcement machine learning. Semi-supervised dnachine 1
ised machine learning, transfer learning and ensemble learning are.inspired by
Iches at the same time and warrant separate discussion.

. approaches described in the following clauses can utilise Aumerous ML meth
re 6. Some of the methods used are described in Clause 6 The lists illustrated i

unsupervis

ed

parning, self-
r multiple ML

bds as shown
| Figure 6 are

e Ker

hel methods, support

Gaussian process regression

Neural networks

approximatio

and projection

exempllary and not all methods are described in this documentsFigure 6 shows that spme methods
are ut]lised in more than one ML approach. Neural networks:for example are used in all types of ML
approdches.
Supervised machine learning Unsupervised machine learning
Classification Regression Clustering Dimensior] reduction

» Logjstic regression ¢ Linear and non-linear curve ¢ k-means clustering » Principal component analysis

¢ Lingar discriminant analysis fitting e Hierarchical clustering ¢ Tensor decomposition

* Naiye Bayes ¢ Regression tree ¢ Gaussian mixture model ¢ Isometric feathre mapping

¢ k-n¢arest neighbour « Ridge and Lasso regression * Density-based clustering ¢ Locally linear embedding

* Decjsion tree * Bayesian regression ¢ Genetic algorithms o t-distributed dtochastic

¢ Enspmble methods (random | | ¢ Elastic net reghession ¢ Spectral clustering neighbour empedding

forgsts, AdaBoost) » Support vector regression ¢ Scale-space clustering o Uniform manifold

vec
e Neyu

or machine
ral networks

Neural\networks

Neural netwo

ks

Reinforcement machine learning

Model-free

Model-based

Monte Carlo
Current state/current

Dynamic programming
Explicit explore or exploit

action/next reward/next
state/next action
Q-learning, deep Q-learning
Policy improvement with
path integrals

Trust region policy
optimization

Deep deterministic policy
gradient

Proximal Policy Optimization
Neural networks

Model-based interval
estimation
Model-based Bayesian
reinforcement learning
Differential dynamic
programming

Neural networks

Figure 6 — ML methods categorized as supervised machine learning, unsupervised machine

learning and reinforcement machine learning
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7.2 Supervised machine learning

In supervised machine learning, ML models are trained using labelled data. Labelled data consists of
samples with inputs mapped to correct, or true, outputs. Thus, the training data are organized as pairs
of input variables and “true” outputs. In different contexts, true outputs are also referred to as labels,
target variables and ground truth. During the supervised learning process as illustrated in Figure 7, the
algorithm is fitted to the inputs and outputs to produce a model.
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Supervised machine

. Model
learning

Figure 7 — ML model creation using supervised machine learning

Labels can be part of the original data, but it is often necessary to generate labels manually or through

other 4

— classification requires categorical labels (the category to which the data instance belg
ddg or a building);

I processes. Depending on the targeted ML task, labels can take various forms:

ngs, such as a

— for regression they are numerical (continuous values such as degrees, likelihoods or probabilities);

— in

sefuence, an image, a tree or a graph).

A typical supervised machine learning process is exemplified;-in Figure 8, showing
procegses in the creation, evaluation and use of an ML model«<The “datasets and model c

case of structured prediction, they can also take the form of @ structured obje

ct (such as a

y the various
Feation” stage

corresponds to the preparation, training and selection of the model, as well as any data needed for

model|creation or evaluation. “Model evaluation” is when-the model is tested using evaly
in ordger to assess its performance and conformity. I the “model use” stage, the model
produ¢tion data to make predictions. While the horizontal dimension corresponds to thg
the veftical dimension indicates whether the depicted components and processes are
data, model or tools.

ption metrics,
is applied on
three stages,
associated to
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Figure 8 — Typical supervised machine l€arning process

ince and robustness of a trained model relies heavily on training data diversif
of pedestrians), training data quality (e.g*lighting effects or resolution in photd
y (e.g. correctly labelling a pedestrian adithin a crosswalk). All aspects of sups

on to model testing.

prvised machine learning

supervised machine learning, unsupervised machine learning maps inputs to o
put being trained on labelled data. The process of training is, however, similar
achine learning process shown in Figure 8. During the unsupervised learning p

|s. Labels are usually produced as a by-product of model training.

tasks using; for example, the K-means algorithm, samples are continuously if
a clustering algorithm until the minimum distance from each sample to a cent

y (e-g.
s) and
rvised
e from

utputs
to the
rocess

in Figure 9, the algorithm is fitted on the inputs only to produce a model, withoult prior

erated
roid is
halysis

dimensionality reduction tasks using, for example, the principal component a

of features w

i, the varlance of each feature in the input data is calculated and a predeflned

mber

identify 51m11ar1t1es patterns or anomalles and can be used to reduce dlmensmnallty [where the most
statistically relevant features are determined irrespective of any label). Unsupervised ML often results

in knowledge

22

discovery.

Model

Unsupervised machine
learning

» Labels

Figure 9 — ML model creation using unsupervised machine learning
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Use cases for unsupervised machine learning include:

discovery of clusters in the input dataset;

discovery oflatentfactors. For high dimensional data, itis often desirabletoreduce thed
by projecting the data to a lower dimensional subspace which captures the “essence”

identification of correlations within a set of measurements of several variables;

image inpainting of damaged or otherwise impaired pictures;

identified.

imensionality
of the data;

market basket analysis, where groups of goods which are usually purchased or sold together are

7.4 S$emi-supervised machine learning

Semi-qupervised machine learning is defined as “machine learning that makes'use of

both labelled

and urlabelled data during training”. Semi-supervised machine learning isd\iybrid of syipervised and

unsupgrvised machine learning.

One approach to semi-supervised learning is the creation and use<gf pseudo-labels tc
overal| performance of a model. In this case, the model is first trained using labelled d
trainefl model is used to predict pseudo-labels for the unlahélled data samples. Fina
datasdt is composed using both labelled and pseudo-labelled<samples and used to retrz
This approach is called self-training.

Semi-qupervised learning is useful in cases where labglling all the samples in a large tr:
would|be prohibitive from a time or cost perspective.

7.5 $elf-supervised machine learning

Self-supervised machine learning is an approach for training on unlabelled data using al
normadlly belong to supervised machinelearning. This is achieved by using implicit labe
input itself (e.g. an image to reconstrict alike), part of the input (e.g. one word in an inpu
any other label that can be easily generated from the raw data (e.g. the unshuffled version
that has been artificially unshuffled). It is typically applied on large amounts of data.

Self-supervised machine learning is most often used for learning representations: the fi
the mddel are discarded;and intermediate outputs can be reused as inputs to another ML
particpilarly useful fof processing unstructured data while reducing feature engineering

Note t
semi-s|

hat self-supervised machine learning is unrelated to self-training, which is a speci
upervisédymachine learning.

7.6 Reinforcement machine learning

improve the
ata. Then the
ly, a training
in the model.

lining dataset

porithms that
s, such as the
[ sentence), or
of a sequence

hal outputs of
model. This is
efforts.

ic method for

Reinforcement learning differs from the other approaches, as its principle is that the model is initialised
at a state, an action is taken, a reward for the action is determined and the model is advanced to a

new state that attempts to maximise the reward. Training can be used to initialise th
determine policies the model uses to take actions.

e model or to

Reinforcement machine learning is the process of training one or more agents to interact with their

environment to achieve a predefined goal. In reinforcement machine learning, ML agents

learn through

an iterative process of trial and error. The agent’s goal is to find the strategy (i.e. build a model) for

obtaining the best rewards from the environment. For each trial (successful or unsucces
feedback is provided by the environment. The agent then adjusts its behaviour (i.e. its

sful), indirect
model) based

on this feedback. This process is illustrated in Figure 10. The agent determines which interactions
consistently provide the maximum reward for its actions in an attempt to meet the objective.
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The agent’s action and interaction with the environment are usually modelled as a Markov decision
process (MDP). Figure 10 is a typical representation of an MDP. Reinforcement machine learning
algorithms do not assume knowledge of an exact mathematical model of the MDP (but some techniques
try to approximate it). Reinforcement machine learning algorithms typically target large MDPs where
exact methods become infeasible. Unlike supervised machine learning, pairs of inputs mapped to
labelled, true outputs are not required. Instead, the objective is to use trial and error and converge
outcomes on a specified goal through a delayed reward. Each time the model makes a prediction, a
reward is calculated, and further trials are run to optimise the reward. The reward is generally a
calculated number that represents how close the system is to achieving the objective for a given trial.
In some cases, additional information about the environment is modelled or additional information
is provided to the agent to improve training performance. The objective, or definition of success, is
typ]cal]y defined hy the Cyct‘om anighnr

Reinforcemen
labelled data
the agent use

t machine learning can also be combined with supervised machine learning;{rain
s used to initialise the model and reinforcement is used to determine subsequent p
to take actions.

ing on
olicies

In some caseq (e.g. structured prediction), the application of reinforcement machinelearning itself can

depend on th
in such cases,

Reinforcemer
environment
phase, as long

Reinforcemen
reinforcemen

e pre-existence of a (labelled) dataset, because it is needed to generate the enviroj
the environment acts as a proxy to the information included ind¢he’dataset.

t machine learning facilitates the application of continuous learning, as the tr
Can be either a simulated one, or the actual environment.eneountered during the opg
as there is enough information to compute the rewardin that phase.

t machine learning is often used for control pupposes. Control is the applica
I machine learning to interact with an envirenment. Finding a policy which ma

hment:

aining
ration

ion of
imises

reward when timal

control.

actions following this policy are performeédallows for action planning and

Use cases of 1 goal is

to maximise

cinforcement machine learning include playing video and board games, where the
he utility of game moves and thus-gain control over the outcome of the game.

Agent

Action

Reward

Observation

Doyvziranmannt

\

Figure 10 — Typical reinforcement machine learning process

7.7 Transfer learning

Transfer learning refers to a series of methods focused on storing and abstracting knowledge gained
from data intended for solving one problem to apply it to a different problem, which can be loosely
related (e.g. solving the same task in a substantially different domain). For example, knowledge gained
from recognizing house numbers in a street view can be used to recognize handwritten numbers.
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A well-known example of this learning paradigm is the fine-tuning technique, where a model already
trained to solve the first problem is repurposed and further trained to solve the new problem. For
example, a model that has learned to recognize furniture and objects can be fine-tuned to identify
scenery (e.g. living room, beach, kitchen and so forth) by training it on pictures of the new domain.

Various other methods have been designed to achieve transfer, including instance synthesis, feature-
based algorithms or regularisation techniques[13l,

In practice, transfer learning relies on other learning approaches and complements them with
additional steps for storing and abstracting knowledge for further reuse. As illustrated in Figure 11,
transfer methods can be applied before, during or after learning occurs.

8 Machine learning pipeline

8.1 ¢

To rea

Transfer
Data for : Data for Model for
Problem A Problem B problem B
Transfer
Data for \i/ .| Modelsfor
Problem A e problem B

Transfer

Data for Model for : Model for
Problem A problem A problem B

Figure 11 — Typical transfer learning processes

reneral

ch a particular application goal using ML, an ML model is created, evaluated and

put into use.

This process typically invelves data, algorithms and computational resources. This clause describes

a repr
pipeliq
requir
of the
releva

Figure

esentative ML pipeline, including the processes that apply at each step. Before
e, it is necessary,to define the task, or problem to be addressed. This establishes
ements of thésolution. A thorough definition of the problem (including e.g. a pred
nput and<utput formats) aids in selecting the appropriate ML algorithms and for
ht datasets needed to train the ML model.

| 12 Hlustrates specific ML processes involved in developing, verifying, deploying

entering that
the goals and
ise definition
acquiring the

hind operating

an ML

model, and how they relate to the Al system life cycle stages. The following aspect

5 apply across

the entire ML pipeline:

— risk management and governance;

— security and privacy;

— accountability, transparency and explainability;

— safety, resilience, robustness and fairness.
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Figyre 12 — Machine learning pipeline and’mapping to the Al system life cycle
The following subclauses describe the stages of’the pipeline shown in Figure 12 and the prdcesses
that are likely to occur as part of each stage. The design and development of an ML model congists of
several sequential and non-sequential steps.It starts with some preparatory work encompassing the
three steps off acquiring and preparing a-dataset, of performing feature engineering, and of selefting a
given algorithm. There is no general dependency between those processes and they can in princjiple be
conducted in pny order, or simultaneously. But depending on the exact use case there can be addjitional
technical congtraints that enforee‘a particular order, or a need to iterate between those processgs. For
instance, analysing the dataset can help to design better features; and the granularity of the designed
features can drive the choice‘of an algorithm that relies more or less on those features; but the choice of
algorithm can also constfain the type or granularity of the labels to annotate on the collected data, in
which case it heeds to-bé.chosen first.
Actual modell creation occurs after all preparatory steps have been performed. This encompasses
training one qr.jore candidate models, and then selecting the best candidate among those.

8.2 Data acquisition

The initial stage for development, deployment and operation of an ML model is the acquisition of
data. Data is a key component in the ML model life cycle, as both training and evaluation rely on it. Its
acquisition and preparation need special care such that the acquired data is appropriate to the business
purpose of the model. Training data is often a subset of a larger population that is ideally representative
of that population. Data used to train supervised machine learning models will include one or more
labels or target variables, that represent a truth about the data record or sample. For example, each
email in a set of training emails can be labelled as “spam” or “not spam”.

ML models will need validation and test data to determine their accuracy and other performance
metrics. Validation and test data can be acquired together with the training data or they can be similar
datasets acquired by different means.

26 © ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=c8e2d188b55257ca4038da89a17ebb42

ISO/IEC 23053:2022(E)

The type of data needed depends on the problem being solved. Forecasting sales, for example, can
require access to transactional data. Classification of pictures can require access to image files.
Likewise, the problem to be addressed states what information (i.e. which features) are needed in the
dataset. The data sources are identified, and the required data is acquired (e.g. purchased or collected).
Data can come from many sources and can originate from a fixed data store or from a stream. Common
sources of training data include transactions, sensors, queries, images, documents, sounds and social

media.

8.3 Data preparation

Data is rarely ready for 1mmed1ate use in tralnlng ML models ML models often have requirements
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e the shape of the dataset, data types, mean, variance and range of numerical dat
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stakeholders foresee the effectiveness of a planned solution.
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hge. Examples
ing, cleaning,
They can be

Ls that help in
for example,
), existence of

ation actions.
f data. These
hration, while
h can help Al

dataset. Data

wranglling processes for tabular data include combining columns, splitting columns, cregting columns,
changing data types and formats, removing, replacing or adding characters in strings afd creating or
renamjing column headers:

Cleani
data c
incorr
data. H
pair of
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dataset. Trammg ofsome ML models Wlll fail on mlssmg or 1nva11d data. Outliers can create noise in the
data that causes the trained model to fail to generalise well on production data when it is deployed. It
can be necessary to remove entries from the dataset that include outliers.

ng: Data cleaning is akin to data wrangling processes but at a more granular 1¢vel. Common
eaning processes include removing duplicate entries, filling in missing data and
bct dataland outliers. In some cases, it can be possible to interpolate to fill missj
xamples of invalid data include a zip code in an attribute that requires a latitude
a number in a name attrlbute When it is not p0551ble to fill 1n mlssmg or invalid

dealing with
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data without

Imputation: Data imputation refers to a cleaning process using substituted values to replace missing
data. Imputation methods include single imputation and multiple imputation. Single imputation (such
as hot-deck, cold-deck, regression and mean value) directly generates the targeted value for use, under
the assumption that there is no substantial uncertainty about missing values. Multiple imputation
reflects uncertainty about missing values from an imputation model, generating the targeted value by
considering several imputed values randomly selected from slightly different models.

Normalisation and scaling: Significant differences in the range of numerical features in a dataset can
cause the features to be not comparable when training an ML model. Normalisation can be used to scale
individual data samples to a unit norm (between 0 and 1). Scaling on the other hand can be used to
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create a normal distribution from the individual samples or to compress the samples into a specified

range.

Scaling or normalisation can be applied to the data to ensure the results of the model are appropriate.
Examples for data normalisation techniques are:

values (often zero and one);

Z-score normalisation: data is scaled based on the mean and standard deviation;

Decimal scaling: moving the decimal point of the attribute values.

Min-max normalisation: linear transformation of the data to fit within minimum and maximum

Dataset comj]
various data
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data for mode
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position: Dataset composition refers to the selection or compilation of acquired dat]
sources into a single dataset. This compilation is usually done taking into accoy

a from
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b labels establishes ground truth. Data labelling cai\be based on extraction of meaningful
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ion about its content to create a label, such as whether two people pictured in an im:
can be labelled manually by humans or in s@nie use cases it can be labelled autome

of samples can be required for training, as in the case of supervised learning. It c3
br evaluation, even without supetvised learning. In such cases, the correspondin
he or more labels or target variables, that represent a ground truth about the data
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ion is the process of remmoving the association between a set of identifying attributes and

Cipal as described in ISO7IEC 20889. It can be needed to remove personally ident
PII) if PII is includedin the dataset. In particular, to use healthcare data to train
be necessary to.de-identify personal or protected health information (PHI). Furthe
Hata poisoningtis crucial to ensure training data has not been contaminated wit
e harmful 0r-undesirable performance. If training datasets are incomplete, insuf
bnt the (distribution needed for training, the resulting predictions can be bia
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8.4 Model
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Modelling is the process of developing a trained and tested ML model that is ready for deployment.

Feature Engineering: Features are the quantitative descriptors of the elements in a dataset, often
seen as column headings in tabular data. Features can be numeric, textual, continuous or categorical.
Categorical features can be nominal or ordinal. Date, time, name, address, age and sales amount are
examples of features. Feature engineering is the process of selecting, characterizing and optimising
features for use in an ML model. Examples of feature engineering include:

Encoding: For efficiency and ease-of-use, textual and categorical features are often converted to
numeric identifiers;

Datatype conversion: [tcanbenecessarytoconvertthe feature’sdatatypetomeettherequirements
of a given model;
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— Dimensionality reduction: High dimensionality in the input data can be troublesome for some ML
algorithms. Therefore, it can be necessary to reduce the number of attributes per sample (often by
using another ML model in turn). See also 6.2.6;

Feature selection: The foundation of feature selection is that data can contain features that are
either redundant or irrelevant and therefore, can be removed. Certain features introduce noise
into the model or skew the model’s predictions inappropriately, hence the need to remove them.
Selecting the right features can be very important to the performance of a given ML model. This
involves selecting attributes of variables from the available datasets for reasons including, but not
limited to:

— simplification of models to make them easier to interpret;

shorter training times;

an encounter
el or skew the

ensure suitable dimensionality. Datasets that have a large number of features ¢
“the curse of dimensionality” where certain features introduce noise into-the mod
model’s predictions inappropriately;

reduce overfitting of the model.

TH
fe
to
lit
th

select useful
ely irrelevant
patures cause
train and test
nce. Some ML
b process.

ere are several feature selection algorithms that can be-utilised to optimally
htures efficiently. A simple approach is to eliminate the feattres that are intuitiy
the problem being solved. A second method is to visualise the data to see which f]
tle effect on the performance of the model. In some cases, it can be necessary to
e model with and without particular features to~sée the difference in performa
porithms such as decision trees incorporate featire'selection as part of the learnin

thm selection: At this stage in the pipelinefitis necessary to select an ML algorithin appropriate
to the|task (e.g. classification, regression, clustéying, recommendation). ML algorithms|are the basis
for crdating an ML model. There are several*algorithms available for each type of ML task with new

technifjues being introduced. Libraries or:eollections of ML algorithms are readily avai

able. In some

cases, it can be necessary, or desirable, to\create a new algorithm or modify an existing

or mote algorithms can be selected from a library, or created, to address the defined pr
When [packaged within a library, the appropriate application of the algorithm is sometiy
in the Jibrary documentation. In-the general case, scientific and comparative literature i

gorithm. One
blem or task.
nes described
b often widely

available.

It is al§o possible to use aitensemble of models where the final prediction is based on a fuj
to the predictions outpiitfrom each model.

pction applied

Model training:;-An "ML model is trained by iterating over the training data to establish constants
or weights, for-each parameter in the model. Training is also referred to as “fitting” the model. The
objectjve of training is to produce a model that generalises well on production data. Oveiffitting occurs
when the model memorises the training data but doesn’t generalise well; it can happen when there are
insufficient training samples. Underfitting can occur when features are poorly selected or there are
insufficient model parameters to properly learn on a large number of training samples. The training
process is primarily applied during the design and development stage, but it can also occur again
later, typically for retraining or for continuous training during model use. In practice, the model can
be continuously trained during its use; however, this process causes significant challenges in ensuring
consistently good performance on both old and new data.

Model selection: Also known as hyperparameter tuning, model selection is the process of using the
validation dataset to assess and optimise hyperparameters to determine which values provide the best
results in order to select the best model. Techniques such as exhaustive grid search and randomised
parameter optimisation can be used to automate hyperparameter tuning. Additionally, some methods
have the built-in capability to train and score the model using a grid of values for specified parameters.

Cross-validation is used if data is scarce and separate datasets for training and validation would be too
small. k-fold cross-validation is often used for hyperparameter tuning. In k-fold cross-validation the
original training set is partitioned into k subsets (folds). For each fold, the model is trained on the union
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