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Introduction

(This introduction is not part of IEEE Std 2001-2002, IEEE Recommended Practice for the Internet—Web Site Engi-
neering, Web Site Management, and Web Site Life Cycle.)

The World Wide Web is expanding and its value is increasing as a method for locating and delivering infor-
mation. This creates a significant engineering challenge. Locating applicable information requires that
indexing information be incorporated into Web page development. Once an applicable page has been
located, essential information may not be present, resulting in user frustration and a failure of the Web appli-
cation to meet its purpose.

Thip is a revision of the 1999 accumulation of Web site management “recommended practices.’|/This rpvi-
siofp is based on IEEE Std 2001-1999, extending it based on recommendations since it"was developed,
addressing “site-wide” issues as well as “managed” Web sites (as opposed to just Intranct and Extrjnet
sitep). These can serve to improve the effectiveness of Web pages for users, Web page developers, and| the
valjie of the Web in corporate and organizational applications. This recommended jpractice is focused on
mahaged Web sites, Intranet (within an organization), and Extranet (between a‘gfolp of collaborating ofga-
nizjtions). Other projects are being evaluated by the Internet Best Practices working group (IBPwg) within
the [EEE Computer Society. See http://dx.doi.org/10.1041/standard/200 hfor current details.

N

Web page engineering often is done with little consideration for~{he immediate or ongoing implicationf of
Wep site design or implementation. Some sites reflect “state<of the art” delivery that can only be accegsed
with the most recent tools. This may be inconsistent with thebusiness objectives for that site. Some sites will
languish beyond their applicable life, occupying valuable*resources (particularly as these are incorporated
intd organizational indexes, and delivered as prospeeti¥e “query returns” by indexing and search servides).
Poqr Web page engineering results in lost productivity and user frustration, and can result in legal liabilifies.

Thdre is no clear prediction of when the World Wide Web or a specific site will be obsolete. There is a ldgit-
imdte engineering concern that this lifespan may be significantly underestimated or disregarded entirely in
mahy Web site designs. Vendor products—past and future versions, format preferences, or selectiof of
implementation languages —may require future re-engineering as vendors and products fade. Corporate Web
sitep may not need to live beyond the life of the corporation, however, public sector and other institutipnal
sitep may well span centuries. A significant portion of the content of these sites may not require updating,
excppt in cases of shortsighted design. The Magna Carta and the works of Shakespeare are examplep of
fair]y stable contenty

Thq recommended practices and requirements set forth in this recommended practice are aimed to redquce
the risks(associated with Web page investments. Further revision of this recommended practice is expedted,
parfially to reflect changes in the Web environment, but also to reflect increased understanding of “recpm-
meIded Practices 1T Web page CNgMNeeTing. 1ere 1S a popuiar awarcness Of - web years,  characterized by
rapid advances in the platform technology for clients and servers. There is a potentially expensive, misin-
formed conclusion that might be drawn from this, which is that Web pages (and more directly, information
content and services delivery) either are, or should, move forward at this same rate. Some of today’s Web
pages will warrant long-term retention, and within the context of business operations (which is the core of
managed sites), re-engineering of last year’s Web pages is an investment that requires justification. The value
of Web-based operations is the delivery of the right information and services to the right persons at the right
time with the least amount of effort. Success in Web-based operations is based more on engineering design
in response to an understanding of the target-user community and information, than it is on the rapidly
evolving technology for Web platforms.

Copyright © 2003 IEEE. All rights reserved. iii


https://iecnorm.com/api/?name=a3d00e5c92cd9d7f61ac2e457ca00002

Participants

At the time the Internet Best Practices Working Group (IBPwg) of the IEEE Computer Society completed
this recommended practice, it had the following membership:

Paul Eastman, Chair, SAB Sponsored Projects (SAB), IEEE Computer Society
James D. Isaak, Chair, IBPwg, and Technical Editor
Earl Meiers, Secretary and Technical Editor
Don Folland, 7echnical Editor

iv

Vinod Aggarwal Mike Gwynne Michael Paciello
Tulia Allen RKart ticbenstrelt Ketan Pandya

Luis Andre Kim Helseth Alan Peltzman

Ken Bartlett Don Holden Catherine Pinka
Louis Bastarache Dong Hua Anan Ponnambdtam
Peter Benjamin Gael Jeanneret Mary E. Powers
George Benoy Tom Jones Brian Quinpn

M. Bent Gary Joslin PetenRandle
Richard Birnbaum David Kamishlian Wendy Rauch
Cornelia Boldyreff Kari Kruempel Christine Rigden
Laonie Butler Bill LaPlant Helene Riley

Dino Butorac Sharon Laskowski Ken Rothermel
Massimo Cardaci Don Lewine Andrew M. Schoka
Alex Conn Michael Linley Charles Sheppard
Jean-Michel Cornu Pei-wen Liu Bill Smith

Luis Costa Steve Lucas Scott Smith

Matt Davis Massimo Marchiori Pradip Srimani
Frank Farance Roger Martin Fred Starkey
Adam Farquhar Jacques Mathot, Dennis Steinauer
Lil Floratos Wayne McCoy. David Steinmetz
Pete Floratos Thomas M."Meddaugh Sandra Swearingen
Ken Fong Tomas Mentgomery Himanshu Warudkar
Gary Ford Ed Nemil Jean-Marc Wise
Norman Gee JansNeuman Suen Wong

Alex Godleski Joan Owens Zenta Yung

Peter Owens

Copyright © 2003 IEEE. All rights reserved.



https://iecnorm.com/api/?name=a3d00e5c92cd9d7f61ac2e457ca00002
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IEEE Recommended Practice for the
Internet—Web Site Engineering, Web

S

ite Management, and Web Site Life

Cycle

1. Dverview

Thik recommended practice provides guidance for designing and implementing well-enging€red Web p4
for pse in managed Web sites. The goal of this recommended practice is to improve th€)productivity of nf
agefl Web operations in terms of:

o0 O o

Thip recommended practice will focus on vendor- and product;independent considerations.

Thip recommended practice provides guidance for persofis-designing and developing Web pages, and n|
agefs responsible for establishing guidelines for Web.site development.

1.1

Thi
Ex{]

Thi
We

are
of t

1.2

Thi

locating relevant information,

) facilitating ease of use,

reducing legal liabilities, and

) providing for efficient development and maintenance practices.

Scope

5 document defines recommended practices for World Wide Web page engineering for Intranet
ranet environments, based on World"Wide Web Consortium (W3C®) and related industry guidelines.

5 recommended practice does not address stylistic considerations or human-factors consideration
b page design beyond liniitations that reflect good engineering practice. Annex B contains topics w

not sufficiently matute or where there are not specific recommendations for inclusion in the current i
his recommended prdctice.

Purpose

5 recommended practice is intended to provide guidance to Web page developers in Intranet (organ|

ges
lan-

lan-

and

5 in
hich
sue

iza-

tior]

alNinfernal), and Extranet (amongst a limited domain of organizational participants) Web environm

Ents

on recommended practices for Web page engineering. The objective is to improve the productivity of Intra-
net/Extranet Web operations in terms of locating relevant information, and efficient development and main-
tenance practices.

The 2002 revision of this recommended practice addresses items identified in Annex A of IEEE Std 2001-
1999 [B14]" which can be well-defined and to respond to emerging technology and changes in practice that
have resulted in new material or changes to approved recommendations. Conformance to this recommended
practice in developing and publishing a Web site provides a basis for a well-engineered Web site.

'The numbers in brackets correspond to those of the bibliography in Annex A.

Copyright © 2003 IEEE. All rights reserved.
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ISO/IEC 23026:2006(E)
IEEE Std 2001-2002

IEEE RECOMMENDED PRACTICE FOR THE INTERNET—WEB SITE

1.3 Conformance

This recommended practice defines two forms of conformance: “IEEE Std 2001-2002-conforming Web
page” and “IEEE Std 2001-2002-conforming Web page generation tool.” Throughout this recommended
practice, the use of the verb shall indicates a requirement of the standard; the use of the verb should indicates
a recommendation; and the use of the verb may indicates an option or variation that is permitted by the rec-
ommended practice. Although users of this recommended practice are strongly encouraged to consider the
recommendations made within, the implementation of recommendations is not a requirement of Web page
conformance.

1.3(EEE-Std2001=2002-conforming Webpage

A donforming Web page implements all the requirements of this recommended practice. A Web, page that
confforms to this recommended practice may indicate this by the use of the following tag:

<span class="IEEEstd2001">

<a href= "http://dx.doi.org/10.1041/standard/2001(/2002/1logo/use]

<img src= "http://dx.doi.org/10.1041/standard/2001/2002/1og

U

alt="IEEE Computer Society Best Practices axV2 Logo"
width="80" height="40" />

</a>

</$pan>

NOTE—The HTML Reference Designator (HREF value will change with each version of this recommended pracfice.
Tools should use the HREF value to determine the.¥ersion of the standard being used.

Thq image file may be downloaded and«eferenced using relative Uniform Resource Identifiers (URIs)|but
the target HTML file must be referenced by an absolute URI.

Cogpsistent with 4.1.10 of this reeemmended practice, a meta statement indicating conformance to this fec-
ommended practice may bg included. This statement is:

"<peta name="guideline" content="computer.org/2001/2002" />
1.3]2 IEEE Std+2001-2002-conforming Web page generation tool

A prroductfengenerating well-engineered Web pages dynamically, or as an authoring tool, conforms to IEEE
Std|200 12002 if it satisfies all of the following conditions:

a It generates pages that conform to the XHTML DTD recommendation of the W3C, or it documents
which DTDs it supports.

b) It generates pages which comply with the DTD selection of the user.

¢)  For versions HTML 3.2 and higher, or XML,; it supports Cascading Style Sheets (CSS) 1.0 or higher,
or it supports XSL and, in either case, it documents the use of this function and identifies which rec-
ommendations are supported.

d) It generates pages that conform to all of the requirements, recommendations, and options of this rec-
ommended practice. Tools may allow for creation of non-conforming pages as a user option (in
which case the IEEE 2001 tag cannot be included on the page.)

e) It supports the Web Consortium’s Authoring Tool Accessibility Guidelines (see 2.8).

2 Copyright © 2003 IEEE. All rights reserved.


https://iecnorm.com/api/?name=a3d00e5c92cd9d7f61ac2e457ca00002

ISO/IEC 23026:2006(E)
IEEE Std 2001-2002

ENGINEERING, WEB SITE MANAGEMENT, AND WEB SITE LIFE CYCLE

2. References

This recommended practice shall be used in conjunction with the following publications. When the follow-
ing specifications are superseded by an approved revision, the revision shall apply. See Annex A for informa-
tive bibliographic references. Uniform Resource Locators (URLs) provided in this recommended practice
are current as of the date submitted for publicationz. See http://dx.doi.org/10.1041/standard/2001/2002/ref-
erences for a list of normative and informative reference URLs on-line.

36 CFR 1194 —Electronic and Information Technology Accessibility Standards, Federal Register Dec. 21,
2000; Code of Federal Regulations (CFR).3

Au]horing Tool Accessibility Guidelines 1.0, W3C Recommendation 3 February 2000, Guidelinesregujred
by Web page generation tools to support accessibility requirements 4

HTML 4.01 Specification, W3C Recommendation 24 December 199936
ISQ 639-1:2002, Codes for the Representation of Names of Languages—Part 1: Alphai2 Code J
ISQ 639-2:1998, Codes for the Representation of Names of Languages —Part 25 Adpha-3 Code.

ISQ 3166-1:1997, Codes for the Representation of Names of CountriesZand their Subdivisions—Part 1:
Coyntry Codes.

1SQ 4217:2001, Codes for the Representation of Currencies and Funds.

W3IC REC-CSS1-19900111, W3C Recommendation Cascading Style Sheets, level 1 —W3C Recommenda-
tior], 17 Dec. 1996, revised 11 Jan 1999 8-9

W3IC REC-CSS2-19980512, W3C Recommendation’ Cascading Style Sheets, level 2 CSS2 Specificatiopn—
W3IC Recommendation, 12 May 199810 11

2If direct access to W3C recommendations is Rot possible, they can be located from the primary site: http://www.w3.org.
3Forinformation on this document, please visit http://www.access-board.gov/sec508/508standards.htm.
“*Forfinformation on this document, pleaSe yisit http://www.w3.org/TR/ATAG10/.

SThik specification defines the HyperTFext Markup Language (HTML), the publishing language of the World Wide Web. This specffica-
tion defines HTML 4.01, which is atnupdate of HTML 4. In addition to the text, multimedia, and hyperlink features of the previouq ver-
sionp of HTML (HTML 3.2 AHFML32]—see [B60]—and HTML 2.0—see [B20]), HTML 4 supports more multimedia optfons,
scriffting languages, style shects¢/'better printing facilities, and documents that are more accessible to users with disabilities. HTNIL 4
alsoftakes great strides towards the internationalization of documents, with the goal of making the Web truly World Wide. HTML 4 is an
SGNIL application confoximing to ISO 8879:1986 [B43].

®Forjinformation oft this'document, please visit http://www.w3.org/TR/1999/REC-html401-19991224.
718( publicationg are available from the ISO Central Secretariat, Case Postale 56, 1 rue de Varembé, CH-1211, Geneve 20, Switzer-
landfSuisse_(http://www.iso.ch/). ISO publications are also available in the United States from the Sales Department, Amefican
Natipnal Stangldrds Institute, 25 West 43rd Street, 4th Floor, New York, NY 10036, USA (http://www.ansi.org/).
8Thik d6¢hment specifies level 1 of the Cascading Style Sheet (CSS1) mechanism. CSS1 is a simple style sheet mechanism that alflows
authbesand readers to attach style (oo fonts colors.and spacing) to HTMI documents-The CSS1 language is human readabld and
writable, and expresses style in common desktop publishing terminology. One of the fundamental features of CSS is that style sheets
cascade; authors can attach a preferred style sheet, while readers may have a personal style sheet to adjust for human or technological
handicaps. The rules for resolving conflicts between different style sheets are defined in this specification.

9For information on this document, please visit http://www.w3.org/TR/REC-CSS1.

10This specification defines Cascading Style Sheets, level 2 (CSS2). CSS2 is a style sheet language that allows authors and users to
attach style (e.g., fonts, spacing, and aural cues) to structured documents (e.g., HTML documents and XML applications). By separat-
ing the presentation style of documents from the content of documents, CSS2 simplifies Web authoring and site maintenance.

CSS2 builds on CSS1 and, with very few exceptions, all valid CSS1 style sheets are valid CSS2 style sheets. CSS2 supports media-spe-
cific style sheets so that authors may tailor the presentation of their documents to visual browsers, aural devices, printers, Braille
devices, hand-held devices, etc. This specification also supports content positioning, downloadable fonts, table layout, features for inter-
nationalization, automatic counters and numbering, and some properties related to user interface.

For information on this document, please visit http://www.w3.org/TR/REC-CSS2/.
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W3C WAI Web Content 19990505, W3C Recommendation Web Content Accessibility Guidelines 1.0, WAI
Page Author Guidelines—W3C, 5 May1999.!% 13

XHTML™ 1.0: The Extensible HyperText Markup Language, A Reformulation of HTML 4 in XML 1.0,
W3C Recommendation 26 January 2000.!4 15

3. Definitions, terminology, abbreviations and acronyms

3.1 Definitions

3.1{1 archival pages: On-line data that is 1) not expected to change, and 2) no longer maintained:<This ¢lata
alsq may not be readily renderable by future tools.

3.112 body metadata: Elements in the body of an HTML document providing administrati¥e’and/or navjga-
tiorfal facilities for the user or administrator.

3.1{3 cookie {XE “Cookie definition of”’}: A quantity used to indicate or signdlto a recipient of data, [sig-
nififant changes in the state of the entity supplying the data. Web sites may stoxe/retrieve cookies from fiser
clignt systems to maintain state information including identification of uséts,and transaction coherency.1 p

3.14 Extranet: A set of Intranets connected for specific objectives, spanning multiple organizations.

3.1}5 Intranet: A managed network operating strictly within{an\organization. More than one Intranet fnay
exigt within an organization, these may be isolated.

3.1}6 managed network: A network or set of network&’established and controlled by one or more organjiza-
tior}s to meet specific organizational or business ne€ds.

3.1{7 managed Web site: A site created and thaintained based on organizational guidelines.

de

=N

3.1{8 mirror site: A duplicate copy. of ‘a master site maintained on a different host typically to proy
redfindancy, higher performance, or {ocal access.

(=N

THese guidelines explain how to make Web content accessible to people with disabilities. The guidelines are intended for all Web|con-
tent developers (page authors and site designers) and for developers of authoring tools. The primary goal of these guidelines is to[pro-
mot¢ accessibility. However, following them will also make Web content more available to all users, whatever user agent they are ysing
(e.g} desktopsbrowser, voice browser, mobile phone, automobile-based personal computer, etc) or constraints they may be operjiting
undgr (e,gl, noisy surroundings, under- or over-illuminated rooms, in a hands-free environment, etc). Following these guidelines| will
also|helppeople find information on the Web more quickly. These guidelines do not discourage content developers from using imiges,
videp. etc’ but rather explain how to make multimedia content more accessible to a wide audience.
3For information on this document, please visit http://www.w3.org/TR/WCAG10.

14This specification defines XHTML 1.0, a reformulation of HTML 4 as an XML 1.0 application, and three DTDs corresponding to the
ones defined by HTML 4. The semantics of the elements and their attributes are defined in the W3C Recommendation for HTML 4.
These semantics provide the foundation for future extensibility of XHTML. Compatibility with existing HTML user agents is possible
by following a small set of guidelines.

XHTML is a family of current and future document types and modules that reproduce, subset, and extend HTML 4.0. XHTML 1.0 pro-
vides the basis for a family of document types that will extend and subset XHTML, in order to support a wide range of new devices and
applications, by defining modules and specifying a mechanism for combining these modules. This mechanism will enable the extension
and subsetting of XHTML 1.0 in a uniform way through the definition of new modules.

I5For information on this document, please visit http://www.w3.org/TR/xhtml1.

16W3C’s Document Object Models (DOM) describe cookie operations within the Web document context. IETF RFC 2965:2000 [B23]
describes a proposed standard for HTTP State Management based on the cookie concept.

4 Copyright © 2003 IEEE. All rights reserved.


https://iecnorm.com/api/?name=a3d00e5c92cd9d7f61ac2e457ca00002

ISO/IEC 23026:2006(E)
IEEE Std 2001-2002

ENGINEERING, WEB SITE MANAGEMENT, AND WEB SITE LIFE CYCLE

3.1.9 persistent URI: A Uniform Resource Identifier (URI) is persistent if it is a reference that does not
need to change at the link in a document, and can still reach the desired object even though that object may
have changed locations.

3.1.10 subordinate Web site: A site contained within another Web site.
3.1.11 Web page: A digital multimedia object as delivered to a client system. A Web page may be generated

dynamically from the server side, and may incorporate applets or other elements active on either the client or
server side.

3.1 Co A ToHeTHoT o I;a y COINIICCTICU VWeU page arraged as a TIC Y- 7 CO C
conftain one or more subordinate Web sites. (See Figure 1 for a representative architecture that is possiblg for
a cgllection of Web pages within a Web site.)
) ) Points to
Main Web site 1 Main Web site 2
Subordinate Subordinate Subordinate
Web site 1.1 Web site 1.2 Web site 2.1
Points fo
Poipts, g0
Subordinate Subordinate Subordinate, Subordinate Subordinate
Web site 1.1.1 Web site 1.1.2 Web sité1:1.3 Web site 2.1.1 Web site 2.1.2
NOTE—All elements of this diagram may represent;separately managed Web sites. Such management should reffect

def
is tl

3.1
dat

NO

3.2

Thil

brence to the applicable policies of the organization hierarchy. Note that Web sites are not implicitly hierarchicg
he organization hierarchy policies that may-be relevant.

Figure 1>~Example of a Web site architecture

13 well-engineered Web site?” A Web site designed and implemented in accordance with the recomn|
ons of IEEE Std 2001-2002.

'E—Frame, NoFrame and Robot are used based on the HTML 4.01 specification.

Terminology

5 subelause describes terms used in a specific manner in this recommended practice. The descriptions

not

1, it

1cn-

are

intended as definitions, but rather as explanations of the special usage.

3.2.1 Rfield: The designation for a Web page segment presented within a well-engineered Web page, prima-

rily

for the human reader. Typically, the contents are not structured for machine interpretation.

3.2.2 Mfield: The designation for a Web page segment presented within a well-engineered Web page, in
machine-readable format, which is not intended to be presented to the human reader.

3.2.3 RMfield: The designation for a Web page segment presented within a well-engineered Web page,
structured for both machine interpretation and for presentation to the human reader.

Copyright © 2003 IEEE. All rights reserved.


https://iecnorm.com/api/?name=a3d00e5c92cd9d7f61ac2e457ca00002

ISO/IEC 23026:2006(E)
IEEE Std 2001-2002

3.3 Abbreviations and acronyms

IEEE RECOMMENDED PRACTICE FOR THE INTERNET—WEB SITE

CSS Cascading Style Sheets

CSS1 Cascading Style Sheets, level 1

CSS2 Cascading Style Sheets, level 2

DHTML Dynamic HTML

DNS Domain Name Service

DOI Digital Object Identifier™

DTD Document Type Definition (for XML or SGML specifications)

GIF Graphics Interchange Format

HREF HTMETeference desigmator

HTML  HyperText Markup Language

HTTP HyperText Transfer Protocol

IBPwg  Internet Best Practices Working Group

IETF Internet Engineering Task Force

p Internet Protocol

IPR Intellectual Property Rights

ISBN International Standard Book Numbers

JPEG Joint Photographic Experts Group (image format)

NMG Network Motion Graphics

HDA Personal Digital Assistant

HICS Platform for Internet Content Selection

HNG Portable Network Graphics

RDF Resource Definition Framework

JGML  Standard Generalized Markup Language

§I Units International System of Units: the modern metsic system

TCP Transport Control Protocol

URI Uniform Resource Identifier

URL Uniform Resource Locator

URN Universal Resource Name

UyTC Coordinated Universal Time

WAI Web Accessibility Initiative (W3C)

W3C World Wide Web Consortium

XHTML Extended HyperText\Matkup Language

AML Extensible Markup-Lianguage
4. Pesign practices
Thq developer f/a-ell-engineered Web site should prepare a project plan, or follow an existing plan, coyer-
ing|the entixg.life cycle of the well-engineered Web site, including development, maintenance, and refire-
ment. The well-engineered Web site project plan shall incorporate consideration of the implications of hoth
mirimUni-and maximum Web site life expectancies.

The project plan should address Web site maintainability. The plan should address requirements for dates
(see 7.4) and contact information (see 4.2.6 for privacy, 5.7 for Webmaster, and 5.11 for site center).

Some well-engineered Web pages have as a significant objective the delivery of specific information to indi-
viduals who need that information. Well-engineered Web sites shall have an identified set of metrics that can
be evaluated. Ease of access to information by targeted-user communities is an example of one of the possi-
ble design goals.17

For this example, usability testing would be a potential test methodology.
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02

Navigation aids, buttons, user readable body metadata, and other items commonly appearing on multiple
well-engineered Web pages should be consistent across the site. The consistency shall include the common
look and feel as well as a common location within the well-engineered Web page.18

This recommended practice should be reviewed, in its entirety, during the early part of the design stage to
identify all factors that need to be considered for the design, development, and maintenance of a well-engi-
neered Web site.

Design shall take into consideration the characteristics of the client and server environment. Failure to do
this may interfere with access to the presented material by some of the target-user community. Plans should

mc
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cases shall be designed considering the user interaction with the Web site. Some testing &ffort

41

hall

s performance and scalability features supported by servers that will be used when-théssite if in
ration.
ommended security practices for connecting to the Internet are being defined in a|draft IEEE Standard
ch currently has a proposed designation of 2002. These recommended practices ffor Internet operat{ons
also applicable for Intranets and Extranets. Well-engineered Web site desigr shall consider the recpm-
ded security practices contained in IEEE Project 2002 once it is piblished as an approved IFEE
hdard.
well-engineered Web site is complex or if it implements interactive functionality, it may be usefyl to
kider it as a software product and to apply appropriate standards for software development and maipte-
ce. Several IEEE standards may be useful in this regard:
IEEE/EIA Std 12207.0-1996 [B15] prescribes_processes useful throughout the entire software|life
cycle including development, operations, and~fidintenance.
) IEEE/EIA Std 12207.1-1997 [B16] desctibes minimum data that should be recorded for the pur-
poses of producing documentation.
IEEE Std 829-1998 [B4] provides material helpful in test planning, specification, and reporting.
) IEEE Std 830-1998 [B5].
IEEE Std 1016-1998 [B7] prejides the necessary information and recommendations for the degign
description of software.
IEEE Std 1028-1997 [B8Lexplains the conduct of design reviews.
) IEEE Std 1058-1998.[B9] provides requirements for the management of software projects.
) IEEE Std 1074- }997*[B10].
IEEE Std 1490-1998 [B13].
'E— Additiondl standards are listed in Annex A.
General requirements
e e e

A Web site may address one or more diverse sets of users. Designers shall identify and document one or
more targeted user communities. Representatives of these communities, which may include persons with
disabilities, should be included in the design process and the ongoing evaluation of the site.

18Common location, look, and feel can be tested by visual inspection or focus group evaluation.
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The evaluation shall include the client environments of these target-user communities. Diversity of browsers
in use, complementary capabilities (e.g., script, byte code, graphics, etc), and the bandwidth of connectivity
shall be included in this environmental evaluation. The target-user community may have a wide diversity of
display devices and/or selected presentation formats within the display windows; this may establish some
presentation constraints (consider displaying Web pages to pocket devices, etc).

The selection of implementation tools (e.g., servers, generators, and selected “levels” of HTML, CSS, XML,
scripting, etc) shall be based on this evaluation of the target-client communities. The site should be moni-
tored to determine changes in client environment that could affect the Web site design.

Th dCbiéllCl bilaii dUbulllCllL LilC LaléCLCL‘l CllVilUlllllCllL 1augc fUl LilC ‘V‘V’C‘U biLC fUl leLLllC ICfCIClle. II. IIia be
advpntageous to establish documentation or specifications applicable to the Web pages for an entire actwprk,
and| encourage or enforce conformance to these. The documentation shall include statements abotf'the fjage
formats generated, including HTML version (and in some cases excluded functionality), CSS.version, XML
vergion and XML DTD(s), graphics formats, scripting and/or byte code executable versiofs ‘and/or linjita-
tior}s, human-language considerations (as well as character sets), bandwidth consideratigns) and other char-
actgristics from this recommended practice or as identified during the design phase} The documentafion
shopld be updated based on actual experience. Specification in terms of vendor-specific products should be
avojded along with the associated loss of product independence.

4.1{2 Key information to convey

Thq delivery of the information to the user is the primary purpose of a'Web site. Comprehension and navjga-
tior] are key engineering design considerations. Non-textual infoymation (e.g. video, graphics, audio) |can
consume significant bandwidth, but can also provide advantages in delivering information in a coherentjand
eas]ly comprehended way. The low bandwidth environments of some users, the inclusion of an option| for
texf-only delivery, adaptation for the visually impaired, aird delivery in multiple languages are issues [that
shopld all be considered.

Well-engineered Web site design may segmengsinformation contents by expiration and/or revision date [and
incrporate this into the overall Web site design. Well-engineered Web site design shall include a clear jvay
to iflentify the areas changed without the@meed for navigating the whole site. The segmentation should He at
the [page level. A policy for the expiration of the changed-pages list should be described.

Sorpe information has a limited wséful life. Stock quotes, telephone directories, product specifications, ofga-
nizgtional charters, and archival background information change at different rates. The nature of the infor-
mafion and the need of the\iser to have “current” information affects the contents of well-engineered Web
pages, as well as the methods used to deliver these pages.

4.1|3 Expected.results

Mefrics forevaluation of well-engineered Web sites shall be derived from evaluation by the target-fiser
community and information to be conveyed. Simplistic “hit rate” metrics may not be sufficient unless well-
enginecred Web pages for low-bandwidth or text-only users are being compared to equivalent well-ehgi-
neered Web pages. A representative metric may be the measurement of the time or the number of keystrokes
required of the user community to arrive at the desired end page.

Organizational effectiveness, competitive success, and even meeting legal obligations and liabilities can
depend on timely access to critical information within an organization. Intranet/Extranet design should con-
sider this, particularly as it is used to displace other methods for information delivery. User feedback should
be actively sought as part of this process.
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4.1.4 Life cycle

Web pages, Web sites, and Web projects have a lifetime—a life cycle. The well-engineered Web site devel-
oper should estimate the duration of the life cycle and should plan for well-engineered Web site maintenance
during its active life cycle. Some well-engineered Web pages will be “permanent archival” material, with lit-
tle maintenance, and with an unbounded life span.

The well-engineered Web site project plan, if prepared, shall document requirements for scheduled well-
engineered Web site maintenance and/or well-engineered Web site expiration. Some well-engineered Web
pages will require ongoing maintenance (for example, due to a legal or regulatory mandate).

Permanent archival content should be implemented following strict adherence to standards and minjlmal
dependence on vendor-specific or immature technology. This will facilitate access over an extended-pefiod
of fme, and minimize maintenance requirements.

4.1{5 Life cycle management

In Jome cases, a well-engineered Web site may approach the complexity of a softyare project, particularly if
the [site implements interactive functionality. In these cases, one or more projests(should be initiated to ¢xe-
cut¢ the responsibility to plan and manage the well-engineered Web site thrgughout its entire life cycle ffom
coneption through retirement. The software life cycle processes of IEEE/EIA Std 12207.0-1996 [H15]
shopld be considered for acquisition, supply, development, operation,’and maintenance of well-engine¢red
Wep sites.

4.116 Web site life cycle plan

A pllan should be prepared for managing appropriate life’syCle processes for the Web site—acquisition, up-
ply] development, operation, and maintenance. The,plai for the Web site should define when, how, and by
wh¢m specific activities are to be performed, including options and alternatives, as appropriate. The plan
shopld include, at least, the following generic it€ms:

a Date of issue and status

H)  Scope

d)  Issuing organization

d) References

e)  Approval authority

fl Planned activitigs~and tasks

d)  Macro referenCes-(policies or laws that give rise to the need for this plan)
)  Micro references (other plans or task descriptions that elaborate details of this plan)
i Schedul€s

] Estinjates

K) Reésources and their allocation

1 Responsibilities and authority

m)\Risks

n)  Quality control measures

o) Cost

p) Interfaces among parties involved

q) Environment/infrastructure (including safety needs)

r)  Training

s)  Glossary

t)  Change procedures and history

u)  User support needs (help desk, end-user documentation, telephone line)
v)  Target community descriptions
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NOTE—The items of this plan are quoted from subclause 5.2 of IEEE/EIA Std 12207.1-1997 [B16]. The architects of
complex well-engineered Web site projects may wish to consider more detailed plans described elsewhere in IEEE/EIA
Std 12207.1-1997 [B16]. The developers of complex well-engineered Web site projects may also wish to consider the
use of IEEE Std 1058-1998 [B9].

4.1.7 Well-engineered Web site requirements specification

A requirements specification should be prepared for a well-engineered Web site. This specification should
include, at least, the following generic items:

a) Date of issue and status
H)  Scope

d)  Issuing organization

d) References

¢)  Approval authority

f] Body

gd) Delivery instructions

)  Assurance requirements
i Conditions, constraints, and characteristics
J Glossary

K) Change history

NOTE—The items of this specification are quoted from subclause 5.7 of IEEE/EIA 12207.1-1997 [B16]. The archifects
of cpmplex well-engineered Web site projects may wish to consider more/detailed specifications described elsewhefe in
IEEE/EIA 12207.1-1997 [B16]. The developers of complex well-enging€ted Web site projects may also wish to congider
the fise of IEEE Std 830-1998 [B5].

4.1|8 Well-engineered Web site design description

he

-

A design description should be prepared for the Well-engineered Web site. The design description for|
Well-engineered Web site should include, at leasfithe following generic items:

Date of issue and status
)  Scope
Issuing organization
References
Context
Notation for description
Body
Summary
Glossary:
Change, history

~

~

= oo 0o o O O o
~

NOTE—The items of this plan are quoted from subclause 5.1 of IEEE/EIA 12207.1-1997 [B16]. The architects of dom-
pley well-engineered Web site projects may wish to consider more detailed descriptions described elsewhere in IHEE/

Q0 2 e Qmp xvell.engin d Weh nrQ mav also wish to considef the

use of IEEE Std 1016-1998 [B7].

4.1.9 Design review

Web page designs should be subjected to design reviews in keeping with good engineering practices.
Depending on the value and expected impact of specific well-engineered Web site, additional reviews may
be warranted. The design review subject matter may include evaluations of the graphical design, legal impli-
cations, cultural impacts, linguistic review, market research, accessibility and usability. The design review
should span the entire range of functional objectives, technical capabilities and constraints throughout the
system. The review should also address the capabilities and limitations of the target user community. The
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insertion of new technology into the system requires the widest range of reviewer experience. In addition,

the

content should be subjected to review by applicable experts and other users.

NOTE—IEEE Std 1028-1997 [B8] describes how to conduct design reviews.

41

.10 Proofreading and quality objectives and testing

Quality assurance should be part of site planning and development. The project plan should indicate specific
tools and processes to be used during implementation to assure the quality objectives are met.

ass
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of this recommended practice and other applicable standards. It should also validdte,the user requiremd
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lient device(s), and not assume that generation tools will convert the source accurately. Prioofrea
1 be applied to static as well as dynamically generated pages.

quality assurance process should validate that the presentation meets all the objecfives and requirem
lity assurance shall be applied to static as well as dynamically generated pages,

dation testing should be pursued in at least two distinct phases: development testing and operational {
Development (component) testing should be conducted as part of the implementation process.

elopment testing of well-engineered Web sites shall be designed to address issues such as:

Well-engineered Web pages shall display as designed.

) Scrolling requirements shall be sensitive to the type’of information being conveyed.
Well-engineered Web sites shall provide seeurity controls such as passwords and firewall
required.

) Well-engineered Web pages shall be tested for conformance to this recommended practice usii
verification tool to verify compliance\Where appropriate

rational testing should be conduected tsing the support of the members of the intended user commut
rational testing of well-engineeted Web sites shall be designed to address issues such as:

Well-engineered Web pages shall display as intended.

) Well-engineered Web pages shall not require excessive scrolling.

Well-engineered\Web sites shall provide required security controls.

) Well-engineered Web pages shall be tested for conformance to accessibility requirements.
Well-enginéered Web pages should render a reasonable printout or offer an alternative metho
print Gutput.

The-Web site shall meet all defined user requirements. New user requirements that evolve f]
design initiation through final delivery shall be documented.

2

o S - - : b S adins-—should
Ive the use of the full range of browsers, screen resolutions, and browser window sizes and shape$§¢¥ijinal
ssments must be done on the object(s) (text, graphics, layout, navigation, multimedia, etc) asdelivgred

ling

Ents
nts.

est-

5 if

g a

nity.

il of

rfom

) \SAll links shall work correctly.

NOTE—IEEE Std 829-1998 [B4] provides material helpful in test planning, test specification, and test
reporting.
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4.1.11 Managed pages

Managed pages shall include one or more meta tags indicating the guidelines or standards applicable to this
page. The format for the meta tag shall be "<meta name="guideline" content=URI of
guideline />." Said URI should be a unique identifier for a specific version of a guideline which might
not resolve to an actual document. Pages conforming to this standard may include the meta tag designated in
1.3.1. This will facilitate site management against selected guidelines, and also target client selection of con-
forming pages.

4.2 Environment selection

4.211 HTML version(s)

Thq version of HTML, and the features within that version of HTML, should be selected basedyon the cliient
envjronment of the target-user community. For example, “frames” and Java scripts are representative of] the
elefents that reflect significant design incompatibilities with older browser versionsyand are examplef of
the [type of feature that must be given critical evaluation in the design phase. Remoyal of’an architectural fea-
turd like “frames” can require significant redesign. Web page developers should b¢-familiar with XML Jand
evajuate how, if, and when to incorporate XML into a well-engineered Web gsite,

As p default, new well-engineered Web pages should use XHTML in its"\HTML compatible form. Somp of
the|XHTML compatible guidelines should be included in the well-efigineered Web site project plan, gven
wh¢re older browser compatibility is required (for example, loweredse tags.)

Esspntial elements of XHTML compatibility:

a)  All tag elements and attributes in lower case.'?
H) Documents to be well formed, have properly‘nested elements and have end tags on all elements [that
have content (including 11, p, etc). Empty: elements to have a closing slash in the tag (e.g. <br | />
—note space before slash in this exaimple for HTML compatibility).
g All attribute values to be quoted.

d) Use ‘id’ for fragment identifierS (in addition to 'name' for HTML compatibility, e.g.[<a
name="IEEE" id="IEEE,'>).
¢ Use ‘[CDATALJ...]]" conStrixct for enclosing script, style or other ‘commented’ elements (comnjent
structures may be stripped by server during delivery process).

fl Avoid linebreaks orgxcess spaces in attribute values.

d) Do not include.more than one ‘isindex’ element in a page.

h) Include both “lang’ and ‘xml:lang’ values.

i Include bth *xml” and ‘http-equiv’ character encoding statements.

j Specifycampersand as &amp; in attribute values.

K) Be.awafre that CSS defines different conformance for XML and HTML.

4.2|2'Cascading style sheets (CSS)

Well-engineered Web pages shall separate the presentation from the content, to the extent that it is feasible.
Style sheets should be used to accomplish this. The trade-off between accommodating a greater range of tar-
get-client browsers using page-specific characteristics and the maintenance advantage of page-independent
presentation offered by style sheets, shall be included in well-engineered Web site design. The decision to
use CSS should include evaluation of the capability of target user environments.

9Tools, including ‘freeware’ such as TIDY (at W3C site) exist to facilitate transformation of HTML pages into XHTML or partial
transformations such as conversion to lowercase.

12 Copyright © 2003 IEEE. All rights reserved.
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A simple example is using color in Web pages. Explicit incorporation of color is one option; style sheet
incorporation of color is another. The same color scheme can be applied to a diverse set of pages in a consis-
tent way using a style sheet, reducing coding and maintenance effort. A change to the common style sheet,
rather than changes to the many pages using that plan, can accomplish a change in the color scheme. More-
over, specific user communities may want or need to override the color selection put forward by the design
(visual impairments for example), which is only viable with a mechanism such as cascading style sheets.
Similarly, if hard-copy printing of a page is desirable, the CSS printer presentation style should be included.

Web page generation tools shall support CSS as an external style sheet, only using site-developer specified/
selected ‘class’ (or ‘id”) attributes and avoiding the ‘important(!)’ designation so end-users can apply their
ow

1 1 Il £ L .
SLYIT SIICCLS TU TattIl UICIT PITCICICHUCS/TCTUUITCITICIITS .

4.213 XML considerations

XML provides mechanisms for delineating document structure in ways that are respomsSive to busipess
objg¢ctives. A well-formed HTML document is one instance of an XML document. XM provides for pew
tagg that can be content specific, and facilitate automated processing of content. Within the HTML envifon-
meft, XML-type structures should be designated with the id and class attributes, and potentially |the
<span> and <div> elements.

in an HTML 4.0 document, id is defined as being unique, and can b&used as an anchor for fragnjent
linKs, whereas class can be duplicated many times within a document, Both id and class can be used to
inguish a page segment for style sheet presentation control (deyelopers should verify that usage of 'class’
and|'id' for style specification work for the targeted range of browsers).

Well-engineered Web sites may plan for the accommodatignof a range of browsers identified in the target-
usef community client environment during the design planfring process. This can be accomplished by idgnti-
ficafion of browser types and delivery of different sets.6f pages based on this, or by ensuring that the crifical
infgrmation content for a page can be effectively presented by the full range of browsers. Browser and per-
siofp-specific dependencies should be avoided.

4.214 Physical characteristics

Cogpsideration shall be given to thé\legacy and anticipated evolution of the user-community environmert in
terths of hardware and software\capabilities. The rate of adoption of new technology at the consumer l¢vel
oftgn exceeds that of industry and the public sector. Similarly, consideration shall be given to anticipatefl or
likdly changes in technology*to minimize the need to re-engineer Web sites to accommodate these changes.
Sorpe examples of deyices’that should be considered include:

Personal’ Digital Assistants (PDAs)
) Vide¢ enhanced telephones

TVedevices with Web interfaces
) .~ Braille display units

Access-specific and/or text-only devices
f)  Wireless and mobile devices

o o O o o

Considerations should include screen display area (which can be quite small on some of these devices);
latency of communications (e.g., satellite links, wireless channel bandwidth, etc); and, limited (or non-exis-
tent) local cache/storage. Similar considerations related to communications bandwidth and costs are
required. U. S. communications tariffs are not exemplary of international practices. Limited bandwidth and
“per minute” tariffs are common on an international basis and in the emerging mobile and radio communica-
tions environments.

Copyright © 2003 IEEE. All rights reserved. 13
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Protocols or protocol subsets to support this next generation of mobile devices may require additional con-
sideration in selection of target protocols. Consideration should be given to the wireless applications proto-
col (WAP), and XHTML base protocol. Note that rapid expansion of low bandwidth wireless devices in the
next few years may be a significant consideration in Web page design.

4.2.5 Scripting and executable considerations

Client side execution such as scripting may be refused by clients. Part of the design process shall include
documenting when, if ever, such facilities will be used. Tools shall not include client-side scripting unless
that option has been selected by the author. Note client environments may disable client execution or script-
ing . : . . . ity
a sife shall notify the user that scripting is required for some functions. Selection of specific tools orvet$jons
plementations shall be considered in both the context of the target-client environments aqd the|life
cycle management of the well-engineered Web site. Where possible, standards-based environments thaf are
form (processor, operating system, and browser)-independent should be targeted (see alSp 4.3.1).

4.2|6 Privacy policies

Well-engineered Web site design should be governed by the legal and ethical gtidelines of both the target-
usel community, and others with access to the pages. Privacy consideratigng'shall include organizati¢pnal
polcies, legal context (e.g., many European countries have very strict privacy laws), and an awarenesp of
pot¢ntial network integrity issues. Information associated with identifiable individuals and personal {lata
such as phone numbers, home address, salary, and so forth are all subject to these considerations; and| the
reqfiirements on these vary between jurisdictions, cultures, and ngtional boundaries. Well-engineered Yeb
sitep shall address the range of access across jurisdictional beundaries in identifying the information t¢ be
propided and protections to be applied. Top-level pages should include links to applicable privacy policy
statements.

Alllinformation collected from a user that would,identify the user shall be discarded when the user tefmi-
nat¢s the session prior to the delivery of the prescribed item. It is acceptable to retain the data collected if the
usef accepts the retention of data (such as for'return for later completion of the action) at the time the ses§ion
is t¢rminated. The user may be asked to,allow retention of data, when the data to be collected from the fiser
reqfpires a significant input from the user. The information should be retained for a fixed length of time (quch
as qne day) after which it must be:diséarded.

An¢nymity shall be allowedwpon user choice, with the potential of not providing the service or the informa-
tior] requested. Informativé\messages should be provided to explain the needs of the service and to exHibit
sonfe contact points for further clarification. End-user data collection (e.g., e-mail address, username, tc)
sha]l not be gathered, without explicit user consent. In some countries, this is related to legal issues.

It npay be necessary to know the geographical location of the server (perhaps provided in metadata) and| the
clignt in ofder to determine what information can be provided. Legal jurisdictions and industry segmentq are
forfulating privacy guidelines that may require consideration of both at the time of design, and when
revlewed, as conditions change.

Well-engineered Web site shall follow legal and industry guidelines on the collection, notification, and reten-
tion of information related to users. Annex F contains pointers to principles for privacy from the European
Union, U. S. Dept. of Commerce (Safe Harbor), U. S. Federal Trade Commission (COPPA)ZO, and the Orga-
nization for Economic Cooperation and Development (OECD) guidelines.

20COPPA is Children’s Online Privacy Protection Act.
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Indexing can provide a back door to restricted information. This may require restricting access to the index
or excluding restricted information from the index. Indexing of well-engineered Web sites by conforming
Web page generation tools shall adhere to the robot exclusion guidelines (see Annex E).

4.2.7 Content accessibility

The target-user community evaluation shall take into account the likely existence (or future existence) of
individuals who will need to access the information or services of the site and who have limited sight, color
blindness, mobility impairments, audio impairments, or require other special considerations as well as ergo-
nomic requirements for general ease-of-access and ease-of-use for users.

Well-engineered Web pages shall conform to the Web Content Accessibility Guidelines Level A (priérify 1
chefkpoints). Well-engineered Web pages should conform to Level Double-A (priority 1 and 2 chéckpoints).
Thq design process shall include consideration of conformance to Level Triple-A (priority 1,2 -and 3 ch¢ck-
poifts). (See W3C WAI Web Content 19990505.21)

Thd World Wide Web Consortium’s Quick Tips22 summarize key concepts of Web sitelaccessibility confsid-
erafions as follows:

a Images and animations. Use the alt attribute to describe the functign'pf each visual.

H)  Image maps. Use the client-side map and text for hotspots.

g Multimedia. Provide captioning and transcripts of audio, and descriptions of video.

d) Hypertext links. Use text that makes sense when read qut of context. For instance, avoid “cllick
here.”

¢ Page organization. Use headings, lists, and consistentstructure. Use CSS for layout and style where
possible.

Graphs and charts. Summarize or use the longdesc attribute.
d)  Scripts, applets, and plug-ins. Provide alternative content in case active features are inaccessiblp or
unsupported.

)  Frames. Use the noframes element and*meaningful titles.
i Tables. Make line-by-line reading sensible. Summarize.

j Check your work. Validate. Use,t00ls, checklist, and guidelines at http://www.w3.org/TR/WCA(

=P

Thdre are legal requirements for aceess that vary by jurisdiction23, and also practical considerations as Web-
baspd information becomes either “mission critical” within an organization or displaces other form$ of
conimunication with target«user community individuals. Information about current guidelines and related
initjatives from the W3C-ean*be found at http://www.w3.org/WALI.

Usq of the 216 “Web.safe” colors is recommended. These colors are selected, in hex terms, with RGB values
of ()0, 33, 66, 99CC or FF only.

Well-engificered Web page text to background luminance-contrast shall exceed 33% (better than 67% fec-
omended). Thus the luminance for any specific RGB color can be computed as: luminance = 0.3 x R¢d +
0.59 *Gteen +0.11 x Blue 2*

2lnformation on references can be found in Clause 2.

WAL Quick Tips http://www.w3.org/WAI/References/QuickTips/ Copyright © 2001, World Wide Web Consortium, (Massachusetts
Institute of Technology, Institut National de Recherche en Informatique et en Automatique, Keio University). All Rights Reserved.
http://www.w3.org/Consortium/Legal/.

BFor example: the U. S. Americans with Disabilities Act, Section 508 of the Rehabilitation Act; and the Canadian Human Rights Act.
See http://www.w3.org/WAI/References/Policy for other national guidelines. Recent examples include U. S. court blocking of an Aus-
trian Web site seeking to market U.S.Absentee ballots; French courts requiring U. S. Sites to not offer Nazi materials for sale, and so
forth.

24The percentage difference can be calculated as the absolute value of the difference between the two color intensities, divided by 255,
which is the maximum difference.
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Well-engineered Web pages shall avoid color combinations that cause problems for individuals with color
blindness in its various forms. Avoid using the color pairs (see Annex H) for background/foreground of text,
or of any objects (e.g., links, borders or icons) which need to be differentiated by color (this relates to red
and green deficiencies, which are the most common).

A table of Web-safe colors has been arranged to indicate which colors should not be used together. See
Annex H for the numerical version and the visual color table 2>

The requirements in this subclause are expected to provide substantive conformance to 36 CFR 119426
None-the-less sites required to meet 36 CFR 1194 shall assure they meet the requirements of Annex I which
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lI-engineered Web pages shall not include flashing or blinking objects which have a blinking fréquenc
cer rate greater than 2 Hz without consideration for photosensitive epilepsy impact. Frequency grej
) 55 Hz is acceptable under 36 CFR 1 194.22(]').27

ere timeout is applied to user response forms, a mechanism shall be provided to dllow a user to indi
e time is required. Timeouts or refresh should be used with care to assure users(can understand and ir
with pages correctly.

ns shall use label and tab index designations to allow persons using‘assistive technology to access
s and functionality required to complete and submit the forms.

I-engineered Web pages shall use the TABINDEX attribute ifi gonjunction with the A, AREA, BUTT
UT, TEXTAREA, and OBJECT elements where this provides a logical sequencing to access these
its. Where a set of pages contain common initial links, aid/or duplicate links, TABINDEX shall be 1
resent unique links for this page first. To allow the tisér to avoid duplicate links, TABINDEX shal
1 to present duplicates after all links have been seqti€nced once, and a ‘refresh’ link provided to resef
s without traversing the duplicates. Specificatiotrof all possible TABINDEX elements may be neces
ssure proper browser sequencing. Sequencing*should be verified with target browsers.

I-engineered Web pages should use,the ACCESSKEY attribute with the BUTTON, INPUT, and T
REA tags to initiate the related furictions. ACCESSKEY should be considered for initiating link op
s with the A and AREA tags as:weéll. When specified, ACCESSKEY designators should be made vis
sers and given a distinguishing/style (which should be done with CSS class/style designations) to fa
user awareness. ACCESSKEY designations should avoid overlap with browser and operating sy
ned shortcuts. Note: browsers do not have a common set of shortcut key assignments. Also browsers
stive technologies(@@q ot have a common set of shortcut key (accesskey) assignments.

-to inforrhation, FIELDSET and LEGEND elements shall be used to identify these sections.

n ficlds shall have associated LABEL elements (affects TEXTAREA, SELECT, and INPUT field
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forms that Haye more than one logical section, for example, personal information, billing informatjon,
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b TEXT, PASSWORD, CHECKBOX, RADIO, and FILE).

Repetitive navigation links shall be assigned a TABINDEX value of zero (which should result in these being
presented at the end of the tabbing sequence).

ZSFO
26p,:
273 6

16

r extra information on choosing colors and color vision deficiency, see http://www.labs.bt.com/people/rigdence/colours/.
rther information at : http:/www.access-board.gov/sec508/508standards.htm.
CFR 1194 proscribes blink or flicker rates between 2 Hz and 55 Hz.
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Well-engineered Web pages where the primary page content does not start immediately in the BODY ele-
ment shall define a DIV element with the attribute ID="content" to enclose the primary content. This will
facilitate access for users of restricted browsers, as well as indexing of page content.

Pages should use a common look and feel, including the location of a common set of navigation buttons. The
first link on a page should be a link to the unique content of this page and be identified with alt text such as
‘skip navigation’ or ‘skip to content.” This initial link may need to be a 1x1 pixel image that is not visible to
users operating on a visual basis, but will be presented to individuals using audio or Braille output where
avoiding the repeated information is important.

4.2r8-Sitefpageretocation
It i likely that a site and/or pages within a site will need to be relocated over the life of that site, Teehniques
to gccommodate this should be applied appropriately. These include:

a) A site-specific Cname or Domain Name Service (DNS) entry. Fopy‘example “htyp://
mysite.domain.com.” This allows “mysite” to be changed to a different set of' syStems in a transpar-
ent way. This can also provide for redundancy, fail over, and similar capabilities. Where possiple,
accesses to the old location should resolve or be redirected to the new lecation.

)  Site-specific names should not include a specific machine name, l6cation name, or other elenjent
that is likely to change with time.

g Physical Internet Protocol (IP) addresses should not be usediexcept in maintenance applicat{ons
where a specific physical target is essential. Be aware thatthe-application of dynamic addresse$ on
the client side may not provide desired physical target eyen'with specific IP addresses.

d) Documents of enduring relevance that are accessed %a a Web site should be provided with URLs
that are similarly enduring. For example, the path&dded in a URL should not mirror the transifory
organization of the Web site. The organization of the Web site may change; the URL to access enflur-
ing documents should not.

¢) If, when HTTP Error 404 (page not found)“is encountered, an informative page with links to [key
parts of the site (and a means of searching the site) is provided, the site will be much more usjble
following relocations of material.

f)  Relative URLs and host relative (URL servers can use the “redirect” capability of either HTTP or
server scripting to ensure thati.the user receives the right page. This can be used to accommoglate
changes in page location, Qthér uses are outlined in 7.10. Relative URLSs allow for:

1) Migration of pages within a site.
2) Maintenance«fia replica or development version.
3) Consistent digital signature/integrity validation (see 6.4).
4.219 Maintenance
Well-engineered Web site maintenance planning shall consider, as a minimum, the following factors:

a) . S¢Eliminating obsolete information or services.

IL} Ul.ldatlllé t‘ll\/ otatuo Uf ;llfUl 111at1u11 Ul 5Ll V;\/\ab.

¢) Changing and periodically validating links to related information.

d) Changing client or server environments that may require or warrant well-engineered Web site re-
engineering.

e) Changing policy (e.g., organizational, regulatory, legislative, etc) that may require changes in infor-
mation content, protection, designation, or access.

f)  Updating well-engineered Web sites to remain in conformance with applicable standards.

Copyright © 2003 IEEE. All rights reserved.
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Style sheets may be used to indicate obsolete pages or other classifications (e.g., “draft,” “confidential”) as
“background.” If style sheets are not available, the well-engineered Web site design shall use an alternate
method for indicating page classifications. An alternate method for accessibility to users with physical dis-
abilities should be included.

In some cases, a well-engineered Web site may approach the complexity of a software project, particularly if
the site implements interactive functionality. In such a case, a software maintenance process should be
adopted to provide a disciplined basis for the maintenance activity. The software life cycle maintenance pro-
cess of IEEE/EIA Std 12207.0-1996 [B15] should be considered for this purpose.

4.2

Conptent of a site shall be considered in the context of ethical and legal considerations recognizing that these
may vary throughout the jurisdictions and cultural environments where the site is accessible. Ex¢lusiop of
conftent, selective delivery, or limited access shall be implemented to reflect such evaluation(Specific consid-
erafion shall be given to content that may not be appropriate for minors, to topics or pigtorial content thjt is
deejmed offensive (or illegal) for distribution in given environments. The site design process shall recoghize
thaq the legal and cultural norms of one jurisdiction may not apply in other jurisdictions.

Whre applicable, a profile for Internet content selection (PICS) designation(should be included in the sife to
facilitate indexing and filtering operations by user services.

Sitds should include a meta statement declaring the jurisdictions, i¥which the site is intended for fise:
“<meta name="intended for use" content= listrof ISO 3166-1:1997 country
cogles />".

4.2|11 Site presentation updates

Wepb pages that present data to users (such as praduct descriptions, product availability) for purchases [and
relqted actions must accurately represent the product that can be shipped and the timeliness of the delivery.
Thys the data, including representative images, should accurately reflect the item that will be provigled.
Thys, the data should include an indicatiofi)of “out of stock” when appropriate. The user should be advisgd if
“eqgpivalent” items may be delivered ilieu of the item described on the Web page.

4.3 Scripting languages and Java
4.3{1 Scripting languages

Scripting languagesiare widely used, and supported by most recent browsers. Scripts can operate on|the
seryer side using, for example, the common gateway interface (CGI) or on the client side through scifipts
embedded_ imthe page or applets. However, not all browsers support client-side scripts and users may turr] off
both Java and client side scripting. This may be a matter of corporate security policy, or to reduce the distyac-

tior] efdintrusive dynamic elements. The W3C WAI stipulates that any Web page using client-side sciipts
mu A — 1 o 1 . 1 1 hered .”'l

Dynamic page creation should be focused on server side scripting/programming. This facilitates end-user
accessibility, the range of target devices, and security.

NOTE —Persons accessing pages using non-visual means have trouble identifying dynamic page changes, and become
frustrated with scanning duplicate content to identify changes.

See also 4.2.5.
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4.3.2 Java

Java is currently a key language of the Internet. This is also the case for Intranets, since considerable corpo-
rate application functionality can be provided through the use of applets client-side communicating with
servlets server-side, and capable of yielding generally superior performance and security to CGI scripts. The
recent advent of application service providers in the Internet is likely to accelerate the use of Java. Java foun-
dation classes (JFC) with the swing architecture and the accessibility classes offer interface flexibility and
accommodation to users with disabilities that are not possible using DHTML and style sheets. Current
browser offerings do not yet support all of the JFC. For some applications, HTML may be secondary to the
Java portions of a Web page, acting only as a carrier for multiple applets that do the actual work and presen-
tatl 11 Uf LilC pagc. TilC ‘V‘VTSC ‘V‘VYI‘A\I bLiPulaLCb l.lld,L, o ‘UC dbbebi‘UiC, d pagc LUllLaillillg dall dl}l}lCL IITUST ‘UC C pa-
ble |of operating without the applet. This may also be required to serve clients where Java is disabled] for
polfcy or security reasons. Server side applications and detection of client preferences can be usedto meet
thid objective.

5. Berver, HTTP and site considerations.

5.1 HTTP 1.1 application

Whre possible, HTTP 1.1 or versions that are more recent should be used at the server. This is compatible
with earlier clients, and also improves the efficiency and robustness of.the network environment.

—_
—

5.2 Cache expiration date

-

Well-engineered Web sites shall incorporate a cache expiration date that reflects the rate of change of| the
dat3 being provided. This date should not exceed the date of content expiration (see 7.3). Caching seryers
shopld not retain pages longer than the cache expiration date.

5.3 Non-caching

Well-engineered Web sites shall ngtdisable caching unless the rate of content change relevant to the usefs is
high, the data is unique to a spécific user, or data security/sensitivity warrant such treatment. Collectiop of
hit [count statistics, or ‘pushing’ secondary content (e.g. advertising) should not be allowed to impact
respponse times nor to ingrease network overhead.

5.4 Browser language selection

Well-engineered Web sites should evaluate the client’s human language environment selection and initiglize
or deliver pages responsive to this within the overall context of the target-user community. The user shguld
be fble‘to select the language of preference from the browser environment, and this should be providefl to

h il A s als ) n WIT ] PSRPRE 4 201 1 h PR} £ 1.1 . " b D T | 41 )
t cserver-vratiec I 11 Lol aigudasv  IILaltl. 1T UL PICVICVITUU IAITSUASU 15 TIUT avaliaulc, eIt user

should be given a selection of languages, if these are available. When a user has elected to see a page in a
specific language, this should override the user’s preset preference; and this may require use of information
about the link that lead to the target page (see 7.5.5.)

Automated translation tools may provide capabilities that meet the need for multilingual delivery. These may
be more effective if Web contents are developed with automated translation as an objective. The Web design
should consider the possible implications of user initiated automatic translation.
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5.5 Robot exclusion

Servers shall incorporate robot exclusion elements (see Annex E) based upon the implications of indexing
external to the site. The use of robot technology within a Web site to create indexes or searching WEPs shall
respect these guidelines.

5.6 Browser tolerance

Web sites should monitor client browsers and capabilities as a basis for ongoing environmental documenta-

tio

updates Well-engineered Web site designers shonld also remain aware of the need for the Web site t
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rant of browsers not currently in use by clients, especially because people who are disabled and (e
h different browsers may join the client group at any time.

1 HTML validation

I-engineered Web pages should be submitted for either internal or external validation.éf HTML or X
DTD conformance®® using tools such as those developed by the W3C (http://validator.w3.org)
8]). Submission of well-engineered Web pages to validation tools shall be don¢™in a way that is co
with the proprietary nature of the information content.

Webmaster contact

hail to “Webmaster@domain” shall provide a point of contact for the site. The point of contact e-1
ress shall exist and be actively monitored for messages in Keeping with the criticality of the site(s). ]
be necessary to notify a site of problems that precludesuccessful access to the site or its proper cont
5 is a required e-mail address, even if it is not part of the page content. This is not an alternative for |
information concerning the content owner, the person responsible for the information content presen

person(s) actively monitoring for messagés should direct the message to the person(s) assigned
onsibility for responding to the message. A Web site may have multiple Webmasters responsible

ppendent subsets of the Web site. Inxthis case, the person(s) monitoring for messages should direct
sage to the appropriate internal Webmaster.

Redirection

irection can be initiated by a server to provide better response to user request. Reasons for applying 1

rection include:

Page docation changes (see 4.2.8).
)  Cateh directory changes and direct request to the correct URI.
ToJaccept and resolve mistyped URIs.

ple

ML
see
Sis-

nail
['his
ent.
hav-
ted.

he
for
the

-

edi-

) \\Eliminating case dependencies in URISs.

Adjusting for differences in object name extensions (e.g., htm/html, jpg/jpeg, etc).

e
f)  Common spelling errors that may be site-specific.
g)  Provide default for attempts to access directories.

) Delivering selected well-engineered Web pages to client from a selection list.

i)  To accommodate language preference (see 6.3.7).
7)) To accommodate text-only preference.

280lder versions of HTML have only one DTD, however HTML 4.0 has at least 3 relevant DTDs (strict—no deprecated elements, tran-
sitional, and frameset).

20
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02

Redirection has the advantage of providing back the corrected URI so that bookmarking occurs with this
version. The design should consider the value of having directions for users to implement the redirection
manually, when appropriate.

Servers should respond to attempts to access invalid links within an existing site by redirecting such requests
to a defined working page with an explanation of the error and some navigational hints.

Redirection or refresh of a page shall not inhibit a user’s ability to navigate to prior pages. Users shall be
allowed to return to the page from which they initiated a hyperlink [this relates to requirement 22(o0) of 36
CFR 1194, U. S. regulation on accessibility, commonly called Section 508. Portions of 36 CFR 1194 are

pro
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Compression

ing content negotiation with the server, the server may identify that the client can @ocept compre
ent. Precompression of static pages will reduce site and network overhead. Delivery of compre
lamic pages may be a useful trade-off to deliver content to the client with the least ¢onnection overh
pta is also to be encrypted, it should be compressed first.

jilar preformatting of images into efficient formats, such as the Jpint-Photographic Experts Gy
EG), Portable Network Graphics (PNG) or graphical interchange format (GIF), can also provide tin|
onse to clients that can accept these more efficient formats. The(Sthallest acceptable image should
sferred to the client.

nt selection of data formats may be critical to client-side*applications, and should be respected w
sible.

mbnails (a miniature picture of an original thatis ‘scaled down until it is slightly bigger than a pos

starpp) for large size images should also be provided.

5.1

It id
nan
env

0 Site conventions

appropriate to establish site cofwentions for data types (PNG, JPEG, GIF, HTML), file and/or direc
hing (e.g., “.fr” for French version, “.en” for English, etc), and other management objectives. Some cl|
ronments may not be able t6 handle data types if the file extensions vary from common usage.

Deflault files for copyfight information, contact information, style sheets, and other site-specific data ma

cre

5.1

We

ited for a site, orinherited from a broader organizational context.

1 Web.sjte center page

sed
sed
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Isengineered Web sites shall include a site center page. Each site page should include an active link tqg

site center. This site may be part of a larger site construct, and 11 so the site center shall contain a [Ink to that
overall site. The site center may be a top level (home) page for this site. The site center page shall either con-
tain, or point to:

a
b
c

) Links to all “top level pages” (home pages) for this site.
)  The responsible Webmaster by name or title (with e-mail contact).
) The person(s) responsible for content, by name or title with e-mail contact(s).

d)  The applicable intellectual property considerations (copyright, trademark, etc) (see 7.2).

€

) The applicable privacy statement(s) (see Annex F).

f)  The applicable indexing/authoring information (see 5.12).

Copyright © 2003 IEEE. All rights reserved.
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The organization responsible for this site and it’s corporate or higher level affiliation, including a
link to the appropriate top level pages for these entities.

Applicable warranty, terms and conditions, terms of use.

Date of last content update for this site center page or policy pages indicated by this page.
Statement of purpose as to the site's intent and reason for being. This may consist of a mission state-
ment; description of business model; disclosure of for-profit and non-profit status; disclosure of rele-
vant business and professional relationships; disclosure of sources of funding and/or transaction
fees; or other statements for the purpose of allowing consumers internationally to evaluate the credi-
bility of the information presented and identify potential sources of bias.

Location and/or a pointer to physical location information (see 7.15), as well as phone number, fax

The

= 0 O O O o

5.1

We
mo

~

2 Site index and search

Site center page may also contain:

1 1 . 1 11 1 1 1 C .
ITUHIOCT, PIYySITADL aUUITs s, dlltl ITIAtCU THITOTITIAUOIL.

Links to site index listings (including lists of recently updated pages, etc).
Search services for the site.

Any ‘brands’ applicable to the site (such as the IEEE 2001 conformance logo).
Feedback form related to content and/or site design considerations.

Contact information relevant to legal rights or other site elements.

Statement of policy for redress (correction) of inaccurate informatignfound on the well-engineg¢red
Web site and a contact number whereby the person in charge of this'well-engineered Web site can be
reached.

Frequently asked questions (FAQs).

End-user on-line documentation (as applicable).
For business to consumer sites, the site center should include (or provide links to) disclosures reljited
to business identification; applicable law and jurisdiction; terms, conditions and costs of tranpac-
tions; confirmation and cancellation provisions; cuStomer service, shipping and fulfillment; availjible
guarantees and warranties; dispute resolutiop~procedures; and other necessary information to fagili-
tate consumer transactions. Well-engineered*Web sites should comply with the Guidelines for (on-
sumer Protection in the Context ofsElectronic Commerce authored by the Organization | for
Economic Cooperation and Developmient (OECD) (see [B56]) and the recommendations auth¢red
by Consumers International (see [B1]) for consumer protection and online shopping 29
The site center should also inelude any relevant disclosures relating to separation of editorial conftent
and advertising, and the ptesence of sponsored content and sponsored links. Well-engineered YWeb
sites should adopt and cemlply with the American Society of Magazine Editors’ best practices gujde-
lines for digital media (http://asme.magazine.org/guidelines/new_media.html) as a baseline industry
standard for isspesirelating to the distinct treatment of editorial content, advertising, and special
advertising seCtiors.

lI-engingered Web sites shall include an index of all pages relevant to the target audience. A site may Have
eltlfan one such index if there are distinct target audiences. The site index shall be accessible, following

the

TqUiTeIents of 4277, amd stroutdbe provided i praim text formmat:

Web indexes maintained within a managed site shall consider the implications of referencing pages beyond
the maintained responsibility of the site. Such pages may vary in availability, size, consistency of style,
accessibility, correctness, timeliness, human language or other requirements of the managed site. A similar
distinction may be applicable to any pages indexed which are not managed Web pages adhering to the site’s

290ECD guidelines are available as a downloadable PDF at http://www 1 .oecd.org/dsti/sti/it/consumer/) (see [B56]) and the Consumers
International recommendations are available at:. http://www.consumersinternational.org/campaigns/electronic/e-comm.html) (see

[(B1D).
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guidelines. Contractual arrangements with external site managers may be appropriate to address require-
ments of the managed site. Maintenance of bibliographies of offsite references may also be appropriate.

Users may expect site index/search results to access all appropriate content and not content from outside of
the site. If the search results contain references from outside the Web site, such site references shall be listed
separately from the references within the Web site, and shall be clearly identified as being external to the
Web site.

6. Header information

Well-engineered Web pages should not contain non-essential header data (e.g., between the <head»and </
head> HTML tags). All header data shall be a conscious item for inclusion by the Web page developef(s),
and| of direct value in meeting the information or service objectives for the target-user community

6.1 Document type declaration

Well-engineered Web pages shall have initial lines <Content-Type ...> &g typically provided by|the
seryer for static Web pages, but which may be required for dynamically generated Web pages. <! DOCTYPE
. . } > indicates the DTD applicable for this page. XHTML pages should haye the initial <?xml ..> defcla-
ratipn, and for HTML consistency may need to include both HTML and XHTML head elements.

NOTE—Head data gets preferential treatment in network transfers, and-it{is assumed that it must all be transferred for
the flient to be able to establish the environment for page processing=$[he incorporation of extraneous data at this foint
is ppor Web page engineering.

6.2 Title

Thq page title shall include useful and distinctive indication of the contents. The HTML title should be
chogen carefully considering its role in search engine indexing, query responses, window title bar, an{l in
bodkmark labels. If structured consistentlysit may also improve the orientation of the user in the site.

6.3 Metadata

Well-engineered Web pages Shall incorporate appropriate metadata to provide for accurate cataloguing Jand
indgxing of pages for the érivironment in which the pages are accessible. Well-engineered Web pages shall
notfprovide duplicate 'data to search engines or indexing systems, other than divergent spellings or grammat-
icall forms. Headertags should include data needed for page processing (link, style, script) or page indeXing
are
sed

The DESCRIPTION metatag may be used to provide guidance to search engines on what to present users in
the search response (e.g., <meta name="description" content="response" />).

Search engines often display the first few lines of a Web page to help searchers to identify the sites they
want. Some engines display the META tag DESCRIPTION attribute instead. This display can persist long
after the actual Web page has been deleted. Therefore, if you want specific information to be visible, early
page placement can help. If you do not want information to be visible, then avoid early page placement (note
that for various reasons search engines may be displaying pages that you did not intend to have publicly
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available). Finally, to assure old information is not presented by search engines, it may be necessary to
replace the page with a “no longer available” message page for an extended period of time to provide for
search engine replacement of the earlier data (resubmission may also be useful.)

6.3.2 Keywords

Search engines should be expected only to consider some limited number of keywords when indexing pages.
Well-engineered Web pages shall present keywords in priority order and without duplication (e.g., <meta
name="keywords" content="keywordl, keyword2" />).

N o M~ L1 o
6.\) v UMVIIT UUIT

Thq Dublin Core DTD was developed by the library sciences community, but may be applicable(to genkeral
purpose well-engineered Web page indexing. The Dublin Core Metadata (see Annex D for a recent versjon)
shall be used for fields of information that are of value in indexing or cataloguing the wellcengineered Web

page.
6.3]4 Content selection

Well-engineered Web site design shall include consideration of content-sele¢tion mechanisms. Within| the
conftext of Intranets/Extranets, PICS rating services and mechanisms may-be useful to ensure that users| are
accpssing the preferred information sources. For example, an index search within an organization for inffor-
mation about a corporate policy may yield pages with opinions, local implementations, or other variationg. A
ratipg system within an organization may distinguish between {Corporate” policy data, legal requiremdnts,
and| other guidelines. The PICS mechanism could then be uséd’to provide users with a view of the data fhat
wayq relevant to their environment, rather than forcing theniMe locate the relevant views from a much wjder
set pf responses. The use of metadata and content included for the purpose of content selection (index{ng)
shall not be misleading.

Emgrging tools, such as XML and RDF will previde additional mechanisms for content selection that shguld
be ¢onsidered in the future.

6.3|5 Robot exclusion

Well-engineered Web sites shall\intorporate robot exclusion elements (see Annex E) as the method for ipdi-
cating pages to be indexed og searched by automated means and those to be excluded.

6.3/6 Bandwidth efficiencies

Thq first bytes (in¢luding <head> bytes) have the most impact on network overhead. Transport Corjtrol
Profocol (TCP)operates with a “slow start,” awaiting an acknowledgment of initial packets sent before ifiti-
atinlg a fullzsequence of transmissions. This avoids congestion of the net that may be directed to a fon-
responsivessite. This makes the data transferred first from the server, and initial elements of the page (¢.g.,
<h¢ad*, etc) more critical in response time and network loading. Data in the <head> sequence shouldl be
focused to minimize overhead, and provide essential data to the client. Unfortunately, the HTML format
calls for all metadata to be in the head section (see Nielsen, et al, [B55] and W3C Web HTTP Performance
Overview [B63] for more details on bandwidth impact).

Tags expected in the head section of a well-engineered Web page including minimal overhead would
include: 'title', 'link' (to style sheets), 'meta' (as designated in Dublin Core plus 'keyword', 'description', or
"http-equiv"), 'base', 'script', 'object'. Where extended sets of metadata, style or scripts are included, the 'link'
element should be used to reduce 'in page' overhead. Relevant information about the metadata should be
indicated with the 'profile" attribute of the 'head' tag.
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To facilitate indexing presentation of a collection of related pages, indicate the “initial” page in all of the
pages with the “link” element.

Example:

<link rel="start" type="text/html" href="first page.htm" title ="what-
ever the title of this set should be">

6.3.7 Human language specification

TO dbiiiLaLC aCCUurdic illdCAillg dlld CadT Uf dUUTSS fUl USTIS, WCII‘CllgillCCICd ‘V‘VTCb yang blldll iu&,ludc the
LANG metatag declaring the primary language environment(s) for each page.

6.4 Digital signature

Digital signature and other fingerprinting mechanisms should be applied when appropridte, to ensure fage
intggrity and authentication. This would be appropriate when it is necessary to assure the material presepted
has|not been changed, as when posting price data or other data that must be secured for legal or business fea-
sonp. Information related to this may be communicated through header extensions or related files, or it jay
be Jmplicit in the content body. Resigning pages may be problematic, so extra-care should be given to engure
the [immutability of the data (including links, etc) within the signed area‘(s¢e 4.2.8). (Testing for this is|not
eas]ly automated.)

NOTE—To date the primary focus of security has been on the envelppe\for e-commerce. It is critical that the well-gngi-
neefed Web page content be appropriately secured as well.

7. Body information

7.1 Sensitive information exposure

Web page content, even when robot\exclusion has been requested, may be indexed or stored by search
englines (or users) that have access\torthe content. Simple removal of the pages does not eliminate the content
tha{ may be accessible to users of a search engine. Some search engines have “archival caches” of paggs in
cas¢ the page is no longer accessible. Most search engines include the first lines of pages in their reqults
response (use of “description’ meta attribute can provide some control over this).

Inclusion of sensitite data should be considered in this context. Efforts to eliminate data errors or expjred
pages may requipe replacement with other content at that URI and re-indexing of that content to flush|out
archival caches) Digital signature or fingerprinting of pages to assure content integrity can reduce riskp of
usef modification of sensitive data, however, it is not possible to take action to assure the elimination of all
copiies/ofsspecific content.

7.2 Intellectual property rights (IPR)

Web pages may contain intellectual property that belongs to the owner of the Web page or to a third party.
Usage of intellectual property should be reviewed by appropriate counsel.
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7.2.1 Copyright information

Every Web page has an implicit copyright, subject to the legal jurisdiction in which the work was created or
claimed and any contractual arrangements between the developer and other interested parties. Every well-
engineered Web page should include a specific copyright statement eliminating any ambiguity about this
(which might be kept in metadata if the visible presentation is deemed objectionable). Even if the intention
is to make material available in the public domain, the wording to be used should be reviewed with experts
familiar with the relevant jurisdiction(s).

Well-engineered Web pages shall not knowingly include copyright-protected information without appropri-

. — £ 1 el 11
ate PCTITITSSTOIT TOTIT tiTc CUPYITEHUTTOIUCT.

Well-engineered Web pages should include a <1ink rights=.../> entry (see Annex D).
7.2{2 Trademark information

Well-engineered Web pages and well-engineered Web sites may use trademarks that are the property of
either the site owner or another party. These trademarks may be used within the(scppe of the site or ysed
within the domain name, metadata, or a dynamic database that generates the\Well-engineered Web ppge.
Bedause the international trademark system is both industry- and geographisally-oriented, this inhereptly
pregents the potential for conflicts between Web site owners and trademark holders. Well-engineered YWeb
pages should include information, including applicable Rfield designations, that helps resolve these ¢on-
flicts. This could include metatags, explanations, and links to the appropriate information regarding|the
trademark owner.

7.3 Security designations

In gn Intranet environment, pages should include an’"\RMfield identified by the XML tag set <security-
degsignation>...</securitydesignatiion> indicating the organizational security character|stic
of the page content.

ForfHTML, use:
<span id="securitydesignation"> ...</span>

Thd exact wording will varyin different organizations, and may have legal implications (which will vary by
coupntry). Typical security *banners” include:

1+ XYZ CorpyConfidential
+ Internaklse Only
- Publi¢-hformation

Be pwate that pages without appropriate security designations may be implicitly public information (dven
thotrgir protected-by copyrigiht) or facking firessemtial fegat protectiorns; depemding oI tie fegat jurisdictions
from which they may be accessible. Be aware that the security designation will not assure automated
enforcement of the security designation.

In an Extranet environment, pages should include similar banners in a way that is consistent with the associ-
ated Extranet community. Collaboration may permit sharing of confidential information, and such pages
would carry corporate-specific banners; or collaboration may generate confidential information within the
collaboration, and have designations specific to that arrangement.
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Declaration of security designation should not be considered sufficient to provide security control. Site
design should include evaluation of passwords, encryption, and other techniques to provide additional secu-
rity controls.

A person qualified to assess the adequacy of the security indicators and security protection for the page
should subject each page with a security designation to a review. The person should conduct the review
before the page is initially placed on the Web. The review will consider both the code for the page and the
displayed page. Consideration should be given to viewing the page with all possible browsers. Subsequent
reviews will be required to ensure continued security policy is properly implemented. Reviews may be at
regularly scheduled intervals, as a result of a review-triggering event (e.g., page change), or when major

arclitecturetirangesareto-be mptemented(e g Txpamdimg to-thehrtermet oraddimg Extramet comporents).

7.4 Dates and time

A ell-engineered Web pages shall include a page date as an RMfield (<pagedate>, or <}..
class="pagedate">). This indicates the most recent date when a change consideréd being of valug to
the [target-user communities has occurred.

Eadh well-engineered Web page shall include an expiration date as an Mfield-ox RMfield (<expiratign-
date>, or <..class="expirationdate">). This date indicates the-earliest date that the page inffor-
maftion may be deleted. The page information can be changed during thjs‘period, but the type of informafion
pregented on the page should remain constant or the user redirected tathe new location of the informatign.

Thq expiration date serves at least three functions:

job)

A basis for automated deletion or archiving of thHe\page,
) An indication that can be used by pages linking’to this page of it’s expected life span, and
g A basis for exclusion of the page from indéxing or search query processes.

(on

Thq value “archival” may be used to indicate that the page contents are not expected to change; spme
formn of persistent URI should be considered for archival pages where ongoing reference is expected.

Well-engineered Web pages should ini¢lude applicable dates from this list:

a Date of last modification, represented as an Mfield (<datemodified>,<... class="date-
modified">). Ghanges in this date may occur without substantive changes in the content off the
page. (Mfield is\suggested since this date is considered only to be of use in page management, but
not for target-useér communities.)
H) Content date; represented as an Mfield or RMfield (<contentdate>, <... class="c¢n-
tentddte">), which is used to indicate that the content was current as of this date. This may|not
refléet-changes in content from a previous content date.
g Date of next content review, represented as an Mfield or RMfield (<nextupdate>, <{..
class="nextupdate">), is used to indicate when a review is scheduled. Substantive charges
TIIEIT OCTUT Prior to - this date; ard SOITe ToITT Of USer ot ICation My De TIeeded T CertaiTT busimess
situations. (See 7.8 on active links also.)

d) Date of retirement, represented as an Mfield or RMfield (<dateretired>,< .. class="date
retired"> may be used to indicate when a page has been archived and is no longer considered
active. Organizations with requirements for archiving some or all information may want to include
use of this date in their well-engineered Web site project plan.

Content expiration and/or content review dates should reflect the expected rate of change for the content.
Web site maintenance tools should use these dates. [These dates can be expected to be different from the
cache expiration date, (see 5.2.)] See Annex C for examples of the dates.
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If the purpose of the above dates is for internal maintenance rather than use by the target-user community, it
may be appropriate to maintain the information independently from the page content.

All dates, including the above, shall be presented with four-digit years. Designers should use ISO 8601:2000
[B25] format: YYYY-MM-DD (all digits) for dates. Dates should include time, and time-zone, such as one
based upon Coordinated Universal Time (UTC), if this is relevant to the usage (HH:MM:SS, should be 24-
hour format if machine-readable). If time is included, the time zone shall be specified. Because local time in
this context may be ambiguous, time-zone designators are recommended (UTC or UTC-offset) when indi-

cati

ng the time.
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[YYY is year
IM is month (01-12)
D is day (01-31)
he letter “T” is required if time is present
h is hour (00-23)
hm is minute (00-59)
5 1s second (00-59) (decimal fractional extensions may be incqrporated)
ZD is time-zone designator
value should be “Z” for UTC
or +hh:mm for positive (east) displacement from JTC
or —hh:mm for negative (west) displacement front’UTC

5 format should be used in any machine-readablefields where date is included in the field. For date i1
dent (time only) machine readable fields thestime subset should be used.

ISO 8601:2000 [B25] date format is(the preferred format by the HTML recommendations and by
mmended practice. IETF RFC 1123:1989 [B18] defines the format as exemplified by Sun, 06 Nov 1
19:37 GMT, and this format iseqdired by HTTP 1.1 in response fields.

International considerations

b access quite often-spans multi-cultural domains and/or international boundaries. Well-engineered Y
5 shall take info-account international and cultural requirements of the target-user community as paj
design precéss. If a specific culture is a significant target-user community for page content, re
nld be peéifetmed by persons expert in that culture.

1Phone numbers

\de-

this
094

Veb
t of
iew

All well-engineered Web pages containing telephone numbers shall provide sufficient context for use of the
number. ITU Recommendation E.123 (02/01) [B54] shall be used.

Example:

+1-202-371-0101.

28
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Toll-free numbers may not be accessible outside of the geographical area. With internal organizational net-
works, be aware of the potential need for contact by target-user communities who may only have access to
external telephone lines (e.g., travel or telecommuting), or may need full prefix information between loca-
tions. Contact numbers shall be accessible for those who are visually impaired or deaf. Telephone numbers
should be tagged using the HTML tag <phone> (an RMfield). Applicable hours for the telephone number
should be indicated. Time zone information should be indicated for networks that span multiple time zones.

7.5.2 Icons

Icons can be international symbols or may be culturally dependent. Icons should be accompanied by text or

al L dluibulc [49) PlUVidC fUl uavigatiuu b_y iudividuaib WilU dlIC 110U falllilidl WiLil LilC ibUllb leCd, uu.‘uvu.‘l alS
trayersing the Web by text, and persons with visual/motion impairments. Icons may be selected from(those
defined in the ISO/IEC 11581 specifications (see [B50], [B51], [B52], and [B53]) for internationakuse’. Iqons
may have trademark or legal implications as well.

7.5|3 Holidays

Holidays vary between cultures and may even be specific to a particular locale, The well-engineered Web
page should provide dates in universal formats (see 7.4) as well as any culturally;-specific terms. The well-
engineered Web page should not be designed on the premise that all users(accessing the page will use| the
sanje time model as the page designers. Time-zone variations as well as~“work day” variations should be
conpidered in this context.

7.5{4 Place of origin

To facilitate interaction with the target-user community, or for legal protection, it may be useful for the well-
englineered Web page or Web site to indicate the country~or place of origin. If country of origin is t¢ be
included, it should be an RMfield, or an Rfield and.anMfield (origin>,<... class="origin(>).
Thq country or place of origin shall use the two-letter country code identifier from ISO 3166-1: 1997 fof an
RMfield or an Mfield. Well-engineered Web pages may include location designations (or exclusions) where
thege relate to specific legal jurisdictions.

7.5|5 Language

Usdrs in some browsers can designate human language preference. This information can be used to delfiver
infgrmation in the format appropriate to the user. The trade-off between clarity of communication and| the
expense of maintaining-pages in multiple languages should be considered in well-engineered Web [site
des]gn. Automatic tragisSlation tools exist that provide a range of conversion to respond to target-user commu-
nitips. Legal considerafions also need to be incorporated into design here, with some countries requifing
deljvery of certain information in specific languages. When using a single language in a multi-cultural epvi-
ronpnent, the(style and simplicity (including use of idioms and specialized terms) of the language shguld
reflpct the target-user community. Where translation is required the results should be verified.

Well-engineered Web pages shall declare their language of presentation using the lang attribute as apprqpri-
ate. An example of use in the <HTML> tag is <html lang=en-US>, although the lang attribute can be
inherited (including use in the span and div tags) for page segments with language changes. The declara-
tion of the language of presentation shall be the native language of the well-engineered Web page.

The two-letter codes identified in ISO 639-1:2002 and ISO 639-2:1998 shall be used to indicate common
languages, which may be followed by a hyphen and a two-letter country code to denote variants (see ISO
3166-1: 1997; see HTML 4.0 specification, 8.1.1). The <dir> (direction) tag may also be needed to denote
information for proper sequencing of presentation.
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The lang attribute should be used by tools for both creation (e.g., spelling checkers, etc) and presentation
(e.g., speech synthesizers) where applicable.

For multiple language versions of a document, the link element with alternate, lang, and an appropri-
ate URI may be used to indicate the URI for alternate-language versions. Also, the server may deliver alter-
nate language versions based on site-specific conventions.

7.5

.6 Hemisphericals

Some references are hemispherically oriented. Winter means something different in the northern hemisphere
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h as “west” or “east” may be culture- or hemisphere-specific (testing for this is not easily automated)

7 Units: metric, monetary

side of the United States, units of the modern metric system (SI Units) are the nogai\or measurem
in most of the world they are a requirement for commerce .3’ Well-engineered Web|pages shall use nf
ment unit(s) applicable to their target-user communities, which should include{metric in many cases

hetary units are nation-specific. Well-engineered Web pages should stafe\ymonetary units in terms
ency symbols applicable to the context (both use of reference and ‘uttended user community). S
ency symbols are overloaded (such as “$”) and require additional ‘qualification based on the user ¢
hity. The monetary units defined in ISO 4217:2001 shall be used (testing for this is not easily automaj

8 Legal domains (e.g., comparative advertising, price quotes)

iness practices vary between legal jurisdictions in addition to those ways indicated above. Compara
prtising, price quotations, intellectual property, orzefier forms of information may be regulated or pro
in specific environments. Well-engineered Web 'site engineers should review the commercial limitat

eeping with the legal and ethical considérations of the targeted user community (testing for this is
ly automated).

willing to do business withy_ds well as any relevant geographic restrictions or conditions that a
bntial users from other cguntries that may want to enter into transactions offered through the site.
rmation should be easily‘accessible from the site center, and available before users attempt to enter
sactions. For businéss*to consumer (B2C) transactions, see recommended disclosures in the Guidel
Consumer Protégtion in the Context of Electronic Commerce, authored by the OECD (see [B56]).

9 Physical addresses

en presenting or collecting address information, country and postal code should be included. Note pd

Facilitate cross-border e-commesee, e-commerce sites should prominently identify which countries A?ey

ces

ent,
hea-
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me
bm-
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hib-
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he page contents with experts in these areagyas applicable. If advertising is accepted on a site, it shalll be

not

ect
['his
into
nes

stal

cod

es\vdry in format, and validation code should take this into consideration. It may be useful to collect

country or postal code information before other information to minimize the user entry required, although
users may not know details such as postal code or province.

30The U. S. Congress has designated the metric system as the preferred system of weights and measures for United States trade and
commerce.
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7.6 Bandwidth efficiencies

Analysis of the target-user community should include evaluation of the expected (and worst case) band-
width. Well-engineered Web pages data elements shall be responsive to the business, information, or service
objectives of the page. Tools for well-engineered Web page generation should not add extraneous informa-
tion such as the name/version of the tool used.

It may be useful to have a well-engineered Web page size limit for a site, with warnings associated with links

that lead to documents larger than the suggested size. Links to large items (e.g., pages, downloads, images,

etc) should have size information as an RMfield (<objectsize>,<... class="objectsize">)
T e v e o

des|gnated as: 5G, 5000M or 5000000k.

It i especially desirable to have the initial point of contact (home page) for a site load qui€kly’so users|can
identify the content of the site. This is especially true when some users have low bandwidth-¢onnectivity.|For
thig reason, the home page should contain few and small graphic files, and all graphics should conftain
height/width tags and alt tags so that a user can see quickly what the content of.the page will be.

Reysing images will have a positive impact on the overall performance.

7.7 Navigation aids

A link shall be provided in each well-engineered Web page to/8etto one or more appropriate pages for njore
general information relevant to this site (see 5.11). The infotmation pages should provide a context for ugers
wh¢ may have entered from links or search results inté the middle of the site. These pages may include
infgrmation about the page owner. This should includez link to the site’s home page and might also include
owier organization, corporate department, physical{lpcation, etc.

Thq location and appearance of navigation aids~on the various pages of an Intranet should be consistent.|For
example, the navigation aid to move the aser to the site home page should always be located in the sjime
pagg position as defined by the high leyel'design of the Web site. This also applies to the relative locationand
appearance of other navigation eleménts such as “Top of Page,” “last 25 items” or “next 25 items.”
Eadh page should provide information such as mailto link for author or other point of contact for user.

NOTE —Typically, this will not be “Webmaster@domain” as discussed in 5.7.

Sumhmaries and tables of contents of large documents should be available to allow for a quicker discar{l of
unifiteresting data/pages.

Thdq use (ofythe id attribute with HTML elements is encouraged to facilitate future links®! to specific gle-
ments‘of,a document. This can be particularly useful when a series of pages have common structural fle-

PR w 1 ” Joad el 113 2 e PR £clad (. B 1] 1] RS B £
mentsTTor CAAIITPIC, StdlIUards avie a - SLUPL SULHIUILL, alltl UL USL UL L LU= otCuUpPT Tacrrtatesaiure

location of the section, and pointers to the section (see also 4.2.3).

A URI pointing to a directory should either resolve to a default file (as set in the server), a useful directory
listing (for the target-user communities), or have a clearly identifiable page for further information. The
name of the default page for a directory access is defined in the server configuration. The default page should
be named default.htm, index.html, or home.html. The primary navigation environment should be presented

3lUnfortunately, some browsers do not support this HTML 4.0 functionality for the id attribute. For external linkage with legacy
browsers, the anchor <a name="scope"> ... </a> capability must be applied.
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when the default name within a directory is used. The REDIRECT header tag can be used to manage naviga-
tion. Issues related to navigation by people with disabilities have to be considered (visual or motion impair-
ments particularly).

a)  All links shall work correctly.

b)

vided to return to the home page every 1-2 screens).

c¢) Links to “under construction” pages should be avoided.

It shall be easy to navigate from any Web page back to the home page (e.g., a button should be pro-

The class designation “duplicatelink” should be used to designate additional navigational links which dupli-

cat
the

OUIIC O11 LIIC pagc. OIIC illdelle bilUulh‘l HOU bC dCbiglldlCd d dupii\,aw lillk. Tllib dllUWb bLle bilCCLb |19)
e redundant links from users where this may be a distraction (especially for aural presentation),

nide

Nofe the navigation requirements and recommendations in 4.2.7, many of which improve easg.of use as yell

as dccessibility.

7.8 Active links

Per
qui
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Lin
Mfield (<1linkverified>,<... class="linkverified¥>).

7.9 Dead links

Caif

the

odic review is required to verify that all links are still active. Automatic-teview of links should hel

ks that go to pages with critical information should provide indic4tion of the last verification date aj

e should be taken that all Web links are up-to-date~Bead, inactive, or missing links severely detract f

b to

kly identify targets that are not valid anymore, but human review of linkssmay be needed to ensure v4lid-
bf content. Use of persistent URIs may help to avoid some of the probléms created by these referenges.

b an

rfom

quality of a Web site. Webmasters should periodically verify that all links are still active. Many tithes,

lings become out-of-date, and merely serve as(placeholders for the actual Web link. Web sites demand peri-

odi
ity,
obs|
oth
get
We

7.1

Lin|

estgblish aweference point for relative references (e.g. top-level directory) and use <BASE HREF= .. /
estgblish, the reference point (use of the BASE tag may complicate site relocation). Links to external Y
sitep shodld use persistent URIs, where available. Site pages intended for external reference should pro}

maintenance to insure that links are current. Automated tools exist that check the existence, if not ve
of Web links. Web masters may want fo'refrain from overspecifying Web sites in order to avoid Web
pblescence. In general, the greater’the specificity, the more likely the link will become outdated. On

b site link and forcing th&wser to do extensive searching once connected to the link in question.

0 Absolute and-relative links

s within@Web site should be relative to the linking page, and not to the site root. Sites may wis

ac-
link
the

br hand, a more generalized Webssite address can force the user to burrow down several layers in ordgr to
to the precise Web site needed” The Web master must find a happy medium between overspecifying| the

h to
> to
Veb
ide

32

persistent UKIS, where applicable. Digital Object Identifiers (DOI), as defined by the DOI Foundation =,
may be useful as persistent URIs. See 4.2.8 on site/page relocation.

71

0.1 Links to protected Web sites

Links to protected Web sites should, in general, indicate that the Web site is password protected or requires a
subscription or registration. This annotation can be color-coded for maximum effect, in order to alert the
user to the restrictive nature of the Web site.

32For more information, please visit http://www.doi.org.
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7.10.2 Offsite warning

Clear indications may be needed when leaving a site for other sites, this may be related to a change of secu-
rity domains, or to assure that the seamless nature of the Web does not mislead the user about the source of
the content. Links that lead offsite may be tagged with “<a ..class="offsite">" as a method for cre-
ating a CSS controlled visual distinction. Depending on the situation, it may be useful to require browser’s to
use this information to implement specific policies such as managing the history information (or cookies),
blocking transfer, presenting the link with some warning icon, presenting the user with some “leaving xxx
site” warning, etc.

AS LT diLCllldLiVC, eee bld.bb_ "Ul.l.bi L wa llld_y ‘UC leCd o ill\.‘lideC lilll\b LildL dlcT kllUWll [19) ‘UC dpPl pli'
ate for seamless transition. With the use of this approach, browsers should implement the “offsite” aetior| for
linKs that do not include this attribute.

7.11 Cookies

It njay be useful to use cookies to maintain state between page accesses. The project-plan shall documenf the
dec]sion to use, or not use, cookies; and the implementation shall be consisten{ with this plan. Tools shall
verlfy that use of cookies is intended for a given site. In this case, the use of-caoKies shall be described [and
the |user given an option of receiving these cookies as an explicit action. Wel-engineered Web sites that|use
codkies, Web beacons, or other technologies which collect information on"Customer usage shall have a [pri-
vacly statement available from their site center or general information(page(s) that explains their use of quch
tecinology. Well-engineered Web sites shall disclose if usage of{prior site information is collected, arfd if
infqrmation is shared with other organizations. If cookies arg‘wequired and the required cookies are|not
rec¢ived, the site shall provide relevant feedback to the userlas an error message (testing for this is not egsily
autpmated).

7.12 Frame considerations

Varjous methods can be used to encapsulate-graphics or other page elements on a page that are transpareint to
the fuser. If design includes the use of ftfames, then provision should be made for the user community to
chopse a no-frame implementation of\the same content. This should be considered in the maintenance plan
as yell. Frames shall not be used-toxmislead the user about the source, ownership or other aspects of frime
conftents. Frame presentation of third-party content shall only be done when full consideration is given tq the
coplyright, presentation, apptepriate commercial use, permissions and other legal and ethical aspects of quch
encppsulation.

—_—

Linr(s can be expected-by the user to lead to other sites and as such do not require these same ethical confsid-
erafions (see clduse*7.7).

Thq _blank target, or other means of creating new windows, shall not interfere with the user’s ability to
retyrngp their page history (this relates to requirement 22(0) of 36 CFR 1194, commonly called Section $08.
Portions of 36 CFR 1194 are provided in Annex 1)

NOTE —To avoid being “encapsulated” it may be appropriate to include a <base target="_top" />HEAD entry to
force linked® page(s) to acquire the full, original window. Scripting may be used to detect encapsulation and reloading
the current content into the _top frame.

33Unfortunately it is not possible to force the initial page to the “top” —it will be encapsulated. This tag (in each page) will assure that
the pages reached from this page via links will assume control of the entire window.
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3 Graphical images

All graphic elements shall contain declared height/width display size, permitting the immediate allocation of
page layout for these and concurrent rendering. The use of consistent style sheets can reduce page size, and
provide for reuse of style for subsequent pages. Reuse of images, as opposed to use of new images, can
reduce download time by taking advantage of local caching.

Multiple graphic images at the server should be considered, providing for lower bandwidth connections,
and/or user choice. A potential convention is to have a “thumbnail” graphic delivered, which is also a link to

a hi

gher resolution graphic as an option for the user community.
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e structure (e.g., xxx.gif). To allow for content negotiation with users and to minimize oVverhea
onse, a diverse set of image formats should be provided.

ges should not be used to bypass HTML limitations or provide “style” control. Whete available,
nld be used. Images shall not be used to present text in an alternative style. This is‘distuptive to text-
vsers, it limits accessibility and global applicability, and it has a negative\impact on performa

s should support image formats for JPEG, PNG, and GIF for compatibility, and seek to deliver the ]
rhead image acceptable to the client. For animated images, NetworkMotion Graphics (NMG) shoul
ported, and scripting or client-side executable languages may /e irore efficient means of providing
hired functionality.

r browsers. This also facilitates indexing. Alt attributé descriptions should start with unique infor

ed. To facilitate access by older browsers, that‘do not support longdesc, also provide an anchor lin|
same data (Longdesc takes a URI as itls*value).

ortunately, firewalls and gateway$\&an convert data types. Hence, the client may not receive the expe
bhic.

4 Deprecated HTML ‘elements and attributes

).34 These inc]

ML version 4.0 ideéntifies a set of style specific tags as deprecated (usage discouraged
>, <plaintext>, <XMP>, and color attributes (e.g., background, text, link, vlink, alink, etc). Wi
target enwironment allows (see 4.2), the well-engineered Web page should not use the deprecated tag
(rol, formiatting, but should use style sheets instead.

phic presentation of written materials for certain languages, cultures, or disgiplihes may be necessary.

| ink>, <foRE>, <b>, <i>, <u>, <strike>, <s>, <basefont>, <center>, <menu>, <liIt_

ere a server may deliver images in multiple formats, image URIs should not include a specifie-format
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alt attribute is required by 4.2.7 to facilitate access §y*persons who are not displaying graphics yith

mna-

, for example, “home button” rather than “buttonfor home page,” and use functional descriptions where
licable. Longdesc can be used to provide detailed information about graphical content where it is yar-
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5 Physical location information

Physical addresses should be aligned with desired usage (i.e., various deliveries may not be possible to PO
boxes). Full postal designation (with country) for mail and delivery services may require a street address. In

add

ition, links to appropriate maps may be useful.

34Deprecated elements are defined as such by W3C recommendations; see http://www.w3.org for more information.

34
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To facilitate indexing by physical location, a well-engineered Web page may include the RMfields <span
class="longitude"> ... </span><span class="latitude"> ...</span>, and for
addresses specifying a street location, the RMfield <span class="crossstreet"> </span>.
Cross street can be useful for fine-tuning in human navigation and for fine-tuning in mapping software.

Any Web site offering or effecting commercial transactions shall prominently display postal addresses and
telephone numbers for follow-up inquiries.

7.16 Server technology independence

Deppending on the target audience and the desired sophistication of the pages, a well-engineered Web-flage
may or may not make use of server side capabilities such as server side include (SSI), active server fJage
(A§P), or other capabilities. It is desirable, whenever possible, to produce pages that do not depend on sefver
settings or capabilities. Two recommendations in this area include the following:

a Avoid links to a directory in a relative reference. Instead point to the file within)the directory.|For
example <a href="detail/"> should be <a href="detail/ifidex.htm">. [[he
“default file” may vary from server to server, pages that reference diretorics may not be portble
from one server to another.
H)  Whenever important elements such as navigation elements are provided through server support, plso
provide these navigation controls directly, perhaps through a text'menu at the bottom of the pge.
Because more server code is treated as comments by browsefs) these pages will be usable acrogs a
wide range of servers even though their appearance may,change.

Thq ultimate goal is to allow pages, whenever possible, to.be moved from server to server, and even be
moyed onto CD-ROM for distribution without suffering from broken links.

7.17 Flushing search engines

Search engines may store part or all of indexed pages and may present this back as part of the search resflts.
Usq of the “description” meta tag provides.a level of control over what is presented. However, the initial ¢on-
ten{ of a Web page may be presented:Fhis can continue to be available either via the index, or via cacling
thaf the search engine has done, ev¢n-after the page has been removed from the site. The information infor-
porpted in the “description,” and-early in the page should take this into account. Note that correcteql or
del¢ted material may continlie to be available. Resubmission to search engines may facilitate replacement of
thege references.

Search engines shotild flush old page indexing information within one year, or as of the “expiration date|” of
the [page.

SThe Society of Automotive Engineers is developing a specification, SAE J2374, National Location Reference Specification [B57],
along with related work on the Intelligent Transportation System that may be of interest for both WEP designers and indexing services
dealing with location-based information.
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Annex A

(informative)

bliography

See http://dx.doi.org/10.1041/standard/2001/2002/references for a list of normative (see Clause 2 of this rec-
ommended practice) and informative reference URLSs on-line, and most recent updates, where known.
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] Consumers International Recommendations for Consumer Protection.”®

sumers International has produced recommendations for consumer protection and online shopping.

| IEEE Std 730™ -2002, IEEE Standard for Software Quality Assurance Plans.?’

form, minimum acceptable requirements for the preparation and content of softwaréquality assurd
s (SQAPs) are provided. This standard applies to the development and maintenance of critical softwj
non-critical software, or for software that has already been developed, a sub§etyof the requirement
standard may be applied.

] IEEE Std 828™ -1998, IEEE Standard for Software Configuration Manggement Plans.

b standard establishes the minimum required contents of a software‘configuration management plan
ies the specific activities to be addressed and their requirements for any portion of a software prody
cycle.

| IEEE Std 829™ -1998, IEEE Standard for Software Test*Documentation.

standard provides material helpful in test plannjng,*specification and reporting; it describes a s4
ic test documents which are associated with the;dynamic aspects of testing (that is, the execution of |
res and code). The standard defines the purpdse, outline and content of each basic document. The s
[ does not call for specific testing methodélogies, approaches, techniques, facilities, or tools, and {
specify the documentation of their use.

] IEEE Std 830™ -1998, IEEE Recommended Practice for Software Requirements Specifications.

content and qualities of a good software requirements specification (SRS) are described and sev
ple SRS outlines are presented. This recommended practice is aimed at specifying requirements of
e 10 be developed but also~can be applied to assist in the selection of in-house and commercial softy
ucts. Guidelines foixcompliance with IEEE/EIA 12207.1-1997 [B16] are also provided.

| IEEE Std 1003:1™ -2001, IEEE Standard for Information Technology —Portable Operating Sys
rface (POSIX®).

] IEEE Std 1016™ -1998, IEEE Recommended Practice for Software Design Descriptions.
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nesessary information content and recommendations for an organization for Software Design Desd

rip-

tions (SDDs) are described. An SDD is a representation of a software system that is used as a medium for
communicating software design information. This recommended practice is applicable to paper documents,
automated databases, design description languages, or other means of description.

36Foe more information, please visit http://www.consumersinternational.org.

3 The IEEE products referred to in this annex are trademarks belonging to the Institute of Electrical and Electronics Engineers, Inc.
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[B8] IEEE Std 1028™ -1997 (R2002), IEEE Standard for Software Reviews.

This standard defines five types of software reviews, together with procedures required for the execution of
each review type. It is concerned only with the reviews; it does not define procedures for determining the
necessity of a review, nor does it specify the disposition of the results of the review. Review types include
management reviews, technical reviews, inspections, walk-throughs, and audits.

[BI] IEEE Std 1058™ -1998, IEEE Standard for Software Project Management Plans.

The format and contents of software project management plans, applicable to any type or size of software
project, are described. The elements that should appear in all software project management plans are
identified.

[B JO] IEEE Std 1074™ -1997, IEEE Standard for Developing Software Life Cycle Processes.

A pyocess for creating a software life cycle process is provided. Although this standard is directed primdrily
at the process architect, it is useful to any organization that is responsible for managing~aad perfornjing
soffware projects.

[B1] IEEE Std 1219™ -1998, IEEE Standard for Software Maintenance.

Thiy standard describes the process for managing and executing software maintefiance activities.

[BI2] IEEE Std 1220™ -1998, IEEE Standard for Application and Management of the Systems Engineefing
Profess.

Th{ interdisciplinary tasks, which are required throughout a systeuis life cycle to transform customer nepds,
reqlyirements, and constraints into a system solution, are definéd.)ln addition, the requirements for the ys-
temls engineering process and its application throughout the.product life cycle are specified. The focus of|this
stafdard is on engineering activities necessary to guide product development while ensuring that the pfod-
uctlis properly designed to make it affordable to produce,own, operate, maintain, and eventually to dispose
of, Without undue risk to health or the environment,

[B1)3] IEEE Std 1490™ -1998, IEEE Guide (CIEEE)— Adoption of PMI Standard— A Guide to the Prqject
Mahagement Body of Knowledge (OPMI).

Thd subset of the Project Management\Body of Knowledge that is generally accepted is identified fand
destribed in this IEEE guide on the-adoption of the PMI standard. “Generally accepted” means that|the
knowledge and practices described-are applicable to most projects most of the time, and that there is wyde-
spréad consensus about their-value and usefulness. It does not mean that the knowledge and practfces
sholld be applied uniformiyte all projects without considering whether they are appropriate.

[BI4] IEEE Std 2001-1999, IEEE Recommended Practice for Internet Practices—Web Page Enginger-
ing[—Intranet/Extranet Applications.

[B1|5] IEEEAEIA 12207.0-1996, IEEE/EIA Standard —Industry Implementation of International Standard
ISA/IEQ 12207:1995—(ISO/IEC 12207) Standard for Information Technology—Software Life Cycle
ProfeSses.

ISOTTET 12207 provides a common Jramework Jor developing and managing sofiware. IEEETETA 12207 .0-
1996 consists of the clarifications, additions, and changes accepted by the Institute of Electrical and Elec-
tronics Engineers (IEEE) and the Electronic Industries Association (EIA) as formulated by a joint project of
the two organizations.

[B16] IEEE/EIA 12207.1-1997, IEEE/EIA Standard —Industry Implementation of International Standard
ISO/TEC 12207:1995—(ISO/IEC 12207) Standard for Information Technology—Software Life Cycle
Processes—Life Cycle Data.

This part of the standard provides guidance for recording life cycle data resulting from the life cycle pro-
cesses of IEEE/EIA 12207.0-1996.
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[B17] IEEE/EIA 12207.2-1997, IEEE/EIA Standard—Industry Implementation of International Standard
ISO/IEC 12207:1995—ISO/IEC 12207) Standard for Information Technology —Software Life Cycle
Processes —Implementation Considerations.

Part 2 of the standard provides implementation consideration guidance for the normative clauses of IEEE/
EIA 12207.0-1996. The guidance is based on software industry experience with the life cycle processes pre-
sented in IEEE/EIA 12207 .0-1996.

[B18] IETF RFC 1123:1989, Requirements for Internet Hosts— Application and Support.38

This RFC enumerates standard protocols that a host connected to the Internet must use, and it incorporates,
by reference, the RFCs and other documents describing the current specifications for these protocols. It cor-
recls errors in the referenced documents and adds additional discussion and guidance for an architect.

Thik document is one of a pair that defines and discusses the requirements for host system implemeéntat{ons
of the Internet Protocol suite. This RFC covers the applications layer and support protocols Ats €ompanion
RFQC, Requirements for Internet Hosts—Communications Layers [INTRO:1] covers the [ower layer prpto-
col§: transport layer, IP layer, and link layer.

Thdse documents are intended to provide guidance for vendors, architects, and useks of Internet communfca-
tion} software. They represent the consensus of a large body of technical experienée/and wisdom, contribyited
by jembers of the Internet research and vendor communities.

[B1I9] IETF RFC 1766:1995, Tags for the Identification of Languages.

Thik document specifies an Internet standards track protocol for the Tnternet community, and requests is-
cuskion and suggestions for improvements.

[B20] IETF RFC 1866:1995, Hypertext Markup Language<~2.0.

[B21] IETF RFC 2396:1998, Uniform Resource Ideatifiers (URI): Generic Syntax.

A Uniform Resource Identifier (URI) is a compactstring of characters for identifying an abstract or physgcal
resqurce. This document defines the generic syutax of URI, including both absolute and relative forms, and
guidlelines for their use; it revises and replaces the generic definitions in IETF RFC 1738:1994 and IETF
RF({ 1808:1995.

Thik document defines a grammar that is a superset of all valid URI, such that an implementation can pqirse
the [common components of a URFreference without knowing the scheme-specific requirements of every pos-
sible identifier type. This dosument does not define a generative grammar for URI; that task will be per-
formed by the individual specifications of each URI scheme.

[BA2] IETF RFC 2274:2000, An HTTP Extension Framework.

A Wide rangesofapplications have proposed various extensions of the HITP protocol. Current efforts span
an enormqus-range, including distributed authoring, collaboration, printing, and remote procedure fcall
medhanisms: These HTTP extensions are not coordinated, since there has been no standard frameworH for
defning extensions and thus, separation of concerns. This document describes a generic extension me¢ha-
nismT for H TP, wiich s destgrned 10 aadress tHe 1enston berweer privare agreerent and pubtic specification
and to accommodate extension of applications using HTTP clients, servers, and proxies. The proposal asso-
ciates each extension with a globally unique identifier, and uses HTTP header fields to carry the extension
identifier and related information between the parties involved in the extended communication.

[B23] IETF RFC 2965:2000, HTTP State Management Mechanism.

This document specifies an Internet standards track protocol for the Internet community, and requests dis-
cussion and suggestions for improvements.

BIETF RFC documents are available at http://www.ietf.org/rfc.
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[B24] International DOI Foundation.>®

The Digital Object Identifier (DOI) is an identification system for intellectual property in the digital environ-
ment. Developed by the International DOI Foundation on behalf of the publishing industry, its goals are to
provide a framework for managing intellectual content, link customers with publishers, facilitate electronic
commerce, and enable automated copyright management.

[B25] ISO 8601:2000, Data Elements and Interchange Formats —Information Interchange —Representation
of Dates and Times.

[B26] ISO 9241-1:1997, Ergonomic Requirements for Office Work with Visual Display Terminals
(VIDTs)—Part 1: General Introduction.

[B27] ISO 9241-2:1992, Ergonomic Requirements for Office Work with Visual Displayy\Iermihals
(VIPTs)—Part 2: Guidance on Task Requirements.

[BAB] ISO 9241-3:1992, Ergonomic Requirements for Office Work with VisualOBisplay Termipals
(VIPTs)—Part 3: Visual Display Requirements.

[BA9] ISO 9241-4:1998, Ergonomic Requirements for Office Work with\Visual Display Termihals
(VIpTs)—Part 4: Keyboard Requirements.

[B30] ISO 9241-5:1998, Ergonomic Requirements for Office Werk with Visual Display Termihals
(VIPTs)—Part 5: Workstation Layout and Postural Requirements.

[B31] ISO 9241-6:1999, Ergonomic Requirements for .Office Work with Visual Display Termipals
(VIDTs)—Part 6: Guidance on the Work Environment.

[B32] ISO 9241-7:1998, Ergonomic Requiremenfssfor Office Work with Visual Display Termipals
(VIpTs)—Part 7: Requirements for Display with Reflections.

[B33] ISO 9241-8:1997, Ergonomic Requirements for Office Work with Visual Display Termihals
(VIpTs)—Part 8: Requirements for Displayed Colours.

[B34] ISO 9241-9:2000, Ergonoinic Requirements for Office Work with Visual Display Termipals
(VIpTs)—Part 9: Requirements for Non-Keyboard Input Devices.

[B35] ISO 9241-10:1996," Ergonomic Requirements for Office Work with Visual Display Termihals
(VIpTs)—Part 10: Didlogue Principles.

[B36] ISO 924F-I1:1998, Ergonomic Requirements for Office Work with Visual Display Termihals
(VIpTs)—Part_V1: Guidance on Usability.

[BI7]ISO 9241-12:1998, Ergonomic Requirements for Office Work with Visual Display Termipals
(VIDI®)—Part 12- Presentation of Information

[B38] ISO 9241-13:1998, Ergonomic Requirements for Office Work with Visual Display Terminals
(VDTs)—Part 13: User Guidance.

[B39] ISO 9241-14:1997, Ergonomic Requirements for Office Work with Visual Display Terminals
(VDTs)—Part 14: Menu Dialogues.

3For more information please visit http://www.doi.org.
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[B40] ISO 9241-15:1997, Ergonomic Requirements for Office Work with Visual Display Terminals
(VDTs)—Part 15: Command Dialogues.

[B41] ISO 9241-16:1999, Ergonomic Requirements for Office Work with Visual Display Terminals
(VDTs)—Part 16: Direct Manipulation Dialogues.

[B42] ISO 9241-17:1998, Ergonomic Requirements for Office Work with Visual Display Terminals
(VDTs)—Part 17: Form Filling Dialogues.

The 17 parts encompassing the ISO 9241 standard address all factors that bear on a computer system’s
overa - - — — T v $ v T

Y
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[B43] ISO/IEC 8879:1986, Information Processing—Text and Office Systems—Standard Geheraljzed
Matkup Language (SGML) 0

[B44] ISO/IEC 11179-1:1999, Information Technology — Specification and Standardjzation of Data Ele-
ments— Part 1: Framework for the Specification and Standardization of Data Elements)

[B45] ISO/IEC 11179-2:2000, Information Technology — Specification and Stfafidardization of Data Ele-
ments —Part 2: Classification for Data Elements.

6] ISO/IEC 11179-3:1994, Information Technology — Specification and Standardization of Data FEle-

7] ISO/IEC 11179-4:1995, Information Technology — Sp€cification and Standardization of Data FEle-

8] ISO/IEC 11179-5:1995, Information Technolog@y— Specification and Standardization of Data Ele-
ments—Part 5: Naming and Identification Principlésfor Data Elements.

[B49] ISO/IEC 11179-6:1997, Information ;T€¢hnology — Specification and Standardization of Data Ele-
ments— Part 6: Registration of Data Elements.

Thdq ISO/IEC 11179 series of standards specifies basic aspects of data element composition, including mgta-
datfi. The standard applies to the foriutlation of data element representations and meaning as shared ampng
people and machines, it does hot apply to the physical representation of data as bits and bytes at|the
madhine level.

=

[BYO] ISO/IEC 11581-152000, Information Technology — User System Interfaces and Symbols—Icon Sym-
bol} and Functions —Part 1: Icons—General.

[BY1] ISO/IEEXI581-2:2000, Information Technology — User System Interfaces and Symbols—Icon Sym-
bol$ and Functions — Part 2: Object Icons.

[BR2JUSO/TEC 11581-3:2000, Information Technology — User System Interfaces and Symbols—Icon Sym-

b ] 1.1 e h n VROWEES T o VSSNPR h
0 Al 1T'UuncuvuIn — 1 ait J. 1T UL ICUITIS .

[B53] ISO/IEC 11581-6: 1999, Information Technology — User System Interfaces and Symbols—Icon Sym-
bols and Functions—Part 6: Action Icons.

The ISO/IEC 11581 series of standards apply to icons that are displayed on computer screens. These icons
represent data objects or computer system functions that users can manipulate and interact with.

40S0/TEC publications are available from the ISO Central Secretariat, Case Postale 56, 1 rue de Varembé, CH-1211, Geneve 20, Swit-
zerland/Suisse (http://www.iso.ch/). ISO/IEC publications are also available in the United States from Global Engineering Documents,
15 Inverness Way East, Englewood, Colorado 80112, USA (http://global.ihs.com/). Electronic copies are available in the United States
from the American National Standards Institute, 25 West 43rd Street, 4th Floor, New York, NY 10036, USA (http://www.ansi.org/).
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[B54] ITU Recommendation E.123 (02/01), Notation for national and international telephone numbers, e-
mail addresses and Web addresses.*!

[B55] Nielsen, Gettys, Baird-Smith, Prud'hommeaux, Lie, and Lilley; “Network Performance Effects of
HTTP/1.1, CSS1, and PNG,” Computer Communication Review, Vol. 27, No. 4, October 1997.

[B56] OECD Guidelines for Consumer Protection*?

The Organization for Economic Cooperation and Development (OECD) has produced Guidelines for Con-
sumer Protection in the Context of Electronic Commerce, available as downloadable PDF.

[BY7TSAE T2374, Tocation Relerencing Message Specification, July 19997

Thd Location Referencing Message Specification (LRMS) is intended to provide a practical approach to
stapdardization for location referencing within a mixed data set environment, i.e., where more than-one find
of spatial data set exists, and where spatial references between these data sets must be made.@though spme
Intdlligent Transportation Systems (ITS) applications in local areas may be satisfied by having one compon
datg set for which location references may be implemented in any number of ways many ITS applications
will have broad interoperability requirements within the nation or a region. For example, a vehicle dr{ven
from California to Florida in the U. S. should be able to receive and understand gpatial references for trgffic
infdrmation or routing instructions throughout the trip. Similarly, information\Sent from a vehicle to a ¢en-
tral| site should be understood in any city regardless of the kinds of data setsin use, whether they are puplic
or private, or how locations are referenced internally to particular datassets. The LRMS can be appliefl to
ITS|systems involving mobile vehicles on roads, rails, and waterways¢tican also be applied to location|ref-
erefices to and from central sites to non-mobile sites such as kiosks, other central sites, or pedestrians.[The
brofdest scope of the LRMS is therefore intermodal spatial datg'set interoperability at the national level and
acrpss all of ITS. Given the great variety of ITS systems, it_issexpected that individual LRMS profiles will
generate location referencing standards for subsets of I'TS.applications.

[BY8] W3C HTML Validation Service.**

Thik is an easy-to-use HTML validation servicebased on an SGML parser. It checks HTML documents| for
comppliance with W3C HTML recommendations-tnd other HTML standards.

[BY9] W3C NOTE-datetime (W3C Technical Note entitled “Date and Time Formats”).45

Thiy document defines a profile of SO 8601:2000 [B25], which describes a large number of date/fime
forats. To reduce the scope fol eyror and the complexity of software, it is useful to restrict the suppolted
formats to a small number. This.profile defines a few date/time formats, likely to satisfy most requirementis.

~

[BQO] W3C REC-htmJ32, W3C Recommendation—HTML 3.2 Reference Specification, 14 January 199]7 46

Thiy document has beén reviewed by W3C members and other interested parties and has been endorsed by
the|Director asayW3C Recommendation. It is a stable document and may be used as reference materidl or
citgd as a noxmuytive reference from another document. W3C's role in making the recommendation is to dyaw
attdntion tozthe specification and to promote its widespread deployment. This enhances the functionality and
intdroperability of the Web.

TU publications are available from the International Telecommunications Union, Place des Nations, CH-1211, Geneva 20, Switzer-
land/Suisse (http://www.itu.int/).
#2For further information please visit http://www.oecd.org.

BSAE publications are available from the Society of Automotive Engineers, 400 Commonwealth Drive, Warrendale, PA 15096, USA
(http://www.sae.org/).

#For more information please visit http://validator.w3.org.
#For more information please visit http://www.w3.org/ TR/NOTE-datetime.
4SFor more information please visit http://www.w3.org/TR/REC-html132.html.
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The HyperText Markup Language (HTML) is a simple markup language used to create hypertext documents
that are portable from one platform to another. HTML documents are SGML documents with generic seman-
tics that are appropriate for representing information from a wide range of applications. This specification
defines HTML version 3.2. HTML 3.2 aims to capture recommended practice as of early 1996 and as such to
be used as a replacement for HTML 2.0 (see IETF RFC 1866:1995 [B20]).

[B61] W3C REC-xml-19980210, W3C Recommendation Extensible Markup Language (XML) version

1.0.

47

XML (Extensible Markup Language) is a simple and very flexible language based on SGML. Although orig-
inally envisaged to meet the challenges involved in large-scale publishing, XML is set to play an increasingly
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ortant role in the markup of a wide variety of data on the Web. XML will deliver information to the 1§
jits in a form that allows automatic processing after receipt, help people find the information tliey
providing a wealth of XML metadata—information about information, and help many~Web-b(
lications. XML will make it easier for information consumers and producers to find each. other. M
s involving search or information exchange can be automated with XML, providing.d ¢ommon frd
k for representing information, so everyone should benefit.

2] W3C Resource Description Framework (RDF) Schema Specification 1.0,"W3C Candidate Rec
idation 27 March 2000.%8

Resource Description Framework (RDF) is a specification currently ynder development within the )
idata activity. RDF is designed to provide an infrastructure to supporwmetadata across many Web-bd
vities. RDF is the result of a number of metadata communities brifiging together their needs to provi
st and flexible architecture for supporting metadata on the Internet and the World Wide Web (WW
mple applications include site maps, content ratings, stregm channel definitions, search engine data
ion (Web crawling), digital library collections, and distributed authoring.

3] W3C Web HTTP Performance Overview.*

b page is devoted to information about how to ‘timprove HTTP/1.1 performance. Most of the results
ved from experiences with Jigsaw, Apache, aid the “libwww” implementations of HTTP/I .1.

1] Web Robot Exclusions.?

Robots are programs that travegse the Web automatically. Some people call them Web Wander
wlers, or Spiders.
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#TFor more information please visit http://www.w3.org/TR/REC-xml.
*8For more information please visit http://www.w3.org/TR/2000/CR-rdf-schema-20000327.
4For more information please visit http://www.w3.org/Protocols/HTTP/Performance.

30For more information please visit http://www.robotstxt.org/wc/robots.html.
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Annex B

(informative)

Potential areas of future or additional work

This recommended practice addresses a wide range of elements, and offers significant value and suggestions
for improvement. Below are additional areas identified for future recommended practices. Persons with
additional suggestions, or who wish to help develop these are encouraged to contact the IBPwg via (http://

dx.

loi.org/10.1041/standard/2001).

Security considerations for transfer of pages, limiting access, etc.

Application of Resource Description Framework (RDF).

Site authentication. Provide a mechanism to determine that the location providing-th¢ informatid
properly identified (refer back to digital signature).

Indexing. Add recommended practices to Clauses 5 and 6 on indexing (considerlASC X3.285—S
dard for Metamodel for Shareable Data—and related resource description, werk).
Recommendations on static vs. dynamic page trade-offs.

Recommendations concerning Web-page development process.

Definition of metrics for well-engineered Web site success rating®

Include additional XML, XSL specific recommendations.

Use of simplified English/limited vocabulary to facilitate aCeess/translation.

Incorporation or reference to e-commerce consideration$.

fan-

Consider adding information associated with “new’? nfaterial on a Web page or Web site. This may

include suggestions for identifying the new information to the user as well as recommendations (
cerning the period of time that the material may,be¢ considered new. The appropriate place may b
have it associated with the date of last updaté in 7.4 or with navigation aids in 7.7.
Develop an approach to writing this recommended practice such that Annex G becomes the
standard, and much of the current bodybecomes annex type amplification of the new base stand{
Specify format for longitude and latitade as used in 7.15.

Review the use of schemas, TREX;RELAX, and DAMI, in the context of DTD specification and
idation of site markup language(s). This might include validation for (some) specifications of
standard.

on-
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XML tags and HTML attribute values

IEEE RECOMMENDED PRACTICE FOR THE INTERNET—WEB SITE

Clauses in this recommended practice recommend or require the use of specific tags to delineate information
that is intended for both human- and machine-readable operations (Mfield, RMfields). To ensure tags that
can be processed by legacy HTML browsers, it is suggested that the CLASS or ID attribute be used in con-

juthion with SPAN, DIV, or other tags to designate these fields in HTML. ID can be used as a targef for
links to a page segment (i.e., URL/page#securitydesignation) in HTML version 4.0-compliant browpers
(nofe, popular browsers at the time of this recommended practice did not support this use of(3B). Corre-
spopding TAGs will also be needed for references in XML documents. XML-enabled browsexs .Special{zed
tools, firewalls, and other applications will be able to use these indications to implementaelated policies or
propide extended services. Cascading style sheets can be used to provide for distinctive’sendering of these,
wh¢re useful.

Herte are the tag elements or attribute value specified in this recommended practice’

H[IML attribute value XML tag Mfield,)RMfield text example Subclause
"sequritydesignation” <securitydesignation> Internal Use Only 78
"pagedate" <pagedate> 1999-09-09 T4
"datemodified" <datemodified> 1998-01-01 74
"conjtentdate” <contentdate> 1776-07-04 74
"nejtupdate"” <nextupdate> 1999-12-31 74
"expirationdate" <expirationdate> 2000-02-29 74
"dafferetired” <dateretired> 2010-08-12 T4
"phgne" <phone> +01-202-371-0101 7.511
"orjgin" <oridin> London, Ontario, CA 7.4
"objectsize" Kobjectsize> 128 Mbytes 76
"ligkverified" <linkverified> 1998-10-30 7.
"offsite" Link attribute "offsite" <a href="http:.. 7.10.2

" class="offsite"> ..</a>
"ongite" Link attribute "onsite" <a href="http:.. 7.10.2
" class="onsite"> ..</a>
"lafitade" <latitude> 42.357 7.5
"longitude" <longitude> 72.3215 7.15
"crossstreet" <crossstreet> Avenue of the Americas 7.15
<meta name="guideline" content=URI /> <meta name="guideline" 1.3.1,4.1.10
content="computer.org/2001/
2002">
<meta name="intended for use" <meta name="intended for use" 4.2.10

content= list of country codes />

content="us,uk" />

44
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For example, in the case of <h3 id="securitydesignation"> Internal Use Only </
h3>!. This can also be used to ensure a unique style of presentation, and as a target for external links (see
4.2.3). In this example, h3 is the HTML tag selected for the id attribute, this could have been used with
other tags, including the SPAN or DIV tag if presentation characteristics are not a factor. This example also
uses “id” rather than “class” since only one security designation should exist per page. For XML this would
be <securitydesignation>Internal Use Only</securitydesignation>.

With XML, further validation is possible using the appropriate DTD.

311t would be preferable to use ID rather than class in this application to distinguish this value in a page as unique and provide for exter-
nal linkage and unique CSS presentation; however some current browsers do not support these HTML 4.0 behaviors.
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Annex D

(informative)

Metadata for indexing and classification

D.1 Dublin Core metadata proposals

Cuifrent information about these elements is located at: http://dublincore.org/.

Thq definitions utilize a formal standard for the description of metadata elements. This formaliZation helps
to improve consistency with other metadata communities and enhances the clarity, scope, ardyinternal ¢on-
sistpncy of the Dublin Core metadata element definitions.

Eadh Dublin Core element is defined using a set of ten attributes from the ISO/IEC 41179 series of standjrds
(seq¢ [B44] through [B49]) for the description of data elements. These include:

+ Name: The label assigned to the data element.

+ Identifier: The unique identifier assigned to the data element.

+ Version: The version of the data element.

+ Registration Authority: The entity authorized to register thé«lata element.
+ Language: The language in which the data element is specified.

+ Definition: A statement that clearly represents the concept and essential nature of the data element.
+ Obligation: Indicates if the data element is required'to always or sometimes be present (contajn a
value).

+ Datatype: Indicates the type of data that can<be'represented in the value of the data element.
+ Maximum Occurrence: Indicates any limitito the repeatability of the data element.

+ Comment: A remark concerning the dpplication of the data element.

Fortunately, six of the above ten attribut€s>dre common to all the Dublin Core elements. These are, with their
respective values:

Yersion: 1.1

Registration Authority: Dublin Core Metadata Initiative
Banguage: en

(Pbligation: Optional

Dhatatype: Character String

Maximum Qg¢€utrence: Unlimited

Thd aboye attributes will not be repeated in the next group of definitions, however, they do represent paft of
the [fofiial element definitions.

The definitions provided here include both the conceptual and representational form of the Dublin Core ele-
ments. The Definition attribute captures the semantic concept and the Datatype and Comment attributes cap-
ture the data representation.

Each Dublin Core definition refers to the resource being described. A resource is defined in IETF RFC

2396:1998 [B21] as “anything that has identity.” For the purposes of Dublin Core metadata, a resource will
typically be an information or service resource, but may be applied more broadly.
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Element: Title
Name:
Identifier:
Definition:

Comment:

Element: Creator

Title
Title
A name given to the resource.

Typically, a Title will be a name by which the resource is formally known.

Name: Creator

Identifier: Creator

Definition: An entity primarily responsible for making the content of the resource.
Comment: Examples of a Creator include a person, an organization, or a service {Typic

(o=l

lement: Subject
Name:
Identifier:
Definition:

Comment:

Hlement: Description
Name:
Identifier:
Definition:

Comment:

Hlement: Publisher
Name:
Identifier:
Definition:

Comment:

Hlement: Contributor

the name of a Creator should be used to indicate the entity.

ence to a graphical representation of eontent, or a free-text account of the content.

cally, the ftame of a Publisher should be used to indicate the entity.

Subject and Keywords
Subject
The topic of the content of the resource.

Typically, a Subject will be expressed as keywerds, key phrases, or classifical

Description
Description
An account of the contentof the resource.

Description may inglrde but is not limited to: an abstract, table of contents, rd

Publisher:
Publisher
An’entity responsible for making the resource available.

Examples of a Publisher include a person, an organization, or a service. T

lly,

fion

codes that describe a topic of the resource. Recommended best practice is to select a value from a
controlled vocabulary or formal classification scheme.

fer-

pi-

Name: Contributor

Identifier: Contributor

Definition: An entity responsible for making contributions to the content of the resource.
Comment: Examples of a Contributor include a person, an organization, or a service. Typi-

cally, the name of a Contributor should be used to indicate the entity.
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Element: Date

Name: Date

Identifier: Date

Definition: A date associated with an event in the life cycle of the resource.

Comment: Typically, Date will be associated with the creation or availability of the resource.

Recommended best practice for encoding the date value is defined in a profile of ISO 8601:2000
[B25] [W3CDTF] and follows the YYYY-MM-DD format.

Element: Type

Name: Resource Type

Identifier: Type

Definition: The nature or genre of the content of the resource.

Comment: Type includes terms describing general categories, functions, gefires, or aggrg¢ga-

tion levels for content. Recommended best practice is to select a value from ayeontrolled vocgbu-
lary (for example, the working draft list of Dublin Core Types [DCT1]). To deg¢ribe the physicgl or
digital manifestation of the resource, use the FORMAT element.

Hlement: Format

Name: Format

Identifier: Format

Definition: The physical or digital manifestation.efthe resource.

Comment: Typically, Format may include thHe/niedia-type or dimensions of the resource.

Format may be used to determine the software, hatdware or other equipment needed to display or
operate the resource. Examples of dimensions include size and duration. Recommended best pfac-
tice is to select a value from a controlled vgeabulary (for example, the list of Internet Media Types
[MIME] defining computer media formats):

Hlement: Identifier

Name: Resource Identifier

Identifier: Identifier

Definition: An ufianibiguous reference to the resource within a given context.

Comment: Recommended best practice is to identify the resource by means of a string or

number conformig to a formal identification system. Example formal identification systpms
include the Uniform Resource Identifier (URI) [including the Uniform Resource Locator (UR[L)],
the DigitahObject Identifier (DOI), and the International Standard Book Number (ISBN).

Hlement: Source

Name: Source

Identifier: Source

Definition: A Reterence to a resource from which the present resource 1s derived.

Comment: The present resource may be derived from the Source resource in whole or in

part. Recommended best practice is to reference the resource by means of a string or number con-
forming to a formal identification system.
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Element: Language
Name: Language
Identifier: Language
Definition: A language of the intellectual content of the resource.
Comment: Recommended best practice for the values of the Language element is defined by

IETF RFC 1766:1995 [B19] [RFC1766] which includes a two-letter Language Code (taken from
the ISO 639 standards (see ISO 639-1:2002 and ISO 639-2:1998) [ISO639]), followed optionally,
by a two-letter country code (taken from ISO 3166-1:1997 [ISO3166]). For example, “en” for
English, “fr” for French, or “en-uk” for English used in the United Kingdom.

Hlement: Relation

Name: Relation

Identifier: Relation

Definition: A reference to a related resource.

Comment: Recommended best practice is to reference the resource by|mieans of a string or

number conforming to a formal identification system.

Hlement: Coverage

Name: Coverage

Identifier: Coverage

Definition: The extent or scope of the content of th&resource.

Comment: Coverage will typically include Spatial location (a place name or geographic

administrative entity). Recommended best practice is to select a value from a controlled vocabufary
(for example, the Thesaurus of GeographijeNames [TGN]) and that, where appropriate, najned
places or time periods be used in prefereriee to numeric identifiers such as sets of coordinatef or
date ranges.

coordinates), temporal period (a period label, dateyer date range) or jurisdiction (such as a na}:ed

Hlement: Rights

Name: Rights Management

Identifier: Rights

Definition: Inférmation about rights held in and over the resource.

Comment: Typically, a Rights element will contain a rights management statement for| the

resource, or féference a service providing such information. Rights information often encompagses
Intellectudl\Property Rights (IPR), Copyright, and various Property Rights. If the Rights element is
absent; no assumptions can be made about the status of these and other rights with respect to| the
resduree.
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Annex E

(normative)

Robot exclusion

Current information on the Robot Exclusion specifications may be obtained at: http://www.robotstxt.org/wc/
robots.html (see Web Robot Exclusions [B64]).
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Th%approach is “voluntary,” and requires respect from Web-indexing engines. They have been defined s

, so it is expected that most engines will respect both methods (although initially the site-level(cont
more broadly recognized).
Page-level exclusion

Robots META tag allows HTML authors to indicate to visiting robots if a dgcunient may be indexed
1 to harvest more links. No server administrator action is required.

his simple example:
btaname="ROBOTS" content="NOINDEX, NOFOLLOW" />

bot should neither index this document, nor analyze it for links.

p Site-level exclusions and control

method used to exclude robots from a site‘ef a selected set of pages is to create a file on the server
Fifies an access policy for robots. ThisAile must be accessible via HTTP on the local URL “/robots.tx|

file consists of one or more reeards separated by one or more blank lines (terminated by CR,CR/NL
. BEach record contains lines (0f jthe form

eld>:<optionalgpace><value><optionalspace>
re the field name 1s-Case insensitive.

nments cambe included in the file using IEEE Std 1003.1-2001 [B6]. Shell conventions are as follq
“#” characteér is used to indicate that preceding space (if any) and the remainder of the line up to the

hination,'is discarded. Lines containing only a comment are discarded completely, and therefore do
caté,a record boundary.

nce
rols

,or

that
t.”

, or

WS:
line
not

The record starts with one or more user-agent lines, followed by one or more disallow lines, as detailed in

E.2

.1. Unrecognized headers are ignored.

E.2.1 User-agent

The value of this field is the name of the robot for which the record is describing an access policy. If more
than one user-agent field is present, the record describes an identical access policy for more than one robot.
At least one field needs to be present per record. The robot should be liberal in interpreting this field. A case-
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insensitive substring match of the name without version information is recommended. If the value is “*,” the
record describes the default access policy for any robot that has not matched any of the other records. It is

not

allowed to have multiple such records in the “/robots.txt” file.

E.2.2 Disallow

The value of this field specifies a partial URL that is not to be visited. This can be a full path, or a partial
path; any URL that starts with this value will not be retrieved. For example, Disallow: /help disallows
both “/help.html” and “/help/index.html,” whereas Disallow: /help/ would disallow “/help/
index.html” but allow “/help.html.” Any empty value indicates that all URLs can be retrieved. At least one

disg

Thd
not
Ent
al

llow field needs to be present in a record.

presence of an empty “/robots.txt” file has no explicit associated semantics, it will be treated)as’if it
present, i.e., all robots will consider themselves welcome. Only a single/robots.txt miay ‘be defi
fies in the file can not use wild cards or regular expressions in the disallow: field, land there i
| ow: field defined.

was
hed.
no
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Annex F

(informative)

Privacy statement text

Privacy policies developed for Web sites (see 4.2.6) should take into account the jurisdiction(s) where a Web
site is present, as well as the target or authorized users of the site. A number of principles for privacy policies
and statements have been adopted by various organizations and government authorities. Some references to
thege include:

. S. Department of Commerce Safe Harbor site:
ttp://www.export.gov/safeharbor/index.html

he safe harbor effort identifies a basis for U. S. Headquartered organizations to respopd to the Eurogean
rivacy Directive.

Lo o H S o sl

uropean Commission
tandard Contractual Clauses for the transfer of personal data to third countri¢sdnder Directive 95/46/EC.
ttp://europa.eu.int/comm/internal_market/ en/dataprot/news/index.htm

o

=

Andl on the more general topic of Data Protection:

=

ttp://europa.eu.int/comm/internal_market/ en/dataprot/indexthtm

. S. Legislation & Federal Trade Commission action oh.privacy (esp. Children’s Online Privacy Projec-
on Act: COPPA)
ttp://www.ftc.gov/privacy/index.html

nformation about individuals under 13 yearsQld.)

el e il e S

~

ECD Guidelines on the Protection of Privacy and Transborder Flows of Personal Data
ttp://www1.oecd.org/dsti/sti/it/secur/prod/PRIV- EN.HTM

=

Thd following listed principles are\the safe harbor principles developed through discussions between th¢ U.
S. Ipept. of Commerce and the.Etiropean Union, as a basis for addressing EC Directive 95/46/EC.

Organizations must comply ‘with the seven safe harbor principles. The principles require the following:

Noftice: Organizations ‘must notify individuals about the purposes for which they collect and use informafion
about them. THey=must provide information about how individuals can contact the organization with [any
inqpiries or«Cemplaints, the types of third parties to which it discloses the information and the choices [and
megns the organization offers for limiting its use and disclosure.

[

CIA ice: Oroganizations must oive individuals the gnnortunity to chogse (ont out) whether their nerg rla]
o t= rr J r r -

information will be disclosed to a third party or used for a purpose incompatible with the purpose for which
it was originally collected or subsequently authorized by the individual. For sensitive information, affirma-
tive or explicit (opt in) choice must be given if the information is to be disclosed to a third party or used for a
purpose other than its original purpose or the purpose authorized subsequently by the individual.

Onward Transfer (Transfers to Third Parties): To disclose information to a third party, organizations must
apply the notice and choice principles. Where an organization wishes to transfer information to a third party
that is acting as an agent (1), it may do so if it makes sure that the third party subscribes to the safe harbor
principles or is subject to the Directive or another adequacy finding. As an alternative, the organization can
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02

enter into a written agreement with such third party requiring that the third party provide at least the same
level of privacy protection as is required by the relevant principles.

Access: Individuals must have access to personal information about them that an organization holds and be
able to correct, amend, or delete that information where it is inaccurate, except where the burden or expense
of providing access would be disproportionate to the risks to the individual’s privacy in the case in question,
or where the rights of persons other than the individual would be violated.

Security: Organizations must take reasonable precautions to protect personal information from loss, misuse,
and unauthorized access, disclosure, alteration, and destruction.

Da
zati|
cur}

Enf

San
pro
fits

a integrity: Personal information must be relevant for the purposes for which it is to be used. Ap0rg
on should take reasonable steps to ensure that data is reliable for its intended use, accurate, coriiplete,
ent.

brcement: In order to ensure compliance with the safe harbor principles, there must be

Readily available and affordable independent recourse mechanisms so that gach individual’s ¢
plaints and disputes can be investigated and resolved and damages awarded/where the applicable
or private sector initiatives so provide;

) Procedures for verifying that the commitments companies make,fe"adhere to the safe harbor pri
ples have been implemented; and
Obligations to remedy problems arising out of a failure to eomply with the principles.

ctions must be sufficiently rigorous to ensure compliance‘by the organization. Organizations that fa
ide annual self certification letters will no longer appeadrin the list of participants and safe harbor b{
will no longer be assured.

Ani-
and

law

hci-

1to
ne-
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Annex G

(informative)

Requirements checklist

G.1 Introduction to the requirements checklist

ITE

The

chefk specific clauses for better understanding and interpretation.

Thik annex contains a checklist of items that are required by IEEE Std 2001-2002 for well-¢ngineered Y
sitep. The statements of the requirements are listed as stated in the main document. Minimal, modification
the wordings of certain statements were made so that the statements were clear when takén from their of
nal fcontext.

Thd
cla

Wh
eac

G.

Thil

.2 Conforming Web page generation tool\(1.3.2)

H) Conforming tools shall respect the-DTD selection of the user.

primary requirements in this recommended practice take precedence over this summary listing.(Pl

checklist groups the requirements by their clauses/subclauses in the main.doetiment. Where several

h requirement is given with the requirement.

pnforming Web page generation tool satisfies all ofithe following conditions:

It produces pages that conform to the XHTML DTD recommendation of the W3C, and for o
HTML or XML DTDs, it documents\which DTDs it supports and how to use this function.

For versions HTML 3.2 and higher, or XML, it supports Cascading Style Sheets (CSS) 1.0 or hig
or supports XSL and, in ejth€s'case, documents the use of this function and identifies which rec
mendations are supported.

) It can generate pages that conform to all of the requirements, recommendations, and options of
recommended pragtice. Tools may allow for creation of non-conforming pages as a user optior]
which case the-IEEE 2001 tag cannot be included on the page).
It supports yalidation against the user-selected DTD.

B Normative references (Clause 2)

ase

Veb
s to

igi-

ub-

ses each contain only a few requirements, the requirements of several-subclauses are grouped together.
en requirements from more than one subclause are grouped togethér;the clause/subclause contairi

ing

ther

her,
bm-

this
(in

pwW-

5 réeommended practice shall be used in conjunction with the following publications. When the foll

ing specifications are superseded by an approved revision, the revision shall apply. See Annex A for informa-
tive bibliographic references. Uniform Resource Locators (URLSs) provided in this recommended practice
are current as of the date submitted for publication. See http://dx.doi.org/10.1041/standard/2001/2002/refer-
ences for a list of normative and informative reference URLSs on-line.

36 CFR 1194 —Electronic and Information Technology Accessibility Standards, Federal Register Dec. 21,
2000; Code of Federal Regulations (CFR).

Authoring Tool Accessibility Guidelines 1.0, W3C Recommendation 3 February 2000, Guidelines required
by Web page generation tools to support accessibility requirements.
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Cascading Style Sheets, level 1, W3C Recommendation 17 Dec. 1996, revised 11 Jan 1999.

HTML 4.01 Specification, W3C Recommendation 24 December 1999.

ISO 639-1:2002, Codes for the Representation of Names of Languages—Part 1: Alpha-2 Code.

ISO 639-2:1998, Codes for the Representation of Names of Languages—Part 2: Alpha-3 Code.

ISO 3166-1:1997, Codes for the Representation of Names of Countries and their Subdivisions—Part 1:
Country Codes.

IS

\
W

4217:2001, Codes for the Representation of Currencies and Funds.

Author Guidelines—W3C, 5 May1999.

.p Target-user community (4.1.1)

REC-CSS2-19980512, W3C Recommendation Cascading Style Sheets, level 2 CSS2 Specification —
Recommendation, 12 May 1998.

WAI Web Content 19990505, W3C Recommendation Web Content Accessibility|Guidelines 1.0, WAI

ML™ 1.0: The Extensible HyperText Markup Language, A Reformulation of HTML 4 in XML (1.0,

Recommendation 26 January 2000.

Design practices (Clause 4)

The well-engineered Web site project plan sha]l incorporate consideration of the implicationp of
both minimum and maximum Web site life expectancies.
Well-engineered Web sites shall have an identified set of metrics that can be evaluated to deternpine
the well-engineered Web site success in delivering specific information to individuals who need fthat
information.
Navigation aids, buttons, user readable body metadata, and other items commonly appearing on
multiple well-engineered Web pages shall be consistent with respect to having a common look jJand
feel as well as a common locatien within the well-engineered Web page.

Design shall take into consideration the characteristics of the client and server environment.
Test cases shall be designed considering the user interaction with the Web site. Some testing effort
shall stress performance and scalability features supported by servers that will be used when the|site
is in operation.
Well-engineefedy Web site design shall consider the recommended security practices containefl in
IEEE Project2002 once it is published as an approved IEEE Standard.
Well-engineered Web pages shall have an identified page date, expiration date, and contact point.

a)
b)

c)

d)

Web site designers shall identify and document one or more targeted user communities.

The evaluation shall include the client environments of these target-user communities. Diversity of
browsers in use, complementary capabilities (e.g., script, byte code, graphics, etc), and the band-
width of connectivity shall be included in this environmental evaluation.

The selection of implementation tools (e.g., servers, generators, and selected “levels” of HTML,
CSS, XML, scripting, etc) shall be based on this evaluation of the target-client communities.

The designer shall document the targeted environment range for the Web site for future reference.
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The documentation shall include statements about the page formats generated, including HTML ver-
sion (and in some cases excluded functionality), CSS version, XML version and XML DTD(s),
graphics formats, scripting and/or byte code executable versions and/or limitations, human-language
considerations (as well as character sets), bandwidth considerations, and other characteristics from
this recommended practice or as identified during the design phase.

G.6 Other subclauses under 4.1 (General Requirements)

56

a)  Well-engineered Web site design shall include a clear way to identify the areas of the Web site that
have changed without the need Tor navigating the entire site (see 4.1.2).

H) Metrics for evaluation of well-engineered Web sites shall be derived from evaluation by the-tatget-
user community and information to be conveyed (see 4.1.3).

d  The well-engineered Web site project plan, if prepared, shall document requirements-for/schedjiled
well-engineered Web page maintenance and/or well-engineered Web site expirationt (see 4.1.4).

d) Proofreading and quality assurance shall be applied to static as well as dynamically’generated p4ges
(see 4.1.10).

d) Development testing of well-engineered Web sites shall be designed to address issues such as:

1)  Well-engineered Web pages shall display as designed.

2) Well-engineered Web sites shall provide security controls such.as passwords and firewalls if
required.

3) Well-engineered Web pages shall be tested for conformance to IEEE Std 2001-2002 using an
existing verification tool to verify compliance where @ppropriate (see 4.1.10).

i Operational testing of well-engineered Web sites shall’bé\designed to address issues such as:

1)  Well-engineered Web pages shall display as intended.

2)  Well-engineered Web pages shall not requiré.excessive scrolling.

3)  Well-engineered Web sites shall provide-réquired security controls.

4)  Well-engineered Web pages shall be tested for conformance to accessibility requirements.

5) The Web site shall meet all defined-user requirements.

6) New user requirements that eyolve from design initiation through final delivery shall be
documented.

7)  All links shall work correctly (see 4.1.10).

d)  Managed pages shall inclide one or more meta tags indicating the guidelines or standards applicqible
to this page. The format/for the meta tag shall be “<meta name="guideline" c¢n-
tent=URI of gl@ideline /> (see4.1.11).

.Y Environment selection (4.2)

a Well;engineered Web pages shall separate the presentation from the content, to the extent that fit is
feasible (see 4.2.2).

). < The trade-off between accommodating a greater range of target-client browsers using page-speg¢ific
sheets, shall be included in well-engineered Web site design (see 4.2.2).

c¢)  Web page generation tools shall support CSS as an external style sheet (see 4.2.2).

d)  Consideration shall be given to the legacy and anticipated evolution of the user-community environ-
ment in terms of hardware and software capabilities (see 4.2.4).

e) Consideration shall be given to anticipated or likely changes in technology to minimize the need to
re-engineer Web sites to accommodate these changes (see 4.2.4).

f)  Part of the design process shall include documenting when, if ever, such facilities will be used (see
425).
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