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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

The ISO/IEC 23006 series has been developed to enable the easy design and implementation of media-
handling value chains supported by devices that interoperate because they are all based on the same set
of technologies, especially MPEG technologies. The functionalities provided by the MPEG technologies
are accessible via application programming interfaces (API).

The ISO/IEC 23006 series specifies a service-oriented architecture (Part 1), middleware API (Part 2),
conformance and reference software (Part 3), a set of protocols supporting elementary services (Part
4) and the combination of elementary services into aggregated services (Part 5).

t innovative
defining the
access those

MPEG-M supports the service providers’ desire to designed and deploy at reduced ceos
multimedia services. This is achieved by identifying a set of elementary services (ES).and
corrgsponding set of protocols and APIs to enable any user in an MPEG-M value chain to
servifes in an interoperable fashion.

NOTE
that ¢

An MPEG-M value chain is a collection of users, including creators, end~tisers and sery
bnform to the ISO/IEC 23006 series.

ice providers

In m4
the s¢
typic
of SP
descr]

ny real-world MPEG-M value chains, service providers would not'bé able to exploit thg
bries if they were confined to only offer elementary services. Therefore service provic
hily offer bundles of ESs, known as aggregated services (AS))In general, there will b
5 offering the same or partially overlapping aggregated services. For example, a SP
iption services, may offer content description servicesas well.

e potential of
ers (SP) will
e a plurality
bffering user

Startjng from ISO/IEC 23006-4, an aggregation of sé€rvices can put together a number of services

genetating a complex ISO/IEC 23006 value network,having different topologies and associdted services.

Using the ISO/IEC 23006 series, a digital media ecoSystem can be established, where:

— developers can offer MPEG-M service components to the professional market because 4 market will
he enabled by the standard MPEG-M component service API;

— nrhanufacturers can offer MPEG-M-devices to the global consumer market because of the/global reach
df MPEG-M services;

ervice providers can setjup and launch new attractive MPEG-M services becausg innovative

PEG-M value chains can be easily designed and implemented;

evelopers can makeavailable a variety of multimedia applications;
sers can seamlessly create, offer, search, access, pay/cash and consume MPEG-M servijices.

h as content
lew services

The 1SO/IEC (23006 series extends the devices capabilities with advanced features suc
genetation, processing, and distribution by a large number of users; easy creation of 1
by cdmbining service components of their choice; global, seamless and transparent us¢ of services
rega i i i i i provider of
payment and cashing services; diversity of user experience through easy download and installation
of applications produced by a global community of developers since all applications share the same
middleware APIs; and innovative business models because of the ease to design and implement
media-handling value chains whose devices interoperate because they are all based on the same set of
technologies, especially MPEG technologies.

The ISO/IEC 23006 series is subdivided in five parts:

Part 1 — Architecture (the present document): specifies the architecture that can be used as a guide to
an MPEG-M implementation;

Part 2 — MPEG extensible middleware (MXM) API: specifies the middleware APIs;

© ISO/IEC 2018 - All rights reserved
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Part 3 — Conformance and reference software: specifies conformance criteria and a reference software
implementation with a normative value;

Part 4 — Elementary services: specifies elementary service protocols between MPEG-M applications;

Part 5 — Service aggregation: specifies mechanisms enabling the combination of elementary services
and other services to build aggregated services.

vi © ISO/IEC 2018 - All rights reserved
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Information technology — Multimedia service platform

technologies —

Part 1:
Architecture

1 S
This

cope

Hocument specifies the MPEG-M architecture that is made accessible through-the se
high (level APIs, MPEG extensible middleware API, elementary services afid service
specified in ISO/IEC 23006-2, ISO/IEC 23006-4 and ISO/IEC 23006-5 and asasoftware imy
in ISQ/IEC 23006-3, respectively.

NOTE
multi

Annex A provides an informative example of how MPEG-M can.be used to create a
media platform.

ormative references

The following documents are referred to in the text ifnysuch a way that some or all of {
constlitutes requirements of this document. For dated references, only the edition cited
undated references, the latest edition of the referenced document (including any amendme

ISO/I[EC 23000-16, Information technology — Multimedia Application Format (MPEG-A) — Pa
Subsdribe Application Format

ISO/IEC 23006-2, Information technology-— Multimedia service platform technologies — |
extenfsible middleware (MXM) APIs

[SO/IEC 23006-3, Information _ttechnology — Multimedia service platform technologied
Confdrmance and reference saftware

ISO/IEC 23006-4, Information technology — Multimedia service platform technologied
Elem¢ntary services

t of MPEG-M
aggregation
lementation

fully-fledged

heir content
applies. For
nts) applies.
't 16: Publish
Part 2: MPEG

— Part 3:

— Part 4:

ISO/IEC 23006-5s[nnformation technology — Multimedia service platform technologies — Pqirt 5: Service

aggrdgation

erms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and [EC maintain terminological databases for use in standardization at the following addresses:

IEC Electropedia: available at http://www.electropedia.org/

ISO Online browsing platform: available at http://www.iso.or

3.1
application
software that runs in the environment and makes calls to the high-level API

© ISO/IEC 2018 - All rights reserved
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computing platform
combination of hardware and basic software, such as operating system and drivers, that executes

software

3.3
device

environment that includes software conforming to this specification

3.4
engine
component ©

3.6

high-level API
abstracted API exposed by a device to enable an application to access its furctionalities and servi

3.7
low-level API

programmatic interfaces exposed by devices, such as security devices, to the middleware

3.8
middleware¢

software prgviding functionalities to local and remoteapplications

39

middlewar¢ API
combination|of the API of all engines in the middleware

3.10
orchestrat(lr
special engi

EXAMPLE

3.11
user

engine

e capable of creating chains of engines

To set-up a sequence of connected engines to execute a high-level API call such as play.

any entity mjaking useof a device

4 Abbreviated terms and elements of the MPEG-M architecture

4.1 Abbreviated terms

API
BPMN
CEL
DASH

DID

application programming interface
business process model and notation
contract expression language

dynamic adaptive streaming over HTTP

digital item declaration

alities

that

es

© ISO/IEC 2018 - All rights reserved
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DIDL digital item declaration language

DII digital item identification

ER eventreport

ERR eventreport request

HTTP hypertext transport protocol

[PMP intellectual property management and protection
PSAH publish/subscribe application format

PubSpb publish/subscribe messaging model

REL rights expression language

URI uniform resource identifier

4.2 |Elements of the MPEG-M architecture

Devide
Application

High4level API

Midd]eware
Engine

Engine API

Mid-level API
Low-]evel API

Orch¢strator
Engine

5 Namespace conventions

Thro lghmlf this document, rllmlifipd names are written with a namespace prpfiY followd

device conforming to this specification
software component that runs on devices

abstracted API exposed by a device4o €nable an application to access its
functionalities and services

software layer providing functionalities to local and remote applications
bundle of technologies that provide a defined functionality or set of funct

API exposed by an engine to enable another engine/application to access
functionality

collection of all'engine API
API exposed by devices such as network, smart card or battery attached {

special engine capable of creating chains of engines to execute a high-leve

ionalities

ts

o a device

| application

call such as “play” that typically requires access to multiple engine functignalities

d by a colon

followed by the local part of the qualified name.

For clarity, throughout this document, consistent namespace prefixes are used. Table 1 gives these
prefixes and the corresponding namespace.

Table 1 — Namespaces and prefixes

Prefix Corresponding namespace
mpegm urn:mpeqg:mpegM: schema:02-service-NS:2011
mpegmb urn:mpeg:mpegM: schema:01-base-NS:2011
dia urn:mpeg:mpeg2l1:2003:01-DIA-NS
erl urn:mpeg:mpeg2l:2005: 01 -ERL-NS

© ISO/IEC 2018 - All rights reserved
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Table 1 (continued)

Prefix Corresponding namespace
fru urn:mpeg:mpegB:schema:FragmentRequestUnits:2007
mpeqg’/ urn:mpeg:mpeg’:schema:2004
mpeg’s urn:mpeg:mpeg’:systems:2001
cel urn:mpeg:mpeg2l:cel:contract:2011
bbl urn:mpeg:mpeg21:2007:01-BBL-NS
dii urn:mpeg:mpeg2l1:2002:01-DII-NS
mpgf urn:mpeqg:mpgf:schema:2008
mpeg4ipmp urn:mpeg:mpeg4 : IPMPSchema:2002
ipmpdidl urn:mpeg:mpeg21:2004:01-IPMPDIDL-NS C$<u
ipmpmsg urn:mpeg:mpeg2l:2006:07-IPMPMESSAGES-NS ‘31>J
ipmpinfo urn:mpeg:mpeg2l1:2004:01-IPMPINFO-NS (k;\.
didl urn:mpeqg:mpeg21:2002:02-DIDL-NS CSSJ
didl-mpegh urn:mpeg:mpegm:2011:12-DIDL-NS ({E}J
didmodel urn:mpeg:mpeg21:2002:02-DIDMODEL-NS C, v
didl-msx urn:mpeg:maf:schema:mediastreaming:DIDLexgﬁkgfbns
dii urn:mpeqg:mpeg2l1:2002:01-DII-NS ’_O\‘
rel-r urn:mpeg:mpeg2l1:2003:01-REL-R-NS c<$9
rel-sx urn:mpeg:mpeg21:2003:01-REL-SX-NS | C}
xsd http://wwww3.org/2001/XMLSchema <
xsi http://www.w3.0org/2001/XMLSchema-instance
dsig http://www.w3.0rg/2000/09/xmldsigh>"
xenc http://www.w3.0rg/2001/04/xm )
$’\)
6 Systen) overview A‘\Q
A general arghitecture of a device is give\lgﬁ@q:igure 1.
l ad
\\\)
Appt. S app2 Appi Appm
(4$§
High Level £ 2
API -
S
Q
O
\QL/OW Level  Energy Securi Network Resource
APT API API TAPT API

Smart

Figure 1 — Generic MPEG-M device architecture

Applications run on the device and perform their expected actions by accessing the middleware
functionalities via the high-level API. In general a plurality of applications run on a device (there may be
other non-MPEG-M applications but these are not relevant for this document). Some may be “resident”,
e.g., they have been loaded by the device manufacturer while some may be temporary, e.g., they have
been downloaded for a specific purpose.
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Examples of applications include:

— Video viewer: an application to view governed videos from a service provider;

— Content creator: an application to create content with audio-visual resources, metadata and rights
information;

— L

icence server: an application managing a licence-issuing service.

The high-level APIs are abstracted APIs exposed by a device to enable an application to access its

funct
The n
Low-

1S0/1

ionalities and services.

i i Hreati rrtform o tomatities:

Jevel APIs provide access to the functionalities of computing platform and external d

EC 23006-2 specifies a particular middleware organisation, as depicted in Figure 2.
High Level
API
Prot Prot Prot Pr(§<
Mid level Engt Eng2 Engk £ Aggregationand
API Orchestration
Tech Tech Tech (| Tech
Eng1 Eng2 ,él Engq
Low Level  Network Energy Security Resource
API API API API API

Figure 2 — Engine-based middleware

es but these are not relevantifor this specification).
hes are of two types:

rotocol engines (specified in ISO/IEC 23006-4) that implement elementary servic
ngines can be combined by aggregation to implement aggregated services.

b)

Middleware APIs are the combination of the APIs of all engines in the middleware.

Devi¢e\is a combination of hardware and software conforming to this document. A de

echnology «engines (specified in ISO/IEC 23006-2) that implement specific f
echnologyengines can be combined by orchestration to implement groups of technol

pvices.

s case, the middleware is made up of a number of engines (there may be other pon-MPEG-M

es. Protocol

echnologies.
bgies.

vice is often

interfaced to other devices, e.g.:

a) local resources that provide computational resources,

b) s

ecurity device, such as a smart card, that performs cryptographic functions,

c) network that provide connectivity with other devices, and

d) energy device that provides information on battery status.

Two applications running on different networked devices can communicate by executing service
protocols, as depicted in Figure 3.

© ISO/IEC 2018 - All rights reserved
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Appl App2 Appi Appm Appl App2 ‘ Appi ‘ Appm
Prot Prot Prot Prot “—> Prot Prot Prot Prot
Aggregation and Fngs Png? Fagk Enen Enet Lo Engk Engp Aggregation and
Orchestration Orchestration
Tech Tech Tech Tech Tech Tech Tech Tech
Engl Eng2 Engl Engq Engl Eng2 Engl Engq
Security Energy Energy Security
Device device Device Device

When the de
side (e.g. a “yg

a) A client

Figure 3 — Communication between two devices

using a protocol engine.

b) The cor

orchesty

vice on the right-hand side (e.g., a “client”) communicates with the‘device on the leftthand
erver”), the following happens:

application makes a service request (e.g., an elementary service such as create ligence)

‘esponding server-side protocol engine, upon receivirig the request, calls the appropriate
ator engine’s API functionality (e.g., REL orchestration) or chain of engines.

c) The orchestrator engine on the server, if required, sets up a chain of engines: in the REL example,

just one
d) The sery

The same h
orchestrator

technology engine (the REL engine) createsithe requested licence.

rer-side protocol engine returns the licetice to the client-side protocol engine.

hppens if the client application makes an aggregated service request. In this casge the
engine sets up a more complex chain of technology and protocol engines.

When an apjplication is executed, “low=level” calls may be made directly to some engines using the

engine API ¢
will be hand

f each specific engine, and-high-level API calls like, say, “Play (GovernedContent)” which
led by the orchestrator engine. This is depicted in Figure 4.

Figure 4 — View inside a device

High
Level
] API
Orchestrator Engine
Middleware
ADL
nAl'l
Protocol Protocol Protocol Protocol
Engine [ Engine ] [ Engine ] [ Engine ]
PE2 PE3 PE4 PES
Technology Technology
Engine TE4 Engine TES
Low
Level
API
Energy Security
device device
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Making reference to Figure 1, the following possibilities exist for an application:

-1:2018(E)

a) Itcalls the middleware API to access a protocol engine which in its turn calls a technology engine.

b) It calls the middleware API to access a protocol engine which in its turn calls a plurality of
technology engines.

c) It calls the middleware API to access a combination of protocol engines which call a single
technology engine.

d) Itcalls the middleware API to access a protocol engine.

e) lftatlsthemiddteware AP toaccessatechmotogy engitre:

f) 1

The d
engin
the p
need
by anl

[ calls the high-level API to access the orchestrator engine.

rchestrator engine, by calling the engine APIs of specific engines, is capable 0f setting
es for handling complex operations, orchestrating the intervention and send/receive
hirticular chain of engines that a given high-level call will trigger, thus relieying applicati

up chains of
Hata to/from
ons from the

to carry the logic of handling them. Each engine will contain a specific set of technologies accessible

application, the orchestrator engine and any other engine, by means of its own engine

API.

For instance, in the case of “Play (GovernedContent)” the orehestrator engine could set-up the

folloying chain:

e operations
hentation.

Fion of three
nd three TEs

a) P21 file engine (e.g. open the file and extract the digital item);
b) Digital item engine (e.g. extract metadata and rightsinformation);
c) REL engine (e.g. verify if the right to play is granted);
d) IPMP engine (e.g. set up IPMP tools to decrypt protected resources);
e) Security engine (e.g. initialise the IPMPRtools with decryption keys);
f) etadata engine (e.g. for presentation of content metadata to the user);
g) edia framework engine (e.g.;-demux, decode and render audio-visual resources);
h) and possibly others.
It shguld be noted that©nly the APIs of an engine are normative; how each engine handles th
needed to carry out@a pequest depends on the specific software or hardware engine implen
Figuile 5 depictS-the general case of an aggregated service implemented by the aggrega
protdcol engines (PE,, PEp and PE(), the first calling a single technology engine, the secoj
and the thirdtwo TEs.

PEa > PEb > PEc

J J !
TEa1 TEb1 }—) TEb2 > TEb3 TEc1 | TEc2

Figure 5 — Engine aggregation and orchestration
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M architecture

7.1 General

MPEG-M specifies an architecture containing MPEG-standard multimedia technologies whose purpose
is to enable the easy design and implementation of media-handling value chains whose devices
interoperate because they are all based on the same set of technologies exposed through standard APIs.

The element

s of the architecture are:

a) Application, software that makes calls to the high-level API;

b) High-ley

c) Middle‘]vare;

d) Low-le
e) Device,

In case of en

a) Engine

b) Engineg
function

c) Orchest
applicat

d) Middleware AP]I, the collection of all engine APIs:

The engine 4

— Creatio
to the re

— Access |
order to

— Engine-

The first tw
includes tho

7.2 High-

el API, exposed to applications;

el API, exposed by computing platform and external devices;

A combination of hardware and software conforming to ISO/IEC 23006,
pine-based middleware the following elements should be added:

API that can be used to access engine functionality;

, collections of specific technologies that are bundled*“together to provide a sp
ality that is provided to applications;

rator engine, a special engine capable of creatisig'ehains of engines to execute a high|
on call such as “Play”;

\PIs are divided in three categories.

h API: this includes APIs to create data structures, files, elementary streams, etc. confor
spective standards.

API: this includes APIs to.pdrse data structures, files, decode elementary streams, ¢
retrieve the information-Contained within.

specific APIs: this.includes specific APIs of an engine.

o categoriesnclude those recurring for more than one engine, while the last cat
be APIs whichare specific for one engine.

level API

ecific

Hlevel

ming

tc. in

Pgory

7.2.1 Gen

1
CIldl

The high-level APIs are abstracted APIs exposed by a device to enable an application to access its

functionaliti

es and services high-level API for publish/subscribe pattern.

The publish/subscribe messaging service can be realized with a topic-based, content-based or
mixed filtering. A publish-subscribe messaging service architecture shall implement the following
methods:device.

© ISO/IEC 2018 - All rights re
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Methods

a)

Method: Publish.

Publish content with metadata and/or on a particular topic.

1:2018(E)

— param: Publication that is the publication type of payload as specified in ISO/IEC 23000-16.

return: Publication status.

b) Method: Subscribe.
Subsc¢ribe-aninterestfor a particular contentand/oronaparticulartopic.
-+ param: Subscription that is the subscription type of payload as specified in ISQAEC 23000-16.
—+ return: Subscription status.
c) Method: Store.
Store| content.
-+ param: Resource that is the resource type of payload as specified in ISO/IEC 2300p-16.
—+ return: digital item identifier of resource.
d) Nlethod: Play.
Play ¢ontent.
-+ param: Resource that is the resource type of payload as specified in ISO/IEC 23000-16
-+ return: Nothing
7.2.2] Network services
Thes¢ APIs are used to configure*network service conditions, such as selection of netyork service
operdtor, service quality etc. Table2 shows a list of Network services API.
Table 2 — Network service API
Service operation Input Response Description
GetNetworkTypelist() Available network Get a list of available network types.
types
SetNetworkType() Network type | OK/Fail Choose network type from a list of available
ID network types.
GetServiceProviderList() Available service Get a list of available service proyiders.
provider IDs .
§ Service provider codes are externally defined.
SetServiceProvider() Service pro-|0K/Fail Choose network service operator from a list of
vider ID available service providers.
7.2.3 Energy management

This API enables to obtain energy related information and use of energy saving functionality.
Application developers do not have to consider detailed energy saving strategy, but just consider when,
and in which situation, energy saving functionality should be activated. Table 3 shows the set of energy
management APL.
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Table 3 — Energy management API

Service operation Input Response Description
SetEnergyStrategy() List of state OK/Fail Set a power consumption strategy (e.g., the
transition display power consumption type) to the mid-
condition (e.g., dleware. The middleware monitors battery
battery level charge level and sends the device level power
40%, 20%, ...) commands to the local resource/device such
List of as CPU, display in order to save the power
operating consumption when the battery charge level is
conditions getting lower than a specified state transition
fer—tovett condition.
Level 2, ..))
[Optional:
function
priority (e.g.,
video quality,
video frame
rate...)]
GetBatteryChargeLevel()|[Optional: BatteryChargeLevel | Get:

SZf;lilzgcy’ a) currentbattery charge level, and its accpracy
identifier] if requested;

b) battery charge level of connected dgvices

identified by device identifier.

7.2.4 Security

The method$ exposed are described in Table 4.

Table 4 —<Security API

Service operation Input Response Description
Verifyldentity() Credentials | OK/Eail Verify the credentials in order to permit access to device
functionalities.
VerifyResoutce() Resource |OQK/Fail Verify the authenticity and integrity of, and decrypt, aresqurce.
SecuritizeRdsource() |Resource\\|OK/Fail Sign and encrypt a resource.

7.3 MPEG-M middleware

7.3.1 Profocol engines

Protocol enginés‘are implementations of elementary services. A list is provided in Table 5.

Table 5 — Elementary services

Elementary service Allows users to
Authenticate content | Confirm the identity of a content item

Create content Create content remotely

Deliver content Transfer content between users of an AIT value chain
Describe content Associate metadata to content

Identify content Assign identifiers to content

Package content Make content ready for delivery

Post content Let other users access their content

Process content Perform operations on content

10 © ISO/IEC 2018 - All rights reserved
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Table 5 (continued)
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Elementary service

Allows users to

Request content

Retrieve content

Revoke content

Revoke availability of content

Search content

Search for content

Store content

Save content for later use

Transact content

Transact content

Authenticate contract|Confirm the identity and signers of a contract
Checkwith contract [Verifyifansage request matcheswith the content (e g _ohligations prohihitions) expressed
in a contract
2
Create contract Generate a contract A
Delivier contract Transfer contract between users of an AIT value chain N .l’
. . . [ V4
Identfify contract Assign identifiers to contract ~o
Negofiate contract Achieve an agreement on the terms and conditions of use, e prohibitions,

‘g@wigations and

with respect to a content item, a device or a service wit}ﬂ'; er users

Pres¢nt contract Understand a contract /'C) .
Request contract Request a contract A\\
Revoke contract Discontinue the validity of a contract ‘C’\J

Sear¢h contract Search for a contract ,5\\\'

Storg contract Save contract for later use AQ -

Verify contract Check the integrity of a contract O\) )

Describe device Associate metadata to devices O&m\AIT value chain

Identiify device

Assign a unique identifier torg?e\'\{ces of an AIT value chain
&7

Requlest device Request a device \"Q

Sear¢h device Search for a device m@

Verify device Check the integrity&b\f‘é device

Requlest event Request the cré@on of an event report for one or more events that have ocfurred or are
tooccur | )

Storg event Store a@?e\;{t

Authgnticate licence Confgfn the identity and issuance of a licence

Check with licence

@m authorization of a usage request according to rights expressed in a li

cence

Liate lké@

Create licence \Generate a licence
Identify licence oS Assign identifiers to licence
Nego| Achieve an agreement on the terms and conditions of use, e.g., rights and c¢nditions of a

content item, or a service

Preseé

Understand licence

C.
isehee
AN

Processticence

Change the content or a licence

Request licence

Request a licence

Revoke licence

Discontinue the validity of a licence

Search licence

Search for a licence

Store licence

Save licence for later use

Transact licence

Transact a licence

Verify licence

Check the integrity of a licence

Describe service

Associate metadata to services of an AIT value chain

Search service

Search for a particular service

Authenticate user

Authenticate users

Authorise user

Obtain authorization of some usage(s) by the user

© ISO/IEC 2018 - All rights reserved
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Table 5 (continued)

Elementary service

Allows users to

Describe user

Describe users of an AIT value chain

Identify user

Assign unique identifiers to users

Search user

Search for another user

7.3.2 Technology engines

The list of technology engines is provided in Table 6.

Table 6 — Technology engines and classification of their APIs
No. Engine Creation Access Engine-specific API
API API
CDVS Y Y
CEL Y Y — Search
— Check with
3. Digit3l item Y Y
Even{reporting Y Y — Register events
— Transmit evéntreports
5. Greer} metadata Y Y
[PMP Y Y — IPMP+teol instantiation
— [RMP tool initialisation
7. Medig framework Y Y
8. Metadlata Y Y
9. MPE(-21 file format Y Y
10. Overlpy Y Y\ — Store/retrieve messages
— Propagate message
11. REL Y Y — Validation
— Authorization
12. Seardh Y Y
13. Secuifity Y Y — Authentication
— Integrity
14. Sensqry effects Y Y — Manipulate asensory effect metadata (SEM) strugture;
— Retrieve by identifier or object;
— Adaptto get device capabilities and user prefergnces;
— Actuate to set device commands of the actuator

NOTE Where no engine-specific APl is defined the corresponding MPEG-M engine has no engine-specific API.

7.4 Orchestration

The case analysed in this subclause shows the operation of the orchestrator technology engine in a
particularly articulated case. If PubSub is used to access resources, when a subscriber has completed a
PubSub workflow (i.e., has received the notification that a match of his subscription with a publication
has been found), the user clicks on the notification. The workflow unfolds based on Figure 6.

12
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Subscribe and Play App
Orchestrator TE

Metadata TE Mata

A EEeed  Event Report

Digital Item
NS

TE
i Audio-Video .(19

a ubscriber user N\
) N
Parses notification <
&
Requests network technology er%gkse to get resource information
Receives resource informati nA
Decides to see what thp&lﬂeo is about
N
) Presses preview bu on subscribe and play app
b) bscribe and pla@ requests video metadata
c) Digital item ‘@lgﬁ)logy engine
) Pars®qmital item

2 es metadata to metadata technology engine

Juny

d) M.&hm fprhnnlngy engine
1) Parses metadata
2) Passes metadata to subscribe and play app

e) If user decides to view video subscribe and play app requests MPEG extensible middleware to
play video

f) Digital item technology engine

1) Continues parsing digital item
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2) Passes REL licence to REL technology engine
g) REL technology engine
1) Parses REL licence
2) Passes encrypted decryption key to security technology engine
h) Security technology engine passes encrypted decryption key to smart card

i) Smartcard

1) Triestodecryptencrypted decryptionkey
2) If syccessful
i) |Passes key to security engine
ii) |Informs orchestrator technology engine
3) Otherwise informs orchestrator technology engine of failure
j) If decryption key is successfully decrypted, digital item technology engifie
1) Pargesdigital item
2) Sendls resource identification to media framework technology engine
3) Parges eventreportrequest
4) Sengls event report request to event report technolegy engine
k) Media fjamework technology engine
1) Reqpests network technology engine to-get MPD
2) Recgives MPD
3) Parges MPD
4) Reqpests network technology engine to get first segment
5) Rectives first segmentt(encrypted)
6) Pasges first segnient to security technology engine
1) Security technology engine

1) Dectypts first segment using decryption key (in clear)

2) Passesdecryptedfirstsegmenttomediaframeworktechnotogyengine
m) Eventreport technology engine

1) Parses event report request

2) Dispatches event report to listed users
n) Media framework technology engine

1) Decodes first segment

2) Writes decoded first segment to decoder buffer

The process continues. However, eventreports are sent only after the first segment has been successfully
decrypted (of course other criteria are possible, e.g., only when the entire video has been played).
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7.5 Aggregated services

Aggregated services (specified in ISO/IEC 23006-5) express a process flow realizing a specific task
as well as a new elementary service. A service provider can expose elementary service or aggregated
services, constructed from several other elementary services and aggregated services. Since service
aggregation is a key point of MPEG-M, BPMN (specified in OMG BPMN 2.0[4]) has been adopted because
it allows efficient description of service interactions. Moreover, many different aggregation topologies
(not just only a serial version of aggregation) and interaction contacts among services can be quite
easily illustrated employing the BPMN graphical notation.

7.6 Reference software and conformance

Referlence software and conformance (specified in ISO/IEC 23006-3) describes the reference software
and donformance profiles implementing the normative clauses of ISO/IEC 23006-1;'ISO/]EC 23006-2,
ISO/IEC 23006-4 and ISO/IEC 23006-5.
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Annex A
(informative)

MPEG-M based advanced multimedia platform

A.1 General

This annex provides an overview of requirements, functionalities and corresponding MPEG-MJbased
technical solutions for an advanced semantic and content-centric multimedia platform1), which ghows
the ability of the MPEG-M standard to support highly innovative and emerging trends“in content

distribution

The platfor
content rep

supports its users in the creation, retrieval, manipulation and consumption of multiry
sented by digital items, namely:

Description of resources with metadata extracted from well-knowii<or custom taxonom
concept

Publicatfion of information on resources into an overlay of peersthat arranges its topology bas
the very|same semantic models;

Search fpr resources into focused regions of this semantic.overlay, also in cases when a deg
heterog¢neity exists between requested resources and\their descriptions;

Fetching and delivering matching content to peersausing a content-centric transport of resour
the network level of the platform.

The followinjg terms and definitions are used thfoughout this annex.

Content-centpic  network that replaces the-concept of host address with that of “name of a conter
networking

Peer device capable of acting both as service provider’s device and as end-user device

Peer-to-peer|(P2P)distributed(@nchitecture that partitions tasks or workloads between peers

Publication requestto the platform to inform an identified subset of users that a digital iten;
avaifable
Scalability ability of the platform to accommodate a growing number of users and content ¥

a linear impact on performance

nedia

es of

ed on

ree of

ces at

| is

vith

Semantic type of metadata based on standard as well as custom, user-created, ontologies and
metadata taxonomies
Subscription request to the platform to issue asynchronous notifications of all existing and future

publications that match a user’s criterion

1) See http://www.ict-convergence.eu/
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A.2 Requirements

Security and trust

The platform shall ensure unique and universal identification and authenticity of mac
services, digital content and users.

The platform shall ensure privacy and non-tampering of exchanged data.

-1:2018(E)

hines/peers,

The security core of the platform shall not be able to forge the origin identity of users’ actions,

digital content and communications.

The security core of the platform shall be flexible enough to configure user-perceived
drivacy between the extremes of fully authenticated operations (so that trusted bus
dan be implemented where users know what they are buying, vendors know who-uset
High degree of privacy and anonymity in the services deployed.

Semdntic support

The platform shall ensure the capability, for its users, of describihg multimedia ¢
semantic metadata, i.e. based on ontologies and taxonomies of corcepts.

—

he platform shall allow users to employ such ontologies to link content with ot
stablishing semantic chains of similarity, affinity, extensiénetc., between elements o
ontent.

Q O

he platform shall embed additional knowledge abotit such ontologies and taxonomie
ssert equivalence of concepts between similar €éonceptual domains, by means of dict
elp translating from one semantic model to another.

=00

o

he platform shall enable searching for content based on descriptions and usage of di
xpand search queries and obtain high quality matches.

D

Content-centric operation support

o

he platform shall enable distribution of content and signalling messages based on a co
etworking technology.

=

—

he platform shall ensure-a high level of scalability by a decentralized and P2P manag
etwork between devices in the platform.

=

Publish/subscribe 0peration support

The platform'shall enable users to publish content and subscribe to content.

Digital forgetting

security and
ness models
s are), and a

ontent with

her content,
[ multimedia

5, in order to
onaries that

ctionaries to

htent-centric

ement of the

Usérs'shall be able to remove content from the platform without leaving traces of its pri

or existence.

User shall be able to delete previous subscriptions without leaving traces of them.

A.3 MPEG-M based solution

The platform is composed of a set of interconnected peers. A complete architecture of a peer, built upon
the core MPEG-M architecture, conforms to Figure 3. Each of the 3 layers has its own structure and
communicates with other layers via standard APIs.

Applications provide users with the means to create, process and consume multimedia content and
digital resources. Special re-usable app elements called tools are defined, so as to facilitate re-use of
code in apps.

© ISO/IEC 2018 - All rights reserved
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Middleware is the layer responsible for creating, retrieving, manipulating and consuming digital items
and their components. Digital items are published in the middleware, so that they can be found via
semantic search operations and delivered to users requesting, searching or subscribing to them.

Computing platform hosts specialized network and security modules, as well as interfaces to the local
resources such as file-system and processing power.

Digital item (DI)

The content-centric paradigm of the multimedia platform revolves around the MPEG-21 digital item
technology. A DI may contain:

a) Unique 4nd persistent identifiers;

b) Semantl links to other DlIs;

c) Resourcks;

d) Semantically-rich metadata describing resources;

e) Licenceq expressing rights pertaining the manipulation of resources;

f) Event rgporting requests (ERR) which instruct peers to issue event reports (ER) to specific t
users/p¢ers if specific actions (e.g. play/store) are performed;

g) Others.

The platfornp supports three main types of DI enabling key furictionalities, such as publish/subscy

Resourd]

Publicat

Subscrij
Semantic oy

The platfory
which are dy

Peers join o
categorize p

A core ontol
fractals, as s

This semant

e (R-DI),

ion (P-DI), and

tion (S-DI)

rerlay and dictionaries

h allows for a semantic organisation of peers in a virtual overlay network of “frac
namically shaped and cennhécted, on the basis of users’ interests.

" leave a fractal based on what their users currently publish or subscribe, because
iblished or subscribed content by referring to ontologies that describe a domain of int

bgy is devised that provides the basic structuring of the overlay into a hierarchical
hown in Figure A.1.

Another en

c overlay is managed by overlay technology engine and post-content protocol engineg.

arget

ibe:

tals”,
users

erest.

set of

rvice

ing for key semantic functionalities of the platform is the community dictionary sq

(CDS) technology engine. It maintains dictionaries that help translate concepts and properties frot

ontology mo

18
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Figure A.1 — Example structuring of'the overlay into fractals from the core on

DS comes into play when users déescribe resources via the describe content protocol, 3

hen the knowledge from dictionaries is necessary to translate between concepts a
Cation-to-subscription match-making.

es developed in dccordance with the MPEG-M standard.
sh subscribe operations

ubscribe operation in the platform is carried out by invoking a subscribe content
h opeération, similarly, is carried out by a publish content service. Publish and s
gated'services because both publication and subscription are complex operations, wh

fology

nd when the

Im performs a match between'what is being published and what is being requested (r)llr subscribed
d

enable the

b be noted that the.overlay technology engine and the CDS technology engine are platform-specific

service. The
ibscribe are
ich involve a

chai

The s

of-‘élementary services to be setup and run

ubscription process can be split into three parts:

— inserting a semantic subscription system wide;

— matching a subscription once relevant content is published;

— delivering a notification to the entity specified by the subscriber.

This process in implemented based on the event reporting standard, in conjunction with the concept
of a subscription DI. The MPEG-21 event notification scheme is employed in a distributed and system-
wide manner as the event reporting requests are disseminated, throughout the system, by means of
their containment within the subscription DIs. A new verb representing the matching of a publication

with

an outstanding subscription is used.
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