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Foreword

ISO (the

International Organization for Standardization) and

IEC (the International

Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
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Introduction

The Download Framework has been developed as part of M3W to fulfill the requirements concerning
upgrading and extension of operational M3W-based systems. During the period that a CE device is owned by
a user, there is often a need to improve and/or extend the device's software in order to extend the economic
lifetime of the device.

In the bnents from a

Repo!

Component lifecycle, the Download Framework is responsible for transferring M3W Comp
Sitory to a Target (see Figure 1).

Activate

Initialize
.. Initiafzed
L nloaded Delete UnRegister De}Activ%lte Unlnitialize Loaded
Download Framework Y,
Figure 1 — Scope Download Framework

The download process takes a Component in its "installable Component" stage and downloads i to the Target,
which| brings the Component in its "resident" state.“This is a very macroscopic view on the dowmload process
whichl, when elaborated, reveals the following constituent activities of the download process.

Identify need for download: This-activity describes the part in which the need for the gresence of a

diven Component on a given M3W System is identified.

Hntities are located: After'the' need for download is realized, the place from where the Cd
be retrieved, as well as its-destination, must be identified. Also, the place where the decis
feasibility of the downtoad will be established must be identified, in case it is an entity o
ender or the receiyer:

Gonnection establishment: The sender and the receiver in the context of the download
Gomponentestablish a connection between them in order to proceed with the download pro

ecurity checks: Using the connection between them, the server and the receiver run
ecUrity checks (e.g. mutual authentication, authorization for the download, payment guarar

mponent can
on about the
ther than the

for a specific
Cess.

a number of
tees to cover

c /\ Ne COo 0, NS AoOWNIoad Proce

Feasibility analysis: This activity includes a number of checks and verifications to ensure that the

Component can be installed and activated at its destination while it still satisfies its spec
without putting in danger the rest of the M3W system at its destination.

ifications and

Transmission properties: A number of negotiations regarding the security and reliability characteristics
of the data transmission as well as providing certain necessary information (e.g. the payment token like

credit card number, payment certificate).

Component transmission: This activity comprises the actual transfer of the data that constitute the
Component and which includes at least the data corresponding to the representation of the executable

model of a Component.

© ISO/IEC 2008 — All rights reserved
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— Connection termination: This activity contains all actions necessary for the sender and the receiver to
keep consistent information about the final status of the data transfer (and hence the download process
so far). If this activity is completed successfully, the remaining parts of the download process necessitate
only the participation of the receiver.

The remainder of this part of ISO/IEC 23004 contains the specification of the Download Framework. This
specification describes the Download Framework from a number of perspectives.

— The decomposition into roles is described in the Structure View (8.1).

— The interaction between these roles is described in the Behavior View (8.2).

— The deplpyment of these roles is described in Deployment View (8.3).

Vi © ISO/IEC 2008 — All rights reserved
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Information technology — Multimedia Middleware —

Part 5:
Component download

1 cope

Archifecture. This definition contains the specification of the part of the M3W-application [programming
interface (API) related to download as well as the realization. The M3W API specification provifles a uniform
view ¢f the download functionality provided by M3W. The specification of the realization is releyant for those
who gre making an implementation of a download framework for M3W.

This |part of ISO/IEC 23004 defines the MPEG Multimedia Middleware (M3W) technoIon Download

2 Normative references
The following referenced documents are indispensable for the application of this documenpt. For dated
refergnces, only the edition cited applies. For undated réferences, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 23004-1, Information technology — Multimedia-Middleware — Part 1: Architecture

ISO/IEC 23004-3, Information technology — Multimedia Middleware — Part 3: Component mode

3 Terms and definitions

For the purposes of this document( the following terms and definitions apply.

3.1 [Specification terms and definitions

3.1.1
API specification
specification of a’collection of software interfaces providing access to coherent streaming-related|functionality

3.1.2
inter(;Ece suite
collegtion”of mutually related interfaces providing access to coherent functionality

3.1.3
logical component
coherent unit of functionality that interacts with its environment through explicit interfaces only

314
role
abstract class defining behavior only

3.1.5

role instance
object displaying the behavior defined by the role

© ISO/IEC 2008 — All rights reserved 1
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3.1.6
attribute

instance variable associated with a role

NOTE Attributes are used to associate state information with roles.

3.1.7
signature

definition of the syntactic structure of a specification item such as a type, interface or function in IDL

NOTE  For C functions, signature is equivalent to prototype.

3.1.8
specification
entity defined

NOTE Data

3.1.9
qualifier
predefined ke

3.1.10
constraint

item
in a specification

type, role, attribute, interface and function are examples of specification items.

yword representing a property or constraint imposed on a specification.item

restriction thgt applies to a specification item

3.1.11
execution cd
constraint on

3.1.12
model type
data type use

NOTE Set,
3.1.13
model cons

constant use

3.1.14

enum eleme
enumerated
or-ing

3.1.15

nstraint
multi-threaded behavior

d for specification (modeling) purposes only

Mmap and entity are examples of modéltypes.

nt
for specification (modeling) purposes only

nt type
ype whose~values can be used to construct sets (bit vectors) of at most 32 values by |

e

enum set tyq

bgical

32-bit intege

3.1.16
set type

data type representing sets or enumerated values

data type whose values are mathematical sets of values of a specific type

NOTE  Unlike enum sets, these sets may be infinite.

3.1.17
map type

data type whose values are tables mapping values of one type (the domain type) to values of another type
(the range type)

NOTE  Maps are a kind of generalized array.

© ISO/IEC 2008 — All rights reserved
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3.1.18
entity type
class of objects that may have attributes associated with them

3.1.19

interface-role model

extended Unified Modeling Language class diagram showing the roles and interfaces associated with a logical
component, and their mutual relations

3.1.20

logical component instance
incarnation of a logical component: a configuration of objects displaying the behavior defined by the logical
comppnent

behayioral inheritance
definifion, by a role, of behavior which implies the behavior defined by another role

NOTE| A role S specializes a role R if the behavior defined{by"S implies the behavior defined by R, i.e| if S has more
specific behavior than R.

3.1.24
diversity
set of all parameters that can be set at instantiation time of a logical component, and that will not change
during the lifetime of the logical component

3.1.2
mandatory interface
provides interface of a role that'should be implemented by each instance of the role

3.1.2
optiohal interface
provides interface of a role that need not be implemented by each instance of the role

3.1.2
configurable item
parameter.that can be set at instantiation time of a logical component, usually represented by a rple attribute

3.1.2
diversity attribute
role attribute that represents a configurable item

3.1.29
instantiation
process of creating an instance (an incarnation) of a role or logical component

3.1.30
initial state
state of a role instance or logical component instance immediately after its instantiation

3.1.31
observable behavior
behavior that can be observed at the external software and streaming interfaces of a logical component

© ISO/IEC 2008 — All rights reserved 3
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3.1.32

function behavior
behavior of the functions in the provides interfaces of a role

3.1.33

streaming behavior
input-output behavior of the streams associated with a role

3.1.34

active behavior

autonomous

3.1.35
instantiation
behavior of a

3.1.36
independent
attribute who

3.1.37
dependent a
attribute who

3.1.38

invariant
assertion abg
NOTE Inre

3.1.39

callback interface

interface prov

NOTE A no
with plug-ins.
3.1.40

callback-con
general cons

in an undesirgble way, such as-by blocking the caller or by delaying it too long

3.1.41
event notific|
act of reportin

3.1.42

behavior that is visible at the provides and requires interfaces of a role

behavior
role at instantiation time of a logical component

attribute
be value may be defined or changed independently of other attributes and,entities

ktribute
be value is a function of the values of other attributes or entities

ut a role or logical component that is always true fronman external observer’s point of view

hlity, the assertion may temporarily be violated.

ided by a client of a logical componenf-whose functions are called by the logical componen

ification interface is an example of this, but there may be other call-back interfaces as well, e.g. assq

hpliance
raint that the functions in a callback interface should not interfere with the behavior of the

ation
g the occurrence of events to ‘interested’ objects

event subscription
act of recording the types of event that should be notified to objects

3.1.43
cookie

special integer value that is used to identify an event subscription

NOTE
to clients when

notifying the occurrence of the events.

ciated

caller

Clients pass cookies to a logical component when subscribing to events. Logical components pass cookies back

© ISO/IEC 2008 — All rights reserved
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3.1.44

even
table

t-action table
associating events that can occur to actions that will be performed in reaction to the events

NOTE  This is used to specify event-driven behavior.

3.1.45

non-standard event notification
event notification that is accompanied by other actions (such as state changes of the notifying logical
component

3.1.46

clienri role
role modeling the users of a logical component

3.1.47
actor|role
isually a client role) whose active behavior consists of calling functions in_interfaces witholit any a priori
constfaints on when these calls will occur

314
contrpl interface

role (

interf

a client

3.1.4

notification interface

interf;

occurfence of events to the client

3.1.5
spec
interf

3.1.5

precgndition
asserfion that should be true immediately before a function is called

3.1.5

action clause
part df an extended precondition and postcondition specification defining the abstract action pqg
functipn

NOTE| Theabstract action usually defines which variables are modified and/or which out-calls are made

3.1.5

ce provided by a logical component that allows the logical camponent’s functionality to be

I:ce provided by a client of a logical component.that is used by the logical component

ialized interface
ce of a role R that is inherited from anether role and is further constrained by R

41

L
4

3

controlled by

to report the

rformed by a

by the function.

out-catt

out-g

oing function call of an object on an interface of another object

3.1.54
postcondition
assertion that will be true immediately after a function has been called

3.1.5
asyn
funct

5
chronous function
ion with a delayed effect

NOTE  The effect of the function will occur some time after returning from the function call.

© ISO/IEC 2008 — All rights reserved
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3.2 Realization terms and definitions

3.21
appliance

product as seen by the customer

NOTE It consists of the device, an operating system (OS), components and applications.

3.2.2
application

software entity that provides a set of functions to a user

3.23
component
unit of trading
NOTE In th

3.24

that conforms to the M3W component model

b M3W component model, components are containers for models.

component model

specification

NOTE It de
environment.

3.25
device
physical part

3.2.6
executable d
model that is

NOTE The
3.2.7
M3W systen

system that ¢

3.2.8
operational

state when an M3W systemis fulfilling its required functions for a period of time

3.29
platform

bf what constitutes a component

fines inter alia the interaction mechanisms between components-and between components ang their

pf the appliance, sometimes also used to denoteian identifiable element of that appliance

omponent
executable on a platform

bxecutable component is a container for services.

pnforms to the M3W spécification

operating sys

temA(OS) and hardware that executes the OS

3.210
system

combination of a platform, a set of executable components, a run-time environment and a set of applications
that can provide a user with a set of functions

© ISO/IEC 2008 — All rights reserved
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4 Abbreviated terms

API Application Programming Interface
IDL Interface Definition Language
M3W  Multimedia Middleware

(015 Operating System

UML Unified Modeling Language

5 Overview of interface suites

This flause is informative and gives an overview of the interface suites in the M3W"API fq
download. These interface suites can be divided in the following categories:

— Imterface suites for receiving M3W Components

terfaces for initiating M3W Component transfer

For rgceiving components this part of ISO/IEC 23004 specifies Target*logical component (s§
initiating component transfer this part of ISO/IEC 23004 specifies the-Initiator logical componer
Thesg logical components provide a uniform view (for the applications and other middleware) on
functipnality provided by M3W.

U n-iform V-I ewﬂ i Applications and other middleware
support <' B functional
M3Wi
API
APl

Computing Platform

r component

e 6.1.1). For
t (see 6.2.1).
the download

Figure 2 — Overview of interfaces suites (logical components) for component dow

hload

The download framework contains more roles than just those used for initiating component
receiving components. The download framework is suitable for transfer of components

transfer and
according to

ISO/IEC 23004-3 specification of M3W components. However, these roles only expose interfaces that are
internal to the download framework and are therefore not part of the M3W API specification. These other roles
(Locator, Decider and Repository) are discussed in the clause on realization of the Download framework

(see clause 8). The integration in the overall architecture shall be done according to ISO/IEC 230

© ISO/IEC 2008 — All rights reserved
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6 Download interface suites

6.1 Interface suites for receiving components
6.1.1 Target
6.1.1.1  Concepts

The Target is one of the roles in the Download framework. The Download framework enables the transfer of
components to a device. The Target is responsible for exposing the target profile (used for accessing

feasibility of G

amnbonent-dawnlaad) raceivina-combonents-and-storinatha racaived-combonents—in-non-\.
P eReH-aOWREae+e66 RS HpPeRetsaRa-StoHRg -8 e a-compeRetstHRohR-Y

storage on th

6112 Ty

6.1.1.21 A

6.1.1.2.1.1
Signature

const rcR4g
const rcR4g

Qualifiers
— Error-coq
Description

The non-stan

e device.
pes and Constants
ublic Types and Constants

Error Codes

sult RC_ERR_TARGET_LOCATOR_NOT_FOUND = 0x00000001
sult RC_ERR_TARGET_CANNOT_STORE_COMPONENT 0x00000002

es

dard error codes that can be returned by functions of this logical component

Constants
Table 1
Name¢ Description
This error 1is returned when
RC_ERR_TARGET_LOCATOR_NOT_FOUND the target is unable to
connect to the locator
RC_FERR-TARCET CANNGT STORE—COMPONENT This error is returned when
the target is unable to store
the downloaded component, for
example due to write
permissions or low storage
space
6.1.1.2.2 Model Types and Constants
None
8

latile
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6.1.1.3 Logical Component

6.1.1.3.1 Interface Role Model

Figure 3 — Interface-Role Model, depicts the interface-role model of the Target (grey box). It shows the
interfaces and the roles involved with this component.

TargetClient

o¢----H

rclTarget

Target

Figure 3 — Interface-Role’Model

A Tarnget Logical Component contains the Target role:that provides the rcITarget interface. [This interface
can be used by a client to start a download task. The download task is responsible for partigipating in the
interaction between the download roles. More spetifically the download task is responsible for feceiving and
storing components.

6.1.18.2 Diversity

6.1.1.3.2.1 Provided Interfaces

Table 2

Rol¢ Interface Presence

rcITarget Mandator
Target g {

6.1.1.3.2.2 Configurable Items

The behavior of the Target role only depends on the parameters of the operation downloadTask. The
operation downloadTask has a number of parameters that influence the behavior of the download task
created.

6.1.1.3.2.3 Constraints

None.

© ISO/IEC 2008 — All rights reserved 9
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6.1.1.3.3 Instantiation

6.1.1.3.3.1 Objects Created
When the Target logical component is created an instance of the Target role is created. Multiple instances of

the Target logical component can be created on a device. The different targets will need to listen to different
ports and have different names.

Table 3

Type Object Multiplicity

Target Target 1

6.1.1.3.3.2 Initial State

The following|constraints apply to the initial state of a logical component instance:
— No downjoad task has been started.

6.1.1.3.4 Hxecution Constraints

The Target logical component is thread safe.
6.1.1.4 Rdles

6.1.1.4.1 Target
Signature

role Targdt {
}

Qualifiers
— Root

Description

A Target enaples the-reception of components by a device. The target can be used to start a download task,
which is a thread, responsible for providing the target profile to other download roles and receiving and storing
the transferrgd components.

Independent Attributes

— None

Invariants

— None

Instantiation

The Target role is always instantiated as part of the Target logical component.

10 © ISO/IEC 2008 — All rights reserved
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Active Behavior

The Target role has no active behavior. Upon invocation of the downloadTask operation, the client must
create a new thread. The active behavior of this task (thread) is providing the target profile to other download

roles,

NOTE

receipt of components and storage of these components.

6.1.1.5 Interfaces

6.1.1.5.1 rclTarget

QuaIiLiers

— None

Desc

This i

port for attempts to transfer components.

Interface ID

{bf5pa0f9-0d34-4925-88b3-11631628e3bf}

6.1.15.1.1 DownloadTask

Signgture

RcRepult downloadTas in] String légcatorAddress,

Y

Qualifiers

— Tlhread Safe

Desc

By in
this d

© IS0/

The transfer of components is initiated by a different role (initiator) which is not part of this logical component.

Fiption

nterface is used for activation of the target. Activation means that the-target starts listening

([1

in] String targetName,

in] String“NtargetAddress,

in] Int32 targetPort,

in] String downloadDirectory) ;

Fiption

oking this operation the target starts listening to the specified port for attempts to transfer ¢
bvice;

to a specific

bmponents to

IEC 2008 — All rights reserved
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Parameters
Table 4
Name Description
targetName Name used to identify the target
Network address of the target. This
address 1s registered at the locator,
targetAddress such that the other roles participating
it the download process are apble to
locate this target.
The port to which the target s
targetPort listening for requests for component

downloadDirectory

Return Values

Only the non{

transfers.

Location to store the downloaded
components (absolute path)

standard error codes are listed.

Table "5

Name

RC_ERR_

RC_ERR_

Preconditiorn

True

TARGET_LOCATOR_NOT_FOUND

TARGET_CANNOT_STQERE_COMPONENT

Description

The target is unable to conne

to the specified locator.

The target 1is wunable to
received components.

stor

Action

Start thread listening to the targetPort for component transfer attempts.

Postcondition

Thread that is listening to the targetPort for component transfer attempts is started.

12
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6.2 Interfaces suites for initiation of component transfer
6.2.1 Initiator

6.2.1.1 Concepts

The Initiator is one of the roles in the Download framework. The Download framework enables the transfer of
components to a device. The Initiator is responsible for initiating and coordinating the component transfer
process. Initiating means that this role will need to find all the entities that will be involved in the component
transfer process and coordinate the interaction between these entities. For the client this logical component
provides an operation to request for the transfer of a component to a device.

6.2.12 Types and Constants
6.2.12.1 Public Types and Constants

6.2.1.2.1.1 Error Codes

Signgture

consk rcResult RC_ERR_INITIATOR_LOCATOR_NOT_FOUND ={ 0x00000001
consk rcResult RC_ERR_INITIATOR_TARGET NOT_ FOUND <=_0x00000002
consk rcResult RC_ERR_INITIATOR_REPOSITORY_NOT_EQUND = 0x00000004
consk rcResult RC_ERR_INITIATOR_DECIDER_NOT_EQUND = 0x00000008
consk rcResult RC_ERR_INITIATOR_COMPONENT_NOT),'FOUND = 0x00000010
consk rcResult RC_ERR_INITIATOR_DOWNLOAD N@T_ FEASIBLE = 0x00000020
Qualifiers

— Brror codes
Descfiption

The non-standard error codes that(€an be returned by functions of this logical component
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Constants

Table 6

Name

RC_ERR_INITTIATOR_LOCATOR_NOT_FOUND

RC_ERR_INITIATOR_TARGET_NOT_FOUND

RC_

RC_

RC_

RC_

6.2.1.2.2

None.

6.2.1.3

6.2.1.3.1

Figure 4 — Interface-Role Model;-depicts the interface-role model of the Initiator (grey box). It show

E

E

E

E

Description

This error is returned when the locator
is unable to connect to the locator

This error is returned when the target
cannot be found (using the locator)

RR_INITIATOR_DECIDER_NOT_FOUND

Nlodel Types and Constants

Logical Component

interfaces an

14

Interface Role Model

| the roles involyed.with this component.

RR_INITIATOR_REPOSITORY_NOT_FOUND

RR_TINITIATOR_COMPONENT_NOT_FOUND

RR_INITTIATOR_DOWNLOAD_NOT_FEASIBLE

This error is returned when n6
repository can be found (using cthe
locator)

This error is returned when-no suitable
decider can be found (usingthe locator)
This error is returned when the
requested compaonent is not available in
the registered~ \repositories (at the
locator)

This error is returned when the
downlioad is not feasible (decided by
the’decider)

InitiatorClient

i

rclinitiator

Initiator

Figure 4 — Interface-Role Model

s the
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An Initiator Logical Component contains the Initiator role that provides the rcIInitiator interface. This
interface can be used by a client to initiate the transfer of a specific component to a specific target. The
Initiator role locates all of the involved entities (using the locator, see subclause 8.1.2) and also coordinates
the download process.

6.2.1.3.2 Diversity

6.2.1.3.2.1 Provided Interfaces

Table 7

Rolel Interface Presence

. rcIInitiator Mandatory
Initigtor

6.2.13.2.2 Configurable Items

The Qehavior of the Initiator role only depends on the parameters of the*operation getComp. The operation
getCpmp has a number of parameters that influence which compenent is to be transferred, tq which target
and the decider that is used.
6.2.13.2.3 Constraints
None
6.2.1.3.3 Instantiation

6.2.13.3.1 Objects Created

When the Initiator logical component.is created, an instance of the Initiator role is also created. Multiple
instarjces of the Initiator logical compenent can be created on a device.

Table 8

Type Object Multiplicity

Inifiator Initiator 1

6.2.1.3.32 Initial State

The following constraints apply to the initial state of a logical component instance:
— No component transfers have been initiated from this initiator.

— Initiator is ready to initiate a component transfer

6.2.1.3.4 Execution Constraints

This logical component is Thread-Safe.
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6.2.1.4 Roles

6.2.1.4.1 Initiator

Signature

role Target {

}

Qualifiers

— Root
Description
This role car
Initiator role
download prg
Independent
None.
Invariants
None.
Instantiation
The Target rd

Active Beha

None

6.2.1.5 Interfaces

6.2.1.51 r
Qualifiers
Thread-safe

Description

be used by a client to initiate the transfer of a specific component to a specific targef. The
ocates all of the involved entities (using the locator, see subclause 8.1.2) and coordinatgs the
cess.

Attributes

le is always instantiated as part of the Target logical component.

yior

Clinitiator

This interface can be used to initiate the transfer of a specific component to a specific target.

NOTE Pa

rt of the transfer test is a feasibility test. This check can verify the technical fit, resource fit as well as the

business fit of the component and the target.

Interface ID

5d843eel-4

16

cb0-494b-a598-1055268b4dcb2
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6.2.1.

51.1 getComp

Signature

Int32 getComp

n] UUID componentUUID,

([1
[in] String targetName,
[in] String deciderClass,
[in] String locatorAddress,
[in] pVoid statusReport) ;
Qualifiers
Thredd-safe
Descfiption
This |operation initiates the transfer of component with id componentUUID,(to" the targe

targ
locatd
repor

Parar

>tName, using a decider of type deciderClass. To locate the entities involved in thig

ISO/IEC 23004-5:2008(E)

t with name
process the
tting a status

Retu

Only the non=standard error codes are listed.

r at address locatoraddress is used. Finally the operation provides the possibility of gé
by entering a pointer to a callback function.
heters
Table 9
Name Description
targethame Name used'to identify the target
. String indicating the type of decider that should be
deciderClass used. The type of deciders that can be used can be
found in the platform instance document.
locatorAddress Network address (URL) of the locator that should be
used.
statusRenQ{F Pointer to a callback function used for status reporting
n Values

© ISO/IEC 2008 — All rights reserved
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Table 10

Name

RC_ERR_INITIATOR_LOCATOR_NOT_FOUND

RC_ERR_INITIATOR_TARGET_NOT_FOUND

RC_ERR_INITIATOR_REPOSITORY_NOT_FOUND

Description

This error is returned when the locator
unable to connect to the locator

is

This error is returned when the target cannot

be found (using the locator)

This error is returned when no repository can

RC_ERR_

RC_ERR_

RC_ERR_

Precondition
True

Action
Component t

Postconditiq

[NITIATOR_DECIDER_NOT_FOUND

[NTTIATOR_COMPONENT_NOT_FOUND

[INITIATOR_DOWNLOAD_NOT_FEASIBLE

ansfer process is initiated and controlled:

n

bc fUUI Id <UD;I Iy thG :Ubatul)

This error is returned when no_(suitak
decider can be found (using the locator)
This error is returned when ‘the request
component is not availableyin the register
repositories (at the locator)

This error is returhéd”when the download
not feasible (deCided by the decider)

Component identified by componentUUID.S resident on the non-volatile storage of the target.

7 Realiz

This clause ig informative.The goal of the Download framework is to enable controlled transfer of compg
large nummber of different download and upload scenarios. The flexibility to support di
scenarios is [reached. by identification of 5 roles that can be deployed in a very flexible way (di

and support

deployment

tion overview

r different scenarios). The transfer is controlled because the Download not only focus
component transfer’but also takes into account aspects such as:

le

bd
bd

S

nents

merent

erent
BS on

Identification and Authentication
Non repudiation

Feasibility checking

Clause 8 discusses the realization of the download framework. This contains the separation in the different

roles:

Target

18

Repository
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— Locator

— Decider

— Initiator

For these roles their responsibilities as well their interaction with other roles is discussed. A number of
example scenarios and the corresponding deployment of the roles are shown in Annex A. The core realization

technology is described in ISO/IEC 23004-3.

pownload realization

8.1 |[Structure view
Based on the description of the Component download lifecycle in the introdugtion, 5 partig
download process are identified. Two of these participants are concrete entities:

he Repository where a Component resides that is to be downloaded, @nd

he Target which is the actual device where that Component\will be downloaded. T
aracterized by the combination of the Platform, i.e. the hardware and the Operating Sys
untime Environment of the M3W device.

ition to these two entities, three roles are involved in thé.download process:

he Initiator, which has responsibility for identifying.the need for a download and contacting
ntities to initiate the download process.

he Locator, which has responsibility for locating the Target and Repository entities as wel
hich plays the Decider role for a given-download.

he Decider, which has responsibility for performing feasibility analysis of the download (i.e
ssible for a given Component to be downloaded, registered and activated in a given T
eating any problems for theTarget). This role is also responsible for any negotiations th
lace between a Repository)and a Target regarding any requirements and guarantees prov
tyvo entities.

The remainder of thig"subclause elaborates on the responsibilities and the behavior of the af
entitigs and roles intthe’download process.

ipants in the

he Target is

tem, and the

the involved

as the entity

whether it is
arget without
at might take
ded by these

brementioned

— Identifying the Component to be downloaded.

— Identifying the Target where a given Component needs to be downloaded to.

— Identifying the Decider which will perform the feasibility analysis for the download as well as the

necessary negotiations.

— Contacting the Target and the Repository in order to initiate the download process.

© ISO/IEC 2008 — All rights reserved
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The role of Initiator can be played by:

The Target. This can be the case when the owner of a M3W system decides to download a new
Component. Then, the initiative for performing a download may come from the end-user (who is
represented by the Target in the download process). Another case where the Target plays the role of the
Initiator is when (due to some runtime conditions such as, for example, reconfiguration, outcome of a
Service, etc) the Application or Service Instances of the Target identify a need for downloading new

functiona

lity.

The Repository. This is the case when the developer of Components, the provider of certain Services or
the remote adm|n|strator of a M3W system identifies that a Component needs to be uploaded to a certain

Target.

A 3rd e
identifie

the Com
identifies
Reposita

The Initiator

role of the Ini

8.1.2 Locator

The entity wh
to be accessi

Let UUIDC b

Providing
UuID (U
contact

specified
or some

Providing
UUID for
contact i
mobile p
link), the

Providing

tity, i.e. any Host different from the Target and the Repository. In this‘case, the entit
the need for download does not possess the Component to be downloaded nor will it receive

ponent after the download. This case can be similar with the above ©ne, only the softwar
the need for download resides on a different Host than the.one hosting the Comp

ry.

ole does not impose any constraints on the entity which will play it, i.e. the entity that pla
iator does not have to be a M3W system.

ich plays the role of the Locator has a well-known entry point in every involved network in
ble without prior need to search for its address’ The Locator is responsible for:

the location of Repositories containing Components and Services, i.e. given a Comp
hiversally Unique Identifier) or a Service UUID the Locator returns the information necess
he Repositories that contain the specified Component or the Components containin|
Service. This contact information can be the physical address of the Host hosting the Repd
other type of reference to.a.Hest which allows remote Hosts to connect to it over a given ne

the location of M3Whsystems (Targets). This calls for a unique way to identify Targets,
Targets. Similar tothe above case, when the Locator is provided with a Target ID it retur
nformation of the jTarget. Since the Target might be accessible over different networks (|
hone can be_accessed over the GPRS network but also over an IrDA connection or a Blu
Locator may.return a list of addresses and the networks where they are valid.

the docation of the Decider.

n the
ithle for
bf the
bd for

y that

e that
onent

s the

order

onent
ary to
g the
sitory,
twork.

£.g. a
s the
e.g. a
ptooth

p the set of all M3W Component UUIDs, UUIDS be the set of all M3W Service UUIDs, UUI

T be

the set of all Target IDs, and ADDR be the set of contact information (e.g. physical addresses and network on
which these addresses are valid) of all known, M3W Hosts (i.e. Targets and other Download Framework
entities). Let also UUIDD be the set of all M3W Services that can play the Decider role. Finally, let POW(X)
denote the powerset of X. Then, the Locator can be defined as the role which provides the following four
functions:

20

L, | UUID; — POW(ADDR)

L, | UUIDs — POW(ADDR)

L; | UUID; — POW(ADDR)

L, | UUID, — POW(ADDR)
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The Download Framework does not make any assumptions nor does it place any requirements on how the
Locator possesses this information. It could e.g. be because it also acts as the registry of Components and
Services in a system, or because it can contact that Registry, or due to some other scheme which is beyond
the scope of the Download Framework.

It is important to note that the functions which define the Locator role indicate that the Locator may return
contact information for more than one M3W. However it does not however state anything about the order in
which contact information of these Repositories is placed nor about the completeness of the returned list of
Repositories.

The role of Locator can be played by:

— Tlhe Target. This is an unlikely case where the Target already knows in which repegitories M3W
omponents and Services reside.

— Tlhe Repository. This is also an unlikely case where the Repository knows how to_contact [all Targets in
the system as well as the available Deciders.

— A 3rd entity, a Host different from the above two. This is the most likely case-to appear in red|l life.

The gntity that plays the role of the Locator does not need to be a M3W System. It must or|ly be able to
recoghize UUIDs for M3W Components, Services, Libraries (and Targets if the form of a Target ID is a UUID).

8.1.3| Decider
The entity which plays the role of the Decider is responsiblé for:

eciding whether a given Component can be dowhloaded on a given Target over a giveh connection.
his decision is taken based on an adequate-description of the Component, an adequate Hescription of
fhe Target, and on an adequate descriptionof the connections that the Target and the Repository that
pntains the aforementioned Component.are capable and willing of establishing.

Q = g

vl

egotiating the above 3 types of deseriptions regarding the Component, the Target and th¢ connections
dffered by the Target and the Repository.

The functionality provided by the\Décider role is based on 3 types of "adequate descriptions": the description
of a omponent, the description“of a Target and the description of a connection. In the remainder of this part
of ISQ/IEC 23004 the term “profile" is used to refer to these adequate descriptions.

The rople of the Decidér can be played by:

om a given Repository. Even if the actual decision about a Component's download to a given Target is

entually taken by some entity other than the Target, it is suggested that the latter possessés a "default”,
and_ maybe S|mple DeC|der either as part of its M3W Runtlme or as a Service prowded by some M3W
: = : he download
deC|S|on to an ent|ty other than the Target WhICh possesses a fuII erdged DeC|der The default Decider
can use Target-proprietary functionality to make a download decision. However, it is probably difficult to
let it evolve with new generations of Components (new "profile parameters"). For this reason, it must be
allowed to delegate the download decision to another Decider outside the Runtime (i.e. the download
decision can be made by a Service Instance or by a remote Host).

— Tlhe TargetiFhis is the case where the Target decides for itself whether to accept a givepn Component
f

— The Repository. Since the Repository is assumed to exist on some machine with virtually unlimited
resources, that machine might as well provide the Decider role. A scenario that may occur often is the
case where the Repository plays the role of the Initiator and the Decider, e.g. the manufacturer of set-top
boxes who also is the provider of the functionality offered by them, may decide to upgrade the software in
all the M3W systems it has sold and which are accessible over some network.
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A 3rd entity, a Host different from the above two. This is a case likely to occur in a business model with a

great deal of distribution among the M3W systems and the developers of M3W Components. In such
cases, there is a need for a 3rd party,(a widely recognized and trusted entity) which can provide reliable
information regarding the feasibility of Component download. These 3rd party entities cannot be the
Targets or the providers of the M3W Components (i.e. the Repositories).

An entity that plays the Decider role does not need to be a M3W Target. However, the Decider must be able
to understand a great deal of M3W related information (i.e. profiles of M3W Components and Targets).

8.1.4 Target

The Target ¢
download prg
are:

To provi
Compon

To provig
which it

To suppd
To supp(
It is possible

Decider (e.g.
Locator.

8.1.5 Repository

The Reposito
is possible th
responsibilitig
To provig

To provi
networks

To supp(
To suppd

It is possible

cess. Among its responsibilities and its capabilities, the most important ones related todo

je a description about the resources it is willing and able to offer for the download of a
ent (Target profile).

e a description of the connections it is willing and able to establish over the different netwg
as access (a connection profile).

rt a security protocol for Component transfer as described in Subglause 8.2.5.
rt a transfer protocol for the download with atomic failure semantics (see Subclause 8.2.4).

that the Target entity plays the role of the Initiator (€'g,) user triggered download), the role
built-in, default Decider, see Subclause 8.1.3),.and in some extreme cases, also the r

ry entity is a Host where a Componént’resides prior to its participation in a download proc
at the Repository is a M3W system(e.g. in the case of device-to-device download). Amag
s and its capabilities, the most important ones related to download are:

e a description regardingthe Component to be downloaded (Component profile).

to which it has access (connection profile).
rt a security, protocol for Component transfer as described in Subclause 8.2.5.

rt a transfer protocol for the download with atomic failure semantics (see Subclause 8.2.4).

given

rks to

of the
pble of

pss. It
ng its

He a description ofsthe connections it is willing and able and to establish over the different

hat.the Repository entity plays the role of the Initiator (e.g. Service provider triggered down

load),

the role of

the Decider (e.g. remote administration of M3W systems by the Service provider

Subclause 8.1.3), and in some cases, also the role of Locator.

8.2 Behavior view

The download process can be divided into three sub-processes:

22

The location sub-process (see 8.2.1)
The decision sub-process (see 8.2.2)

The transfer sub-process (see 8.2.3)

, See
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8.2.1 Location sub-process

4-5:2008(E)

Once the need to download a Component has been identified by the Initiator (see Subclause 8.1.1), the

Component, the Target, and the Decider must be located. This operation forms a self contai
sub-which was introduced in Subclause 8.1.2.

ned, location

In short, the Locator role is played by an entity with well-known entry point in every network on which it is
accessible so there is no need to look-up its address. The Locator must locate the Component to be
downloaded and the address of a Repository (or a set of addresses of Repositories) where the Component
resides. It must also locate the Target and provide the address (or a set of addresses on different networks)

through which the Target can be reached. Finally, the Locator must locate the entity that plays t
Deci : . - . L
Compgonent and Target combination.

The Igpcation sub-process starts when the Locator receives from the Initiator a description‘of the (
nloaded, a description of the Target that will receive the specified Component and a des
r which will decide on the feasibility of the download.

tact the Repository(-ies), the Target and the Decider for the given download in order to |
that aldownload must take place.
The |
and {
secur]ty checks and setups depend on security protocol requiréd for the communication betwee
and the Locator, this depends on a specific realization of the{download framework and is out of

hitiator knows how to contact the Locator, and starts by performing a number of mutual sg

this part of ISO/IEC 23004.
After |the secure communication is successfully sét\up, the Initiator provides to the Locator
Compgonent C and of Target T as well as a Decider ID in order to receive the contact infq

Repo
contapt information of the Decider respectively:
The L
addresses.
the Initiator receives the @forementioned addresses (contact information), it contacts the R
vailable/accessible one if it has received a list of Repositories where Component C res
t. As a first step, it establishes with each of them a secure communication link in the sa
ne Locator. Then,the Initiator sends to the Repository a message which initiates the dowr

Once
first 4
Targe
with t
for th
Initiatpr sends to the\Target the addresses of the Decider and the Repository.

The Location*sub-process is highlighted in Figure 5.

he role of the
or the given

Component to
Cription of the

des and how
et them know

curity checks

etups (e.g. identification, authentication, communication encryption, etc) with the Locat¢r. The exact

n the Initiator
the scope of

the UUID of
rmation of a

Sitory (or a set of them) where Component. C resides, the contact information of the Target T and the

ocator's involvement in the download process stops when the Initiator receives these three (sets of)

epository (the
des) and the
me way it did
load process

b Repository and/which contains the addresses of the Decider and the Target. In a sinilar way, the
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Locator Initiator Repository Target Decider

security setup
security setup
GUD=

| | addresses

—

ocation Sub-process

—

| | ‘ security setup

security setup | |

initiate dowenload |

security setup

| security setup | ‘

| ‘ intiate download |

The remaindgr of this subclause elaborates on the individual steps of the location sub-process.

8.21.1 Locating components

| | EECUNY SELUR

A numbet faf | SECUrty Setup | ‘
interactiorfz ! -
accordingto the IT . S —— | F Target & conmection profiles |
negotiation protocol

‘ security setup

-t el | |\ component & connection profiles

"

‘ [ f
|| It

decision

decision

security setup |

| S

| ‘ zecurity setup L L |

| decision | ‘

W

Figure 5 — Sequence diagram highlighting the location sub-process

The first part of the location sub-process is the location of a Repository where the Component fto be
downloaded fesides~The Initiator, which has identified the need for the download, has communicated fo the
Locator a dgscription of the Component to be downloaded. The description of the Component and the

associated operation performed by the locator may have one of the two following forms:

24

A Component UUID, which means that a specific M3W Component has been identified. An example of
this case can be when the remote administrator of some M3W systems has decided that a new piece of
software (identified by the specific Component UUID) must be placed on the devices that it administers.
For UUIDC being the set of all M3W Component UUIDs, ADDR being the set of contact information (e.g.
physical addresses and network on which these addresses are valid) of all known M3W systems, and
POW(X) denoting the powerset of X, this operation of the location sub-process is described by the
following mathematical function:

L, | UUID; — POW(ADDR)

A Service UUID. This means that the Component to be downloaded is not necessarily a unique M3W
Component; rather it can be any M3W Component which contains the identified M3W Service. An
example of this is when the owner of a M3W system wishes to obtain (locally on his Device) a given
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Service (identified by its specific UUID) without having any information about the M3W Component which
actually contains it. For UUIDS being the set of all M3W Service UUIDs, and ADDR and POW() as above,
this operation of the location sub-process is described by the following mathematical function:

L, | UUIDs — POW(ADDR)

In both cases, the Locator returns a list of addresses of Repositories where the described Component resides.
The Download Framework does not specify a special meaning to the order of this list; hence, unless specified
elsewhere, this list must not be treated by the Initiator as a priority list.

The contact information described by ADDR above can be represented by a pair of data which indicates the
physi al address where the anncifnry can be contacted and the network on which this address is valid. This
is dug to the reason that the Repository might be accessible through more that one network, €.g| over Internet
using|an IP address or over GPRS using a direct phone call to the Repository (the addressin-thg latter case is
the phone number to which the call is made). Each element in the set ADDR can is‘a, pair |of a physical
addreiss and the network on which this address is valid.

Locatijng M3W Components using their UUIDs or the UUIDs of the Services they provide is the opvious way to
defing the location sub-process. However, there are other ways of describing’a Component.| Consider for
example the case where a M3W system, after experiencing a failure, needs”to download a Component in
order|to re-establish a consistent configuration (i.e. a set of Components that contain all required|Services and
Libranies for its Applications). One possibility is to use information: kept from a previodis consistent
configuration and ask to specifically download the missing Component identified by its UUJD. However,
espegially for mobile M3W systems which may find themselves in‘highly variable environments,| downloading
a spgcific Component might not always be possible. Besides)" all that is needed might just be a M3W
Compgonent that provides at least the same Services and requires at most the same Services as the missing
Compgonent.

This ¢xample calls for a somewhat more intelligentélocation sub-process. Instead of providing p Component
or Sefvice UUID, the Initiator may provide the Locator with a set of requested Services and a sgt of available
Serviges (both in terms of Service UUIDs). As arésult, the Locator should return the address off a Repository
(or a fist of such addresses) that contains Components that provide at least all the requested |Services and
requine at most the available Services. In thi§’case, the operation performed by the Locator is degcribed by the
followling mathematical function:

L', | POW(UUIDs) x POW(UUIDs) — POW(ADDR)

8.212 Locating devices

The $econd part of /the’ location sub-process is to locate the Target where the Component must be
downloaded. As mentioned in Subclause 8.1.2, this calls for a unique way to identify Targels. The M3W
architecture does “not explicitly define an identification schema for Targets. It does allow Targets to be
identified by UUID, however. In the remainder of thi the term "Target UUID" is used to denote the means to
uniqugly describe a Target in a M3W system.

Proviged.that the Initiator communicated to the Locator a valid Target UUID, the Locator mpst provide a
descripfion of how the described Target can be accessed. For UUIDT being the set of all M3W system UUIDs,
ADDR being the set of contact information (e.g. physical addresses and network on which these addresses
are valid) of all known M3W Systems, and POW(X) denoting the power set of X, this operation of the location
sub-process is described in the following mathematical function:

L; | UUID; — POW(ADDR)

8.21.3 Locating the Decider

The last part of the location sub-process is the location of the entity that plays the Decider role described in
Subclause 8.1.3. As mentioned already in Subclause 8.1.3 and further elaborated on in Subclause 8.1.4, the
Target may have a "default" Decider, but the entity which will eventually play the role of the Decider can be a
different one form the Target and the Repository. In this case, the address of the 3" entity must be provided
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by the Initiator to the Repository and the Target, in order for them to know where to send the Component and
Target profiles respectively.

The entity which plays the Decider role is not necessarily a M3W system. To locate this entity, the process is
somewhat similar to using a Service UUID to locate the Component to be downloaded; only in this case the
search is not launched for a Repository where Components offering the specific Service reside but for M3W
system where a Component that provides the given Service is installed and activated or for a Host that
implements the Decider role. For UUIDD being the set of UUIDs of all M3W Services or of Hosts which offer
the functionality described by the Decider role, ADDR being the set of contact information (e.g. physical
addresses and network on which these addresses are valid) of all known systems in the Download
Framework, and POW(X) denoting the power set of X, this operation of the location sub-process is described

by the followi
L, | UY
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8.2.2 Decislion sub-process
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Decider the Gomponent profile C and the profile of the connection it is capable and will
Target T. Similarly, when Target T receives the addresses of the Decider and the Reposit
messagenit contacts the Decider to establish a secure connection with mutual security ¢
nd thenuit sends to the Decider its own Target profile and the profile of the connectio
willing to establish with the Repository.

pbrmula provides the widest possible selection of Deciders in the M3W systems wheie the
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Decider to establish a secure connection with mutual security checks and setups and then it
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The Decider

analyzes the Component and larget prortiles It received as well as the two connection p

rofiles

according to the decision logic as described in subclause 8.1.3. If there are any mismatches and there is a
possibility for negotiation, the Decider communicates with the Target and the Repository anew and as many
time as compelled by the negotiation protocol.

Once the negotiation procedure is over, a decision about the feasibility of the download is taken by the
Decider. If the decision is negative, i.e. download is not feasible, a simple message indicating the termination
of the download process is sent by the Decider to the Repository and to the Target. Otherwise, the Decider
communicates the positive decision for the download to the Repository and the Target. The same message
indicates the decided/agreed parameters of the download (i.e. Component profile, Target profile and
connection profile).
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Then, the Decider establishes a secure connection with the Initiator in the same way that secure connections
were established above and sends to it the final decision regarding the download.

In case of a positive decision for the download, the Decider's involvement in the download process ends after
this step. Otherwise, the Decider might be used by the Initiator if the latter tries to initiate a download of
Component C to Target T from another Repository. The latter depends on the policies implemented by the
Initiator and falls beyond the scope of the Download Framework. In any case, the Initiator's involvement
continues until the Component is successfully transferred to the Target or the attempts for transfer fail. These
cases are discussed in the remainder of this subclause.

The sequence diagram of the decision sub-process of the download process is given in Figure 6. This figure
show! 'S | i iti Iresses of the
Repository, the Target and the Decider. What happens after the interactions described by fthis diagram;
ds on the decision communicated by the Decider to the Target, the Repository and thellnitigtor.

Locator Initiator Repository Target Decider

security setup m
security setup
GlUIDs

| ‘ addresses ‘

—

| | | security setup

‘ security setup | ‘

initiate dovwnload |

sgcurity setup

‘ security setup | |

| | initiate dovenload |

| | security setup

A number of | securty SStup | |
ulj ) _

interactions ) -

. Target & connection profiles
according to the ; | r |
negaotistion protoc e e

| security setup
- SE | ’\ component & connection profile |
T | [ =
| ‘ LI
decision
decision
security setup B

| | security setup L L |

decision | |

Decision sub-process

Figure 6 — Sequence diagram highlighting the decision sub-process

If required, a secure link must be constructed between Repository and Target before a download decision
takes place. The decision process and its triggered communication protocol may be protected as well as the
actual Component data to be downloaded, as it may contain confidential data, possibly susceptible to
tempering.
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8.2.2.1.1 Profiles

The concept of a Component profile has already been introduced. A Component profile captures the
properties of a Component as far as they relate to deciding whether or not the Component can be downloaded
onto a given Target.

The Component profile must be available separately from its executable code. It is attractive to realize it as
another model in the overall Component definition, next to the executable code. At least these two models
should be made available for downloading a Component from a Repository to a Target. The profile flows to
the Decider, while the executable code flows to the Target.

The Download Framework does not deflne the actual contents of proflles nor the|r syntax (thls depends on
the specific rea vrios TEWE - . 1 ' ay play
a role in the decision process we give an |nformal Ilst of candldate propertles for a Component proflle

— the number of bytes to be transferred to the Target,

— stored Cpmponent size (it might be difficult to map the Component size to the actual\Size taken by the
Compongnt once downloaded),

— installed [Component size,

— instantialed Component size,

— upper limit of the dynamic memory required by a Component instance
— CPU fanily, version, etc.

— the number of bytes of persistent memory needed by the. Component
— Target operating system for which the Component:is.suited,

— Operatinpg system versions acceptable for the:.Component,

— the format in which the executable code is-transferred (e.g., zip, tar, ...),
— executaljle file format (e.g. ELF),

— the langyage of the installed€omponent code (and maybe the version of the language)
— specific hardware requirements (e.g., clock, display, MPEG decoder),

— specific platform (capabilities (not specifically linked to M3W), e.g. a network system required hy the
Component (e.g»TCP/IP on Ethernet, UDP/IP on UMTS; there can be more than one of these)

— CPU / thfead’'usage, probably expressed in terms of required QoS.

— trading information, like a manufacturer identification,
Target and connection profiles will capture similar data (not discussed here). A Target profile mirrors a

Component profile in order for a Decider to match resource "supply”" and "demand". An agreement has to be
made about interpreting non-specified properties for either profile.

8.2.3 Transfer sub-process
The starting point of the transfer sub-process is when the Decider has communicated the positive download

decision to the Repository and to the Target along with each other’s contact information. In brief, the transfer
sub-process consists of the preparation of the transmission and the actual transfer of the Component data.
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The preparation consists of the negotiation between the Target and the Repository regarding th
of the connection for the Component transmission.

The transfer may follow either a "pull" scenario or a "push" scenario. In the “pull” scenario the T
the connection with the Repository in order to pull the given Component from the Repository.
scenario, the Repository initiates the connection to the Target in order to push the given Com
Target.

A failure may occur at any point during the download process but the only point where a failure

e parameters

arget initiates
In the “push”
ponent to the

concerns the

atomic failure semantics of the download process (see 8.2.4) is when it happens during the transfer of the

Component from the Repository to the Target.

8.2.3. Pull transfer
Assutning a positive decision regarding the feasibility of the download and considering the ca
Targgt "pulls" the Component from the Repository, the following steps occur in the download pro

First the Target allocates the necessary resources for the download. These reseurces conform tg
of thg Decider's decision about the download, i.e. following the results of the|negotiation phas
Runtifne resources and QoS guarantees required by the download are allocated.

Then) the Target establishes a secure connection with the Repository\by mutual security chec
After fhat, the Target initiates the configuration of the other parameters of the connection. Thes
include the transfer bandwidth, timeout settings, and any other hecessary information. The
parameters for the connection and their values are those degided/agreed by the Decider while pj
conngction profiles of the Target and the Repository.
Once(the connection is configured the Repository starts.the transmission of the Component.
Whery
Comg

the transmission is completed, the Target.notifies the Repository about the success or
onent transmission. Then, the Target notifies the Initiator. The Repository also notifies the
the olitcome of the Component transfer after-it receives the transmission notification from the T
the Ir:Etiator is aware of whether the downlead was successful or not. If the two notifications frg
and the Repository to the Initiator do_not agree (one claims success while the other claims fail
Initiatpr could take a number of steps for restoring the consistency of the entities that have parti
download. This is beyond the scope of the Download Framework. The remainder of this subclau
with the case of a transmission.success, leaving the failure case for consideration in subclause 8

Right|after the emission-aof:the notification of a successful Component transmission (and hencg
the Target) the Component is found on the Target and it is in the "resident Component" lifecycle
point,| any open connections from the Target to the Repository and to the Initiator are clos
resoufces allocated:for the download by the Target may be released.

e where the
ess.

the outcome
b, the agreed

s and setup.
e parameters
configuration
rocessing the

failure of the
nitiator about
arget. Hence,
m the Target
ire), then the
Cipated in the
se only deals
2.3.3.

reception by
stage. At this
ed, and any

Befor
Servi
howe

b Services or Libraries contained in the Component can be instantiated, the Compo
es/llibraries must be registered with the RRE. This is outside the scope of the Downloa
Jer:

hent and the

T Framework,

Figure 7 illustrates graphically the action and message sequence in the case of the Component being "pulled”

from the Repository by the Target.
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Figure 7 — Sequence diagram of Pull Transfer

8.2.3.2 Push transfer

The push trapsfer, where the Repository "pushes" thes€omponent to the Target, is similar to the pull|case,
except from the first few steps.

In the push transfer the Repository takes the first step and establishes a secure connection with the Target by
mutual security checks and setup.

After that, thg Repository initiates the Configuration of the other parameters of the connection. Similarly fto the
pull transfer,[these parameters include the transfer bandwidth, timeout settings, and any other necgssary
information. The configuration parameters for the connection and their values are those decided/agreed by the
Decider whilg processing the connection profiles of both the Target and the Repository.

When the connection configuration is completed, the Target allocates the necessary resources for the
download. Similarly to~the pull transfer, these resources conform to the outcome of the Decider's degision
about the download\ice. following the results of the negotiation phase; the agreed Runtime resources and
QoS guarantges (required by the download are allocated. Once these resources are allocated, the Target
informs the Repasitory that it is ready to receive the Component.

After this point, the same actions take place and the same messages are exchanged as in the pull transfer. In
other words, the Repository starts the transmission of the Component, the Target notifies the Repository
about the success or failure of the Component transmission, the Target notifies the Initiator, and the
Repository also notifies the Initiator. Right after the emission of the notification of a successful Component
transmission (and hence reception by the Target) the Component is found on the Target and it is in the
"resident" lifecycle stage. At this point, any open connections from the Target to the Repository and to the
Initiator are closed.

Figure 8 graphically illustrates the action and message sequence in the case of the Component being pushed
from the Repository to the Target.
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Figure 8 — Sequence diagram of push transfer

8.2.33 Transmission failure

Failures can occur at any point of time during'the download process, e.g. when the Initiator intefacts with the
Locatpr, the Target or the Repository, when the Decider interacts with the Target or the Reposjtory, or even
when| the Target interacts with thexRepository. Most of these failures do not have an impact on the
consigtency of the Target. For example, a failure that occurs right after the allocation of fhe download
resources by the Target may.-necessitate just the release of these allocated resources as |the recovery
measpre. However, if a failuresoccurs during the transmission of the Component from the Repository to the
Targdt, then intermediate dewnload results may exists at the Target. This violates the atomic sefnantics of the
download process and/requires recovery measures which will restore the consistency of thg Target. The
remainder of this subclause focuses on this failure case.

As a|starting point; we assume that the download process has proceeded until the point Component
transmission (Whether it is a "pull" or a "push" case is irrelevant). During the Component transmisgsion a failure
occurp. Then;“the Target notifies the Repository about the failure of the transmission. Depending on the fault
tolerance, ‘protocol in use, a number of retransmission attempts may follow. Assuming that guring all the
retrarjsmission attempts a failure occurs, the Target keeps on notifying the Repository about the| transmission
failure. After the reception of the last (according to the fault tolerance protocol) notification of transmission
failure, the Repository may take a number of "house keeping" steps, e.g. record in some log-file the failure of
the attempted download.

At the Target side, after the emission of the last notification regarding the failure of the Component
transmission, the Target proceeds by releasing the resources allocated for the given Component download.

Then, the Target removes all intermediate products of the unsuccessful Component transmission. This action
includes the release of the memory and/or storage space where the incompletely received Component data
resides.

Finally, the Target takes appropriate actions for restoring itself to a consistent state. These actions of
consistent state restoration depend on the specific characteristics of the download. For example, in the case
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where due to memory limitations the memory space used by the data of the unsuccessfully downloaded
Component was previously occupied by a Component which was to be replaced by the newly downloaded
one, the Target might have to initiate the download of the old Component. Alternatively, the Target might
initiate the download of the same Component that failed previously, only this time request to download from a
different Repository. The exact actions taken for the restoration of a consistent state at the Target are outside
the scope of the Download Framework.

Figure 9 graphically illustrates the action and message sequence in the case of a failure occurrence during the
transmission of the Component from the Repository to the Target.
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Figure 9 — Sequence diagram of transmission failure

{ component

8.2.4 Failuie semantics

In order to be practically useful, the Component download process must satisfy certain failure related
properties regarding the’ behavior of the Target that is involved in the download of a Component. To state the
obvious, the putcome of a download must not crash the Target or bring it in an otherwise inconsistent|state.
Also, the occlirrence of failures during the download process must not have a long term |mpact on the Tlarget.
In general term
a failure of the Target

8.24.1 Component download seen as a transaction

From the Target viewpoint, a download process must either happen to completion and leave the device in a
consistent state or appear as if it was never attempted. In other words, the download process must be an
atomic transaction for the Target. Atomic transactions (or just transactions for brevity) are actions which
appear to occur indivisibly with respect to failures and to other concurrent transactions.

Transactions satisfy the ACID properties, i.e. they are Atomic, Consistent, Isolated and Durable. Atomicity

means that a transaction either reaches successful completion or all the side products are removed and it
appears as it was never attempted. Consistency means that a transaction preserves system invariants, i.e. it
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does not bring the system to an inconsistent state. Isolation (sometimes called serialize-ability) means that the
outcome of a transaction is not affected by other transactions that happen concurrently, i.e. the overall result
of the concurrent transaction is the same as if they would have been executed sequentially in some order.
Finally, durability means that the effects of a completed transaction are very likely to survive subsequent
failures (except maybe from catastrophic system failures) and system resets.

Component download in the Download Framework must satisfy the ACID properties too. The download
process must be atomic since, unless the download is successfully completed, all side products of the
download attempt must be removed from the Target (which includes the release of the resources allocated for
the download). The download process, whether successfully completed or not, must leave the Target in a
consistent state. Moreover if more than one download process occurs at the same time, there must be no

process must be durable i.e. the downloaded Component must still be resrdent” at the Target
Targgt failures or resets.

8.24p Failure model

In order to deal with the behavior of a system in the presence of failures, the types.of failure that

ful download
hfter transient

are taken into
b Component
and omission

means that a

ervice Instance is considered to have failed when any partof its behavior indicates a failue. The failure

odel specifies Service Instance failures with crash semantics, i.e. a Service Instance fails
imteractions with its environment without directly contaminating it with failure products. In
hen a Service Instance fails, there are no messages sent to any other Service Instancq
diven Target. The failure can be detected by the dther Service Instances that are bound to
means of timeouts.

arget crash. An entire Target may fail by crashing. This is equivalent to a simultaneous c
all of the Service Instances on the given Target. The failure can be detected by the
rrounding environment of the failed'one by means of timeouts.

Any non-M3W system may.-experience crash failures, which means that it instantly
communication with other'Hosts and Targets in its surrounding environment. The failure ca
the other Hosts andyTargets in the surrounding environment of the failed Host by means ¢

Gommunication (Iink® breakdown. When a Target communicates with a Host (e.g.
communicates ‘with the Repository), the communication link may fail by stopping the trg
essages. {However, the communication link cannot fail by delivering corrupted (of
essages, or by delivering multiple copies of the same message or delivering messages th
ent.

Dy ceasing its
other words,
ss inside the
he failed one

ash failure of
Hosts in the

ost crash. In the download précess, not all participants need to be M3W systems (e.g. the Repository).

ceases any
n be detected
f timeouts.

the Target
nsmission of
incomplete)
At were never

Byzanting failures which are failures where the failed entity exhibits arbitrary (possibly malicious

behavior are

left outside the scope of the failure model.

8.24.3 Atomicity

The atomicity property of the download process must be ensured by a fault tolerance protocol that governs the

"Component transfer" phase in the Component download lifecycle. The outline of a minimum
such a fault tolerance protocol should offer on the Target is given below:

between the Repository and the Target is established but before the Repository has sent an

1)

This assumes a Target with some form of persistent storage.
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data, then the Target (after recovering from its own failure if necessary) has only to release the resources
allocated for the download.

If a failure occurs on the Target, on the Repository, or on the communication link during the transfer of the
Component from the Repository to the Target, then the Target (after recovering from its own failure if
necessary) must release the resources allocated for the download and remove from its memory any
intermediate Component data that have already been transferred. Optionally, in case of a transient failure,
the Target may notify the Repository about the failure during the transfer and the Repository may attempt
again to transfer the Component. In this case, the Target must use exactly the same resources that were

initially allocated for the download.

8244 C

The consistgncy property of the download process is ensured by the Decider. For the download

‘g
tency

of a

Component ¢ to a Target T, the entity which plays the role of the Decider is responsible for defecting poiential
problems that C might cause to the consistency of T and subsequently taking a negative decision for the
download of C to T. If the Decider takes a positive decision for the download of C to T andcfter the successful

download of
to the Target
to make the
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The serialize
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C the Target T reaches an inconsistent state, this will be considered as a-failure which oc
T. Hence, the Component and Target profiles must contain sufficient information for the D
ecessary consistency analysis and take the decision regarding the download accordingly.

ability property of the download process is partially ensured by the resource manager
bsource manager is responsible for controlling the Targét resources and allocating the necs
a Component download. Hence, it is its responsibility. to ‘ensure that there are no race cong
ference among the resources allocated for different download processes that happen to

rability
property of the download process is‘partially ensured by the persistent storage facilities

ersistent storage must guarantee_that its contents remain unaffected by transient Target fg
bctions on the Target.

ity

d process includesithe respect of certain security properties for the communication cha
ptween the downpload roles.

blved in the-download process have been described in the subclause 8.1.

urred
beider

ht the
ssary
itions
occur

at the
ilures

nnels

mmunicate in order to achieve the successful Component download. The communication may

ecured ‘and then must respect the security properties decided a priori. Every path may

need the par

rityrequirements and different levels of strength. For example, some communication patT

1es 10 De mutually authenticated whnile In others cases only a secure encrypte communication

have
may

channel may be established. Specifying a channel as encrypted or authenticated is not enough. The
parameters, i.e. the algorithm used and the key length, for each security property desired must also be
described. All of these properties must be addressed in the setup.

The basic security requirements for the download process in M3W are:

should not be able to masquerade as someone else.

transit; a

34

n intruder should not be able to substitute a false message for a legitimate one.

Authentication: It should be possible for the receiver of a message to ascertain its origin; an intruder

Integrity: It should be possible for the receiver of a message to verify that it has not been modified in
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— Non-repudiation: A sender should not be able to falsely deny later that it sent a message. A receiver

S

hould not be able to falsely deny later it received a message.

— Confidentiality: A sender should be able to send an encrypted message; only the legitimate receiver can
read it.

Confidentiality is usually provided through encryption. Authentication, data integrity and non-repudiation are
usually provided through digital signature and public key certificates. This does not exclude that these features
cannot be provided by other means as long as they adhere to the M3W specifications.

8.2.5.

1  Security setup

Every| time a communication channel needs to be established between different entities, a~sed
carried out before any data is exchanged. The security setup is the procedure in which the'partig

the s
secur|

The {
when
achie

For th

indivigual security capabilities of the different roles. A possible représentation is given in Annex B,.

Every
secur
Every
the m

curity level and in which all necessary steps are performed and messages exchanged
e channel for the data exchange.

ecurity setup can be void. In this case, no security mechanism is required. It happens,
the two roles interacting are played by the same entity. In other cases( the security setug
yement of one or more of the security requirements.

e security setup the different roles need to agreement on a common representation that

communication path between two entities participating in’the Download Framework hag
ty requirements assigned. Table 11 shows the dependencies between the roles and the
communication path between the roles in the download process is present in the table. F
andatory features are indicated. The features notmandatory are optional.

Path Authentication Integrity Encryption Non-rep|
Logator-Initiator \ v

Inifiator-Repository \/ S

Inifiator-Target \/ \

Tafget-Decider \/ \ \

Repository-Decider \ \/ S

Tafget-Repository \/ \ S S

Table 11 — Path Security Feature dependency

Using

the*eommon secure features as criteria, the interactions between the roles can be gro

urity setup is
s agree upon
to create the

for instance,
includes the

describe the

a set of the
equirements.
for each path

Ldiation

iped in three

differgnt."Sets. The first set needs the mutual authentication of the endpoints and integ

rity, but not

confidentiality and not non-repudiation. The second set has as requirements the mutual authentication of the
endpoints, integrity and confidentiality, but not non-repudiation. The third set has the all the security features.

The end-points must agree on the security properties of their communication path. The parameters on the
requirements could be negotiated to some extend. For example, one party could ask for an encrypted link and
the other could offer a choice between different encryption algorithms available. An agreement on the security
properties should be reached before proceeding to the next phases, otherwise the communication aborts.

The security level of each feature depends on:

— The roles involved in the communication

— The transport protocol stack where the roles reside

© ISO/IEC 2008 — All rights reserved
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The basic requirements in terms of secure algorithms, key lengths and how the security features are achieved
are system specific and outside the scope of the Download Framework. This specification only addresses the
setup phase and which security features are involved in each communication path.

Three different conceptual sequence diagrams are drawn to illustrate the security setup phases.

8.2.5.1.1 Authentication and integrity

In this case, the security setup purpose is to establish a communication channel with the endpoints mutually
authenticated. Moreover, the integrity feature assures nobody can tamper with the data. The sequence
diagram in Figure 10 graphically illustrates the actions and the messages sequence of this phase. An
explanation qftre u'iaglalll fottowstetow—tnthis t:)\cuupic the paﬁ.ica are—the—tnitrator—and-the—+ocator. The
procedure will be the same for the communication between different parties that have the same. sgcurity

requirements

The parties gxchange hello messages to identify themselves. It is a simple notification that,the negofiation
process is stqrted. Included in the hello messages there are some parameters to be agreed\upon for seguring
the connection.

Initiator Locator

Initiator-hello + security parameters

Locator-hello + security parameters

parameters agreement

Initiator authentication infos N

‘_I check Initiator identity
Locator authentication infos

check Locator identity

Figure 10— Establishmentof Authenticatiomand-integrity ———————————

Examples of parameters could be: protocol version, algorithms for authentication, algorithms for integrity
check, keys length. Messages are exchanged to negotiate the parameters. If and agreement is reached the
setup continues.

The Initiator sends its authentication info to the Locator. For instance a digital-signed certificate is sent. The
Locator checks the identity of the Initiator verifying the information received. Because we are dealing with
mutual authentication, the Locator sends its credentials to the Initiator. If the checks are passed, the mutual
authentication is achieved. All data packets exchanged include message integrity checks. Cryptographic
hashes, which include a secret key as a part of the calculation, may be used to verify that no changes to data
have been made. At this point, the security setup phase is ended. An authenticated and tampering-proof
channel has been created.
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8.2.5.1.2 Authentication, integrity and encryption

The case of security setup with authentication, integrity and encryption is similar to the previous diagram
except for the last few steps. In this case, after the parties are mutually authenticated, it is necessary to set up
the encryption of the channel. The block highlighted in gray in Figure 11 as “key exchange” has the purpose to
establish a common encryption key to secure the channel. The authentication phase has already been carried
out and the information derived from it may be used to create the common secret key.

Target Decider

Target-hello + security parameters

P Decider-hello + security parameters
parameters agreement

Target authentication infos

] check Target identity
P Decider authentication infos

check Decider identity

key exchange

!

Figure 11 — Establishment of Authentication, Integrity and Encryption

The gommon secret key'miay be established using a key exchange algorithm. Key exchange algorithms are a
specigl class of public’key algorithms that do not encrypt data but do allow two sides of a transagtion to figure
out the same unpredictable number. In this part of ISO/IEC 23004 we are not dealing with the |choice of the
algorithm used. The gray “key exchange” box contains the messages necessary to create the cqmmon secret
key uped to enchypt and decrypt the data. The sequence is specific to the particular key agreemjent algorithm
chosgn.

8.2.54.3 Authentication '|nteg|:|'t_y encq;p_tign and ngn.;ep"diafinn

This case applies when a communication channel is established between the Target and Repository. The
non-repudiation phase is not part of the setup performed in the beginning of the communication, but it is still
part of the security requirements between the endpoints under discussion.

The messages exchanged for the security setup between the Target and the Repository is exactly the same
as described in Figure 11. The non-repudiation phase starts when the Repository transmits the Component to
the Target. The feature is intended to protect against the originator of the message denying having sent the
message, and to protect against the receiver denying having received the message. For instance, the Target
may deny having received the Component and gains advantage by not paying for it.

The following assumes that the communication channel is reliable, and that authentication and encryption
between the Target and the Repository has already been established.
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The non-repudiation protocol can be different depending on the assumptions:

— If the communicating parties play fair, the non-repudiation protocol is simple. From Figure 7 and Figure 8
we only need to add a digital signature to the “Transmit Component” and “Transfer notification” messages.
The signature may contain information about the downloaded Component, the time of downloading it, and
the identification of the entities. After the two messages have been exchanged, the parties cannot deny
having received or sent the message.

— If the communication parties do not necessarily play fair, the above protocol leaves the Target or the
Repository in an advantageous situation. For instance, the Repository sends a message to the Target;
the Target simply refuses to send an acknowledgment. The problems could be addressed by invoking

Ser\ncee of 2 tructad third nartv _hut that ic hgvand thg scane of the Daownload - Eramework
S S a—tHHSte et epPattysBtttariSB8yohRe—+H P HRe1OWRHOa G+ aHB8WO«-

With as basi¢ assumption that the parties play fair, the non-repudiation phase is described by the-first|bullet
and by the Figure 12.

Repository Target

Transmit component + signature

>

Tranfer notification + signature

Figure 12 — Sequence diagram with non-repudiation

8.3 Deployment

Deployment ¢f the roles in the download framework is very flexible in order to support different download (and
upload) scengrios, point to point as well as broadcast. A number of examples of deployment of the indiyvidual
roles are disqussed in Annex.A.
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Annex A
(informative)

Deployment example

Introduction

This A
(each
Decid
concr
canb

A.2

A.2.1

e started by the Repository or by the Target (push or pull transfer).

Single manufacturer example

Initiator outside terminal

Targets

== v

Init] ator/Locator/Decider/ReposiM

Se—"
R

Figure A.1 — Initiator outside the terminal

In thi

Annex presents some different possibilities for deployment of the download roles. Two differ
one with two different alternatives) will be described with different deployment of roles.(lnit
er) over the Target, Repository, and third party Hosts. After the overall descriptioh) an e
bte sequence of the downloading process will be showed. In each example the ‘actual tra

ent examples
ator, Locator,
ample of the
nsfer process

scenario - there are many devices connected throu |gh a pri\/nfn network or throu |gh the g

bal Internet.

The manufacturer of the device has the Repository Host assigned to the task of downloading new
Components to the Targets. Each device is built on the same platform (hardware & software) and is physically
located at different places.

The manufacturer decides to upgrade a Component in each device. It's a multicasting scenario. The
manufacturer’s Repository plays the roles: Initiator/Locator/Decider. This scenario is depicted by the following
sequence diagram.

© IS0/
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Initiator /Locator
/Repository /Decider @

|: get addresses

download
it

target & connection profiles

component & connection profiles

» (may be not necessary)

— assuming a
o ) positive decision

]

allocate resources
for downloading

configure connection

transmit component assuming a
successful transfer

notification

resident
component

&

installed |..... .
component

Figure A.2 — Sequence diagram initiator outside target

A.2.2 Initiator on terminal

Targets/ Initiator

===

Locator/Decider/Repgsitory
E= ocs

E==au oo

Figure A.3 — Initiator on target (single manufacturer)

This scenario is similar to the previous one but, in this case, the Initiator is the Target itself. The manufacturer
has the Repository Host assigned to the task of downloading new Components in the Targets. A Target has
detected a problem and decides to download a Component in order to analyze and repair the problem. The
Target plays the Initiator role, and connects by default with the manufacturer's Repository which assumes the
remaining roles: Locator/Decider. This scenario is depicted by the following sequence diagram.
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Locator / Repository —
/Decider ‘ Target / Initiator ‘

get addresses

Initiate download

target & connection profiles

component & connection profiles

L S — »| (may be not necessary)

é,“(\ J assuming a
- S¢ 2
66 ................. pOSItlve decision

; allocate resources
for downloading

configure connection

A

transmit component assuming a
successful transfer

notification

resident
component

i

installed ...
component

Figure A.4 — Sequence diagram initiator on target (single manufacturer)

A.2.3 Broadcast reception

This gcenario describes the broadcast reception of components. DSM-CC object or data carousgls technology
[13] cpn be used to transfer components’ as part of a broadcast stream. The download framework can be used
to get components from the broadcast stream. In this case all the roles that are part of the download
framgwork are deployed on the;M3W device. The Repository role is responsible for the redeption of the
comppnents that are part of.the broadcast stream. The Repository can cache these compongnts if this is
needed. The components\that are part of the stream are in the repository. When an inifjator initiates
"download" this will result in transfer of the component from the repository to the target |(copying the
execytable component),
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Broadcast server M3W Devices

Initiator :l—Od- IPMP

C%\‘ ToolManager

R

Channel A

|

PRepository

< | 7 TRepository

n =
Crmamrer S

Decider

Figure A.5 — Deployment: Single manufacturer broadcast

The scenariol described and illustrated above is often used to get IPMP Tool from a broadcast stream. An
IPMP Tool Manager identifies the need for an IPMP Tool and uses the initiator to start the retrieval ¢f this
IPMP Tool frgm the broadcast.

A.2.4 Mixed broadcast and point to point

This scenariq is an extension on the scenario described’in"A.2.3. The deployment depicted in Figure Aj11 —
Deployment: [Multiple manufacturer broadcast could\ support retrieval of components from the brogdcast
stream if the[requested components as well as downhload from a manufacturer repository (point to pojnt) in
case that the|requested component is not part of-the broadcast.

Broadcast server M3W Devices

Initiator :|—O‘_ IPMP
C%\s ToolManager

—

Channel A

—Repository

|

— |

—

|

—Repository

f =Y
GIameT o

.
Decider

Figure A.6 — Deployment: Mixed broadcast and point to point
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A.3 Multiple manufacturers example

A.3.1 Initiator outside target

Initiator/Locator

In thig

s Targets
epository_1/Decider ' ‘ ' Specialized 8
Manufactufer_1 F‘) =5 =
anufacturer
/ LJ — o
Repository 2/Dec‘ld% E==a o
Manufactixer 2 ) 4??
S o

Repository_3/Decider

@)
Manufacturgr_3 cr‘(;

Figure A.7 — Initiator outside target (multiple manufacturers)

scenario there are many manufacturers of different’devices. Each has developed Compo
devicgs. The user goes to a specialized shop and, after. having bought a new device, the shop’s

the process of installing the most recent Component(s) for that device.

The

ghop’s Host has the roles of Initiator and“\locator. There could be many Repositories fr

manufacturer. The Locator will choose the-appropriated one following various criteria like:
proximity, computer load and so on. The Repository will play the Decider role.

The s

cenario mentioned above is illustrated using the following sequence diagram.

Initiator / Locator ‘ ‘ Target ‘ Repository / Decider

get addresses

niiete-4OWNO

A4

target & connection profiles N

component & connection profiles

] A negotiate

nents for their
seller starts

bm a specific
geographical

[t
assuming a :l .
------------------------ deC|SIOn
allocate resource
for downloading

assuming a
successful transfer | configure tion

transmit component

. notification N
resident >
component |t
installed | |
component

A4
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A.3.2 Initiator on target

This scenarig
uses the spe|
played by the

Locator

pository_1/Decider l ( ' Specialized Target /Initiator
Manufacturdr_1 r—j = ~— Shep _= "
anufacturgr_ J 05
= oo

Repository_2/Decider
e

Manufactu

)

Repository_3/Decider

Manufacturery 3

Figure A.9 — Initiator on target (multiple manufacturers)

is very similar to the previous one, but now the Target Will play the role of the Initiator.
cialized shop, however, where the shop’s Host plays-the Locator role. The Decider role
manufacturer’s Repository. This scenario is illustratedby the following sequence diagram:

Locator ‘ ‘ Target / Initiator Repository / Decider

get addresses
addresses

-_to dOWNO

nitiat

target & connection profiles

A4

| negotiate
- | if necessary

:| decision

A4

assuming\a
positive ‘deecision
allocate resource]
for downloading

assuming a
strccessful transfer |

decision

configure connection »
) »

transmit component

44

notificati

resident

component
installed

component

registratior{

Figure A.10 — Sequence diagram initiator on target (multiple manufacturers)

It still
s still
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A.3.3 Broadcast reception

This scenario describes the broadcast reception of components from multiple manufacturers. This example is
similar to the example described in A.2.3. The difference is that multiple broadcast servers are involved.

DSM-CC object or data carousels technology [13] can be used to transfer components as part of a broadcast
stream. The download framework can be used to get components from the broadcast stream. In this case all
the roles that are part of the download framework are deployed on the M3W device. The Repository role is
responsible for the reception of the components that are part of the broadcast stream. The Repository can
cache these components if this is needed. The components that are part of the stream are in the repository.
When an initiator initiates "download" this will result in transfer of the component from the repository to the

targe (ﬁnpy|ng the executahle hnmpnnnnf)

Broadcast server M3W Devices

Initiator :l—Od— IPMP
C%\— ToolManager

I
Channel A

|

[PRepository

—— T > —

Ghannel B

[PRepository

|

S — A

PRepositor
Channel B P y

¥

Locator

Figure A.11— Deployment: Multiple manufacturer broadcast

The dqcenario described and- illustrated above is often used to get IPMP Tool from a broadcasgt stream. An
IPMP| Tool Manager identifies the need for an IPMP Tool and uses the initiator to start the rdtrieval of this
IPMP|[Tool from the breadcast.
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Annex B

(informative)

Meta data for security parameters

B.1 Example metadata schema for security parameters

This annex describes a metadata schema for modeling the supported security mechanism in M3Wir;

XML

representatiop. Figure B.1 — metadata structure for modeling M3W security mechanism, shows the.strlicture

of the propospd metadata schema for security parameters. It contains four major elements to carfy inforn
rotocols for data transfer, authentication, signature and encryption. All the elements de
and their data types defined in the security metadata schema is based on the M3W requirements for s
ich we think also applicable to other areas such as for remote service invocation).

such as the

download (wh

BdS ecuntyE nvironment I}]J—@EI—

Support

hation
clared
ecure

1
|—m3w:DataTlansfeertoculsT_l.lpe o
zm3Iw: TranzferProtocol ﬂ |
| i = |
[ N\ S |

- N/

| m3w:AuthenticationProtocolsType |

—L m3w:AuthenticationProtocols

~~

—L m3w: SignatureTypes

| m3w:EncryptionTypesType

EITE)E—‘! m3w:AuthenticationProtocol ” |

» m3w:EncryptedD ataE ncndingT..

Figure B.1 — metadata structure for modeling M3W security mechanism
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B.2 Syntax and semantics

B.2.1 SupportedSecurityEnvironment

Syntax

Diagram

Used by

Childiren

<DataTransferProtocols><AuthenticationProtocols><Signature Types><Encryptio
nTypes>

Souirce

<element name="SupportedSecurityEnvironment"
type="m3w: SupportedSecurityEnvironmentType"/>
<complexType name="SupportedSecurityEnvironmentType">
<sequence>
<element ref="m3w:DataTransferProtocdls"/>
<element ref="m3w:AuthenticationPrétocols"/>
<element ref="m3w: SignatureTypes"/>
<element ref="m3w: EncryptionTypés"/>
</sequence>
</complexType>

Semdntics

The PBupportedSecurityEnvironment ’is a top level element that carries informatior
envirgnment supported by an M3W implementation. It provides a container to carry data supp
protog¢ols, supported authentication.protocols, supported digital signature, and supported encrypt

© ISO/IEC 2008 — All rights reserved
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B.2.2 DataTransferProtocols

Syntax
[l
mdw:DatalransfterProtocolsT ype
Diagram DataTranzsferProtocols 2 m3w: TransferProtocol ” |
| 1.0 |
- - _ 1
Used by SupportedSecurityEnvironment
Children <TransferProtocol>
<element name="DataTransferProtocols"
type="m3w:DataTransferProtocolsType"/>
Source <complexType name="DataTransferProtocolsType">
<sequence>
<element ref="m3w: TransferProtocol" maxOccurs="unbounded"/>
</sequence>
</complexType>
Semantics
DataTransferProtocols is a container that carries a list of supported\iransfer protocols.

B.2.3 TransferProtocol

Syntax
Dlagram TransferProtocol
Used by DataTransferProtocols
Name Type Use Semantics
Name of the supported protocol
algorithm anyUR| Required alg<_)r|thm. The value of algonthm
; attribute follows the URI convention
Attributes
recommended by W3C
Preference level of the algorithm usage.
preference |int Required | The higher the value the more preferred
the algorithm is.
<element name="TransferProtocol" type="m3w:MethodType"/>
<element name="Method" type="m3w:MethodType"/>
Source <complexType name="MethodType">
<attribute name="algorithm" type="anyURI" use="required"/>
<attribute name="preference" type="int" use="required"/>
</complexType>
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