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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,

ISO/IEC JTC
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Information technology — MPEG systems technologies —

Part 9:
Common encryption of MPEG-2 transport streams

1

This

strea
using
encry
encry

bart of ISO/IEC 23001 specifies a common media encryption format for use in MPEG
Ims. This encryption format is intended to be used in an interoperable way with-med
the format described by ISO/IEC 23001-7. This part of ISO/IEC 23001 allows/convers
pted MPEG-2 transport streams and encrypted ISO base media filecformat files
ption.

2

The following documents are referred to in the text in such away that some or all of t
constfitutes requirements of this document. For dated references, only the edition cited
undafed references, the latest edition of the referenced doctument (including any amendme

ormative references

ISO/IEC 13818-7, Information technology — Generic~caoding of moving pictures and assd
information — Part 7: Advanced Audio Coding (AAC)

ISO/IEC 14496-3, Information technology — Coding of audio-visual objects — Part 3: Audio

ISO/IEC 23001-7, Information technology —\MPEG systems technologies — Part 7: Common
ISO bpise media file format files

Rec. ITU-T H.222.0 | ISO/IEC 1381841} Information technology — Generic coding of moving
assocjated audio information — Pakt 1: Systems

Rec. ITU-T H.264 | ISO/IEC 14496-10, Information technology — Coding of audio-visual objec|
Advanced Video Coding

Rec. [TU-T H.265 | ISOMEC 23008-21), Information technology — High efficiency coding and m
in heferogeneous environments — Part 2: High efficiency video coding
erms-and definitions

No terms.and definitions are listed in this document.

-2 transport
ja encrypted
ion between
without re-

heir content
applies. For
nts) applies.

ciated audio

bricryption in

pictures and

ts — Part 10:

edia delivery

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

[EC Electropedia: available at http://www.electropedia.org/

— ISO Online browsing platform: available at http://www.iso.org/obp
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4 Abbreviated terms

AES Advanced Encryption Standard (FIPS-197)

AU Access Unit

CAT Conditional Access Table (Rec. ITU-T H.222.0 | ISO/IEC 13818-1)
CBC Cipherblock Chaining (NIST 800-38A)

CENC Common Encryption (ISO/IEC 23001-7)

CETS Common Encryption of MPEG-2 Transport Streams

CTR Counter Mode (NIST SP 800-38A)

DTS Decoding Time Stamp (Rec. ITU-T H.222.0 | ISO/IEC 13818-1)
ECM Entitlement Control Message (Rec. ITU-T H.222.0 | ISO/IEC 13818-1)
[SO-BMFF ISO Base Media File Format (ISO/IEC 14496-12)

1\ Initialization Vector (NIST SP 800-38A)

KID Key Identifier (ISO/IEC 23001-7)

MD5 MD5 Message-Digest Algorithm (IETF RFC 1321)

MPEG-2 TS MPEG-2 Transport Stream (Rec. ITU-T H.222.0 | ISO/IEC 13818-1)

NAL Network Access Layer (Rec. ITU-T H:264 | ISO/IEC 14496-10, Rec. ITU-T H.265 | ISO/
IEC 23008-2)

PAT Program Association Table (Rec. ITU-T H.222.0 | ISO/IEC 13818-1)

PES Packetized Elementary.Stréam (Rec. ITU-T H.222.0 | ISO/IEC 13818-1)

PID Packet Identifier (Ree: ITU-T H.222.0 | ISO/IEC 13818-1)

PMT Program Map.Table (Rec. ITU-T H.222.0 | ISO/IEC 13818-1)

PTS Presentation Time Stamp (Rec. ITU-T H.222.0 | ISO/IEC 13818-1)

RAP Randotmt Access Point

VCL Video Coding Layer (Rec. ITU-T H.264 | ISO/IEC 14496-10, Rec. ITU-T H.265 | ISO

[EC 23008-2)

5 Overview

5.1 General

An interoperable container-independent encryption scheme allows container format changes for
encrypted content in the network without the need for the processing node to be able to support for
and interoperate with multiple DRM’s. Given the need to support clients that use different container
formats, such capability allows end-to-end content protection from the content preparation stage till
the content consumption by the authorized end user.

If the encrypted parts of elementary streams are the same, and parameters needed to do re-
encapsulation are in the clear, it is possible to do re-encapsulation without re-encryption. Partial

2 © ISO/IEC 2016 - All rights reserved
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bitstream encryption specified in ISO/IEC 23001-7 makes such re-multiplexing of ISO-BMFF files
possible. ISO/IEC 23001-7 is specific to ISO-BMFF, while this part of ISO/IEC 23001 provides an MPEG-2
TS framework which provides same functionality for MPEG-2 TS. A combination of ISO/IEC 23001-7 and
this part of ISO/IEC 23001 allows re-encapsulation between ISO-BMFF and MPEG-2 TS content without
re-encryption.

5.2 Theory of operation

The premise of common encryption is that each access unit is encrypted separately, either completely
or partially. Hence each access unit needs two parameters, key and initialization vector. Key resolution
is out of scope of this part of ISO/IEC 23001, and depends on the key system in question. The abstraction
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Notation

This part of ISO/IEC 23001 uses same notation as used in Rec. ITU-T H.222.0 | ISO/IEC 13818-1.

This part of ISO/IEC 23001 makes extensive use of fields with possibly different lengths. An additional
short-hand notation is used to improve readability in these cases: length field names are referenced
within the “number of bits” column of syntax tables. The alias name for the length field is provided in
parenthesis in non-bold font at the same line as the length field, and the number of bits is given as a
function of that field.

In the example below, SFL is an alias for the some_field_length_qwords field which indicates length in
units of 64-bit words. As the latter can have values of 0...3, some_field can have lengths of 0, 64, 128 and
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192 bits. Note that stating that some_field is a 0-bit field implies that some_field is not present (in the
example below this would result in some_structure() being a 1-byte structure.

Syntax No. bits Mnemonic
some_structure {
some_field length gwords (SFL) 2 uimsbf
reserved 6 bslbf
some_field SFL*64 uismbf
}

6 Encryy
6.1 CETS

6.1.1 Gen

CETS ECM p
control, a
frequently (d

As it is poss
several acce
the beginnin

CETS ECM s}
not exceed 1

)tion parameter signalling
ECM

bral

rovides (a) key ID and initialization vector for each state of t&afisport scrambl
d (b) notification of upcoming key rotation. CETS ECM’s are 'expected to be carried
ne ECM per AU) for cases where IV or/and key are changed-for each sample.

ble to have a key and/or IV change in the middle of a(BES packet (e.g. in case PES c:
5s units, which is a common practice for audio), CEES ECM also indicates byte offset
g of encrypted bytes that are encrypted with different key/IV pair.

all always be contained in a single MPEG-2 TS packet, therefore the size of cets ecnj
B4 bytes. Adaptation field stuffing shall berused for smaller cets ecm sizes.

ing
very

\rries
5 into

shall
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6.1.2 Syntax
Syntax No. of bits | Format
cets ecm() {
num_states 2 uimsbf
next key id flag 1 bslbf
reserved = 0 5 bslbf
iv size (IVS) 8 uismbf
default_key id 128 uismbf
for (i = 0; i < num states; i++ ) {
transport_scrambling control 2 bslbf
num_eu 6 uismbf
for (3 = 0; J < num eu; Jj++ ) {
key id flag 1 bslbf
encryption_block_start_flag 1 bslbf
reserved = 0 2 bslbf
eu _byte offset_size (EBOS) 4 uismbf
if (key id flag == ) | bslbf
key id 128
}
eu_byte offset EBOS*8 uismbf
initialization vector IVS*8 bslbf
}
if ( iv_sizen== ) |
// only cf system
key.id flag 1 bslbf
Constant_initialization_vector_ length gwords (CIVL) |2 bslbf
reserved = 0 5 bslbf

© ISO/IEC 2016 - All rights reserved 5
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Syntax No. of bits | Format
if (key_id flag == ) o
key id 128
}
constant_initialization_vector CIVL*64 |bslbf
} bslbf
}
if ( next key id flag == ) |
cpountdown_sec 4 uikspbf
réserved = 0 4 bslpf
nIxt_key_id 128 bslpbf
}
}
6.1.3 Semantics

num_states

number of key/IV combinations described in this ECM

next_key_id| flag: if 1, next key idis provided in this ECM

iv_size: sizg of initialization vectors, in bytes. 8-byte and(16-byte initialization vectors shall be
supported.

transport_gcrambling_control: value of the transport scrambling control field| that
correspondgto this key/IV combination

default_key]| id: default key ID used with the access units listed in this CETS ECM.

num_eu: nymber of encryption units (typically - access units) that share the same transpprt
scramblinjg control state and key ID.Nf zero (allowed only under ‘cf* system), the same key and
(possibly) sgme initialization vector will'apply to all packets with a given value of the transpprt
scramblinjg control field.

key_id_flagyif 1, explicit key ID:will be provided. If 0, default key ID is used.

eu_byte_offset_size: size of éu byte offset,inbytes.

encryption|block_start:flag if 1, block mode starts at the beginning of this offset (e.g., in CBC mqde [V

and not prey

ious cyphertext is used)

key_id: key ildentifier used for key acquisition for this sample (access unit)

eu_byte_offset: in case of multiple access units packed in one PES packets, indicates the byte offset
from the first byte of PES payload till the first byte encrypted using the current key/IV combination.
Field length equals eu byte offset size*8.

NOTE Offsets are relative to the first byte of PES packet payload, hence for cases where the first access unit
is aligned with the start of the PES payload, this access unit will have a zero offset Non-zero offsets correspond
to the additional access units within the same PES packet. The access unit loop is over an integer number of PES
packets, and every zero value of eu_byte_offset corresponds to the start of a PES packet.

initialization_vector: initialization vector used in this key/IV combination. Field length equals
iv size*8.

countdown_sec: seconds left till the nearest key rotation

next_key_id: key ID that is expected be used firstin countdown sec seconds in the future

6 © ISO/IEC 2016 - All rights reserved
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The upcoming key ID’s are added in order to allow the client pre-fetch them in time for the key rotation;
hence countdown value should be non-zero, i.e. a key rotation notification should be sent at least 1 sec.
ahead of time. Countdown is imprecise and non-binding - it only provides an early warning. Moreover,
there is no guarantee that the indicated key will be used at the indicated time. A mandatory notification
ofkeyuseisin default key idand key id fields of CETS ECM.

constant_initialization_vector_length_qwords: length of constant initialization vector, in 64-bit
words. Value of zero (i.e., when length is zero bits) implies that constant_initialization_vector field is
not present.

constant_initialization_vector: initialization vector used for all key/IV combinations. Field length

equals constant initialization vector ]nngt‘h nlv\rr\rdc*ﬁd.

6.2 |CETS PSSH

6.2.1] General

A CETS PSSH packet carries the complete payload of a 'pssh ' box, as defined in ISO/IEC 23001-7. Each
packet uses private syntax and carries a 'pssh’ box along with an MD5 hash for integrity

The flirst transport stream packet of a CETS PSSH shall have payligad unit start findicator
set tq 1.

6.2.2| Syntax

Syntax No. of bits Format

cets pssh packet () {
md5_flag 1 bslbf
reserved 31 bslbf
pssh_box() FullBoX
if (md5 flag == 1)

md5sum 128 bslbf

}

}

6.2.3] Semantics
md5 [flag: if true, MD5-hash will appear after the 'pssh’ box
pssh|box: complete *pssh' box, as defined in ISO/IEC 23001-7.

NOTH Themessage length is derived from fields inherited by "pssh' from the Box class. See I§O/IEC 14496-
12 for] details’enrbox structure.

md5]sam: MD5 hash of the CETS PSSH packet, starting frommd5 flag and continuing tillthe last byte

of théLpsshlbex

6.3 CA_descriptor

6.3.1 General
CA descriptor isused to indicate properties of the content protection scheme.

When carried in TS_program_map_section, the CA descriptor shall be one of the descriptors
following the ES_info_length field of the program element for which the ECMs are carried in CA_PID

NOTE The above means that CA_descriptor will be used in the “inner” (“ES”) loop of the PMT, and there
will be a descriptor per each encrypted PID.

© ISO/IEC 2016 - All rights reserved 7


https://iecnorm.com/api/?name=955c1d696680618115aa35925bda4637

ISO/IEC 23001-9:2016(E)

It is recommended that CA descriptor size be set such that PMT

single transport stream packet.

and CAT sections can fit into a

6.3.2 Syntax
Syntax No. of bits Format
CA descriptor () {
descriptor_tag 8 bslbf
descriptor length 8 Pslbf
CA_Sy M 1D TT OUTr ct 16 LsIDE
. 1 bslbf
version flag
reseryed = '00' 2 Ps %
ca_PI 13 u¥smbf
schem¢ type 32 bslbf
. 32 uismbf
schem¢ version
8 bslbf
num systems
encryption algorithm 2¢ uismdL
for (|i = 0; 1 < num _systems; i++) {
system id 128 bslbf
pssh_pid 13 uismbf
reserved = 000’ 3 bslbt
}
if ( yersion flag == 1) {
. 8 uismbf
version
if ( version flag > 0) { . bslbf
reserved = '00000000 .

4 uismbf
crypt _byte blocky ) Uismbf
skip byte block;

}
}
for (3=0; i<NyH3++) | g bslbf
p¥rivate data byte
}
}

6.3.3 Semantics

CA_System_ID: system identifier of this system, as defined in Rec. ITU-T H.222.0 | ISO/IEC 13818-1

shall be ‘ce’ or ‘cf’ in this part of ISO/IEC 23001.

version_flag: true if common encryption version higher than zero is used.

CA_PID: as defined in Rec. ITU-T H.222.0 | ISO/IEC 13818-1

scheme_type: same as ' schm’ . scheme type field in ISO/IEC 23001-7.

scheme_version: same as ' schm' . scheme version field in ISO/IEC 23001-7.

© ISO/IEC 2016 - All rights reserved
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num_systems: number of 128-bit system ID’s is provided below.

encryption_algorithm: specifies the encryption algorithm, same as "tenc ' .IsEncrypted fieldin
ISO/IEC 23001-7.

system_id: same as 'pssh’'.SystemID fieldinISO/IEC 23001-7.

pssh_pid: PID on which 'pssh' box(es) can be found for this content protection system.

version: specifies the highest version of Common Encryption used. Same as 'tenc'.version field
in ISO/IEC 23001-7.

crypf
defd

skip |
defd

6.4

6.4.1

ult crypt byte block field in ISO/IEC 23001-7.

byte_block: number of unencrypted blocks (in 16-byte blocks) in pattern; same
ult skip byte block field in ISO/IEC 23001-7.

CETS byte range descriptor

General

ps 'tenc’.

s 'tenc’.

TS

Header Adaptation Field Payload

af_descriptori) unencrypted encrypted unencrypted

In ca
cets_

rangg
trang

The

encry

Ifno
by a

in thq

4 \S A
Ov

pbyte_range_descriptor shall be used to signal encrypted and non-encrypted message
_descriptor shall not appear unless CAxSystem_ID equals ‘cf’. It shall not be present i
[port_scrambling_control is ‘00".

pted transport stream packet:

[A_SystemlID equal to /cf5and the value of transport_scrambling_control is not ‘00’, t
payload are encrypted.

e CA_System_ID equals ‘cf’, transport stream packets may be partially encrypted.|In this case

5. cets_byte_
F the value of

Hescriptor shall appear in af _descriptor() structure in the adaptation field of the partially

fets_byte_range_descriptoris presentin the af_descriptor() of a transportstream pacKet protected

hen all bytes
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6.4.2 Syntax
Syntax No. bits Mnemonic
cets byte range descriptor {
descriptor tag //0x07 8 uimsbf
descriptor length 8 uimsbf
encryption info flag 1 bslbf
reserved 7 uimsbf
for (i=0;i< af desc length - 1; i++) {
is_encrypted 1 bslbf
bytes 7 wismbf]
if ( is_encrypted && encryption info flag ) {
encryption block start flag 1 bslbf
initialization vector size gwords (IVS) 2 uilsmbf]
reserved = 0 5 bslbf
initialization vector IVS*64 bslbf
}
}
}

6.4.3 Semlantics

cets_byte_range is a structure documenting a bytevafige and its encryption status.

cets_byte_range(0) starts at the first byte of the 'S packet payload. For i > 0, cets_byte_range(i) {
at the end of|cets_byte_range(i-1). As an optimization, bytes starting from the end of the last byte
in the descriptor till the end of the payloaddas encryption state opposite from the one documenf

the last rangde.

encryptionfinfo_flag: if ’'1’, additional encryption related information will be provide

encrypted ranges.

is_encrypted: If ' 1', all bytes.in the range are encrypted. If 0, all bytes in the range are unencryp

tarts
fange
ed in

i for

ted.

bytes: number of bytessin*this range. Note that the largest offset expressible this way is 127 bytes,
so an offset |arger than 127 bytes will need to be expressed as two ranges with the same value

is_encrypted field,

encryption|bleck_start_flag: block mode starts from the start of this byte range

bf the

initialization_vector_size_qwords: size of initialization vector (if provided), in 64-bit words. The
value shall be 0 if encryption_block_start_flag value is 0. If value of encryption_block_start_flag is 1,
and the value of initialization_vector_size_qwords is zero, a default initialization vector is used. This

vector is provided in the ECM.

initialization_vector initialization vector.
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