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Foreword

-7:2016(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

Common Encryption specifies standard encryption and key mapping methods that can be utilized
to enable decryption of the same file using different Digital Rights Management (DRM) and key
management systems. It operates by defining encryption algorithms and encryption-related metadata
necessary to decrypt the protected streams, yet it leaves the details of rights mappings, key acquisition

and storage, DRM content protection compliance rules, etc.,, up to the DRM system or sys

tems.

For instance, DRM systems is intended to support identifying the decryption key via stored key
identifiers (KIDs), but how each DRM system protects and locates the KID identified decryption key is

left to a DRM-specific method.

DRM-specifif information such as licenses, rights, and license acquisition information can bérs
in an ISO Bage Media file using a Protection System Specific Header box (‘ossh’). Each instance g
box stored i1 the file corresponds to one applicable DRM system identified by a well-known Sy st4
DRM licensgs or license acquisition information need not be stored in the file in order to looK
separately dglivered key using a KID stored in the file and decrypt media samples using'the encryj
parameters stored in each track.

The second gdition of this part of ISO/IEC 23001 added XML representations of Common Encryj

tored
f this
eI D.

up a
ption

ption

parameters [for delivery in XML documents, such as an MPEG DASH Media’Presentation Description
Documents [[MPD). The second edition also defined the ‘cbcl’ protection scheme using AES-CBC

mode encryption.

The third edition added ‘cbcs’ and ‘cens’ protection schemes for pattern encryption, which encrypt

only a fractipn of the data Blocks within each video Subsample.protected. Pattern encryption re
the computational power required by devices to decrypt vidéo tracks.

Huces
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Information technology — MPEG systems technologies —

Part 7:

Common encryption in ISO base media file format files

e

1 Scop

This part of ISO/IEC 23001 specifies common encryption formats for use in any file-forn
ISO/IEC 14496-12. File, track, and track fragment metadata is specified to enable multiple

and Key management systems (DRMs) to access the same common encrypted file\or strea
of ISQ/IEC 23001 does not define a DRM system.

The
data [contained in media samples. Both AES counter mode (CTR) and, Cipher Block Ch
are specified in separate protection schemes. Partial encryption 4sing a pattern of en
clear|blocks is also specified in separate protection schemes. The identification of encr
Initidlization Vector storage and processing is specified for each-scheme.

Subs:
proce

imple encryption is specified for NAL structured vide0) such as AVC and HEVC, to er
ssing and editing of video elementary streams priero decryption.

An X
inclu
mang

ML representation is specified for important:common encryption information so tl
led in XML files as standard elements and\attributes to enable interoperable lice
gement prior to media file download.

2

The flollowing documents, in whole'er in part, are normatively referenced in this docun
indispensable for its application;:For dated references, only the edition cited applies.

ormative references

nat based on
Higital rights
m. This part

ES-128 symmetric block cipher is incorporated by reference toyencrypt elementary stream

hining (CBC)
crypted and
yption keys,

1able normal

hat it can be
nse and key

nent and are
For undated

refergnces, the latest editionofithe referenced document (including any amendments) applies.

ISO/IEC 14496-12, Informadtion technology — Coding of audio-visual objects — Part ]
Mediq File Format

ISO/IEC 14496-15\Information technology — Coding of audio-visual objects — Part 15: Cal
unit sgructureddideo in the 1SO Base Media File Format

3 Terms, definitions, and abbreviated terms

[2: ISO Base

riage of NAL

3.1 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

NOTE Words used as defined terms and normative terms (SHALL, SHOULD and MAY) are wr
case to distinguish them from the same word intending its dictionary definition.

3.1.1
constant IV

itten in upper

initialization vector (3.1.3) specified in a sample entry or sample group description that applies to all

samples and subsamples (3.1.8) under that sample entry or mapped to that sample group

© ISO/IEC 2016 - All rights reserved
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3.1.2
block

001-7:2016(E)

16-byte extent of sample data that may be encrypted or decrypted by the AES-128 block cipher, in
which case, a cipher block

3.1.3

initialization vector
8-byte or 16-byte value used in combination with a key and a 16-byte block (3.1.2) of content to create
the first cipher block in a chain and derive subsequent cipher blocks in a cipher block chain

3.14

ISO Base Media Eile

file confornling to the file format described in ISO/IEC 14496-12 in which the techniqules in

ISO/IEC 230

3.1.5

NAL unit
syntax strud
the form of 4

3.1.6
NAL structu

D1-7 may be used

ture containing an indication of the type of data to follow and bytes cofitaining that d
n RBSP interspersed as necessary with emulation prevention bytes

red video

video streams composed of NAL units (3.1.5) of which the carriage is specified by ISO/IEC 14496-1

3.1.7

protection s
encryption ¢
character co

3.1.8
subsample
byte range W

3.2 Abbr¢

AES

AES-CTR

AES-CBC

AVC

cheme
lgorithm and information defined in this part.of\SO/IEC 23001 and identified by ¢
de in an ISO Media track’s Scheme Type Box (‘schm’)

rithin a sample consisting of an unprotected byte range followed by a protected byte

tviated terms

Advanced Encryption Standard as specified in Federal Information Processing Stan
ards Publication 197, ¥IPS-197

AES Counter Mode*as specified in Recommendation of Block Cipher Modes of Operati
NIST, NIST Special Publication 800-38A

AES Cipher=Block Chaining Mode as specified in Recommendation of Block Cipher Md
of Operation, NIST, NIST Special Publication 800-38A

Advanced Video Coding as specified in ISO/IEC 14496-10

hta in

four

fange

d-

b1,

des

HEVC
IV
NAL
URN

UuID

HighT Effictency Video Coding asspecified iImISO/TEC 230082

Initialization Vector

Network Abstraction Layer, as specified in ISO/IEC 14496-10 and ISO/IEC 23008-2
Unique Resource Name

Universally Unique Identifier

© ISO/IEC 2016 - All rights re
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Protection schemes

Scheme type signaling

Scheme signaling SHALL conform to ISO/IEC 14496-12. As defined in ISO/IEC 14496-12, the sample
entry is transformed and a Protection Scheme Information Box (‘sinf’) is added to the standard
sample entry in the Sample Description Box to denote that a stream is protected. The Protection
Scheme Information Box SHALL contain a Scheme Type Box (‘schm’) so that the scheme is identifiable.

The

Scheme Type Box SHALL have the following additional constraints:

— the scheme type field SHALL be set to a value equal to a four character code defined in Clause 10;

The
The

§cheme Information Box SHALL contain a Track Encryption Box (‘tenc’), describin

encryption parameters for the track.

4.2

Common encryption scheme types

the scheme version field SHALL be set to 0x00010000 (Major version 1, Minor y&rgion 0).

Protection Scheme Information Box SHALL also contain a Scheme Information Hox (‘schi’).

b the default

Four protection schemes are specified in this edition of Common Eneryption. Each schemd uses syntax

and
a)
b)
c)
d)

6

«

fenc’ - AES-CTR mode full sample and video NAL Subsample encryption, see 10.1;
bcl’ - AES-CBC mode full sample and video NAL¢Subsample encryption, see 10.2;

‘tens’ - AES-CTR mode partial video NAL pattern encryption, see 10.3;

*bcs’ - AES-CBC mode partial video NAL pattern encryption, see 10.4.

(Overview of encryption metadata

gncryption metadata defined byx€ommon Encryption can be categorized as follows.

H
S
a common mechanism. This data is contained in the ProtectionSystemSpecific
described in 8.1.

(KID), Initiatization Vector and vector size, protection pattern, and protection flag.
dontained.in the TrackEncryptionBox described in 8.2.

(Jomimen encryptlon 1nformat10n for groups of media samples - thlS 1ncludes overridey

dlgorithms specified in Clause 5 to Clause 9, as constrained-in.Clause 10. They are the following:

rotection System Specific\Data - this data is opaque to Common Encryption. This gives protection
ystems (i.e. key and digital rights management “DRM” systems) a place to store their own data using

HeaderBox

(Jommon encryption information for a media track - this includes default values for the key identifier

This data is

to the track

e different keys,

a mix of clear and protected content share a Constant In1t1allzat10n Vector (for some schemes),
etc. This data is contained in a SampleGroupDescriptionBox (‘sgpd’) that is referenced by a

SampleToGroupBox (‘sbgp’). See Clause 6 for further details.

Encryption information for individual media samples - this includes Initialization

Vectors and

Subsample encryption data. This data is sample auxiliary information, referenced by using a Sample
Auxiliary Information Sizes Box (‘saiz’) and a Sample Auxiliary Information Offsets Box (‘saio’).

See Clause 7 for further details.

Encryption parameters shared by groups of samples

Each sample in a protected track SHALL be associated with an isProtected flag, Per Sample
IV _Size, KID, optional Block pattern information, and an optional constant IV. This can be

© ISO/IEC 2016 - All rights reserved
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accomplished by relying on the default values in the Track Encryption Box (‘tenc’) (see 8.2), and
optionally specifying parameters by sample group. Encryption parameters specified in a sample group
SHALL override the corresponding default parameter values for the samples in that group defined in
the Track Encryption Box. Samples not mapped to any sample group SHALL use the defaults established
in the Track Encryption Box.

When specifying the parameters by sample group, the Sample To Group Box (‘sbgp’) in the sample
table or track fragment specifies which samples use which sample group description from the Sample
Group Description Box (‘sgpd’). The format of the sample group description is uniform across all track
types (as indicated by the handler type for the track). For fragmented files, it may be necessary to store
both the Sample To Group Box and Sample Group Description Box in each track fragment to make them

accessible fordecryptiomrofthesamptestheydescribe;e-grwhermrmovie fragnrentsareseparatety stored

and deliverefd by streaming.

Tracks of a]]] types SHALL use the CencSampleEncryptionInformationGroupEntry sgmple
group description structure, which has the following syntax.

aligned(8) |class CencSampleEncryptionInformationGroupEntry
extends [SampleGroupEntry( ‘seig’ )

{

reserved = 0;

crypt byte block = 0;

unsigned int (8)
)
) skip byte block = 0;
)
)

(
unsigned int (
unsigned int (
(

(

unsigned int isProtected;
unsigned int Per Sample IV Size;
unsigned int (8) [16] KID;

if (isProtected ==1 && Per Sample IV Size == 0) {
unsignhed int (8) constant IV size;
unsigned int (8) [constant IV size] constant IV;

These structures use a common semantic for theirfields as follows:

— 1isProtlectedis the flag which indicates-the encryption state of the samples in the sample group.
See the { sProtected field in 9.1 for further details.

— Per Sample IV Size isthelnitialization Vector size in bytes for samples in the sample group.
Seethe per Sample IV Sizedfieldin 9.1 for further details.

— KID is the key identifier~used for samples in the sample group. See the KID field in 9|1 for
further [details.

— constgnt IV s#ze'is the size of a possible Initialization Vector used for all samples assog¢iated
with thif group (When per-sample Initialization Vectors are not used).

— constant IV, if present, is the Initialization Vector used for all samples associated with this
group. Spethie constant IV field in 9.1 for further details.

— crypt byte block specifies the count of the encrypted Blocks in the protection pattern, where
each Block is of size 16-bytes. See 9.1 for further details.

— skip byte block specifies the count of the unencrypted Blocks in the protection pattern. See
9.1 for further details.

In order to facilitate the addition of future optional fields, clients SHALL ignore additional bytes after
the fields defined in the CencSampleEncryption group entry structures.

4 © ISO/IEC 2016 - All rights reserved
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7 Common encryption sample auxiliary information

7.1 Definition

Each protected sample in a protected track SHALL have an Initialization Vector associated with it. Both
Initialization Vectors and Subsample encryption information MAY be provided as Sample Auxiliary
Information with aux_info type equaltothe schemeand aux info type parameter equaltoO.

For example, for tracks protected using the ‘cenc’ scheme, the default value for aux info type
is ‘cenc’ and the default value for the aux info type parameter is 0, so content SHOULD be
created omitting these optional fields. Storage of sample auxiliary information SHALL conform to
ISO/IEC 14496-12.

The fprmat of the sample auxiliary information for samples with this type SHALL be,as follows:

aligned (8) class CencSampleAuxiliaryDataFormat
{
urfsigned int (Per Sample IV Size*8) InitializationVector;
if (sample info size > Per Sample IV Size )
{

unsigned int (16) subsample count;

{
unsigned int (16) BytesOfClearData;
unsigned int (32) BytesOfProtectedData;
} [subsample count ]

wherg

gample_info_size is the size of the sample auxiliary information for this sagmple from
the Sample Auxiliary Information Size Box (‘saiz’);

InitializationVector jsthe Initialization Vector for the sample, unless a consfrant IVis
present;in the Track Encryption Box (‘tenc’) (see the Ijitiali-
zatdonVector field in 9.1 for further details);

gubsample count is the count of Subsamples for this sample (see the subslample
count field in 9.1 for further details);

wel

ytesOfClearDatg is the number of bytes of clear data in this Subsample (s¢e the
BytesOfClearData field in 9.1 for further details);

HytesOfProtectedData isthe number of bytes of protected data in this Subsample (see the
BytesOfProtectedData field in 9.1 for further details.

If Susampleencryption is not used (the size of the sample auxiliary information equals Pelr Sample
IV_dize)Jthen the entire sample is protected (see 9.4 for further details). In this case,|all auxiliary
informiation will have the same size and hence the default sample info size of the Sample
Auxiliary Information Sizes box (‘saiz’) will be equal to the Per Sample IV Size ofthe Initialization
Vectors. If Per Sample IV Size is also zero (because constant IVs are in use) then the sample
auxiliary information would then be empty and should be omitted.

NOTE Even if Subsample encryption is used, the size of the sample auxiliary information may be the same
for all of the samples (if all of the samples have the same number of Subsamples) and the default sample
info_size may be used.

© ISO/IEC 2016 - All rights reserved 5
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7.2 Sample Encryption Information box for storage of sample auxiliary information

7.2.1 Sample Encryption Box (‘senc’)

Box Type:

Container:

Mandatory:

Quantity:

‘senc’
Track Fragment Box (‘traf’) or Track Box (‘trak’)
No

Zero or one

An optional
specified hel

The Sample
Initializatior

samples (“Stibsample encryption”). It MAY be used when samples in a track orctrack fragmer

protected. St
accessible wj
independent

7.2.2 Synf

aligned(8)
extends

{

unsigned

{

HI

unsig
if (f]

uny

{

samp]]

7.2.3 Sem

— flagsis
the follo

0x2

storage location for Sample Auxiliary Information is the Sample Encryption Box (/s¢
e.

Encryption Box contains sample auxiliary information and may contain/\a -per sz
Vector for each sample, and clear and protected byte ranges of partially~ptrotected

orage of ‘senc’ in a Track Fragment Box makes the necessary Sample AuXiliary Inform
ithin the movie fragment for all contained samples in order to make each track frag

aXx

class SampleEncryptionBox
FullBox (‘senc’, version=0, flags)

int (32) sample count;

ned int (Per Sample IV Size*8) Initiali%ationVector;
ags & 0x000002)

signed int (16) subsample count;
unsigned int (16) BytesOfCleaxData;
unsigned int (32) BytesOfPrOtectedData;

[ subsample count ]

e count ]

antics

inherited-ffom the Ful 1Box structure. The SampleEncryptionBox currently sup
wing bitvalues:

- UseSubSampleEncryption

bnc’),

mple
video
t are
ation
ment

ly decryptable; for instance, when movie fragments are delivered as DASH Media Segments.

ports

If the UseSubSampleEncryption flag is set, then the track fragment that contains this
Sample Encryption Box SHALL use Subsample encryption as described in 9.5. When this flag
is set, Subsample mapping data follows each InitializationVector. The Subsample
mapping data consists of the number of Subsamples for each sample, followed by an array of
values describing the number of bytes of clear data and the number of bytes of encrypted data
for each Subsample.

— sample count isthe number of protected samples in the containing track or track fragment. This
value SHALL be either zero (0) or the total number of samples in the track or track fragment.

— InitializationVector SHALL conform to the definition specified in 9.2. Only one Per
Sample IV Size SHALL be used within a file or Per Sample IV Size SHALL be zero when
a sample is unencrypted or a Constant IV is in use. Selection of InitializationVector values
SHOULD follow the recommendations of 9.2.

© ISO/IEC 2016 - All rights re
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8.1

ISO/IEC 23001

ubsample count SHALL conform to the definition specified in 9.1.

BytesOfClearData SHALL conform to the definition specified in 9.1.

BytesOfProtectedData SHALL conform to the definition specified in 9.1.

Box definitions

Protection system specific header box

-7:2016(E)

8.1.1
Box T

Conta

the r¢

The d
to en
the h
embe

A sin
syste
all of

s
H

=

1
H
t
V

Dennition

ype: ‘pssh’

liner: Movie (‘moov’) or Movie Fragment (‘moof’)

No
Zero or more

box contains information needed by a Content Protection Systém to play back the
format is specified by the system identified by the ‘pssh’ parameter SystemID and i

er boxes from the initial movie box, together with thase in a movie fragment, SHAL
pquired Content Protection System information to,decode that fragment.

ata encapsulated in the Data field MAY be read by the identified Content Protection §
hble decryption key acquisition and decryption of media data. For license/rights-ba
pader information MAY include data suchcas the URL of license server(s) or rights is
dded licenses/rights, embedded keys(s),'and/or other protection system specific met

ble file MAY be constructed to be-playable by multiple key and digital rights manage
s, by including Protection SystenrSpecific Header boxes for each system supported. In

xamine all Protection System Specific Header boxes in the Movie Box and in the Moy
ox associated with the sample (but not those in other Movie Fragment Boxes),

hatch the Systemipfield in this box to the SystemID(s) of the DRM System(s) they s

hatch the KIR associated with the sample (either from the default KID field

ncryption’Box or the KID field of the appropriate sample group description entry)
he KID_values in the Protection System Specific Header Box. Boxes without a list of ap
alues;orwith an empty list, SHALL be considered to apply to all KIDs in the file or moy

content. The
s considered

e for the purposes of this part of ISO/IEC 23001. The ‘eollection of Protection System Specific

. provide all

ystem client
sed systems,
suer(s) used,
hdata.

ment (DRM)
order to find

the Protection System Specific’data that is relevant to a sample in the presentation, reaglers SHALL

ie Fragment

upport, and

bf the Track
with one of
plicable KID
rie fragment.

Prote

ction System Specific Header data SHALL be associated with a sample based on a m

atching KID

value in the ‘pssh’ and sample group description or default ‘tenc’ describing the sample. If a sample
or set of samples is moved due to file defragmentation or refragmentation or removed by editing, then
the associated Protection System Specific Header boxes for the remaining samples SHALL be stored
following the above requirements.

8.1.2

aligned (8)

{

unsigned int (8) [16]
if

{

Syntax

SystemID;
(version > 0)

unsigned int (32)

{
unsigned int(8) [16] KID;

KID count;
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unsigne
unsigne

8.1.3 Sem

SystemID

001-7:2016(E)

ID count];

d int (32)
d int (8) [DataSize]

DataSize;
Data;

antics

header belongs to.

specifies a UUID that uniquely identifies the content protection system that this

KID cg

KID ide
apply to

DataSi

Data hd
8.2 Track

8.2.1 Defi
Box Type:
Container:
Mandatory:
Quantity:

The Track Ex
and KID for
pattern and
encryption
associated v
encryption

If both the vz
default ¢
IV SHALL N
keys and Co
to the group

NOTE Th

nition

UTTCSpecities theumber of KIDentries i the fotlfowing tabte- The vatue MAY beze

ntifies a key identifier that the Data field applies to. If not set, then the Data arfay S
all KIDs in the movie or movie fragment containing this box.

ze specifies the size in bytes of the Data member.

lds the content protection system specific data.

Encryption box

“tenc’

Scheme Information Box (‘schi’)
No (Yes, for protected tracks)
Zero or one

icryption Box contains default value§'for the isProtectedflag, Per Sample IV
the entire track. In the case where pattern-based encryption is in effect, it supplig
when Constant [Vs are in usey it supplies the Constant IV. These values are used 3

Fith a group of samples. For files with only one key per track, this box allows the
arameters to be specified once per track instead of being repeated per sample.

llue of default.\isProtectedislanddefault Per Sample IV Sizeis0,the
onstant IV ‘size for all samples that use these settings SHALL be present. A Con
T be usedwith counter-mode encryption. A sample group description may supply ke
hstant [Vs\for sample groups that override these default values for those samples mz

evérsion field of the Track Encryption Box is set to a value greater than zero when the p

HALL

$ize,

s the
s the

arameters for the samples in'this track unless over-ridden by the sample group description

basic

nthe
stant
yS or

pped

httern

H £ - ral H | | 1 H
encryption defiredin9-tisusedandtozerootherwise:

8.2.2 Syntax
aligned(8) class TrackEncryptionBox extends FullBox(‘tenc’, version, flags=0)
{
unsigned int (8) reserved = 0;
if (version==0) {
unsigned int (8) reserved = 0;
}
else { // version is 1 or greater
unsigned int (4) default crypt byte block;
unsigned int (4) default skip byte block;
}
unsigned int (8) default isProtected;
unsigned int (8) default Per Sample IV Size;
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unsigned int (8) [16] default KID;

if (default isProtected ==1 && default Per Sample IV Size == 0)
unsigned int (8) default constant IV size;
unsigned int (8) [default constant IV size]

{

default constant IV;

8.2.3 Semantics

version SHALL be zero unless pattern-based encryption is in use, whereupon it SHA

the isProtected fied in 9.1 for further details.

amples in the track. See

w

efault Per Sample IV Size is the default Initialization Vector size in byftes. 3
ample IV Size field in 9.1 for further details.

n_0

efault KIDis the defaultkey identifier used for samples in this track:See the KID f
irther details.

= 0

efault constant IV sizeisthesizeofapossible default ihitialization Vector fo

efault constant IV, if present, is the default Initialization Vector for all sam
onstant_ IV field in 9.1 for further details.

[alNe)

— default crypt byte block specifies the coundt of the encrypted Blocks in th
fdattern, where each Block is of size 16-bytes. See 9.1 for further details.

— default skip byte block specifies the count of the unencrypted Blocks in th
gattern. See the skip byte block field in'9:1 for further details.

9 HEncryption of media data

9.1 |Field semantics

Within the sample groups and‘sample auxiliary information used by the common encryp|

thesd fields have the following’semantics:

sProtected iscthe identifier of the protection state of the samples in the track
amples. This flagjtakes the following values:

bl

w

0x0: Ngtprotected;

Oxt:protected (as signalled by the scheme type field of the scheme type box ‘s
scheme type of ‘cenc’, the track default is AES-CTR encrypted using the ‘cenc’

-7:2016(E)

LL be 1.

n state of the

ee the Per

eld in 9.1 for

-all samples.

bles. See the

g protection

e protection

tion scheme,

or group of

chm’, e.g. for
scheme);

UXUZ - UXFF: Reserved.

are supported values:

0 if the isProtected flag is 0x0 (Not Protected) or Constant IVs are in use;

8 specifies 64-bit Initialization Vectors;

16 specifies 128-bit Initialization Vectors.

constant IV size

IV is the size in bytes of the constant IV
supported values:

— 8 specifies 64-bit Initialization Vectors;

© ISO/IEC 2016 - All rights reserved
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— 16 specifies 128-bit Initialization Vectors.

— KID is a key identifier that uniquely identifies the key needed to decrypt the associated samples
within the scope of an application so that KID is sufficient to identify a separately stored license
containing the key that was used to encrypt the content. This allows the identification of multiple
encryption keys per file or track. Unprotected samples in a protected track SHALL be identified by
having an isProtected flag of 0x0,a Per Sample IV Size of 0x0, and a KID value of 0xO0. It
is strongly recommended to use UUIDs [2] as KIDs in order to satisfy the uniqueness requirement
across all applications.

— 1InitializationVector specifies the Initialization Vector (IV) needed for decryption of a
Sample_ Foran isProtoctod ﬂ:lg of nvn’ no Initialization Vectors are needed and the qnviliary

informafion SHOULD have a size of 0, i.e. not be present.

For an ijsProtected flag of 0x1:
— IVs $hall be supplied using Per Sample IVs or Constant IVs.

— Ifthe Per Sample IV Size fieldis 16,then InitializationVectdiyspecifies the ¢ntire
128}bit IV value

— IfthpPer Sample IV Sizefieldis8,thenitsvalueiscopied tobytes 0to 7 of the InitialiZation
Vector and bytes 8 to 15 of the Initialization Vector are set to zeto!

— subsanple count specifies the number of Subsample encryptioh entries present for this sample.
If present, this field SHALL be greater than 0.

— Bytes(fClearData specifies the number of bytes of cleat’data at the beginning of this Subsgmple
encryptjon entry.

NOTE This value may be zero if no clear bytes existfor this Subsample.
— Bytes(QfProtectedData specifies the number of bytes of protected data following the clear{data.
NOTE This value may be zero if no protected bytes exist for this Subsample.

The Subsample encryption entriesSSHALL NOT include an entry with a zero value in both the
Bytes(fClearData field and-ixthe BytesOfProtectedData field. The total length jof all
Bytes(fClearData and BytesOfProtectedData in a sample SHALL equal the length of
the sample. Subsample encryption entries SHOULD be as compactly represented as possible. For
exampld, instead of two entries with {15 clear, 0 protected}, {17 clear, 500 protected}, use one entry
of {32 clear, 500 protected}. If pattern-based encryption is used, then the pattern applies fo the
protectdd byte range,\BytesOfProtectedData; otherwise, all protected bytes are encrypted.

— crypt [byte Jklock shall be zero unless pattern-based encryption is in effect. See 9}6 for
further fetails.

— skip Hyte block shall be zero unless pattern-based encryption is in effect. See 9J6 for
further details.

9.2 Initialization Vectors

The Initialization Vector (IV) values for each sample SHALL be either a Constant IV and located in the
sample entry or a sample group description or SHALL be signaled per sample and be located in the
Sample Auxiliary Information associated with each protected sample. See 9.1 for additional details on
how Initialization Vectors are formed and stored.

It is recommended that applications applying encryption generate a random number for the first
Initialization Vector in a sequence.

— For 8-byte Per Sample IV Size, Initialization Vectors for subsequent samples SHOULD be
created by incrementing the 8-byte Initialization Vector and padding the least significant bits with

10 © ISO/IEC 2016 - All rights reserved
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zero to construct a 16-byte number. Using a random starting value for a track introduces entropy

into the Initialization Vector values and incrementing the most significant 8 bytes for

each sample

in sequence ensures that each 16-byte IV and CTR counter value combination is unique.

The 8-byte Initialization Vector can roll over from the maximum value (OxFFFFFFFFFFFFFFEF)
to the minimum value (0x0) if the maximum 8-byte value is exceeded when incrementing the 8-byte
value per sample from its random starting value. 8-byte Vs are recommended for per sample [Vs to
reduce storage size and guarantee unique counter values for CTR mode counter blocks.

For 16-byte Per Sample IV Size,Initialization Vectors for subsequent samplesusing CTR mode
MAY be created by addlng the cipher block count of the prev10us sample to the Initialization Vector

ector Values and mcrementmg by c1pher block count for each sample ensures that each
Hlock is unique. Even though the least significant bytes of the IV (bytes 8 to 15) are ing
an unsigned 64-bit counter in CTR mode, the Initialization Vector SHOULD be.treated
umber when calculating the next Initialization Vector from the previous 16-byte IV.

=

BC mode Initialization Vectors need not be unique per sample or Subsample and may

hndomly or sequentially, e.g. a per sample IV may be equal to the ciphet text of the la
ipher block (a continuous cipher block chain across samples), or generated by incre
revious IV by the number of cipher blocks in the last sample of\by a fixed amount. Eg
b stored in sample auxiliary information, so its method of derivation is irrelevant for ¢

jolie @ Tl @ Hile il an)

ing a unique 1V per sample for both CTR and CBC mede increases cryptographic

ides random access and error recovery for each sample (against continuous chainin

v
I:Fes). CTR mode requires a unique counter value for-€ach cipher block sharing a key.

schemes use a Constant IV either as a track default or for a group of samples mappec
. It is assumed that compressed video data:is random enough to allow the reuse of

for each Subsample when a Constant IV is retsed on multiple Subsamples and samples
IV refluces IV data size against a per-samplé.lV, which requires 8 bytes or 16 bytes per §

frag

grou

9.3

Coun
Procg
of St:
Reco

AES

need

to1

encry
encr

ented file, a Constant IV typically regilires one sample group box per track fragment
description box containing the saniple group’s IV.

AES-CTR mode counter'operation

fer-mode schemes SHALL use the Advanced Encryption Standard, specified in Federal
ssing Standards Publication 197, FIPS-197 published by the United States Natio
indards and Techinology (NIST) using 128-bit keys in Counter Mode (AES-CTR), as
mmendation of(Block Cipher Modes of Operation, NIST, NIST Special Publication 800-3

128 CTR ngode is a 16 byte block cipher that can encrypt an arbitrary sized byte str
for padding or leaving a clear remainder when the last Block of sample data is a paf
5
ptien’algorithm using the key indicated by KID, and then XOR-ing the result with t}

nitialization
CTR counter
remented as
as a 128-bit

be generated
5t encrypted
menting the
ch ‘cbcl’ IV
lecryption.

entropy and
b of multiple

| to a sample
the same [V

A Constant
ample. For a
hind a sample

Information

nal Institute
specified in
8A.

pam without
tial Block (1

bytesiin size). Counter mode (CTR) operates by encrypting a counter block using the AES block

1e data to be

pted or decrypted

The CTR mode counter block SHALL be constructed from a per sample IV and incremented as described
below and in 9.2.

When an 8 byte Per Sample IV Size is indicated, the least significant 8 bytes of the 16 byte IV
(bytes 8 to 15) SHALL be set to zero and used as a 64 bit block counter that is incremented by one for
each subsequent 16 byte cipher block of encrypted sample data.

When a 16 byte Per Sample IV Size isindicated and the least significant 8 bytes (64 bit counter)
reaches the maximum value (OXFFFFFFFFFFFFFFFF), then incrementing it SHALL reset the 8 byte
block counter to zero (bytes 8 to 15) without affecting the other 8 bytes of the counter (bytes 0 to 7).

Within each sample, encrypted data SHALL be a logically continuous byte sequence of 16 byte
Blocks, regardless of physically interleaved clear data identified by Subsample encryption or pattern

© ISO/IEC 2016 - All rights reserved 11
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encryption. Only the last cipher block in a sample MAY be a partial cipher block (less than 16bytes).
The counter SHALL be incremented by one after each encrypted cipher block and restarted on the next
sample using the InitializationVector stored in sample auxiliary information.

9.4 Full sample encryption

9.4.1 General

Full sample encryption MAY be used for all encrypted media types other than NAL Structured video,
which SHALL use Subsample encryption.

9.4.2 Fulljsample encryption using AES-CTR mode ,\(b

Q

AES-CTR mdde encryption SHALL use a unique IV per sample and encrypt all bytes in th;\éample.
4
~N

Full Sample CTR Encrypted Sample Data

Samplel Samplel Samplel Samplel Samplel Samplel ‘ Samplel Samplel
Block0 Block1 Block2 Block3 Block4 Block@i Block6 Block7
-
) —w \Y
V#14 Sample#1 N\

Full Sample CTR Encrypted Sample data

\/
‘ Sample2 Sample2 Sample2 Sample2 ample 2 Sample2 Sample2 Sample2
Block0 Block1 Block2 Block3 /\ 4 Block5 Block6 Block7
Sample&Y

N

NOTE AHS-CTR mode is a block cipher that can enc@eéomplete samples that are not a multiple of 16|bytes
in size. Ciphei blocks are shown to illustrate the underlying Blocks used to encrypt the samples. Block 7 is ghown
as smaller than 16 bytes to illustrate that CTR mo&@an encrypt partial cipher blocks, i.e. smaller than 16 pytes.
Each sample dqtarts with a unique IV.

xO

Figure 1 — Fucljk&ple encryption using AES-CTR mode

9.4.3 Fulljsample encrypt@sing AES-CBC mode

Full sample AES-CBC mo ALL use the Advanced Encryption Standard specified by AES [FIPF197]
using 128-bif keys in Ci Block Chaining mode (AES-CBC-128), as specified in Block Cipher Modes [NIST
800-38A]. Pgr samp SHALL be used, stored in sample auxiliary information as defined in Clausg¢ 7.

Encrypted NA ﬁ)uctured Video tracks SHALL use Subsample protection as defined in 9.5. All pther
types of encr d tracks SHALL use full whole-block sample encryption as defined in 9.7.

Each sample SHALL be encrypted as a continuous cipher block chain starting with an Initialization
Vector, which MAY be specified per sample by Sample Auxiliary Information or constant over multiple
samples specified by a sample group and sample group description.

12 © ISO/IEC 2016 - All rights reserved
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NOTE
part d
that (
size. B

9.5

9.5.1

Subsd
Subs:
be ze
SHAI]
Bytsg

For a
as al
Bytsg

Sample Auxiliary
Information
Full Sample CBC Encrypted Sample data
v#
W#2
Samplel Samplel Samplel Sample1 Samplel Samplel Samplel Partial
\ Block0 Block1 Block2 Block3 Block4 Block5 Block6 Block7
’Vla‘1-—/v Sample#1
Y
A Full Sample CBC Encrypted Sample data
‘ Sample2 Sample2 Sample2 Sample2 Sample2 Sample2 Sample2 Partial
Block0 Block1 Block2 Block3 Block4 Block5 Block6 Block7
Lo

AES-CBC mode requires all encrypted cipher blocks to be 16 bytes and the schemes d
fISO/IEC 23001 leave partial Blocks unencrypted. Block 7 is shown as smaller than 16 bytg
BC mode does not encrypt Blocks smaller than 16 bytes to avoid adding padding,that would d
er sample Vs are applied at the start of each sample with ‘cbc1’ full sample encryption.

Figure 2 — Full sample encryption using AES-CBC mode

Subsample encryption

Definition (normative)

imple encryption SHALL divide each sample.into one or more contiguous Subs3
imple SHALL have an unprotected part follewed by a protected part, only one of
ro bytes in length (both are usually non“zero values). The total length of all of the
L be equal to the size of the sample itself and they SHALL not overlap (BytesOfC1l
sOfProtectedData for all Subsamples that make up a sample).

| schemes except the ‘cbcs’ scheme, the protected byte sequences of a sample SHAL
ogically continuous chain of|16 byte cipher blocks, even when they are separated b
sOfClearData,oraskip)byte block.

The °
Initi

tbcs’ scheme SHALL treat each Subsample as a separate chain of cipher blocks, startf
lization Vector ass@eiated with the sample.

The (TR mode counter SHALL be incremented after each complete encrypted cipher blc
Subsample boundaries. CBC mode cipher block chaining for the ‘cbc1’ scheme SHALL b
per sample after.the IV is applied to the first cipher block in the sample.

All cipherblocks except possibly the last cipher block in a sample when using CTR mode

efined in this
s to illustrate
hange the file

mples. Each
which MAY
Subsamples
rarData +

L be treated
y Subsample

ing with the

ck, ignoring
e continuous

bHALL be 16

byted.. A¢partial CTR cipher block MAY be encrypted as the last Block of a sample when terminated by a
Subsample BytesofProtectedbata—range:
For ‘cenc’ and ‘cens’ protection schemes, BytesOfProtectedData SHOULD be adjusted to a

multiple of 16 bytes to avoid partial Blocks at the end of Subsamples. Application specifications may
prohibit partial CTR cipher blocks and can require Subsample Block end alignment to reduce the
complexity of decryption.

For ‘cbcl’ protection scheme, BytesOfProtectedData size SHALL be adjusted to a multiple of 16
bytes to avoid partial Blocks at the end of Subsamples.

For ‘cbcs’ protection scheme, a partial Block at the end of a Subsample SHALL remain unencrypted.
CBC mode cipher block chaining for the ‘cbcs’ scheme SHALL be continuous per Subsample and the IV
applied to the first encrypted cipher block of each Subsample. Application specifications can require
BytesOfProtectedData to start on the first complete byte of video slice data so that a size thatis a
16 byte multiple may not be possible, making partial Blocks in Subsamples unavoidable.

© ISO/IEC 2016 - All rights reserved 13
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Figure 3 is a Subsample encryption example showing two samples, each containing two Subsamples,
each with a per-sample Initialization Vector and a logically continuous sequence of 16-byte cipher
blocks interspersed with unencrypted byte ranges.

Note that Block 2 of sample 1 is continued in the second Subsample, which is possible, but not
recommended, with the scheme ‘cenc’, but not ‘cens’, ‘cbc1’ and ‘cbcs’.

IV#1

Sample Auxiliary
Information

#2

Subsample 1 Subsample 2

NOTE
so that all cip
smaller than
padding that

9.5.2 Sub

9.5.2.1 St

This subclau
Video sampl

=> Sample 1 Sample 1 S1partial rest of Sample 1 Sample 1 Sample 1 Sample 1|
IV#1 Block 0 Block 1 Block 2 S1B2 Block 3 Block 4 Block 5 Block 6
Sample #1 Q
Va2 Subsample 1 Subsample 2 )
N
Sample 2 Sample 2 Sample 2 Sample 2 Sample 2 Samy Q [Sample 2
Block 0 Block 1 Block 2 Block 3 Block 4 ‘Bé& Block 6
W~
=
o B
Sample #2 — v
[ )

Cipher block and counter chaining is continuous from Subsample 1 to\Subsample 2 in the first s

her blocks are 16 bytes, except possibly the last cipher block ifi-edch sample. Block 6 is sho
|6 bytes to illustrate that CTR mode can encrypt cipher blocks sutaller than 16 bytes without 3
Changes the file size. Block 6 would be unencrypted if CBC niode were used.

Figure 3 — CTR Subsample encryption asing one IV per sample

sample encryption of NAL Structured Video tracks

‘ucture of NAL video samples and'the use of Subsamples (informative)

se describes the methods and*teasons for using Subsample encryption on NAL Struc
'S,

Network Abstraction Layer (NAL) structured video specifications define NAL unit syntax eler]

that can be

ISO/IEC 144
access unit i
NAL unitis s
type header

sequenced to form.elementary streams and access units that can be decoded to in
D6-15 specifies how NAL Structured Video is stored in ISO Base Media files and how
s stored as a_saniple in a track. Each sample is composed of multiple NAL units and
eparated bysa\Length field stating the length of the NAL unit. Each NAL unit contains :
while videg NALs contain a slice header.

NAL Video Structure

hmple
wn as
dding

tured

nents
ages.
each
each
1 NAL

(example sequence

Access 150 1 NaL | video 150 1 NaL | video
Unit SEI Media . . . Media . ; .
. . Type Slice Video Slice Data . Type Slice Video Slice Data
Delimiter NAL Size Header | Header Size Header | Header
NAL Header Header
C Video NAL ) C Video NAL )

NAL Structured Video Sample

\—/

Figure 4 — NAL Structured Video ISO Media sample containing multiple NAL Units

14
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Secure video processors typically do not make data from the video stream that has been decrypted
available to applications in order to protect decrypted video, so display applications that need to access
information stored in video slice headers or SEI NAL units, such as caption and framing information,
will not be able to access that data if it is protected. To keep video encryption keys secure, the same key
should not be used to encrypt audio tracks, which typically do not have the same level of key protection
as video. Some of the video slice data may remain unencrypted in order to align encrypted bytes, or to
align cipher blocks to eliminate the need for partial cipher block decryption in devices. Because NAL
Structured Video is usually compressed by spatial and temporal prediction, and the result entropy
coded (e.g. CABAC), the loss of portions of a sample will still make it nearly impossible to reconstruct a
picture and pictures that predict from it.

thc:\mp]p1 thcnmp]p')

/\' 3
A 150 IS0 N
ccess | NAL | Video Video Slice Data | NAL | video Video Slice Dgta
Unit SEI Media . Media .
. : Type Slice (Protected Range - Type Slice (Protected Rarjge
Delimiter | | NAL Size Header | Header Shaded) Size Header | Header Shaded)
NAL Header Header
Video slice data for Video slice datj for
alignment alignment
C Video NAL DEE VidebNAL |
( NAL Structured Video Sample )

NOTH The Protected Range of a Subsample may not encrypt all video data. The start of the rapge may leave
some [video unencrypted to accomplish byte or 16 byte Block’alignment of the Protected Range. The Protected
Rangg¢ may also be partially encrypted by the ‘cens’ andicbcs’ schemes, which apply a pattern of gncrypted and
clear Blocks in the Protected Range.

Figure 5 — Subsample encryption applied to NAL Structured Video

Not dlll decoders are designed to decode ISO Media format streams that include NAL size|headers and
lack decoding parameter NALs, such-as Sequence Parameter Set (SPS) and Picture Paramefer Set (PPS)
NALY{ (e.g. ‘avcl’ sample entry format). Some decoders are designed to decode vided elementary
streams in ISO/IEC 14496-10:2014, Annex B byte stream format with startcode delimitgd NAL Units
and $PS/PPS parameter NALs following each access point in the stream. It may be mecessary to
reformat Common Encrypted ISO Media elementary streams to byte stream format prior{to decoding.
It maly also be necessary to reformat Common Encrypted elementary streams in order to fransmit the
data psing a netwerk’protocol like RTP that packetizes NAL Units or repackage Commop Encrypted
elemgntary streams between ISO Media and MPEG-2 Transport Stream containers. Leaving non-video
NAL pnits andall NAL size and type headers unencrypted allows reformatting the elementary stream
withgut deerypting.

Full daniple encryption prevents video stream reformatting and information access prior tp decrypting
the samples. But, if NAL headers and complete NALs other than video types are Ieft unencrypted, an
application can convert ISO Media video samples, such as ‘avcl’, ‘avc3’, ‘hevl’, etc., to ISO/IEC 14496-
10:2014, Annex B byte streams by replacing unencrypted NAL size headers with start codes matching
the NAL type indicated in the NAL type header and, if necessary, inserting PPS/SPS NAL units following
each Access Unit Delimiter NAL that starts a random access point (usually an IDR picture). Since NAL
startcodes are always unencrypted in Common Encryption, any startcodes in encrypted data are
invalid and can be ignored by processors. [ISO Base Media file parsers ignore all startcodes. NALs before
encryption and after decryption include emulation prevention as specified in the NAL Structured Video
specifications, so startcodes may be reliably detected in decoders.

Common Encryption specifies Subsample encryption for NAL Structured Video that only encrypts video
data and leaves other NAL types, all NAL size and type headers, and video slice headers unencrypted.
Encryptors should be aware of the NAL structure, but decryptors may be video format agnostic
and simply decrypt the byte ranges indicated by Subsample information stored in Sample Auxiliary

© ISO/IEC 2016 - All rights reserved 15
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Information. Encryption of only the video slice data allows applications to access information in SEI
NALs, as well as picture information in video slice headers. Access to video NAL slice header information
may be necessary for presentation applications to manage picture buffers, layers, tiles, parallel slice
decoding, etc. by reading slice header information prior to secure video decryption.

9.5.2.2 Subsample encryption applied to NAL Structured Video (normative)

NAL Structured Video samples SHALL be exactly spanned by one or more contiguous Subsamples.
The slice data in a video NAL MAY be spanned by multiple Subsamples to create multiple clear and
protected ranges or to span protected slice data that is larger than the maximum size of a single
BytesOfProtectedData field, with BytesOfClearData size equal to zero in each Subsample.

Multiple unj
range MAY G

9.5.2.3 Supbsample encryption using AES-CTR mode applied to video NALs

Figure 6 det
and sample boundaries. The.diagram applies to ‘cenc’ and ‘cens’ protection schemes.

16

For AVC

field and the nal unit type field (the first byte after the length) of each NAL uhit SHA

unencry

NOTE 1

were pro
‘avel’al
But, new

NOTE 2
Sample B

For othe
only vid|
headers

There M
multipld

Partial v
multiple
‘cens’a

rotected NALs SHOULD be spanned by a single Subsample clear range, but a large
e spanned by multiple Subsamples with zero size BytesOfProtectedData.

video using ‘avcl’ sample description stream format, the NAL lengthS#zeMinu

pted, and only video data in slice NALs SHOULD be encrypted.

Encrypted slice headers were not prohibited in the first edition of this part of ISO/IEC 230
hibited by application specifications. A “SHOULD” requirement to leave slice headers unencrypt

content should not encrypt slice headers or it may not decode propéxly in secure video decode

The size of the length field is variable length. It can be 1, 2,014 bytes long and is specified
ntry for the trackas the lengthSizeMinusOne field in the@@VCDecoderConfigurationRe

r NAL Structured Video sample description stream.formats (e.g. ‘avc3’, ‘hvel’, ‘hevl’
eo slice data SHALL be protected. For avoidance of doubt: Video NAL slice, size and
SHALL be unencrypted and other NAL typessSHALL be unencrypted.

AY be multiple Subsamples per NAL, and*MAY be multiple NALs per Subsample, e.g.
unencrypted NALs are included in one clear byte range for efficient representation.

ideo encryption MAY be implemented using multiple Subsamples per video NAL that ing
clear and protected byte ranges per video slice; however, pattern encryption (e.g.
hd ‘cbcs’ schemes) SHOULD be used for more efficient representation of partial encry

hils the IVs used, the'areas of clear data, the areas of protected data, as well as the NA

clear

sOne
LL be

D1 but
ed for

ows possible legacy content with encrypted slice headers to remain,cobformant to this new edlition.
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NOTH AES-CTR mode is a block cipher that can encrypt partial cipher blocks. CipH\f“‘l/locks
illustrate the underlying cipher block chain that spans each sample. The last Blocks (Blgck 6) in bg

and Sgmple #2 are less than 16 bytes to illustrate that CTR mode allows encryptio artial ciphe
note fhat cipher block 2 of Sample #1 is continued in the next Subsample to f 16 byte ciph
one ¢

gener

and clear Blocks to the range labelled “Encrypted Data”. \\

9.5.2

NOTH
block
Block

ISO/IEC 23001-7:2016(E)
Subsamplel Subsample2
Sample Clear Clear
Aux Info Data Data
1 Partial Part Part
b Block0 Block1 Block2 B2 Block3 Block4 Block5 B6
M ~~—Sample#1
Subsample1 Subsample2
v Clear Clear
& Data Data
Block0 Block1 Block2 Block3 Block4 Block5 "ggt
Sample#2

unter value. This example shows Subsamples that match the size of each video NAL unit, by
bl constraint of this part of ISO/IEC 23001. The protection scheme 'c%ﬂmay apply a patterr

O

Figure 6 — Subsample encryption of vidq{ ALs using AES-CTR
®)

L

4 Subsample encryption using ‘cbc1’ AES- mode applied to video NALs

are shown to
th Sample #1
r blocks. Also
er block with
t that is not a
of encrypted

Subsample?2

Sample
Aux Info

Block4 Block5

#1 i _ . AN . AN

Subsample2

A AN

Block3 Block4 Block5 | Blog

N
A Q@E mode ‘cbcl’ scheme starts each sample with a per sample 1V, then forms 1
5 re ss of spanning Subsample BytesOfClearData. Clear data is sized appropriately s
i Subsample is 16 bytes (Blocks 2 and 6 in this example).

6 byte cipher
o that the last

A\

Figure 7 — Subsample encryption of video NALs using AES-CBC mode and ‘cbc1’ scheme
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9.5.2.5 Subsample encryption using ‘cbcs’ AES-CBC applied to video NALs

Sample Subsamplel | Subsample?2
Group
Constant (12)1:?; ‘cbcs’ Protected Pattern Clear Data ‘cbcs’ Protected Pattern CDI::;
v
. Partial Partial
- » Block0 Block1 Block R Block0 Block1 Block2 Block
Sample #1
Subsample1 Subsample2
Clear ‘ f Clear ‘ ) Clear
Data cbcs’ Protected Pattern Data cbcs’ Protected Pattern Data
t »|  Block0 Block1 Block2 Block0 Block1 Block2 Q
Sample#2 Pa)
A 0‘ l/
NOTE AHS-CBCmode ‘cbcs’scheme starts each Subsample with a Constant IV, then encrypts complete 1
cipher blocks|leaving any partial Blocks unencrypted at the end of the Subsample’s BytesofProtected
The protectign pattern consists of a sequence of crypt byte block encrypted cipher blocks follow
skip byte [block clear Blocks, terminated by the end of the BytesOfProtecdtedData range. If th
Block in the range is partial, it is unencrypted.
Figure 8 — Subsample encryption using AES-CBC mode-and ‘cbcs’ scheme
9.6 Pattern encryption
9.6.1 Definition
Pattern encfyption utilizes a pattern of encrypted and clear (“skipped”) 16 byte Blocks ove

protected r

NOTE S
headers, and

When the fig
Track Encry

S
e

The pattern
crypt byy
the number

or skip bylt

If the last B

truncated by

j[lsamples are defined to protectnly video slice data, leaving NAL size, NAL type, vided
pther NAL types in the clear.

lds default crypt ®yte block and default skip byte block ina vers
btion Box (‘tenc’) are non-zero numbers, pattern encryption SHALL be applied.

of unencrypted sample data Blocks indicated by the field default skip byte b

ockcpattern in a Subsample is incomplete, the partial pattern SHALL be followed

ge of a Subsample.

HALL consist of the number of encrypted cipher blocks indicated by the field defa
block or ckypt byte block (if present in a sample group description) follow

e bloek (if present in a sample group description).

bbyte
Data.
ed by
e last

r the
slice
ion 1

ult
ed by
lock

until
HALL

the BytesOfProtectedData size and any partial crypt byte block S
pa |

C

remain une

I _y lJtCu-

When AES-CTR mode is used, the IV SHALL apply to the first encrypted cipher block of each sample.

When AES-CBC mode is used, the [V SHALL apply to the first encrypted cipher block of each Subsample.

18

© ISO/IEC 2016 - All rights re

served


https://iecnorm.com/api/?name=5334894eb8d188f1745159c91eddc70d

ISO/IEC 23001-

7:2016(E)

a pattern of

9.6.2 Example of pattern encryption applied to a video NAL unit
Pattern Encrypted Subsample
BytesOfClearData BytesOfProtectedData
]SO_ NAL | Video Pattern Encryption of 16 byte blocks
M?dla Type Slice + Video slice data for alignment crypt_byte block count+
Size | yeader | Header skip _byte block count
Header — -
C Video NAL
NOTH Pattern encryption is represented by vertical black and white lines representing
encryppted cipher blocks followed by clear Blocks. The pattern spans the protected range of a Subsamnple specified

by By]

aligninent may require that the start of BytesOfProtectedData is not at the first bit of slice d

numb
NALs
‘cbcs

9.7

In w
start
traili

10 K

10.1

Supp
9.3.

The s

Encry
protd
resul

tesOfProtectedData and approximately spans the video data followingithe slice header.
er of bits or bytes following that. Multiple Subsamples may be mapped tp a single NAL and

' scheme.

Whole-block full sample encryption

hole-block full sample encryption, the entire sample is protected. Every sample 1
ng at offset 0 (there is no unprotected'preamble) up to the last 16-byte boundary,
hg 0-15 bytes in the clear. The IV is reset at every sample.

rotection scheme definitions

‘cenc’ AES-CTR schéme

brt for the ‘cenc’ stheme is mandatory. This scheme uses counter-mode protection as

cheme type field of the scheme Type Box ('schm’) SHALL be set to the four charactet

'pted video tracks using NAL unit structured video conforming to ISO/IEC 14496-]
cted using Subsample encryption specified in 9.5 and SHALL NOT use pattern ency
.the fields crypt byte block and skip byte block SHALL be 0.

Figure 9 — Pattern encryption of a Subsample-aligned with a video NAL Uni

Byte or Block
ata, but some
multiple clear

to a single Subsample in the ‘cens’ scheme, but a single Subsample.pér VCL NAL may be required for the

s encrypted
leaving any

specified in

code ‘cenc’.

5 SHALL be
yption. As a

Non-video encrypted tracks SHALL be protected using full-sample encryption as specified in 9.4.

The version of the TrackEncryptionBox (‘tenc’) SHALL be 0.

Constant IVs SHALL NOT be used; Per Sample IV Size SHALL NOT be 0, except for unencrypted

samp

le groups.

Foran isProtected flag of 0x1 where the scheme type field of the scheme type box is ‘cenc’ (i.e.
AES-CTR), counter values SHALL be unique per KID.
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default Per Sample IV SizeandPer Sample IV Size SHOULD be 8-bytes, and SHALL be a
single value per track, or zero for unencrypted samples.

NOTE 1 IfaPer Sample IV Size of8isused,thenthe InitializationVector values fora given KID
SHALL be unique for each sample if samples are less than 264 cipher blocks in length and there are less than 264
samples with unique 8-byte IVs in all tracks sharing the same KID.

The BytesOfProtectedData size SHOULD be a multiple of 16 bytes to avoid partial cipher blocks
in Subsamples.

NOTE 2  Support for ‘cenc’ scheme is mandatory in the common encryption standard and all Common
Encryption implementations are required to decrypt the ‘cenc’ scheme so that files using the ‘cenc’ scheme can
be processed py all decryptors of this part ot ISO/IEC 23001,

10.2 ‘cbclf AES-CBC scheme
Support for the ‘cbc1’ scheme is optional.
The schemd type field of the scheme Type Box ('schm’) SHALL be set to ‘cbcl’;

Encrypted vyideo tracks using NAL Structured Video conforming to ISO/IEC 14496-15 SHALL be
protected uging Subsample encryption specified in 9.5, and SHALL NOT use’pattern encryption| As a
result, the fiplds crypt byte block and skip byte block SHALL)be 0.

Other trackqd SHALL be protected using full sample encryption as specified in 9.4.
The version pf the Track Encryption Box (‘tenc’) SHALL be 0.

Constant IV4 SHALL NOT be used; Per Sample IV Size ‘SHALL NOT be 0 except for unencrypted
sample groups.

Per Samplle IV Size (asdefined in 9.2) MAY be\l6 (which specifies 128-bit Initialization Veg¢tors)
and SHALL Re a single value per track, or zero forunencrypted samples.

In Subsampled video tracks, the BytesOfProtectedData size SHALL be a multiple of 16 bytes to
avoid partia] cipher blocks in Subsamples.

NOTE Support for ‘cbc1’ scheme is;petmandatory in the common encryption standard and implementations

that process the ‘cbc1’ scheme are alse‘required to process the ‘cenc’ scheme so that files using the ftenc’
scheme can bg¢ processed by all dectiyptors of this part of ISO/IEC 23001.

10.3 ‘ceng’ AES-CTR subsample pattern encryption scheme
Support for ghe ‘censg’sCheme is optional. This scheme uses counter-mode protection as specified in 9.3.

The schemd typeafield of the scheme Type Box (‘schm’) SHALL be set to ‘cens’.

The version pfithe Track Encryption Box (‘tenc’) SHALL be 1.

Tracks other than video are protected using whole-block full-sample encryption as specified in 9.7 and
hence skip byte block SHALL be 0.

Encrypted video tracks using NAL Structured Video conforming to ISO/IEC 14496-15 SHALL be
protected using Subsample encryption specified in 9.5 and SHALL use pattern encryption specified in
9.6. As aresult, the fields crypt byte blockand skip byte block SHALL NOT be 0.

Constant IVs SHALL NOT be used; Per Sample IV Size SHALL NOT be 0 except for unencrypted
sample groups.
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default Per Sample IV Size and Per Sample IV Size SHOULD be 8-bytes.

NOTE1 IfaPer Sample IV Size of8isused, thenthe InitializationVector values for a given KID
will be unique for each sample if samples are less than 264 cipher blocks in length and there are less than 264
samples with unique 8-byte IVs in all tracks sharing the same KID. IV storage is half of that required for 16-byte I Vs.

The BytesOfProtectedData size SHALL be a multiple of 16 bytes to avoid partial cipher blocks
in Subsamples.

Foran isProtected flag of 0x1 where the scheme type field of the scheme type box is ‘cens’ (i.e.
AES-CTR), counter values SHALL be unique per KID.

' i AMdatory T the COmMmon encryption standard; and fmplementations
qrocess the ‘cens’ scheme are also required to process the ‘cenc’ scheme so that files tsing the ‘cenc’
e can be processed by all decryptors of this part of ISO/IEC 23001.

10.4|‘cbcs’ AES-CBC subsample pattern encryption scheme

10.4.1 Definition

Suppprt for the ‘cbcs’ scheme is optional.

The §cheme type field of the scheme Type Box ('schm’) SHALL:bé set to ‘cbcs’.
The version of the Track Encryption Box (‘tenc’) SHALL be:

Encrypted video tracks using NAL Structured Vide¢ conforming to ISO/IEC 14496-1p SHALL be
protgcted using Subsample encryption specified in 9.5, and SHALL use pattern encryption as specified
in 9.4. As aresult, the fields crypt byte blockand skip byte block SHALL NOT be 0.

Constant Vs SHALL be used; default Per.S@&mple IV SizeandPer Sample IV $ize, SHALL
be 0.

Trackis other than video are protected.using whole-block full-sample encryption as specified in 9.7 and
henc¢ skip byte block SHALL be)0.

Pattern Block length, i.e. crypt(byte block + skip byte block SHOULD equal 10
For a]l video NAL units, including in ‘avcl’, the slice header SHALL be unencrypted.

The first complete bytte) of video slice data (following the video slice header) SHALL be¢gin a single
Subsample protected byte range indicated by the start of BytesOfProtectedData, whi¢h extends to
the end of the videa*NAL.

NOTH1 For\AVC VCL NAL units, the encryption pattern starts at an offset rounded to the n¢xt byte after
the sl|ce header, i.e. on the first full byte of slice data. For HEVC, the encryption pattern starts affer the byte
alighmént'() field that terminates the slice segment header (), i.e. on the first byte of slicg data.

Unless it would be empty, as noted in 7.1, the Sample Auxiliary Information SHALL be present and
SHALL identify protected ranges as Subsamples.

A decryptor can decrypt by parsing NAL units to locate video NALs by their type header, then parse
their slice headers to locate the start of the encryption pattern, and parse their Part 15 NAL size headers
to determine the end of the NAL and matching Subsample protected data range. It is therefore possible
to decrypt a track using either (a) this algorithm, ignoring the Sample Auxiliary Information or (b) the
Sample Auxiliary Information, ignoring this algorithm.

NOTE 2  Supportfor ‘cbcs’scheme is not mandatory in the common encryption standard, and implementations

that process the ‘cbcs’ scheme are also required to process the ‘cenc’ scheme so that files using the ‘cenc’
scheme can be processed by all decryptors of this part of [ISO/IEC 23001.
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