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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,

ISO/IECJTC 1.

The procedyres used to develop this document and those intended for its further maintenang
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needg
the different types of document should be noted. This document was drafted in accordance wit
editorial rulgs of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is|drawn to the possibility that some of the elements of this document(imay be the s
of patent rights. ISO and IEC shall not be held responsible for identifying any orall such patent r
Details of any patent rights identified during the development of the document will be in the Intrody
and/or on thie ISO list of patent declarations received (see www.iso.org/patérits).

Any trade name used in this document is information given for the convenience of users and dog
constitute an endorsement.

For an explhnation on the meaning of ISO specific terms and expressions related to confo
assessment, ps well as information about ISO’s adherence to the'WTO principles in the Technical Ba
to Trade (THT), see the following URL: Foreword — Supplementary information.
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The committee responsible for this document is ISO/HEC JTC 1, Information technology, Subcommnpittee

SC 29, Coding of audio, picture, multimedia and hyperinédia information.
This second edition cancels and replaces the first,edition which has been technically revised.

ISO/IEC 230P1 consists of the following paffs, under the general title Information technology —
systems techhologies:

— Part 1: Binary MPEG format for XML

— Part 2: Fragment Request Units

— Part 3: ML IPMP messages

— Part 4: Jodec configuration representation

— Part 5: Bitstreqin Syntax Description Language (BSDL)

VIPEG

— Part 7: Comion encryption in ISO base media file format files

— Part 8: Coding-independent code points

— Part 9: Common encryption of MPEG-2 transport streams

The following parts are under preparation:

— Part 10: Carriage of timed metadata metrics of media in ISO base media file format

— Part 11: Green metadata

iv © ISO/IEC 2015 - All rights re
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Introduction

The common encryption protection scheme specifies standard encryption and key mapping methods
that can be utilized to enable decryption of the same file using different digital rights management
(DRM) and key management systems. The schemes operates by defining a common format for the
encryption related metadata necessary to decrypt the protected streams, yet leaves the details of rights
mappings, key acquisition and storage, DRM compliance rules, etc., up to the DRM system or systems
supporting the common encryption scheme. For instance, DRM systems supporting the ‘cenc’ protection
scheme must support identifying the decryption key via ‘cenc’ key identifier (KID) but how the DRM
system locates the 1dent1f1ed decryptlon key is left toa DRM spec1f1c method DRM spec1f1c information
such ps efrig > i Base Media
file uping a Protectlon System Specific Header box (pssh) Each 1nstance of this box stoped in the file
corrgsponds to one applicable DRM system. DRM licenses/rights need not be stored. inythe file in order
to logk up a key using KID values stored in the file and decrypt media samplesusinig the encryption
paraineters stored in each track. The second edition of this part of ISO/IEC 23001 also dgscribes XML
reprgsentation of common encryption parameters in MPEG DASH Media. Presentation| Description
Documents.

© ISO/IEC 2015 - All rights reserved v
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INTERNATIONAL STANDARD ISO/IEC 23001-7:2015(E)

Information technology — MPEG systems technologies —

Part 7:
Common encryption in ISO base media file format files

1 Scope
This part of ISO/IEC 23001 specifies a common encryption format for use in any file-format based on
ISO/IEC 14496-12.

2 Normative references

The flollowing documents, in whole or in part, are normatively referenced in this docunment and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including\any amendments) applies.

[SO/IEC 14496-12, Information technology — Coding of audio-yisual objects — Part 12: 1SO b
formqt

se media file

ISO/IEC 14496-15, Information technology — Coding of dudio-visual objects — Part 15: Carriage of network
abstraction layer (NAL) unit structured video in ISO base media file format

3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

NOTH Words used as defined terms-and normative terms (SHALL, SHOULD, MAY) are written|in upper case
to disfinguish them from the same word intending its dictionary definition.

31
ISO Base Media File
file canformingto the filéformatdescribed in ISO/IEC 14496-12 in which the techniquesin ISQ/IEC23001-
7 can|be used

3.2
network abstraction layer
NAL
NAL $yntax element specified by a network abstraction layer specification such as AVC or HEVC

3.3
NAL unit

syntax structure containing an indication of the type of data to follow and bytes containing that data in
the form of an RBSP interspersed as necessary with emulation prevention bytes

3.4
NAL structured video
video sample description format specified by ISO/IEC 14496-15

© ISO/IEC 2015 - All rights reserved 1
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4 Abbreviated terms

For the purposes of this International Standard, the following abbreviated terms apply.

AES Advanced Encryption Standard as specified in Federal Information Processing Stand-
ards Publication 197, FIPS-197

AES-CTR AES Counter Mode as specified in Recommendation of Block Cipher Modes of Operation,
NIST, NIST Special Publication 800-38A

AES-CBC AES Cipher-Block Chaining Mode as specified in Recommendation of Block Cipher
Mades of Operation, NIST, NIST Special Publication 800-38A

AVC Advanced Video Coding as specified in ISO/IEC 14496-10

HEVC High Efficiency Video Coding as specified in ISO/IEC 23008-2

NAL Network Abstraction Layer, as specified in ISO/IEC 14496-10 and }SO/IEC 230082

URN Unique Resource Name

UuiD Universally Unique Identifier

5 Scheme Signaling

Scheme sign

aling SHALL conform to ISO/IEC 14496-12. As defined in ISO/IEC 14496-12, the s3

mple

entry is trapsformed and a Protection Scheme Information{Box (*sinf’) is added to the stapdard

sample entry in the Sample Description Box to denote that astream is encrypted. The Protection Sc

Information

Scheme Typ¢ Box SHALL have the following additionalconstraints:

Box SHALL contain a Scheme Type Box (}schm’) so that the scheme is identifiablg

heme
. The

The Protecti
Scheme Info

6

The encrypt
follows:

The sch
AES-CB

eme_type fieldis settoavalue of Ygenc’ (Common Encryption). As an optional alternptive,
[ may be used in which case the scheme_type field is set to the value “cbc?’.

The scHeme_version field is set to,.0x00010000 (Major version 1, Minor version 0).

on Scheme Information Box SHALL also contain a Scheme Information Box (‘schi’). The

'mation Box SHALL have the following additional constraint:

The Scheme Information. Box SHALL contain a Track Encryption Box (‘tenc’), describinyg the
default ¢ncryption parameters for the track.
Overview of EAcryption Metadata

iofy metadata defined by the ‘cenc’ Common Encryption Scheme can be categorized as

Protection System Specific Data - this data is opaque to the ‘cenc’ Common Encryption Scheme. This
gives protection systems a place to store their own data using a common mechanism. This data is
contained in the ProtectionSystemSpecificHeaderBox described in 9.1.

Common encryption information for a media track - this includes default values for the key
identifier (KID), initialization vector size, and encryption flag. This data is contained in the
TrackEncryptionBox described in section 9.1.

Common encryption information for groups of media samples - this includes overrides to the track
level defaults for key identifier (KID), initialization vector size, and encryption flag. This allows
groups of samples within the track to use different keys, a mix of clear and encrypted content, etc.
This data is contained in a SampleGroupDescriptionBox (‘sgpd’) that is referenced by a
SampleToGroupBox (‘Ysbgp’). See 7 for further details.

© ISO/IEC 2015 - All rights reserved
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Encryption information for individual media samples - this includes initialization vectors
and, if required, sub sample encryption data. This data is sample auxiliary information,
referenced by using a SampleAuxiliaryInformationSizesBox (‘saiz’) and a
SampleAuxiliaryInformationOffsetsBox (*saio’).See 8 for further details.

Encryption Parameters shared by groups of samples

Each sample in a protected track SHALL be associated with an IsEncrypted flag, IV_Size,and KID.
This can be accomplished by (a) relying on the default values in the TrackEncryptionBox (see 9.2,
or (b) spec1fy1ng the parameters by sample group, or (c) usmg a comblnatlon of these two techniques.

it parameter

When specifying the parameters by sample group, the SampleToGroupBbx~ in [the sample
table| or track fragment specifies which samples use which sample group ‘descriptipn from the
SamgleGroupDescriptionBox. The format of the sample group descriptien is based on the handler

type for the track.

Tracks with a handler type of ‘vide] SHALL lise the
CendSampleEncryptionInformationVideoGroupEntry sample group descriptign structure,

which has the following syntax:

aligned(8) class CencSampleEncryptionInformationVideoGrowpEntry

{

gxtends VisualSampleGroupEntry( ‘seig’ )
Unsigned int (24) IsEncrypted;
Unsigned int (8) IV size;

ynsigned int (8) [16] KID;

Similprly, tracks with a handler type of ‘soun’ SHALL use the
CendSampleEncryptionInformati@nAudioGroupEntry sample group descriptign structure,

which has the following syntax:

aligned(8) class CencSampleErndryptionInformationAudioGroupEntry

{

gxtends AudioSampleGroupkdtry( ‘seig’ )

Unsigned int (24) IsEncrypted;

ynsigned int (8) IV size;

Unsigned int (8) (16} KID;
}
NOTH Sample Group Entries with identical structure should be defined if protection of other hedia types is
needdd.

Thes¢ struetures use a common semantic for their fields as follows:

IsBucrypted is the flag which indicates the encryption state of the samples in the sample group.
See the IsEncrypted Tield in 10.Z Tor Turther details.

IV_size is the Initialization Vector size in bytes for samples in the sample group. See the IV_size
field in 10.2 for further details.

KID is the key identifier used for samples in the sample group. See the KID field in 10.2 for further
details.

In order to facilitate the addition of future optional fields, clients SHALL ignore additional bytes after
the fields defined in the CencSampleEncryption group entry structures.

© ISO/IEC 2015 - All rights reserved 3
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8 Common Encryption Sample Auxiliary Information

Eachencryptedsampleinaprotectedtrack SHALLhave an Initialization Vectorassociated withit. Further,
each encrypted sample in protected NAL structured video tracks SHALL conform to ISO/IEC 14496-
15 and SHALL use the subsample encryption scheme specified in 10.6.2, which requires subsample
encryption data. Both initialization vectors and subsample encryption data are provided as Sample
Auxiliary Information with aux_info type equalto ‘cenc’and aux info type parameter equal
to 0. For tracks protected using the ‘cenc’ scheme, the defaultvalue foraux info typeisequalto ‘cenc’
and the default value for the aux _info type parameter is 0 so content MAY be created omitting
these optional fields. Storage of sample auxiliary information SHALL conform to ISO/IEC 14496-12.

The format g

aligned (8)
{
unsigned
if ( sam
{

unsig

Where:

Initig
Initig

subsan
in 10.2 f]

BytesQ
Byteso

BytesQ
Byteso

If sub-samp
encrypted (§
and hence t
equal to the

Note, howey
MAY be the
the defaul

£ 1 - H ' A3 £ 1 akla 2+l o 2 ITALL L
I LT DclllllJlC auAlucu_y IIITUT IIIAativll 1U1 DQIII}JICD VVIULIL UI11O Ly lJC ODITALL UC,

class CencSampleAuxiliaryDataFormat

int (IV_size*8) InitializationVector;
ple info size > IV size )

ned int (16) subsample count;

igned int (16) BytesOfClearData;
igned int (32) BytesOfEncryptedData;
ubsample count ]

lizationVector is the initialization yector for the sample. See

lizationVector field in 10.2 for further detdils:

ple count is the count of subsamples for‘this sample. See the subsample count
br further details.

fClearData is the number of .bytes of clear data in this subsample. Se¢
fClearData field in 10.2 for further details.

fEncryptedData is the number of bytes of encrypted data in this subsample. Se
fEncryptedData field in-10.2 for further details.

e encryption is not used (sample_info_size equals IV_size), then the entire sam
ee 10.5 for further details). In this case, all auxiliary information will have the sam
he default safiple info size of the SampleAuxiliarylnformationSizes box w
[V Size of thejnitialization vectors.

er, that even-if subsample encryption is used, the size of the sample auxiliary inform
same forall of the samples (if all of the samples have the same number of subsamples
F sample info size MAY be used.

8.1 Samp

the

field

2 the

e the

ble is
P size
ill be

ation
) and

A\ R OTCBOXforS S — .

n

An optional storage location for Sample Auxiliary Information is the Sample Encryption Information

Box (*senc’

) specified below.

8.1.1 Sample Encryption Box (‘senc’)

Box Type

Container
Mandatory

Quantity

‘senc’
Track Fragment Box (*traf’) or Track Box (*trak’)
No

Zero or one

© ISO/IEC 2015 - All rights re

served
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The Sample Encryption Box contains sample auxiliary information, including the initialization vector
for each sample, and clear and encrypted byte ranges of partially encrypted video samples (“subsample
encryption”). It MAY be used when samples in a track or track fragment are encrypted. Storage of ‘senc’
in a Track Fragment Box makes the necessary Sample Auxiliary Information accessible within the movie
fragment for all contained samples in order to make each track fragment independently decryptable; for
instance, when movie fragments are delivered as DASH Media Segments.

8.1.2 Syntax

aligned (8) class SampleEncryptionBox
extends FullBox (‘senc’, version=0, flags=0)

{

urfsigned int (32) sample count;
{
unsigned int(IV_size*8) InitializationVector;
if (flags & 0x000002)

{

unsigned int (16) subsample count;
{
unsigned int (16) BytesOfClearData;
unsigned int (32) BytesOfEncryptedData;
} [ subsample count ]

}

} sample count ]

8.1.2|1 Semantics

— flags is inherited from the Ful1Box structure. THe)SampleEncryptionBox curren]tly supports
he following bit values:

—

- 0x2 -UseSubSampleEncryption

- IftheUseSubSampleEncryptionflagisset,thenthetrack fragmentthatcontaing this Sample
Encryption Box SHALL use the siib-sample encryption as described in Section 9.6. When this
flag is set, sub-sample mapping-data follows each InitilizationVector. The sub-sample
mapping data consists of the)number of sub-samples for each sample, followed by an array of
values describing the number of bytes of clear data and the number of bytes of entrypted data
for each sub-sample.

— dample count isthe number of encrypted samples in the containing track or track fragment. This
vialue SHALL be either zero (0) or the total number of samples in the track or track fragment.

InitializationVector SHALL conform to the definition specified in Section 10.2. Only one
JV_size SHALL be used within a file, or IV_size SHALL be zero when a sample is ynencrypted.
Selectionof  InitializationVector values SHOULD follow the recommendations of Section
10.3.

— dubsample count SHALL conform to the definition specified in Section 10.2.

— BytesOfClearData SHALL conform to the definition specified in Section 10.2.

— BytesOfEncryptedData SHALL conform to the definition specified in Section 10.2.

9 Box Definitions
9.1 Protection System Specific Header Box

9.1.1 Definition

Box Type: "pssh’

© ISO/IEC 2015 - All rights reserved 5
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Container:
Mandatory:

Quantity:

001-7:2015(E)

Movie (*moov’ ) or Movie Fragment (*moof’)
No

Zero or more

This box contains information needed by a Content Protection System to play back the content. The data
format is specified by the system identified by the *pssh’ parameter SystemID, and is considered
opaque for the purposes of this specification. The collection of Protection System Specific Header boxes
from the initial movie box, together with those in a movie fragment, SHALL provide all the required
Content Protection System information to decode that fragment.

The data end
to enable de
the header i
embedded li

A single file
systems, by
find all of thj
SHALL:

Examing
Box assq

Match t
Encrypt
the KID
values, g

Protection §
value in the

or set of san

the associat

Match the SystemID field in this box to the SystemID(s) of the'DRM System(s) they support

apsulated i1n the Data field MAY be read by the 1dentified Content Protection System
cryption key acquisition and decryption of media data. For license/rights-based’sys
hformation MAY include data such as the URL of license server(s) or rights issuer(s)
Censes/rights, embedded keys(s), and/or other protection system specific métadata.

MAY be constructed to be playable by multiple key and digital rights mahagement (

e Protection System Specific data that is relevant to a sample in the/presentation re

e all Protection System Specific Header boxes in the Movie Box and in the Movie Frag
ciated with the sample (but not those in other Movie Fragment Boxes).

he KID associated with the sample (either from“the default KID field of the
jon Box or the KID field of the appropriate sample group description entry) with ¢
values in the Protection System Specific Header Box. Boxes without a list of applicabl
r with an empty list, SHALL be considered:to apply to all KIDs in the file or movie frag

ystem Specific Header data SHALL be“associated with a sample based on a matchin
pssh’ and sample group description or default ‘tenc’ describing the sample. If a sz
ples is moved due to file defragmentation or refragmentation or removed by editing
bd Protection System Specific Header boxes for the remaining samples SHALL be s

client

tems,
used,

DRM)

ncluding Protection System Specific Header boxes for each system supported. In order to

hders

ment

Track
ne of
P KID
ment.

> KID
mple
then
tored

s=0)

following th¢ above requirements.
9.1.2 Synfax
aligned(8) |class ProtectfonrSystemSpecificHeaderBox extends FullBox(‘pssh’, version, fla
{
unsigned int (8) [L16)] SystemID;
if (verslion > 0)
{
unsigned zAnt (32) KID count;
{
unjsigned int (8) [16] KID;
} [KID count];
}
unsigned int (32) DataSize;
unsigned int (8) [DataSize] Data;

}

9.1.3 Semantics

SystemID specifies a UUID that uniquely identifies the content protection system that this header

belongs to.

KID count

specifies the number of KID entries in the following table. The value MAY be zero.

KID identifies a key identifier that the Data field applies to. If not set, then the Data array SHALL apply

toall KIDs i

n the movie or movie fragment containing this box.

© ISO/IEC 2015 - All rights re
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DataSize specifies the size in bytes of the Data member.

Data holds the content protection system specific data.

9.2

9.2.1

Track Encryption Box

Definition

Box Type: “tenc’

Container: Scheme Information Box (‘schi’)

-7:2015(E)

atory:  No (Yes, for encrypted tracks)

Quantity: Zero or one

9.2.3

defd

rackEncryptionBox contains default values for the TsEncrypted flag, IV_size
ntire track These values are used as the encryption parameters for the §amples in this
ridden by the sample group description associated with a group of samples. For files v
er track, this box allows the basic encryption parameters to be specified once per tra
repeated per sample.

Syntax
ed(8) class TrackEncryptionBox extends FullBox (“enc’, version=0, flags=0)
signed int (24) default IsEncrypted;

signed int (8) default IV size;
signed int (8) [16] default KID;

Semantics

ult IsEncypted is the encryption flag which indicates the default encryption

samplles in the track. See the IsEncrypted field in 10.2 for further details.

defd
furth

defd
furth

10 H

10.1

ult IV size is the defaultInitialization Vector size in bytes. See the IV_size fiel
er details.

ult KID is the default key identifier used for samples in this track. See the KID fie
er details.

ncryption-of Media Data

Encryption Schemes

NS YT 1% ‘ Do Col onn CITALT oo 1% Aducncoo d Ln oy

, and KID for
track unless
vith only one
ck instead of

state of the

d in 10.2 for

d in 10.2 for

Medi

1a-gt cano facti o o rS ayrzndy oz Cr oy
Uata oSTirg cat— CeTIC— T T OtCCTIOIT OotIiCTIC oI Lo aosCthC7zravaric e LitCT y pUtroTt otuiti

ard, Federal

Information Processing Standards Publication 197, FIPS-197 published by the United States National
Institute of Standards and Technology (NIST) using 128-bit keys in Counter Mode (AES-CTR), as
specified in Recommendation of Block Cipher Modes of Operation, NIST, NIST Special Publication 800-
38A. The ‘cenc’ scheme defines two elementary stream encryption formats, full sample encryption
and subsample encryption. Full sample encryption is where the entire sample is encrypted as a single
encryption unit whereas subsample encryption is where the sample is broken into smaller units each
containing a clear area and an encrypted area. Encrypted NAL structured video tracks SHALL follow
the subsample encryption scheme specified in 10.6.2 which defines an encryption scheme to allow
access to NAL units and unencrypted NAL unit headers in an encrypted stream of NAL structured video
samples specified in ISO/IEC 14496-15. All other types of tracks SHALL follow the scheme specified in
10.5, which defines a sample-based encryption scheme.

© ISO/IEC 2015 - All rights reserved
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10.2 Field semantics

Within the sample groups and sample auxiliary information used by the common encryption scheme,
the fields have the following semantics:

IsEncrypted is the identifier of the encryption state of the samples in the track or group of
samples. This flag takes the following values:

0x0: Not encrypted

0x1: Encrypted (as signalled by the scheme_type field of the scheme type box ‘schm’, e.g. for ‘cenc’
this is AES-CTR)

OXOOOOJ)Z - OxFFFFFF: Reserved

IV_side is the size in bytes of the InitializationVector field. Supported values:
0 - Ifthe IsEncrypted flag is 0x0 (Not Encrypted).

8 - Spgcifies 64-bit initialization vectors.

16 - Spgcifies 128-bit initialization vectors.

KID is 4 key identifier that uniquely identifies the key needed to-decrypt the associated saples
within the scope of an application so that KID is sufficient to identify a separately stored litense
containing the key that was used to encrypt the content. This@llows the identification of myltiple
encryptjon keys per file or track. Unencrypted samples in an‘encrypted track SHALL be identified by
IsEncryptedflagof 0x0,an IV size of 0x0, and a KIBvalue of 0x0. Itis strongly recommg¢nded
touse UUIDs [1] asKIDs inorder to satisfy the uniquenessrequirement above across all applicagions.

InitigllizationVector specifies the initialization vector (IV) needed for decryption of a
sample. |For an IsEncrypted flag of 0x0, noinjtialization vectors are needed and the auxijliary
informafion SHOULD have0 a size of 0, i.e. notshe present.

For an IjsEncrypted flag of 0x1
ifthe I sizefieldis 16 then InithdalizationVector specifies the entire 128-bit IV valpe

Ifthe IV size fieldis 8, then itsvalue is copied to bytes 0 to 7 of the Initialization Vector and pytes
8 to 15 jof the Initialization {ector are set to zero. The IV size field SHALL NOT be 0 when the
IsEncrypted flagis 0xk

For an IjsEncryptedflag of 0x1 where the scheme type field of the scheme type boxis ‘cgnc’
(i.e. AEJ-CTR), counter values SHALL be unique per KID. If an IV size of 8 is used, then the
InitiglizationVector values for a given KID SHALL be unique for each sample in all tiracks
and samEyles SHALL be less than 264 blocks inlength. Ifan IV _size of 16 is used, then initialization

vectors PHALL have large enough numeric differences to prevent duplicate counter values fqr any
d\block using the same KID.

encrypt

subsample count specifies the number of subsample encryption entries present for this sample.
If present this field SHALL be greater than 0.

BytesOfClearData specifies the number of bytes of clear data at the beginning of this subsample
encryption entry. (Note: this value may be zero if no clear bytes exist for this entry.)

BytesOfEncryptedData specifies the number of bytes of encrypted data following the clear
data. (Note: this value may be zero if no encrypted bytes exist for this entry.)

The subsample encryption entries SHALL not include an entry with a zero value in both
theBytesOfClearData field and in the BytesOfEncryptedData field unless the sample is zero bytes in
length. The total length of allBytesOfClearData and BytesOfEncryptedData for a sample SHALL equal the
length of the sample. Further, it is recommended that the subsample encryption entries be as compactly

8 © ISO/IEC 2015 - All rights reserved
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represented as possible. For example, instead of two entries with {15 clear, 0 encrypted}, {17 clear, 500
encrypted} use one entry of {32 clear, 500 encrypted}

10.3 Initialization Vectors

The initialization vector (IV) values for each sample are located in the Sample Auxiliary Information
associated with the encrypted samples. See 10.2 for details on how initialization vectors are formed
and stored.

Itis recommended that applications applying encryption randomly generate the initialization vector for
the first sample in the track using a cryptographically sound random number generator.

10.4| Counter Operation

or 64-bit (8-byte) IV_Sizes, initialization vectors for subsequent samples can ‘bg

htroduces entropy into the initialization vector values and incrementing for each/samp

v @ ==y

tarting position is close to the maximum value.

y adding the block count of the previous sample to the initialization vector of {
hmple. Using a random starting value introduces entropy into the initialization vecta

hough the block counter portion of the counter (bytes8 to 15) is treated as an uns
umber by the client as described in 10.4, it is recommended that the initialization vect

S E e T il ekl 72 Bl & willer w

created by

hcrementing the initialization vector of the previous sample. Using a random ‘stprting value

le processed

nsures that each 1V value is unique. The 64-bit initialization vector SHQULD be allowed to roll
ver from the maximum value (OXFFFFFFFFFFFFFFEF) to the minimunm¥alue (0x0) if the random

or 128-bit (16-byte) IV _Sizes, initialization vectors for subsequént samples SHOULD be created

he previous
r values and

hcrementing by the block count of the previous sample eristires that each [V value is finique. Even

igned 64-bit
or is treated

s a 128-bit number when calculating the next initialization vector from the previous ¢ne.

AES-CTR mode is a block cipher that can engrypt arbitrary length data without need for padding. It
operates by encrypting a counter block withithe AES algorithm and then XOR-ing the outpuf of AES with

the dpta to encrypt or decrypt. The counter block used is constructed as described in 10.2. ¢

fthe 16 byte

counter block, bytes 8 to 15 (i.e. the least significant bytes) are used as a simple 64 bit unsPiFned integer

that is incremented by one for each'subsequent block of sample data processed and is ke
byte prder. Note that if this integer reaches the maximum value (OXFFFFFFFFFFFFFFFH
wherp a 128-bit (16-byte) [V (size is used, then incrementing it resets the block counter to 7
to 15) without affecting the other 64 bits of the counter (i.e. bytes 0 to 7).

10.5(Full Sample Encryption

In fu

© ISO/IEC 2015 - All rights reserved
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Sample 1 Sample 1 Sample 1 Sample 1 Sample 1 Sample 1 Sample 1 Sample 1
\ Block 0 Block 1 Block 2 Block 3 Block 4 Block 5 Block 6 Block 7
\ lv#1__/v Sample #1
S
7/ _
\ Sample 2 Sample 2 Sample 2 Sample 2 Sample 2 Sample 2 Sample 2 Sample 2|
BIGCK U BIOCK 1T BIOCK 2 BIOCK 3 BIGCK 4 BIGCK 5 W—/Bmk7
Sample #2 _ ‘O
\D
AV
AN
Figure 1 — Sample-based encryption for AES-CTR QQ
v
Note that AHS-CTR mode is a block cipher mode that acts like a stream ciph ICQipher blocks are shown
to illustrate [the underlying blocks used in generating the stream cipher @dck 7 is shown as smaller
than 16 bytes to illustrate that CTR mode can encrypt blocks smalleé@ n 16 bytes without adding
padding that changes the file size). s\\
O
10.6 Subsgmple Encryption 0<<

10.6.1 Definition

In subsamplg
has an unen
but usually k
BytesOfEn)

sample itself.

The encrypt
even when

incremented
by its initial
BytesOfCl

Figure 2 sho

e encryption, eachsampleisdividedinto Q@br more contiguous subsamples. Each subs3
rypted part followed by an encrypte f?a t, only one of which MAY be zero bytes in lg
oth are non-zero values. The totélﬁ@%th of all of the subsamples (BytesOfClearD
cryptedData for all subsamplesthat make up a sample) SHALL be equal to the size

xO

ed regions of a sample ar%ﬁ\ajgated as a logically contiguous chain of 16 byte cipher b
they are separated by'BytesOfClearData. In other words, the block counter i
between subsampl§,’but only at the end of 16 byte blocks, or the start of the next sz

zation vector. S ples MAY be end-aligned in video slice NALs by appropriately ¢
@ esOfEncryptedData to extend to the last byte of video data.

@ased encryption using AES-CTR.

cearData and

ws Subsa

N

mple
ngth,
hta +
bf the

ocks,
s not
mple
izing

\J

IV #1

~|

rest of
S1B2

Sample 1
Block 3

Sample 1
Block 4

Sample 1
Block 5

Sample 1
Block 0

Sample 1
Block 1

S1 partial
Block 2

Sample 1
Block 6

— 4

Subsample 1 Subsample 2

Sample #1

Sample 2
Block 0

Sample 2
Block 1

Sample 2
Block 2

Sample 2
Block 3

Sample 2
Block 4

Sample 2
Block 5

Sample 2
Block 6

Subsample 1 Subsample 2

Sample #2

Figure 2 — Subsample-based encryption scheme for AES-CTR with IVs shown
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Note that AES-CTR mode is a block cipher mode that acts like a stream cipher. Cipher blocks are shown
to illustrate the underlying blocks used in generating the stream cipher. Block 6 in both Sample #1 and
Sample #2 are shown as less than 16 byte blocks to illustrate that CTR mode can encrypt partial blocks
without padding to 16 bytes and changing file size. Also note that Block 2 of Sample #1 is used to encrypt
the end of the first subsample and the beginning of the second subsample as one logically continuous
block using one counter value.

10.6.2 Encryption of NAL Structured Video Tracks

Encrypted NAL structured video tracks SHALL use subsample encryption as specified in the following
Subclauses.
N

10.6.2.1 Structure of NAL video tracks Q

NAL tructured video specifications defines NAL unit syntax elements that can é(l/eque hced to form
elem¢ntary streams, and access units that can be decoded to images. ISO/IEC 14496-15 specifies how

NAL $tructured video is stored in ISO Base Media files, and how each acce it is stored as a sample
in a track. Each sample is composed of multiple NAL units, and each NA (Bit is separated by a Length
field ptating the length of the NAL unit. For example, Figure 3 show structured video samples

distributed over multiple NAL units.

\

Sampl
&

®
Figure 3 — NAL Structured Vlg’h'sample distributed over multiple NAL unjts
o
Secure video processors typically doynot make data from the video stream that has beqn decrypted
available to applications in order q;été})’rotect decrypted video, so display applications that ngeed to access

information stored in video sh aders or SEI NAL units, such as caption and framing infoymation, will
not be able to access that da 1t is encrypted.

Nota|l decoders are desi d to deal with ‘avcl’ formatted streams with size headers. Some decoders are
designed to handle erent AVC elementary stream format: for example, ISO/IEC 1449610, Annex B
byte $tream form ith startcode delimited NAL Units. It may be necessary to reformat th¢ elementary

stream in ordeQ‘ ransmit the data using a network protocol like RTP that packetizes NAL Units.

samplles ALheaders or complete NALs other than video slice data are leftunencrypted, ah application
can cpnyert ‘avcl’ bit-streams to Annex B byte streams by replacing unencrypted NAL size headers with
start codes and mserting PPS/SPS NAL units to form sequence hieaders. Encryption of only the video slice
data allows applications to access information in SEI NALs as well as picture information in slice NAL
headers.

Full sam%ﬁryption prevents stream reformatting and information access prior to decrypting the

10.6.2.2 Subsample Encryption Applied to NAL Structured Video

For NAL structured video samples, each NAL unit SHALL be spanned by one or more subsamples. The
slice datain a video NAL MAY be spanned by multiple subsamples to create multiple clear and encrypted
ranges, or to span slice data that is larger than a single subsample.

— For AVC video using ‘avcl’ sample description stream format, the NAL length field and the nal
unit type field (the first byte after the length) of each NAL unit SHALL be unencrypted, and
only video data in slice NALs SHOULD be encrypted. Note that the length field is a variable

© ISO/IEC 2015 - All rights reserved 11
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length field. It can be 1, 2, or 4 bytes long and is specified in the Sample Entry for the track as the
lengthSizeMinusOne field in the AVCDecoderConfigurationRecord

— For other NAL structure video stream formats, only video slice data and other data carried in SEI
messages that require protection SHALL be encrypted. For avoidance of doubt, video NAL slice, size
and type headers SHALL be unencrypted. Other NAL types SHALL be unencrypted, except for SEI
data requiring protection, e.g. protected caption data.

— Partial video encryption MAY be implemented with multiple subsamples per video NAL that indicate
multiple clear and encrypted byte ranges per video slice. There MAY be multiple subsamples per
NAL, and MAY be multiple NALs per subsample, e.g. when multiple unencrypted NALs are included

in one clear hyfn range forefficient rnprncnnfafinh

Figure 4 illuptrates Subsample Encryption Applied to NAL structured video slice NALs using.AES{CTR.
The figure details the IVs used, the areas of clear data, the areas of encrypted data, as well)as th¢ NAL
unit and sanmple boundaries.

Sample Auxiliary
Information

IV#1
IV #2

Sample 1 Sample 1 S1 partial rest of Sample 1 e 1 Sample 1 Sample 1
Block 0 Block 1 Block 2 S1B2 Block 3 ock 4 Block 5 Blogk 6
v #T— NAL Unit . CoNAL Unit
~
Sample #1 & \

Sample 2 Sample 2 Sample 2 0 Sample 2 Sample 2 Sample 2 Sample 2
Block 0 Block 1 Block 2 s\ Block 3 Block 4 Block 5 Blogk 6
NAL Unit ~ NAL Unit
A ’\\, Sample #2
AN

Figure 4 — Subsample EncryptionApplied to NAL Structured Video using AES-CTR

Note that AHS-CTR mode is a block ¢ipher mode that acts like a stream cipher. Cipher blocks are shown
to illustrate the underlying blocks used in generating the stream cipher. The last block (block 6) inf both
Sample #1 apd Sample #2 are less'than 16 bytes to illustrate that CTR mode allows encryption of partial
blocks withqut padding to 16 'bytes and changing file size. Also note that Block 2 of Sample #1 is uged to
encrypt the e¢nd of the first NAL unit and the beginning of the second NAL unit as a logically continuous
cipher block|with one egunter value. This example shows subsamples that match the size of each NAL
unit, but thag is not a'constraint of this specification.

11 AES 128%bit Cipher Block Chaining (CBC-128) Encryption of Media Data

11.1 Introduction to AES 128-bit Cipher-Block Chaining (CBC-128) Mode

Media data using ‘cbcl’ Protection Scheme uses the Advanced Encryption Standard specified by AES
[FIPS197] using 128-bit keys in Cipher-block chaining mode (AES-CBC-128), as specified in Block Cipher
Modes [NIST 800-38A], with IVs stored as described in sections 7 and 10.2. Encrypted NAL Structured
Video Tracks SHALL follow the scheme outlined in 11.2.3, which defines a NAL unit based encryption
scheme to allow access to NAL units and unencrypted NAL unit headers in an encrypted stream of NAL
Structured Video. All other types of tracks must follow the scheme outlined in 10.2.4, which defines a
simple sample-based encryption scheme.

NOTE Support for ‘cbcl’ scheme is not mandatory in the common encryption mechanism, however
implementations that process the ‘cbc1’ scheme are also required to process the ‘cenc’ scheme so that files using
the ‘cenc’ scheme MAY be processed on all implementations of this standard.

12 © ISO/IEC 2015 - All rights reserved
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AES-CBC-128 Mode

The scheme_type field of the scheme Type Box (‘'schm’) SHALL be set to ‘cbcl’ to signal AES-CBC-128
Mode. The AES-CBC-128 mode SHALL follow the same mechanisms as defined in sections 4 to 9.3
except for Initialization Vector creation, 10.5 and 10.6.2, but using the ‘cbc1’ rather than ‘cenc’, and with

addit

11.2.

ional constraints as detailed in 11.2.1 to 11.2.5.

1 Field Semantics for AES-CBC-128 Mode

IV _size (as defined in 10.2) SHALL be 16 (which specifies 128-bit initialization vectors).

11.2,

Ther¢
secuf
and 1
subseé
soth

11.2,

AES-
parti
Thes
of en
the el

NOTE

2 Creation of Initialization Vectors (Informative) <C)

b are no constraints on the values used for initialization vectors when applying ew@ption. However,
ity may be improved if the first initialization vector used for encryptio ndomly selected
o duplicate values are used with the same KID value. Decryption efficiency may bg improved if
quent initialization vectors use the value of the last cipher block at the@l of the preyious sample
hit multiple samples may be decrypted as a continuous chain. q:b

3 AES-CBC-128 Mode Encryption of NAL Structured Vldeo@cci{

[BC-128 encryption of NAL Structured Video Tracks follqyi?ge principles set out in P.6.2.2 using
hl encryption as signalled by the common encryptlon S e auxiliary information d¢scribed in 7.
ze of clear data (BytesOfClearData) at the beginning h NAL UnitSHALLbe setsuch thatthe size
rypted NAL data (BytesOfEncryptedData) be an i&ral number of 16 bytes blocks tgrminating at
1d of each subsample. Figure 5 below shows AES@ 128 handing of NAL Structured Yideo tracks.

There are no clear partial blocks at the en&h}\he NAL Unit Payload as shown in Figure }.
Z

®~ Sample #1
X

Fig — Subsample Encryption Applied to NAL Structured Video using AES-(BC-128

N

11.2.4 Full Encryption in AES-CBC-128 Mode

For full encryption in AES-CBC-128 Mode, residual block (i.e. when the last block in the chain is less than
16 bytes) SHALL be left in the clear as shown in Figure 6 below. If a sample size is smaller than 16 bytes,
then the sample SHALL be treated as a solitary block and left in the clear,
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