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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-govérnmental, in liaison with 1ISO and IEC, also take part in the work. In the field of infermation
technology, 1$O and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Btandards are drafted in accordance with the rules given in the ISO/IEC Directives}-Part 2.
The main tagk of the joint technical committee is to prepare International Standards:Draft Interngtional
Standards adopted by the joint technical committee are circulated to national bodies for.yoting. Publication as
an Internatiorjal Standard requires approval by at least 75 % of the national bodies gastihg a vote.

Attention is drawn to the possibility that some of the elements of this documeni'ay be the subject of patent
rights. ISO arnd IEC shall not be held responsible for identifying any or all sueh-patent rights.

ISO/IEC 23001-3 was prepared by Joint Technical Committee ISO/EC JTC 1, Information technplogy,
Subcommitteg SC 29, Coding of audio, picture, multimedia and hyp€ermedia information.

ISO/IEC 23001 consists of the following parts, under the general title Information technology — MPEG
systems techpologies:

— Part 1: Bjnary MPEG format for XML

— Part 2: Fragment request units

— Part 3: XML IPMP messages

— Part 4: Godec configuration representation

— Part 5: Bjtstream Syntax Desgription Language (BSDL)

iv © ISO/IEC 2008 — All rights reserved
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Introduction

This part of ISO/IEC 23001 specifies a set of XML messages exchanged between the components of a device
or between devices while performing Intellectual Property Management and Protection (IPMP) operations.

The protection mechanisms are based on the IPMP Tool model as defined in ISO/IEC 13818-11,
ISO/IEC 14496-13 (MPEG-2/4 IPMP_Extensions), and ISO/IEC 21000-4 (MPEG-21 IPMP_Components). In
order| to support the operation of IPMP Tools on a device in an interoperable fashion,| this part of
ISO/IEC 23001 complements ISO/IEC 21000-4 by defining an XML API for the communication between IPMP
Tools|and the device on which they operate, or between two IPMP Tools.

© ISO/IEC 2008 — All rights reserved \"
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Information technology — MPEG systems technologies —

Part 3:
XML IPMP messages

1

This
and
dispa
digita
conte
IPMP
IPMP

cope
Iart of ISO/IEC 23001 specifies XML IPMP messages (hereinafter IPMP Messages) which
hatural extension of the IPMP Information Descriptors defined in IS@/IEC 21000-4
ching of the IPMP information related to a protected content element (retrieved from th
item to the modules in charge of performing the IPMP operations_required to access
nt element. Furthermore, the XML IPMP Messages provide a standard API allowing the
information (e.g. decryption keys, authentication information, licenses, etc.) between the 1
Tools — in charge of providing access to the protected content elements (e.g. audio/visual 1
The API specified by this part of ISO/IEC 23001 is based on a setof XML messages defining the
ation exchanged between the various components o a device, or between two devices

ISO/IEC 14496-13 in the MPEG-21 Multimedia Framework and with ISO/IEC 21000-4 specificall
a number of new XML messages have been defined to support extended IPMP requirements
separgtion between the IPMP algorithms and” the logic enabling them to communicate W
comppnents in a device.

The XML IPMP Messages are employed in two different contexts:
a. Intra-device communicatiop:\enabling interoperable communication among two IPMP Toold
Processor and IPMP Tools (allowing for instance the two to authenticate or to exd
ormation), as well astperforming management tasks of different components on a device.

b. Inter-device communication: in a context where digital items are streamed from one device

eans of the Digital Item Streaming technology (addressed by ISO/IEC 23000-5), a standar
essages €xtending the IPMP Information Descriptor enables interoperable commgy

are a simple
They allow
e associated
the protected
exchange of
nodules — the
esources).

format of the
. Most of the
y defined in
psentation. A
B818-11 and
. Additionally,
such as the
ith the other

or the IPMP
hange IPMP

to another by
N set of IPMP
nication and

anagement of IPMP Tools running on a device from a remote device streaming the digital ifem.

wing macro-

IPMP Message Containers: the containers for IPMP Messages
with another one and to carry out the necessary steps in order to achieve it

IPMP Tool Connection and Disconnection messages: enabling one IPMP Tool to
instantiation as well as the disposal of another IPMP Tool

IPMP Tool Notification Messages: enabling one component to request notification in
events occur, and conveying information about the event occurred

from licenses and decryption keys, watermarking data, etc.

or vice versa

© ISO/IEC 2008 — All rights reserved

Mutual Authentication Messages: messages enabling one module to request mutual authentication

request the

case certain

IPMP Processing Messages: a set of messages enabling the exchange of IPMP information ranging

User Interaction Messages: allowing the exchange of information between an IPMP Tool and a user
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Additional IPMP Messages: messages that on the one hand allow a greater decoupling between the

IPMP algorithm implementations and the logic necessary to instantiate/initialize/manage them, and on
the other do not require content providers and IPMP Tool providers to disclose the details of the IPMP
modules

trans

lated to XML for the sake of completeness.

2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced

document (in

ISO/IEC 138[18-11, Information technology — Generic coding of moving pictures and associated
information — Part 11: IPMP on MPEG-2 systems

ISO/IEC 144P6-13:2004, Information technology — Coding of audio-visual objects — Part 13: Intell
Property Management and Protection (IPMP) extensions

ISO/IEC 21000-4:2006, Information technology — Multimedia framework (MPEG=21) — Part 4: Intell
Property Manjagement and Protection Components

3 Terms
For the purpd

3.1
device

combination ¢f hardware and software or just an instance of software that allows a user to perform actior

}SOI‘

3.2
IPMP Proce

conceptual eptity within a Media Streaming Player that executes Digital Rights Management (DRM)-r
functions on IPMP Tools such as instantiating{authenticating and managing them during their life cycle

3.3
IPMP Tool
module perfo

3.4

IPMP Tool A
module insta
Tools within

3.5
IPMP Tool B

Legacy Messages: messages originally defined in ISO/IEC 13818-11 and ISO/IEC 14496-13 and

cluding any amendments) applies

and definitions
ses of this document, the following terms and definitions,apply.

'ming (one or more) IRMP functions such as authentication, decryption, watermarking, etc.

gent
htiating, inifialising, authenticating, and supervising any operation performed between
an IPMP(Tool Group

audio

bctual

bctual

plated

IPMP

pdy

executable code implementing either a Single IPMP Tool or an IPMP Tool Pack

3.6
IPMP Tool G

roup

combination of several IPMP Tools

3.7

IPMP Tool Pack
module that comprises an IPMP Tool Group and its IPMP Tool Agent

3.8

IPMP Tool Provider Device
device delivering IPMP Tools to another device

© ISO/IEC 2008 — All rights reserved
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3.9
Resource Processor
conceptual entity responsible for handling resources in a device

3.10
user
any identifiable person or legal entity using a device

NOTE Some terms and definitions listed in this section were originally defined in ISO/IEC 13818-11 and
ISO/IEC 14496-13 with a pure MPEG-2/MPEG-4 scope. As this part of ISO/IEC 23001 specifies technologies
that may be applied to a broader MPEG-21 context, as specified in ISO/IEC 21000-4, which may include the
form ializati i =defi i e purpose of
broadening their scope.

4 bbreviated terms
List of abbreviated terms.

DID Digital Item Declaration

DIDL| Digital ltem Declaration Language

DIl Digital Item Identification

IPMP| Intellectual Property Management and Protection

URI Uniform Resource Identifier

5 Namespace conventions

Throyghout this part of ISO/IEC 23001, Qualified Names are written with a namespace prefix followed by a
colon(followed by the local part of the Qualified Name.

For clarity, throughout this part of ISO/IEC 23001, consistent namespace prefixes are used. Table 1 gives
these|prefixes and the corresponding namespace.

Tablp 1 — List of namespaces and corresponding prefixes defined in/referenced by this slpecification

Prefix Corresponding namespace
i prnpdidl urn:mpeg:mpeg21:2004:01-IPMPDIDL-NS
| pmpmsd. urn:mpeg:mpegB:schema: XML-IPMP-MESSAGES:2007
i pnpinfo urn:mpeqg:mpeg2l1:2004:01-IPMPINFO-NS
id] urn:mpeg:mpeg21:2002:02-DTDT.=NS
didmodel urn:mpeg:mpeg2l1:2002:02-DIDMODEL-NS
dii urn:mpeg:mpeg21:2002:01-DII-NS
r urn:mpeg:mpeg2l1:2003:01-REL-R-NS
xsd http://www.w3.0rg/2001/XMLSchema
xsi http://www.w3.0rg/2001/XMLSchema-instance
dsig http://www.w3.0rg/2000/09/xmldsig#
xenc http://www.w3.0rg/2001/04/xmlenc#

© ISO/IEC 2008 — All rights reserved 3
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6

6.1

IPMP Messages Specification

Introduction

This clause provides the syntax and the semantics of the IPMP Messages expressed in the XML Schema
Definition notation.

There are two types of IPMP Messages, specified in the sub-sections below:

IPMP Messages are defined in the namespace characterised by the following
"urn:mpeg:mpegB: schema : XML-IPMP-MESSAGES:2007", and identified by the prefix "ipmpmsg®
Note In the sub-sections below an IPMP Tool can be either a single IPMP Tool or an IPMPJTool Ag
an IPMP Too| Pack.

6.2 IPMP Message Containers

6.2.1 Introduction

An IPMP Prqcessor instantiates an IPMP Tool in order to access a protected resource represented
IPMPDIDL element, every time it encounters an ipmpinfo:Tool element within an IPMPDIDL element.
The IPMP Prpcessor assigns an identifier to each instance of IPMP Tool, named the IPMP Tool Conte
The Tool Context ID serves a different role from the IPMP TeolID. In particular, two instances of an

Tool with a cq

Once the IPN
involve the e
IPMP Tools.
different cont

IPMP Message Containers
IPMP Messages

mmon IPMP Tool ID will be assigned differentivalues of Tool Context ID.

This information is encapsulated within XML IPMP Messages, which are encapsulated
biners depending on the way the méssage is originated:

FromDID: a container messagesent by the IPMP Processor to an IPMP Tool conveying
n extracted from the digitaliitem and addressed to the IPMP Tool (e.g. a decryption key
for decrypt a resource);

MessagefFromTool: a containermessage sent either from the IPMP Processor or from an IPMP Tool
another IPMP Tool, containing‘information originated internally by the sender, e.g. a message reque

mutual adithentication.

a. Message
informati
necessa

b.

6.2.2

IPMABaseType

Both containgrs, imgssages, MessageFromDID and MessageFromTool defined above, extend the
abstract XML]element Base Type: ipmpmsg:IPMPBaseType defined as following:

IP Tool is instantiated, the access of the governed content element through the IPMP Tod
change of information between the IPMP Processor and the IPMP Tool or between the v.

URI:

ent of

by an

xt ID.
IPMP

I may
Brious
n two

to
5ting

same

<complexType name="IPMPBaseType" abstract="true"/>

6.2.3 ToolMessageBase
All IPMP Message Containers are based on the ipmpmsg:ToolMessageBase element.

© ISO/IEC 2008 — All rights reserved
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| ipmpmsg:ToolMessageBaseType

“ipmpmsq:Sender | |
ToolMessageBase - |
| “ipmpmsg:Aecipient | ]

.- -
Diagram
g DescriptorFromBitstream
MessageFromBitstream
MessageFromDID
MessageFromTool
Children <Sender> <Recipient>
<element name="ToolMessageBase" type="ipmpmsg:ToolMessageBaseType"
abstract="true"/>
<complexType name="ToolMessageBaseType" abstract="true">
<complexContent>
<extension base="ipmpmsg:IPMPBaseType">
Source <sequence>

<element name="Sender" type="unsigmedInt"/>
<element name="Recipient" type="uhs¥gnedInt"/>
</sequence>
</extension>
</complexContent>
</complexType>

The gbstract element ipmpmsg:ToolMessageBase extends’ipmpmsg:IPMPBaseType by adding Sender and
Recipient elements to the message. These elements.contain an unsigned integer representirjg the unique
Identifier that the IPMP terminal assigns to each instahce of an IPMP Tool, the IPMP Tool Context ID. The

IPMP|terminal shall be identified by the value ‘0’,

6.2.4| Data_BaseClass
All IPMP Messages extend the ipmpmsg:Data_BaseClass element.

© ISO/IEC 2008 — All rights reserved
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Add ToolNotificationListener

AudioWatermarkinglnit

CanProcess i
ConnectTool i

DisconnectTool

GetToolContext

GetToolContextResponse

GetToolGroupReference

GetToolGroupReferenceResponse

GetToolPackData

GetToolReference

GetToolReferenceResponse

GetTools i

GetToolsResponse

InitAuthentication

Diagram Initialise Tool &
KeyData i

MutualAuthentication

Motify ToolEvent

OpaqueData i

ParametricDescription

Pu ey

Remove ToolNotificationListener

~ 7

RightsData i

SecureContainer

SelectiveDecryptionlnit

SendAudioWatermark

SendVideoWatermark

ToolPackData i

ToolParamCapabilitiesQuery

ToolParamCapabilitiesResponse

UserQuery i

UserQueryResponse

VideoWatermarkinglnit

Children <dataID>

<element name="Data_BaseClass" type="ipmpmsg:Data_BaseClassType"
abstract="true"/>
<complexType name="Data_BaseClassType" abstract="true">

Source

6 © ISO/IEC 2008 — All rights reserved
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<annotation>
<documentation>alternates</documentation>
</annotation>
<complexContent>
<extension base="ipmpmsg:IPMPBaseType">
<sequence>
<element name="dataID" type="unsignedInt"/>
</sequence>
</extension>
</complexContent>
</complexType>

The gbstracteieme Npmsyg: — 2 ' Ne Ipmpmsy: '
datallD element, which shall contain an unsigned integer value identifying a message. Thels
datallD shall be used in any reply to that message.

6.2.5| MessageFromDID

Any IPMP Message extracted from the digital item during its parsing by the IPMPyterminal and a
IPMP|Tool shall be conveyed to that IPMP Tool by encapsulation in a ipmpmsg:MessageFromDI

by adding the
ame value of

Hdressed to a
D message.

Diagfam

MessageFromDID 5

Children <Sender> <Recipient> <Data(BaseClass>

<element name="MessageFromDID" type="ipmpmsg:MessageFromDIDType"
substitutionGroup="ipmpmsg:ToolMessageBase" />
<complexType name="MessageFromDIDType">
<complexContent>
<extengion base="ipmpmsg:ToolMessageBaseType">
Source <séguence>
<element ref="ipmpmsg:Data_BaseClass" minOccurs=
maxOccurs="unbounded" />
</sequence>
</extension>
</ complexContent>
</complexType>

Q"

The ipmpmsg:MessageFromDID element extends the ipmpmsg:ToolMessageBaseType com
addinp arsequence of IPMP Messages extending the ipmpmsg:Data_BaseClass.

plex type by

6.2.6 MessageFromTool

Any IPMP Message originated spontaneously from a IPMP Processor or an IPMP Tool and
another IPMP Tool shall be conveyed to that IPMP Tool by encapsulation in a ipmpmsg:Mess
message.

© ISO/IEC 2008 — All rights reserved
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Diagram
MessageFromTool
Children <Sender> <Recipient> <Data BaseClass>
<element name="MessageFromTool" type="ipmpmsg:MessageFromToolType"
bubb l_J'_ LuLiUllUL Oup= iplllplllbg . lUUllicbbdchdbc
<complexType name="MessageFromToolType">
<complexContent>
<extension base="ipmpmsg:ToolMessageBaseType">
Source <sequence>
<element ref="ipmpmsg:Data_BaseClass" minOccurs="0"
maxOccurs="unbounded" />
</sequence>
</extension>
</complexContent>
</complexType>
The ipmpmsg:MessageFromTool element (indirectly) extends the ipmpmisg:ToolMessageBase elemgnt by
adding a sequience of IPMP Messages extending the ipmpmsg:Data_BaseClass.
6.3 IPMP Messages
6.3.1 Introduction
IPMP Messages express in an interoperable way a vast quantity of IPMP-related information which cpn be
exchanged by two parties.
The delivery |of IPMP Messages exchanged, between two IPMP Tools on a device shall be handled by the
IPMP Procespgor. Hence, a compliant IPMRProcessor shall be able to forward all IPMP Messages defifed in

this specificafion to a recipient IPMP Tool\However, a compliant IPMP Processor is not required to be gble to

process all IR
IPMP Tool. A

below.

IPMP Messa
extended pro
base profile,
belonging to
the extended

6.3.2

MP Messages, as some.of them may contain information that is only meaningful for a s
compliant IPMP Processor shall be able to process all IPMP Messages labelled “IP” in the

ges are divided:"into two categories: those belonging to a base and those belonging
file of this specification. All IPMP Tools shall be able to process IPMP Messages belonging
abelled with “B” in the table below. IPMP Tools may also be able to process IPMP Mes
he extended profile, labelled with “X” in the table below, in which case they will be compliar
profile!

ecific
Table

to an
to the
sages
t with

Mutual Authentication Messages

The following table specifies the IPMP Messages to be exchanged between two IPMP Tools or between an
IPMP Tool and the IPMP Processor to achieve Mutual Authentication.

6.3.2.1

InitAuthentication

The InitAuthentication Message shall be employed by an entity to initialise the mutual authentication process
with another entity.

© ISO/IEC 2008 — All rights reserved
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Diagram InitAuthentication B 0 =ioocooioioaorooooooaio

Children <dataID> <ContextID> <AuthType>
IP IP
|
Profile B
<element name="InitAuthentication" type="ipmpmsg:InitAuthenticationlype"
substitutionGroup="1ipmpmsg:Data_BaseClass"/>
<complexType name="InitAuthenticationType">
<complexContent>
<extension base="ipmpmsg:Data_BaseClassType">
<sequence>
<element name="ContextID" type="anwURI" minOccurs="0[|"/>
<element name="AuthType" type="ipmpmsg:AUTType"/>
</sequence>
Source </extension>
</complexContent>
</complexType>
<simpleType name="AUTType">
<restriction base="integer">
<enumeration value="01"/>
<enumeration value="02"/>
<enumeration value="03"¢/>
<enumeration value="04"/>
</restriction>
</simpleType>

The InitAuthentication message extends)the Data_BaseClass type by conveying:

e CpntextlD: the local ID of the IRMP Tool with which mutually authentication is to be initialised. This
element is used when mutual authentication involves two IPMP Tools or an IPMP Processor pnd an IPMP
Tpol, or any time the sender knows the URI of the entity it is requesting to authenticate with.

o ApthType: the type ef\authentication required, which can only be given one of the values listgd in the
Thble below, withithe“semantics specified in the right column.

Table 2 — List of available Authentication Request types
01 No Authentication Required
02 No ID verify, Do secure channel
03 Do ID verify, No secure channel
04 Do ID verify, Do secure channel
The recipient of an InitAuthentication messages shall reply with a MutualAuthentication message as defined in

the sub-section below.

© ISO/IEC 2008 — All rights reserved
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6.3.2.2 MutualAuthentication

The MutualAuthentication is employed by two entities (e.g. the IPMP Processor and an IPMP Tool) for the
purpose of:

a. negotiating the authentication protocol
b. carrying out the agreed upon protocol
c. negotiating how the secured communication channel has to be used

i_ipmpmsg:MutuaIAuthenticatiunType _|
| .—@E—Finmnmqn'dntaln !

|
ipmpmsg:requestMegotiation |

Diagram Sualihentcation —/El— ipmpmsg:successNegotiation I
| i Ehunpmsg#a“edﬂeguﬁaﬁnn|
-1 T N
| :L--EEipmpmsg:authenticaliunData | |
| Esmsmsmememeseeeee e e y o
| t-- ipmpmsg:authCodes [ |
| esessssstssmsmeennnd O ]
Children <dataID> <ContextID> <AuthType>
IP IP
Profile B

<element name="MutualAuthentication" (type="ipmpmsg:MutualAuthenticationType"
substitutionGroup="ipmpmsg:Data_Baseflass"/>
<complexType name="MutualAuthentig@tionType">
<complexContent>
<extension base="ipmpmgsgiData_BaseClassType">
<sequence>
<choice minQccurs="0">
<element- /name="requestNegotiation"
type="ipmpmsg:requestNegotiationType" />
<element name="successNegotiation"
Source type="1ipmpmsg: successNegotiationType" />
<element name="failedNegotiation" type="boolean"
fixed="true"/>
<Ychoice>
<element name="authenticationData" type="hexBinary"
minOccurs=&0"7/>
<element name="authCodes" type="ipmpmsg:AuthCodesType"
minOccurs="0"/>
</sequence>
</extension>
</complexContent>
<{complexType>

The MutualAuthentication message extends the Data_BaseClass Type by conveying:

¢ the choice between:

o requestNegotiation element, when the message is employed in the initial phase of the
authentication protocol in reply to an InitAuthentication message, to indicate that the sender
is requesting negotiation about an authentication algorithm to be used in the subsequent
communication

o successNegotiation element, when the message is employed to indicate that the negotiation
of an authentication protocol was successful, and for specifying the selected protocol.

o failedNegotiation, indicating that none of the proposed authentication algorithms are
supported.

10 © ISO/IEC 2008 — All rights reserved
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e authenticationData, an optional element specifying data to be used for mutual authentication and
whose value depends on method specific processing
e authCodes, optional authentication codes to this message.

The syntax of the requestNegotiationType complex type is defined below:

<complexType name="requestNegotiationType">
<sequence>
<element name="candidateAlgorithms" type="ipmpmsg:AlgorithmDescriptorType"/>
</sequence>

</cor prextypre

The requestNegotiationType complex type conveys the list of authentication algorithms supporfed by means
of the|candidateAlgorithms element. The AlgorithmDescriptorType complex type is definedibelow.

<comglexType name="AlgorithmDescriptorType">
sequence>
<element name="algoID" type="anyURI" maxOccurs="unbounded!s>
<element name="opaqueData" type="base64Binary" minOcgouxs="0"/>
/sequence>
</conplexType>

Each|of the supported algorithms is characterised by an identifier of type xsd:anyURI. Optionally, the
opaqyeData element containing data related to the algorithm{may be conveyed too.

The slyntax of the successNegotiationType complex type is defined below:

<comglexType name="successNegotiationTypel>
sequence>
<element name="agreedAlgorithms\" type="ipmpmsg:AlgorithmDescriptorType"
maxOgcurs="unbounded" />
/sequence>
</conplexType>

The MutualAuthentication message containing the successNegotiation element is sent by the gntity initiating
the mutual authentication process in reply to a MutualAuthentication message proposing a lisf| of candidate
algorithms. The agreedAlgorithms element conveys the list of the Authentication algorithms suppgorted, among
the ones proposed by the entity that was challenged.

The slyntax of the AuthCodesType complex type is defined below:

<comglexType hame="AuthCodesType">
segquence>
<element name="certificates" type="dsig:KeyInfoType" maxOccurs="unbounddd"/>

CIoment mane="trusthata™ type= "exXBinary™ minoccurs="0
</sequence>
</complexType>

The authCodes element conveys

e anumber of certificates and/or trust data belonging to the entity involved in the Authentication process
e (optional) trust and security data, mostly used when Mutual Authentication involves IPMP Tools.

6.3.2.3 SecureContainer
This message provides a secure container for any message extending IPMP_Data_BaseClass.
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Fipmpmsg:encryptedData |

SecureContainer

Diagram I ___________________ |
| Fipmpmsg:protectedMsg Tag | |
| +—"ipmpmsg:protectedMsg | |
| L-Fipmpmsg:MAC | |
-—
Children <datalID> <encryptedData> <MAC> <protectedMsgTag> <protectedMsgs
1P IP
Profile B
<element name="SecureContainer" type="ipmpmsg:SecureContainenType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="SecureContainerType">
<complexContent>
<extension base="ipmpmsg:Data_BaseClassType'">
<choice>
<sequence>
<element name="encryptedData'™ type="hexBinary"/>
Source <element name="MAC" type=fhexBinary" minOccurs="0"/>
</sequence>
<sequence>
<element name="protectédMsgTag" type="short"/>
<element name="protectedMsg" type="hexBinary"/>
<element name="MAC™" ‘type="hexBinary" minOccurs="0"/>
</sequence>
</choice>
</extension>
</complexContent>
</complexType>
6.3.3 IPMA Tool Connection and Disconnection Messages

The following
Processor to

6.3.3.1 Get
Message sef

available on the device:

table specifies the IPMP\Messages to be exchanged between IPMP Tools and the |IPMP
frigger the instantiation of'a’ new IPMP Tool, or to obtain specific information about IPMP Tqols.

Tools
t by an IPMP: Tool to the IPMP Processor to find all the tools, instantiated or not, that are

. riDITIDITISg:GEtTI]I]'ST!.!DE 1
Dlagram GetTools = inmomea datalD |
| pRpmsy |
Children <datalID>
IP Ip
Profile B
<element name="GetTools" type="ipmpmsg:GetToolsType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
Source <complexType name="GetToolsType">
<complexContent>
<extension base="ipmpmsg:Data_BaseClassType"/>
</complexContent>
</complexType>
12 © ISO/IEC 2008 — Al rights reserved
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6.3.3.2 GetToolsResponse
This message is sent by the IPMP Processor to an IPMP Tool in response to a GetTools message.

Diagram GetToolsResponse

Children <datalID> <Tool>
IP Ip
Profile B

<element name="GetToolsResponse" type="ipmpmsg:GetToolgResponseType|"
substitutionGroup="1ipmpmsg:Data_BaseClass"/>
<complexType name="GetToolsResponseType">
<complexContent>
<extension base="ipmpmsg:Data_BaseClassType>
Source <sequence>
<element ref="ipmpmsg:Tool" minQeccurs="0"
maxOccurs="unbounded" />
</sequence>
</extension>
</complexContent>
</complexType>

6.3.3.3 ToolParamCapabilitiesQuery

This |message allows an IPMP Processor or @n IPMP Tool to query another IPMP Tool if specific
functipnalities described by means of a paramettic*description are supported.

T T T T s —— ]
||pmpmsg:TouIParamCapahlIltlesQueryType |

“ipmpmsg:datalD

Diagfam

| ToolParamCapabilitiesQuery =
e\ ipmpmsq:toolParamDesc

-

Children <datalID> <toolParamDesc>

IP IP

Profile X

<element name="ToolParamCapabilitiesQuery"
type="ipmpmsg:ToolParamCapabilitiesQueryType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
k,uuq_.)lc TypT Irame— J.uuqu.J_amCapabiliLica\guCJ_yJ._ypc
<complexContent>
Source <extension base="ipmpmsg:Data_BaseClassType">
<sequence>
<element name="toolParamDesc"
type="ipmpmsg:ParametricDescriptionType" />
</sequence>
</extension>
</complexContent>
</complexType>

© ISO/IEC 2008 — Al rights reserved 13


https://iecnorm.com/api/?name=eb8716d55610dfd77f73f99c38831805

ISO/IEC 23001-3:2008(E)

6.3.3.4 ToolParamCapabilitiesResponse

This message is sent in response to the above ToolParamCapabilitiesQuery message. It returns a boolean
value indicating whether or not the functionalities described by means of the parametric description are
supported by the Tool.

Diagram

____________ —

| ipmpmsg:ToolParamCapabilitiesResponse Type
== Fipmpmsg:datalD

Fipmpmsg:capabilitiesSupported | |

| ToolParamCapabilitiesResponse =

Children

<datalID> <capabilitiesSupported >

IP

IP

Profile

X

Source

<element name="ToolParamCapabilitiesResponse"
type="1ipmpmsg:ToolParamCapabilitiesResponseType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="ToolParamCapabilitiesResponseType">
<complexContent>
<extension base="ipmpmsg:Data_BaseClassType">
<sequence>
<element name="capabilitiesSupported" type="boolean"/>
</sequence>
</extension>
</complexContent>
</complexType>

6.3.3.5 ConnectTool

This messag
IPMP Tool id

b, sent by an IPMP Tool to the IPMP Processor, requests the latter to create a connection|to an
entified by the ipmpinfo:Tool element.

Diagram ConfrectTool B
Children <dataID> < Tool>
IP IP
Profile B
{¢'lement name="ConnectTool" type="ipmpmsg:ConnectToolType"
substitutjonGroup="ipmpmsg:Data BaseClass"/>
<complexType name="ConnectToolType">
<complexContent>
<extension base="ipmpmsg:Data_BaseClassType">
Source t i b " Data_B Cl T "
<sequence>
<element ref="ipmpinfo:Tool"/>
</sequence>
</extension>
</complexContent>
</complexType>

6.3.3.6 DisconnectTool

This message, sent by an IPMP Tool to the IPMP Processor, requests the latter to disconnect an IPMP Tool it
has previously request to be connected with.

14
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| ipmpmsg:DisconnectTool Type —|
Diagram DisconnectTool |
| S ipmpmsg:ToolContextlD |
Children <datalID> < ToolContextID>
IP Ip
Profile B
<element name="DisconnectTool" type="ipmpmsg:DisconnectToolTypel
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="DisconnectToolType">
<complexContent>
Sourlce <extension base="ipmpmsg:Data_BaseClassType">
<sequence>
<element name="ToolContextID" type="unSignedInt"/>
</sequence>
</extension>
</complexContent>
</complexType>
6.3.37 GetToolContext

This message is sent by an IPMP Tool to the IPMP Processor to request the list of IPMP Tool
all IPMP Tools operating on the same protected content element.

ontext IDs of

D'aglam | GetToolContext W |

L _
Children <datalID>
IP IPp
Profile B

<element _hame="GetToolContext" type="ipmpmsg:GetToolContextType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="GetToolContextType">
<complexContent>
<extension base="ipmpmsg:Data_BaseClassType"/>
</complexContent>
<’/ complexType>

Source

6.3.3.8\.\GetToolContextResponse

This message is sent by the IPMP Processor to an IPMP Tool to communicate the list of IPMP Tool context

IDs of all the IPMP Tools operating on the same protected content element.

| —--—:El—Fipmpmsg:dataID

Diagram GetToolContextResponse

| ipmpmsg:GetToolContextResponseType

—_—

Children <dataID> <ToolContextID>

© ISO/IEC 2008 — All rights reserved
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IP IP

Profile B

<element name="GetToolContextResponse"
type="ipmpmsg:GetToolContextResponseType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="GetToolContextResponseType">

<complexContent>
<extension base="ipmpmsg:Data_BaseClassType">
Source
<sequence>
<element name="ToolContextID" type="unsignedInt" minOccurs="0"
maxQcoccurs="unhbounded"
</sequence>
</extension>
</complexContent>
</complexType>
6.3.4 IPMRA Tool Notification Messages
The following| table specifies the IPMP Messages to be exchanged between an IPMP Processor and an|IPMP
Tool or a Regource Processor when being notified of particular events related to the IPMP Tools or the[IPMP
Processor on|the device.
6.3.4.1 AdITooINotificationListener
This messagg is sent by an IPMP Tool to the IPMP Processor to requestof being notified when certain gvents
OocCcur.
Diagram AddToolNotificationListener |
|
Children <dataID> <scope> <EwentType>
IP IP
Profile B
<element{name="AddToolNotificationListener"
type="ipmpmsg:AddToolNotificationListenerType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="AddToolNotificationListenerType">
<complexContent>
eXTellS10I1 Dase="1pmpmsg:Datad_basellasslype
Source <sequence>
<element name="scope" type="string"/>
<element ref="ipmpmsg:EventType" maxOccurs="unbounded"/>
<!--see scope list in MPEG IPMPX spec-->
</sequence>
</extension>
</complexContent>
</complexType>

16 © ISO/IEC 2008 — All rights reserved


https://iecnorm.com/api/?name=eb8716d55610dfd77f73f99c38831805

ISO/IEC 23001-3:2008(E)

6.3.4.2 RemoveToolNotificationListener
This message is sent by an IPMP Tool to the IPMP Processor to stop being notified when certain events occur.

|ripmpmsg:FIemnveTquNutiiicatiunListenerType

Diagram | RemoveToolNotificationListener

Children <datalD> <scope> <EventType>

IP IpP

Profile B

<element name="RemoveToolNotificationListener"
type="ipmpmsg:RemoveToolNotificationListenerType"
substitutionGroup="1ipmpmsg:Data_BaseClass"/>
<complexType name="RemoveToolNotificationListenerType! >
<complexContent>
Source <extension base="ipmpmsg:Data_BaseClassType">
<sequence>
<element ref="ipmpmsg:EventType’ maxOccurs="unboundefd" />
</sequence>
</extension>
</complexContent>
</complexType>

6.3.43 NotifyToolEvent

This message is sent by an IPMP Processor to notify an IPMP Tool that an event for which it had previously
registered as a listener has occurred. The type\of-0ccurred event is conveyed by the EventTyge element. A
list offevents is given in the table below.

Table 3 — List of Tool Events

Tool Event Descriptions
00 CONNECTED
01 CONNECTION_FAILED
02 DISCONNECTED
03 DISCONNECTION_FAILED
04 WATERMARKDETECTED
05 PARSE_TOOLPACKDATA_SUCCESS
06 PARSE_TOOLPACKDATA_FAILED
67 UNABLE—FO—PROCESS
08 TOOL_GROUP_NOT_FOUND
09 TERMINATION_FAILED
10 CONTROLPOINT_NOT_SUPPORTED
11 UNABLE_TO_PARSE_LICENSE
12 NO_VALID_LICENSE
13 LICENSE_VALIDATION_FAILED
14 READY_TO_PLAY
15 READY_TO_BE_TERMINATED

© ISO/IEC 2008 — All rights reserved 17
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| ipmpmsg: NntlfyTquEventType 1
. Notify ToolEvent & |
Diagram T “ipmpmsg:ESD_ID | |
| Cipmpmsg:EventType ﬂ |
| T |
| Sipmpmsg:toolContextiD | |
. e |
Children <dataID> <OD ID> <ESD ID> <EventType> <toolContextID>
IP IP
Profile B
<element name="NotifyToolEvent" type="ipmpmsg:NotifyToolEventType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="NotifyToolEventType">
<complexContent>
<extension base="ipmpmsg:Data_BaseClassType">
<sequence>
<sequence minOccurs="0">
Source <element name="OD_ID" type="urnsignedInt"/>
<element name="ESD_ID" type=funsignedInt"/>
</sequence>
<element ref="ipmpmsg:EventPype" maxOccurs="unbounded"/>
<element name="toolContext#DD¥ type="unsignedInt"/>
</sequence>
</extension>
</complexContent>
</complexType>

6.3.4.4 NofifyIPMPProcessorEvent
This messagg

event has oc

is sent by the IPMP Processor to‘the Resource Processor to notify that an IPMP Prodessor
urred.

mmpmsg MNotifyIPMPProcessorEventType
| —--—:EI—Flpmpmsg datalD |

Diagram | NutlfyI,E@jrucessurEvent
=|pmpmsg EventType H
e
L____________J
Children <da®31D><EventType>
IP IPp
Profile B
<element name="NotifyIPMPProcessorEvent"
type="ipmpmsg:NotifyIPMPProcessorEventType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="NotifyIPMPProcessorEventType">
<complexContent>
Source <extension base="ipmpmsg:Data_BaseClassType">
<sequence>
<element ref="ipmpmsg:EventType" maxOccurs="unbounded"/>
</sequence>
</extension>
</complexContent>
</complexType>
18 © ISO/IEC 2008 — Al rights reserved
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By employing this message, the IPMP Processor can notify whether an event has occurred, such as a
connection error or a license parsing error. The NotifylPMPProcessorEvent message extends the
Data_BaseClass Type by conveying:

e EventType: This element specifies the type of the event to notify. A list of events is given in Table 2.

6.3.5 IPMP Processing Messages

The following table specifies the IPMP Messages to be exchanged between two IPMP Tools or between an
IPMP Processor and an IPMP Tool or between an IPMP Processor and a Resource Processor for different
purposes.

6.3.51 KeyData
This message conveys either a time-dependent or a time-independent decryption key.
o T T T N\Y T T
| ipmpmsg:KeyDataType |
—--—jEI—Fipmpmsg:datalD |‘ |
| >
Diagfam KeyData Abmpmsg:Key |
\ ]
| Jipmpmsg:TimeKey :
| L. ipmpmsg:opaqueData :
L B N e |
Children <dataID> <Key> <TimeKey> <OpaguheData>
P -
Profile B
<element name="KeyDatal“type="ipmpmsg:KeyDataType"
substitutionGroup="1Ipmpmsg:Data_BaseClass"/>
<complexType name="KeyDataType">
<complexContent>
<extension base="ipmpmsg:Data_BaseClassType">
<geguence>
<choice maxOccurs="unbounded">
<element ref="ipmpmsg:Key"/>
<element ref="ipmpmsg:TimeKey"/>
</choice>
<element name="opaqueData" type="baseb64Binary" minOcfurs="0"/>
</sequence>
</extension>
</complexContent>
</complexType>
Sourcé <complexType name="KeyBaseType" abstract="true"/>
Wc <element name="Key" type="ipmpmsg:KeyType"/>
<complexType name="KeyType">
<complexContent>
<extension base="ipmpmsg:KeyBaseType">
<sequence>
<choice>

<element ref="xenc:EncryptedData"/>
<element ref="xenc:EncryptedKey"/>
</choice>
</sequence>
</extension>
</complexContent>
</complexType>
<element name="TimeKey" type="ipmpmsg:TimeKeyType"/>
<complexType name="TimeKeyType">
<complexContent>
<extension base="ipmpmsg:KeyType">
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<sequence>
<element name="startDTS" type="unsignedLong" minOccurs="0"/>
<element name="startPacketID" type="unsignedInt"
minOccurs="0"/>
<element name="expireDTS" type="unsignedLong" minOccurs="0"/>
<element name="expirePacketID" type="unsignedInt"
minOccurs="0"/>
</sequence>
</extension>
</complexContent>
</complexType>

If the key hé

ipmpmsg:Tim

The ipmpinfo
and xenc:End

S OTSITATS,
eKey element is employed.

Key element conveys a decryption key and further data in its child elements xenc:Enerypte
ryptedKey.

e the

HData

The ipmpinfq:TimeKey element extends the ipmpmsg:KeyType element by conveying)further information
about the usg of the key by the IPMP Tool that received it.
o startDTS: the container of the decoding time stamp of the first access unitAfor which the containefd key
is valjd (optional)
o startPacketID: the container of the packet ID of the first access unitfer-which the contained key is
valid [(optional)
e expireDTS: the container for the decoding time stamp of the first.access unit for which the contaiped
key i$ no longer valid (optional)
e expirePacketlD: the container for the packet ID of the firsbaccess unit for which the contained kel is
no lopger valid (optional)

Whenever a

6.3.5.2 GefRightsData

This messag
information (i

Key has to be delivered to an IPMP Tool, this is done by employing a KeyData message.

b is sent by an IPMP Tool or by-the IPMP Processor to the Resource Processor to request
e. a license) related to a specific content item or any parts of it.

rights

| i|]m|]m5!:_|:li:‘uatﬁi!:_|ht5[Zl:it:a|T5.|'|]|3_|
. —--—jEI—Fipmpmsg:datalD |
Diagram GetRightsData |
= dii:Identifier | |
| 1”3:. J
-
Children LdataID><Identifier>
IP Ip
Profile B
<element name="GetRightsData" type="ipmpmsg:GetRightsDataType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="GetRightsDataType">
<complexContent>
Source <extension base="ipmpmsg:Data_BaseClassType">
<sequence>
<element ref="dii:Identifier" maxOccurs="unbounded" />
</sequence>
</extension>
</complexContent>
</complexType>

20
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The entity receiving a GetRightsData message shall reply with a RightsData message.

When the IPMP Processor requires rights information related to a content item or parts thereof in order to
operate, the IPMP Processor requests it by employing the GetRightsData message. The IPMP Processor
specifies the identifier of the content item/content element for which the license is requested.

The GetRightsData message extends the Data_BaseClass Type by conveying the following element:

o |dentifier: This element specifies the content or content element identifier for which rights information is

requested
6.3.5.3—RightsData
The RightsData message is employed to deliver a license [2] to an IPMP Tool.
Y e
| ipmpmsg:RightsDataType |
Dlagram RightsData |
=ipmpmsg:rightsnfo l' |
| A~V
Children <dataID> <RightsInfo>
P -
Profile B
<element name="RightsData" type="ipmpmsg:RightsDataType"
substitutionGroup="1ipmpmsg:Data_BaseClass"/>
<complexType name="RightsDataType'>
<complexContent>
Source <extension base="ipmpmsg:Data_BaseClassType">
<sequence>
<element name="rightsInfo" type=" r:License"/>
</sequence>
</extension>
</complexContent>
</complexType>

6.3.5.4 CanProcess
This message is sent by an IPMP Tool to the IPMP Processor to allow or deny content processing.

{ﬁnnpmsg:CanPrucessType _T
Di m |
29r [CanProcess & |
| =ipnuunsg:canPrncess| |
- - - _
Children <datalID> <canProcess>
IP IP
Profile B
<element name="CanProcess" type="ipmpmsg:CanProcessType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="CanProcessType">
<complexContent>
Source <extension base="ipmpmsg:Data_BaseClassType">
<sequence>
<element name="canProcess" type="boolean"/>
</sequence>
</extension>
</complexContent>
</complexType>
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6.3.5.5 OpaqueData
This is a general-purpose container message for any type of data.

Fpnunnsg:OpaqueDataType o
Diagram OpaqueData & |
| :ipmpmsg:upaqueData| |
|
Children <dataID> <opaqueData>
IP -
Profile B
<element name="OpaqueData" type="ipmpmsg:OpaqueDataType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="OpaqueDataType">
<complexContent>
Source <extension base="ipmpmsg:Data_BaseClassType">
<sequence>
<element name="opaqueData" type="base64Binary"/>
</sequence>
</extension>
</complexContent>
</complexType> ‘

6.3.5.6 AudioWatermarkinglnit

This messagg is addressed to an IPMP Tool performing audio watermarking, delivering specific information

about the audio content and the operation to perform on it.

sudioWatermarkinglnit\=

Diagram RO | “ipmpmsg:requiredOp | |
| }--Fipmpmsg:wmPayload | |
| - Fipmpmsg:wmHRecipientlD | |
| +.-~ipmpmsg:opaqueData : |
g

. <dataIDx>S\XinputFormat> <requiredOp> <wmPayload> <wmRewcipienfID>
Children
<opaquelata>
IP -
Profile X

substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="AudioWatermarkingInitType">
<complexContent>
<extension base="ipmpmsg:Data_BaseClassType">
<sequence>

minOccurs="0"/>
</sequence>
</extension>
</complexContent>
</complexType>

<element name="AudioWatermarkingInit" type="ipmpmsg:AudioWatermarkingInitType"

<element name="inputFormat" type="ipmpmsg:AudioFormatType"/>
Source <element name="requiredOp" type="ipmpmsg:requiredOpType" />
<element name="wmPayload" type="string" minOccurs="0"/>
<element name="wmRecipientID" type="anyURI" minOccurs="0"/>
<element name=" opaqueData" type="base64Binary"

22
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6.3.5.7 VideoWatermarkinglnit

This message is addressed to an IPMP Tool performing video watermarking, delivering specific information
about the video content and the operation that shall be perform on it.

|ipmpmsg:"."ideu‘l'r'atermarkinglnitType o
ﬂpmpmsmdmmn| |
ipmpmsg:inputFormat |
Yideo'Watermarkinglnit |
Diagram | |
|
| ! '
| r---ipmpmsg:wmRBecipientlD .: |
[ PSR S X
| -;ipmpmsg:opaqueData | |
Lo hesesesasieemd |
Children <datalID> <inputFormat> <requiredOp> <wmPaylo&a> <wmRew¢ipientID>
<opaqueData>
P -
Profile X
<element name="VideoWatermarkingInit"
type="ipmpmsg:VideoWatermarkingInitType"
substitutionGroup="1ipmpmsg:Data_BageClass"/>
<complexType name="VideoWatermarkKingInitType">
<complexContent>
<extension base="ipmpmsg:Data_BaseClassType">
<sequence>
<element name="inputFormat" type="ipmpmsg:VideoFormafType" />
Source ; . .
<element name="requiredOp" type="ipmpmsg:requiredOpType" />
<element @ame="wmPayload" type="string" minOccurs="0f'/>
<elemen® name="wmRecipientID" type="anyURI" minOccurg="0"/>
<element name=" opaqueData" type="base64Binary"
minOccurs="0"/>
</seduence>
</extension>
</complexContent>
</complexType>

6.3.58 SendAudioWatermark

This essage is.'sent from an audio watermarking IPMP Tool to another IPMP Tool convelying a set of

information as,a.xesult of an audio watermarking operation.

lipmpmsg:SendAudioWatermarkType |

Diagram

| SendAudioWatermark

Children

<datalID> <wm status> <compression status> <payload> <opaqueData>

IP
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Profile X

<element name="SendAudioWatermark" type="ipmpmsg:SendAudioWatermarkType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="SendAudioWatermarkType">

<complexContent>
<extension base="ipmpmsg:Data_BaseClassType">
<sequence>
<element name="wm_status" type="ipmpmsg:wm_statusType"/>
Source <element name="compression_status"

type="ipmpmsg:compression_statusType"/>
<element name="payload" type="string" minOccurs="0"/>
<element name=" opaqueData" type="base64Binary"

lllJ’.lLU(.L, uUrs-= U
</sequence>
</extension>
</complexContent>
</complexType>

6.3.5.9 SendVideoWatermark

This messagg is sent by a video watermarking IPMP Tool to another IPMP Tool conveying a set of information
as a result of|a video watermarking operation.

ri|Jm|Jmsg:Send‘."idel]"l'l'atermarkTg.llpe |
. SendVideoWatermark & |
Diagram |
Children <dataID> <wm_ status> <compuesSsion status> <payload> <opaqueData>
IP -
Profile X
<element name="SendvVideoWatermark" type="ipmpmsg:SendVideoWatermarkType"
substitutionGtoup="1ipmpmsg:Data_BaseClass"/>
<complexType, name="SendVideoWatermarkType">
<complexCGontent>
<extension base="ipmpmsg:Data_BaseClassType">
<sequence>
Source <element name="wm_status" type="ipmpmsg:wm_statusType"/>
<element name="compression_status"
Zype="1ipmpmsg: compression_statusType" />
<element name="payload" type="string" minOccurs="0"/>
<element name="opaqueData" type="base64Binary" minOccurs="0"/>
</sequence>
</extension>
</complexContent>
</complexType>

6.3.5.10 SelectiveDecryptioninit

This message is used to communicate to an IPMP Tool performing decryption how the encryption on the
received content bitstream has been applied, whether the whole bitstream has been encrypted or only
portions of it. In the case in which only portions of the received bitstreams are encrypted, the information
allowing to identify the portions to be decrypted is conveyed by this message.
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—Fipmpmsg:mimeType |

SelectiveDecryptioninit £ —Fipmpmsg:prufileLeveIIndicatiun |

—Fipmpmsg:compliance |

|
|
|
|
|
- ipmpmsg:bufinfoStruct [ |
|
|
|
|
|

|
Diagram |
I 0..co
|
|
|
Children <dataID> <mimeType> <profilelLevelIndicatien> <c¢mpliance>
fiqre <bufInfostruct> <contentSpecific> <nSegments> <RIEyData>
P -
Profile X
<element name="SelectiveDecryptionInit"
type="ipmpmsg:SelectiveDecryptionInitType™
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="SelectiveDecrypfionInitType">
<complexContent>
<extension base="ipmpmsg.:Data_BaseClassType">
<sequence>
<element name="mimeType" type="string"/>
<element name="profileLevelIndication" type="string")>
<element name="compliance" type="string"/>
<element name="bufInfoStruct" type="ipmpmsg:bufInfoSkructType"
Source minOccurs="0" maxOccurs="unbounded" />
<chaoilce>
<élement name="contentSpecific"
type="ipmpmsg:gcofitentSpecificType" minOccurs="0"/>
<sequence>
<element name="nSegments" type="short"/>
<element name="RLE_Data" type="short"
maxOccurs="unbounded" />
</sequence>
</choice>
</sequence>
</extension>
</complexContent>
</complexType>

6.3.5.11 GetProtectedAsset
This message is sent by the IPMP Processor to the Resource Processor requesting a protected asset.

Diagram —
g GetProtectedAsset [}]—|—(—--—:E|—|;ipmpmsg:datal[] | |
. |
Children <dataID>
IP ip

© ISO/IEC 2008 — All rights reserved
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Profile B
<element name="GetProtectedAsset" type="ipmpmsg:GetProtectedAssetType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>

Source <complexType name="GetProtectedAssetType">

<complexContent>
<extension base="ipmpmsg:Data_BaseClassType"/>
</complexContent>
</complexType>

Upon receiving this message, the Resource Processor sends a GetProtectedAssetResponse message in

response.
6.3.5.12 GelProtectedAssetResponse
This messagg¢ is sent by a Resource Processor to an IPMP Processor to transmit a ProtectedAsset.
—_—— — = — — — — A — —
| ipmpmsg:GetProtectedAsse{fesponseType -|
. —--—jEI—IEipmpmsg:dataID | |
Diagram GetProtectedAssetResponse AN |
| —--—:El—Lipmpdidl:Prutectedhsset
T © - |
| Te
- Y}
Children <dataID><ProtectedAsset>
1P IP
Profile B
<element name="GetProtectedAssetResponse"
type="ipmpmsg:GetProtectedAssetResponseType" />
<complexType name="GetProtectedAssetResponseType">
<complexContent>
Source <extension base="ipmpmsg:Data_BaseClassType">
<seqguence>
<element ref="ipmpdidl:ProtectedAsset" maxOccurs="unbounded" />
</seguence>
</extension>
</complexContent>
</complexType>
Once a Respurce.“Processor receives a GetProtectedAsset message, the Resource Processor sepds a
GetProtectedAssetResponse message in response. The GetProtectedAssetResponse message extends the
Data_BaseClpss'Type by conveying the following element:

e ProtectedAsset: this element contains IPMP information related to a protected content item/content
element. The IPMP Processor can apply tools to the contents based on the IPMP information contained
within this element.

6.3.6 User Interaction Messages

This section specifies the IPMP Messages enabling the communication between an IPMP Tool and the user
of the device on which the IPMP Tool operates.

26
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UserQuery

Message used to query the User for information.

1-3:2008(E)

Diagram
Children <dataID> <altText>
IP P
Profile B
<element name="UserQuery" type="ipmpmsg:UserQueryType?
substitutionGroup="1ipmpmsg:Data_BaseClass"/>
<complexType name="UserQueryType">
<complexContent>
<extension base="ipmpmsg:Data_BaseClassType">
<sequence>
<element name="altText" type="ipmpmsg:altTextType"
maxOccurs="unbounded" />
</sequence>
</extension>
</complexContent>
</complexType>
<complexType name="altTextTypel >
<sequence>
<element name="languageCode" type="language"/>
<element name="titleText" type="string" minOccurs="0"/>
<element name='d¥splayText" type="ipmpmsg:displayTextTyge"
minOccurs="0" maxOccurs=*unbounded" />
<element namé="needReplyText" type="ipmpmsg:replyTextTyge"
minOccurs="0" maxOccurs="unbounded" />
<element \Wame="inclOptionSelect"
type="ipmpmsg:incdlOptionSelectType" minOccurs="0" maxOccurs="unbounded" />
<elément name="SMIL_URL" type="string" minOccurs="0"
maxOccurs="unbounded" />
Source <element name="SMIL" type="hexBinary" minOccurs="0"/>
<!-- ISO 639-2:1998 bibliographic three character langugge code-->
<J/sequence>
</(ComplexType>
gcomplexType name="displayTextType">
<sequence>
<element name="text" type="string"/>
</sequence>
<attribute name="ID" type="unsignedShort" use="required"/>
</complexType>
<complexType name="replyTextType">
S CTHUUTIILT
<element name="text" type="string"/>
</sequence>

<attribute name="ID" type="unsignedShort" use="required"/>
<attribute name="subID"

<attribute name="isHidden" type="boolean"/>

</complexType>
<complexType name="inclOptionSelectType">
<sequence>
<element name="promptText" type="string"/>
</sequence>
<attribute name="ID" type="unsignedShort" use="required"/>
<attribute name="subID" type="unsignedShort" use="required"/>
<attribute name="isExclusive" type="boolean"/>
</complexType>

type="unsignedShort" use="required"/>

© ISO/IEC 2008 — All rights reserved
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6.3.6.2 UserQueryResponse
This message contains the user response to a UserQuery message.

T
| |pmpmsg:UserﬂueryﬁespunseTgpe_l
—--—:EI—IEipmpmsg:dataID |
Diagram UserQueryRespongse =m0 — -—
| - ipmpmsg:reply Text |
" Py My gy gy My Sy iy Mgy My g iy My My B Mgy gy Mg, S
| e
Children datalD TeplyText
IP ip
Profile B
<element name="UserQueryResponse" type="ipmpmsg:UserQueryRasponseType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="UserQueryResponseType">
<complexContent>
<extension base="ipmpmsg:Data_BaseClassType">
<sequence>
<element name="replyText"
type="ipmpmsg:responseReplyTextType" minOccurs=40" maxOccurs="unbounded"/
</sequence>
</extension>
</complexContent>
</complexType>
<complexType name="responseReplyTextType">
<sequence>
Source <element name="languageCode" type="language"/>
<element name="replyText" type="ipmpmsg:replyTextType"
minOccurs="0" maxOccurs="unbounded" />
<element name="opbionResult" type="ipmpmsg:optionResultType"
minOccurs="0" maxOccurs="unbounded" />
<!-- ISO 639-2:1998 bibliographic three character language codp-->
</sequence>
</complexType>
<complexType nanez"optionResultType">
<sequence>
<element name="result" type="boolean"/>
</sequence>
<attribute name="ID" type="unsignedShort" use="optional"/>
<attribute name="subID" type="unsignedShort" use="optional"/>
</complexType>
6.3.7 Additional IPMP Messages
This section |specifies additional IPMP Messages to be exchanged between an IPMP Tool and an [IPMP
Processor or [petween an IPMP Processor and a Resource Processor for different purposes.

Note: a compliant single IPMP Tool does not need to be able to process IPMP Tool Pack messages.
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6.3.7.1 InitialiseTool
This message conveys initialisation data to an IPMP Tool.

||:|m|:|msg dInitialiseTool Type _|
I “ipmpmsg:datalD | |
Diagram = Aipmpmsg:ControlPointlD
Children <dataID> <ControlPointID> <ControlPointAddress> <Data BaGe€lass>
IP P
Profile B
<element name="InitialiseTool" type="ipmpmsg:InitialiseToolType"
substitutionGroup="1ipmpmsg:Data_BaseClass"/>
<complexType name="InitialiseToolType">
<complexContent>
<extension base="ipmpmsg:Data_(BaseClassType">
<sequence>
<sequence minOccurs="0" maxOccurs="unbounded">
<element ref=¢ipmpmsg:ControlPointID"/>
<element refZ" Ipmpmsg:ControlPointAddress"
minOccurs="0"/>
</sequence>
Source <element name="Data_BaseClass" minOccurs="0"
maxOccurs="unbounded" />
</sequence>
</extension>
</complexContent>
</complexType>
<element name="CentrolPointID" type="ipmpmsg:ControlPointType"/
<complexType name="ControlPointType">
<sequende>
<dlement name="ID" type="integer"/>
</seguence>
</complexType>
<eleMent name="ControlPointAddress" type="base64Binary"/>
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An ipmpmsg:InitialiseTool element delivers the following information:

e ControlPointID: an ID indicating the point where the IPMP Tool can operate along the Resource
processing pipeline. This ID is registered by the appointed registration agency before being used. The
preliminary ipmpmsg:ControlPointID assignments are given in Table 4:

e ControlP
media da

Table 4 — List of available Control Points

ControlPointID Description
00 NO_CONTROL_POINT
01 CONTROL_POINT_BEFORE_DEMULTIRLEXING
02 CONTROL_POINT_BEFORE_AUDIODECODING
03 CONTROL_POINT_AFTER AUDIO_DECODING
04 CONTROL_POINT_BEFORE_VIDEO_DECODING
05 CONTROL_POINT-AFTER_VIDEO_DECODING
06 CONTROL_POINT_BEFORE_STORING
07 CONTROL_POINT_BEFORE_PLAYBACK
08 CONTROL_POINT_BEFORE_TRANSFERRING

ta for processing. The format of this address may depend on the particular device on which

IPMP Prqgcessor is running, and such information depends on the Instantiation_API_ID value in the
ipmpinfo4msx:ToolAPI_Config element[1].

e Anymes

6.3.7.2 Init

bage extending ipmpmsgiData_BaseClass.

aliselPMPProcessor

This messagg¢ is sent by a Resource Processor to initialise the IPMP Processor.

bintAddress: a local address on the device, in which the IPMP Tool can be inserted, and regeive

the
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|ipmpmsgiinitialiselPMPProcessorType _i
| ipmpmsg:ControlPointlD
. InitialiselPMPProcessor [ % * |
Diagram
| ipmpdidl:ProtectedAsset |
L T i |
- - - . __ __
Children <datalD> <ControlPointID> <ControlPeintAddress>
<IPMPGeneralInfoDescriptor> <ProtectedAsset>
IP IP
Profile B
<element name="InitialiseIPMPProcessor"
type="ipmpmsg:InitialiseIPMPProcessorType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="InitialiseIPMPProcessorType!>
<complexContent>
<extension base="ipmpmsg:Data_BaseClassType">
<sequence>
<sequence minOccurs="0Y¥ maxOccurs="unbounded">
Source <element ref="ipmpmsg:ControlPointID"/>
<element ref="igmpnsg:ControlPointAddress" minOc¢urs="0"/>
</sequence>
<element ref="ipmpinfo:IPMPGeneralInfoDescriptor"
minOccurs="0"/>
<element ref=Aipmpdidl:ProtectedAsset" minOccurs="0"
maxOccurs="unbounded" />
</sequence>
</extension>
</complexContent>
</complexType>
The | InitialiselPMPProcessor~~message is employed to initialise the IPMP Progessor. The
InitialiselPMPProcessor méssage extends the Data_BaseClass Type by conveying the following jnformation:
e CpntrolPointID: the list of control point identifiers on which the IPMP Tool shall operate
e CpntrolPointAddress: the physical address of the control points.
¢ IHMPGeneralinfoDescriptor: the general IPMP information descriptor such as the IPMP Tool [List and
ppssibly licenses.
o ProtectedAsset: the IPMP information required to instantiate and initialize IPMP Tools
6.3.7.3 TerminatelPMPProcessor
This message is sent by a Resource Processor to terminate the IPMP Processor.
. | ipmpmsg:TerminateIPMPPrucessurType_|
Diagram - — |
TerminatelPMPProcessor [}]—r(—--—j;l—ﬁpmpmsg:datalﬂ
- - _|
Children <datalID>
IP Ip
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Profile B

<element name="TerminateIPMPProcessor"
type="ipmpmsg: TerminateIPMPProcessorType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
Source <complexType name="TerminateIPMPProcessorType">
<complexContent>
<extension base="ipmpmsg:Data_BaseClassType"/>
</complexContent>
</complexType>

The TerminatelPMPProcessor message is used to terminate the IPMP Processor A Resource Process sends

a TerminatelMRPreee

the IPMP Processor receives this message, the IPMP Processor dlsconnects all the IPMP Tools used or| the

resources ang terminates all its processes.

6.3.7.4 GefToolGroupReference

This messade is sent by an IPMP Tool Agent to the IPMP Processor requesting)the reference {o the

associated IAMP Tool Group.

|—I|JITI|JITISQ GelTunIGrnupHeferenceType_i
. |pmpmsg:dataID |
Diagram GetToolGroupReference = _ |
Lipmpinfo:IPMP ToollD "
| Z =
I, O I
Children <datalID>
IP ip
Profile B
<element name="GetToolGrotupReference"
type="ipmpmsg:GetToolGroupReferenceType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="GetToolGroupReferenceType">
Source <complexConFent>
<extensions base="ipmpmsg:Data_BaseClassType"/>
<séquence>
<element ref="ipmpinfo:IPMPToolID" maxOccurs="unbounded"/>
</Sequence>
</complrexContent>
</complekType>

Each IPMP Tpdal Pack optionaIIy contains the IPMP Tool Group. The IPMP Tool Agent requires the IPMF Tool

Group identif
Agent to request the reference of the IPMP Tool Group

6.3.7.5 GetToolGroupReferenceResponse

Tool

This message is sent by an IPMP Processor to an IPMP Tool Agent conveying the reference to the associated

IPMP Tool Group.
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Diagram |
GetToolGroupReferenceResponse &

Children <dataID> <ToolGroupReference>

IP IpP

Profile B

<element name="GetToolGroupReferenceResponse"
type="ipmpmsg:GetToolGroupReferenceResponseType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="GetToolGroupReferenceResponseType">
<complexContent>
Source <extension base="ipmpmsg:Data_BaseClassType">
<sequence>
<element name="ToolGroupReference" type="base64Binar
</sequence>
</extension>
</complexContent>
</complexType>

y.u/>

bolGroupReference: the reference to the IPMP Tool Group.The reference indicates either t
e local address of the IPMP Tool Group depending on-the Instantiation_API_ID value in theg
sx:ToolAPI_Config element [1].

3 5

6.3.76 GetToolReference

he handle or
ipmpinfo-

In the|case the IPMP Tool Agent requires a Single4PMP Tool to perform IPMP functions, a referg¢nce to it may

be obtained by sending a GetToolReference message to the IPMP Processor. This message i
IPMP|Tool Agent to request the reference ofsthe Single IPMP Tool.

5 sent by the

Diagram GetToolReference o

- - = 1
Children <datadlD> <IPMPToolID>
IP IP
Profile B

eloment name-—"CaotToclRaoforonca" txmo-—"J1rmramoo - CaotTaclRoforoncaTrm

Z I = I = Z I
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="GetToolReferenceType">
<complexContent>
<extension base="ipmpmsg:Data_BaseClassType">
<sequence>

Source

</sequence>
</extension>
</complexContent>
</complexType>

<element ref="ipmpinfo:IPMPToolID" maxOccurs="unbounded"/>

¢ IPMPToollD: The identifier of the Single IPMP Tools that the IPMP Tool Agent is requesting.
one IPMP Tool Reference can be requested.

© ISO/IEC 2008 — All rights reserved
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6.3.7.7 GetToolReferenceResponse

This message conveys the reference of a requested Single IPMP Tool. This message is sent by the IPMP
Processor to the IPMP Tool Agent.

riﬁpﬁﬁaﬁuﬁ.ﬂrﬁcﬁegugeﬂmﬂ
| == “ipmpmsg:datalD | |

Diagram =

GetToolReferenceResponse | Sipmpinfo:lPMP ToollD | |
Fipmpmsq:ToolReference | |

| T
L _|

Children <datalID> <IPMPToolID> <ToolReference>

IP IP

Profile B

<element name="GetToolReferenceResponse"

type="ipmpmsg:GetToolReferenceResponseType"

substitutionGroup="ipmpmsg:Data_BaseClass"/>

<complexType name="GetToolReferenceResponseType">
<complexContent>

Source <extension base="ipmpmsg:Data_BaseClassType>

<sequence maxOccurs="unbounded">
<element ref="ipmpinfo:IPMPToolID"/>
<element name="ToolReference'/type="base64Binary" />
</sequence>
</extension>
</complexContent>
</complexType>

e |IPMPTodlD: the ID of the Single IPMP Tool thatthe IPMP Tool Agent has requested.

o ToolRefefence: the reference of the Single IRMP Tool identified by the IPMPToolID. The reference
indicates|either the handle or the local addfess of the IPMP Tool Group depending on the
Instantiatjon_API_ID value in the ToolARI_Config [1].

6.3.7.8 GefToolPackData

The IPMP Tqol Agent may need, Teol Pack Data to initialize the IPMP Tool Group or the Single IPMP| Tool.

This messagg is sent by the IPMR*Tool Agent to request the Tool Pack Data.

bi Fpm_prEgEeﬁm_PaEna_taT]:ﬂ
lagram =
9 | GetToolPackData | —ipmpmsg:datalD |
- - - 1
Children &dataiD>
IP ip
Profile B
<element name="GetToolPackData" type="ipmpmsg:GetToolPackDataType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
Source <complexType name="GetToolPackDataType">
<complexContent>
<extension base="ipmpmsg:Data_BaseClassType"/>
</complexContent>
</complexType>
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6.3.7.9 ToolPackData

This message is sent by an IPMP Processor to an IPMP Tool Agent conveying the IPMP Tool Pack Data.

| ipmpmsg:ToolPackDataType |
. == “ipmpmsg:datalD
Dlagram ToolPackData | |
Lipmpmsg:0paqueData |
\- ]
Children <dataID> <OpaqueData>
IP | IpP
Profile B
<element name="ToolPackData" type="ipmpmsg:ToolPackDataType"
substitutionGroup="1ipmpmsg:Data_BaseClass"/>
<complexType name="ToolPackDataType">
<complexContent>
Source <extension base="ipmpmsg:Data_BaseClassType">
<sequence>
<element name="opaqueData" type="béaseb64Binary" minOcfurs="0"/>
</sequence>
</extension>
</complexContent>
</complexType>
e (OpaqueData: the information to initialize the IPMP ToqlGroup or the Single IPMP Tool.
6.4 |Legacy Messages
6.4.1| Introduction

and IPMP_DescriptorFromBitstream have been translated into XML for the sake of complet

Two rFessages defined in ISO/IEC 13818-41 and ISO/IEC 14496-13, namely IPMP_MessageH
specification. For the semantics of these’'messages, refer to ISO/IEC 13818-11 and ISO/IEC 144

6.4.2| MessageFromBitstream

The purpose of a MessageFromBitstream is the delivery of IPMP_Messages to IPMP Tools.

romBitstream
bness of this

D6-13.

| ipmpmsg:MessageFromBitstreamType —|

Fipmpmsg:Sender | |

<element ref="ipmpmsg:IPMP_Message" minOccurs="0"
maxOccurs="unbounded" />
</sequence>
</extension>
</complexContent>
</complexType>

Diagfam Fipmpmsg:Recipient | |
MessageFromBitstream | . |
| iPMP_Message [} |
; e
Children <Sender> <Recipient> <IPMP Message>
<element name="MessageFromBitstream" type="ipmpmsg:MessageFromBitstreamType"
substitutionGroup="ipmpmsg:ToolMessageBase" />
<complexType name="MessageFromBitstreamType">
<complexContent>
<extension base="ipmpmsg:ToolMessageBaseType">
Source <sequence>

© ISO/IEC 2008 — All rights reserved
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6.4.3 IPMP_Message

The IPMP_Message is defined below:

Diagram

|
|
IPMP_Message & == I |
|
|
|

| L ipmpmsg:Data_BaseCIass-
T . U
] ﬂpmpmsgﬂPMP_dmal
- _ _
Children <URLString> <IPMP Data> <choice>[<IPMP DescriptexlDEx>,
<Data BaseClass>]
<element name="IPMP_Message" type="ipmpmsg:IPMP_MessageType"/>
<complexType name="IPMP_MessageType">
<complexContent>
<extension base="ipmpmsg:IPMPBaseType">
<sequence>
<choice>
<element name="URLString" type="anyURI"/>
<sequence>
Source <element name="IPMP_DescriptorIDEx" type="anyURI"/

<element ref="ipmpmsg:DataBaseClass" minOccurs="0"

maxOccurs="unbounded" />

</sequence>

<element name="IPMP_data™ type="hexBinary"/>

</choice>
</sequence>
</extension>
</complexContent>

</complexType>

6.4.4 DesciriptorFromBitstream

The binary varsion of this message is used.to convey binary IPMP Descriptors to an IPMP Tool.

Diagram = Ty
| DescriptorFromBitstream & |pmpmsg.He-::|p|ent|
) =} -~ipmpmsg:IPMP_Descriptor & |
| T |
Children <Sénder> <Recipient> <IPMP Descriptor>
<&lement name="DescriptorFromBitstream"
type="ipmpmsg:DescriptorFromBitstreamType"
substitutionGroup="ipmpmsg:ToolMessageBase" />
<complexType name="DescriptorFromBitstreamType">
<complexContent>
Source <extension base="ipmpmsg:ToolMessageBaseType">
<sequence>

<element name="IPMP_Descriptor" type="hexBinary" minOccurs="0"
maxOccurs="unbounded" />
</sequence>
</extension>
</complexContent>
</complexType>

The ipmpmsg:DescriptorFromBitstream element extends the ipmpmsg:ToolMessageBaseType complex type
by adding a sequence of IPMP_Descriptor elements of type hexBinary.
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Annex A
(informative)

IPMP Tool Management Protocols
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A.2

A.2.1

Depe

hnnex describes how an IPMP Processor uses the XML IPMP messages to instantiate,
hg interoperability in a device supporting a plurality of IPMP Tools from a number of providg
rotocols are based on concepts derived from ISO/IEC 13818-11 and ISO/IEC-14496-13.

an IPMP Processor has to supervise IPMP operations over a resourcecprotected by one ¢
it needs to locate the IPMP Tools signalled in the associated IPMP Information Descript
ssor extracts the IPMP Tool IDs from the IPMP Information Deseriptor and determines
the required IPMP Tools or the IPMP Tool Pack reside. Finally) the IPMP Processor in
Tools as indicated in the ipmpinfo-msx:Instantiation_API_ID [4].

ging an IPMP Tool involves the delivery of the IPMP(Messages defined in this doc
hges are exchanged between an IPMP Processor and an IPMP Tool according to a M

hfo-msx:Messaging_API_ID [1] supported by the-device on which it is running.

Messages are conveyed in either ipmipmsg:MessageFromTool or ipmpmsg:Mes
hges. The IPMP Tool receiving such messages will obtain from the container Message th
the Context ID of the Sender (the “Sender” element) and its own Context ID (the “Recipien
nstantiation of an IPMP Tool invelves the connection of the IPMP Tool instance to a sp
and in a specific order compared to other IPMP Tools operating in the same Control H
" attribute of ipmpinfo:Tool for more information on the order of IPMP Tools in a Con

tration Authority for registering Control Points on Devices, Instantiation APls and Messad
y been established by MPEG in the context of MPEG-2 and MPEG-4 IPMPX.

Instantiation of an IPMP Tool

Introduction

nding-on the nature of the IPMP Tool — whether this is a Single IPMP Tool or an IPMP Tg

authenticate,

5e and carry out all management tasks related to IPMP Tools. These operations~are mecessary for

=

S.

r more IPMP
br. The IPMP
the location
stantiates the

Lment. IPMP
bssaging API

is particular to each device. The IPMP Processor/chooses the IPMP Tools characterized by the

ageFromDID
e information
" element).

ecific Control
oint (see the
trol Point). A
ing APIs has

ol Pack - the

IPMP

Processor will act as anpr‘ifind in the fnllnwing two sections

A.2.2 Instantiation of a single IPMP Tool

When the IPMP Tool is a Single IPMP Tool, the IPMP Processor instantiates it according to the mechanisms
of the platform on which it is running. According to ipmpinfo-msx:Devicelnformation [1] associated with the
IPMP Tool Body, in particular the ipmpinfo-msx:ToolAPI_Config element, the IPMP Processor knows the
Instantiation_API_ID information of the IPMP Tool and acts appropriately in order to get a handle of an
instance of the IPMP Tool.
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A.2.3 Instantiation of an IPMP Tool Pack

When the IPMP Tool is an IPMP Tool Pack, the IPMP Processor instantiates the IPMP Tool Agent part of the
IPMP Tool Pack, according to the mechanisms of the platform on which it is running. According to the
ipmpinfo-msx:Devicelnformation associated with the IPMP Tool Pack Body, in particular the ipmpinfo-
msx:ToolAPI_Config element, the IPMP Processor knows the Instantiation_API_ID information of the IPMP
Tool Agent and acts appropriately in order to get a handle of an instance of the IPMP Tool Agent. The
instantiation of the IPMP Tool Pack at this point is not complete yet because the IPMP Processor still needs to
instantiate the IPMP Tools in the IPMP Tool Group. Before these can be instantiated, the IPMP Tool Agent
has to be initialised as specified below.

A.3 Initialisation of an IPMP Tool

A.3.1 Introduction
Once the IPNIP Processor has a handle of an instance of the IPMP Tool, the IPMP Proeessor initialisg¢s the

IPMP Tool instance as specified below, depending on whether the IPMP Tool is a Single IPMP Tool|or an
IPMP Tool Agent.

A.3.2 Initialization of a single IPMP Tool

The IPMP Processor initializes a Single IPMP Tool by sending it an ipmpmsg:InitialiseTool Messagel This
Message conyeys to the IPMP Tool the following information:

+ the IPMP Processor Instance, a handle of the IPMP Pracessor that is needed by the Tool to| send
Messages back to the IPMP Processor,

» the Contfol Point in which the IPMP Tool will operate.(Optional),

» the Seqyence Code of the IPMP Tool defining its order with respect to other IPMP Tools operating|in the
same Control Point (optional),

* any IPMIP Message addressed to that IPMP Tool found in the DI (optional).

A.3.3 Initialization of an IPMP Toel Pack
The initializatjon of an IPMP Togl'Pack involves first the initialisation of the IPMP Tool Agent.

The IPMP Processor initializes an IPMP Tool Agent by sending it a ipmpmsg:InitialiseTool Messagel This
Message conyveys to the IPMP Tool Agent the following information:

e the IPMR Processor Instance: a handle of the IPMP Processor that is needed by the Tool to| send
Messagep back to the IPMP Processor. The format of this handle may depend on the particular devjce on

which the~IPMP Processor is running and such information depends on the ipmpinfo-

msx:Instantiation_API_ID value in the ipmpinfo-msx:ToolAPI_Config.

o the list of all available Control Points on the device where the IPMP Tool Agent may instantiate the IPMP
Tools in the Tool Group with the associated ipmpmsg:ControlPointAddress where the IPMP Tool Pack
operates.

e any IPMP Message addressed to that IPMP Tool found in the digital item of which the protected resource
on which the IPMP Tools shall operate is part.

After the IPMP Tool Agent is instantiated, initialised and authenticated, the IPMP Processor chooses from the
available Control Points the ones in which the IPMP Tools in the IPMP Tool Group shall be instantiated.
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Where the IPMP Tool Agent needs the instantiation of another IPMP Tool to operate, the IPMP Tool Agent
requests the reference of the IPMP Tool Group from the IPMP Processor by sending a
ipmpmsg:GetToolGroupReference message. The IPMP Processor replies by sending the required information
contained in the ipmpmsg:GetToolGroupReferenceResponse, if the IPMP Processor can access it. In the
case where this operation fails, the IPMP Processor replies with a ipmpmsg:NotifyToolEvent, specifying an
event of type “TOOL_GROUP_NOT_FOUND”.

When the IPMP Tool Agent needs the instantiation of a Single IPMP Tool to operate, then the IPMP Tool
Agent requests the reference of the Single IPMP Tool from the IPMP Processor by sending a
ipmpmsg:GetToolReference message specifying a list of IPMP Tool IDs of the required IPMP Tools. In the
case where the IPMP Processor can access the requested IPMP Tools, the IPMP Processor replies with a
ipmpmsg:-GetToolReferenceRespanse conveying a list of IPMP Tool IDs and the assaciated references of
each |PMP Tool.

Once|the IPMP Tool Agent obtains the reference of the IPMP Tool Group or the reference of g Single IPMP
Tool, |the IPMP Tool Agent connects each IPMP Tool in the Tool Group or the Single IPMIP Tool to the
appropriate Control Point.

The ipitialization information for each IPMP Tool is contained in the Tool Pack-Data. The IPMP Tool Agent
may yse the Tool Pack Data to initialize the IPMP Tools in the Tool Groupsin this case, the IPMP Tool Agent
requessts the Tool Pack Data from the IPMP Processor by sending an jgmpmsg:GetToolPackData message.
The IPMP Processor searches for the Tool Pack Data associated with\the Tool Pack of the refjuesting Tool
Agen{ and sends the ipmpmsg:ToolPackData to the IPMP.Tool Agent by including it in an
ipmpmsg:MessageFromDID message. Finally, the IPMP Tool Agent’initialises each IPMP Tool|with the Tool
Pack Data.

A.4 |Authentication between IPMP Tools and the IPMP Processor

As a peneral practice, the IPMP Processor and the IPMP Tools shall mutually authenticate befpre any other
actior] is performed in the device after IPMP Tool Initialisation. This also has the advantage of allowing the
establishment of a secure channel for communication among parties.

Mutual authentication can be triggeredyby either an IPMP Tool or the IPMP Processor by sé¢nding to the
counterpart an ipmpmsg:InitAuthentication message for negotiating the mutual authenticatign algorithms
suppqrted by both parties. Following, a number of ipmpmsg:MutualAuthentication messages will be
exchgnged between the parties involved until mutual authentication is achieved. For more inforation on the
use of these two messages.refer to ISO/IEC 13818-11 and ISO/IEC 14496-13.

When the IPMP Tool invelved in the authentication process is an IPMP Tool Pack, the authentication process

will bg¢ performed by.the IPMP Tool Agent, as the authentication between this and the IPMP Toqls in the Tool
Groui is performed.by the Tool Agent in a proprietary fashion.

A.5 General IPMP Tool Management

A.5.1 Introduction
ISO/IEC 13818-11 and ISO/IEC 14496-13 describe several scenarios where IPMP Messages are employed to
achieve certain goals such as the exchange critical information like licenses, decryption keys, watermarking

information, etc. For more information on the use of IPMP Messages for achieving these goals, refer to these
two International Standards.

A.5.2 Obtaining a reference to the IPMP Tool Group

The IPMP Processor searches the required IPMP Tool Pack and instantiates the IPMP Tool Agent. The IPMP
Tool Agent may need the IPMP Tools part of the IPMP Tool Group. In this case, the IPMP Tool Agent sends a
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ipmpmsg:GetToolGroupReference message to the IPMP Processor to request a reference to the IPMP Tool
Group.

A.5.3 Obtaining a reference to an IPMP Tool

The IPMP Tool Agent may also employ a Single IPMP Tool for performing IPMP Functions. In this case, the
Tool Agent sends ipmpmsg:GetToolReference message to the IPMP Processor to request the reference to
the Single IPMP Tool.

In response to a ipmpmsg:GetToolReference message, the IPMP Processor sends a ipmpmsg:
GetToolReferenceResponse message to the IPMP Tool Agent conveying the reference of the Single IPMP
Tool.
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Annex B
(informative)

The ipmpmsg schema

<?xml version="1.0" encoding="UTF-8"?>

<schema targetNamespace="urn:mpeg:mpegB:schema:IPMP-XML-MESSAGES:2007"

xmlns="http://www.w3.0rg/2001/XMLSchema"

xmlns:ipmpmsg="urn:mpeg:mpegB:schema: IPMP-XML-MESSAGES:2007"
xmlns:dsig="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmlns:ipmpinfo="urn:mpeg:mpeg21:2004:01-IPMPINFO-NS"
xmlns:r="urn:mpeg:mpeg2l:2003:01-REL-R-NS"
xmlns:dii="urn:mpeg:mpeg2l:2002:01-DII-NS"
xmlns:ipmpdidl="urn:mpeg:mpeg21:2004:01-IPMPDIDL-NS"

!-— IPMPBaseType -->
complexType name="IPMPBaseType" abstract="true"/x
!--ToolMessageBase-—>

abstfact="true"/>

complexType name="ToolMessageBaseType" alkbstract="true">
<complexContent>
<extension base="ipmpmsg:IPMPBase€Type">
<sequence>
<element name="Sender'" “type="anyURI"/>
<element name="Recipient" type="anyURI"/>
</sequence>
</extension>
</complexContent>
/complexType>
!--Data BaseClass—->
element name="Data BaseClass" type="ipmpmsg:Data BaseClassType"

abstfact="true"/>

complexType names"Data BaseClassType" abstract="true">
<complexContent>
<extension base="ipmpmsg:IPMPBaseType">
<sequence>
<element name="datalID" type="unsignedInt"/>
</sequence>
</extension>
</ eomplexContent>

/eomplexType>

elementFormDefault="qualified" attributeFormDefault="unqualified'

element name="ToolMessageBase" type="ipmpmsgisToolMessageBaseType"

>

Kl Kdhhkhkhhkhrhhhkhrhkhhrhhhkhhhkh bk bk hhhkh bk hhkhhhkhrhhhkhhhkhrhhhkhrhhrhhkkhrkx

<!-- DRM Message Containers -->

<l--

<!-- MessageFromDI-->

<element name="MessageFromDI" type="ipmpmsg:MessageFromDIType"
substitutionGroup="ipmpmsg:ToolMessageBase" />

<complexType name="MessageFromDIType">

maxO

<complexContent>
<extension base="ipmpmsg:ToolMessageBaseType">
<sequence>

<element ref="ipmpmsg:Data BaseClass" minOccurs="0"

ccurs="unbounded" />
</sequence>
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</c

</extension>
omplexContent>

</complexType>
<!--MessageFromTool-->
<element name="MessageFromTool" type="ipmpmsg:MessageFromToolType"
substitutionGroup="1ipmpmsg:ToolMessageBase" />
<complexType name="MessageFromToolType">
<complexContent>

<extension base="ipmpmsg:ToolMessageBaseType">
<sequence>
<element ref="ipmpmsg:Data BaseClass" minOccurs="0"

maxOccurs=“unbounded”
</sequence>
</extension>
</cpmplexContent>
</complexType>
<!__ Rk SR b b b b b b b b R S b 2 b b b b b b 2 db b b SE db b b dh b b b db b dh b b JE Ib b b dh b b 2R Ib b S Sh b b 2 Ih b S MR O b g i —_>
<!-- DRM Messages -->
<!__ Rk SR b b b b b b b b SR b b 2 b b b b b b 2 Sh b b SE db b b dh b b b Sb b b dh b b JE Ib b b dh b b SR Ib b S dh b b O b b S dh b b db i 4 —_>
<!-— APJTHENTICATION MESSAGES -->
<!--IniltAuthentication-->
<element name="InitAuthentication" type="ipmpmsg:InitAuthenticationType"
substitutijonGroup="ipmpmsg:Data BaseClass"/>
<complg¢xType name="InitAuthenticationType">
<cojplexContent>
<extension base="ipmpmsg:Data BaseClassIype">

mutual aut

<sequence>
<element name="ContextID" type="anyURI" minOccurs="0"/>
<element name="AuthType" type>"ipmpmsg:AUTType"/>
<!--Context ID of the logigal instance of the Tool with whic
hentication is to be performed-==>

</sequence>
</extension>
</cpmplexContent>
</complexType>
<simplg¢Type name="AUTType">
<anhotation>
<documentation>
"01l" - No Authentication Required
"02" - No (ID*verify, Do secure channel
"03" - D@ JID verify, No secure channel
"04" <. DS ID verify, Do secure channel
</documéntation>
</apnotationh>
<reptriction base="integer">
<énumeration value="01"/>
annumeration value="02"
<enumeration value="03"/>
<enumeration value="04"/>
</restriction>
</simpleType>

<!--MutualAuthentication-->
<element name="MutualAuthentication" type="ipmpmsg:MutualAuthenticationType"

substituti

onGroup="ipmpmsg:Data BaseClass"/>

<complexType name="MutualAuthenticationType">
<complexContent>

<extension base="ipmpmsg:Data BaseClassType">
<sequence>
<choice minOccurs="0">
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<element name="requestNegotiation"
type="ipmpmsg:requestNegotiationType"/>
<element name="successNegotiation"
type="1ipmpmsg:successNegotiationType"/>
<element name="failedNegotiation" type="boolean"
fixed="true"/>
</choice>
<element name="authenticationData" type="hexBinary"
minOccurs="0"/>
<element name="authCodes" type="ipmpmsg:AuthCodesType"
minOccurs="0"/>

Seqguence
T

</extension>
</complexContent>
/complexType>
complexType name="requestNegotiationType">
<sequence>
<element name="candidateAlgorithms"
typefF"ipmpmsg:AlgorithmDescriptorType" />
</sequence>
/complexType>
complexType name="AlgorithmDescriptorType">
<sequence>
<element name="algoID" type="anyURI" maxOccurs="unbounded" />
<element name="opaqueData" type="baseb@Binary" minOccurs="0"/
</sequence>
/complexType>
complexType name="successNegotiationType">
<sequence>
<element name="agreedAlgoriphms" type="ipmpmsg:AlgorithmDescrfiptorType"
maxOpcurs="unbounded" />
</sequence>
/complexType>
complexType name="AuthCodesType">
<sequence>
<element name="egertificates" type="dsig:KeyInfoType"
maxOfpcurs="unbounded" />
<element name="trustData" type="hexBinary" minOccurs="0"/>
</sequence>
/complexType>
!--SecureContainer-->
element name="SecureContainer" type="ipmpmsg:SecureContainerType"
subsfitutionGroup="ipmpmsg:Data BaseClass"/>
annotation>
<documentation>
To fill the protectedMsgTag field below, use values from
Table 1 in doc TSO/TEC 14496-13:2004
</documentation>
</annotation>
<complexType name="SecureContainerType">
<complexContent>
<extension base="ipmpmsg:Data BaseClassType">
<choice>
<sequence>
<element name="encryptedData" type="hexBinary"/>
<element name="MAC" type="hexBinary" minOccurs="0"/>
</sequence>
<sequence>
<element name="protectedMsgTag" type="short"/>
<element name="protectedMsg" type="hexBinary"/>
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<element name="MAC" type="hexBinary" minOccurs="0"/>
</sequence>
</choice>
</extension>

</complexContent>
</complexType>

<l--

DRM TOOL CONNECTION AND DISCONNECTION MESSAGES

-—>

<M= S GeEToolis==2>
<element name="GetTools" type="ipmpmsg:GetToolsType"

substituti

onGroup="ipmpmsg:Data BaseClass"/>

<complexType name="GetToolsType">

<copplexContent
<extension base="ipmpmsg:Data BaseClassType"/>
</cpmplexContent>
</complexType>
<!--GetToolsResponse-->
<element name="GetToolsResponse" type="ipmpmsg:GetToolsResponselype"
substitutionGroup="ipmpmsg:Data BaseClass"/>
<complg¢xType name="GetToolsResponseType">
<complexContent>
<extension base="ipmpmsg:Data BaseClassType">
<sequence>
<element ref="ipmpmsg:Tool" minOccurs=70"
maxOccurs="unbounded" />
</sequence>
</extension>
</cpmplexContent>
</complexType>
<elemenpt name="Tool" type="ipmpmsg:toolType"/>
<!--TIt|represents a DRM Tool, an extensien of ipmpinfo:Tool-->
<complg¢xType name="toolType">
<complexContent>
<extension base="ipmpinfo:TéO1lType">
<sequence>
<element name="alternates" type="ipmpinfo:ToolType"
minOccurs="0"/>
<element ref="ipmpmsg:ParametricDescription”" minOccurs="0"
maxOccurs="unbounded" />
</sequence>
</extension>
</cpmplexContent>
</complexType>
<!--GetToolConkext-->
<elemenpt name=’)GetToolContext" type="ipmpmsg:GetToolContextType"
substitutionGroup="ipmpmsg:Data BaseClass"/>
<complg¢xIype name="GetToolContextType">
<conp1 exContent
<extension base="ipmpmsg:Data BaseClassType"/>
</complexContent>
</complexType>

<!--GetToolContextResponse——>
<element name="GetToolContextResponse"
type="ipmpmsg:GetToolContextResponseType"

substituti

onGroup="ipmpmsg:Data BaseClass"/>

<complexType name="GetToolContextResponseType">
<complexContent>

<extension base="ipmpmsg:Data BaseClassType">
<sequence>

<element name="ToolContextID" type="unsignedInt" minOccurs="0"

maxOccurs="unbounded" />
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</sequence>
</extension>
</complexContent>
</complexType>
<SS Connec Erooili==>
<element name="ConnectTool" type="ipmpmsg:ConnectToolType"
substitutionGroup="ipmpmsg:Data BaseClass"/>
<complexType name="ConnectToolType">
<complexContent>
<extension base="ipmpmsg:Data BaseClassType">
<sequence>

clement ref="1pmpinfo:-Tool"
+E

</sequence>
</extension>
</complexContent>
/complexType>
!--DisconnectTool-->
element name="DisconnectTool" type="ipmpmsg:DisconnectT¢otType"
subsfitutionGroup="ipmpmsg:Data BaseClass"/>
complexType name="DisconnectToolType">
<complexContent>
<extension base="ipmpmsg:Data BaseClassType!™>
<sequence>
<element name="ToolContextID" type="unsignedInt"/>
</sequence>
</extension>
</complexContent>
/complexType>
! -—ParamtericDescription-->
element name="ParametricDescription"
typefF"ipmpmsg: ParametricDescriptiontype"
subsfitutionGroup="ipmpmsg:Data BaseClass"/>
complexType name="Parametric¢DescriptionType">
<complexContent>
<extension base="ipmpmsg:Data BaseClassType">
<sequence>
<elementiname="descriptionComment" type="string" minOcq¢urs="0"/>
<element name="majorVersion" type="byte"/>
<elément name="minorVersion" type="byte"/>
<element name="paramToolDescription"
typefF"ipmpmsg: paramToolDescriptionType" minOccurs="0"/>
<Jsequence>
</extension>
</complexContent>
/complexType>
complexType name="paramToolDescriptionType">
qpq]]@ﬂ(“@
<element name="class" type="string"/>
<element name="subClass" type="string"/>
<element name="typeData" type="string" minOccurs="0"/>
<element name="type" type="string" minOccurs="0"/>
<element name="addedData" type="string" minOccurs="0"/>
</sequence>
</complexType>
<!--ToolParamCapabilitiesQuery-->
<element name="ToolParamCapabilitiesQuery"
type="ipmpmsg:ToolParamCapabilitiesQueryType"
substitutionGroup="ipmpmsg:Data BaseClass"/>
<complexType name="ToolParamCapabilitiesQueryType">
<complexContent>
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<extension base="ipmpmsg:Data BaseClassType">
<sequence>
<element name="toolParamDesc"
type="ipmpmsg:ParametricDescriptionType" />

</sequence>
</extension>
</complexContent>
</complexType>
<!--ToolParamCapabilitiesResponse-->

<element name="ToolParamCapabilitiesResponse"
type="ipmpmsg:ToolParamCapabilitiesResponseType"

substituti mnf‘rmnp:"ipmpm g:Data RaseClasg!
<complg¢xType name="ToolParamCapabilitiesResponseType">
<cojplexContent>
<extension base="ipmpmsg:Data BaseClassType">
<sequence>
<element name="capabilitiesSupported" type="boolean™/>
</sequence>
</extension>
</cpmplexContent>
</complexType>
<!-- DRM TOOL NOTIFICATION -->

<!--NotifyToolEvent-->
<elemenpt name="NotifyToolEvent" type="ipmpmsg:NotifyTOolEventType"
substitutijonGroup="ipmpmsg:Data BaseClass"/>
<complg¢xType name="NotifyToolEventType">
<cojplexContent>
<extension base="ipmpmsg:Data BaseClassType">
<sequence>
<sequence minOccurs="0">
<element name="OD ID%\type="unsignedInt"/>
<element name="ESD _&#D" type="unsignedInt"/>
</sequence>
<element ref="ipmpmsy:EventType" maxOccurs="unbounded"/>
<element name="too¥ContextID" type="unsignedInt"/>
</sequence>
</extension>
</cpmplexContent>
</complexType>
<elemenpt name="EventType" type="ipmpmsg:EvIype"/>
<simplg¢Type name="EvType">

<anhotation>
<documentation>
"00!') — CONNECTED
MIN[RE— CONNECTION_FAILED
02" - DISCONNECTED
"03" — DISCONNECTION FATLED
"o4" - WATERMARKDETEETED
"05" - PARSE_TOOLPACKDATA_SUCCESS
"Oo6" - PARSE_TOOLPACKDATA_FAILED
"07" - UNABLE TO PROCESS
"08" - TOOL GROUP NOT FOUND
"oo" - TERMINATION_FAILED
WiLowW = CONTROLPOINT_NOT_SUPPORTED
"11" - UNABLE TO PARSE LICENSE
"12" - NO VALID LICENSE
WLZW = LICENSE_VALIDATION_FAILED
"14" - READY TO PLAY
"15" - READY_TO_BE_TERMINATED
</documentation>
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