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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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Introduction

Advancements in computing capacity, reduction of costs of computation, availability of large amounts
of data from many sources, inexpensive online learning curricula and algorithms capable of meeting or
exceeding human level performance in particular tasks for speed and accuracy have enabled practical
applications of Al, making it an increasingly important branch of information technology.

Al is a highly interdisciplinary field broadly based on computer science, data science, natural sciences,
humanities, mathematics, social sciences and others. Terms such as “intelligent”, “intelligence”,
“understanding”, “knowledge”, “learning”, “decisions”, “skills”, etc. are used throughout this document.
However, it is not the intention to anthropomorphize Al systems, but to describe the fact that some Al

systems can rudimentarily simulate such characteristics.

There

Are many areas of Al technology. These areas are intricately linked and develdping

difficullt to fit the relevance of all technical fields into a single map. Research of Al\include

as asp
“disco

» o«

pcts including “learning, recognition and prediction”, “inference, knowlédge and 1
Very, search and creation”. Research also addresses interdependencies)among thesg

The c

cept of Al as an input and output process flow is shared by many(Al researchers, ar

each step of this process is ongoing. Standardized concepts and terminélogy are needed by
of the fechnology to be better understood and adopted by a broader audience. Furthern;
and cdtegories of Al allow for a comparison and classification of different solutions

to pr

erties like trustworthiness, robustness, resilience, reliability, accuracy, safety,

Fapidly so it is

b aspects such

anguage” and
aspectsl23],

d research on
stakeholders
ore, concepts
with respect
security and

privacl. This enables stakeholders to select appropriate s@lutions for their applications apd to compare
the quplity of available solutions on the market.

As thi§ document does provide a definition for the term Al in the sense of a discipline on
for its usage can be described as follows: Al is a technical and scientific field devoted to t}

syste
of hun

This d|
unders;
expert
strong
and 8,

that generates outputs such as contentyforecasts, recommendations or decisions
an-defined objectives.

ocument provides standardized-¢oncepts and terminology to help Al technology
tood and used by a broader:set of stakeholders. It is intended for a wide audie
s and non-practitioners. The-reading of some specific clauses can however be
er background in computer’science. These concerns are described primarily Clay

y, the context
e engineered
for a given set

' to be better
nce including
easier with a
ses 5.10, 5.11

which are more technicalthan the rest of the document.
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Information technology — Artificial intelligence —
Artificial intelligence concepts and terminology

1 Scope

This document establishes terminology for Al and describes concepts in the field of Al.

munications

This document is applicable to all types of organizations (e.g. commercial enterpriseq, government
agencigs, not-for-profit organizations).
2 Normative references

There pre no normative references in this document.

3 Terms and definitions
For th¢ purposes of this document, the following termsand definitions apply.
[SO and IEC maintain terminology databases for use'\in standardization at the following afldresses:

— ISP Online browsing platform: available athttps://www.iso.org/obp

— IE[C Electropedia: available at https://mww.electropedia.org/

3.1 Terms related to Al

3.1.1
Al agent
autompted (3.1.7) entity that senses and responds to its environment and takes actions|to achieve its
goals

3.1.2

Al component

funct;Inal element that constructs an Al system (3.1.4)
3.1.3

artifidial infplligpnrp

Al

<discipline> research and development of mechanisms and applications of Al systems (3.1.4)

Note 1 to entry: Research and development can take place across any number of fields such as computer science,
data science, humanities, mathematics and natural sciences.

314

artificial intelligence system

Al system

engineered system that generates outputs such as content, forecasts, recommendations or decisions for
a given set of human-defined objectives

Note 1 to entry: The engineered system can use various techniques and approaches related to artificial intelligence
(3.1.3) to develop a model (3.1.23) to represent data, knowledge (3.1.21), processes, etc. which can be used to
conduct tasks (3.1.35).

© ISO/IEC 2022 - All rights reserved 1
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Note 2 to entry: Al systems are designed to operate with varying levels of automation (3.1.7).

3.1.5
autonomy
autonomous

characteristic of a system that is capable of modifying its intended domain of use or goal without
external intervention, control or oversight

3.1.6
application s
ASIC

pecific integrated circuit

integrated circuit customized for a particular use

[SOURCE: ISO

3.1.7
automatic
automation
automated
pertaining td
intervention

[SOURCE: ISQO
been replaced

3.1.8

a process or system that, under specified conditions, functions without

by “a process or system” and preferred terms of “autorfhiated and automation” are 2

cognitive corpputing

category of Al

Note 1 to entr
natural languag

3.1.9
continuous 1
continual lea

systems (3.1.4) that enables people and machines to interact more naturally

y: Cognitive computing tasks are associatedgwith machine learning (3.3.5), speech prod
je processing (3.6.9), computer vision (3.7.1)<and human-machine interfaces.

parning
rning

lifelong learning

incremental t
phase of the A

3.1.10

raining of an Al system(3:1.4) that takes place on an ongoing basis during the opg
[ system life cycle

connectioni§m

connectionigt paradigm

connectionist model

connectionigt approach

form of cognjtive. modelling that uses a network of interconnected units that generally are
computationgl-qits

IEC/IEEE 24765:2017, 3.193, modified — Acronym has been moved to separate linlﬁ..]

luman

IEC 2382:2015, 2121282, modified — In the definitionf*a process or equipment” has

dded]

essing,

ration

simple

3.1.11
data mining

computational process that extracts patterns by analysing quantitative data from different perspectives
and dimensions, categorizing them, and summarizing potential relationships and impacts

[SOURCE: ISO 16439:2014, 3.13, modified — replace “categorizing it” with “categorizing them” because
data is plural.]

3.1.12

declarative knowledge
knowledge represented by facts, rules and theorems

Note 1 to entry: Usually, declarative knowledge cannot be processed without first being translated into procedural
knowledge (3.1.28).

©ISO/IEC 2022 - All rights r
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[SOURCE: ISO/IEC 2382-28:1995, 28.02.22, modified — Remove comma after “rules” in the definition.]

3.1.13

expert system

Al system (3.1.4) that accumulates, combines and encapsulates knowledge (3.1.21) provided by a human
expert or experts in a specific domain to infer solutions to problems

3.1.14

general Al

AGI

artificial general intelligence
type of Al system (3.1.4) that addresses a broad range of tasks (3.1.35) with a satisfactory level of
perforfnance

Note 1 fo entry: Compared to narrow Al (3.1.24).

Note 2 fto entry: AGI is often used in a stronger sense, meaning systems that not only cat-perform a wide variety
of tasks, but all tasks that a human can perform.

3.1.15
genetic algorithm
GA
algorifhm which simulates natural selection by creating andCeyolving a population ¢f individuals
(solutipns) for optimization problems

3.1.16
heter¢nomy

hetergnomous
charadteristic of a system operating under the cornstraint of external intervention, contro] or oversight

3.1.17
inference
reasorling by which conclusions are derived from known premises

Note 1 fo entry: In Al, a premise is eithera’fact, a rule, a model, a feature or raw data.
Note 2 fo entry: The term "inference* Tefers both to the process and its result.

[SOURLE: ISO/IEC 2382:2015, 2123830, modified - Model, feature and raw data havg been added.
Remove “Note 4 to entry;»28.03.01 (2382)”. Remove “Note 3 to entry: inference: term and definition
standdrdized by ISO/IEC2382-28:1995".]

3.1.18
internet of things
IoT
infrasfructure of interconnected entities, people, systems and information resources fogether with
servicesthat process and react to information from the physical world and virtual world

[SOURCE: ISO/IEC 20924:2021, 3.2.4, modified - “...services which processes and reacts to...” has been
replaced with “...services that process and react to...” and acronym has been moved to separate line.]

3.1.19

IoT device

entity of an IoT system (3.1.20) that interacts and communicates with the physical world through
sensing or actuating

Note 1 to entry: An IoT device can be a sensor or an actuator.

[SOURCE: ISO/IEC 20924:2021, 3.2.6]

© ISO/IEC 2022 - All rights reserved 3
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3.1.20
IoT system

system providing functionalities of [oT (3.1.18)

Note 1 to entry: An IoT system can include, but not be limited to, IoT devices, 10T gateways, sensors and actuators.

[SOURCE: ISO/IEC 20924:2021, 3.2.9]

3.1.21
knowledge

<artificial intelligence> abstracted information about objects, events, concepts or rules, their
relationships and properties, organized for goal-oriented systematic use

Note 1 to entry
in some other ¢

Note 2 to entry

Note 3 to entr
through abstrd

3.1.22

life cycle
evolution of 3
retirement

[SOURCE: ISO

3.1.23

model
physical, mat}
data

[SOURCE: IS(
definition. "oy

3.1.24
narrow Al
type of Al syst

Note 1 to entry

3.1.25
performance
measurable r

Note 1 to entry

omains. In particular, knowledge does not imply the cognitive act of understanding.
: Information can exist in numeric or symbolic form.

: Information is data that has been contextualized, so that it is interprétable. Data is
ction or measurement from the world.

IEC/IEEE 15288:2015, 4.1.23]

nematical or otherwise logical representation of a system, entity, phenomenon, pro

/IEC 18023-1:2006, 3.1.11, modified - Remove comma after “mathematical”
data" is added at the end.]

em (3.1.4) that is focused on defined tasks (3.1.35) to address a specific problem

: Compared to general Al (3.1.14).

bsult

: Rerformance can relate either to quantitative or qualitative findings.

: Knowledge in the Al domain does not imply a cognitive capability, contrary to usage, of tllle term

‘reated

system, product, service, project or other human-made-efitity, from conception through

Cess or

in the

Note 2 to entry: Performance can relate to managing activities, processes, products (including services), systems
or organizations.

3.1.26
planning

<artificial intelligence> computational processes that compose a workflow out of a set of actions,
aiming at reaching a specified goal

Note 1 to entry: The meaning of the “planning” used in Al life cycle or Al management standards can be also
actions taken by human beings.

© ISO/IEC 2022 - All rights reserved
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3.1.27
prediction
primary output of an Al system (3.1.4) when provided with input data (3.2.9) or information

Note 1 to entry: Predictions can be followed by additional outputs, such as recommendations, decisions and
actions.

Note 2 to entry: Prediction does not necessarily refer to predicting something in the future.

Note 3 to entry: Predictions can refer to various kinds of data analysis or production applied to new data or
historical data (including translating text, creating synthetic images or diagnosing a previous power failure).

3.1.28
proceflural knowledge
knowledge which explicitly indicates the steps to be taken in order to solve a problem ¢or to reach a goal

[SOURLE: ISO/IEC 2382-28:1995, 28.02.23]

3.1.29
robot
automption system with actuators that performs intended tasks (3.1.35) in the physical world, by
meansg of sensing its environment and a software control system

Note 1 fo entry: A robot includes the control system and interface of a.cohtrol system.

Note 2 ko entry: The classification of a robot as industrial robot.or service robot is done accordingto its intended
applicattion.

Note 3 o entry: In order to properly perform its tasks (3:1:35), a robot makes use of different kindls of sensors to
confirm its current state and perceive the elements composing the environment in which it operates.

3.1.30
robotics
science and practice of designing, manufacturing and applying robots

[SOURLE: 1SO 8373:2012, 2.16]

3.1.31
semantic computing
field of computing that aims.to identify the meanings of computational content and user intentions and
to express them in a machine-processable form

3.1.32
soft cgmputing
field of computing that is tolerant of and exploits imprecision, uncertainty and partial fruth to make
problem-selving more tractable and robust

Note 1|to.€éntry: Soft computing encompasses various techniques such as fuzzy logic, machine learning and
probabilistic reasoning.

3.1.33

symbolic Al

Al (3.1.3) based on techniques and models (3.1.23) that manipulate symbols and structures according
to explicitly defined rules to obtain inferences

Note 1 to entry: Compared to subsymbolic Al (3.1.34), symbolic Al produces declarative outputs, whereas
subsymbolic Al is based on statistical approaches and produces outputs with a given probability of error.

© ISO/IEC 2022 - All rights reserved 5
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3.1.34

subsymbolic Al

Al (3.1.3) based on techniques and models (3.1.23) that use an implicit encoding of information, that can
be derived from experience or raw data.

Note 1 to entry: Compared to symbolic Al (3.1.33). Whereas symbolic Al produces declarative outputs,
subsymbolic Al is based on statistical approaches and produces outputs with a given probability of error.

3.1.35
task
<artificial intelligence>action required to achieve a specific goal

Ak 1 1 il s B iaad s 4 c R IO, o)
Note 1 to entry—Actionseanbe pPhystearor-coghnitiver rotrmstance, compttmgorcreattoror preaictions T )127),

translations, synthetic data or artefacts or navigating through a physical space.

Note 2 to entrly: Examples of tasks include classification, regression, ranking, clustering and diniensjonality
reduction.

3.2 Termsjrelated to data

3.21
data annotatfion
process of atthching a set of descriptive information to data without any*change to that data

Note 1 to entry}: The descriptive information can take the form of metadata,labels and anchors.

3.2.2
data quality checking
process in which data is examined for completeness, biascand other factors which affect its useflulness
for an Al systdm (3.1.4)

3.2.3
data augmerftation
process of crdating synthetic samples by modifying or utilizing the existing data

3.2.4
data sampling
process to selpct a subset of data samples intended to present patterns and trends similar to that of the
larger dataset (3.2.5) being analysed

Note 1 to entry}: Ideally, the subset of data samples will be representative of the larger dataset (3.2.5).

3.2.5
dataset
collection of data with a shared format

EXAMPLE 1 |Micro-blogging posts from June 2020 associated with hashtags #rugby and #football.

EXAMPLE 2  Macro photographs of flowers in 256x256 pixels.

Note 1 to entry: Datasets can be used for validating or testing an Al model (3.1.23). In a machine learning (3.3.5)
context, datasets can also be used to train a machine learning algorithm (3.3.6).

3.2.6

exploratory data analysis

EDA

initial examination of data to determine its salient characteristics and assess its quality

Note 1 to entry: EDA can include identification of missing values, outliers, representativeness for the task at hand
- see data quality checking (3.2.2).

6 © ISO/IEC 2022 - All rights reserved
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3.2.7
ground truth
value of the target variable for a particular item of labelled input data

Note 1 to entry: The term ground truth does not imply that the labelled input data consistently corresponds to
the real-world value of the target variables.

3.2.8
imputation
procedure where missing data are replaced by estimated or modelled data

[SOURCE: ISO 20252:2019, 3.45]

3.29
input data
data fdr which an Al system (3.1.4) calculates a predicted output or inference

3.2.10
label
target|variable assigned to a sample

3.2.11
personally identifiable information
PII
personal data
any information that (a) can be used to establish a link between the information and the natural person
to whdm such information relates, or (b) is or can be dibeetly or indirectly linked to a natfiral person

Note 1[to entry: The “natural person” in the definitionuis)the PII principal. To determine whethei a PII principal
is idenfifiable, account should be taken of all the meaps which can reasonably be used by the privdcy stakeholder
holding the data, or by any other party, to establish‘the link between the set of PIl and the natural|person.

Note 2|to entry: This definition is included-t¢’define the term PII as used in this document. A ﬂublic cloud PII
processor is typically not in a position to knew explicitly whether information it processes falls infjo any specified
category unless this is made transparent®by the cloud service customer.

[SOURCE: ISO/IEC 29100:2011 /Atd1:2018, 2.9]

3.2.12
produjction data
data agquired duringthe-operation phase of an Al system (3.1.4), for which a deployed Allsystem (3.1.4)
calculates a predicted output or inference (3.1.17)

3.2.1
samp
atomid dataelement processed in quantities by a machine learning algorithm (3.3.6) oi] an Al system
(3.1.4)

3.2.14

test data

evaluation data

data used to assess the performance of a final model (3.1.23)

Note 1 to entry: Test data is disjoint from training data (3.3.16) and validation data (3.2.15).

© ISO/IEC 2022 - All rights reserved 7
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3.2.15

validation data

development data

data used to compare the performance of different candidate models (3.1.23)

Note 1 to entry: Validation data is disjoint from test data (3.2.14) and generally also from training data (3.3.16).
However, in cases where there is insufficient data for a three-way training, validation and test set split, the data
is divided into only two sets - a test set and a training or validation set. Cross-validation or bootstrapping are
common methods for then generating separate training and validation sets from the training or validation set.

Note 2 to entry: Validation data can be used to tune hyperparameters or to validate some algorithmic choices, up
to the effect of including a given rule in an expert system.

3.3 Terms(related to machine learning

3.3.1
Bayesian netjwork
probabilistic nodel (3.1.23) that uses Bayesian inference (3.1.17) for probability computations yising a
directed acyclic graph

3.3.2

decision tree
model (3.1.23) for which inference (3.1.17) is encoded as paths from the root to a leaf node in|a tree
structure

3.3.3
human-machjine teaming
integration offhuman interaction with machine intelligence.capabilities

3.34
hyperparamgter
characteristid of a machine learning algorithm (3.3:6) that affects its learning process

Note 1 to entry: Hyperparameters are selected prior to training and can be used in processes to help estimate
model paramefers.

Note 2 to entry: Examples of hyperparameters include the number of network layers, width of each lay¢r, type
of activation fynction, optimization method, learning rate for neural networks; the choice of kernel functjon in a
support vector|machine; number ofdeaves or depth of a tree; the K for K-means clustering; the maximum fumber
of iterations of|the expectation maximization algorithm; the number of Gaussians in a Gaussian mixture.

3.3.5
machine leagning
ML
process of optlimizing model parameters (3.3.8) through computational techniques, such that the fnodel’s
(3.1.23) behayigur teflects the data or experience

3.3.6

machine learning algorithm

algorithm to determine parameters (3.3.8) of a machine learning model (3.3.7) from data according to
given criteria

EXAMPLE Consider solving a univariate linear function y = 8 + 8;x where y is an output or result, x is an
input, 6, is an intercept (the value of y where x=0) and 0 is a weight. In machine learning (3.3.5), the process of
determining the intercept and weights for a linear function is known as linear regression.
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3.3.7

machine learning model

mathematical construct that generates an inference (3.1.17) or prediction (3.1.27) based on input data
or information

EXAMPLE If a univariate linear function (y = 8, + 6,x) has been trained using linear regression, the resulting
model canbey =3 + 7x.

Note 1 to entry: A machine learning model results from training based on a machine learning algorithm (3.3.6).

3.3.8

parameter

modelparaneter

interngl variable of a model (3.1.23) that affects how it computes its outputs

Note 1 o entry: Examples of parameters include the weights in a neural network and the traiisitign probabilities
in a Markov model.

3.39

reinforcement learning
RL

learning of an optimal sequence of actions to maximize a reward through interadtion with an
enviropment

3.3.10
retraiping
updating a trained model (3.3.14) by training (3.3.15) with/different training data (3.3.16)

3.3.11
semi-§upervised machine learning
machine learning (3.3.5) that makes use of both.labelled and unlabelled data during trainipg (3.3.15)

3.3.12
superyised machine learning
machine learning (3.3.5) that makes eily use of labelled data during training (3.3.15)

3.3.13
suppoprt vector machine
SVM
machine learning algorithm (3.3.6) that finds decision boundaries with maximal margins

Note 1[to entry: Suppert vectors are sets of data points that define the positioning of the decisjon boundaries
(hypertplanes).

3.3.14
traingd model
result pfimodel training (3.3.15)

3.3.15

training

model training

process to determine or to improve the parameters of a machine learning model (3.3.7), based on a
machine learning algorithm (3.2.10), by using training data (3.3.16)

3.3.16
training data
data used to train a machine learning model (3.3.7)

3.3.17
unsupervised machine learning
machine learning (3.3.5) that makes only use of unlabelled data during training (3.3.15)

© ISO/IEC 2022 - All rights reserved 9
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3.4 Terms related to neural networks

3.4.1
activation function
function applied to the weighted combination of all inputs to a neuron (3.4.9)

Note 1 to entry: Activation functions allow neural networks to learn complicated features in the data. They are
typically non-linear.

34.2

convolutional neural network
CNN

deep convolufiomalreuratmetwork
DCNN
feed forward neural network (3.4.6) using convolution (3.4.3) in at least one of its layers

3.4.3
convolution
mathematical operation involving a sliding dot product or cross-correlation of thé ixput data

3.4.4

deep learni
deep neural network learning
<artificial intelligence> approach to creating rich hierarchical representations through the tfaining
(3.3.15) of newiral networks (3.4.8) with many hidden layers

Note 1 to entry}: Deep learning is a subset of ML (3.3.5).

3.4.5
exploding grpdient
phenomenon |of backpropagation training (3.3.15) if*a neural network where large error grddients
accumulate apd result in very large updates to the-weights, making the model (3.1.23) unstable

3.4.6
feed forward neural network
FFNN
neural network (3.4.8) where information is fed from the input layer to the output layer in one digection
only

3.4.7
long short-term memory
LSTM
type of recurrgnt neuraietwork (3.4.10) that processes sequential data with a satisfactory perforimance
for both long aind shortspan dependencies

3.4.8
neural network
NN

neural net
artificial neural network

<artificial intelligence> network of one or more layers of neurons (3.4.9) connected by weighted links
with adjustable weights, which takes input data and produces an output

Note 1 to entry: Neural networks are a prominent example of the connectionist approach (3.1.10).

Note 2 to entry: Although the design of neural networks was initially inspired by the functioning of biological
neurons, most works on neural networks do not follow that inspiration anymore.
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3.49

neuron

<artificial intelligence> primitive processing element which takes one or more input values and
produces an output value by combining the input values and applying an activation function (3.4.1) on
the result

Note 1 to entry: Examples of nonlinear activation functions are a threshold function, a sigmoid function and a
polynomial function.

3.4.10

recurrent neural network
RNN

neural[network (34.8) In which outputs from both the previous layer and the previous, piocessing step
are fed into the current layer

3.5 Terms related to trustworthiness

3.5.1
accountable
answefrable for actions, decisions and performance

[SOURCE: ISO/IEC 38500:2015, 2.2]

3.5.2
accountability
state df being accountable (3.5.1)

Note 1] to entry: Accountability relates to an allocated-'responsibility. The responsibility cah be based on
regulatfion or agreement or through assignment as part'of delegation.

Note 2 o entry: Accountability involves a person or'entity being accountable for something to angther person or
entity, fhrough particular means and according-to particular criteria.

[SOURCE: ISO/IEC 38500:2015, 2.3, medified — Note 2 to entry is added.]

3.5.3
availapility
property of being accessible and usable on demand by an authorized entity

[SOURCE: ISO/IEC 27000:2018, 3.7]

3.5.4
bias
systematic difference in treatment of certain objects, people or groups in comparison to dqthers

Note 1|to/entry: Treatment is any kind of action, including perception, observation, representation, prediction
(3.1.27) ordecision.

[SOURCE: ISO/IEC TR 24027:2021, 3.3.2, modified - remove oxford comma in definition and note to
entry]

3.5.5
control
purposeful action on or in a process to meet specified objectives

[SOURCE: IEC 61800-7-1:2015, 3.2.6]

3.5.6

controllability

controllable

property of an Al system (3.1.4) that allows a human or another external agent to intervene in the
system’s functioning
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3.5.7

explainability

property of an Al system (3.1.4) to express important factors influencing the Al system (3.1.4) results in
a way that humans can understand

Note 1 to entry: It is intended to answer the question “Why?” without actually attempting to argue that the
course of action that was taken was necessarily optimal.

3.5.8

predictability

property of an Al system (3.1.4) that enables reliable assumptions by stakeholders (3.5.13) about the
output

[SOURCE: ISQ/IEC TR 27550:2019, 3.12, “by individuals, owners, and operators about the Rl and its
processing byl a system” has been replaced with “by stakeholders about the outputs”.]

3.5.9
reliability
property of cgnsistent intended behaviour and results

[SOURCE: ISOYIEC 27000:2018, 2.55]

3.5.10
resilience
ability of a sy$tem to recover operational condition quickly followingan incident

3.5.11
risk
effect of unceftainty on objectives

Note 1 to entry: An effect is a deviation from the expected{ It can be positive, negative or both and can address,
create or resulf in opportunities and threats.

Note 2 to entry]: Objectives can have different aspeets'and categories and can be applied at different levelg.

Note 3 to entry}: Risk is usually expressed in terms of risk sources, potential events, their consequences and their
likelihood.

[SOURCE: ISQ 31000:2018, 3.1, modified — Remove comma after “both” in Note 1 to entry. Remove
comma after {categories” in Not&:2 to entry.]

3.5.12
robustness
ability of a sy$tem to maintain its level of performance under any circumstances

3.5.13
stakeholder
any indiVidUa}, group; orot sauibatiuu thatecan affct,t, beaffected Iu_y orpet cetvettseftobeaffected by

a decision or activity

[SOURCE: ISO/IEC 38500:2015, 2.24, modified — Remove comma after “be affected by” in the definition.]

3.5.14

transparency

<organization> property of an organization that appropriate activities and decisions are communicated
to relevant stakeholders (3.5.13) in a comprehensive, accessible and understandable manner

Note 1 to entry: Inappropriate communication of activities and decisions can violate security, privacy or
confidentiality requirements.
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3.5.15

transparency

<system> property of a system that appropriate information about the system is made available to
relevant stakeholders (3.5.13)

Note 1 to entry: Appropriate information for system transparency can include aspects such as features,
performance, limitations, components, procedures, measures, design goals, design choices and assumptions,
data sources and labelling protocols.

Note 2 to entry: Inappropriate disclosure of some aspects of a system can violate security, privacy or
confidentiality requirements.

3.5.1
trustworthiness
ability|to meet stakeholder (3.5.13) expectations in a verifiable way

Note 1 fo entry: Depending on the context or sector, and also on the specific product or service, data pnd technology
used, diifferent characteristics apply and need verification to ensure stakeholders’ (3(5.13) expectdtions are met.

Note 2| to entry: Characteristics of trustworthiness include, for instance, reliability, availability, resilience,
securitly, privacy, safety, accountability, transparency, integrity, authenticityyquality and usability.

Note 3[to entry: Trustworthiness is an attribute that can be applied to Services, products, technplogy, data and
informption as well as, in the context of governance, to organizationss

[SOURCE: ISO/IEC TR 24028:2020, 3.42, modified — Stakeholders’ expectations replaced iy stakeholder
expectations; comma between quality and usability replaced by “and”.]

3.5.17
verifi¢ation
confirpation, through the provision of objective evidence, that specified requiremerfts have been
fulfillgd

Note 1 fo entry: Verification only provides asstirance that a product conforms to its specification.
[SOURLE: ISO/IEC 27042:2015, 3.21]

3.5.18
validation
confirfnation, through the provision of objective evidence, that the requirements for a sp¢cific intended
use orlapplication havebeéen fulfilled

[SOURCE: ISO/IEC27043:2015, 3.16]

3.6 Termsrelated to natural language processing

3.6.1
autontaticsummarization
task (3.1.35) of shortening a portion of natural language (3.6.7) content or text while retaining
important semantic information

3.6.2

dialogue management

task (3.1.35) of choosing the appropriate next move in a dialogue based on user input, the dialogue
history and other contextual knowledge (3.1.21), to meet a desired goal

3.6.3

emotion recognition

task (3.1.35) of computationally identifying and categorizing emotions expressed in a piece of text,
speech, video or image or combination thereof

Note 1 to entry: Examples of emotions include happiness, sadness, anger and delight.
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3.6.4

information retrieval

IR

task (3.1.35) of retrieving relevant documents or parts of documents from a dataset (3.2.5), typically
based on keyword or natural language (3.6.7) queries

3.6.5

machine translation

MT

task (3.1.35) of automated translation of text or speech from one natural language (3.6.7) to another
using a computer system

[SOURCE: ISO

3.6.6

named entit)
NER

task (3.1.35)
sequences of

Note 1 to entry

Note 2 to entry
exists.

Note 3 to entr

17100:2015, 2.2.2]

' recognition

bf recognizing and labelling the denotational names of entities andrtheir categor
vords in a stream of text or speech

: Entity refers to concrete or abstract thing of interest, including assqo¢iations among thing

: “Named entity” refers to an entity with a denotational name Where a specific or unique n

: Denotational names include the specific names of persons, locations, organizations an

proper names based on the domain or application.

3.6.7
natural lang
language that]

Note 1 to entry
etc.

Note 2 to entry
to be distingui

[SOURCE: ISO
the usage” rej
2 to entry 3.6

3.6.8
natural lang
NLG

task (3.1.35) ¢

hage
is or was in active use in a community ef.people and whose rules are deduced from

: Natural language is any humdn language, such as English, Spanish, Arabic, Chinese or Ja
thed from programming and\fetmal languages, such as Java, Fortran, C++ or First-Order L9

[EC 15944-8:2012,,3:82, modified — “and the rules of which are mainly deduce
placed by “and itsaxules are deduced from usage. Removed comma after “Chinese” i
8]

1age generation

f converting data carrying semantics into natural language (3.6.7)

ies for

S.

eaning

 other

usage

: Natural language is any human language, which can be expressed in text, speech, sign lapguage,

panese,
gic.

1 from
In Note

3.6.9

natural language processing

NLP

<system> information processing based upon natural language understanding (3.6.11) or natural
language generation (3.6.8)

3.6.10

natural language processing

NLP

<discipline> discipline concerned with the way systems acquire, process and interpret natural language

(3.6.7)
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3.6.11

natural language understanding

NLU

natural language comprehension

extraction of information, by a functional unit, from text or speech communicated to it in a natural
language (3.6.7), and the production of a description for both the given text or speech and what it
represents

[SOURCE: ISO/IEC 2382:2015, 2123786, modified - Note to entry has been removed, hyphen in natural-
language has been removed, NLU has been added.]

3.6.12

opticdl character recognition
OCR
convesion of images of typed, printed or handwritten text into machine-encoded text

3.6.13
part-df-speech tagging
task (3.1.35) of assigning a category (e.g. verb, noun, adjective) to a word based on ity grammatical
propejyties

3.6.14
question answering

task (3.1.35) of determining the most appropriate answer to<a question provided in nafural language
(3.6.7)

Note 1 fo entry: A question can be open-ended or be intended to have a specific answer.

3.6.15
relatignship extraction

relation extraction

task (3.1.35) of identifying relationships.apgrong entities mentioned in a text

3.6.16
sentiment analysis
task (3.1.35) of computationally'identifying and categorizing opinions expressed in a|piece of text,
speech) or image, to determinée.arange of feeling such as from positive to negative

Note 1| to entry: ExampleS:of sentiments include approval, disapproval, positive toward, nejgative toward,
agreenjent and disagreement.

3.6.17
speech recognition
speech-to-text

STT
conversioly, by a functional unit, of a speech signal to a representation of the content of the speech

[SOURCE: ISO/IEC 2382:2015, 2120735, modified — Note to entry has been removed.]

3.6.18

speech synthesis
text-to-speech

TTS

generation of artificial speech

[SOURCE: ISO/IEC 2382: 2015, 2120745]
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related to computer vision

computer vision
capability of a functional unit to acquire, process and interpret data representing images or video

Note 1 to entry: Computer vision involves the use of sensors to create a digital image of a visual scene. This can
include images, such as images that capture wavelengths beyond those of visible light such as infrared imaging.

3.7.2

face recognition
automatic pattern recognition comparing stored images of human faces with the image of an actual

face, indicatir
face belongs

[SOURCE: ISO
3.7.3

image
<digital> graj

Note 1 to entr]

g any matching; if itexists, andany data; if they exist, demntifying the persomtowi

5127:2017, 3.1.12.09]

hical content intended to be presented visually

y: This includes graphics that are encoded in any electronic format, including, but not

to, formats thgt are comprised of individual pixels (e.g. those produced by paint'programs or by photo

means) and for
[SOURCE: ISO
3.7.4

mats that comprised of formulas (e.g. those produced as scalable'vector drawings).

IEC 20071-11:2019, 3.2.1]

image recognition

image classifi

cation process that classifies object(s), pattern(s) or concept(s) in an image (3.7.3)

pm the

limited
braphic

4 Abbrevjated terms

API hpplication programming interface

CPS Cyber-physical systems

CPU Central processing uhit

CRISP-DM  fross-industry process model for data mining
DNN Heep neurdlhetwork

DSP Higitaksignal processor

FPGA field‘programmable gate array

GPU graphics processing unit

HMM hidden Markov model

IT information technology

KDD knowledge discovery in data

NPU neural network processing unit

OECD organisation for economic co-operation and development
POS part of speech
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5 Al concepts

5.1 General

The interdisciplinary study and development of Al systems aim at building computer systems able to
perform tasks that normally require intelligence. Al-enabled machines are intended to perceive certain

enviro

nments and take actions that fulfil their demands.

Al uses techniques from many fields, such as computer science, mathematics, philosophy, linguistics,
economics, psychology and cognitive science.

Comp3

red to most conventional non-Al systems, there is a number of interesting fea

ures that are

shared

a)

b)
Oy
de

Ad
up

d)

5.2 1

From 4
This d|
weak

what i
denomn
resear|

Follow
suitab
(possi
with al
knowr

5.3

4

by some or all Al systems:

feractive — inputs to Al systems are generated by sensors, or through interactions
th outputs which can result in stimulating an actuator or providing résponses
hchines. An example can be object recognition as a result of an Al system\béing pres
age of an object.

Fuctured and unstructured digital information, as well as sensory inputs.

rersight — Al systems can operate with various degrées of human oversight

aptive — some Al systems are engineered to utilize dynamic data in real time ¢
date their operation based on new data.

‘rom strong and weak Al to general and narrow Al

philosophical point of view, the feasibility of machines possessing intelligence has

ebate has led to introduce two different kinds of Al: the so-called weak Al and
Al, the system can only process Symbols (letters, numbers, etc.) without ever y
F does. In strong Al, the system-also processes symbols, but truly understands wh
inations "weak AI" and "strong Al" are mostly important to philosophers but ir
chers and practitioners(

ing this debate, the\qualifications of "narrow Al" vs "general AI" appeared, wh
e to the Al field..A "narrow Al" system is able to solve defined tasks to address a sp
bly much better-than humans would do). A “general Al” system addresses a broad
satisfactoryrlevel of performance. Current Al systems are considered as “narrow
whether‘general” Al systems will be technically feasible in the future.

\gent

with humans,
fo humans or
ented with an

ntextual — some Al systems can draw on multiple sources,of information, ipcluding both

and control,

pending on the application. An example is a self-drivingvehicle with varying levels ¢f automation.

nd retrain to

been debated.
strong Al. In
nderstanding
it it does. The
‘elevant to Al

ich are more
pcific problem
fange of tasks
". It is not yet

It is possible to look at Al systems from an agent paradigm point of view since some app
aim at simulating human intelligence and human behaviour. Defined as an engineering discipline, Al
can be seen as the domain that tries to build artificial agents exhibiting rational behaviour. The agent
paradigm establishes a clear line separating the agent and the environment in which it evolves. The
agent paradigm is illustrated in Figure 1.
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actions

N .

sensing

Figure 1 — The agent paradigm

An Al agent interacts with its environment through sensors and actuators, taking/actions that makimize
its chance of quccessfully achieving its goals.

Environment$ have different characteristics depending on the task-being undertaken, and these
characteristids impact the level of problem-solving difficulty.

In this paradigm, several types of Al agents can be defined, depending on their architecturel22l:
— reflex ag¢nts, which rely only on the current situation to.choose an action;

— model-based agents, which rely on a model of theirenvironment that allows them to consider the
results of|their available actions;

— goal or utility-based agents, which rely on aivinternal utility function that allows them to thoose
actions that achieve goals, and among goals;'look for the most desirable ones;

— learning pgents, which can gather information on their environment and learn to improvg their
performalnce.

Several sophipticated and high-letel architectures based on different theories have been develdped to
implement agents.

5.4 Knowlgdge

The Al-specifjc meaning of "knowledge" warrants a more detailed discussion, due to the prevaleénce of
that concept ih thé document and in the field.

Whlle ln Oth\.v domaine tha tarm can hao nconciqtad +0 cognitivg Cf\n'\]f\”ifiac ntha context of xI lt IS

oo Tt et e - o o e T O o O C o t et O C O S Tt T Y C - T P T O T T e T e O Tt T e T O Tt et OT

a purely technical term that refers to contents, not capabilities. The knowledge concept is part of the
data-information-knowledge hierarchy, according to which data can be used to produce information,
and information can be used to produce knowledge. In the context of Al, these are purely technical,
non-cognitive processes.

Knowledge differs from information in that information is observed by the system, while knowledge is
what the system retains from such observations. Knowledge is structured and organized; it abstracts
away from the specificities of individual observations. Depending on the goal, the same information can
lead to different knowledge.

Knowledge differs from its representation in that the same knowledge can have different
representations: it can appear under different concrete forms, each with their own pros and cons, but
they all have the same meaning.
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These distinctions have a technical impact, as some Al approaches, methods and other study topics
rely entirely on the ability to produce different knowledge for the same information, or different
representations for the same knowledge.

5.5 Cognition and cognitive computing

Cognition comprises the acquisition and processing of knowledge through reasoning, exclusive or
shared experience, learning and perception. It encompasses concepts such as attention, the formation
of knowledge, memory, judgment and evaluation, reasoning and computation, problem solving and
decision making, comprehension and production of language.

re assoc1ated
h and human-

people to interact more naturally with machines. Cognitive computing tasks 4
achine learning, speech processing, natural language processing, computér visio

Semantic computing addresses the matching of computational content.semantics to humfn intentions.
It proyides representations for describing information and uses these representations for retrieving,
managing, manipulating and creating content (such as text, vide0) audio, process, functi¢n, device and
netwofk). Semantic description of content enables uncertainty reduction in cognitive processes and
logical reasoning on information. This in turn helps to achieve information enrichment, [deconfliction,
summarization and comparison. Therefore, semantic.¢omputing is an approach that cgmbines prior
information and learning.

5.7 $oft computing

Soft cpmputing is a methodology that combines various techniques that can toleratg
uncertainty and partial truth to solve comyplex problems. Conventional computing method;
appliedl to find precise and rigorous _selutions to problems. However, such solutions can
or alternatively can result in extreme complexity. Soft computing is built on the understa
real wprld is often imprecise anduncertain. As a result, attempting to define precise solj

imprecision,
are generally
be unsuitable
hding that the
itions to real-

problems can often have associated costs and complexity. Thus, soft computing air

erance for imprecision, uncertainty and partial truth to achieve tractable, robust
nsl24], Examples-§f soft computing techniques are fuzzy systems, evolutionar
intelligence and neural network systems.

hs to leverage
and low-cost
solutig y algorithms,

swarnj

5.8 Geneticalgorithms

bf individuals
(soluti population is
inspird . aVals , , ring of Os and
1s. Once an initial populatlon of chromosomes is generated “the flrst step is just to Calculate the fitness
of each chromosome. The fitness function value quantifies the optimality of a solution by ranking it
against the other solutions. If the solution created is not optimal, then a pair of chromosomes is selected
for exchanging parts (crossover) and creating two offspring chromosomes. In the next step, a mutation
randomly changes at least one gene in the chromosomes. The initial population is replaced with the new
population and a new iteration starts. GA iterations end when one of the termination criteria (usually a
predefined number of iterations) is satisfied. In the end, the fittest chromosomes are retained[23],

Geneti

c algorithms simulate natural selection by creating and evolving a population
pbns) for optlmlzatlon problems The creation of new solutlons based on an initial

5.9 Symbolic and subsymbolic approaches for Al

In the discipline of Al, many different points of view with different paradigms exist. There is no
classification that will establish a clear-cut distinction between different types of Al. Nevertheless, it is
possible to provide some dimensions along which Al systems can be positioned.
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Since the foundation of Al as a discipline, two paradigms have developed in competition: symbolic Al
and subsymbolic Al.

Symbolic Al involves encoding knowledge with symbols and structures and it mostly uses logics
to model reasoning processes. In this paradigm, information is encoded explicitly using a formal
representation, whose syntax is processable by a computer and whose semantics is meaningful to

humans.

The other approach is subsymbolic Al, using the connectionist paradigm. This paradigm is not based
on symbolic reasoning; rather, it relies on the implicit encoding of knowledge. This implicit knowledge
representation is predominantly based on statistical approaches to the processing of experience or raw
data. Examples of this type of Al system are various machine learning systems, including the different

forms of deep
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identifiable information (PII) or is associated with individuals or organizations, before the data can

be used b

y the Al system (e.g. see ISO/IEC 20889);

— data quality checking, in which the contents of the data are examined for completeness, for bias
and other factors that affect its usefulness for the Al system. Checking for data poisoning is crucial
to ensure that training data have not been contaminated with data that can cause harmful or
undesirable outcomes;

— data sampling, in which a representative subset of the data is extracted;

— data augmentation, in which the data that are available in too small quantities undergo several
kinds of transformations in order to expand the dataset;
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— datalabelling, in which datasets are labelled, which means that samples are associated with target
variables. Labels are often needed for test data and validation data. Some ML approaches also rely
on the availability of labels for training the model (see 5.11.1 and 5.11.3).

Depending on the use case and on the approach used, data in Al system can be involved in several ways:

production data is the data processed by the Al system in the operation phase. not all ai systems

involve production data, depending on the use case, but this is independent of the technical design
and approach of the ai system.

test data is the data used to evaluate the performance of the ai system, before its deployment. it is

expected to be similar to production data, and proper evaluation needs test data to be disjoint from
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5.11 Machine learning concepts
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In software assessment frameworks, "test. refers to various diverse processes such 4
erforming unit tests and measuring computation time. Its meaning in Al refers specifical
ion of the system performance against a dedicated dataset.
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rised machine learning. is defined as “machine learning that makes use of labelle
g” (3.3.12). In thistcase, ML models are trained with training data that includ
1ined output or-target variable (the label). The value of the target variable for a
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Supery

riséd learning can be used for classification and regression tasks, as well as for fnore complex

tasks pertaining to structured prediction.

For information on supervised machine learning see ISO/IEC 23053.

5.11.2

Unsupervised machine learning

Unsupervised machine learning is defined as “machine learning that makes use of unlabelled data
during training” (3.3.17).

Unsupervised machine learning can be useful in cases such as clustering where the objective of
the task is to determine points of commonality among the samples in the input data. Reducing the
dimensionality of a training dataset is another application of unsupervised machine learning where the
most statistically relevant features are determined irrespective of any label.

For information on unsupervised machine learning see ISO/IEC 23053.
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5.11.3 Semi-supervised machine learning

Semi-supervised machine learning is defined as “machine learning that makes use of both labelled and
unlabelled data during training” (3.3.11). Semi-supervised machine learning is a hybrid of supervised
and unsupervised machine learning.

Semi-supervised machine learning is useful in cases where labelling all the samples in a large training
dataset would be prohibitive from a time or cost perspective. Refer to ISO/IEC 23053 for further details

about semi-supervised machine learning.

5.11.4 Reinforcement learning
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tlearning is the process of training an agent(s) interacting with its environment te,J
boal. In reinforcement learning, a machine learning agent(s) learns through an it
1l and error. The goal of agent(s) is to find the strategy (i.e. build a model) for@btain
from the environment. For each trial (successful or not), an indirect feedback is pr
nment. The agent(s) then adjusts its behaviour (i.e. its model) based)dn this fee

Refer to ISO/IEC 23053 for further information on reinforcement learning.
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This document defines a trained model as the result of model training which in turn is defined as the
process to establish or to improve the parameters of a machine learning model, based on a machine
learning algorithm, by using training data. A machine learning model is a mathematical construct that
generates an inference, or prediction, based on input data or information. The trained model should be
usable by an Al system to make predictions based on production data from the area of interest. Various
standardized formats exist to store and transmit the trained model as a set of numbers.

5.11.8 Validation and test data

To assess the trained model, it is common to split the data acquired for developing a model into datasets
for training, validation and test.

Validation data are used during and after training to tune hyperparameters. The test set is used to
verify that the model has learned what it was supposed to. Both consist of data that are never shown
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to the model during training. If one were to use training data for those purposes, the model is capable
of “remembering” the correct prediction without actually processing the data sample. To avoid
overestimating model performance, test data are not shown during tuning either.

When using cross-validation, data are split such that each data sample is used for both training and
validation. This approach emulates the use of a larger dataset, which can improve model performance.
Sometimes, insufficient data are available to allow for separate training, validation and test sets. In
such cases, data are split only into two sets, namely 1. training or validation data, and 2. test data.
Separate validation and training datasets are then generated from the training or validation data, for
example via boot-strapping, or cross-validation.

5.11.9_Retraining

5.11.9.1 General

Retraihing consists of updating a trained model by training with different @raining d

to solve the task. When new training datais introduced, adaptations based on those new

overwfite knowledge that the model lrad previously acquired. For neural networks, this p|

knowr) as “catastrophic forgetting’fand is considered one of their fundamental limitation

5.11.9.2 Continuous learning

Continuous learning, also,known as continual learning or lifelong learning, is incrementa

modeljthat takes placé€ oii an ongoing basis while the system is running in production. It is
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interrfiption of gperation.
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oduction. This is 51m11ar in nature to standard software development where the g

Verlflcatlon process and is expected to be unchanged durlng the operatlon phase.

pta. It can be
concept drift.

the statistical
become more

ihing data that

change when
the data have
be relabelled

he challenges
ng tasks only
s are adapted
observations
henomenon is
S.

| training of a
a special case
t involve any

system is put
ystem is built
ed during the

Al systems that embody continuous learning involve the incremental update of the model in the system
as it operates during production. The data input to the system during operation is not only analysed
to produce an output from the system, but also simultaneously used to adjust the model in the system,
with the aim of improving the model on the basis of the production data. Depending on the design of
the continuous learning Al system, there can be human actions required in the process, for example
data labelling, validating the application of a specific incremental update or monitoring the Al system
performance.

Continuous learning can help dealing with limitations of the original training data and it can also help
deal with data drift and concept drift. However, continuous learning brings significant challenges in
ensuring that the Al system still operates correctly as it learns. Verification of the system in production
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is necessary, as is the need to capture the production data to become part of the training dataset in case

the Al system

is updated at some future point.

Due to the risk of catastrophic forgetting, Continuous learning implies the ability to learn over time by
accommodating new observations made on current data, while retaining previous knowledge.

The characteristics of continuous learning include:

(either th

learning over time in dynamic environments (ideally in the open world);

rough new data or reasoning on existing knowledge);

discoveri

5.12 Examplles of machine learning algorithms

5.12.1 Neural networks
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These NN architectures are described in 5.12.1.2 through 5.12.1.4

NOTE

5.12.1.2 Fee

Refer to ISO/IEC 23053 for further information on NNs.

d forward neural network

FFNN is the most straightforward neural network architecture. It feeds information from the input to
the output in one direction only. There are no connections between the neurons within the same layer.
Two adjacent layers can be typically 'fully connected' in that each neuron in one layer has a connection
to each neuron in the subsequent layer.
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5.12.1.3 Recurrent neural network

5.12.1.3.1 General

RNNsl21l deal with inputs that appear in an ordered sequence, i.e. the ordering of the inputs in the
sequence matters. Examples of such inputs include dynamic sequences like sound and video streams, but
also static sequences like text or even single images. RNNs have nodes that both take input information
from the previous layer and also factor in information from themselves from a previous pass. RNNs
have a stateful property influenced by past learning. RNNs are widely used in speech recognition,
machine translation, time series forecasting and image recognition. Refer to ISO/IEC 23053 for further
information on RNN.

5.12.1.3.2 Long short-term memory network

rmation with
connections.
bd with back-

An LSTM network is a form of RNN designed for problems that require remembering infc
both lpnger and shorter time differences, making them suitable for learningtong-termj
They lhave been introduced to solve the vanishing gradient problem in RNNs associat
propagation[22],

LSTM pnetworks can learn complex sequences, such as writing like Shakespeare or composing music.
Refer fo ISO/IEC 23053 for further information on LSTM.

5.12.1.4 Convolutional neural network

] information
be processing.

is a neural network that includes at least one ldyer of convolution to filter usefy
from ipputs. Common uses include image recognition, video labelling and natural langua
Refer o ISO/IEC 23053 for further information on, CN\N.

5.12.2] Bayesian networks

Bayesian networks are graphical modelsa¥sed for generating predictions on the dependeicies between
variabjes. They can be used to derive.probabilities for the causes or variables that can|contribute to
the oufcome. This causality is very useful in applications such as medical diagnosis. Other applications
where|Bayesian networks are useful include data analysis, addressing incomplete data and mitigating
overfifting of models to data. Bayesian networks rely on Bayesian probability: the probahly of an event
is depgndent on the extent of belief in that event. Further information on Bayesian networks can be
found |nl2% and in ISO/IE€23053.

5.12.3] Decision trees

bn trees(Use a tree structure of decisions to encode possible outcomes. Decision trj
dely.used for classification and regression. The tree is formed of decision n
nodes|Each-decision node has at least two branches, whereas leaf nodes represent the

Decisi
are w

e algorithms
des and leaf
final decision

or clagsification. Generally, the nodes are ordered in terms of the decision that gives

the strongest

predictor. Input data needs to be split into various factors in order to determine the best outcome.
Decision trees are analogous to flow charts where at each decision node a question can be asked to
determine which branch to proceed to.

5.12.4 Support vector machine

SVM is a machine learning method widely used for classification and regression. SVMs mark data
samples into two different categories and then assigns new data examples to one category or the
other. SVM are maximum-distance classification algorithms. They define a hyperplane to separate
two classes above and below it, providing the maximal distance between the classifying plane and the
closest data points. The points that are closest to the border are called support vectors. The orthogonal
distance between support vectors and the hyperplane is half of the margin of SVM. The training of an
SVM involves maximizing the margin subject to the data from the different categories that are on the
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opposite side of the hyperplane. SVMs also use kernel functions to map data from the input space into a
higher-dimensional (sometimes infinite) space, in which the classifying hyperplane will be chosen.

These hard-margin SVM are rarely used in practice. A hard-margin classifier only works if the data is
linearly separable. With just one data sample on the wrong side of the hyperplane, the classifier cannot
be solved.

In contrast, soft-margin classifiers allow data samples to violate the margin (i.e. to be situated on
the wrong side of the hyperplane). Soft-margin classifiers attempt to achieve maximal margin while
limiting margin violations.

Categorization of unlabelled data and use in prediction and pattern recognition are examples of the
application o . i fOTT, jective ifier. In
SVM regressipn, the objective is to fit as many data instances as possible inside the margin] while
limiting marglin violations (those samples outside the margin).

5.13 Auton¢my, heteronomy and automation

Al systems can be compared based on the level of automation and whether they aré subject to exjternal
control. Autoomy is at one end of a spectrum and a fully human-controlled/system on the othelr, with
degrees of heferonomy in between. Table 1 shows the relationship between‘autonomy, heteronomy and
automation, ificluding the null case of no automation.

Table 1 — Relationship between autonomy, heteronomy and automation

Level of automation Comments

Automated syjtem [Autonomous |6 - Autonomy The system is capable of modifying its int¢nd-
ed domain of use or its goals without extefnal
intervention, control or oversight.

Heteronomous |5 - Full automation The system is capable of performing its erftire
mission without external intervention
4 - High automation The system performs parts of its mission with-
out external intervention
3 - Conditional auto- Sustained and specific performance by a gys-
matioh tem, with an external agent being ready tq take

over when necessary

2 - Partial automation |Some sub-functions of the system are fully auto-
mated while the system remains under the ¢ontrol
of an external agent

1 - Assistance The system assists an operator
0 - No automation The operator fully controls the system
NOTE Injyrigprudence, autonomy refers to the capacity for self-governance. In this sense, also, “autonpmous”

is a misnomer[asvdpplied to automated Al systems, because even the most advanced Al systems are not self-
governing. Rather, Al systems operate based on algorithms and otherwise obey the commands of operators. For
these reasons, this document does not use the popular term autonomous to describe automation[39l,

Relevant criteria for the classification of a system on this spectrum include the following:

— the presence or absence of external supervision, either by a human operator (“human-in-the-loop”)
or by another automated system;

— the system’s degree of situated understanding, including the completeness and operationalizability
of the system’s model of the states of its environment, and the certainty with which the system can
reason and act in its environment;

— the degree of reactivity or responsiveness, including whether the system can notice changes in its
environment, whether it can react to changes, and whether it can stipulate future changes;
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whether its operation persists up until or beyond the completion of a particular task or the

occurrence of a particular event in the environment (e.g. relevant to achieving a goal, timeouts or

ot

th

her mechanisms);

e degree of adaptability to internal or external changes, necessities or drives;

the ability to evaluate its own performance or fitness, including assessments against pre-set goals;

the ability to decide and plan proactively in respect to system goals, motivations and drives.

Instead of substituting for human work, in some cases the machine will complement human work,
which is called human- machlne teamlng This can happen asa 51de effect of Al development, or a system
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industrial equipment for manufacturing or process control. See 15O/IEC 50141 Tor more information.

Al can play an important role in the context of IoT systems. This includes the analysis of incoming
data and decision making which can assist in achieving the goals of the system, such as the control of
physical entities and physical processes, by providing contextual, real-time and predictive information.

5.14.3 Cyber-physical systems

CPS are systems similar to [oT, but where control logic is applied to the input from sensors in order to
direct the activities of actuators and thereby influence processes taking place in the physical world.

Arobotis an example of a CPS system, where sensor input is directly used to control the activities of the
robot and perform actions in the physical world.
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Robotics encompasses all activities relating to the design, assembly, production, control and usage
of robots for different kinds of applications. A robot is composed of electronic, mechanical, firmware
and software components tightly interacting with each other to achieve the goals set for a specific
application. Robots are usually comprised of sensors to assess their current situation, processors
to provide control through analysis and the planning of actions and actuators to realize the actions.
Industrial robots set in manufacturing cells are programmed to repeat in a precise way the same
trajectories and actions over and over without deviation. Service robots or collaborative robots need
to adapt to changing situations and dynamic environments. Programming this flexibility is intractably
challenging because of all the variability involved.

Al system components can serve as part of the control software and the planning process through the
“sense, plan, act” paradigm, thus enabling robots to adjust when obstacles appear or when target objects
[oupling robotics and Al system components enables automated physical interactidn with

have moved.
objects, envirpnment and people.

5.15 Trustworthiness

5.15.1 General

rstand
verify

Trustworthiness of Al systems refers to characteristics which help relevaiit'stakeholders unde
whether the Al system meets their expectations. These characteristics\can help stakeholders
that:

Al systems have been properly designed and validated in corfiformance with state-of-the arft rules

and standards. This implies quality and robustness assurance;
s. This
ioning
ht and

Al systenjs are built for the benefits of the relevant stakeholders who have aligned objective
implies ayvareness of the workings of Al algorithms andan understanding of the overall funct
by stakelpolders. It also implies qualification orceertification assurance of Al developme
operatior] in conformance with legal requirements and sectorial standards when available;

Al systen}s are provided with proper identification of responsible and accountable parties;

Al systen}s are developed and operated with consideration for appropriate regional concern

For further information refer to ISO/IEC-TR 24028.

5.15.2 Al robustness

ended

For Al system|
by their deve
perform with
can encompa
system relate

s, robustnessican describe their ability to maintain their level of performance, as in
opers, under any circumstances. An example of robustness is the ability of a sys
in acceptable limits despite external or harsh environmental conditions. Roby
ss other attributes such as resilience and reliability. The proper operation of
S to,cor can lead to, the safety of its stakeholders in a given environment or conte

tem to
stness
an Al
kKt (see

ISO/IEC TR 24028).

For example, a robust ML-based Al system can have the ability to generalize to noisy inputs, such as
an absence of overfitting. To achieve robustness, one option is to train the model or models using large
training datasets including noisy training data (see ISO/IEC TR 24028).

Robustness properties demonstrate the ability (or inability) of the system to have comparable
performance on atypical data as opposed to the data expected in typical operations, or on inputs
dissimilar to those on which it has been trained (see ISO/IEC TR 24029-1).

When processing input data, an Al system is expected to generate predictions (its outputs) within
some acceptable, consistent or effective range. Even if these outputs are not ideal, a system can still
be considered robust. An Al system whose outputs do not fall within this acceptable, consistent or
effective range when processing input data cannot be considered robust.
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Robustness can be considered differently for different types of Al systems such as:

Robustness of a regression model is the ability to have acceptable metrics of amplitude of response
on any valid input.

Robustness of a classification model is the ability to avoid inserting new classification errors when
moving from typical inputs to inputs within a certain range of those.

5.15.3 Al reliability

Reliability is the ability of a system or an entity within that system to perform its required functions
under stated conditions for a specific period of time (see ISO/IEC 27040).

Reliab
recom

lity of an Al system refers to the ability that enables it to provide required predi
mendation and decision consistently correctly during its operation stage (6.2:6).

Ction (3.1.27),

Reliabjlity can be affected by at least the robustness, generalizability, consisténcy and r¢silience of an

Al sys
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fem. All inputs and environment settings meeting stated criteria areystipposed to
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development stage, but can happen when the system is used. Backup-of an Al system of]

also in

hprove reliability, which would provide business logic implenientations that beh

be processed
ed within its
a component
ave the same

with the original. It works when the Al system gets failed.

Reliab
operat

lity can support an Al system’s functional safety, in the ‘sense that automatic prptections and
ions are required (by stakeholders) for the system ot part of it against defined failyre.

5.15.4 Alresilience

Resilie
Fault t
within

nce is the ability of the system to recover, operational condition quickly following an incident.
plerance is the system's ability to contihii€ to operate when disruption, faults and failures occur
the system, potentially with degraded capabilities.

With A
of the

[ systems, as with other softwaresystem types, hardware faults can affect the corfect execution

hlgorithm.

Reliab
resilie
a degn
Resilie

ifferent, with
nce can offer
stakeholders.

lity relates to resilienceybut the expected service levels and expectations are d
hce expectations possibly lower as defined by stakeholders. System with resilig
aded level of operation under some types of failure which can be acceptable to
nt systems should-also include approaches for recovery as needed.

5.15.5( Al controllability

Contrd
Contrd
contr

llabilitynis the property of an Al system that an external agent can intervene in it]
llability can be achieved by providing reliable mechanisms by which an agent
| ofthe Al system.

s functioning.
an take over

A key aspect of controllability is the determination of which agent(s) can control which components of
the Al system (e.g. the service provider or product vendors, the provider of the constituent Al, the user
or an entity with regulatory authority).

Further information on controllability can be found in ISO/IEC TR 24028:2020, 10.4.

5.15.6 Al explainability

Explainability is the property of an Al system that means that the important factors influencing a
decision can be expressed in a way that humans can understand. Explainability can be particularly
important when the decisions being made by an Al system affect one or multiple humans. Humans are
liable to distrust a decision unless they can gain an understanding of how the decision was reached,
especially where the decision is in some way adverse to them at a personal level (e.g. refusal of a loan
application).
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Explainability can also be a useful means of validating the Al system, even where the decisions do not
directly affect humans. For example, if an Al system is analysing an image of a scene to identify entities
in that scene, it can be useful to see an explanation of the reasons for a decision made about the content
of the scene, as a way of checking that what is identified is indeed what is being claimed. There are
counterexamples from the history of Al systems where no such explanations were available, and it was
discovered that the Al system was identifying some entities in a scene based on spurious correlations
that existed in the training data.

Explainability can be easier for some types of Al system than for others. Deep learning neural networks
can be problematic since the complexity of the system can make it hard to provide a meaningful

explanation o

fhow the system arrives at a decision.

Rule-based allgorithms, such as symbolic methods or decision trees, are often considered to be

explainable, 3
understandal
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of Al systems supports human centred objectives for the system and is a topic of o
discussion. Providing transparency about an Al system can involve commun
hfofmation about the system to stakeholders (e.g. goals, known limitations, defin
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processes). Additionally, transparency of an Al system can involve informing stakeholders about the
details of data used (e.g. what, where, when, why data is collected and how it is used) to produce the
system and the protection of personal data along with the purpose of the system and how it was built
and deployed. Transparency can also include informing stakeholders about the processing and level of
automation used to make related decisions.

NOTE That disclosure of some information in pursuit of transparency can run counter to security, privacy or
confidentiality requirements.

5.15.9 Al bias and fairness

In a general sense, the meaning of the term bias depends on its context.
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In Al, the term bias refers to the idea that different cases call for different treatment. In this sense, bias
is that which allows machine learning systems to judge that one situation is different from another and
to behave differently accordingly. As such, bias is fundamental to the machine learning process and to
adapting behaviour to the particular situation at hand.

In social context, however, the term bias often refers to the notion that certain differences in treatment
are unfair. To avoid confusion, in the context of Al, instead of bias, the term unfairness is used to refer
to unjustified differential treatment that preferentially benefits certain groups more than others.
Unfair Al system behaviour can lead to disrespect of established facts, beliefs and norms, leading to
favouritism or discrimination.

While certain bias is essential for proper Al system operation, unwanted bias can be introduced into an
Al system unintentionally and can lead to unfair system results. Sources of unwanted bjasin Al systems
are inferrelated and include human cognitive bias, data bias and bias introduced by engineering
decisigns. Bias in training data is major source of bias in Al systems. Human cognitive bidses can affect
decisi¢ns about data collection and processing, system design, model training and othey development
decisigns.

Minimr'zing unwanted bias in Al systems is a challenging goal, but jts detection and| treatment is
possible. [ISO/IEC TR 24027:2021].

5.16 Al verification and validation

Verifidation is the confirmation that a system was built correctly and fulfils specified requirements.
Validation is the confirmation, through the provision of-objective evidence, that the requirements for
a spec]fic intended use or application have been fulfilled»Considerations in verification gnd validation
includeg the following:

— Sdme systems are completely verifiable (e.gcall system components can individually pe verified, as
can the complete system).

— Same systems are partially verifiablel@nd partially validatable (e.g. at least one systdm component
cajn individually be verified, and the remaining system components can be validat¢d, as can the
complete system).

— Sdme systems are unverifiable but validatable (e.g. no system component can be vgrified, but all
syktem components can be-validated, as can the complete system).

— Some systems are unyerifiable and partially validatable (e.g. no system component can be verified,
byt at least one system component can individually be validated).

— Same systenis.are unverifiable and unvalidatable (e.g. no system component can either be verified
orfvalidatéd).

5.17 Jurisdictional issues

Al systems can be deployed and operated in jurisdictions other than those in which the system was
designed or manufactured. Developers and manufacturers of Al systems should be aware that
applicable legal requirements can vary between jurisdictions.

For example, a car manufactured in one jurisdiction can be required to comply with different legal
requirements to be authorized to enter a different jurisdiction.

Additionally, Al systems ordinarily require data to be gathered, processed and used during the
development and operation stages of the Al system and disposed of during the retirement phase.
Developers, manufacturers and users of Al systems should be aware that legal requirements for the
collection, use and disposal of data can also vary between jurisdictions.
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To mitigate the impact of varying legal requirements, developers and manufacturers of Al systems can
make use of one or more of the following mitigations:

Note the applicable legal requirements that can apply to the Al system during the preparation phase.

This should also include legal requirements pertaining to the collection, use and disposal of data.

the Al system is intended to be deployed and operated.

operation and retirement stages of the Al system.

Develop a plan for complying with the applicable legal requirements in the jurisdiction(s) in which

Develop a plan to monitor compliance with legal requirements during the development, deployment,

Develop 3

Adopt fle
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NOTE
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in 5.19.2 through 5.19.7.

An organization or entity can take on more than one role or sub-role.
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Al stakeholder

Al provider Al producer Al customer Al partner Al subject Relev?u}t
authorities
Al plaFform L Al developer L Al user .Al system Data subject Policy makers
provider integrator
Al Product.or — Data provider Other subjects Regulators
service provider

— Al evaluator

—| Al auditor

Figure 2 — Al stakeholder roles and their sub-roles

5.19.2) Al provider

5.19.2l1 General

An Al provider is an organization or entity that providés products or services that uses one or more Al
systenps. Al providers encompass Al platform providers and Al product or service providegrs.

5.19.2,2 Al platform provider

An Al| platform provider is an organization or entity that provides services that|enable other
stakeholders to produce Al services or.products.

5.19.2.3 Al service or productprovider

An Al [service or product provider is an organization or entity that provides Al services or products
either|directly usable byan Al customer or user, or to be integrated into a system using[Al along with
non-A] components.

5.19.3] Al producer

5.19.3l1 General

An AI nraducar ic an arganigation ar antity that dacione daovalance tacte and danlaut roducts or
producerisanorganization rentit ythat designs—develops,testsand deploys p

services that use one or more Al system.

5.19.3.2 Al developer

An Al developer is an organization or entity that is concerned with the development of Al services and
products. Examples of Al developers include, but are not limited to:

— Model designer: the entity that receives data and a problem specification and creates an Al model;

— Model Implementer: the entity that receives an Al model and specifies what computation to execute
(the implementation to use and on what compute resources, for example CPU, GPU, ASIC, FPGA);

— Computation Verifier: the entity that verifies that a computation is being executed as designed;

— Model Verifier: the entity that verifies that the Al model is performing as designed.
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5.19.4 Al customer

5.19.4.1 General

An Al customer is an organization or entity that uses an Al product or service either directly or by its
provision to Al users.

5.19.4.2 Al users

An Al user is an organization or entity that uses Al products or services.

5.19.5 Al paftner

5.19.5.1 Gerneral

An Al partner is an organization or entity that provides services in the context of AI{AI partne
perform techpical development of Al products or services, conduct testing and validation of Al pr|

and services,
partner typeg

5.19.5.2 Als

An Al systen
components i

5.19.5.3 Dat

A data provid
services.

5.19.5.4 Al3

An Al auditor

providing or ysing Al systems, to assess.conformance to standards, policies or legal requirement

5.19.5.5 Al ¢

An Al evaluat

5.19.6 Alsu

5.19.6.1 Gern

pudit Al usage, evaluate Al products or services and perform other tdsks. Examplg
are discussed in the following subclauses.

ystem integrator

integrator is an organization or entity that is contérned with the integratior
hto larger systems, potentially also including non;Al‘components.

A provider

uditor

is an organization or entitythat is concerned with the audit of organizations prog

valuator

br is an organization or entity that evaluates the performance of one or more Al syj
bject

eral

rs can
pducts
s of Al

of Al

er is an organization or entity that is cetniéerned providing data used by Al prodiicts or

lucing,
S.

tems.

An Al subject

is an organization or entity that is impacted by an Al system, service or product.

5.19.6.2 Data subject

A data subject is an organization or entity that is affected by Al systems with following aspects:

Subject of training data: where data pertaining to an organization or human is used in training an

Al system, there can be implications for security and privacy, for the latter particularly where that

subject is
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an individual human.
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5.19.6.3 Other subjects
Other organizations or entities impacted by an Al system, service or product can be for example in the

form of an individual or a community. For example, consumers who interacts with a social network that
provides recommendations based on Al, drivers of vehicles with Al-based automation.

5.19.7 Relevant authorities

5.19.7.1 General

Relevant authorities are organizations or entities that can have an impact on an Al system, service or
produgt

5.19.7.2 Policy makers

These |are organizations and entities that have the authority to set policies &vithin an [international,
regionfal, national or industrial domain that can have an impact on an Al system, service qr product.

5.19.7,.3 Regulators

These|are organizations and entities that have the authority to-set, implement and enfprce the legal
requirgments as intended in policies set forth by policy makers'(5:17.9.2).

6 A] system life cycle

6.1 Al system life cycle model

The Al system life cycle model describes the' evolution of an Al system from inception through
retirement. This document does not prescribe a specific life cycle model but underlines sqme processes
that are specific to Al systems that can‘occur during the system life cycle. Specific processes and
timelimes can occur during one or mere of the life cycle stages and individual stages of the life cycle
can be|repeated during the system’s existence. For example, it can be decided to repeat the “design and
development” and “deployment”.$tages many times to develop and implement bug fixes and updates to
the sygtem.

A system life cycle model* helps stakeholders build Al systems more effectively and efficiently.
Internptional Standapds_are useful in developing the life cycle model, including ISO/IEC 15288 for
systenps as a wholey ISO/IEC 12207 for software and ISO/IEC 15289 for system documentation. These
Internptional Standards describe life cycle processes for general systems, not specific o Al systems.
Figurd3 provides-an example of the stages and high-level processes that can be applied injthe Al system
life cyfle. Thesstages and the processes can be iteratively carried out which is often rqquired for Al
systenp development and operation. There are various considerations that should be facfored into the
entir:ﬁife Cycle beginning to end. Examples of these considerations include:

— governance implications arising from either the development or use of Al systems;

— privacy and security implications due to the use of large amounts of data, some of which can be
sensitive in nature;

— security threats that arise from data dependent system development;

— transparency and explainability aspects including data provenance and the ability to provide an
explanation of how an Al system’s output is determined.

Figure 3 shows an example of Al system life cycle model stages and high-level processes. Annex A shows
how this Al system life cycle model maps to an Al system life cycle definition from the OECD.
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Figunie 3 — Example of Al system life cycle model stages and-high-level processes
Al systems differ from other types of systems, which can impa¢t the life cycle model processgs. For
example:

— Most soffware systems are programmed to behave dnyprecisely defined ways that are dripen by
their reqiirements and specifications. The Al systems based on machine learning use data-driven
training gnd optimization methods to deal with widely varying inputs.

— Traditionpl software applications are usually@redictable, which is less often the case for Al syjstems.

— Traditionpl software applications are al§o usually verifiable, while performance assessmer]t of Al
systems q@ften requires statistical apptoaches and their verification can be challenging.

— Al systemps typically need multiple iterations of improvement to achieve acceptable leyels of
performalnce.

Data management (encompassing processes and tools for data acquisition, data annotatior, data
preparation, data quality checking, data sampling and data augmentation) is a key aspect of Al sylstems.

The developnjent andtesting processes also differ for Al systems, since these processes are alsp data-
based. This bpcomesimore challenging for Al systems which use continuous learning (also kngwn as
continual learning or lifelong learning) where the system learns in the operation stage and [where
ongoing testingistrequired.

The release management process for Al systems is different from traditional software. While traditional
software applications deal with code versioning and code diff functions, Al system releases include
code and model diffs, as well as training data diffs if machine learning is used.

Some of the processes of the Al life cycle that differ from those in the traditional software life cycle are
discussed in 6.2.

Figure 4 shows an example life cycle model for an Al system; different life cycle models are possible
based on different development techniques. Figure 4 shows a series of stages of the life cycle and
indicates some of the processes with each stage that are significant for Al systems and require special
consideration, beyond the consideration required for the development of typical non-Al systems.
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Figure 4 — Example Al system life cycle model with Al system-specific processes

As shown in Figure 4, the development and op€ration of Al systems tends to be more iterdtive in nature
than f(Lr non-Al systems. Al systems tend totbe less predictable and it typically takes sonje operational
experience and adjustment of the Al systerd to meet its objectives.

6.2 Al system life cycle stages.and processes

6.2.1 | General

The prjocesses describedyunder each stage are representative examples as the specific processes will
depend on the Al system. The processes can be performed in different orders and in Jome cases, in
parall¢l.

These |processes are not necessarily Al-specific themselves, but the stakes associated with Al make
them qf special importance in this context.

6-2-2 Iut,cptiuu

Inception occurs when one or more stakeholders decides to turn an idea into a tangible system. The
inception stage can involve several processes and decisions that lead to a decision to proceed to
the design and development stage. The inception stage can be revisited during the life cycle as new
information is discovered in later stages. For example, it can be discovered that the system is not
technically or financially feasible. Examples of processes that can occur during the inception stage
include:

Objectives: Stakeholders should determine why an Al system needs to be developed. What problem
does the system solve? What customer need or business opportunity does the system address? What
are the metrics of success?

Requirements: Stakeholders should assemble a set of requirements for the Al system that spans the Al
system life cycle. Failure to consider requirements for deployment, operation and retirement can result
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in problems in the future. A multi-stakeholder approach including diverse subject-matter expertise can
help to identify potential risks and unintended consequences of the system. Stakeholders should ensure
the Al system requirements fulfil the Al system’s objectives. Requirements should take into account
that many Al systems are not predictable and the impacts this can have on achieving objectives.
Stakeholders should consider factors of regulations and ensure the development and operation of Al
system in compliance with relative compulsory policies.

Risk management: Organisations should assess risks in relation to Al during the whole life cycle of an
Al system. The output of this activity should be a risk treatment plan. Risk management, including the
identification, assessment and treatment of risk related to Al are described in ISO/IEC 23894.

Organizations should identify potential harms and benefits related to the Al system including conferring
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6.2.3 Design and development

The design and development stage creates the Al system and concludes with an Al system that is ready
for verification and validation. During this stage, and particularly before the conclusion, stakeholders
should ensure the Al system fulfils the original objectives, requirements and other targets identified
during the inception stage. Examples of processes that can occur during the design and development
stage include:

Approach: The stakeholders should determine an overall approach to designing the Al system, testing
it and making it ready for acceptance and deployment. The approach stage can include consideration of
whether both hardware and software will be needed, where to source components (e.g. develop from
scratch, buy off-the-shelf hardware, use open source software).
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Architecture: The stakeholders should determine and document the overall architecture of the Al
system. The architecture and approach processes are related, and it can be necessary to iterate between

the two.

Code: Software code for the Al system is developed or acquired.

Training data: Al systems embody acquired knowledge. Training data processing is a fundamental

part of developing machine learning based Al systems (see 5.10).

Risk treatment: Organizations should implement processes and controls described in the risk

treatment plan (see ISO/IEC 23894).

6.2.4 | Verification and Validation

ortant aspect of Al systems is the need to verify that the*Al capabilities work as ¢
s the acquisition, preparation, and use of test data. Test data needs to be sepa
ata used during design and development and it alse'needs to be representative of i
ystem is expected to process.

ance: Stakeholders deem the Al system to befunctionally complete and at an acce
and is ready to be deployed.

onitoring and review: Organizations should review verification, test and vali

6.2.5 | Deployment

The A| system is installed, released or configured for operation in a target environn;
procegses of the deployment stage can include:

Target: Al systemscan’ be developed in one environment and then deployed to another. |
self-difiving system:¢an be developed in a lab and then deployed in millions of automobile
of Al systems cairbe developed on client devices and then deployed to the cloud. For sonj
it is important.to distinguish between the software components that are deployed and t
can be deployed separately and which is used by the software at runtime. Software and
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Risk treatment: Organizations should review and improve processes and controls for risk management

and potentially update the risk treatment plan (see ISO/IEC 23894).

6.2.6 Operation and monitoring

During the operation and monitoring stage the Al system is running and generally available for use.

Example processes that can occur during the operation and monitoring stage include:

Monitor: The Al system is monitored for both normal operation and also for incidents including

unavailability, runtime failures or errors. These events are reported to relevant Al provid

ers for action.

Repair: If the Al system fails or is experiencing errors, repairs to the system can be necessary.
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Update: Al system software, models and hardware can be updated to meet new requirements and to
improve performance and reliability.

Support: Users of the Al system are given any necessary support needed to successfully use the system.

Risk monitoring and review: Organizations should monitor Al systems during operation to assure
and improve the quality and effectiveness of the risk management process (see ISO/IEC 23894).

6.2.7 Continuous validation

If the Al system uses continuous learning, the operation and monitoring stage is extended into an
additional stage of continuous validation. In this stage, incremental training takes place on an ongoing
basis while tHe system is running in production. The operation of the Al system is continually-checked
for correct opration using test data. It is also the case that the test data itself can require somg u?ydates
to be more representative of current production data and therefore provide a more faithful-évaluation
of the Al syst¢m capabilities.

Risk managg¢ment continuous improvement: Continuous validation should also be used to jenable

continuous injprovement to risk management processes (see ISO/IEC 23894).

6.2.8 Re-evyaluation

After the operation and monitoring stage, based on the results of the work of the Al system, the need
for a reassessiment can arise. Example processes that can occur durifig the re-evaluation stage inlclude:
Evaluate opdrating results: The results of the system in operation should be evaluated and assessed
against the oljjectives and the risks identified for the Al system.

Refine objectives: If the original objectives cannot be achieved by the Al system, or that the obj¢ctives
need modificdtion once experience of operating the system is available. This leads to refinement of the
objectives.

Refine requfirements: Operating experience."can provide evidence that some of the ofiginal
requirements|are not valid in some ways and-this can lead to the refinement of requirements, ppssibly
with new reqfiirements or the removal of'seme requirements.

Risk monitofing and review: Organizations should monitor events and conditions leading to rjsks as
described in the risk treatment plan (see ISO/IEC 23894).

6.2.9 Retirpment

At some poing the Al system can become obsolete to the extent that repairs and updates are ndt good
enough to mg¢et new’requirements. Example processes that can occur during the retirement stage
include:

Decommissi dch has

emerged, the Al system can be decommissioned and completely discarded. This can include the data
associated with the system.

Replace: If the purpose of the Al system continues to be relevant, but a better approach has emerged,

the Al system

(or components of the Al system) can be replaced.

7 Al system functional overview

7.1 General

This document defines Al system as engineered system that generates outputs such as content,
forecasts, recommendations or decisions for a given set of human-defined objectives. Al systems do
not understand; they need human design choices, engineering and oversight. The degree of oversight
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depends on the use case. At a minimum, oversight is typically present during training and validation.
Such oversight is useful to ensure that the Al system is developed and used as intended, and that
impacts on stakeholders are appropriately considered throughout the system life cycle.

Figure 5 depicts a functional view of an Al system, where inputs are processed using a model to produce
outputs, and that model can be either built directly or from learning on training data. The parts drawn
with dashed lines are for ML based Al Systems.

Human design choices, engineering and oversight
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Figure 5 — Al system functional view
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Data has other uses for the development and evaluation of Al systems (see 5.10).

7.3 Knowledge and learning

The model used by the Al system for its processing and for problem-solving is a machine-readable
representation of knowledge.

There are two main types of such knowledge: declarative and procedural.

— Declarative knowledge is about what is. It is easy to verbalize and will translate into statements. For
example, “the death cap mushroom is poisonous” is declarative knowledge.
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— Procedural knowledge is about how to do something. It is often hard to verbalize. It will translate
into procedures. For example, to know if a mushroom is poisonous, you can apply procedural
knowledge: “If you have a mushrooms book, check into the book to see if you can identify your
mushroom. If yes, the book will tell you the answer. If you can’t, then go and see the pharmacist.”

Knowledge has various possible representations from implicit to explicit ones.

Knowledge can also come from various sources, depending on the algorithms used: it can pre-exist, it
can be acquired through sensing and learning processes, or it can be a combination of both.

Heuristic systems: Al systems that do not involve learning are called heuristic. Classical expert
systems or reasonmg systems equipped with a flxed knowledge base are good examples. In these cases,
the Al

ML based Al systems: Al systems that involve learning are said to be machine learning based. Leprning
entails compuyitational analyses of a training dataset to detect patterns, build a modely and compare
the output of|the resulting model to expected behaviours. It is also known as trainihg. The regulting
knowledge bgse is a trained model based on a mathematical function and training|sét that repregents a

Continuous lparning: Al systems also vary in terms of when and how data\is acquired. In someq cases,
the knowledge base is static and provided at the outset, together with-the system’s pre-progrdgmmed
components. [n other cases, the knowledge base changes or adapt$.over time, with the information
being updateld over the course of its operation. Machine learning systems can be characterized
by when, durfng their lifetime, learning occurs. In many cases,an initial training phase yield$ some
approximatioh of the actual target function, and the system continues as-is without updatirjg that
internal repr¢sentation based on new examples. An alternative approach, called lifelong or contjnuous
learning, spreads the learning over time; the model is updated iteratively as new data is made avgilable.
In practice, thodels using lifelong learning usuallydimplement a combination of both appragaches;
following an [initial training phase in which the bulk of learning occurs, the model is refinef with
further data qver time.

7.4 From predictions to actions

7.4.1 General

The result of|input processing-bythe Al system can be of various natures, depending on the level of
automation of the system. Depending on the use case, the Al system can produce only a raw, te¢hnical
output (predictions), or it can take more effective steps in proposing or applying itself actions |on the
environment [recommendations, decisions, and finally actions).

In the case of classifi€ation, erroneous results are usually categorized as false positive or false ng¢gative
errors. A falsg positive is described as a positive prediction when the real result is negative. A false
negative is a lestdt of the model incorrectly predicting a negative outcome. Users of Al systems rjeed to
understand the effects of an errant outcome including the possibility of a biased prediction. Such issues
can directly reflect characteristics of the tools, processes or data used to develop the system.

A key point is that Al outputs are error prone. The output has a probability of being a correct, rather
than being absolutely true. Both the system designers and the users of Al systems need to understand
that such systems can produce incorrect outputs and the accountability implications of using such
incorrect outputs.

7.4.2 Prediction

The term “prediction” refers to the very first output of an Al system.

Al systems make predictions by applying model to new data or situations. In the credit scenario in 7.4.3,
an Al system was developed using previous loan records. To continue the example, when a new person
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applies for a loan, their information is fed to the model which then produces an estimate of how likely
that person is to repay a loan.

NOTE In artificial intelligence usage, prediction does not necessarily imply a statement about the future—it
only refers to the output of an Al system, which can be a type of flower in an image, or a translation into another
language.

7.4.3 Decision
Decisions correspond to choosing a specific course of action, with intention of applying it.

Decisions can be made either by the system itself or by human beings, based on the system outcomes.
They d

For ex
outcor]
approye this person’s loan application. Alternatively, the system can make itsélf-a reconjmendation to
approye the loan and estimate the probability of that being the best course of action with respect to the
lenderfs expectations, so that a loan officer who deems that probability acceptable decides to approve
the logn. Or the loan application can be approved automatically, by applying system decision thresholds
on such recommendations.

Hume;Ljudgment and oversight are involved in various ways in‘that decision process. Hhman-defined
threshiolds are typically set by considering the risks associateéd with automating decisions. Even when
decisigns are fully automated, humans can use predictions to-monitor the resulting decisjons.

7.4.4 | Action

Actions follow decisions, this is when the outcomes of the Al system start to affect the real word
(whether physical or virtual).

Taking an action is the final step of applying information in an Al system. For example} in the credit
application example in 7.4.2, once the person’s loan is approved, the actions can include preparation
of loan documents, getting signatur'es and issuing payments. Consider a robot. An jction can be
instrugtions to the robot’s actuators to position its arms and hands. Depending on the Al system, the
action|can take place within the Al system boundary or outside of the Al system boundarf.

8 Al ecosystem

8.1 General

Figure 6 represents an Al ecosystem in terms of functional layers. Large Al systems do not rely on
a single technology, but rather on a mix of technologies developed over time. Such syqtems can use
differgnf(technologies simultaneously, e.g. neural networks, symbolic models and| probabilistic
reasonimng:

Each layer of Figure 6 uses the lower layers' resources for the implementation of its functions. Lighter
shaded boxes are sub-components of a layer or function. The sizes of layers and sub-components are
not indicative of importance.
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Figure 6 — Al ecosystem

Creating Al systems remains a topic of ongoing research. Meanwhile, the use of Al technology is
becoming an inherent part of many industries, each with its own needs, values and legal constraints.

Specialized Al applications, such as those used for computer vision or for natural language processing,
are themselves becoming the building blocks for implementation of different products and services.
These applications are driving specialized Al system designs and, consequently, are setting the
priorities for research and development.
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Al technology often requires the use of significant compute, storage and network resources, for example
during the training phase of a machine learning system. Such resources, as shown in Figure 6, can be
provided efficiently using cloud computing.

The following subclauses describe the major components of the Al ecosystem as shown in Figure 6.

8.2 Al systems

Al systems can be used in numerous applications and to solve a multitude of tasks. Clause 9 describes
examples of applications using Al such as image recognition, natural language processing and predictive
maintenance. Clause 5 lists numerous task categories that Al systems can address.

Al systems follow a global functional path where information is acquired, either by hardeoding (through
engindering) or by machine learning to build a model of the domain. Then informfation, encoded in
the form of a model, is applied at a reasoning level, where potential solutions are eomputed, then at
a decigion level, where a choice is made among the potential actions that can’achieve|the goal. The
reasor}ing level includes spatial reasoning, temporal reasoning, common sense reasoning, computed
policy|application or any form of reasoning that can be coded. The decision level includeg choice based
on preferences or utilities among the actions.

8.3 I function

Once the model is built, an Al function has the role to computé<a prediction, a recommendation or more
generdlly a decision that would help to reach the current goal-of the Al system.

Reasoning is solely about applying the available data4n the current situation to the model and asking
the madel what the possible options are.

Some [examples of technologies which implement forms of reasoning include plannjng, Bayesian
reasorjing, automated theorem provers, temporal and spatial reasoning and ontology reasoners.

Among these possible options that would‘probably achieve the goal, the system still ndeds to decide
which|is the best.

Preferpnces and utilities come ingplay: an automated taxi will maximize the well-being ¢f the client, a
poker playing program will maximize its profit.

8.4 Machine learning

8.4.1 | General

Machine learning is a process using computational techniques to enable systems to legrn from data
or experience. It employs a set of statistical methods to find patterns in existing data aijd to then use
patterhsdtomake predictions on production data.

In traditional computer programming, a programmer specifies the logic to solve a given problem by
specifying exact computational steps using a programming language. In contrast, the logic of a machine
learning model is in part dependent on the data used to train the model. Thus, the computations, or
steps, needed to solve the problem are not determined a priori.

Also, in contrast to traditional computer programming, machine learning models can improve over
time without being re-written by being re-trained on new, additional data and by using techniques to
optimize model parameters and data features.
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8.5 Engineering

8.5.1 General

In Engineering approaches by human experts, the processing relies solely on the expertise of the
developer and their understanding of the task. Knowledge is not learned from data but through
hardcoding by the developer based on their experience in a specific domain.

There are two main types of knowledge: declarative and procedural. See 7.3 for more details of both
types of knowledge.

8.5.2 Expe
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8.6.2 C(loud and edge computing

Cloud computing is a paradigm for enabling network access to a scalable and elastic pool of shareable
physical or virtual resources with self-service provisioning and administration on demand, see
ISO/IEC 17788 and ISO/IEC 17789.

Cloud computing is commonly associated with large, centralized data centres, which have the capability
of providing very large capacities of processing and data storage. Such large capacities can be essential
to some parts of the Al life cycle, particularly when processing large datasets to train the Al systems

and build the

models used within them.
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