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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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Introduction

Advancements in computing capacity, reduction of costs of computation, availability of large amounts
of data from many sources, inexpensive online learning curricula and algorithms capable of meeting or
exceeding human level performance in particular tasks for speed and accuracy have enabled practical
applications of Al, making it an increasingly important branch of information technology.

Al is a highly interdisciplinary field broadly based on computer science, data science, natural sciences,
humanities, mathematics, social sciences and others. Terms such as “intelligent”, “intelligence”,

“understanding”, “knowledge”, “learning”, “decisions”, “skills”, etc. are used threughout this

document.

However, it is not the intention to anthropomorphize Al systems, but to describe the factth
systems can rudimentarily simulate such characteristics.

Thefre are many areas of Al technology. These areas are intricately linked and develeping raj
diff]cult to fit the relevance of all technical fields into a single map. Research of Alincludes a
as gspects including “learning, recogmtlon and prediction”, “inference, knowledge and lan
“didcovery, search and creation”. Research also addresses mterdependenaes\rgmong these aj

The|concept of Al as an input and output process flow isshared by manyAlfesearchers, and 1
each step of this process is ongoing. Standardized concepts and termihelogy are needed by st
of the technology to be better understood and adopted by a broadér audience. Furthermor
and| categories of Al allow for a comparison @nd c1a551f1cat10n of different solutions w
to groperties like trustworthiness, robustness, resilience, rel-lablllty, accuracy, safety, sqg
privacy. This enables stakeholders to selectappropriate solutlons for their applications and

the jguality of available solutions on the market.
N\

his document does provide a definition for the te\‘r\rﬁ Al in the sense of a discipline only,

ts usage can be described as‘follows: Al is a technlcal and scientific field devoted to the

em that generates outputs.such as content, forecasts, recommendations or decisions for
liman-defined objectives: Q @

Thi$ document provides.standardized. co\ncepts and terminology to help Al technology t
understood and used'\by a broader-set t of stakeholders. If is intended for a wide audienc
expprts and non-practitioners. The) reading of some specific clauses can however be ea
strqnger background in computer-science. These'concerns are described primarily Clausep

As t
for

Syst
of h

at some Al

idly so it is
pects such
buage” and
pectsl23],

esearch on
akeholders
e, concepts
th respect
curity and
Fo compare

Fhe context
bngineered
a given set

b be better
b including
bier with a
5 5.10, 5.11

and|8, which are more techmcﬂi‘than the rest of the document.

’./
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Information technology — Artificial intelligence —
Artificial intelligence concepts and terminology

1 Scope

This document establishes terminology for Al and describes concepts in the'field of Al

Thi$ document can be used in the development of other standards and in'support of comnllunications
amang diverse, interested parties or stakeholders.

Thi$ document is applicable to all types of organizations (e.g, commercial enterprises, government
agencies, not-for-profit organizations).
2 |Normative references Y

Thejre are no normative references in this document. X

3 |Terms and definitions ™

N\
Forlthe purposes of this document, thefollowing termsand definitions apply.
N
)
[SOjand IEC maintain terminology databases for use in/standardization at the following addfesses:
N\

— |ISO Online browsing platferm: available at F&fps://www.iso.org/obp

— |IEC Electropedia: available at https:Z[,\?V“bvw.electropedia.orgZ
(%)

A%

3.1] Terms related to Al X
O

3.1 ¥

Al ggent \

aut¢mated (3.1.7) entity that senses and responds to its environment and takes actions to|achieve its
goals \

N
AN

3.1R @n
Al 'Jjomponent
fun¢tional elentent that constructs an Al system (3.1.4)

3.13
artificialintelligence
Al
<discipline> research and development of mechanisms and applications of Al systems (3.1.4)

Note 1 to entry: Research and development can take place across any number of fields such as computer science,
data science, humanities, mathematics and natural sciences.

314

artificial intelligence system

Al system

engineered system that generates outputs such as content, forecasts, recommendations or decisions for
a given set of human-defined objectives

Note 1 to entry: The engineered system can use various techniques and approaches related to artificial intelligence
(3.1.3) to develop a model (3.1.23) to represent data, knowledge (3.1.21), processes, etc. which can be used to
conduct tasks (3.1.35).

© ISO/IEC 2022 - All rights reserved 1
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Note 2 to entry: Al systems are designed to operate with varying levels of automation (3.1.7).

3.1.5
autonomy
autonomo

us

characteristic of a system that is capable of modifying its intended domain of use or goal without
external intervention, control or oversight

3.1.6

application

ASIC
integrated

[SOURCE: I

3.1.7

automatic
automati
automat
pertaining
interventid

[SOURCE: 1
been repla

3.1.8
cognitive ¢
category of

Note 1 to e
natural lang

3.1.9
continuou
continual

e

to a process or system that, under specified«conditions, fungtions without human

specific integrated circuit

Cclrcult customized for a particular use

SO/IEC/IEEE 24765:2017, 3.193, modified — Acronym has been meved to separate line.]

@)

)
n n'e)
X

SO/IEC 2382:2015, 2121282, modified — In.the definition;+‘a f)rocess or equipment”

N
N

omputing
Al systems (3.1.4) that enables people and machlne»s to interact more naturally

htry: Cognitive computing tasks-are associated‘vﬁth machine learning (3.3.5), speech proces
piage processing (3.6.9), computer vision (3.7Z1)and' human-machine interfaces.

5 learning
earning

lifelong learning

incrementa

3.1.10

connectio
connectio
connectio
connectio
form of co
computatid

3.1.11

A\
>

\
N
AN

nism

hist paradigm©J
hist model

hist approach

nal Ginits

fed by “a process or system” and preferred terms of “auto\r\nait‘éd and automation” are add

| training.of an Al system @‘1 4) that takes place on an ongoing basis during the opera
phase of the Al systemlife cycle

onitivesmodelling that uses a network of interconnected units that generally are sin

has

ed.]

ing,

kion

hple

data mining
computational process that extracts patterns by analysing quantitative data from different perspectives
and dimensions, categorizing them, and summarizing potential relationships and impacts

[SOURCE: ISO 16439:2014, 3.13, modified — replace “categorizing it” with “categorizing them” because
data is plural.]

3.1.12

declarative knowledge

knowledge

represented by facts, rules and theorems

Note 1 to entry: Usually, declarative knowledge cannot be processed without first being translated into procedural

knowledge (

3.1.28).

© ISO/IEC 2022 - All rights reserved
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[SOURCE: ISO/IEC 2382-28:1995, 28.02.22, modified — Remove comma after “rules” in the definition.]

3.1.13

expert system

Al system (3.1.4) that accumulates, combines and encapsulates knowledge (3.1.21) provided by a human
expert or experts in a specific domain to infer solutions to problems

3.1.14

general Al

AGI

artificial general intelligence
type of Al system (3.1.4) that addresses a broad range of tasks (3.1.35)‘with a satisfaetqry level of
performance

Not¢ 1 to entry: Compared to narrow Al (3.1.24).

Not¢ 2 to entry: AGI is often used in a stronger sense, meaning systems.that not only can perform a yide variety
of tdsks, but all tasks that a human can perform. o

)
3.1415 D
genfetic algorithm Y
GA %4
algqrithm which simulates natural selection by.creating and-evolving a population of ndividuals
(solpitions) for optimization problems A

3.1./16 (@)

heteronomy Q

heteronomous Mg

chafacteristic of a system operating under the con\straint of external intervention, control of oversight
N

3.117 0,

infgrence AN

reagoning by which conelusions are deriyéd from known-premises

9,

Not¢ 1 to entry: In Al, a premise is either*a\fact, arule, a model, a feature or raw data.

O

Not¢ 2 to entry: The term "inferene,el' refers both to the.process and its result.

W\

[SOURCE:=~ISO/IEC 2382:20»15,‘ 2123830, modified - Model, feature and raw data have bgen added.

Rerxove “Note 4 to entny:.28.03.01 (2382)”. Remove “Note 3 to entry: inference: term and definition

standardized by ISOAEC'2382-28:1995".]
C A=

3.1.118 <
internet of things

IoT
infrpstructure of interconnected entities, people, systems and information resources together with
seryicés-that process and react to information from the physical world and virtual world

[SOURCE: ISO/IEC 20924:2021, 3.2.4, modified - “...services which processes and reacts to...” has been
replaced with “...services that process and react to...” and acronym has been moved to separate line.]

3.1.19

IoT device

entity of an IoT system (3.1.20) that interacts and communicates with the physical world through
sensing or actuating

Note 1 to entry: An IoT device can be a sensor or an actuator.

[SOURCE: ISO/IEC 20924:2021, 3.2.6]
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3.1.20
IoT system
system providing functionalities of [oT (3.1.18)

Note 1 to entry: An IoT system can include, but not be limited to, IoT devices, 10T gateways, sensors and actuators.

[SOURCE: ISO/IEC 20924:2021, 3.2.9]

3.1.21
knowledge

<artificial intelligence> abstracted 1nformat10n about ob]ects events, concepts..or rules, their

relationshi

Note 1 to enftry: Knowledge in the Al domain does not imply a cognitive capability, contrary to usage af'the t
in some otheér domains. In particular, knowledge does not imply the cognitive act of understanding.

Note 2 to enfry: Information can exist in numeric or symbolic form.

erm

hted

sor

the

Note 3 to eptry: Information is data that has been contextualized, so.that it is mterpre@ble Data is cre
through absjtraction or measurement from the world. '«'*
3.1.22 A0
life cycle X
evolution df a system, product, service, project or otheér human-made (entity, from conception thrqugh
retirement] 2
[SOURCE: ISO/IEC/IEEE 15288:2015, 4.1.23] Q

N\
3.1.23 N
model '\
physical, mathematical or otherwise logical representation of a system, entity, phenomenon, proceg
data <

A

[SOURCE: [SO/IEC 18023-1:2006, 3.1.11, modif}ed - Remove~comma after “mathematical” in
definition. [or data" is added-atthe end.] . » \L
3.1.24 “\\‘
narrow Al Qs

type of Al jystem (3.1.4) that is focused on defined tasks (3.1.35) to address a specific problem

Note 1 to enftry: Compared to genaraIAI (3.1.14).

3.1.25 @n
performance
measurabl¢ result

Note 1 to enfry: Performance can relate either to quantitative or qualitative findings.

Note 2 to enfkry:*Performance can relate to managing activities, processes, products (including services), sysf

or organizations.

3.1.26
planning

<artificial intelligence> computational processes that compose a workflow out of a set of actions,

aiming at reaching a specified goal

Note 1 to entry: The meaning of the “planning” used in Al life cycle or Al management standards can be
actions taken by human beings.

4 © ISO/IEC 2022 - All rights rese

also

rved


https://iecnorm.com/api/?name=9da0e6e6f43b5d02430d3e741ffe00f7

ISO/IEC 22989:2022(E)

3.1.27
prediction
primary output of an Al system (3.1.4) when provided with input data (3.2.9) or information

Note 1 to entry: Predictions can be followed by additional outputs, such as recommendations, decisions and
actions.

Note 2 to entry: Prediction does not necessarily refer to predicting something in the future.

Note 3 to entry: Predictions can refer to various kinds of data analysis or production applied to new data or
historical data (including translating text, creating synthetic images or diagnosing a previous power failure).

3.1.E8
procedural knowledge
knofwledge which explicitly indicates the steps to be taken in order to selve a problem pi“to rleach a goal

[SOPRCE: ISO/IEC 2382-28:1995, 28.02.23]

3.1.29 O
robpt S

aut¢mation system with actuators that performs intended tasks (3.1:3‘3) in the physical world, by
megns of sensing its environment and a software control system ¢\

Not¢ 1 to entry: A robot includes the control system(and interface 0fac/6htrol system.

<)
Not¢ 2 to entry: The classification of a robot asiindustrial robot (E\s}ervice robot is done according tolits intended
application. \

\
Not¢ 3 to entry: In order to properly perform its tasks (3¢ n‘.g), arobot makes use of different kinds ¢f sensors to
confirm its current state and perceive the elements cor{qposing the environment in which it operates
)
3.1.30 2
robptics o\
ce and practice of designing, manufadturing and applying robots
)

%,

[SOURCE: I1SO 8373:2012, 2.16] ')
O

3.131 M-

»

senjantic computing N\
field of computing that aims+to identify the meanings of computational content and user int¢ntions and

proplem-selving more tractable and robust

Not¢ l/te-entry: Soft computing encompasses various techniques such as fuzzy logic, machine lgarning and
probyabilistic reasoning.

3.1.33

symbolic Al

Al (3.1.3) based on techniques and models (3.1.23) that manipulate symbols and structures according
to explicitly defined rules to obtain inferences

Note 1 to entry: Compared to subsymbolic Al (3.1.34), symbolic Al produces declarative outputs, whereas
subsymbolic Al is based on statistical approaches and produces outputs with a given probability of error.

© ISO/IEC 2022 - All rights reserved 5
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3.1.34

subsymbolic Al

Al (3.1.3) based on techniques and models (3.1.23) that use an implicit encoding of information, that can
be derived from experience or raw data.

Note 1 to entry: Compared to symbolic Al (3.1.33). Whereas symbolic Al produces declarative outputs,
subsymbolic Al is based on statistical approaches and produces outputs with a given probability of error.

3.1.35
task
<artificial intelligence>action required to achieve a specific goal

Note 1 to erJtry: Actions can be physical or cognitive. For instance, computing or creation.of predictions(3.427),
translationg, synthetic data or artefacts or navigating through a physical space.

Note 2 to eptry: Examples of tasks include classification, regression, ranking, clustering and, ditnensionlity
reduction.

3.2 Terms related to data ®

3.21
data annotation ’
process of attaching a set of descriptive information todata without any‘change to that data

O

<)
Note 1 to enftry: The descriptive information can take the form of metadatdyIabels and anchors.

\\
3.2.2 \
data quality checking N
process in which data is examined for completeness, biasQand other factors which affect its usefulpess
for an Al system (3.1.4) 'S
3.2.3 QU
data augmentation X

process of greating synthetic samples by mod,@ing or utilizing the existing data
~

3.24 N
data sampling 7

process to pelect a subset of data samﬂes intended to present patterns and trends similar to that of the
larger datapet (3:2.5) being analysed

Note 1 to enfry:ldeally, the s;bsé?of data samples will be representative of the larger dataset (3.2.5).

3.2.5 h
dataset
collection ¢f data with a shared format

EXAMPLE 1| _Micro-blogging posts from June 2020 associated with hashtags #rugby and #football.

EXAMPLE 2—Macro photographns of flowers I 256%256 pIXels.

Note 1 to entry: Datasets can be used for validating or testing an Al model (3.1.23). In a machine learning (3.3.5)
context, datasets can also be used to train a machine learning algorithm (3.3.6).

3.2.6

exploratory data analysis

EDA

initial examination of data to determine its salient characteristics and assess its quality

Note 1 to entry: EDA can include identification of missing values, outliers, representativeness for the task at hand
- see data quality checking (3.2.2).
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https://iecnorm.com/api/?name=9da0e6e6f43b5d02430d3e741ffe00f7

ISO/IEC 22989:2022(E)

3.2.7
ground truth
value of the target variable for a particular item of labelled input data

Note 1 to entry: The term ground truth does not imply that the labelled input data consistently corresponds to
the real-world value of the target variables.

3.2.8
imputation
procedure where missing data are replaced by estimated or modelled data

SO AdnVal nlll faVa¥iaVatelaleTia Vet aiks W0 N = |
UIN\NUL. 10U 2UL04.24U17, O.7J]

3.29
inppt data
datq for which an Al system (3.1.4) calculates a predicted output or.inference

3.2/10
label
target variable assigned to a sample g~

3.2]11 e
personally identifiable information \
PII >
personal data N>
anylinformation that (a) can be used to establish a link bet@een the information and the natfiral person
to whom such information relates, or (b) is or can be girectly or indirectly linked to a naturdl person
)\
Notg¢ 1 to entry: The “natural person” in'the definitionis‘the PII principal. To determine whether a PII principal
is identifiable, account should be taken'of all the means'which can reasonably be used by the privacy|stakeholder
holding the data, or by any otherparty, to establish‘the link betweenithe set of PII and the natural pefson.

.

Not¢ 2 to entry: This definition is included te-define the term(Pll as used in this document. A public cloud PII
progdessor is typically notina position to know explicitly whetherinformation it processes falls into any specified
category unless this.isimade transparentby the cloud service customer.

[SOPRCE: ISO/IEC 29100:2011/&@11:2018, 2.9]
oL

3.212 CN

production data

datq acquired during the operation phase of an Al system (3.1.4), for which a deployed Al syjtem (3.1.4)

caldulates a predicted-output or inference (3.1.17)

3.2/13

sample
at(;mic datarelement processed in quantities by a machine learning algorithm (3.3.6) or an Al system
(3.114)

3.2.%%

test data

evaluation data

data used to assess the performance of a final model (3.1.23)

Note 1 to entry: Test data is disjoint from training data (3.3.16) and validation data (3.2.15).
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3.2.15
validation

data

development data

data used t

o compare the performance of different candidate models (3.1.23)

Note 1 to entry: Validation data is disjoint from test data (3.2.14) and generally also from training data (3.3.16).
However, in cases where there is insufficient data for a three-way training, validation and test set split, the data
is divided into only two sets - a test set and a training or validation set. Cross-validation or bootstrapping are
common methods for then generating separate training and validation sets from the training or validation set.

Note 2 to entry: Validation data can be used to tune hyperparameters or to validate some algorithmic choices, up

to the effec

3.3 Tern
3.3.1

Bayesian network

probabilist
directed ad

3.3.2
decision t1
model (3.1}
structure

3.3.3

human-machine teaming

integration
3.34
hyperpar3
characterig

Note 1 to er

Note 2 to eff

of activation function, optimization metﬁod, learning rate for neural networks; the choice of kernel function|

support vec
of iterations

3.3.5
machine I
ML

process of pptimizing model parameters (3.3.8) through computational techniques, such that the mo

(3.1.23) be

£ Lol H 1 H = 4=
Ul uu.luulus ad slVCll IruIic 111 ail CA}ICl C D_ybl_clll.

s related to machine learning

ic model (3.1.23) that uses Bayesian inference (3.1.17) for probability co\@putations usi
s

yclic graph

<

A

2 O
-ee r 4
23) for which inference (3.1.17) is encoded(as paths from 'gl}\é root to a leaf node in a
)
\ -
\\

N\
N
of human interaction with machine intelligencé.¢apabilities

\
O
\
meter

tic of a machine learning-algorithm (3.3{3} that affects its learning process

O
try: Examples’of hyperparar@'t‘ers include the number of network layers, width of each layer,

for machine; number of leaves or depth of a tree; the K for K-means clustering; the maximum nur
of the.expectation maximization algorithm; the number of Gaussians in a Gaussian mixture.

C 4™
farning B

haviour reflects the data or experience

3.3.6

g a

[ree

try: Hyperparameters are selected@ﬁr}r to training and cah be used in processes to help estipate
model parameters.

ype
ina
hber

Hel's

machine learning algorithm
algorithm to determine parameters (3.3.8) of a machine learning model (3.3.7) from data according to
given criteria

EXAMPLE

Consider solving a univariate linear function y = 6, + 8,;x where y is an output or result, x is an
input, 6, is an intercept (the value of y where x=0) and 0 is a weight. In machine learning (3.3.5), the process of
determining the intercept and weights for a linear function is known as linear regression.

© ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=9da0e6e6f43b5d02430d3e741ffe00f7

ISO/IEC 22989:2022(E)

3.3.7

machine learning model

mathematical construct that generates an inference (3.1.17) or prediction (3.1.27) based on input data
or information

EXAMPLE If a univariate linear function (y = 8, + 6,x) has been trained using linear regression, the resulting
model canbey =3 + 7x.

Note 1 to entry: A machine learning model results from training based on a machine learning algorithm (3.3.6).

3.3.8

moglel parameter
intgrnal variable of a model (3.1.23) that affects how it computes its outputs

Notg¢ 1 to entry: Examples of parameters include the weights in a neural network and thetransition probabilities
in aMarkov model.

3.3 e\%
reinforcement learning A
RL A

learjning of an optimal sequence of actions to. maXimize a rewdrd through interactign with an
envjronment X
>

3.3[10 22
retraining
updiating a trained model (3.3.14) by training (3.3.15) Wlth\dlfferent training data (3.3.16)

.
3.3411 .
senji-supervised machine learning \
madhine learning (3.3.5) that makes use ofboth I%lbelled and unlabelled data during training|(3.3.15)
3.3{12 \'*\

supervised machine learning
madhine learning (3.8.5) that makes o-nIy use of labelled data during training (3.3.15)

3.313 VR \'y
suwort vector machine «\’
SV N /‘

madhine'learning algorithrh (3.3.6) that finds decision boundaries with maximal margins

Not¢. 1 to entry: Suppart-vectors are sets of data points that define the positioning of the decision| boundaries
(hyper-planes). .

3.314
trained model
result of. model training (3.3.15)

3.3.
training

model training

process to determine or to improve the parameters of a machine learning model (3.3.7), based on a
machine learning algorithm (3.2.10), by using training data (3.3.16)

3.3.16
training data
data used to train a machine learning model (3.3.7)

3.3.17
unsupervised machine learning
machine learning (3.3.5) that makes only use of unlabelled data during training (3.3.15)
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3.4 Terms related to neural networks

3.4.1
activation

function

function applied to the weighted combination of all inputs to a neuron (3.4.9)

Note 1 to entry: Activation functions allow neural networks to learn complicated features in the data. They are
typically non-linear.

3.4.2

convolutional neural network

CNN

deep convd
DCNN

feed forwar

3.4.3
convolutid
mathemati

344

deep leart]
deep neura
<artificial
(3.3.15) of

Note 1 to enfry: Deep learning is a subset of ML (3:3.5).

3.4.5

explodingj’gradient

phenomen
accumulatg

3.4.6

feed forwa
FFNN
neural nety
only

3.4.7
long short
LSTM

typeof reci

for both lo

3.4.8
neural net

lutional neural network

d neural network (3.4.6) using convolution (3.4.3) in at least one-of'its layers

n
cal operation involving a sliding dot product or cross-correlation of th(.e«it%ut data
9,

A

O

K

ling »
| network learning
intelligence> approach to creating rich hierarchical re

heural networks (3.4.8) with many hiddenlayers

\‘\
Q\ng%éntations through the trai

N
N

)

X
n of backpropagation training (3.3.15) m,B neural network where large error gradi
and result in very large.updates to ths’ x’veights, makingthe model (3.1.23) unstable

(%)
AN\
ird neural network X

O
bork (3.4.8)where informa‘tibﬁ is fed from the input layer to the output layer in one direc

Y
>

\
N

‘term memory,. 0

rrent neurdtnetwork (3.4.10) that processes sequential data with a satisfactory performg
g and shert span dependencies

wotk

NN

ning

bnts

tion

nce

neural net

artificial neural network
<artificial intelligence> network of one or more layers of neurons (3.4.9) connected by weighted links
with adjustable weights, which takes input data and produces an output

Note 1 to entry: Neural networks are a prominent example of the connectionist approach (3.1.10).

Note 2 to entry: Although the design of neural networks was initially inspired by the functioning of biological
neurons, most works on neural networks do not follow that inspiration anymore.

10
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3.49

neuron

<artificial intelligence> primitive processing element which takes one or more input values and
produces an output value by combining the input values and applying an activation function (3.4.1) on
the result

Note 1 to entry: Examples of nonlinear activation functions are a threshold function, a sigmoid function and a
polynomial function.

3.4.10

recurrent neural network
RNK
neufal network (3.4.8) in which outputs from both the previous layer and\the previous processing step
are fed into the current layer

3.5| Terms related to trustworthiness

3.5{1
accpuntable g
anspverable for actions, decisions and performance

[SOURCE: ISO/IEC 38500:2015, 2.2] "\

3.512 2
accpuntability R
statle of being accountable (3.5.1)

S

Not¢ 1 to entry: Accountability relates to an allocatéd I{esponsibility. The responsibility can HBe based on

regylation or agreement or through‘assignment as partof delegation.
NJ

Not¢ 2 to entry: Accountability.involves a person. @i entity being accountable for something to anothgr person or
entify, through particular méans and accordin\g particular criteria.

[SOURCE: ISO/IEC 38500:2015, 2.3, mo\di‘fied — Note 2 to entry is added.]
~

3.5]3 N
avajlability 7
property of being accessible a.ﬁh usable on demand by an authorized entity

[SOPRGE: ISO/IEC 27000:2018, 3.7]
3.54 <™

bias B
systematic difference in treatment of certain objects, people or groups in comparison to others

Not¢ 1 to.entry: Treatment is any kind of action, including perception, observation, representatiof, prediction
(3.1)27) er/decision.

[SOURCE: TSU/IEC TR 24027:202T, 3.3.Z, modiiled - remove oxford comma 1n definition and note to
entry]

3.5.5
control
purposeful action on or in a process to meet specified objectives

[SOURCE: IEC 61800-7-1:2015, 3.2.6]

3.5.6

controllability

controllable

property of an Al system (3.1.4) that allows a human or another external agent to intervene in the
system’s functioning
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3.5.7

explainability
property of an Al system (3.1.4) to express important factors influencing the Al system (3.1.4) results in
a way that humans can understand

Note 1 to entry: It is intended to answer the question “Why?” without actually attempting to argue that the
course of action that was taken was necessarily optimal.

3.5.8

predictability
property of an Al system (3.1.4) that enables reliable assumptions by stakeholders (3:5.13) about the

output

[SOURCE: 1]
processing

3.5.9
reliability
property o

[SOURCE: I

3.5.10
resilience
ability of a

3.5.11
risk
effect of un

Note 1 to en
create orre

Note2toe

Note3toe
likelihood.

[SOURCE: 1
comma aft

3.5.12
robustnes
ability ofa

3.5.13
stakehold
any individ

]

SO/IEC TR 27550:2019, 3.12, “by individuals, owners, and operators about the PIIydnc
by a system” has been replaced with “by stakeholders about the'outputs”.]

F consistent intended behaviour and results

SO/IEC 27000:2018, 2.55]

>

. " : NS S0
system to recover operational condition‘quickly followingan incident

N
N

N

N\
v
certainty on objectives .
N\
NJ
try: An effect is a deviationfrom the expected. lt-can be positive, negative or both and can add
ult in opportunities and threats. Q y

\
ry: Objectives can have-different aspegts and categories and-can be applied at different levels.
Y\
~
ry: Risk is usually expressed in termsof risk sources/potential events, their consequences and 1
-

N

&
SO 31000:2018, 3.1, mgdi\fied — Remove comma after “both” in Note 1 to entry. Ren|
br “categories” in Note:2fo entry.]

N
AN

C A=
S ‘
system to miaintain its level of performance under any circumstances

Jy
ual, group, or organization that can affect, be affected by or perceive itself to be affecte

| its

"ess,

heir

ove

1 by

a decision 6r-aetivity

[SOURCE: ISO/IEC 38500:2015, 2.24, modified — Remove comma after “be affected by” in the definition.]

3.5.14

transparency
<organization> property of an organization that appropriate activities and decisions are communicated

to relevant

stakeholders (3.5.13) in a comprehensive, accessible and understandable manner

Note 1 to entry: Inappropriate communication of activities and decisions can violate security, privacy or

confidential

12

ity requirements.
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3.5.15

transparency

<system> property of a system that appropriate information about the system is made available to
relevant stakeholders (3.5.13)

Note 1 to entry: Appropriate information for system transparency can include aspects such as features,
performance, limitations, components, procedures, measures, design goals, design choices and assumptions,
data sources and labelling protocols.

Note 2 to entry: Inappropriate disclosure of some aspects of a system can violate security, privacy or
confidentiality requirements.

3.5116
trustworthiness
abiljty to meet stakeholder (3.5.13) expectations in a verifiable way

Not¢ 1 to entry: Depending on the context or sector, and also on the specific product or serVice, data and technology
used, different characteristics apply and need verification to ensurestakeholders’ (35x13) expectatigns are met.

Not¢ 2 to entry: Characteristics of trustworthiness include, for instance, reh‘éblllty, availability, resilience,
secyrity, privacy, safety, accountability, transparency, integrity, authenticity, quaﬁty and usability.
2 O
Not¢ 3 to entry: Trustworthiness is an attribute that can-be applied to$€bvices, products, technology, data and
infofmation as well as, in the context of governance, to organizations{ %»
>

)
[SOPRCE: ISO/IEC TR 24028:2020, 3.42, modified — Stakeholders’ expectations replaced by qtakeholder
exppctations; comma between quality and usability repladed by “and”.]
N\

3.5117 Mg
verjfication N\
confirmation, through the prevision of objective evidence, that specified requirements|have been
fulfllled %

A

Not¢ 1 to entry: Verification only provides a§s\1rance that a product conforms to its specification.
9,

[SOPRCE: ISO/IEC 27042:2015, 3.21] %\

3.5/18 ,~:~\
validation N\
confirmation, through the provision of objective evidence, that the requirements for a speciffic intended
useor application have been fulfilled

[SOPRCE: 1SO/IEC Z70%43:2015, 3.16]

3.6/ Terms¥eélated to natural language processing

3.6]1
autpmatic summarization

1 L9 4 2200 £ 1 e - A £ = L1 L2 £ 7 b= de. = b 1ol 3 3
tas (oL o SIortenmg—a portioir ot raturar anguage (0-0.7) COIteIt o teX T WITIT retalnlng

important semantic information

3.6.2

dialogue management

task (3.1.35) of choosing the appropriate next move in a dialogue based on user input, the dialogue
history and other contextual knowledge (3.1.21), to meet a desired goal

3.6.3

emotion recognition

task (3.1.35) of computationally identifying and categorizing emotions expressed in a piece of text,
speech, video or image or combination thereof

Note 1 to entry: Examples of emotions include happiness, sadness, anger and delight.
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information retrieval

IR

task (3.1.35) of retrieving relevant documents or parts of documents from a dataset (3.2.5), typically
based on keyword or natural language (3.6.7) queries

3.6.5

machine translation

MT

task (3.1.35) of automated translation of text or speech from one natural language (3:6.7) to another

usinga co
[SOURCE: 1

3.6.6
named enf
NER

task (3.1.3}
sequences

nputer system

50 17100:2015, 2.2.2]

ity recognition

b) of recognizing and labelling the denotational names-of entities and trbelr categories
bf words in a stream of text or speech

«

A

Note 1 to enfry: Entity refers to concrete or abstract thing of interest, including associations among things.
X

Note 2 to en|
exists.

try: “Named entity” refers to an entity with a denotational name whete a specific or unique mea

Note 3 to entry: Denotational names include the specific names of pexSons, locations, organizations and o

proper nam

3.6.7
natural la

es based on the domain or application, \
Mg

nguage

language that is or was in active usein,a communlty ofbeople and whose rules are deduced from uj

Note 1 to en|
etc.

try: Natural language is.any human langugge, which can belexpressed in text, speech, sign langy

>
9,
Y

Note 2 to entry: Natural language is any humadn language, such.as English, Spanish, Arabic, Chinese or Japar

to be disting

[SOURCE: 1
the usage’
2 to entry J

3.6.8
natural laj
NLG

task (3.1.31

3.6.9

SO/IEC-15944-8:2012, . 82 mod1f1ed — “and the rules of which are mainly deduced f|
"Ireplaced by “and its rules are deduced from usage. Removed comma after “Chinese” in |
.6/8]

\
AN

C A=
hguage generation

) of cenverting data carrying semantics into natural language (3.6.7)

uished fromprogramming and{o ‘mal languages, 'such as Java, Fortran, C++ or First-Order Logid.

for

hing

ther

age

age,

ese,

Fom
lote

natural la}
NLP

TgUAage Processing

<system> information processing based upon natural language understanding (3.6.11) or natural
language generation (3.6.8)

3.6.10

natural language processing

NLP

<discipline> discipline concerned with the way systems acquire, process and interpret natural language

(3.6.7)

14
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3.6.11

natural language understanding

NLU

natural language comprehension

extraction of information, by a functional unit, from text or speech communicated to it in a natural
language (3.6.7), and the production of a description for both the given text or speech and what it
represents

[SOURCE: ISO/IEC 2382:2015, 2123786, modified - Note to entry has been removed, hyphen in natural-
language has been removed, NLU has been added.]

3.6112

optjcal character recognition
OCR
conyersion of images of typed, printed or handwritten text into machine-encoded text

3.6,13
part-of-speech tagging
task (3.1.35) of assigning a category (e.g. verb, noun, adjective) to a word based on its grammatical

properties Je
s O
3.6]14 'Y
question answering X
tasK (3.1.35) of determining the most appropriate answer to\a‘questlon provided in natur@l language
(3.4.7) X
N\

Not¢ 1 to entry: A question can be open-ended or be intended'to have a specific answer.
)\

3.6]15

relgtionship extraction '
relation extraction

task (3.1.35) of identifying relationships aglt\)ng entities mentioned in a text

X

3.6/16 K
senfiment analysis

task (3.1.35) of computationallyj‘déntifying and categorizing opinions expressed in a pi¢ce of text,
spegch or image, to determm&mrange of feeling such as from positive to negative

Not¢ 1 toentry: Examples: o(sentlments include approval, disapproval, positive toward, negafive toward,
agrdementand disagreement.

3.6{17 <
spegech recognition
spegch-to-text

STT|
conyersion, by a functional unit, of a speech signal to a representation of the content of the speech

[SO IRCE- ISO/IEC 2292.201C 212072E s difind Notatagantruzhac haaon vnmntrnr]l]

IO O U] THO D00 mU IO, DX o0 7 o9 HToar o TNOTCTo— 1ty oo DT eI T oo v e

3.6.18

speech synthesis
text-to-speech

TTS

generation of artificial speech

[SOURCE: ISO/IEC 2382: 2015, 2120745]
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3.7 Terms related to computer vision

3.71

computer vision
capability of a functional unit to acquire, process and interpret data representing images or video

Note 1 to entry: Computer vision involves the use of sensors to create a digital image of a visual scene. This can
include images, such as images that capture wavelengths beyond those of visible light such as infrared imaging.

3.7.2

face recognition

automatic
face, indica
face belong

[SOURCE: 1

3.7.3
image
<digital> g

Note 1 to e
to, formats
means) and

[SOURCE: I
3.74

image recggnition

image class

4 Abbrg

API

CPS

CPU
CRISP-DM
DNN

DSP

FPGA

s Y

P mag an 12 ' mag an 3
nd any data, if they exist, identifying the person to whoim

ting any matching, if it exists, a
s

50 5127:2017, 3.1.12.09]

Faphical content intended to be presented visually
htry: This includes graphics that are encoded in-any)electronic forfaat, including, but not linj

formats that comprised of formulas (e.g. thoseproduced as scalable vector drawings).

)
\o
SO/IEC 20071-11:2019, 3.2.1]

N

ification process that classifies object(s), patjcq’rn(s) or concept(s) in an image (3.7.3)
\

s

rviated terms ¢ \
(%)
application programming intetface
O
cyber-physical systems_ &

\

central processing unit’

cross-industry pﬁ‘)cess model for data mining
C4™

deep neural nétwork

digital'signal processor

field-programmable gate array

fual
the

ited

fhat are comprised of individual pixels (e.g. those produced by pajit programs or by photographic

GPU
HMM
IT
KDD
NPU
OECD
POS

16

gTaphics processing umnit

hidden Markov model

information technology

knowledge discovery in data

neural network processing unit

organisation for economic co-operation and development

part of speech
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Al concepts

General

The interdisciplinary study and development of Al systems aim at building computer systems able to
perform tasks that normally require intelligence. Al-enabled machines are intended to perceive certain

envi

ronments and take actions that fulfil their demands.

Al uses techniques from many fields, such as computer science, mathematics, philosophy, linguistics,
economics, psychology and cognitive science.

Conllpared to most conventional non-Al systems, there is a number of interesting featur

sha

a)

b)

d)

5.2

Fro
Thi
wed
whe
den
resq

Foll
suit]
(po
wit
kno

5.3

Itis

ed by some or all Al systems:

Interactive — inputs to Al systems are generated by sensors, or through interdctions wi
with outputs which can result in stimulating an actuator<or providing reSponses to
machines. An example can be object recognition as a result.of an Al systerybeing presen

image of an object. N

<

. Y4 . .
Contextual — some Al systems can draw on multiple sources of‘information, incl
structured and unstructured digital information; as well as sepsory inputs.

Oversight — Al systems can operate with various degrgfe‘s of human oversight a
depending on the application. An exampleisa self-driving\véhicle with varying levels of 3

~
Adaptive — some Al systems are engineered to utilize dynamic data in real time and
update their operation based on new data. ))

Mg

From strong and weakAl to general gﬁd narrow Al

m a philosophical point-ofview, the feasi]&jl'l'ty of machines possessing intelligence has be
b debate has led to introduce two different kinds of ‘Al; the so-called weak Al and st
k Al, the system_can only procesgﬁsymbols (letters, numbers, etc.) without ever un
bminations “weak Al" and "stkong AI" are mostly important to philosophers but irrel
archers and practitioners;, \",‘7

able.to the Al field <Al narrow Al" system is able to solve defined tasks to address a speci

5sibly much bet}erjthan humans would do). A “general Al” system addresses a broad rary

wn whether“general” Al systems will be technically feasible in the future.

Agent

bs that are

[th humans,
humans or

ed with an

ilding both

hd control,
utomation.

retrain to

bn debated.
rong Al In
erstanding

t it does. In strong Al, the systenialso processes symbols, but truly understands what it does. The

pvant to Al

pwing ‘this debate, the'c[halifications of "narrow AI" vs "general Al" appeared, whiclh are more

[ic problem
ge of tasks

1'a‘satisfactory-level of performance. Current Al systems are considered as “narrow”. It is not yet

htions of Al

possible to look at Al systems from an agent paradigm point of view since some applic

aim at simulating human intelligence and human behaviour. Defined as an engineering discipline, Al
can be seen as the domain that tries to build artificial agents exhibiting rational behaviour. The agent
paradigm establishes a clear line separating the agent and the environment in which it evolves. The
agent paradigm is illustrated in Figure 1.
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actions

agent environment

sensing

Figure 1 — The agent paradigm
O

)
An Al agenf interacts with its environment through sensors and.actuators, takihgactions that maxirhize
its chance ¢f successfully achieving its goals. N

Environmgnts have different characteristics depending on the task *belng undertaken, and these
characterigtics impact the level of problem-solving difficulty. & 3

In this pargdigm, several types of Al agents can be defined, deperfding on their architecturel22]:
N\
— reflex pgents, which rely only on the cufrent situation £oshoose an action;

— model{based agents, which rely on-a‘model of their( ehvironment that allows them to consider the
resultq of their available actions; C

</
.

— goal of utility-based agents,which rely on a¥ internal utility function that allows them to ch¢ose
actiong that achieve goals, and among gogl.sl; look for the most desirable ones;
~

— learning agents, which'can gather infermation on their.environment and learn to improve their

performance. e
&L

Several sophisticated and high-leveVarchitectures based on different theories have been developefd to
implement|agerts: \

5.4 Knowledge B

The Al-spefific meaning of "knowledge" warrants a more detailed discussion, due to the prevalende of
that concept in the.document and in the field.

While in othér domains, the term can be associated to cognltlve capab111t1es in the context of Al it is
a purely telchnica know the
data-information- knowledge hlerarchy, accordmg to Wthh data can be used to produce 1nformat10n
and information can be used to produce knowledge. In the context of Al, these are purely technical,
non-cognitive processes.

Knowledge differs from information in that information is observed by the system, while knowledge is
what the system retains from such observations. Knowledge is structured and organized; it abstracts
away from the specificities of individual observations. Depending on the goal, the same information can
lead to different knowledge.

Knowledge differs from its representation in that the same knowledge can have different
representations: it can appear under different concrete forms, each with their own pros and cons, but
they all have the same meaning.
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These distinctions have a technical impact, as some Al approaches, methods and other study topics
rely entirely on the ability to produce different knowledge for the same information, or different
representations for the same knowledge.

5.5 Cognition and cognitive computing

Cognition comprises the acquisition and processing of knowledge through reasoning, exclusive or
shared experience, learning and perception. It encompasses concepts such as attention, the formation
of knowledge, memory, judgment and evaluation, reasoning and computation; problem solving and
decision making, comprehension and production of language.

hitive computing is among the subdisciplines of AIl2Z]. It aims to.implement co@n
hbilities such as pattern identification from the processing of huge amounts of-infofmation. It
bles people to interact more naturally with machines. Cognitive computing tasks are|associated
1 machine learning, speech processing, natural language processing, computér’vision and human-

Cog|
cap
ena
wit]

tion using

maghine interfaces.
: . %
5.6 Semantic computing \d
9,
Senjantic computing addresses the matching of computational contentisemantics to human|intentions.

Itp

fovides representations for describing information and uses :c}{ese representations for

managing, manipulating and creating content (Such as text, vided; audio, process, function,

nety
logi
sunj

information and learning.

5.7

Soft
unc

app

vork). Semantic description of content enables uncertainty-reduction in cognitive pro

cal reasoning on information. This in_turn helps to achieve information enrichment, de

marization and comparison. Therefore, semantic ¢oniputing is an approach that com
N\

N

I\ V-

.,

Soft computing

N

\

retrieving,
device and
cesses and
ronfliction,
bines prior

computing is a methodology that cod&lfi}les various techniques that can tolerate ipprecision,

brtainty and partial truth to solve cor:n;)lex problems. Conventional computing methods af
ied to find precise.and rigorous ;s,o:l»eltions to problems: However, such solutions can be

or allternatively can'result in extreme complexity. Soft computing is built on the understand

real
wor
the

soly
swd

5.8

Gen|
(sol
insy

world is often imprecise and-icertain. As a result, attempting to define precise soluti
Id problems can often havg;\aSsoaated costs and complexity. Thus, soft computing aims

e generally
unsuitable
ng that the
bns to real-
to leverage

tolerance.for imprecisigm-uncertainty and partial truth to achieve tractable, robust and low-cost

tionsf24l, Examples,of Soft computing techniques are fuzzy systems, evolutionary
rod intelligence andheural network systems.
C A=
Genetic algorithms

etic algorithms simulate natural selection by creating and evolving a population of
itions).for optimization problems. The creation of new solutions based on an initial pd

hlgorithms,

ndividuals
pulation is
g of Os and
the fitness

irédfrom genetic mutations. The chromosome (set of “genes”) is represented as a stri
1s 6 nitial lat] ol ) | the fi o ]]:]

of each chromosome. The fitness function value quantifies the optimality of a solution by ranking it
against the other solutions. If the solution created is not optimal, then a pair of chromosomes is selected
for exchanging parts (crossover) and creating two offspring chromosomes. In the next step, a mutation
randomly changes at least one gene in the chromosomes. The initial population is replaced with the new
population and a new iteration starts. GA iterations end when one of the termination criteria (usually a
predefined number of iterations) is satisfied. In the end, the fittest chromosomes are retained[23l.

5.9 Symbolic and subsymbolic approaches for Al

In the discipline of Al, many different points of view with different paradigms exist. There is no
classification that will establish a clear-cut distinction between different types of Al. Nevertheless, it is
possible to provide some dimensions along which Al systems can be positioned.

© ISO/IEC 2022 - All rights reserved 19


https://iecnorm.com/api/?name=9da0e6e6f43b5d02430d3e741ffe00f7

ISO/IEC 22989:2022(E)

Since the foundation of Al as a discipline, two paradigms have developed in competition: symbolic Al
and subsymbolic Al.

Symbolic Al involves encoding knowledge with symbols and structures and it mostly uses logics
to model reasoning processes. In this paradigm, information is encoded explicitly using a formal
representation, whose syntax is processable by a computer and whose semantics is meaningful to
humans.

The other approach is subsymbolic Al, using the connectionist paradigm. This paradigm is not based
on symbolic reasoning; rather, it relies on the implicit encoding of knowledge. This implicit knowledge
representation is predominantly based on statistical approaches to the processing of experience or raw

data. Exam
forms of dg

Modern Al
are called hybrid Al.

5.10 Dats

Data are ¢
necessary
cycle relieg

Data can c
documents
including:

20

data a
within|
for ex

the ex

explor
trends

data aj

data pi

filterin

nerma
mathe

ples of this type of Al system are various machine learning systems,.including the diffe
ep neural networks.

systems typically contain elements of both symbolic Al and subsymbolic Al. Such syst

0%

<

9,
entral to many Al systems. Many of them are designed to process-data, and it is o
fo use data for testing purposes. In the case of machine learmp\g systems, their whole
on the availability of data.

\ X

pme in structured form (e.g. relational .databases) or ux\Stﬁlctured form (e.g. emails,
images, audio and files). Data are a key aspect of Al systems and they go through proce

N\
\

Pquisition, in which the data are-obtained from one or more sources. Data can be souf
the organization or brought.in from outside, The suitability of the data needs to be asses|

ple, whether it is biased.in'some ways or, whether it is broad enough to be representativ
ected operational datadinput; Q y,

X
itory data analysis; where the dataharacteristics are examined for patterns, relationsh
and outliers. Such analysis can guide later steps such ds training and verification;

\

eparation, in Which the data are put into a form that can be used by the Al system;

ization,~which is the adjustment of data values to a common scale so that they
matically-comparable;

rent

SUN

ften
life

text
5SesS

ced
sed,
e of

ips,

notation, inwhich the 51gn1f1cant elements ofthe dataare added as metadata (e.g. information
about dlata provenance or labels toald with training a model);

g,.which is the emoval of unwanted data. The effects of the filtering need to be careffully
examined to avoid the'introduction of unwanted bias and other issues;

are

ally

be used by the AI system (e g see ISO/IEC 20889)

can

data quality checking, in which the contents of the data are examined for completeness, for bias
and other factors that affect its usefulness for the Al system. Checking for data poisoning is crucial
to ensure that training data have not been contaminated with data that can cause harmful or
undesirable outcomes;

data sampling, in which a representative subset of the data is extracted;

data augmentation, in which the data that are available in too small quantities undergo several
kinds of transformations in order to expand the dataset;
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— datalabelling, in which datasets are labelled, which means that samples are associated with target
variables. Labels are often needed for test data and validation data. Some ML approaches also rely

on the availability of labels for training the model (see 5.11.1 and 5.11.3).

Depending on the use case and on the approach used, data in Al system can be involved in several ways:

NOT|
requ
isu
desi
stag

NOT|
bug

evaluation of the system performance against aQe'dicated dataset:

5.1

5.1

Sup
trai
detg
is a
valu
can
pro

Sup
task

For

production data is the data processed by the Al system in the operation phase. not all

ai systems

involve production data, depending on the use case, but this is independent of the technical design
and approach of the ai system.

nding

it is not always adequate to use test data.

validation data corresponds to data used by the developer to.make or validate some
choices (hyperparameter search, rule design, etc.). it has various names depending on t
for instance in natural language processing it is typically referred to as dgvelopment dat
cases when no validation data are needed. )

<

training data is used specifically in the context of machine learnir)g'r:'it serves as the ra

N

E1 In software assessment frameworks;] validation is the” process of checking whet
irements have been fulfilled. It is part of the evaluation progess.In Al-specific context, the term
bed to refer to the process of leveraging data to set certaifi'values and properties relevant to
gn. It is not about assessing the system.with respect to its requirements, and it occurs before th
. W/

E2 In software assessment.frameworks, "tesp"frefers to various diverse processes such as s
, performing unit tests and-measuring computation time. Its meaning in Al refers specifically f{

X
[l Machine learning concepts ;<
~

|.1 Supervised machine leaﬁiing

WX

prvised-machine learnin‘g‘is defined as “machine learning that makes use of labelled d
hing”*(3.3.12). In this' case, ML models are trained with training data that include a
brmined output ortarget variable (the label). The value of the target variable for a gi
so.known as the;ground truth. Labels can be of any type including categorical, binary
es, or structured objects (e.g. sequences, images, trees or graphs) depending on the t
be part ofthe original dataset but in many cases, they are determined manually or thr
Cesses.

ervised learning can be used for classification and regression tasks, as well as for mo

from which the machine learning algorithm extracts its model toaddress the given task.

deployment. it is

sjoint from
on the task

algorithmic

field of ai,
h. there are

w material

her certain
"validation"
the system
P evaluation

barching for
o statistical

ata during
known or
Fen sample
O numeric
hsk. Labels
ough other

re complex

s\petrtaining to structured prediction.

information on supervised machine learning see ISO/IEC 23053.

5.11.2 Unsupervised machine learning

Unsupervised machine learning is defined as “machine learning that makes use of unlabelled data
during training” (3.3.17).

Unsupervised machine learning can be useful in cases such as clustering where the objective of
the task is to determine points of commonality among the samples in the input data. Reducing the
dimensionality of a training dataset is another application of unsupervised machine learning where the
most statistically relevant features are determined irrespective of any label.

For information on unsupervised machine learning see ISO/IEC 23053.
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5.11.3 Semi-supervised machine learning

Semi-supervised machine learning is defined as “machine learning that makes use of both labelled and
unlabelled data during training” (3.3.11). Semi-supervised machine learning is a hybrid of supervised
and unsupervised machine learning.

Semi-supervised machine learning is useful in cases where labelling all the samples in a large training
dataset would be prohibitive from a time or cost perspective. Refer to ISO/IEC 23053 for further details
about semi-supervised machine learning.

5.11.4 Rejnforcementlearning

Reinforcenjent learning is the process of training an agent(s) interacting with its.environment td dchjeve
a predefingd goal. In reinforcement learning, a machine learning agent(s) learns through an’iterative
process of frial and error. The goal of agent(s) is to find the strategy (i.e. build a model) for(©obtaining the
best rewarfds from the environment. For each trial (successful or not), an indirect feedback is provided
by the envjronment. The agent(s) then adjusts its behaviour (i.e. its.model) based’en this feedbpack.
Refer to ISQ/IEC 23053 for further information on reinforcement learning. %

‘(\

5.11.5 Transfer learning G '
X

Transfer leprning refers to a series of methods where dataintended for selving one problem is leverg

to apply the knowledge gained from it to a different problem. For eXample, information gained fi

recognizing house numbers in a street view can be.used to recogn\l‘zé handwritten numbers. Refe

ISO/IEC 23D53 for further details about transferlearning. Q

ged
Fom
r to

< N\
5.11.6 Training data X

.,

N\
Training djta consists of data samples.used to train a‘mtachine learning algorithm. Typically, the dlata

samples re
data. The d

In the lattg
example, W
label can b
the trained
and the tan

The numbe
how well t
a trade-off
large.

5.11.7 Tr:

ate to some particular topic of concern§ftd they can consist of structured or unstructy
ata samples can be unlabelled or labelled.

r case, the labelris used to guide;ﬂ’[ze process of training the machine learning model.
here the input'data are imagesiand the aim is.to'decide whether an image shows a cat
e "true” for an image that is,.of\ai cat and "false for an image that is not of a cat. This all
model to.represent a statistical relationship between attributes of a training data sar]
cet variable. R4
r.6f 'data samplesJn the training data and selection of appropriate features contribut
he resulting Mlrmedel fits the distribution of the data or target variable. However, thel
of the computational time and resources required for computing if the dataset is extrer

hined model

red

For
the
pWS
hple

e to
eis
nely

This docu

hent defines a trained model as the result of maodel training which in turn is defined a

the

process to establish or to improve the parameters of a machine learning model, based on a machine
learning algorithm, by using training data. A machine learning model is a mathematical construct that
generates an inference, or prediction, based on input data or information. The trained model should be
usable by an Al system to make predictions based on production data from the area of interest. Various
standardized formats exist to store and transmit the trained model as a set of numbers.

5.11.8 Validation and test data

To assess the trained model, it is common to split the data acquired for developing a model into datasets
for training, validation and test.

Validation data are used during and after training to tune hyperparameters. The test set is used to
verify that the model has learned what it was supposed to. Both consist of data that are never shown
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to the model during training. If one were to use training data for those purposes, the model is capable
of “remembering” the correct prediction without actually processing the data sample. To avoid
overestimating model performance, test data are not shown during tuning either.

When using cross-validation, data are split such that each data sample is used for both training and
validation. This approach emulates the use of a larger dataset, which can improve model performance.
Sometimes, insufficient data are available to allow for separate training, validation and test sets. In
such cases, data are split only into two sets, namely 1. training or validation data, and 2. test data.
Separate validation and training datasets are then generated from the training or validation data, for
example via boot-strapping, or cross-validation.

5.11.9 Retraining

5.11.9.1 General

Ret
nec

raining consists of updating a trained model by training-with different training datd. It can be
pssary due to many factors, including the lack of large training datasets, d,a)ta drift and copcept drift.
)

statistical
come more
g data that

Ind
cha
fred
bett

ata drift, the accuracy of the model’s predictions decays over time dy,é'io changes in th¢
racteristics of the production data (e.g. image resolution has changed, or one class has be
uent in data than another). In this case, the model'needs to be r&trained with new trainir
er represents the current production data. o\
>

ange when
b data have

relabelled

)

pncept drift, the decision boundary moves’'(e.g. what is lé‘gél and what is not tends to ch
laws are published), which also degtades the accura€y of predictions, even though thg

changed. In the case of concept drift, the target Veniables in the training data need to bg
the model retrained. N

In ¢
new
not
and

.,

Wh
of s
if th
tos
ove

bn retraining an existing model, a specific C((ns\lderation is to overcome or minimize the
p-called catastrophic forgetting. Many machine learning algorithms are good at learning
e data is presented all-at.once. As a modekis trained on a particular task, its parameters g
blve the task. When new training data\is introduced,adaptations based on those new ol
rwrite knowledge-that the model haﬁ'previously acquired. For neural networks, this phe

challenges
tasks only
re adapted
servations
homenon is

knofwn as “catastrophic forgetting:, and is considered ore of their fundamental limitations.

X
.9.2 Continuous learning:’
Conftinu@us learning, alsg known as continual learning or lifelong learning, is incremental t
model that takes plage:onl an ongoing basis while the system is running in production. Itis a s

5.1

Faining of a
pecial case

of rptraining, whefesmodel updates are repeated, occur with high frequency, and do not jnvolve any
intgrruption of gperation.

btem is put
fem is built
during the

Al systems that embody continuous learning involve the incremental update of the model in the system
as it operates during production. The data input to the system during operation is not only analysed
to produce an output from the system, but also simultaneously used to adjust the model in the system,
with the aim of improving the model on the basis of the production data. Depending on the design of
the continuous learning Al system, there can be human actions required in the process, for example
data labelling, validating the application of a specific incremental update or monitoring the Al system
performance.

Continuous learning can help dealing with limitations of the original training data and it can also help
deal with data drift and concept drift. However, continuous learning brings significant challenges in
ensuring that the Al system still operates correctly as it learns. Verification of the system in production
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is necessary, as is the need to capture the production data to become part of the training dataset in case
the Al system is updated at some future point.

Due to the risk of catastrophic forgetting, Continuous learning implies the ability to learn over time by
accommodating new observations made on current data, while retaining previous knowledge.

The charac

(either
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learniy
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This document defines deep’'learning as ait.approach to creating rich hierarchical representat
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augmenting the previously learned

feed forward neural network;

teristics of continuous learning include:

learning over time in dynamic environments (ideally in the open world);

threoushrew-dataorreasening-on-existingknovwledgep——-——————————
bring new aspects of the task to be learned and learning them incrementally;

g on the job or learning while the system is running in production.
nples of machine learning algorithms
ural networks

eneral X
S

works attempt to simulate intelligent{capability in ot(sérving, learning, analysing
pking for complex problems. Hence, the design of neural networks draws inspiration f

d of interconnected processing-elements, calledyneurons. Each neuron receives sev
generates only one output. They are organized into layers, where the output of one 1
e input to the next layer. Each'connection h $an assigned weight related to the import4
. The neural network “learns” by trainingyy?th known inputs, comparing actual output ¥
:d one and using the error to adjust weights. Thus, the links which produce correct ansy

hened and those which generate incetfect answers are weakened.
9,

e training of neural networkS*with many hidden layers. This process allows the ne
progressively refine the fj\r’ﬁI output. Deep learning can reduce or eliminate the need
bineering. as the most (relevant features are identified automatically. Deep learning
hificant.time and compufing resources.

o
many neural nc;tw_(‘)rk “architectures” (essentially, arrangements of neurons) and this i
of research with new neural network architectures continuing to be introduced. Exam
tectures in¢clude:

ent neural network;

knowledge by learning new knowledge to improve performance

and
Fom

Lrons are connected in the brains of humans and animals. The structure of neural netwgrks
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hyer
nce
vith
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ples

convolutional neural network.

These NN architectures are described in 5.12.1.2 through 5.12.1.4

NOTE

Refer to ISO/IEC 23053 for further information on NNs.

5.12.1.2 Feed forward neural network

FFNN is the most straightforward neural network architecture. It feeds information from the input to
the output in one direction only. There are no connections between the neurons within the same layer.
Two adjacent layers can be typically 'fully connected' in that each neuron in one layer has a connection
to each neuron in the subsequent layer.
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5.12.1.3 Recurrent neural network

5.12.1.3.1 General

RNNsl21l deal with inputs that appear in an ordered sequence, i.e. the ordering of the inputs in the
sequence matters. Examples of such inputs include dynamic sequences like sound and video streams, but
also static sequences like text or even single images. RNNs have nodes that both take input information
from the previous layer and also factor in information from themselves from a previous pass. RNNs
have a stateful property influenced by past learning. RNNs are widely used in.speech recognition,
machine translation time series forecasting and image recognition. Refer toISO/IEC 23053 for further
inf LNANS

R
111Ia LlUll UIL INININ,.

5.12.1.3.2 Long short-term memory network

ation with
nnections.
with back-

An LSTM network is a form of RNN designed for problems that require remembeking inforr]:

longer and shorter time differences, making them suitable for learning long-term c
Thely have been introduced to solve the vanishing gradient problem in Rl)B\Is associated
propagationl22],

5ing music.

ihformation
brocessing.

\
\
NJ
\
s
J
\

sian networks are graphical models$ed for generating predictions on the dependenci
varfables. They can bé used to derive frobabilities for the causes or variables that can ¢
the putcome. This causality is very uSeful in applications such as medical diagnosis. Other
whagre Bayesian.networks are useful include data‘analysis, addressing incomplete data and
oveffitting of models to data. E@yesmn networks rely on Bayesian probability: the probably
is dependent.on the extent ofbelief in that event. Further information on Bayesian netwd

bs between
tribute to
plications
mitigating
of an event
rks can be

found inl2%.and in ISO/IEC 23053.

\

5.12.3 Decision trees

Declision treesise a tree structure of decisions to encode possible outcomes. Decision tree
are|widely (ised for classification and regression. The tree is formed of decision node
nodes. Each-decision node has at least two branches, whereas leaf nodes represent the fin
or dlassification. Generally, the nodes are ordered in terms of the decision that gives th¢ strongest
pregdlictor. Input data needs to be split into various factors in order to determine the begt outcome.
Decision trees are analogous to flow charts where at each decision node a question can be asked to
determine which branch to proceed to.

algorithms
s and leaf
al decision

5.12.4 Support vector machine

SVM is a machine learning method widely used for classification and regression. SVMs mark data
samples into two different categories and then assigns new data examples to one category or the
other. SVM are maximum-distance classification algorithms. They define a hyperplane to separate
two classes above and below it, providing the maximal distance between the classifying plane and the
closest data points. The points that are closest to the border are called support vectors. The orthogonal
distance between support vectors and the hyperplane is half of the margin of SVM. The training of an
SVM involves maximizing the margin subject to the data from the different categories that are on the
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opposite side of the hyperplane. SVMs also use kernel functions to map data from the input space into a
higher-dimensional (sometimes infinite) space, in which the classifying hyperplane will be chosen.

These hard-margin SVM are rarely used in practice. A hard-margin classifier only works if the data is
linearly separable. With just one data sample on the wrong side of the hyperplane, the classifier cannot

be solved.

In contrast, soft-margin classifiers allow data samples to violate the margin (i.e. to be situated on
the wrong side of the hyperplane). Soft-margin classifiers attempt to achieve maximal margin while
limiting margin violations.

Categoriza
application
SVM regre|
limiting m3

5.13 Autd

Al systems

[TOTT Of Untabelted data and USe 11T prediction and patter T TECOENITIOT aT€ eXalmpies 0
of SVM. When using SVM for regression, the objective is the reverse.of SVM classifie

irgin violations (those samples outside the margin).

nomy, heteronomy and automation

. D) .
can be compared based on the level of automation arid whether they/are subject to exte

control. Autonomy is at one end of a spectrum and a fully human-controlled-system on the other, |

degrees of
automatior

heteronomy in between. Table 1 shows the relationship between autonomy, heteronomy

, including the null case of no automation. & g

A

Table 1 — Relationship between autonomy, heteron\bfny and automation
\

LS

the
. In

5sion, the objective is to fit as many data instances as possible(inside the margin, while

Fnal
vith
and

Level of automation Comments

N

A"
Automated|system [Autonomous |6 - Autonomy THe*System is capable of modifying its intend-
'ed domain of use or its goals without externdl
(| intervention, control or oversight.
Heteronomous_{5-Full automatj((l & |The systemis.capable of performing its entire
\ missionwithout external intervention
4 - High aut@mation The system performs parts of its mission with-
) out external intervention
3 - Conditional auto- Sustained and specific performance by a sys-
ma\t'l’,e“h tem, with an external agent being ready to take
A\ over when necessary
<
2'- Partial automation |Some sub-functions of the system are fully anito-
N mated while the system remains under the conftrol
N of an external agent
= 1 - Assistance The system assists an operator
0 - No automation The operator fully controls the system
NOTE Ihjurisprudence, autonomy refers to the capacity for self-governance. In this sense, also, “autonompus”
is a misnonjer/as-applied to automated Al systems, because even the most advanced Al systems are not [self-
governing. Rathér, Al systems operate based on algorithms and otherwise obey the commands of operators| For

these reasons, this document does not use the popular term autonomous to describe automation!3%],

Relevant criteria for the classification of a system on this spectrum include the following:

or by a

nother automated system;

the presence or absence of external supervision, either by a human operator (“human-in-the-loop”)

the system’s degree of situated understanding, including the completeness and operationalizability

of the system’s model of the states of its environment, and the certainty with which the system can

reason

and act in its environment;

environment, whether it can react to changes, and whether it can stipulate future changes;
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whether its operation persists up until or beyond the completion of a particular task or the

occurrence of a particular event in the environment (e.g. relevant to achieving a goal, timeouts or

other mechanisms);

the degree of adaptability to internal or external changes, necessities or drives;

the ability to decide and plan proactively in respect to system goals, motivations and dr

Instead

of substituting for human work, in some cases the machine will

whighis-€a — - - — - AS-3 SFNPESS
can|be developed specifically with the goal of creating a human-machine'team. Systenis

5.14.1 General

Al i§ increasingly used as a component in embedded systems like)internet of things and cyh
systems, either for analysing streams of information about\{fh"e physical world arising frg
or fpr making predictions and decisions-about physical processes that are used to send 4
confmands to actuators to control or influence those physical processes.

5.14.2 Internet of things

[oT [is an infrastructure of interconnected errgjt}es, systems and information resources tog

seryices which process and react to informxdtion from the physical world and the virtual w

Esséntially, an [oT system is a network oﬁn})des with both-sensors, which measure propertieg

entities then transmit.data relating to those measurements, and actuators, which change pf

phyfical entities in response to a digital input.
&

Med
the
waip

ical monitoring and monikd,f“lng the state of the atmosphere are examples of 10T syst¢

output.of the system is.inf‘ormation that is intended to assist human beings in their act
. . ol

nings'to medical staffyweather forecasts for humans).

the ability to evaluate its own performance or fitness, including assessments against pre-set goals;

ives.

complement human work,

DI a system
hat aim to
ation.

that the Al

er-physical
m Sensors,
ppropriate

ether with
rld (3.1.8).
of physical
operties of

bms, where
ivities (e.g.

[oT |systems invoh}e networked IT systems interacting with physical entities. Foundati¢nal to IoT
systems are digjtaldloT devices, in the form of sensors and actuators, that interact with physical

ent
tha
enti
for
ind

ies. A senserimeasures one or more properties of one or more physical entities and o

tputs data

can be transmitted over a network. An actuator changes one or more properties off a physical
y in xesponse to a valid input, received over a network. Both sensors and actuators can|be in many
s,,such as thermometers, accelerometers, video cameras, microphones, relays, heaterg, robots or
stfial equipment for manufacturing or process control. See ISO/IEC 30141 for more information.

Al can play an important role in the context of IoT systems. This includes the analysis of incoming
data and decision making which can assist in achieving the goals of the system, such as the control of
physical entities and physical processes, by providing contextual, real-time and predictive information.

5.14.3 Cyber-physical systems

CPS are systems similar to [oT, but where control logic is applied to the input from sensors
direct the activities of actuators and thereby influence processes taking place in the physica

in order to
1 world.

Arobotis an example of a CPS system, where sensor input is directly used to control the activities of the

robot and perform actions in the physical world.
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Robotics encompasses all activities relating to the design, assembly, production, control and usage
of robots for different kinds of applications. A robot is composed of electronic, mechanical, firmware
and software components tightly interacting with each other to achieve the goals set for a specific
application. Robots are usually comprised of sensors to assess their current situation, processors
to provide control through analysis and the planning of actions and actuators to realize the actions.
Industrial robots set in manufacturing cells are programmed to repeat in a precise way the same
trajectories and actions over and over without deviation. Service robots or collaborative robots need
to adapt to changing situations and dynamic environments. Programming this flexibility is intractably
challenging because of all the variability involved.

Al system components can serve as part of the control software and the planning process through
“sense, plalﬁ, act” paradigm, thus enabling robots to adjust when obstacles appearor when target obj

have movegl. Coupling robotics and Al system components enables automated physical interaction'y

the
bcts
vith

objects, enyironment and people.
5.15 Trugtworthiness
*)\%
5.15.1 Geperal N
Trustworthiness of Al systems refers to characteristics which help relevant stakeholders understland
whether the Al system meets their expectations. These characterlstlcs ca'n help stakeholders vqrify
that: .,
— Al systems have been properly designed and/validated in conf(}&lance with state-of-the art rjules
and standards. This implies quality and robustness assuranee;

N\
Al systlems are built for the benefits of the relevant stakgl‘folders who have aligned objectives. This
implieg awareness of the workings of Al algorithms and an understanding of the overall functioning
by stakeholders. It also implies-gualification or gertification assurance of Al development jand
operatjon in conformance with-legal requlreme\nts and sectorialstandards when available;

|

For further

Al systlems are provided with proper 1dent1f1cat10n of responsible and accountable parties;
A \
ems are developed and operated ‘With consideration-for appropriate regional concerns.
\'g

information refer to ISO/I‘EC?TR 24028.

A\
>

Al sys

5.15.2 Al fobustness

\

ded

For Al syst
by their-dg
perform w
can erncony
system rel
ISO/IEC TR

o
e1s, robustnesg«can describe their ability to maintain their level of performance, as inten
velopers, under-any circumstances. An example of robustness is the ability of a syster

n to

ithin acceptable limits despite external or harsh environmental conditions. Robust
pass other attributes such as resilience and reliability. The proper operation of a
htes to;-or can lead to, the safety of its stakeholders in a given environment or context
24028).

ess
Al
(see

For examp

e, a robust ML-based Al system can have the ability to generalize T0 noisy 1nputs, suc

N as

an absence of overfitting. To achieve robustness, one option is to train the model or models using large
training datasets including noisy training data (see ISO/IEC TR 24028).

Robustness properties demonstrate the ability (or inability) of the system to have comparable
performance on atypical data as opposed to the data expected in typical operations, or on inputs
dissimilar to those on which it has been trained (see ISO/IEC TR 24029-1).

When processing input data, an Al system is expected to generate predictions (its outputs) within
some acceptable, consistent or effective range. Even if these outputs are not ideal, a system can still
be considered robust. An Al system whose outputs do not fall within this acceptable, consistent or
effective range when processing input data cannot be considered robust.
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Robustness can be considered differently for different types of Al systems such as:

on any valid input.

moving from typical inputs to inputs within a certain range of those.

5.15.3 Al reliability

Robustness of a regression model is the ability to have acceptable metrics of amplitude of response

Robustness of a classification model is the ability to avoid inserting new classification errors when

Reliability is the ability of a system or an entity within that system to perform’its required functions

under stated conditions for a specific period of time (see ISO/IEC 27040).

Reliability of an Al system refers to the ability that enables it to provide required predicti
recommendation and decision consistently correctly during its operation stage (6.2.6)"

Reli
Al s
corl
dev
alsd
wit

ability can be affected by at least the robustness, generalizability, consistenéy and resi
ystem. All inputs and environment settings meeting stated criteria areéupposed to be
ectly during its functioning. Some of the inputs can-be different with“the ones used
blopment stage, but can happen when the system is used. Backup 6f an Al system or a
improve reliability, which would provide business logic implementations that behav
1 the original. It works when the Al system getsfailed. \ &
N

he’sense that automatic protg

>

Reli
ope

ability can support an Al system’s functional safety, in.t
Fations are required (by stakeholders) forthe system 01;55
N\

5.15.4 Alresilience &

N\
M e
Res
Fau

wit]

lience is the ability of the system to recove‘r){)perational condition quickly following 4
t tolerance is the system's.ability to continue-to operate when disruption, faults and fai
nin the system, potentially with degraded\Capabilities.

Wit
of t]

X
h Al systems, as with ether softwargisystem types, hardware faults can affect the correq
e algorithm. )

~

Relilability relates to resilience,,.bﬁt the expected service levels and expectations are diff]
resilience expectations possibfiy-lower as defined by stakeholders. System with resilienc
a d¢gradedlevel of operatiof under some types of failure which can be acceptable to st
Resjlient systems should.also include approaches for recovery as needed.

AN

rt of it against defined failurel

bn (3.1.27),

ience of an
processed
within its
component
b the same

ctions and

n incident.
ures occur

t execution

brent, with
e can offer
hkeholders.

inctioning.
take over

¢y asSpect of controllability ) J ich agen an control which
the Al system (e.g. the service provider or product vendors, the provider of the constituent
or an entity with regulatory authority).

Further information on controllability can be found in ISO/IEC TR 24028:2020, 10.4.

5.15.6 Al explainability

Al the user

Explainability is the property of an Al system that means that the important factors influencing a
decision can be expressed in a way that humans can understand. Explainability can be particularly
important when the decisions being made by an Al system affect one or multiple humans. Humans are
liable to distrust a decision unless they can gain an understanding of how the decision was reached,
especially where the decision is in some way adverse to them at a personal level (e.g. refusal of a loan
application).
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Explainability can also be a useful means of validating the Al system, even where the decisions do not
directly affect humans. For example, if an Al system is analysing an image of a scene to identify entities
in that scene, it can be useful to see an explanation of the reasons for a decision made about the content
of the scene, as a way of checking that what is identified is indeed what is being claimed. There are
counterexamples from the history of Al systems where no such explanations were available, and it was
discovered that the Al system was identifying some entities in a scene based on spurious correlations
that existed in the training data.

Explainability can be easier for some types of Al system than for others. Deep learning neural networks
can be problematic since the complexity of the system can make it hard to provide a meaningful
explanation of how the system arrives at a decision.

Rule-based algorithms, such as symbolic methods or decision trees, are often.considered to be)highly
explainabl¢, as those rules directly provide some explanation. However,.the_éxplanation caw’be [less
understandable when such models grow in size and complexity.

5.15.7 Al predictability o

Predictability is the property of an Al system that enables.reliable assumpt;jf)hs by stakeholglers
about the qutput. Predictability plays an important role in the acceptability-of AT systems and is often
mentioned|in debates about ethics with regard to Al systems. Trust in thedethnology is often basel on
predictability: a system is trusted if users can infer how the system will hqhéve in a particular situation,
even if the|users cannot explain the factors behind the-system behavjeur. On the contrary, users|can
stop trustihg a system if the system starts to work surprisingly in¢itifations where the correct answer
seems obvious. (®)
However, there are several issues with a naive notion of pred‘i(;tability which is based on the idea tHat a
human should be able to predict the behaviour of an Al sy\stem:

)
— A defipition directly based on human understa}n\ding is inherently subjective. A definition of
predictability should use objective, quantifiabl&criteria.

X
— Itshould be possible to establish trust in aw’Al system even if one (human) cannot predict its prefcise

behavipur in all situations. A statisticabgharantee of the‘appropriateness of its behaviour cap be

more useful. The rationale behind thisistatement is thatmany machine learning approaches produce

necessprily unpredictable results %
\

Predictability is associated with aceﬁi‘acy. Methods to improve accuracy can reduce the likelihood fhat
Al systems|generate unpredictable outputs.

-

5.15.8 Aljfransparency ¢

Transparemcy of ALsystems supports human centred objectives for the system and is a topic of ongping
research and diseussion. Providing transparency about an Al system can involve communicafing
appropriate infoymation about the system to stakeholders (e.g. goals, known limitations, definitipns,
design chojicés, assumptions, features, models, algorithms, training methods and quality assurgnce
processes). Tt ; i i i the
details of data used (e.g. what, where, when, why data is collected and how it is used) to produce the
system and the protection of personal data along with the purpose of the system and how it was built
and deployed. Transparency can also include informing stakeholders about the processing and level of
automation used to make related decisions.

NOTE That disclosure of some information in pursuit of transparency can run counter to security, privacy or
confidentiality requirements.

5.15.9 Al bias and fairness

In a general sense, the meaning of the term bias depends on its context.
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In Al, the term bias refers to the idea that different cases call for different treatment. In this sense, bias
is that which allows machine learning systems to judge that one situation is different from another and
to behave differently accordingly. As such, bias is fundamental to the machine learning process and to
adapting behaviour to the particular situation at hand.

In social context, however, the term bias often refers to the notion that certain differences in treatment
are unfair. To avoid confusion, in the context of Al, instead of bias, the term unfairness is used to refer
to unjustified differential treatment that preferentially benefits certain groups more than others.
Unfair Al system behaviour can lead to disrespect of established facts, beliefs and norms, leading to

favouritism or discrimination.

Wh
Als
are
dec
dec
dec

Minfimizing unwanted bias in Al systems is a challenging goal, but 1ts.‘d\etect10n and tn

U)

po

5.1
Ver

Validation is the confirmation, through the provision of abjective evidence, that the requir

a sg
incl

5.1

le certain bias is essential for proper Al system operation, unwanted bias.can be introduy
ystem unintentionally and can lead to unfair system results. Sources.of unwanted bjds in
interrelated and include human cognitive bias, data bias and bias introduced“\by 6
sions. Bias in training data is major source of bias in Al systems. Human cognitive biase
sions about data collection and processing, system design, model training and other d{
sions.

| »

sible. [ISO/IEC TR 24027:2021].

O

K

¥

b Al verification and validation X

. . . . . . <) . L p
fication is the confirmation that a system was built cortectly and fulfils specified reg

ecific intended use or application have been fulfilléd. Considerations in verification and

1de the following: Mg

Some systems are completely verifiable (e. 8y a}l system components can individually be
can the complete system].

.0
.

Some systems are partially verifiable\and partially validatable (e.g. at least one system
can individually be verified, and the remaining system components can be validated,
complete system). ~

Some systems are unverlfla'ble but validatable.(e.g. no system component can be verif
system'comiponents can b‘e\vahdated as can the complete system).

Some systems are unverifiable and partially validatable (e.g. no system component can
but atTeast one systém component can individually be validated).

Some systems ate unverifiable and unvalidatable (e.g. no system component can either
or validated).

7 Jurisdictional issues

Al

ced into an
Al systems
ngineering
5 can affect
bvelopment

eatment is

uirements.
ements for
validation

verified, as

component
as can the

ied, but all

be verified,

be verified

ystems can be dpp]nypd and npprafpr] in }'nricdir‘finnc other than those in which the

ystem was

designed or manufactured. Developers and manufacturers of Al systems should be aware that
applicable legal requirements can vary between jurisdictions.

For example, a car manufactured in one jurisdiction can be required to comply with different legal
requirements to be authorized to enter a different jurisdiction.

Additionally, Al systems ordinarily require data to be gathered, processed and used during the
development and operation stages of the Al system and disposed of during the retirement phase.
Developers, manufacturers and users of Al systems should be aware that legal requirements for the
collection, use and disposal of data can also vary between jurisdictions.
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To mitigate the impact of varying legal requirements, developers and manufacturers of Al systems can

make use o

f one or more of the following mitigations:

Note the applicable legal requirements that can apply to the Al system during the preparation phase.

This should also include legal requirements pertaining to the collection, use and disposal of data.

the Al system is intended to be deployed and operated.

operation and retirement stages of the Al system.

Develop a plan for complying with the applicable legal requirements in the jurisdiction(s) in which

Develop a plan to monitor compliance with legal requirements during the development; deployment,

Adopt

5.18 Soci

Al systems

Develolp a plan to monitor and respond to any changes in legal requirements.

flexible design, deployment and operation approaches.

ptal impact

have a spectrum of risk, determined by the severity-of.the potential i-m?)act of a failur

unexpecte

the ty
enviro

the preg
the tyq
the etH
the lev]

the deg

For examp
has no eth
negative ri
and its dec

NOTE H
which can g

5.19 Alsy

5.19.1 Ge

As shown i

I

behaviour. Relevant aspects for assessing the level of risk include thé/following:

e of action space the system is operating in‘(e.g: recommen

hment); X\

{/
\\'

N

sence or absence of external supervision;

e of external supervision (automated or manual); S

N

I\ V-

ical relevance of the task or domain; .

\
el of transparency of decisions or processi,ng\s’teps;
rree of system automation. \ \

>
e, a system that.enly gives recor\nﬂténdations and. canhot act on its own, in a domain

c or

2 N . . .
dations vs direct action i an

that

cal relevance can-be considered,low risk. Conversely, an Al system can be considered high

5k if its actions have direct im‘;}a'ct on human lives, it operates without external supervig
sion-makingis opaque. O

or specific application doniains, additional legal requirements, policies and standards can a
b beyond the impactanalysis described in this subclause.

€ ™
akeholder rolés

heral

h Figure 2, Al can involve several stakeholder roles and sub-roles. These roles and sub-r

are describ

ion,

pply

bles

NOTE

32

edin 519 7fhrnngh 5197

An organization or entity can take on more than one role or sub-role.
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Al stakeholder

. . Relevant
Al provider Al producer Al customer Al partner Al subject authorities
Al plaFform L Al developer L Al user .Al system Data subject Policy makers
provider integrator

Al product or

. . Other subjects
service provider

Data provider

Regulators

5.19.2 Al provider

5.19.2.1 General

An |
Syst

5.19.2.2 Al platform provider

An

stalf

5.19.2.3 Al service or product _pi'dvider

An

eithler directly usable by an“Al customer or user, or to be integrated into a system using Al

nong

5.19.3 Al producer

Al evaluator

Al auditor,

@)

‘)

Figure 2 — Al stakeholder roles-and their suh-roles

\I provider is an organization or entity that prov@és products or services that uses one
ems. Al providers encompass Al platform prov1ders and Al product or service providers
\
N\
. \\ g
Al platform provider is an organigdation or entity' that provides services that en
eholders to produce/Al services orfiroducts.
~

Al service or product pr0v1der is an organization or entity that provides Al services (

LAl components.
C4™

\
N
AN

5.1
An

.3.1 General

I producer is an organization or entity that designs, develops, tests and deploys ¢

or more Al

able other

r products
along with

roducts or

serv icesthatuse gne ormore Al cycfom

5.19.3.2 Al developer

An Al developer is an organization or entity that is concerned with the development of Al services and
products. Examples of Al developers include, but are not limited to:

Model designer: the entity that receives data and a problem specification and creates an Al model;

Model Implementer: the entity that receives an Al model and specifies what computation to execute
(the implementation to use and on what compute resources, for example CPU, GPU, ASIC, FPGA);

Computation Verifier: the entity that verifies that a computation is being executed as de

Model Verifier: the entity that verifies that the Al model is performing as designed.
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5.19.4 Al customer

5.19.4.1 General

An Al customer is an organization or entity that uses an Al product or service either directly or by its
provision to Al users.

5.19.4.2 Al users

An Al user

is an organization or entity that uses Al products or services.

5.19.5 Al

5.19.5.1 G

An Al part
perform te
and servicg

partner types are discussed in the following subclauses.

5.19.5.2 A

)
An Al system integrator is an organization or entity that is contéfned with the integration o

component

5.19.5.3 [

A data pro
services.

5.19.5.4 A

An Al audi
providing

5.19.5.5 A
An Al evaly

5.19;6 Al

5.19.6.1 G

partner

eneral

her is an organization or entity that provides services in the context of Al Al partners
Chnical development of Al products or services, conductitesting and Valld\é;tlon of Al prod
s, audit Al usage, evaluate Al products or services and perform other;asks Examples d

O

K

r 4
\
N
>

I system integrator

s into larger systems, potentially alsolincluding non;Al¢omponents.
< N\
ata provider N

.,

\
vider is an organization or'entity that is coneerned providing data used by Al product

.&"
X
>
\‘
&

or is an organization or entitythat is concerned with the audit of organizations produdi
r using Al systems, to assessconformance to standards, policies or legal requirements.

I auditor

N
I evaluator v &
)
ator is an orgapization or entity that evaluates the performance of one or more Al syste
subject
eneral

Ctls an organization or entity that is impacted by an Al system, service or product.

can
icts
f Al

f Al

ing,

mns.

An Al subije

5.19.6.2 Data subject

A data subj

ectis an organization or entity that is affected by Al systems with following aspects:

Subject of training data: where data pertaining to an organization or human is used in training an

Al system, there can be implications for security and privacy, for the latter particularly where that
subject is an individual human.

34
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5.19.6.3 Other subjects

Other organizations or entities impacted by an Al system, service or product can be for example in the
form of an individual or a community. For example, consumers who interacts with a social network that

provides recommendations based on Al, drivers of vehicles with Al-based automation.
5.19.7 Relevant authorities

5.19.7.1 General

D.7.2 Policy makers

se are organizations and entities that have the authority to set policies-within an int
onal, national or industrial domain that can have an impact on an Al system, service or j
)

<

5.19.7.3 Regulators V.
s O
b 8

se are organizations and entities that have the authority to\set;-implement and enfor

hirements as intended in policies set forth by policy makers{S 17.9.2).

\\¢

The
req

6 |Al system life cycle

6.1| Al system life cycle model

The
reti
that
tim
can
dev
the

Al system life cycle model describes the evolution of lan Al system from incepti
Fement. This document'does not prescrlbe a specific life cycle model but underlines som¢

are specific to Al systems that can\occur during the )system life cycle. Specific pro
elines can occur during one or mof:e of the life cycle stages and individual stages of th
be repeated during the systems existence. For example, it can be decided to repeat the
elopment” and “deployment”;stages many times to develop and implement bug fixes and|
system. O

ystem. life cycle modei’helps stakeholders build Al systems more effectively and
rnational Standards\are useful in developing the life cycle model, including ISO/IEC

ems as a whol
Intdrnational Standards describe life cycle processes for general systems, not specific to
Figure 3 provides‘an example of the stages and high-level processes that can be applied in the
life |cycle. The'stages and the processes can be iteratively carried out which is often reqy
system development and operation. There are various considerations that should be factor

entire life)cycle beginning to end. Examples of these considerations include:

A s
Intd
sysf

service or

ernational,
roduct.

e the legal

n through
b processes
cesses and
e life cycle
design and
updates to

efficiently.
15288 for

ISO/IEC 12207 for software and ISO/IEC 15289 for system documentafion. These

Al systems.
b Al system
ired for Al
ed into the

sensitive in nature;
security threats that arise from data dependent system development;

transparency and explainability aspects including data provenance and the ability to
explanation of how an Al system’s output is determined.

privacy and security implications due to the use of large amounts of data, some of which can be

provide an

Figure 3 shows an example of Al system life cycle model stages and high-level processes. Annex A shows
how this Al system life cycle model maps to an Al system life cycle definition from the OECD.
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Al systemq differ from other types of systems, which can impag# the life cycle model processes.

example:

— Most s
theirr

training and optimization methods.to deal with w1dely varying inputs.

— Tradit]znal software applications are usually\ér\edictable, which isless often the case for Al systg

— Traditi

systen]s often requires statistical approaches and their verification can be challenging.

— Al sys
perfor

Data mand
preparatio

Figure 3 — Example of Al system life cycle model stages andhiéh-level processes
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nal software applications are algo usually verifiable,while performance assessment d

tems typically need mult;hpxl‘e iterations of improvement to achieve acceptable level
mance,

‘./

For

pftware systems are programmed to behave.in prec1sely defined ways that are driven by

ven

ms.

f Al

5 of

gement (encompassing processes and tools for data acquisition, data annotation, ¢
1-data quality chiecking, data sampling and data augmentation) is a key aspect of Al systq

lata
ms.

software apphcatlons deal with code versioning and code dlff functions, AI system releases include
code and model diffs, as well as training data diffs if machine learning is used.

Some of the processes of the Al life cycle that differ from those in the traditional software life cycle are

discussed i

no6.2.

Figure 4 shows an example life cycle model for an Al system; different life cycle models are possible
based on different development techniques. Figure 4 shows a series of stages of the life cycle and
indicates some of the processes with each stage that are significant for Al systems and require special
consideration, beyond the consideration required for the development of typical non-Al systems.
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Figure 4 — Example Al system life cycle fiodel with Al system-specific processes

.

S,

As dhown in Figure 4, the development and ope}“ation of Al systems tends to be more iteratije in nature

than for non-Al systems. Al'systems tend to'be less predictable’and it typically takes some ¢perational

experience and adjustment of the Al sysge}n to meet its objectives.
9,

AN\

6.2| Al system life cycle stageé -and processes

N

6.2/1 General ‘\\"

Y
>

The processes describe\d under each stage are representative examples as the specific prdcesses will
depend.on the Al aysbem. The processes can be performed in different orders and in sonpe cases, in
pargllel. R

Thejse processes are not necessarily Al-specific themselves, but the stakes associated with Al make
them of special importance in this context.

6.2.2 </ Inception

Inception occurs when one or more stakeholders decides to turn an idea into a tangible system. The
inception stage can involve several processes and decisions that lead to a decision to proceed to
the design and development stage. The inception stage can be revisited during the life cycle as new
information is discovered in later stages. For example, it can be discovered that the system is not
technically or financially feasible. Examples of processes that can occur during the inception stage
include:

Objectives: Stakeholders should determine why an Al system needs to be developed. What problem
does the system solve? What customer need or business opportunity does the system address? What
are the metrics of success?

Requirements: Stakeholders should assemble a set of requirements for the Al system that spans the Al
system life cycle. Failure to consider requirements for deployment, operation and retirement can result
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in problems in the future. A multi-stakeholder approach including diverse subject-matter expertise can
help to identify potential risks and unintended consequences of the system. Stakeholders should ensure
the Al system requirements fulfil the Al system’s objectives. Requirements should take into account
that many Al systems are not predictable and the impacts this can have on achieving objectives.
Stakeholders should consider factors of regulations and ensure the development and operation of Al
system in compliance with relative compulsory policies.

Risk management: Organisations should assess risks in relation to Al during the whole life cycle of an
Al system. The output of this activity should be a risk treatment plan. Risk management, including the
identification, assessment and treatment of risk related to Al are described in ISO/IEC23894.

Organizatipns should identify potential harms and benefits related to the Al system including conferfing
with repregentative users. This process can yield a set of values that can guide.development of‘parfs of
the system] including features, user interface, documentation and uses. Organizations should’further
study and [refine the values to the extent they can become part of the/system requirements. L¢gal,
human rights, social responsibility and environmental frameworks can help in refiningiand describing
the values.

e
In addition| to the typical risks considered for a system, such as security and prlﬁacy, the plan sh¢uld
also addregs risks related to the values identified. VO

Transpargncy and accountability: Stakeholders should ensure that’ throughout the life clycle
consideratjons such as data provenance, validity of data sources, rlsk‘ 'mitigation efforts, procepses
and decisiqns implemented, are recorded to aid a comprehensive u{{dérstandlng of how the Al sysftem
outcomes gre derived as well as for accountability purposes. o

Cost and Funding: Stakeholders should forecast the costs\of the Al system over the life cycle [and
ensure that funding is available.

.,

Resources;: Stakeholders should determine what resour’\ces are required to implement and complete
each stage| of the life cycle and théy'need to ensu¥e the resources will be available when neefled.
Consideratjon should be given to the data that C?h‘l be required-for-developing or evaluating alt Al
system. Fof ML based Al system, Particular cop51derat10n should-be given to the training, validafion
and test dalta. O\

Feasibility: The inception stage leads to‘a decision of whether the Al system is feasible. A proof-of-
concept can be conducted to deterthine whether the system meets requirements and objectives.
Examples qf requirements and objectives can include:

— addregses the‘defined problem,

. Ca™ . 1 L
— addregses a business opportunity or fulfilling a mission,
— meets ppecified.capabilities and attributes.

If the Al systemr is deemed to be feasible, the stakeholders can decide to proceed to the development
stage.

6.2.3 Design and development

The design and development stage creates the Al system and concludes with an Al system that is ready
for verification and validation. During this stage, and particularly before the conclusion, stakeholders
should ensure the Al system fulfils the original objectives, requirements and other targets identified
during the inception stage. Examples of processes that can occur during the design and development
stage include:

Approach: The stakeholders should determine an overall approach to designing the Al system, testing
it and making it ready for acceptance and deployment. The approach stage can include consideration of
whether both hardware and software will be needed, where to source components (e.g. develop from
scratch, buy off-the-shelf hardware, use open source software).

38 © ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=9da0e6e6f43b5d02430d3e741ffe00f7

ISO/IEC 22989:2022(E)

Architecture: The stakeholders should determine and document the overall architecture of the Al
system. The architecture and approach processes are related, and it can be necessary to iterate between
the two.

Code: Software code for the Al system is developed or acquired.

Training data: Al systems embody acquired knowledge. Training data processing is a fundamental
part of developing machine learning based Al systems (see 5.10).

Risk treatment: Organizations should implement processes and controls described in the risk
treatment plan (see ISO/IEC 23894).

6.24 Verification and Validation

Ver
acc

fication and validation checks that the Al system from the design and developnient s
dprding to requirements and meets objectives.

Fage works

Examples of processes that can form part of verification and.validation inclu;lje:
)

Ver
test]

ification: The software is tested for functionality and bugs as is any hgh:dware. Systems |ntegration
ing can also be done. A performance test can be ‘conducted, che\glging whether the response time,

deld

An
req
oth

y or any other relevant performance characteristic of the Al system meets specific requ

N
mportant aspect of Al systems is the need to'verify that the-Al capabilities work as des
lires the acquisition, preparation, and-iisé of test data. ¥eést data needs to be separat
r data used during design and development and it alsdlieeds to be representative of inp

rements.

igned. This
b from any
it data that

the Al system is expected to process. O
)\

eptance: Stakeholders deem.the Al system to l{e functionally complete and at an acceptz
lity and is ready to be deployed.

Acc
qua

ble level of

.

)

\

ion results
[ plan (see

Risk monitoring and reyiew: Organizatidnéoshould review verification, test and validat
to he aware of events.and conditions, l&ading to risks'according to the risk treatmen
ISOJIEC 23894). \&:

LY

~

N
N~

N\

Al system is installed, peleased or configured for operation in a target environment. Example

resses of the deployméntstage can include:

6.25 Deployment

The
pro

set: Al system§.c'af1 be developed in one environment and then deployed to another. For
driving system-ean be developed in a lab and then deployed in millions of automobiles. (
[ systems ean'be developed on client devices and then deployed to the cloud. For some |
important\to distinguish between the software components that are deployed and the
be deployed separately and which is used by the software at runtime. Software and m
oyed independently.

Tar]
self
of A
itis
can
dep

example, a
ther types
A\l systems,
model that
bdel can be

Ris

T TZati T i anagement
and potentially update the risk treatment plan (see ISO/IEC 23894).

6.2.6 Operation and monitoring
During the operation and monitoring stage the Al system is running and generally available for use.
Example processes that can occur during the operation and monitoring stage include:

Monitor: The Al system is monitored for both normal operation and also for incidents including
unavailability, runtime failures or errors. These events are reported to relevant Al providers for action.

Repair: If the Al system fails or is experiencing errors, repairs to the system can be necessary.
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Update: Al system software, models and hardware can be updated to meet new requirements and to
improve performance and reliability.

Support: Users of the Al system are given any necessary support needed to successfully use the system.

Risk monitoring and review: Organizations should monitor Al systems during operation to assure
and improve the quality and effectiveness of the risk management process (see ISO/IEC 23894).

6.2.7 Continuous validation

If the Al system uses continuous learning, the operation and monitoring stage is‘extended into an
additional ptage of continuous validation. In this stage, incremental training takes place on an ongping
basis whilg the system is running in production. The operation of the Al system is continually.chedked
for correctjoperation using test data. It is also the case that the test data itself can require some-updptes
to be more|representative of current production data and therefore provide.a more faithfud evaluation
of the Al syjstem capabilities.

Risk manjgement continuous improvement: Continuous validation should als@sbe used to enpble

continuoug improvement to risk management processes (see ISO/IEC 23894). _ .;\
6.2.8 Refevaluation %4
After the operation and monitoring stage, based on the.results of the wbrk of the Al system, the 1

for a reassg¢

Evaluate d
against the

Refine obj
need modi
objectives.

Refine re

requiremej

with newr

Risk moni
described i

6.2.9 Re

At some pa

enough to
include:

Decommis

emerged, t
associated

; ) : .
ssment can arise. Example processes that can occur during'the re-evaluation stage incly
\

perating results: The results of the system in ope\rat}on should be evaluated and asse;
objectives and the risks identified for the Al system.

pctives: If the original objectives cannot be ap?iieved by the Al system, or that the object
ication once experience of.operating the system is available. This leads to refinement of

el
.\
N

. . . \' . . .
gquirements: Operating experiengg* can provide (evidence that some of the orig
1ts are not valid injsome ways and this can lead tothe refinement of requirements, poss
quirements or.the removal of§ome requirements.

X
oring and review: Orgahizations should monitor events and conditions leading to risK
the risktreatment plan{see ISO/IEC 23894).

\
N
AN

firement

-
Y

int the Al syStem can become obsolete to the extent that repairs and updates are not g
meet new/reéquirements. Example processes that can occur during the retirement s

with th

ives
the

inal
ibly

S as

Replace: If the purpose of the Al system continues to be relevant, but a better approach has emerged,
the Al system (or components of the Al system) can be replaced.

7 Al system functional overview

7.1 General

This document defines Al system as engineered system that generates outputs such as content,
forecasts, recommendations or decisions for a given set of human-defined objectives. Al systems do
not understand; they need human design choices, engineering and oversight. The degree of oversight
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depends on the use case. At a minimum, oversight is typically present during training and validation.
Such oversight is useful to ensure that the Al system is developed and used as intended, and that
impacts on stakeholders are appropriately considered throughout the system life cycle.

Figure 5 depicts a functional view of an Al system, where inputs are processed using a model to produce
outputs, and that model can be either built directly or from learning on training data. The parts drawn
with dashed lines are for ML based Al Systems.

Human design choices, engineering and oversight

<[ e
: ___________ I—--b\r ------------------ :,’,l _____ 1
. | i i [N !
| | Training data E_“'/' Machine Learning Y - E‘O:
I R it B Tttt . =
|\~ _,' N/ : E !
_____________ 1 :
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|21 %)
Model 1S ®))
=y v
15 A
2
‘ 13 % Outputs:
o \ - Predictions
. b Y4 .
Inputs: f‘> Proceds g |——> - Actions
- Productlgn data g (& I - Recommendations
- | Information o) - Decisions

Figure 5 — Al sys{em functional view

N

\

The] purpose of this view is‘to'provide a n nétechnical deseription of what Al systems do| to achieve

a rgsult. To summarize, Alsystems containa model which they use to produce prediction$ and these

preglictions are in turn'used to successiygly make recommendations, decisions and actions, jn whole or

in pprt by the system itself or by human beings.
N

7.2| Data and-information_;”

Dath can be input to the Al'system in production, in which case it is called production data)Input data
can|require preparatien‘before it is presented to the Al system, such as the extraction pf relevant
featjures. A0

Inplit to an Al system can also be information instead of data, typically for optimization tasks where
the only inputdreeded is the information on what is to be optimized. Some Al systems do hot require
any|input at'all, but rather perform a given task on request (e.g. generating some synthetic inage).

ForJML, training data is used, to acquire some information about the domain of interest and|the task to
be dddressed

Data has other uses for the development and evaluation of Al systems (see 5.10).

7.3 Knowledge and learning

The model used by the Al system for its processing and for problem-solving is a machine-readable
representation of knowledge.

There are two main types of such knowledge: declarative and procedural.

— Declarative knowledge is about what is. It is easy to verbalize and will translate into statements. For
example, “the death cap mushroom is poisonous” is declarative knowledge.

© ISO/IEC 2022 - All rights reserved 41


https://iecnorm.com/api/?name=9da0e6e6f43b5d02430d3e741ffe00f7

ISO/IEC 22989:2022(E)

Procedural knowledge is about how to do something. It is often hard to verbalize. It will translate
into procedures. For example, to know if a mushroom is poisonous, you can apply procedural
knowledge: “If you have a mushrooms book, check into the book to see if you can identify your
mushroom. If yes, the book will tell you the answer. If you can’t, then go and see the pharmacist.”

Knowledge has various possible representations from implicit to explicit ones.

Knowledge can also come from various sources, depending on the algorithms used: it can pre-exist, it
can be acquired through sensing and learning processes, or it can be a combination of both.

Heuristic systems Al systems that do not 1nvolve learning are called heurlstlc Class1cal expert

systems orJf
the system
system'’s bg

ML based /

developers take advantage of human knowledge to prov1de reasonable rules forythe Al
haviour.

A\l systems: Al systems that involve learning are said to be machine learning based. Learning

entails computational analyses of a training dataset to detect patterns, build a model, and compare

the output
knowledge|
best appro

Continuou
the knowle
component
being upd
by when, d
approxima
internal re
learning, sj
In practicq

of the resulting model to expected behaviours. It is also known as trai
base is a trained model based on a mathematical funetion and tralnlng-Set that represer
kimation of the behaviour based on a given environment.

ing. The resulting
tsa

| »

s learning: Al systems also vary in terms of when and how data,\ls'acquired. In some cqses,
dge base is static and provided at the outset, together with the system’s pre-programmed
s. In other cases, the knowledge base changes or adapt§-ever time, with the informafion
hted over the course of its operation; Machine learn\g systems can be characterjzed
uring their lifetime, learning occurs..In many cases;, &h-initial training phase yields spme
fion of the actual target function, and the system continues as-is without updating fhat
bresentation based on new exaniples. An alternative approach, called lifelong or continyous
preads the learning over time; the model is updated iteratively as new data is made availgble.
, models using lifelong learning usually 1Mplement a combination of both approaches;

following gn initial training phasein which the, k(uik of learning-oeccurs, the model is refined yith
further datja over time. \
(%)
AN\
7.4 From predictionsto-actions \
.&\\
7.4.1 Geperal «\’
The result|of input processingby the Al system can be of various natures, depending on the lev¢l of

automatior
output (pr
environme

In the case
errors. A f

ical
the

of the’system. Depending on the use case, the Al system can produce only a raw, techy
pdictions), or iteCan-take more effective steps in proposing or applying itself actions on
it (recommendations, decisions, and finally actions).

ive
Ise
to

of classification, erroneous results are usually categorized as false positive or false neg
hlse pesitive is described as a positive prediction when the real result is negative. A

negative is

a pesult of the model incorrectly predicting a negative outcome. Users of Al systems ne

understand the’effects of an errant outcome including the possibility of a biased prediction. Such isgues
can directly reflect characteristics of the tools, processes or data used to develop the system.

A key point is that Al outputs are error prone. The output has a probability of being a correct, rather
than being absolutely true. Both the system designers and the users of Al systems need to understand
that such systems can produce incorrect outputs and the accountability implications of using such
incorrect outputs.

7.4.2 Prediction

The term “prediction” refers to the very first output of an Al system.

Al systems make predictions by applying model to new data or situations. In the credit scenario in 7.4.3,
an Al system was developed using previous loan records. To continue the example, when a new person
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applies for a loan, their information is fed to the model which then produces an estimate of how likely
that person is to repay a loan.

NOTE

In artificial intelligence usage, prediction does not necessarily imply a statement about the future—it

only refers to the output of an Al system, which can be a type of flower in an image, or a translation into another
language.

7.4.
Dec

3 Decision

isions correspond to choosing a specific course of action, with intention of applying it.
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Figure 6 represents an Al ecosystem in terms of functional layers. Large Al systems do
hgle technology, but rather on a mix of technologies developed over time. Such systems can use

a si
diffi
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[STONS can be made elther by the system Itsell or by human beings, based on the systemn
y can be made based on recommendations, or directly based on predictions.

example, is a person predicted to be a good credit risk, a human loan officer ean a
fome together with this person’s other information and the lender’s situation;-and the
Fove this person’s loan application. Alternatively, the system'can make itself\a recomm
Fove the loan and estimate the probability of that being the best course af-a€tion with res
er’s expectations, so that a loan officer who deems that probability acceptable decides
Joan. Or the loan application can be approved automatically, by appl{ing system decision
uch recommendations. A0

¥

han judgment and oversight are involved in/various ways in that decision process. Hum

sholds are typically set by considering therisks associat\%g?vith automating decisions.

sions are fully automated, humans canuse predictionsto monitor the resulting decision
N\

N

. N\
4. Action o

ons follow decisions, this is ‘when the outqoﬁles of the Al system start to affect the
\

s
</

ng an action is the final step of applying informationin an Al system. For example, ir
ication example in"74.2, once the pgrson’s loan is approved, the actions can include
ban documents, (getting signatuxes and issuing payments. Consider a robot. An act
ructions to the.robot’s actuate¥s to position its-arms and hands. Depending on the Al {

pn can takeplace within the;AI system boundary or outside of the Al system boundary.
\
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Each layer of Figure 6 uses the lower layers' resources for the implementation of its functions. Lighter
shaded boxes are sub-components of a layer or function. The sizes of layers and sub-components are
not indicative of importance.
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Figure 6 — Al ecosystem

Creating Al systems remains a topic of ongoing research. Meanwhile, the use of Al technology is
becoming an inherent part of many industries, each with its own needs, values and legal constraints.

Specialized Al applications, such as those used for computer vision or for natural language processing,
are themselves becoming the building blocks for implementation of different products and services.
These applications are driving specialized Al system designs and, consequently, are setting the
priorities for research and development.
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Al technology often requires the use of significant compute, storage and network resources, for example
during the training phase of a machine learning system. Such resources, as shown in Figure 6, can be
provided efficiently using cloud computing.

The following subclauses describe the major components of the Al ecosystem as shown in Figure 6.

8.2 Al systems

Al systems can be used in numerous applications and to solve a multitude of tasks. Clause 9 describes
examples of applications using Al such as image recognition, natural language processing and predictive

maiﬁa:mﬂauseﬁﬁsf;numem.hﬂgu&gmm&ﬂ_g&wm—'l' i
Al slystems follow a global functional path where information is acquired, either by hardcoding (through

englneering) or by machine learning to build a model of the domain. Then inforniation, pncoded in
the |form of a model, is applied at a reasoning level, where potential solutions arescomputed, then at
a dgcision level, where a choice is made among the potential actions that can‘achieve thg goal. The
reagoning level includes spatial reasoning, temporal reasoning, common sefise reasoning| computed
policy application or any form of reasoning that can be coded. The dec1smg@vel includes clhoice based
on preferences or utilities among the actions. g A

8.3| Al function &

\ X
Onde the model is built, an Al function has the role to computé. aﬁredlctlon arecommendation or more

gengrally a decision that would help to reach the current go\al f'the Al system.
N

Reakoning is solely about applying the available data-uthe current situation to the model jand asking
the model what the possible optionsiare. WV

Sonje examples of technologies. which implel‘%eht forms of reasoning include planning, Bayesian
reagoning, automated theorem provers, temeora and spatial reasoning and ontology reasorners.

Amgong these possible options that would\probably achieve the goal, the system still needfs to decide
whilh is the best. !

\

Preferences and utilities come in‘play: an automated-taxi will maximize the well-being of the client, a

poker playing program will ma&gh'nize its profit.
\

8.4| Machine learning

N

8.411 ) General ( %R

Madhine learmjng is a process using computational techniques to enable systems to learr| from data
or gxperience) It employs a set of statistical methods to find patterns in existing data and to then use
patferns-ftg make predictions on production data.

In tyaditional computer programming, a programmer specifies the logic to solve a given problem by
specifying exact computational steps using a programming language. In contrast, the logic of a machine
learning model is in part dependent on the data used to train the model. Thus, the computations, or
steps, needed to solve the problem are not determined a priori.

Also, in contrast to traditional computer programming, machine learning models can improve over
time without being re-written by being re-trained on new, additional data and by using techniques to
optimize model parameters and data features.
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8.5 Engi

neering

8.5.1 General

In Engineering approaches by human experts, the processing relies solely on the expertise of the
developer and their understanding of the task. Knowledge is not learned from data but through
hardcoding by the developer based on their experience in a specific domain.

There are two main types of knowledge: declarative and procedural. See 7.3 for more details of both
types of knowledge.

852 Ex

As the nan
human exp

An expert s
base stores
informatio

pert systems

e implies, an expert system is an Al system that encapsulates knowledge provided I
ert in a specific domain to infer solutions to problems.

ystem consists of a knowledge base, an inference engine and-a user interfdce. The knowlg
declarative knowledge of a specific domain, which encompasses bothifd€tual and heur
h. The inference engine holds procedural knowledge:-the set of rules.and the methodo

for reasonipg. It combines facts provided by the user with information from the knowledge base.
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Logic prog
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implement
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EXAMPLE

b done using predefined rules according to the expert and withx loglcal statement evaluati

roblems that can be solved using expert systems include classification, diagnosis, monito
fion. X
\
pic programming Q)
Mg

Famming is a form of programming based onyprogramming languages that express foy
g is an example of a logic programming langiage.

ics for Al have been a significant researeh focus. Many Kinds of formal logics target
bf human reasoning. in various situaﬁons. Logic programming provides a framewor
these models of-human reasonig.g\"AI agents need to’be capable of reproducing diffe
hsoning in a clearly specified, transparent and explainable fashion.

ramming with declaratlve\s,tatements coupled to strong natural language processing

by a

dge
stic
ogy

pns.
Fing

mal

the
K to
Fent

can

nt to reason by analogy, draw conclusions and generalize about objects and the environment.

Apache Jenall?l isaisemantic web framework that provides an inference engine.

8.6 Big

8.6.1 Bi

All ML sys
is big data.
regardless
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data and data sources

ems'use data. That data can take various forms. In some cases, the data used by ML syst

SUN

This block in Figure 6 represents the sources, formats and the t
of its uses. This subclause further describes the major components shown in Figure 7.

ata
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Big data and data sources
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For

Big

large collections of unstructured data in diﬁférent applicationfields provide new insights
sing Al techniques such as knowledgé discovery and ‘pattern recognition. The availability of vast

of ul
am(
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15t party collection 3" party collection Data querying

Figure 7 — Big data and data sources

data is extensive datasets whose characteristics in terms of volume, Var,l@y, velocity and
hire specialized technologies and techniques to process-and realize Valhe For example, te
e been developed specifically to enable distributed processing of large datasets using
puters while using simple programming models. Additionally, &torage and database tg
b been developed specifically to manage large-data volumessthat can be composed of
mes. s

\\ -

Hata has become important as organizations have incréased the breadth and depth of dat

therefore require specialized technologies and technlques to gain insights.
W

more information about big data, see ISO/IEC 20546 and ISO/IEC 20547-3.

- »

data has many uses for Al'systems, and.it is-an enabler of many such systems. The av

unts of data for training results m‘lmproved machine learning models capable of bgi
hd range of applications.

N
h can be acquired by the sapie;organization that-uses it (15t party collection). For examp
the transaction data théy acquire from point-of-sale systems that they own. Data g
hired by 3rd parties suclas research organizations and other data providers who colle

variability
chnologies
clusters of
chnologies
bther large

h collection

hilability of
as a result

ing used a

e, retailers
an also be
rt data and

then sell or'share the data with other organizations that put it to use. Additionally, data can e acquired

by d

Dat

uerying and jo}nin‘g data from different datasets, both 15t and 3rd party.
i'can come from many sources such as:
point ef.sale and other transactions;

polls-or surveys;

statistical research;
recorded observations;
Sensors;

images;

audio recordings;
documents;

interactions with systems.
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8.6.2 C(loud and edge computing

Cloud computing is a paradigm for enabling network access to a scalable and elastic pool of shareable
physical or virtual resources with self-service provisioning and administration on demand, see
ISO/IEC 17788 and ISO/IEC 17789.

Cloud computing is commonly associated with large, centralized data centres, which have the capability
of providing very large capacities of processing and data storage. Such large capacities can be essential
to some parts of the Al life cycle, particularly when processing large datasets to train the Al systems
and build the models used within them.

Edge com
the edge
the bounds
actuators (

Edge comy
storage. W
devices (s€
with signif
still functi
captured fi
near the ed

However, i
a distribut
the edge. |
and data, \
and rapid ¢
systems.

[tis comm
complete s

Three prin
at the edge

a) Cloud
Due to
trainin

trainedl,~the model is/deployed, applied, and, if necessary, updated on edge devices. Data fj

edge-d
learniy

here software components, such as those associated with Al systems, a,?
nsors and actuators) there is often a need to minimize latencies and’to produce re
jcant time constraints (often termed real time), or @ néed for resiliénce so that a system|can

n if communications are interrupted, or a need.to’protect the
om edge devices. To achieve this can requirethat processing
ge. For details, see ISO/IEC 23188. )

>

}Qrivacy of individual’s ¢lata
and data storage is done gt or

)

is important to understand that cloud-computing can\fk deployed in many places within
ed computing environment, including.in places that dre not centralized and that are fear
h this form, cloud computing can ‘offer flexible a\(ld dynamic deployment of both software
sing virtualized processing and virtualized d4ta Storage combined with resource podling

lasticity and scalability to enable appropriagejolacement and operation of components d¢f Al
\

s

nly the case that edge computing sys\ér%s are combined with centralized systems to crgate

blutions, taking adyantage of the capjlbllities of eachitype of system.
AN\

cipal ML system designs combing cloud and edge: model training in the cloud, model traiping
and model training in clouq.aﬁd at the edge.

W
services.can be utilized as a centralized platform for the training of ML models (Figurg
resource restrictions.of edge devices, computing and storage intensive tasks relate
g, validation andifraintenance of models are performed using a cloud infrastructure.

b 8).
1 to
nce
fom
evices can befurther used to perform training activities or, as in the case of reinforcenpent
g, provide-feedback on the model quality.
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Figure 8 — Example of model training in the cloud

© ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=9da0e6e6f43b5d02430d3e741ffe00f7

	Foreword 
	Introduction 
	1 Scope 
	2 Normative references 
	3 Terms and definitions 
	3.1 Terms related to AI 
	3.2 Terms related to data 
	3.3 Terms related to machine learning 
	3.4 Terms related to neural networks 
	3.5 Terms related to trustworthiness 
	3.6 Terms related to natural language processing 
	3.7 Terms related to computer vision 

	4 Abbreviated terms 
	5 AI concepts 
	5.1 General 
	5.2 From strong and weak AI to general and narrow AI 
	5.3 Agent 
	5.4 Knowledge 
	5.5 Cognition and cognitive computing 
	5.6 Semantic computing 
	5.7 Soft computing 
	5.8 Genetic algorithms 
	5.9 Symbolic and subsymbolic approaches for AI 
	5.10 Data 
	5.11 Machine learning concepts 
	5.11.1 Supervised machine learning 
	5.11.2 Unsupervised machine learning 
	5.11.3 Semi-supervised machine learning 
	5.11.4 Reinforcement learning 
	5.11.5 Transfer learning 
	5.11.6 Training data 
	5.11.7 Trained model 
	5.11.8 Validation and test data 
	5.11.9 Retraining 

	5.12 Examples of machine learning algorithms 
	5.12.1 Neural networks 
	5.12.2 Bayesian networks 
	5.12.3 Decision trees 
	5.12.4 Support vector machine 

	5.13 Autonomy, heteronomy and automation 
	5.14 Internet of things and cyber-physical systems 
	5.14.1 General 
	5.14.2 Internet of things 
	5.14.3 Cyber-physical systems 

	5.15 Trustworthiness 
	5.15.1 General 
	5.15.2 AI robustness 
	5.15.3 AI reliability 
	5.15.4 AI resilience 
	5.15.5 AI controllability 
	5.15.6 AI explainability 
	5.15.7 AI predictability 
	5.15.8 AI transparency 
	5.15.9 AI bias and fairness 

	5.16 AI verification and validation 
	5.17 Jurisdictional issues 
	5.18 Societal impact 
	5.19 AI stakeholder roles 
	5.19.1 General 
	5.19.2 AI provider 
	5.19.3 AI producer 
	5.19.4 AI customer 
	5.19.5 AI partner 
	5.19.6 AI subject 
	5.19.7 Relevant authorities 


	6 AI system life cycle 
	6.1 AI system life cycle model 
	6.2 AI system life cycle stages and processes 
	6.2.1 General 
	6.2.2 Inception 
	6.2.3 Design and development 
	6.2.4 Verification and Validation 
	6.2.5 Deployment 
	6.2.6 Operation and monitoring 
	6.2.7 Continuous validation 
	6.2.8 Re-evaluation 
	6.2.9 Retirement 


	7 AI system functional overview 
	7.1 General 
	7.2 Data and information 
	7.3 Knowledge and learning 
	7.4 From predictions to actions 
	7.4.1 General 
	7.4.2 Prediction 
	7.4.3 Decision 
	7.4.4 Action 


	8 AI ecosystem 
	8.1 General 
	8.2 AI systems 
	8.3 AI function 
	8.4 Machine learning 
	8.4.1 General 

	8.5 Engineering 
	8.5.1 General 
	8.5.2 Expert systems 
	8.5.3 Logic programming 

	8.6 Big data and data sources — cloud and edge computing 
	8.6.1 Big data and data sources 
	8.6.2 Cloud and edge computing 

	8.7 Resource pools 
	8.7.1 General 
	8.7.2 Application-specific integrated circuit 


	9 Fields of AI 
	9.1 Computer vision and image recognition 
	9.2 Natural language processing 
	9.2.1 General 
	9.2.2 Natural language processing components 

	9.3 Data mining 
	9.4 Planning 

	10 Applications of AI systems 
	10.1 General 
	10.2 Fraud detection 
	10.3 Automated vehicles 
	10.4 Predictive maintenance 

	Annex A (informative) Mapping of the AI system life cycle with the OECD’s definition of an AI system life cycle 
	Bibliography 



