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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards thro

ugh technical

committees established by the respective organization to deal with particular fields of technical

activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other

international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work. In the field of information technology, ISO and IEC have established a joint technic
ISO/IEC]TC 1.

al committee,

The pfocedures used to develop this document and those intended for its further ma
described in the ISO/IEC Directives, Part 1. In particular the different approval criter]
the diffferent types of document should be noted. This document was drafted in accord
editor]al rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

ntenance are
ia needed for
hnce with the

Attentjon is drawn to the possibility that some of the elements of this document may lﬁe the subject
|

of patgent rights. ISO and IEC shall not be held responsible for identifying any or a
rights) Details of any patent rights identified during the development‘of the document
Introduction and/or on the ISO list of patent declarations received (seewww.iso.org/patd

such patent
will be in the
nts).

Any trpde name used in this document is information given fox the convenience of users
constifute an endorsement.

For arn explanation on the voluntary nature of standards, the meaning of ISO speci

and does not

ic terms and

expregsions related to conformity assessment, as well as information about I1SO's adherence to the

World|Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see
URL: www.iso.org/iso/foreword.html.

ISO/IEC 22425 was prepared by Ecma International (as ECMA-415) and was adopted, u
"fast-track procedure", by Joint Technical €ommittee ISO/IEC JTC 1, Information technolg
with its approval by national bodies of ISO and IEC.

the following

hder a special
gy, in parallel
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Introduction

The NFC Security Test (NFC-SEC-TEST) standard specifies the definitions, rules and methods for the
NFC-SEC-TEST standard and the necessary test apparatus. It corresponds to ISO/IEC 13157 series
(ECMA-385, ECMA-386, ECMA-409, ECMA-410 and ECMA-411) of NFC-SEC standards which specify:

mechanis

NFC-SEC secure channel and shared secret services and protocol for NFCIP-1, and

ms for those services.

ISO/IEC 13157 series of NFC-SEC consist of the following standards:

ISO/IEC 1
systems —

ISO/IEC 1
systems —
ECMA-38

ISO/IEC ]
systems
(NFC-SE(

ISO/IEC 1
systems —

cryptogrg

ISO/IEC 1
systems —
cryptogrd

Compliance w
no position cd

The holder of
either free of

throughout the world. In this respect) the statement of the holder of this patent right is regi

with Ecma
org/publicati

3157-1: Information technology — Telecommunications and information exchange\b
- NFC Security — Part 1: NFC-SEC NFCIP-1 security services and protocol (ECMA-385

3157-2: Information technology — Telecommunications and information exehange b
- NFC Security — Part 2: NFC-SEC cryptography standard using ECDH and AES (NFC-S
b)

3157-3: Information technology — Telecommunications and information exchange b
- NFC Security — Part 3: NFC-SEC cryptography standard using”’ECDH-256 and AH
-02, ECMA-409)

3157-4: Information technology — Telecommunications-and information exchange b
- NFC Security — Part 4: NFC-SEC entity authenticatian and key agreement using asym
phy (NFC-SEC-03, ECMA-410)

3157-5: Information technology — Telecommuhications and information exchange b
- NFC Security — Part 5: NFC-SEC entity authentication and key agreement using sym
phy (NFC-SEC-04, ECMA-411)

ncerning the evidence, validity and‘scope of this patent right.

Charge or under reasonable-dnd non-discriminatory terms and conditions with app

nternational. Information may be obtained from: http://www.ecma-interng

ptween

ptween
EC-01,

Ptween
S-GCM

btween
metric

ptween
metric

ith this International Standard mayinvolve the use of a patent. Ecma International takes

this patent right has assured Ectha International that he/she is willing to negotiate licences

licants
stered
tional.

bns/files/ECMA-ST/EcmaPATENT/EcmalListofPatentStatements.htm

Attention is drawn to the possibility that some of the elements of this document may be the sul
other thamthose identified above. Ecma International shall not be held responsiple for

patent rights
identifying an

y or all such patent rights.

ject of

Vi
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Information technology — Telecommunications and

information exchange between systems — NFC-SEC
Methods

1 Scope

This I ;
and the necessary test apparatus. The test report tem

plates are provided in Annexes A ar

2 Conformance

In addjtion to conforming to ISO/IEC 22536 (ECMA-356) and ISO/IEC 23917/(ECMA-362
implerhentations of ECMA-386, ECMA-409, ECMA-410 and ECMA-411 shall,pass all respect
test cqdses and requirements specified herein using the test apparati$-and rules of this
Standdrd. Test results should be recorded using Annex A and Annex\B of this Internationd

3 Normative references

The fo]lowing referenced documents are indispensable)for the application of this docum
referefces, only the edition cited applies. For undated references, the latest edition of t
documjent (including any amendments) applies.

Test

EST standard
d B.

), conforming
ive normative
International
| Standard.

bnt. For dated
he referenced

mance Testing
fation — Part

ange between
B5)

ange between
MA-386)

ion exchange
256 and AES-

ange between

systems — NFC Security — Part 4: NFC-SEC entity authentication and key agreement using asymmetric

cryptography (ECMA-410)

ISO/IEC 13157-5:2016, Information technology — Telecommunications and information exchange between
systems — NFC Security — Part 5: NFC-SEC entity authentication and key agreement using symmetric

cryptography (ECMA-411)

ISO/IEC 18092, Information technology — Telecommunications and information exchange between

systems — Near Field Communication — Interface and Protocol (NFCIP-1) (ECMA-340)

ISO/IEC 22536, Information technology — Telecommunications and information exchange between systems

— Near Field Communication Interface and Protocol (NFCIP-1) — RF Interface Test Methods

(ECMA-356)

ISO/IEC 23917, Information technology — Telecommunications and information exchange between systems

— NFCIP-1 — Protocol Test Methods (ECMA-362)

© ISO/IEC 2017 - All rights reserved
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4 Terms and definitions

For the purpo
4.1

ses of this International Standard, the following terms and definitions apply.

digital certificate (certificate)
public key information of an entity signed by the certification authority and thereby rendered

unforgeable

[SOURCE: ISO/IEC 9798-1]

4.2

name
the names of |

4.3
recipient
NFC-SEC entit

[SOURCE: ISO

4.4
sender
NFC-SEC entit

[SOURCE: ISO

4.5

testreport
report for the
testresult, th
and the date ¢

5 Conven

Clause 5 of IS

6 Acronyms

For the purpo

A106
A212

basic elements for test case, e.g. specific fields that are written with a capital injtial

y that receives ACT_REQ
[EC 13157-1]

y that sends ACT_REQ
IEC 13157-1]

test, that includes amongst other information: supplier, device ID, test suite, test]
e number of passed tests versus the totalnumber of tests, the number of different s§
f the tests, see Annexes A and B

tions and notations

D/IEC 13157-2 (ECMA-386)-dpplies.

ses of this International Standard, the following acronyms following apply.

Active communication mode at 106 kbps

Active communication mode at 212 kbps

letter

name,
imples

A424
IUT

1/0

LT
NEAU
NEAU-A

NEAU-S

Active communication mode at 424 kbps
Implementation Under Test

Input and Output

Lower Tester

NFC Entity Authentication

NEAU using Asymmetric Cryptography

NEAU using Symmetric Cryptography

© ISO/IEC 2017 - All rights reserved
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bration of an
s of NFC-SEC

illustrated in

NFC-SEC NFC Security

NFC-SEC-TEST NFC-SEC Test

Pxx DEP_REQ or DEP_RES PDU coded as Protected PDU and PNI set to xx.
P106 Passive communication mode at 106 kbps

P212 Passive communication mode at 212 kbps

P424 Passive communication mode at 424 kbps

RTO Response T1imeout

SCH Secure Channel Service

SEP Secure Exchange Protocol

SSE Shared Secret Service

TB-PDU Transmission Block - Protocol Data Unit

TM-SOU Test Management - Service Data Unit

UT Upper Tester

7 NFC-SEC-TEST apparatus

7.1 General

The cpncepts and abstract model of ISOAIEC 9646 are used to verify that the op
Implerhentation Under Test (IUT) is compliant to any standard of the ISO/IEC 13157 seri
standdrds.

The NFC-SEC-TEST apparatus consists of an Upper Tester (UT) and a Lower Tester (LT) as
Figurg 1.

To compmunicate with the:lUT, e.g. to establish the shared secret on the IUT, the UT and

TM-SD
Standd

The N

Us. The SDU definition and the interface between UT and IUT are out of scope of thig
rd.

[UT exchange
International

FC-SEC-TEST apparatus shall provide different test modes. Each test mode is capa

le to emulate

a conformantimplementation by sending and receiving respectively interpreting the spefified PDUs of

any off

and IS

D/IEC 13157-5 (NFC-SEC-04).

ISO/IEC 13157-2 (NFC-SEC-01), ISO/IEC 13157-3 (NFC-SEC-02), ISO/IEC 13157-4 [ NFC-SEC-03)

© ISO/IEC 2017 - All rights reserved
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Upper Tester (UT) |

A

_'

=2

o

=}

c

w

: Y

NFC-SEC-TEST Implementation Under Test
Apparatus (IUT)
A
-
™
T
o}
c
w
v
NFC-SEC-01| NFC-SEC-02 NFC-SEC-03 | NFC-SEC-04
| emulation | emulation | emulation | emulation |
I Lower Tester (LT) ‘ )

Figure 1 — NFC-SEC-TEST apparatus

7.2 Apparatus for testing the Sender

The NFC-SEC-

The NFC-SEC-TEST apparatus shall execute the SEP and-perform data exchange commands.

The NFC-SEC{TEST apparatus for testing the IUT when operating as the Sender consists of two p

TEST apparatus tests the IUT when operatingas a Sender by emulating a Recipient|

h1ts.

— The UT c¢nfigures the Sender and instructs the Sender to send commands. This Standard d¢es not

specify h

bw the UT controls the IUT.

— The LT emulates the Recipient (ppotocol, and occasionally uses incorrect messages to p

negative

ests.

7.3 Apparatus for testingthe Recipient

The NFC-SEC-TEST appdratus tests the IUT when operating as a Recipient by emulating a Sender;

The NFC-SEC{TEST<apparatus shall execute the SEP activation and perform data exchange com
and occasionglly 1ises incorrect messages to perform negative tests.

brform

mands

7.4 NFC-SEC-01 emulation

LT using NFC-SEC-01 Emulation to interact with the IUT If the PID in NFC-SEC-PDU equals to 01.

7.5 NFC-SEC-02 emulation

LT using NFC-SEC-02 Emulation to interact with the IUT If the PID in NFC-SEC-PDU equals to 02.

7.6 NFC-SEC-03 emulation

LT using NFC-SEC-03 Emulation to interact with the IUT If the PID in NFC-SEC-PDU equals to 03.

© ISO/IEC 2017 - All rights reserved
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7.7 NFC-SEC-04 emulation

LT using NFC-SEC-04 Emulation to interact with the IUT If the PID in NFC-SEC-PDU equals to 04.

8 Testrules

8.1 General test rules

An IUT when operating as a Sender sends an ACT_REQ as the first message and the LT sends an ACT_RES.

An IUT when operating as a Sender sends a VFY_REQ and the LT sends a VFY_RES.

An U7
An IUT
An U
An U
An U

NOTE
scope g

8.2

Testin
to be g

The re

83 1

A test

8.4

The IU
before|

Test scenario and report

Test scenarios

' when operating as a Sender sends ENC and the LT receives and analyses it.

[ when operating as a Sender sends TMN and the LT receives and analysesit.
 when operating as a Sender sends ERROR and the LT receives and analyses it.
 when operating as a Recipient sends an ACT_RES after the LT sent the ACT_REQ.
| when operating as a Recipient sends a VFY_RES after the LT.sent the VFY_REQ.

Testing the format of DEP_REQ and DEP_RES Protected PDUs’as specified in ECMA-34
f this International Standard.

b the IUT requires test scenarios to be executed. Each test scenario specifies a seq
xchanged between the Sender and the Recipient.

sult of the test scenario should be dogumented in a test report as defined in Annexg

RFU bits

thall fail in case an RFU field)is not set to its default value.

T shall answer/request as specified in the scenarios, optionally inserting one or m
responding with the PDU as specified in the scenarios.

Scenario R 1 — DEP_REQ Protected PDU, correct transaction, Recipient test

D is outside the

lence of PDUs

s A and B.

bre RTO PDUs

NFC-SEC-TEST Apparatus IUT

©150/1

Poo >

e Po1

EC 2017 - All rights reserved
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Scenario R 2 — DEP_REQ Protected PDU, erroneous transaction, Recipient test

NFC-SEC-TEST Apparatus IUT
Poo >
- Mute
Poo >
Po1

Scenario R 3 — DEP_REQ Protected PDU, extended transaction, Recipient test

NFC-SEC-TEST Apparatus IUT
Poo 2

— Poi
Po2 >

Po3

Scenario R 4 — DEP_REQ Protected PDU, corvect transaction, Sender test

IUT NFC-SEC-TEST Apparatus

Poo N

Po1

Scenario R 5 — DEP_REQ Protected PDU, extended transaction, Sender test

IUT NFC-SEC-TEST Apparatus
Pgo >

L — Po1
Po2 >

— Po3

© ISO/IEC 2017 - All rights reserved
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Scenario R 6 — DEP_REQ Protected PDU, extended transaction, TMN and ENC test

IUT NFC-SEC-TEST Apparatus
Poo >
L — Po1
Po2 >
Poz
Poa4 >

9 T¢st methods for NFC-SEC-01

9.1 Recipient test methods

This sfibclause lists all the required protocol test methods for recipients.

9.1.1 | List of protocol test methods

To test Recipients supporting SSE and SCH, the test méthods listed in Table 1 shall be exeg¢uted.

Table 1 — NFC-SEC-PDUs

Test method Corresponding requirement
Clause Name Base standard Clause(s)
9.1.2 NFC-SEC PDU format ECMA-385 11

For all[Recipients, the test metheds'listed in Table 2 shall be executed.

Table 2 — Logical operation of the Transport Protocol

Fest method Corresponding requirenjent
Clause Name Base standard Clause(s)
91.3.1 Handling of ACT_REQ PDUs ECMA-386 11.2.2
91.3.2 Handling of VFY_REQ PDUs ECMA-386 11.4.2

9.1.2 | NFC-SEC-PDU format

The purpose of this test is to determine if the PDU formats of NFC-SEC-PDUs are correct (see ECMA-385
Clause 11).

NOTE The PDU format is correct when it contains all mandatory and any of the allowed field values and RFU
bits are set to default value.

9.1.2.1 Procedure
Repeat steps a) to d) for the SSE transformation.
a) Place the IUT into the operating volume.

b) Generate an RF-field between the limits Hmin and Hmax and verify that the field strength does not
influence the test results.

© ISO/IEC 2017 - All rights reserved 7
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c) Execute scenario R 1, receive the ACT_REQ PDU in DEP_REQ and send ACT_RES PDU in DEP_RES.

d) Execute scenario R 2, receive the VFY_REQ PDU in DEP_REQ in the first PDU exchange and receive
the ACT_REQ PDU in DEP_REQ and send ACT_RES PDU in DEP_RES in the second PDU exchange.

9.1.2.2 Testreport

The test report shall indicate whether the IUT behaves correctly for SSE and shall include results for

the following characteristics:

Characteristic Expected result for Pg;inR 1
SED Caonfaoriainagt o DONMA 200 11 1
SEF Corfeorprne e HEMASSH-+
PID Conforming to ECMA-385, 11.2

NFC-SEC Payload

Conforming to ECMA-385, 11.3

Expected result for Py1 inR'2

SEP

Conforming to ECMA-385,11.1

PID

Conforming to ECMA-385, 11.2

NFC-SEC Payload

Conforming to EGMA=385, 11.3

9.1.3 Logidal operation of the Transport Protocol

9.1.3.1 Handling of ACT_REQ PDUs

The purpose ¢f this test is to determine the correct handling of the ACT_REQ of the IUT.

9.1.3.1.1 Procedure

Repeat steps &) to d) for the SSE transformation forveach bit rate.

a) Place the[[UT into the operating volume.

b) Generatefan RF-field between the limiits Hmin and Hmax and verify that the field strength dges not

influencel|the test results.

c) Apply theftest scenario R 1, receive the ACT_REQ PDU in DEP_REQ and send ACT_RES PDU in DHP_RES.

d) Analyse if the ACT_RES from'the IUT is according to scenario R 1.

9.1.3.1.2 Report

The test repofrt shadllindicate whether the IUT behaves correctly for SSE and shall include resu
the following Fharacteristics for each bit rate:

Its for

Characteristic Expected result
SEP 11000001
PID Ignored

NFC-SEC Payload

QB||NB, see ECMA-386, 11.2.2, step 4

9.1.3.2 Handling of VFY_REQ PDUs

The purpose of this test is to determine the correct handling of the VFY_REQ of the IUT.

© ISO/IEC 2017 - All rights reserved
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9.1.3.2.1 Procedure
Repeat steps a) to d) for the SSE transformation for each bit rate.
a) Place the IUT into the operating volume.

b) Generate an RF-field between the limits Hmin and Hmax and verify that the field strength does not
influence the test results.

c) Apply the test scenario R 3.
1) Receive the ACT_REQ PDU in DEP_REQ and send the ACT_RES PDU in DEP_RES.

2)| Receive the VFY_REQ PDU in DEP_REQ and send the VFY_RES PDU in DEP_RES.
d) Analyse if VFY_RES from the IUT is correct.

9.1.3.2.2 Report

The test report shall indicate whether the IUT behaves correctly for SSE and shall inclyde results for
the follJowing characteristics for each bit rate:

Characteristic Expected result
SEP 11000011
PID Ignored
NFC-SEC Payload MacTagB, see ECMA-386, 11.4.2, stdp 4

9.1.3.3 ERROR PDUs

The pyrpose of this test is to determine the correct format and content of ERROR PDUs frpm the IUT.

9.1.3.3.1 Procedure
Repeat steps a) to d) for the SSE or.SCH transformation for each bit rate.
a) Place the IUT into the opetating volume.

b) Ggnerate an RF-field between the limits Hmin and Hmax and verify that the field stregngth does not
influence the testresults.

c) Apply the testsscenario R 1, and insert a wrong PID into ACT_REQ.
d) Analyse if ERROR from the IUT is correct.

9.1.3.3.2¢{~Report

The test report shall indicate whether the IUT behaves correctly for the following characteristics:

Characteristic Expected result
SEP 00xx1111
PID Ignored
NFC-SEC Payload Zero-terminated octet string

9.2 Sender test methods

This subclause lists all the required protocol test methods for senders.

© ISO/IEC 2017 - All rights reserved 9
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9.2.1 List of protocol test methods

To test Senders supporting SSE and SCH, the test methods listed in Table 3 shall be executed.

Table 3 — NFC-SEC-PDUs

Test method Corresponding requirement
Clause Name Base standard Clause(s)
9.2.2 PDU format ECMA-385 11

For all Senders, the test methods listed in Table 4 shall be executed.

Table 4 — Logical operation of the Transport Protocol

Test method Corresponding requirement

Clause Name Base standard Clause(s)

9.2.3.1 ACT_REQ PDUs ECMA-386 11.2.1

9.2.3.2 VFY_REQ PDUs ECMA-386 1141

9.2.3.3 ENC PDUs ECMA-386 12.21

9.2.34 TMN PDUs ECMA-385 11.4
9.2.2 NFC-SEC-PDU format
The purpose pf this test is to determine the PDU formats of NFGSEC-PDUs are correct (see ECMA-385
Clause 11).
NOTE ThelPDU format is correct when it contains all maftdatory and any of the allowed field values ahd RFU

bits are set to d

efault value.

9.2.2.1 Procedure

Repeat steps §) to c) for the SSE transformation.

a) Place the[[UT into the operating volume.

b) Generatefan RF-field between'the limits Hmin and Hmax and verify that the field strength d
influence|the test results,

c) Execute scenario R 4,send the ACT_REQ PDU in DEP_REQ and Receive ACT_RES PDU in DEP_

9.2.2.2 Testreport

The test repo
the following

es not

RES.

Its for

rt shall indicate whether the IUT behaves correctly for SSE and shall include resy

4 P
CIIAdIdULUT IOUIL S,

Characteristic Expected result for Pgg in R4
SEP Conforming to ECMA-385, 11.1

PID Conforming to ECMA-385, 11.2
NFC-SEC Payload Conforming to ECMA-385, 11.3

9.2.3 Logic

al operation of the Transport Protocol

9.2.3.1 ACT_REQPDUs

The purpose of this test is to determine the correct format and content of ACT_REQ PDUs from the IUT.

10
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9.2.3.1.1 Procedure

Repeat steps a) to d) for the SSE transformation for each bit rate.

a) Place the IUT into the operating volume.

b) Generate an RF-field between the limits Hmin and Hmax and verify that the field strength does not
influence the test results.

c) Apply the test scenario R 4, send ACT_REQ PDU in DEP_REQ.

d) Analyse if ACT_REQ from the IUT is correct.

9.2.3.1.2 Report
The test report shall indicate whether the IUT behaves correctly for SSE and shallinclude results for
the following characteristics for each bit rate:
Characteristic Expected.result
SEP 00000000
PID 1
NFC-SEC Payload QA||NA,see ECMA-386,11.2.1, step 3

9.2.3.2
The py
9.2.3.2
Repea
a) Pl
b) _(}e

in
A Ap

1)

2)

d) Analyse if VFY_REQ from the IUT is correct.

9.2.3.4

VFY_REQ PDUs

rpose of this test is to determine the correct format and content of VFY_REQ PDUs

.1 Procedure
steps a) to d) for the SSE transformation for each bit rate.
hce the IUT into the operating volime.

nerate an RF-field betweenthe limits Hmin and Hmax and verify that the field stre
[luence the test results.

ply the test scenarie R 5.
Send the ACT-REQ PDU in DEP_REQ and receive the response ACT_RES in DEP_RH
Send the VEY REQ PDU in DEP_REQ.

of the IUT.

ngth does not

S.

2<{,Report

The test report shall indicate whether the IUT behaves correctly for SSE and shall include results for
the following characteristics:

Characteristic Expected result
SEP 00000010
PID Ignored
NFC-SEC Payload MacTagA, see ECMA-386, 11.4.1, step 2

9.2.3.3 ENCPDUs

The purpose of this test is to determine the correct format and content of ENC PDUs from the IUT.

© ISO/IEC 2017 - All rights reserved
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9.2.3.3.1 Procedure
Repeat steps a) to d) for the SCH transformation for each bit rate.
a) Place the IUT into the operating volume.

b) Generate an RF-field between the limits Hmin and Hmax and verify that the field strength does not
influence the test results.

c) Apply the test scenario R 6, send ENC PDU in DEP_REQ of Pg4.
d) Analyse if ENC from the IUT is correct.

9.2.3.3.2 Rtport

The test repoft shall indicate whether the IUT behaves correctly for SCH and shall include Tesylts for
the following characteristics for each bit rate:

Characteristic Expected result
SEP 00010100
PID Ignored
NFC-SEC Payload SNV||DataLen||EncData||Mag¢, see ECMA-386, 12.2.1, §tep 6.

9.2.3.4 TMNPDUs

The purpose ¢f this test is to determine the correct format and content of TMN PDUs from the IU[T.

9.2.3.4.1 Procedure
Repeat steps &) to d) for the SSE of SCH transformation for each bit rate.
a) Place the[[UT into the operating volume.

b) Generatefan RF-field between the limits Hmin and Hmax and verify that the field strength d¢es not
influencelthe test results.

c) Apply thetest scenario R 6, send. TMN PDU in DEP_REQ in Pga.
d) Analyse if the TMN fromthe/IUT is correct.

9.2.3.4.2 Report

The test repoft shallindicate whether the IUT behaves correctly for the following characteristics:

Characteristic Expected result
SEP 00xx0110
PID Ignored
NFC-SEC Payload Ignored

10 Test methods for NFC-SEC-02

10.1 Recipient test methods

9.1 of this International Standard applies.
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10.2 Sender test methods

9.2 of this International Standard applies when the contents of ACT_REQ PDUs and ENC PDUs are
replaced as specified in this subclause.

10.2.1 ACT_REQ PDUs

The purpose of this test is to determine the correct format and content of ACT_REQ PDUs from the IUT.

10.2.1.1 Procedure

Repeat-steps :1) to d) for the SSE transformation for each bit rate

a) Place the IUT into the operating volume.

b) Ggnerate an RF-field between the limits Hmin and Hmax and verify that thedfield stregngth does not
influence the test results.

c) Apply the test scenario R 4, send ACT_REQ PDU in DEP_REQ.
d) Analyseif ACT_REQ from the IUT is correct.

10.2.1{2 Report

The test report shall indicate whether the IUT behaves correctly for SSE and shall include results for
the following characteristics for each bit rate:

Characteristic Expected result
SEP 00000000
PID 2
NFC-SEC Payload See ECMA-409 Clause 11

10.2.21 ENCPDUs

The pyrpose of this test is to determine the correct format and content of ENC PDUs from|the IUT.

10.2.241 Procedure
Repeat steps a) to dj.for the SCH transformation for each bit rate.
a) Place the [BRinto the operating volume.

b) Ggnerateran RF-field between the limits Hmin and Hmax and verify that the field stregngth does not
inflience the test results.

c) Apply the test scenario R 6, send ENC PDU in DEP_REQ of Pg4.
d) Analyse if ENC from the IUT is correct.

10.2.2.2 Report

The test report shall indicate whether the IUT behaves correctly for SCH and shall include results for
the following characteristics for each bit rate:

Characteristic Expected result
SEP 00010100
PID Ignored
NFC-SEC Payload S31|S2 || S1 || AuthEncData, see ECMA-409, 12.2.1, step 7.
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11 Test methods for NFC-SEC-03

11.1 Recipient test methods

This subclause lists all the required protocol test methods for recipients.

11.1.1 List of protocol test methods

To test Recipients supporting SSE and SCH, the test methods listed in Table 5 shall be executed.

Table 5 — NFC-SEC-PDUs

Test method Corresponding requirement
Clause Name Base standard Clause(s)
11.1.2 NFC-SEC PDU format ECMA-385 11

For all Recipi¢nts, the test methods listed in Table 6 shall be executed.

Table 6 — Logical operation of the Transport Protocol

Test method Corresponding requirement
Clause Name Base standard Clause(s)
11.1.3.1 Handling of ACT_REQ PDUs ECMA-410 10.1.4
10.2.4
11.1.3.2 Handling of VFY_REQ PDUs ECMA-410 10.1.4
10.2.4
11.1.3.3 ERROR PDUs ECMA-385 11.5

11.1.2 NFC-§EC-PDU format

9.1.2 of this Ifjternational Standard applies-
11.1.3 Logidal operation of the Transport Protocol

11.1.3.1 Handling of ACT_REQ/PDUs

The purpose ¢f this testisito determine the correct handling of the ACT_REQ of the IUT.

11.1.3.1.1 Procedure

Repeat steps §):to’d) for the SSE transformation with and without involving TTP and for each bit|rate.

a) Place the IUT into the operating volume.

b) Generate an RF-field between the limits Hmin and Hmax and verify that the field strength does not
influence the test results.

c) Apply the testscenario R 1, receive the ACT_REQ PDU in DEP_REQ and send ACT_RES PDU in DEP_RES.
d) Analyse if the ACT_RES from the IUT is correct.
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For NEAU-A mechanism involving a TTP, the test report shall indicate whether the IUT behaves
correctly for SSE and shall include results for the following characteristics for each bit rate:

Characteristic Expected result
SEP 11000001
PID Ignored
NFC-SEC Payload TTP||NB||NA ||CertB||QI§‘|ELSI;g6B, see ECMA-410, 10.1.4,

For NHAG-ATechanism withoutinvoiving the testreportshait imdicate whethier the IUT behaves
correcftly for SSE and shall include results for the following characteristics for each bitrate:
Characteristic Expected result
SEP 11000001
PID Ignored
NFC-SEC Payload TTP||NB||NA ||CertB||Q13|thl;g7B, see ECM4-410, 10.2.4,

11.1.3
The py

11.1.3
Repea
a) Pl

b) Gd
in

c) Aj

.2 Handling of VFY_REQ PDUs

2.1 Procedure

hce the [UT into the operating volume;

Fluence the test results.

ply the test scenario R 3.

rpose of this test is to determine the correct handliag of the VFY_REQ of the IUT.

steps a) to d) for the SSE transformation for each bit rate.

nerate an RF-field between the limits Hmin and Hmax and verify that the field strgngth does not

1)| Receive the ACT_REQ-PDU in DEP_REQ and send the ACT_RES PDU in DEP_RES.
2)| Receive the VFY-REQ PDU in DEP_REQ and send the VFY_RES PDU in DEP_RES.

NQTE
checked, (refef to 10.1 of ECMA-410) by the TTP following c).1) and before c).2).

d) Analyse if VFY_RES from the IUT is correct.

11.1.37272Report

Whéniinvolving a TTP, the validity of the certificates of Sender A and Recipieht B should be

For NEAU-A mechanism involving a TTP, the test report shall indicate whether the IUT behaves

correctly for SSE and shall include results for the following characteristics for each bit rate:

Characteristic Expected result
SEP 11000011
PID Ignored
NFC-SEC Payload MacTagg, see ECMA-410, 10.1.4, step 15

©150/1
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For NEAU-A mechanism without involving a TTP, the test report shall indicate whether the [UT behaves
correctly for SSE and shall include results for the following characteristics for each bit rate:

Characteristic Expected result
SEP 11000011
PID Ignored
NFC-SEC Payload MacTagp, see ECMA-410, 10.2.4, step 16

11.1.3.3 ERROR PDUs

9.1.3.3 of this International Standard npplipc

11.2 Sender test methods

This subclausk lists all required protocol test methods for senders.

11.2.1 List of protocol test methods

To test Senders supporting SSE and SCH the test methods listed in Table 7 shall'be executed.

Table 7 — NFC-SEC-PDUs

Test method Corresponding requirement
Clause Name Base standard Clause(s)
11.2.2 PDU format ECMA-385 11

For all Senderfs, the test methods listed in Table 8 shall bé executed.

Table 8 — Logical operation of the Transport Protocol

Test method Corresponding requirement

Clause Name Base standard Clause(s)

10.1.3
11.2.3.1 ACT_REQPDUs ECMA-410

10.2.3

10.1.3
11.2.3.2 VEY_REQ PDUs ECMA-410

10.2.3
11.2.3.3 ENC PDUs ECMA-409 12.2.1
11.2.34 TMN PDUs ECMA-385 11.4
11.2.41 TAEP_REQ PDU ECMA-410 10.1.5

11.2.2 NFC-SEC-PDU format

9.2.2 of this International Standard applies.
11.2.3 Logical operation of the Transport Protocol

11.2.3.1 ACT_REQ PDUs

The purpose of this test is to determine the correct format and content of ACT_REQ PDUs from the IUT.
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11.2.3.1.1 Procedure
Repeat steps a) to d) for the SSE transformation for each bit rate.
a) Place the IUT into the operating volume.

b) Generate an RF-field between the limits Hmin and Hmax and verify that the field strength does not
influence the test results.

c) Apply the test scenario R 4, send ACT_REQ PDU in DEP_REQ.
d) Analyse if ACT_REQ from the IUT is correct.

11.2.3{1.2 Report

For NEAU-A mechanism involving a TTP, the test report shall indicate whether the| IUT behaves
correcftly for SSE and shall include results for the following characteristics for each bit rafe:

Characteristic ExpectedTesult
SEP 00000000
PID 3
NFC-SEC Payload TTP||NA||Certya, see ECMA-410, 10.1.3, step 3

For NHAU-A mechanism without involving a TTP, the test report shall indicate whether the IUT behaves
correcftly for SSE and shall include results for the followingicharacteristics for each bit rate:

Characteristic Expected result
SEP 00000000
PID 3
NFC-SEC Payload TTP||NA||Certp, see ECMA-410, 10.2.3, step 3

11.2.3.2 VFY_REQ PDUs

The puyrpose of this test is to determine the correct format and content of VFY_REQ PDUs|of the IUT.

11.2.3(2.1 Procedure
Repeat steps a) to d) fopthe SSE transformation for each bit rate.
a) Place the [UT)into the operating volume.

b) Ggnerate-an RF-field between the limits Hmin and Hmax and verify that the field stregngth does not
influence the test results.

c) Applythe testscenario R b.
1) Send the ACT_REQ PDU in DEP_REQ and receive ACT_RES in DEP_RES.
2) Send the VFY_REQ PDU in DEP_REQ.

d) Analyse if VFY_REQ from the IUT is correct.
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11.2.3.2.2 Report

For NEAU-A mechanism involving a TTP, the test report shall indicate whether the IUT behaves
correctly for SSE and shall include results for the following characteristics for each bit rate:

Characteristic Expected result
SEP 00000010
PID Ignored

NFC-SEC Payload

NA|INB’[|QA|[Res’||Resp’|[SigrTp’||Sigal|MacTaga, see
ECMA-410, 10.1.3, step 17

For NEAU-A nfe o —the . . brphaves
correctly for $SE and shall include results for the following characteristics for each bit rate:
Characteristic Expected result
SEP 00000010
PID Ignored
NFC-SEC Payload NA||NB’||QA||Siga||MacTaga, seee ECMA-410, 10.2.3, step 14

11.2.3.3 EN(
10.2.2 of this

PDUs

nternational Standard applies.

11.2.3.4 TMN PDUs

9.2.3.4 of this

11.2.4 Logidal operation of the TTP Transport Protocol

11.2.4.1 TAE

International Standard applies.

P_REQ PDUs

The purpose ¢f this test is to determine theé-correct format and content of TAEP_REQ PDUs from the IUT.

11.2.4.1.1 Procedure

Perform steps

a) Place the

a) to c) for the TR transformation.

[UT into the.Operating volume.

b) Send TAHP_REQ.RDU.

c) Analysei

F TAEP REQ from the IUT is correct.

11.2.4.1.2 Report

The test report shall indicate whether the IUT behaves correctly for the following characteristics:

Characteristic

Expected result

TAEP Payload

NA’|INB’[|Certy’||Certg’, see ECMA-410, 10.1.5, step 1

12 Test methods for NFC-SEC-04

12.1 Recipient test methods

This subclause lists all the required protocol test methods for recipients.

18
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To test Recipients supporting SSE and SCH, the test methods listed in Table 5 shall be executed.

For all Recipients, the test methods listed in Table 9 shall be executed.

Table 9 — Logical operation of the Transport Protocol

Test method Corresponding requirement
Clause Name Base standard Clause(s)
12.1.21 Handling of ACT_REQ PDUs ECMA-411 10.4
1771272 Handiingof VFY_REQ PDUS ECMAZTT 10.4
11.1.3.3 ERROR PDUs ECMA-385 11.5
12.1.2| Logical operation of the Transport Protocol
12.1.2l1 Handling of ACT_REQ PDUs

The py

rpose of this test is to determine the correct handling of the ACT/REQ of the IUT.

12.1.211.1 Procedure

Repea

steps a) to d) for the SSE transformation for each bit rate.

a) Place the IUT into the operating volume.

b) Gd
in

c) Aj

nerate an RF-field between the limits Hmin‘and Hmax and verify that the field strgngth does not

luence the test results.

ply the test scenario R 1, receive the AGET_REQ PDU in DEP_REQ and send ACT_RES PQQU in DEP_RES.

d) Analyse if the ACT_RES from the IUT"is correct.

12.1.2(1.2 Report

The test report shall indicate. whether the IUT behaves correctly for SSE and shall inclyde results for

the fol

owing characterjsties for each bit rate:

Characteristic Expected result
SEP 11000001
PID Ignored
NFC-SEC Payload NB||NA'||[EncDatagr||MACR, see ECMA-411, 10.4, step 5

12.1.2.2 Handling of VFY_REQ PDUs

The purpose of this test is to determine the correct handling of the VFY_REQ of the IUT.

12.1.2

Repeat steps a) to d) for the SSE transformation for each bit rate.

.2.1 Procedure

a) Place the IUT into the operating volume.

b) Generate an RF-field between the limits Hmin and Hmax and verify that the field strength does not
influence the test results.

© ISO/IEC 2017 - All rights reserved
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c) Apply the test scenario R 3.
1) Receive the ACT_REQ PDU in DEP_REQ and send the ACT_RES PDU in DEP_RES.
2) Receive the VFY_REQ PDU in DEP_REQ and send the VFY_RES PDU in DEP_RES.
d) Analyse if the VFY_RES from the IUT is correct.

12.1.2.2.2 Report

The test report shall indicate whether the IUT behaves correctly for SSE and shall include results for
the following characteristics for each bit rate:

Characteristic Expected result
SEP 11000011
PID Ignored
NFC-SEC Payload MacTagg, see ECMA-411, 10.4; step 10

12.2 Sender test methods

This subclausg lists all required protocol test methods for senders.

12.2.1 List of protocol test methods

To test Sendets supporting SSE and SCH, the test methods listed\in Table 7 shall be executed.

For all Senderfs, the test methods listed in Table 10 shall be.executed.

Table 10 — Logical operation‘of the Transport Protocol

Test method Corresponding requirement
Clause Name Base standard Clause(s)
12.2.21 ACT_REQ PDUSs ECMA-411 10.3
12.2.2.2 VFY_REQPDUs ECMA-411 10.3
11.2.3.3 ENC PDUs ECMA-409 12.2.1
11.2.34 TMN PDUs ECMA-385 11.4

12.2.2 Logidal operation-of the Transport Protocol

12.2.2.1 ACT_REQPDUs

The purpose ¢fithis test is to determine the correct format and content of ACT_REQ PDUs from thje IUT.

12.2.2.1.1 Procedure
Repeat steps a) to d) for the SSE transformation for each bit rate.
a) Place the IUT into the operating volume.

b) Generate an RF-field between the limits Hmin and Hmax and verify that the field strength does not
influence the test results.

c) Apply the test scenario R 4, send ACT_REQ PDU in DEP_REQ.
d) Analyse if ACT_REQ from the IUT is correct.
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12.2.2.1.2 Report

The test report shall indicate whether the [UT behaves correctly for SSE and shall include results for
the following characteristics for each bit rate:

Characteristic Expected result
SEP 00000000
PID 4
NFC-SEC Payload NA, see ECMA-411, 10.3, step 2

12.2.2,.2 VEY_REQ PDIIs

The pyrpose of this test is to determine the correct format and content of VFY_REQ PDUs|of the IUT.

12.2.22.1 Procedure
Repeat steps a) to d) for the SSE transformation for each bit rate.
a) Place the IUT into the operating volume.

b) Ggnerate an RF-field between the limits Hmin and Hmax and-verify that the field stregngth does not
influence the test results.

c) Apply the test scenario R 5.
1)| Send the ACT_REQ PDU in DEP_REQ and recei*¢ ACT_RES in DEP_RES.
2)| Send the VFY_REQ PDU in DEP_REQ.

d) Analyse if VFY_REQ from the IUT is correétt:

12.2.2(2.2 Report

The test report shall indicate whether the IUT behaves correctly for SSE and shall inclyde results for
the following characteristics for.each bit rate:

Characteristic Expected result
SEP 00000010
PID Ignored
KEC:SEC Payload NA||NB ||EncDatas||MACSS||t1\e/I§%TagA, see ECNIA-411, 10.3,
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Annex A
(informative)

Test report template for Recipient tests

A.1 Testreport template for Recipient tests of NFC-SEC-01

Supplier:
Product:
Table A.1 — Test report template for Recipient tests of NFC-SEC-041
9.1 Recipient|jtest methods
No Tes{name Expected result| Reference Scenario Condition Test respults
chapter in number PASS/FAIL
ECMA Stand-
ards
1 9.1.2 NFC-SEC- The test passes |ECMA-385 R1,R2 P106
PDU format if IUT behaves as |Clause 11 P212
described in the
scenario. P424
A106
A212
A424
2 9.1.3.1 Handling of |The test passes |ECMA-386 R1 P106
ACT REQ) PDUs if IUT behaves as |11.2:2 P212
described in the
scenario. P424
A106
A212
A424
3 9.1.3.2 Handling of | The test passes |ECMA-386 R3 P106
VEY REQ PDUs ifJUT behaves as [11.4.2 P212
described in the
scenario. P424
A106
A212
A424
4 9.1.3.3 Handling of |The test passes |ECMA-38511.5|R1 P106
ERROR PDUs if IUT behaves as
: . P212
described in the
scenario. P424
A106
A212
A424

A.2 Testreport template for Recipient tests of NFC-SEC-02

Clause A.1 of this International Standard applies.
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